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Abstract. Previously I proposed fully homomorphic public-key encryption (FHPKE)
based on discrete logarithm problem which is vulnerable to quantum computer attacks.
In this paper I propose FHPKE based on multivariate discrete logarithm assumption.
This encryption scheme is thought to withstand to quantum computer attacks. Though I
can construct this scheme over many non-commutative rings, [ will adopt the FHPKE
scheme based on the octonion ring as the typical example for showing how this scheme
is constructed. The multivariate discrete logarithm problem (MDLP) is defined such that
given f(x), g(x), h(x) and a prime ¢, final goal is to find mo, mi, no, m € Fg* where
h(x)=f"mo(g"no(x))+f"“mi(g"n1(x)) mod g over octonion ring.
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81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving the ring
structure of the plaintexts) is known as fully homomorphic encryption (FHE) and is very powerful.
Using such a scheme, any circuit can be homomorphically evaluated, effectively allowing the
construction of programs which may be run on encryptions of their inputs to produce an encryption
of their output. Since such a program never decrypts its input, it can be run by an untrusted party
without revealing its inputs and internal state. The existence of an efficient and fully homomorphic
cryptosystem would have great practical implications in the outsourcing of private computations, for
instance, in the context of cloud computing.

With homomorphic public-key encryption, a company could encrypt its entire database of e-
mails and upload it to a cloud. Then it could use the cloud-stored data as desired—for example, to
calculate the stochastic value of stored data. The results would be downloaded and decrypted without

ever exposing the details of a single e-mail.

In 2009 Gentry, an IBM researcher, has created a homomorphic public-key encryption scheme
that makes it possible to encrypt the data in such a way that performing a mathematical operation on
the encrypted information and then decrypting the result produces the same answer as performing an

analogous operation on the unencrypted data.
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But in Gentry’s scheme a task like finding a piece of text in an e-mail requires chaining together
thousands of basic operations. His solution was to use a second layer of encryption, essentially to

protect intermediate results when the system broke down and needed to be reset.

In previous works I proposed fully homomorphic encryptions. But the encryption schemes in some
previous works [14, 15, 16, 17, 18, 19, 20] may be vulnerable to “p and - p attack”. And the encryption
schemes in other previous works [11, 12, 22, 23] may be vulnerable to quantum computer attacks.

In this paper I propose FHPKE based on multivariate discrete logarithm assumption which is
thought to withstand to quantum computer attacks and “p and - p attack”. Though I can construct this
scheme over many non- commutative rings, I will adopt the FHPKE scheme based on the octonion
ring as the typical example for showing how this scheme is constructed. The multivariate discrete
logarithm problem (MDLP) is defined such that given f(x), g(x), #(x) and a prime ¢, final goal is to find
mo, mi1, no, m € Fq* where h(x)="°(g"°(x)+f™'(g"!(x)) mod g over octonion ring.

In this scheme I describe fully homomorphic public-key encryption (FHPKE) with the recursive
ciphertex. A ciphertext consists of three sub-ciphertexts corresponding to one plaintext. When we
execute the additional operation or multiplicative operation, a new three sub-ciphertexts are generated

from the three sub-ciphertexts recursively without revealing the plaintexts.

82. Related works

The utility of fully homomaorphic encryption has been long recognized. The problem of constructing
such a scheme was first proposed within a year of the development of RSA [4]. For more than 30
years, it was unclear whether fully homomaorphic encryption was even possible. During this period,
the best result was the Boneh-Goh-Nissim cryptosystem which supports evaluation of an unlimited
number of addition operations but at most one multiplication.

Craig Gentry [1] using lattice-based cryptography showed the first fully homomorphic
encryption scheme as announced by IBM on June 25, 2009 [5, 6].

Gentry's Ph.D. thesis [7] provides additional details. Gentry also published a high-level overview
of the van Dijk et al. construction [8].

In 2009, Marten van Dijk, Craig Gentry, Shai Halevi and Vinod Vaikuntanathan presented a
second fully homomorphic encryption scheme [9] , which uses many of the tools of Gentry's
construction, but which does not require ideal lattices. Instead, they show that the somewhat
homomorphic component of Gentry's ideal lattice-based scheme can be replaced with a very simple
somewhat homomorphic scheme that uses integers. The scheme is therefore conceptually simpler
than Gentry's ideal lattice scheme, but has similar properties with regards to homomorphic operations
and efficiency. The somewhat homomorphic component in the work of van Dijk et al. is similar to an
encryption scheme proposed by Levieil and Naccache in 2008, and also to one that was proposed by
Bram Cohen in 1998 [10]. Cohen's method is not even additively homomorphic, however. The



Levieil-Naccache scheme is additively homomaorphic, and can be modified to support also a small
number of multiplications.

In 2010, Nigel P. Smart and Frederik Vercauteren presented a refinement of Gentry's scheme
giving smaller key and ciphertext sizes, but which is still not fully practical. At the rump session of
Eurocrypt 2010, Craig Gentry and Shai Halevi presented a working implementation of fully
homomaorphic encryption (i.e. the entire bootstrapping procedure) together with performance
numbers. In 2014, Nuida and Kurosawa proposed (batch) fully homomorphic encryption over
integers [13].

§3. Basic concept on FHPKE in this scheme

Here I describe the basic concept on the method for constructing this fully homomorphic public-key
encryption over the non-commutative ring.

Let R be non-associative and non-commutative ring.

Let g be an odd prime.

1)We adopt F(X), G(X) EcAX] and ¢ as system parameters.

2)Let ha(X) E<A1.X] be the public-key and mao, mat,na0 Na1 = Fg* be the secret keys of user A.
where ha(X):= f™0(g0(x))+f"41(g"! (x)) mod g EARX].

3)Let hg(X) =A1.X] be the public-key and mgo, ma1, Neo, NB1 EFQ* be the secret keys of user B.
where ha(X):= /(¢ (x)} /™! (g"'(x)) mod ¢ EALX].

4)User A generates the common encryption key Fag(X,Y) between user A and user B as follows.
Eas(X):= /" (he(g" "))+ /™ (he(g"' (x)))

= (g (g 000)) + MO (@ ()

+ (g ) + P (g (g () mod g EARTX].

- fmAO+mBO(gnBO+nAO(x)) + fmA0+ mBl(gnBHnAO(x))

+fmA1+mBO(gnBO+nAl(x)) +fmA1+ mBl(gnBHnAl(x))) mod qedq)(]

Fag(X,Y):= Eas™(Y(Eag(X))) SATX, V.

In the same manner user B generates the common encryption key Fea(X) between user B and user A
such that

5)Epa(X):= fMBOmAO(nAnBO )y 4 fmBO+ mAl(gndl4nBO )y
+mel+mA0(gnAO+nBl(x)) +mel+ nzAl(gnA1+nBl(x))) mod ch/?[X],
Faa(X,Y):= Esa™(Y(Ega(X))) = Fas(X,Y) EALX.Y].

6)Let M ERbe the plaintext.

7)User A generates the ciphertext C(X) such that



C(X):= Fag(M,X):= EAB'l(M(EAB(X))) eAX].
8)User B deciphers the ciphertext to obtain the plaintext M.
Esa(C( Esa™(1)))= Esa(Eas (M(Ens(Esa™(1))))) =M1=MERX.

We notice that we need to structure the plaintext M so that the ciphertext C has the fully
homomorphic property.

Though I can construct this scheme over many non-commutative rings, I adopt the FHPKE scheme

based on the octonion ring as an example. In this paper [ will show by using this example how this
scheme is constructed.

§4. Preliminaries for octonion operations

In this section we describe the operations on octonion ring and properties of octonion ring. The readers

who understand the property of octonion may skip the section 4.

§4.1 Multiplication and addition on the octonion ring O

Let ¢ be a prime modulus to be as large as 22°° where ¢ is a prime. Later (in section 8) we discuss the

size of ¢, one of the system parameters.
Let O be the octonion [2] ring over a finite field R=Z/gZ such that
O={(ao.a,....a7)| g€ R (j=0,1,...,7)}. (1

We define the multiplication and addition of 4,8 €0 as follows.

A=(ao,a1,....a7), 4 € R (j=0,1,...,7), 2)
B=(bo,b1,...,b7), bj & R (j=0,1,...,7). 3)
AB mod g

= (aobo- a1b1- axba- azbs-asbs- asbs-asbs-a7b; mod g,
aob1+aibot+axbat+asbr-asbr+asbs-asbs-azbz mod g,
aobz-a1ba+axbo+azbs+asbi-asby+asbr-abs mod g,
aobs-a1br-axbs+asbo+asbs+asbr-asba+azbr mod g,
aobs+aiba-axbi -asbe+asbo+asbr+ ashs -abs mod g,
aobs-a1be+arbs-azbr-asbr+asbo+asb1+azbs mod g,
aobs+ai1bs -axbr+azbs-asbs -asb1+asbo +azb, mod g,

aob7taibs+axbe-asb1 +asbs-asbs-asb+azbomod q) 4)
4



A+B mod g
=(ao+bomod g, ai+b1 mod g, ax+b>mod ¢, az+b3mod q ,
as+bsmod g, as+bsmod g, as+bsmod g, a7+b7mod g ). (5)
Let
lAP= ao®+ar*+...+a7*mod q. (6)
If GCD(|4P, g)=1, we can have 4™, the inverse of 4 by using the algorithm Octinv(4) such that
A= (ao/|AP mod g, -a1/|A mod q...., -a7/|AP mod g) < Octinv(4). (7

Here details of the algorithm Octinv(A4) are omitted and can be looked up in the Appendix A.

§4.2 Order of the element in O
In this section we discuss the order “J” of the element “4 ” in octonion ring, that is,
A"'=4mod g€ 0.

Theorem 1

Let A:=(aw,a1t,....a17) €0, ay; ER  (j=0,1,...,7).

Let ( ano,ant,....an) =A"€0 ,a,;ER (n=1,2,...;j=0,1,...,7).

aoo , an's(n=1,2,...;j=0,1,...) and b,’s (n =0,1,...) satisfy the equations such that
N:=ai’+...4+a1i7 modgq

aoo:=1, bo:=0, b1:=1,

an0= an-10a10 — bpiN mod ¢q ,(n=1,2,...), ®)
bn= an10+t bpaaiomod g ,(n=1,2,...), 9
ani= byai;mod g ,(n=1,2,...;j=1,2,...,7). (10)

(Proof:)

Here proof is omitted and can be looked up in the Appendix B.

Theorem 2



For an element A=(aio,a11,...,a17) €0,

A""'=4mod g,
where

J=q2—l,

N:=an*+ ai*+.. +a177#0mod g.
(Proof:)

Here proof is omitted and can be looked up in the Appendix C.

For an element A=(a1o,a11,...,a17) €0,
A"'=4mod g,
where
J=q*-1.
§4.3. Property of multiplication over octonion ring O

A, B, C etc. €O satisfy the following formulae in general where 4,B and C have the inverse A, B!
and C'mod g.

1) Non-commutative

AB+BAmod q.
2) Non-associative
A(BC)#(AB)Cmod g.
3) Alternative
(A44)B=A(AB) mod ¢, (11)
A(BB)=(AB)B mod g, (12)
(AB)A=A(BA) mod 4. (13)
4) Moufang’s formulae [2],
CA(CB)=(CA)C)B mod g, (14)
A(CBC)~(4C)B)Cmod ¢, (15)
(CA)BCY~(C(4B))Cmod g, (16)
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(CA(BCy=C((AB)C) mod gq.
5) Lemma 1
A (4B)=Bmod g,
(BA)A'= B mod q.
(Proof:)
Here proof'is omitted and can be looked up in the Appendix D.
Theorem 3
A*=wl+v4A mod g,
where
WVER,
1=(1,0,0,0,0,0,0,0)= 0,
A=(ao,a1,...,a7)E0.
(Proof’)
A*>mod g
=( aoao-a1a1- axar- azaz-asas- asas-asas-aza; mod q,
aoa +aiaotarastaszar-asar+asas-asas-azaz mod g,
aoax-arastaaotaszastasai-asas+asar-aias mod g,
aoasz-aiar-axastazaotasastasar-asastazar mod g,
aoastaiar-aza-azastasaotasart+asaz-azas mod g,
aoas-aiae+aaz-azar-asart+asaotasai+azas mod g,
aoastaias-aartazas-asaz-asai+asao+aza; mod g,
aoar+a\aztaxas-asa1 +asas-asas-asaz +azao mod q)
=(2a¢*- La mod g, 2aoa1 mod g, 2aoa> mod g, 2aeas mod g,
2a0as mod g, 2aoas mod g, 2aoas mod g, 2aoar; mod q)
where

La= ao*+ai*+a’+as*+as+as’+as’+ar* mod q.

(17)



Now we try to obtain v, wE R that satisfy 4>=wl+v4 mod g.
wl+v4d=w(1,0,0,0,0,0,0,0)+w(ao,az,...,a7) mod g,
A*= (2a¢*- La mod g, 2aoa; mod ¢, 2asa> mod g, 2aoaz mod g,
2aoas mod ¢, 2 aoas mod g, 2aoas mod g, 2aca; mod q).
Then we have
A*=wl+vA=- Lx 142 apA mod g,
w=-Lamod g,

v=2aomod q. q.e.d.

We can use Power (4,n,q) to obtain 4” mod q. (see the Appendix E)

§5. Preparation for fully homomorphic public-key encryption scheme
§5.1 Definition of homomorphic public-key encryption

A homomorphic public-key encryption scheme HPKE:= (KeyGen; Enc; Dec; Eval) is a quadruple
of PPT (Probabilistic polynomial time) algorithms.

In this work, the plaintext p ©R(=Z/qZ) of the encryption schemes will be the element in finite
field, and the functions to be evaluated will be represented as arithmetic circuits over this field,

composed of addition and multiplication gates. The syntax of these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1%, system parameters
(q,G.H:f(X), g(X)) where q is a large prime, outputs (pk, sk) < KeyGen(1*g) , where pk is a public

key and sk is a secret key.

-Encryption. The algorithm Enc, on input system parameters (q,G,H;f(X), g(X)), public-key pk, and a

plaintext p € R, components of plaintext u,vE R, random noises w,zE R, outputs a ciphertext C=('C,
’C,*C)= {O[X]}* «—Enc(pk; p) where f(X), g(X) < O[X].

-Decryption. The algorithm Dec, on input system parameters (q,G,H;(X), g(X)), secret key sk and a
ciphertext C=('C, 2C, *C) € {O[X]}, outputs a plaintext p*«—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameters (¢,G.H;f(X), g(X)), an
arithmetic circuit ckt, and a tuple of 3 Xn ciphertexts (Ct,..., C,) € {O[X]}**", outputs a ciphertext C’
=(1C2C }C)E {O[X]}}—Eval(ckt; Cy,..., C).



§5.2 Definition of fully homomorphic public-key encryption

A scheme FHPKE is fully homomorphic if'it is both compact and homomorphic with respect to a class

of circuits. More formally:

Definition (Fully homomorphic public-key encryption). A homomorphic public-key encryption
scheme FHPKE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it satisfies the following

properties:

1. Homomorphism: Let CR = {CR;.}»=n be the set of all polynomial sized arithmetic circuits. On input
(pk,sk) —KeyGen(1",q),Vckt € CR,V (p1...., pr) ER" where n = n()), V(Ci,...,Cy) where Cie—
Enc(pk;p;), it holds that:

Pr[Dec(sk;Eval(ckt; Ci,...,Cy)) # ckt(pr,.. ., pn)] = negl(A).

2. Compactness: There exists a polynomial x = u(4) such that the output length of Eval is at most x bits

long regardless of the input circuit ckt and the number of its inputs.

§5.3 Basic function

We consider the basic functions before we propose a fully homomorphic public-key encryption

(FHPKE) scheme based on the enciphering/deciphering functions on octonion ring over R
Let g be a prime modulus selected by system centre.
Let X=(xo,...,x7) € O[X] be a variable.
Let g(X) and f{X) be the basic functions.
Basic functions g(X) and f{.X) are defined as follows.
gX)E 0[],
=(gooxo+goix1+ ... +go7x7,

gioxotguxit ... +gim,

groxotg7ixit+ ... +g7mx7) mod g,
={gj} (7=0,...,7)
with g;ER (i,j=0,...,7) which is published.
Let GER"® be the matrix (gj).

We select G such that the characteristic equation CHg(#)=0 mod g of G is irreducible, and
9



the solutions of CHg(#)=0 mod ¢, 7o, #1, ..., e and 77 are different each other.

CHg(?) is equal to the minimal polynomial of #; (i=0,...,7) because the minimal polynomial of #;
(#=0,...,7) divides CHg(?) from Cayley-Hamilton theorem .

SX)E01X],
=(fooxo+fo1x1+ ... Hforx7,

Sioxotfixi+ ... Hfi9x7,

froxotf7ix1+ ... +f7707) mod g,
={fi} (iy=0,...,7)
with f; ER (i,j=0,...,7) which is published.
Let FER®® be the matrix (f;).
We select F such that the characteristic equation CH{#)=0 mod g of F is irreducible,
CH(1)#CHg(f) mod ¢, and the solutions of CH/#)=0 mod ¢, {o, {1, ..., {7 are different each other.

CHf(?) is equal to the minimal polynomial of {; (i=0,...,7) because the minimal polynomial of {
(#=0,...,7) divides CH{) from Cayley-Hamilton theorem.

Theorem 4

Let CHg(?) be the characteristic equation of G to be irreducible over R.
Let #o, 1, ..., ne and #7 be different solutions of CH,(#)=0 mod g.

Let CHA(?) be the characteristic equation of F to be irreducible over R.

Let (o, (1, ..., {sand {7 be different solutions of CH/#)=0 mod q.

There does not exist the integer k such that (=#; * mod ¢ (i, € {0,1,...,7}).
(Proof:)

If

G=n;*mod g (ijE€{0,1,...,7}),

then

n; satisfies the equation of degree 7, CH{(;/)=0 mod g because #,® is given as the polynomial of degree

10



7 of ; from CH,(#;)=0 mod ¢.

It is contradictory to that the minimal polynomial of #; is CHg(#)=0 of degree 8. q.e.d.

Anyone can calculate g (X)), the inverse function of g(X) such that
g e,
=(g ooxot ...+g 07x7,

gioxot... +g 17x7,

g’ 70x0t ...+g"77x7) mod ¢,
= (g1} (ij=0,...,T)

with g <R (i,j =0,...,7).
ALINVF denote the algorithm for calculating the inverse function of g(X).
[ALINVF]
Given g(X) and ¢,

g(g' )= g (g N)=Xmod ¢ = O[X]

=(goo(g ooxot ... +2 07x7)+ ... +go7(g 70x0+ ... +2 77x7),

gio(gooxot ... +g omxr)t... +g17(g 7ox0t ... +g 77x7),

g70(g ooxo+ ... +g omx7)+ ... +g7(g 7exo+ ... +g '77¢7)) mod g,
=((goog 00t .. go7g 70)x0+ ...+ (Zoog 07X07F ...+ Q078 77)X7,

(g10g oot ..+ g17g 70)x0F... H(g10g o7x0+ ...+ g17g 77)X7,

(g70g oot...+ gm7g 0)xot ... +(g70g omxot ...+ g77g 77)x7) mod ¢,

=X=(xo,...,x7).

Then we obtain

11



 goog oot...+ gorg 70=1 mod q

giog oot...+ g17g 70=0 mod g

—  g70g oot...+ g77¢ 70=0 mod ¢
g ’i(i=0,...,7) is obtained by solving above simultaneous equation.
[ goog ort...+ go7g =0 mod ¢

giog o1t...+ g17g =1 mod ¢

—  gngot...tgrngn=0modgq

g ’u(i=0,...,7) is obtained by solving above simultaneous equation.

J—

goog o7t...+ go7g 77=0 mod ¢

giog ort...+ gi7g 77=0 mod ¢

gng ort...+ grg’77=1 mod g
g 7(i=0,...,7) is obtained by solving above simultaneous equations.

Then we have g "'(X) from g(X) and g. [J

We define g {(X) , £(X) ,g"(X) and /(X) as follows where i is a positive integer.

Z(X):=g(g(X)) mod g,

g '(X=g(g"'(X)) mod ¢;
FO=AAX)) mod g,

12



S )=AF (X)) mod g,

g2 (X)=g (g (X)) mod g,

g X=g (g "(X)) mod g,

A= (X)) mod g,

SX)=1(F D) mod g.

We can define g °(X)=X and f°(X)=X.

§6. Fully homomorphic public-key encryption scheme
§6.1 Public-key enciphering function

The system centre publishes the system parameters (¢, G, H; (X), g(X)).(G and H are defined later in

this section.)

We consider the communication between user A and user B. User A downloads the system
parameters (¢, G, H; f{X),g(X)) from system centre. User A selects the random integers m1.0, ma1,140,
na1 € Fg* to be secret and generates the functions f™%(X) and g "“(X) by using algorithm Power(f(X),
Mai, q) and Power(g(X), na, q) (i=0,1). (see the Appendix F). User A generates the public function

ha(X)
ha(X)=f"(g"(X)) + /" (g"" (X)) mod g={ haij }60....7)

by using /"™°(X), g "(X), £ ™(X) and g "'(X). User A sends the coefficient of h4(X), hii ER (i)j
=0,...,7) to system centre that is a part of the public-key of user A.

On the other hand user B downloads the system parameters (¢, G, H; f(X),g(X)) and selects the
random integers mpo, mp1,1p0, 151 E Fg* to be secret and generates the function //(X) and g"/(X) by
using algorithm Power(f(X), mp, q) and Power(g(X), ns», g) (i=0,1). User B generates the public
function

h(X) = (X)) + /(g (X)) mod g={ hwi }(i,j =0,...,7)

by using 1 "0(X), g "(X), £ ™'(X) and g "'(X). User B sends the coefficient of hx(X), hpyER (i)j
=0,...,7) to system centre that is a part of the public-key of user B.

13



User B tries to send to user A the ciphertexts of the plaintexts which user B possesses. User B
downloads the public-key of user A, 44(X),that is, 4, <SR (i,j =0,...,7) from system centre.

User B calculates Ep (X) by using hq(X), f™°(X), g(X), f™"'(X) and g "*'(X) such that

EnlXy=" (o™ 0)+ £ (hal g™ (X))

=X)L (X))

+ /NGO X))+ (N @ (X))

— frb0sma0(na0tnb0 xry) 4 bOtmal (gral b0 )\ gblmad gnadinbl( yoyyi. mblsmal( gnalenbl(xy) mod g.

User B calculates Ep, "'(X) from Epy(X) by using ALINVF.

User B generates the common enciphering function Fga(X,Y) between user B and user A such that
FA(X,Y)= Epa (YEs(X)) mod ¢ EO[X,Y].

In the same manner user A generates the common enciphering function

Fap(X.Y):= Ea» "' (YEay(X)) mod ¢ € O[X.Y]

where

FeA(X,Y)= Fa(X,Y) mod g.

We notice that

Fea(X,1) = Epy "(1Epa(X)) = Epa (Epa(X)) = X mod g.

User B confirms the system parameters (g, G, H; f{X), g(X)) downloaded from the system centre

where
G=(g0,g1,22,...,21) €0 ,
GCD (go(g0-2), 9)=1,
H=(ho i Jia,.....Ji1) E O,
Lc:=|GP= go*+gi*+...+g7=0mod g,
Li=|HP= ho*+hi*+...+h77=0mod ¢,
ho=0 mod g,
gih+...+g7h7=0 mod q.

14



From Theorem 3 we have
G*=-Lc1+2 g0G=2g0Gmod g,
H*=-Ly1+2 hoH=0mod ¢,
[GH]o=[HG]o= goho-( g1h1+...+g7h7)=0 mod g, (18)
Lor= LoLy= Lng=0 mod g,
(GHY*=-Loul+2 [GHoGH=01+0GH =0 mod g,

(HGY*=-Luc1+2 [HGloHG=0 mod g.

Theorem S
(GH)G=0mod g, (19a)
(HG)H= 0 mod q. (19b)
(Proof’)

Here proof is omitted and can be looked up in the Appendix G.

Theorem 6
GH+HG= 2goH mod q. (20)
(Proof’)

Here proof is omitted and can be looked up in the Appendix H.

Theorem 7
(GH)(HG) =0 mod ¢, (21a)
(HG)(GH) =0 mod g. (21b)

(Proof)

From (17)

(GHYHG)= (G(HH))G= (G(0))G =0 mod ¢,

(HG)(GH) = (H(GG))H=2gy (H(G))H=0mod gq. q.e.d.

15



§6.2 Medium text

Here user B calculates the medium text 'A, 2M and *M from the plaintext p which user B possesses as

follows.
Let p =R be a plaintext.
Let u ,v=R be the components of the plaintext p such that
p=suttv mod g where s, t &R are secret parameters such that
GCD(s,q)=1 and GCD(t,q)=1.
Let 'w, zER (i=1,2,3) be random noises.
Three medium texts ', 2M and *M corresponding to one plaintext p are defined by
"M="ku 1+' WG+H'wGH+'zHG mod g€ O,
M= ku 1+ vGHwGHA*2HG mod g € O,
M=k 13 vG+HwGHzHG mod g € O,
GCD ('k,q)=1 and GCD (L.g)=1 (i=1,2,3),
p=sutrtvmod g =R
=a['M]o +p[*MJomod g,
where a and fER satisfy the following equation,
a(ku +'vgo) +Cku +1vgo)
=(a 'k+ﬂ 2k)u + (o ]lgo+,B 2lgo)v
=su+tv =p mod ¢,
where 'k,%k, 11 and ?/ satisfy
GCD (‘K- *k'1, ¢)=1 mod q. (22a)
Then relation between s, f and o , f is as follows.
(o0 'k+p %k)=s mod g, (22b)
(a Ugotp *Igo)=t mod g. (22¢)
a8 are published as a part of the user’s public-key while s, ¢, 'k, %k, °k,'1,21 [ are secret.

As
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G*=2goGmod ¢ , G(GH=2g0GHmodg , G(HG)=0mod g,
(GH) G=0 mod ¢ , (GH)>=0mod q , (GH)(HG)=0 mod g,
(HG)G=2goHG mod q, (HG)(GH)=0 mod ¢ , (HG)>~0mod g,
we have
(M Y= ku 1+'vG+HwGHA'zHG) (‘ku 1+' vG+H'wGH+'zHG) mod r
="4A1+Q Kk v g0 (v GHRku'w +2g0' v 'w YGHAH(2 ku' z4+2g0' 2! v)HG mod ¢
=(("k21+2 go (v) Cku )1+ 2 Ckutgo (v)) Cku 1+ vG+HwGH+'zHG) mod g
=(Yu+2 go (1v) )(ku ))1+2 (urtgo ((v))' M mod g
=(Yut+2 go (\1v) )(ku ) 1+2[ M]o' M mod g.
On the other hand from Theorem 3
(‘M )Y=-Lipa+2['M]o'M mod g.
Then for any p,u,v,'w,'zER
Lu|'"MP=| Yk 1+ vGHwGHA zHGP =(“fut2 go ({1v) )(*ku ) mod g. (23a)
In the same manner we have
Loy PMP=Phu 1+ vGHPwGH*zHG P =(Cku+2 go ((Iv) )(*ku ) mod g. (23b)
L= MP=Pku 1+ G+ wGHzHG P =Cku+2 go Clv) )Cku ) mod q. (23c¢)

Theorem 8 (linear independence between 1, G, GH and HG)

If

"M:="ku 1+' vG+'wGH+'zHG =0 mod ¢,
then

u=v="w=1z=0 mod ¢.
(Proof)

As [Glo=go mod ¢,| GH]o=0 mod ¢ and [HG]o=0 mod g,
['M Glo="kgou +2'1 gov=0 mod g,
['M Jo="ku +'1 gov=0 mod g.

As GCD(lkgo 1lgo- 1k2llgo,q)=GCD( k1 go(g0-2),9)=1,
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u=v=0 mod q.

We have
"WGH+'zHG=0 mod q.

By multiply G from right side from Theorem 5
"W(GH)G+'zHGG=0G mod g,
W0+22g0HG=0 mod g.

We have
1z7=0 mod g,

W=0modg. qed.

In the same manner
if
M=k 1+ lvG+H*wGH+zHG mod g=0€ O,
M=k 1 vGHwGHAzHG mod g=0€ 0,
then

u=v=w=z=0 mod ¢ (i=2,3).

(Associativity of medium texts)
Let
"My="kuy 1+ i GH'wi GHA'z1HG mod g €O,
"Wo:= "k 1+ v, G+Hw, GHA'2,HG mod g € O,
"Wa:="kus 1+ s G+Hws GHA+'23HG mod g € O.
Then we have
WMo =k 14 v GHw GHA 21 HG) (M 14+ ha GH'wr GHA'2,HG) mod ¢
=Yk wid+(kan by + v ks +2g0' v o) G+

Chuy "wottwikun+2g0 v 'wa YGHH( Yk 2o+ 21 Yhun+2g0'21  v2) HG mod g.
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(M M) M

= [k wnl+Ckun Iy + v ks +2g0 v ) G+

Chuy "wotwi kant2g0 v 'wa YGH +( Tk 'zo+ 21 kuot2g0' 21 o) HG

( Ykus 1+ s GHws GHA'23HG) mod ¢

=((1k)3u1u2u3)1

H k)i s+ ot o kot 2.0 v o) s+ 2 go(Ckun  va + v i +2g0 i ) T vs | G
H k) u'wit(Han 1v1/2+IW11ku2+2gollv1lmzz)llcu3+2go(1ku111\/24-11\111kuz+2gollvlllvz) YW3|GH
(R 'z H( k2o 21 oo 2g0' 21 o) Yus H2g0(kun 2o 2 ot 20 21  va) T s ) HG
=((1k)3u1u2u3)1

4—[(1/()2 (ll) (urovituivustviun u3)+2g0(1k)(11)2(V1VQM3+M1VQ V3 Hvinn 13) +(2go)2 (ll)3v1V2V3]G
H k) w'wiH ki 'watwi kot 2g0 v 'we) s+ 2go(Ckun oo v ot 2g0 v ) 'ws | GH

+[(1k)2 u1u2123+(1ku1 L2tz 1ku2+2g0121 llvz)lku3+2go(lku1 20tz lku2+2g0121 !v2)'hv3]HG mod q.

"M('Ma' M)

= (Ykuy 14" A+ w1 GHH 21 HG) [(YkY waus 1+ s + iva ks +2g0' v 1vs) G+
Chkun'wiH wa kus+2g0 va'ws)GH +( ki 23+ 22 kuz+2g0' 22 vs) HGmod ¢

=((1k)3u1u2u3)1

Yo (Mo s + v Vkus +2g0' o vs Y+ i (kY s

+(2g0) 'Ivi (k' bvs +' b ks +2g0' ' Iv3) ]G

H ke (k' wiH wa kus+2g0 o 'wa Y+ 2g0 Uik wiH wa kus+2g0 e 'wa ) wi (kY wous|GH
Y ( Yk 3+ 20 ks +2g0' 22 v )+ 121 (k) wous+2g0 21k vy + o ks +2g0' va' )| HG
=(("kuraus)1

HR* D) (uavsturvaustvius us)2go( k) I (vivaustunva vs +viue va) +2go)’(Pvivans] G
H k) uu 'wit Mk 'wat wi kot 2g0' v 'wa) ks +2go(Van v vy kun+2.g0 v o) 'ws | GH
H (% wi'zs+( k2o 21 ko280 21 1va) s+ 2go (M 2o+ 21 o+ 2 g0 21 o) v JHG mod g.

Then we have
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(M M) M= "M (' Mo Mz) mod q.
That is, it is said that 'M, M5 and ' M5 have the associative property.
In the same manner we have

(M M) Ms=M (M- M3) mod ¢, i=2,3.]

(Homomorphism on medium text)
We can obtain the plaintext p1+p2 and pipa from M, 'Ma, 2My 2Ms , *My, 3Ms  as follows.
"= 1+ i G+'wi GHA'2,HG mod ¢ € O,
2My=2kuy 14201 G+*wi GH+*21HG mod g € O,
M=k 14 GHEwi GHAz1HG mod g € 0,
Wi ="k 1+ v, GHwa GHA'2,HG mod g € O,
Mo =2k 142 G+ wrGHA?2,HG mod g € O,
3Mo=3kup 130 G+HwrGHA2,HG mod g € O.
"My2="M+'M> mod g
2My2:=>M+*M> mod ¢
SMisa:=3M+M> mod g
pr:=surttvi mod g
p2i=suxttv, mod g
pii2: =a['Mi2]o +HB[*Mi2]Jomod g,
=o("ku 1+ v 2got+ kot va2go) +BClan 2 vi2gokunt*va2go)
= (o Yk 4P 2k)(u 1)+ (o ' R2gotp *12g0) (v 1+v2).
From (22b) , (22¢) we have
=s(u 1Tu2)tt (v 1+12)
= suitivit suxtiv:
=pi1t+pr>mod gq. (24)

We can consider that ('M+2,?Mi+2,>M+2) is the medium text of the plaintext pi+2.
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Next we try to calculate the multiplication of medium texts.

WM =y 14 i GHw GHA 2 HG)( a1+ v G+Hwa, GHA'2,HG) mod ¢
=% wnd (K1) (uivrtviun) GH2go i ' G+'win’ GH +'z12’ HG mod g
where 'wi2’,'z12° ER.

MM =Chun 142 GHwi GH? 21 HG) Pk 1420 GHwrGHA?2HG) mod ¢
=Cky unl+CRL) vatvin)G +2g0*vi2hvaG+H2wi2’ GH +2z12” HG mod ¢
where w12’ %z12° €R.

SMPMo=Clun 100 GHwi GH 21 HG) Chu 142 GHwrGHA2,HG) mod ¢
=Cky ul+CERD wvrtviun)G+2ge* vi* o GHwi’ GH +z12’ HG mod g
where *wi2’’z12” ER.

We define M2, 2M1; and *M); as follows.

"Mip=dn' Mi' Mo+ dia* M Mo+ di3* MM
=[dn(*ky* + dia(Ch)*+ disCh)*Jurunl+
[di'K' 1+ di 2]+ di* I (uvatviu) G+
[di ("D diz CI*+ disClY2govivaGH'winGH +'z12HG mod ¢
where 'win,'z1i2 €R.
2Mha: =dor' My Mo+ do* M Mo+ dos® MMy
=[dn1 (k) + donChy+ dosCh) lurunl+
[d 'K+ do i1+ Ao 1 (uivatvinn) G+
[do1 (MDY doa CD*+ dosCDP2g0viveG+HwiaGH +221,HG mod g
where *wi2,2z12 ER.
SMho: =d31' My Mo+ dso® My Mo+ dss* My Mo
=[d51('k)? + dsaChy+ dasCh) ununl+
[ds1(CK LY+ daoCRD+ dssCRED](wvatving) G+

[ds1(M0*+ dao CD* dsCDP2goviveG+HwiaGH +21,HG mod g
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where *win,’z10 ER.

We define u12, vi2 and p12 as follows.
u12:=suiu2 mod g =R
vi2i=s(uiv2 + upvi )+ tvivamod g ER
p12:=suipttvio mod g <ER.
We select (dj) that satisfy the following equations.
"Mi=dn'Mi' Mo+ di? Mi* Mo+ dis* MM,

=l 1+ v G+H'winGHA'z1,HG mod g

= e sunnl+ s(uiva + upv)) G+ tviva GHwi. GHA ' z1,HG mod g
*Mio=dn'My' Mo+ do® Mi* Mo+ dos* Mi* M

=2l 1421 G+HwiGHAz1,HG mod ¢

=2k suru+21 s(uivz + upv)) G tviva G+HwiGHAz12HG mod ¢
SMizi=ds' My Mo+ ds? Mi* Mot dss® My M

=kuip 11 GHwiGH+z1,HG mod g.

=3k sunnl+31 s(uiva + 1)) G tviva GHwinGHAz1,HG mod g.

Then we have the equations that the public parameters (dj) have to satisfy as follows.

- di(‘ky + dioCly+ dizCkY*='k s mod ¢

{ dv("K'D) + diak3 )+ disCieD="1 s mod ¢

| du (M + dio GO disCly='1 t(2go) mod g
r do1(‘k)? + do(Ck)y+ dosChy’=*k s mod ¢

{ (K Y+ donCI2L )+ dosCRD=2 s mod g

| 1D+ do G+ dosCIY=2 t/(2g0) mod g
- da1('k)? + dsoChy+ d(ChkY>=k s mod ¢

: d}](lkll) + d32(2k20 + d33(3k31)=31 smod ¢

| &1+ ds2 GO+ dssCIP=31 t/(2g0) mod g

where 'k, (i=1,2,3) satisfy
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(k) (k? Cl?
A= | %N 2k kI ,
tn* ¢n* Cn?
GCD(A,g)=1.
Here we show that pia=a['M12]o +8[*M12]omod g= pip>mod q.
From (25c¢), (25a) and (25b) we have
p12=suppttvio mod g
= s(sui)H(s(u1v2 + uavi)+ tvivz)
= (surt tv1) (suz + )
= pip2mod g.
On the other hand we have from (25c), (25a), (25b) ,(22b) and (22¢)
p12=suixttvio mod ¢q
=(a "k %k) sururt(o ' IgotB 2lgo) (s(uiva + uavi )+ tviva)
=o Uk suiun+ 1lg()(s(m\/z + uovi)+ tviva) [H0] 2k st 2lgo (S(t1v2 + uav1)+ tviv)]
=o['Mi2)o +B[*M12]omod g.

We can consider that (' M1, >M12,>M,) is the medium text of the plaintext pi».

We have shown that we can obtain the plaintext pi+p> from M, M, the plaintext pip, from
"M M. O

§6.3 Enciphering

Here we construct the public-key encryption scheme by using the basic function f{.X) and g(X)
SX)E0X]={/i}, (770,....7),
gX) S0 X]={gj}, (iy=0,....7).

Let (¢,G,H;/(X),g(X)) be the system parameters where ¢ is a prime.

Let [15(X),(dj),00,85](1j=1,2,3) be user B’s public keys and [ms, 1n6,(%s),(1s),(Ws, z6),56,t5] (i=1,2,3) be

user B’s secret keys.
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Let Fa(X,Y) or Fag (X,Y) be the common enciphering function between user A and user B.

User B generate medium text 'M, 2M, *M by using the plaintext p € R, the components u,vER of the

2

plaintext p, secret parameters 'kp, s, 2k, lp, 3k, *lp, =R and random noises 'wp, 'z, >wp,2zb, *wp, 2o ER

such that
"M==k 1+ 1y G+ wpGH+'2,HG mod g € O,
M= kpu 142 1,vGHwiyGHA*2,HG mod g € O,
SMS ke 142 LvGHwiyGHA20HG mod g € O,
p=sputtyy mod g =R
=o' M]o +ps[*MJomod g,
where
(o kvt *hn)=sp mod g,

(o' Irgo B 2lsgo)=t, mod g.

User B calculates three sub-ciphertexts Fa(X, M) by substituting medium texts "M <€ O to Y of
Fea(X)Y) (k=1,2,3).

Fea(X, "M)<0 [X]
=( kCooxo+. . .+kCo7X7 R

b

kcoxo+. .. Hemx7 ) mod ¢

={ ¢y} (ij=0,....7:k=1,2.3).
Ciphertext C(p, X) consists of three sub-ciphertexts Faa(X, M) (k=1,2,3) such that
Clp, X):=( Fea(X,'M), Fsa(X;M), Fea(X;’M)) < {0 [X]}°.

User B sends {¥c;} (i,j=0,...,7;k=1,2,3) to user A through the insecure line.

§6.4 Deciphering

User A downloads user B’s public-keys [/4(X),(dbij),0n,05](i,j=1,2,3) from the system centre and
receives the ciphertext C(p, X) from user B. User A deciphers C(p, X)=(Fsa(X,'M), Fa(X,’M),
Fea(X;>*M)) ={*c;} (i, j=0.,...,7:;k=1,2,3) sent by user B to obtain p as follows.
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User A calculates Eq (X) by using /s(X), f(X), £“°(X), f"*(X) , and g "*(X) such that
Eap (X):=f"(hi( O+ ("' (X))
=) + O (@ X)))
+ (U )+ (@ (X))
= [0 (g OmOX)) + fra0ml (@ PIO(X)) + fret (g0 (X)) + frat Pl (gt nel () mod g.
User A calculates Ey "'(X) from Eu(X) by using ALINVF.
Fea(X, °M): ={c;} (i, j=0,...,7;¢=1,2.3),
Ea» (Fa(Eap ™ (1),°M))
= Eab (Epa ' (*MEpa (Ea ™ (1)))) mod ¢
="M ( e=1,2,3) (because Eu (X)=Epa (X)).
o' Mo +p5[ *M]omod g=p (= seu+tpv mod q) ER,
where
(o ket k) =sp mod g,

(o' Ibgo+ 2lgo) =t» mod g.

After this the lower subscript “b ™ is omitted.
Theorem 9
For any p, p’ €R,
if C(p, X)= C(p’, X) mod ¢, then p=p’ mod q.
Thatis, ifp #p’mod g, then C(p, X)# C(p’, X) mod g.
where
C(p, Xy=(Fa(X,' M), Fap(X,’M) , Fap(X,’M))
Cp”, Xy=(Fan(X,'M ), Fas(XM ") , FAp(X;’M )
"M:="ku 1+' WG+H'wGH+'zHG mod ¢ € O,
"M ="ku 1+ v’ G+Hw GH+'z’HG mod g € O,

M=k 1+l G+*wGH+*zHG mod ¢ € O,
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(Proof)

M"=ku’ 1+’ G+*w’GH+*z’HG mod ¢ € O,

M= ku 1+ vGHwGHAzHG mod g€ 0,

M=%k’ 13’ G+ w’GH+z’HG mod ¢ € O,

p:=suttvmod g,

p’=su’+tv’mod g.

If C(p, X)= C(p’, X) mod ¢, then

Then we have

Fap(X,'M) = Fap(X,'M),

Ea ' \MEu, (X))=Ear ™' ("M’ Eap (X)),

Eay ™ ("MEa (Eay ™ (D))= Eap ™ ("M Ea (Eap ™' (1)),

Eauw -l (IM): Euw 1 (IM ’)9

Ear (Eap ' (\M))=Ea (Eap ™" (\M *)) mod g,

"M='M"mod ¢,

Ve 1 vGHwGHHzHG = 'ku’ 1+ v’ G+'w GH+'z’HG mod q.

e (u - )1 (v- v))GH(w-'w")GH+H('2-12)HG =0 mod g.

From Theorem 8 we have

We have

1,1

u-w=v-v'=w-w=lz12>=0 mod ¢,

u=u’ mod g,

v=v"mod g,

lz=12"mod g,

w="1w>mod g.

p=suttv=su’+tv’= p’ mod q.

§6.5 Addition scheme on ciphertexts

g.e.d.



Let
"= 1+ i G+H'wi GHA'2,HG mod ¢ € O,
2My:=2kuy 14201 G+H*w1 GH+*21HG mod g € O,
M=k 1430 G+Hwi GHA*21HG mod g € O,
Wi ="kup 1+ by G+Hwr, GHA' 220HG mod g € O,
Mo:=2kun 1420 G wrGH+?2,HG mod g € O,
3Mo:=>kup 130 G+HwaGHA*2,HG mod g = O,
be medium texts to be encrypted where
pr:=su+tvi mod g =a[1M1]o +ﬂ[2M1]o mod g,
p2:=suxttv, mod g =a[1Mz]o +ﬂ[2Mz]o mod g.
(a0 k+p *k)=s mod g,

(a Hgotp 2lgo)=t mod q.

Let
Clp1.X):=(Fa(X,'M),Fap(X;’M1) ,Fas(X,’M)))
C(p2.X):= (Fan(X,'Ma),Fap(X,”M>) ,F (X, Mo))

be the ciphertexts. We define the additional operation between C(p1,X) mod ¢ and C(p2,X) mod ¢ such
that

Cp1 X+ C(p2,X) mod g
= (Fas(X,' M)+ Fan(X,'Ms) mod g, Fas(X2Mi)+Fas(X2Ms) mod ¢, Fas(X;Mi)+Fas(X;*Ma) mod ¢)
=(Fas(X;'Mi+'Ma) mod g, Fap(X,*Mi +2Ms) mod g, Fas(X; *Mi +M2) mod g)
—(Fan(X,'M12) mod g, Fan(X,2M12) mod g, Fan(X,3M2) mod q).
Then we have
C(p1,X)+C(p2,X) mod g
= C(p1+2,X) mod g,
= C(p1+p2, X) mod g.(From (24))

We can consider that C(p1+2,X) =(Fap(X,'M1+2) mod ¢, Fas(X,>Mi+2) mod ¢, Fa(X,*Mi+2) mod gq) is
27



the ciphertext of the plaintext pi-2.

It has been shown that in this method we have the additional homomorphism of the plaintext p.

§6.6 Multiplication scheme on ciphertexts
Here we consider the multiplicative operation on the ciphertexts.
Let
C(p1.X)=(Fas(X,'M1),FAp(X,*M1) Fap(X,’M))
C(p2,X):= (FAB(X,' Ma),Fap(X;M>) Fap(X;*M>))
be the ciphertexts where
"Wh="kuy 1+' b1 GH'w1 GHA'21HG mod g € O,
2My:=2kuy 120 G+HwiGH+?21HG mod ¢ € O,
SMy:=3kn 14 GHwiGH+z1HG mod g € O,
Wi ="kup 1+ by G+Hwr, GHA ' 220HG mod g € O,
Mo =2k 1420 G waGHA?2,HG mod g € O,
3Mo:=3kuy 143 G+Hwr,GH+2,HG mod g € O,
pi:=sur+tvi mod g =a['Mi]Jo +p[*MiJomod g,
p2:=suxttv, mod ¢ =a[1Mz]o +ﬂ[2M2]o mod ¢
where
(a0 'k+p *k)=s mod g,
(a Hgotp 2lgo)=t mod q.
We can calculate the ciphertext C(p1p2, X) of the plaintext pip2 by using
Cp1.X) =(Fap(X,' M), Fan(X,*M1) Fap(X;*M)))
and
C(p2,X) = (Fap(X,' Ma),Fan(X,*Mo) F ap(X; M)
with a part of user A’s public-key (d;) as follows.

Ki(X):= Fap(Fap(X,'M2),' M) = Fap(X, 'Mi'M>)mod ¢

28



Kao(X):= Fap(FAB(X;2M>),>M1) = Fap(X, *Mi*>M>)mod g
K3(X):= Ku((Fas((X,Ma),’My) = Fap(X,*M1*M>) mod g
IC1X):= di Ki(X)+ diz Ko(X)+ di3 K3(X) = Fas(X, 'M12)mod ¢
2C1(X):= doy Ki(X)+ doa Ka(X)+ dos K3(X) = Fap(X,?Mi2)mod g
3C1(X):= ds1 Ki(X)+ ds2 Ko(X)+ dss K3(X) = Fas(X,*Mi2)mod g

where
"Mhai=dyi'Mi' Mo+ di>M*Mo+ di MMz mod g
2Mia: =do1' My Mo+ don*My>Mo+ dos® MMz mod ¢
SMuo:=ds1' My Mo+ ds* My Mo+ dss* My Mo mod g.

Here we show that
C(p1p2, X):=(Fas(X,'M12),Fap(X,"M12) ,Fas(X,>M2))

is the ciphertext of the plaintext pips.

First we decipher (Fap(X,'M12), Fap(X;*M12) ,Fap(X,>M12)) to obtain the medium texts ‘M2, 2Mi2,* M2
by using the E,(X) and E,» ! (X) with a part of user A’s public-key,[a./].

Eab (Fa(Eap ™" (1),5M12))
=Ea (Eav ™' (M2 Eay (Ea» ™' (1)) mod ¢
=M, (e=1,2,3).
From (26a) and (26b)
pra=a['Mi2]o +B[*Mi2]omod g,
=a['k st s(uivs + uovi)got+' 1 tviva go]
B2k st s(uiva + uzvi)go+2 tvivage] mod g
=(a'k +B2k)surnH(o'l HB2D)s(uivz + uavi)got (o'l +52)t viva gomod ¢
=s2uruat st(uiva + uavi )+ £ vivamod ¢
=(surt tvi)( suxt tv)
= pip2mod q.
We have shown that we can obtain the plaintext pip2 from C(p1,X), C(p2,X).L]

We can define that
29



C(p12,X) = (Fap(X,'M12),Fap(X,*M12) ,Fan(X,’M12))
We can consider C(p12,X) as the ciphertext of the plaintext p1».

It has been shown that in this method we have the multiplicative homomorphism of the plaintext p.

§6.7 Multivariate discrete logarithm assumption (MDLA)

Here we describe multivariate discrete logarithm assumption on which the proposed public-key

scheme bases.
Let g be a prime. Let mo ,no, m1 and n1 € Fg* be the integer parameters.
Let AX)= {fi} Gj~0....n S OLX] and g(X)= {gy} j~0.....7E O[X] be basic functions
where there exists no integer & such that satisfies the following equation
SfX)=g*X)mod ¢, kEZ.
Let /(X)=f"%(g "(X))+™ (g "'(X)) mod g ={ h; } ¢j=0....7yE O[X] be a part of the public function.
Xis a variable.

In the MDLA(f{X),g(X), f"(g"(X))+ f™(g"1(X));q), the adversary Aq is given AX)= {fi}ij-0....7),
8= {gii} 0.7 hX)= (g X))+ /" (g (X)) mod g={ Ay };j=0.... and system parameters (¢,
G, H; f(X),g(X)) and his goal is to find mo ,n0, m1 and n & Fq*. For parameters m; = mi(L), n= ni(\)

(i=0,1) defined in terms of the security parameter A and for any PPT adversary Aq , we have
Pr [AX)={fii}, eX)={gi}./"(&°X) + 1™ (¢"' (X)) mod g = {hy}:
mo, no, m1, m < Aq (1% {fi}, {gi}, {hy})] = negl(h).

MDLA(f(X), g(X), f™(g"(X))+ ™ (g"'(X));q) on the multivariate polynomials is different from the

discrete logarithm assumption that is defined on the finite field because there exists no integer £ such

that g(X)=*(X) mod q.

§6.8 Numerical example

In this section we simply show numerical example relating proposed fully homomorphic encryption

scheme and I specify the lower subscript such as “a”, ”’b”.
[Data communication]
1)  System centre publishes system parameters [q, G, H; f(X), g(X)]

where
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q=1931.
G=(966,132,57,9,2,0,0,0)= O, H=(0,63,43,9,369,28,7,1) = O.
We notice that |G[>=0 mod ¢, |H’=0 mod g,
GH=(0,712,932,1187,1241,1145,187,111)= 0,
HG=(0,1282,1042,753,1059,814,1751,1821)<= 0,
Numerical examples of AX)={f;} and g(X)={g;} are omitted here.

2)  User A selects secret key Mao,Na0,Ma1,Na1 € Fg* and calculates f ™0(X), f ™L(X) , g"(X) ,

gnal(x)_
3)  User A calculates ha(X)= f™(g"°(X))) + f™(g"¥(X))) mod q to be user A’s public-key.
User A sends public-key ha(X) ={ haij } with (dajj), 0a and fSa to system centre.

4)  User B selects secret key mno,Nbo, Mo1,Ne1 € Fa* and calculates f ™0(X), f ™1(X) , g"°(X)

gnbl(x)_
5)  User B calculates ho(X)= f™0(g"°(X))) + f™*(g"™(X))) mod g to be user B’s public-key.

User B sends /5(X) ={ hy; } with (dpj), a» and S to system centre.
His public-key is [Ax(X), (dbij), 0w, fb]

where
(ot Ykp+f0 2ks)=Sp mod q,

(ot YbGoo+ o 2lbgbo)=to mod q.

(dj)=(1834,1633,33 ; 909,782,131 ; 1234,795,17).
We notice that

Det(dpij)=0 mod q.

6)  User B downloads user A’s public-key ha(X) from system centre and generates common

enciphering function Exa (X) as follows.

Epa (X): 5 (halg"C0) + (g (D)
=IO CON) + L (2 (@ ))
PO 0N + P g 2 )
0 g ) 0l a0 )

+ ot Bl ) (@l 1)) mod g

31



User B calculates Ep,; "(X) from Es(X) by using ALINVF.

7) User B calculates Fea(X,Y) such that
Fea(X,Y)= Epa ™ (Y Epa (X)) mod g.
8)  User B selects [(ky),(Ib), (Wb, 'zb), So,ts] to be secret
where
(ko)=(7,9,13), ('In)=(11,17,19),
(*Woi,1261)=(2,3), (BWb1,2261)=(3,11), (3wWo1,%261)=(7,13),
(*Wi2,1262)=(2,1), (PWb2,2262)=(1,2), (Pwhz,%z62)=(3,1),
sb=1359, t,=964,
9)  User B selects the plaintexts (p1, p2) =(740,149) which he possesses.
10)  User B calculates (u1,v1)=(123,234), (u2,v2)=(67,98) which satisfy the following equations,
Pp1= ShU1+thvs mod gq=1359*123+964*234 =740mod q,
p2= ShU2+tpv2 mod q=1359*67+964*98 =149moad g.
11) By using the plaintexts (pz, p2) =(740,149) user B calculates the medium texts
(*M1, My, M), (*Mz, Mg, M) such that
M1=tkoU1 1+ ov1 G+ Wi GH+1200HG mod g=(217,1320,1090,765,1152,870,1765,1823),
2Mi=2koU1 1+2Ipv G+Ab GH+2201HG mod g=(1165,654,1560,1302,156,803,512,1054),
3M=3koU 1+31v1 G+3 Wi GH+320:HG mod g=(1891,257,1221,182,450,1218,900,1278),
Ma=tkoU2 1+ pV2G+ W GH+120,HG mod g=(1008,177,629,1243,1835,1173,194,112),
2Ma=2kplU21+2l6V2G+2W2GH+220,HG mod =(1436,1123,1428,308,898,842,1758,1822),
3M2=2koU21 +31V2G+Wi2GH+%20,HG mod =(1802,103,1836,1762,782,387,381,223).
12)  User B enciphers the medium texts (:M1,2Mz,3Ma), (*M2,>M2,>M>) to generate ciphertexts
C(p1,X) =(Fea(X,"M1), Fa(X,2M1) , Fea(X,>M1)),
C(p2,X) =(Fsa(X,!M2), Fea(X,"M2) , Fea(X,*M2)).
13)  User B sends C(pz, X) , C(p2, X) to user A.
14)  User A receives C(p, X) , C(pz, X) from user B.
User A downloads user B’s public-key [/4(X), (db), os, fp] from system centre and calculates

Eus Xy CON 1 (2! ()
=P PO + L ()
PPN L P (@ (D))
= (g0 x) 4 B (b1 )
g () - bl (@l (x))) mod g.
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User A calculates Ea "(X) from Ean(X) by using ALINVF.
15) User A deciphers C(pi, X)=(Faa(X,"Mi), Fea(X,”Mi) , Fea(X,®M)) (i=1,2) to obtain p,p2 as
follows.

Ea(Fa(Eaw "' (1),5M))

= Eap (Eva ™ (*Mi Eba (Ea» *(2)))) mod q

=*M;,(e=1,2,3).

pi=an[*MiJo +£6[2MiJomod q (i=1,2).
[Data processing]

16) User B wants to process his data. He selects random number y&R.

He generates another encryption function F+g(X,Y)=Eyb ~(YE» (X)) mod q.
He calculates C*(p1,X) , C*(p2,X) such that

C*(p,X):=(F+a(X,*My), Fxg (X,2My) , F+g (X,My)),

C*(p2,X):=(F+s (X,IM), F+g (X,2My) , F=5 (X,3Mo)).

17) User B sends his ciphered data C*(p1, X) , C*(p2,X) with the method for processing to data
processing centre D. He requires to have C*(p1+p2, X), C*(p1p2,X).

18) Data processing centre D receives user B’s ciphered data C*(p1, X) , C*(p2, X) with the
method for processing.

19) Data processing centre D downloads user B’s public-key [ho(X), (dbij), o, fb]. He uses only
(dbij). Data processing centre D calculates C*(p1+p2, X), C*(p1p2,X) without knowing
M1,'M2,2M1,2M,3M1,*M2 and so on as follows.

C*(par+p2,X):=(F+a(X,*M1)+F+(X,"M2), F+a(X,2M1)+F+g(X,2M2), F+a(X,*M1)+ FBg(X,’M>)),
=(F+a(X,'M1+ M), F+a(X,2M1+2My), F+a(X,*M1+My)),
= (F+a(X,(1225,1497,1719,77,1056,112,28 4)),
F«s(X,(670,1777,1057,1610,1054,1645,339,945)),
F(X,(1762,360,1126,13,1232,1605,1281,1501))).

K1(X):= Fsa((Fa=(X, Y)=(X, M2)), "M1)= F+s(X,"M:'M2) mod g
= F+g(X,(997,1232,1536,596,1898,269,503,783))
K2(X):= Fxa((Fa~(X,Y)=(X,2M)),2M1)= Fe~(X,2M1?M2) mod g
= F«g(X,(733,331,767,905,1128,850,1284,716))
Ka(X):= Fsa((Fu(X,Y)=(X,*M2)),*M1)= F+a(X,*M1*M>) mod q
= F+g(X,(879,235,340,999,1583,1143,1409,1785))
1K 12(X):= d1aKa(X)+d12 Ka(X)+d13 K3(X)
= Fg(X, dir*M1*Mo+ d122M1?Maz+ d13*M1M2) mod g
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= F«p(X,(1583,92,552,908,1222,1632,1274,1306))
2K 12(X):= da1K1(X)+022 K2(X)+d23 K3(X) mod g
= Fsa(X, O20*M1*Mo+ do2?Mi® Mo+ d23*M1°M) mod g
= F+g(X,(1553,1816,1422,1609,1284,766,682,1245))
3K12(X):= da1Ka(X)+ds2 Ka(X)+d33 K3(X) mod q
= Fg(X, dai*M1tMa+ d3:*M1®Mao+ d33®M1*M2) mod g
= F+p(X,(1250,1253,669,500,482,1766,913,1677))
C*(Papz, X):= (*Krz(X), Krz(X), *Ki2(X))-
20) Data processing centre D sends C*(pi+p, X), C*(p1p2, X) to user B.
21)  User B receives C*(p1+pz, X), C*(pp2, X) from Data processing centre D.
22)  User B deciphers C*(p1+pz2, X) to obtain p:+p2 as follows.
Fs (X,*M): ={%cjj} (i,j=0,...,7;e=1,2,3),
Eyo [Fa(Eyp (1), *Mu)+ Fa (Eyp "(1),°M2)] mod g
=Eyp (Eyp ™" (M1 Epp (Eyo ™ (1))))* Eyp (Eyo ™ (M2 Eyp (B ™* (1)) mod g
=*M1+°M2 mod q,
pre2=aw[ M1+ Mz]o +F6[M1+2M2]omod g,
=191[1225]+217[670] mod q,
=889

[verification]
p1+p2 =740+149=889= p1+> mod q,
23)  User B deciphers C*(ppz, X) to obtain pip> as follows.

Eyo (Kiz (Eyp " (1))

=E b (Epp " (der'M1IM2+ deo®Mi?Mao+ dez®M1M2) Eys (Eyp 1 (1)))) mod g

= der!M1tMa+ de2?Mi? Mo+ des®Mi*My, (e=1,2,3)
pro=a[d11*M1tM2+d12°M12Mo+d133M13Ma] o+ B[ 021 M1 Mo+ 0222 M Ma2+d25*Mi2Mz]o mod g,
=191[1583]+217[1553] mod g,
=193

[verification]
p1p2 =740*149=193 mod q = p12,

§7. Analysis of proposed scheme

Here we analyse the proposed fully homomorphic public-key encryption scheme described in section
6.
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§7.1 Computing my, m1, no and n, from public key A(X)

We try to compute 1o, m1, no and n1 from the coefficients of 2(X) = /(g"(X))) + /"' (g"'(X))) mod g =
{ By }.

Let
s} =1 (X) mod ¢ € O[X], {f"'}:=fiX) mod ¢ € O[X], {f°s}:= X mod ¢ = O[X],
{g"}=g"(X) mod ¢ = OLX], {g'}:= g(X) mod ¢S O[X], {g s} = X mod & OLX],
(k=2.3,...).

h(X) = (X)) + /" (" (X)) mod g = { hy} .

Then we have

g Fo=goog ot goig it ..+ gor g Flyymod g,

g% = gog Mo+ gug Mt + g1 gFymod g,

g57= grg o+ gng ..+ g gFlimod ¢,

(7=0,...,7).
Let g 5= g 0. Mia... g ) ERY, §=14ER !, Gi= () ERYS, (h=0,1,.... :d=0,1....,7),
where

10=(1,0...,0)=R**!, 1,=(0,1,0,...0) =ER¥*,. ., 1:=(0,..,0,1)} R,

We remember that the characteristic equation CHg(f) =|G-E#|=0 of G is irreducible equation of degree
8 and has different 8 eigenvalues (70, 71, ...,177).(See §5.3)

We have

g"~G g = G g' =GF g% =(Py (D) Py) 1umod g ER**! (k=0,1,... ;d=0,1,...,7)
where Dy is a diagonal matrix( (De)i=#:, (i=0,...,7) and Py is a regular matrix.
We have

g imuao(moY+ wia (e +, ...+ wir(p7) mod q, (1,d=0,...,7:k=1,2,...), uiz =R (=0,...,7).

(CHg(1:))"*=(CHg(:9"*)=0 mod ¢ (i=0,...,7:5=1,2,...),
19" are also the solutions of CHg($)=0 mod ¢ ,that 1s, #; IS no, m, ... 073 (1=0,...,7:5=1,2,...).
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Then we have k=¢"8 at most such that #* =5; mod g and #;“#n:mod ¢ for integer 1<d<k (i=0,...,7).
That is,

G 7= (Pg'DePy) *=Py " (Dg) *® Py= Py 'DgP, =G mod g.
As the order of G is ¢”*8 at most, we can select f{.X) such that no integer k exists that satisfies

AX)=¢"(X) mod ¢ € O[.X] because the number of possible cases of f.X) is g"64.

In the same manner we have
Fra=(f*oa, [ 1ar. ... [5a), foa=g"a, F= (1), (k=0,1,... ;d=0,1,...,7),
fr~F fH =F f%=FF g "y mod ¢, (k=0,1,... ;d=0,1,...,7).

We remember that the characteristic equation CHA(?) =|F-E#=0 of F is irreducible equation of degree 8
and has different 8 eigenvalues ({o, {1, .. .,7).(See §5.3).

We have
F=P;/'D/P,mod g where Dyis a diagonal matrix( (D);=(;, i=0,...,7) and Pyis a regular matrix.
Then we have k=¢”'8 at most such that {;*={;mod ¢ and §;*#imod g for integer 1<d<k (i=0,...,7).
That is,
F7%= (P ' D) 7*=P; "' (Dy)"® P= Py ' DP~F mod q.
f*F 4 =F 0= F* g =( P/ (D) P) g"amod g (k=0,1,... ;d=0,1,....7).
Let H:i= ( h)) ERY®,
H= (o0 00, pomlsyy (gl gilomt - gilmnl
Then 4;1s given as follows.
hi= 2 0=<uyv=<7 Pounif(G) ™ (7)™ + 2 0=<tn=<7 Pranif( G ™ ()" mod q; mo,mi,no,m € Fq*
Fowij, "uwif ER (u,v,1j=0,...,7)  (A).
We notice that there does not exist the integer & such that (,)*=(, mod ¢ (u,yE{0,1,..... 7} kEZ).

hi (i,j=0,...,7) consists of the linear combination of 128(=64*2) terms such as (&)™()™ and
()™ ()™

As the above simultaneous equation (A) has only 64 equations, it is thought that it is difficult to obtain
each value of the term such as (&)™ (i)™ or (&)™ (7)™ (u,v=0,1,....,7).
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It is thought that it is difficult to obtain mo, m1, no and n1 € Fg* from {h; } (i,j=0,...,7).

§7.2 Computing medium text 'M,2M M from coefficients of ciphertext Fas(X,M)
Ciphertext C(pn,X):=(Fap(X,'M,), Fas(X, *M,) , Fap(X, *M,)) is given such that
Fas(X, “"My)=Ea” (“MyEa(X)) mod g € O[X]
=(*cnooxorcaorxi+ ... e,

k k k
cnioxo T cniX1t L. enl7 X7,

kenmwxo+Hie,mxi+ ... +¥cy77 x7) mod g,
={%cui} (ij=0,..., 7;n=12,...; k=1,2,3)

with *c,; €R (ij,n=1,2,...;k=1,2,3),
where

M=k u 1+ v, G+ 'w,GH+'z,HG mod g € O,

M=k ud v, G+*w,GH+?2,-HG mod ¢ € O,

3M=k und+H vy G+ 3w, GHA2,HG mod g € O,

Un Vi, "Wy 20,2 Wa, 220 Wa, 324 R (n=0,...,7).
Fas(X, Y):= {wyn}(i,j,h=0,...,7) is given such that

Fa(X, Y)= Eay” (Y Ea(X)) mod g EO[X,Y]

=( x000x0V0+¥001X0)1 T ... T¥077X7)7,

¥100X0V0 ¥ 101X0V1 F ... FX177X7)7,

70000+ 701X0)1 + ... Fa777%077) mod g,
={win}(1,h=0,...,7)
with ¥, €R(ij,h=0,...,7) which is secret.

Anyone except user A and user B does not know {¥jn} (i/,h=0,...,7) which is a common
enciphering function between user A and user B. Here we try to find *M,=(myo,....5m7) from
{kcn;,-} (ij=0,...,7;n=1,2,3:k=1,2,3) in condition that 3;(7,j,h=0,. . .,7) are unknown parameters. We have
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the following simultaneous equations from Fap(X, Y) and Fas(X, *M,) where 3(i,j,h=0,...,7) and

(o, .. ..¥my7) are unknown variables.

k k ko ok
X100 Mn0 F¥i01 M1+ ... +¥i07 Mu7="Crio mod ¢

k k k —k
¥i10 Mp0 3011 M1+ ... F¥i17 Mp7="Crit mod g

K k ko __k
¥i70 Mp0Ti71 Mt + ... 377" Mur="cni7 mod ¢

(i=0,...,7)

For "M, (n=1,2,3;k=1,2,3) we obtain the same equations, the number of which is 576(=64*3%*3).

We also obtain 8 equations such as
| Fas(1, *My)P=( ¥cu00)*+ (cnt0)*+. .. +(Xcur0)* mod ¢
=M P=( oy +Ema P+, . +HEmm)? mod ¢,(n=1,...,4:k=1,2,3).

The number of unknown variables *M,(n=1,2,3;k=1,2,3) and 3 (i,j,h=0,...,7) is 584(=8*3*3+512).
The number of equations is 585(=576+9). Then the complexity G required for solving above

simultaneous quadratic algebraic equations by using Grobner basis [3] is given such as
Grev=(s584+drogClreg)” =(876C292)"=2110>> 280,
where w=2.39, and

dreg = 292(=585%(2-1)/2 - 0y (585*(4-1)/6) ).

It is thought to be difficult computationally to solve the above simultaneous algebraic equations

by using Grobner basis.

§7.3Attack by using the ciphertexts of p and -p
I show that we cannot easily distinguish the ciphertexts of -p by using the ciphertext C(p,X)
= ( Fas(X, 'M), Fap(X, >M) , Fas(X, *M)). We try to attack by using “p and -p attack”.

Given the ciphertext C(p, X)=( Fa(X,' M), Fas(X,?M) , Fap(X,’M)), we try to find the ciphertext
C(p -, X) corresponding to the plaintext p.= -p mod g

where

"We="ku 1+' WG+H'wGHA'zHG mod g € O,
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M=k 1+ IvG+HwGH+zHG mod ¢ € O,
M= ku 1+ vGHwGHAzHG mod g€ 0,

p=suttvmod gER

=o['Mo +*M]omod g,
where

(o0 'k+p %k)=s mod g,

(a gotp *Igo)=t mod g.
Let

IN=Yeu. 1+ v.G+'w.GH+'z.HG mod ¢ € O,
IN:=ku. 142 v.G+*w.GH+z.HG mod ¢ € O,
SN hu 1483 v.GHw.GHAz.HG mod g € O,
p-=-p=su+ttv.mod gER,
u-v.,'w, 'z, 2w, 2z ER.
We calculate 'M+!N such that
"WHN=ku 1+ WGHWGHAzHG + . 1+ v.G+'w.GH+'2.HG mod ¢
=Ue(utu )1 +1 (v v)GHw+Hw.) GHH('z+2)HG mod g.
As pt p=s(utu.)+t(v+v. )=0 mod ¢, we have
utu=-(vtv.) t/smodgq.
"MHN
=-(vhv.) ks 1+ (v+v)G+(wHw)GHH('z+'2)HG mod ¢
#0< O (in general).
Then we have
Fas(1, 'My+ Fap(1, 'N)
= Epa” (M+'N) (Eva (1))

#0<O0 (in general).
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Next we calculate |[Fas(1, M)+ Fag(1, “N)? where j kE{1,2,3}.
1) |Fas(l, 1|\/|)+ Fas(l, 1N)|2

' MNP
= (vtv) "k t/s 1+ (v+v) G Hwt+Hw))GHA('z+'2)HG | mod ¢
From (23a)
= (vt ke t/s[- (viv.) Yk t/s +2 go (' (v+v.))lmod ¢
= (vtv. )2 ke tls[-'k t/s +2 go Jmod ¢
#0ER (in general).
2) |Fas(1, 'M)- Fuv(1, 'N)P
MNP
= (v-v.) "k tls 1+ (v-v)G +(w-'w.)GH+(1z-'2)HG mod ¢
= (v-v.) Yk t/s[- (v-v.) Yk tls +2 go (1 (v- v-))]mod g
= (v-v. Y "k t/s[-'k t/s +2 go Jmod ¢
#0ER (in general).
3) |Fas(1, 'M)+Fas(1, °N)P
=|'M+>NF mod ¢
'MAP2N=ku 1+ v G+H'WGHH'zHG +hku 1+21v.G+w.GH+*2.HG mod ¢
=|("ku +hku)1 + v+ v)G +HwHw)GHH('z+2)HG [F mod ¢
=|("k(u- H( v tls) Hhu )1+ (v 2 v)G HwHAw ) GHA('z4+2)HG F mod ¢
=(-"k(u H( ) ts) Pl ) [(h(u- (o) tls) Pk )+ 2 go (UvF 2 v)] mod g

= (u- "k +%k) -k (vHv) ts) [(u- (ke + %) ke (vhvo) tls)+ 2 go (U vH2 v.)  mod ¢

#0&R (in general).

It is said that the attack by using ““ p and -p attack™ is not efficient. Then we cannot easily distinguish
the ciphertexts of -p by using the ciphertext C(p,X)=(Fas(X,' M),Fas(X,’M),Fas(X, *M)).
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§7.4 Attack by using a and

We try to obtain the plaintext p directly from the ciphertext C(p,X) =( Fas(X, 'M), Fas(X, M), Fap(X,
3M)) by using a and f where a and £ satisfy the following equation,

(o0 'k+p %k)=s mod g,
(o Ygo+p Higo)=t mod g.
If Ebq(X) is known, we can obtain the plaintext p directly from the ciphertext C(p,X) as follows.
Epa (Fa(Eea ™ (1),°M))
= Epy (Eab ' (M Eap (Epa ™' (1)))) mod ¢
=M, (e=1,2,3),
"WMy:=Ykan 1+ 0 GH'wi GHA'2,HG mod ¢ € O,
My:=kuy 1+°Ivi GHwi GHA+?21HG mod ¢ € O,
M=k 123 GHwi GHA z1HG mod g € 0,
p=a[1M]o +ﬁ[2M]o mod g (= sut+tv mod g).

But the adversary Aq does not know Ep(X). Though he knows a and f, he cannot obtain the plaintext
p directly from the ciphertext C(p,X).

Even if he obtains « and v, he cannot obtain the plaintext p without knowing s and ¢ where
(o 'k+p *k)y=s mod q,( 'k, *k are secret)

(o Ugotp *Igo)=t mod g ( '1, *L,go are secret).

§8. The size of the modulus ¢ and the complexity for enciphering/deciphering

We consider the size of one of the system parameters, g.

In section 7.1 it is shown that the size of order / of matrices F,G is O(¢®). The complexity required
for obtaining the discrete logarithm of matrices F”, G*ER**8 is O(sqrt(1))= O(q*) [21]. We select the
size of ¢ such that O(sqr(])) is larger than 2°°, Then we need to select modulus ¢ such as O (g)= 2.

We calculate the size of the parameter and the complexity required for Fas(X,M).

1) The size of fij=R(i,j=0,...,7) which are the coefficients of elements in f(X) mod q=O[X] is
(64)(logz q) bits =17kbits,
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2)

3)

4)

5)
6)

7)

8)

9)

The size of h;j &R(i,j=0....,7) which are the coefficients of elements in h(X) mod g€ O[X] is
(64)(log2 q) bits =17kbits, and the size of system parameters (g,G,H;f(X),g(X)) is as large as
38kbits.

The complexity G; to obtain f 2(X) from f(X) by using Gaussian elimination is
{8%(8%+.. 22+ 12+1+2+. . +7)+T*(8+7+6+. . .42) } logag)*+8*(logag )
=2101* (logag)*+ 8*(logag)*=2"3bit-operations,

because 8 simultaneous equations have the same coefficients and 8 inverse operations are required.

The complexity Gz to obtain h(X)= f ™(g "°(X))+f ™(g "(X)) mod q from f(X),g(X), Mo, No, M1
and ny is (2*512+3*2*(log.q®)*512)(log.q)?=2% bit-operations.

The size of Fas(X,M) = Ea» Y(YEab(X)) EO[X,Y] is (512)(log: q) bits =128 kbits.

The complexity Gs to obtain Ean(X)= f™(hy(g"°(X))) + ™ (hn(g"(X))) mod g from hu(X),
fma0(x), fr2l(x) ,g™°(X) and g"™(X) is

(2*%2*512) *(logog)* = 2*"bit-operations.
The complexity Ga to obtain Fag(X) = Eap “(YEa(X)) EO[X,Y] from Ean(X) is
512*8*(logag)? +Gi= 2284+218= 2% bit-operations.

The complexity Gs for calculating *M,?M and 3M from plaintext p is 3*(26)*(logzq)? = 222 bit-
operations.

The complexity Gencipher for enciphering to calculate C(p, X)=(Fas(X,!M), Fas(X,2M) ,
Fas(X,2M)) from Fag(X,Y) , 1M ,2M and3M is 3*(64*8)*(logzq)? = 2% bit-operations.

The size of C(p, X)=(Fas(X,'M), Fap(X;M), Fap(X,’M)) is (64*3)* (log2q) bits =48kbits.

We notice that the complexity (Gencipher +Gs) required for enciphering every plaintext p is only 2%
bit-operations.

10) The complexity Ggecipher required for deciphering from Fag(X,*M),Fag(X,2M) ,Fas(X,°M),

Epa(X)and Ena1(X) is given as follows.
As
FaB(X,*M): ={°c;j} (i,j=0,...,7;e=1,2,3),
Ep(Fap(Epa'(1),°M))

= Eba (Eat" ("M Ea» (Ea'(1)))) mod ¢
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p=a['M]o +[*M]omod ¢ =R,
the complexity Gaecipher is (64*2+2)(logag)*= 2% bit-operations.

11) The complexity Gmutiply required for generating C(p1p2,X) from C(p1,X) and C(p2,X) is given as

follows.

As
C(p1p2,X) = (Fa(X,'M12),FAB(X,"M12) ,Fap(X;’M12)),
Ki(X)= Fap(X, 'Mi'Ma) = Fan(Fas(X,'Ma),'M1) mod g,
Ko(X)= Fap(X,’Mi*Mo) = Fap(Fas(X,"M2),"M1)mod ¢,
K3(X)= Fas(X,’Mi*M) = Ku((Fas((X,*Mz),’M1) mod ¢,
Fap(X, 'M12) = dii Ki(X)+ dia Ko(X)+ di3 K3(X) mod g,
FAp(X,2M12) = do1 Ki(X)+ da Ko(X)+ dos K3(X) mod g,
Fap(X,*M12) = ds1 Ki(X)+ ds2 Ko(X)+ dsz K3(X)mod g,

the complexity Gmutiply is (512*3+64*3*3)(logog)*= 2% bit-operations.

On the other hand the complexity of the enciphering a plaintext and deciphering a ciphertext in
RSA scheme is

0(2(log n)*)=0(2*) bit-operations each
where the size of modulus 7 is 2048bits.

Then our scheme requires smaller complexity to encipher a plaintext and decipher ciphertexts than
RSA scheme.

§9. Conclusion

We proposed the fully homomorphic public-key encryption scheme with the recursive ciphertext based
on multivariate discrete logarithm assumption. Our scheme requires not too large complexity to

encipher and decipher. It was shown that our scheme is immune from “p and -p attack”.

As theoretically a part of the system parameter G and H needs not to be published, it is possible
that G and H belong to user’s secret keys. In this case the system parameter is [g, f{x), g(x)].

User A is also able to adopt the public function 44(X) such that
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B X100 () + (& O+ g4 () mod g={ hg }

for an integer k. In this case user B generates the common enciphering function Fga(X,Y) between user
B and user A such that

Ep X~ (ha ™ CONF " (ha(@" (0)) +... + " (ha(g"(X))) mod g
FeA(XY):= Eva ' (YEp(X)) mod ¢ S O[X.Y].
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Appendix A:

Octinv(4)

S « ap’+ai*+...+a7mod q.

% S' mod g

q[1] « q div S ;% integer part of g/S
Res[1] «— gmod S ;% Residue
k1

q[0] «—q

Res[0] < S

while Res[k] # 0

begin

ke—k+1

qlk] < Res[k—2] div Res[k—1]
Res[k] «— Res[k—2] mod Res[k—1]
end

Q [k=1] « (-1)«q[k—1]

L[ k=1]«1

1<—k-1

while i1>1

begin

QLi-1] (-1)Q[ il qli- 1]+ L[ i]
Lli-1]«Q[i]

1—i-1

end

mvS «— Q[1] mod g
vA[0] «<— ap+invS mod ¢
Fori=1,...,7,

invA[i] < (-1)+a+invS mod ¢

Return 4™'= (invA[0], invA[1],..., invA[7])
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Appendix B:
Theorem 1
Let A=(ao,ai1,....,a17)€0, ai;< R (j=0,1,...,7).
Let A"=( ano,ant,....an7) €0, ayER  (n=1,....7j=0,1,...,7).
aoo an 's(n=1,2,...;j=0,1,...) and b,’s (n=0,1,...) satisfy the equations such that
N=a1*+...4a17* mod g
an=1, bo=0, b1=1,
ano= an-10a10 -bp1N mod g ,(n=1,2,...)
bn= an10+ bu1aro mod g ,(n=1,2,...)
an= bpai;mod q ,(n=1,2,...;j=1,2,....7).
(Proof’)
We use mathematical induction method.
[step 1]
When n=1, (8) holds because

ai0= aoo a10 - boN=a1o mod gq.

(9) holds because
b1= aoo+ boaio =aco =1mod q.
(10) holds because
ay=biay;=aymodq, (j=1,2,...,7)
[step 2]
When n=k,
If it holds that
aw= ar10a10 - braN mod q (k=2,3,4,...),
b= aj10t br1aio mod g,
ay= brajymod q ,(j=1,2,...,7),
from (9)
bi1= ak2,0+ biaaio mod g (k=2,3.4,...),
then
A=A"4=( aro, brann,..., brarr)(aro,an,. . .,a17)
=( aro ar0 - bkN, aro an~+ bran ano,. .., aw a17+ bkai7 aio)
=(aro aro - bkN, (axo + braro)an,. .., (aro + braro)air)
=( ak+1,0, b+10 dit,. .., brr10 @17),
as was required. g.e.d.
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Appendix C:

Theorem 2
For an element A=(aio,a11,...,a17) ER,
A"'=4mod g,
where
J:= LCM {g*-1,q-1}=¢*-1,
N:=a1:*+ ai*+... +ai7#0 mod q.
(Proof:)

From (8) and (9) it comes that
an0= an-10a10 - b uNmod g ,
bn= an-10+ bp1aromod g ,
ano a10 + by N= (an-10a10 - bu-1N) a0 Han-10+ bp1a10)N
= an1,0a10* + an-o Nmod g,
bu N= an-10a10° + an-10 N- ano aromod g ,
bt N= an20a10> + an20 N- an10 o mod q

an=2 aioan-10- ( a’ +N) anoomod g , (n=1,2,... ).

1) In case that — N # 0 mod ¢ is quadratic non-residue of prime ¢,
Because - N0 mod g is quadratic non-residue of prime q,
(-N)4D?=1 mod q.
ano- 2 @10 an-10 +H( a10®> +N) an20=0mod ¢ ,
an=(f"(ar0-a)) + (B- a10)a")/( - a) over Fqla]
ba=(p"-o")/( - @) over Fq[a]
where a.f are roots of algebraic quadratic equation such that

£2aiot+aio>+N=0.
a=ay,+V—N over Fqla],
B=a;p—V—N overFglal.

We can calculate 4”35 follows.

,qu = (a9 — M)qz over Fqla]

= (2107 — V=N(=N)@"D/%) over Fgla]

= (a0 — V=N(=N)@~D/2)a oyer Fyla]

= (a7 = V=N(=N)=D/2(=N)(@~/2) over Fq[a]
=a;, —V-N(=1)(=1) overFq[a]

=a;0 — V=N over Fq[a]

= f over Fqla].

In the same manner we obtain
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a?’ =a over Fqla].
agzo = (B9 (azo — @) + (B —ay0)a®)/(B — @)
=(f(ar0-a) + (B- a0)a)/( f- o)=aio mod q.
bgz = (BT —a®)/(B~a) =1 modg.
Then we obtain

2__
AT =(ap0,bpan,...,bpai7)

=(aio, a11,...,a17)=A mod ¢

2) In case that -N+0 mod ¢ is quadratic residue of prime ¢
an=(f"(a10-0) + (- ar0)a’)/( - @) mod g,
buo=(f"-a")(f- @) modg,

As a,fE Fq, from Fermat’s little Theorem
p*=p mod g,
of=amod q.

Then we have
ago =(p"(ar0-a) + (B- aro)a?)/( f- @) mod g

=(Bar-0) + (B- ar0)a)/( f- &) mod ¢
=a10 mod g,
by =(f?-0?)/( f- 2)=1 mod q.

Then we have

a? =(aq0 ,bgann,. . .,bgai7)

=( a0, ait,...,ar7)=a mod q.

We therefore arrive at the equation such as
A7"'=4 mod g for arbitrary element 4 € O,
where
J=LCM { ¢*-1,q-1}=¢*-1,

as was required. q.e.d.
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We notice that
in case that N=0 mod ¢

aon=1, bo=0, b1=1.
From (8)

an= ar10a10 mod q ,(n=1,2,...),
then we have

an=aio"mod g ,(n=1,2,...).

aqg= a0 /= aiomod q.
From (9)

bn= an10+ bp1aro mod g ,(n=1,2,...)

= a10"'+ bpaaipmod g

=2a10 "'+ byoai0> mod g

= (n-aio "'+ biaio™! mod ¢
=naio"! mod ¢.
Then we have
an=naio "'a;ymod ¢ ,(n=12,...;j=1.2,....7) .

ag= qar0’'a;; mod ¢ =0,(j=1,2,...,7) .
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Appendix D:

Lemma 1
A (4B)= B mod g
(BA)A'=Bmod g
(Proof:)

A= (ao/|AP mod g, -a1/|AP mod q...., -a7/ |4 mod q).

AB mod ¢

= (‘aobo-a1b1- acbr- azbs-asbs- asbs-asbs-a:b7 mod ¢,
aob1+aibot+axbat+asbr-asbr+asbs-asbs-azbs mod g,
aobz-a1ba+arbo+azbs+asbi-asbs+asbr-arbs mod g,
aobs-a1b7-axbs+asbo+asbs+asbr-asba+azbr mod g,
aobstaibr-arbi-azbs+asbo+asbr+asbi-azbs mod g,
aobs-a1be+axbi-azbr-asbr+asbo+asbi1+azbs mod g,
aobsta1bs-axbr+asbs-asbs-asb1+asbo+azb, mod g,

aob7t+a1by+arbe-azb1+asbs-asbs-asbr+abo mod q).

[47(4B)]o

={ ao(aobo-a1b1- axba- asbs-asbs- asbs-asbe-arb7)
+ai(aob1+aibo+axbstasbr-asbr+asbs-asbs-aibs)
+ ax(aobr-arba+arbo+asbs+asbi-asbz+asb7-azbe)
+az(aobs-ai1br-arbs+azbo+asbet+asbr-asba+arby)
+aqaobstaibr-azbi-asbst+asbotasbr+ashs-azbs)
+ as(aobs-aibs+asbs-asbr-asbr+asbo+asbi+azbs)
+as(aobstaibs-axbrtasbs-asbs-asbi+asbo+arbz)
+ar(aob7+aibs+asbs-asbi+asbs-asbs-ashr+azby)} /AP mod g

={( ac’+ar*+... +a72) bo} /|A|2 =bo mod ¢
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where [M ];denotes the i-th element of M < O.
[4(AB)]:
={ ao(aob1+aibo+axbs+asbr-asbr+asbs-asbs-arbs)
-a1(aobo-a1b1- axba- azbs-asbs- asbs-asbes-arb7)
-ax(aobsa+aibr-axbi-azbs+asbo+asbr+ashi-arbs)
-a3(aob7+taibs+axbe-azb1+asbs-asba-asbr+azbo)
+as(aobr-arba+axbo+azbs+asbi-asbs+asbr-azbe)
- as(aobe+aibs-axbr+asbs-asbs-asbr+asbo+aibz)
+as(aobs-ai1bs+axbs-azbr-asbr+asbo+asb1+azbs )
+ar(aobs-arbr-azbs+asbo+asbe+asbr-asha+arbr)} /|AfF mod g

={( ac’+ar’+.. .+a72) bi} /lA|2=b1 mod g.

Similarly we have
[4(4B)]=bimod q (i=2,3,...,7).
Then

A (4AB)=Bmod q. g.e.d.
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Appendix E:
P=A"mod g€ 0

Power(4,n,q)

P—1

while n# 0

begin

ifnis eventhen 4 «—A*4 mod q , n «—n/2
otherwise P—A4*P mod g, n «—n-1

end

Return P

Appendix F:
PX)=A4"(X) mod ¢ = O[X]

Power(A(X),n,q)

PX)—1€0

while n7# 0

begin

if n 1s even then A(X)«—A(A(X)) mod g , n «<—n/2
otherwise P(X)«—A(P(X)) mod g, n «—n-1

end

Return P(X)
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Appendix G:

Theorem 5
Let O be the octonion ring over a finite field R such that
O={(ao,1,...,a7) | € R (j=0,1,...,7)}.
Let 4, B €0 be the octonions such that
G=(g0,g1,....g7), & € R(=0,1,...,7),
H=(ho,h,....,h7), hy & R (j=0,1,...,7),
where
ho=0 mod g,
go*+gi’+...+g7=0mod g,
ho*+hi*+...+h7*=0 mod ¢
and
gihi+ @hotgshstahat gshs+gehs+g7h7=0 mod q.
A,B satisty the following equations.
(GH)G=0 mod ¢,
(HG)H=0mod ¢ .

(Proof’)
GH mod g

= ( goho- g1hi- @ha- g3h3-gahs- gshs-gshes-g7h7 mod g,
goh1+gihot+gohatgshr-gaha+gshe-gehs-g7hz mod g,
goho-g1ha+gho+gshs+gahi-gshs+gehr-g7hs mod g,
goh3-gih-ghs+g3ho+gahs+gshar-gsha+g7h mod g,
gohat+gihy-gohi -g3hstgahotgshi+ gehs -g7hs mod g,
gohs-g1he+goh3-g3ha-gahr+gsho+geh1 +g7hs mod g,
gohstgihs-goh+g3ha-gahs -gshi+geho +27h2 mod g,

gohr+g1h3+@he-g3h1+gahs-gsha-geha+g7homod q)
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[(GH)G]o mod ¢

= (goho- gihi- g@2ho- g3h3-gaha- gshs-gshes-g7h7 ) go
-(goh1+gihot+goha+gihr-gaha+gshe-gehs-g7h3) g1
-(goha-g1ha+gho+g3hs+gahi-gshs+gehi-grhe ) €2
-(goh3-g1h-gohs+g3ho+gahe+gshar-gshatgin ) g3
-(gohatgiho -goh1 -g3he+gaho+gshi+ gehs -g7hs) ga,
-(gohs-g1he+22h3-g3ho-gah7+gsho+gsh1 +27ha) gs
-(gohe+gihs -goh7+g3ha-gahs -gshi+geho +g7h2 ) g,

-(goh7+gi1h3+gohe-g3h +gahs-gsha-gsha+g7ho ) g7) mod g

As

ho=0 mod ¢,

go*+gi®+...+g7=0mod g,

ho*+hi>+...+h7*=0 mod ¢
and

gihi+ @h+gshs+ahat+ gshs+gehet+g7h7=0 mod ¢,
we have

[(GH)G]o mod ¢

=( goho - g1h1- @2ho- g3h3-gaha- gshs-gehs-g7h7 ) Qo
-(gom +g1ho+ghat+gshi-gaho+gshe-gehs-gih3) g1
-(goho-g1hat+goho+g3hs+gahi-gshs+gehi-grhe ) 2
-(goh3-g1h1-g2hs+gsho+gahe+gshr-gehatgih ) g3
-(gohat+gih -goh1 -gshe+gaho+gshi+ gehs -grhs) ga,
-(gohs-g1he+goh3-g3ho-gahr+gsho+gehi +g7h4) g5
-(gohet+g1hs -goh7+g3ha -gahs -gshi1+geho +g7h2 ) g6
-(goh7+g1h3+ghe-g3h +gahs-gsha-gshatg7ho ) g7

=(200-0) go

55



- g0 (g1 Mm@ +gshs+gaha+gshs+gehet+gih7)

- g1(g2hatgshr-gaha+gshe-gehs-g1h3-g2ha-g3hy+gahy -gshe+gehs+g7h3)
- @ (g3hs+gah-gsh3 +gehi-grhe-g3hs-gahi +gshi-gehtgihe)

- g3 (gahotgsha-gehatgrhi-gahs —gsha+ geha-gih1)

- g4 (gsh7+ gehs -grhs-gshi- gehz+g7hs)

- g5 (geh1+grha-gsh1-g7hs)

-( g7h2) ge-(-geh2) g7

=0 mod ¢,

[(GH)G]1 mod ¢

= (goho- g1~ g@2ho- g3h3-gaha- gshs-gehe-g7h7 )g1
+( goh1+g1hot+goha+gshr-gaha+gshe-gehs-g7h3)go
+( goho-g1hat+goho+gihs+gahi-gshs+gehr-g7he)ga
+( goh3-g1hr-g2hs+g3ho+gahe+gsha-gsha+grh)gr
-( gohatgihy -goh1 -g3he+gaho+gshr+ gehs -g7hs)2
+( gohs-g1het+goh3-gshar-gahr+gsho+gehi +27h4)gs
-( gohet+g1hs -g2h7+g3ha-gahs -gshi1+geho +g7h2)gs
-( goh7t+g1h3+g@ohe-gshi +gahs-gsha-geha+g7h0)g3

= ( g00-g1h1- @2hr- g3h3-gaha- gshs-gehe-g7h7 )1
+2( g1hi+gho+g3h3+gahat+gshs+gshst+g7h7 )g1
+( goh +0+22ha+g3h7-gaho+gshs-gehs-g7h3)go
+( goha2-g1ha+0-+gshs+gahi-gshs +gehi-grhe)ga
+( goh3-g1h7-g2hs+0+gahe+gshr-gehat+gih)gr
-( gohatgihy -goh1 -g3he+0+gsh7+ gehs -g7hs)g>
+( gohs-gihe+grh3-g3ho-gah1+0+geh1 +g7ha)gs

-( gohet+g1hs -g2h+g3ha-gahs -gsh1+0 +g7h2)gs
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-( goh1tg1h3+gohe-g3h1 +gahs-gsha-geha+0)g3

hi (g +go*+gi +grt+gttgettesttgs)
+ o (£281-8480 T 80ga+8587-8182-8386-8785 T 8683)
+ h3 (2381 -2780 -258410g7 -g6g2tg2Z6tguhs- 13)
+ ha (g4g1+2280-8184-Z6g7-80Z2+786-3858583)
+hs (2521-2620+2384-2227+2722+2086-2125-2423)
+ he (geg1+g580-g784 184871 8382-8186-085-2283)
+ h(g181+8380 T 86g4-8187-8582-8486+ 8285-8083)
=0 mod g.
In the same manner we have
[(GH)G]=0 mod ¢ (i=2,...,7).
Then we have
(GH)G=0 mod ¢.
In the same manner we have

(HG)H=0 mod ¢. q.e.d.

57



Appendix H:

Theorem 6
Let O be the octonion ring over a finite field R such that

O={(ao,a,....a7) |a; € R (j=0,1,....7)} .
Let G,H €0 be the octonions such that

G=(g0.81,-...87). & € R(j=0,1,...,7),

H=(ho,h1,....,h7), hy € R (j=0,1,...,7),
where

ho=0 mod ¢,

go*+gi*+...+g7=0mod ¢,

ho*+hi*+...+h77=0 mod ¢

and

g+ @hotgshitgahst+ gshs+gehstg7h7=0 mod gq.

G, H satisty the following equations.

GH+HG=2goH mod q.

(Proof’)
GH mod g

= (. goho - g1h1- @2ha- g3hs-gaha- gshs-gehe-g7h mod g,
goh+g1hot+gohat+gsh-gaha+gshe-gehs-g7hz mod g,
gol-gihat+gohot+gshs+gahi-gshs+gehr-grhe mod g,
goms-g1hr-gohs+g3ho+gahs+gsha-gsha+grh mod g,
gohat+gihy-gohi -g3hstgahotgshi+ gehs -g7hs mod g,
gohs-g1het+goh3-g3ho-gah+gsho+gehi +g7hs mod g,
gohet+gihs -grh1+g3ha-gahs -gshi +geho +g7h2 mod ¢,

gohr+gih3+g@ohe-g3hi +gahs-gsha-geho+g7ho mod q),
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HG mod g
= ( hogo - mgi- hago- h3gs-haga- hsgs-hege-h7g7 mod g,
hog1+hgo+hagathsgr-hagr+hsge-hegs-h7gs mod g,
hoga-higathogo+higs+hagi-hsgs+hegr-hige mod g,
hog-hgr-hogs+higo+haget+hsga-hega+higi mod g,
hogat+hig -hag -h3ge+hago+hsgr+ hegs -h7gs mod g,
hogs-hge+hags-h3gr-hagr+hsgot+hegi+higa mod g,
hoget+higs -hogrthaga-hags -hsgi1+hego +h7g> mod g,
hogrthg3thage-hag1+hags-hsga-hegr +higomod q).
[GH +HGo= goho - g1h1- @2ho- g3hs-gaha- gshs-gehe-g7h7
+ hogo - hg1- hogo- h3g3-haga- hsgs-hege-h7g7
=0-0+0-0=0 =2g0ho mod g.
[GH +HG)1= goh1+g1ho+gahatgshr-gaha+gshe-gehs-gihs
+ hog1+hgo+thagathsgr-hagr+hsge-hegs-hig3
=2gohimod g.
In the same manner
[GH +HG)=2goh: (=2....,7).
We have

GH+HG =2goHmod ¢q. q.e.d.
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