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SUMMARY: Gentry’s bootstrapping technique is the most famous
method of obtaining fully homomorphic encryption. In previous work |
proposed a fully homomaorphic encryption without bootstrapping which
has the weak point in the enciphering function. In this paper | propose the
improved fully homomorphic public-key encryption scheme on
non-associative octonion ring over finite field without bootstrapping
technique. The plaintext p consists of two sub-plaintext u and v. The
proposed fully homomorphic public-key encryption scheme is immune
from the “p and -p attack™. The cipher text consists of three sub-cipher
texts. As the scheme is based on computational difficulty to solve the
multivariate algebraic equations of high degree while the almost all
multivariate cryptosystems proposed until now are based on the quadratic
equations avoiding the explosion of the coefficients. Because proposed
fully homomorphic encryption scheme is based on multivariate algebraic
equations with high degree or too many variables, it is against the
Grobner basis attack, the differential attack, rank attack and so on.
keywords: fully homomorphic public-key encryption, multivariate
algebraic equation, Grobner basis, non-associative ring

81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomorphic encryption (FHE)
and is very powerful. Using such a scheme, any circuit can be homomorphically
evaluated, effectively allowing the construction of programs which may be run on
encryptions of their inputs to produce an encryption of their output. Since such a
program never decrypts its input, it can be run by an untrusted party without revealing
its inputs and internal state. The existence of an efficient and fully homomorphic
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cryptosystem would have great practical implications in the outsourcing of private
computations, for instance, in the context of cloud computing.

With homomorphic encryption, a company could encrypt its entire database of
e-mails and upload it to a cloud. Then it could use the cloud-stored data as desired-for
example, to calculate the stochastic value of stored data. The results would be
downloaded and decrypted without ever exposing the details of a single e-mail.

In 2009 Gentry, an IBM researcher, has created a homomorphic encryption
scheme that makes it possible to encrypt the data in such a way that performing a
mathematical operation on the encrypted information and then decrypting the result
produces the same answer as performing an analogous operation on the unencrypted
data[9],[10].

But in Gentry’s scheme a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations. His solution was to use a second
layer of encryption, essentially to protect intermediate results when the system broke
down and needed to be reset.

Some fully homomorphic encryption schemes were proposed until now[11], [12],
[13],[14],[15].

In previous work[1],[2] | proposed a fully homomorphic encryption without
bootstrapping which has the weak point in the enciphering function[17]. This paper is
the revised chapter 4 of my work “Fully Homomorphic Encryption without boot-
strapping” published in March, 2015 which was published by LAP LAMBERT
Academic Publishing, Saarbriicken/Germany [1].

In this paper | propose a fully homomorphic encryption scheme on
non-associative octonion ring over finite field which is based on computational
difficulty to solve the multivariate algebraic equations of high degree while the
almost all multivariate cryptosystems[3], [4],[5],[6],[7] proposed until now are based
on the quadratic equations avoiding the explosion of the coefficients. Our scheme is
against the Grobner basis[8] attack, the differential attack, rank attack and so on.

82. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring.

82.1 Multiplication and addition on octonion ring O
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Let q be a fixed modulus to be as large prime as O (2°°°). Let O be the octonion [16]
ring over a finite field Fq.

O={(ap,as,....a7) |8 & Fq(=0.,1,...,7)} 1)

We define the multiplication and addition of A,B €0 as follows.

A=(ap,as,....a7), 3 & Fq(j=0.1,...,7), (2)
B:(b01b17' . '9b7)a bj = Fq (j:()alp' . :7) (3)
AB mod q

= (aghg - asb;- ab,- azhs-a4bs- ashs-aghs-as; mod g,
agh;+a;bg+ayb,+ash,-asb,+ashs-aghs-azb; mod g,
agh,-a;bs+asby+ashs+asbs-ashs+agh,-asbg mod q,
agbs-a;b;7-a,bs+aszhg+aybg+ash,-aghs+azb; mod q,
aghs+ash, - asb; - asbs+asbot+ash;+ aghs - asbs mod q,
aghs-a,bg+arhs-ash,-asb,+ashy+aghs +asb, mod q,
aghetabs - ab;+ash, - asbs - ash,+aghy +asb, mod g,
agb;+a;hs+aybg-aszh; +asbs-ash,-agh,+azbg mod q) 4)

A+B mod q
=(ap+bomod g, a;+b; mod g, a,+b, mod g, a;+bsmod q ,
as+bs;mod q, as+bsmod g, ag+beg mod g, a;+b;mod q ). (5)
Let
IAP= ay’+a,*+...+a;°mod q. (6)

If JA%0 mod g, we can have A, the inverse of A by using the algorithm
Octinv(A) such that

A'= (ao/ |AF mod g, -a1/ |AP mod q,..., -a;/ |AF mod g) < Octinv(A). (7)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the
Appendix A.

82.2. Property of multiplication over octonion ring O

AB,C etc. =0 satisfy the following formulae in general where A,B and C have
the inverse A* ,B* and C* mod g



1) Non-commutative
AB#+BA mod g.
2) Non-associative
A(BC)+# (AB)C mod q.
3) Alternative
(AA)B=A(AB) mod q,
A(BB)=(AB)B mod g,
(AB)A=A(BA) mod q.
4) Moufang’s formulae [16],
C(A(CB))=((CA)C)B mod q,
A(C(BC))=((AC)B)C mod q,
(CA)(BC)=(C(AB))C mod q,
(CA)(BC)=C((AB)C) mod q.
5) A and B< O satisfy the following lemma.
Lemma 1
(A'B)A=A"(BA) mod g.
(Proof)
From (12)
A'B=A((BAAM)=(A*(BA))A™ mod g,
By multiplying A from right side we have
(A'B)A=A"(BA)mod q g.e.d.

6) A= O satisfies the following lemma.
Lemma 2
A*(AB)=B mod q
(BA)A'=B mod g
(Proof:)

Here proof is omitted and can be looked up in the Appendix B.

(8)
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(10)
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(12)
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7) A€ O satisfies the following theorem.
Theorem 1
A?=w1+vA mod g, (18)
where
FwvEFq,
1=(1,0,0,0,0,0,0,0)=0,
A=(ap,a,,...,a;) 0.
(Proof?)
A? mod q
=( apag-a;a1- A8~ A3d3-8424- AsA5-AsBs-a7ay MOd g,
Qd; +a18p+a,a,4+azar-a4a,+as8s-8s85-a783 Mod (,
apaz-a184+a,80+a385+a481-a583+asa7-a78s Mod (),
apaz-a187-aa5 a3y +ayastasay-asas+aza; mod g,
Apas+ay8y-8,8;-a385 480+ asa;+as83-a785 Mod g,
QA5-8,8+ap83-A38-A4ay+asAp+asa; +aza, Mod g,
A+ 85-8,87+38u-4d3-8581 TasAo+azay, mod d,
apa;+a,a3+aras-a:a; +a4a5-asas-agdy+azag mod Q)

=(2a02— L mod g, 2a,a; mod q, 2a,a, mod g, 2a,az mod ¢, 2a,a4 mod g,
2a5as mod q,2apas mod q, 2a,a; mod Q)

where
L= ag*+a,°+a,’+ag +a, +as>+as+a;” mod q.
Now we try to obtain u, v&Fqthat satisfy A>=w1+vA mod g.
wl+vA=w(1,0,0,0,0,0,0,0)+v(agp,ay,...,a;) mod q,
A%= (2a,>- L mod q, 2a0a; mod g, 2a¢3, mod g, 2a,a; mod g,
2a5a, mod ¢, 2 agas mod ¢,2a0as mod g, 2a,a; mod q).
As A>=w1+vA=-L1+2 a,A mod g, we have

w=-L mod g,



v=2a,mod q. g.e.d.

8) Theorem 2
D <0 does not exist that satisfies the following equation.
B(AX)=DX mod q, (19)

where B,A D=0 and X is a variable.
(Proof:)
When X=1, we have

BA=D mod q.
Then

B(AX)=(BA)X mod g.
We can select CE O that satisfies

B(AC)#(BA)C mod q. (20)
We substitute C=O to X to obtain

B(AC)=(BA)C mod g. (22)
(21) is contradictory to (20). g.e.d.

9) Theorem 3
D <0 does not exist that satisfies the following equation.
C(B(AX))=DX mod q (22)
where C,B,A,DE0, C has inverse C*mod g and X is a variable.
B,A and C are non-associative, that is,
B(AC)+# (BA)C mod g. (23)
(Proof?)
If D exists, we have at X=1
C(BA)=D mod g.
Then
C(B(AX))=(C(BA))X mod q.



We substitute C to X to obtain
C(B(AC))=(C(BA))C mad g.
From (12)
C(B(AC))=(C(BA))C=C((BA)C) mod q
By multiplying C™ from left side, we have
B(AC)=(BA)C mod q (24)
(24) is contradictory to (23). g.e.d.

10) Theorem 4
D and E< O do not exist that satisfy the following equation.
C(B(AX))=E (DX) mod q
where C,B,A,D and EEO have inverse and X is a variable.
A,B,C are non-associative, that is,
C(BA)#(CB)Amod q. (25)
(Proof?)
If D and E exist, we have at X=1
C(BA)=ED mod q (26)
We have at X=(ED)*=D"E™ mod g.
C(B(A(D'E™M))=E (D(D'E™)) mod g=1,
(C(B(A(D'E™))™* mod g=1,
((ED)AHBHCT mod g=1,
ED =(CB)A mod g. (27)
From (26) and (27) we have
C(BA) =(CB)A mod g. (28)
(28) is contradictory to (25). g.e.d.

11) Theorem 5

D <0 does not exist that satisfies the following equation.
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A(B(A'X))=DX mod q
where B,ADEO0, A has inverse A*mod q and X is a variable.
(Proof:)
If D exists, we have at X=1
A(BA™M)=D mod g
Then
A (B(A™X))=(A(BA™)X mod q. (29)
We can select CE O such that
(BA)(CA?) #((BAHC)A’mod q. (30)
That is, (BA™), C and A? are non-associative.
Substituing X=CA in (29), we have
A (B(A*(CA)))=(A(BA™)(CA) mod g.
From Lemma 1
A (B((A'C)A)))=(A(BA™))(CA) mod g.
From (16)
A(B((A'C)A))=A([(BA™)C]A) mod g.
By multiplying A from left side we have
B((A'C)A))= ((BA)C)A mod q.
From Lemma 1
B(A™(CA))=((BA")C)A mod g.
Transforming CA to ((CA)A™), we have
B(A™((CAHA™))=((BA)C)A mod q.
From (14) we have
(BA)(CA%))A'=((BA)C)A mod g
Multiply A from right side we have
((BA™(CA%)=((BA™")C)A*mod g. (31)



(31) is contradictory to (30). g.e.d.

83. Proposed fully homomorphic public-key encryption scheme

Homomorphic encryption is a form of encryption which allows specific types of
computations to be carried out on ciphertext and obtain an encrypted result which
decrypted matches the result of operations performed on the plaintext. For instance,
one person could add two encrypted numbers and then another person could decrypt
the result, without either of them being able to find the value of the individual
numbers.

83.1 Definition of homomorphic public-key encryption

A homomorphic public-key encryption scheme HPKE := (KeyGen; Enc; Dec;
Eval) is a quadruple of PPT (Probabilistic polynomial time) algorithms.

In this work, the medium text space M. of the encryption schemes will be
octonion ring, and the functions to be evaluated will be represented as arithmetic
circuits over this ring, composed of addition and multiplication gates. The syntax of
these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1*,
outputs (sk) — KeyGen(1") , where sk is a secret encryption/decryption key.

-Encryption. The algorithm Enc, on input system parameter g, secret keys(sk) and
a plaintext pE Fq, outputs a ciphertext C=(*C, °C, *C)—Enc(sk; p).

-Decryption. The algorithm Dec, on input system parameter ¢, secret key(sk) and a
ciphertext C, outputs a plaintext p*«—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (Cs...., C,),
outputs a ciphertext C* <—Eval(ckt; C4,..., C,).

§3.2 Definition of fully homomorphic public-key encryption

A scheme HPKE is fully homomorphic if it is both compact and homomorphic with
respect to a class of circuits. More formally:

Definition (Fully homomorphic public-key encryption). A homomorphic
encryption scheme FHPKE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it
satisfies the following properties:
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1. Homomorphism: Let CR = {CR, },.cn be the set of all polynomial sized
arithmetic circuits. On input sk «<KeyGen(1), Vckt CRy, V (pu,..., pr) EFJ"
where n =n(}), V(C....,Cy) where Ci=(*C;,’C;,’C))— Enc(sk;pj), it holds that:

Pr[Dec(sk;Eval(ckt; Cs....,C.)) # ckt(py,.. ., Pn)] = negl(}).

2. Compactness: There exists a polynomial x = u(A) such that the output length of
Eval is at most x bits long regardless of the input circuit ckt and the number of its
inputs.

§3.3 Medium text

We define the medium text M(p):={*M(p),"M(p),*M(p)} €O® which is adopted in
proposed fully homomorphic public-key encryption (FHPKE) scheme as follows.
We select the element G=(go,ds.. . .,97) €O and H=(hg,h,,...,h;) €O such that,

[Glo=00=0 mod q,

[H]o=ho=0 mod q,

[GH]o= [HG]o=goho-(g1h:1+go,+...+ g7h7)=0 mod q,
[HG]1=-[GH]:=h,04+hs07-ago+hsgs-egs-hzgs 0 mod g,
Lg:=|GP= go?+g®+...+¢7#0 mod q ,

Ly:=|H= he+h*+...+h,"=0 mod q,

G*=-Lsl modq,

H?=0 mod q,

where we denote the i-th element of octonion M & O such as [M];.

Theorem 6
GHG=LgH mod q,
HGH=0 mod q,
HG+GH=0 mod q.
(Proof?)

Here proof is omitted and can be looked up in the Appendix C.
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Theorem 7
(GH)(HG) =0 mod q,
(HG)(GH) =0 mod g.
(Proof?)
From (15)
(GH)(HG)= (G(HH))G= (G(0))G =0 mod q,
(HG)(GH) = (H(GG))H= (H(-Lc1))H
=(-Lcgl))HH=0modg. qg.ed.

Table 1 gives the multiplication table of {1,G,H,GH}.

Tablel. multiplication table of {1,G,H,GH}.

(32a)
(32b)

1 G H GH

G H GH

G G -Lsl GH -LcH
H -GH 0 0
GH GH LcH 0 0

Let p&Fq be a plaintext and u,v& Fq be the sub-plaintexts such that
p=su+tv mod g=Fq,

where s,t & Fq are the secret constant parameters such that
GCD(s,q)=1 and GCD(t,g)=1.

Let 'w,y,zEFq(i=1,2,3) be random numbers.

We define the medium text M(p) corresponding to the plaintext p by

M(p):={'M(p),"M(p)"M(p)} €0
'M(p):= *kul+'IVG+wH+YGHEO0,
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“M(p):= *kul+IvG+wH+yGHE0,
M(p):= *kul+’IVG+wH+YGHE0,
where
'k 'I= Fq are the secret constant parameters such that
GCD (k,g)=1 and GCD (',g)=1 (i=1,2,3).
p=su+tv mod g=Fq
=a["M(P)]o +ALME)]o +/M(P)]o
+a[H(M(P)-TME)IoD]: +AHCME)-M(p)loL)]:
+HCM(p)-PM(p)o1)] mod g,
=(a(K) +BCK)+y Cku+( o' +8 Cl)+y (1) GHLv mod g,
where y& Fq is a random number and o, € Fq satisfy the following equations,
(a('K) +B(K)+y (K)) =s mod g, (33a)
(a(l)+A Cl)y+y (1))=t /[GH];mod g, (33b)
and k%, *l and | satisfy

GCD (*k 4- %!, g)=1 mod q. (33c)

(Associativity of medium texts)

Let M(py)={'M(p.),"M(p:), M(p1)} €O M(p2)={"M(p,),"M(p,),"M(p,)} O’ and
M(ps)={"M(ps),"M(ps),*M(ps)} € O® be arbitrary three medium texts where

1I\/I(p1)::1ku1 1+1|V]_G+1W1H+1ylGH mod qEO,
2M(p1):=2kuy 1+2lv;G+2w;H+%,GH mod q <0,
M(py):= *kuy 1+°Iv,G+*w;H+%,GH mod g0,
'M(p,):="ku, 1+ *Iv,G+w,H+"y,GH mod q=0,
ZM(pz):: 2kU2 1+2|V2 G+2W2H+2y2GH mod ge O,
M(p2):=ku, 1+°lv, G+3w,H+y,GH mod g0,
'M(ps):="kus 1+ *IvsG+'w;H+'y;GH mod g0,
2M(p3):=*kus 1+2IvsG+WsH+%y,GH mod g0,
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SM(ps):=>kus 1+°Iv G +3w;H+%y;GH mod g<0.
As a set {1,G,H,GH} has an associative property on multiplication,
for example,
H(G(GH))= H(-LgH) = -LgH*=0 mod q
(HG)(GH) = -(GH)(GH) =0= H(G(GH))mod q,
we have that

(M(py) 'M(p2)) M(ps)="M(p:)(M(p,)'M(ps)) mod q(i=1,2,3).

But we notice that in general for arbitrary N<O,
('M(p)' M(PN # M(py) (M(p2)N) mod .
That is, it is said that
though in general for arbitrary N&O
M(p) (M(p)(....(M(PYN)....)) # - MP(M(p)(...(M(p)M(py). ..))N mod g (i=1,2,3),
'M(po), M(py). ..., M(prr) and 'M(p.) have the associative property such that

'M(P1)(. .. (M(P) M(pJ)- - -))="M(py). .. M(pi.1) M(p) mod g (i=1,2,3).

83.4 Proposed fully homomaorphic public-key encyption

We propose a fully homomorphic public-key encryption (FHPKE) scheme on
octonion ring over Fq.

Here we define some parameters for describing FHPKE.
Let q be as a large prime as O(2%°%).
We select the element G=(go,91,...,97) €0 and H=(hy,h,,...,h;) €O such as defined in
section 83.3 Medium text.

Let p=Fq be a plaintext and u,v& Fq be the sub-plaintexts such that
p=su+tv mod q < FQq.

Let M(p)={(*M(p),"M(p),"M(p)} € O>be the medium text where
'M(p):= *kul+'VG+HwH+YGHEO0,
“M(p):= *kul+IvVG+wH+yGHE0,
M(p):= *kul+’IVG+wH+YGHE0,
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p=su+tv mod g=Fq
=a['M(P)]o +BM(P)]o +/M(P)]o
+a[H(M(P)-TME)IoD)]: +AHCMP)-LM(p)loL)]:
+[HCM(p)-LM(p)]oL)]1 mod g,
=(a(K) +BCK)+y CR)u+( o) +8 Cl)y+y (1) [GH]v mod g.

Basic enciphering function E(X,Y) is defined as follows.
Let X=(Xo,...,X7) €EO[X] and Y=(Yo....,y7) = O[X] be variables.
ECX,Y):=A. ..(AY(AL(...(ATX)...))))...) mod gEO[X,Y] (34)
=( eonoXoyot+€oorXoy1t ... Teor7X7Y7,

€100XoYot€101X0y1t ... Te177X7Y7,

€700X0Yo €701 X017t ... +e777X7Y7)t, (35)
= {eijk}(i,j,kZO, e ,7) (36)

with e = Fq (i,),k=0,...,7) which is published in system centre.
A0 is selected randomly such that A" exists (i=1,...,h) which is the secret key
of user A.

As if Y=1, then E(X,Y)=X, some ej are fixed such that
€o00=1, €010=0, ..., €070=0,
€100=0, e110=1, ..., €170=0,
€700=0, €720=0, ..., €770=1.
83.5 Addition and multiplication of E(X,Y)

Let M(p1)={"M(p),"M(p),"M(p)} and M(pz)={'M(p),"M(p),"M(p)} be the medium
texts corresponding to the plaintexts p; and p; ,respectively.
We define the addition and multiplication on 'E(X,Y) (i=1,2,3) as follows.

[Addition]
E(X, 'M(py))+ E(X,'M(p2)) mod g
=Ai(...(ACMPD A (ATX). D)) DHAC - ACMP) A (ATX).. ). )
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= Ai(...(A(IM(pD)+ M(P2)1(A (... (AX)...))))..)mod g
= E(X, M(p2)+M(p,)) mod q (i=1,2,3).

[Multiplication]

E(E(X,M(p2)),M(p1)) mod g

=As(...(AMED) A .. (AT TAL .. ACMED A (AT ) 0D ). )
=Au(....(ALMP)(MP)A(...(AT™X)...)))...) mod q (i=1,2,3).

We denote E(E(X,M(p)), M(p)) by E(X,M(p1)<'M(py)).
We notice that in general

E(X.M(poM(p2)) =Ax(...(Ae(MP)ME2] (A (... (A X)....)))...) mod g
AAu(..(AMEI M)A (... (AX)..))))).- ) mod G=E(X, M(p1)<M(p2))
(i=1,2,3).
Theorem 8
For arbitrary p,p’<€0,
if E(X,'M(p))= E(X, M(p’)) mod q(i=1,2,3) , then p=p’ mod g,
where
p:=su+tv mod g,
M(p):=(‘M(p),"M(p),"M(p)) €O,
"M(p):= 'kul+'IvG+wH+'yGHE0,
“M(p):= *kul+3VG+WH+yYGHEO,
M(p):= *kul+ IVG+wH+yGHE0,
p’:=su’+tv’ mod q,
M(P"):=(M(p"),"M(p"), M(p")) EO°,
"M(p*):= *ku1+vG+Hw H+'y’GHEO,
M(p’):= ku’ 1+’ G+ W’ H+y’GHEO0,
M(P):=*ku’1+ v G+Hw H+y’ GHE0.
(Proof)
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If E(X,'M(p))=E (X, 'M(p*)) mod q , then
A (A (E(AL(....(An 1)), M(p)) mod g="M(p)

=Ar (AT (E(AL. . .(An 2)...)),M(p*)) mod g="M(p’) (i=1,2,3) mod q.
Then we have

M(p) =M(p’) (i=1,2,3).
p =a['M(P)]o +AM(P)]o +M(P)]o
+al (‘M(p)-['M(P)]o2) H]: +AL CM(p)-L'M(p)]ol) Hl:
[ CM(p)-['M(p)]o1) H]: mod g,
=a['M(p*)]o +BLM(P)]o +IM(P")]o
+af (M(P*)-['M(P*)]ol) Hl: +8L CM(p*)-'M(p*)]o2) H]:
+[ CM(P")-M(p")]o1) H]: mod g,
=p’ mod q,
Then we have

p=p’ mod g. g.e.d.

83.6 Octonion elements assumption OEA(Q)

Here we describe the assumption on which the proposed scheme bases.

Octonion Elements assumption OEA(Q)

Let g be a prime more than 2. Let h be a secret integer parameter. Let A:={A,,...,An}
0" be secret parameters. Let E(X,Y)= Ay(...(Au(Y (Ar™(...(A*X)...))))...) mod g €
O[X,Y] be the basic enciphering function where X and Y are variables.

In the OEA(q) assumption, the adversary Agq is given E(X ,Y) and his goal is to
find a set of parameters A={A,,...,An} € O" with the order of the elements A,...., A, .
For parameters h = h(\) defined in terms of the security parameter A and for any PPT
adversary Aq we have

Pr [As(...(AR(Y (A (...(ATX)...))))....) mod g ={e;}(i,j,k=0,...,7) :
A={As,..., Ay—Aq (10, E(X Y))]= negl(}).

To solve directly OEA(qg) assumption is known to be the problem for solving the
multivariate algebraic equations of high degree which is known to be NP-hard.

Next it is shown that the ciphertext C(X,p)={E(X, *M(p)), E(X, M(p)), E(X,*M(p))}
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corresponding to the plaintexts p has the property of fully homomorphism.

83.7 Addition scheme on ciphertexts

Let
M(p2):={'M(p1),"M(p2), M(p1)} €O °,
M(p.):= *ku 1+ v, G+w;H+Yy,GHEO,
M(py):= *kuy 1+%Iv; G+ w; H+4y,GHEO,
M(p):= *ku 1 +3v,G+w;H+3y,GHE0,
M(P2):=(‘M(p2),"M(p), M(p2)) €O °,
M(p,):= tku 1+ v,G+w,H+Y,GHEO,
2M(p,):= *kup1+°1v,G+w,H+4y,GHEO,
M(p2):= *kup1+3v,G+w,H+%y,GHE0,

be medium texts to be encrypted where
p1:=(su,+ tvy) mod q,
P2:=(suy+tv,) mod g.

Let C(X,py):={E(X, 'M(p1)), E(X, "M(py), E(X, "M(p1))} E{O[X]}* and

CX,p2)={E(X, "M(p2)), E(X, *"M(p2)), E(X, *M(p2))} ={O[X]}’ be the ciphertexts
corresponding to the plaintexts p; and p, , respectively.

C(X,p)+C(X,p,) mod g
=(E(X,"M(p0)+E(X,"M(p2)),E(X,M(p)+E(X,"M(p2)), E(X, " M(p))+E(X,"M(p2))).
E(X, M(pa))+ E(X,'M(p2))
=Ad(...(AML A (ATX) ). ) FAL (A CMA(A .. (ATEX)..))...) mod g
= A(...(AM(P)+HM(PDIA(...(AT™X)...))))...) mod q

=Ad(...(An([kusl+' v, G+wy H+y, GH+kup 1+ .G+ woH+Y,GH](AC ... (A 2X)...)))
)...)mod ¢

=Aq(...(A([k(UrHUR) 1+ 1(v1+Vo) G+ Wo)H+(ys+Hy ) GHI(AC (.. (ATX)..))))....)
mod q

= Au(....(A([M(pPr+p2)] (A (... (AC™X)....))))...) mod g
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= E(X,'M(ps+ p)) mod g (i=1,2,3).
We have
C(X,p)+C(X,p2) = C(X,pr+p2) mod q.

It has been shown that in this method we have the additive homomorphism.

83.8 Multiplication scheme on ciphertexts
83.8.1 Expanded medium text and expanded plaintext
We define '*M(py2), °M(p12) and ®M(p1,) as expanded medium texts as follows.
"M(p12):=d1: M(p1) M(p2)+ dio"M(p1) M(p2)+ dis°M(p1)°M(p2) mod g (37a)
=[d(K)? + dio(3K)%+ di3(3k)?Jusupl+
[ KM + d 2K+ dp KT (Ugv+va L) G+
[du("1)%+ dip Cl)*+ dysCl)*]vav,G? +F(H,GH) mod g
={[d("K)* + d1o(k)*+ diz(Ck) Justz- La[dia(D)>+ daz (> dys(Cl)Jvavo} 1+
{[di KM + do K3 + dy K] (UpVatvaUn) }G +F(H,GH) mod g
M(p12): =tos M(p1) M(p2)+ d22"M(p1)*M(p2)+ dosM(p1)°M(p2) mod g (37b)
={[da1("K)* + da(*K)*+ oz (k) TusUz- L[ (1)%+ dlap G+ das(Cl)?]vava} 1+
{[dx "K' + doo?k?l + k] (Urva+viUp) 3G +2F(H,GH) mod g
M(p12): =da1 M(p1) M(p2)+ daz”M(p1)°M(p2)+ dszM(p1) M(p) mod g (37¢)
={[da1("K)* + d3(*k)*+ dgz(*k)*Justiz- La[das(1)>+ dap Cl)*+ das(Cl)*Ivavo} 1+
{[d3: (k" )+ dap(Ck?l )+ dasCkC)](Upva+valy) 3G +°F(H,GH) mod g
where

'F(H,GH) is the linear combination of H and GH over Fq (i=1,2,3).

We define uyy, vy, as expanded sub-plaintexts and p;, as expanded plaintext as
follows.

U12:= SUsUp +(E/S)v4v, mod g EFq (38a)

V12:= S(UVo + Uyvi) mod gE Fq (38b)
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P12:= SUp+tvy, mod gEFq. (38c)
We select (dj) that satisfy the following equations.
"M(p12)= dis ' M(p1) M(p2)+ di2"M(p2)"M(p2)+ dis™M(p1)°M(p2) mod g
=tkuy, 1+1v4,G +'F(H,GH) mod q
=tk (su U+ (B/s)Vava) 1+ Is(Ugv, +uov,)G +F(H,GH) mod g=0
M(p12)= do1"M(p1) M(p2)+ d22M(ps) M(p2)+ d2s"M(p1) " M(p) mod g
=?kuy, 1+%Iv;,G +2F(H,GH) mod q
=2k(SU U+ (B/S)V1Vo) 1421 S(UyV, + Upvy)G+2F(H,GH) mod g0
M(p12):= dar " M(py) M(p2)+ dz2"M(p1)M(p2)+ dsz"M(p2)°M(p2) mod g
=%kuy, 1+°Iv1,G +*F(H,GH) mod g.
=3k(SugU+(E/s)Vav2) 1+°1s(usv, + Upv,)G+F(H,GH) mod g 0.

Then we have the following equations which a part of the public parameters, (d;) has
to satisfy.

- du("K)® + dia(3K)%+ dis(3k)’="k s mod g=Fq

du(D)*+ dp G+ dis(Cl)*="k (¥s) /(-Ls) mod g = Fq (39a)
| du (kM) + dip(k )+ dis(CkCD)=" s mod gEFq
F 0oy ("K)? + dao(Pk) ™+ dos((k)*="k s mod g = Fq

dos (*)2+ dp GI)*+ dos(Cl)*=k (t%/s) /(-Ls) mod g=EFq (39b)
L dor (kM )+ daa(Bk3 )+ das(CkCl)=?1 s mod g EFq
- da((K)? + dap(Pk) >+ dag(?k)*="k s mod q=Fq

day(1)*+ dap C1)*+ dgs(Cl)*=k (t%/5) /(-Ls) mod g=Fq (39¢)
| day (k') + dap (KD + dgs(CK3) =*1 s mod g = Fq
where 'kl (i=1,2,3) satisfy

GCD(A,q) =1

where
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(*k)* (k) Ck)?
tD* (h* Ch?
el 2g21 3k3

A=

Here we will show that
P12= p:p2mod g
=a[ M(P2)]otBLM(Pr2)]o+ [ M(Pr2)]o
+a[ (M(pr2)-['M(p12)]o1) HI +B[ (M(p12)-[M(p12)lo1) Hl:
[ (M(ps2)-M(pr2)1o2) H: mod g = Fa.

From (38c), (38a) and (38b) we have
P12= SUg+tvy, mod g
= S(SUyUp +(t/S)V1V,)+ts(UgVz + UpVy)
= (Sugt tvy) (Sup + tvy)

= pip2mod q < Fa.

On the other hand we have from (38c), (38a), (38b) ,(33a), (33b) ,(39a),(39b) and
(39¢c)

P12= SUip+tvi; mod g

=(a(*k) +ACK)+y (K)) (SurzH(Els)Vava)+ (') +A (T +y C1)IGH]: (S(Usvz + Upva)
=a[(*k) suyuz+('K) (E/s)V1Va)] +AI(K) Sugtz+(K) (E/8)Viva)[+yTCK)susUz+CK) (E/5)Vavo)]
+o[("S[GH]x (V2 + Upv)[+AL C)S[GHL(uV2 + upv)]+y [C1)S[GH]L (U2 + Upva)])
=a[(dn("k)* + dy2(*k)*+ d13(?k)?) Uiz~ Lo( daa(1)*+ dyz G dis(C)2)Vvavo)]

+B[(da1 (k) + daa(PK)*+ das(?k)?) Ustip- Lo(dar(")+ dap (C1)*+ das(Cl)?)vavy)]

+[(dar("K)* + dap(PK)*+ das(Ck)?)ustip- Lo(dar(T)7+ dap Cl)*+ daa(Cl)*)vav,)]

+af (A (kM) + dya(?k?1 )+ dis(Ck3D) [GHI (UgVa + UaVy)]

+B (daa (K )+ dpo(k2 )+ dasCKD) [GHI: (UrV, + Upvy)]
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+y [(daz (kM) + dapCk?) + dasCk3) [GH]L (Ugvz + Uavy)]
=a[ M(p12)]o+HBM(P2) oty M(P12)]o
+af (‘M(ps2)-[' M(p12)]o2) HL:
+A[ (M(pr2)-["M(p12)1o1) Hl:
+y[ CM(P12)-[M(p12)]61) HL mod g < Fa.[]

We can consider that a set of expanded medium texts, {'M(py2), "M(p12), *M(p12)} is
the medium text of the expanded plaintext p1,(= pip.mod q).

We have shown that we can obtain the plaintext pp, from {'"M(p12), “M(p12), "M(p12)}-

83.8.2 Non-associativity of expanded medium texts
We can show easely that
'M(pazs) # M(psez) Mod g0 (i=1,2,3)
where
P2 = (P1P2) Ps=P1P2Ps=Pa(P2Ps)=Pa(zs) Mod g = Fa.
Let
"M(p12):=dus"M(p) M(p2)+ di°M(p1) " M(p2)+ di°M(p)°M(p2) mod g =0,
*M(pr2): =021 M(p) M(p2)+ do2”M(p1) M(p2)+ dos”M(py) " M(p2) mod g <0,
*M(p1): =da1"M(py) M(p2)+ dz2”M(p1) M(p2)+ dss’M(p)°M(p,) mod g <O.
We calculate "M(pzs) and *‘M(pis) as follows.
"M(p2s) €O
:= Ay M(p12) M(ps)+ A1 M(p12) M(ps)+ di3°M(py2) M(ps)mod g
= Ay (cha"M(P1) M(p2)+ di”M(p1) M(p2)+ cis™M(p1) M(p2)) M(ps)
+0l12(0loy M(P1) M(P2)+ A2 M(P1) M(P2)+ das™M(p1) M(p2))°M(ps)
+0ly3(dlay M(P1) M(P2)+ da2M(P1) M(P2)+ das™M(p1) M(p2))°M(p2) mod g
= dyydys ' M(p1) "M(p2) ‘M(ps)+ dy dio “M(py) “M(p2) “M(ps)
+ A0y "M(p1) "M(P2) "M(ps)+ diztay M(pr) M(p2) "M(ps)
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+ Gz M(P1) M(p2) “M(ps) + diztas M(p) M(p2) " M(ps)
+013051 " M(p) M(p2) "M(ps)+ d1atzz"M(p1)*M(p2) "M(ps)

+ O130ss"M(p1) M (p2)*M(ps) mod gEO.

M(p123) €O

:= Ay M(p1) M(P2s)+ di2 M(p1) M(ps)+ da”M(p1) M(pzs)mod g

= dy'M(py) (dua"M(p2) M(ps)+ di”M(p2) M(ps)+ di°M(p2) " M(ps))
+012"M(Ps) (02" M(P2) M(P3)+ d22”M(p2) M(p2) + dsM(p2) M (p3))
+015"M(p1) (day M(p2) M(p3)+ dao"M(p2)*M(ps)+ ds”M(p2) "M(ps)) mod g

= dyudyy"M(py) "M(p2) "M(ps)+ du dz2 " M(ps) “M(p2) “M(ps)

+ dydis"M(py) M(p2) M(ps)+ diar M(p) M(p2) ‘M(ps)

+ G202 M(p2) " M(p2) “M(ps) + dizdzs"M(p1) M(p2) M(ps)

+01503 "M(P1) M(p2) "M(ps)+ d1sdz M(p1) M(p2) “M(ps)

+ 13053 M(p1)°M(p,)°M(ps) mod g€ O.

Then we have in general
"M(Paza) # "M(P1zz) mod g 0.

In the samr manner we have in general

'M(Pazs) # M(p1ez) mod g0 (i=2,3) .

We notice that
C(X,paza) #C(X,pres) mod q<={O[X]}*
where
P2 = (P1P2) Ps=P1P2Ps=P1(P2Ps)=P1(2s) Mod g = Fa,
C(X,Paza)={ECX, "M(Pazp)), E(X, "M(Pazy)), E(X, "M(Paz))} E{OIXT},
C(X,P1zz)={E(X, M(P1z9)), E(X, “M(Paes)), E(X, M(pacz))} E{OIXI}.

§3.8.3 Multiplication scheme on ciphertexts

Here we consider the multiplicative operation on the ciphertexts.
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Let

COSpa):={E(X, "M(p1)), E(X, "M(p1)), E(X, “M(pp))} < {O[X]}’

and

C(X,p2):={E(X, "M(p2)), E(X,"M(p2)), E(X, M(p2))} = {O[X]}’
be the ciphertexts corresponding to the plaintexts p; and p, , respectively.
Let
C(X,pr2):= {E(X, M(p12)), E(X, "M(p12)), E(X, "M(p12))} E{OIX]}’
where three sub-cipher texts E(X, 'M(p1))(i=1,2,3) are given such that
E(X,'M(p12)) EO[X]
dinE(EX,"M(p2)),'M(po))+dE(E(X, M(p2)), " M(p1)+diaE(E(X,"M(p2)),°M(py)) mod g
= duE(X, "M(p) ' <M(p2))+dE(X, “M(p) <M (p2))+disE(X, "M(p) <°M(p2)) mod g

(i=1,2,3).

We confirm that C(X,py,) is the ciphertext corresponding to the plaintext p;p,, that is,
we decipher C(X,py2) to obtain pyp, as follows.

A (AT (E(AL..(ARD)....), M(P12))). )

= A (AT (A EQAL . (ARD). ), "M(p1) ' <M(p2))

+ A (AT (DiE(ALC - .(AD)....), "M(p1) <M (py))

+ A (A (diBE(ALC..(ARD)...), *M(p1) <*M(p)) mod g

=di M(py) M(p2)+ di”M(p1) M(p2)+ dis™M(p1)°M(p2) mod g,

='M(psz) mod g=0 (i=1,2,3) .

From §3.8.1

Po=al M(PL)]otALM(P12)loty M(P12)]o
+a[H("M(p12)-['M(p12)]oD)]: [GH],
+AHCM(p12)-[M(pr2) o)L [GHI,
+[HCM(P12)-M(p12) o) L[GH]: mod g,

= pyp. mod g<= Fa.

83.9 Property of proposed fully homomorphic encryption
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The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameter ¢, outputs

sk—KeyGen(1") where sk=(h ,A((j=1....,h),s,t, k, I(i=1,2,3)) is a secret encryption
key and
pk—KeyGen(1") where pPk=({€ij}o=<ijk=<7 ; G,H, a, B, v ) is a public key.

-Encryption. The algorithm Enc, on input system parameter g, and secret keys of
user B, ske=(hs ,B(j=1....,he). .tz ke, Is(i=1,2,3)) , public key of usea A,
PKa=({€aijkto=<ijk=<7 ; GaHa, aa, fa,ya) and a plaintext p<Fq, outputs a ciphertext
C(X;skg, pka,p) «—Enc(skg, pka;p).

-Decryption. The algorithm Dec, on input system parameter g, secret keys of user
A, sk, public key of user B,pkg and a ciphertext C(X;skg, pka,p), outputs
plaintext Dec(ska, pks; C(X;skg, pka,p)) where C(X;skg, pka,p) <Enc(skg,
PKa;p).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (Cy,..., C,), outputs an
evaluated ciphertext C’«—Eval(ckt; Cy,..., C,) where C;=C(X;skg, pKa,pi)
(i=1,...,n).

(Fully homomorphic encryption). Proposed fully homomaorphic encryption
=(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the following
properties:

1. Homomorphism: Let CR = {CR; }» < be the set of all polynomial sized arithmetic
circuits. On input sk «—KeyGen(1"), pk—KeyGen(1"),Vckt € CR,, V(ps,...,pn)
EFq"where n=n(}), V(Cy,...,C,) where C;i=C(X;ska, pKa,pi) <—ENnc(ska, pKa;pi),
(i=1,...,n),we have Dec(ska, pkg ;Eval(ckt; C,,...,Cy)) = ckt(py,...,pn).

Then it holds that:

Pr[Dec(ska, pkg; Eval(ckt; Cy....,Cy)) # ckt(ps,...,pn)] = negl(A).

2. Compactness: As the output length of Eval is at most klog,q=k\ where k is a
positive integer, there exists a polynomial x = «()) such that the output length of Eval
Is at most u bits long regardless of the input circuit ckt and the number of its inputs.

83.10 Procedure for constructing public-key encryption

For the understanding we show the procedure for constructing the public-key
encryption scheme by using the cryptosystem described in above sections.
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User B try to send his information to user A by using the public-key of user A pka
and the secret key of user B skg through the insecure line.

1) System centre publishes the system parameter[q].

2) User A selects ska=(ha ,Aj(=1.....ha) Sata, Ka, 1a(i=1,2,3)) which is a secret key of
user A and generates the public key of user A pKa=({€aijk}o=<ijk=<7 ; Ga,Ha, 0a, fa,

¥ a) such that

EA(X,Y):=A(. ..(Asa(Y(Aa (... (ALTX)..))))...) mod gEO[X,Y]
={enij}(i,j,k=0,...,7).

User A sends {eaij}(i,j,k=0,...,7) with Ga,Ha,0a ,fa ,ya tO System centre.

3) User B selects ska=(hg ,Aj(j=1....,"e).Sa.ts , ks, Is(i=1,2,3)) which is a secret key
of user B and generates the public key of user B pks=({€sij}o=<ijk=<7 ; Gs,Hg, 0,
[s,y8) such that
Es(X,Y):= Bi(...(Bra(Y(Brg '(...(B™X)...))))...) mod g€ O[X,Y]
={egii}(i,),k=0,...,7).

User B sends {egij}(i,j,k=0,...,7) with Gg,Hg, as, fs,ys t0 System centre.

4) User B downloads Ea(X,Y) ={eaij}(i,J,k=0,...,7) from system centre.

5) User B generates the common enciphering function Ega(X,Y) as follows.

EBl(X,Y) . :EA(EA(X,Y) , Bl)

=Au(...(AraB(Aa (- (A TAL . (Ara(Y (Ara (- (ACX).. 0D DD - )))--)
=As(...(AaBLY(AR(...(AT™X)...)))))...) mod gEO[X,Y]

Esz (X,Y):= Eg1 (Ea(X,Y),B2)
=Aa(...(AraB1(Bo(Ana ™ (... (AT AL . .(Ara(Y (A (... (ATX). ) DD ))))-..)
= A(-..(Ara(B1(BA(Y (A (... (Ar"X)..)))))....) mod g EO[X,Y]

Eens(X,Y):= Egng 1(Ea(X,Y),Brs)

=Ad(...(AraB(. .. Bra(Ana (... (A AL . .(Ara(Y (A (.. (ATX). ) D2 ). )
= Ad(...(AraBil. .. Bra(Y(Ar (... (A™X)...)))...)))...) mod g=0O[X,Y]
Egng " (X,Y):= Ezrna(EA(X,Brg™),Y)

=Aa(...(AnaBa(. .. Bra(Y (Ana (.- (A A (Ana(Brs ™ (Ana (... (ATX)... ). )D)..)
)--)))--)
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= A .. (AaBi(...Bra(YBrs™ (Ana™(...(ALTX)..))))...)))...) mod g=O[X,Y]
EBhB-l-l X,Y)= EBhB-l (EA(X,BhB-l-l)aY)

=Aa(...(AraBa(. ..Bra(YBrg (Ana (... (AT AL . .(Ara(Bre  (Ana (... (ALTX)..))
D))

=Ax(...(Ara(Ba(...(Bre(Y(Bre (Brg-t (Apa (- (AL 'X)...)))))...)))...) mod g E
O[X,Y]

Esa(X,Y) :=Eg1" (X,Y)= Eg; ™" (Ea(X,B1H),Y)

=Ag(....(AnaBa(. .. Bra(YBrg'(...(B2 ™ (A (.. (AT AL . . (Ana(Br  (Ara (... (ATX)
)0 )N I IS) IS

=Aa(...(AraB(...Bra(YBg ( Brga™ (-..(B1 (Ana™(...(AT™X)...))).. ))))-..))...)
mod g=O[X,Y]

6) User A can generate Eag(X,Y) as follows.
Ens(X,Y):=Au(...(AraEs((Ara (- (Ar™X)..)))).Y))).. ) EO[X,Y]
= Ay (Ana(Ba(- - Bra(Y(Brg ( Braa™ (.- (Br™  (An (- (ATX).. ). ). )

= Esa(X,Y) EO[X,Y]
7) User B enciphers the plaintext p by using Ega(X,Y) such that
'C(X,p):= Esa(X,M(p)) EO[X,Y]
=Au(....(AnaBi(. .. Bra(M(P)Bra™(. .. (B (Ana (... (AL™X)...)))...)))...)))...)mod g
={'cu} (i=1,2,3;j,k,1=0,...,7).

8) User B sends iC(X,p)={ic,~k|} (i=1,2,3;j,k,1=0,...,7)) to user A through the insecure
line.

9) User A receives 'C(X,p)={'cja} (i=1,2,3;,k,I=0,...,7) and deciphers such that
(Cor...c?) :=Am (... (AT (CIAL. ..(Am(D)..)]))...) EO
=Bi(...(Bra(M(p) (Bra*( Bre+™ (-..(B:* X)...)))
=( €oo0 Moo My + ... Fego7 My,

i i i
€100 Mo+€101 M1+ ... Te107 My,
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i i it
€700 Mo+e700 My + ... +ezo7My),

where 'M(p)=(m,...,'m;) (i=1,2,3) .
('mo,...,'m;) is obtained by solving above simultaneous equation.

10) User A downloads the public key of user B pks=({€gijx}o=<ijk=<7 ; Gs,Hs, 08, f&:78)
Then the plaintext p is recovered such that

p=as["M(p)]o +Bs["M(p)]o +7e"M(P)]o

+ag [HCM(P)-[M(P)loL)]: +s[HCM(P)-LM(P)lo L))
+ye[HCM(P)-LM(p)le1)]: mod g,

=ag (‘Mo)+ i (‘Mo)+ys (CMo)+ ag [ ("M(p)-"Mol) H]x +36[ (*M(p)-“mol) H]y
+yel (M(p)-"mo1) H], mod g,

=0 (‘Mo)+ B Cmo)+ye (Mo)+ as[(0,'My,..., m7))H]y +Bs[ (0,°my,...,"m7)H],

+yg[ (0,°my,....*my)H], mod gEFq.

84. Analysis of proposed scheme

Here we analyze the proposed fully homomorphism encryption scheme.
84.1 Computing A; from coefficients of E(X,Y)
Basic enciphering function E(X,Y) is given as follows.
Let X=(Xo,...,X7) €O[X] and Y=(Yo,...,y7) =O[X] be variables.
EQGY)=A . (A(YA..(ATTX)..)))....) mod gEO[X,Y] (40)
=( egooXoYot€oorXoy1t .. tegr7X7y7,

€100%0Yo+€101X0Y1 T ... TerrrX7y7,

t
ez00XoYo+€701XoY1t ... terrXay7), (41)

= {eij3(i,).k=0,...,7).

A;<O0 to be selected randomly such that A,-'1 exist (j=1,...,h) are parts of the secret
keys of user A.
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We try to find Ai(i=1,...,h) from coefficients of E(X,Y), e =Fq (i,J.k=0,...,7).
In case that h=56 the number of unknown variables (Aj(i,j,k=1,...,56)) is
448(=64*8-64), the number of equations is 448(=64*8-64) such that

Foo1(As,. . .,Ass)=€001 mod g, —
Foo2(As,. . .,Ass)=€002 Mod g,

F177(As,. . .,Ass)=€077 Mod @, (42)

F777(Aq,. . .,Ass)=€777 Mmod q,

I

where Foo,. .., Foo7, Fora,-- -y Foizs---, Fro1,- .., F776,F777 are the 112(:56*2)”‘ algebraic
multivariate equations.

Then the complexity G required for solving above simultaneous equations by
using Grobner basis is given [8] such as
G>G =(ss+dreqCreg) =(25312Cas)" >> 0(280), (43)

where G’ is the complexity required for solving 449 simultaneous algebraic equations
with 448 variables by using Grobner basis, where w=2.39, and

Oreg= 24864(=448*(112-1)/2 — 04 (448*(112/2-1)/6)). (44)
The complexity G required for solving above simultaneous equations by using

Grobner basis is enough large for secure.

§4.2 Computing plaintext p and A; Bj from coefficients of ciphertext
Esa(X,'M(p))

Ciphertext Ega(X,'M(p))(i=1,2,3) is generated by user B as follows.
Eea(X,M(p)) EO[X]
=Ad(...(AraBa(. ..Bra(M(P)Brs " Bre-r™ (...(Br (Ana (...(AT™X)..)))...))))-..))...)

=Ad(...(Ara(Ba(. . .(Bra([kul+VG+wH+yGH](Brg " (Brga™ (...(B1 (Ana (... (Ar™X)
SO))--))-2))...) mod g

=("'egoXo+'€orX1t ... +eg7X7,

'e10Xo+ €1Xe t ... He17 X7,
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i i i t
I(970X0'|'Ie7]_X]_+ +Ie77 X7) mod Q.

={'&j}(k=0,...,7;i=1,2,3)
with ‘e & Fo(j k=0,...,7;i=1,2,3),

where p=su+tvmod g.
A, B, O to be selected randomly such that A" and B, ™" exist (j=1,...,hak=1,...,hg)
are parts of the secret keys of user A and user B respectively.

We try to find plaintext p and A;, B;j (i=1,...,ha;j=1,...,hg) from coefficients of
Eea(X,M(p))(i=1,2,3), 'ex =Fq (jk=0,...,7;i=1,2,3).

In case that h, =56 and hz=56 the number of unknown variables (u,v,st,'k,',A;, By,
(1=1,2,3; j,k=1,...,56)) is 906(=4+3*2+2*56*8), the number of equations is
192(=64*3) such that

FlOO(U,V,S,t,Al, v 1A561 Bl! v 1B56):1e00 mOd q;

Fio1(u,v,S,LA;, ..., Ase, Bl,..-,B56):1901 mod g,

F107(U,V,S,t,A1, . ,A56, B]_, e ,B56)=1eo7 mod Q. = (45)

F377(U1V1S1t1A11 v 1A561 Bl! v lB56):3e77 mOd q; —
where Fig,...,Fs7 are the 227(=56*2*2+3)" algebraic multivariate equations.
Then the complexity G required for solving above simultaneous equations by
using Grobner basis is given [8]such as

G>G "=(191+dregCreg) =(21887C101)" >> 0(2%), (46)

where G’ is the complexity required for solving 192 simultaneous algebraic equations
with 191 variables by using Grobner basis,
where w=2.39, and

Oreg= 21696(=192%(227-1)/2 - 0y (192*(227"2-1)/6)). (47)
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The complexity G required for solving above simultaneous equations by using
Grobner basis is enough large for safety.

84.3 Attack by using the ciphertexts of p and -p

| show that we can not easily distinguish the ciphertexts of p and -p. '
We try to attack by using “p and -p attack”.We define the medium text 'M(p) by

'M(p):=kul+IVG+wH+yGH €0, (i=1,2,3) (48)

where uFq is selected randomly, and v=(p-su)t™ mod g, plaintext p=su+tv mod g
Fq.

We define the medium text 'M (-p) by
'M(-p):='ku'1+ IV G+WH+y'GHEO,  (i=1,2,3), (49)
where u’ €Fq is selected randomly, and v’=(p-su’)t"* mod g,-p=su’+tv’ mod q .
the ciphertext of p ,Esa(X,M(p))(i=1,2,3),
Esa(X, M(p))
=As(...(AnaBi(. . .(Bra(M(P)(Brg (Bra-2™ (...(B (A (... (AL™X)...))))...)))...) mod g

=As(...(AnaB1(. .. Bra([kul+ IVG+wWH+YGH](Brs (Bhe-1™ (....(BL *(Ana (...
(Ar*X)...)))...)))...) mod g,

the ciphertext of -p, Ega(X,'M(-p)),
Esa(X,'M(-p))
=Ag(....(AraBa(...Bra(M(P)Bre ' Brg1™ (-..(B (At (- (A ™X)..))))...)))...) mod g

=As(...(AnaB1(. .. Bra([ku 1+ IV’ G+W H+y’ GH](Brg *(Braa™ (... .(BL (Ana™ (...
(ArX)...))))...)))...) mod q.

As p=su+tv mod g and -p=su’+tev’ mod ¢, we have
p-p=0=s(u+u’)+t (v+v’) mod q,

(v+v’)=-st™ (u+u’) mod q.

We have

Ea(X,'M(p))+ Esa(X, M(-p))

= Ega(X, kul+'IVG+wH+yGH +'ku’1+'Iv’G+w’H+y’GH) mod g
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= Ega(X, 'k(u+u)1+'1(v +v))G+(w+'w’)H +(y+'y’)GH ) mod g
= Ega(X, (u+u?)(k1-'1st*G) +('w+'w*)H +('y+'y)GH) mod g.
As 'k1-1st*G 0 mod =0 and in general u+u’ 0 mod q< Fg, we have

Ega(X, M(p))+ Esa(X,'M(-p)) £0 mod g. (i=1,2,3) (50)

We can calculate | Ega(1, M(p))+ Ega(1,M(-p)) [ as follows.
Ega(1M(p))+ Esa(1'M(-p)) [
=| (u+u’)(k1-1stG) +(w+'w)H +(y+'y)GH A
Even if (w+'w’)=(y+'y*)=(z+'2")=0 mod g,we only have
= () ((R)*+('Ist?)? (91*+02"+...+g7") mod g
= (u+u)? ((K)*+('Ist)? Lg mod g
#0 mod g (i=1,2,3) (in general).

It is said that the attack by using “p and -p attack” is not efficient. Then we can
not easily distinguish the ciphertexts of p and -p.

85. The size of the modulus g and the complexity for enciphering
/deciphering

We consider the size of the system parameter g. We select g=0(2%%).

1) In case of h=56, qg=0(2*™), the size of ey =Fq (1,jk=0,...,7) which are the
coefficients of elements in E(X,Y)= As(...(Ax(Y(AL(...(AT™X)...))))...) mod qE
O[X,Y] is (448)(log,q)bits =896kbits.

2) In case of ha=56, g=0(2%"), the complexity to obtain EA(X,Y) from A,...,An( and
qis
(55*512+55*8*512)(log,q)*+56*(16*(log.q)*+2*(l0og,q)° )= O(2™) bit-operations,
where 56*(16*(log,q)*+2*(log.q)* ) is the complexiy for inverse of A;*(i=1,...,56).
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3) In case of hg=56, g=0(2%*™), the complexity to obtain Ega(X,Y) from Ea(X,Y),
Bl,. . -;BhB; BhB_l,...,Bl_l and q IS
((512+64*8*8)*56+(512+64*8*8)*56) (log,q)’= O(2*) bit-operations.

4) In case of hy=56, g=0(2"*), the complexity to obtain Eag(X,Y) from Eg(X,Y),
Avr... Ao At At and g s

(64*8*55+8*64*8+56*8*8*64) (log,q)*= O(2*") bit-operations.

5) In case of g=0(2"), the complexity to obtain 'C(X)= Ega(X, M(p))(i=1,2,3) from
Esa(X, Y),p,uk'l'w,'y ,G,H,GH,s,t and q is

2* (log,q)*+2*( log,q)*+3*(1+9+8+8+64*8) (log.q)’= O(2*) bit-operations.

6) In case of h,=56, q=0(2"), the complexity for deciphering 'C(X)=Eza(X,M(p))
(i=1,2,3) to obtain p from 'C(X)= Ega(X,M(p))(i=1,2,3), H , As,....Ama, Ana ™o A
and qis

[64*56+3*(64*56+64+64*56+8*8+7*7+.. +2*2+1+1+2+...+7)
+3+8*8*3+3](l0g,q)’+8*2*( log,0)°
= O((3584+3*7464+198)2%+2%")= 0(26174*2%+2%") =0(2%) bit-operations.

On the other hand the complexity of the enciphering and deciphering in RSA
scheme is

0(2(log n)®)=0(2*) bit-operations

where the size of modulus n is 2048bits.
Then our scheme does not require large complexity to encipher and decipher so
that we are able to implement our scheme to the mobile device.

86. Conclusion

We proposed the fully homomaorphic public-key encryption scheme based on the
octonion ring over finite field. It was shown that our scheme is immune from the
Grobner basis attacks by calculating the complexity to obtain the Grobner basis for
the multivariate algebraic equations.The proposed scheme does not require a
“bootstrapping” process S0 that the complexity to encipher and decipher is not large.
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Appendix A:

Octinv(A)

S — ag’+a,"+...+a;> mod q.
% S™ mod q
q[1] < q div S ;% integer part of ¢/S
r[1] < gmod S ;% residue
k1
q[0] <@
0] «— S
while r[k] # 0
begin
ke—k+1
q[k] < r[k—2] div r[k—1]
k] «— r[k—2] mod [rk—1]
end
Q [k—1] < (-1)-q[k—1]
L[k-1]« 1
1—k-1
while 1>1
begin
Q[i-1] < (-1)-Q[i]~q[i-1] +L[i]
L[i-1]<Q[1]
1—1-1

end

invS «— Q[1] mod q
INVA[0] <« ag+invS mod q
Fori=l1,...,7,
INVA[i] « (-1)-aixinvS mod q
Return A= (invA[0], invA[1],..., invA[7])
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Appendix B:
Lemma 2
A (AB)=B mod q
(BA)A'=B mod q
(Proof:)

A= (ap/ |AF mod g, -a,/ |A? mod q,...., -a7/ |A]” mod q).

AB mod g

= ([ aobo-a1b;- azby- azbz-abs- asbs-aghs-asb7 mod g,
aghy+ayby+asbs+azhr-asb,+ashs-aghs-azbs mod g,
aobz-a10,4+ahg+ashs+agbs-ashs+aghs-asbs mod g,
aghs-a1b7-axbs+azbo+asbs+ash,-aghs+azb, mod g,
aghs+ayby-a,01-asbs+aybg+ash;+ashs-azbs mod g,
agbs-a1bg+a,hs-azh,-asb,+asbg+agh, +asb, mod g,
aghs+a1Ps-a,07+ash,-asbs-ash, +agho+azb, mod g,
agh;+a; bs+aybg-ash; +asbs-ash,-agh,+azbg mod q).

[A*(AB)]o

={ ap(agho-a1by- axb,- azhs-asb,- ashs-ashs-asby)
+8y (8001 +a10o+ashs+a3hr-aub,+ashe-ashs-ashs)
+ a,(aghz-asbs+azbo+asbs+asb;-ashs+aghs-azhe)
+a3(aobsz-a1b7-a;bs+ashg+asbe+ash,-aghs+asb;)
+ay(aobs+a;0,-a,0:-asbs +aubo+ashs+aghs-asbs)
+ a5(aphs-a1bs+azbz-ash,-as;+ashy+ash +ashy)
+ag(aobg+aybs-a,b7+azhs-asbs-ash, +agho+ashy)
+a(Qghy+a303+a,bg-agh; +ayubs-asbs-asb,+asbg) } /|A mod g

={( ag*+a,"+...+a;") bo} /|AF =ho mod g
where [M ], denotes the n-th element of M<O.

[AY(AB)L

={ ag(aohs+asho+azbs+ashr-asb,+ashs-ashs-azbs)
-a1(aghp-a1bs- @by~ ashz-asb,- asbs-aghs-azhy)
-8y(@oba+a1b,-ayb1-a3bs+abetash,+aghs-asbs)
-a3(agh7+a1bs+a,0e-a301+a4bs-ash,-ash,+asho)
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+ay(Qobz-a1hs+abo+azbs+ash;-ashs+aghs-azhe)

- a5(aobg+aybs-ab7+azbs-asbs-ash, +ashe+ashy)
+ag(aghs-a1bs+asbs-azhy-asbs+ashy+agh, +asb, )
+a7(aghs-a;b7-a,bs+asby+asbet+ash,-aghs+asb,) } /|A|2 mod q

={(a*+a,’+...+a;") b} /|AP=b; mod g.

Similarly we have

[A™(AB)]i=bimod q (i=2,3....,7).
Then we have

A'AB)=Bmodqg. qe.d.

Appendix C:
Theorem 6
Let O be the octonion ring over a finite field R such that

O={(a,as,....a7) | & €Fq (7=0,1,...,7)}.
Let G,H<=O be the octonions such that
G=(go.9s,---.07), i Fq (j=0,1,...,7),
H=(ho,hs,...,h7), hEFq (=0,1....,7),
where
00=0 mod g, ho=0 mod q,
Ls=go*+g;’+...+g°#0mod q,
Li=ho’+h,*+...+h,*=0 mod q
and
g:h1+ gohy+gshs+4h,+ gshs+gshs+g7h,=0 mod g.
G,H satisfy the following equations.
(GH)G=LgH mod q,
(HG)H=0mod q,.
HG+GH=0 mod g.
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(Proof:)
GH mod g

= (. goho- 91h1- g2h2- g3hs-gshs- gshs-gehs-g7h; mod q,
goh1+9:ho+g2hy+gsh7-g4ho+gshs-gshs-g7hs mod g,
9oN2-01ha+02ho+g3hs+gahsi-gshs+gshz-g7he mod g,
9oh3-9:h7-02hs+g3he+g4hs+gsh,-gshs+g-h; mod g,
9ohs+9:h2 -92h; -gshe+94ho+9sh;+ gshs -g7hs mod g,
gohs-01hs+9,h3-g3h,-g4h7+gsho+gsh; +g7h, mod q,
9ohe+01hs -g2h7+gsh, -gsh3 -gsh; +gehp +g7h, mod q,
goh7+g:h3+g.he-gsh; +94hs-gshs-gsho+g7ho mod q)

[(GH)G]o, mod g
= ((9oho - 911~ Gohy- 9shs-gahs- gshs-gshe-g7h7 ) go
-(goh1+g1he+92h4+g3h7-gso+gshe-gshs-g7hs) 01
-(goh2-g1hs+goho+gshs+gshi-gshs+gshs-g-hs ) 02
-(gohs-g1h7-gohs+gsho+g4hs+gsh>-gshs+g-h; ) 03
-(9oha+0:h2-02h1 -g3he+gsho+gshz+ gshs -g7hs) ga,
-(9ohs-g1hs+02h3-g3h-g4h7+gsho+gshs +97hs) gs
-(9ohe+01h5-g2h7+0g3h4 -gsh3 -gshy +gsho +g7h2 ) s,
-(goh7+9:hs+02he-gshi+g4hs-gshs4-geho+g7hg ) g7) mod g
As
ho=0mod q,
Lg:=go’+0:°+...+g;"#0 mod q,
Lyy:=ho*+h,*+...+h;"=0 mod q
and
g:h1+ goho+gshs+shs+ gshs+gshs+g7h,=0 mod g,

we have
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[(GH)G]o mod q

=( goho- 91h1- 92N~ 93hs-gahs- gshs-gshe-07h7 ) Go
-(goh1+g:ho+g2h4+g3h7-g4ho+0she-gehs-g7hs) g1
-(goh2-g1h4+goho+gshs+gshi-gshs+gsh-g-hs ) 9>
-(gohz-g1h7-gohs+g3hg+gshs+gsho-gshs+g7h: ) g3
-(gohs+g:h, -goh; -gshe+gshe+gshs+ gshz -g7hs) ga,
-(9ohs-g:he+92h3-g3ho-g4h7+gshe+gshi +97hs) gs
-(90hs+91Ns -G2h7+03N4 -94h3 -gshi +Gsho +97h2 ) e
-(goh7+9g1ha+g,he-gshi+gshs-gshs-gsho+g7hg ) g7

=h1(-0492-079s+9294-9695+ 0506 10307)

+ h2(9491-9595-9194+9305-0796 106 07)

+ N3(9791+9592 -0694-0205+9406-0197)

+ N4(-0201+9102 +9693-0795-0:06+9507)

+ hs(9691-9592 +0203+0704-0106-0407)

+ he(-0591+9792 040570594+ 0195-9297)

+ N7(-0301-0692 +0103-0504+0405+0206)
=0 mod q,

[(GH)G]y mod q

= (9oho - 91h1- G2ho- 9shs-gaha- 9shs-gshe-g7hy )os
+( goh1+g:ho+g2hs+g3h7-g4h,+gshs-gshs-g7h3)go
+( goh2-g1hs+goho+gshs+gshi-gshs+gshs-g7he)gs
+( gohs-g1h7-gohs+gsho+0shs+gsh>-gsha+g-h1) g7
-( gohs+9g1h, -gohy -g3hs+gsho+gshs+ gshs-g7hs)g,
+( gohs-01he+d2n3-g3h,-gsh7+gshe+gshi +97h4) g6
-( gohs+01hs -g-h7+g3hs -gsh3 -gsh; +geho +97h,)gs
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-( goh7+9g1h3+g5hs-gsh: +04hs-gsh4-geho+97h0)gs
= hy (-0, +00™ 04 +07"+02"+06"+0s +05")
+ hy (-0291-9490+9094+0507-0102-0306-0705+J60s)
+ N3 (-0201-9700 -9594+ 9097 -0s02+ 0206+ GaNs- 9103)
+ Ny (-9491 +0290-9194-0697-0092+9706-0305+0s93)
+ hs (-0591 -96do+93094-0207+0702+00J6-0105-049s)
+ e (-0691 +950-9704+0407+0302-0106-00J5-020s)
+ N7(-0701 +9300+9694-0197-0502-9406+J205-0oJs)
= hy (-29:°+Lg)-2091(hyg2+ hsgat hagat hsgs+ hegst h7g7)
= hy (Le)-201(h1g1+ho0o+ hagst Nagat hsgs+ heget h7gy)
=h; L mod g.
In the same manner we have
[(GH)G]i= hiLg mod g (i=2,...,7).
Then we have

(GH)G=Lg H mod g.

In the same manner we have

HG mod g

= (hoGo- N101- h2g2- hsg3-haga- hsgs-hegs-hzg, mod g,
hog1+h1go+h2ga+hsg7-haga+hsge-hegs-hzgs mod g,
hog2-N194+hs00+hsgs+hags-hsgs+hegr-h-gs mod g,
hoga-N197-h2g5+hsgo+Nags+hsgz-hega+hzg: mod g,
NoQa+h192-N201 -hsgs+h4go+hsg7+ hegs-h7gs mod g,
hoGs-h19s+h2g3-N3g-Nsg7+Nsgo+hegs+h7g, mod g,
ho8s+h10s -Na07+h3gs -Nags -Nsga+hego +h7g, mod g,
ho87+h193+h206-h3g1+h4gs-Nsgs-eg2+h7go mod q) .
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[(HG)H]o

= (hoGo- N191- N2~ hsGs-hags- hsGs-hege-hzg7)ho
-('hog1+hn190+h,04+307-h492+hsgs-hsgs-h7gs)hy
-(hog2-19a+h2go+h3gs+Nag:-hsgs+heg-hige)h,
-('hogs-h107-hgs+h30e+hags+hsg,.-hegs+h7g:)hs
-("hoGa+h1g2 ->0: -hsGs+haGo+hsgr+ eds -hegs)hs
-('hogs-h10s+h203-h302-hsg7+Nsgo+heg: +h7gs)hs
-('hoQs+h19s -N207+3g4 -h403 -hsgs+hego +h7g2)he
-('hog7+h193+h,06-h391+h405-hsg4-heg2+h7go)h; mod g

=0 ho- go(hs?+ hy%+...+ h/*+)

+ g1(-hshy- h7 hg+ hy hy- hghs+ hs he+ hs hy)

+ go(hshy- hs hs- hy hy+ hs hs- hy hg+ hg hy)

+ ga(h7hy+ hs hy- hg hy- hy hs+ hy hg-hy hy)

+ ga(-hzhy+ hy ho+ he hs- hy hs- hs hg+hs hy)

+ gs(hshi-hs hot+ h, ha+ hy hy- hy hg-hy h7)

+ ge(hshs1-h3 hy+ hy ha+ hy hy- hy hg-hy h7)

+ g7(-hshy+h7 hy- hy hg+ hs hyt+ hy hs-h, hy) mod g

=0 mod g.

[(HG)H],

= (hoGo- N101- h2G2- N3g3-Naga- hsGs-Nege-7g7 )y
+( hog1+h1go+n2094+0397-h4g2+nsg6-hegs-h7gs)ho
+( hog2-h1gs+h,go+hsgs+h,sgi-hsga+heg,-hsge)hs
+( hoGs-h197-20s+hago+Nsge+Nsg2-Negat+hegs)hy
-('hog4+h1g5 -h,0;1 -h3ge+hage+hsg,+ hegs-hsgs)h;
+( hogs-h196+h203-N302-N4g7+hsgo+heg1+n7g4)Ns
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-(hogs+1gs -N207+N304 -Nag3 -hsg1 +heGo +h7G2)Ns
-('hog7+h1gs+h,0s-h30; +h4gs-hsg4-hego+h7ge)hs mod g

= g1 (-h?+h*+ h%+ hy%+ h®+ hs*+ h3)
+ g2 (-ho hy+ hs hs- hy hy- hs he- hy hs+ hg hy)
+ g3(-hshy- hs hy- he hathohg+ hy hs-hyhs)
+ g4(-h4hs- hihy- hg hy+hshg-hs hs+hshs)
+ gs(-hshy+ hshy- hy ho+hsha-hy hs-hshs)
+ gs(-hghy- h7hs+ hy ho+hsha-hy hg-h,hs)
+ g7(-h7hy+ hghy- hy h7-hshp-hy he+hyhs) mod g
= -2(g1h:*+g2hohi+ gshshy+ gahahy +gshshs+ gshshy+ g-hzhy) mod g
= -2hy(g1 hyt+ go hot+ gshs+ g4hy +gshs+ gshs+ g7h7) mod g
=-2h;0 =0 mod q,
In the same manner we have
[(HG)H]i=-2 h; 0 =0 mod q (i=2,...,7).
Then we have

(HG)H=0 mod g.

[GH]ot+ [HG]o=0+0 =0 mod q,
[HG]+[GH].
=(h294+h3g7-hago+nsgs-heds-hrgs)+(02hs+03h7-gaho+gshe-gshs-g-ha)
=0 modg.

In the same manner we have
[HG]i+[GH]i=0 mod q (i=2,...,7).

Then we have

GH+GH=0 mod q. g.e.d.



