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Abstract Ransomware has become one of the major threats nowadays due to its
huge impact and increased rate of infections around the world. According to [1],
just one family, CryptoWall 3, was responsible for damages of over 325 millions
of dollars, since its discovery in 2015. Recently, another family of ransomware ap-
peared in the cyber space which is called WannaCry, and according to [2], over
230.000 computers around the world, in over 150 countries were infected. This type
of ransomware exploited a vulnerability which is present in the Microsoft Windows
operating systems called EternalBlue, an exploit which was developed by the U.S.
National Security Agency (NSA) and released by The Shadow Brokers on 14 april
2017.

Spora ransomware is a major player in the field of ransomware families and is
prepared by professionals. It has the ability to encrypt files offline like other fami-
lies of ransomware, DMA Locker 3.0, Cerber or some editions of Locky. Currently,
there is no decryptor available in the market for the Spora ransomware.

Spora is distributed using phishing e-mails and infected websites which drops
malicious payloads. There are some distribution methods which are presented in [3]
(the campaign from 14.02.2017) and [4] (the campaign from 06.03.2017).

Once the infection has begun, Spora runs silently and encrypts files with a spe-
cific extension, not all extensions are encrypted. This type of ransomware is inter-
ested in office documents, PDF documents, Corel Draw documents, database files,
images, archives and is important to present the entire list of extension in order to
warn people about this type of attack: xIs, doc, xIsx, docx, rtf, odt, pdf, psd, dwg,
cdr, cd, mdb, lcd, dbf, sqlite, accdb, jpg, jpeg, tiff, zip, rar, 7z, backup, sql, bak.
One crucial point here is that everybody can rename the files in order to avoid such

Pagca Vlad-Raul

Faculty of Automatic Control and Computers, University POLITEHNICA of Bucharest, Splaiul
Independenei 313, Bucharest, Romania, 060042, e-mail: vvladd_pasca@yahoo.com

Simion Emil

Faculty of Automatic Control and Computers, University POLITEHNICA of Bucharest, Splaiul
Independenei 313, Bucharest, Romania, 060042, e-mail: emil.simion@upb.ro



2 Pasca Vlad-Raul and Simion Emil

infections, but the mandatory requirement is to back up the data.

Spora doesn’t adds extensions to the encrypted files, which is really unusual in
the case of ransomware, for example Locky adds .locky extension, TeslaCrypt adds
.aaa extension, WannaCry appends .WNCRY extension. In this case, each file is en-
crypted with a separate key and it is a non deterministic encryption (files with an
identical content are encrypted in different ciphertexts), the content which was en-
crypted has a high entropy and visualization of an encrypted file, which suggests that
a stream cipher or chained block was used ( AES in CBC mode is suggested, because
of the popularity of this mode of operation in ransomware’s encryption schemes).

There are some methods which are used frequently to assure that a single copy
of a malware is running, for example the creation of a mutex, which means that the
encrypted data is not encrypted again, therefore, we have a single step of encryption.
Of course, there are some folders which are excluded from encryption, because the
system must remain in a working state in order to make a payment, so Spora doesn’t
encrypt the files which are located in the following directories: windows, program
files, program files (x86), games.

Spora uses Windows Crypto API for the whole encryption process. Firstly the
malware comes with a hardcoded AES 256 key, which is being imported using
CryptImportKey (the parameters which are passed to this function reveals that an
AES 256 key is present). The AES key is further used to decrypt another key, which
is a RSA public key, using a CryptDecrypt function (a ransom note is also decrypted
using the AES key, as well as a hardcoded ID of the sample).

For every computer, Spora creates a new pair of RSA keys. This process uses the
function CryptGenKey with some parameters which are specific for RSA keys, af-
ter that the private key from the pair is exported using the function CryptExportKey
and Base64 encoded using the function CryptBinaryToString. A new AES 256 key
is generated using CryptGenKey, is exported using CryptExportKey and is used to
encrypt the generated private RSA key (finally, the key is encrypted using the hard-
coded RSA public key and stored in the ransom note). For every file a new AES
key is generated which is used to encrypt the file, is encrypted using the generated
public RSA key and stored at the end of every encrypted file.

Spora is a professional product created by skilled attackers, but the code is not
obfuscated or packed, which makes the analysis a little bit easier. The implemen-
tation of cryptographic algorithms uses the Windows Crypto API and seems to be
consistent, nonetheless the decryption of files is not really possible without paying
the ransom. The ability to handle a complex process of encryption offline makes
Spora ransomware a real danger for unprepared clients.

Ransomware usually uses the RSA algorithm to protect the encryption key and
AES for encrypting the files. If these algorithms are correctly implemented then it
is impossible to recover the encrypted information.

Some attacks, nonetheless, work against the implementation of RSA. These at-
tacks are not against the basic algorithm, but against the protocol. Examples of such
attacks on RSA are: chosen ciphertext attack, common modulus attack , low en-
cryption exponent attack, low decryption exponent attack, attack on encryption and
signing with the same pair of keys, attack in case of small difference between prime
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numbers p and g.

Similar situation on AES implementation: ECB attack, CBC implementation
without HMAC verification, oracle padding attack.

In the following sections we present the fully analysis on three representative
ransomware: Spora, DMA Locker and WannaCry.

1 Spora ransomware

Name: 9ae49d4a4202b14efe.exe
md5: 116d339b412cd1baf48bcc8e4 124a20b
Type: encrypting ransomware

In figure 1 a detection report by VirusTotal scanner mechanism is presented,
which shows that the malware is known and most vendors already offer a protection
mechanism for it. In figure 2 shows us that the malware itself is not packed, nonethe-
less later results will show that the malware is obfuscated and hence the complexity
of the analysis grows.

P total

SHA256 b0arfe099446c 5ab71bfB2255 5 1f808c7df2
File name: 9aed9ddad202b14efe exe Q
Detection ratio: 43/ 60 .f 0 0
Analysis date: 2017-04-10 19:31:45 UTC ( 1 month ago )
= Analysis @ File detail © Additional information 4 Comments o ) Votes £3 Behavioural information
Antivirus Result Update
Ad-Aware Trojan GenericKDZ 38616 20170410
AegisLab Troj Ransom W32 Sporalc 20170410
AlYac Trojan. GenericKDZ 38616 20170410
Antiy-AVL Trojan[Rans om}/Win32 Spara. 20170410
Arcabit Trojan Generic DI6D8 20170410

Fig. 1: VirusTotal Report

& PeiD 05 [l @ ==
Fiie: | I o' =, ==
Entrypaint: 00005003 P Section: | text =l
File Offset: [000054D3 FirstBytes: |54,88,3A,00 i]
Linker Info: [12.0 Subsystem: [Win32 GUI =1
| Mathing found *

Multiscan | [ Task viewer Options About | Bit |
¥ Stay on top J _>J

Fig. 2: PEiD Report
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Figure 3 shows a string which is pushed on the stack 699 times, this trick is

used to obfuscate the code.

Fig. 3: IDA Pro 1

Direction Typ Address Text
ES Up o textloc 401700 push _offset aWddmnotby; "wddmnotbx”
52 Up o tet0040171A push  offset aWddmnotbx; "wddmnoth
= o et ush  offset aWddmnothx: “wedmnothx
= up 00401734 push  offset aWddmnothx; "wddmnoth
Up o  text00401T4F push  offset aWddmnotbx; "wddmnotbx"
= o et ush  offset aWddmnotbs "wddmnothx
Up 00401789 push  offset aWddmnotbx; "wddmnotbx"
Up o text004017CO push  offset aWddmnotbx; "wddmnotbx"
= o text ush  offset aWddmnothx: “wedmnothx
= up 00401813 push offset aWddmnotby "wddmnotbx”
= o e ush  offset aWddmnotbs; "wddmnothx
Up 00401820 push  offset aWddmnotbx; "wddmnotbx"
= o tet ush  offset aWddmnotbs; "wddmnothx
Up 00401866 push  offset aWddmnotbx; "wddmnotbx"
Up o text004018DD push  offset aWddmnotbx; "wddmnotbx"
Up o text00401908 push  offset aWddmnotbx: “wddmnothx"
Up o  text00401932 push  offset aWddmnotbx; "wddmnotbx"
= o tetloc ush  offset aWddmnotbs "wddmnothx
Up loc_40195C push  offset aWddmnotby; "wddmnotbx"
Up o 1ext00401976 push  offset aWddmnotbx; "wddmnotbx"
= o et ush  offset aWddmnothx: “wedmnothx
= up 00401980 push  offset aWddmnotby "wddmnotbx”
= o et ush  offset aWddmnotbs; "wddmnothx
Up 004019DA push  offset aWddmnotbx; "wddmnotbx"
= o tertloc ush  offset aWddmnotbs; "wddmnothx
Up loc_4019FF push  offset aWddmnotbx; "wddmnotbx"
Up o tec0040LAIA push  offset aWddmnotbx; "wddmnotbx"
= o text ush  offset aWddmnothx: “wedmnothx
= up 00401435 push offset aWddmnotby "wddmnotbx”
Up o  text00401450 push  offset aWddmnotbx; "wddmnotbx"
= o et ush  offset aWddmnotbs; "wddmnothx
Up 00401467 push offset aWddmnotbx; "wddmnotbx"
Up o text00401A84 push  offset aWddmnotbx; "wddmnotbx"
= o text ush  offset aWddmnothx: “wedmnothx
= up 00401 ABE push offset aWddmnotby "wddmnotbx”
= o e ush  offset aWddmnotbs; "wddmnothx
Up 004014D8 push  offset aWddmnotbx; "wddmnotbx"
= o et ush  offset aWddmnotbs; "wddmnothx
Up 004014F2 push  offset aWddmnotbx; "wddmnotbx"
Up o tet00401B1C push  offset aWddmnotbx; "wddmnotbx"
= o text ush  offset aWddmnothx: “wedmnothx
= up 00401851 push  offset aWddmnotby; "wddmnotbx”
Up o text00401BC6 push  offset aWddmnotbx; "wddmnotbx"
BE Up o tet00401BFL ush  offset aWddmnotb; "wddmnothx”
P P!
Hup o texoorcoc push  offset aWddmnotbx; "wddmnotbx"
L&t o tet00401CRQ niish_offset o i i
o [ concel [ seach |[ e |
Linel of 539

In the figure 4 is shown that a function is called 700 times (the function calls
OpenMutexA, which tries to open an existing Mutex), which doesn’t make sense
in this case, because the malware doesn’t call CreateMutexA, this is another trick
used to complicate the analysis.

Direction Tyg Address

Text

=

53] Up p  tet00401726 call subd04C37 _rext:@euBUC37 Sub_4B4CAT proc near
Eup p tecood01740 call sub404C3T  _text:BBYBUCAT

(Fup p tec00201758 call subd04C37  _text:BB4BHC3T nop
BEup p 0001705 call sub404C37  -TEXE:BBUBLCIS imp OpenHutexn
[Fup p tet009017D5 call sub404c37  -LERTIBBNBLC3S sub_hO4C3T7 endp
[Eup p tecooso1siF call sub_404C37

(Fup p teco0d01839 call sub_404C37

Bue p 000082 call sub 404C37

E=up p  tet00d018E9 call sub 404C37

Eup p tecoooos call sub_404C37

(Fup p  tec00s0193E call sub_404C37

Up p  te00401965 call sub 404C37

(= up p  text00d01982 call sub404C37

Eup p te0040198C call sub_404C37

(Fup p teco0d019E6 call sub_404C37

Eup p w0010 call sub 404C37

EZFup p  tet00201A26 call sub 404C37

Up p text00401A41 call sub_404C37

Fup p teco0a01asC call sub_404C37

Eup p 00101476 call sub 404C37

= up p  text00d01490 call sub_404C37

Eup p texo0d0aca call sub_404C37

Fup p te00d01AE4 call sub_404C37

BEup p w0018 call sub 404C37

(= up p  text00201B28 call sub 404C37

Up p text00401B5D call sub_404C37

Fup p teco0s018D2 call sub_404C37

Up p tet00401BFD call sub 404C37

E=Fup p teoos01cis call sub 404C37

L= tn n ted:00401 00 all_suh 404C 5

Line1 of 200

(

ok [ concedl |[ seach |[ Hep

J

Fig. 4: IDA Pro 2
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The malware uses the function VirtualAlloc to allocate space in the process
address space and then it writes the actual payload in that space. The initial conclu-
sion is that the initial executable is just a packer and the actual malicious code is con-
tained in the newly executable, which has the md5 97e84cc8afca475d15d8c3e1f38d
deba.

The malware calls GetVolumeInformationW to get information about the file
system and volume associated with the root directory, as shown in figure 5.
A mutex is created and it has the following format: m(GetVolumelInformationResult)
(in decimal), to ensure that the malware runs only once.

- |ime cossrese omraon
AT BEEEREE: aades
T{imE s dne
e BERiRRs dnone
Ging Bazceatt Sete
UTE Géniaate dnasas
spows2, (it LeEneevpoine 2 - [1E BaEERE aReed
n_dlur - 3
i
70 07 70107 o0 07 B0 0R oD 0n B on oD Ol
5 55 539 52 55 25|85 52 03 0355 b8 o0 [5]| 2912rEnd|| asasoeso) e
56 00 09 2 Do DL 68|glL 09 ve 0o 30 ge g | 2212FEDE) i
23 52 26 42 oo 62 oo en oo op oo b o gp  |SBiZECD
S e e
El 60\ 6C 20 76 65|72 73 €2 6F |6E 30 27 ‘got2reEol| oaopoan) 3
28 28 85 €E €3 6F 64 €9 &E &7 30 27 55 981 2 EED| | Buaaaman
20 27|28 73 74 £1|EE 64 &1 EC|EF &E 85 Cliidad| B
| i B
S e 2 ;
3 20 78 D0 EC GE 73|30 27 75 72 Gk g0 73 | J212FEFE| rrosean)
£ B0 6123 G0 60 63 53 ¢2 BF £3 aF oe ¢a | B21EEECG)| Boomaboe
F 20 37 61 75 0 ZE 74 51 o £B|eD of g | DO1EFFOA)| 600GGOL| Ga
Smizcrosl| oo
Sy n e iy
E 90 2A|20 20 3C 74|72 75 73 7449 6E 66 ‘2o12rFas| Bonoppan
'8 60 6C|6E 23 30 22| ¢E 72 EE 20|73 63 68 {atEadn | e
1 73 20|60 63 83 P2|6F 73 &F 66|74 20 B3 polzrr10l] eoooaoan
emzeridl| Seataen
ER e s b e 2
S 63|75 72 69 74|72 3E 00 oA|20 20 20 2oi2r k191 |oueogbel
C 72|65 1 75 65|03 74 65 64|58 72 89 281 2FF10H| Beanapan
S 67|65 73 3E 80| OR 20 20 20|20 28 28 Fladed| Rl o
smEcrodl| Soacen
S
F G 4C 55 76 65| SC 20 eC 65| ¢g gg s | 2812FFa0)| sooeanon
'3 43\ 6E 76 6F 6B 25 o2 op 0B po 69 41 | 981EEERC)| beadoaag
S 73120 57 25 | eC 73 a5 27| bp o 3¢ |9012FF3A| 60006000
SR B AR 2R AR E N - o sy

Fig. 5: GetVolumelnformationW call

The sample creates a file which has the following name: C:\Users\ (user)\ AppData\
Roaming\ (Mutex). The malware comes with a hardcoded key, which is being im-
ported using the function CryptImportKey, as shown in figure 6. It represents
an AES256 key, stored in a form of a blob. The explanation of the fields is: 08 -
represents PLAINTEXTKEYBLOB and means that the key is a session key, 02 -
CUR_BLOB_VERSION, 0x00006610 which represents Alg_ID: CALG_AES_256,
0x20=32 represents key length.

ST EL,
2 SHORT BEAASEE2
LEA ERYX, CARG. 21
PUSH DD PTR 555 CARG: 11
T22. Crupt TWportKey )
g
05 60 10 6C 0 00 20 00 09 60 &3 06 37
84 dE 25 7F SE 72 B9 AF TC E3 E3 A€ 32 |
S SC 72 64 35 42 2A 5% 05 4R EF CD 6B
55 31 23 01 C2 7B 92 DF SE B9 1A 05 F§
28 0f 25 G4 B4 b7 45 1E ES C 78 45 46
FF 7E BB CA 26 70 E IE 75 73 71 F3 B9
35 F1 76 DF P6 M2 6A DE G 33 Cd €5
FE 3E 25 EE DC 48 2C 15 FF 5B 43 AD
85 9 BA FG A5 BC 26 48 £A 01 ES 91
S5 6 B3 F4 B4 €5 50 13 C4 55 (2 A3
2 27 7C 2D 72 ED S0 3E 4% 3% 2B 7B
7B EF 26 RS C2 E3 40 98 25 20 FI ED
7 16 69 E3 £2 Ep 60 OF 96 OE C4 9F 67 26
C B 43 04 53 59 61 B4 E3 78 57 AC GE 4F
F OF SF 45 74 FE 9 15 EA 7E ZE CA €3 20
2 97 R4 7E F2 BC 07 26 71 IE 84 OF 59 E7
i b B5 61 29 £0 FE F1 14 4E Dé 99 49 At
0 55 5C 27 5B 6A 10 DS G ER 21 E7 A F7
0 41 AE F5 25 DD ES 0% 4E = 59 F1 @9 48
4 Ed 25 21 10 SC 71 B3 02 B4 FA SC 4R CB
H EF S0 40 D4 96 9 IE E3 FE £ 26 48 10
E SE F4 25 A4 A3 4F F7 17 61 04 F7 F7 EB
= Eg 54 37 FA 22 CF 7% 15 B3 DC 5t B2 37
m £0 BE 7F A2 89 E0 &1 DE 13 7A EB 78 &7
2 58 20 B2 1B B0 F1 97 77 SE BE 1D 7B 88 29 3y;-84is
5 52 47 53 OF 54 BE D3 35 0 57 2F 14 90 AZ| (3ZBYATILC U.THS

Fig. 6: CryptImportKey call
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The AES Key is used to decrypt another key, which is a RSA key embedded
in the binary, as shown in figure 7. The AES key is also used to decrypt the ransom
note and the binary’s hardcoded ID. The malware uses GetLogicalDrives to obtain
the currently available disk drives and then a loop, which selects the files that have a
specified extension which is attacked by this ransomware, is created. The malware
also uses WNetOpenEnum and WNetEnumResource APIs to enumerate the net-
work resources and the created file is used to store temporary data, like the files
which will be encrypted.
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Fig. 7: CryptDecrypt calls

The attacked extensions are presented in the table below:

Jpg

xlsx
.cdr
tiff

.doc
.dwg

Jpeg

.docx
.cd

.Zip

.odt
dcd
1z

atf
.mdb
.rar

.pdf
.dbf
.backup

.ppt
.sqlite

.sql

.pptx
.accdb
.bak

The next folders are excluded from the attack:

|windows|pr0gram ﬁles| program files (x86)| games|

For every victim, the malware creates a pair of RSA keys. Below, the fragment
which generates the RSA key pair (1024 bit):

ol ) =

00486717
88466718
B8646671C
00486721
00486726
88468672C
06406732
00486734

lea
push
push
push
push
call
test
jz

pesca= nagezie - Se PusH Enx
¥ aaincoicl| | 22 areeaans | PUSH
sainceel|| L E2 Aadanns | FUSH
Giateroc || | Frae Taesannl pusn
FFIE 1¢154m

eax, [esp+6ABh+phiey] A

eax 5 phiey

40000610 ; duFlags

6A400h ; Algid

hPrau ; hProu

CryptGenkey

eax, eax

loc_4867BB

[
pora.§

[

il s =

80486730 push
8846673F call
06406743 mouw
80486745 mou
80486749 cnp
00406748 jz

[esp+BAGh+phiey] ; hiey
72

Sub_464F
ebx, eax

[esp+0Abh+var_88], ebx

ebx, eb)

p
short loc_4867B1

L

Fig. 8: CryptGenKey call

=pora.<Hodu LeEn tryFo it >+32E
Address [Hex dump

DETSFEFC BN OOk 00 01 HE i oo oo 00 b0 0o o oo

GA1ZFFOC| Ga 05 OO 0O 0O G5 00 08 DA 0O DA B3 40 08

0O1ZFFIC| G0 02 DO 0P B0 0O G0 0@ DO 09 DO 09 G0 0O

BE13FF2C|ou B2 D9 09 R OO 0P 0O oW 0D DY 09 Gp Bg
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GA1ZFFAC| Fi AR BA 05 B0 G5 00 08 DA 00 bA 09 6B 0B

0O1FFEC| G0 02 DO 0P B0 0O GO 08 DO 02 DO 0O G0 0O

BO13FFEC|OU B2 09 0P OF OO OR 69 BR P9 DY 0D OF BO

BEIEFECC Qi B2 BR 0D 0A BH 0D 0O oW B3 bR Bg 0o oo

GA1ZFFEE| 74 11 Cé 75 B0 78 FD 7F D4 FF 12 09 FS B3

0O1ZFFSC| G0 78 FO 7F IF OF EF 77 00 09 DO 09 90 08

BE1FFAC| 90 79 FO OF B0 00 00 9@ 00 09 B9 09 g0 08 i

BE1FEEC| AR FF 12 0B 98 B8 6a 99 FF FE FE FF (40 O7 OD 06|35 ¢ 1 |
GA1ZFFEC| 55 Fo 4C 01 0 08 0o 08 Ec FF 12 00| C5 BS EL 76|3=la o & by
0O1SFFDC| FE 65 46 09 B0 70 FD 7F 06 02 0O 0D G0 0O 60 08| scE  pio
©BO12FFEC| 00 59 B9 4| 00 08 BB 0D FE 63 40 06|68 7D FD 7F nel peel
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The relevant parameters for CryptGenKey are: 0xA400 which represents Al-
gld: CALG_RSA _KEYX and 0x04000001 which represents RSA1024BIT_KEY —
CRYPT_EXPORTABLE. The private RSA key is exported and Base64 encoded, as
shown in Figure 9.

15 6410400/ B
o b
53 2anto0n| 3
7E F3 | PUcH DUBRD PTRFSSHTLOCA2]
3o EUSH 6

DuoRD P
EST R Ea
£ hndnsia

DWORD TR D% [CRKERNELS2: [Sticnuns)|
ISH DUORD PTR S: CARG. 1] e = CARR.11
35 E510400( 10U ES 1, OWORD: . Dss L 0ERNERSEISEEs|
FUSH Dl Dest
KERNELS2, Lsvroat
REETT ENG Rsn PRIVATE KEV:

.
:

;

;

:

P W

e ol

:

:

%

;

:

:

3

Easseane | FUSH Gosnasee
Fus E01

05 - S

Fig. 9: RSA Key is Base64 encoded

The encryption of the private RSA key is stored into a buffer alongside the
data regarding the machine and the infection, like: date, username, country code,

malware ID, and statistics of encrypted file types. An example is shown in Figure
10.

S
POSH omanesoc
POSH EBT

FE0 ESe
POSH GORD PTR SssrARs. 11 Hrien = pos 16788
VERNEL =2 LocaiFee.
hricn=> ELGCAL. 51
ORI T 6 (0 R amsaRTEe ek Sz Loca Fre:
FOPEST

10U ER<, DUORDSFTRISSHHEOSALIAY

POP EOT

. POF EBx

o (001 ZEEEATAE0REIT (deginal 156, =
Sock 1881 ZEER 12086 {2705,  RECTT "o TAAACIRABSUGE, RCRRRERAERAF 3 50002 D TazL e she

T e
€8 72 35 3 79 70 41 &1 77 @
€3 €3 30 20 0R 20 2D 30 £ o0 4t 4 44 om
31 20 80 52 49 56 41 54 45 i
S nEREERRY
&1 5 73 7a 72 75 & 7€ 5% &3 41 70 42
EELZEETh N D
FReicEss 7 38 78 51131 36 70 3196 3¢ Ao 0o op oo oo

E7PySEupRtks T
o

Fig. 10: Buffer contains information about system

The malware uses a MDS5 algorithm to hash the buffer which contains the
private RSA key (the hash is used to create the user ID) as shown in Figure 11.

Fig. 11: MDS5 Algorithm is used to hash the buffer
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Another AES key is generated then it’s exported and encrypted using public
RSA key that was hardcoded. In figure 12 is shown this process.

FOVAPI32, CrygiEnery
ST R T
KERNEL=2. L2mn L2n

TDSE (AOURF 152 CruptEncrunt)
DURF13Z. CrygtEnerymt) | current registers)

7910 ¢t 6o 0020 00 00 0198 £5 15
A ba 53 28 P50 60 A B L 2 58
2458 88 &2 &7(S2 85 85 2137 s 8]
o222 82 68 738 12 B 6a 3t FE B
63 76 FE 12 83|91 o€ of 00 24 £ 1
7326 6C 54 FBIFE FF Fr PS5 o 53
486 €6 &8 o|as £ o o0 38 oo 8
S R R
34 Fa 86 &2 52|22 20 25 do 1o oo o8
83 5a B0 oo o2 S &7 45 Bo 2 £A o
03 6a 60 b a3 S4 FF 12 00 oo €6 FD
00 01 Ge o0 a3 F2 8A &1 00 00 o oy
2960 60 o6 a3/ B3 00 60 00 00 o o
55 84 80 66 a2 53 o6 0o do 8o oa of
53 5a 6o oo a2/ 03 08 00 do 2o oo o8
ge12rrat| oe 00 00 02|02 g0 90 02|02 20 9 oe|02 20 00 o9 sainetel:

Fig. 12: Another AES key is generated, exported and encrypted using the embedded RSA key

The generated AES key is used to encrypt the data (including the RSA private
key), as shown in figure 13. Finally, all encrypted data is Base64 encoded and stored
in the ransom note.

omezs1os|] - 50 s Eax
0408 245 6 100 DUBROPTR SSE ELOCALE1, EAx
et 04 66 8 Ea fLOTAL-21

BDURPL32. CryptEnsrunt

SO0SE (FOVRPTEE. CryprEncryeTT

Il
To e o 2o ey T a1 ER)

GocIoneoEE o0 20 Z01ZD 47 9t a7Ias aE
BB¢12Ens| £2 43 8 41 E4 4t 25 df 4% 25 20 20 25 o6 20
GBCISEIS| 6 42 77 43|41 41 41 43|c 41 41 4p|€3 &8 30 S
00¢15EzE| 75 41 41 £ 41 4] 41 dg|af 4] Sl 425 41 g6
081655 48 47 59 & 47 7R 72 77|4F 63 43 71 7A 40 78
boeieas a0 26 2 ob30 L G LTIGE §3 B L8 88

05C1655| €5 B0 R 25 46 ¢ o3 &
GBe1EES| £9 o 4F o aF o7 4t %

@
soe1oece) se 2 73 e 52 51 30 1

9615ERS| %€ 77 GF 79|45 37 48 &
boeiens &2 11 B5 FEB EL OB A

%
SBE15EDS) 42 78 %8 £ 11 86 on &

26 &4 28 36(40 &5 a8
3 358 Siler a2 3
23 2 0 24l E€ 73 dp
52 a5 eDan|7s e dr
53385 49|53 dc o
6 &2 a7 42|37 e o
EEKHNRE
25 % 42 orlag 7a 72
BBl
43 3125 £7/2h @B ed
787345 3lda 7 33
P GF oA 7aler oF 72
R e

23

S
g0e15cns| 77 73 6A 72|50 o8 o9 4
boeiscrs pe 22 57 G550 88 58

sEforedimsierein] | | oaiareval | oRzssre]

Fig. 13: The AES key, which was generated, is used to encrypt a private RSA key

For every file is generated a new AES256 key, as shown below:

jz Loc_4O5B47 fity i
i
T e
L 4 BpanEacs|[ . 85ce TEST ERK, ERK
== 5F54 seanonol U2 wnasoE
Vst en e Elnoas
00405081 1ea eax, [ebps7ih+pKey] [ —
004OSABA push  eax phkey Bd e
00405485 push 1 ; duFlags| FUEH
00405A87 push  6610h ; lgid H
00405A8C push  hProv ; hProv
00405002 call  CryptCenkey L B A
BOMO5AO8 fest  eax, eax TOAG1 015 7S AROHET THOURFT o2  Coontbentesy
09405A9A jz loc_46583E

Fig. 14: Another AES256 key is generated
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The AES key is encrypted using the generated public RSA key and it is ap-
pended to the encrypted file, also the CRC32 is being computed and stored in the
file.

88485ABC push duBufLen BE4EEACS|| . E

00405ABD lea eax. [ehp*?hh*NumherﬂFBytesnead] Goigencs|| L & ™

88485ACH push eax ; pdwDatalen BE4BEACS | - FP3S5 8Ce340al PUSH

86465AC1 lea eax, [ehp+7hh+HuFFer] GBECDG| [ - S5

88465ACH push eax ; pbbata Abenno|| - FEeE ec

0B485ACS push edi ; duwFlags 4B5ADC |+ BDSE 60 EnHEggxthm 21

80405ACH push 1 ; Final S| Ees e =l Bl TR ossteme 11

BohonEy puon e -l b

pusn ey { ey

0B485ACF call CryptEncrypt ; Encrypt AES key L EFIE R,

e k.

88465AD7 jz short loc_405B35

Address [Hen du [EEST
= B orees o o L5 32 70 B 0o 25 0F 20 bl 13 A1 Drmlowpimklc
et o menmnniastabag e il iy
SogstDg push  [enpsTun-daiuns 2ol o] s deRuFLel | B SRS 2 S 0 n SR RS B s
00405ADC lea Eax, [ebp+74h+duHaxinumSizelow] IEEESS o8 18|65 22 FE 60 on €5 €E &3 73 7 73 65| Ba, Emendstie
OuIAED push ine) 2 pobat e T I P e
70e
28385AEQ push [Ehp 28n lpFllENamE] i phbata Ba12FED4| CA 88 28 B 88 2C BB BB B8 69 O BA 88| e |2,
SNy Bush e oo gobhas dmEaRaBaEa B,
mE b o £ Tioen e R
2R LE gy L 5215722183 58 85 53 6a 05 5o b2 56 56 0 b3 o 65 64 05

Fig. 15: The AES key is encrypted using RSA key

Each file is encrypted using the AES key, as shown in the figure.

L GR4ESARE|| - obag 65 | LEA AR IGGAINER &13 aner
v Geigente|l ¢ & EOEH T &1 i
SEE BB B |HE! eemesssransnn STEienn!
e 1= iy o=
OO4OSADY push  [ebp+74h+duflaxinunSizelow] ; duBufLen POHaREC |- ol F31 88t
e : FE B2t
08405ADC lea eax, [ebp+74h+dutlaxinunSizelou] oot BBER DUCKC = (o]
88485ADF push eax ; pduDatalLen R |
O BSAEH DU Sh, [E“P'"‘"'IPF”E"”'E] = OnD At (00451615 1=7E2C005E (ADURF [22. Eoy prENGTpt] Ll
push ; duFlags i
BB4B5AEY push Edl Final i

OO4OSAES push  edi : hHash
BOMESAES push  [ebp+7un+phkey] 3 hKey

BO4OSAEY call CryptEn:rypt ; Encrypt the content of
ODLOSAEF test  eax, ea

0040SAF1 iz ahort lac 405835

5| OE E4 SE |75 IC 4t %6 EE 3

|| ea1eshre

Fig. 16: The file is encrypted using the AES key

In order to decrypt a file, a ransom note is uploaded to the server giving the
attacker access to all information needed. He use the private RSA key corresponding
to the hardcoded public RSA key to decrypt the first AES key and then the key is
used to decrypt the generated private RSA key. Because of the fact that each AES256
key is encrypted using the corresponding public RSA key and stored at the end of
each file, it is possible to decrypt each key and then decrypt each file individually.

2 DMA Locker ransomware

Name: dma.exe
md5: FDECD41824E51F79DE6A25CDF62A04B5
Type: encrypting ransomware

In Figure 17 a report by VirusTotal, which shows that the malware is known
to most vendors, is presented.
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vl total

SHA256: a6443ba599a43d558b71f0f8d56937fa3b04d615e183aa23f289a8bf4dT45445
File name: 38527d20338fb35717b349176b976610465d368123c 083fb88115982b367918. :

=3
Detection ratio: 40/ 57 .I 2 O

Analysis date: 2017-05-30 10:33:37 UTC ( 3 days. 5 hours ago )

Antivirus Result Update

AegisLab Troj. W32, Gen. mCYi 20170530
AhnLabV3 Malware/\Win32. Generic.C 1465743 20170530
Antiy-AVL Trojan[Ransem|/Win32. Agent 20170530
Arcabit Trojan. Zusy.D2CFSE 20170530
Avast Win32:Malware-gen 20170530
AVG Win32/DH{gmBi7} 20170530
Avira no cloud) TRIRansom.psxmn 20170530
Avware Trojan. Win32. GenericlBT 20170530
Baidu Win32. Trojan. WisdomE yes. 16070401.9500.9912 20170527
BitDefender Gen:Variant Zusy. 184158 20170530
CAT-QuickHeal Ransomuare. DMALocker A 20170530
ClamAV Win, Trojan. DMALocker-1 20170530
Comodo TrojWare. Win32.Ransom. DMALocker A 20170530
Cyren DMALocker.A.genlEldorado 20170530
Ditteb Trojan. Encoder 4199 20170530
Emsisoft Gen:Variant Zusy. 184158 (B) 20170530

Fig. 17: VirusTotal Report DMA Locker

According to the Figure 18, the ransomware isn’t packed, if this is obfuscated
it is then necessary to reveal it.

=]

e ==
=

Entrypoint: [00D0B5BE EP Section: [ text
File Offset: [D0005988 FirstBytes: [E8,75,71,00 [ > |
Linker Info: [10.0 % Subsystem: [Win32 console _3_]

[Nothing found *
[ainscn | [Taskvemer | [ oo | [ oo | [ o]

¥ Stay on top ._’.)2.} ...2..1

Fig. 18: PEiD Report DMA Locker

As shown in Figure 19, the malware moves the original file to C:\ProgramData
and renames the file svchosd.exe ( the author of ransomware is trying to hide the
malicious purposes, in order to look like the Service Host Process svchost.exe).
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E s e - i
B £ g [t 83 FoFa s
[e—— T s Ig

HOR Efls, ERX 0@ LsstErr BOPEeIeZ ERROR_FILE_NOT.

43 F Aras = 44
4424 14 |10V DNCRD TR SSarESPLe, EAY

424 15 |1V DNGRD PTR Scifecbeie’Enx
4322 10 |10V DMORD TR —cifeskiicy Enx

EFL 00806202 (110, 15, HE, A, 15, PO, GE, &)

.o
4453 55 | HBy g Bri So:EESRIBEN B0 £ e 01
14424 34 |LER ER%, CESPe2dl 815 Snend 210
PUSH EBX Arg2. T4 enpty 8.6
- g el STC enpty 0.0
sscooon | B Biionuco i o 10muse §JE Irevy ot
Fesitillhenty i2eb PR Prossanbar snsoshosd. ave §J€ s oo
4750150 | B EEE L T——
Sitza 0 | (8 ECk Ceepuam rsrsoe] T AE eSS
[ — oProsessInfomat ion i RS S
S e £ e L5250 Boe. babiosan
£ i B 17 Gazenece aavsance sadeodcy odcs:
RL7S TkernelS2. HoveFTTel) o | ¥z BEP406ES BET4DECH DEECHDSS DOEIE
e Gelageed S5L20008 Baseee] ekl
[y m?sé
m BT
Wi g TET  Eay e
3 ] 1 TE 1[0 toonsrias diag
) Sdlencent o =
J2¢ & | s, o0 123 unncooe o:wserevisesesu 1 pesropns. e

7754815 17 Fu| RETURN Fron ned|1.77R0SEF T nedll.rrad

aaceran) BSELL g HwanTy

REFURY ran med 1L Re LLeausCr it icalSect o

Fig. 19: The malware moves the original file to another location

Once the file is copied, the malware starts svchosd.exe process (which obvi-
ously is a copy of the original process) and then exits. As shown below, the function
CreateProcessW is used.

o o neLs2.
o o e
- DUDRDEETRNSSRERNESEERREEGES: | KERNEL 32, Ex itProcess.
B N D AR
S |
H R
Soeosmigel |10y Sl peeser
Lt HeE £l
inrcoge e
AT
= G B
e
. = = =
E 4|64 4 allntl!stdl!l! 5 cads| | pleaaiy
E 2 e
E o
L2 P avrec i
ST AaHS
9 2 Resery
s B o2 Sene
Pl
AR E
goa kg UNICOBE s s s sk op e e
;18
SR
tEhd
R
ESE
T
'y
£k
s
: i 8 2s
: HE
] N YA -

Fig. 20: The malware starts a copy of the original process

The original process creates two keys in registry for persistence: HKLM\
Software\Microsoft\ Windows\ CurrentVersion\ Run\ Windows Firewall which
has the value C:\ProgramData\svchosd.exe and HKLM\Software\Microsoft\
Windows\ CurrentVersion\ Run\Windows Update, which has the value notepad
C:\ProgramData\cryptinfo.txt (at every reboot the ransom note is shown). The
DMA Locker deletes backups and shadow copies, using the native Windows utility
VSSAdmin, as shown in the following figure.

> bs psgssi | eusd ureser vssuses LGl S HSLLL L \IMUS\sustese [ i wasLibey SUcnosa. s
E5 73805000 | obC 4nct Sihom RS, “seen Funot ton e e
8304 04 400 <P £2 aoe b

oTheesdld = NULL
Erest lonf tase = @

Fu,
m”nams = vehasd, 31770

!
H GiFs
@ S8 Gaps Zobit OiF]
102 mEe abir oiFr
Sa Fsoome it ore
T8 &8 oo il

08 Lssters onoooez €
EFL oaaB0246 (NO,NE,E, B
S10 enpty 0.0

kel
SERiRs =

REreLSE, cremteThread
100" ECH, OUGRE FTR. 52 LLUGAL. 11

Yo EC0car

B g0t dnes

00 2R EF

P F: T3 empty 8.0
2 o 88
e 81 oo 88
i b
e 812 e 8
sz1e
i
i Fo7 oo0s cond § 6 6 6
g FRD %R Eond fennet
i g b
AL ese susnons o0t meeees rteiesz. |y seanen ocsooen
BesTeuenosd: B0SCARC ~| iz 85505008 oooeooa
[l Sanceces Seomcca
4T saaens dedie
- |{ahE BeaiEe Beaiate
T = Sex TCawat = ASTE e eTete Shadaos JAlT e e

Fig. 21: DMA Locker deletes backups and shadow copies
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A start.text file is created to show that the encryption has begun (and there is
no need to restart it again). Logical disks and network shares are attacked and checks
against the Floppy and CD using QueryDosDeviceA (Floppy and CD are skipped)
are made, as shown below:

uuuuuuuuuuu N
003C29FF push  104h 3 ucchiMax
00362A04 lea ecx, [ebpsTargetPath]
003C2A0A push  ecx ; 1pTargetPath
003C2A08 lea edx, [ebpsDeviceHame]
003C2A11 push  edx ; 1pDeviceName
00362A12 call  ds:QueryDosbevicen
0036218 lea eax, [ebp+TargetPath]
003C2A1E push  offset aFloppy ; “Floppy"
003C2A23 push  eax ; char ®
00362A24 call  _strstr
00362A29 add esp, &
003C2A2C test  eax, eax
003C2A2E jnz short loc_3C2A48
B Ll
FEE]
003C2A30 lea ecx, [ebp+TargetPath]
003C2A36 push  offset aCdrom  ; “CdRon”
003C2A3B push  ecx ; char =
003CZA3C call  strstr
003C2AN1 add esp, 8
003C2AMN test  eax, eax
003C2ALG jz short loc_3C2059
L ]
FIE] FEE]
2A48 003C2ASY
2A48 loc_3C2Au8: BO3C2A59 loc_3G2A59:
2048 nov a1, 1 B03C2A50 nov ecx, [ebp+var 4

Fig. 22: Floppy and CD are skipped

The sample uses a hardcoded public RSA key, stored in a form of BLOB, as
shown in figure below:

Address |Hew dur

AscI
s

A T0[06 A% 00 b0 SZ o5 4L 31100 09 60 % RSl e
©0187ADS| @ 00| A% 4R SF SS|FA B8 7F FO|AL 4D 52 FF|0 O duAa-2e: (2
2212FA 15| E 14| 7 5C 1F 297\ Tge oy =
o15FAZs| 4 E1£2 75 48
B015FASS| 7 o/ FO 75 54
E015FAdE |5 FE|EE B2 SE
2912FASS| O BB/ 2C 15 80
BR1EFAES| 0 29| B0 F 11
o1EFA?S| 5 2|Ca = AE
coisFAEs|CE ED G0 E€ 00 07 C
2215FA%S| OF D7 2C @ E4 FR 18
Eo15FARS| 7 | Bg 15 5
01EFAES| B 0|88 58 FO
Eo1EFACE | B oo Ba FA 12
2212FADS| 2 g g3 24 51 e cggy =1
BO1EFAES| 7 7|88 89 £ +4Cu G oart J10u)
Eo1EFAFS| B 7F|54 54 83 i
CO1EFEDE| @0 S0 FD F DG B 0O Do| 0D 02 0O 02 00 DO 0D | Cie
2915FE 15| F 9229 22 0 b8 |FF FF FE FF 40 07 40 77|"'t [l
o1Eress| F 399 B9 89 59|43 FB 18 BB C8 B3 61 vl Hrt =0
Go15FESs)| B 0|80 B0 FD TF |05 02 06 0D 60 DB 0B 06|ne¢ [*e
coisFEds| o o000 £p 00 Do|EE €S SC 0D O S0 FD 7F fle< pol
2915FESs| @ 20|00 20 o bw|Qp 7 06 0D U oY 9P ou
BO1EFEES| O 0| 0@ 6o 60 o8| 0F G0 OB 60 O Hd 0O 6o
Eo1EFES| B 0|06 B9 00 bA|0A 00 04 0D B B0 6B oo

o

coisFEss

0/00 o0 a0 oalon oo oo 0200 oo oo o0

Fig. 23: Hardcoded RSA key

Some directories which are excluded from the encryption process, this entire
list is shown below:

00302880 push  ebp

003C2881 mou ebp, esp

00362883 Sub esp, 2Ch

00362886 push  esi

00302887 mov [ebpsvar_2C], offset aWindows ; "\\Windows\\"

003C288E mou [ebpruar 28], offset aWindows B ; “\SWINDOWS\Y"

00362895 mou [ebp+uar_24], offset aProgramFiles ; "\\Program Filesi\"
0036289C mov [ebp+var_28], offset aProgramFilesX8 ; “\\Program Files (x86)%\"
003C28A3 mov [ebp+var_1C], offset aGames ; “Games"

003C28AA mou [ebpruar 18], offset aTemp ; "\\Temp"

00362881 mou [ebp+uar_14], offset aSamplePictures ; “\\Sample Pictures"
00362888 moy [ebp+var_18], offset asampleMusic ; “\isample Music™
003C28BF mov [ebpsvar C], offset aCache ; “\icache”

003C28C6 mou [ebpruar 8], offset aCache 8 ; “\\Cache"

003C28CD xor esi, esi

083C28CF nop

Fig. 24: The directories which are excluded from the encryption
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A list of skipped extensions is presented in the next figure:

88302967 mov
B863C296E mow
883€2915 mou
803C291C mou
88302923 mov
863C2920 mow
863€2931 mou
883€2938 mou
883C293F mov
B863C2946 mov
883€294D mou
883C2954 mou

A unique AES256 key is generated for every file using the

[ebp+var_38], offset a_exe
[ebp+var_2C], offset a_msi
[ebp+var 28], offset a dll
[ebp+var_24], offset a pif
[ebp+var_28], offset a_scr
[ebp+var_1C], offset a_sys
[ebp+var 18], offset a_msp
[ebp+var_14], offset a_com
[ebp+var_18], offset a_lnk
[ebp+var €], offset a_hta

[ebp+var 8], offset a_cpl

[ebp+var 4], offset a msc

Fig. 25: Skipped extensions

Random, as shown in the figure below:

FUSH ECX

10U DWDRD PTR 5

HOU_ DWORD PR 5 21 eni

FUSH
TEST EA, EAX
7 SHORT WaaCABEE
HOU_ R, BORD! PTF: S55CLOCALIB]
FUSH £

HOU BL,

FOP EO]

HOU EC, DDRDVETRISSHCLOBALS 1]
R ECH

GHSCARBE

Lueucon oo
132 Ceypraenmandon)

BE1SEDRC| D4 FE

Fig. 26: A unique AES key is generated

13

API CryptGen-

The AES key is used to encrypt 16 byte long data with AES ECB mode, as

shown in the figure below:

003C1B99 call
0B3C1BYE test
0B3C1BAB jz

AES_256_Init
esi, esi
loc_3C163A

003C1BAG mov
083C1BAR lea

L J

[esp+0FOh+var_DC], esi|
ebx, [ebx+0]

FEE]

003C1BBO

003C1BBO loc_3G1BBO:

003C1BBO nov ebx, [edi]

003C1BB2 add ebx, [esp+OF Bh+uar Eh]
003C1BB6 lea esi, [esp+OFoh+uar 78]
0O3CTBBA mov ecx, [ebx+8]

003C1BBD mov eax, [ebx+h]

003C1BCO nou edx, [ebx]

083C1BC2 mou
883C1BCY mov
003C1EDO mov
083C1BD7 mou
083C1BDA mou ecx, 18h
883C1BDF lea
003C1BE2 lea
083C1BE7 rep mousd

083C1BEY push eax
083C1BEA lea
003C1BF1 mov
083C1BF8 call

[esp+OFOhtuar_C], ecx
[esp+OFBh+var_10], eax|
[esp+OFBh+var_14], edx|
edx, [ebx+0Ch]

edi, [esp+BOFBh+var_D8]
eax, [esp+0FOh+var D8]

esi, [esp+OFuh+var_14]
[esp+OFuh+var_8], edx
AES 256 Block Encrypt

Fig. 27: The data is split in chunks of 16 bytes and encrypted
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Once used, the AES key is encrypted using the hardcoded RSA key:

o FOURP132:CruptEncruDt
TEEY ERL en
2 SHEr Saactezs

8 B
g
8 £
PO ouoenere e ruocasy
[

Fig. 28: The AES key is encrypted using the hardcoded RSA key

The structure of the encrypted file is: the prefix which is added, encrypted AES
key and the encrypted original content:

7 =}
00302205
080302205 loc_3c2205:
€ck, [ebpsuar_19]
080302208 push iint
6036220C push void »
DI eﬂx. [ebpruar_ 1un]

803C22E3 push
003C22E4 call En:ryptusxxeymmnxu
B03C22E9 push

003C22EA push on 3 slze t
003C22EC push 1 ; sizet
03C22EE push  offset aEncrypt ; tEncryptii
003C22F3 call  _furite : write prefix
BRSNSk e 198

003C22FE push FILE =
003C22FF push o i sizet
00302300 push 1 i sizet
003C2302 push  esi § void %
003C2303 call  _furite : write Encrypted Content|
00302308 mov  ecx, [ebpsvar_18]

00302308 mov  edx, [ebpsvar_1ah]

80362311 push 5

60302312 push  ecx
00362313 push 1
080302315 push

80302316 call  _furite

Fig. 29: A prefix is added to each file

Once the encryption process is complete, a message alert is presented:

All your personal files are LOCKED!

WHAT'S HAPPENED:
* Al you rtant files(including hard di s, flash, USB) are encrypted.
* All of files are locked with asymetric algorithm using AES-256 and then RSA-2048 cipher.
* You are not possible to unlock your files because all your backups are removed.
* onl unlock us 1500 GBP in Bitcoin currency ( 1.0 BTC ).
N D vne sl 2ot 10 bt Koy denmcalie mRtch ot wés 1 Grjock il
HOW TO PAY US AND UNLOCK YOUR FILES?

1. Please read the steps carefully.
n currency. You can easily buy Bitcoins at following sit

com/
3. 1f you already have Bitcoins, pay us 1.0 BTC (1500 GBP)  on following Bitcoin address:

EEHF6uuck2UNtbwxTyA2Z7 AwNudApYWOm

4. After payment, necessarily contact with us to get your decryption key:
data000" In mail title write your unique I

o after bitcoin transt
[ ———

Fig. 30: DMA Locker Message
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The malware may be fooled in order to avoid the encryption through the cre-
ation of the files start.txt and cryptinfo.txt in ProgramData directory. If these two
files are present, the encryption cannot start and only the ransom message is dis-
played. However, if the algorithms, which are used in the encryption process are
consistent, the decryption without the RSA private key which is kept secret, will not
be possible.

3 WannaCry ransomware

Name: diskpart.exe
md5: 84¢c82835a5d21bbcef75261706d8ab549
Type: encrypting ransomware

The malware generates a unique identifier based on the computer name, as
shown below. A check is made to see if the malware was started with /i argument.

Guooatciplet BN AAnsie poireal[i o e B
Lolall LT T & ot fofercdiad D o e
pus eax 5 1pFilename .
0S0201E push £y 3 Moaule ot O . ——
ekl e e elos i e summosit ooy e TSR
push  offset Displayhane 3
9402020 call GenerateUniquelD_FronComputerName . Fmae REP 3T05 TEDL]
040202F pop ecx 108 STos RO
8402038 call ds:__p argc 85 _F4FOFFF| LEA ERX. TEOCACVIST]
0402036 cmp duword ptr [eax], 2 0B OR EE‘x,EEx <
0482039 jnz short loc_kB288E Foe R LR,
. 15 sCacdon Bl DUDRDNPTRIDSSIRERNENS S RHaEE | <ERNEL 3:
- E2 FEFIFFFF | N 904991225 Wann 3Ert
+ FFIS &Ca1400 UCRT. o arach
00402038 push  offset al e | Froa] wasacses 2
094082040 call ds: _p_ argu||Top of stsck (0BizF7FS)= GOFSAC, RSCTT
Suizong coll  de:paraw [l S RO
0804682848 push dword ptr [ea:
00402048 call stremp Address |Hen_durp [AscIL
GoRGZS0 pop  ecx T A S g e e T n e
Bannzess pop eee || BERmmsmmsssmmmnae
i ittt
100.00% (10,496) (405,333) 0000202R 0040202R: WinMain(x,X,X,%)+43 Vo2 258 R A T A S e R s 2

Fig. 31: A unique identifier is generated for every victim

Run with /i argument

The malware copies the binary to C:\ProgramData\ (GeneratedID) \
tasksche.exe if the directory exists, otherwise it is copied to C:\Intel\ (GeneratedID)
\tasksche.exe and updates the current directory to the new directory. The bi-
nary tries to open the service named (GeneratedID). If it doesn’t exists, the
malware creates one with DisplayName (GeneratedID), the BinaryPath of cmd
\¢ (PathOftasksche.exe) and starts the service. It attempts to open the mutex
Global\MsWinZonesCacheCounterMutex A0, if it isn’t created within 60 seconds,
the malware starts itself with no arguments.
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Run without /i argument

The binary updates the current directory to the path of the module and cre-
ates a new registry key HKLM\ Software\ WanaCryptOr\wd which is set to the CD.
The malware then loads the XIA resource and extracts multiple files to the current
directory, the complete list is shown below:

Filename MDS hash
b.wnry |c17170262312£3be7027bc2ca825bf0c
c.wnry | ae08f79a0d800b82fcbelb43cdbdbefc
r.wnry |3e0020fc529b1c2a061016dd2469ba96
s.wnry | ad4c9de7c8c40813f200balc2fa33083
twnry | Sdcaac857e695a65tf5c3ef1441a73a8f
u.wnry | 7bf2b57f2a205768755c07238fb32cc

taskdl.exe| 4fef5e34143e646dbf9907c4374276f5

taskse.exe| 8495400f199ac77853c53b5a3f278f3e

The msg directory is created with different ransom notes in multiple lan-
guages:

Fig. 32: Ransom notes

The ransomware opens c.wnry (configuration data) and loads it into memory.
The malware chooses between 3 bitcoin addresses, 13AM4VW2dhxY gXeQepoHkH
SQuy6NgaE b94, 12t9YDPgwueZ9NyMgw519p7AA8isjroSMw, 115p7UMMngoj1
pMvkpHijcRdAfINXj 6LrLn, writes it to offset 0xB2 in the config data and writes the
updates back to c.wnry. The binary sets a hidden attribute to the current directory
using CreateProcessA API with attrib +h and executes the command icacls ./grant
Everyone:F /T /C /Q in order to grant all users permissions to the current directory.
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The malware uses CryptImportKey to import the hardcoded private RSA
key:

86481878 push ecx 004818 STIET YT e SHORT boasimse
00401879 push  eax 004018 [Es1sel

00401870 push  eax 004018

00401878 push  49h 004018

00401880 push  offset unk_ROEBFS 004018

00401885 push  dvord ptr [esish] 004018

08401888 call dword_kBF8Y8 5 Cryptimportkey| |884818 T I i e

8048188E jmp short loc_u818A3 [l R] LER EAx M—

Frg a4 FUSH DUGRD_PTR DSs (EST#41

5 Sogonons | HEEN Bg4815FS
Ear AOD_ESP. B

anisis|| > seco EST ER, EAX

G4EF 63517 EBPEESE (ADURPT32. CrontInpartRey]

08461303
064618A3 loc_4618A3:

86461803 test  eax, eax T e
j pE Q0 00 0% f 00 00 o2 = Wee =
0NE18A5 - Inz shortiloceaslds? 40ECa0 af 6 43 25 40 2o 03 05 g SF (00 CiMrefm s
4oEC 16 83 EF EL CE 18 50 F4 s 7 27| 02enptioP (310t 0f7
agecss S5 Ba Fe g5 C3 66 7 & 1| Uz =S urcatoan
Yy v 48EC 35 FD 28 7 13 9 2E 21 13 F1 .
100.00% {14,306) (436,349) 00001888 00401888: sub 401861+27 R e 1E2(De T B
agECes| 6 ie 50 BE 64 &5 SE
4gEC 7| C E 37 GF 1D &9 &7
405058 6 &0 £5 o 8A o oo
45ECSs| 8 20 30 77 01 Fo
agECas| 4 a5 57 6 5C 27 S0
i6Ece| 3 EE gl i
win' loaded. Applying types... 4BECDS F3 27 A5 52 C3 5B E 3
ilnaies AoECes|Cr 72 66 DC BE A4 1E FF 20 ¢
: A 5 40ECFS| 56 64 F2 95 40 GF 35 6a DO G
ture: Microsoft UisualC 2-11/net runtime d00e0) B3 EC OF EF 19 07 10 08 oE i a2
e fkEnEnzass ;
information has been propagated A5Enan 3 A0 28 3 2 5
nalysis has been finished. 45EDSS| 64 CD BE SE 24 45 D4 86 50 7 i
agED) E EC SC Co 06 De eC : F
40E07S|AF 49 61 B4 FE BI Fg g2 CO S g G GF | e = (44150
od0i0io 54 65 de F6 BB EC 37 SE OO it AR PR

Fig. 33: private RSA key is being imported

The file t.wnry is then opened and the first 8 bytes are compared with the
magic value "WANACRY!”, the next 4 bytes need to be 0x100, then the next

256 bytes are written in memory. The encrypted key decrypts to the AES key
BEE19B98D2E5B12

211CE211EECBI13DES®, as shown in the figure below:

004G10FE push  eax g I .
9OLO1OFC push  [ebprSrc] LSS O | .
B04019FF push  © 2 BovE 10 LEn ot sEStétal .
vie
oouoiA0l push 1 15 Soo0400) BENN s Lol
0040103 push @ 46 6 LER, EA, EARGS
0040105 push  duord ptr [esi+8] o8 POSH DUORD FTR S8 LARG:11
00401008 call dword_4OFSA4 ; Cryptbecrypt e et
BO401ABE test  eax, eax 100,
0040110 push  edi ; lpCriticalSection AaFa4an
80481A11 jnz short loc_h81a1D 7
3
4ceadgn
2
agenaoal
ds:LeaveCriticalSection ELELL
- FAdds [
| W= et
oosta1D g
: : C BB CE oC|EE
loc_481a19: 90401010 loc_4@1A1D: . € g8 CE e
10.008 (157,388) (99,349) 00001A08 00401A08: sub_4019E1+27 el
g E2 16 38 g6
5 EC 7¢ 2o/al
5 2F 55 50/ F3
4 55 4C 8o/ SC
C &4 o8 BCled
S 55 8 £ 3
in' loaded. Applying types... 4 E0 10 E7 &0
»»»»» i £8 B el 51

Fig. 34: The encrypted key is decrypted using private RSA key

The AES key is used to decrypt the encrypted data, which was read from
t.wnry and saves the result as a DLL. The TaskStart export function of the DLL is
called, and it deals with the encryption of the files. It creates a mutex which is called
MsWinZonesCacheCounterMutexA and reads the configuration file c.wnry. A
new mutex is then created by the ransomware, Global\MsWinZonesCacheCounterMutexA0.
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The binary will try to open a file 00000000.dky file, which at this point doesn’t
exist, and it will then try to load a 00000000.pky file. If this one doesn’t exist, the
ransomware will then import a public RSA key, as shown below:

BO3EZE|  §2 FUSH EDK
AoZBZE| 5B FUSH ERR
AGZE; PUSH_ERR

S
8846 B4
Bg3E2E| 58 14e1mE@8 P
BE3E38| ©8 40CFRE10 | PUSH 19@BCF4@
L ] PUSH ER
FFLS 4o03@a1a
8500 TEST EAK, EAX
v 74 46 JE SHORT 1AAR3ERE
BESE4A|  BE4E B4 HOU ECH,
BG2E43|  SOFE B8
dE|  E7

E1
EE m30S@068
83C4 o2

BEO03481=76BEBESZ (AOVAP132, Crupt Importieul

Pddress [Hen duy
F. G2 B0 90 60 A4 0F 3
Foo|@l @6 @1 89 75 97 4C 3B B4 36
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Fra|7C F7 64 92|55 ¢F Fi A2 27 B2
Foa|16 93 2 Bl 7B AD 28 F3 FF AF
E3 A7 57 88 SA EE Ci 10 Fg
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Fig. 35: public RSA key is being imported

A new pair of RSA2048 keys is generated and the public key is saved to
00000000.pky, as shown below:
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Fig. 36: The public key is exported and saved to 00000000.pky
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The malware uses the hardcoded RS A key to encrypt the generated private key
and saves the result to 00000000.eky:

b
&
|53 0 S

SR EC B
T
i

REP o .
5 EE-plien BIRESTER B
00 BUGRB PTR SCRCE By c) e
{hooizeel SEiis i3 160 BT DubeD piateon(eonki)
16000549727 820088  TROVAPIS%: CropeEneroat)

Fig. 37: The private key is encrypted using hardcoded RSA key

A thread that writes 136 bytes to 00000000.key is created every 25 seconds
(if it exists, otherwise it is created). Initially, as shown below, 8 generated bytes and
128 zero bytes are written to the file and after that it is written to a buffer, which
contains the current time of the system.

W
]

E

E

Fig. 38: Firstly, the 8 generated bytes and 128 zero bytes are written to the file

A thread that launched taskdl.exe, which is used to delete encrypted files, is
created (which has that specific extension). Another thread is created that scans for
new drives every 3 seconds, if it finds a new drive and this isn’t a CDROM drive, it
encrypts the drive. The sample imports another RSA key, as shown in figure below.

Fig. 39: Another RSA key is being imported
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The process @WanaDecryptor@.exe with the ”fi” argument is created and
this one can communicate with the server in order to obtain an updated bitcoin
address. The file u.wrny is copied and saved as @WanaDecryptor@.exe, a script
file is created and executed with the content shown below. The ransomware reads
the content of r.wnry, updates the content with a ransom amount and bitcoin address
and writes the content to @Please_Read_Me@..txt.

fRecho off

echo SET ow = \scrwc createobject\‘-
echo SET om = ow.Createshorteutlic:
acho D\\’.Tar‘getPath =ingy
echo om. Save v
cscript, exe //nologo m.vbs
del m.vbs

@ anaDecryptnm.exe Tnk")>> m.vbs
naDecrypror@. exe">> m.vhs

del /a %0

Fig. 40: The malware creates a LNK which points to @ WanaDecryptor @.exe

The process starts scanning a directory, creates a hidden file with the prefix
”~SD” and then deletes it. The files, which have the .exe, .dll and .WNCRY exten-
sions as well as the files which were created by the malware are not encrypted. The
list of attacked extensions is presented below:

.der.pfx.key.crt.csr.pl2.pem.odt.ott.sxw.stw.uot.3ds.max.3dm.ods.ots.sxc
.stc.dif.slk.wb2._odp.otp.sxd.std.uop.odg.otg.sxm.mm1.lay.lay6.asc.sqlite3
.sqlitedb. sq'l accdb.mdb.db.dbf.odb.frm. m¥d -myi.ibd.mdf. ¥df sIn.suo.cs
.c.cpp.pas.h.asm. as .cmd.bat.psl.vbs.vb.pl.dip.dch.sch.brd.jsp.php.asp.rb
.java. 1ar .class.s mp3.wav.swfl.fla.wmv.mpg.vob.mpeg.asf.avi.mov.mp4. 3gg .mkv
-3g2.flv.wma.mid.m3u.m4u.djvu.svg.ai.psd.nef.tiff.tif.cgm.raw.gif.png.bmp
.vcd.iso.backup.zip.rar.7z.gz.tgz.tar.bak.tbk.bz2.PAQ.ARC. aes.gpg. vmx. vmdk
.vdi.sldm.sldx.sti.sxi.602.hwp.edb.potm.potx.ppam.ppsx.ppsm.pps.pot.pptm.x1tm
xTtx.xTc.xIm.xTt.x1w.x1sb.x1sm.dotx.dotm.dot.docm.docb. jpg. jpeg. snt.onetoc2
.dwg.pdf.wkl.wks.123._rtf.csv.txt.vsdx.vsd.em].msg.ost.pst.pptx.ppt.xlsx.x1s.docx
loc

Fig. 41: Targeted extensions by malware

Each file is encrypted using AES-128 algorithm in CBC mode with NULL IV.
For every file a unique AES key is generated, as is shown below. The structure of an
encrypted file is: WANACRY !, length of RSA encrypted data, RSA encrypted AES
key, file type, original file size and AES encrypted content.

c2 oeee
1000120 e c; e e
10004428 pbBuffer= dword ptr 4 1000435 20 e
10004420 dulen- duord ptr 8 e e
10004420 iooaidse| 28 ik
10004426 mov eax, [esp+pbBuffer] 1goaiazs| = RSF
10004424 nov edx, [esp+dulen] e
: 4 :
10004428 push  eax : pbBuffer {midadn A1 cosoet pﬂu E55 WO PR DS:C120809501
10004429 mov  eax, [eck+4] {eaeiide). A .
1666442C push  edx 5 dulen inogdden| " B5 alopepen | HOU ERKE
1886442D push eax ; hProu e = BOE_EST
1000442E call ﬂs CryptGenRandon maz44_§1 5 T RSCIT "aduanis2.
10004434 retn Toncogas
16064434 sub_ ww,,,zﬂ endp Top o Trask [99120801=10004397
10004434
Tiddrez: [Her dur I T
B512CE28 [ERGE: 6[: 33 DD 90 09 4E 25 93 4A 95 66 3B EE BS +Ia¥‘N/nan Ell

Fig. 42: A new AES key is generated for every file

The AES key is encrypted using the embedded RSA key or generated RSA
key depending on a number which is generated (if it is a multiple of 100 the AES
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key is encrypted using the embedded RSA key, otherwise it is encrypted using the
generated RSA public key), as shown in the figure:

Lmuvuuu Ly v . BUSH BRI
1008043C6 lea esi, [ebx+16h] 51 PUSH ECX
10804309 push esi ; 1pCriticalSection e FUSH.EBE
100043CA call ds:EntercriticalSection G oo
100804308 mov edi, [esp+1Bh+arg C] £ PUSH ED= :
10884304 mou edx, [ebx+8] v —
56 FUSH EST
188043D7 lea BcX, [95|_1+1 Bh+dwlen] iSE B
108043DE mov eax, [edi] FF15 ceveenio (SN DEORDSETREOSSOIGEEERREE
108043DD push eax £ PoEEDl
100043DE push ecx 0 POP EBF
33t HOR ERY, ERK
1808043DF push ebp £ POP EEX
C2 1mE0 |- _
10004362 push 1 E 15T | W e,
: [ESP+
Ahennots gl 3 3507 10U EOROSETR DS CERE , £ns
188043E4 push a &F FOF EOL
108043E6 push edx e fetliily
188643E7 call dword_18880948 ; CryptEncrypt Ez glpeogon | MOU EAX
- e |POP FE
100043ED test eax, eax 1=rS2CO0SE (ADUAPIZZ. CryptEncrypt)
188843EF push esi ; 1pCriticalSection
100043F0 jnz short loc_ 10084401
= Hes: dury ASCII
v FA Co 6C 99 0D 90 09 4E 25 03 90 95 66 95 EE 65l 10 PHAeJofsed

Fig. 43: The AES key is encrypted using RSA key

The ransomware executes the following commands after the encryption is fin-
ished:

18885803 push e ; 1pExitCode

188658D5 push ;] ; duMilliseconds

180085807 push offset aTaskkill exeFl ; “taskkill.exe /f /i
180058DC call sub_106081080

188858E1 push 8 ; 1pExitCode

108086858E3 push [} ; duHilliseconds

188658E5 push offset aTaskkill_exe_8 ; “taskkill.exe /f /im HMSExchangex"
180058EA call sub_10601080

1808058EF push 8 ; 1pExitCode

190658F1 push [} ; duhilliseconds

1088858F3 push offset aTaskkill_exe_1 ; “taskkill.exe /f /im sglserver.exe”
100658F8 call sub_1068081888

180058FD push 8 5 1pExitCode

180658FF push ] ; duhilliseconds

10808685981 push offset aTaskkill exe_ 2 ; “taskkill.exe /f /im sqlwriter.exe™
1808059086 call sub_106881888

108885968 push e ; lpExitCode

168865980 push ;] ; duMilliseconds

18068596F push offset aTaskkill exe_3 ; “taskkill.exe /f /im mysgqld.exe”
10005914 call sub_106081080

180885919 add esp, 3Ch

3

Hicrosoft.Exchange.”.

Fig. 44: Executed commands after the encryption is over

The process is trying to encrypt the logical drives that aren’t of DRIVE_CD
ROM type, it executes the commands @ WanaDecryptor@.exe co and cmd.exe
/c start /b @WanaDecryptor@.exe vs and copies the b.wnry to every folder on
the desktop (it is saved as @ WanaDecryptor@.bmp). The encryption algorithms are
consistent and it is not possible to restore the files without paying the ransom, how-
ever there are some decryptors that work for Windows XP, Windows 7, Windows
Vista, Windows Server 2003 and 2008.
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