Constrained PRFs for NC' in Traditional Groups

Nuttapong Attrapadung', Takahiro Matsuda!, Ryo Nishimaki?,
Shota Yamada!, Takashi Yamakawa’

'National Institute of Advanced Industrial Science and Technology (AIST), Tokyo, Japan
{n.attrapadung,t-matsuda,yamada-shota } @aist.go.jp
INTT Secure Platform Laboratories, Tokyo, Japan
{nishimaki.ryo,yamakawa.takashi } @lab.ntt.co.jp

June 4, 2018

Abstract

We propose new constrained pseudorandom functions (CPRFs) in traditional groups. Traditional
groups mean cyclic and multiplicative groups of prime order that were widely used in the 1980s and
1990s (sometimes called “pairing free” groups). Our main constructions are as follows.

* We propose a selectively single-key secure CPRF for circuits with depth O(logn) (that is, NC !
circuits) in traditional groups where n is the input size. It is secure under the L-decisional
Diffie-Hellman inversion (L-DDHI) assumption in the group of quadratic residues QR , and the
decisional Diffie-Hellman (DDH) assumption in a traditional group of order q in the standard
model.

* We propose a selectively single-key private bit-fixing CPRF in traditional groups. 1t is secure
under the DDH assumption in any prime-order cyclic group in the standard model.

* We propose adaptively single-key secure CPRF for NC! and private bit-fixing CPRF in the
random oracle model.

To achieve the security in the standard model, we develop a new technique using correlated-input
secure hash functions.
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1 Introduction

1.1 Background

Pseudorandom functions (PRFs) are one of the most fundamental notions in cryptography [GGMS86]. A
PRF is a deterministic function PRF(-,-) : K x D — R where K, D, and R are its key space, domain, and
range, respectively. Roughly speaking, we say that PRF is a secure PRF if outputs of PRF(msk, -) look
random for any input « € D and a randomly chosen key msk € K. Not only are PRFs used to construct
secure encryption schemes but also they frequently appear in the constructions of various cryptographic
primitives.

Constrained PRF. Boneh and Waters introduced the notion of constrained PRFs (CRPFs) [BW13] (Ki-
ayias, Papadopoulos, Triandopoulos, and Zacharias [KPTZ13] and Boyle, Goldwasser, and Ivan [BGI14]
also proposed the same notion in their concurrent and independent works). CPRFs are an advanced
type of PRFs. Specifically, if we have a master secret key msk of a CPRF PRF, then we can generate a
“constrained” key sk for a function f : D — {0,1}. We can compute the value PRF(msk, x) from sk
and z if f(z) = 0 holds; otherwise cannot. For an input z such that f(z) = 1, the value PRF(msk, x)
looks pseudorandom. !

CPRFs with various types of function classes have been considered. Here, we explain the classes of
bit-fixing functions and circuits since we present new CPRFs for these functions.

Bit-fixing functions: Let {0, 1}" be the domain of a CPRF. Each function in this class is specified by a
“constraint vector” ¢ = (cy, ..., ¢,) € {0,1,*}", from which a biz-fixing function f. : {0,1}" —
{0,1} is defined as follows. If ¢; = % or z; = ¢; holds for all i € [n], then f.(z) = 0; otherwise

fe(z) = 1.

Circuits: This class consists of functions { fc'} computable by polynomial-sized boolean circuits C,
defined by fc(-) = C(-). We call a CPREF for this function class simply a CPREF for circuits. If a
CPRF supports functions computable by polynomial-sized boolean circuits with depth O(log n),
where n is the input-length of the circuits, then we call it a CPRF for NC'.

The number of constrained keys that can be released (to a potentially malicious party) is one of
the important security measures of CPRFs. If a-priori unbounded polynomially many constrained
keys could be released (i.e., the number of queries is not a-priori bounded), then a CPREF is called
collusion-resistant. If only one constrained key can be released, it is called a single-key secure CPRF.
Boneh and Waters [BW13] showed that (collusion-resistant) CPRFs have many applications such as
broadcast encryption with optimal ciphertext length. (See their paper and references therein for more
details.)

Private CPRF. Boneh, Lewi, and Wu [BLW17] proposed the notion of privacy for CPRFs (Ki-
ayias et al. also proposed policy privacy as essentially the same notion [KPTZ13]). Roughly speaking,
private CPRFs do not reveal information about constraints embedded in constrained keys beyond what is
leaked from the evaluation results using the constrained keys.

Known instantiations. The first papers on CPRFs [BW13, KPTZ13, BGI14] observed that the
Goldreich-Goldwasser-Micali [GGMS86] PRF yields a puncturable PRF? (and a CPRF for related

'We note that the role of the constraining function f is “reversed” from the definition by Boneh and Waters [BW 13], in the
sense that the evaluation by a constrained key sk is possible for inputs = with f(z) = 1 in their definition, while it is possible
for inputs x for f(x) = 0 in our paper. Our treatment is the same as Brakerski and Vaikuntanathan [BV15].

2A constrained key in which a set of points is hard-wired enables us to compute an output if an input is not in the specified set.



simple functions). However, it turned out that achieving CPRFs for other types of function classes is quite
challenging. Here, we review some prior works on CPRFs whose function classes are related to those we
focus on in this study (i.e., bit-fixing functions and NC* circuits).

Boneh and Waters [BW13] constructed a left-right CPRF?3 in the random oracle model (ROM) from
bilinear maps, and a collusion-resistant bit-fixing CPRF and collusion-resistant CPRF for circuits from
multilinear maps [GGH13] in the standard model. After that, Brakerski and Vaikuntanathan [BV15]
constructed a single-key secure CPRF for circuits from standard lattice-based assumptions, without relying
on multilinear maps.

Boneh et al. [BLW17] constructed a collusion-resistant private CPRF for circuits from indistinguisha-
bility obfuscation (I0) [BGI*12, GGH' 16], and a single-key private bit-fixing CPRF and puncturable
CPRF from multilinear maps [BLW17]. After that, a single-key private puncturable PRF [BKM17], a
single-key private CPRF for NC' [CC17], and a single-key private CPRF for circuits [BTVW17, PS18]
were constructed from standard lattice assumptions.

Our motivation. (Private) CPRFs have been attracting growing attention as above since they are useful
tools to construct various cryptographic primitives [BW 13, BLW17]. A number of other types of CPRFs
have been constructed [HKKW 14, HKW15, DKW 16, HKW15, HKKW 14, BFP' 15, AFP16]. Howeyver,
all of known sufficiently expressive (private) CPRFs (such as bit-fixing, circuits) rely on 10, multilinear
maps, or lattices, and there is currently no candidate of secure multilinear maps.

Very recently, Bitansky [Bit17] and Goyal, Hohenberger, Koppula, and Waters [GHKW 17] proposed
sub-string match* CPRFs in traditional groups to construct verifiable random functions. In this paper,
by traditional groups we mean the multiplicative groups of prime order’ that have been widely used to
construct various cryptographic primitives such as the ElGamal public-key encryption scheme, around
two decades before bilinear maps dominate the area of cryptography [BF03]. (Of course, they are still
being used for many cryptographic primitives.) However, their CPRFs are not expressive enough and do
not satisfy the standard security requirements of CPRFs®. See Tables 1 and 2 for comparisons. There is no
construction of expressive enough (private) CPRF in traditional groups. This status might be reasonable
since lattices and multilinear maps are stronger tools.

Based on the motivation mentioned above, we tackle the following question:

Is it possible to construct sufficiently expressive (private) CPRFs in traditional groups?

In this study, we give affirmative answers to this question and show that traditional groups are quite
powerful tools. From the theoretical point of view, the more instantiations of cryptographic primitives are
available, the more desirable. One reason is that constructions from different tools can be alternatives
when one tool is broken (like multilinear maps). Another reason is that, generally, new instantiations
shed light on how to construct the studied primitive, and widen and deepen our insights on it. One
remarkable example of this line of research would be the recent work by Déttling and Garg [DG17],
who constructed an identity-based encryption (IBE) scheme and a hierarchical IBE scheme in traditional
groups. Another example would be the work by Boyle, Ishai, and Gilboa [BGI16], who constructed
communication-efficient secure two-party protocols in traditional groups. It is also expected that new
instantiations provide us with insights on how to use the studied primitive in applications (in the real
world or in the construction of another primitive as a building block).

3There are left and right constrained keys in which v, and v, are hard-wired, respectively. We can compute outputs by using
the left (resp. right) constrained key if the first (resp. last) half of an input is equal to v, (resp. vy.).

“4This is the negation of bit-fixing functions, that is, f.(z) = 0 if there exists an index 4 such that x; # ¢; (i-th bit of a
constraint) and ¢; # *. It can be seen as a generalization of punctured predicates.

SFor example, cyclic group H C Z; of a prime order p such that ¢ = 2p + 1 where ¢ is also a prime.

°In their sub-string match CPRFs, adversaries are not given access to the evaluation oracle, which gives outputs of a CPRF
for queried inputs. We call such security no-evaluation security in this paper.



1.2  Our Contributions

In this paper, we present new constructions of a CPRF and a private CPRF in traditional groups as main
contributions.
The properties of our CPRFs are summarized as follows.

* Our first CPRF is a selectively single-key secure” CPRF for NC' in traditional groups. It is secure
under the L-decisional Diffie-Hellman inversion (L-DDHI) assumption? in the group of quadratic
residues QR and the decisional Diffie-Hellman (DDH) assumption® in a traditional group G of
order q in the standard model. Here, QR denotes the group of quadratic residue modulo g, where
q is a prime such that ¢ = 2p + 1 and p is also a prime. We need to use this specific type of group
for technical reasons. See Section 1.3 and Section 4 for the details.

* Our second CPREF is a selectively single-key private bit-fixing CPRF in traditional groups. Specif-
ically, it is secure under the standard DDH assumption in any prime-order cyclic group in the
standard model.

* Our third and fourth CPRFs are an adaptively1° single-key secure CPRF for NC* circuits and an
adaptively single-key private bit-fixing CPRF, both in the ROM. Our standard model and ROM
constructions of CPRFs for NC!, share high-level ideas behind the constructions in common, and
the same is true for our bit-fixing CPRFs. These connections are explained in Section 1.3.

The main technique that enables us to achieve the above results, is a novel use of correlated-input
secure hash functions. We will explain the technical overview in Section 1.3.

As an application of our results, we can obtain a single-key secret-key attributed-based encryption
(ABE) scheme with optimal ciphertext overhead in traditional groups. A (multi-key) public-key ABE
scheme with optimal ciphertext overhead was presented by Zhandry [Zhal6], but it is based on multilinear
maps. See Section 6 for more details.

1.3 Technical Overview

In this section, we provide an overview of our construction ideas. We ignore many subtle issues in this
section and focus on the essential ideas for simplicity.

Basic construction satisfying no-evaluation security. To illustrate our ideas in a modular manner, we
start with a no-evaluation secure CPRF for NC!, that is, adversaries do not have access to the evaluation
oracle. We denote the PRF by PRFyg. It turns out that even in this simple setting, it is non-trivial to
construct a CPRF for NC! in traditional groups (or bilinear groups) since known constructions use some
sort of “fully homomorphic” properties of lattices or multilinear maps, both of which are not available in
traditional groups. In the following, let A be the security parameter.

The first challenge is how to implement an NC! circuit constraint in a key. Our idea is to encode an
NC! circuit f1! into a bit string f = (f1,..., f.) € {0,1}* and then embed this into a secret key. When
evaluating a PRF value on input x = (x1,...,2z,) € {0,1}", we will “homormorphically” evaluate
U (-, z) on the secret key, where U (-, -) is a universal circuit that outputs U (f,z) = f(z) on input (f, x).

7Adversaries commit a function to be embedded in a constrained key at the beginning of the security experiment and have
access to the evaluation oracle, which gives outputs of CPRFs for queried inputs.

8The L-DDHI assumption in a group H of order p [BB04, CHLO05] says that it is hard to distinguish (g, g%, g“2 e gO‘L , gl/"‘)
from (g, g%, g“z, . ,g(’L ,g°) where g & H, a,z & Zyp. See Section 2.1 for the rigorous definition.

9The DDH assumption in a group G of order ¢ says that it is hard to distinguish (g, g%, g¥, ¢*¥) from (g, g%, g¥, g*) where
g & G,z,y,z &Zq,

10 Adversaries can decide a function for which it makes the key query at any time.

Here, we identify a circuit that computes a function f with f itself.



Table 1: Comparison of CPRFs (we omit constructions based on multilinear maps or I10). In “Function”
column, sub-match is sub-string match. Prefix-fixing means that a constrained key with prefix p enables
us to compute outputs for inputs p||*. “# keys” column means the number of issuable constrained keys.
“Eval.O” column means the evaluation oracle is available for adversaries or not. “Tool” column means
what kinds of cryptographic tools are used. GGM, pairing, and group mean the PRF by Goldreich,
Goldwasser, and Micali [GGM86], bilinear maps, and traditional groups, respectively. In “Assumptions”
column, OWF, BDDH, LWE, and 1D-SIS mean one-way function, bilinear Diffie-Hellman, learning with
errors, and one-dimensional short integer solution assumptions, respectively. In “Model” column, Std

means the standard model. In “Misc” column, key-hom means key-homomorphic property.

Reference Function # keys  Eval.O Tool Assumptions Model Misc

[BW13] puncture? N/A N/A GGM OWF Std

[BW13] left/right multi v pairing BDDH ROM

[KPTZ13] puncture® N/A N/A GGM OWF Std

[BGI14] puncture? N/A N/A GGM OWF Std

[BFPt15] prefix-fixing ~ multi v lattice ~ LWE Std key-hom
[BV15] circuit single v lattice LWE, 1D-SIS Std

[Bit17] sub-match single no group DDH Std

[GHKW17]  sub-match single no group L-power DDH  Std

[GHKW17]  sub-match single no group ®-hiding Std

Ours NC! single v group DDH, L-DDHI ~ Std

4 More precisely, they consider slightly different functions, but we write just “puncture” for simplicity
since their constructions are based on the GGM PREF. See their papers for details.

Table 2: Comparison of private CPRFs (we omit constructions based on multilinear

maps and I0). See Table 1 for terms.

Reference  Predicate  # keys Eval.O  Tool Assumptions  Model

[KPTZ13] puncture® N/A N/A GGM OWF Std
[BKM17] puncture  N/A N/A lattice LWE, 1D-SIS  Std
[CC17] bit-fixing  single v lattice LWE Std
[CC17] NC! single v lattice LWE Std
[BTVWI17] circuit single v lattice LWE Std
[PS18] circuit single v lattice LWE, 1D-SIS  Std
Ours bit-fixing  single v group DDH Std

2 Same as in Table 1.

To make the representation of the universal circuit U (-, -) compatible with our algebraic setting, we regard
U(-,-) as a degree-D polynomial of the variables { f;} and {x;}, such that D is some fixed polynomial
of A.12 Furthermore, we extend the input space of U (-, -) to be non-binary, where the computation is
done over Z,, using the polynomial representation of U (-, -). Specifically, we allow the input of the form
((b1,...,b.),2) € Z7 x {0,1}"™

Now, we give a more detailed description of PRFyg. A master secret key msk of PRFyg is
of the form (by, ... b.,a,g), where b; & Zy for each i € [z] and « & Zy, and g is a generator
of a traditional group H of order p. (We will turn to the explanation on this group H later in this
subsection.) The evaluation algorithm of PRFyg outputs g%/, where 2/ = U((b1,...,b,),z) € Zyp. To
compute a constrained key sk of an NC! circuit f, we set b, := (b; — f;)a~!. The constrained key is
skp = (f,b,... ,b’z,g,ga,go‘Q, .. ,gO‘Dil).

We then look closer at why this construction achieves the constraint defined by the NC! circuit f.

12We can construct a universal circuit U whose depth is only constant times deeper than that of f by the result of Cook and
Hoover [CH85]. It is well known that an NC' circuit can be represented by a polynomial with polynomial degree (for example,
this fact is used for functional encryption for NC* [GVW12]).



When we compute ' := U((b1,...,b,),z) by using b; = « - b, + f;, we can write the computation of U
in the following way:

D
x’:U((a~b'1+f1,-~-,04'blz+fz)7l’):f@?)"‘zcjo‘j’
j=1

where the coefficients {c;}; are efficiently computable from the descriptions of U and f, {b};, and
x since the degree D is polynomial in the security parameter. This can be seen by observing that
U((a-by+fi1,...,a-b,+f.), ) should be equal to f(x) when o = 0 since we have U ((f1, ..., f>),x) =
f(x) by the definition of a universal circuit.

f(m)/aJer:Bl cja

and the remaining part is computable from sky = (f,b,...,0.,9,9%, ... ,gO‘Dil) and .

o If f(z) = 0, then we can compute gvle =g ’ since the ¢/(*)/® part disappears

/ F@)/atd 7 ejad
o If f(x) = 1, then ¢g* /e = ¢ i=0 " looks random since ¢'/® looks random even if
(9,9% ... ,gaD_l) is given, due to the (D — 1)-DDHI assumption in H.

This is a high-level intuition for why PRFyg for NC! is no-evaluation secure. This CPRF PRFyg is our
base construction, and the idea behind our construction here is inspired by the affine partitioning function
used in the recent construction of a verifiable random function by Yamada [Yam17].

On the other hand, this construction can be broken by making only one evaluation query: Suppose

D-1 .

that x # 7 satisfy f(z) = f(Z) = 1. Then we can write PRFyg(msk,z) = gl/aJrZJ:O % and
D—1~

PRFne(msk,Z) = gl/a+2j:0 € by using {c;}; and {¢;}; that are efficiently computable by an

—1,~

adversary. Then we have PRF\g(msk, Z) = PRFyg(msk, x) -gEJ:O (=)’ Therefore if an adversary
obtains PRFyg(msk, x), then it can efficiently compute PRFyg(msk, Z) and break the security of the
PRF.

Single-key secure construction in the ROM. To achieve security against adversaries making a-priori
unbounded polynomially many evaluation queries (i.e., the number of queries is polynomial, but not fixed
in advance), we consider using a random oracle as an intermediate step. (This construction is denoted by
PRF™™.) PRF™M is the same as PRFyg except that an output is now computed by H (g*/®), instead of
gm// @, where H : H — {0, 1}"/ is a cryptographic hash function. In the ROM where H is modeled as a
random oracle, adversaries make hash queries and obtain outputs of the hash function H. If f(z) = 1,
then an adversary cannot compute g”'/ @ due to the no-evaluation security, and thus H (gIl/ @) seems
uniformly random from the view of the adversary. Therefore evaluation queries from an adversary can
be answered with uniformly random strings, and the adversary cannot notice whether this is a correct
behavior of the evaluation oracle as long as it does not find a collision (z1, z2) such that gri/a = g/
where 2, = U((b1,...,b.), x;). Our real construction is slightly modified from the above construction so
that such a collision exists only with negligible probability (see Section 4.1 for the detail).

The second challenge is how to remove the random oracle and achieve security against a-priori
unbounded polynomially evaluation queries in the standard model.

Replacing a random oracle with a correlated-input secure hash function. We observe that we do
not need the full power of random oracles to prove the security of CPRFs. Specifically, we can use a
correlated-input secure hash function (CIH) [IKNPO3, GL10, BC10a, GOR11]!3, instead of random
oracles.

13Several works defined similar notions in different names such as related-key security. We use the name “correlated-input
security” since we think it is the most suitable name for our usage.



Here, we briefly recall the definition of a CIH whose definition is associated with a class of functions
W. At the beginning, the challenger chooses the challenge bit coin & {0, 1}, a function description CIH, !4
and a random element r from the domain of CIH. The adversary is given CIH and access to an oracle that,
upon a query 1; € ¥ from the adversary, answers CIH(1);(r)) if coin = 1; otherwise the oracle answers
the query with RF(¢);(r)), where RF is a truly random function. If it is hard for adversaries to distinguish
the case coin = 1 from the case coin = 0, we say that CIH is correlated-input pseudorandom for ¥ (or
simply, a CIH for ).!5

If there exists a CIH for group-induced functions 1 : H — H such that A € Hand A (y) ==y - A
(denoted by CIH) where - is the group operation of H, then CIHo(PRFyg(msk, x)) is a secure CPRF. This

D—-1

can be seen as follows: For z satisfying f(z) = 1, PRFyg(msk, x) can be written as g/ - gZFO
D—-1

where gl/ @ is pseudorandom and gzj:o Kb

T s efficiently computable from the view of an adversary as

discussed above. By applying the security of a CIH by setting y := gl/ “and A = ng:ol Kl O‘], we can
see that CIHo(PRFng(msk, z)) is computationally indistinguishable from RF(PRFyg(msk, z)). This is
computationally indistinguishable from a random function as long as PRF g (msk, x) has no collision, and
the actual construction of PRFyg(msk, z) is made collision-free as mentioned in the previous paragraph.

However, there is one subtle issue: The only known instantiation of CIH for group induced functions
which satisfies our security requirements is the CIH based on the DDH assumption by Bellare and
Cash [BC10a] (denoted by CIHgc). In ClHgc, we consider the m-dimensional, component-wise group-
induced functions W& "¢ .= [y | G € (Z3)™}, where vz = (Z;)™ — (Z;)™ is defined by 1 (7) = a7
and * denotes the component-wise group operation on Z;. Here, the domain of CIHgc is not compatible
with the range of PRFyg (the output is g"fl/ @ ¢ H). One might think that m-folded parallel running
of PRFyg on H = ZZ works, but this is not the case. This is because if H := Z;, then the L-DDHI
assumption can be easily broken by computing the Jacobi symbol.

We observe that the attack based on the Jacobi symbol does not work if we consider the group of
quadratic residues modulo g, denoted by QR,, instead of Zj, and it is reasonable to assume the L-DDHI
assumption holds on QR,. However, if we set H := QR,, then we cannot simply use the security of
ClHp( since it is not obvious if the security of CIHgc still holds when we restrict the domain of CIHg¢ to
QR}". We resolve the issue by proving that the CIH obtained by restricting the domain of CIHgc to QR}"
(denoted by CIHéE) is also secure as a CIH for component-wise group operations on QR;" under the
DDH assumption on a group of an order p = ‘1;—1 if pis a prime. See Section 3 for more details of CIHévc.

We are now ready to explain our CRPF PRF for NC*. It uses multiple instances of PRFyg and apply
a CIH for m-dimensional component-wise group-induced functions to the outputs from those instances.
That is, we define

PRFyc1 (msk, 2) = ClHgz ( PRFyg(msk, 2), ..., PRFyg(msko, @) ).

Now, we look closer at why correlated-input pseudorandomness helps us achieve security in the
presence of a-priori unbounded polynomially many evaluation queries. In PRFyg, when the inputs x
with f(x) = 1 are used, we can view its output as consisting of two separate parts. Specifically, we

, D—1
can write g%/ = gf(x)/aJrZJ’:O G = Aux(msk) - SEval(sk , ) if we define Aux(msk) := g'/ and
D—1 ;
SEval(sky, x) == gzi:o € (where SEval stands for “semi”-evaluation). The first part is computable

only from msk, and the second part is computable from sk¢ and x. Thanks to the (D — 1)-DDHI
assumption, it is now easy to see that Aux(msk) is indistinguishable from a random element even if sk s is

14In the formal security definition, the function is parameterized by a public parameter generated by some setup procedure. We
ignore the public parameter in the explanation below for simplicity. See Section 2.5 for the rigorous security definition for CIHs.

15The definition of CIHs in this paper can be seen as a hybrid of correlated-input pseudorandom by Goyal. et al. [GOR11] and
RKA-PRG by Bellare and Cash [BC10a]. See Section 2.5 for the formal definition.



given. Therefore, it holds that

PRy (msk, 2) ~c ClHge (71 - SEval(skf1, @), ..., 7o - SEVal(skm, ) ),

where r; & H for all i € [m] and ~. denotes computational indistinguishability. Furthermore, sk ;
denotes the secret key associated to f generated from msk;. (Namely, it corresponds to the i-th instance.)
Here, ¢; := SEval(sky;, ) € H are adversarially chosen correlated values and fall in the component-wise
group-induced functions W& due to (¢1, .. ., ¢,) € H™. Therefore, by applying the correlated-input

pseudorandomness of CIHéE, we obtain

C|H§E(7a1 : ¢17 vy m e ¢m) ~c RF(TI : ¢17 ceoyms (Z)m)

As long as adversaries do not find a collision (x1, x2) such that (SEval(sk 1, 1), ..., SEval(sk ¢ m, z1)) =
(SEval(sky1,2),...,SEval(skfm, z2)), PRFyct (msk, -) is pseudorandom since RF is a truly random
function. It is not difficult to see that a collision is hard to find by the universality of the modified PRFyg
(see Lemma 4.15 for the detail). Therefore, we can prove the pseudorandomness of PRF against a-priori
unbounded polynomially many evaluation queries in the standard model by using the security of CIH for
(m-dimensional, component-wise) group-induced functions.

How to achieve private constraint. Here, we give a brief explanation on how our single-key private
CPRF for bit-fixing functions is constructed. The basic strategy is the same as that of our CPRFs for
NC!. That is, we firstly construct a private bit-fixing CPRF in the ROM, and then convert it into a private
bit-fixing CPRF in the standard model via a CIH for an appropriate function class.

Our single-key private bit-fixing CPRF in the ROM is very simple. This is slightly different from what
we present in Section 5.2, but we stick to the following construction in this section since it is consistent
with the standard model construction in Section 5.1. A master secret key is msk = {s; b }ic[n] bef0,1} and
a PRF output for input x is H (D>, S; »,) Where H is a (standard) hash function. For convenience, we
define PRF,e.ng(msk, ) := 3711 iz, A constrained key for ¢ € {0, 1,%}" is {t; p }sc[n) pe{0,1} Where
tip = sipif ¢; = x or ¢; = b; otherwise ¢; , & Zy,. If an input does not match the constraint c, then the
sum includes completely unrelated values and we cannot compute the correct output. Adversaries are
given just random values by the random oracle. Moreover, adversaries cannot distinguish two different
constraints as long as a challenge input does not satisfy the constraints since both s; ;, and ; ;, are uniformly
random values in Z,,. This construction satisfies adaptive single-key privacy in the random oracle model,
without relying on any complexity assumption.

Now we replace the cryptographic hash function (random oracle) H with a CIH CIH ¢ for affine
functions % = {¢g 5 : ZI" — 27} where @ € (Z;)™, ¥ € L7, and ¢,5(F) = @ © & + ¥ where © is
component-wise multiplication in Zj,. Our private bit-fixing CPRF is defined by

PRFBF(mSk, :L‘) = CIHaff( PRbe_NE(mSkl, l’), ey PRbe_NE(mSkm, l’) )

A constrained key sk consists of constrained keys for ¢ with respect to msk;, for all j € [m]. It is easy
to see that the correctness holds. For the security, we set t;;, ; = s, ; — aj forc; # xand b = 1 — ¢;
where & Zy. Then, we can write > ;' S; », j = ucy + v; for some u € [n] (especially u # 0)
where vj = > 71" t; 5, j for an evaluation query x from an adversary, since x is not allowed to satisfy the
constraint. For two different constraints, the adversary cannot distinguish which constraint is used in a
constrained key (that is, s; 5 ; ~c t;p ; + o) since t;, ; is uniformly random. Here, c;’s are uniformly
random and v and v; are adversarially chosen values. It is easy to see that this falls into the class of affine
functions. Thus, we can use the security of the CIH ClIH ¢ for affine functions, and obtain

ClHaf(uay 4+ v1, ..o ueyy + ) e RF(uaq + v, .o uy + vp).



Aslong as acollision of (PRFps.ng(msky, -), . .., PRFpe.ne(mSksy, <) isnot found, RF (ua +v1, . . ., ucu,+
Uy is indistinguishable from a random value. Furthermore, it is not difficult to show that the condition
holds by the universality of F;(z) = (uai + v1, ..., Uy, + vp,). Therefore, we can prove the security
of our private bit-fixing CPRF. See Lemma 5.6 for the details.

1.4 Other Related Works

While we focus on (private) CPRFs without IO and multilinear maps, many expressive (private) CPRFs have
been proposed based on 10 or multilinear maps: collusion-resistant CPRFs for circuit based on multilinear
maps [BW 13, BFP' 15], adaptively secure CPRFs based on 10 [HKKW 14, HKW 15], collusion-resistant
CPREFs for Turing machines based on (differing-input) IO [DKW16, AFP16], collusion-resistant private
CPRFs for circuits based on 10 [BLW17].

CPRFs and private CPRFs are useful to construct advanced cryptographic primitives. Boneh and
Waters showed that we can construct broadcast encryption with optimal ciphertext length, identity-based
non-interactive key-exchange, and policy-based key distribution from CPRFs [BW13]. Boneh et al. showed
that private constrained message authentication code (MAC), watermarking PRF, searchable encryption,
and on-line/off-line 2-server private keyword search from private CPRFs [BLW17]. Requirements
on security of (private) CPRFs depends on these applications. Boneh, Kim, and Montgomery prove
that single-key simulation-based private CPRFs imply single-key simulation-based secure secret-key
functional encryption (FE) [BKM17]. Canetti and Chen prove that two-key indistinguishability-based
(resp. simulation-based) private CPRFs for circuits imply indistinguishability (resp. virtual black-box)
obfuscation (they also prove that private CPRFs imply secret-key FE) [CC17]. Cohen, Goldwasser, and
Vaikuntanathan showed a connection between CPRFs for some class of functions and computational
learning theory [CGV15]. See the papers and references therein for more details.

Organization. The rest of the paper is organized as follows. After introducing notations, security
definitions, and building blocks in Section 2, we present our correlated-input secure hash function in
Section 3, our CPRFs for NC! and its security proofs in Section 4, and our private bit-fixing CPRF in
Section 5.

2 Preliminaries

In this section, we review the basic notation and the definitions for complexity assumptions, tools, and
cryptographic primitives.

Basic notation. We denote by N the set of all natural numbers. If n € N, then “[n]” denotes the set
{1,...,n}. We denote by “z := y” that y is deterministically assigned to x. If S is a finite set, then
“z & S” denotes that z is chosen uniformly at random from S. If D and D’ are distributions (over some
set), then “z < D” denotes that z is chosen according to the distribution D, and “D ~. D" denotes that
the two distributions are computationally indistinguishable. If x and y are bit-strings, then we denote by
‘x‘
stands for probabilistic polynomial time. If A is a probabilistic algorithm, then “y & A(x)” denotes
that .4 computes and outputs y by taking x as input and using an internal randomness that is chosen
uniformly at random. If furthermore O is a (possibly probabilistic) function, then “.A°” denotes that A
has oracle access to O. A function f(-) : N — [0, 1] is said to be negligible if for all polynomials p(-)
and all sufficiently large A € N, we have f(\) < 1/p()\). Throughout the paper, we use “\” to denote a
security parameter (which is given to algorithms always in the unary form 1*). We denote by “poly(-)” an

y” the concatenation of = and y, and “(x L y)” is defined to be 1 if x = y and 0 otherwise. “PPT”




unspecified integer-valued positive polynomial of A and by “negl())” an unspecified negligible function
of \. For sets D and R, “Func(D, R)” denotes the set of all functions with domain D and range R.

2.1 Complexity Assumptions

Here, we review complexity assumptions on cyclic groups that we use in this paper. For convenience, we
introduce the notion of a “group generator”. We say that a PPT algorithm GGen is a group generator, if it
takes a security parameter 1* as input and outputs a “group description” G := (G, p) where G is a group
with prime order p = 9(2/\), from which one can efficiently sample a generator uniformly at random.

Definition 2.1 (Decisional Diffie-Hellman Assumption). Let GGen be a group generator. We say that
the decisional Diffie-Hellman (DDH) assumption holds with respect to GGen, if for all PPT adversaries
A, the advantage Adv‘é‘g‘em 4(A) defined below is negligible:

I

AdvE, A(N) = ‘PT[A(g,g,gm,gy,g”"y) =1] - Pr[A(G,9,9", ¢, 9°) = 1]

where G = (G,p) & GGen(1*), g &£ G, and z,y, z & Zy,.

Definition 2.2 (L-Decisional Diffie-Hellman Inversion Assumption). Ler GGen be a group generator
and L = L(A) = poly(\). We say that the L-decisional Diffie-Hellman inversion (DDHI) assumption
holds with respect to GGen, if for all PPT adversaries A, the advantage Advééj:nrh()\) defined below is
negligible:

9

AdvEZTA(N) = |PrIA(G, 9, (9 Vieiz), to) = 1] = PrA(G, g, (9™ ieqz) 1) = 1]

where G = (G, p) & GGen(l)‘), g &G ad 7 g = gl/a, and & G.

2.2 Pseudorandom Function

A PRF PRF consists of the three PPT algorithms (Setup, KeyGen, Eval) with the following interfaces:

Setup(1?) L pp: This is the setup algorithm that takes a security parameter 1* as input, and outputs
a public parameter pp, where pp specifies the descriptions of the key space K, the input-length
n = n(A) = poly(A) (that defines the domain {0, 1}"), and the range R.

KeyGen(pp) 5 msk: This is the key generation algorithm that takes a public parameter pp as input, and
outputs a key msk € KC.

Eval(pp, msk, z) =: y: This is the deterministic evaluation algorithm that takes a public parameter pp, a
key msk € K, and an element € {0, 1}" as input, and outputs an element y € R.

Whenever clear from the context, we will drop pp from the input of Eval. Furthermore, when there is no
confusion, we may abuse the notation and use PRF to denote the evaluation algorithm itself, and use the
notations such as “PRF : K x {0,1}" — R” and “PRF(msk, z)”” (where the latter means the execution
of Eval(msk, z)) for enabling easier and more intuitive descriptions.

Definition 2.3 (Security of PRF). We say that PRF = (Setup, KeyGen, Eval) is a secure PRF if for all

PPT adversaries A, the advantage AdvE,réF A(X) defined below is negligible:

9

AdvERe 4(N) = ‘Pr[.AE"a'(mSk")(pp) = 1] — Pr[ARFO (pp) = 1]

where pp < Setup(1*), msk & KeyGen(pp), and RF(+) & Func({0,1}", R).



2.3 Constrained Pseudorandom Function

Here, we give the syntax and security definitions for a constrained pseudorandom function (CPRF). For
clarity, we will define a CPRF as a primitive that has a public parameter. However, this treatment is
compatible with the standard syntax in which there is no public parameter, because it can always be
contained as part of a master secret key and constrained secret keys.

Syntax. Let 7 = {F,x}xken be a class of functions'® where each F) 4 is a set of functions with
domain {0, 1}* and range {0, 1}, and the description size (when represented by a circuit) of every function
in F) j, is bounded by poly (A, k).

A CPREF for F consists of the five PPT algorithms (Setup, KeyGen, Eval, Constrain, CEval) where
(Setup, KeyGen, Eval) constitutes a PRF (where a key msk output by KeyGen is called a master secret
key), and the last two algorithms Constrain and CEval have the following interfaces:

Constrain(pp, msk, f) £ sk ¢+ This is the constraining algorithm that takes as input a public parameter pp,
a master secret key msk, and a function f € F) ,, where n = n(\) = poly(]) is the input-length
specified by pp. Then, it outputs a constrained key sk ;.

CEval(pp, sk, ) = y: This is the deterministic constrained evaluation algorithm that takes a public
parameter pp, a constrained key sk, and an element x € {0, 1}" as input, and outputs an element
yER.

As in an ordinary PRF, whenever clear from the context, we will drop pp from the inputs of Eval,
Constrain, and CEval, and the executions of them are denoted as “Eval(msk, )”, “Constrain(msk, f)”,
and “CEval(sky, z)”, respectively.

Correctness. For correctness of a CPRF for a function class F = {F) j } » ken, We require that for all
M e N, pp & Setup(1*) (which specifies the input length n = n(\) = poly())), msk < KeyGen(pp),
functions f € F) ,, and inputs « € {0, 1}" satisfying f(x) = 0, we have

CEvaI( Constrain(msk, f),x) = Eval(msk, ).

Remark 2.4. We note that in our definition, the role of the constraining functions f is “reversed” from
that in the original definition [BW13], in the sense that correctness (i.e. the equivalence Eval(msk, -) =
CEval(sky, -)) is required for inputs « with f(z) = 0, while it is required for inputs = with f(z) = 1 in
the original definition [BW13].

Security. Here, we give the security definitions for a CPRF. We only consider CPRFs that are secure in
the presence of a single constrained key, for which we consider two flavors of security: selective single-key
security and adaptive single-key security. The former notion only captures security against adversaries
A that decide the constraining function f (and the constrained key sk is given to .A) before seeing any
evaluation result of the CPRF, while the latter notion has no such restriction and captures security against
adversaries that may decide the constraining function f at any time. Also, in Section 4, as a security
notion for a CPRF used as a building block, we will use the notion of no-evaluation security, which
captures security against adversaries that have no access to the evaluation oracle. The definition below
reflects these differences.

Formally, for a CPRF CPRF = (Setup, KeyGen, Eval, Constrain, CEval) (with input-length n =
n(A)) for a function class F = {F) i} ken and an adversary A = (A;, Az), we define the single-key
security experiment ExptCCpr;E F, 4(A) as described in Figure 1 (left).

16]n this paper, a “class of functions” is a set of “sets of functions”. Each F) j in F considered for a CPRF is a set of functions
parameterized by a security parameter A and an input-length k.
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EXPtchgEF FaA): EXPtcchEEEn}- AN

coin & {0,1} coin & {0,1}

pp & Setup(1?) pp & Setup(1?)

msk & KeyGen(pp) msk & KeyGen(pp)

RF(-) 4 Func({0,1)", ) (o, 1, 5ta) & AT (pp)

Ochall’) = {Eval(msk, ) if cofn =1 Skfco.n & E33T5:12i|?(m5k7 feoin)
RF() if coin =0 coin & A; (K fonsStA)

(f, stA) & AOC'”' Eval(ms‘k")(pp) Return (coin = coin).

sk s & Constrain(msk, f)

coin & AOC“' & E\'al(mSk")(skf, st4)

Return (coin = coin).

Figure 1: Left: The experiment for defining single-key security for a CPRF. Right: The experiment for
defining single-key privacy for a CPRF.

In the security experiment, the adversary .A’s single constraining query is captured by the function f
included in the first-stage algorithm .A;’s output. Furthermore, A; and A5 have access to the challenge
oracle Ocpa(+) and the evaluation oracle Eval(msk, -), where the former oracle takes z* € {0, 1}" as
input, and returns either the actual evaluation result Eval(msk, z*) or the output RF(x*) of a random
function, depending on the challenge bit coin € {0, 1}.

We say that an adversary A = (A1, .A2) in the security experiment ExptCCF,’)rEE Fn.A(A) is admissible
if A; and Az are PPT and respect the following restrictions:

s feF A
* A; and A5 never make the same query twice.

* All challenge queries x* made by A; and Ay satisfy f(z*) = 1, and are distinct from any of the
evaluation queries x that they submit to the evaluation oracle Eval(msk, ).

Furthermore, we say that A is selectively admissible if, in addition to the above restrictions, .4; makes no
challenge or evaluation queries. Finally, we say that A is a no-evaluation adversary if A; and Ay are
PPT, and they do not make any queries, except that A» is allowed to make only a single challenge query
x* such that f(z*) = 1.

Definition 2.5 (Security of CPRF). We say that a CPRF CPRF for a function class F is adap-
tively single-key secure, if for all admissible adversaries A, the advantage Advccppr;,:,]_: AN =
2. |Pr[ExptE‘§EF’}-’A()\) = 1] — 1/2| is negligible.

We define selective single-key security (resp. no-evaluation security) of CPRF analogously, by
replacing the phrase “all admissible adversaries A” in the above definition with “all selectively
admissible adversaries A” (resp. “all no-evaluation adversaries A”).

Remark 2.6. As noted by Boneh and Waters [BW 13], without loss of generality we can assume that A
makes a challenge query only once, because security for a single challenge query can be shown to imply
security for multiple challenge queries via a standard hybrid argument. Hence, in the rest of the paper we
only use the security experiment with a single challenge query for simplicity.

Remark 2.7. In some existing works [BW 13, FKPR14, DKW16], the term “selective” is used to mean
that .4 has to make a challenge query at the beginning of the security experiment. On the other hand, in
this paper, “selective” means that .4 has to make a constraining query at the beginning of the security
experiment, which is the same definitional approach by Brakerski and Vaikuntanathan [BV15].
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2.4 Private Constrained PRF

Here, we define an additional security notion for a CPRF called privacy introduced by Boneh et al. [BLW17].
We only consider a CPRF that achieves privacy in the presence of a single constrained key, and as in
the case of (ordinary) security in the previous subsection, we consider two flavors: selective single-key
privacy and adaptive single-key privacy.

Formally, for a CPRF CPRF = (Setup, KeyGen, Eval, Constrain, CEval) (with input-length n =
n(A)) for a function class F = {Fy 1} » ken and an adversary A = (A;, As), we define the single-key
privacy experiment Exptccpp”,;,ﬁfi}’ () as described in Figure 1 (right).

In the experiment, the adversary .A’s single challenge query is captured by the function pair ( fo, f1)
output by its first-stage algorithm 4;. Note that A; and 42 have access to the evaluation oracle
Eval(msk, -).

We say that an adversary A = (A1, Az) in the privacy experiment Exptccrgi,iﬁfi]‘é, () is admissible if
A; and Ay are PPT and respect the following restrictions:

* fo, f1 € Fxn,and fo and f have the same description size.
* A; and A5 never make the same query twice.
* All evaluations queries z made by A, and Aj; satisfy fo(z) = fi(x).

Furthermore, we say that A is selectively admissible if, in addition to the above restrictions, .4; makes no
evaluation query.

Definition 2.8 (Privacy of CPRF). We say that a CPRF CPRF for a class of functions F is adap-

tively single-key private, if for all admissible adversaries A, the advantage Adv(éprEEf% A =

2 | PrExptdpel’y 4(A) = 1] — 1/2] is negligible.
We define selective single-key privacy of CPRF analogously, by replacing the phrase “all admissible
adversaries A” in the above definition with “all selectively admissible adversaries A” .

Simpler security notion in the selective single-key setting. So far, we have defined two kinds of
security notions: (ordinary) security and privacy. Here, for convenience, we introduce a simple security
notion that implies both of the aforementioned security notions in the selective, single-key setting. This
simple security notion makes the security analyses of our private CPRF in Section 5 simpler. (See the
proof of Theorem 5.2.)

Our security notion is a simulation-based one and involves a simulator S: We call a PPT algorithm
S a simulator if it takes a public parameter pp (output by Setup(1*)) and the description size 1/ of a
function f € F) ,, as input,!” and outputs some value that “looks like” a constrained key.

For a CPRF CPRF = (Setup, KeyGen, Eval, Constrain, CEval) (with input-length n = n(\)) for a
function class F = {F) ;} A ken, a simulator S, and an adversary A = (A, A2), we define the “real”
single-key experiment Expté%ﬁ??jal (M) and the “ideal” single-key experiment Expté”ggé’"}j‘gﬂ()\) as
described in Figure 2.

Note that in both games, A5 is given access to an oracle, which is implemented by the actual evaluation
algorithm Eval(msk, -) in the real experiment, and by a random function RF(-) in the ideal experiment.

We say that A = (A1, .A2) in the real/ideal experiments is selectively admissible if A; and A are
PPT and respect the following restrictions:

e f S ‘7:>\,n‘

7Qur proposed private CPRFs in Section 5 are for bit-fixing functions, in which case the description size is determined by the
input-length n = n(\) which is in turn specified in pp, and thus 1171 is redundant information for S. The definition here is for a
case of general function classes.
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cprf-sim-real

Exptcprrra (V) Exptdprr r.s 4 (V) :
pp & Setup(1%) pp & Setup(1*)
msk < KeyGen(pp) RF(-) & Func({0,1}", R)
(f.sta) < Ai(pp) (f.sta) < Ai(pp)
sk & Constrain(msk, f) sk & S(pp, 1171
coin @é\gval(mk“)(skﬁ sta) coin &EF(')(skf, st4)
Return coin. Return coin.

Figure 2: Security experiments for defining our simulation-based single-key security for a CPRF. Left:
The “real” single-key experiment. Right: The “ideal” single-key experiment involving a simulator S.

* Ajs never makes the same query twice.

* All oracle queries x € {0,1}" made by Aj satisfy f(x) = 1. (i.e. Eval(msk,x) is not trivially
computable even given sk ).

Definition 2.9 (Simulation-Security of CPRF). We say that a CPRF CPRF for a function class F is
selectively single-key simulation-secure, if there exists a PPT simulator S such that for all selectively
admissible adversaries A, the advantage AdchpF:fR_,si-m}’ s.4(X) defined below is negligible:

AW 5.4 = [PrEPERTE () = 1~ PrBot@RIFEA0) = 1]

The following lemma guarantees that the above defined simulation-based security notion implies
(ordinary) security and privacy.

Lemma 2.10. Let CPRF = (Setup, KeyGen, Eval, Constrain, CEval) be a selectively single-key simulation-
secure CPRF for a function class F = {Fy j}x ken. Then, CPRF is selectively single-key secure and
selectively single-key private as well.

Proof of Lemma 2.10. Let S be a PPT simulator that is guaranteed to exist due to the simulation-security
of CPRF, which assures that the advantage is negligible for any selectively admissible adversary. Below,
let n = n(\) = poly(\) denote the input-length of CPRF.

We first show the selective single-key security of CPRF, and then its selectively single-key privacy.

Selective single-key security. Let A = (A;,.42) be any selectively admissible adversary that attacks
the selective single-key security of CPRF. For simplicity, we assume that .45 makes a challenge query
only once (see Remark 2.6), and all evaluation queries x made by Ay satisfy f(z) = 1. The latter
assumption is without loss of generality, because A is given the constrained key sk and can by itself
compute Eval(msk, z) for z with f(x) = 0, by executing CEval(sk¢, x).

Using A, we will show how to construct a selectively admissible adversary B against the simulation-
security of CPRF satisfying

cprf cprf-sim
Advipre 7 4(A) = 2 Advdare 7 5 5(M), ey

which will complete the proof that CPRF is selectively single-key secure.
The description of B = (B1, B2) is fairly straightforward, and is as follows:

Bi(pp): By is identical to A;, namely, B; runs (f,st4) < .Ai(pp), and terminates with output
(f,stg :==stqa).
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Bg(') (skf,stg): (where O(-) is either Eval(msk, -) or RF(-) & Func({0, 1}", R)) B picks .A’s challenge
bit coin & {0, 1}, and runs A (sky, st 1), where By responds to A5’s queries as follows:

* For the challenge query x* from .42 (which by definition satisfies f(z*) = 1), if coin = 1, then
Bs forwards z* to its oracle O and receives the result y from O. Otherwise (i.e., coin = 0),
Bs picks a random element y & R. In either case, Bs returns y to As.

* For an evaluation query z from .49 (which by our simplification assumption satisfies f(z) = 1
as well), By sends x to its oracle O and forwards the answer y from O to As.

—_ — 7
When A5 terminates with output coin, Bs outputs (coin = coin) and terminates.

The above completes the description of B. It is straightforward to see that 5 is selectively admissible.

Consider the case that B runs in the real experiment Expt5E2"-"22!(\). Tt i straightforward to see

that in this case, B simulates the security experiment Exptccppr:{F 7 4(A) perfectly for A. Since B outputs 1

if and only if A succeeds in guessing the challenge bit (i.e. coin = coin), due to the definition of A’s
advantage, we have

AdVELEe 7 A(N) = 2 [PrIEXpIEREET S () = 1] - 1|

On the other hand, note that when B runs in the ideal experiment ExptCCprEsFi’r;jgeal (A), A’s view is
completely independent of coin. Indeed, since B’s oracle is a random function RF(-), the answer to
A’s challenge query is an output of a random function RF(-) if coin = 1, and is a random value in R if
coin = 0, and thus it is distributed uniformly over R regardless of coin. Furthermore sk s and the answers
to A’s evaluatioggueries obviously do not contain the information of coin. This means that the probability

that A’s guess coin on coin is correct (and consequently B outputs 1) is exactly 1/2, i.e., we have
_sim-i 1
PrExpte () = 1] = .

Using the above two equations in the definition of Advi%L*" ¢ »()), we obtain Equation (1), as

required. This completes the proof for the selective single-key security of CPRF.

Selective single-key privacy. Let A = (A, A2) be any selectively admissible adversary that attacks
the selective single-key privacy of CPRF. For simplicity, we assume that all evaluation queries « made by
Ay satisfy fo(x) = fi(z) = 1. This is without loss of generality, because .4y is given the constrained
key sk and Ay’s evaluation queries  must satisfy fo(x) = fi(z), and thus A3 can by itself compute
Eval(msk, ) for x with fo(x) = fi(x) = 0, by executing CEval(sk¢, z).

Using A, we will show how to construct a selectively admissible adversary B against the simulation-
security of CPRF satisfying

AdvEREE™. ((A) =2 AdvEREE™: o 5(N), )

which will complete the proof that CPRF is selectively single-key private.
The description of B = (B1, Bs) is again fairly straightforward:

Bi(pp): By runs (fo, fi,st4) & Ai(pp). Then Bj picks A’s challenge bit coin & {0,1}, and sets
the state information stg as all the information known to B;. Finally, B; terminates with output

(fcoim StB)‘

BS)(') (sk..»Sts): (where O(-)iseither Eval(msk, -) or RF(-) < Func({0,1}",R)) By runs Aa(sk ., , st4),
where By simulates .45’s evaluation oracle by using its own oracle @O. When A5 terminates with

— — 9
output coin, By outputs (coin = coin) and terminates.
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The above completes the description of B. It is straightforward to see that B is selectively admissible.

Consider the case that B runs in the real experiment Expt5E2"-"22!(\). Tt i straightforward to see

that in this case, B simulates the privacy experiment Exptcc‘gggri}_ () perfectly for A. Since B outputs 1

if and only if A succeeds in guessing the challenge bit (i.e. coin = coin), due to the definition of A’s
advantage, we have

i i 1
f- f-sim-real
AdVEREF 4(N) = 2 [Pr{Exptd ™ (V) = 1] - .
On the other hand, note that when 5 runs in the ideal experiment Exptea9e3! (\) A’s view is
completely independent of coin. Indeed, sk is generated by S and thus is independent of coin, and A’s
evaluation queries are also answered independently of coin. This means that the probability that A’s
guess coin on coin is correct (and consequently 3 outputs 1) is exactly 1/2, i.e., we have

o 1
PHBRET () = 1] =

Using the above two equations in the definition of Adv‘épprg;i‘i'} s5(A), we obtain Equation (2), as

required. This completes the proof for the selective single-key privacy of CPRF, and the entire proof of
Lemma 2.10. W

2.5 Correlated-Input Secure Hash Function

Here, we review the definition of a correlated-input secure hash function (CIH) that was originally
introduced in Goyal et al. [GORI11].

Syntactically, a CIH is an efficiently computable deterministic (hash) function that has a public
parameter pp that is generated by using some setup procedure, and we refer to such a pair of function
and setup procedure as a publicly parameterized function. In this paper, we will consider a CIH that is
associated with a group generator GGen. Thus, we model its setup algorithm by a “parameter generation”
algorithm PrmGen that takes a group description G generated by GGen as input, and outputs a public
parameter pp.

Formally, a publicly parameterized function CIH with respect to a group generator GGen, consists of
the two PPT algorithms (PrmGen, Eval) with the following interfaces:

PrmGen(G) L pp: This is the parameter generation algorithm that takes as input a group description G
output by GGen(1%). Then, it outputs a public parameter pp, where we assume that pp contains G
and the descriptions of the domain D and the range R.

Eval(pp, ) =: y: This is the deterministic evaluation algorithm that takes a public parameter pp and an
element z € D as input, and outputs an element y € R.

When there is no confusion, we will abuse the notation and denote by “CIH(pp, x)” to mean the execution
of Eval(pp, ). Furthermore, when pp is clear from the context, we may sometimes drop pp from the
input of CIH, and treat as if it is a single function (e.g. “CIH : D — R”) for more intuitive descriptions.

Security of CIHs. The security definition of a CIH that we use in this paper is a slightly generalized
version of correlated-input pseudorandomness [GOR11] (see Remark 2.12 for the differences from related
works).

Let GGen be a group generator, and CIH = (PrmGen, Eval) be a publicly parameterized function with
respect to GGen. Let F = {}—/\,z}/\eN,ze{O,l}* be a class of functions, where each F) . is a set of functions
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EXptCCiIhH,GGenJ-',A()‘) : O(f € ’F>\7PP) :
coin & {0,1} | Eval(pp,
G & GGen(1?) {RF(f(:):)
pp & PrmGen(G) Return y.

RF(-) & Func(D,R)
z&D
coin & A0 (pp)

— 2
Return (coin = coin).

f(z)) ifcoin=1
) if coin =0

Figure 3: Left: The security experiment for a CIH. Right: The definition of the oracle O in the
experiment.

parameterized by A € N and z € {0,1}*,'8 and it is required that for all A € N, if G & GGen(1*) and
pp & PrmGen(G), then the domain and the range of functions in F) p, are identical to the domain of
Eval(pp, ).

For the publicly parameterized function CIH, the group generator GGen, the function class F, and an
adversary A, we define the security experiment Exptgf‘H, #.4()) as described in Figure 3.

Note that in the experiment, the oracle O(-) that A has access to, takes f € F. A,pp as input, and returns
either the evaluation result CIH(pp, f(x)) or the output RF(f(z)) of the random function RF, depending
on the challenge bit coin € {0, 1}.

Definition 2.11 (Security of CIH). Let CIH be a publicly parameterized function with respect to a group
generator GGen, and let F be a function class. We say that CIH is a CIH for F (or, F-CIH) with respect to
GGen, if for all PPT adversaries A, the advantage AdeCiFH@Gen’;’A(/\) =2 Pr[ExptCCirH’GGenf,A(/\) =
1] — 1/2| is negligible.

Remark 2.12 (On the difference between CIHs and related-key secure PRFs (or PRGs)). This remark
provides additional information for readers who are familiar with related primitives. We note that
Definition 2.11 is essentially the same as the definition of a related-key secure pseudorandom generator
(RKA-PRG) by Bellare and Cash [BC10a, Section 6, Equation (27)]. A very minor difference is that
we explicitly consider public parameters in the syntax. An RKA-PRG can be seen as a generalized
version of correlated-input pseudorandomness by Goyal, O’Neill, and Rao [GOR1 1, Definition 7]. If A
in the security of a CIH must declare functions that will be queried to the oracle at the beginning of the
experiment (i.e., selective security) and RF(f(x)) is replaced by a uniformly random element in R, then
it is the same as correlated-input pseudorandomness. The reason why we select the name “CIH” is that it
is well-suited for our usage.

Moreover, an RKA-PRF implies an RKA-PRG!®. Therefore, the RKA-PRF (or RKA-PRG) by
Bellare and Cash [BC10a, Theorem 4.2] and the RKA-PRF by Abdalla, Benhamouda, Passelegue, and
Paterson [ABPP14, Theorem 7] are secure CIHs under our definition. (Of course, supported function
classes are the same as theirs.)

In Sections 3 and 5 , we introduce two concrete function classes for CIHs used as building blocks in
our proposed CPRFs.

18For a class of functions F considered for CIHs, we allow each member of F to be parameterized by not only A € N but also
z € {0,1}*. The role of z is to associate the functions with a public parameter pp generated by Setup(1*). See the security
experiment in Figure 3.

19Tf we fix an input of a PRF and view its key as a seed of a PRG, then the former can be seen as a latter.
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2.6 Collision Resistant Hash Function

We will also use a standard collision resistant hash function (CRHF), and thus we recall the definition
here.

Definition 2.13. We say that a publicly parameterized function Hey = (Setup, Eval) is a collision resistant
hash function (CRHF) if for all PPT adversaries A, the advantage Advﬂl () defined below is negligible:

AdVCHT,,A(/\) = Prlpp & Setup(1*); (z,2") & A(pp) : Eval(pp, z) = Eval(pp, ') A z # 2]

For notational convenience, whenever pp, and in particular the domain D and range R, are clear from
the context, we treat H, as if it is a single hash function, and use a notation like “H¢, : D — R.”

3 Building Block: Correlated-input Secure Hash

In this section, we construct a CIH for group-induced functions on QR”, and prove its security under the
DDH assumption. The definition of group-induced functions is given in Section 3.2.

Quadratic Residuosity groups. A safe prime ¢ is a prime such that ¢ = 2p + 1 for some p which is
also a prime. We denote by QR, the subgroup of all quadratic residues in Z;. From an elementary result,
we have that QR is a group of prime order p. We denote by SPGGen(lA) a group generator that outputs
a group description (G, q) where ¢ is a safe prime and ¢ = Q(2*%).

3.1 Naor-Reingold PRF and Our Variant

For constructing a CIH scheme, we will use a slight variant of the Naor-Reingold PRF [NRO4]. We first
recall their PRF, which can be defined with respect to any group generator GGen. We denote it by NR.
The setup takes a security parameter 1 as input and outputs a public parameter pp = (G, g,n) where G
is a group of prime order ¢ output from GGen(1?*), g is a generator of G, and n € N. The evaluation is
done as follows.

NR : (ZZ)”+1 x {0,1}" — G
((wo, R I (s P un)) — g(‘”O [T =)
Our variant is exactly the same as NR but with the key space (ZZ)”Jrl being replaced by QRZH
and the group generator being confined to SPGGen. In the variant, the key is sampled from the key
space @RZH uniformly at random. More precisely, our PRF is operated on @RZH x {0,1}" — G with

exactly the same evaluation as NR. We denote this PRF as NR'.
Recall that for the security of NR, we have the following lemma.

Proposition 3.1. (/NR04]) If the DDH assumption holds with respect to GGen, then NR with respect to
GGen is a secure PRF.

Regarding the security of NR’, we can show the following lemma.

Theorem 3.2. If the DDH assumption holds with respect to SPGGen, then NR' with respect to SPGGen
is a secure PRF.

The rest of this subsection is devoted to the proof of Theorem 3.2. Before proving the theorem, we
prepare two computational assumptions, and prove that both of them are reduced to the DDH assumption.
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Definition 3.3 (Quadratic Residuosity in the Exponent Assumption). We say that the quadratic
residuosity in the exponent (QRE) assumption holds with respect to SPGGen, if for all PPT adversaries
A, the advantage Advdpc.., 1(\) defined below is negligible:

Y

AV sena(N) = [PHA(G.0.9%) = 1] ~ Pr{A(G.g.6%) = 1]

where G = (G, q) & SPGGen(1*), g & G, z & QR,, and «’ & Z;.

Definition 3.4 (Quadratic Exponent Decisional Diffie-Hellman Assumption). We say that the quadratic
exponent decisional Diffie-Hellman (QE-DDH) assumption holds with respect to SPGGen, if for all PPT
adversaries A, the advantage Advggg‘an 4(X) defined below is negligible:

AdvErGgena () = ‘Pr[A(Q,g,gm,g%g”"y) =1] - Pr[A(G,9,9",9%,97) = 1]

9

where G = (G, q) & SPGGen(1%), g & G, and ,y, z & QR,.
We then prove that the above assumptions can be reduced to the DDH assumption.

Lemma 3.5. [f the DDH assumption holds with respect to SPGGen, then the QRE assumption holds with
respect to SPGGen.

Proof of Lemma 3.5. Let A be an adversary against the QRE assumption such that AdvdS. en, () is
non-negligible. For any group description G = (G, ¢) output by SPGGen(1?), we let

e(G) =Prlg &£ G,z & QR, : AG,9,47) = 1]
—Prlg & G,z & 7 A(G, 9, 9%) = 1].

Then, by definition, we have
_ qre
’Egispccen(lk)[e(g)]’ = AdVgpigen,4(A)-

We first construct a PPT algorithm A’ that given (G, g, g*) predicts the Legendre symbol (%) with
probability 1/2 + €(G) /2. Especially, the probability that it correctly predicts the Legendre symbol does
not depend on g € G or z € Z; and only depends on G. The construction of A’ is as follows.

A'(G,g,X): Ttpicks r & Zyand ' & Zj,sets g = g"and X' = X" and runs coin & A(G, ¢, X').

If coin = 1, then it outputs (%), and otherwise it picks 8 & {—1,1} and outputs 3.

The above completes the description of A’. For any group description G = (G, q), g € G and x € Z}, we
have

o[ = ()

/
=Pr [r S 8L =g X = (") - A(G, g, X') =1 A <$) = (xﬂ
q q
/ 1
+ Pr[r @Z;,x’ & Zig =g, X" = (g")" : A(G,¢', X') = 0] - 3
L o - ~ 3 " ~ R o 3 1
=5 Prg & G2 & QR,:A(G,G,9%) = 1]+ Pr[G,§ ¢ G2 & Z;: AG,5,9") = 0] 5
_ 1 €9
A
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where in the third equality we set § := ¢" and T := za’. We say that A’ succeeds if A'(G, g, g*) outputs
(3)-
q
Next, we construct a PPT adversary B that breaks the DDH assumption. The construction of 3 is as
follows.

B(G,g,X,Y,Z): It picks r & Z;, and executes a EAG,9,X),0 & A(G,g9,Y), ¢ & AG,g,9")
and d & A'(G, g, Z"). If abe = d holds, then it outputs 1 and otherwise it outputs 0.

The above completes the description of 5. We remark that each of the 4 executions of A’ called by B
succeeds with probability 1/2 + €(G)/2 and these probabilities are independent. If we have (%) (%) = (%)
where X = ¢*, Y = ¢g¥ and Z = g7, then B(G, g, X,Y, Z) returns 1 if and only if the number of

executions of A that succeed is even (i.e., that is 4, 2 or 0). This probability can be calculated as follows:

G+ F) o6+ F) -9+ (-9
1L A9

2 2

On the other hand, if we have (%)(%) # <§) where X = ¢*,Y = ¢gYand Z = ¢*,then B(G, g9, X,Y, Z)
returns 1 if and only if the number of executions of A’ that succeed is odd (i.e., that is 3 or 1). This
probability can be calculated as:

1 6(9)4 1 6(Q)4
1_<2+ 2 >_2_ 2

Note also that we always have (7)(%) = (%), while if z,y, » £ Zy, then (7)(%) = (%) and
( %)(%) # (%) occur each with probability 1/2. Therefore, we have

—_
™
—~
Q
~—
S

Prlg & G,z,y & 25 B(G. 9,9, 9%, 9"") =1] = - +

\)
\)

and

R *
r,y,2 < Ly :B(G,9,9",9%,97) = 1]

G,
1 €G)* 1 €G)*
(z+2> * (2_2>>
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Then, we can calculate the DDH advantage of B as follows:

AdvER Gen 5(N)

= |Pr(g & SPGGen(1Y), g & G, 2,y & Z; : B(G.9,9",6",¢™) = 1]

— Pr[G < SPGGen(1%),9 & G, 2y, 2 < Z; : B(G.g,9%, 9", 9°) = 1}‘

= R R o7* . T Y ATYY
- ‘ Egﬁsmcen(m{ Prlg < G,z,y < Zy: B(9,9,9%,9%,9™) = 1]

— Pr[g & G,z,y,z & ZZ . B(G, 9,4, ¢, ) = 1] } ’
6(9)4]

GESPGGen(12) [ 2

(Eg<55|>ccen(1A)[e(g)])4
2

_ 'A‘dvgtl;eGGen,A(/\)4
2 )

where the inequality is due to Jensen’s inequality. The above inequality shows that if Advg',rfGGem A(A) s

v

non-negligible, then so is Advg‘,j;hGGem 5(A), and thus proves the lemma. ™

Remark 3.6. At first glance, it seems strange that 3 introduces a “dummy” element g". This is to make the
advantage of B quartic in €(G) so that we can apply Jensen’s inequality. (We note that we cannot apply
Jensen’s inequality if that is cubic since €(G) may take a negative value.) Though a tighter reduction may
be possible using the random self-reducibility of an instance of the QRE problem, we give the above
reduction for simplicity.

Lemma 3.7. If the DDH assumption holds with respect to SPGGen, then the QE-DDH assumption holds
with respect to SPGGen.

Proof of Lemma 3.7. We have the following sequence of indistinguishability on quadruples of random
variables:

((9:9".9%,9™) | g < G,z < QRy, y & QR )
~e ((9,9°,9%,9") | g & Gz & 7,y < QR,) (from QRE, on z)
~e ((9:9°.9%.97) | g < G & 28, y<& I ) (from QRE, on 1)
~c ((9,9%,9%,9%) |g<iG,x<iZZ, y(iZf], z&Z;‘ ) (from DDH)

Q

¢ ((9:9°.¢".9°) |9¢ G,a & QR y < QR,, 2 & QR,) (from QRE, on z,y, 2).
From this and Lemma 3.5, we can conclude this lemma. W

Due to Lemma 3.5 and Lemma 3.7, we have that Theorem 3.2 follows directly from the following
lemma.

Lemma 3.8. If the QE-DDH and QRE assumptions hold with respect to SPGGen, then NR' with respect
to SPGGen is a secure PRF.

The proof can be done in a similar manner to the original proof of NR [NR04], albeit replacing the
DDH assumption with the QE-DDH assumption. We note one difference from the original NR proof is
that the reduction incurs a multiplicative loss by the number () of an adversary’s evaluation queries, since
an instance of the QE-DDH assumption does not have random self-reducibility. That is, the structure of
the proof proceeds more similarly to the proof for the Goldreich-Goldwasser-Micali PRF [GGM&6].
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Proof of Lemma 3.8. Let A be an adversary that attacks the PRF-security of NR’, and let @ be the number
of evaluation queries made by A. For ¢ € [0,n], j € [1,Q], we define an intermediate game as follows.

Gamey ;: At the beginning, the game picks zy, ...,z & QR, and prepares an empty list L. For the k-th
evaluation query from A, say, for @ = (u,...,uy) € {0,1}", the game does as follows. Denote
)y = (u1, . .-, u) and @)y = € (the empty string). It checks if a pair (4, tﬁ‘g) has already been in
the list L. If not, it does as follows.

o If k < j, it picks ta, & QR, and stores (|, tﬁw) into L.

o If k > j,itpicks ¢ & QR, and sets Ly y|lv
(@je-1l[v, ta,_, o) for both v € {0,1} into L.

gy = tg, , x j forv € {0,1}. It stores

W

It returns gti‘é |J L to A as the response to the k-th evaluation query.
Gamegpa: The game simply returns a random element in G for each evaluation query from A.

It is clear that Gamey ) is exactly the same as the PRF security game. On the other hand, in Gamegpal,
all the returned values are completely random, and hence, the adversary A has zero advantage. Let
Advy ; be the advantage of the adversary A in Gamey ;. We claim and prove the following.

* For ¢ € [0,n],j € [2,Q)], we have that Advy ;1 ~ Adv, ; under the QE-DDH assumption. The
proof is as follows. We observe that the two games differ at most at the response to the j-th
evaluation query, say, for @*. Indeed, they differ only if the pair (4 s tg ,) is not in L at the time of
the j7-th evaluation query. In such a case, we simulate the games by implicitly setting

tar,_, =2, Te =Y, tar, = 2, 3)
where (g, g%, g¥, g%) is the QE-DDH challenge. We can see that if z = xy then this simulates
Gamey ;_1, while if z & QR, then this simulates Gamey ;. Therefore, if the difference of A’s
advantage in the two games is non-negligible, it can be used to break the QE-DDH assumption.

* For ¢ € [1,n], we have that Advy_; ¢ ~ Advy; under the QE-DDH assumption. We observe that
the two games differ only at the response to the first query, say, for *. We thus simulate the games
by again setting exactly as Eq. (3). We can see that if z = xy then this simulates Gamey_1 , while
if 2 & QR then this simulates Gamey 1. Therefore, if the difference of A’s advantage in the two
games is non-negligible, it can be used to break the QE-DDH assumption.

* We have Adv,, 9 ~ Advfna under the QRE assumption. In game Game,, ¢, the answer to each

evaluation query is of the form g* where z i QR,. This can be modified to a random element in
G using the QRE assumption (applying it () times query-by-query).

Combining all the hybrids, this concludes the proof. ®

3.2 Bellare-Cash CIH Construction and Qur Variant

CIH for group-induced functions. The notion of (component-wise) group-induced functions with
respect to a group generator GGen is a function class W&indc — {\Pf\:g‘dc}AeN726{o71}* satisfying the
following property for all (A, z) € N x {0,1}*: If z can be parsed as a tuple (G,n,z2’) so that
G = (G,q) is a group description output by GGen(1%), n € N, and 2/ € {0,1}*, then we have
‘Ifiizndc = {va: (Zy)" — (Z3)" | @ € (Z;)"}, where for each @ € (Z;)", ¥3(7) = d* ¥ € (Z;)" and
* denotes the component-wise multiplication in Zj.
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CIH Construction. We are now ready to describe our CIH for the (component-wise) group-induced
functions with respect to SPGGen. It can be considered as a variant of the hash function by Bellare
and Cash [BC10a], denoted as CIHgc, which we recall as follows. The public parameter consists of
the description of G, which is a cyclic group of order ¢, output from the group generator GGen(1%), a
generator g of G, and a collision-resistant hash function H, : G"*! — {0,1}"~2. The evaluation is
defined as follows.

CHgc : (Z;)""' — G
7 — NR(QE, 11|]Hc,(NR(:E,eO),...,NR(f,en)>)

where ey = 0" and e, = 0F~1||1]|0"* for k € [n].

Our variant of CIH is exactly the same as CIHgc but the domain is restricted. In more detail, our CIH
is operated on QRZ‘H — G with exactly the same evaluation as CIHgc. Note that due to our restriction
on the domain, the NR evaluation inside the function is thus restricted to NR’. We denote this CIH as

ClHgz.

Theorem 3.9. If the DDH assumption holds with respect to SPGGen and Hc, is a CRHF, then CIH@E isa
secure CIH for the (component-wise) group-induced functions with respect to SPGGen.

Due to Theorem 3.2, which states that NR’ is a secure PRF under the DDH assumption, we have that
Theorem 3.9 follows directly from the following lemma.

Lemma 3.10. If NR' with respect to SPGGen is a secure PRF and Hc, is a CRHF, then CIH@E is a secure
CIH for the (component-wise) group-induced functions with respect to SPGGen.

Before proving Lemma 3.10, we recall some useful properties of NR observed by Bellare and
Cash [BC10a]. Recall that for @, b € (Z(’;)”H, we use the operator x to denote the component wise group

operation, i.e., Gxb= (ao - bo, ..., an - by ), where we parse @ = (ag, ..., an),gz (boy vy b))

Proposition 3.11. ([BC10a]) There exists an efficient algorithm T satisfying the following two properties.

Key-malleability: For any T,d € (ZZ)”H, inp € {0, 1}", we have that T (@, inp, NR(Z,inp)) = NR(@
Z,inp).

Uniformity: For any d,...,dy, € (ZZ)”Jr1 and pairwise distinct inpy, ...,inp,, € {0,1}", we have
that (T((i’l, inpy, RF(inpy)), ..., T(@n, inp,,,, RF(inpm))> is uniformly distributed in G™ where
RF(-) & Func({0,1}",G).

Proposition 3.12. (/[BC10a]) Let g = 0™ and ej, = 05~ *||1|[0"* for k € [n]. Forall@,d’, @ € (Z})"
such that @ # d', we have that (NR(d x Z, ep), ..., NR(@ x Z, e;,)) # (NR(@' * &, e9), ..., NR(d@' * T, e,,)).

We are now ready to prove Lemma 3.10.

Proof of Lemma 3.10. Let A be an adversary that attacks the security of CIHéE, and let () be the number
of evaluation queries made by .A. For simplicity and without loss of generality, we assume that .A does
not make the same query twice. We construct an adversary B that breaks the PRF-security of NR". The

construction of B is as follows.

BO(11): B first makes evaluation queries ey, to its own oracle O to obtain s, for k € {0,1,...,n}. It

then runs A(1*) and answers A’s queries as follows.
When A issues the i-th evaluation query @®, B responds as follows. It computes t,(j) =
T(Ec(i), ek, sk) forall k € {0,1,...,n} and ul®) = Hcr(t((f)7 ...,tff)). If there exists 7’ < ¢ such that
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u") = u®, then B aborts and outputs a random bit. Otherwise B makes an evaluation query
11]|u(® to its own oracle to obtain v(*). B then computes y® := T(a®, 11||u®, v()) and gives
v to A as the response to A’s k-th evaluation query.

When A halts, B outputs whatever A outputs.

The above completes the description of .

We now prove that B breaks the PRF-security of NR’ if A breaks the CIH-security of Cl ng- First,
we observe that the probability that B aborts is negligible. This follows from Proposition 3.12 and
the collision resistance of Hc,. That is, if B aborts, we can construct an adversary B’ that breaks the
security of CRHF. Hence, in what follows, we assume that 3 does not abort. If 3’s oracle O is the actual
PRF-evaluation algorithm, i.e., it is NR(&Z, -) for a randomly chosen # & QRZH, then B’s response (")
for A’s i-th evaluation query, satisfies the following equality for every ¢ € [Q]:

@ = T(G@", llHu(i), U(i))

y (
T(@", 11)[u®,N (*11HU" )
R

NR(@W » Z,11||u®)
= NR( >*x11HHr(t§f, £y
(@D % Z,11||Her (T(@D, €q, 50), ..., T(@D, €0, 50)))
(@D % Z, 11||Her (T (G0 eO,NR(x €0)), .y T(@D, en, NR(Z, €,))))
= NR(@Y * &, 11||Ho (NR(@ % , e9), .. NR( ()*a: cen)))
= ClHg (@9 « ).

This means that B correctly simulates the security experiment for CIHg for the case coin = 1.

It remains to prove that if B’s oracle O is a truly random function, then y(* for all i € Q]
are independently and uniformly random, and thus B correctly simulates the security experiment
for CIHgc for the case coin = 0. Note that the evaluation queries made by B to its own oracle
are e, €1, ...,en, 11[Ju)| .., 11||u{?). 1t is clear that they are pairwise distinct when B does not
abort. Therefore, by the uniformity of T we can conclude that y*) = T(a@®, 11||u®, O(11||u®)) for
i € [Q] are independently and uniformly random. We showed that B breaks the PRF security
if A breaks the CIH-security as long as the collision does not happen. That is, we proved that
Advngl;C,SPGGen,qlg’i”dc (A < Advm{, ,SPGGen B()‘) + AdVCHrcP:,B’()‘)' u

Now, Theorem 3.9 follows by combining Theorem 3.2 and Lemma 3.10.

4 CPRF for NC' Circuits

In this section, we first show a construction of a CPRF for NC! circuits with no-evaluation security, where
an adversary is not allowed to make evaluation queries (Section 4.1). We then show that by combining
the scheme with our CIH in Section 3, we can upgrade the security to the selective single-key security,
where the adversary is allowed to make evaluation queries unbounded times after it is given the secret
key (Section 4.2). We also show that the adaptive security can be achieved in the random oracle model
(Section 4.3).

4.1 Our Basic Constrained PRF

Here, we give a construction of a CPRF for NC! with no-evaluation security. We then prove that the
scheme has additional properties that we call semi-evaluability and universality. These properties will be
used in Section 4.2 and Section 4.3.
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Notations.

In the following, we will sometimes abuse notation and evaluate a boolean circuit C(-) : {0,1} — {0,1}
on input y € R for some ring R. The evaluation is done by regarding C(-) as the arithmetic circuit
whose AND gates (y1,y2) — y1 A y2 being changed to the multiplication gates (y1, y2) — y1y2, NOT
gates y — —y changed to the gates y — 1 — y, and the OR gates (y1,y2) — y1 V y2 changed to the gates
(y1,y2) — y1 + y2 — y1y2. It is easy to observe that if the input is confined within {0, 1}5 C R, the
evaluation of the arithmetized version of C'(-) equals to that of the binary version. (Here, we identify ring
elements 0,1 € R with the binary bit.) In that way, we can regard C'(-) as an ¢-variate polynomial over
R. The degree of C|(+) is defined as the maximum of the total degree of all the polynomials that appear
during the computation.

Class of Functions.

Let n = poly(A), z(n) = poly(n), and d(n) = O(logn) be parameters. The function class that will be
dealt with by the scheme is denoted by F NC! {]:/\Ngz N }ren, where ]-";\Vgl consists of (Boolean) circuits

f whose input size is n()), the description size is z(n), and the depth is d(n). We can set the parameters
arbitrarily large as long as they do not violate the asymptotic bounds above, and thus the function class
corresponds to NC! circuits with bounded size. The following lemma will be helpful when describing
our scheme.

Lemma 4.1. Let n = poly (). There exists a family of universal circuit {Uy, }nen of degree D(\) =
poly(X) such that Uy (f,x) = f(z) forany f € fﬁ\vﬂ)\) and x € {0,1}™

Proof. Due to the result by Cook and Hoover [CH85], there exists a universal circuit U, (-) of depth
O(d) = O(logn) and size poly(n, z,d) = poly(A). Furthermore, the degree of U,,(-) is bounded by
20(@) = poly(n) = poly(\).

Construction.

Let FNC' = {f/\Ngl }aken be the family of the circuit defined as above and {U), } ncny be the family of the
universal circuit defined in Lemma 4.1. Let the parameter D(\) be the degree of the universal circuit
(chosen as specified in Lemma 4.1). Since we will fix n in the construction, we drop the subscripts and
just denote F NC' and U in the following. We also let HGen be any group generator. The description of
our CPRF CPRFyg = (Setup, KeyGen, Eval, Constrain, CEval) is given below.

Setup(1*): It obtains the group description # = (H, p) by running H < HGen(1*). It then outputs the
public parameter pp := H.2°

KeyGen(pp): It chooses (b, ...,b.) & Lz, o & Zy, and g, hy, ..., hy, & H. Then it outputs msk :=
(b1,...,bs,a,9,h1,... hy).

Eval(msk, z): Given input z € {0, 1}", it computes and outputs

X e gU((blv"'va)a(xl7--'773”))/0‘ . H hlxl

i€[n]
Constrain(msk, f): It first parses (b1, ...,bs, a, g, h1,..., hy) <= msk. Then it sets

b= (b; — fi)a=t mod p forie [z]

20 Here, we intentionally use the symbol H and HGen instead of G and GGen. Looking ahead, in Section 4.2, the latter
symbols will be used to represent yet another group of order ¢ and corresponding group generator. There, we should require H
to be QR,,.
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where f; is the i-th bit of the binary representation of f. It then outputs
skp = (f, 00, 0l 9,9% . 0% S ha,... hy).

CEval(sky, x): It parses (f,b},...,0.,9,9% ... g ha,. ., hy) < sky. As proved in Lemma 4.2

z
below, it is possible to efficiently compute {c; };c|pj that satisfies

D
U((bl,...,bz),(:nl,...,xn)):f(:c)—}—Zcio/ )
i=1
from sky and z. If f(z) = 0, it computes X = T2, (g™ e - ) h;ﬁj and outputs X.

Otherwise it outputs L.

Correctness and semi-evaluability.

In order to prove the correctness, it suffices to show the following lemma.
Lemma 4.2. Given sky, x, one can efficiently compute {c; };c(p) satisfying Eq.(4).

Proof. The algorithm evaluates the circuit U () on input (MZ + fi, ..., b.Z + fo, a1, .., ) to Obtain
{Ci}ie{071,._,7p} such that

UBZA+ fi,.. U2+ foyan,..oan) =cot+ Y a2 (5)
1€[D]

where Z denotes the indeterminant of the polynomial ring Z,[Z]. Note that the computation is done over
the ring Z,[Z] and can be efficiently performed, since we have D = poly()). We prove that {c; };c|p
actually satisfies Equation (4). To see this, we first observe that by setting Z = 0 in Equation (5), we
obtain co = U(f1,..., fzyx1...,2,) = f(z). To conclude, we further observe that by setting Z = «
in Equation (5), we recover Equation (4), since we have b; = b;-a + f; by the definition of b;. This
completes the proof of the lemma. H

The lemma implies an additional property of the CPRF that we call semi-evaluability, which will be
useful in our security proof. We formally state it in the following lemma:

Lemma 4.3. There exist deterministic and efficient algorithms SEval and Aux satisfying the following
property. Forall f € FNC and x such that f(x) = 1 and for all possible msk & KeyGen(pp), sk &
Constrain(msk, f), we have

SEval(sk¢, x) - Aux(msk) = Eval(msk, z),

“ o»

where “-” indicates the group operation on H. (We refer to this property of our CPRF as semi-evaluability. )
Proof. We define SEval and Aux as follows.

SEval(sky, x): It first parses (f, ﬁ,...,b’z,g,go‘,...,gO‘Dfl,hl,...,hn) < sky. It then compute

{¢j}jep that satisfies Equation (4). It finally computes X' := f;l(go‘ifl)ci e h?j and

outputs X"
Aux(msk): It parses (by, ..., b.,a, g, hi,. .., hy) < msk and outputs g'/°.

The lemma readily follows from Equation (4) and f(z) =1. ®
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Universality.

The following lemma indicates that the above scheme can be seen as a universal hashing. The only reason
why we need hy, ..., h, in pp is to ensure this property. Formally, we have the following lemma. The
lemma will be used later in this section.

Lemma 4.4. For all z, ' € {0,1}" with x # x' and pp output by Setup(1*), we have

1
Pr[ msk & KeyGen(pp) : Eval(msk, z) = Eval(msk, z') | = ~.
p
Proof. Since x # a/, there exists an index ¢ such that z;; # 2. Let us fix msk except for h;. Then, we
can see that there exists a unique h; such that Eval(msk, x) = Eval(msk, z’) holds. Since h; is chosen
uniformly at random from H, the lemma follows. ®

No-evaluation security.

Theorem 4.5. If the (D — 1)-DDHI assumption holds with respect to HGen, then CPRFng defined above
satisfies no-evaluation security as a CPRF for the circuit class FNC,

Proof. Let A = (Ay,.A2) be any no-evaluation adversary that attacks the no-evaluation security of CPRF.
We prove the above theorem by considering the following sequence of games.

cprf

PRy FNC! A()\) against the no-evaluation

Game 0: This is the real single-key security experiment Expt
adversary A = (A, A2). Namely,

coin & {0,1} where the challenge oracle Ochp(+) is described
pp < Setup(1*) below.
msk & KeyGen(pp) N . . o :

. R Ochal(z*): Given z* € {0,1}" as input, it re-
X% HR turns Eval(msk, 2*) if coin = 1 and X ™ if
sk; & Constrain(msk, f)
con & A?Cha'(')(skf, st.4) We recall that Ocpa(+) is queried at most once

— 7 . during the game.
Return (coin = coin) gfhes

Game 1: In this game, we change the way sk; is sampled. In particular, we change the way of
choosing {b; };c[.] and {b},c[.). Namely, given the constraining query f from A;, the game picks

By, ... b)) & 7z, o & Zy, and sets b; := by + f; mod p fori € [2].
Game 2 In this game, we change the challenge oracle Ocpq(-) as follows:

Ochal(z*): Given z* € {0, 1}" as input, it returns SEval(sk s, 2*) - Aux(msk) if coin = 1 and X*
if coin = 0.

Game 3: In this game, we further change the challenge oracle as follows:

Ochal(z*): Given z* € {0,1}" as input, it first picks ¢ < H and returns SEval(sk,z) - ¢ if
coin = 1 and X™ if coin = 0.

Game 4 In this game, the oracle is changed as follows.
Ochal(z*): Given z* € {0, 1}" as input, it returns X * regardless of the value of coin.

Let T, be the event that Game ¢ returns 1.
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Lemma 4.6. Pr[T] = Pr[T]

Proof. It can be seen that the distributions of sk are exactly the same in these games. Since the change
is only conceptual, the lemma follows. H

Lemma 4.7. Pr[Ty] = Pr[T4]
Proof. The change is only conceptual due to the semi-evaluability and thus the lemma follows. B
Lemma 4.8. If the (D — 1)-DDHI assumption holds, then | Pr[T3] — Pr[Ta]| = negl(\).

Proof. For the sake of the contradiction, let us assume that | Pr[T3] — Pr[T2]| is non-negligible. We then
construct an adversary B that breaks the (D — 1)-DDHI assumption using A = (A, As2).

B(H,g,9% go‘z, . g‘“Di1 ,¥): Given the problem instance, B first gives the group description pp := H to
Aji. Then, A; outputs a constraining query f along with its state st 4. Then, 3 picks coin £ {0,1},
(B, oo L) <= Z2 sy By X* & Hoand gives sky = (f,85,...,b.,9,9% 9., g7 " ha,
..., hy) and the state st 4 to .A2. When A5 makes a challenge query z* for Ocpg((-), B returns
1 - SEval(sky, x*) if coin = 1 and X* if coin = 0 to Ajy. Finally, A outputs its guess coin. 3 then

9
outputs (coin = coin) as its guess.

It can easily be seen that 3 simulates Game, if ¢ = ¢!/ = Aux(msk) and Games if ¢ & H. The lemma
readily follows. ®

Lemma 4.9. Pr[T3] = Pr[T4]

Proof. In Game 3, the response to the challenge query is a random group element of H regardless of the
value of coin. Therefore, the change is only conceptual. m

Lemma 4.10. We have | Pr[T4] — 1/2| = 0.

Proof. In Game 4 everything A sees is independent from coin, and thus there is no way to guess it with
non-zero advantage. H

Therefore, the advantage of A is Advszr;FNE,]-'NCl,A()\) = 2. |Pr[Tg] — 1/2| = negl()\). This

completes the proof of the theorem. W

4.2 Selectively-secure CPRF in the Standard Model

Here, we give our CPRF for NC! with selectively single-key security in the standard model. The scheme
is obtained by combining our CPRF CPRFyg = (Setupyg, KeyGenyg, Evalyg, Constrainyg, CEvalyg)
for the function class FNC' in Section 4.1 with our CIH ClHge = (Prm Gengz, EvaIéE) constructed in
Section 3. For the simplicity of the notation, we will denote Evalgz (ppcin; -) by CIHg () when ppcy
is clear. Let SPGGen denote the group generator defined in Section 3. The construction of our scheme

CPRFyct_sel = (Setup, KeyGen, Eval, Constrain, CEval) is as follows:

Setup(1*): It first runs Gy < SPGGen(1*) to obtain the group description Gy := (G, ¢). Recall that Gy
also defines the description of the group QR, C Z; of prime order p = (¢ — 1)/2. We denote

the description of the group by G; := (QR,, p). It then samples ppcy & PrmGeng:(Go). Let
PPNE = G1. It outputs pp := (pPciy; PPNE)-

KeyGen(pp): It first parses (ppcjy, PPNg) < Pp and runs msk; < KeyGenyg(ppyg) for i € [m)]. It
then outputs msk := (msky, ..., msk,y).
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Eval(msk, z): It first parses (msky, ..., msk,,) <— msk and outputs
y = CIHévC( Evalng(mski, 7), ..., Evalyg (mskon, x)).

where we recall that we have CIHg- : (QR,)™ — G and Evalyg(msk;, ) : {0,1}" — QR, for
i € [m] (for simplicity, we omit writing ppcjy and ppyg here).

Constrain(msk, f): Itfirst parses (mskq, ..., msk,,) <= msk. It then computes sk 7 ; & Constrainyg (msk;, f)

for i € [m] and outputs sk := (sky,1,...,5kfm).

CEval(skys,z): It first parses (sky1,...,Sk.,) < sky. It then computes X; = Evalyg(sky,;,x) for
i € [m] and outputs CIHgz (X1, ..., Xim).

Remark 4.11. In the above, we need m instances of CPRFyg, which may seem redundant. This is
necessary because the domain of the CIH constructed in Section 3 is QR™ for m = poly(\), and thus
input of the CIH must be an m-dimensional vector. If we had a CIH for group-induced function on QR,
then the m times blowup could be avoided.

Remark 4.12. The algorithm Setup implicitly uses the group generator SPGGen’ that first runs SPGGen
to obtain G = (G, ¢) and then outputs the group description (QR,, p). Here, from the technical reason,
we assume that the description of QR implicitly contains that of G as well. While our construction in
Section 4.1 can be instantiated with any prime-order group generator HGen, our scheme above requires to
instantiate the scheme with the specific group generator SPGGen’.

It is easy to observe that the correctness of the above scheme follows from that of the underlying
schemes. The following theorem addresses the security of the scheme.

Theorem 4.13. The above construction CPRFyc1_g is a selective single-key secure CPRF for the function

class FNC' if the (D — 1)-DDHI assumption holds with respect to SPGGen’ (see Remark 4.12) and the
DDH assumption holds with respect to SPGGen.

Proof. The security of the scheme will be proven by the no-evaluation security, semi-evaluability, and
universality of CPRFyg as well as correlated-input security of Cl HéE for (component-wise) group-induced
functions. Let A = (A;,.42) be any selectively admissible adversary that attacks the selective single-key
security of CPRF. For simplicity, we assume that .42 never makes the same query twice, makes a challenge
query only once (see Remark 2.6), and all evaluation queries  made by A; satisfy f(x) = 1. In the
following, () denotes the upper bound on the number of the access to the evaluation oracle Eval(msk, -)
made by As. We prove the theorem by considering the following sequence of games.

cprf
CPRFyc1sers
adversary A = (A;,.Ay) where the coin of the game is fixed to coin = 1. Namely,

Game 0: This is the actual single-key security experiment Expt against the selective

FNcl ,A()\)

pp & Setup(1?) low.
msk & KeyGen(pp)

(f.sta) < Ai(pp)

: _ turns Eval(msk, x).
sk < Constrain(msk, f)

con & A?Cha'(')’Eval(mSk")(skf,stA) Ochal(+): Given z* € {0, 1}" as input, it returns
Return coin y* = Eval(msk,z*). (Recall that we set

coin = 1 in this game.)

Game 1: In this game, we do not differentiate the challenge oracle Ocp,(+) from Eval(msk,-) and
identify them. Namely, A5 is equipped with the following oracle Operge () instead of Ochai(-) and
Eval(msk, -).
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OMerge(+): Giventhe j-thquery 2(9) € {0, 1}" from As, it first computes Xi(j) = Evalyg(msk;, z(9))
for ¢ € [m] and then returns y(j) = CIHéE(XfJ), . 7X,(nj)).

(We note that Opmerge(+) simply returns Eval(msk, ) given x.) Since we do not differentiate the
challenge query from the evaluation query in this game, we have z* = z9) for some j € @+ 1].

Game 2: Let Col be the event that there exist j1 # j2 € [@ + 1] such that (ijl), . %1)) =
(X 1(J 2), ey Xfﬂf)). If Col occurs, the game immediately aborts and outputs a uniformly random

bit. The rest is the same as the previous game.

Game 3 In this game, we change the way {X Z-(j )}ie[m] jel@+1) is created. In particular, Operge(+) works
as follows:

OMerge(+): Given the j-th query V) ¢ {0,1}™ from Ay, it proceeds as follows. There are two
cases to consider:

1. For the first query M it first computes

xW = Evalyg (msk;, (M) fori € [m)].

7

Then, it computes and returns y!) = CIHéE(Xfl), e 7(,%))

2. To answer evaluation queries (/) with j > 1, it first computes
Xz(]) = Xz(l) . SEvaINE(skfvi,:c(l))_l . SEV3|NE(Skf7i,‘T(j)) fori € [m] (6)

Then, it computes and returns y/) = CIHvaC(Xl(j), . ,Xﬁ{)).

Note that during the above phase, as soon as the game finds j; # jo € [Q + 1] such that

(ijl), ey %1)) = (ijQ), ey 7(72;2)), the game aborts and outputs a random bit (as specified
in Game 2).

Game 4 We define Col’ as the event that there exist j; # j2 € [@Q + 1] such that
SEva|NE(Skf7i,£L'(j1)) = SEV3|NE(Skf7i,:E(j2)) Vi € [m]
In this game, the game aborts when Col” occurs instead of Col.

Game 5: In this game, we change the way Xi(l) is chosen. In particular, the first item of the description

of the oracle Omerge(+) in Game 3 is changed as follows:
1. For the first query M), it first sets
(1) Rr .
X, < QR, foric [m].

Then, it computes and returns y1) := CIHéE(Xfl), e ,Xﬁp).

Game 6 In this game, we further change the oracle OMerge(‘) as follows:

OMerge(+): Given the j-th query from the adversary z0) e {0,1}™, it picks y(j ) & G and returns
it.

Game 7 This is the real game with the coin being fixed to coin = 0. Namely, A is equipped with the
oracles Ochal(-) and Eval(msk, -) that work as follows. (We do not consider Operge(-) any more.)
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Eval(msk, ) : Given z € {0, 1}" as input, it returns Eval(msk, x).

Ochal(+): Given z* € {0,1}™ as input, it picks y* & G and returns it. (Recall that we set coin = 0
in this game.)

Let T, be the event that Game i returns 1.
Lemma 4.14. Pr[T;] = Pr[Ty).

Proof. Since coin = 1in Game 0, we have Ocpa|(-) = Eval(msk, -). Therefore, this is only the conceptual
change. ®

Lemma 4.15. If m > n,

Pr[Ts] — Pr[T1]| = negl(A).

Proof. It is easy to see that we have | Pr[To] — Pr[T;]| < Pr[Col]. We will show that Col occurs only
with negligible probability. We observe that

pp & Setup(1?), msk & KeyGen(pp) :

Pr[Col] < P
rCol] < 1C[EI:U,:I:’E{O,l}" s.t. :c;éa:’/\(Xl,...,Xm):(X{,...,Xr/n)]

where X; = Evalyg(msk;, 2) and X! = Evalyg(msk;, 2’) in the above. Therefore, it suffices to show that
for any pp output by Setup(1*),

Pr [ msk < KeyGen(pp) : Jz,2" € {0,1}" st z# 2 A(X1,...,Xm) = (X],..., X, )}

is negligible, We can bound the term by

< > Pr[msk@KeyGen(pp) (X, X)) = (X{,...,an)}
z,x’€{0,1}" x#a’
= Z ( H Pr { msk; < KeyGenyg(ppng) : Evalye(msk;, 2) = Evalyg(mskg, ) D
z,x’€{0,1}" x#x’ i€[m]
22n 4qn
< =
A

where we used the union bound in the first inequality and the universality of CPRFyg (Lemma 4.4) in the
last inequality. The quantity is negligible when m > n as desired. ®

Lemma 4.16. Pr[T3] = Pr[T3].

Proof. 'We prove that the change is only conceptual. The difference between the games is that X i(j Vis

computed as Evalyg(msk;, zU )) in Game 2, whereas it is computed as the right-hand side of Equation (6)
in Game 3. We show here that they are actually equivalent. The right-hand side of Equation (6) equals to
Xi(l) . SEvaINE(skf,i,x(l))_l . SEvaINE(skﬁi,x(j))
= Auxng(msk;) - SEvaINE(skf,i,x(l)) : SEvaINE(skﬁh;1:(1))_1 . SEV3|NE(Skf7i,ZL'(j))
Auxng (msk;) - SEvalne(sk 4, :c(j))
= Evalyg(msk;, x(j))

where we used our simplification assumption that f(z()) = f(2)) = 1 and semi-evaluability
(Lemma 4.3) in the first and the last equations above. H

Lemma 4.17. Pr[T4] = Pr[T3].
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Proof. It suffices to show that the abort conditions Col and Col’ are equivalent. We have
SEvaINE(skfyi,x(jl)) = SEvaINE(skfyi,:):(jQ)) Vi € [m]
< Auxne(msk;) - SEvaINE(skf,i,x(jl)) = Auxnge(msk;) - SEvalne(sky,i, :c(j2)) Vi € [m)]
o x9) = xU) vie [m).

Hence, the change is only conceptual. The lemma readily follows. H

Lemma 4.18. If CPRFng satisfies no-evaluation security when instantiated by the group generator
HGen := SPGGen’, we have | Pr[T5] — Pr[T4]| = negl(\).

Proof. For the sake of the contradiction, let us assume | Pr[T5] — Pr[T4]| is non-negligible for the
adversary A = (A1, Az). We consider the following hybrid games for k& € {0,1,...,m}:

(1)

Game 4.k: This is the same as Game 4 with the following difference. In this game, XZ-1
Xi(l) = EvaINE(mski,az(l)) when i > k and X; & QR, when i < k.

is set as

By the definition, we have Game 4.0 (resp. Game 4.m) is equivalent to Game 4 (resp. Game 5). Therefore,
we have
| Pr[T5] — Pr[T4]| = Pr[Tam] — Pr[Taoll = > |Pr[Tar] — Pr[Tar 1]
ke[m]

where Pr[T;] denotes the probability that Game 4.k outputs 1. By the above inequality, we have that there
exists an index k* such that | Pr[T4 x+] — Pr[T4x+_1]| is non-negligible. We then construct an adversary
B = (B1, B2) that breaks the no-evaluation security of the underlying scheme CPRFyg. The description
of B is as follows.

Bi(ppne): Given the group description ppyg = (QRy,p), By first recovers the group description
Go = (G, q) from (QR,, p) (See remark Remark 4.12). 31 then samples ppcy & PrmGenz:(Go)

and sets pp = (ppcin, PPNE)- It then runs (f,st4) & A;(pp) and outputs (f, st = st 4).

Bg) chal (") (sks,st): Here, we denote the master secret key of the no-evaluation security game (played
for B) by msk’. The task of By is to distinguish whether Ocpa(+) corresponds to Evalyg(msk’, -)
or RF(-). First, By picks msk; < KeyGenpg(ppne) for i € {k* +1,...,m}. B then runs
Az (sky,st4) and simulates Operge () for As as follows:

* To answer the first query zM from Ao, By submits the same zW toits challenge oracle Ocpa(+).
Then, By is given R. Then, Bs sets Xi(l) = SEvalng(msk;, x(l)) fori > k* +1, X,gi) = R,
and samples XZ»(I) & QR, for i < k* — 1. Finally, B; returns y = CIHévC(Xfl), e ,Xf,}))
to As.

* To answer the query 2U) with j > 1 from Ay, By first parses sky — (sky,1,...,5kf.,) and
computes Xi(j) = Xi(l) - SEvalng(sk s, (1))~ - SEvalng(sk sz, 1)) for i € [m]. It then
returns y9) = ClHg (X1, ..., X)) to Ao.

Note that during the above phase, as soon as Bs finds j; # j2 € [Q)] such that (X 1(j 1), . XT(,‘?;I)) =

(X {j 2), e y(,ff)), B3 aborts and outputs a random bit. When 45 terminates with output coin, B,
outputs coin as its guess and terminates.

The above completes the description of B. It is straightforward to see that 3 makes only single challenge
query. It is also easy to see that B simulates Game 4.(k* — 1) for A when B’s challenge oracle is
Evalye(msk’, -) and Game 4.k* when B’s challenge oracle is RF(-). Note that in the former case, B
implicitly sets msky« := msk’. Since B outputs 1 if and only if A outputs 1, we have that B’s advantage
is | Pr[T4.x+—1] — Pr[T4x+]|, which is non-negligible. This completes the proof of the lemma. ™

31



Lemma 4.19. If CIH < is a einde_CIH with respect to SPGGen, then we have | Pr[Tg] — Pr[Ts]| =
negl(\).

Proof. For the sake of the contradiction, let us assume that | Pr[Tg] — Pr[T5]| is non-negligible for the
adversary A = (A1, .Az). We then construct an adversary B3 that breaks the security of CIHE;E as follows.

BOO) (ppeyn): At the beginning of the game, B is given the public parameter pp¢y of the CIH. Then
it parses the group description (G, ¢) from pp¢;y and obtains the description of another group
pPne = (QR,,p). It then sets pp = (ppciy, PPne) and runs (f,st4) & Ai(pp). It further
samples msk; < KeyGenyg (ppyg) and sk ; < Constrainyg(msk;, f) for i € [m]. It then gives
the input sk := (sky1,...,skf,) and st 4 to Az and simulates Omerge(+) for Az as follows:

« To answer the first query z(*) from As, B queries its oracle on input 5(1) =(1,...,1) € QR
to obtain y( ). 1t then passes y ) to Aj.

« To answer the query (/) with j > 1 from A, B first parses sk — (skf1,...,skm,) and
computes ¢§j) = SEvalng(sky i, #()) ™1 - SEvalyg(skf,20)) for i € [m]. B then sets
(E(J') = (¢§j ), cees 7(7]1)) and queries qb(ﬂ to its oracle. Given the response /) from the oracle,
B, relays the same value to As.

Note that during the above phase, as soon as B finds j; # j2 € [Q] such that SEvalng(sky;, x(jl)) =
SEvaINE(sk Fir T 202)) for all i € [m ] it aborts and outputs a random bit. When A5 terminates with
output coin, B outputs the same coin and terminates.

The above completes the description of 3. Here, we prove that B simulates Game 5 when B’s challenge
coin coin’ is 1 and Game 6 when coin’ = 0.

We start by proving the former statement. When coin’ = 1, the CIH security experiment ¢ chooses
randomness R := (Ry, ..., Ry) & QRZ" during the game and the oracle O(+) returns CIHZ- (R* ) on
input B’s query ¢ = (¢1,---,9m) € QRY". The view of Ay corresponds to Game 5, w1th Xi( ) being
implicitly set as X Z-(l) = R, fori € [m].

We next show the latter statement. When coin’ = 0, the CIH security experiment chooses randomness
R:=(Ri,...,Rm) & QRy" during the game and the oracle O(-) returns RF(R * ¢) on input B’s query
¢ = (¢1,...,dm) where RF(-) is a random function. In order to prove that B simulates Game 6, it
suffices to show that all the queries made by B are distinct. We have

gbz(jl) = gf)gh) <~ SEvaINE(skfi,:E(jl)) = SEvaINE(skm,x(jZ))

by the definition. Since B aborts whenever Col’ occurs, this implies that B does not make the same oracle
query twice. W

Lemma 4.20. We have | Pr[T7] — Pr[Tg]| = negl(A).

Proof. This can be proven by applying the same game changes as that from Game 0 to Game 6 in a
reverse order, with the only difference that the challenge query z* is always returned by a uniformly
random group element y* <& G. ™
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We have

cprf 5. — ] _1
AdVCPRFNcl_Se“fNCIA()‘) = 2 |Pr[coin = coin] 5
= |Pr[A outputs 1 | coin = 1] — Pr[A outputs 1 | coin = 0]
= ’PI"[Tﬂ — Pr[TOH

7
<Y |Pr[T] — Pr[T;4]|
i=1
= negl(A).

This completes the proof of the theorem. H

4.3 Adaptively-secure CPRF in the Random Oracle Model

Here, we construct an adaptively single-key secure CPRF for NC! in the random oracle model. As
a building block, we use our no-evaluation secure CPRF CPRFyg in Section 4.1. We first show that
CPRFyE satisfies the property that we call statistical collision resistance, which will be defined below.

Statistical collision resistance. We say that a CPRF = (Setup, KeyGen, Eval, Constrain, CEval) is
statistically collision resistant if

Pr[3z # 2 s.t. Eval(msk, x) = Eval(msk, 2’)] = negl(\)

where pp & Setup(1*), msk & KeyGen(pp).
We remark that CPRFyg constructed in Section 4.1 satisfies statistical collision resistance if the
underlying group H = (H, p) is chosen so that p > 22"+, This can be seen by

Pr[3x # 2’ s.t. Eval(msk, z) = Eval(msk, 2’)]

< 2% max Pr[Eval(msk, z) = Eval(msk, z')] (from union bound)

r#x!
= 22" /p (from the universality of CPRFyE)
<27

Construction. Here, we give a construction of an adaptively secure CPRF CPRF,, := (Setup, KeyGen, Eval,
Constrain, CEval) in the random oracle model. Let CPRFng = (Setupyg, KeyGenyg, Evalyg, Constrainyg,
CEvalng) be our no-evaluation secure CPRF for a function class F NC' in Section 4.1. Let H be a function
from {0, 1}* to R, which will be modeled as a random oracle in the security proof.

Setup(1*): It runs ppyg < Setupyg(17), sets pp := ppye. and outputs pp.

KeyGen(pp): It runs mskye < KeyGenyg(pp), sets msk := mskye, and outputs msk.
Eval(msk, z): It computes X := Evalyg(msk, z) and y := H(X) and outputs y.
Constrain(msk, f): It runs sk'}IE := Constrainyg(msk, f), sets sky = sk?E, and outputs sk 7.
CEval(skys,z): It computes X := Evalyg(sk¢, ) and y := H(X), and outputs y.

Theorem 4.21. Our scheme CPRF,, defined above is adaptively single-key secure CPRF for the function
class FNC" in the random oracle model, if the (D — 1)-DDHI assumption holds with respect to the group
generator HGen (which is internally used by CPRFE.)
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Proof.  The security of the scheme will be reduced to that of CPRFyg. Let A = (A;,.43) be any
admissible adversary that attacks the adaptive single-key security of CPRF,,. For simplicity, we assume
that .4 makes a challenge query only once (see Remark 2.6). We also assume that .A never makes the
same query twice and all evaluation queries x made by A, satisfy f(x) = 1.

Game 0: This game is Exptcc",;;Fr07BF7A()\). Namely,
coin & {0,1}
PP == ppnE < Setupye(1*)
msk = mskng < KeyGenye(pp)
v ER
(f,sta) & AlRO(')vOEvaI(')vOChaI(')(pp)
sky = sk?E & Constrainyg(msk, f)
Goin & AQRO(')voEvaI(')’OChaI(')(Skf,StA)

Return (coin < coin)
where RO(+), Ogyal(+) and Ochai(+) are oracles described below.

RO(:): Given X € {0,1}"™ as input, it returns H(X).
Okgval(+): Given z € {0,1}" as input, it computes X := Evalyg(msk,z) and y := H(X) and
returns y.

Ochal(+): Given z* € {0,1}™ as input, if coin = 1, then it works similarly to Og, 4. Otherwise it
returns y*.

We remark that we simplify the experiment compared to the definition given in Section 2.3 by using
the assumption that .4 makes a challenge query at most once.

Game 1: In this game, the random oracle is sampled lazily. Namely, oracles RO, Og,, and Ocp,) are
modified as follows. These oracles share a list HList, which is initialized to be empty at the
beginning of the game.

RO(:): Given the input X, it returns y if there exists y € R such that (X, y) € HList. Otherwise
it picks y & R, adds (X, y) to HList, and returns y.

Okgval(+): Given the input z, it first computes X = Evalyg(msk, z). If there exists y € R such
that (X, y) € HList, then it returns y. Otherwise it picks y < R, adds (X, y) to HList, and
returns y.

Ochal(+): If coin = 1, then it works similarly to Og,,. Otherwise it returns y* given the input z*.

Game 2: In this game, the evaluation and the challenge oracles do not refer to HList at all, and updates
of HList by these oracles are delayed until .4; declares its constrain query. Namely, Og,, and
Ochal are modified as follows, and the procedure HashSet defined below runs immediately after
Aj outputs (f,st4). Opyal and Ocpa maintain a list EList, which is initialized to be empty at the
beginning of the game, instead of HList. Note that RO still maintains and refers HList as in the
previous game.

Okval(+): Given the input z, it returns y if there exists y € R such that (x,y) € EList. Otherwise
it picks y < R, adds (z, ) to EList, and returns .

Ochal(+): If coin = 1, then it works similarly to Og,,. Otherwise it returns y* given the input z*.

HashSet: For all z such that f(z) = 0 and there exists y € R such that(z, y) € EList, it computes
X = Evalyg(msk, z) and adds (X, y) to HList.
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Game 3: In this game, the challenge oracle always returns y* regardless of coin. Namely, Ochg is
modified as follows.

Ochai(z): Given the input z*, it returns y*.

This completes the description of games. Let T; be the event that Game ¢ returns 1. Then we have to
prove that | Pr[To] — 1/2| is negligible.

Lemma 4.22. We have Pr[T] = Pr[T]
Proof. The modification from Game 0 to Game 1 is just conceptual. H
Lemma 4.23. If CPRF g is no-evaluation secure, then we have | Pr[Ta] — Pr[T1]| = negl(\).

Proof. In the following, HList; denotes the set of X such that there exists y such that (X, y) € HList and
EList; denotes the set of « such that there exists y satisfying (x, y) € EList. Game 2 differs from Game 1
only when either of the following events occurs.

1. A; makes a query X to RO such that there exists z € EList; satisfying X = Evalyg(msk, z).

2. A makes a query X to RO such that there exists 2 € EList; satisfying X = Evalyg(msk, ) and

f(@) = 1.
3. A; or Ay makes a query x to Opya or Ochg satisfying X € HList; for X = Evalyg(msk, x).

4. Ay or Ay makes a distinct queries x and z’ to Ogya or Ochal such that Evalyg(msk,z) =
Evalyg(msk, ).

If one of the above events occurs, then one of the events Bady, Bads or Col defined below occurs . (If
Event 1 occurs, then Bad; occurs, if Event 2 occurs, then Badsy occurs, if Event 3 occurs, then Bad; or
Bads occurs, and if Event 4 occurs, then Col occurs.)

Bad;: At the point just after .A; halts (before HashSet runs) in Game 2, there exist z € EList; and
X € HList; such that X = Evalyg(msk, x).

Bada: At the end of Game 2, there exist € EList; and X € HList; such that X = Evalyg(msk, z) and
f(z) = 1 hold.

Col: A; or As makes a distinct queries x and 2’ to Ogya or Ocha such that Evalyg(msk, z) =
Evalyg(msk, ).

Therefore we have | Pr[Ty] — Pr[T;]| < Pr[Bad;] + Pr[Bady] + Pr[Col]. First, we prove that
Pr[Bad,]| is negligible if CPRFyE is no-evaluation secure. We assume that Pr[Bad; | is non-negligible
and we construct an adversary B = (B, B2) that breaks the no-evaluation security of CPRFyg as follows.

Bi(pp): It sets stz := pp and outputs ( fone, Stg), Where fone is a function that outputs 1 for all inputs.

BS(')(skfone, stg = pp): (where O(.) is either Eval(msk, -) or RF(-) & Func({0, 1}", H)) It initializes
HList and EList to be empty, picks coin < {0, 1} and * & R, and runs A?O(')’OE“'(')’OC“'(') (pp)-
(We remark that it can simulate oracles since they do not need msk.) It maintains HList and EList
as in Game 2. When .A; halts, By randomly picks 7* < EList; and queries Z* to its own challenge
oracle to obtain X*. If X* € HList; holds, then it outputs 1 and otherwise outputs 0.
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This completes the description of . First, we remark that B is an admissible adversary since fone(z) = 1
for all z € {0,1}". We prove that B distinguishes whether O(-) = Evalyg(msk, -) where msk <
KeyGenyg(pp) or O(-) = RF(-) where RF(-) & Func({0,1}", H) with a non-negligible advantage.
(Here, we recall that the range of the function Evalyg(msk, -) is H, which is a prime-order group defined by
pp = ppne.) When O(-) = Evalyg(msk, -), if Bad; occurs, then X* € HList; holds with probability at
least 1/|EList|. Therefore B3 outputs 1 with probability at least Pr[Bad;]/|EList|, which is non-negligible.
On the other hand, if O(-) = RF(-), then X* is a truly random group element of H, and thus X * € HList;
holds with probability at most |HList|/|H]|, which is negligible. Therefore B distinguishes these two
cases with non-negligible advantage, and this contradicts the security of CPRFyg. Hence Pr[Badi] is
negligible.

Next, we prove that Pr[Bads] is negligible if CPRFyg is no-evaluation secure. We assume that
Pr[Bads] is non-negligible and we construct an adversary C = (C1,Cs) that breaks the no-evaluation
security of CPRFyg as follows.

Ci(pp): It initializes HList and EList to be empty, picks coin < {0,1} and y* & R, and runs
A?O(')’OEVQ'(')’OC“'(') (pp). (We remark that it can simulate oracles since they do not need msk.) It
takes over HList and EList from stc and maintains them as in Game 2. Let (f, st 4) be an output by

A;. Then it sets st¢ := (sta, HList, EList) and outputs ( f, stc).

C;Q(')(skf,stc): (where O(-) is either Eval(msk, -) or RF(-) & Func({0, 1}, H)) It parses (st4, HList,
EList) <+ stc and runs Ago(')’oE“'(')’OCha'(')(skf, st4). (We remark again that it can simulate
oracles since they do not need msk.) It maintains HList and EList as in Game 2. When 45 halts,
Bs randomly picks #* such that f(Z*) = 1 from EList; and queries £* to its own oracle to obtain
X*.If X* e HList; holds, then it outputs 1 and otherwise outputs 0.

This completes the description of C. First, we remark that C is an admissible adversary since we have
f(#*) = 1. We prove that C distinguishes whether O(-) = Evalyg(msk, -) where msk < KeyGenyg (pp)
or O(-) = RF(-) where RF(-) & Func({0,1}",H) with a non-negligible advantage. When O(.) =
Evalng(msk, -), if Bads occurs, then X* € HList; holds with probability at least 1/|EList|. Therefore
B outputs 1 with probability at least Pr[Bads]/|EList|, which is non-negligible. On the other hand,
if O(-) = RF(-), then X* is a truly random group element of H, and thus X* € HList; holds with
probability at most |HList|/|H|, which is negligible. Therefore C distinguishes these two cases with
non-negligible advantage, and this contradicts the security of CPRFyg. Hence Pr[Bads] is negligible.
Finally, it is clear that Pr[Col] is negligible due to the statistical collision resistance of CPRFyg. By
combining the above, we can conclude that | Pr[To] — Pr[T1]| is negligible, and the lemma is proven. |

Lemma 4.24. We have Pr[T3] = Pr[T3].

Proof. Let z* be the A’s challenge query and §* be the random value that is picked by Ocp, to answer
the query when coin = 1. (We remark that Ocp, must pick a fresh random value 7* since a challenge
query z* is different from all evaluation queries and thus =* ¢ EList;.) We claim that no information of
y* is revealed to A except that from Ocp,. First, since we have x # x* for all evaluation queries x, *
cannot be revealed through evaluation queries. Second, since we have f(z*) = 1, no information of §* is
used to create HList, and thus no information of §* is revealed through hash queries. In summary, A
cannot obtain any information on y*, and thus .4 cannot notice any difference if that is replaced by a fresh
random element. W

Lemma 4.25. We have | Pr[T3] — 1/2| = 0.

Proof. Game 3 uses no information on coin, and thus .4 cannot distinguish cases of coin = 0 and coin = 1
with a positive advantage. H

This completes proof of the adaptive single-key security. B
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S Private Constrained PRF for Bit-fixing

In this section, we construct a single-key private CPRF for bit-fixing. Our scheme is selectively secure
under the DDH assumption. We also construct an adaptively secure single-key private CPRF for bit-fixing
in the ROM in Section 5.2.

Bit-fixing functions. First, we define a function class of bit-fixing functions formally. The class

BF = {BF,}nen of bit-fixing functions is defined as follows2!. BF, is defined to be the set
0 ifforalli, ¢ = =
{BF¢}eeq0,1,53n Where BF () == roralin, & = wohds = & By an abuse of notation, we often
” 1  otherwise

write ¢ to mean BF, when that is given as an input to an algorithm.

CIH for affine functions. We introduce the notion of affine functions for CIH since it is used in our
private CPRF for bit-fixing. The class of affine functions with respect to a group generator GGen,
denoted by @ = { @f\fi} AeN,ze{0,1}+» is a function class satisfying the following property for every
(A, z) € Nx{0,1}*: If zcan be parsed as atuple (G, m, z’) sothat G = (G, p) is a group description output
by GGen(1*), m € N, and 2’ € {0, 1}*, then we have ®3", = {¢q 5 : Zy' — Zi" | @ € (Z;)™, ¥ € Z'},
where for each 1, ¥, ¢ 5(¥) = 4 © ¥+ ¥ € Z;" and © denotes the component-wise multiplication in Z,,.

We will use the following theorem that is implicitly proven by Abdalla et al. [ABPP14] (see also
Remark 2.12).

Theorem 5.1. (implicit in [ABPP 14, Theorem 7]) Let GGen be a group generator. If the DDH assumption
holds with respect to GGen, then for any polynomial m = m()\) € Q(\), there exists a ®*F-CIH
ClH.¢r = (PrmGenggr, Evalyge) with respect to GGen, with the following property: For all X € N, if
G = (G,p) & GGen(1*) and pp & PrmGen,g(G), then pp can be parsed as (G, m, z') for some
2" € {0, 1}*, and furthermore Evalyg(pp, ) is a function with domain Ly and range G.

This theorem is derived from the following facts. (1) Abdalla et al. [ABPP14] constructed RKA-PRF
for affine functions based on the DDH assumption. (2) Bellare and Cash [BC10b] showed that RKA-PRF
for a function class implies RKA-PRG for the same function class. (3) Our definition of CIH is the same
as that of RKA-PRG (See Remark 2.12).

5.1 Construction in the Standard Model
Construction.

Here, we give a construction of a selectively secure private CPRF for bit-fixing. Our CPRF is built on a
®2f_CIH, which is known to exist under the DDH assumption [ABPP14]. Let GGen be a group generator
that given 1*, generates a description of group of an £,-bit prime order, and CIH,¢ = (PrmGen,g, Eval,g)
be a ®2f-CIH. For simplicity, we denote Evalciy (ppcis, -) by ClHa¢(-) when ppcyy is clear. Our scheme
CPRFriv.std = (Setup, KeyGen, Eval, Constrain, CEval) is described as follows. Let n(\) (often denoted
as n for short) be an integer, which is used as the input length of CPRF iy std-

Setup(1*) : It generates G < GGen(1*) to obtain the group description G := (G,p), and runs
PPCIH & PrmGen,(G) to obtain ppcy == (G, m, 2'). Recall that ppcy specifies the domain Ly
and the range R of ClH,¢. It outputs pp == (ppciy, 1™).

KeyGen(pp) : It chooses s;;; < Z, for i € [n], b € {0,1} and j € [m], and outputs msk =
{8i,0,7 Yieln be{0.1}.j€[m)-

21 According to the definition given in Section 2.4, we should give BF»,,, for all A € N and n € N. However, since BF p, is
the same for all \ if n is fixed in the case of the bit-fixing, we use this simpler notation.
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Eval(msk, ) : It parses {s;p; }ic[n] be{0,1},je[m] < Msk. It computes X; = >71"  s; 4, ; for j € [m].
Then it computes y := ClH,¢ (X7, ..., X;,,) and outputs it.

Constrain(msk, ¢ € {0,1,}"): It parses {s; }ic[n],be{0,1} < Msk, picks a; & 7, for j € [m]. Then
it defines {t;pj }ic[n],be{0,1},je[m) as follows. For all i € [n], b € {0,1} and j € [m], it sets

; ) Sib,j Ifc; =xorb=g¢
=
o sipj —a; Ifcg#AFxandb=1-—¢

Then it outputs sk, := {t;p ; }z‘e[n],be{o,l},je[m}-

CEval(skc, z): Tt parses {t;p ; }ic[n],be{0,1},je[m] < Ske» computes X = > ¢, ; for j € [m] and
y = ClH,¢ (X7, ..., Xin), and outputs y.

Correctness.

For any A € N and ¢ € {0,1,%}", we let pp < Setup(1*), {s; b.j Yign] be{0,1},je[m] = mMsk &
KeyGen(pp, 1) and {; 1 j }ic[n) be{0,1}.je[m] = SKe & Constrain(msk, ¢). Forany z € {0, 1} such that
BF.(z) = Oholds, wehave t; 5, j = S; 4, j foralli € [n]and j € [m]. Therefore we have CEval(sk., z) =
CIHafF(Z?:l ti,xi,la ceey Z?:l ti,xi,m) = CIHafF(Z?:l Si,zi, 1y ey Zznzl si,zi,m) = Eval(msk, ZE)

Security.

Theorem 5.2. If CIH is a ®*-CIH and 22"~ is negligible, then the above scheme is a selectively
single-key secure CPRF for BJF with selective single-key privacy.

Proof of Theorem 5.2. Due to Lemma 2.10, we only have to prove that the above scheme is selectively
single-key simulation-secure that is defined in Section 2.4. We consider a simulator S described below.

S(1") : This algorithm chooses t;;; & Z, for i € [n], b € {0,1} and j € [m] and outputs
sk = {tin. Yielnl be {01}, 5€lm)-

What we have to prove is that for any admissible adversary A = (A, As),
f-sim-real f-sim-ideal
| Pr{EXPCRRF g 87, 4(N) = 1] = Pr[Exptépge,. " nr 5.4 (0) = 1]]

is negligible. (Recall that an admissible adversary only makes evaluation queries = such that f(x) = 1
where f is constraint specified by .A; and does not make the same query twice.)

To prove that, we consider the following sequence of games. Let ) be the maximum number of A’s
evaluation queries.

cprf-sim-real

Game 0: This game is Exptcpre " 7 4(A) itself. Namely,
(G,p) =G & GGen(1*) and pp = ppciy & PrmGen,g(G)
R
msk := {Si,b,j}ie[n},be{O,l},je[m] < KeyGen(pp)
(c,sta) < Ai(pp)
R .
Skc = {tib,j ticml be{0,1},5e[m) < Constrain(msk, f)

coin & AE“" (msk;: )(skc, st4)

Return coin
where we describe Eval(msk, -) below.

Eval(msk, -): Given = € {0,1}" as input, it returns Eval(msk, x).
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Game 1: In this game, we modify how { X} c[n is generated by the evaluation oracle. Namely, the
oracle Eval(msk, -) is modified as follows.

Eval(msk, -): Given the k-th query z(*) from A, for j € [m], it computes
u® = {i e In] e £ x el =1- ),

(k) _
v = Z tz ocgk)g

=1

Then it computes X( ) = uF o+ v( ) for j € [m] and y(¥) == CIHaff(ka), ...,X(k)) and

returns y(k).
The rest remains unchanged from the previous game.

Game 2: In this game, we modify how to generate {t; 4 }ic[n)be{0,1},jc[m)- Namely, for all i € [n],
b € {0,1}, and j € [m], the game generates t;;,; < Z,. We note that « is still generated as
Q; & Zy for j € [m] similarly to the previous game. The rest remains unchanged from the previous

game.

Game 3: In this game, we modify how the output y is computed by the evaluation query. Namely, the
oracle Eval(msk, -) is modified as follows.

Eval(msk, -): Given the k-th query z(*) from A, it picks a random function RF & Func(Zy',)).
For j € [m], it computes

u® = fie e Axna® =1-¢},
vj(k) = th xgk)d
=1

Then it computes Xj(k) = uFa; + v](k) for j € [m] and y*) = RF(ka), o Xr(,lf)), and
returns y(k).

Game 4: In this game, we modify how the output y is computed by the evaluation query. Namely, the
oracle Eval(msk, -) is modified as follows.

Eval(msk, -): Given the k-th query 2(*) from A, it picks y*) & Y and returns 3 %),

It is easy to see that this game is identical to Exptcc‘gg,ii;:;fij?llg FrnaN)

cprf-sim-real

Let T; be the event that A outputs 1 in Game ¢. Then we have Pr[Ty] = Pr[ExptCPRFpnv S BFSAAN) =
1] and Pr[T4] = Pr[EXptccpPrElS:i;:;jiTllﬁf,S,A()‘) = 1]|. Thus what we have to prove is that | Pr[T4] —Pr[Tg]]
is negligible. We prove it by the following lemmas.
Lemma 5.3. We have Pr[T] = Pr[Ty].

(%)

Proof. The difference between these games is that for i € [n], j € [m] and k € [Q], X" is generated as
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in Game 0 whereas it is generated as

(k) ._ . (k (k)
X5 = ul )(lj +v;
in Game 1. For i € [n], j € [m] and k € [g], we have
(k) Ifc; =x*or a:l(k) =¢
T  Ife dz® =1
i i + a; ci#F*xandz,’ =1—-¢
We also have

u®) = |{i e [n]: ¢ #* /\l‘l(k) =1-c¢}l,

(k) _
vy = th‘ ROPE

" IR S
=1

by the definition. By using the above equations, it is easy to see that we have

(k)

forall i € [n], j € [m] and k € [Q]. Therefore these games are identical from the view of A. |
Lemma 5.4. We have Pr[Ty] = Pr[T4].

Proof. Ttis easy to see that the joint distributions of {; 5 ; }ic[n],be{0,1},j€[m] @0d {@}} je[m] in Game 1
and Game 2 are completely identical. Therefore these games are identical from the view of 4. W

Lemma 5.5. If CIH is a ®*®-CIH, then | Pr[T3] — Pr[Ty]| is negligible.
Proof. We construct an adversary 55 against CIH as follows.
BOHC) (ppepy): Ttsets pp i= (ppcyy, 1™) and runs A (ppcyy )» which outputs (c, st 4). Then it generates

tin; < Zpfori € [n], b € {0,1} and j € [m] and runs AEvaI (msk: )(skc,stA). It simulates the
oracle Eval(msk, -) as follows. When A2 makes its k-th evaluation query 2 it computes

u = |fie e nal) =1-c),
n
(k) ._
vy = Z tz xfk),j
i=1
for j € [m]. Then it queries ( ,. ,gi)m ) to its own oracle where ¢>§k> is an affine function

defined by ¢§-k)(Z )y =ubZ + vj( ) for j§ € [m]. Let y®) be the response by the oracle. Then B
gives y*) to Aj as the response to the query. Finally, 45 outputs a bit coin. Then, B outputs the
same bit coin as its guess.

The above completes the description of B. We prove that B distinguishes whether the chal-
lenge coin for B is coin = 1 (i.e., Ry,..., Ry & Z,, are chosen during the game and Ociy re-
turns ClH,¢ (01 (R1), ..., dm(Ry)) on input B’s query (¢1,. .., ¢m)) or coin = 0 (i.e., Oy returns
RF(¢1(R1), ..., ¢m(Rym)) oninput B’s query (¢1, ..., ¢m), where RF & Func(Z;', R)).

First, we prove that B is an admissible adversary ®f-CIH. Since A is an admissible adversary
against the simulation-based security of the private CPRF, all evaluation queries 2(*) made by A satisfy
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BF.(x(*)) = 1. Therefore there exists i(¥) € [n] that satisfies ¢;) # * and :pl(fk)) =1 —c;mx). Since we
have ©®) < n < p, we have u(¥) £ 0 mod p for all k € [@], which implies that B is an admissible
adversary.

We then observe that if we have coin = 1, then B perfectly simulates the environment of Game 2
(where a; chosen in the CIH experiment is implicitly set as a; := R; for j € [m]). On the other hand, if
coin = 0, then B perfectly simulates the environment of Game 3 (again «; is set as «j := R;). Therefore
we have | Pr[T3] — Pr[To]| = Advgll,  gar 5(A).

|

Lemma 5.6. Pr[T,] — Pr[T3] < 22—
Proof. Let Col denotes the event that there exists k1 # ko such that
(xS0 x Dy = (x P xRy
in Game 3. It is easy to see that we have
| Pr[T4] — Pr[T3]| < Pr[Col]

since unless Col occurs, RF(X {k), ceey ,(Tlf )) for each k € [Q)] is independently and uniformly distributed

on ). In the following, we give an upper bound for Pr[Col]. We fix ¢ and {«; } j¢[n], and define a keyed
function F; : {0,1}" — Z;' by

FAx) = (uaum 4+ v1, ..., uty + Upy)
where  denotes {tib,j tiem)pefo,1}.jeim) € Z2"™, and for j € [m], we define

u=Hien:a#xAwi=1-c},

n
vj = i
i=1
Then it is easy to see that for k € [¢], we have
k
(x® L x By = Fya®),

Since we assume that (1) £ z(k2) for all k; # ko, we have

Pr[Col] < Pr [I(z,2') € ({0,1}")?s.t.x # 2’ A Fy(z) = Fy(2)).

F& z2mm
p

In the following, we give an upper bound for the right hand term. It is easy to see that F} is pairwise
independent, and especially for any fixed x # 2/, we have

Pr [F(z) = F(z)] <1/pm <2 ™,

R
te72nm
Therefore by the union bound, we have

Pr [3(z,2’) € ({0,1}")?s.t.z # 2’ A Fy(z) = Fi(a')] < 92n—mi,

F&gznm
Combining the above equations, the lemma is proven. H

By combining the above lemmas, Theorem 5.2 is proven. W
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5.2 Construction in the Random Oracle Model

We give a construction of an adaptively secure private constrained PRF for bit-fixing in the random oracle
model. Our scheme CPRF iy o = (Setup, KeyGen, Eval, Constrain, CEval) is described as follows. Let
n(A) (often denoted as n for short) be an integer, which is used as an input length of CPRF i, stq and H
be a hash function from {0, 1}"* to R.

Setup(1*): It sets pp := (1*,1™) and outputs pp.
KeyGen(pp): It chooses s; 5 < {0,1}* fori € [n] and b € {0, 1}. It outputs msk = {sipticn] peqo,1}-
Eval(msk, z): It computes and outputs y := H (S1 4, |---||Sn,zn )-

Constrain(msk, ¢ € {0, 1, x}"): It parses {s;p}ic[n]befo,1} < mMsk. Then, it defines {; p }icn) pefo,1}
as follows. For all i € [n] and b € {0, 1}, it sets

; =S Ife;=xorb=c¢
Wb @Zp Ifc; Axandb=1—¢;

Then it outputs ske == {t; p }ic[n),be{0,1}-

CEval(ske, z): Tt parses {t;p}icn) pefo,1} < Ske. It computes H (t1 4, |- ||tn.x, ) and outputs it.

Correctness.

For any A € Nand ¢ € {0,1, %}", we let pp < Setup(1*), {sip}iem] peqo,1y = msk & KeyGen(pp)

and {t; 5 }icjn) pef0,1} = SKe & Constrain(msk, ¢). For any z € {0,1}" such that BF.(z) = 0 holds,
we have t; ,, = S;, for all i € [n]. Therefore, we have CEval(sk.,z) = H(t1 4. ||the,) =
H(s1,4,|---|ISn,z,) = Eval(msk, z).

Security.

Theorem 5.7. The above scheme is an adaptively single-key secure and private CPRF for BF in the
random oracle model where H is modeled as a random oracle.

Proof.

CPREF security. We first prove the above scheme satisfies the security as an ordinary CPRF. Actually,
this can be proven very similarly to Theorem 4.21, and many parts of proofs are virtually identical.

For an admissible adversary A = (A1, .42), we consider the following sequence of games. For
simplicity, we assume that .4 makes a challenge query only once (see Remark 2.6). We also assume that
A never makes the same query twice and all evaluation queries = made by Az satisfy BF.(x) = 1.

Game 0: This game is ExptCCp,;EFprimBﬁA()\). Namely,
coin & {0,1}
sip & {0,1}* fori € [n] and b € {0,1}
msk = {8 }ic[n] bef0,1}
y* ER
(c,sta) & AlRO(')vOEvaI(')v(,)Chal(')(
- {:: sip Ifcg=xorb=c¢;
! &Zp Ifc; Axandb=1—¢;

Pp)
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ske = {tipicn] befo,1}

Coin & AQRO(')ﬂoEval(')7OChal(') (Skf,StA)

Return (coin Z coin)

where RO(+), Ogyal(+) and Ocpai(+) are oracles described below.

RO(-): Given X € {0,1}" as input, it returns H (X).
Okval(+): Given z € {0,1}" as input, it returns H (s1 g, ||...||Sn,z, )-

Ochal(-): Given z* € {0,1}" as input, it returns H(s1,zz |- ||sn2x ) if coin = 1. Otherwise, it
returns y*.

We remark that we simplify the experiment compared to the definition given in Section 2.3 by using
the assumption that .A makes the challenge query at most once.

Game 1: In this game, the random oracle is sampled lazily. Namely, oracles RO, Ocp, and Ogy,) are
modified as follows. These oracles shares a list HList, which is initialized to be empty at the
beginning of the game.

RO(:): Given the input X, if there exists y € R such that (X,y) € HList, then it returns y.
Otherwise it picks y & R, adds (X, y) to HList and returns y.

Okval(+): Given the input z, it computes X = s 4, ||...|[Snz,. If there exists y € R such that
(X,y) € HList, then it returns y. Otherwise it picks y < R, adds (X, %) to HList and returns
Y.

Ochal(+): Given the input z*, if coin = 1, then it works similarly to Og,,. Otherwise it returns y*.

Game 2: In this game, evaluation and challenge oracles do not refer to HList at all, and updates of HList
by these oracles are delayed until .A; declares its constrain query c. Namely, Ocpa and Ogy, are
modified as follows, and a procedure HashSet defined below runs immediately after .A; outputs
(c,st4). Ogyal and Ocp, maintain a list EList, which is initialized to be empty at the beginning of
the game, instead of HList. Note that RO still maintains and refers HList as in the previous game.

Okval(+): Given the input z, if there exists y € R such that (z,y) € EList, then it returns y.
Otherwise it picks y < R, adds (x,y) to EList and returns y.

Ochai(+): Given the input z*, if coin = 1, then it works similarly to Og, ). Otherwise it returns y*.

HashSet: For all  such that there exists y € R such that(x,y) € EList and BF.(z) = 0, it
computes X = 514, ||...||Sn 2, and adds (X, y) to HList.

Game 3: In this game, a challenge oracle always returns y* regardless of coin. Namely, Ocpq is modified
as follows.

Ochai(+): Given the input z*, it returns y*.

This completes the description of games. Let T; be the event that Game ¢ returns 1. Then we have to
prove that | Pr[To] — 1/2| is negligible.

Lemma 5.8. We have Pr[T] = Pr[T]
Proof. The modification from Game 0 to Game 1 is just conceptual. H
Lemma 5.9. We have | Pr[To] — Pr[T1]| < Qu(1 + Q)27 +27™) +n - 27 where Q and Qp

denote the numbers of A’s hash queries and evaluation queries, respectively.
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Proof. In the following, HList; denotes the set of X such that there exists y satisfying (X, y) € HList
and EList; denotes the set of - such that there exists y satisfying (z,y) € EList. Game 2 differs from
Game 1 only when either of the following events occurs.

1. A; makes a query X to RO such that there exists « € EList; satisfying X = s1 4, ||...||$pn 2, holds.

2. A makes a query X to RO such that there exists = € EList; satisfying X = s1 4,]|...||sn 2, and
BF.(z) = 1 hold.

3. Aj or Az makes a query x to Ogyaj of Ochal such that X € HList; holds where X = s1 4, ||...||Sn, 2, -

4. Ay or Ay makes a distinct queries z and 2’ to Ogya or Ochal such that sz, |...[|Spe, =
SLCEIIH...HSH,:B%/.

If one of the above events occurs, then one of the events Bad, Bads or Col defined below occurs . (If
Event 1 occurs, then Bad; occurs, if Event 2 occurs, then Bads occurs, if Event 3 occurs, then Bad; or
Bads occurs, and if Event 4 occurs, then Col occurs.)

Bady: At the point just after .41 halts (before HashSet runs) in Game 2, there exist x € EList; and
X € HListy such that X = s1 4, ||...||$n,2, holds.

Bady: At the end of Game 2, there exist # € EList; and X € HList; such that X = sy 4,]|...|sn 2, and

f(z) = 1 hold.
Col: A; or Ay makes a distinct queries  and z’ to Ogyal 0r Ocha such that si z, ||...|[spnz, =
31,$’1H"'H8n,$4l‘

Therefore we have | Pr[Ty] — Pr[T;]| < Pr[Bad;] + Pr[Bads] + Pr[Col].

Since A is given no information of {; 4 }ic[n) be{0,1}- forall z € EList1, we have Pr(sy 4, ||...||sn.z, =
X'l =27 for any X’ € {0,1}". Since we have |EList;| < (1 + Qg)?2 and |HList| < Qp, we have
Pr[Bad;] < Qu(1+Qg)2~ ™. Similarly, .4, is given no information of s; psuchthatc; # xandb = 1—c¢;.
Therefore for any = such that BF () = 1, there exists ¢ such that s; ,, is completely hidden from .4,. Hence
for all = € EList such that BF.(z) = 1, we have Pr[sy 4, ||...|[Sn, = X'] =27 for any X’ € {0, 1}".
Since we have |EList;| < (1 4 Qg) and |HList| < Qp, we have Pr[Bads] < Qg (1 + Qg)2~*. Finally,
we have Pr[Col] < Pr[3i € [n] s.t. s;0 = s;1] < n - 27 due to the union bound. Hence the lemma is
proven. W

Lemma 5.10. We have Pr[T3] = Pr[T,].

Proof. Let x* be the A’s challenge query and 3* be the random value that is picked by Ocp,) for replying
the challenge query when coin = 1. (We remark that Ocp, must pick a fresh random value §* since
the challenge query x* is different from all evaluation queries and thus x* ¢ EList;.) We claim that no
information of §* is revealed to A except that from Ocp,). First, since we have x £ z* for all evaluation
queries z, y* cannot be revealed through evaluation queries. Second, since we have BF.(z*) = 1, no
information of * is used to create HList, and thus no information of 7* is revealed through hash queries.
In summary, A cannot obtain any information on %*, and thus A cannot notice any difference if that is
replaced by a fresh random element. M

Lemma 5.11. We have | Pr[T3] — 1/2| = 0.

Proof. Game 3 uses no information on coin, and thus .4 cannot distinguish cases of coin = 0 and coin = 1
with a positive advantage. H

This completes the proof of CPRF security.

22 This should be Qg + 1 rather than Qg since Ochal also accesses EList.
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Privacy. Next, we prove that the above scheme satisfies the privacy. For an adversary A = (A1, As),
we consider the following sequence of games. We assume that .4 never makes the same query twice and
all evaluation queries = made by A satisfy BF, () = BF¢, (z) = 1.

Game 0: This game is ExptCCprEE:r‘i'Vyme’ A(X). Namely,
coin & {0,1}
sip < {0,1}* fori € [n] and b € {0,1}
msk = {8 b }icmn]be{0,1}
(co, 1,5t 4) & AlRO(')’OEvaI(')(pp)
- {? sip  If Ceoinyi = * 0T b = Ceoinyi
"2y If ceoing # *and b =1 — ceoini
SKeeon = {tibYic[n] befo0,1}
Goin & ASO(')voEval(')(skccom,StA)

Return (coin Z coin). where RO(-) and Og, () are oracles described below.

RO(-): Given X € {0,1}" as input, this algorithm returns H (X).
Okval(+): Given z € {0,1}" as input, this algorithm returns H (s1 4, ||..-||Sn,z,, )-
Game 1: In this game, the random oracle is sampled lazily. Namely, oracles RO and O, are modified

as follows. These oracles share a list HList, which is initialized to be empty at the beginning of the
game.

RO(:): Given the input X, if there exists y € R such that (X,y) € HList, then it returns y.
Otherwise it picks y & R, adds (X, y) to HList and returns y.
Okval(+): Given the input z, it computes X = s 4, ||...|[Snz,. If there exists y € R such that
(X,y) € HList, then it returns y. Otherwise it picks y < R, adds (X, %) to HList and returns
Y.
Game 2: In this game, an evaluation oracle does not refer to HList at all, and updates of HList by the
oracle are delayed until .4y declares its constrain query. Namely, Og, 5 is modified as follows, and a
procedure HashSet defined below runs immediately after A; outputs (cg, ¢1, st 4). Ogyal maintains

a list EList, which is initialized to be empty at the beginning of the game, instead of HList. Note
that RO still maintains and refers HList as in the previous game.

Okval(+): Given the input z, if there exists y € R such that (z,y) € EList, then it returns y.
Otherwise it picks y < R, adds (x,y) to EList and returns y.

HashSet: For all x such that there exists y € R such that(z,y) € EList and BF,(z) = BF,, (z) =
0, it computes X = s1 4,||...||Sn,z, and adds (X, y) to HList.

Game 3: This game is the same as the previous game except that ¢, ;, is independently and uniformly
sampled from Z,, for i € [n] and b € {0, 1}.

Let T; be the event that Game i returns 1. Then we have to prove that | Pr[To] — 1/2| is negligible.

Lemma 5.12. We have | Pr[To] — Pr[To]| < Qu(1 + Qg)(27* + 27™) where Qu and Qg denote the
numbers of A’s hash queries and evaluation queries, respectively.

Proof. This can be proven similarly to Lemma 5.8 and Lemma 5.9. m

Lemma 5.13. We have Pr[T3] = Pr[T3].
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ExptgffE’A()\) : Oknc(msgg, msg;)
coin & {0,1} Return ct <& Enc(k, msgy;, )-
k < {0, 1}

coin & A%enc()(1})

—_— 7
Return (coin = coin).

Figure 4: Left: The security experiment for SKE. Right: The definition of the oracle Og, in the
experiment.

Proof. 1f {s;p }ic[n],befo,1} is not given, then the distribution of {;  }ic[n] bef0,1} in Game 2 is uniformly
and independently random. We remark that {Si,b}ie[n],be{o,l} is not used at all in Game 2 and Game 3.
Therefore these games are identical from the view of A. ®

Lemma 5.14. We have | Pr[T3] — 1/2| = 0.

Proof. In Game 3, no information of coin is used. Therefore .4 cannot distinguish the cases of coin = 0
and coin = 1 with a positive advantage. H

This completes the proof of privacy.
Combining the above lemmas, the theorem is proven. H

6 Application to Secret-Key ABE

In this section, we give a construction of single-key secret key attribute-based encryption (SK-ABE)
scheme based on a single-key secure CPRF. Our SK-ABE scheme achieves optimal ciphertext overhead.
Namely, a ciphertext of our SK-ABE scheme can be as compact as any CPA secure symmetric key
encryption (SKE) scheme. By instantiating the construction based on CPRFs given in Section 4, we
obtain a single-key secure SK-ABE scheme for NC! with optimal ciphertext overhead. To the best of our
knowledge, this is the first construction of such a primitive based on traditional groups.

6.1 Definitions

Symmetric Key Encryption. We recall the definition of SKE. An SKE scheme with key size ¢y, a
message space M and a ciphertext space C consists of two PPT algorithms (SKE.Enc, SKE.Dec).

SKE.Enc(k, msg): This is the encryption algorithm that takes akey k € {0, 1}% and a message msg € M
as input, and outputs a ciphertext ct € C.

SKE.Dec(k, ct): This is the decryption algorithm that takes a key k € {0, 1}% and a ciphertext ct € C as
input, and outputs a message msg € M.

For correctness of a SKE scheme, we require that for all A € N, k € {0, 1}£k, msg € M, we have
SKE.Dec(k, Enc(k, msg)) = msg.
The definition of the CPA security of SKE is given below.

Definition 6.1. We say that an SKE scheme SKE = (SKE.Enc, SKE.Dec) is CPA secure if for all PPT
adversary A, the advantage Advgye 4(N) = 2 - | Pr[Exptsie 4(A) = 1] — 1/2| is negligible where
AdvSie 4(N) is an experiment defined in Figure 4.

It is well known that we can construct a SKE scheme based on any PRF. The construction is roughly
described as follows.
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EptEET ) Otne(, (msgy, msg,)) :
coin & {0,1} Return ct & Enc(msk, z, msg.u,)-
(pp, msk) & ABE.Setup(1*)
(f,sta) & A?Enc('v("'))(pp)
sk & Constrain(msk, f)
Coin & A2OEnC(.7(.’.))(Skf,StA)

— 9
Return (coin = coin).

Figure 5: Left: The security experiment for SK-ABE. Right: The definition of the oracle Og, in the
experiment.

SKE.Enc(k, msg): It picks r < {0, 1}¢ and outputs a ciphertext ct := (r, PRF(k, r) & msg).

SKE.Dec(k, ct): It parses (r,ct’) « ct and outputs PRF(k, ) @ ct” and a ciphertext ct € C as input, and
outputs a message msg € M.

This scheme is CPA secure if £ = w(log())). Intuitively, this can be seen by the fact that the
probability that the same r is reused is negligible when we have ¢ = w(log()\)) and encryption is done
polynomial times.

Secret-key Attribute-based Encryption. Here, we recall the definition of SK-ABE. An SK-ABE
scheme for a function class F = {F) j } » ke With an attribute space X C {0, 1}", amessage space M and
a ciphertext space C consists of four PPT algorithms (ABE.Setup, ABE.KeyGen, ABE.Enc, ABE.Dec).

ABE.Setup(1*) = (pp, msk) : This is the setup algorithm that takes a security parameter 1* as input,
and outputs a public parameter pp and a master secret key msk. We assume that pp is given as
input to all other algorithms without explicitly denoting it.?3

ABE.KeyGen(msk, f) 5 sk ¢ : This is the key generation algorithm that takes a master secret key msk
and a function f € J as input, and outputs a secret key sk .

ABE.Enc(msk, =, msg) 5 ct : This is the encryption algorithm that takes a master secret key msk, an
attribute © € X’ and a message msg € M as input, and outputs a ciphertext ct € C.

ABE.Dec(sky, z, ct’) X msg : This is the decryption algorithm that takes a secret key sk ¢, an attribute
x € X, aciphertext ct € C as input, and outputs a message msg € M.

For correctness of an SK-ABE scheme for a function class F = {F) i} ken, We require that for all
AeEN, msk & ABE.KeyGen(l’\), [ € Fan, v € X satisfying f(x) = 0, and msg € M, we have

ABE.Dec(ABE.KeyGen(msk, f), z, Enc(msk, z, msg)) = msg.

Remark 6.2. We note that in our definition, the decryptable condition is “reversed” from a commonly used
definition of (SK-)ABE, in the sense that correctness is required if f(x) = 0 instead of f(x) = 1. This is
for compatibility to our definition of CPRF (See also Remark 2.4).

Then we define a security notion for AB-SKE. In this paper, we only consider single-key security
where an adversary obtains at most one decryption key. .

We say that an adversary A = (A;, Ag) in the experiment Exptiggéfjey()\) is admissible if Ay and
Aj are PPT and respect the following restrictions:

23Since we consider the symmetric key setting, we can drop pp by letting msk include pp. We define pp for compatibility to
our definition of CPRF.
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* f € Fyn holds for f output by A;.
* All queries (z, (msg,, msg; )) made by .4; and Ay satisfy f(z) = 1.

Furthermore, we say that A is key-selectively admissible if, in addition to the above restrictions, .4, makes
no query. That is, A sends no encryption query before it sends a key query.

Definition 6.3. We say that an SK-ABE scheme ABE = (ABE.Setup, ABE.KeyGen, ABE.Enc, ABE.Dec)

is adaptively single-key secure if for all admissible adversary A, the advantage AdeAirégEI?jey()\) =

2 - |Pr[ExptSAir|'3gE|?jey(/\) = 1] — 1/2| is negligible where Advii%géfjey()\) is an experiment defined in
Figure 5.

We define key-selective single-key security of ABE analogously, by replacing the phrase “all
admissible adversaries A” in the above definition with “all key-selectively admissible adversaries A”.

Remark 6.4. In an ABE setting, the term “selective” usually means that .4 has to make a challenge query
at the beginning of the security experiment. On the other hand, “key-selective” as defined above means
that A has to make a key query at the beginning of the security experiment, and can make a challenge
query any time.

6.2 Construction

Here, we construct a single-key secure SK-ABE scheme with optimal ciphertext overhead. Let
CPRF = (CPRF.Setup, CPRF.KeyGen, CPRF.Eval, CPRF.Constrain, CPRF.CEval) be a CPRF for
a function class F = {Fx}rken With an input length n and output space is {0, 1}%, and SKE =
(SKE.Enc, SKE.Dec) be an SKE scheme with a key size ¢y, a message space M and a ciphertext C. We
construct an SK-ABE scheme ABE = (ABE.Setup, ABE.KeyGen, ABE.Enc, ABE.Dec) for a function
class F = {Fy k} ken With an attribute space {0, 1}", a message space M and a ciphertext C as follows.

ABE.Setup(1%) : It computes pp & CPRF.Setup(1*) and msk < CPRF.KeyGen(pp), and outputs a
public parameter pp and a master secret key msk.

ABE.KeyGen(msk, f) : It computes sk ¢ <— CPRF.Constrain(msk, f), and outputs sk ¢.

ABE.Enc(msk, x, msg) : It computes k «<— CPRF.Eval(msk, ) and ct <— SKE.Enc(k, msg), and outputs
ct.

ABE.Dec(sky,ct) : It computes k «<— CPRF.CEval(sky, =), and outputs SKE.Dec(k, ct).

The correctness of the scheme is easy to see from the correctness of CPRF and SKE.
The security of the above construction is stated as follows.

Theorem 6.5. If CPRF is selectively (resp. adaptively) single-key secure and SKE is CPA secure, then
ABE is key-selectively (resp. adaptively) single-key secure.

Proof. We prove the theorem only for the selective case here because the proof can be easily extended to
the adaptive case. Let 4 = (A, A2) be any adversary that attacks the key-selective single-key security of
ABE. Let () be the maximum number of A’s query. We prove the theorem by considering the following

sequence of games.
Game 0.1: This is the actual single-key security experiment Exptirégéejey()\) against the key-selective
adversary A = (Ajy, A2). Namely,
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where we describe Ognc (-, (-, -)) below.
. R

coin < {0,1}

pp & CPRF.Setup(1*)

msk < CPRF.KeyGen(pp)

(fsta) < Ai(pp)

sk; & Constrain(msk, f)

coin & A?E”C("("'))(skf, stq)

Oknc(+, (+,-)): Given (z, (msgy, msg;)) as input,
it computes k := CPRF.Eval(msk, =) and
returns ct & SKE.Enc(k, msgy;p)-

— 7
Return (coin = coin)

Game i.0: Fori € [Q], Game 7.0 is defined as follows. The difference from Game 0.1 is that a list L is
maintained in a game, and Ogp works in a different way. Intuitively, Ogp. encrypts msg, under an
independently random key regardless of coin for the first 7 — 1 distinct attributes, encrypts msg .,
under a randomly generated key for the ¢-th distinct attribute, and encrypts msg..;, under a key
generated by CPRF as in Game 0.1 for the rest of attributes. Namely, a list L is initialized to be an
empty set at the beginning of the game, and Og,. works as follows.

Oknc(, (4 +)): Given (x, (msgy, msg;)) as input, if there exists k such that (z, k) € L (i.e., z has
already appeared in Ay’s query), then it returns ct < SKE.Enc(k, msg,). Otherwise it sets
N = |L| + 1. (N is defined so that x is the N-th distinct attribute queried by .As.)

« If we have N < i, then it picks k < {0,1}%, updates L < L U {(x,k)} and returns
ct & SKE.Enc(k, msg).

« If we have N = i, then it picks k < {0, 1}%, updates L « L U {(x,k)} and returns
ct < SKE.Enc(k, msg g )-

» If we have N > i, then it computes k := CPRF.Eval(msk,z) and returns ct &
SKE.Enc(k, msguin)-

Gamei.l: For i € [Q], Game i.1 is defined as follows. The difference from Game 7.0 is that O,
encrypts msg, instead of msg_;, for the i-th distinct attribute. Namely, Ogp in this game works as
follows.

Oknc(, (+,+)): Given (z, (msg,, msg;)) as input, if there exists k such that (z, k) € L (i.e., z has
already appeared in .A3’s query), then it returns ct £ SKE.Enc(k, msg;). Otherwise it sets
N = |L| + 1. (N is defined so that x is the N-th distinct attribute queried by .As.)
« If we have N < i, then it picks k < {0,1}%, updates L < L U {(x,k)} and returns
R
ct < SKE.Enc(k, msg).

 If we have N > i, then it computes k := CPRF.Eval(msk,z) and returns ct &
SKE.Enc(k, msgin)-

Let T; 4 be the event that Game i.b returns 1 for 7 = 0,1, ...,Q and b = 0, 1. We have AdvsAirégE'ejey(A) =
2| Pr[To.1] — 1/2|. We prove the following lemmas.

Lemma 6.6. If CPRF is selectively single-key secure, then for all i € [Q], we have | Pr[T;_1y1] —
Pr[T,]] = negl(A).

Proof. We construct an adversary B = (B1, By) that breaks the selective single-key security of CPRF.
The description of 15 is as follows.
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Bi(pp) : Given a public parameter pp, it runs (f, st 4) & A;(pp) and outputs (f,st4).

BSC“'(')’CPRF'EvaI(mSk")(skf, st4) : Given (sky,st4),itpicks coin £ {0,1}, runs coin & AQOE"C("("'))(skf, sta)
and outputs (&)Fl L coin). Here, B simulates Ogp. as follows. First, Bs initialize a list L to be an
empty set. For Ajy’s query (z, (msgg, msg; )), if there exists k such that (x, k) € L, then it returns

ct & SKE.Enc(k, msg,). Otherwise it sets N := |L| 4 1.

« If we have N < i, then it picks k < {0,1}%, updates L < L U {(z,k)} and returns
R
ct + SKE.Enc(k, msg).

* If we have N = i, then it queries  to Ochg to obtain k, updates L « L U {(z,k)} and
R
returns ct «— SKE.Enc(k, msg_;,,)-

« If we have N > 1, then it queries = to CPRF.Eval(msk, -) to obtain k and returns ct <
SKE.Enc(k, msgoin)-

This completes the description of . First, we check that B is selectively admissible adversary against
CPRF.

* We have f € F), because this is required for a key-selectively admissible adversary against
SK-ABE.

* B2 never make the same query twice because if .A2’s query use an attribute z that has already
appeared in a former query, then Bs refers a list L to obtain a key k, and does not query x twice to
CPRF.Eval(msk, -).

* The query z* to Ocha made by B satisfies f(z*) = 1 because the key-selective admissibility
against SK-ABE requires that f(x) = 1 holds for all x that appears in A’s query.

Therefore B is selectively admissible. If the coin of the CPRF experiment in which B is involved is equal
to 1, Ochal responds similarly to CPRF.Eval(msk, -), and thus B perfectly simulates Game (i — 1).1 to
A. On the other hand, if the coin is equal to 0, then Ocp, returns a uniformly random string, and thus B
perfectly simulates Game (i — 1).1 to A. Therefore we have | Pr[T(;_q).1] — Pr[T; ]| = AdVCCF;:{F,]-',B()‘)'
Since we assume that CPRF is selectively single-key secure, this is negligible. |

Lemma 6.7. If SKE is CPA secure, then for all i € [Q], we have | Pr[T; o] — Pr[T;1]| = negl(\).

Proof. We construct an adversary B that breaks the CPA security of SKE. The description of B is as
follows.

BOskeenc() (1)) : Tt picks coin & {0, 1}, computes pp < CPRF.Setup(1*), msk <& CPRF.KeyGen(pp),
(f,sta) < Ai(pp), sk; & Constrain(msk, f), and coin & ASE“("("'))(skf,stA), and outputs
((;)Fl L coin) where it simulates Ogpc as follows. First, it initializes a list L to be an empty
set. For Ay’s query (z, (msgy, msg;)), if (z,Chal) € L, then it queries (msgg, msg..;,) to
OskE.Enc to obtain ct and returns ct. Else if there exists k such that (x,k) € L, then it returns

ct & SKE.Enc(k, msg,). Otherwise it sets N := |L| 4 1.

« If we have N < i, then it picks k <& {0,1}%, updates L < L U {(z,k)} and returns
R
ct < SKE.Enc(k, msg).

* If we have N = i, then it queries (msgg, msg.yin) t0 OskE.Enc to obtain ct, updates
L < LU {(z,Chal)} and returns ct.

« Ifwehave N > i, thenitcomputes k := CPRF.Eval(msk, z) and returns ct <& SKE.Enc(k, msg..;,)-
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This completes the description of B. If the coin of the SKE experiment in which B is involved is equal

to 1, OskE Enc given (msggy, msg..,) encrypts msg..;, and thus B perfectly simulates Game 4.0 to A.

On the other hand, if the coin is equal to 0, Oskg gnc given (msgg, msg..;,) encrypts msg, and thus B
cpa

perfectly simulates Game i.1 to A. Therefore we have [ Pr[T; o] — Pr[T;1]| = Advgyg 5(A). Since we
assume that SKE is CPA secure, this is negligible. W

Lemma 6.8. We have Pr[Tq 1] =1/2.

Proof. In Game Q.1, coin is used only when N > () where N is as defined in the description of O in
Game Q.1. However, since .A makes at most () queries and N is incremented by at most 1 by each query,
N cannot exceed (). Therefore coin is not used at all in Game (.1, and thus it is information theoretically
impossible for A to guess coin with a non-zero advantage. W

By combining the above lemmas, we have Advi'égEle;:ey()\) =2 |Pr[To1] — 1/2| = negl()\) and the

theorem is proven. M

Discussion. Our SK-ABE scheme can be instantiated based on a CPRFs constructed in Section 4. If we
instantiate the scheme based on a CPRF given in Section 4.2, then we obtain a key-selectively single-key
secure SK-ABE scheme for NC! based on the L-DDHI assumption on QR, and the DDH assumption on
a group G of an order ¢ in the standard model 24. If we instantiate the scheme based on a CPRF given
in Section 4.3, then we obtain an adaptively single-key secure SK-ABE scheme for NC! based on the
L-DDHI assumption on any prime order cyclic group in the random oracle model. We note that if we
instantiate the scheme based on the LWE-based CPRF given by Brakerski and Vaikuntanathan [BV15],
we obtain a key-selectively secure single-key SK-ABE scheme for circuits based on the LWE assumption.

A ciphertext overhead (e.g., ciphertext length minus message length) of our scheme is optimal.
Namely, a ciphertext of our scheme consists of only one ciphertext of an underlying CPA secure SKE
scheme. Especially, we can make a ciphertext overhead any function £(\) as long as /(\) = w(log A).

To the best of our knowledge, the only known construction of an ABE scheme with such a compact
ciphertext without obfuscation is the one given by Zhandry [Zhal6] even in secret key and single key
setting. 25 Though their scheme achieves much stronger functionality and security than ours (i.e., their
scheme is public key ABE scheme for circuits, and achieves multi-key security), their scheme is based on
a multilinear map, which is rather a strong primitive. Our construction illustrates that it is possible to
construct an ABE scheme with an optimal ciphertext overhead based on a traditional group if we relax the
functionality to be SK-ABE for NC! and security to be the single-key security.
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