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Abstract

We study the indifferentiability of classical constructions in the quantum setting, such as the
Sponge construction or Feistel networks. (But the approach easily generalizes to other construc-
tions, too.) We give evidence that, while those constructions are known to be indifferentiable
in the classical setting, they are not indifferentiable in the quantum setting. Our approach is
based on an quantum-information-theoreoretical conjecture.

1 Introduction

Indifferentiability [MRHO4]| is a security notion that allows us to compare the implementation of a
cryptosystem (called a “construction” in the following) to an ideal representation. For example, the
indifferentiability framework allows us to say that a certain hash function is indifferentiable from a
random oracle. This means that we can use this hash function in any setting in which a random
oracle can be used, without loss of securityﬂ In particular, showing indifferentiability of a specific
construction immediately implies a number of other security properties. (For example, if a hash
function is indifferentiable from a random oracle, we immediately get that it is one-way, collision-
resistant, a pseudo-random-function, etc.) Indifferentiability is most often applied in settings where
a larger primitive (say a hash function) is constructed from a smaller idealized primitive (say a
random oracle with short input/output as a block function).

Many classical constructions have been revisited based on the indifferentiability framework.
To name a few, the Luby-Rackoff construction (Feistel network) [LR8§| that constructs a pseudo-
random permutation from pseudo-random functions has been studied based on the indifferentiability
framework in multiple research works [CHK™ 16, [DKT16], [DS16]. In [CDMP05], they revisited the
Merkle-Damgad construction based on indifferentiability framework. They show that the plain
Merkle-Damgéd construction is differentiable from a random oracle, however, they modify the MD
construction to successfully obtain a positive result. The indifferentiability of the Sponge construc-
tion, that is used in the SHA-3 hash function [NIS14], has been shown in [BDPAOS].

It is worth mentioning that at least in the case of SHA-3/the Sponge construction, all security
properties were derived from its indifferentiability. For example, we are not aware of any proof of the
collision-resistance of the Sponge construction that does not rely on first showing indifferentiabilityﬂ

'Within limitations. There are certain settings in which indifferentiability is not enough for this purpose. See
[RSS11]. In most settings, however, a construction that is indifferentiable from a random oracle is as good as a
random oracle.

2[CBHJr17] shows the (quantum) collision-resistance of the Sponge construction in the case where the underlying
block function is a random function, but this does not apply to SHA-3 which uses an invertible random permutation
instead.



However, all of these results are in the classical setting. To the best of our knowledge, no results
are known in the quantum setting. Especially in the case of the Sponge construction, this is quite
problematic since no direct proofs of the security properties of the Sponge construction are known
(in the case of a random permutation as block function). That means, we do not even know whether
SHA-3 is post-quantum secure.

In this paper, we give some evidence why there is a lack of proofs of quantum indifferentiability.
Precisely, we show that under a certain quantum-information-theoreoretical assumption, perfectly
secure quantum indifferentiability is impossible in a wide variety of cases (including the Sponge
construction and Feistel networks). This holds even in the weaker setting where the construction is
accessed classically, and the adversary merely has superposition access to the underlying primitive
(e.g., the random oracle).

While our proofs are, at this point, still conditional on a conjecture, and limited to the case
of perfect indifferentiability, we conjecture that the indifferentiability will not hold generally. And
even if not, our results indicate that (and why!) it would be very difficult to build a quantum
indifferentiable construction, or to prove the post-quantum security of existing cryptosystems such
as SHA-3 using the indifferentiability framework.

Organization. In we revisit the indifferentiability framework, introduce the quantum
indifferentiability framework (to the best of our knowledge, it has not been defined before), and
introduce our conjectures and theorems (with informal arguments why we believe in them). In
we show our main (conditional) impossibility result. And in , we show how our
general result is applied concretely to the Sponge construction and Feistel networks (via a simple
counting argument).

2 Indifferentiability

Classical indifferentiability. We first revisit the classical indifferentiability framework [MRHO04].
The purpose of that framework is to compare constructions 77 with idealized counterparts 7. In
IMRHO4], constructions can be arbitrary interacting systems. For the purpose of this paper, it will
be easiest to consider a special case, namely where constructions are (stateful) oraclesﬁ We then
say that 7 is quantum indifferentiable from 73 iff — roughly — any attack that is possible on 7
is also possible on T9. This then implies that, if 79 is ideal and thus without relevant attacks by
assumptions, also 71 is without relevant attacks.

To make this more formal, we need to first introduce two types of “interfaces” to a construction,
the private and the public interface. In our view (where constructions are oracles), these simply
represent two types of queries, and we write 77" for T restricted to its private interface (i.e.,
ignoring all queries that are not of the private type), and Tbe for 71 restricted to its public
interface. The idea behind private and public interfaces is that private interfaces model the access
the user of a construction has (e.g., input/output via an API), while the public interface represents
what access an adversary has (e.g., network communication, or, in our case, publicly available
random oracles).

Then, to the intuitive requirement that all attacks on 77 are also possible on 79, we require
that there is a simulator that mimics whatever happens in an attack on 7 1. Here the simulator is
allows to access and modify interaction over the public interface, but not over the private interface.
This leads to the following definitions:

3That is, whenever a construction is queried with some value z, it returns some value y to the invoking party and
possibly updates its internal state.



Definition 1 (Classical indifferentiability) 71 is classically indifferentiable from To iff for any
polynomial-time distinguisher D, there exists a polynomial-time simulator Sim such that

| Pr[D(T], T5*) = 1] = Pr[D(T5™, Sim(T5")) = 1]]
1s negligible.

Here D(TE™™, T%"*) means an invocation of D with oracle access to 75" and 74", (Note:
Tfm and 7'11”[7 are restrictions of the same 71, thus they share the same internal state.) Similarly,
Sim(TgUb) is the simulator Sim with oracle access to Tgub. (And Sim() is itself used as an oracle for
D.)

Indifferentiability has the useful property that most security properties carry over from 75 to 7 1.
For example, if 75 is a random function, then we know that 75 is collision-resistant. Then, if 7 is
indifferentiable from T2, we know that 7 is collision-resistant as well. (This is, for example, how
collision-resistance of the Sponge construction is proven in [BDPAOS|: first the indifferentiability
of the Sponge construction is shown, and collision-resistance and many other properties follow for
free.)

One of the most common use cases for the indifferentiability framework is when the constructions
are stateless deterministic functions. For example, in the indifferentiabiltiy result for the Sponge
construction [BDPAOS]|, we have: f : {0,1}"T¢ — {0,1}""¢ is a random permutation. 77 : {0,1}* —
{0,1}* is the Sponge construction itself, that is, when queried with m over the private interface, it
computes the hash of m using the Sponge construction based on the block function f (which is given
as an oracle), and returns the hash. When queried on the public interface, 71 forwards its query
to f. (This models the fact that the block function is publicly known.) 79 : {0,1}* — {0,1}* is a
uniformly random function (the same function both on the private and public interface). [BDPAOS]
then shows that 77 is indifferentiable from 7. In other words, the Sponge construction behaves
like a random oracle if the round function f is a random permutation.

Throughout this paper, we will only consider settings of this structure. That is, we always
assume:

Conditions 1.

e f represents some random function. We call f the primitive. (That is, f is chosen according to
some distribution, but after that initial sampling, f is stateless and deterministic. Typically,
[ is a uniformly random function, uniformly random permutation, or ideal cipher.)

e 71 depends deterministically on f. Namely, the interface 77" implements some function C|f]
that depends only on f. (Typically, C[f] can be implemented efficiently given oracle access to
f but we do not require this. C[f] is the actual construction that we analyse, e.g., the Sponge
construction.) The interface T]fuh implements f itself.

e T2 is a random function. (In the same sense as f but typically with a different distribution.)
That is, both Tg’”” and Tg“b give access to the same random function. (72 might be, e.g.,
a uniformly random function when we are trying to implement a random oracle. Or it might
be, e.g., an ideal cipher.)

Quantum indifferentiability. It is immediate how to translate the indifferentiability framework
to the quantum case. Instead of saying that constructions are classical oracles, they are quantum
oracles. (Formally, quantum oracles are superoperators with an input and a state register as input,
and an output and a state register as output. For stateless oracles, the state register is not used.)
Then, the definition is almost verbatim the same:



Definition 2 (Quantum indifferentiability) 71 is quantum indifferentiable from Ta iff for any
quantum-polynomial-time distinguisher D, there exists a quantum-polynomial-time simulator Sim
such that ‘ '

[ PD(TE™, TH*) = 1] = Pr[D(T5™, Sim(T5")) = 1]] (1)

1s negligible.
We say T1 is perfectly quantum indifferentiable from To if that difference is 0.

However, more interesting is the question what oracles the constructions 71 and 7 implement.
As before, we will look at the most common case where 71 and 75 are deterministic and stateless,
and 7 is based on some primitive f, as in But there are two possibilities how to
implement a function as a quantum oracle: We can allow classical queries, or superposition accessﬁ
So, for each of the oracles in we need to decide whether they can be queried classically
or in superposition. First, consider the primitive f. Since f represents a globally known function
(e.g., the block function of a hash function construction modeled as a random oracle), we have to
model the fact that an adversary can evaluate that function in superposition. (See |[BDFT11| for
additional discussion on why random oracles should be modeled with superposition queries.) That
is, the interface Tzf“b should be f with superposition access. How about Tlfm = C[f]? This is what
the user accesses, i.e., queries to Tfm: C[f] are the queries that would be performed by protocols
that use C[f] (e.g., some protocol that uses the Sponge construction to implement a MAC). So, if
we allow superposition queries here, indifferentiability will imply that 7 is as secure as the ideal
construction 72 even when used in protocols that evaluate C[f] in superposition. If we allow only
classical queries here, we get the weaker result that indifferentiability will imply that 771 is as secure
as the ideal construction 72 only when used in protocols that evaluate C[f] classically. It depends
on the intended use case which is preferred. Since we will give evidence that indifferentiability is
not achievable in many cases, we will use the weaker variable (with classical queries) as this yields
a stronger claim. Summarizing, we will assume the following throughout this paper:

Conditions 2.
e f represents some random function. We call f the primitive.
e The interface 71" answers classical queries to some function C[f] that depends only on f.
The interface Ti’“b answers superposition queries to f.
e 7 implements a random function H. That is, Tgm answers classical queries to H, and ’Tg“b
answers superposition queries to H E|
Then, if we say, e.g., the Sponge construction implements a random oracle, we mean that f is
a uniformly random permutation, C[f] is the sponge construction, and H is a uniformly random
function.

In the following, for added clarity, we will always write an overline over constructions that are
classical oracles, and no overline over constructions that allow superposition access. E.g., (|1) would
be

[Pr[D(TE™, TH) = 1] = Pr[D(TH™, Sim(T5**)) = 1]].

4An oracle implementing f with classical queries will measure its input register in the computational basis, resulting
in a value z, and then prepare its output register in the state |f(x)). An oracle implementing f with superposition
queries will apply the unitary Uy to a pair of registers, where Uy is defined by Uy|z,y) = |z,y @ f(z)).

*Why does 'Tg"b answer superposition queries? This is another design choice but if 'Tg"b would answer only
classical queries, we would get a trivial impossibility even for simple cases like “f is indifferentiable from f” because
the simulator would only get classical access but has to use it to answer superposition queries.



3 On the impossibility of quantum indifferentiability

In the previous section, we described the notion quantum indifferentiability. We will now explain
why quantum indifferentiability is probably impossible to achieve in many situations.

To explain this, assume 77 is quantum indifferentiable from 7 5. That means, for any distin-
guisher D, there is a simulator Sim such that:

Pr[D(TE"™, T2%) = 1] ~ Pr[D(T5™, Sim(T5")) = 1]. (2)

(~ means negligible distance here.) Since T%" is an oracle with superposition access, Sim(75")
must be an oracle with superposition access, too. Now consider any query the distinguisher D
makes. That query can be a superposition between different queries, and Tzlmb will respond to
that query in superposition. In particular, Tf“b will not collapse the superposition by entangling
it with its internal state (since Tbe is stateless). Since such a collapse of the superposition could
be detected by D, Sim(T5"") also must not collapse the superposition. Thus Sim(7%"?) must not
entangle the query register with its internal state. But that means that Sim(7'12mb) cannot keep any
information about the query (because that would entangle it with the query input if the query is
a superposition between different inputs). So, Sim(’Témb) will have a state that is independent of
the queries. That means that for any distinguisher, there is a stateless simulator Sim(Tg“b) that
satisfies (2.

Now consider a classical distinguisher D, i.e., D makes only classical queries. Then we can take
the stateless simulator Sim(7%*’) and make it classical in the sense that Sim(75"") now measures
all queries before answering. Since D is classical, D cannot tell the difference, and still holds.
A stateless simulator Sim(Tgub) that measures all its queries before answering is just a classical
oracle, thus Sim(Tg“b) can be replaced by a classical stateless simulator Sim’(7'72mb). (This classical
simulator will not necessarily be efficient since it has to simulate a quantum algorithm. But if
we do not require Sim’ (7'12mb) to be efficient, then Sim’ (7'72’“17) can simply learn the function H by
performing exponentially many queries to Tguz), and then Sim'(7'72mb) has a complete description of
Sim(’Tgub) which allows Sim'(Tg“b) to perform a simulation in exponential time.)

Summarizing, this argument indicates that the following conjecture holds:

Conjecture 1 If T is quantum indifferentiable from To, then T1 is classically indifferentiable
from To with respect to stateless simulators in the following sense:

For any classical polynomial-time distinguisher D, there is a classical (not necessarily polynomial-
time!) stateless simulator Sim such that

|Pr[D(TE™, TP") = 1] — Pr[D(TH™, Sim(T5*)) = 1]|
1s negligible.

Why is this conjecture important? Because it is in many cases quite simple to show the im-
possibility of classical indifferentiability with respect to stateless simulators. Namely, assume some
construction 71 = C[f] such that f is picked from a set F of functions while C[f] (and thus also H)
is chosen from some other set H of functions. (E.g., in the case of the Sponge construction, F is
the set of functions {0,1}""¢ — {0, 1}""¢ where r, ¢ are two security parameters of the Sponge, and
H is the set of all functions {0,1}* — {0,1}*.) Assume further that |F| < |H|. (This is clearly the
case for the Sponge construction.)

Assume that 7 is classically indifferentiable from 7o with respect to classical stateless simula-
tors. Consider a distinguisher D that simply queries 77" at a random input z. This will return



y = C[f](z). Then the distinguisher performs a number of additional queries to TP™ = f to com-
pute C[f](z). If this yields the same value y, the distinguisher D outputs 1. In the real case (i.e.,
interacting with 7—1177% and T{mb), the distinguisher always outputs 1. Now consider the stateless
simulator Sim. Since Sim is stateless, Sim will implement some function f’ € F. (That is deter-
mined after choosing the initial randomness of Sim.) Thus, when interacting with Tgm = H and
Sim(Témb) = f', the distinguisher D outputs 1 only if H(z) = C[f'](z). But D has to output 1 with
overwhelming probability, so H(x) and C[f’] must be equal almost everywhere. But if |F| < |H],
then there are not enough functions f’ so that C[f’] can cover (up to a negligible number of errors)
most of H. Thus, for many choices of H, the simulator will be caught by D. That means, there
is no successful simulator for D. Hence 7T is not classically indifferentiable from 7o with respect
to classical stateless simulators, and hence, by [Conjecture 1] 7 is not quantumly indifferentiable
from 7.

Notice that this argument was independent of how C[] was actually defined, so it means that there
is no C[| such that 7 is quantum indifferentiable from T5. In the case of the Sponge construction,
not only does it show (conditional on that there the Sponge construction itself is not
indifferentiable from a random oracle, but that there is no other hash function construction that is
indifferentiable from a random oracle, either (assuming a small block function).

Of course, this was only a sketch illustrating the reasoning. In we make this reasoning
precise for the Sponge construction and Feistel networks.

Unfortunately, while we believe that is very realistic given the argument we gave
before we were not able to prove this.

Instead, we present progress towards the goal of proving [Conjecture I} First, we show it only
for perfect indifferentiability. And second, our proof is still based on a (more elementary) quantum-
information-theoretical conjecture. Specifically, we show:

Theorem 1 Assume that[Conjecture 3 holds.
If T1 is perfectly quantum indifferentiable from To, then T1 is classically indifferentiable from

T o with respect to stateless simulators (in the sense of|Conjecture 1)).

And we use the following conjecture in this theorem:

Conjecture 2 Consider N binary measurements described by projectors Py, ..., Py, and a quantum
state |W).

Assume that any t out of the N measurements commute on state |¥). That is, for any I with
|I| =t, if P{,...,P/ and P{,..., P/' are the projectors {P;};cr (possibly in different order), then
P/ ...P]|V)=P/... P/|V).

Then there exist random variables X1,...,Xn with a distribution D such that for any I =
{i1,... i}, the joint distribution of the X, ,...,X;, is the distribution of the outcomes when we
measure |¥) with measurements P;,, ..., P;,.

What does this conjecture mean, and why do we believe it? It says that whenever we have
a state where any ¢ of out of a set of N measurements commute, then there is a joint classical
distribution that explains any ¢ of those N measurements (a hidden variable theory).

In fact, a small variation of this conjecture is easy to prove: If we require that P/...P{|¥) =
P/ ... P/'|V) for all |¥) (not just one fixed |¥)), then we know that the P; commute pairwise and
thus jointly diagonalize. And then the joint distribution trivially existsﬁ

Namely, the N-tuple (z1, ..., zy) has probability |[P{"Y) ... P{""|¥)||? where P{*") := P, if 2; = 1, else P\*") :=
1-P;.



The difference to our conjecture is that in our conjecture, we only assume that the P; commute
on a specific state |¥), there might be other states where they do not commute.

In we will show for the special case where the primitive f is a function

with one-bit output.

Then, in we generalize this to arbitrary f by a simple reduction to the 1-bit case.

Finally, in we show how implies the impossibility of showing the indif-
ferentiability of the Sponge construction and Feistel networks. (We stress that these impossibilities
are based on the input/output sizes of the construction and the primitive. Thus, they also imply
an analogous impossibility for any other construction that uses the a primitive of the same size.)
The counting technique we use is quite general and is likely to apply to any construction that is
length-extending. (In particular, this means that it is unlikely that we can use indifferentiability
for analyzing hash functions based on random block functions.)

4 Transforming indifferentiability simulator into a stateless one

Throughout this section, 77 is a construction C[f] that uses a primitive function f : X — {0,1} as a
building block. We consider T2 to be a random oracle H (or ideal cipher H) with the same domain
and co-domain size as T1. We refer to 71 as “real case” and T as “ideal case” in the following. A
quantum distinguisher D, that tries to differentiate C[f] from H, has classical access to C[f] (private
interface) and superposition access to f (public interface). The simulator that simulates f in the
ideal case, has a superposition access to H.

We show that there exists a class of quantum distinguishers that can force any quantum simulator
to fulfil some properties by applying some tests. At the end, we prove that perfect quantum
indifferentiability implies classical indifferentiability with a stateless classical simulator. Recall that
by a stateless classical simulator we mean a classical simulator that chooses a function f : X — {0,1}
before receiving any query from the distinguisher. Then, it answers to a query on input x by f(x).

By a “one-sided” distinguisher, we mean a distinguisher that outputs 1 with probability 1 while
interacting with C[f] and f (the real case). The following lemma shows that for the finite class of
distinguishers, the perfect quantum indifferentiability implies the existence of a simulator that is
perfect for any distinguisher inside the class.

Lemma 1 Let D be a finite class of “one-sided” distinguisher that make a polynomial number of
queries. If the construction T1 is perfectly quantum indifferentiable from the construction To, then
there exists a simulator Sim such that for any D € D,

| Pr[D(TY™, TH™) = 1] = Pr[D(T4™, Sim(T5")) = 1]| = 0.

Proof. Let D* be a distinguisher that picks an uniformly random element from D and runs it. Con-
sidering 77 is perfectly quantum indifferentiable from 79, there exists Sim* such that | Pr[D* (7'113”0, 7'710"b) =
1] — Pr[D*(TE"™, Sim*(T5")) = 1]| = 0. Assume that there exists D € D such that

| Pr[D(TE™, TH™) = 1] = Pr[D(T4™, Sim™(T5")) = 1]| > 0.

Since D is a class of one-sided distinguishers, we can conclude

| Pe[D* (T, T4 = 1] = Pr[D*(T5"™, Sim*(T5")) = 1]| > 0,

which is a contradiction. O



This section is dedicated to the proof the following theorem. In our proof, we assume that the
implemented primitive f has a one-bit output and then afterwards we generalize the result to a
construction C[f] that uses a primitive with n-bit output.

Theorem 2 If two construction C[f] and H are perfectly quantum indifferentiable then for any
classical “one-sided” distinguisher Dy (cl stands for classical), there exists a stateless simulator Simg
(sl stands for stateless) such that

| Pr[Du(C[f], f) = 1] — Pr[Da(H, Simg(H)) = 1]|
1s negligible.

The remainder of this section is dedicated to the proof of

Notations. S is the internal register (state) of the simulator, XY are input/output registers
for querying the simulator (that are provided by the distinguishers), A is an ancillary wire and |®)
is the initial state of the simulator. The notation [¢] denotes the set {1,...,¢}.

Definition 3 For a given simulator Sim, and for a given algorithm D querying the simulator, let
pg.m,p =5 AU (W], where A; > 0 and {|¥;)}; is an orthonormal set of vectors, denotes the
state of the S-register of Sim after running D. Let VPSm .= {l¥)}; (ie., VDSIm s defined such

that the state of Sim after running D is a mizture of pure states in VPS™ ).

Definition 4 We define D to be a specific finite class of “one-sided” distinguishers such that any
distinguisher in D makes at most q + 2 queries to the public interface of the construction. For
readability, we specify the distinguishers in the class (members of D) throughout the proof wher-
ever we need them. We prefix each such declaration with “Distinguisher in D:”. Note that all the
distinguishers are independent of the simulator, so D could in principle be defined at this point.

Definition 5 Let ViSim =Up VDS where the union ranges over all D € D that makes i queries
(i.e., Vis'm is defined such that the state of Sim after i queries is a mixture of pure states in VZ-S”“).
We omit Sim from Vqs'm wherever Sim is clear. Note that Vo = {|®)} where |®) is the initial state
of the simulator.

We start with a classical one-sided distinguisher D, that makes at most ¢ — 1 queries.
Distinguishers in D: D € D.

Property 1 The simulator is perfect for the class of distinguishers D, that is, the simulator is a
perfect simulator for any D € D.

Claim 1 There exists a simulator Simy that has [Property 1]
Proof. Since D is a finite class of one-sided distinguishers, the existence of Sim; follows from

Lemma 1l O

Property 2 The simulator is an unitary transformation, i.e., its operation in the i-th query is
given by an unitary UY that may depend on the primitive that is queried by the simulator and it is
applied to the registers X, Y, S.

Claim 2 There exists a simulator Simg that has the properties[1] and[3



Proof. Let Simg be a purification of Sim;. It is clear that it fulfils the properties [I] and [2] O

Property 3 For any i € [q] and x € X, there exists an unitary U such that for any |¥) € V;_4,
yey:

Uz, y,¥) = |z) @ ULy, ©),
where U® s the unitary from .
Claim 3 Simg fulfils[Property 3

Proof. Fix some i € [g]. By definition of VﬂTQ for any |¥) € Vi'lm, there exists an (i — 1)-query
distinguisher DY € D such that |¥) € ySime DO g Dgi) (DU=D) be an i-query distinguisher
that runs DU~ queries the public interface of the construction 7 for uniformly random inputs
x,y, and measures the wire X by the projective measurement II, = {Pyes,I — Pyes} in which

Pyes := |z) (x| as follows:
X :|x)y — ‘@
Yily) — —

Finally, Dgi) (D(i_l)) outputs 1 if the measurement result is “yes”, otherwise it outputs 0.

Note that in the real case the output of the circuit above is |z, y® f(x)) xy for any x,y. Then the
projective measurement 11, on the register A will output “yes” with probability 1. Thus, Dgz) (D(i_l))
is a one-sided distinguisher.

Distinguishers in D: For any i € [q] and any (i—1)-query distinguisher DV € D), Dgi) (DY) ¢
D. (It may seem this rule (and others below) may make D infinite. However,it will be clear at the

end of the proof that D is finite.)
. . . . . . i (i-1)
We depict the circuit in the ideal case where the state of the simulator is pg'mz’D Vo=
2 A1) (¥ where A; > 0 and [¥;) := [¥) after running DU=1_ (For simplicity we omit

Simg, DU~ and S from p?gimQ’D(i_l).)

Yily) — U0 ——
S: P — —

Since the simulator Simgy is perfect for D, the output of the measurement has to be “yes” with
probability 1 in the ideal case, too. We show that the measurement IT, outputs “no” (or “yes”) with
probability 0 (or 1) even if the inner state of the simulator is |¥) in the circuit above:

0 = Pr[‘no” « II : state p|] = Z Aj Pri“no” < II : state |U;)],
J

and since for any j, A; > 0 then Pr[“no” < II : state |¥)] = 0. So far we have proven that for
any input z € X, y € Y and |¥) € V;_1, the measurement II, in the circuit above returns “yes”

with probability 1. Now we prove the existence of the unitary U:,E") for any . Fix an arbitrary
z € X. Let us assume that B := {|b, ¥;)}; ; is an orthonormal basis for Y @ span V;_; . Since U
is an unitary operation, then it transforms the orthonormal set {|x,y, ¥;)}s; to an orthonormal

set {|7, y;, V) }b; (i.e, we assume that for any b and j, U2, yp, U;) = |2, 9, ¥’)). We define Ul



to be the unitary that for any j and b, it maps [yp, ;) to [y;, V) and it is arbitrary for the vectors
that are not in Y ® spanV;_1. Since Y ® V;_1 C Y ® span V;_1, then there exists an unitary Ué")
such that for any y € Y and |¥) € V;_y, UD(|z,y, ¥)xys) = |z) ®Ug(;i)]y, U). Because x was chosen
arbitrarily, we can conclude for any x € X, there exists an unitary Uéi) such that for any y € Y and
W) € Vier, U (|2, y, W) xys) = |2) @ Usly, ©).

O

Property 4 For any i € [q] and |¥) € V1, there exists |¥') such that
Ve UP(4)y @ [9)s) = [+)y @ [¥)s,

where UL is the unitary from .
Claim 4 Simg fulfils[Property J}

Proof. Fix some i € [g]. By definition of V(f'_mf) for any |¥) € V™2 there exists an (i — 1)-query

. : (i—1) . .
distinguisher DY € D such that |¥) € VgTQ’D V. Let Dg) (DD be an i-query distinguisher
that runs DUV, then it prepares an ancillary wire A and queries the public interface of the

construction 7, and measures the A, X wires by the projective measurement II; = {Pyes, I — Pyes}
in which Pyes := [®1)(®F| (where |[@F) = —L3 > cefo1ye ) (@) and the Y wire by the projective

measurement Iy = {Pyes, I — Pyes} in which Pyeg := [+) (4| is as follows:
A:0)
X :10) S —

ub
Yt —— D)

(In the circuit above, the Hadamard operation H is applied to each wire.) Finally, it outputs 1, if
both measurements return “yes”’; otherwise, it outputs 0.
It is easy to see that in the real case the output of the circuit is [®T)ax ® |+)y and therefore

both measurements return “yes” with probability 1. Thus, Dg) (D(i_l)) is a one-sided distinguisher.

Distinguishers in D: For any i € [q] and any (i—1)-query distinguisher D=1 e D, Dg) (D(Fl)) €
D.

We depict the circuit above in the ideal case with Simy. The state of the simulator is p =
> Ail W) (W] where [¥1) = [¥) and A; > 0.

A:0) »—
X :10) 4 —
Y [4) — v —1Iy)

S: P —F+— —

>

Since the simulator Simg is perfect for the class D, both measurements return “yes” with probability
1 in the ideal case as well. We show that both measurements return “yes” even if the state of the
simulator is |¥):

0 = Pr[‘no” « II; V“no” < Il : state p] = Z Ai Pr[no” < I V “no” « Il : state |U;)],

7
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and since A; > 0 for any ¢, then
Vi, Pr[no” < II; V“no” < 1l : state |¥;)] = 0.

This proves that
Pr[‘yes” < IIj A “yes” « Iy : state [¥)] = 1.

Since the operation is unitary there exists a pure state |¥’) such that the circuit above, when the
inner state of the simulator is |¥), outputs |®*)4x ® |+)y ® |¥’)s in the ideal case. Let for any
x € X, Iy := {Pyes, I — Pyes} be a projective measurement where Py, = |z)(x|. It is clear that the
output of the following two circuits are the same for any II,.

I e (D I U 17 S (1 S
10) & — |0) & =
+) U — +) Ul =
o ) s

Considering the right circuit, we can write:
27" 2|z) alz) x )y [¥)s = 272y U W@, +, W) = 272 |)|2) © U |4)|¥),
where the second equality holds because of the and therefore UQE")|+>|\I/> =|+)y|¥)s. O
Property 5 For any i € [q] and |¥) € Vi_1, Vo : UL (|+)y[P)g) = |+) @ |T).
Claim 5 There exists a simulator Simg that has properties[1], [3, [3, and[3

Proof. Fixani € [¢q]. From and the linearity of U, it follows that for any |a) € span VETQ,
there exists |¥’) such that for any z, Ua(f)|+>]a> = [+)|¥). Let {|e;)~D}, be an orthonormal basis
of span V™. Then for any = and j we can write U£1)|+>\ej>(i_1) = |+)|€})@, where {|e;~>(i)}j is
some other orthonormal set (since Ugﬁi) is an unitary operation and preserves the orthogonality).
Let EO be a upitary such that maps \e;>(i) to |e;)~Y for any j (if span{]e}>(i)}j is not the whole
space, then E() can be defined arbitrarily for the rest of the vectors). For any i € [q], we define
FO .= M E® and let FO :=I. Let Sims be a simulator that answers to the i-th query with
the unitary: ‘ ' 4 4
UD Jz,y,0) := (I @@ FNYUD(I @I U=z y, o).

The following circuit depicts Sims.

X: — — — —
Y: —y® U@ —— U®d)

St H FO) | PO 2% 7@ -

Note that Simg is a perfect simulator for the class of D (fulfils , because the Simg’s
answers to the distinguishers queries are indistinguishable from the Sims’s answers (because the
only difference between Simgz and Sims is the application of an unitary transformation to the inner
state register followed by its inverse). It is clear that Simg fulfils by its construction.
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By definition of Sims, for any |¥) € V;S;'Tfi we can write |¥) = F(=D|®) for some |®) € Vgrlnz
Let [®) =3, ajle;) 1. We show that Simg has We claim that for any i € [¢] and

x € X, there exists a unitary Ug(;fZLew such that for any |¥) € Vﬁ&"g, yeyY:

Usdulz,y, 0) = |z) © U culy, ).

)o@ FC U(’)\yH‘P)

xT

new|:c y, ) = (I®I®F’))U (I®I®FZ Dt )|ac Y, )
= (I®1® FNYUDT @I 2)y) Fi-—1|e)
=(I®I® FNUD|z >|y>|<1>>
(Claim 3) = (I ® I @ FD)(|z) @ UD|y)|®))
= |z i)
= |z

)
) © (Lo FOYUD (I @ FTy)|v).

We define Ug(;fzww ={U® F@ g(f) I® F(ifl)T) and this finishes the proof of our claim. Finally,
we show that Sims fulfils We claim that for any i € [q], |¥) € VgT?’, and x € X:
xnew(|+>‘\l’>) = H‘>|\Ij>

(3

US| H)|9) = (T @ FOYUL(T @ FODY) (|+)(w))
— (1 FOUD(I & FEIH (|1 FED|a)
= (1@ FOYUD(|+)[@))
= (T@ FOUD(|+) Za;!ey )Y

= (o FY) ZOéjUx’)\Hl@j) b
j

= (T@ FD) Y ajl+)[eh)?
J
=Y (I @ FUDE@)|4)]e))®)
J

=Y oI @ FED)[)]e;)
J
=[HFED Y Sajle;) D = [ FCY|®) = [4)]9).
J
For simplicity, we omit “new” from U?Sie)w and Ua(:?ww for the rest of the paper.
Claim 6 For any i € [q], VETS c V@'Sims-
Proof. Since Sims has[Property 5 U®[0)x|+)y|¥) is the identity for all [¥) € V5%, Let DO~V € D

be a distinguisher that makes ¢ — 1 queries. Thus, we get every state in ViSim3 using an i-query

distinguisher Dgi) (D(i_l)) that runs the distinguisher DU and then additionally queries with
X,Y =10)|4). Finally, the distinguisher outputs 1. Thus, it is a one-sided distinguisher.
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Distinguishers in D: For any i € [q] and any (i — 1)-query distinguisher DUV e D, the distin-
guisher Dg)(D(i_l)) (described above) is in .

. - . i . i i i @ (pli—
For all (i — 1)-query distinguishers pl-1) ¢ D, we can write y/Sima, DY y/Sima, DY (DY) 5 q

hence: o © )
Simz __ Sim3, D01 __ Sim3, Dy (D) Sims
vir= |J v = J v 3 C VM,
DO-DeD DG-DeD
O

Property 6 For anyi € [q] and |¥) € V,_1, and any z, UQEZ')|1>Y\\I/> =(X® IS)Uggi)\O>y|‘IJ>. Here
X s the bit-flip operator (Pauli X matriz).

Claim 7 Simg fulfils[Property 6

Proof. Fix some i € [¢q]. By definition of Vﬁ';“, for any |U) € Vi'lm there exists an (i — 1)-query
; i (i-1) ] ; . .. .

distinguisher DU~ € D such that |¥) € T/;SL'TB"D V. Let fo) (DY) be an i-query distinguisher

that runs DO~V prepares an ancillary wire Ay, queries the public interface of the construction

for uniformly random x, and measures the outputs wire ¥ by the projective measurement II :=
{Pyes, I — Pyes} where Pyes = [+)(+]| as follows:

X ‘.’IJ> 7-pub
Y :|+) @
Ag :10) —& b

Finally, it outputs 1 if the measurement returns “yes”, otherwise it outputs 0. We depict the circuit
in the real case.

X :|z) U

f
Y :|+) @
Aq :|0) © D

A simple calculation shows that the output of the circuit above is |z, f(x))xa, ® |+)y (before the
measurement) for any « and the measurement returns “yes” on the wire A, with probability 1. Thus,

Dé(f) (DUY) is a one-sided distinguisher.
Distinguishers in D: For any i € [q] and any (i — 1)-query distinguisher DU™1) € D, the distin-
guisher Dl(f)(D(ifl)) (described above) is in D.

Since the simulator is perfect for the class D, the measurement will output “yes” with probability
1 in the ideal case as well. We depict the circuit in the ideal case where p := 3, A;|W;)(¥;] is the

inner state of Sims after running the distinguisher D1,

>

Ag 110) —4 S5

Y o+ . 1@
U('L)
S: P i )

Similar to [Claim 3, we can conclude that the measurement returns “yes” even if the state of the
simulator is | ).

13



To prove the claim, we analyse the output of the following circuit.
Ag:|0) —P P—A

Y :|4) Q) @
S W) i

where the measurement on the wire A, is the computational basis measurement. We write U 10)|¥) =

|0} Woo)+|1)|¥o1) and Uxi)|1>|‘lf> = |0)|W10)+|1)|¥11) for some non-normalized states ¥y ). Then,
the output of the circuit before the measurements is

\}i(|0>|0>|‘1’00> + DI [o1) + [1)]0)[T10) + [0)[1)[T11)).

We show that |¥go) = |¥11) and |¥19) = |Pp1). The measurement on the wire Y returns |+) with
probability 1. If the computational basis measurement never outputs 0 or 1, then we can conclude
[Woo) = [P11) =0 or [Wyg) = |Wo1) = 1, respectively. Otherwise, we would get the equations

10)[o0) + [1)[¥11) = |[+)[¥) and [1)[Wo1) + |0} W10) = |+)[T"),

for some states |¥’) and |U”). We apply the operations (0| @ I and (1| ® I to the two sides of the
equations above to conclude |¥go) = %\\P ) = |¥11) and |Uqg) = f|‘lf”) |Wo1). Therefore,

UD10)[T) = [0)|Woo) + [1)[Por)
= 10)|¥11) + \1>"I’10>
= (X @ HUY|1)|¥).

O
Property 7 For any i € [q], |¥) € V,_1 and z, there are non-normalized |V 0), |Vy1) such that:
U0} %) = [0} Wz0) + [B) Wan) and [Wao) +[¥an) = [9).
Claim 8 Simg has [Property 7.

Proof. 1t is clear that we can write Uggi)\0>\\lf> = |0)|Wy0) + |1)|¥z1) for some non-normalized

|W.0), [We1). Since Simg has we can write Ug)ll)]‘m = |1)|¥40) + ]0)|¥,1). We prove

that |Ug0) + [Wa1) = |¥).
D)) = —= (UD]0)| W) + UD|1)|¥))

(10)[®a0) + [1)[Wa1) + [1)[Wa0) + [0)|Ta1))

&\H&\H

= [+)(|V20) + [Ws1))

On the other hand, by US)|+>|\1;> = |+)|¥) and therefore |¥.0) + |Vz1) = | V). O

Property 8 For anyi € [q], x € X, and |¥) € V;_1, the states |Yy0) and |V,1) from|Property 7 are
orthogonal. In addz’tz’on for any x there exists a projector ngl) such that for any |¥) € spanV;_q,

we can write UL 0| W) — \b> |\I') +|1-0b)P, agl)]\m where P =1 — P,
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Claim 9 Simg has [Property 8

Proof. Fixi € [¢] and |¥) € V;_1. By the definition of V;_1, there exists an (i—1)-query distinguisher
DY ¢ D such that |0) € VPV Let the state of the simulator after running DY be p =
> Ail W) (W] where |Wq) := |¥) and A; > 0 (this is possible by the definition of VDW”). Let
Dg”l) (D(i_l)) be a distinguisher that runs D@1 and queries the public interface of the construction
on the same uniformly random input « in the i-th and (i+1)-th query, and then measures the output
wire Y as depicted in the following circuit.

X :|z) = lz) — =

v i joy ] TPub 0) — Tpub

Y1 Y2
Finally, the distinguisher outputs 1 if y; = y2 and 0 otherwise. It is clear that in the real case, the

distinguisher returns 1 with probability 1. Thus, Dgﬂ)(l)(i*l)) is a one-sided distinguisher.

Distinguishers in D: For any i € [q] and any (i — 1)-query distinguisher D=1 e D, the distin-
guisher Déﬂrl)(D(ifl)) (described above) is in D.

We depict the circuit above in the ideal case:

X :|z) - = |z) — —
Y :[0) — g A [0) — pl+y
S: P —H -

Y1 Y2

Since Simg is a perfect simulator for the class D, then in the circuit above y; = yo with probability
1. We show that Pr[y; = y2] = 1 even if the inner state of the simulator is |¥):

0 = Prly, # yo : state p| = Z&‘ Prly1 # y2 : state [W;)]. (3)

Since Vi, A; > 0 and |¥;) = |¥), then we can conclude Prly; # y2 : |¥)] = 0. We analyse the
circuit above assuming the inner state of the simulator is |¥). Notice that if y; is measured to be

some b € {0, 1} then the inner state after running the first part of the circuit is Hg%zéill by |Property 7
If Prfyy = 0] = 0 or Pr[y; = 1] = 0, then [¥,0) = 0 or [¥,;) = 0, respectively, and |¥,0), [V,1) are
orthogonal. So let us assume that Prly; = 0] > 0 and Pr[y; = 1] > 0. We claim that the second
part of the circuit can distinguish the states ”gzgi“ Hii
orthogonal. (Note that when y; is not known, the state of the simulator after the first query can

and

“”3“ perfectly and therefore they are

be either one of IIEig;H or ”I\gzii” .) So we need to show, that for each b € {0,1} in the case of the

input % to the second part of the circuit the result of the ys-measurement will always be b.

X: o |a) - -
Y : 0y — g7G+D)

) B
S

Il
S

Y2
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In other words, we show that the probability of measuring b in the circuit above is 1. Suppose
for a contradiction this was not the case, and it was possible to measure 1 — b with some probability
€, then

Prly1 =bAys=1—0b] =Prly; =b] - Prlya =1 —bly; = b] > 0.

Here the first factor is > 0 by assumption, and the second factor is precisely = €. By , it cannot
happen that different values b and 1 — b are measured for y; and 9. Therefore, the second part of

the circuit can distinguish the states ngzgill and IIIgzgll perfectly and therefore they are orthogonal.

Finally, we prove the existence of the projector ngl). We define V,y, := span {|W.p) }jgyey, . We
show that for any |W), [W') € Vi_q with [¥) # [¥'), (Wyy, ¥ -) = 0 (|W,y) and [ ¥ 5) are orthogonal).
Since for any |¥) € V;_; the measurement in the circuit above returns b with probability 1 and
using we can write

Uz, 0, T,,) Uz, 0,0 )
W) | 119! )]

for some states |®) and |®). Now it is clear that (W,;, ¥/;) = 0 since a unitary transformation

= [)[b)|®) and = |z)[b)|@"),

preserves the Hilbert space inner product. We define ngi) to be the projector onto the Hilbert space
V0. Note that the definition of PJ@ does not depend on the choice of |¥) € V;_;. Since for any x

and |¥) € V;_q, ngi)|\11x0> = |¥,0) and ngi)|\11x1> = |¥,1), we can write

UD )W) = [B)[Wa0) + [B)[ W) = [B) PO W) + [) P | ). (4)

And finally, the result holds for any |¥) € span V;_; by the linearity of UQEZ') and Pg). (|

Property 9 For any i € [q], |¥) € spanV;_1, and x € X, P£i)|\11) = P£i+1)|\11), where ngi) and
nglﬂ) are the projectors from .

Claim 10 Simg fulfils [Property 9.

Proof. Fix some i € [q] and |¥) € V;_1(not spanV;_1). By definition of VET:”, fqr any |U) € VET?’

there exists an (i — 1)-query distinguisher DU~ € D such that |¥) € VSims DU Lot the state
query g

of the simulator after running D=1 be p := > il (¥;] where [¥y) := |¥) and A; > 0 (this is

possible by the definition of VD(i_l)). Let Dg) (DY) be a distinguisher that runs the distinguisher
D=1 then queries the public interface of the construction (the i-th query) for uniformly random
input z, then measures the output register in the computational basis, and finally it outputs 1. It

is clear that Dg) (DY) is a one-sided distinguisher.
Distinguishers in D: For any i € [q] and any (i — 1)-query distinguisher DUV e D, the distin-
guisher Dg)(D(ifl)) (described above) is in D.

Note that we need the distinguisher Dg) (D'"1) to show that for any € X and |¥) € V;_q,

ngi)|\1'> and ngi)|\ll> € V; where P\ is defined in [Claim 9 We depict the circuit corresponding to
i-th query of Dg) (D) in the ideal case.

X :|z) —H =
Y :0) — y®
S: P |-




Let M, = I ® |y)(y| ® I and Pro(|®)) := |®)(®|. We can calculate the inner state of the

simulator after running Dg) (D).

PP P =ty 3 MU ([ el 10)(0] @ 95) (1)U 0

x7y7]
Claim 9) = Moy p 0) @ PO 1) @ PO Mt
(Claim 9) trx,yz,X‘ yPro(|z,0) @ PLV|W;) + |, 1) © Py |¥;)) M)
z,Y,J

=trxy Z Ga (Pro(]w, 0) ® ngi)\\I/j>) + Pro(|z,1) ® ngi)]\I/j>>
x’j

A ). o

- ; v (Pro(PO1w;)) + Pro(P{|w;))

Therefore,

Simg, D) (DI 1)

POy, PONW) € sup p5ms P P — span v, C span V™. (5)

We use the distinguisher Dgﬂ)(D(i_l)) described in the proof of |[Claim 9| Recall that the outputs
of the measurements of Dgﬂ)(D(i_l)) are the same with probability 1 even if the inner state of the
simulator is |¥) (i.e., Pr[y1 = y2] = 1). We analyse the measurement outputs of the distinguisher

Dg”l)(D(i_l)). We have the following three cases for the first measurement outcome:

1. 0 < Pry; = 0] < 1. Recall that Pr[yo = Oly; = 0] = 1 and Pr[ys = 1|y; = 1] = 1. The state
just before measuring y1 is U®|2)[0)|¥). We can write U®|z)|0)|¥) = |z) ® (\0>ng1)\\1/> +
]1>P£i)|\11)) by |Claim 9, When the first measurement output is 0 (y; = 0), the input to the
(i + 1)-query will be ]x>\O>P£Z)\\II). And since ngl)\\m € span V; and Sims has , the

state before measuring ys is (in the y; = 0 case):

U 2)|0) PO = [2) @ (|0) PEHD PO WY + [1) P PO w)),

Since in this case Prlyo = 0] = 1, then we can conclude ngi+1)ngi)|\I/> = 0 and hence
PagiH)Pagi)PIl) = P;gi)|\11>. Similarly, we can show pity Pagi)\\m = 0, when y; = 1. Therefore,

we can conclude

ngiﬂ)!‘m _ P£i+1)pagi)|\1,> + P:giJrl)chi)‘\I/) = ngi)y\w. (6)

2. If Pr[y; = 0] = 1 then P;,gi)|\11> =0= P£i+1)Pg§i)\\Il> and since Prlys = 1] = 1 and similar to
the previous case, we can deduce [0

3. If Prly; = 1] = 0 then P£i)|\11> =0= PagiH)ngi)\\IO and since Prlys = 1] = 1 and similar to

the first case, we can deduce [6]

Thus we have shown that holds for any |¥) € V;_;. And finally, the result holds for any
|I) € span V;_ by the linearity of P and P{'™™) il
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Property 10 For anyi € [¢—2], |V) € Vi_1 and z, 2/, ngHQ)PgEfH)Py)hII) =0 and P£i+2)P£fH)Pf)|\P> =
0.

Claim 11 Simg fulfils [Property 10

Proof. Fix some i € [q—2]. By definition of VETS, for any |U) € VETS there exists an (i — 1)-query
distinguisher D~ € D such that W) € VSims DO et the state of the simulator after running
pt-1) be p =3, \i|¥;)(¥;| with [¥) = [¥;) and A1 > 0. Let D§Z+2) (D*~1) be a distinguisher that
runs DU~ and does the following steps, respectively:

1. Run DO

2. Pick uniformly at random z,2’ from X. Query |z)x|0)y to the public interface of the con-
struction (i-th query). Then measures the output register and gets some bit b.

3. Query |2')x]0)y to the public interface of the construction ((¢ 4+ 1)-th query). Measure the
output register and gets some bit '.

4. Query |z)x|0)y to the public interface of the construction ((i + 2)-th query) and measure the
output register to get some bit b”.

5. It outputs 1 if b = b”, and 0 otherwise.

In the real case, b = b” with probability 1. Thus, D;Hz) (Difl) is a one-sided distinguisher.

Distinguishers in D: For any i € [q¢ — 2] and any (i — 1)-query distinguisher DD e D, the
distinguisher DEF2(DY) (described above) is in D.

We analyse the test in the ideal case. Since Simg is a perfect simulator for DD, then b = b” with
probability 1 in the ideal case as well when the state of the simulator is p after running D=1, Using
similar argument as in[Claim 9| we can conclude that Pr[b = "] = 1 even if the state of the simulator
is |¥). Therefore, we assume that the inner state of the simulator is |¥) in the following analyses.
Since Simg has|Property 8| the output state of the i-th query is |z) x ’0>Yngi) |\If)5+\x>X\1>yPagi) |U)s.
Depending on the distribution of the result of the measurements, there are the following cases.
Case 1. If 0 < Pr[b = 0] < 1. Now if b = 0 then the input to the (i41)-th query is |[2/)®10 ®P£i)|\ll>
and since P:Ei)\\p) € span V™ (this is shown using the distinguisher Dg in and the

linearity of U(+Y | the output of the (i + 1)-th query is

) x|0)y PUTY PO WY 5 + |2y x 1)y PUTY PO W) 6.

Now we write two cases based on the distribution of the bit b':

e If Pr[t/ = 0] = 0, we can deduce P;,giH)PgEf) |¥)s = 0 and consequently P£i+2)P£f+1)P£i) |¥) = 0.

e Otherwise, with non-zero probability the input to the (i+1)-th query is |z’) ]O)ngHl)P(f) |¥)s.
. (i+1) i) o . o (i+1) . :
Since Py "' P,/ |¥)g € span Viyq (it is shown using the distinguisher Dy in |Claim 10)) the
linearity of U2 and the output of the (i + 2)-th query is
’x/>X‘O>YP£'L+2)P$+1)P£2) |\I]>S + ’w/>X|1>YP951+2)P§+1)P£1) |\I}>S

Since b = b” with probability 1, then P£i+2)P£fH)P£i)|\I’> =0.
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Now if b = 1 then the input to the (i41)-th query is ]:L"’>®|O>®Pg£i) |¥) and since pY |¥) € span ViSim?’
(this is shown using the distinguisher Dg) in |Claim 10)) the output of the (i 4+ 1)-th query is

2/} x[0)y PSP s + o) x 1)y ST PO ).

Now there are two cases based on the distribution of the bit v':

e If Pr[t/ = 0] = 0, then we can deduce P(Z+1)P( )|\II>S = 0 and consequently P(Hz)P(Hl P(l |U) =
0.

e Otherwise, Wlth non-zero probability the input to the (i 4 2)-th query is |z) ]O) (i+1) x(i) W) s.

Since PQEH x, |\IJ) s € span V;; (it is shown using the distinguisher Dé Y in [Claim 10)), the
_

linearity of U2 and [P the output of the (i + 2)-th query is

Since b = b” with probability 1, then P(HQ)P(HI)@PI!) = 0.

Case 2. If Pr[b = 0] = 1 then ngi)]\ms =0 and consequently ngi”)PéfH)Px(i)]\Il) = 0. Analogous
to Case 1, we can also deduce P(ZH)P(ZH) (Z)|‘Il) =
Case 3. If Pr[b = 1] = 0 then pY W)s =0 and consequently P(ZH)P(ZJrl pY |¥) = 0. Analogous

to Case 1, we can also conclude Px(“rz)PgEfJrl P \\I!) =0. O

Lemma 2 Let P cznd Q be rank-one projectors over a two dimensional Hilbert space H such that
for any |¥) € H, QPQ|¥) = 0 and QPQ|V) = 0. Then, P and Q commute on H, i.e, V |¥) €
H, PQ|Y) = QP|¥).

Proof. There exists some normalized vectors |a) and |3) such that P = |a)(a| and Q = |3)(5]. By
the Gram-Schmidt process, we can obtain two orthonormal bases {|a), |a)} and {|3),|5)} for H. If
|U) = 0, then PQ|¥) = QP|¥). We show the lemma for any |¥) # 0. From QPQ|¥) = 0 and
QPQ|V) = 0, we can write, respectively,

18)(Blar){alB)(B]¥) = 0 and |B)(Blov) (x| 3)(B]¥) = 0.
Thus, one of (Bla), (a|B) or (B|¥) is zero and one of {B|a), (a|B) or (B|¥) is zero. Since (3|¥) and

(B|¥) can not be zero simultaneously, one of the following cases has to occur:
1. If (o 5) = (Bler) = 0, then PQ|¥) = QP|¥) =0
2. If (Bla) = (a|B) = 0, then PQ = QP = 0. Hence,

PQ=PI-Q)=P—-PQ=P-QP=(I-Q)P=QP.

Property 11 For anyi € [¢—2], |¥) € Vi1, z,2': P£f+1)Pg§i)]\I/> = PJSHUPJEP\\I/).

Claim 12 Sims fulfils [Property 11,
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Proof. By [Claim 11} for any i € [¢ — 2], [¥) € V2™ 2,2’ € X:

P PUTY PO 1g) = 0 and PO PV P 1wy = 0.

I/

Since we show in the proof of |Property 9| that for any x € X and |¥) € V4, Px(i)|\11>,ngi)|\If) €
span V; and using we can rewrite the equation above as

Pt pit2 pl) gy = 0 and P PET p)w) = 0.

And by |Claim 6| and |Claim 10|, for any z € X and |V¥) € Vﬂ'ln‘“* ngi)|\11> = ngiJrl)]\II} = P£i+2)|\11),
therefore we can rewrite the equations above as

pqgi+2)PI(f+2)Pagi+2)’\I,> — 0 and ngi+2)P£f+2)ngi+2)|\IJ> =0.

For simplicity, we use the abbreviation ) := PQEH_Z) and P := P£f+2). Now using Jordan’s
Lemma [Jor75|, that says two orthogonal projectors are simultaneously block diagonalizable, we

can write

P 0 - 0 Q. 0 .- 0 U,

0 P - 0 0 Qo --- 0 U,
pP= : : .. : , Q= : : .. : ’|\I’>: : ’

0 o --- P, 0 0 - Qn v,

where P; and @; are 1-by-1 matrices or rank-one 2-by-2 matrices. (We assume V; is 1-dimension
vector when P; and Q; are 1-by-1 matrices and otherwise ¥; is 2-dimension vector.) Since PQP|¥) =
0 and PQP|¥) = 0, we have for any i € [n], P,Q;P;|¥;) = 0 and P,Q;P;|¥;) = 0. We show that
for any i € [n], P,Q;|V;) = Q;FP;|¥;). The non-trivial case is when they are 2-by-2 matrices and it
follows by since they are rank-one and Q;P;Q;|¥;) = 0 and Q; P;Q;|¥;) = 0. We have
proven:

VW) € VSms . plit2) plit2) gy — plit?) plit2)g),

By |C1aim 6|, |C1aim 10|, for any z € X and |¥) € V>Ms, PJEHQ)]\I/) = ngi)]‘m, therefore

. : oy
PIHIPW) = P PO),
and since for any x € X, Pa(f)|\I/> € span V; and using |Claim 10| we can write

Corollary 1 For any |¥) € span Vqsi';:‘, x, ' ngflil)ngqfl)]\m = ngq*l)Pag,qfl)hIJ).

Proof. By |Claim 10| and |Claim 12| it is clear that for any |¥) € ‘/(Isirg3’ x, Pi?il)ngqfl)hIJ) =
ngq_l)Pé?_l)\\I/) The result follows by the linearity of ply.

O

Corollary 2 For any x1,%2,...,7¢4-1 € X,
PUVPE  paDg) = PO VP Pl g

z1 z2 w(x1) ~ w(z2) m(xg—1)

where  is a permutation on the set {x1,...,xq—1}.
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Proof. 1t is easy to show that any permutation 7, the sequence 7(z1)m(x2) ... 7(24—1) can be pro-
duced from the sequence 1 ... x4—1 only using the pairwise commutativity property of the elements
of {x1,...,24-1}. This can be shown by induction. First, we commute x; := 7(z1) to the begin-
ning of the sequence x;...x,—1 and then use the induction hypothesis to the rest of the sequence.
By [Claim 10| and [Eiquation 5| we can deduce that for any x1,z2,...,24-3 € X and j < ¢ — 3,
ng?fl)nggfl) e Pé?il)]q)) € spanVjiy. Since for j < ¢ — 3, spanVj;41 C spanV,_o, then the
corollary holds using the pairwise commutativity property proved in [l| and the argument above.

O

Due to the commutativity property proved in the corollary above [2| we can use the
(with ¢ — 1 instead of ¢) in the following theorem.

Definition 6 Let Simg; be a classical simulator that samples a bit-string bibs ... by according to the
distribution D defined in[Conjecture 4. Then upon receiving the i-th classical query, it outputs the

bit b; as the answer.
Claim 13 The simulator Simg is perfect for D,;.

Proof. The distinguisher D, makes at most ¢ — 1 classical queries and the distribution Dy is the
marginal of D for every I of size ¢ — 1, therefore Simg; is indistinguishable from Simg for D.;. The

result follows since Simg is a perfect simulator for D,;.
O

From the definitions of the distinguishers in the lines above, it is clear that D is finite-size.

4.1 Generalization to n-bit primitives

Let F' : [2™] — [2"] be a function. We define the function f : [2] x [n] — {0,1} as f(x,i) =
F(z); where F(x); is the i-th bit of F'(z). Note that every construction C[F| can be implemented
by f where every query, let say on input x, to F' can be answered by n queries to f on inputs

(z,1),...,(x,n), i.e, it can be answered by f(z,1)|...||f(z,n). We call the above implementation
of C[F] by f, the construction C’[f].

Theorem 3 If C[F] and H are perfectly quantum indifferentiable, then C'[f] and H are perfectly
quantum indifferentiable.

Proof. Fix a quantum distinguisher D that wants to differentiate C’[f] from H. We show that there
exists a simulator Sim such that:

P[P, f) = 1] - Pr[D(H. Sim(H)) = 1]| = 0. (7)
Let D’ be a quantum distinguisher that runs D and answers to its queries as follows:

e For any classical query of D to C'[f], it forwards the query to its oracle and then forwards
back the answer to D.

e For any quantum query of D, using registers XIY to f, it prepares n — 1 ancillary wires
Yi,...,Y,_1 containing |+), then it applies the unitary CySh that maps |i,y,y1,...,Yn—1) to
[t Y1y Yie1, Y, Yie1,- - - Yn—1), it queries F'; undoes the unitary CySh, and then measures
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the Y7,...,Y,—1 in {|+),|—)} ( all the measurement outcomes are |+) with probability 1), it
sends back XIY to D. The following circuit shows how D’ handles D’s queries.

X )
I i) —] I
Y oly)  —— —
F
i |+) —— CySh CyShi —{(+){+|
Y1 |4)  ——— [+){+

e Finally, it returns the output of D.

Note that it is clear that Pr[D'(C[F|,F) = 1] = Pr[D(C'[f], f) = 1]. By perfect quantum in-
differentiability of C[F] and H, there exists a simulator Sim’ such that Pr[D/(C[F],F) = 1] =
Pr[D'(H,Sim’(H)) = 1]. Now, we show that there exists a simulator Sim such that Pr[D’(H, Sim’'(H)) =
1] = Pr[D(H,Sim(H)) = 1]. Let Sim be a simulator such that for any quantum query of D, using
registers XTY to f, it prepares n — 1 ancillary wires Y7,...,Y,_; containing |4), then it applies
the unitary CySh, it queries Sim’, undoes the unitary CySh, and then measures the Y7,...,Y,_1

in {|+),]—)} ( all the measurement outcomes are |+) with probability 1), it sends back XIY to D.
Therefore,

Pr[D(C'[f], f) = 1] = Px[D(H, Sim(H)) = 1].
O
In the following, we write the generalization of the main result of the previous section,

Theorem 4 If two construction C[F] and H are perfectly quantum indifferentiable then for any
classical “one-sided” distinguisher Dy (cl stands for classical), there exists a stateless simulator
Simg (sl stands for stateless) such that

|Pr[Dcl(mv 7) = 1] - Pr[Dcl(Fa Slmsl(H)) = 1]| =0.

Proof. If two construction C[F| and H are perfectly quantum indifferentiable then by [Theorem 3
the construction C'[f] and H are perfectly quantum indifferentiable and consequently by [Theorem 2
we can conclude for any classical distinguisher D,;, there exists a stateless simulator Simg; such that

| Pr[Da(C'[f], f) = 1] = Pr[Da(H, Simy(H)) = 1]| = 0.

5 Quantum indifferentiability of constructions

In this section, we construct a classical distinguisher that can differentiate the real case from the
ideal case if we only consider a stateless simulator.

Construction of D,;. The distinguisher D, that wants to distinguish (C'[f], f) from (H, Simg(H))
picks a random element z from the domain. Then it evaluates C'[f](x) without querying x to the
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public interface of the construction and only using queries to f (this is possible since the construc-
tion has been built from f). We call this value y. Then it queries = to the public interface of the
construction to get C'[f](z). Finally, it outputs 1 if y = C'[f](x) and 0 otherwise. It is clear that
in the real case, when D, interacts with (C'[f], f), the output of D is 1 with probability 1. In the
following lemma, we calculate an upper bound for the probability of outputting 1 in the ideal case.

Lemma 3 Let H and F be some family of functions from X — Y. Fy, is a subset of F that depends
on h. Then,

Pil(e) = f(a) s h & H¥F € B & X] < gl [XP V1) + (1 5,

for any integer d < | X]|.

Proof. Let B! := {h: |{x;h(z) # f(z)}| < d}. Then,

d
B =% ('X ')uyr S <d x| Y

. 1
=0

Pr{h(z) = f(z) : h & HVf € Fy,z & X]
= Pr[h(z) = f(z) Ah € B, : h & HLVf € Fp,z & X]
+Pr[h(z) = f(x) ANh ¢ B - h EHVf € Bz & X]
=Pr[h(z) = f(z) : h & HVf € Fpoz & X |h e BY]-Prlh € B) . h & HVf € F))]
+Prjh(z) = f(z) h S HVf €Fpo & X |h¢ B])-Prih ¢ B : h & HVf € )]
!
Sl_|IF“|I|PJHF‘fd| ( _&z’)'
|F| d

- . d. d [ —
< g X+ )

1

5.1 Application of the attack

We use the classical distinguisher D, and the to show that the sponge and Feistel con-
structions are not perfectly quantum indifferentiable.

Sponge Construction. The classical indifferentiability of the sponge construction has been
studied in [BDPAOQS]. They prove that the sponge construction, SP(F) : Z5* — Z3°, where F :
{0,1}7+¢ — {0,1}" x {0, 1}¢ is a random transformation or a random permutation, is indifferentiable
from a random oracle. We recall the definition of the sponge construction to show that it is not
perfectly quantum indifferentiable from a random oracle.

Definition 7 The sponge construction SP(F') has two phases. The absorbing phase absorbs the
mput and the squeezing phase returns the output with desired size.

1. Absorbing phase. On the input (M, ..., M) where each M; is of size r bits: (For simplicity,
we assume that the input size is a multiple of r.)
Let SP := F(M;]|0°). Fori=2,...,k: compute SP{ := F(SP®, &M;||0°). Return SP.

23



2. Squeezing phase. Assume that the desired output size is Moy bits. Let SPI? := F(SP).
For j = 2,...,[Myy/r]: compute Sij = F(Spjil). Return the first v bits of SP;Q, for
J=1,...,[Mou/r]. (the extra bits will be discarded.)

Let consider SP(F) : Z4F — Z5¥ for some integers k, k', where F': {0,1}"T¢ — {0,1}" x {0,1}¢
is a random transformation. Let H be the set of all functions from Z5* — ngl and F be the set of
all possible constructions SP(F) : Z4¥ — Z5F when F is a random function. Then,

[H| = 287)?" (= [V |X]) and [F| = (274>,
|

log | X

o can be <1 or > 1. Let first assume
g Y]

According to the application of the sponge construction,

iggIXl > 1. We use the bound in [Lemma 3| assuming d = %1 where § = 418X — 4k gince § > 4,
g Y] ) log[Y| — %
log | X| |X] |X|
D e S (el
- < < ,
B v S S
and we can get the upper bound
2kr]€/7’ (2r+c)2’“+c k'
( )( k! 2rk—1)+(1_7)‘
dhr (k) 1k
Therefore,
k/zrk(2T+C)Z(T+C) kl

e := | Pr[Dy(SP|F], F) = 1] — Pr[Dy(H, Simy) = 1]| > 1

- 4]{:(27“/{/)2”6_1 + (1

- )

In order to obtain a lower bound for B, we assume the following bounds:
(a) log(k') < (r+c) -2
(b) rk < (r+c¢)-2"F¢
(c) r+c+log(r+c)+4<rk
Then looking at the first summand:

k,/2rk(2r+c)2<T+c> k- 2rk . 2(7”Jrc)-2”LC B 210g K. 2rk . 22T+C+1°g<T+C)

4k(2rk/)2rk—1 — 22rk—1 - 22rk—1
) 22r+c+log(r+c) 22r+c+10g(r+c) 22T+c+log(r+c)
<

227‘]971
2 (%) 2 1
< 927k =24 grk=2 < 927k=2 oork=2 = 927k—2
where (*) uses (&), (b)), and (x) uses (d).Therefore,

1 K K 1

2r+c+log(7'+(;)+2 27‘1@*2

When igi K,(" < 1, then by defining § := 4 we can have the bound:

1 1 1
EZI-(W—F(l—Z))ZZ_

1
227‘]672 :

Feistel Networks. In [DS16|, they prove an 8-round Feistel network is indifferentiable from a
random permutation where the underlying functions are random oracles. The definition of a r-round
Feistel construction is presented in the following.
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Definition 8 Let fi,..., fr : {0,1}" — {0,1}" be some functions. FS[fi]'_; : {0,1}?" — {0,1}*"
is a permutation such that for any Lo, Ro € {0,1}",

FS[filiz1(Lo, Ro) = (Ly, Ry),
where (Ly, R,) is calculated by the sequence L; = R;—1 and R; = fi(Rj—1) ® Li—y fori=1,---,r.

Let F be the set of all possible c-round Feistel networks and H be number of all permutations
on {0,1}?". Then,
IH| = (22")! and |F| = 2"¢*".

Using the bound in :

d2 nc2m 24dn 1

€ := | Pr[Dy(SP[F|,F) = 1] — Pr[Dy(H,Simg) =1]| > 1 — ( (220)! +(1- ﬁ)d)

Assuming d = %, n >3 and ¢ < 2" —n:
d2n02"24dn d 222"’327102"27122"*1
_— 1—-—)< 7/8
(2271)! + ( 22n) — (22n)l + /
2221’1,732”6277.2”227171
S (22n)2nefn2n + 7/8
1 22277,736” 2n62n 2n22n71

= (22n-2)2" " gn(2n-2)2%" " (92n-2)22" " (Q2n-2)2%" +17/8

1

< et 7/8 <1/2%2 47/8 < 15/16

Therefore,
e:=|Pr[Dy(SP[F],F) = 1] — Pr[Dy(H,Simg) = 1]| > 1/16.

The same counting argument can be applied to other constructions [CDMP05], [DSSL16, IABD™13,
DSST17].
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