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Abstract. Message-locked encryption (MLE) (formalized by Bellare,
Keelveedhi and Ristenpart, 2013) is an important cryptographic primi-
tive that supports deduplication in the cloud. Updatable block-level message-
locked encryption (UMLE) (formalized by Zhao and Chow, 2017) adds
the update functionality to the MLE. In this paper, we formalize and
extensively study a new cryptographic primitive file-updatable message-
locked encryption (FMLE). FMLE can be viewed as a generalization of
the UMLE, in the sense that unlike the latter, the former does not require
the existence of BL-MLE (block-level message-locked encryption). FMLE
allows more flexibility and efficient methods for updating the ciphertext
and tag.

Our second contribution is the design of two efficient FMLE construc-
tions, namely, RevD-1 and RevD-2, whose design principles are inspired
from the very unique reverse decryption functionality of the FP hash
function (designed by Paul, Homsirikamol and Gaj, 2012) and the APE
authenticated encryption (designed by Andreeva et al., 2014). With re-
spect to UMLE — which provides so far the most efficient update function
— RevD-1 and RevD-2 reduce the total update time by at least 50%, on av-
erage. Additionally, our constructions are storage efficient; in particular,
ciphertext expansion and tag storage for our constructions are constant,
while they are logarithmic and linear for the UMLE, making it difficult
to implement in various practical applications. We also provide detailed
proofs of security for our constructions and give extensive comparison
between our and the existing constructions. Being randomized, our con-
structions are secure against dictionary attacks. On the other hand, they
are vulnerable to strong tag consistency (STC) attacks (as is the case
with any randomized MLE).

1 Introduction

MLE. Message-locked encryption (MLE) is a special type of encryption, where
the decryption key is derived from the message itself. The main application of
MLE is in the secure deduplication of data in the cloud, where MLE removes the
need for storing multiple copies of identical data, without compromising their
privacy and, thereby, helps to reduce the storage costs. Given the cloud services
being on the rise, this primitive is gaining importance.

The first attempt to solve the problem of deduplication was made in 2002
by Douceur et al.[15], who came up with the idea of Convergent Encryption
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(CE). Bellare, Keelveedhi and Ristenpart [6] studied this subject in a formal
way and named it message-locked encryption (MLE). They also gave efficient
constructions of MLE.

UMLE. As seen before, MLE does not inherently support the file-update and
the proof of ownership functionalities in its definition. UMLE solves this issue
by adding three functionalities — file-update, PoW algorithms for prover and
verifier — to the existing definition of MLE. The main drawback of UMLE is
that the functionalities are constructed from another cryptographic primitive,
namely, BL-MLE, which is nothing but MLE executed on a fixed-sized block.
Such a BL-MLE-based UMLE entails degradation of performance for encryption
and decryption [20]. Another drawback of UMLE is that the update of file-tag
is an expensive operation.

MOTIVATION FOR STUDYING FMLE. From the high level, both UMLE and
FMLFE have identical functionalities; the main difference, however, is that the
former is necessarily based on BL-MLE, but the latter may or may not be. There-
fore, the definition of FMLE can be viewed as a generalisation of UMLE, where
we remove the constraint of using BL-MLE. The motivation for studying FMLE
is clear from the drawbacks of UMLFE mentioned above. These motivations are:

Does there exist an FMLE scheme which is not based on BL-MLE? If
such a construction exists, is it more efficient than UMLE?

Studying FMLE is a futile exercise, if both the answers are in the negative. A
moment’s reflection suggests that the answer to the first question is actually
“Yes’. A trivial FMLE construction — not based on BL-MLE — always exists,
where the file-update function is designed the following way: apply decryption
to the ciphertext to recover the original plaintext; edit/modify the original mes-
sage; and finally encrypt the updated message. Note that this trivial file-update
function does not need any BL-MLE, therefore, it is an FMLE, but certainly
not a UMLE scheme. The main drawback of this FMLE scheme is that this is
several orders of magnitude slower than a UMLE scheme. Therefore, the main
challenge is:

Does there exists an FMLE scheme more efficient than UMLE ?

Searching for such a construction is the main motivation of this paper.

OUR CONTRIBUTION. Our first contribution is formalizing the new crypto-
graphic notion file-updatable message-locked encryption (FMLE). We also pro-
pose two efficient FMLE constructions RevD-1 and RevD-2: their update func-
tions are at least 50% faster (on average).! Also, our constructions are more
space efficient than the so-far best MLE variants; in particular, the ciphertext
expansion and tag storage in RevD-1 and RevD-2 are constant, while they are
logarithmic and linear (or may be worse) for other similar time-efficient cases. In

! The term RevD is a shorthand for Reverse Decryption.
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order to obtain this improvement in the performance, our constructions critically
exploit a very unique feature — what we call reverse decryption — of the hash
function F'P and the authenticated encryption APE. We also present proofs of
security of our constructions. Extensive comparison of our constructions with the
others — in terms of time complexity, storage requirements and security proper-
ties — have also been provided (see Table 1). Being randomized, our constructions
are secure against the dictionary attacks, however, they lack STC security, like
all other randomized MLFEs.

RELATED WORK. We now describe various pieces of work done by several re-
searchers that are related to FMLE. Douceur et al. are the first to come up with
the idea of Convergent Encryption (CE) in 2002, where the key was calculated
as a hash of the message, and then this key was used for encryption [15]. Bel-
lare, Keelveedhi and Ristenpart formalized CE in the form of message-locked
encryption (MLE) [6]. They also provided a systematic discussion of various
MLE schemes. In a separate paper, these authors also designed a new system
DupLESS that supports deduplication even if the message entropy is low [5].

Beelare and Keelveedhi extended message-locked encryption to interactive
message-locked encryption, and have addressed the cases when the messages
are correlated as well as dependent on the public parameters, leading to weak-
ened privacy [4]. Abadi et al. gave two new constructions for the i-MLE; these
fully randomized schemes also supported equality-testing algorithm for finding
ciphertexts derived from identical messages [1]. Jiang et al. gave an efficient
logarithmic-time deduplication scheme that substantially reduces the equality-
testing in the i-MLE schemes [17].

Canard, Laguillaumie and Paindavoine introduced deduplication consistency
— a new security property — that prevents the clients from bypassing the dedu-
plication protocol. This is accomplished by introducing a new feature named
verifiability (of the well-formation) of ciphertext at the server [13]. They also
proposed a new ElGamal-based construction satisfying this property. Wang et
al. proposed a stronger security notion PRV-CDA3 and showed that their new
construction MF is secure in this model [19].

Chen et al. proposed the block-level message-locked encryption (BL-MLE),
which is nothing but breaking a big message into smaller chunks — called blocks —
and then applying MLE on the individual blocks [14]. Huang, Zhang and Wang
showed how to integrate the functionality proof of storage (PoS) with MLE by
using a new data structure Quadruple Tags [16]. Zhao and Chow proposed the
use of BL-MLE to design Efficiently Updatable Block-Level Message-Locked En-
cryption (UMLE) scheme which has an additional functionality of updating the
ciphertext that costs sub-linear time [20].

ORGANIZATION OF THE PAPER. In Sect. 2, we discuss the preliminaries includ-
ing the notation and basic definitions. In Sect. 3, we give the formal definition of
FMLE. Section 4 describes the application of FMLE in the deduplication proto-
col. In Sects. 5 and 6, we construct the FMLE schemes by tweaking the existing
MLE and UMLE schemes. In Sect. 7, we describe the two new efficient FMLE
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schemes and we compare them with the various FMLE schemes and conclude
our paper in Sect. 8.

2 Preliminaries

2.1 Notation

The expression M := x denotes that the value of z is assigned to M, and
M := D(x) denotes that the value returned by function D(-), on input z, is
assigned to M. M = x denotes the equality comparison of the two variables M
and z, and M = D(z) denotes the equality comparison of the variable M with
the output of D(-), on input x. The XOR or & denotes the bit-by-bit exclusive-
or operation on two binary strings of same length. The concatenation operation

of p > 1 strings s1,s2,--,5, and assignment to the variable s is denoted by
s 1= s1||s2]| - - - ||sp- The parsing of string s into p > 1 strings s1,s2, -+ ,Sp is
denoted by s1]|sz2|| -« - ||sp := s. The length of string M is denoted by |M|. The

set of all binary strings of length ¢ is denoted by {0,1}¢. The set of all binary
strings of any length is denoted by {0,1}*. A vector of strings is denoted by
M and ¢-th string in M is denoted by M@ The number of strings in M is
denoted by || M ||. The infinite set of all binary strings of any length is denoted
by {0,1}**. The set of all Natural numbers is denoted by IN. We denote that
M is assigned a binary string of length & chosen randomly and uniformly by

ME {0,1}*. To mark any invalid string (may be input string or output string),

the symbol L is used. (M, 2) & S(11) denotes the assignment of outputs given
randomly and uniformly by S to M and Z.

2.2 Dictionary Attack

A dictionary attack is defined to be a brute-force attack, where the adversary
first builds a dictionary off-line, and then processes every element of the dictio-
nary to determine the correct solution against an online challenge. For example,
suppose that the hash of a message is given as a challenge to the adversary for
her to determine the correct message. If the entropy of the message is low, then
the adversary generates the dictionary of all possible messages and their cor-
responding hash values off-line; and given the online challenge, she selects the
message whose hash value matches the challenge. Any deterministic MLE with
low message entropy s broken by dictionary attack.

2.3 Proof of Ownership

Proof-of-ownership (PoW) is an interactive protocol where the owner of file
proves the ownership of a file to the cloud storage. This protocol assumes that
the adversary does not have access to the entire ciphertext which was uploaded
onto the cloud by some previous (or first) owner, but he may know the tag,
which is a small fraction of the entire information. In this protocol, the cloud
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storage provider generates a challenge ) and sends it to the client, along with
some other information. The client computes the proof P corresponding to the
given challenge Q and sends it back to the cloud. The cloud verifies it and if the
verification is successful, then the client is granted access, otherwise the access
is denied.

2.4 Ideal Permutation

Let w/m=1: {0,1}" — {0,1}" be a pair of oracles. The pair /7! is called an
ideal permutation if the following three properties are satisfied.

1. 77 Y(7(z)) = ¢ and (7~ 1(z)) = z, for all z € {0,1}".

2. Suppose, xj is the k-th query (k > 1), submitted to the oracle 7, and y €
{0,1}". Then, for the current query x;:

Pr [W(wz) = y‘ﬂ(xl) =y, m(r2) = Yo, -, W(i—1) = yi71:|

1, ifr, =x;,y=y;,j <i.
_ 07 ifxi:xj7y7éyjaj<ia
07 lfxl#x]7y:yju.7<27

ﬁv if o # xj,y # yj.J <1

3. Suppose, yi is the k-th query (k > 1), submitted to the oracle 7!

x € {0,1}™. Then, for the current query y;:

, and

Pr [Wﬁl(yz‘) = x‘ﬂfl(yl) =z, Hy2) = @0, Hyim1) = %71}

1, ifyi:yj,$:$j,j<i.

1 . . .
P ifyi #yj,x # 25,5 <.

2.5 Random Function

Let rf: {0,1}™ — {0,1}™. Then rf is called a random function if the following
property is satisfied. Suppose, xy, is the k-th query (k > 1), submitted to the rf,
and y € {0,1}™. Then, for the current query a;:

Pr [rf(xi) = y‘rf(xl) =y, rf(x2) = Yo, ,rf(xi1) = Zli—1}

1, fzy==x5y=y;J5 <t
2%7 if X; ;é .Z‘j,j <1.
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2.6 Unpredictable Sources

We are modelling the security based on an unpredictable message source which is
a PT algorithm, denoted S(-), that returns (M, Z) on input 1*, where vector of
messages M € {0,1}** and auziliary information Z € {0,1}*. We consider that
S(+) is a Public source, that is, it is known to all the parties including the adver-
sary. Here, M has m(1*) number of strings, i.e., || M| = m(1*) and the length of
each string M@ is [(1*,4), i.e., [IMWD| = 1(1*,4) for i € {1,2,--- ,m(1*)}. Here,
m and [ are two functions. We require that the two strings M (&) # M (i"’), for
i1 # iy and i1,ip € {1,2,--- ,m(1*)}. Associated with the source S() is a real
number G Ps, namely, the Guessing Probability of source, which is the maximum
of all the probabilities of guessing a single string in M, given the auxiliary infor-
mation. The formal definition is G Ps(1%) = MAaXje (1,2, ,m(1*)} GP(MYW|Z).
The source S(+) is said to be unpredictable if the value of G Ps is negligible. We
now define the min-entropy pis(-) of the source S(-) as ps(1*) = —log(G Ps(1*)).
The source S(-) is said to be a valid source for an MLE scheme IT if M ¢
M,Vie{1,2,--- ,m(1")}.

2.7 Message-locked Encryption

The definition of message-locked encryption (MLE) has already been described
in [6]. We briefly re-discuss it below, with a few suitable changes in the notation
to suit the present context.

SYNTAX. Suppose A € IN is the security parameter. An MLE scheme Il =
(I1.&€,11.D) is a pair of algorithms over a PPT setup I1.Setup. II satisfies the
following conditions.

1. The PPT setup algorithm IT. Setup(1*) outputs the parameter params!)
and the sets KD MUD ¢ and TUD | denoting the key, message, cipher-
tert and tag spaces respectively.

2. The PPT encryption algorithm I7. £ takes as inputs params!) and M €
MUID “and returns a 3-tuple (K, C,T) := II. £(params™™ M), where K €
KD ¢ ec and T e TUD,

3. The decryption algorithm I1.D is a deterministic algorithm that takes as in-
puts params™ | K € KU C e ¢ and T € TUD | and returns IT. D(para-
msD K,C,T) € MI) U{L}. The decryption algorithm IT.D returns L if
the key K, ciphertext C and tag 1" are not generated from a valid message.

4. We restrict |C| to be a linear function of |M]|.

KEY CORRECTNESS. Let M, M’ € MU Suppose:
o (K,C,T) :=II.&(params") M), and
o (K',C",T") := II. & (params™  M').
Then key correctness of II requires that if M = M’, then K = K’, for
all A € N and all M, M’ € MUD,
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DECRYPTION CORRECTNESS. Let M € MU Suppose:
o (K,C,T) :=II.&(paramsT) | M).

Then decryption correctness of II requires that II. D(pamms(n), K, C,
T) = M, for all A € N and all M € MUD),

TAG CORRECTNESS. Let M, M’ € MUD _ Suppose:
o (K,C,T) :=II.&(params") M), and
o (K',C',T") := II.E(params™  M").
Then tag correctness of II requires that if M = M’, then T = T", for
all A € N and all M, M’ € MUD,

The two security games are written in the form of a challenger-adversary
framework.

Game PRV$-CDA (1%, b) Game STCA (1) TCA(1™)

$
(M, Z) < S(1™); (M, C', T := A(1M);
for (i:=1,2,---m(1})) If (M =1)v(C'=1)
(th)’ CY)vTY)) := IT. £(paramsT™  M™); return 0;
Gy 8 1) (K,C,T) := H.E(params(n),M);
Ky’ {01} (1_) ; M' := II.D(params™) | K, C", T');
P i
c & 0,137, If (T =T)A(M#M') | AN(M' #1)
Tgi) i {0, 1}\T§7')\; Elrcturn 1;
turn 0O;
b= A(1*, Cy, Ty, Z); se re ,
return b’;

Fig.1. Games defining PRV$-CDA, STC and TC security of MLE scheme II =
(II.€,11.D).

Privacy. Let IT = (II.£€,II1.D) be an MLE scheme. Since, no MLE scheme
can provide PRV$-CDA security for predictable messages (even if the scheme is
randomized), we use an unpredictable message source S, as defined in Sect. 2.6,
to design our security notion. For an MLFE scheme, we design the privacy against
chosen distribution attack PRV$-CDA security game in Fig. 1. Here, the chal-
lenger generates a vector of messages M and some auxiliary information Z using
the source S(1*), encrypts the string M@, where i € {1,2,---,m(1*)}, using
I1. £ to obtain (ng),C'gz),TY)% computes the random strings Kéz)7 C’((f) and
T(()l) of length |K§’)|, |C§l)| and |T§l)| respectively, and sends (Cy, T, Z) to the
adversary. The adversary has to return a bit b’ indicating whether the ciphertext
C, and tag T', corresponds to message M or is it a collection of random strings.
If the values of b and b’ coincide, then the adversary wins the game.

Now, we define the advantage of a PRV$-CDA adversary A against IT as:
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AdvRRYSCOA (1Y) 2 | Pr{PRVS-CDA7 (1%, b = 1) = 1]
— Pr[PRVS-CDA7; 5(1%,b = 0) = 1]].

An MLE scheme IT is said to be PRV$-CDA secure over a set of valid PT
sources for MLE scheme II, § = {Sy,S1, -}, for all PT adversaries A and
for all S; € S, if Adv%’i\sﬁ'ﬁDA(-) is negligible. An MLE scheme II is said to be
PRV$-CDA secure, for all PT adversaries A, if Advfﬁgﬁcm() is negligible, for
all valid PT source S for I1.

TAG CONSISTENCY. Let IT = (I1.€,II.D) be an MLE scheme. For an MLE
scheme, we design the STC and TC security games in Fig. 1, which aims to
provide security against duplicate faking attacks. In a duplicate faking attack,
two unidentical messages — one fake message produced by an adversary and a
legitimate one produced by an honest client — produce the same tag, thereby
causing loss of message and hampers the integrity. In an erasure attack, the
adversary replaces the ciphertext with a fake message that decrypts successfully.

The adversary returns a message M, a ciphertext C’ and a tag T". If the
message or ciphertext is invalid, the adversary loses the game. Otherwise, the
challenger computes encryption key K, ciphertext C' and tag T corresponding
to message M using II.£, and computes the message M’ corresponding to key
K, ciphertext C’ and tag T using II.D. If the two tags are equal, i.e. T =T,
the message M’ is valid, i.e. M’ #1, and the two messages are unequal, i.e.
M # M’, then the adversary wins the TC game.

Now, we define the advantage of a TC adversary A against II as:

Advi, (1) 2 Pr[TCA(Y) = 1].

Now, we define the advantage of an STC adversary A against IT as:
AdvTG (1) Pr[sTCAY) = 1].

An MLE scheme IT is said to be TC (or STC) secure, for all PT adversaries
A, if Adv[, () (or AdvISYTEt()) is negligible.

2.8 Updatable block-level message-locked encryption

The definition of updatable block-level message-locked encryption (UMLE) has
already been described in [20]. We briefly re-discuss it below, with a few suitable
changes in the notation to suit the present context.

SYNTAX. Suppose A € NN is the security parameter. A UMLE scheme II =
(II1.KeyGen, II.Enc, II. TagGen, II.Dec, II.Update, II.UpdateTag, II. PoWPrf,
I1. PoWVer) is eight-tuple of algorithms over a PPT setup I1.Setup. IT satisfies
the following conditions.
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. The PPT setup algorithm II.Setup(1*) outputs the parameter params))

and the sets KD MUD ¢ and TUD | denoting the key, message, cipher-
tert and tag spaces respectively.
The PPT key-generation algorithm I1. KeyGen takes as inputs params!)
and M € M) and returns a set of keys (Epmas, k1, ko, -+, kn) 1= IT. KeyGe-
n(params(n),M), where kmas, k1, k2, ko € KUD . It uses two routines:
I1. B-KeyGen that takes as input i-th block of message M [i], and returns the
block key k;; and IT. M-KeyGen that takes as input message M, and returns
the master key k. qs-
The PPT encryption algorithm IT. Enc takes as inputs params) a set of
keys kmas, k1, ko, kn € KD and M € MUD | and returns the ciphertext
C =1l Enc(params(m, (kmas, k1, k2, kn), M), where C € CUD) | Tt uses
two routines: IT.B-Enc that takes as input i-th block of message M|[i] and
corresponding key k;, and returns the block ciphertext C[i]; and IT. BK-Enc
that takes as input block keys ki, k2, - - - , ky, and returns the encrypted block
keys C[n +1],C[n+2],---,C[n'], where n’ € O(n).
The PPT tag-generation algorithm IT. TagGen takes as inputs params(?)
and C € CYD | and returns the tag T := II. TagGen(params™), C), where
T e TUD Tt uses two routines: I7. B-TagGen that takes as input i-th block of
ciphertext C[i] and returns the block tag T'[i]; and IT. M-TagGen that takes
as input ciphertext C and returns the file tag T[0]. Then T' = T[0]||T'[1]]|T'[2]
T
1ll‘he |c{ec[ryl)tion algorithm I7. Dec is a deterministic algorithm that takes as
inputs params" | kyqs € K and C € CUD | and returns the IT. Dec(param
D kpas, C) € MUID U{L}. Tt uses two routines: IT. BK-Dec that takes as
input master key ks and encrypted block keys C[n+1], C[n+2],--- ,C[n’],
and returns a set of block keys ki, ko, -, ky; and II. B-Dec that takes as
input ciphertext C[i] and corresponding key k; and returns the file block
Mli
Th[e]update—ciphertext algorithm IT. Update takes as inputs params!), mas-
ter key kmas € KU, block number to be updated i € IN, new message
block Mpew € MUD and the ciphertext C € CUD | and returns the pair
(K',C") := II.Update(params'™  (kmas, i, Mpew), C), where K/ € KU and
' ectD,
The update-tag algorithm IT. UpdateTag takes as inputs params™, T e
TUD and C,C" € CUD | and returns 7" := II. UpdateTag(paramsD) | T, C,
C"), where T" € T,
The PPT PoW algorithm for prover IT. PoOWPrf takes as inputs params™
challenge Q and M € MU and returns the proof P := IT. PoWPrf(param-
sUD Q, M).
The PPT PoW algorithm for verifier IT. PoWVer takes as inputs params™
challenge Q, T € TUD and proof P, and returns the value val := IT. PoWVe-
r(params™) Q, T, P), where val € {TRUE, FALSE}.
We restrict |C| to be a linear function of |M].

DECRYPTION CORRECTNESS. Let M = M[1]||M[2]||-- - ||M[n]. For block mes-
sage M[i], where 1 < i < n, suppose:



10 S. Kandele and S. Paul

o k; := II.B-KeyGen(M|i]), and
e C[i] := I1.B-Enc(k;, M[i]).
Then decryption correctness of II requires that I1.B-Dec(k;, C[i]) =
M{i], for all X € N and all M[i] € MUD,

Brock KEY RETRIEVAL CORRECTNESS. Let M = MI1]||M[2]|-- - || M[n]. Sup-
pose:
o k; := II. B-KeyGen(M]i]), for block message M]i], where 1 <1i < n,
® kmas := I1. M-KeyGen(M), and
e (Cln+1],Cn+2],--,Cn]) := II.BK-Enc(ky, ko, -+ , kp).
Then block key retrieval correctness of IT requires that I1. BK-Dec(kpqs,
Cln+1],Cln+2],---,Cn']) = (k1, ko, -+ , kn).

TAG CORRECTNESS. Let M, M’ € MU Suppose:

o kpas = I1. KeyGen(params™ | M),

e C := II.Enc(params'"™) | kpas, M),

e T := II. TagGen(params) C)
o k! .. = IT.KeyGen(params'D) M'),

e C' := II.Enc(params™ k! . M') and

o T’ := IT. TagGen(params'D C").

Then tag correctness of II requires that if M = M’, then T = T, for

all A € N and all M, M’ € MUD,

UPDATE CORRECTNESS. Let M = M[1]||M[2]||-- - ||M[n]. Suppose:
o kpas = IT. KeyGen(params™ | M),
e C := II.Enc(params"™) ka5, M), and
e (K',C") := II.Update(params"D) | (knas, i, M'[i]), C).
Then update correctness of IT requires that IT. Dec(params), K’ C") =
MQJ|[M]|[-- - [|M[i = 1[[M[&][[M [0+ 1]]] - - - [| M [n].

PoW CORRECTNESS. Let M = M[1]||M[2]|| - - - || M[n]. Suppose:
o kpas = I1. KeyGen(params™D | M),
e C := II. Enc(params'") ka5, M), and
o T := II. TagGen(params) C).
Then PoW correctness of I requires that for any challenge ), and for
the proof P := IT. PoWPrf(params!), Q, M), we have the probability Pr[II. Po-
WVer(params™), Q,T, P) = TRUE] = 1.

The four security games are written in the form of a challenger-adversary
framework.

Privacy. Let IT = (II. KeyGen, I1. Enc, II. TagGen, I1. Dec, I1. Update, II. Updat-
eTag, II. PoWPrf, IT. PoWVer) be a UMLE scheme. Since, no UMLE scheme can
provide security for predictable messages, we are modelling the security based
on the unpredictable message source S(-) (for details see Sect. 2.6). According to
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Game PRV$-CDAS (1%, b) Game CXHA (172, b)
(M, 7) & 5017 (Mo, My, i) := A1 (1*);
for (i:=1,2,--- ,m(1*)) Determine block i’ where Mo and M; differ;

KD 17 Keve o) (). If i # i, then return 0;

1 = AL Rey en(params » M )ﬁ Ko := II. KeyGen(params™) | My);
Cg” = II. Enc(params(n), Kgl), M(l)); Co = II. Enc(params(n), Ko, My);
TY) = II. TagGen(params(H), CY))? Ky :=1I. KeyGen(params(H), My);
Cy :=1II. Enc(params(n), K1, My);
(K7}, C%) := II. Update(params™D,

i) $ K
K & {0,131

8 (2)
cf? & {0,119 (K14, Moli]), C1);
i) 8 EARIN If b =0, then C* := Cy;
Ty’ « {0,1}'71 % Else C* := Cy;
b = A1, Cy, Ty, Z); b = As (1Y, C*);
return b’; return b’;

Game UNC-CDAF (17)
S() = A (1M);

(M, 2) & 8(1*);
K := II. KeyGen(params) | M);

Game STCH(1%) TCA(Y)

(M,C', T") :== A(1Y);
If (M =1) Vv (C’ =1), then return 0;
If (T’ # II. TagGen(params™) C"))

return 0; C:=1I Enc(params(n),K, M);
K :=1I. KeyGen(pa'rams(H), M); T:=1I. TagGen(params(n), );
C:=1I. Enc(params(n),K,M); P = AQ(IA,Q,Z);
T :=1II. TagGen(paraan(H)7 C); P:=1I PoWPrf(params(H), Q, M);
M’ = IT. Dec(params ™, K, C'); If (I1. PoWVer(params(™), Q, T, P*) = TRUE)
A(P* # P)
IE(T=T)A(M#M)|AM #1) return 1:
return 1; Else return 0;

Else return 0;

Fig.2. Games defining PRV$-CDA, STC, TC, CXH and UNC-CDA security of
UMLE scheme IT = (II.KeyGen, II. Enc, IT. TagGen, II. Dec, II. Update, II. UpdateTag,
I1. PoWPrf, IT. PoWVer). In CXH and UNC-CDA games, adversary A = (A, A2).

the PRV$-CDA game, as in Fig. 2, the challenger gets a vector of messages, M
and the auxiliary information Z, from the source S(-). The challenger does the

following operations: computes the decryption key K gi), ciphertext C gi) and tag

Tgi) for each message string MY where i € {1,2,---,m(1")}; computes the
random strings K((f)7 C((f) and T((f) of length |K§l) l, |C§Z)| and |T§l)\ respectively;
and returns (Cy, Ty, Z) to the adversary. The adversary has to return a bit b’
indicating whether the ciphertext C} and tag T', corresponds to message M or
is it a collection of random strings. If the values of b and b coincide, then the
adversary wins the game.

We define the advantage of a PRV$-CDA adversary A against IT for the mes-
sage source S(+) as:

AdvPRYSCOA (1Y) 2L | Pr{PRVS-CDA7 (1%, b = 1) = 1]

— Pr[PRV$-CDA7; 5(1%,0 = 0) = 1]].

A UMLE scheme I is said to be PRV$-CDA secure over a set of valid PT

sources for UMLE scheme II, § = {&1,82,- -}, for all PT adversaries A and



12 S. Kandele and S. Paul

for all S; € S, if Adv%'?giﬁm() is negligible. A UMLE scheme IT is said to be
PRV$-CDA secure, for all PT adversaries A, if Advfﬁgﬁcm() is negligible, for
all valid PT source S for I1.

TAG CONSISTENCY. Let IT = (II. KeyGen, IT. Enc, IT. TagGen, IT. Dec, II. Update,
I1. UpdateTag, I1. PoWPrf, II. PoWVer) be a UMLE scheme. For a UMLE scheme,
we have designed the STC and TC security game in Fig. 2, which aims to pro-
vide security against duplicate faking attacks. In addition, STC provides guards
against erasure attack. In a duplicate faking attack, two unidentical messages —
one fake message produced by an adversary and a legitimate one produced by
an honest client — produce the same tag, thereby causing loss of message and
hampers the integrity. In an erasure attack, the adversary replaces the ciphertext
with a fake message that decrypts successfully.

The adversary returns a message M, a ciphertext C’ and a tag T’. If the
message or ciphertext is invalid, the adversary looses the game. If the tag T” is
not computed from C’, then also, the adversary loses the game. Otherwise, the
challenger computes key K, ciphertext C' and tag T' corresponding to message
M, and computes the message M’ corresponding to ciphertext C’ using key K.
If the two tags are equal, i.e. T'=T", the message M’ is valid, i.e. M’ #1, and
the two messages are unequal, i.e. M # M’, then the adversary wins the TC
game.

Now, we define the advantage of a TC adversary A against II as:

AdolC, (1) & Pr(TCA (1Y) = 1],

Now, we define the advantage of an STC adversary A against IT as:

Adv3TS (1Y) & PriSTCA(Y) = 1].
A UMLE scheme IT is said to be TC (or STC) secure, for all PT adversaries
A, if AdvITfA() (or AdvISjTj()) is negligible.

CONTEXT HIDING. Let IT = (I1.KeyGen, II. Enc, II. TagGen, II. Dec, II. Update,
I1.UpdateTag, II.PoWPrf, IT. PoWVer) be a UMLE scheme. For a UMLE, we
have designed the CXH game in Fig. 2, which aims to provide security against
distinguishing between an updated ciphertext and a ciphertext encrypted from
scratch, to ensure that the level of privacy is not compromised during update
process.

According to the CXH game, as in Fig. 2, the adversary returns two messages
My and M; such that My and M, are identical for all bits except block i. The
challenger determines the messages block ¢’ where My and M; differ, and the
adversary loses if the messages My and M; differ at any place other than -
th block, i.e. i # ¢/. The challenger encrypts the two messages My and M; to
generate Ky & Cp and K; & C; and updates the i-th block of C; with Myli]
to obtain K and C]. The challenger then sends either Cy or Cf, depending on
the value of b, to the adversary. The adversary has to return a bit b’ indicating
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whether the ciphertext is built from scratch or is an updated ciphertext. If the
values of b and b’ coincide, then the adversary wins the game.

Now, we define the advantage of a CXH adversary A for 1-block update in
message, against IT as:

AdvGH (1Y) E | PrCXHA(IY, b = 1) = 1] — Pr[CXHA (1Y, b= 0) = 1]|.

A UMLE scheme IT is said to be CXH secure, for 1-block update in message,
for all PT adversaries A, if Advlcj)fﬂ(-) is negligible.

PROOF OF OWNERSHIP. Let II = (II. KeyGen, II. Enc, II. TagGen, II. Dec, II. Up-
date, I1. UpdateTag, IT. POWPrf, II. PoWVer) be a UMLE scheme. For a UMLE,
we have designed the UNC-CDA game in Fig. 2, which aims to provide security
against the adversary in proving that they possess the entire file when they
actually have only a partial information about the file. This is to block the
unauthorised ownership of the file.

According to the UNC-CDA game, as in Fig. 2, the adversary returns an
unpredictable message source S(-). The challenger gets a message M and the
auxiliary information Z, from this source. The challenger then send the chal-
lenge @ and the auxiliary information Z to the adversary and the adversary
returns a proof P*. The challenger generates the proof P for the same chal-
lenge. If P* is successfully verified by the PoW verifier algorithm I7I. PoWVer,
i.e. IT. PoWVer(params) Q, T, P*) = TRUE, and P is different from P*, i.c.
P* # P, then the adversary wins the game.

Now, we define the advantage of a UNC-CDA adversary A against an uncheat-
able chosen distribution attack against IT for a message source source S(-) as:

AdvyNGOA (1Y) & PrUNC-CDAZ (1) = 1].

A UMLE scheme IT is said to be UNC-CDA secure, for all PT adversaries A,
if Adv%’j‘i‘CDA() is negligible.

2.9 Hash Function

SYNTAX. Suppose A € IN is the security parameter. A hash function H is an
algorithm H.H over a PPT setup H. Setup. H satisfies the following conditions.
1. The PPT setup algorithm H.Setup(1*) outputs the parameter params
and the sets MM and 7™ denoting the message and digest spaces respec-
tively.
2. The deterministic hash algorithm H. 7% takes as inputs params) and M e
MM “and returns h := H. H(params™), M), where h € TH),

CORRECTNESS. Let M, M’ € MM, Suppose:
e h:=H.H(params™) M), and
o 1/ :=H.H(params™ M’).
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Then correctness of H requires that if M = M’ then h = I/, for all
A€ N and all M, M € MM,

The security game is written in the form of a challenger-adversary framework.

Game CRHF{ (1)

(Mo, My) :== A(1%);

If (H. H(params™, My) = H. H(params™, M) A (Mo # M)
return 1;

Else return 0O;

Fig. 3. Game defining CRHF security of Hash Function H = H. H.

COLLISION-RESISTANCE. Let H = H.#H be a hash function. We design the
Collision-Resistance security game in Fig. 3. According to the CRHF game,
the adversary sends two messages M, and M; to the challenger. The chal-
lenger checks, if the hash value of the two messages My and M; are equal,
i.e. H.H(params™ My) = H. H(params™), M;) under My # M;.

Now, we define the advantage of a CRHF adversary A against H as:

Adv§RF(1%) Y Pr{CRHFE (1Y) = 1].

A hash function H is said to be CRHF secure, for all PPT adversaries A, if

AdvRQF(-) is negligible.

2.10 One-time Symmetric Encryption

SYNTAX. Suppose A € IN is the security parameter. A one-time symmetric en-
cryption scheme SE = (SE.GEN,SE.SE,SE.SD) is three-tuple of algorithms
over a PPT setup SE. Setup. SE satisfies the following conditions.

1. The PPT setup algorithm SE. Setup(1*) outputs the parameter paramsSF)
and the sets KB MSE) and CF) denoting the key, message and ciphertext
spaces respectively.

2. The PPT key generation algorithm SE.GEN takes as inputs params®F),
and returns key K := SE. GEN (params©®®)), where K € KGF).

3. The encryption SE. S€ is a deterministic algorithm takes as inputs params©F),
encryption key K € KGF) and the message M € MGE) returns ciphertext
C = SE.SS(params(SE),K, M), where C € CGB . In order to make this
scheme one-time symmetric encryption, each execution of SE. SE(+) requires
that the key be freshly generated using SE. GEN(+).

4. The decryption SE.SD is a deterministic algorithm that takes as inputs
params®® | key K € K8 and ciphertext C € C®), and returns the mes-
sage M := SE.SD(params®® | K, C), where M € MGH,
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5. We restrict |C| to be a linear function of |M].

CORRECTNESS. Let M € M(©B)_ Suppose:
e K :=SE.GEN (params®®), and
e C := SE.S&(paramsS®) K, M).
Then correctness of SE requires that SE. SD(params®®  K,C) = M,
for all A € IN and all M € MGE),

The two security games are written in the form of a challenger-adversary
framework.

Game KRg:(1%) Game IND-PRVZE: (1%, )

M = A (1M); M = A (1M);

K := SE.GEN (params©®)); K := SE.GEN (params®®));
C:= SE.SE(params(SE), K, M); Co :=SE. 85(parcmLs(SE)7 K,M);
K' = A,(1*,0); o} & {0, 1}|Co\;

If K’ = K, then return 1; b= A (10, Cy);

Else return 0; return b';

Fig. 4. Game defining KR and IND-PRV security of one-time symmetric encryption
SE = (SE.GEN,SE. SE,SE.SD). Here, A = (A1, A2).

KEY RECOVERY. Let SE = (SE.GEN, SE. S&, SE. SD) be a one-time symmetric
encryption scheme. We design Key-Recovery security game in Fig. 4. Accord-
ing to the KR game, the adversary sends a message M to the challenger. The
challenger generates a key K := SE.GEN (params®P), encrypts M using K
to obtain the ciphertext C' := SE.S&(params®®, K, M) and sends C to the
adversary. The adversary has to return a key K’ as the encryption key of M
that resulted into C'. If the values of K and K’ coincide, i.e. K = K’, then the
adversary wins the game.
Now, we define the advantage of a KR adversary A against SE as:

def
AdvR (1) = Pr[KRE (1) = 1].

A one-time symmetric encryption scheme SE is said to be KR secure, for all
PT adversaries A, if AdeKE 4(+) is negligible.

Privacy. Let SE = (SE.GEN,SE.SE,SE.SD) be a one-time symmetric en-
cryption scheme. We design the Privacy security game in Fig. 4. According to
the IND-PRV game, the adversary sends a message M to the challenger. The
challenger generates a key K := SE. ng(params(SE)), encrypts M using K to
obtain the ciphertext Cy := SE.SE&(params®® K, M), computes the random
string Cy of length |Cpl|, and sends Cj to the adversary. The adversary has to
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return a bit b’ indicating whether the ciphertext Cj corresponds to message M
or is it a random string. If the values of b and b’ coincide, then the adversary
wins the game.

Now, we define the advantage of a IND-PRV adversary A against SE as:

AdvlPPRY(1%) | Pr[IND-PRVE (1,5 = 1) = 1]
— Pr[IND-PRVZL (12, b = 0) = 1]|.

A one-time symmetric encryption scheme SE is said to be IND-PRV secure,
for all PT adversaries A, if Adv's'\é'?APRV(-) is negligible.

2.11 Sponge hash function

The pictorial and algorithmic descriptions of Sponge construction [3,8-12] are
given in Figs. 5 and 6; all wires are A-bit long. Let M denote the message to be
hashed, Mi] denote the i-th block of message. Below we describe the algorithm
H.H for Sponge hash function in detail.

Fig. 5. Diagrammatic description of Sponge hash function h := H.H(1*, M), where

M = M[1]||M[2]]| - - - ||M[€], and M[1], M[2],--- M[¢] are the A-bit message blocks.
H. H(1*, M)
0:=|M|/X\, rh =0, sh = 0%
M[U[|M2][[ -- - ||M[f] := M;

for (j:=1,2,---,¢)
Ty = MG ®rj_q, s5:=5;_1;
rillsy o= m(rjlls;);

h:i=ry;

return h;

Fig. 6. Algorithmic description of Sponge hash function h := H. H(1*, M).

Hash H.H. Fig. 5 shows the hashing of message M. The hash takes the pa-
rameter 1% and message M and breaks it into several A-bit blocks, namely,
MI1],M[2],--- , M[(]. Hash of M is composed of hash of individual blocks in
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sequence. Two variables r{, and s/, are assigned 0*. Now we give the details of
how the message block M[j], for j := 1,2, --- ¢ is hashed: r; is assigned the XOR
of M[j] and r}_;; s; is assigned the value of s;_;; and we compute (r}|[s) as
m(r;j]]sj). We assign 1} as the hash h.

Security of Sponge construction Sponge construction is already proven to
be CRHF secure. CRHF game is given in Fig. 3.

3 FMLE: A New Cryptographic Primitive

The File-updatable Message-Locked Encryption (FMLE) is a generalisation of
Efficiently Updatable Block-Level Message-Locked Encryption (UMLE) as given
by Zhao and Chow[20]. The difference between the definitions of UMLE and
FMLE is that the former requires the existence of a BL-MLE scheme, while
the latter does not.? Therefore, any UMLE scheme can be viewed as an FMLE
scheme too, not the other way round.

Below we elaborately discuss the syntax, correctness and security definition
of the new notion FMLE.

3.1 Syntax

Suppose A € IN is the security parameter. An FMLE scheme II = (II.£,II. D,
.U, I1.P,I1.V) is five-tuple of algorithms over a PPT setup II.Setup. II sat-
isfies the following conditions.

1. The PPT setup algorithm I7.Setup(1*) outputs the parameter params™
and the sets KU MUD ¢ and TUD | denoting the key, message, cipher-
text and tag spaces respectively.

2. The PPT encryption algorithm I1.€£ takes as inputs params!) and M €
MUD “and returns a 3-tuple (K, C,T) := II. £(params™) M), where K €
KD, Cec and T € TUD,

3. The decryption algorithm I1. D is a deterministic algorithm that takes as in-
puts params™ K € KU C e ¢ and T € TU) | and returns IT. D(para-
ms K, C,T) € MUD U{L}. The decryption algorithm IT. D returns L if
the key K, ciphertext C' and tag T are not generated from a valid message.

4. The PPT update algorithm IT.U{ takes as inputs params), the index of
starting and ending bits is and ienq, new message bits Myew € MUD,
the decryption key K € KU the ciphertext to be updated C' € U1,
the tag to be updated T € T and the bit app € {0,1} indicating
change in length of new message, and returns a 3-tuple (K’,C",T') :=
I.U(params'"™ i, ieng, Mpew, K, C, T, app), where K’ € KUD ' ¢ ¢UD)
and 7" € T7UD,

2 A block-level message-locked encryption (BL-MLE) is an MLE that works on the
fixed-sized messages, called blocks.
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5. The PPT proof-of-ownership (PoW) algorithm for prover I1.P takes as in-
puts parameter params™ | challenge Q, a file M € MUD the decryption
key K € KUD | the ciphertext C € CD | the tag T € TUD, and returns the
proof P := IT. P(params') Q, M, K,C,T).

6. The PPT proof-of-ownership (PoW) algorithm for verifier I1.V takes as in-
puts parameter params!)| challenge Q, ciphertext C € CUD | tag T € 7D
and proof P, and returns the value wval := H.V(params(n),Q,C, T, P),
where val € {TRUE, FALSE}.

7. We restrict |C| to be a linear function of |M|.

3.2 Correctness

KEY CORRECTNESS. Let M, M’ € MUD _ Suppose:
o (K,C,T) :=II.&(params") M), and
o (K',C",T") := II. & (params™  M').
Then key correctness of II requires that if M = M’, then K = K’, for
all A € N and all M, M’ € MUD,

DECRYPTION CORRECTNESS. Let M € MUD . Suppose:
o (K,C,T) := II.E(params) | M).
Then decryption correctness of II requires that H.’D(params(H ) K,
C,T)= M, for all A € N and all M € MUD,

TAG CORRECTNESS. Let M, M’ € MUD _ Suppose:
o (K,C,T) :=II.&(params") M), and
o (K',C",T") := II. & (params™  M').
Then tag correctness of II requires that if M = M’, then T = T, for
all A € N and all M, M’ € MUD,

UPDATE CORRECTNESS. Let M € MU Suppose:
o (= |M],
o (K,C,T) := II.E(params") | M), and
o (K',C",T") := I.U(params'") iy ieng, Mpew, K, C, T, app).
Then wupdate correctness of II requires that, for all A € IN, all M €
MUID 1 <y <l and g < dena:

e for app = 1, I1.D(params™ K' C'.T") = M[1] ||M[2] ||---|| M[is — 1]
|| Myew, and

e for app = 0, I1. D(params™ K’ C'.T") = M[1] |[M[2] ||---|| M[is — 1]
||Mnew ||M[iend + 1]|‘M[iend + 2]” T ||MV]

PoW CORRECTNESS. Let M € MU Suppose:
o (K,C,T) :=II.&(paramsT) | M),
e () is any challenge, and
e P :=II.P(params'™ Q,M,K,C,T).
Then PoW correctness of IT requires that Pr[I1. V(params(n), Q,C,T,P)=
TRUE] =1, for all A € N and all M € MUD),
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3.3 Security Definitions

Security definitions of FMLE are naturally adapted from those of UMLE. For
the sake of completeness, we describe them below in full detail. As usual, all the
games are written in the form of challenger-adversary framework.

Game PRV$-CDAS A (1%, b) Game CXHA (1%, 0, b)

(M, 2) & 5(17); (Mo, My) := A1 (17, 0);

£ = 1.9 N Determine bit-positions 41,42, -+ ,1,
or (i:=1,2,--- ,m(17)) where My and M, differ;

(KS”’CY),T@) = H~5(PaTam3(H), M(i)); If p > o, then return 0;

(Ko, Co, To) := II. E(paramsT) | My);
(K1,Cq,Ty) := II. S(params(n), My);
(K1, Cp,TY) = II.U(params T i1,%p,

) (4)
KO & o, 131517,

: ()
e & 0,131

(i) 8 171, Moliy, i +1,- -+ ,ip], K1, C1, T1,0);
Ty < {0,1}71 5 If b = 0, then C* := Cg;
b = A1, Cy, T, Z); Else C* := Cf;
return b’; b= A (1, C*);

return b’;

Game STCA(1%) TCAY) Game UNC-CDA7; (1*)

(M, C',T') = A(1™); §i=A(1Y), (M, 2) & 5(1);

If (M =1) Vv (C' =1), then return 0; (K,C,T) ::AU‘E(pammsm), M)
(K,C,T) := II. E(params™) | M); P* = Ax(1%,Q, 2);
M, = II. D(Params(n), K7 Cl7 T/)§ P:=1I. 'P(params(n), Q) Mv K’ C’ T)?
If (II. V(params'™ | Q,C, T, P*) = TRUE
If (T=T)N(M#M)|ANM #L1) ( ( A(P* # P) ) )
return 1; return 1;
Else return 0; Else return 0;

Fig. 7. Games defining PRV$-CDA, STC, TC, CXH and UNC-CDA security of FMLFE
scheme IT = (I1.E,I1.D,I1.U,I1.P,I1.V). In CXH and UNC-CDA games, adversary
A= (A, Az)

Privacy. Let [l = (I1.€,11.D,I1.U,II. P,I1.V) be an FMLE scheme. Since, no
FMLE scheme can provide security for predictable messages, we are modelling
the security based on the unpredictable message source S(-). According to the
PRV$-CDA game, as in Fig. 7, the challenger gets a vector of messages, M
and the auxiliary information Z, from the source S(-). The challenger does the
following operations: computes the decryption key K 5”, ciphertext C’gi) and
tag ng) for each message string M® using I1. €, where i € {1,2,--- ,m(1")};
computes the random strings K, C{” and T{" of length |K{”|, |C'"| and
|T§1)| respectively; and returns (Cy, Ty, Z) to the adversary. The adversary has
to return a bit b’ indicating whether the ciphertext C}, and tag T, corresponds
to message M or is it a collection of random strings. If the values of b and ¥’
coincide, then the adversary wins the game.
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We define the advantage of an PRV$-CDA adversary A against IT for the
message source S(-) as:

AdvPRYSCOA(1%) “E) | Pr{PRVS-CDAR (14, = 1) = 1]

— Pr[PRV$-CDA7 s(1*,b = 0) = 1]‘.
An FMLE scheme IT is said to be PRV$-CDA secure over a set of valid PT

sources for FMLE scheme II, S = {851,8,,---}, for all PT adversaries A and
forall S; € S, if Adv%'i\s/fjm(-) is negligible. An FMLE scheme II is said to be

PRVS$-CDA secure, for all PT adversaries A, if Adv%’i\;ffDA(-) is negligible, for
all valid PT source S for II.

TAG CONSISTENCY. Let IT = (II.E,II.D, II. U, II. P, II.V) be an FMLE scheme.
For an FMLE scheme, we have designed the STC and TC security games in Fig. 7,
which aim to provide security against duplicate faking attacks. In addition, STC
provides safeguards against erasure attack. In a duplicate faking attack, two
unidentical messages — one fake message produced by an adversary and a legit-
imate one produced by an honest client — produce the same tag, thereby cause
loss of message and hamper the integrity. In an erasure attack, the adversary
replaces the ciphertext with a fake message that decrypts successfully.

The adversary returns a message M, a ciphertext C’ and a tag T". If the
message or ciphertext is invalid, the adversary loses the game. Otherwise, the
challenger computes decryption key K, ciphertext C' and tag T corresponding
to message M, and computes the message M’ corresponding to ciphertext C’
and tag T using key K. If the two tags are equal, i.e. T'= T", the message M’
is valid, i.e. M’ #.1, and the two messages are unequal, i.e. M # M’, then the
adversary wins the TC game.

Now, we define the advantage of a TC adversary A against IT as:

Advi (1) < Pr[TCA(Y) = 1].

Now, we define the advantage of an STC adversary A against IT as:

AdviTS (1% 2 PriSTCA(Y) = 1].
An FMLEFE scheme IT is said to be TC (or STC) secure, for all PT adversaries
A, if AdvlT-fA() (or AdvISYTE‘()) is negligible.

CONTEXT HIDING. Let IT = (I1.£,II.D,II.U,II.P,11.V) be an FMLE scheme.
For an FMLE, we have designed the CXH game in Fig. 7, which aims to provide
security against distinguishing between an updated ciphertext and a ciphertext
encrypted from scratch, to ensure that the level of privacy is not compromised
during update process.

According to the CXH game, as in Fig. 7, the adversary returns two messages
My and M, such that My and M; are identical for all bits except o bits. The
challenger calculates the bit-positions i1, 4g, - - - , i, where My and M; differ, and
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the adversary loses if p > o. The challenger encrypts the two messages My and
M, to generate (Ko, Co, Tp) and (K7, Cq,T1) and updates the Cy with My[iq1, i1+
1,---,i,) to obtain (K7{,C1,T7). The challenger then sends either Cy or C1,
depending on the value of b, to the adversary. The adversary has to return a
bit &' indicating whether the ciphertext is built from scratch or is an updated
ciphertext. If the values of b and b’ are equal, then the adversary wins the game.

Now, we define the advantage of a CXH adversary A for o-bit update in
message, against IT as:

AdvZH (1, 0) < | PrCXHA (1Y, 0,b = 1) = 1] — Pr[CXHA (1Y, 0,6 = 0) = 1],

An FMLE scheme IT is said to be CXH secure, for o-bit update in message,
for all PT adversaries A, if Adv%)fj(-, -) is negligible.

PROOF OF OWNERSHIP. Let I = (II.E,I1.D,I[I.U,II.P,11.V) be an FMLE
scheme. For an FMLE, we have designed the UNC-CDA game in Fig. 7, which
aims to provide security against the adversary in proving that they possess the
entire file when they actually have only a partial information about the file. This
is to block the unauthorised ownership of the file.

According to the UNC-CDA game, as in Fig. 7, the adversary returns an
unpredictable message source S(-). The challenger gets a message M and the
auxiliary information Z, from this source. The challenger then send the challenge
@ and the auxiliary information Z to the adversary and the adversary returns a
proof P*. The challenger generates the proof P for the same challenge. If P* is
successfully verified by the PoW verifier algorithm I7.V and P is different from
P*, then the adversary wins the game.

Now, we define the advantage of a UNC-CDA adversary A against an uncheat-
able chosen distribution attack against IT for a message source source S(-) as:

Adv¥NGEOA (1Y) & PrUNC-CDAA (1) = 1].

An FMLE scheme IT is said to be UNC-CDA secure, for all PT adversaries
A, if Adv%’}'j‘CDA() is negligible.

4 Deduplication: An Application of FMLE

Deduplication is a mechanism by which a protocol removes the requirement for
storing multiple copies of an identical file in memory. This is highly beneficial
for the better utilization of space in the cloud, where multiple users often store
identical files. Loosely speaking, it does so, by identifying the identical files, re-
moving all the copies except one, and then attaching a special file called the list of
owners to it. In Fig. 8, we give the details of the deduplication protocol support-
ing file-update and proof of ownership (PoW) functionalities, implemented using
FMLE scheme IT = (I1.E,II.D,I1.U,II.'P,II.V). Although, intuitively clear,
we would like to point out that the authentication of users is not a part of this
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protocol; the system, otherwise, takes care of that through various well-known
means such as password-based /bio-metric authentications, etc.

The deduplication protocol with file-update and PoW functionalities, has
three functions: client uploading data to the server, as shown in Fig. 8(a); client
downloading data from the server, as shown in Fig. 8(b); and client updating
data to the server, as shown in Fig. 8(c). Below we give the textual description
of the three functionalities of the deduplication protocol.

UPLOADING. For uploading data to the server, the client authenticates its iden-
tity to the server, calculates the key K, ciphertext C' and tag T using the en-
cryption function II. £ on message M, and sends Cy := C||T to the server. The
server computes tag T and ciphertext C' from C, generates a challenge () and
sends @ to the client. The client generates and sends to the server, the proof
P based on the challenge @), message M, key K, ciphertext C' and tag T using
I1.P. The server verifies if the proof is correct or not using I7.V function and if
it is correctly verified, then stores the (C,T) pair in the database T along with
the Client-ID as owner. If the (C,T) pair already exists in the database, then
only the owner information is appended.

DOWNLOADING. For downloading data from the server, the client authenticates
its identity to the server and sends tag T' corresponding to the required cipher-
text, to the server. Then, the server checks if the client is the owner of ciphertext
corresponding to tag T in the database T or not, and on successful verification,
sends ciphertext C. The client decrypts the C using the decryption function
II.D with key K and tag T, to obtain message M. If the message is valid, i.e. if
M #.1, then the message is accepted, otherwise the ciphertext C' is rejected.

UPDATING. For updating data to the server, the client authenticates its identity
to the server and sends tag T' corresponding to the required ciphertext, to the
server. Then, the server checks if the client is the owner of ciphertext corre-
sponding to tag T in the database T or not, and on successful verification, sends
ciphertext C. The client updates the ciphertext using the new message M’ and
the key K, ciphertext C' and tag T', to obtain the new key K’, ciphertext C’ and
tag T" and sends C] := C’||T’ to the server. The server removes the ownership
of the client from the ciphertext C, computes a challenge @ corresponding to Cf
and sends @ to the client. The client generates and sends to the server, the proof
P based on the challenge Q, message M’, key K’, ciphertext C’ and tag T using
11.P. The server verifies if the proof is correct or not using I7.V function and if
it is correctly verified, then stores the (C’,T”) pair in the database T along with
the Client-ID as owner. If the (C’,T") pair already exists in the database, then,
only the owner information is appended.



CLIENT (message M)

(K,C,T) :=II.E(M);
C, = C’HT7

P:=I1I.PQ,M,K,C,T),

(Authentication)

Send (C1)
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SERVER (database T)
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Send (Q)

Send (P)

C||T := Cy;
Compute challenge @ from C;

If 1.V(Q,C,T, P) = TRUE
IfTeT
Augment the list of owners
of T" with Client-ID;
Else T[T] := C and add
Client-ID as owner;
Else report Error;

(a) CLIENT uploading data to the SERVER.

CLIENT (tag T, key K)

M :=II.D(K,C,T);
If M #1, then accept M;
Else reject C;

(Authentication)
Send (T)

SERVER (database T)

Send (C)

If Client is owner of T'
Get C := T[TY;

(b) CLIENT downloading data from the SERVER.

CLIENT (tag T, key K, message M')

(K',C",T') == ILUM', K, C,
T);
Ci =T

P:=11.PQ,M K C T);

(Authentication)
Send (T)

SERVER (database T)

Send (C)

Send (C7)

Send (Q)

Send (P)

If Client is owner of T'
Get C := T[T7Y;

If Client-ID is the only
owner of T'
Delete T[T] and owner of T
Else Remove Client-ID from
owner of T
T = O
Compute challenge Q;

If 1.V(Q,C',T', P) = TRUE
If7T'eT
Augment the list of owners
of T" with Client-ID;
Else T[T"] := C’ and add
Client-ID as owner;
Else report Error;

(c) CLIENT updating data to the SERVER.

Fig. 8. Upload, Download and Update Protocols in the Deduplication Protocol.
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5 Practical FMLFE Constructions from existing MLE
schemes

In this section, we give three FMLE schemes built by augmenting the existing
MLE schemes.

Ingredients. All three FMLE schemes II of this section are built from a one-time
symmetric encryption SE = (SE. GEN,SE. SE, SE. 8D), and a hash function fam-
ily H = (H.H), as discussed in Sects. 2.10 and 2.9 respectively. Here, we note
that the setup function of SE, H and IT are compatible such that:

o MM = fC(SE) — A((SE) — ((SE)
o JCUD) — 7 (H) — f(SE)

o MUD = pM(H) = A(SE)

o CUD) = pM(H) — ((SE)

o TUD — T (H)

As defined in Sect. 3, any FMLE is associated with an implicit setup algo-
rithm that outputs params) and the sets KD, MU ¢ and 7UD, Con-
struction is all about clearly specifying the five algorithms namely I1.E, I1. D,
IT.U, I1.'P and I1. V. All five algorithms have, as input, params") given by the
associated setup algorithm. The setup function I1. Setup is designed in such a way
that it invokes H.Setup and SE. Setup, to generate params™) and params®®
and the output of IT. Setup is params''D) = (params™ | params©?).

5.1 F-CE

The MLE construction CE, proposed by Douceur et al.[15], that uses the hash
function H = (H.H) and the symmetric-key algorithm SE = (SE. GEN,SE. SE,
SE.SD), can be converted into an FMLE scheme, denoted F-CE, by adding three
algorithms F-CE. U, F-CE. P and F-CE.V to the existing algorithms F-CE. £ and
F-CE. D, as shown in Fig. 9.

5.2 F-HCE2

The MLE construction HCE2, proposed by Bellare, Keelveedhi and Ristenpart
[6], that uses the hash function H = (H.H) and the symmetric-key algorithm
SE = (SE.GEN,SE.SE, SE. 8D), can be modified into an FMLE scheme F-HCE?2
as shown in Fig. 10.

5.3 F-RCE

The MLE construction RCE, proposed by Bellare, Keelveedhi and Ristenpart
[6], that uses the hash function H = (H.H) and the symmetric-key algorithm
SE = (SE.GEN,SE. 8&,SE. S8D), can be modified into an FMLE scheme F-RCE
as shown in Fig. 11.
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F-CE. &(params) | M) F-CE.U(params™ iy, iend, Mpew, K, C,
K := H. H(params™ M); T, app)
C := SE. S&(params®® | K, M); M := SE. 8D(params®® K, C);
T := H.H(params(H), C); M’ = MJ[|M2]]] - - - [|M[ise — ]| Mnew;
return (K,C,T); if app =0

£:=|M|;
F-CE. ’D(params(n), K,C,T) M’ = M'||M[icng + 1]||M[icna + 2]||

M (6]
K’ := H. H(params™  M');

C’ :=SE. SS(params(SE>, K',M');
T’ := H. H(params™  C’);

T' := H. H(params™ , C);
If T’ # T, then return L;
M := SE. 8D (params®® K, C);

return M; 1~
return (K',C", T");
F-CE.V arams(n), ={i1,%2, - ,is},
(» n Q/ (i, 22 4 F—CE.P(params(H),Q: {i1, 12, -+ ,io},
LT, P) M,K,C,T)
i . .
If C'li;] = P[], Vj € {1,2,--- ,0} P := Cli1]||Cli2]]] - - - [|Cliol;
return TRUE; return P;

Else return FALSE;

Fig. 9. Algorithmic Description of the FMLE scheme F-CE. Here, params') =
(params(H) , paramsS® ).

F-HCE2. & (params™) | M) F-HCE2. U (params™) | is, iend, Muew, K, C,
K :=H. H(params™ M), T, app)
C := SE. S&(params®® | K, M); M := SE. 8D (params®® K, C);
T := H. H(params<H), K); M’ = MU||M[2]]] - [|M[ise — 1]||Mnews;
return (K, C,T); if app =10

£:=|M];
F-HCE2. D(params) | K, C, T) M’ := M'||Micna + 1]||M[icna + 2]||

[|M[e];
K’ :=H. H(params(H), M),
C’ :=SE. S5(params(SE>, K',M');
T :=H. H(params(H), K');
return (K',C’,T");

M := SE. 8D(params®® | K, C);
K’ :=H. H(params(H),M);

T’ := H. H(params™  K');

If T/ = T, then return M;
Else return L;

_ 1) S R
F-HCE2. P(params™, Q = {ir in, -+ ,io}, ‘HoczY(params’ Q= {in iz, iok
M,K,C,T) ¢L1,P)
P = Cla1][|Cliz]|| - - - [IClic]; If C'[i;] = P[5], Vj € {1,2,--+ 0}
return P; return TRUE;

Else return FALSE;

Fig. 10. Algorithmic Description of the FMLE scheme F-HCE2. Here, params'? =
(params™ | params®D).

5.4 Security of F-CE, F-HCE2 and F-RCE

The F-CE, F-HCE2 and F-RCE schemes are constructed by adding functionalities
to the CE, HCE2 and RCE schemes respectively. Therefore, if the CE, HCE2 and
RCE schemes are PRV$-CDA, STC and TC secure, so are the F-CE, F-HCE2 and
F-RCE schemes.

The CXH and UNC-CDA security of the schemes F-CE and F-HCE2 follow
from the fact that they are deterministic.

The CXH security of the scheme F-RCE follows from the fact that the new
key is generated for the updated message and the whole updated message is re-
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F-RCE. &(params™ M F-RCE. U (params™) i, iena, Muew, K, C,

p V4
K :=H. H(params™ M); T, app)
L& ke, C1lICz = C;
C) := SE. S&(params®® | L, M); L:=0C20K; (SE)
Cy =L@ K; M := SE. SD(params ,L,Ch);

; , _
C = Cl|‘02§ M = M[l]HM[2]H e HM[lst - 1]||Mncw§
T := H. H(params™ | K); lf;_pf 740_
return (K, C,T); =ML .
M= [[M[icna + 1]|[M[icna + 2]||

F-RCE. D(params™ | K, C, T) e[| ML

K’ := H. H(params™  M’);

C1||C2 :=C, L:=C2® K; Cy = SE‘SS(params@E), L,M");

M := SE. 8D (params®® | L, C1); Ch:=L&K;

K = H.H(params(H), M); Cc’ = C’{HCQ;

T’ :=H. H(params™ K'); T’ := H(params™  K');

If T/ = T, then return M; return (K',C',T");

Else return L;

) F-RCE. P(paranbs(n), Q= ({i1,42, - ,ic},
F-RCE. V(paramg/ T,/QP:) {i1,i2, ie} Ch),M,K,C,T)
P R R CIIICQ = C}
If C'li;] = P[], Vj € {1,2,--- ,0} L:=C2 @ K;
return TRUE; L' :=C, @ K;

Else return FALSE; M :=SE. S'D(pm'ams(SE), L,Ch);
Cy = SE. Sg(params<SE), L', M);
P = Cilu]lICyli2]l] - - 11O [i0];
return P;

Fig. 11. Algorithmic Description of the FMLE scheme F-RCE. Here, params'D =
(params™, params<SE)).

encrypted (as described in the Fig. 11), therefore, the advantage of the adversary
is zero.

The UNC-CDA security is achieved in the F-RCE scheme because the proof
P* produced by the adversary has to be identical to the real proof P, which
already stored as the ciphertext in the cloud, because the verification part is
just the equality check.

6 Practical FMLE Construction from existing UMLE
scheme

In this section, we give one FMLE scheme built by augmenting the existing
UMLE scheme.

6.1 The F-UMLE scheme

The F-UMLE scheme I7 is constructed, as shown in Fig. 12, from a UMLE scheme
7w = (m. KeyGen, 7. Enc, 7. TagGen, 7. Dec, 7. Update, 7. UpdateTag, 7. PoWPrf,
7. PoWVer), defined over the setup algorithm 7. Setup that outputs parameters
params™ and the sets K™, M(™ (™) and T(™). Here, we note that the setup
function I7. Setup is designed in such a way that it invokes 7. Setup, to generate
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params™  and the output of IT. Setup is params
generated by I1.Setup and 7. Setup are compatible such that:

o KCUD) — fc(m)
o MUD = p(m)
o CUDN — c(m)
o TUD — 7 (m)

(1)
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= params(“). Also the sets

F-UMLE. & (params‘™ M)

F-UMLE. Z/[(params(n) yists tends; Mnew,

(kmass ki, k2, -+ km) = kmas, C, T, app)
7. KeyGen(params(™ , M); i = Lise /A
C := m. Enc(params ™, (kmas, k1, k2, - - - K= Fmas;
k), M); e =0 _
For (j:=1i,i+1, -, [iena/Al)

T := . TagGen(params'™, C);
return (kmas, C, T);

F-UMLE. P(params'™, Q, M, kmas,C,T)

(K',C") := . Update(params™ , (K,
Js Mnew[j — i+ 1])7 Cl);
T :=m. UpdateTag(params(“) ,T,0,C");

return (K',C’,T");
P :=m. PoWPrf(params(”)7 Q,M);

return P; F-UMLE. D(params(n), kmas, C,T)

T :=m. TagGen(params("), C);

If T # T’, then return L;

M := . Dec(params("), kmas, C);
return M;

F-UMLE. V(params'™), Q, C, T, P)

val := . PoWVer(params<"), Q,T, P);
return val;

Fig. 12. Algorithmic Description of the FMLE scheme F-UMLE. Here, params'?) =
params™

6.2 Security of F-UMLE scheme

The F-UMLE scheme is a UMLE as well as an FMLE scheme. Since, the security
targets of FMLE and UMLE are identical, and F-UMLE satisfies the UMLE
security targets, hence, F-UMLE is a secure FMLFE scheme.

7 New Efficient FMLFE Schemes

In this section we present the two new efficient constructions for FMLFE — namely
RevD-1 and RevD-2 — which are based on a 2A\-bit easy-to-invert permutation
7. We assume that the length of message is a multiple of A; A is the security
parameter.

7.1 The RevD-1 scheme

We describe our first FMLE scheme, namely, RevD-1. This construction is mo-
tivated by the design of the hash function mode of operation FP [18].
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Description of RevD-1 The pictorial and algorithmic descriptions are given
in Figs. 13 and 14; all wires are A-bit long. Let M denote the message to be
encrypted, M[i] denote the i-th block of message, and M[i][j] denote the j-th
bit of i-th block of message. It is worth noting that the decryption is executed in
the reverse direction of encryption. Below, we describe the 5-tuple of algorithms
(RevD-1. £, RevD-1. D, RevD-1.U, RevD-1. P, RevD-1. V) for RevD-1, in detail.

Encryption RevD-1.E. Fig. 13(a) shows the encryption of message M. The en-
cryption takes the parameter 1* and message M and breaks it into several \-bit
blocks, namely, M[1], M[2],--- , M[¢]. Encryption of M is composed of encryp-
tions of individual blocks in sequence. Two variables s; and t; are assigned 0*.
Two numbers R and R’ are chosen randomly from {0,1}*, and u; and v; are
assigned R and R’ respectively. Now we give the details of how the message
block Mj], for j :=1,2,---¢ — 1 is encrypted: r; is assigned M|j]; we compute
(ri|1s) as m(r;]|s;); we compute u;i1|[vj11 as w(ugl|vj); we obtain C[j] as the
XOR of vji1 and 77; 5541 is assigned the XOR of s and ¢;; and #;.1 is assigned
the value 77.

For the last block M[¢], we perform the following operations: ry is assigned
M{{); we compute (1||s}) as w(r¢||s¢); we compute ugi1||veg1 as w(ue||ve); Ser1
is assigned the XOR of s}, and t;; v’ is assigned the value of wgi1; and veqq is
XORed with sp11 to obtain v’.

We assign sy41 as the decryption key K, we concatenate C[1], C[2],- - ,C[{—
1]|ju’||v" to obtain the ciphertext C, and r} as the tag T'.

Decryption RevD-1.D. The decryption takes the parameter 1*, decryption key
K, ciphertext C' and tag T. Fig. 13(b) shows the decryption of ciphertext C.
The decryption takes the ciphertext C' and breaks it into several A-bit blocks,
namely, C[1],C[2],--- ,C[¢ — 1]||u/||v'. Decryption of C' is composed of decryp-
tions of individual blocks executed in the direction opposite to the encryption.
For decrypting the last block, we first perform following operations: we assign
K to sg+1; we assign T to rp; we assign u’ to ugyq; v’ is XORed with sg4q to
obtain vy 1; we compute up||vy as 7 (upr1||ves1); if £ > 1, we compute ¢, as
XOR of C[¢ — 1] and vy, otherwise as 0; spy1 is XORed with t, to obtain s);
r¢||se as m1(r)||s}); and we assign r, to M].

Now we give the details of how the ciphertext block C[j] for j :== ¢ —1,¢ —
2,--+,1is decrypted: we compute u;||v; as 7 (uj41||vj+1); if the value of j is
1, then we assign t; as 0%, otherwise ¢; is assigned the XOR of C[j — 1] and v;;
7’ is assigned ¢;41; s} is assigned the XOR of s;11 and t;; we compute 7;|[s; as
7 (r}]]s}); and M[j] is assigned the value of ;.

We concatenate M[1], M[2],--- , M[{] to obtain the message M. The message
is only returned if the value of variable s; is equal to 0*.

Update RevD-1.U. The update takes the parameter 1%, the index of starting and
ending bits i and i.,q, new message bits M.y € M, the decryption key K,
the ciphertext to be updated C, the tag T and the bit app. Fig. 13(c) shows
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a) Pictorial description of RevD-1.£(1*, M).
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(d) Pictorial description of RevD-1. P(1*, Q = (n,u”,v"), M, K,C,T).

Fig. 13. Diagrammatic description of RevD-1.
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RevD-1.£(1%, M) RevD-1.U(1*, ist, iend, Muew, K, C, T, app)
0:=|M|/X, s1:= 0", t; := 0% 0:=|C|/A =1, m = [ise/A];
MA[M2]]]-- - [|M[€] := M; c[1]||c[}]{|| Jefe —1fju’ [l = C;

3$ 3 s =K, r,:=T,u =,
Re{loil}x’ R;{j; {0’1}A; 'Uijrri = 1/69%9“1; o
uy = , V1 1= 5 =
for (j:=1,2,--- ,£—1) uelve :=m 1(“6+1||v§+1);

rj = M[j], i||s} = w(rslls;); if £ =1, then t; := 07

Else tg := C[¢ — 1] @ vy;

witillvj41 = w(ugllvg), ClI] = vjp1 @755 _
' TN sy = sep1 D te, rellse = (1] ]8))s

s =5, Dt t; = r;

Jj+1 = 95 gy Li+1 += Ty M[é = 1g;
re 1= MO, ylls) = m(rellse); t for (= £—1,6—2,-- ,m)
Zuil\g;#i ; ﬁ£u1fl!|vf)€éii+ll =5y @ ty; wsllvy = 7 (g ||vj41);
Ki:S£I7 + +1i Ifj:l,thentj::(])‘;
¢ = ciijiicel ot - il Peety =Cl—U®vs
return (K, C, T); T = ti+1, S5 1* Sj+1 D tj;

(rjllsg) =77 (r}lls}), Mlj] = rj;
RevD-1. D(1*, K, C, T) idxy = is¢ mod )\;
if idz, = 0, then idx; := X

Cim IOIA ~ L ey o= K r o= T M’ = M[m][1]]| M[m][2]]] -
Chllictal)|- - ik - |’ = ¢ i { et LT
uppy =’ W+1 =0 D Se41; if app =0
ugllvg =7~ (ulJrlHWJrl)x n = [iena/A], 1dT2 1= ieng mod A;
if £ =1, then t; := 0*; If idzy = 0, then idzy := X;
Else ty := C[¢ — 1] @ vy; M’ = M'||M[n][idzs + 1]||M [n][idz2 + 2]
sy 1= 8041 ® te, Te||se = 7w H(y||s)); [| - - [[M[n][A]||M[n + 1]
A1) = e ([ + 21| - || M)
for (j:=0—1,0—2,---,1) El/seZ::/(mfl)qt(,\]\/[\/)\); ,

wjllv; = 7r_1(uj+1||vj+1); M [1]||M 2l [IM[e = m + 1] := M";

If j = 1, then t; := 0* fOP_(_J_-:Mr;z,.m +1, 1 “ e—1)

Else tj = C[g—l]@vj, = [ —m+1];

=t A Pt Tj HS =7 (rjlls5);
] i 5]71 S /i "J+1||'UJ+1 = W(UJHUJ)
(rjlls;) == (lelsj)v Mlj] == ry; C'[j] —U]+1€B7"J,

M := MQ|[M2]|] - - - |[M[€];
if s; = 0® then return M;
else return 1;

!’

Sj1:= 85 Dby, tiyr =17
= M'[t —m+1], rylls} := w(rellse);
u£+1H'UZ+1 = w(ugl|ve), seq1 := sy D te;

!’
RevD-1. P(1*,Q = (n, u'/ﬂ//), M, K,C,T) 1;(, e @ se+1;
C= [CIA— 1, 5001 = o 2 e NCTn = 1liC m]
[1]HC[]|| ||C[f*1]||qu =G [1C![m + 1] - - IC7[¢ = 1]|Jw[|v;
Upq1 1= u JVLp i= v D So41; return (K',C’, T");
u2+1 =", Uz+1 =0 D Seq; \
for (j:=10,1l—1,--- ,n+1) RevD-1.V(1%,Q =n,C, T, P)
ujllvy = 7"71(“j+1||v.7'+1)§ if C[n] = P, then return TRUE;
“;H'U; = 7"_1(“_',’4.1””}4_1); Else return FALSE;

C'[n] :=Cln] ® vng1 D vy 415
return C’[n];

Fig. 14. Algorithmic description of the FMLE scheme RevD-1.

the update on ciphertext C'. The update takes the ciphertext C and breaks it
into several A-bit blocks, namely, C[1],C[2],- -, C[¢—1]||u/||v" and computes the
index of block from where the update starts m as the ceil value of is; /). Update
of C is composed of decryptions of individual blocks executed in the direction
opposite to the encryption upto m-th block, calculating s,, and t,,, and then
encrypting the new updated message from m-th block to the last block. The
decryption and encryption processes are already explained above.
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We assign the new sy as the decryption key K’, we concatenate C[1], C[2],
-, Clm =1}, C"m],C'lm+1],--- ,C'[¢ — 1]||v||v to obtain the ciphertext C’,
and r; as the tag T".

Proof of ownership by Prover RevD-1.P. The proof of ownership by prover takes
the parameter 1*, the challenge Q = (n,u”,v"”), the message M, the decryption
key K, the ciphertext C' and the tag T. Fig. 13(d) shows the proof of own-
ership by prover for the ciphertext C. The algorithm takes the ciphertext C
and breaks it into several A-bit blocks, namely, C[1],C[2],---,C[¢ — 1]||v/||v’,
assigns K to s¢q1; the values of v’ and u” are assigned to ugy1 and uj, ,, and
the values of v" and v" are XORed with s;41 to obtain v,y; and vj ;. Now, for
ji=L4,L—1,--- ,n+1, we calculate the values of u;||v; as 7= (uj41||vj;+1) and
wf|[vf as w4 [|v], ). The values of C[n], v, 11 and vy, are XORed to get
the proof C'[n].

Proof of ownership by Verifier RevD-1.V. The proof of ownership by verifier
takes the parameter 1%, the challenge QQ = n, the ciphertext C, the tag T and
the proof P as inputs, and checks if C[n] equals the proof P and returns TRUE
if the equality holds, otherwise returns FALSE.

Security of RevD-1 Our assumption is that the 2\-bit permutation used in
the RevD-1 is an ideal permutation. On a distinct input, an Ideal permutation
outputs a uniformly chosen element from the set of remaining elements in the
range that had not been already outputted in previous queries. Similar properties
are retained for the inverse permutation.

Theorem 1. Let )\ be the security parameter. If the 7w in the design of RevD-1
s assumed to be the 2\-bit ideal permutation, then for all adversaries A,

PRVS-CDA (1A m(m—1) 2-(E+1)°m? | 2-(0+1)*m?
AdURevD—l,S,A(]' ) < ( 22X ) + ( om + A )
Here, S is a message source that outputs the message vector M such that
[|M || ©om = m(1*), with min-entropy 1 = ps(1*) and € = max;e(1 2. my | M.
The PRV$-CDA game is defined in Fig. 7.

Proof. We prove the security by constructing successive games (or hybrids) and
finding adversarial advantages in distinguishing between them. In summary, we
need to bound the adversarial advantage A between the Games Gg and Gp,

(denoted Gg 3¢ ). In order to do so, we construct two intermediate games:
Gs 4 Gh 2 Gy 4 G Using Triangle Inequality [7], A < Ay + As + As.
In what follows, we compute the values from A; to As.

Game Gg: This game is identical to PRV$-CDA for b = 1, that is, when the
challenger sends to the adversary A, the encryption of the vector of messages M
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(derived from source S) using the encryption algorithm £ of the RevD-1 scheme.

Game Gi: This game is identical to Game Gg, except that it uses a modified
version of £, namely £, as described in Fig. 15. In £, the 2A-bit permutation 7
of &€ is replaced by the 2A-bit random function rf. Therefore,

A | PrPRVS-CDAR o1+ s (14, b = 1) = 1]

— Pr[PRV$-CDA}gp. v s (10, b= 1) = 1]

Using PRP/PRF Switching Lemma [7], for an adversary A with the vector
of messages M, such that | M| = m, we obtain:

a, <™l 1)

Game G;: This game is identical to Game Gi, except that it uses a modified
version of £, namely £”, as described in Fig. 15. In £”, the bad flag is set, when
there is a collision in the latter \ bits of the 2A-bit input to the random function
rf. Therefore,

Ay & | PrIPRVS-CDAR o 1 s(1%, 0 = 1) = 1]

—Pr[PRVS-CDAZ, o 1 (13,0 =1) =1]
Using Code-Based Game Playing Technique [7], for an adversary A with the
vector of messages M, such that || M| = m, we obtain:

Ay < Pr[A sets bad; in Ga] 4+ Pr[A sets bads in Gs] (2)

The event that A sets bad; in G, happens when s; ; matches with one of
the previous lower-half-inputs to the random function rf, that is, s; ; can match
with vy jo or sy j for all (i < i and j' < ¢) or (if ¢/ = i, then j’ < j).

The event that A sets bads in Gy happens when v; ; matches with one of
the previous lower-half-inputs to the random function rf, that is, v; ; can match
with vy ;o or sy v for all (¢ < iand j° < ¢) or (' = and j' < j).

Calculation of Pr[A sets bad; in Gs|: Suppose that we are using the con-
struction £”, and we define the following events:

e A is the event that A sets bad; in Go, that is, at least one of the s; ; collides
with some s; j» or vy s for ¢,i" € {1,2,--- ;m} and j,5' € {1,2,--- , £+ 1}.

e A, ; is the event that all the s; j’s and vy j's are all distinct for the values
j' < ¢, when i’ < i, and j' < 7, when ¢/ = 1.
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e B, ; is the event that the value s; ;, for ¢ € {1,2,--- ,;m} and j € {1,2,--- , £+
1}, collides with some s,/ j» or vy jr for the values j* < ¢, when ¢’ < i, and j' < j,

when i/ = 1.

So, we calculate the Probability of event A as follows:

Pr[A] < Pr[B;, 2|A1 o] + Pr[B1s|A1 3] + -+ + Pr[Bpet1|Am.e+1]
2 2 m><(€—|—1) mx (£+1)
< _ i ce.
- ( ) (2# + 2/\) + ( Q1 + 22X )
1)2m2 (€ + 1)2m?
- I 24

0+ 1)2m? N (¢ +1)°m?

Pr[A sets bad; in Gg] < ( ou 2 (3)

Similarly, we can calculate:

(¢ +1)2m? N (€ +1)2m?

Pr[A sets bads in Gs] < o o (4)

Using the Egs. 2, 3 and 4, we obtain the following:

2 (0+1)*m? N 2. (04 1)?m?2

AQ S ou 2)\ (5)

Game G : This game is identical to PRV$-CDA for b = 0, that is, when the
challenger sends to the adversary A, a random string of length identical to the
length of ciphertexts and tags obtained by the encryption of the vector of mes-
sages M (derived from source §) using the encryption algorithm £ of the RevD-1
scheme.

def

Ay “E | Pr[PRV$-CDA7, s(1,b=1) = 1]

— Pr[PRV$-CDA7; 5(1*,b = 0) = 1]

In Game Go, each value of v; ; is generated randomly and is distinct from
previous values, therefore the ciphertext generated C;[j — 1] will be also ran-
dom, for (i,5) € {1,2,---m} x {1,2,--- £ + 1}, where ||[M]| = m and ¢ =
max;ec(1,2,....m} | M[i]|. Thus, the games G2 and G, output a completely random
ciphertext C, without releasing any non-trivial information to the adversary and
are, therefore, indistinguishable. Hence, we obtain:

As =0 (6)
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Using Triangle Inequality [7] and the Egs.1, 5 and 6, the following equation
can be obtained.

A< AL+ Ay + Ag
m(m — 1) 2-(04+1)2m?  2-(£+1)%m?
< (mm=0) ¢ . o

A o2m 2A

main Gg &'ar, M;) | E7AN, M)

$ A

(M, Z) < S(17); ks €= M|/
for (i := 1,2, m(1")) M (|Mf2] -+ 1316 = M

g([ﬁwc['[ﬁ] T[g)[ ]— £(1%, Mi]); si,1 =02 ti, . =07

(e} ?]| = O 3

Hg [Mi]] := K[i]; R; < {0, 1}A; R & {0, 1}>\

i [MIi] = TL] wi = R vi = R
v = AZO(C, T, Z); for (j 71’2’t' Z—l)
return b’; Tid = L7l

i sllsi = (i llsi)s
main G if si; €
$
(M, 2) & 5(1*); bady :=1; 7 ;|lsi; < {0,1}*%
for (i:=1,2,---,m(1*))
A OM T e £ 1A 5. Wi g1 l|vii41 0= rf(ui j]lvi 5);

(K1), O], T(]) = &' (1%, M[i)); il

Hg[M]i]] := C[i]; - :

Hp [Mi]] := K[i]; bads := 1; wu; i 0,1}

Hr[MIi]] == TJi]; adz :=1;  wijallvi i < {0, 1377
b :_AE/(-)(C,T, Z); V::_VU{vi‘j,si,j/};
return b’; Ciljl == vij4+1 @ Tigi

. Sij+1 = 85 5 D ti g
m tij+1 = Ti5
(v.2) £ 00 e el

= . TiellSq0 = YN Tie[|Si,0);

for (i :=1,2, ,m(1M)) i, eV

(K[d], C1i], T[Z]) =7 (1, Mi));

Hc[M]i]] = CJil; bads = 1o ! . s N
1:=1; g llsi, + {0,1}%%
Hic[MIi]] = K[il; Alsie & 0,1}
HT[M/[,I]] = T[i]; wiort [t err = r(tsel|0s.0);
b= A% (C, T, Z); if v, eV
return b’; -
bada :=1; wi pt1||vies1 — {0, 1}2)\;
main Gr,
M. & A V=V U{vie, sieh
(M, 7) <817 Sietn = 5o @ tie;
for (i:=1,2,---,m(1")) uh = ujeq; V)= i 041 D Si0t1;
= . Jup— 7 .
K[Z] ﬁ {0’1}/\§ K, := Si,tf+]1‘|1 [ H T,l| = [71.,27 ] /H ,
& Mi]|+x, C; = Ci1]||Ci[2)|| - - |ICile — 1]||uf||v}s
Ci : {0, 1}1MUIl+A, Gl ol
T[i] < {0,1}*;
He[M[i]] :== C[il; proc. rf(z)

HAML = T if @ ¢ Dom(D;
b = AH(C, T, Z); then Di[z] il {0,1}2%;
return b’; return D[z];

Fig. 15. Games used in PRV$-CDA of RevD-1.
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Theorem 2. Let A be the security parameter. For all TC adversaries A against
RevD-1, there exists a poly-reducible CRHF adversary B against FP, such that:

0TS (1) < AdUEEE()
The TC game is defined in Fig. 7 and the CRHF game is defined in Fig. 3.

Proof. We poly-reduce any TC adversary A against RevD-1 into a CRHF ad-
versary B against FP. The explicit reduction is shown in Fig. 16 and the proof
readily follows from it.

ChallengerFP(lk) BFP(l)\)
Challenger g7 5(1*) Apyvne)
| (M, C",T")
| (M,C,T) = A1)
¢
If (M =1)Vv(C'=1)
M=M =1
Else

|

|

|

|

|

|

|

:

| (K,C,T) = ILE(1*, M)
| M :=ILD(N K,C',T")
| If (M =1)

|

|

|

|

|

|

|

If (H(M)=H(M))
AN(M # M)
return 1
Else return 0

Fig. 16. Reducing an TC adversary A against RevD-1 into a CRHF adversary B against
FP (see the TC game for RevD-1 in Fig. 7 and CRHF game for FP in Fig. 3.

Theorem 3. Let A be the security parameter. Then for all adversaries A,

Adviip.g, 4(1%) = 0.
The CXH game is defined in Fig. 7.

Proof. The function RevD-1.£(1*, M) can be rewritten as RevD-1.&,.(1*, M)
because internally it generates and uses a random number 7. So, the func-
tion RevD-1.U(1%,i1,i,, Moli1,i1 + 1, -+ ,i,], RevD-1.&,, (1*, M7),0) is equiva-
lent to RevD-1.&,,(1*, My) (from the algorithms described in Fig. 14). Since,
RevD-1.&,, (1%, My) and RevD-1. &, (1*, My) differ in the choice of random num-
ber only. Therefore, RevD-1. &, (1}, My) is indistinguishable from RevD-1.2/(1*,
11,%p, Mo[il, i14+1,.- ,ip], RevD-1. 57.2(1)‘, M;),0).
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Theorem 4. Let A be the security parameter. Then for all adversaries A,
Advgdy5S4 (1Y) =0
The UNC-CDA game is defined in Fig. 7.

Proof. The UNC-CDA game requires the proof P* generated by adversary A to
be different from the actual proof P, and then P* needs to be correctly verified
by the function RevD-1.V. However, this is not possible in RevD-1, because for
each challenge @, the corresponding unique proof P is already stored in the
cloud (as the ciphertext) and some other value of P* # P will never be accepted
by the function RevD-1.V.

7.2 The RevD-2 scheme

We describe our second FMLE scheme, namely, RevD-2. This construction is
motivated by the design of the authenticated encryption APFE [2].

Description of RevD-2 The pictorial and algorithmic descriptions are given
in Figs. 17 and 18; all wires are A-bit long. Let M denote the message to be
encrypted, M[i] denote the i-th block of message, and M][i|[j] denote the j-th
bit of i-th block of message. It is worth noting that the decryption is executed in
the reverse direction of encryption. Below, we describe the 5-tuple of algorithms
(€,D,U,P,V) for RevD-2, in detail.

Encryption RevD-2.E. Fig. 17(a) shows the encryption of message M. The en-
cryption takes the parameter 1* and message M and breaks it into several \-bit
blocks, namely, M[1], M[2],--- , M[¢]. Encryption of M is composed of encryp-
tions of individual blocks in sequence. Two variables 7} and s{, are assigned 0*.
Two numbers R and R’ are chosen randomly from {0,1}*, and u; and v; are
assigned R and R’ respectively. Now we give the details of how the message
block Mj], for j :=1,2,---¢ — 1 is encrypted: r; is assigned the XOR of M|j]
and r}_,; s; is assigned the value of s’_;; we compute (r}||s}) as 7(r;|s;); we
compute uj1||vj41 as m(uj||v;); and we obtain C[j] as the XOR of vj;1 and
.
! For the last block M[{], we perform the following operations: r; is assigned
the XOR of M[{] and r,_,; s, is assigned the value of s;_,; we compute (r}|s})
as 7(r¢l||se); we compute ugi1||vers as w(ug||ve); ' is assigned the value of ugy1;
and ve41 is XORed with s} to obtain v’.

We assign s; as the decryption key K, we concatenate C[1],C[2],---,C[¢ —
1]||u/||v" to obtain the ciphertext C, and r} as the tag T

Decryption RevD-2.D. The decryption takes the parameter 1*, decryption key
K, ciphertext C' and tag T. Fig. 17(b) shows the decryption of ciphertext C.
The decryption takes the ciphertext C' and breaks it into several A-bit blocks,
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(a) Pictorial description of Rev

U Uy U3

Up—1

V-1

(c) Pictorial description of RevD—2.Z/{(1>‘, Ist, Tend,

I

(d) Pictorial description of RevD-2. P(1*, Q = (n,u”,v"),C, T, M, K).

(b) Pictorial description

U, U,

Um Um+1 U1

g

of RevD-2. D(1M, K, C,T).

up

Ugt+1

VU

Um+1

Ui—1

U U
m m+1

, Vm1
m, m+

Sm Sm

Unt1 _ We—1

Un1

Up—1
LY

Fig. 17. Diagrammatic description of RevD-2.

T

o1

¢

37



38 S. Kandele and S. Paul

RevD-2. £(1*, M)

£:= |M|/X, v := 0%, s{ := 0*;
MA[M2]]]-- - [|M[€] := M;
rRE (0,13), R & {0,117,

uy := R, vy := R/;

for (j:=1,2, —1)
ry = M@, 85 5= ) _y;
rillsh = m(rjlls;);

“J+1||UJ+1 o= m(ugllvg);
[J] =wvj+1 D TJ7

RevD-Z’D(l* K,C,T)
=|C|/A=1,ry:=T, s} := K;

C[l]HC[]H ||C[Z*1]||UHU = C;
Upp1 = u’ v@+1 = EBSZ,
ue|vg := 77 (ueq||ves1);
—1 ’ ’
rellse := w7 (ryllsg);

If £ =1, then r,_, := 0;
Else ry_; := C[£ — 1] @® vy;
Sy_q =8¢, M[l] :=1,_, ® ry;

for (j:=0—-1,—-2,---,1)
rjlls; = ﬂfl(T’HS’L
wjllvy =77 (uj+1||v]+1),

If j =1, thenT 1.70
Else rj_l = C[] — 1] @ vy;
ML=y @7y, 8y = 853

M = M1[[M2]]] - - - [|M€];

if 56 = O>‘7 then return M;

else return L;

RevD-2.7>(1*,n u” v, C, T, M)
£:=|Cl/A—1, s, := K;
C[1]HC[] IIC[Z—l]IIu’Hv =C;

’LL[+1 :7u,'uz+1 =0’ GB&Z,
u/+1 = ,v“_l =’ @SZ,

for (j:=1,l—-1,---,n+1)
uj||vg = Wﬁi(quHUHl);
U;HU; = (“;+1HU;+1)§

C’'[n] := Cn] @ vn+1 ® vy, 41
return C’[n];

RevD-2. U(1%, ist, Gend, Munew, C, T, K, app)

T =ML @ry_y, sp:=sp_y;

7"2”92 = (rellse), wetl|vetr = w(ue|lve);
u' = ue+17 Ui Vet D sp;

K:=s,, T 7'r

C = C[ ]IIC[2]|I ol = 1] |]v";
return (K,C,T

L:=|C|/X—1, m:= [ist/A];
CIIICR)]l-- - liete — 1w = o
Spp1 = K, 72 =T

Up41 = u’, Vo1 1= v’ GBSM

wgllvg =7 (ues|lvera);

rellse = w = (rh]15));

If £ =1, then Tzlz—1 = 0*;

Else r271 = C[l — 1] ® vy;

Shoy = s, MU =y e

for (j:=¢—-1,0—2,---,m)
_1
millsy = m = (rjlls));
—1
wjllvg =77 (uiqallvi41);

If j = 1 then r_, := 0%
Else 7 1= C[j - 1] @ vy;
M{[j] _TJ 697“‘;—17 j—1 1= S5
idry := ig¢ mod X;
if idzy = 0, then idx; := X;
M’ = M[m][1]]|M[m][2]]]- - -
<o |[Mm]idzy — 1]||Mhew;
if app =0
n = [iend/A], 1dx2 1= iena mod A;
If idxs = 0, then idzs := X
M’ = M'||M|[n][idzs + 1]||M[n][idza + 2]
[ - [IM[n][N[|M[n + 1]

[1M[n 4 2]|] - - || M[€];
Else £:= (m — 1) + (|M'|/)\);
M’[l]llM/@]ll"'||M/[¢—m+1] =M’
for(meerl ,0—1)
] = M'[j *m+1}@7’1_11 Sj = 5_/7‘—1§
rills) o= (rsllss);
u]+1||")J+1 = 7T(“JHUJ)

C'lj] = vj41 © 7‘17
re = M’ [ —m+1] @7‘271, S = Séfﬁ
ryllsy i= m(rellse);
gy |[vess i= m(uellve);

U = Upyr, V= vz+1€BSz;

K’ = s’ T’ _r,

C“—cmncmn (1P~ 11 [m)
16" fm + 101 11€'le = 1wl

return (K',C’, T");

RevD-2. V(1*,n, C, T, P)

if C[n] = P, then return TRUE;
Else return FALSE;

Fig. 18. Algorithmic description of the FMLE scheme RevD-2.

namely, C[1],C2],---,C[¢ — 1]||u/||v'. Decryption of C' is composed of decryp-
tions of individual blocks executed in the direction opposite to the encryption.
For decrypting the last block, we first perform following operations: we assign
T to ry; we assign K to sj; we assign u’ to ugi1; v is XORed with s to ob-
tain vg41; we compute wg|ve as 1 (upp1||vest); el|se as T (rpl|s)); Cl—1] is
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X ORed with vp to obtain 7}_,, s, is assigned to s,_;; and 7}_; is XORed with
¢ to obtain M[/].

Now we give the details of how the ciphertext block C[j] for j := ¢ —1,¢ —
2,---,1 is decrypted: we compute 7||s; as 7' (r}||s}); we compute u;|lv; as
7 (uj11||vj41); if the value of j is 1, then we assign r/_; as 0%, otherwise i1
is assigned the XOR of C[j — 1] and v;; M[j] is assigned the XOR of r; and
ri_y; and s)_, is assigned the value of s;.

We concatenate M[1], M[2],--- , M[{] to obtain the message M. The message
is only returned if the value of variable s; is equal to 0.

Update RevD-2.U. The update takes the parameter 1, the index of starting and
ending bits i, and i.,q, new message bits Myey, € M, the decryption key K,
the ciphertext to be updated C, the tag T and the bit app. Fig. 17(c) shows
the update on ciphertext C'. The update takes the ciphertext C and breaks it
into several A-bit blocks, namely, C[1],C[2],- -, C[¢{—1]||u/||v" and computes the
index of block from where the update starts m as the ceil value of is; /). Update
of C' is composed of decryptions of individual blocks executed in the direction
opposite to the encryption upto m-th block, calculating !, ; and s/, ;, and
then encrypting the new updated message from m-th block to the last block.
The decryption and encryption processes are already explained above.
We assign the new s) as the decryption key K’, we concatenate C[1],C[2],
-, Clm —=1],C"m],C'[m+1],--- ,C'[¢ — 1]||v||v" to obtain the ciphertext C”,
and 7} as the tag T".

Proof of ownership by Prover RevD-2.P. The proof of ownership by prover takes
the parameter 1*, the challenge Q = (n,u”,v"), the message M, the decryption
key K, the ciphertext C' and the tag T. Fig. 17(d) shows the proof of ownership
by prover for the ciphertext C. The algorithm takes the ciphertext C' and breaks
it into several A-bit blocks, namely, C[1], C[2],-- - , C[¢—1]||u/||v"; assigns K to s);
the values of v’ and u" are assigned to w41 and uj_ ,, and the values of v’ and v"
are X ORed with sj to obtain vgy1 and vy ;. Now, for j :=£,£—1,--- ;n+1, we
calculate the values of u;l[v; as 7= (u;jy1[|vj41) and wj||vf as 7= (uf, [[v] ).
The values of C[n], v,41 and v;, ; are XORed to get the proof C’[n].

Proof of ownership by Verifier RevD-2.V. The proof of ownership by verifier
takes the parameter 1*, the challenge Q = n, the ciphertext C, the tag T and
the proof P as inputs, and checks if C[n] equals the proof P and returns TRUE
if the equality holds, otherwise returns FALSE.

Security of RevD-2 The security proofs for the RevD-1 and RevD-2 are similar.

Resistance of RevD-1 and RevD-2 against Dictionary Attack Since,
RevD-1 and RevD-2 have randomized encryption algorithms, they are not vul-
nerable to dictionary attacks (see Sect. 2.2 for a definition of dictionary attack).
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7.3 Comparing RevD-1 and RevD-2 with the other FMLE schemes

In Table 1, we compare the RevD-1 and RevD-2 with the other FMLE construc-
tions described in Sects. 5 and 6, on the basis of time and space complexities,
and the security properties.

In summary, the FMLE schemes RevD-1 and RevD-2 possess the randomiza-
tion property of MLE construction RCE, and the efficient update property of
UMLE. 1t is also noted that it outperforms all the constructions in terms of the
number of passes.

8 Conclusion

In this paper, we present a new cryptographic primitive FMLE and two new con-
structions of it: RevD-1 and RevD-2. We showed that these constructions perform
better — both with respect to time and memory — than the existing constructions.
The high performance is attributed to a unique property named reverse decryp-
tion of the FP hash function and the APFE authenticated encryption, on which
these new constructions are based. The only disadvantage is, perhaps, that these
constructions are not STC secure. We leave as an open problem construction of
an STC secure efficient FMLE.
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Const.| F-CE | F-HCE2 F-RCE F-UMLE RevD-1/RevD-2
Param. [15] [6] [6] [20] This Paper
Time of €
e Key Gen c (@ +1 \F|) -
ey Ge CH g Hip| CH gy 5 |F‘OgB/)\ CHp
e Tag Gen H p| CH CHy M|y +(E+10gB/A‘F|)CHB —
e Cipher cse cse cse (ﬂ + log \F|)csg mc
|F| |F| IF| B B/ B PN
# of passes 3 2 1 1+4+logg s |F| 1
Time of D
o Plaintext (@H 12) 2. Il
aintex CSD|F\ CSD‘F‘ CSD‘F‘ B ogB/)\ CSDB X C_R2_>\1
. ||
e Tag Verif H gl [SHp) + ey, M| py +cy (§+10g3/,\\F|)CHB —
# of passes 2 2 1 1+4logg /.y |F| 1
Time of U
|F’|
e Decryp CSD CSD| | CSD| logB//\ |F\.CSDB 2. N c"'z_)\l
|F’|
e Encryp ng\F\ C‘SS\F\ ng\F| IOgB//\ |F|.ngB 2. TC"ZA
e Key Gen Uy U py S logB/A|F\‘cHB -
e Tag Gen S CHy, Cay IOgB/AlFlv"CHB I—FTH‘Fl —
ogp/a |F |F’|
of passes 4 3 1 1+ — —_—
#ore MY [F]
Time of P
. |F| — k
e Gen Proof negl. negl. CSD|p + cse gy negl. 2 Y c _1
T2
k
# of passes 0 0 1 0 1 —_—
[F|
Storage
o Key A A A A A
e Ciphertext |F| | F| |F|+ X |F| +logg, |F|- B |F|+ X
: |F'|
o Tag A A A (F +logp ) |FI)A A
Security
e TC v v v v v
e STC v X X v X
e PRV-CDA v v v v v
e PRVS$-CDA v v v v v
e CXH v v v v v
e UNC-CDA v v v v v
e Dict. Attack X X v X v

Table 1. RevD-1 and RevD-2 are compared with the other FMLE schemes. Here, A is
the security parameter; F is the file to be encrypted; |F| denotes the bit-length of F;
B is the block-size used in the UMLE scheme; I is the shortest suffix of F' containing
all modified bits; k is the index of the first bit in the challenge in the PoW protocol;
CH p> CHp and cy, are the costs of computing hashes on inputs of lengths |F'|, B and
A respectively; CSE and csg are the costs of encryption (in a one-time symmetric
encryption) of the messages of lengths |F'| and B respectively; CSD|p and cspy are the

costs of decryption of the messages of lengths |F| and B respectively; cr,, and c_—1

2

are the costs of computing the 2A-bit permutation and its inverse respectively.
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