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Abstract

The two most common ways to design non-interactive zero-knowledge (NIZK) proofs are
based on Sigma protocols and QAP-based SNARKSs. The former is highly efficient for proving
algebraic statements while the latter is superior for arithmetic representations.

Motivated by applications such as privacy-preserving credentials and privacy-preserving
audits in cryptocurrencies, we study the design of NIZKs for composite statements that compose
algebraic and arithmetic statements in arbitrary ways. Specifically, we provide a framework for
proving statements that consist of ANDs, ORs and function compositions of a mix of algebraic
and arithmetic components. This allows us to explore the full spectrum of trade-offs between
proof size, prover cost, and CRS size/generation cost. This leads to proofs for statements of the
form: knowledge of x such that SH A(g*) = y for some public y where the prover’s work is 500
times fewer exponentiations compared to a QAP-based SNARK at the cost of increasing the proof
size to 2404 group and field elements. In application to anonymous credentials, our techniques
result in 8 times fewer exponentiations for the prover at the cost of increasing the proof size to
298 elements.

*Work done as an intern at Visa Research.



1 Introduction

Zero-knowledge proofs provide the ability to convince a verifier that a statement is true without re-
vealing the secrets involved. Since their conception in the mid 1980s, zero-knowledge proofs have
emerged as a fundamental object in modern cryptography, with connections to the theory of compu-
tation [GMW86, For87, BOGG ™90, Vad99]. Zero-knowledge proofs (ZKPs) have found numerous
applications as a building block in other cryptographic constructions such as identification schemes
[FFS87], group signature schemes [CS97], public-key encryption [NY90], anonymous credentials
[CLO1], voting [CF85], and secure multi-party computation [GMWS87]. Most recently, ZKPs have
been used as a core component in digital cryptocurrencies such as ZCash and Monero to make the
transactions private and anonymous [BCG™ 14, NMT].

Zero-knowledge proofs exist for all languages in NP [GMWS86], but not all such constructions are
efficiently implementable. Indeed, a large body of work has been devoted to the design and imple-
mentation of efficient ZKPs for a variety of statements. In case of Non-Interactive Zero-Knowledge
(NIZK) proofs, which is the focus of this paper, the most practical approaches are based on (i) Sigma
protocols (with the Fiat-Shamir transform), (ii) zk-SNARKSs and (iii) “MPC-in-the-head” techniques,
each with their own efficiency properties, advantages and shortcomings. While the MPC-in-the-head
technique [IKOS07] has led to (Boolean) circuit-friendly NIZKs [GMO16, CDG*17, AHIV17], this
line of work produces large proofs. In this paper we focus on Sigma protocols and zk-SNARKSs, and
elaborate on these next.

Sigma Protocols. Many of the statements we prove in cryptographic constructions are efficiently
representable as algebraic functions over some group G, such as an elliptic-curve group where the
discrete-logarithm problem is hard. For example, Alice may want to convince Bob that she knows an
x such that g® = y for publicly known values g,y € G (knowledge of discrete log), or she may like
to show that x lies between two public integers a and b (range proof).

Sigma protocol-based ZKPs are extremely efficient for such statements. They yield short proof
sizes, require a constant number of public-key operations, and do not impose trusted common refer-
ence string (CRS) generation [GQ88, Sch91, CDS9%4, PS96, GMY 06, GK15]. Moreover, they can be
made non-interactive, i.e. only a single message from prover to verifier, using the efficient Fiat-Shamir
transformation [FS87].

While Sigma protocols are efficient for algebraic statements, they are significantly slower when
it comes to non-algebraic ones. Consider a cryptographic hash function or a block cipher represented
by a Boolean or arithmetic circuit C', and suppose Alice wants to show that she knows an input z
such that C(z) = y for some public y. Alice can treat each gate of C' as an algebraic function and
provide a proof that the input and output wires of each gate satisfy the associated algebraic relation,
to show that she indeed knows z, but this would be prohibitively expensive. In particular, both the
proving/verification time and the proof size would grow linearly with the size of circuit which in case
of hash functions and block-ciphers can be tens of thousands of exponentiations and group elements.

zk-SNARKS. There has been a series of works on constructing zero-knowledge Succinct Non-
interactive ARguments of Knowledge (zk-SNARKSs) [Grol0, Lip12, BCI*13, GGPR13, PHGR13,
BCG™13, Lip13, BCTV14]. Starting with the construction of Kilian [Kil92] based on probabilis-
tically checkable proofs (PCPs), made non-interactive by Micali [Mic00], there has been further
works [GLR11, BCCT12, DFH12] that construct succinct arguments by removing interaction in Kil-
ian’s PCP-based protocol. Despite these advances, PCPs remain concretely expensive and current
implementations along this line are not yet efficient. A more effective approach for proving state-



ments about functions represented as Boolean or arithmetic circuits is based on Quadratic Arithmetic
Programs (QAPs) [GGPR13] and throughout the paper, we will be concerned with QAP-based zk-
SNARK proofs. Such proofs are very short and have fast verification time. More precisely, the proofs
have constant size and can be verified in time that is linear in the length of the input x, rather than
the length of the circuit C. Thus, zk-SNARKSs are better suited for proving statements about hash
functions or block ciphers than (non-interactive) Sigma protocols.

In principle, zk-SNARKSs could also be used to prove algebraic statements, such as knowledge
of discrete-log in a cyclic group by representing the exponentiation circuit as a QAP. The circuit for
computing a single exponentiation is in the order of thousands or millions of gates depending on
the group size. In zk-SNARKSs based on QAP, the prover cost is linear in the size of circuit and an
honestly generated common reference string (CRS) is needed, whose size also grows proportional to
the circuit size. This makes them extremely inefficient for algebraic statements. In contrast, Sigma
protocols can be used to prove knowledge of discrete-log with a constant number of exponentiations.

Another disadvantage of zk-SNARKSs is that the CRS is generated with respect to a particular
circuit C' and, in the most efficient instantiations, needs to be regenerated when proving a new
statement represented with a different circuit C’. This is not desirable since in current applications
such as ZCash, where CRS is generated using an expensive secure multi-party computation (MPC)
protocol in order to guarantee soundness of the proof system [parb]. In contrast, Sigma protocols
have constant-size untrusted CRSs that can be used to prove arbitrary statements and can be generated
inexpensively (without an MPC).

1.1 Composite Statements and Applications

Composite statements that include multiple algebraic and arithmetic components appear in various
applications. We discuss three important cases here.

Proof of Solvency. Consider privacy-preserving proofs of solvency for Bitcoin exchanges [Wil,
DBB™15]. Here an exchange wants to prove to its customers that it has enough reserves to cover its
liabilities, or, in simple words, that it is solvent. A proof of reserves in the Bitcoin network amounts
to showing that the exchange has control over certain Bitcoin addresses. A Bitcoin address is a 160-
bit hash of the public portion of a public/private ECDSA keypair [bit], where the public portion is
derived from the private key by doing an exponentiation operation on the secp256k1 curve [sec]'.
Thus the exchange wants to show that it knows the private keys corresponding to some hashed public
keys available on the blockchain. Furthermore, the proof should not reveal the public keys themselves
otherwise an adversary would be able to track the movement of exchange’s funds.

In particular, the exchange wants to show that it knows a secret x such that H(¢g"*) = y where H is
a hash function such as SHA-256. The statement has both algebraic (¢”) and Boolean (hash function
H) parts. One can express the composite function (exponentiate then hash) as a purely algebraic or
Boolean function and then use a Sigma protocol or zk-SNARK respectively, but, in the former case,
the proof size and verification time will be quite large, while in the latter, the proof generation time
will increase substantially and a much larger CRS is needed. Ideally, one would like to use a Sigma
protocol for the algebraic part and a zk-SNARK for the Boolean part, and then combine the two
proofs so that no extra information about z is revealed (beyond the fact that H (¢%) = y).

Thus any proof of solvency for a Bitcoin exchange must deal with a zero-knowledge proof
that combines both Boolean and algebraic statements. Existing proposals for proofs of solvency

"Most cryptocurrencies generate public/private keys and define an address in a similar manner. Apart from Bitcoin and
its fork Bitcoin Cash, Ethereum is another prominent example (see Appendix F in the yellow paper [Woo]).



get around this problem by assuming (incorrectly) that public keys themselves are available on the
blockchain so that Sigma protocols alone suffice [DBB'15]. As we will see later, our efficient tech-
niques allow designing NIZKs for proving knowledge of = given H (g”) that require roughly 500
times fewer exponentiations for the prover compared to proving the same statement using a QAP-
based SNARK.

Privacy-Preserving Credentials. Digital certificates (X.509) are commonly used to identify enti-
ties over the Internet. They include a message m that may contain various identifying information
about a user or a machine, and a digital signature (by a certificate authority) on the message attesting
to its authenticity. The signature can then be verified by anyone who holds the public verification key.
Typically, certificates reveal the message m and hence the identity of their owner. Anonymous creden-
tials [Cha82] provide the same authentication guarantees without revealing the identifying message,
and are widely studied due to their strong privacy guarantees. A main ingredient for making digital
certificates anonymous is a ZKP of knowledge of a message m and a signature o, where o is a valid
signature on message m with respect to the verification key vk. The ZKP ensures that we do not
leak any information about m beyond the knowledge of a valid signature. A large body of work has
studied anonymous credentials, but only a handful of techniques can turn commonly used X.509 cer-
tificates into anonymous credentials. The main challenge is that the ZKP statement being proven is a
hybrid statement containing both algebraic (RSA or elliptic-curve operations) and Boolean functions
(hashing), since the message is hashed before being algebraically signed. The work of Delignat-
Lavaud et al. [DLFKP16] constructs a proof for such a hybrid statement using only zk-SNARKSs
which, as discussed earlier, is inefficient for the algebraic component, while the work of Chase et al.
[CGM16] design such ZKP proofs in the interactive setting where the prover and verifier exchange
multiple messages. Efficient NIZK for composite statements based on both zk-SNARKSs and Sigma
protocols would yield more efficient anonymous credential systems. Using our techniques for RSA
signature results in prover’s work that is about 8 times fewer group exponentiations compared to
Cinderella [DLFKP16].

zk-SNARKSs with composable CRSs. Anonymous decentralized digital crypto-currencies such as
ZCash use zk-SNARKS to prove a massive statement containing many different smaller components.
For example, at a high level, one of the statement being proven in ZCash is of the form: I have
knowledge of ;s such that H (x1 || H (z2|| ... H(zy))) = y for alarge value of n. The CRS generated
for proving this statement is extremely large (about a gigabyte for ZCash [para]) and cannot be reused
to prove any other statement. A better alternative is to generate a much smaller CRS for proving a
statement of the form: I have knowledge of x, y such that H(z||H(y)), combined with a technique
for composing many such proofs. More generally, one can envision a general system with CRSs for
small size statements C1, ..., C), that enables NIZKs for arbitrary composition of these statements
without having to generate new CRSs for each new composition. This yields a trade-off between
proof size and the CRS size (and its reusability).

1.2 Contributions

Motivated by the above applications, we study the design of NIZKs for composite statements that
compose algebraic and arithmetic statements in arbitrary ways. Specifically, we provide new proto-
cols for statements that consist of ANDs, ORs and function compositions of a mix of algebraic and
arithmetic components. In doing so, our goal is to maintain the invariant that algebraic components
are proven using Sigma protocols, and arithmetic statements using QAP-based zk-SNARKSs. This



allows us to explore the full spectrum of trade-offs between proof size (verification cost), prover cost,
and CRS size (and cost of generation) for composite statements.
More precisely, we propose new NIZKs for proof of knowledge of x, x1, z2, y1, y2 such that

o fi(x1, fa(z2)) = 2,
o fi(x,y1) = 21 AND fa(x,y2) = 22,
o fi(z,y1) = 21 OR fo(x,y2) = 22,

for public values z, 21, 29, and where f; and f> can be either algebraic or arithmetic. Given our NIZKs
for these compositions, it is easy to handle arbitrary composite statements. This is the first work that
directly addresses the question of non-interactive proofs for composite statements and how disparate
techniques can be used to prove them in zero-knowledge efficiently. We highlight two important
technical ingredients that enable our NIZKs for composite statements below. We note that in this
paper we primarily focus on elliptic curves as our algebraic group, as they are the most efficient for
instantiating both zk-SNARKSs and Sigma protocols.

Sigma protocols for statements on algebraically committed inputs and outputs: We show tech-
niques for proving that the input/output used in a Sigma protocol for an algebraic statement are the
same as input/output committed to by an algebraic commitment scheme, say Com. This enables
using the output of an algebraic statement as an intermediate output in a composite statement. For

2
instance, we can prove knowledge of h, 21, x5 such that h = gflg§2 given g1, g2, Com(h), Com(zx1),
Com(z2). To enable such proofs, we commit to a point P on an elliptic curve E(F;) by committing
to its coordinates, i.e. Com(P) = (Comy(P;), Comy(P,)) where P = (P,, P,) and g > t.

e Proof of addition of committed elliptic curve points. We show efficient techniques for prov-
ing knowledge of two committed elliptic curve points P, () such that " = P + ( for a public
point 7". To do so, we expand the elliptic curve addition/subtraction operation P + ) — T" such
that ' = P + @ holds if and only if two sets of equations of the form L(-) = R(-) hold, where
L and R are multivariate polynomials of degree 3 in the coordinates. Given commitments to
the coordinate values and the output of polynomials L and R, we prove the corresponding re-
lations between the committed values using Sigma protocols. For this to work, we address an
additional technical subtlety that the addition operation over elliptic curve points is defined over
F;, while the commitment scheme maybe over a different group of size q. While this may be
addressed by using two different commitment schemes in groups of different orders, it would
require performing the Complex Multiplication method to choose an elliptic curve group of a
specific order which is a quite inefficient. The proof can be extended to the case where T is
also private and committed to.

e Double-discrete log proofs for elliptic-curve groups. We show efficient techniques for com-
mitting to a group element g where g is a generator for an elliptic curve group, and proving
knowledge of z such that Com(g®) = y given a public y. Previous techniques for proving such
statements are limited to RSA groups [CS97, MGGR13] and hence are not usable in many ap-
plications including privacy-preserving audits for Bitcoin which uses elliptic curve groups. We
show how to securely reduce this problem to that of proving addition of committed EC points.

e Proof of equality of committed values over different groups. We show techniques for prov-
ing knowledge of = such that Com,(z) = y and Com,(z) = z for public values y, z where
Com,, denotes an algebraic commitment over an elliptic curve group of size p (similarly, Com,).

4



This allows us to easily move from proof systems in one group to another by committing to the
shared values in both groups and invoking this proof. Existing techniques involve exponenti-
ations in an RSA group and are fairly expensive as the group order is hidden.

zk-SNARKSs for statements on algebraically committed inputs and outputs: We show efficient
techniques for proving that the input/output used in a zk-SNARK for an arithmetic statement are the
same as the input/output committed to by an algebraic commitment scheme. This enables efficient
switching between the algebraic and arithmetic world, and helps hide intermediate outputs of an arith-
metic statement (by committing to it), when used in a composition. For example, this enables proving
knowledge of input = such that Com(z) = y and Com(H (z)) = z for public values y, z where H
is SHA2 and Com is a Pedersen commitment over an elliptic-curve group, or prove knowledge of x
such that Com(z) =y, Com(H (x)) = z,and H(H (z)) = w.

To design these new proofs, we dissect existing zk-SNARK constructions, and separately process
private input and output wires of the statement circuit during CRS generation, proof generation and
verification. We then ensure that the values for those input/output wires are consistent with corre-
sponding algebraic commitments to the same values using customized Sigma protocols.

2 Preliminaries

Notation. Throughout the paper, we use « to denote the security parameter or level. A function is
negligible if for all large enough values of the input, it is smaller than the inverse of any polynomial.
We use negl to denote a negligible function. Let { X, }.en and {Vs }xen be ensembles where X,
and )),; are probability distributions over {0, 1}p°'Y(”‘) for some polynomial poly. We say X’ and ) are
computationally indistinguishable if for all P PT" distinguishers D, there exists a negligible function
negl such that | Pr[D(X,) = 1] — Pr[D(Y,) = 1]| < negl(k). We write X, = ), to mean that the
distributions X; and )),; are identical. We use [1, n] to represent the set of numbers {1,2,...,n}. If
Alg is a randomized algorithm, we use y < Alg(x) to denote that y is the output of Alg on x. We

write 2 & X to mean sampling a value = uniformly from the set X

We denote an interactive protocol between two parties A and B by (A,B). (A(z),B(y)) (2)
denotes a protocol where A has input z, B has input y and z is a common input. Also, viewa denotes
the “view” of A in an interaction with B, which consists of the input to A, its random coins, and the
messages sent by B (viewg is defined in a similar manner).

Bilinear groups. Let GroupGen be an asymmetric pairing group generator that on input 17, out-
puts description of three cyclic groups G, G, Gr of prime order p = ©(2") equipped with a non-
degenerate efficiently computable bilinear map e : G X G — G, and generators g and g for G and
G respectively. The discrete logarithm assumption is said to hold in G relative to GroupGen if for all
PPT algorithms A, Pr[z < A(G,p,g,h) | (G, G, Gr) « GroupGen; ¥id Zp; h = g"] is negl(k).

In this paper, we primarily consider elliptic curves as our algebraic group. Let £ be an elliptic
curve defined over a field FF;. The set of points on the curve form a group under the point addition
operation, and we denote the group by E(F;). For an element P € E(IF;) of prime order p, P, and P,
represent the x and y co-ordinates of the point P respectively. In some constructions, we use additive
notation and write Q = P for a scalar o € F,,. The discrete logarithm assumption is believed to
hold in well chosen elliptic curve groups where group elements are represented with O(k) bits. In
our constructions, we use asymmetric bilinear groups where G # G, and discrete logarithm is hard
in G. We also rely on g-type assumptions on bilinear maps, and describe them in Appendix G.



Zero-knowledge Proofs. Let R be an efficiently computable binary relation which consists of pairs
of the form (s, w) where s is a statement and w is a witness. Let £ be the language associated with
R,ie., L ={s|Jws.t R(s,w) =1}

A zero-knowledge proof for £ lets a prover P convince a verifier V' that s € £ for a common
input s without revealing w. A proof of knowledge captures not only the truth of a statement s € L,
but also that the prover “possesses” a witness w to this fact. We are concerned with non-interactive
proofs in this paper where P sends only one message to V, and V' decides whether to accept or not
based on its input, the message, and any public parameters. We define them formally below.

2.1 Non-interactive Zero-knowledge Proofs

Non-interactive zero-knowledge (NIZK) proofs are usually studied in the common reference string
(CRS) model, wherein a string of a special structure is generated in a setup phase, and made available
to everyone to prove/verify statements.

Definition 2.1 (Non-interactive Zero-knowledge Argument [BFMS88, FLLS90]). A NIZK argument for
an NP relation R consists of a triple of polynomial time algorithms (Setup, Prove, Verify) defined as
follows.

e Setup(1”¥) takes a security parameter k and outputs a CRS 3.

e Prove(X, s, w) takes as input the CRS %, a statement s, and a witness w, and outputs an
argument T.

o Verify(3, s, m) takes as input the CRS %, a statement s, and a proof m, and outputs either 1
accepting the argument or O rejecting it.

The algorithms above should satisfy the following properties.

1. Completeness. Forall k € N, (s,w) € R,
. . X<« Setup(1®) B
Pr (Verlfy(E, s,m)=1": T Prove(S, s, w) ) — 1.

2. Computational soundness. For all PPT adversaries A, the following probability is negligible
inK:

P Verify(¥,35,7) =1 3 < Setup(1%)
' INT2S " (5,7) « A(1F,X)

3. Zero-knowledge. There exists a PPT simulator (S1,S2) such that Sy outputs a simulated CRS
> and trapdoor T; Ss takes as input 3., a statement s and T, and outputs a simulated proof ;
and, for all PPT adversaries (A1, A2), the following probability is negligible in k.:

Y + Setup(1¥)
(s w) € RN st) A4 (1%,9) | -

Pr :
As(m;st) =1 7 < Prove(X, s, w)

(X, 7) « S1(17)
(s,w) € RA (s, w,st) A11(1”72)

Pr :
Ag(mst) =1 T+ So(X, T, 8)



Definition 2.2 (Non-interactive Zero-knowledge Argument of Knowledge). A NIZK argument of
knowledge for a relation R is a NIZK argument for R with the following additional extractability
property:
e Extraction. For any PPT adversary A, random string r £ {0, 1}, there exists a PPT algorithm
Ext such that the following probability is negligible in k.:

Y. < Setup(1%)
s (8, m) +— A1 X5 )
w' = Ext(%, §,7;7)

Definition 2.3 (zero-knowledge Succinct Non-interactive ARgument of Knowledge (zk-SNARK)).
A zk-SNARK for a relation R is a non-interactive zero-knowledge argument of knowledge for R with
the following additional property:

e Succinctness. For any s and w, the length of the proof T is given by || = poly(k)-polylog(|s|+

|w]).

2.2 Sigma Protocols

Sigma protocols are two-party interactive protocols of a specific structure. Let P (the prover) and V'
(the verifier) be two parties with common input s and a private input w for P. In a Sigma protocol, P
sends a message a, V' replies with a random ~-bit string 7, P then sends a message e, and V' decides
to accept or reject based on the transcript (a,r,e). If V accepts (outputs 1), then the transcript is
called accepting.

Definition 2.4 (Sigma protocol [Dam]). An interactive protocol between a prover P and a verifier V
is a X protocol for a relation R if the following properties are satisfied:

1. It is a three move public coin protocol.

2. Completeness: If P and V follow the protocol then Pr[(P(w),V) (s) = 1] = 1 whenever
(s,w) € R.

3. Special soundness: There exists a polynomial time algorithm called the extractor which when
given s and two transcripts (a,r, €) and (a,7’, €') that are accepting for s, with r # 1/, outputs
w' such that (s,w') € R.

4. Special honest verifier zero knowledge: There exists a polynomial time simulator which on
input s and a random r outputs a transcript (a,r, e) with the same probability distribution as
that generated by an honest interaction between P and V' on (common) input s.

Fiat-Shamir transform. A Y protocol can be efficiently compiled into a non-interactive zero-
knowledge proof of knowledge (in the random oracle model) through the Fiat-Shamir transform
[FS87]. Not only the transformation removes interaction from the protocol, but also makes it zero-
knowledge against malicious verifiers. At a high level, the transform works by having the prover
compute the verifier’s message by applying an appropriate hash function, modeled as a random ora-
cle in the security proof, to the prover’s first message to obtain a random challenge.



OR composition of > -protocols. In Cramer et al. [CDS94], the authors devise an OR composition
technique for Sigma protocols. Essentially, a prover can efficiently show ((zg € £) V (21 € L))
without revealing which z; is in the language. More generally, the OR transform can handle two
different relations Ry and R;.

Theorem 2.5 (OR-composition [CDS94)). If Il is a X-protocol for Ry and 11y a X-protocol for
Ry, then there is a Y-protocol Tog for the relation Rog given by {((zo,x1),w) : ((xo,w) € Ry) V
((z1,w) € Ry)}.

Pedersen commitment. Throughout the paper, we use algebraic commitment schemes that allow
proving linear relationships among committed values. The Pedersen commitment scheme [Ped92]
is one such example which gives unconditional hiding and computational binding properties based
on the hardness of computing discrete logarithm in a group G, say of order ¢q. Given two random
generators g, h € G such that log, i is unknown, a value € Z; is committed to by choosing r
randomly from Z,, and computing g”h". We write Com,(x) to denote a Pedersen commitment to x
in a group of order q.

Sigma protocols are known in literature to prove knowledge of a committed value, equality of
two committed values, and so on, and these protocols can be combined in natural ways. In partic-
ular, linear relationships between Pedersen commitments can be shown through existing techniques
[Sch91, FO97, CS97, CM99]. For example, one could show that y = ax + b for some public values
a and b, given Com,(z) and Com,(y).

We use PK{(z,vy,...) : statements about x,y, ...} to denote a proof of knowledge of x,y, ...
that satisfies statements [CS97]. Other values in statements are public.

2.3 SNARK Construction from QAP

The work of Gennaro et al. [GGPR13] showed how to encode computations as quadratic programs.
They show how to convert any Boolean circuit into a Quadratic Span Program (QSP) and any arith-
metic circuit into a Quadratic Arithmetic Program (QAP). In this work, we will only use the latter
definition. Even though QSPs are designed for Boolean circuits, arithmetic split gates defined in
Parno et al. [PHGR13] translate an arithmetic wire into binary output wires, and Boolean functions
may be computed using arithmetic gates. Parno et al. also note that such an arithmetic embedding
results in a smaller QAP compared to the QSP of the original Boolean circuit. In the rest of the paper,
we assume that Boolean functions are computed by a QAP defined over an arithmetic field, and hence
will only be concerned with QAP.

Definition 2.6 (Quadratic Arithmetic Program [GGPR13]). A quadratic arithmetic program (QAP)
Q over a field F consists of three sets of polynomials V- = {vi(x) : k € {0,...,m}}, W = {wy(x) :
ked{0,...,m}}, Y ={yx(z) : kK € {0,...,m}} and a target polynomial t(x), all in F[X].

Let f : F" — F" bea Jfunction with input variables labeled 1, . . . ,n and output variables labeled
m—n'+1,...,m. A QAP Q is said to compute f ifthe following holds: a1, ..., G, Gm_p/s1, ..., Qp €
F " is a valid assignment to the input and output variables of f (i.e., f(ay,...,an) = (Gm_n't1,

.y am)) iff there exist (an i1, Gm_nr) € F™"" such that t(z) divides p(z), where

p(x) = (’Uo(ﬂﬁ) + Z%w(@) : (wo(iﬁ) + Zakwk($)> - <yo($) + Z%%(@) .
k=1 k=1 k=1

The size of the QAP Q) is m, and degree is deg(t(x)).



The polynomials v (), wg(z), yx (x) have degree at most deg(¢(x))—1, since they can be reduced
modulo ¢(z) without affecting the divisibility check. We review the QAP-based SNARK construction
of Parno et al. [PHGR13] in Appendix H.

3 NIZK on Committed 10 for Algebraic Statements

In this section, we design Sigma protocols for knowledge of inputs and outputs of algebraic statements
where the inputs and outputs are committed to. In other words, we enable proof of knowledge of z;
given commitments Com(z;) to inputs and a commitment Com (Hgf i(xi)) to the output of an algebraic
function where g;s are public generators in an elliptic curve group and F;s are public single-variable
polynomials. An important ingredient in this is a proof of knowledge of double discrete log which
we elaborate on next.

3.1 Proof of Knowledge of Double Discrete Logarithm

Our goal is to prove the equality of a committed value and the discrete logarithm of another com-
mitted value. When the commitments are in elliptic curve groups, the known techniques for double
discrete logarithm proofs will not work [CS97, MGGR13]. This is because a group element cannot
be naturally interpreted as a field element, as can be done in integer groups. Towards this end, we first
describe a protocol to prove that the sum of two elliptic curve points that are committed to, is another
public point on the curve.

In this section, we consider the family of curves E given by

V2 =2® taz b, M

where a,b € [y, but the techniques we describe below would extend to other curve families like
Edwards [Edw07]. The curve sec256k1 used by Bitcoin has the form of equation 1 witha = 0,6 = 7.

The point addition relation is defined by the point addition equation specific to the curve family.
Let P = (x1,y1),Q = (x2,42), P,Q € E(F;) for the family E above. For distinct P, Q, P # —Q,
(x3,y3) = P + Q is given by

2
3 = <M> — T — T2, ()
o2 — X1
Y2 — Y1
Y3 = ——(x1 — x3) — Y1. 3)
Tro9 — T1

We use addFormula(P, @) to denote (z3,y3) computed in this way. When P = @, the operation is
doubling of the point P, denoted by doubleFormula(P). In this case, (z3,y3) is given by

322 2
:c3:< xl”) 2, @)
21
322 +a
Y3 = 21y1 (x1 —x3) — 1. )

We could prove the above relations for committed x1, x2,y1, y2 using known Sigma protocol
techniques. But since the point addition computation is over F;, the commitments to the coordinates
have to be in a group of order ¢, which is not necessarily the same as p, the order of the group E(F;).
The Complex Multiplication (CM) method could be used to find elliptic curve groups of a specific



order. However, it is quite inefficient for large orders and would make our protocols impractical . We
avoid the CM method by proposing a protocol that does not need to find a group of a given order.
We rewrite the point addition formula (equations 2 and 3) as

wgmg + xgxf + $? + a:% + 2y1y2 = y% + y% + x%xg + xlaﬁ% + 2x129273, (6)
ToYs + xT3Y2 + Tay1 = T1Y2 + T3y1 + T1Y3. @)

Let L, and R, denote the left-hand side and right-hand side respectively of equation 6, and L, and
R, of equation 7. That is:

Ly (%1,y1, 2, y2) = T323 + 2323 + 25 + 23 + 24190,
Ra(21,y1,22,y2) = Y3 + Ui + wiw2 + 1125 + 2010023,
Ly(x1,91, 72, y2) = T2y3 + w3Yy2 + T2y1,
Ry(z1,91,72,Y2) = T1Y2 + T3y1 + T1Y3.

We use Sigma protocols to prove that L, R;, L, and R, satisfy the above relations using com-
mitted intermediate values. To do so, in addition to linear relationships, our protocol needs to prove
that a committed value is the product of two committed values: given C; = Com(a) = ¢g*h",Cy =
Com(b) = g’h™,C3 = Com(c) = ¢°h’, prove ¢ = ab. This can be done by proving knowledge
of b such that the discrete logarithm of Cj with respect to C; is equal to the committed value in
C3, and the equality of committed values in Cy and Cs3, where Cy = C?. The prover computes and
sends Cy = C? with the following proof: PK{(a,b,c,b',c,r1,7m2,73,74) : C1 = g*h™ A Cy =
"R A Cy = g°h"3 ANCy = CV ANCy =g h™ AW =bAc =c}. In general, Sigma protocols for
polynomial relationships among committed values were given by Camenisch and Michels [CM99].
For completeness, we sketch the ideas in Appendix E.

Let G2 be an elliptic-curve group of order ¢ such that ¢ > 2¢3, and P’, Q' be points in G5. We
commit to the coordinates and the intermediate values necessary for the proof in G2, and since the
largest intermediate value in equations 6 and 7 is cubic, the choice of ¢ ensures there is no wrap
around when the computation is modulo ¢q. Since all computation on committed values will now be
modulo ¢, and the addition equations are to be computed modulo ¢, we use division with remainder.
We prove equality of L, and R, modulo ¢, divide them by ¢ taking away multiples of ¢, and prove
that the remainders are equal. When used together with appropriate range proofs to prove that the
remainder does not exceed the divisor, and that the committed coordinates are in the desired range,
we get equality modulo ¢. (There are several known techniques to build range proofs [Bou00, CCs08],
that is, to prove that € [0, S] for a public S and committed z, including the recent, very efficient
technique called Bulletproof [BBB*17].)

The protocol addition given in Figure 1 proves that the addition formula holds for committed
points P, @ and their sum 7. We show that addition is secure in Appendix C.2. The protocol’s cost
is dominated by the range proofs in steps 4, 5, 6 and the proof for polynomial relationships in steps
2 and 3. addition roughly has a proof size of 75 4 loglog ¢ elements, and prover’s work 60 + logt
exponentiations.

Let Cp = Comy(P) = (Comy(P,), Comy(Py)) denote a commitment to a point P = (P, P,).

Theorem 3.1. Let E(F;) be an elliptic curve given by equation 1, T € E and q > 2t>. Then, addition
in Figure 1 is a ¥-protocol for the relation R = {((T,Cp,Cg), (P,Q)) : Cp = Comy(P) A Cq =
Comy(Q) AT = addFormula(P, Q) A P,Q € E}.

Using techniques similar to the above protocol addition, we obtain a protocol double to prove that
doubling formula holds, i.e. 7' = doubleFormula(P). Now, we can handle all cases of point addition
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Given T' = (T,,Ty), C; = Comgy(P;,), Co = Comy(Py), Cs = Comy(Qy), Ca = Comy(Q,), prove that
T =P+Q,where P = (P,,P,),Q = (Q,Q,),T € E(F;) and g > 2t>.

I. Let Lx(PacyPyv Qq, Qy) = kit + 7y, Rx(P:m Pyv Qq, Qy) = k/1t + Tlla Ly(P:m Pyv Qq, Qy) =
kot + 12, Ry(Py, Py, Qz, Qy) = kot + 15, for k1, k7, ko, ky < € and 1,177,790, 75 < L.
Compute and send commitments C;, = Comy(L,),Cs = Comy(R,),C¢ = Comy(L,),Cr =
Comq(Ry), Cg = Comq(k1>,C9 = Comq(rl), C10 = Comq(k'l),Cn = Comq(r’l), C12 =
Comyg(ks2), Ciz3 = Comy(r2), C1a = Comy(k5), Ci5 = Comy(r5).

2. Prove that (P, Py), (Q4,Qy) and (T, T,) satisfy the addition equation for the 2-coordinate.
1 PK{(Py, Py, Qz,Qy, Lz, Ry) : C1 = Comy(P,)ACy = Comy(Py)ACs = Comy(Q,)ACy =
Comg(Q,)ACy = Comy(L,)ACs = Comy(Ry) ALy = T,Q2+T, P2+ P2+ P} +2P,Q, AR, =
Q%+ P2 4 P2Q. + PoQ2 + 2P, Q. T, }

3. Prove that (P, P,), (Qs, Q) and (T, T,) satisfy the addition equation for the y-coordinate.
mo : PK{(Py, Py, Qz, Qy, Ly, Ry) : C; = Comgy(P,)ACy = Comy(Py)ACs = Comy(Q,)ACy =
Comy(Qy) AN Cg = Comy(Ly) A C7 = Comy(Ry) ALy, = Q. Ty +TQy + Q.Py N Ry
P.Qy + TPy + P, T,}

4. Prove that the coordinates are in the correct range.

g @ PK{(Py, Py, Qz,Qy) : Ci = Comy(P,) A Co = Comy(Py) A C3 = Comy(Qy) A Cy =
Comy(Qy) NQz <tANQy <tAPp <tANP, <t}

5. Prove that L, and R, are equal modulo ¢, by dividing each side by ¢, showing correct range for the
quotients and the remainders, and proving the remainders are equal.
Ty - PK{(LI,Rm,khk/l,’r‘l,?"/l) :Cy = Cqu(Lm) ANCs = Cqu(Rx) ANCg = Cqu(kl) ANCq =
Comg(r1) ACip = Comy (k) ACi1 = Comy(ri) ALy = kit+r1 ARy = Kit+riArp <tAT] <
tANk < %/\k‘ll < %/\7‘1—7“/1 :O}

6. Prove that L, and R, are equal modulo ¢, by dividing each side by ¢, showing correct range for the
quotients and the remainders, and proving the remainders are equal.
s . PK{(Ly, Ry, :ZCQ, ké, T2, ’I”lz) : C6 = Comq(Ly) A C7 = Comq(Ry) A C12 = Comq(kg) AN C13 =
Comyg(ra) ACia = Comy(ky) ACis = Comg(ry) ALy = kot +ro ARy = kbt +15Arg < tATH <
tAky <INEy <L NPy —15 =0}

Figure 1: addition : PK{(P = (Py, P)),Q = (Qz,Qy)) : T = (T,T,) = addFormula(P, Q) A
Cy = Comy(P;) A Ca = Comy(Py) A Cz = Comy(Qz) A Cqa = Comy(Qy)}
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through the following statement:

(P£QAP#-QAT = addFormula(P,Q)) v
(P =Q AT = doubleFormula(P)) V(P =-Q AT =0).

This statement can be proved using OR composition of Sigma protocols: protocol addition for the
first part of the OR statement, protocol double for the second, and simple Sigma protocols for the last
component. We denote the proof of point addition of two committed points by pointAddition.

pointAddition : PK{(P, Q) : Cp = Comy(P) A Cog = Comy(Q) A P,Q € EN
(P#QANP#—-QANT = addFormula(P, Q))V
(P=QANT = doubleFormula(P)) V(P =-Q AT =0))}

For curves with a complete formula like Edwards, a point addition proof will not have different cases
based on the relationship between P and Q.

Theorem 3.2. Let E(FF;) be an elliptic curve given by equation 1, T € E and q > 2t3. Then,
pointAddition is a X-protocol for the relation R = {((T',Cp, Cg), (P, Q)) : Cp = Comy(P)ACq =
Comy(Q)NT=P+QANP,Q e E}

We note that the protocol addition may be modified to prove point addition for a committed point
T in the following way. The proofs 71 and 79 are on committed coordinates (77, Ty), and the range
proof 73 also includes proving the range of coordinates of 7. We denote the point addition proof
PK{(P,Q,T) : Cp = Comy(P)ANCq = Comy(Q) ANCr = Comy(T)ANT = P+QAP,Q,T € E}
on all committed inputs by comPointAddition.

We now construct a protocol to prove the equality of a committed value and the discrete log-
arithm of another committed value using the point addition proof. The double discrete logarithm
proof is given in Figure 2. (See Appendix C.3 for a proof of security.) While the prover’s work is
dominated by the protocol pointAddition, we note that the range proofs for each challenge bit may be
batched [BBB*17]. For soundness 279, the protocol ddlog incurs proof size of about 2370+ log log ¢
elements and prover’s work of 1800 + 30 log ¢ exponentiations.

Theorem 3.3. Let E(FF;) be an elliptic curve given by equation 1, and P € E be an element of prime
order p. Then, ddlog is a X-protocol for the relation R = {(P,C, Cp, (A, h)) : C = Com(A\) ACj, =
Com(h) Ah=AP,0 < A < p} with soundness 1/2.

3.2 Sigma Protocols on Committed Outputs

In this section, we construct Sigma protocols for committed output. First, we note a simpler con-
struction when the output is a single bit. (This simpler variant is used in our OR compositions.) In
particular, given an algebraic commitment to private input z, public y and an efficient Sigma protocol
to prove that f(z,y) = 1, we show how to construct an efficient Sigma protocol to prove f(x,y) = b,
for a committed bit b. Let f : ZZJ”" — {0,1}, and let C' be a commitment to the input x. Let feom
be the relation, feom = {(v, (z,0)) : ((z,y) € L; Ab=1) Vv (b = 0)}. The Sigma protocol for the
relation feom is given by the proof PK{(b,z) : f(z,y) = bA Dy = g°h"* A C = g*h"}. Let G be a
group of order ¢, g a generator of G, and h a random element of G such that the discrete logarithm of
h with respect to g is unknown to the prover. Let II be a X-protocol for the relation f. The -protocol
for fecom is shown in Figure 3.

Theorem 3.4. If I1 is a Y-protocol for f, then comBitSigma is a 3-protocol for feom.

To generalize the above to the case where output is a group element and not a single bit, we need
one more building block.
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Given C; = Com,()), C2 = Com,(z), C3 = Com,(y), for ¢ > 2t3, prove that (x,y) = AP, where
P € Eis an element of prime order p, 0 < A < p, P/, Q’, points in G5 of order gq.

1. The prover computes the following values: a; = Comy(a) = aP + 1Q,a2 = Comy(y1) =
NP+ B2Q’, az = Comg(v2) = 72 P’ + B3Q’ where o € F), is chosen at random, and (y1,72) =
«aP. It sends a1, as, ag to the verifier.

2. The verifier chooses a random challenge bit ¢ and sends it to the prover.
3. For challenge c,

e If ¢ = 0, compute z; = «, 29 = 51, 23 = B2, 24 = P3. Send the tuple (21, 22, 23, 24)

e Ifc = 1, compute 21 = a — A\. Let T = 2, P = (t1,t2). The prover uses pointAddition
(Figure 1) to prove that T = (y1,7v2) — (z,y). Let m be PK{(z,y,71,7%2) : T = (71,72) —
(z,y)}. Send (21, 7).

4. Verification: Compute (¢1,t) = 21 P. If ¢ = 0, check if a1 = 21 P+ 20Q, a0 = t1 P’ + 23Q’, a3 =
to P’ + 2,Q’. If ¢ = 1, verify proof .

Figure 2: ddlog : PK{(X\,z,y,r,71,72) : Comp(A) = AP + rQ A Comy(z) = zP' + rQ" A
Comy(y) = yP' +r2Q' A (x,y) = AP}

Given y, C' = Com(x), D = Com(b), prove that f(z,y) = b.

e The prover uses the protocol II for f, ¥-protocol for proving knowledge of committed values, and
the OR-transform to prove the following statement:

PK{(b,z) : (f(z,y) =1Ab=1ADy=g"h™ NC = g"h")
V(b=0AD,=g"h"" AC =g"h")}

Figure 3: comBitSigma : PK{(b,z) : f(x,y) =bA Dy = g°h"* AC = g*h"}

Proof of Point Addition and Discrete Log on Committed Points. Suppose we want to prove
that a committed point is the sum of two group elements. But the challenge is that the input group
elements are secret and are committed to, hence the prover also needs to prove knowledge of discrete
logarithms of the input points with respect to a public base. Specifically, our goal is to design a
protocol to prove knowledge of discrete logarithms of two committed points such that their sum is
another committed point which we do using comPointAddition. Let E be an elliptic curve defined
over IF;, and let P € E be an element of prime order p. Let ¢ > 2t3 be a prime. The protocol
comSum : PK{(v,a, B, z1,22) : vy =a+ B ANa=x1P AP =xP} for 0 < x1,22 < pis shown
in Figure 4.

When Committed Output is a Group Element. In the following discussion, similar to before, for
a group element o = (ay, o)), where a, oy, are the two coordinates of the elliptic curve point, the
commitment to the point is performed by committing to its two coordinates in the proper group, i.e.
Com(a) = (Com(ay), Com(ay)).
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e The prover computes commitments ¢; = Comy(z1),c2 = Comy(xs),cs3 = Comgy(a),cs =
Comg(), ¢5 = Comy(7)

e The prover uses ddlog to give the following proof.
PK{(z1,) : @ = 21 P A cg = Comg(a) A c; = Comp(z1)}

e The prover uses ddlog to give the following proof.
PK{(z2,8) : B = 2P A ca = Comy(B8) A ca = Comp(z2)}

e The prover uses comPointAddition to give the following proof, given the commitments c3 =

(Comg(az), Comg(ay)),ca = (Comg(Bz),Comy(By)),c5 = (Comy(vz),Comg(7y)) and the
point addition formula for the elliptic curve that defines the group (Equations 6,7).

PK{(v,,8) : v =a+ B8 Acg = Comy(a) A cqg = Comy(3) Acs = Comy ()}

Figure 4: comSum : PK{(v,c, 8,21, 22) : 7y =a+ B ANa=x1P A =x2P}

We observe that given the above-mentioned building blocks i.e. ddlog and comSum, we can
construct Sigma protocol on a committed output group element for algebraic statements of the form
flze, ... zp) = Hgfi(xi). We sketch the ideas at a high-level for some simple functions. Let
[+ Zy — G, where G is a group E(F;) of order p. When f(z) = g°, then this reduces to the
ddlog proof. For f(z1,22) = g7'g52, it suffices to commit to g7 and g5* separately and call the
comSum proof. To consider higher degree polynomials in the exponent let us consider f(x) = gfcz.
To construct a proof PK{(z,y) : ¢ =yAC = Com(z) A Co = Com(y)}, the prover computes
the commitments C; = Com,(x), Co = Comy,(z?) and C3 = Comy(k) = (Comy(k;), Comg(ky)),
where k = gxz = (kg, ky), for the choice of ¢ as discussed in Section 3.1. Now, the prover gives the
following proofs. PK{(z2,k) : k = ¢g"> A Cy = Comp(z2) A C3 = Comy(k)} using ddlog, and a
Sigma protocol for PK{(z1,72) : 22 = 23 A Oy = Comp(z1) A C2 = Comy(x2)}. Given the above
building blocks, it is easy to see that we can extend the techniques to devise proofs comSigma for

flx1,...xn) = Hgfi(xi) .

4 NIZK on Committed 10O for Non-Algebraic Statements

In this section we instantiate the following two building blocks which are critical for our NIZKs for
composite statements.

o 7k-SNARK on committed input. Given an algebraic commitment C' = ¢*h", and a circuit f, a
zk-SNARK proof that f(x, z) = b.

e 7k-SNARK on committed input and output. Given algebraic commitments C; = ¢g*h",Cy =
g°h", and a circuit f, a zk-SNARK proof that f(z, z) = b.

We first give a brief high-level description of our central ideas. Our starting point is a SNARK
where the proof consists of multi-exponentiation that resembles a Pedersen commitment. We identify
what part of the proof allows commitments to a private input (witness) and private output (for hiding
intermediate values of a larger computation) by suitably separating the input/output wires so there
are corresponding distinct proof elements in the SNARK. We then commit to the private input and
output of the SNARK proof independently using Pedersen commitment, and show equality of the
committed values and the values in the multi-exponentiation proof element. While this observation
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has been used in prior works in verifiable computation [CFH™ 15, FFG ' 16], it has been in different
contexts and for different purposes. We briefly discuss how our ideas relate to two such ideas.

In [CFH™15], the authors present a verifiable computation scheme called Geppetto where the
prover can share state across proofs. They generalize QAPs to create MultiQAPs which allow one
to commit to data, and use it in many proofs. But crucially, all the proofs are for statements still
represented as circuits while we also utilize the commitment to switch to sigma protocol proofs.

In [FFG™16], certain proof elements of a SNARK act as “accumulated” value of inputs in the
context of large data size. The multi-exponentiations computed by the verifier in [FFGT 16] act as a
hash on data and different computations may be performed (verifiably) on it. The verifier computes
the hash, and the proof verification involves checking the proof is consistent with the hash along with
checks that the computation was performed correctly on the data using only the hash that was com-
puted. On the other hand, in our setting, the multi-exponentiation is part of the proof, and computed
by the prover, whose consistency across proofs must be shown. Additionally, these proofs could be
different sigma protocols proving a variety of algebraic relations among some subset of the input used
in the SNARK. Though our idea of exploiting a proof element with a certain structure is similar to
the above works, we use it towards a different end.

For concreteness, we describe our protocol using the verifiable computation protocol Pinocchio
[PHGR13] (see Appendix H) as a starting point. But our techniques carry over to other SNARK
constructions as well.  The key property we need from a SNARK construction is that the proof
contains a multi-exponentiation of the input/output. Given this, we separate the circuit wires and
obtain in a non-blackbox way, commitments as part of the SNARK proof.

Before giving the description of the above building blocks, we introduce an important ingredient:
a protocol for proving equality of the discrete logarithms (a1, ..., a,) iny = [[}"_; G}* and individual
algebraic commitments to them.

4.1 Proof of Equality of Aggregated Discrete Logs & Commitments

Let G be a group of prime order q. Given y = [[ G and C; = ¢g*h", where g, G; are generators of
the group G, h is a random element of the group, and the prover does not know the discrete logarithm
of h with respect to g, and the discrete logarithms of GG;s with respect to each other. We want to prove
equality of the discrete logarithms in y and the respective values committed to in Cjs. Let &k be the
statistical security parameter. We give a Sigma protocol, and following standard notation, we denote
the protocol by PK{(a1,...,an,r1,...,m) :y =111 Gi* ANC1 =g R A--- ANCyp, = g*h' }.

We show that the protocol in Figure 5 is correct, has a soundness error of 1/2¥, and is honest
verifier zero knowledge in Appendix C.1.

4.2 zKk-SNARK on Committed Inputs

Recall that at a high level, each polynomial of the quadratic program (Definition 2.6), say, vg(x) €
[F[x] is mapped to an element in a bilinear group, g“¢(8) where s is a secret value chosen during
CRS generation. Given these group elements and the values a; on the circuit wires which are the
coefficients of the quadratic program, the prover can compute “in the exponent” to obtain ¢¥(*),
where v(s) = Y a;ux(s). The verifier uses the bilinear map to verify that the divisibility check of
the QAP holds. We assume the computations are over large fields, that is, the QAP is defined over I,
for a large p. The size of the field is exponential in the security parameter. We omit p in all further
descriptions of the field.

Let f : FN — F™ be a function with input/output values from F, computed by an arithmetic
circuit C' with input wires labeled 1, ..., N, output wires labeled m —n’+1, ..., m. Let Q be a QAP
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Giveny = [[;_, G{ and C; = g* h"
1. The prover computes the following values: v = [[/, G and v; = g**h™ for randomly chosen
o;, R; € Z4 and sends u, v; to the verifier.

2. The verifier chooses a challenge ¢ at random from Zox for a fixed k&, such that 2k < q, and sends it
to the prover.

3. For a challenge string ¢, prover computes and sends the tuple (s;, ¢;)

s; = a; —ca; (mod q), t; =R;—cr; (mod q)

4. Verification: Check if u = y°[[ G;* and v; = (C;)°g® h'i. The verifier accepts if checks succeed
for all <.

Figure 5: comEq : PK{(a1,...,an,m1,...,m) 1y =[] G{*ACL = g™ K" A+ - NC), = g*h™ }

of size m and degree d corresponding to C. We separate the circuit wires [ into private input, public
input, intermediate values, and output wires. Let I..,,, C {1,..., N} be the set of indices correspond-
ing to the private inputs a1, ..., ay, Ipy the indices for the public input wires, and I,,; the indices
for the public output. Then let [,,,;q = {1,...,m} \ (Lpup U Lcom U Loyt ) be the indices of the interme-
diate wires. This way there are separate CRS elements corresponding to the private input and public
input allowing the prover to compute corresponding proof elements. The divisibility check can still
proceed, and we include additional span checks for the new proof elements. Now, we bind the multi-
exponentiation corresponding to the private input in the proof to the value committed to in a Pedersen
commitment using the protocol comEq. Let C; = g% h"™ be a Pedersen commitment to the ith in-
put a;. The construction comInSnark : PK{(a1,...,an,71,...,7m) : f(a1,...an,21,...,2N-n) =
(b1,..., b ) NC1 =g"h"™ A--- NCy, = g h™} is given in Figure 6.

Given commitments to private inputs C; = g**h" for ¢ € [n], public inputs z1, ..., z2y_p, and public
outputs by, ..., by
1. CRS generation: Run  GroupGen(1®) to get (p,G, @, Gr,g,9,¢). Choose

R ~ ~
Ty Tws Qyy gy Oy s,B8,v ¢ F. Set Ty =ToTw, 9o =9 " Gw =9 Gw =09y = g'".
Set the CRS to be:

o= ({ng(s)}kelmm A9 ke £59 keom

{55 ke tmias {95 Ve o 198O Y ias {957 Ve tiom
{907 Y hers {G00 0 )}kelmm,{ga O e s

{05 ke A05  Yke 0000 19" Victa {07 Vietar

{g a’”sl}z‘e {flavsl}z‘e (d]s {gawsi}ie[d {ﬁa“’sl}ie[d],{gaysl}z‘e[d]a

B, (s) swus)ggyk(s gour(®) ﬁwk<s>95yk(s>}kelmd)

{g*® }ze[d] s Fh€loms 1

Set the short verification CRS to be:

Qtay

9",

shorters = (9,3,5°",9°,§°,57,97, 57

{95 Y eetem 95 e Ly Uloues 175 e 1y upULowe {ggk(s)}kelpubulm,,t)
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2. Prove: Oninput 21, ..., 2N—_pn, Witness aq, . . . , a,, and crs, the prover evaluates the QAP to obtain
{ai}ie[m). (Equivalently, evaluates the circuit to obtain the values on the circuit wires). The prover
solves for the quotient polynomial i such that p(z) = h(z)t(z). Let veom (¥) = 3y, arvi(),
Umia(x) = Zkelmd ax v () and similarly define Weom (), Winid (), Yeom () and Ymia(x).

e The prover computes the proof 7:
(ggcom(s)’ ggmid(s)’ ggcom(s)’ ggmd(S)’ ggcom(s)7ggm,id(s)’ gh(S)7

ggvvcom,( ) gOévaid(S)7 ggwu’com (3), ggwwnmd(s)’ g;jyycom (5))g;‘yy7nid(s)

gfvcovn(5)g7fiwconz(5)g§yconL (S) , gfvmld(s)ggwmld(s)ggymld(s))

e Prove input consistency with commitment: The prover uses the Sigma protocol comEq to
compute 7, PK{(a1,...,an,71,...,m0) 1y = [[[L, GIACL = g R A - ANCp, =
gimh'}, for G; = g2 i€ Lom, and y = goeom(®).

3. Verify:
e On input shortcrs, z, and proofs 7, 7;, parse 7 as

Veom Vimid 7zWeom

g Winia

Ymia 7H

7r=(g .9 ,é ,greom, g¥mid gl

Viom gVmia gWeom gWmid gYeom §Ymid gZeom gZmid
g N7 g g N N7 g g

Vio(s) _

~Wio(S)

Similarly, compute G,

e Divisibility check. Compute g, ”k(s))

er]pubUIout (gv
and gy“’( *) Verify that

e (ggas) gio(®) gVeom gVimia_guwo(s) guwio(s) gWeom gwmd)
e (th(s), gH) (g}j‘)“) gie®) g¥eom g¥onia, g) .
e Verify that the linear combinations are in correct spans.
@ e (g%, g7) = e (9,5%n )
(b) e (g"me,go) =e (g,gv""id)
(© e( com g) e (g™, g"er)
@ e (g%, 5) = e (g, ")
© (g%, g) = e (g, )
M e (g7, 52) = e (9,5

e Verify same coefficients in all linear combinations.

@) e (gZom i) = e (gVeomgYeom G071 . e (gP, gWeom)

(b) e (gZ”m'id’ g"/) —e (ngidg mid gﬁ’v) e (gﬁ'y’ ng,id)
e Verify input consistency with commitment: Set G; = ngi(S)
the proof ;,,.

,i € Igm,and y = g¥eom . Verify
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Figure 6: comInSnark : PK{(a1,...,an,71,...,7) : f(a1,...an, 21, .. 2N-n) = (b1, .., bpr) A
Cr=g"h" N...\NC, =g*h™}

Zero-knowledge. We make our construction zero-knowledge, and obtain zkcomInSnark, by ran-
domizing the elements in the proof 7 such that the checks verify and the proof is statistically indis-
tinguishable from random group elements. Specifically, the prover chooses random 4y, dy,, 0y < TF,
and adds d,t(s) in the exponent to Veom (5), Vmid(s); dwt(s) to Weom(S), Wmia(s); and dyt(s) to
Yeom(8), Ymia(s). It is easy to see that the modified value of p(z) remains divisible by ¢(x). The
(s) t(s) t(s) _awt(s) awt(s) ayt(s) Bt(s) Bt(s) Bt(s)

» Jw > Gy > T Gw o T, Gy

following terms are added to crs: gf, s 9w s Gy s go
(gfj(s) is also added to shortcrs). Prover can now compute the new values in 7 from crs, and they
are verified in the same manner as before. The proof 7, now proves a slightly different statement:
PK{(a1,...,an,8,71,...,m) 1y = HO [l G ACy = g h™ A ... A Cy, = g?h"}. To verify
it, the verifier uses gf,(s) from shortcrs.

Theorem 4.1. If ¢-PDH, 2q-SDH and d-PKE assumptions hold for GroupGen for ¢ > 4d + 4, then
zk-comInSnark instantiated with a QAP of degree d is secure under Definition 2.2.

We prove the above theorem in Appendix B. Similarly, by separating the circuit wires into private
input, public input, intermediate values and private output, we obtain zk-SNARK on committed input
and output. This construction, comlOSnark, is presented in Appendix A. We state the theorem below.

Theorem 4.2. If q¢-PDH, 2q-SDH and d-PKE assumptions hold for GroupGen for q > 4d + 4, and
discrete logarithm assumption holds in G, then zk-comlOSnark instantiated with a QAP of degree d
is secure under Definition 2.2.

S Constructions for Compound Statements

In this section we use the building blocks we constructed in Sections 4 and 3, to devise proofs for
compound statements. In the following, we distinguish between functions that have an efficient al-
gebraic representation versus functions that are efficiently represented as an arithmetic circuit over a
field. Of course, any algebraic function can be written as a circuit over some field. But certain func-
tions, modular exponentiation for instance, have a large circuit size and hence it is more desirable to
not use a circuit in computing them. Therefore, when we say algebraic or arithmetic for functions
below, we really mean the efficient representation of the function for computation. We say a function
f is arithmetic if an arithmetic circuit is used to compute f, and say f is algebraic if it is represented
algebraically. In this section, we show how to prove compound statements involving function com-
positions, OR, and AND. In our compositions, the SNARK used for the circuit could use a group
whose order does not match with the group of the sigma protocol for the algebraic part. We construct
a building block Eq to prove equality of committed values in different groups, given in Appendix D,
which we use in our compositions.

5.1 Function Composition

We assume that the commitments we use in the following are in groups of correct order for the com-
putation, so as to focus on the ideas for the composition. Wlog., our compositions hold even when
the the scalar field of the elliptic curve group, the field the curve is defined over and the field of the
arithmetic circuit are all different, since we can prove equality of committed values in different groups
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using the protocol Eq given in Figure 12. We present the interactive variant for ease of presentation
but note that all our constructions can be made non-interactive by running all the proofs in parallel and
invoking the standard Fiat-Shamir transform (see Section 2.1). The constructions below also easily
generalize to functions that have more input/output elements than shown, i.e. we can obtain construc-
tions for statements of the form PK{(z1,...,Zn, y1,. -, Ym) : f1(z1, .., Tny f2(y1, ... Um)) = 2}
where f1, fo may each be arithmetic or algebraic. We give constructions composition by elaborating
on the four possible compositions next:

1. f1 and f5 are functions represented as arithmetic circuits. Let f; : IF% — Fp,and fo : F, — ),
and we want to prove knowledge of secrets 1, zy such that fi(x1, fa(z2)) = z for a public
z. An example is proof of knowledge of z; and x9 such that H(z1||H (z2)) = z where H is
a collision resistant hash function such as SHA256. Such a composition can help reduce the
size of CRS by composing the same or a few SNARK systems multiple times to obtain more
complex statements without an increase in CRS size.

e The prover commits to x1,z2 and z3 = fa(x2) by computing ¢; = Comy(z1),co =
Comy(z2), cs = Comy(z3). The prover sends c1, ca, cg to the verifier.

e The prover uses zk-comlOSnark to give a proof that fo(xz2) = a3, given c¢p and cs.
PK{(x2, x3,72,73) : fa(x2) = 23 A ca = Comy(z2) A c3 = Com,(z3)}.

e The prover uses zk-comInSnark to give a proof that fi(xy,23) = 2z given ¢,c¢3 and z.
PK{(z1,z3,71,73) : fi(z1,23) = 2 A c1 = Comy(x1) A cz = Comp(z3)}.

2. f1 is an arithmetic circuit and f is algebraic. Let f; : F f; —Fp, fo:Zqg —+GandT : G — IE‘I%.
In this proof, we assume the algebraic function is over an elliptic curve group and assume
the natural transformation for mapping an elliptic curve point to a tuple of field elements, i.e.
its coordinates. Let G be an elliptic curve group of prime order ¢, and let T'(k) = (kg , ky)
for k € G, where (k, k,) are the coordinates of the elliptic curve point. The following is a
protocol for PK{(x1,x2) : f1(z1,T(f2(z2))) = z}. An example is proving knowledge of =
such that H(¢%) = z.

e The prover commits to z1,z2 and k = fa(z2) by computing ¢; = Comy(z1),c2 =
Comy(z2), c3 = Comy (k) = (Comy(k,), Com,(ky)), and sends ¢, co, c3 to the verifier.

e The prover uses the protocols ddlog and the sigma protocol on committed group element comSigma
to give the following proof: PK{(x2, k, r2,73) : fa(x2) = k A ca = Comy(z2) A cg = Com,(k)}.

e The prover uses zk-comInSnark to prove fy(z1,T(k)) = z given ¢y, c3,cq. PK{(z1,k,71,73) :
fi(z1,T(k)) =z A eg = Comp(z1) A cg = Comy,(k)}.

3. fi is algebraic, and f> is an arithmetic circuit. Let f; : Zg — G, f2 : F, = F,. LetII be
a Y-protocol for f1. The following is a protocol for PK{(x1,z2) : fi(x1, fo(x2)) = z}. An
example is proving knowledge of z such that ¢g*/(*) = > where H is a hash function. This
composition commonly appears when proving knowledge of a digitally signed message.
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e The prover commits to 1, 2, x5 = f2(x2) by computing ¢; = Comgy(z1),co = Comy(x2),c3 =
Comyg(x3), c5 = Comy(xz3). c3 is committed to twice, in groups of order p and ¢. The prover sends
c1, ca, c3, ¢4 to the verifier.

e The prover uses zk-comlOSnark to give a proof that fo(rs) = w3, given ¢ and cf.
PK{(z2,25,72,75) : fa(z2) = 25 A ca = Comy(x2) A ¢ = Com,, (%)}

e The prover uses the sigma protocol II to give the following proof. PK{(z1,z3,r1,73)
fl(l‘l,Ig) =2z A C1 = Comq(zl) A C3 = Comq(xg)}.

e The prover uses the protocol Eq to prove that ¢; and c3 are commitments to the same value.
PK{(xs, z5,73,7%) : x3 = x5 (mod ¢) A c3 = Comy(z3) A gy = Comy,(xh)}

4. f1 and f, are algebraic. Let f; : Zg — G1, f2 : Zg — Go2, where G; and Gs are elliptic
curve groups of prime order p and ¢ respectively. Let T'(k) = (ks,k,) for k € Go, where
(kz, ky) are the coordinates of the elliptic curve point. Let II; be a X-protocol for f;. Let
r1 € ZLp,r2 € Zg¢. An example is proving knowledge of x such that gf(gg) for generators

g1 and go for two different groups and a valid transformation 7' for mapping from one group

to another. These statements often occur in anonymous credential constructions or proving

statements about accumulators but the only previous constructions are for RSA groups.

e The prover commits to z1,22 and k = fa(x2) by computing ¢; = Comy,(z1),co =
Comy(z2), c3 = Comy (k) = (Com,(ky), Com,(ky)), and sends c1, ¢z, c3 to the verifier.
e The prover uses the protocols ddlog and the sigma protocol on committed group element comSigma

for fo to give the following proof: PK{(x2,k,re,r3) : fa(x2) = k A ca = Comy(z2) A cg =
Comy(k)}.

e The prover uses the sigma protocol II; to give the following proof. PK{(z1,k,r1,73)
fi(z1,T(k)) =z Aeg = Comy(z1) A cg = Comy(k)}.

Theorem 5.1 (Function Composition). The constructions composition are non-interactive zero-knowledge

arguments PK{(z1,...,Zn, Y1, Ym) : f1(x1,. ., Zn, fo(y1,...,Ym)) = 2}, as per Definition 2.2,
for any fi, fo € {algebraic, arithmetic} assuming the security of zk-comInSnark, zk-comlOSnark,
ddlog, Eq.

5.2 OR Composition

Consider the OR composition where a prover wants to show that fy(z1,z2) = 1 or fo(z1,23) = 1
but without revealing which one is true. We give constructions compoundOR : PK{(z1,x2,23) :
fi(z1,22) V fo(x1,23) = 1}, where the f;s could have either an arithmetic or algebraic representa-
tion, and could have shared secret inputs.

1. f1 and fo> are functions represented as arithmetic circuits. Let f : IFIQ, — {0,1}, and f5 :

Fg — {0,1}, ¢ < p. An example is composing proofs for two SNARK systems that work over
different elliptic curve groups.
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e The prover commits to the inputs by computing, ¢; = Comp(z1),¢; = Comgy(x1),c2 =

Comy(x2),c3 = Comg(xs), and to the output bits by = fi(z1,22),be = fi(z1,23), ca =
Com,(b1),c5 = Comg(bs),c5 = Comy(by). z1 and by are committed to in both groups of or-
der p and q.

e The prover uses zk-comlOSnark to give proofs.
PK{(I171‘2,Z)1,7’1,7‘2,T4) . f1($17x2) = b1 /\Cl = Comp(xl) /\CQ = Comp(xg) /\C4 =
Comy, (1)}

PK{(x1, z3,b2,71,73,75) : fa(z], x3) = baAc) = Comy(x))Acs = Comy(xz)Acs = Comg(ba)}.
e The prover uses the protocol Eq to prove that ¢} and ¢; are commitments to the same value.
PK{(x1,zir1,7}) s 1 =} (mod ¢) A c; = Comy(x1) Acf = Comy(z1)}
e The prover uses the protocol Eq to prove that ¢ and ¢5 are commitments to the same value.
PK{(ba,b5,75,75) : by = by (mod gq) A c5 = Comg(ba) A c§ = Comy(b5)}
e The prover uses the Sigma protocol OR-transform to give the following proof.
PK{(b1,b2,74,75) : (b1 =1 Acqg = Comy(b1)) V (ba =1 A cf = Comy(b2))}

2. One of them is an arithmetic circuit and the other is an algebraic relation. Wlog., f; is rep-
resented as an arithmetic circuit and f5 is an algebraic statement. Let f; : Iﬁ‘f, — {0,1}, fo :
Zg — {0,1},q < p. Let IT be a X-protocol for fa. An example is proving knowledge of x
such that H(z) = y OR ¢g* = z.

e The prover commits to the inputs, ¢; = Comy(z1),¢; = Comy(z1),c2 = Comp(z2),c5 =
Comy(z3). The prover computes the outputs by = f1(z1,22),b2 = fi(x1,23) and commits to
them by computing c4 = Com,(b1), cs = Comy(b2), ¢ = Com,,(b2).

e The prover uses comlOSnark to give the following proof.

PK{(z],z2,b1,7],72,74) 1 fr(2],2z2) = bAC) = Comy(x1) Aca = Comy,(x2) Aca = Com,,(b1)}.

e The prover uses the protocol II and protocol comBitSigma (Figure 3) to prove the following.
PK{(x1, z3,b2,71,73,75) : fa(x1,23) = baAc1 = Comgy(x1)Acg = Comy(zg)Acs = Comy(be)}

e The prover uses the protocol Eq to prove that ¢} and ¢; are commitments to the same value.
PK{(z1, 2 r1,r]) : z1 = 2] (mod ¢) A c; = Comg(z1) A ¢y = Com,(z1)}

e The prover uses the protocol Eq to prove that ¢ and c5 are commitments to the same value.
PK{(ba,b5,75,75) : by = by (mod gq) A c5 = Comg(ba) A c§ = Com,,(b5)}

e The prover uses the Sigma protocol OR-transform to prove the following.

PK{(b1,b2,74,75) : (b1 =1 Aca = Comg(b1)) V (ba =1 A cs = Comg(b2))}.

Let for be the relation given by for = {((fl,fg), (xl,xg,xg)) : ((.%'1,.@2) € Rf1> V ((.7}1,1'3) S ng)}.

Theorem 5.2 (OR Composition). The constructions compoundOR are non-interactive zero-knowledge
arguments PK{(z1, x2, x3) : fi(z1,22)V fo(z1,23) = 1}, as per Definition 2.2, for the relation foR,
for any f1, fo € {algebraic, arithmetic}, assuming the security of zk-comInSnark, zk-comlOSnark,
comBitSigma, Eq.
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5.3 AND Composition

Techniques shown in Section 5.2 extend for proofs of the form, PK{(x1,x2,23) : fi(x1,22) A
fa(x1,x3) = 1} for all combinations of f; and fo being arithmetic and algebraic. In particular, to
prove the AND of multiple statements, we use our building blocks comInSnark for the arithmetic
part, 2-protocol for the algebraic part, and Eq to switch between groups.

6 Applications

6.1 Privacy-preserving Audits of Bitcoin Exchanges

In this section, we show how to use our constructions for proving composite statements in zero-
knowledge to build a privacy-preserving proof of solvency for Bitcoin exchanges. A proof of solvency
demonstrates that an exchange controls sufficient reserves to settle each customer’s account. If the
exchange loses a large amount of money in an attack, it would not be able to provide such a proof.
Thus customers will find out about the attack very soon and take necessary actions.

A proof of solvency consists of three components:

o A proof of liabilities that allows customers to verify that their accounts are included in the total.
e A proof of assets which shows that the exchange has a certain amount of reserves.
e A proof that the reserves cover the liabilities to an acceptable degree.

Let g, h be fixed public generators of a group G of order ¢. For a Bitcoin public key y, v € Z,
is the corresponding secret key such that y = g*. In the proof of assets below, for a group element
k = (kg,ky), we write Com(k) to mean a commitment to the coordinates of k, i.e. Com(k) =
(Com(k;), Com(k,)). The Bitcoin address corresponding to a key y is given by h = H(y), where H
hashes y to a more compact representation. We denote the balance associated with an address h by
bal(h).

6.1.1 Proof of assets

We give the proof of assets in Figure 7, which allows an exchange to generate a commitment to its
total assets along with a zero-knowledge proof that the exchange knows the private keys for a set
of Bitcoin addresses whose total value is equal to the committed value. The exchange creates a set
of hashes PK to serve as an anonymity set: PKC = {hy,--- ,h,} from the public data available on
the blockchain. Let x4, - - - , z, be the corresponding secret keys, so that h; = H(g"), s; indicates
whether the exchange knows the ith secret key. The total assets can now be expressed as Assets =
S | si - bal(h;). The public data available on the blockchain is h; = H (y;), p; = ¢° (") for all
i€[l,n].

6.1.2 Proof of liabilities

The proof of liabilities has the exchange commit to its total liability, and in addition, convince all its
customers of the inclusion of their balances in the commitment. Like in Provisions, each customer
is mapped to an entry on a liability list. Each customer is provided with an identifier user; (which
could potentially include username, email address, or account number), and the exchange uses a hash-
based commitment scheme to commit to the customer identifiers. To ensure that any included users
can only add to the exchange’s total liabilities, the protocol has the exchange give a proof that each
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e The exchange computes the commitments. For ¢ € [1,n], commit to z; by publishing o; =
Comy(z;) = ¢g™h™, and commit to y; by publishing 3; = Com,(y;).

e The exchange commits to the balance in each address for the public keys he controls and to 0
otherwise, by publishing u; = Com,(s; - bal(h;)) = g*P!(")pti 5, € {0,1}, where s; = 1 if the
exchange knows x; such that y; = g%¢.

e The exchange uses protocols ddlog, comlOSnark and the constructions for function composition
and OR composition, composition and compoundOR respectively, to prove the following for each
Z’3
T - PK{(mZ, Yis SiyTiy Qi bi,ti) : (ai = Cqu(.’EZ‘) A ﬁl = Cqu(yi)/\
U; = Comq(si . bal(hz)) A\ fl(fg(l‘i), hz) =5, \Ns; = 1) vV (Si = 0)}

where f2(x) = ¢g® and
fl (ya h) =

0 otherwise.

{1 if H(y) = h

e Compute and publish Z g55e1s = [ ;.

Figure 7: Proof of assets

committed balance is in an interval between 0 and Max = 2°!. While Provisions achieves this range
proof by using bitwise commitments (which contributes to the bulk of the proof size), our comInSnark
protocol for zk-SNARK on committed input allows us to use a circuit to check the range instead. The
rest of the proof remains similar to Provisions, allowing the exchange to verifiably commit to its total
liabilities Zy,;45, and convince clients of inclusion of their balances in Zy;,;,. We give the proof of
liabilities in Figure 8.

Given the proofs in Figures 7 and 8, the proof of solvency involves the exchange proving that
Z pssets/ ZLiab 18 @ commitment to 0, and is similar to the protocol for proof of solvency in Provi-
sions. For completeness, we include the proof in Figure 9. Zero-knowledge and soundness of the
proofs of assets and liabilities follow from properties of our constructions for compound statements
(Theorems 5.1, 5.2) and properties of the Sigma protocols used. We compare the trade-off between
proof size and prover’s work in our approach versus Provisions and a full SNARK solution in Table
1 in Appendix F.

6.2 Privacy-Preserving Credentials

Another application of our compositions for compound statements is in privacy-preserving verifica-
tion of credentials. A credential system allows a user to obtain credentials from an organization or
a Certificate Authority, and later prove to a verifier that she has been given appropriate credentials.
Typically, the user’s credentials will contain a set of attributes, and the verifier will require that the
user prove that the attributes in his credential satisfy certain policy. Many different constructions have
been proposed for anonymous credential systems built around sigma protocols. The signatures used,
therefore, are specially designed so that a sigma protocol can be used to prove knowledge of the signa-
ture on a committed message. If we want to base anonymous credentials on standard signatures, like
RSA signatures, we will need to prove a compound statement involving an algebraic relation (for the
exponentiation), and a circuit-based statement (for the hash function). The recent work of [DLFKP16]
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e Let C be a circuit that takes as input m bit integers x1, - - - , x,, and outputs 1 if z; < Max for all ¢
and 0 otherwise.

e The exchange commits to each customer C;’s balance z; by publishing ¢; = Com,(x;) = g"h"
e The exchange uses the protocol comInSnark to prove that x; < Max for all customers.
7 PK{(z;, ;) : C(x1, -+ ,2) =1 Ay = Comy(z;)}.

e The exchange computes a customer identifier for each customer by choosing a random nonce and
computing
CID; = H (user;||n;)

where n; € {0,1}%12, user; is the ith customer’s username, and H is a collision resistant hash
function.

e The exchange publishes the liabilities list of all customers’ tuples.
ListLiab = (CIDy,- -+ ,CIDy,c1, -+ ,¢p, )

e Each client is privately given (r;,n;)

The client computes CID and verifies inclusion in the liabilities list.

The client checks its own balance is included by computing ¢; = g h".

Verifies the proof .

Each client computes Z ;o5 = [ [} ¢;-

Figure 8: Proof of liabilities

1. The exchange uses the proof of assets in Figure 7 and generates a commitment to its total assets
Z Assets-

2. The exchange uses the proof of liabilities in Figure § to generate a commitment to its total liabilities
Z1:ap and a list of its liabilities, ListLiab.

3. The exchange gives a proof m : PK{(R) : Z = h®}, where Z = Zassets L1 iop-

Figure 9: Proof of solvency

achieves privacy-preserving verification of X.509 certificates by using zk-SNARKSs, and this involves
representing the exponentiation in an RSA group as a circuit. Here, we use our composition construc-
tions to build an efficient proof avoiding expensive circuit representation of algebraic statements.

Given a SHA hash digest of a message m, a candidate RSA signature o, and an RSA modulus
N, verification involves checking whether ¢ mod n = h, where h = padding(SHA(m)). The
construction given in Figure 10 achieves privacy-preserving verification for credentials based on RSA
signatures. We compare the trade off between the proof size and prover’s work in our approach versus
other methods in Table 2 in Appendix F. Our compositions and similar techniques extend to yield
efficient privacy-preserving verification for credentials based on existing infrastructure like standard
RSA-PSS, RSA-PKCS etc.
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e The prover commits to the message m, the digest h, and the signature o by computing ¢; =
Comy(m), ca = Comy(h), cg = Com,,(0), ca = Comy,(h) for p < n.

e The prover uses zk-comlOSnark to give a proof that the hash digest is correct, given ¢; and cs.
PK{(m, h,71,72) : padding(SHA(m)) = h A ¢; = Comp(m) A ca = Com,(h)}.

e The prover uses a sigma protocol to prove knowledge of e-th root of a committed value [CS97].
PK{(h,0,72,73) : 0¢ mod n = h A ca = Com,(h) A cg = Com,(0)}.

e The prover uses the protocol Eq to prove that the commitments ¢y and ¢4 are to the same value:
PK{(h, 1/ ,72,74) : c2 = Com,(h) A cgy = Com,, (W) ANh =1 mod p}.

Figure 10: RSA Signature Verification
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A zk-SNARK on Committed Input/Output

We separate the circuit wires into private input, public input, intermediate values and private output.
Let Icom € {1,...,m} be the set of indices corresponding to the private inputs a1, . .., a,, and Tpup
the indices for the public input wires. Let I,,; be the set of indices corresponding to the outputs b;,
and Ipniq = {1,...,m} \ Lpup U Leom U Ioye. Let C; = g% h™ be a Pedersen commitment, to the

ith input a; and D; = g*h'%, commitment to the outputs. The construction comlOSnark is given in
Fig. 11.

Given C; = g%h™, for all i € [n], commitments to private inputs, D; = g h%, for all i € [n’],
commitments to private outputs, and public input 2.

1. CRS generation: Run  GroupGen(1®) to get (p,G,@,GT,g,g,e). Choose

R ~ ~ ~
’I"U,’I’w,OéU,Oéw,Oéy,S,ﬁ,’Y — F. Set Ty = ToTw, v = 900 = 790w = 9, Juw
99y =9", 9y =9"".
Set the CRS to be:

crs = ({92 retums 192 et {905 b

{38 ke s 1T e L AT bhet i {92 Yot »

{9 ket {90 ket {50 Ve Lo {307 Yk L
{30 ke £907 ke Loy {907 b Ly {907 Yk i
(707 O Y e ATE " O Y ie 100 30 Y ke ias {9° Vicla)s

{5 Viewy, {g2o @ glor@ gm0y oy

{gﬁvk s) Bwk(s) /@%(S }kelouta {gB'Uk s) Bwk(s)ggyk S)}kelnzid)

Set the short verification CRS to be:

,3%.7, 977,377, g1,

QA

shortcrs = (g,g,g g
{92 Y ke Lo ULowe {955 Ve 1y {554 Yo Ly {gy"(g)}kefpub)

2. Prove. On input z, witness aq,...,an,b1,...,b,, and crs, the prover evaluates the QAP to ob-
tain {ai}ie[m]. (Equivalently, evaluates the circuit to obtain the values on the circuit wires).
The prover solves for the quotient polynomial h such that p(z) = h(x)t(x). Let veom(z) =

Y oker.,. WVE(T), Vmia(T) = D e arve(T), Vout(T) = Y her  arvk(w) and similarly de-
fine Weom (.’13), wmid(x), Wout (.13), Yeom (.13), ymzd(x) and yout(m)'

e The prover computes the proof :
<gvcom(5)7 ggmdz(S)7 ggo’ut(s)7§$covn(5)7 ggmid(S)’
g“)out(g) ggcom( ) ggnlld( s) gzout(s) "h(s)7gawvcom,(s)7ggévvmid(s)’
gg‘vvout(s),gg wWeom (8 )7 gg wWmid(S) ga wWout(S) gyyyco'm(s), g;yymid(s)’

g;?}yn':A,t(s)’ggvcom,(s)gg)wcom,(S)g’gynom,( ),ggvmid( )ggwmd(S)ggymm(s)’

g’{f'“out (S)glﬁvwout (s)g?[jyout (‘5))

e Prove input consistency with commitment. The prover uses sigma protocol comEq to com-
pute proof m;,: PK{(a1,...,an,71,....10) 1y =[]\, GF ANCy = g R A -+ NCy, =
g h}, for Gy = go'®) i € Igm, and y = goeom ™),
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e Prove output consistency with commitment. The prover uses sigma protocol comEq to com-
puteprOOfﬂ—OUt: PK{(bh"’?bn'?Rla“'?R ) y = Hz 1 m n+z/\D1 :gblth/\
--AND, = gbn’ hBn }, for G _ gﬁj(g),] € Iyus, and y = gvo“t(g)

3. Verity.
e On input shortcrs, y, and a proof 7, parse it as

Veom Vimid Vout Weom Winid zWout

97 g 7§ »9 79Y“°"‘
7gY0ut7§ g (‘om g mzd g o'ut g com

= (9", g

Ymia

g
gW;n'id’ gW(;ut , ch,onl , gy;im'd7 g out g Zcom , gZ’"L’id’ gZOut)

e Divisibility check. Compute g, vpu () =ITyer., (90 vk(s) )@ Similarly, compute g“pub( %) and

g47**)_Check that,

pub

e (g:))O(S)gzp“rb(s)g:)/conz nginguut’ ggo(S)ggpub(S)guV}/com gul/}/mid gZ)Vuut)

—e (ggs),gH) (ggo(s) b (5) Yoo g Yonia g Your g)

e Verify that the linear combinations are in correct spans.

@) e(g"em,g) = e(g,§"eon)

(b) e(ngid’gav) _ 6(9,@‘/7,"1"1)
(C) e(gVout’gav) — e(g,gvnut)
(d) 6(9W€0m7§) = e(gaw’gwcom)
(e) e(ngi,d’ g) — e(gaw ’ ngm)
) e(gWout’g) = e(gaw’gw,,u,,)
et P SO

(® e(g g y) = e(gagy )

( g

(

Ye
. ~ Y.
(h) e gszd ay) — (g Gy 'm.zd)
(M) e(g",§o) = e(g. ")
e Verify same coefficients in all linear combinations.

() e(chom’ ") = e(ngngcom’ gﬂv)e(gﬁv, chom)
(b) e(g?mia, §7) = e(g"miag¥mia, §77)e(g?, g"mia)
(©) e(g?,g7) = e(g¥ g™, g7 )e(g”, g")

e Verify input consistency with commitment. Verify comEq proof 7;,,. The verifier computes
G;, = gvl( s) i € I.om, and sets y = ngm from the proof w. The verifier checks that the
proof 7;,, is a proof of knowledge of: PK{(a1,...,an,71,...,70) 1y =[], GF* NCy =
gUht A ANCy = gPnh™ )

e Verify output consistency with commitment. Verify comEq proof 7. The verifier computes
G; = gﬁl(s) i € Iy, and sets y = ¢g¥ou¢ from the proof . The verifier checks that the proof
Tout verifies. PK{(b1,..., by, Ry,...,Rp) 1y = [[i_, ADy = ghhffr A oA
Dn/ = gb”' hR"/}.

mn+z

Figure 11: comlOSnark : PK{(a1,...,an,b1,..., by, 71, .. 10, R1,..., Ry) ¢ fla1,...an,2) =
(biy..., by ) NCy = g%h" AND; = gbihRi}
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The construction comlOSnark is made zero-knowledge by randomizing the elements in the proof
m in a way similar to comInSnark and we obtain zk-comlOSnark. The proof of the above is omitted,
and follows from ideas similar to the proof of Theorem 4.1.

B Proof of Theorem 4.1

We recall a technical lemma from Gennaro et al. [GGPR13] below, on which we rely for soundness.

Lemma B.1 (Lemma 10, [GGPR13]). Let F[z]¥) denote polynomials over F[x] of degree at most
k. Let F[z]F) denote polynomials over F(x] that have a zero coefficient for z*. For some d, let
U = {ur(z)} C Flz]9, and let span(U) denote the set of polynomials that can be generated as F-
linear combinations of the polynomials inU. Let a(x) € F[x] (d+1) pe generated uniformly at random
subject to the constraint that {a(x) - up(z) : up(x) € U} C Flx]CD) Let s € F*. Then, for all
algorithms A

Prlu(z) < AU, s,a(s)) : u(z) € Flz]? A u(z) & span(U) A a(z) - u(z) € Flz]CE@+D)] < Wl*l*‘l

Proof of Theorem 4.1.

Proof. Soundness. Assume there exists an adversary A who returns the proof of a false statement.
We use this adversary .4 along with the knowledge extractor that exists by the d-PKE assumption to
construct an adversary B to break either the g-PDH assumption or the 2¢-SDH assumption. B is given

the description of a bilinear map, (p, G, G, Gr, g, §, €), and the challenge g%, 3*, - - - , ¢*", 3", ¢*" ",
G g™, 5%, A generates a function f that has a QAP Q = (¢(z),V, W, ) of size m and
degree d.

. d+1 2(d41)
B first picks 7y, Ty, Gy, Gy, Oy, § at random and sets 7y = 1Ty, gy = g5, g = g"° ,

3(d+1
and g, = g"v*

). Using these values, the final term in the proof 7 can be rewritten as

Bo(s) ,Bw(s) ,By(s)

g57(5) gBU(E) gBU(S) — gBrus™ oo rus? M sy H D), (8)

Bsets B = s97(143) 3 (s) where By, () is a polynomial of degree at most 3d + 3 sampled
uniformly at random such that By, (%) - (rovg(®) + 72TV wy () + 722Dy (2)) has a zero
coefficient in front of z3¢+3 for all k. Such a polynomial is guaranteed to exist by Lemma B.1.
Rewriting (8) by writing /3 in terms of s, we have

gsq73d72rvﬂpoly (8)v(8)+s97247 L ry, Brory (s)w(s)+51 Uy Bpoty (5)y(s)

= gsq_3d_2ﬁpoly (8)(rov(s)+s¥H tryw(s)+s24H2ryy(s)) . ©)

Since Bpoly (%) « (ryvg(z) + rez @ Dwy(z) + ry2?@ Yy, (1)) has a zero coefficient in front of
23913 the exponent in (9) has a zero in front of s¢*1. The powers of ¢ in the exponent go up to
(q—3d—2)+ (3d+3)+ (2d+2) +d = g+ 3d + 3 < 2q. Thus, B can efficiently generate the
terms in the CRS that contain 3 by using the elements in the challenge.

B picks +' uniformly at random from F and sets v = 4's?2. B can generate g7 from the
challenge, since g**"~ is given. Note that By = s9~ (433, (5)7's9+2 does not have the s7t!
term, and it has degree at most ¢ — (4d + 3) + (3d + 3) + (¢ + 2) < 2q (assuming d > 2). Hence, B
can generate ¢®7 using the elements in its challenge.
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Let (7, T;n) be a cheating proof returned by A for the computation of f with public input and
public Output {Ck}kefpubulout Let 7 = (g"eom, g¥mia, gWeom  gWmia, g¥eom  g¥mia, GH | gVeom | gVimia,
gWeom, g Winia | g¥eom | g¥mia, gZeom  gZmid)_Since the verification holds, we have that e(g¥eom, §*) =

e(g,§%m) and e(gVmi1, G*) = e(g,§"mia). B can run the d-PKE extractor to recover polyno-
mials Vi,;q(x) and Vion,(z) of degree at most d such that Viig = Vinia(s), Veom = Veom(s).
Note that the parameters received by A is a valid input for the d-PKE assumption from which all
the other terms in the CRS can be efficiently generated. That is, the d-PKE adversary receives
input (o, z), where 0 = (p,Gl,Gg,GT,g,g,{gsl}ie[o,d},{gsl}i€[07d]), and the auxiliary input z
consists of all the other terms in the CRS. Note that the terms {g," (S)} can be efficiently gen-
erated from o. A returns (V, V') such that e(V,g*) = e(g,V’). Thus, B can invoke the d-
PKE extractor x 4 to recover a polynomial Vo, (z) = Z?:o c;x" of degree at most d such that
V = gVeom(s), Similarly, B recovers polynomials W,,;q(z), Weom (), Yimia(z), Yeom () such that
Winid = Winid(5), Weom = Weom(8), Ymia = Ymia(s): Yeom = Yeom(s). Now, B computes,

V(z) = vo(x) + Z crk () + Z k() + Veom () + Vinia()

kEIpub k€lout

and similarly W (x) and Y (z), and sets H (z) = (V(z)W(x) — Y (x))/t(x)

Since the proof is of a false statement, either the extracted polynomials do not form a QAP
solution, or the co-efficients of the extracted com polynomials are not equal to the values committed
toin C1, ..., C),. There are the following cases:

e H(z) has a non-trivial denominator.

e The polynomial R(z) = 7,2 V,ia(x) + 70 A DW, () + 7,2 DY, a(2) is not in
the linear subspace generated by the polynomials {7y, (z) = 7,2% vy () + r 22 Dwy () +
Tyx3(d+1)yk($)}kelmid

e The polynomial S(z) = 7,2 Vo () + 12 D W () + 7,23 DY, (2) is not in
the linear subspace generated by the polynomials {7y (z) = 7,2% g () + r 2@ Dy () +
ry Dy () Y re Lo

e By the soundness of the protocol comEq, there exists an extractor that extracts a1, . . ., a, such
that Vo (s) = D ke Loom arvi(s),C; = g*h™. ay,--- ,a, are different from the coefficients
¢; of the polynomial V,,,, extracted by the d-PKE extractor.

If none of the above cases hold, then V' (z), W (z), Y (x) are a QAP solution, with input consistent
with commitments C;.

Case 1 t(z) does not divide p(x) = V(z)W(x) — Y (x). Let (z — r) be a polynomial that divides
t(x) but not p(x), and let T'(z) = t(z)/(x — r). Let d(z) = ged(t(x), p(z)). t(x) has degree
at most d and p(z) has degree at most 2d. B can use the extended Euclidean algorithm to
find polynomials a(x), b(x) with degrees 2d — 1 and d — 1 respectively, such that a(x)t(z) +

b(x)p(xz) = d(x). Now set A(z) = a(x) - (T(z)/d(z)) and B(xz) = b(z) - (T(x)/d(x)).
A(z) and B(z) do not have any denominator since d(z) divides T'(x). We have, A(z)t(x) +

B(z)p(z) = T(x). Dividing by t(x) we have, A(z) + B(z)H (z) = s A(z) and
B(x)

x) have degree at most 2d — 1 < ¢; hence, B can use the terms in its challenge to compute
e(92®), 7)e(gP®) g7) = e(g, §)V/ =) which solves the 2¢-SDH.
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Case 2 There does not exist {ci }rer, ,,, such that Vi,;q(x) = Zkelmd vk (x), Winia(z) = Zkelmid crwi(z)
and Yinia(z) = e - cxyr(z). By LemmaB.1, we have that 213 g () (ryxdH oy (z)+
w2 Doy () 4 1y 3@ Dy, (2)) has a non-zero coefficient for the 9! term with high
probability. B can use gZmid = gs* " Booty (@) (T Vinia () +5H D Wonia(s)+5% D Ymia(9)) 1

subtract off all elements of the form gsj for j # g+ 1, and obtain gSqH. This breaks the ¢-PDH

assumption.

Case 3 Similar to Case 2 with V,,,,, polynomial, and using g%com.

a;
1€lcom 1

Case 4 This breaks the binding property of the multi-commitment y, since we have y = [ |
[licr,,,, Gi's ai # ci for some i € Ioopm.

Zero-knowledge. We now show a simulator (.S, Sim) such that S outputs a simulated crs and
trapdoor, and Sim outputs a simulated proof. S generates crs in the same way and sets the trapdoor 7 to
be 7 = (s, o, uy, oy, 5,7y). Sim, given the trapdoor 7 picks polynomials v(x), w(z) at random such
that ¢(z) divides v(z)w(z). It sets h(zx) to be the quotient polynomial. Now, it chooses polynomials
Veom (), Weom () at random, and sets v,;q(z) = v(x) — vo(x) — Vio(T) — Veom (), and wy,iq(x) =
w(z) — wo(x) — Wip(x) — Weom(x). Given these polynomials, and s, «, 3, from the trapdoor,
Sim can compute the encodings of Vi,iq = vmia(s), Veom = veom(s), and other elements of the
proof. Moreover, the simulated proof elements are statistically uniform, subject to the verification
constraints. By the zero-knowledge property of the protocol comEq, there exists a simulator that is
invoked by Sim to generate a simulated proof that is statistically indistinguishable from 7;,.

O

C Other Proofs

C.1 Protocol comEq

We show that the protocol comEq in Figure 5 is correct, has a soundness error of 1/2* for a challenge
length & and is honest verifier zero knowledge.

Proof. e Completeness: If the prover and the verifier behave honestly, it is easy to see that
verification conditions hold.

yc H sz _ (H G?i)c H sz _ H G?«;CJrSi =

(Cl) gSi hti — (gal h’r’i )Cgsi hti — gcai-'rsi hc’r‘i-‘rti = v,

e Soundness: We show an extractor that computes ay,...an,71,...,7, given two accepting
views with same commitments but different challenge strings. Say, we have two accepting
views: {(u,v;), ¢, (si,t;)} and {(u,v;), &, (3;,;)} for challenges ¢ and & # c. Since the views
are accepting, we have,

ycHsz :yéHsz —u
gt = [[Gi
i
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We can now compute (in Z,), a; = (8; — s;)(c—¢) L. The inverse of (c — ¢) exists in Z,, since
¢ # ¢ by assumption.
Similarly,
(Ci)eg™ht = (Ci)Pg™ R = v,
and we can compute
T, = (tAl — tl-)(c — é)_l

The extractor succeeds in extracting a witness given two accepting transcripts. The prover can,
therefore, cheat only when he can answer exactly one challenge correctly, and the probability
of that challenge being chosen by the verifier is bounded by 1/2* where k is the length of the
challenge.

¢ Honest Verifier Zero-Knowledge: We show a simulator such that the output of the simulator
is statistically indistinguishable from the transcript of the protocol with a prover. The simulator
on input ¢, randomly chooses s;, t; € Z, and computes u = y° [[ G;*, and v; = (C;)°g* h'i. It
is easy to verify that the transcript output by the simulator will pass the verification equations.
Moreover, the distribution of the output of the simulator is identical to the distribution of a

transcript produced by the protocol between the prover and the verifier.
O

C.2 Protocol pointAddition

We show that the protocol addition is honest verifier zero-knowledge, and sound with a soundness
error of 2%, where £ is the length of the challenge.
o Honest verifier zero-knowledge. The simulator invokes the simulator for the proofs 71, 72, 73,
my, 5. Zero-knowledge follows from the zero-knowledge of these proofs.

e Soundness. We show an extractor that computes P = (P, P,),Q = (Qz,Qy) such that
T = P+Q, given two accepting transcripts for two different challenge bits. Say, we have two
accepting views for challenge bits ¢ and ¢ # c.

From the soundness of proofs 7y, 73, 74, we can extract Py, Py, Q, Q, such that L, (P, P,
Qz, Qy) and R, (Py, Py, Qu, Qy) satisfy the following.

L, = kit +7 mod ¢, R, = kit + 1] mod ¢ Now,

L, modt=((kit+7r1) modgq) modt
= (kit +71) (Since g > 3, k1 < q/t,r1 < t)
=r; modt (Sincer; <t)
=7y modt (Sincer;=r]; mod gq,r] <t)
=R, modt (Sincek] <q/t,r] <t)

Similarly, from soundness of 7, w3, 5 we get, L, = R, mod

C.3 Protocol ddlog

Proof. We will show that the protocol ddlog is honest verifier zero-knowledge, and sound with a

soundness error of %, where k is the length of the challenge.
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e Honest verifier zero-knowledge. We can construct a simulator such that the output of the
simulator is statistically indistinguishable from the transcript of the protocol with a prover.
On input a bit ¢, the simulator does the following: if ¢ = 0, the simulator randomly chooses
21,22 € Zp, 23,24 € Zq, and computes a1 = 21 P+ 20Q, a2 = ’)/1P/+23Q/, ag = ’)/QP/—|—Z4Q/
for (v1,72) = 21 P. It is easy to see that the output of the simulator is distributed identically
with the distribution of the protocol transcript. If ¢ = 1, the simulator randomly chooses
21 € Z4 and invokes the simulator for the proof pointAddition. Zero-knowledge follows from
the zero-knowledge of the proof .

e Soundness. We show an extractor that computes A, x, y given two accepting transcripts for two
different challenge bits. Say, we have two accepting views for challenge bits ¢ and ¢ # ¢. We
have,

A=2z1—21 modt

From the soundness of proofs 7, we can extract x, y, y1, 2 such that L, (x, y,v1,72) = Ra(z,y,

71,72)s and Ly(z,y,71,72) = Ry(x,y,71,72). Thus, T = (y1,72) — (z,y) = Z1P — \P.
Thus AP = (z,y).

O]

D Proof of Equality of Committed Values across Groups

There are techniques known to prove that two committed values in different groups are equal. The
integer commitment technique of Damgéard and Fujisaki [DF02] allows one to prove properties about
discrete logarithms in Z instead of modulo the order of the group. This technique could be fairly
expensive as the group order is hidden and exponentiations need to be computed in an RSA group
with large exponents. We give a protocol below for proving equality of committed values in different
groups without using integer commitments. Let G; and G be two groups of order p and ¢ respectively,
let g be a generator of G, and G a generator of Gs.

The protocol Eq in Figure 12 is honest verifier zero-knowledge, and sound with a soundness error
of 2%, where k is the length of the challenge.

e Honest Verifier Zero-Knowledge. Zero-knowledge follows from the zero-knowledge of the
protocols for proofs 71, wo, w3, T4, m;1 and myo.

e Soundness. We have two accepting transcripts for different challenges ¢, é, ¢ # ¢é. From the
response to ¢, we have s;1, s;2 for all ¢ such that s;1, s;2 < p. From the response to ¢, and the
soundness of the proofs ; 1, we extract b, s’ , s, such that z;; = rsh + (1 - bl)sts mod p,
and u; = Comy(b}). Similarly from m;5, we extract b;, $;1, $;2 such that z;; = 0;8;1+(1—0;)3;2
mod ¢, and v; = Comq(Bi). By the soundness of the proof 73, 74, we extract b; € {0, 1}. Since
we have s;1, si2 < p < ¢, we have s;1 = s}, = §;1, Si2 = s,y = ;2. Therefore, b; = b} = bi,
and by soundness of 1 and 2, x =y mod p.

E Proof that a committed value is a polynomial of committed values
Linear relationship among committed values. Given C; = Com(z) = ¢*h",Cy = Com(y) =

gYh™,C3 = Com(z) = g*h"3, we want to prove that z = ax + by for public a,b. The following
protocol, lin proves PK{(z,y, z) : C1 = Com(z) A Ca = Com(y) A C3 = Com(2) A z = ax + by}
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Given C; = Com,(z) = g®h", Co = Com,(y) = G*HE,p < ¢, prove that z =y mod p

1. The prover commits to bits of z in both groups by computing u; = ¢h"™, v; = G¥ H,
for all i € [0,n] where z = > I ;2'b;, n = [logp]. The prover sends {u;, v;} to the
verifier.

2. The prover proves that the bits combine to yield = and y by giving the following proofs
m and mo. m @ PK{(x,r,b1,...,bn,71,...,7) : Ci = Comp(z) A u; = Comy(by) A
ooy = Comp(by) Az = Y2}, and o : PK{(y, R, b1,...,bn, R1,..., Ry) : Co =
Comy(y) A vy = Comy(b1) A -+ vy, = Comy(by) Ay =5 20}

3. For each bit b;, the prover chooses random s;1, s;2 € I}, 5;1 # S;2, and computes commit-
ments to them in both groups. The prover computes a;; = g**h®i, a;0 = ¢%2g%2 a;3 =
GsirhPit gy = G*2hP2 and sends {a;1, a2, ais, ais } to the verifier.

4. The prover proves that u; and v; are commitments to bits in both groups by proving b;(1 —
b;) = 0,Vi. The prover gives the following proofs. w3 : PK{(b;, ;) : u; = Comy(b;) A
bi(l — bl) = 0}, and 74 : PK{(bz,RZ) TV = Comq(bi) A bz(l — bl) = 0}

5. The verifier chooses a random challenge bit c and sends it to the prover.
6. For challenge c,
o If c =0, set z;1 = si1, Zi2 = Si2, 23 = Q41, Zi4 = Q42, Zi5 = i1, 2zi6 = Bi2, and send
(zi1, zi2, 2i3, Zi4, Zi5, 2i6) Tor all .

o If c = 1, set z;1 = bis“ + (1 — bi)sig, and send (Z’L'laﬂ-’ilaﬂ-iz) for all i, where
mi1 = PK{(bs, 81, 8i2, T3 i1, o) = 21 = bisi+(1—=b;)si2Au; = Comy(bi) Aajy =
Comp(si1) A aje = Comy(sio)}, and e = PK{ (b, si1, si2, Ri, Bin, Bi2) & zi1 =
b;si1 + (1 — bi)sig Nv; = Comq(bz-) N a;3 = Comq(sﬂ) N ajy = Comq(sig)}

7. Verification:

o If ¢ = 0, verify 2;1,2i2 < p, 251 75 zi2, check that a;;7 = ¢*1h%3,a;,9 =
g¥2hFit a3 = GFLH®S a,y = G*2 H%6 for all ¢, and verify proofs 7y, ma, 73, m4.

o If ¢ = 1, verify proofs 7y, w9, 73, 74, and proofs m;1, 7o for all 7.

Figure 12: Eq : PK{(z, 7, R) : Com,(z) = g®h" A Com,(z) = G*H!}

e The verifier computes Cy = C£C5.

e The prover gives the following proof PK{(z,r3,r4) : C5 = g*h"3 AN Cy = g*h™}

Multiplicative relationship of committed values. We would like to prove that committed values
satisfy a multiplicative relationship. Given C; = Com(x) = g*h"™,Cy = Com(y) = g¥h",C3 =
Com(z) = ¢g*h’3, prove that z = zy. The following protocol, mul proves PK{(z,y,z) : C; =
Com(x) A Cy = Com(y) A C3 = Com(z) A z = zy}

e The prover computes and sends Cy = C} = g% h'
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e The prover gives the following proof: PK{(y,72) : Co = gVh™ A Cy = CY}

e The prover gives the following proof: PK{(z,rs,r4) : C3 = g*°h™ N Cy = g*h"}

Polynomial relationship of committed values. Using standard techniques outlined above for prov-
ing linear relationships and product of committed values, we now sketch how to prove that a com-
mitted value is a polynomial P in variables that are committed to as well. Let P(x1,x2,...,2y) =
ciMy + -+ - ¢t M, be a degree d polynomial in n variables where each monomial can be written as
M; = $C1l195§2 a3y di < d.

e The prover commits to each monomial Cy;, = Com(M;)

e The prover commits to intermediate values, and proves that the monomial committed to is
computed correctly.

— For a degree d monomial M;, it is written as product of two monomials M;; and M;s of
degree |d/2] and [d/2] respectively. The prover commits to M;; and M;,. Given these
commitments, the prover invokes the protocol mul to prove M; = M;; M;»:

PK{(M117 MZQ) : CMZ-I = Com(Mﬂ) A\ CMZ.Q = Com(Mig) N M; = MﬂMiQ}

— Now each of these monomials M;; and M;s are proven to be correct using mul recursively
until the proof is for a degree two term involving commitment to the input variables z;.

e The above step is performed on every monomial M; in P.

e The prover now proves linear relationship among committed monomials by invoking lin:
PK{(M1, Ma, ..., M;) : Cp, = Com(My) A--- AChr, = Com(My) NP =) ¢iM;}

F Efficiency

We briefly discuss the estimated cost of some of the building blocks. The ddlog proof is dominated
by the cost of the range proofs in steps 4, 5, 6 of pointAddition protocol in Figure 1. In a recent
work [BBBT17], it was shown how to prove that a committed value is in a range using only a number
of field elements that is logarithmic in the bit length of the range. Using these proofs to instantiate
all the necessary range proofs in protocol pointAddition, the prover’s work is 30 log ¢ 4+ 1800 group
exponentiations, the verifier’s work is 10 log ¢ exponentiations, and the proof size is 2370 + log log ¢
elements where the proof is for a curve defined over IF;. The cost of comInSnark is the cost of the
comEq in addition to the cost incurred by separating the wires in the underlying SNARK construction.
The proof size of comInSnark is 15 group elements, and 2 field elements for every committed value
(input/output). In the case of our following applications, the proof size is 17 elements. The prover’s
work is the number of exponentiations for computing the SNARK proof and an additional 2 expo-
nentiations for the comEq proof. The verifier’s work is 2 exponentiations and 21 pairings. Similarly,
comlOSnark has proof size 26 elements, the prover’s work, in addition to the exponentiations for the
SNARK proof is 4 exponentiations and the verifier’s work is 4 exponentiations and 30 pairings.

Proof of solvency. In Table 1, we compare the proof size and prover’s work of Provisions with our
protocol and a solution that uses zk-SNARK for the entire statement. The proof size and prover’s
work are dominated by the range proofs; the numbers below give only the dominating terms ignoring
small constants and are assuming that the range proofs are realized using Bulletproofs.
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zk technique Functionality Proof size (in elements) | Prover

Provisions pay-to-pub 10n + logm + log c 5n + 4mc exp.

SNARK pay-to-pub, pay- | 7 (|H| + p*)n + c exp.
to-hash

Our composition | pay-to-pub, pay- | 2396n + logp + logn (|H + 30p +

techniques to-hash 1800)n + ¢ exp.

Table 1: Comparison of prover work and proof sizes for proof of solvency using different methods. n is the
size of the anonymity set, ¢ is the number of customer accounts, m is [log Max] = 51, p is the bit length of
the modulus for exponentiation (size of the field over which the the curve is defined). For n = 500,000 and
¢ = 2 million, the proof size and prover’s work in Provisions is 5 x 10% and 4 * 107 respectively. For the same
parameters, our approach gives proof size of 10° and prover’s work 10'°, while also achieving the additional
pay-to-hash functionality. A fully zk-SNARK solution requires prover’s work roughly 10'3. (Exp. stands for
exponentiations.)

zk technique Feature Proof size | Prover

Cinderella non-interactive | 7 | H|+ additional 164,826 equations for
RSA (as optimized in Cinderella)

GC + Sigma | interactive |H| |m|+|h| exp. + | H| symmetric-key op-

[CGM16] erations

Our composition | non-interactive | 42+ logp | |H|+ logp + 16 exp.

techniques

Table 2: Comparison of prover work and proof sizes for credential verification using different methods. p
is the order of the group in which commitments are computed, |m| is the bit length of the message. For
e = 65537, logp = 256, |H| = 23785, we note an 87% decrease in prover’s work compared to Cinderella at
the cost of increasing the proof size to 298 from 7 group elements. (Exp. stands for exponentiations.)

Privacy preserving credentials. In Table 2, we compare the proof size and prover’s work in
privacy-preserving credentials for Cinderella, the interactive protocol of [CGM16], and our com-
position.

G Assumptions on Bilinear maps

Assumption G.1 (¢-PDH). The q-power Diffie-Hellman (q-PDH) assumption holds for GroupGen if
for all non-uniform probabilistic polynomial time algorithm A, the following probability is negligible
in the security parameter.

(p7 Gl,GQ,GT79179276) <~ Groquen(ln)7
o1 = (p7 Gl,GQ,GT,gl,QQ,C)
Pr| g™ « A(o) :
g1 (J) s gZZ’
2 2 +2 +2 2 2
0 = (O-lvghg%gfaggvgf agg 7.."9?‘1795‘179?‘1 7g§q ?gig q’gg q)

Assumption G.2 (¢-PKE). The q power-knowledge of exponent (q-PKE) assumption holds for GroupGen
if for all non-uniform probabilistic polynomial time algorithm A, there exists a non-uniform proba-
bilistic polynomial time extractor x 4 such that the following probability is negligible in the security
parameter.
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(p7 le(GZuGTaglng)e) < Groquen(l“),
01 = (pa G17G2>GT79179276)7
Pr|e(c,¢%) =e(gr,¢) Ne # T[]y g1 - as<—Z*

;
qp as as?  _as?

= (0_17917927gf7957"'7gl 792 791 792 7"'791 792 )7
(Cv éa ag, - - - ’aq) (A||XA)(U) Z)

In the above, z is auxiliary information generated independently of a, and (x; y) + (Al|x4)(0, 2)
denotes that on input o, A outputs z, and x 4 given the same input o, and .4’s random tape, outputs

Y.

Assumption G.3 (¢-SDH). The g-strong Diffie-Hellman (q-SDH) assumption holds for GroupGen if
for all non-uniform probabilistic polynomial time algorithm A, the following probability is negligible
in the security parameter.

(p, Gl, GQ,GT,gl,gQ, e) < Groquen(l"‘),
o1 = (p,G1,G2,G7, g1, g2, €),
Pr yze(gl,gz)ﬁ,céz;'; : s& oz,
0= (01,91,92.91.95, 9 195 91", 95"),
y < A(o)

H SNARK Construction of Parno et al.

We review the construction of SNARK from QAP of Parno et al. [PHGR13] below. Let f be a
function that maps N elements from F to 0 or 1. Convert f into an arithmetic circuit C' and build
a QAP @ = (V,W,Y,t(x)) for C of size m and degree d. We let the indices ¢ € [1,n] denote the
public input (the statement y) and i € [n + 1, N] denote the private input (the witness z).

1. CRS generation. Choose 7, 7y, 0y, Qs Oy, S, 3,77 LT, Set Ty = ToTwsGo = G Guw = g'®
and g, = g"v. Set the CRS to be:

Ccrs = <{95k(8)}k€ n+1,m]» {ggk(S)}kG[n—H,m]a {g?ka(S)}kE[n—l—l,m]v

{gav i }ke[n+1 m] {gw )}ke[nJrl m]» {ggyyk(S)}ke n+1,m]»

{g* }E {gﬁvk (s) ﬁwk(s) 5yk }ke[ 1 m]>.

Set the short verification CRS to be:
shortcrs = (g,go‘v,go‘w g, g7, g™ t(S)
{90 Y e ropurm) L9825 e foy oy 1905 }ke{O}U[n]) :
2. Prove. On input statement y, witness x, and crs, the prover evaluates the QAP to obtain

{ai}icm)- (Equivalently, evaluates C' to obtain the values on the circuit wires). The prover
solves for the quotient polynomial /2 such that p(z) = h(z)t(x). Letvmia(z) = D kepni1,m) wVk(2),
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and similarly define w,,;q4(x) and y;,;4(z). The prover computes the proof 7:

<g;‘])mid(5)’ ggmid(5)7 g:ly/mid(s)’ gh(S)’
aq;”mid(s) , ggwwmid(S) , g;fyymid(s) ,

9y
gBtmials) gBumia(s) ggymid(@)

!

. . . , . v WY
3. Verify. On input shortcrs, y, and a proof 7 = (gYméd, glWmid g;/mzd, g, gu™ g ™ gy ™, g7 ):

e The verifier can compute a term representing the public input y, by representing them as

coefficients ay, ..., a, € F, and computing
g = T (o0+)"
ke(n]

Similarly, compute gfﬁi”(s) and gym(s). Check whether,

6(930(5)g:}1in(3)g¥mid’ gﬁo(s)ggin(s)g’}g/mid)

t(s)

= e(gi®), g") -

,g™) - e(ghol® glin(S) ghmia gy,

’

. 4 . w’ . . Y’ .
e Verify thate(gy™?, g) = e(gy™i, g°), e(gw ™, g) = e(gly™id, g**), and e(gy ™, g) =
Y;nid Qy
e(gy™, g*v).

o Verify e(g?,g7) = e(gl‘,/"”dgy"”dg;/"”%9’87)-

Output 1 if all the verifications succeed, else output 0.
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