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Abstract

We consider the problem of Non-Interactive Secure Computation (NISC), a 2-message “Sender-
Receiver” secure computation protocol that retains its security even when both parties can be
malicious. While such protocols are easy to construct using garbled circuits and general non-
interactive zero-knowledge proofs, this approach inherently makes a non-black-box use of the
underlying cryptographic primitives and is infeasible in practice.

Ishai et al. (Eurocrypt 2011) showed how to construct NISC protocols that only use parallel
calls to an ideal oblivious transfer (OT) oracle, and additionally make only a black-box use of
any pseudorandom generator. Combined with the efficient 2-message OT protocol of Peikert et
al. (Crypto 2008), this leads to a practical approach to NISC that has been implemented in
subsequent works. However, a major limitation of all known OT-based NISC protocols is that
they are subject to selective failure attacks that allows a malicious sender to entirely compromise
the security of the protocol when the receiver’s first message is reused.

Motivated by the failure of the OT-based approach, we consider the problem of basing
reusable NISC on parallel invocations of a standard arithmetic generalization of OT known as
oblivious linear-function evaluation (OLE). We obtain the following results:

e We construct an information-theoretically secure reusable NISC protocol for arithmetic
branching programs and general zero-knowledge functionalities in the OLE-hybrid model.
Our zero-knowledge protocol only makes an absolute constant number of OLE calls per
gate in an arithmetic circuit whose satisfiability is being proved. As a corollary, we get
reusable NISC/OLE for general Boolean circuits using any one-way function.

e We complement this by a negative result, showing that reusable NISC/OT is impossi-

ble to achieve, and a more restricted negative result for the case of the zero-knowledge
functionality. This provides a formal justification for the need to replace OT by OLE.
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e We build a universally composable 2-message OLE protocol in the CRS model that can
be based on the security of Paillier encryption and requires only a constant number of
modular exponentiations. This provides the first arithmetic analogue of the 2-message OT
protocols of Peikert et al. (Crypto 2008).

e By combining our NISC/OLE protocol and the 2-message OLE protocol, we get protocols
with new attractive asymptotic and concrete efficiency features. In particular, we get
the first (designated-verifier) NIZK protocols where following a statement-independent
preprocessing, both proving and verifying are entirely “non-cryptographic” and involve
only a constant computational overhead.

1 Introduction

Non-interactive secure computation (NISC) refers to the problem where Rachel wishes to publish
an encryption of her input z, in such a way that Sam, who holds an input y, can send her a single
message conveying the value f(z,y) and nothing more. In the semi-honest setting, there are several
solutions to this problem including (i) garbled circuits [Yao86, LP09] combined with two-message
oblivious transfer (OT) protocols (e.g., [NP0O1, AIR01, PVWO08]) and (ii) fully homomorphic encryp-
tion [RAD78, Gen09]. One could compile these protocols to be secure against malicious parties by
using general non-interactive zero-knowledge (NIZK) proofs in the common reference string (CRS)
model [BFMS88]; however, this requires making non-black-box use of the underlying cryptographic
primitives, and is generally infeasible in practice. A recent line of work [IKOT11, AMPR14] has
come up with efficient maliciously secure NISC protocols in the OT-hybrid model (which we re-
fer to as NISC/OT protocols) that make black-box use of efficiently implementable cryptographic
primitives such as a pseudorandom generator.

In general, the paradigm of designing protocols in the OT-hybrid model that are either uncondi-
tionally secure or make use of symmetric cryptographic primitives, and plugging in fast implemen-
tations of OT, has paid great dividends in cryptography for several reasons. First, we have efficient
OT implementations under standard assumptions; and secondly, OT is self-reducible, so the cryp-
tographic cost of implementing it can be pushed to an offline phase, and it can be implemented with
information-theoretic security given correlated randomness. In short, combining efficient NISC/OT
protocols with efficient 2-message OT implementations, we can get efficient “public-key” non-
interactive variants of secure computation, as was recently accomplished in [[KOT11, AMPR14].
This approach is beneficial even in simpler special cases such as (designated-verifier) NIZK. For
such cases (and more generally for functionalities computed by log-depth circuits or polynomial-size
branching programs) such NISC/OT protocols can be made information-theoretic.

The starting point of this work is that this rosy picture belies a major defect of all known
NISC/OT protocols. To see this, imagine that Rachel wants to publish a reusable encryption of
her input z, obtain messages from anyone in the world with inputs y;, conveying to her the value
of f(x,y;). In the semi-honest setting, all the old NISC/OT protocols work just fine. However,
in all known NISC/OT protocols (including [TKO"11, AMPR14]), a malicious Sam can mount
a “selective failure attack”, feeding malformed OT messages to Rachel and checking whether she
aborts or not, and using this information to violate both the secrecy of her input and the correctness
of her output. Indeed, we show that this is inherent: our first result is that there is no information-
theoretic reusably secure implementation of NISC/OT for general functions. We also prove a similar
result for zero-knowledge functionalities, though in a more restricted “black-box” framework.

Our key observation is that this inherent limitation of OT-based protocols can be overcome



if we replace OT by an arithmetic extension of OT known as oblivious linear function evaluation
(OLE). The OLE functionality maps sender inputs (a,b) and receiver input x to receiver output
ax + b, where a,b, z are taken from some (typically large) field or ring. The main result of this
paper is a general-purpose reusable non-interactive secure computation protocol that only makes
parallel OLE calls over a large ring. We denote such a protocol by rNISC/OLE.

Our rNISC/OLE protocol is information-theoretic and does not rely on any cryptographic as-
sumptions. Its complexity is polynomial in the size of an arithmetic branching program being
computed. This is sufficient to capture arithmetic log-depth (NC!) circuits. However, in the im-
portant special case of zero-knowledge functionalities, where verification can always be done by a
shallow circuit, our NISC/OLE protocol is still information-theoretic and only makes a constant
number of OLE calls per gate in an arithmetic circuit whose satisfiability is being proved. (Minimiz-
ing this constant, which we did not attempt to optimize, is an interesting future research direction
that can be motivated by practical implementations.) As a corollary, we can also get reusable
NISC/OLE (beyond zero-knowledge) for general boolean circuits using any one-way function.

We complement our rNISC/OLE protocol by proposing an efficient secure implementation of
the OLE oracle which is compatible with our efficiency goals. Concretely, assuming the security
of Paillier’s encryption scheme [Pai99], we construct a universally secure 2-message OLE protocol
in the CRS model (over the ring Zy for an RSA modulus N). The communication cost of the
protocol involves a constant number of group elements and its computational cost is dominated by
a constant number of exponentiations. This protocol provides the first arithmetic analogue of the
2-message OT protocol of PVW [PVWO08], which is commonly used in implementations of secure
two-party computation (in particular, it is used by the non-interactive ones from [AMPR14]). Our
efficient OLE protocol is independently motivated by other applications of OLE in cryptography;
see [ADIT17, GNN17] and references therein.

The switch from OT to OLE has some unexpected efficiency benefits. Beyond the reusability
issue, OT-based protocols in the malicious security model use a “cut and choose” approach that
has considerable (super-constant) overhead in communication and computation. While there are
effective techniques for amortizing the communication overhead (cf. [IPS08]), these come at the
expense of a super-constant computational overhead and apply only in the boolean setting. Other
approaches that employ OLE and apply to the arithmetic setting, such as the ones from [GIP" 14,
DGNT17], are inherently interactive.

The combination of our information-theoretic rNISC/OLE and the Paillier-based OLE im-
plementation yields NISC and designated-verifier NIZK protocols with attractive new efficiency
features. As discussed above, for general NISC there was no previous approach that could offer
reusable security, even for the case of boolean circuits, without applying general-purpose NIZK on
top of a semi-honest secure NISC protocol.

Even for the special case of zero-knowledge, where many other competing approaches are known,
our approach is quite unique. In particular, we are the first to construct any kind of (reusable-setup)
NIZK protocol where one can push all of the cryptographic operations to an offline phase; using the
self-reducibility of OLE, we can have an online phase that involves only arithmetic computations
in the “plaintext domain” and its security (given the preprocessed information) is unconditional.
Moreover, the online phase satisfies a strong notion of constant computational overhead in the
sense that both the prover and verifier only need to perform a constant number of addition and
multiplication operations for each gate of the arithmetic verification circuit, in the same ring Zy
over which the circuit is defined. As a bonus feature, the preprocessing required for implementing



this highly efficient online phase consists only of a constant number of exponentiations per gate,
and its security relies on a conservative, “20th century” assumption.

To summarize, the main positive results we prove about reusable NISC in the OLE-hybrid
model are the following.

Theorem 1. There exists a statistically secure TNIZK /OLE protocol (i.e., TNISC for zero-knowledge
functionalities) with O(1) OLE calls per gate.

Theorem 2. There exists a statistically secure rNISC/OLE protocol for (arithmetic or boolean)
branching programs and NC! circuits.

Theorem 3. If one-way functions exist, there exists an rNISC/OLE protocol for circuits.

We optimize the concrete efficiency of our rNIZK/OLE protocol in Section 5.6, so that proving
knowledge of a satisfying assignment of an arithmetic circuit costs 7 OLE calls per addition gate
and 44 OLE calls per multiplication gate. We stress that since the protocol is information-theoretic
in the OLE-hybrid model, each OLE involves only a small number of field operations (without any
exponentiations) in the online phase.

1.1 Related Work

We briefly discuss several recent works that are relevant to the asymptotic efficiency features of
our protocol. As discussed above, a distinctive efficiency feature of our rNIZK/OLE protocol for
arithmetic verification circuits (more generally, INISC/OLE for constant-depth arithmetic circuits)
is that, in an offline-online setting, its online phase is non-cryptographic and has a constant compu-
tational overhead. Moreover, the offline phase only requires a constant number of exponentiations
per arithmetic gate.

Bootle et al. [BCGT17] construct zero-knowledge protocols for arithmetic verification circuits
with constant computational overhead in the plain model, i.e., without any offline phase. However,
this protocol relies on constant-overhead implementations of cryptographic primitives (a plausible
but non-standard assumption), it requires multiple rounds of interaction (but can be made non-
interactive via the Fiat-Shamir heuristic) and, most importantly in the context of our work, the
cryptographic work in this protocol cannot be preprocessed. Finally, this protocol does not directly
apply in the more general setting of secure computation.

Applebaum et al. [ADI"17] obtain (again, under plausible but non-standard assumptions) secure
two-party protocols for evaluating arithmetic circuits that have constant computational overhead
in the plain model. However, these protocols are inherently interactive (even when restricted to
constant-depth circuits) and are only secure against semi-honest parties.

Finally, Chaidos and Couteau [CC18] construct an alternative Paillier-based designated-verifier
(reusable) NIZK protocol with a constant number of exponentiations per arithmetic gate. The
constant from [CC18] is significantly smaller than ours and the protocol can be based on more
general assumptions. However, whereas for NIZK there are several other competing approaches,
including succinct and publicly verifiable protocols, our NISC protocol provides the first reusable
solution for NISC that is efficient enough to be implemented. Moreover, the NIZK protocol from
[CC18] (which is based on X-protocols) does not have the feature of a non-cryptographic online
phase that our protocol inherits from the underlying information-theoretic OLE-based protocol.



2 Overview of the Techniques

In this section we provide a high level overview of the proofs of our main results.

2.1 Impossibility of rNISC/OT

We show several negative results, which highlight the hardness of reusable secure computation.
The first negative result shows that: for non-interactive two-party computation protocols, prefect
security against malicious sender does not imply reusable security. In particular, previous works
about NISC/OT do not immediately implies INISC/OT.

We further show that OLE is strictly stronger than OT in the sense that there exists no
information-theoretic rNISC/OT protocol for OLE functionality with composable security. Fi-
nally, assuming the existence of one-way functions, in the OT hybrid model, there are no general
resettably sound, non-interactive zero-knowledge proofs with black-box simulation.

Standard security does not imply reusability. Reusable security is not free. A perfectly
secure, 2-party computation protocol can be totally broken if the receiver uses the same randomness
in two protocol runs. A counter example functionality is easy to find. Assume the sender’s input
domain has to special symbols T, 1, such that the receiver will output a random string if the
sender’s input is either T or 1. Thus if the receiver use fresh randomness in each protocol run no
information about his input will be leaked when the sender’s input is either T or L.

In one possible secure implement, the receiver samples a random string r, and outputs r if the
sender’s input is T, outputs z & r if the sender’s input is L. Here x is the receiver’s input. If the
receiver uses the same input z and randomness r in at least two protocol runs, then a malicious
sender can make him output r» and x @ r, which together reveal the receiver’s secret input .

OT is not sufficient for reusability. We show the impossible of reusable non-interactive two-
party computation protocol under OT hybrid model for two different problems and settings, while
such protocols exist if we switch to OLE hybrid model. The weakness of OT is that a malicious
sender can learn the receiver’s choice bits if the receiver uses the same randomness in different
protocol runs. Consider the following scenario: The receiver uses the same randomness and input
in two protocol runs. This means that the receiver’s secret OT choice bits have been fixed in a
set-up phase. In the first protocol run, a malicious sender feeds (ali], b[i]) to the i-th OT instance.
In the second protocol run, the malicious sender feeds (a’,b’) to the OT instances such that (a’,b")
and (a,b) are identical except for one bit. Say a[j] # a'[j] is the only index where they differs. If
the receiver outputs differently in these two protocol runs, the malicious sender can deduce that in
the receiver’s choice bit in the j-th OT instance equals 1.

Moreover, if the receiver outputs differently in two protocol where the sender chooses OT-input
strings (a,b) and (a/,’) respectively. The malicious sender modifies (a,b) to equal (a’,b') by a
sequence of single-bit modifications. By observing the receiver’s output when the sender feeds
these intermediate OT-input strings, the malicious sender can always learn the sender’s j-th choice
bit for some j such that (a[j], b[j]) # (a'[5],V'[4])-

Note that in OLE hybrid model, such attack will not work. Consider a similiar scenario: The
receiver uses the same randomness and input in two protocol runs, let z[i] be the receiver’s input
in the i-th OLE instance. The malicious sender feed (al[i],b[i]) and (a'[i],¥'[i]) to the i-th OLE
instance in these two protocol runs respectively. Say the (a[j],b[j]) # (d'[j],¥'[j]) is the only



difference between (a,b) and (a’,’) and the receiver outpus differently in these two protocol runs.

Given the above information, the malicious sender can only deduce that z[j] # —%. Such
knowledge contains little information if x[j] has large min entropy.

For example, in Section 4.2 we show the impossibility of an information-theoretic non-interactive
reusable OLE/OT protocol. The intuition behind our impossibility proof relies on a commitment
protocol (Figure 3). There is a statistically reusable commitment protocol in OLE hybrid model:
The receiver first samples a random x € F as his OLE-input. To commit s; € F, the sender
samples random r; € F and feed (s;,7;) to rOLE, so that the receiver gets rOLE-output y; =
si-x+r;. Tounveil the i-th commitment, send (s;,7;) to the receiver. Such a protocol is statistically
reusable secure in OLE hybrid model. We show that in an OT-based implementation of the rOLE-
primitive, a corrupted sender can recover the receiver’s secret input x after polynomially many
rounds. The corrupted sender repeats the following so that either he recovers = or he learns more
about receiver’s OT choice bits. The sender samples an honest run in which the sender chooses
(s,r,a,b), then samples (s',r',a’, V") from the same distribution subject to the condition that (a’,d")
agrees with (a, b) on the known receiver’s choice bits. The sender can test whether (s',7’) and (s, )
are consistent with the same z, i.e. whether s’z + ' = sz + r, by testing whether the receiver
accepts (s',r’) as an unveil message when the sender’s OT-input stirngs are a,b. If so, the sender
recovers T = —g:’s"; and thus finish the attack (s # s’ with high probability because s is statistically
hidden in the receiver’s view). Otherwise, the receiver would reject (s',7') as an unveil message
when the sender’s OT-input strings are a, b, while accept it when the sender’s OT-input strings are
a’,b'. The sender will be able to learn at least one more receiver’s choice bit from such difference.

In Section 4.3 we show that there is no UC secure rNISC/OT protocol for genearl zero-knowledge
proof functionality (Figure 4). Suppose such protocol exists. This means the sender can prove
statements x € L just by transforming a corresponding witness w into sender’s OT-input strings.
By assuming the existence of one-way functions, we can define the language such that it is easy
to sample a random no instance y ¢ L or to sample a random yes instance x € L together with
a witness w, while it’s computational hard to distinguish a random yes instance with no instance.
Now how can a malicious sender (prover) find some y ¢ L but still convince the receiver to accept
y? He just samples a true statement (x,w) and starts off flipping bits in the corresponding OT-
input strings, then checks each time if the receiver still accepts. Of course, the sender only flips
the part of OT-input strings where he does not know the receiver’s choice bits yet. As soon as the
receiver starts rejecting, the malicious prover find out one more receiver’s choice bit. This process
can be repeated until the malicious prover has learned sufficiently many of the receiver’s choice bits.
There are so few indexes where the malicious prover doesn’t know the choice bits — denote these
indexes by U — such that even if the OT-input strings are replaced with random bits on indexes
in U, the receiver will still accept with high probability. Then by the UC security, if the sender
instead samples y ¢ L, generates OT-input strings using the black-box simulator, and replaces the
generated OT-input strings with random bits on indexes in U, the receiver will also accept with
high probability.

2.2 Construction of Information-Theoretic rNISC/OLE

Semi-honest NISC/OLE Our rNISC/OLE construction is a complicated object with many
intermediate steps. Let us start with a warm-up question, how to construct NISC with semi-honest
security? As a starting point we present a construction for the semi-honest model from [IK02].



Then we will outline how to obtain security against malicious parties.

Let x denote the receiver’s input and let y denote the sender’s input. We consider arithmetic
functionalities, i.e. both x,y are vectors over a given finite ring, the functionality is also arithmetic
over this ring. We describe the construction for an arithmetic functionality defined by an arithmetic
branching programs, which is described as follows (see [[K02] for a more formal description). A
t-node arithmetic branching program is specified by affine functions ¢1,1, g1,2, . . . , g¢,¢; the branching
program maps input vectors x,y to the determinant of

gLi(xy) - g1,4(x,y)

-1 gt,t(xv y)

Let G(x,y) denote the matrix. Branching programs can efficiently simulate arithmetic formulas
and arithmetic NC! circuits. E.g. the formula z11y; + x2y2 + x3y3 can be computed by branching
program
ry T2 I3
Y1
-1 Y2
-1 y3

T1Yy1 + T2y2 + x3y3 = det

The technique for securely reducing a branching program computation to parallel OLE can be
viewed as an arithmetic analogue of Yao’s garbled circuit technique [ATK14]. Sample two random
upper triangular matrixes Ry, Ry with diagonal all one, then the matrix R1G(x,y) Rz is a randomized
encoding of det G(x,y) as

e det G(x,y) can be computed from R;G(x,y)Rs as multiplying R;, R2 doesn’t change deter-
minant;

e the distribution of R1G(x,y)R2 merely depends on det G(x,y).

Therefore, if the receiver gets R;G(x,y)R2, he will learn no information other than det G(x,y).

In the semi-honest NISC/OLE construction, the OLE allows secure evaluation of affine func-
tions, so the receiver chooses x as its input, then the sender feed the affine function x — R1G(x,y)R2
to the OLE oracle. Let us denote this affine function by G/, i.e. G'(x) := R1G(x,y)Re. Eventually,
the receiver gets R1G(x,y)R2, which leaks det G(x,y) but perfectly hides all other information.

This NISC/OLE based on randomized encoding is actually perfectly secure against malicious
receivers, as the protocol doesn’t leave the receiver with any room for cheating. Thus the receiver
is effectively forced to be semi-honest.

But the protocol is not secure against malicious senders. Instead, the sender can choose any
affine G’ so that the receiver will output det G’(x). For the security against malicious senders,
the sender need to prove that G’, the affine function he feed into OLE, satisfies an arithmetic
constraint: the sender knows two upper triangular matrixes R;, Ro and input vector y such that
G'(-) = Ri1G(-,y)Rs.



Intermediate Primitive: Certified OLE Based on the above discussion about semi-honest
NISC/OLE, a perfectly secure NISC can be built upon a specialized OLE. In such a specialized
OLE, the sender can prove that the coefficients she chose satisfies some arithmetic conditions. We
name this specialized OLE as certified OLE and it is exactly what we are going to construct as an
intermediate primitive. More precisely, we define certified OLE as a primitive that allows

e the receiver to learn the outputs of affine functions, where the inputs in chosen by the receiver
and the coefficients is chosen by the sender;

e the sender to convince the receiver that the sender-chosen coefficients satisfy arbitrary arith-
metic constraints.

We implement a CertifiedOLE/OLE construction, whose security is both information-theoretic and
reusable.

Intermediate Primitive: Replicated OLE Certified OLE allows the sender to prove that her
coefficients satisfy arbitrary arithmetic constraints. In particular, the sender can prove an equality
constraint, i.e., to prove two of the coefficients she choose are equal. We isolated this ability as
another primitive called replicated OLE. More precisely, we define replicated OLE as a primitive
that allows

e the receiver to learn the outputs of affine functions, where the inputs in chosen by the receiver
and the coeflicients is chosen by the sender;

e the sender to convince the receiver that some of the sender-chosen coefficients are equal.

Be definition, replicated OLE is not as powerful as certified OLE. In section 5, we first construct
replicated OLE directly from OLE', then construct certified OLE from replicated OLE. For now,
let us assume that we already have reusable replicated OLE, and we will construct certified OLE
by using replicated OLE as a black box.

It’s sufficient for certified OLE to only support the following atomic operations.

1. Reveal ax + b to the receiver, where a,b € I are coefficients chosen by the sender, z € F is an
input chosen by the receiver, F is a finite field.

In this overview, all coefficients chosen by the sender will be denoted by the first a few letters
in the alphabet such as a, b, ¢ and inputs chosen by the receiver will be denoted by the last a
few letters in the alphabet such as z, v, z.

2. Allow the sender to convince the receiver that two coefficients are equal.
3. Allow the sender to convince the receiver that three coefficients a, b, ¢ satisfies a + b = c.
4. Allow the sender to convince the receiver that three coefficients a, b, ¢ satisfies ab = c.

The first two atomic operations are already offered by replicated OLE. The later two atomic
operations are translated into replicated OLE calls.

The third atomic operation, i.e. proving a+b = ¢, is implemented as the following. The receiver
samples an random x € I and chooses it as an extra input. The sender samples random a’,0’ € F

!The actual roadmap is different, and will be gradually revealed in the overview.



and let ¢ = a’ + 1. The replicated OLE is used to reveal ax + da’,bx + V', cx + ¢ to the receiver.
Finally, the receiver is convinced if and only if (ax + a') + (bx + ') = (cx + ). In case a + b # ¢
(or @’ + b # ), the receiver can detect with overwhelming probability.

The last atomic operation, i.e. proving ab = ¢, is implemented using similar idea. The receiver
samples random z,y € F, let z = xy and choose x,y, z as extra inputs. Notate that a malicious
receiver might choose z # xy and the sender can never detect. Therefore, we design a mechanism
that can “enforce” honest receiver behavior. More precisely, our mechanism will prevent the receiver
from learning any information in case he choose z # xy. The detail of such mechanism will be
explained later. For now, let us simply assume the receiver chooses z = xy.

The sender samples random a’,b’, ¢ € F, chooses d = ab’,e = a’b and samples d’, e’ € F such
that d’' +¢’ = a'b' — . The replicated OLE is used to reveal ax +a’, by +b',cz+c,dx+d',ey+e’ to
the receiver. The receiver is convince if and only if (az+a’)(by+b') — (cz+') = (dx+d') + (ey+€').
Notice that if both sender and receiver are honest, then

(az +a)(by+ V) — (cz+ ) =ad'by + bax +d't — ¢ = (de+ d') + (ey + €').

In case the sender behaves maliciously, either ¢ # ab or the values of d, e, d’, ¢’ deviate the protocol,
the receiver can detect with overwhelming probability.

Intermediate Primitive: Half-Replicated OLE Our replicated OLE is constructed on top
of what we called half-replicated OLE. In each OLE calls, the sender chooses two coefficients. We
distinguish them by calling them multiplicative coefficient and additive coefficient respectively.
Half-replicated OLE only supports two operations:

1. Reveal ax 4 b to the receiver, where x € F is an input chosen by the receiver, a € F is a
multiplicative coefficient chosen by the sender, b € F is an additive coeflicient chosen by the
sender.

2. Allow the sender to convince the receiver that two multiplicative coefficients are equal.

By definition, half-replicated OLE is even weaker than replicated OLE. We construct replicated
OLE on top of half-replicated OLE as the following: The receiver samples random y and chooses
it as an extra input. For each receiver-chosen input x, the receiver let ' = zy and chooses it as
an extra input. Notice that the sender cannot detect whether 2’ is generated honestly, we design
a mechanism that can enforce 2’ = xy which will be explained later. For now, just assume the
receiver chooses 2’ = xy honestly. Then the sender uses the replicated OLE to reveal ax + b and
ax’ + by to the receiver. (More precisely, the sender should also samples random ¢ and reveals
ax +b,ax’ 4+ ¢, by — ¢ to the receiver.) The receiver then uses the equation (ax 4 b) -y = (az’ + by)
to check whether the sender behaves honestly.

Intermediate Primitive: Half-Replicated OLE Allowing CDS Operations Our repli-
cated OLE and certified OLE require the receiver to choose three input x,y, z such that z = xy,
while there is no mean for the sender to detect whether the receiver behaves honestly. In partic-
ular, if the underly OLE is ideal (e.g. implement by a trusted third party), then the sender will
learn absolutely nothing about the receiver-chosen inputs. Thus instead, we design a mechanism
called conditional disclosure of secrets (CDS), in which the sender can disclosure a message to the
receiver if and only if the receiver-chosen inputs satisfy some arithmetic constraints. For example,



in certified OLE, the sender can encrypt his messages using one-time pad, and disclose the pad if
and only if the receiver chooses z = xy honestly.

As a first trial, in order to disclose secret a € F to the receiver if and only if z = zy, the sender
samples random b, ¢ € F and uses the half-replicated OLE to disclose

y z| |b a
IEIERf
to the receiver. (More precisely, this means the sender should also sample random ¥, ¢ that

b’ + ¢ = a, and use the half-replicated OLE to disclose by + ', cz+ ¢, cx +b.) If z = xy is satisfied,
then the receiver can recover a as

o ([0 2 o)) = |

It’s easy to verify the security against malicious receiver. When z # zy, matrix [{ _] is invertible,
in which case all information about a is erased by one-time padding. But this protocol is not secure
against malicious sender: As the protocol is built on top of half-replicated OLE, the sender can
deviate the protocol by changing the additive coefficients. In particular, the sender can choose a
non-zero d € F and uses the half-replicated OLE to disclose [{ - ][2] +[§] to the receiver. Then the
receiver will recover (1, —y) - ([{ 2][%] + [4]) = a — dy, which is a function of the receiver’s inputs.
An easy way to solve this problem is to rely on the fact that the receiver samples y € F uniformly
at random”. The sender samples a random a’ as an extra coefficient and the above insecure CDS
protocol to disclose a’ if z = xy. If the sender is malicious, then the receiver gets a’ — d'y. But the
receiver can detect any malicious behaviour, by sampling a random w € F as an extra input and

asking the sender to disclose aw + a’ using OLE.

Back to Half-Replicated OLE The last missing piece is how to construct half-replicated OLE
in OLE hybrid model. The key idea of the construction is the followings.

The receiver samples a random w € F and chooses w as an input. For each multiplicative
coefficient a € IF, the sender has to sample a random a’ € F and use OLE to disclose aw + a’. This
OLE call works essentially as a commitment of a, this idea can be used to build a statistically secure
commitment protocol (Figure 3). For each half-replicated OLE input « € F, the receiver translates
it into two OLE inputs y, z € F such that y is sampled uniformly at random, and z = = — wy.

For each half-replicated OLE call ax + b, it can be translated into three OLE calls using the
idea from equation

ar +b=a(wy+x—wy)+0b
=awy +az+b (1)
= y(aw+) — ey +d) + (az + b+ d),

where ¢, d are arbitrary numbers. More precisely, the sender should sample random ¢,d € F and
use the OLE to disclose aw + ¢, cy +d and az + b+ d to the receiver. Finally, the receiver computes
the right output using equation 1.

Such a half-replicated OLE protocol is correct and enforces the receiver to be honest. When the
sender deviates the protocol, the receiver will output a random number. The randomness comes

In the main body, y doesn’t need to be random. Moreover, we consider the general case where the arithmetic
condition doesn’t have to be z = zy.
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Primitive Operations Supported
OLE 1
Half-Replicated OLE 1,2
Half-Replicated OLE allowing CDS 1,2,3
Certified OLE 1,2,3,5,6
Replicated OLE 1,2,3,4,5,6

Table 1: Primitives and Their Supporting Operations

from w and y, i.e., in case the sender deviates the protocol, even conditioned on the sender’s view
and x, the receiver’s output is statistically close to uniform distribution. Therefore it is not too
hard embed a mechanism to detect any malicious sender with overwhelming probability. We leave
the detail to Section 5.2.

Roadmap Starting from reusable OLE, we define and construct a sequence of increasingly more
powerful primitives, the last of which eventually supports all of the following operations.

1. Reveal az + b to the receiver, where x € F is an input chosen by the receiver, a € F is a
multiplicative coefficient chosen by the sender, b € F is an additive coefficient chosen by the
sender.

2. Convince the receiver that two multiplicative coefficients are equal.

3. Disclose a message to the receiver if receiver-chosen inputs z, y, z satisfies z = zy.
4. Convince the receiver that two coeflicients are equal.

5. Convince the receiver that three multiplicative coefficients a, b, ¢ satisfies a + b = c.
6. Convince the receiver that three multiplicative coefficients a, b, ¢ satisfies ab = c.

Such a primitive readily implies reusable NIZK and reusable NISC. The intermediate primitives
are sorted in Table 1 by dependence. Each of them only supports a subset of the operations.

2.3 Paillier-based 2-Message OLE Protocol

Consider a simplified OLE scheme as follows: The CRS will contain an ElGamal public key (b, By =
b*%0) in a Paillier group. (Paillier allows us to get additive homomorphism, while ElGamal means
that the receiver will be able to construct related key pairs.) On input «, the receiver forms another
related public key b, By, such that it knows the secret key corresponding to (b, B1B{). It sends
this key pair to the sender. On input zp, 21, the sender encrypts zp under (b, By) and z; under
(b, By), using the same randomness, and sends both ciphertexts to the receiver. The receiver can
then combine the ciphertexts to obtain an encryption of azy + z; under (b, B1B§), which it can
decrypt.

Recall that in a Paillier group for N = (2p 4+ 1)(2¢ + 1) all elements can be decomposed into
a component in a subgroup of order 2p'q’, and a component of order N, call them Goyy and Gy;
the ElGamal encryption will encode the message in the order N component. Intuitively, we can
argue the scheme is secure against a corrupt receiver as follows: First the CRS is indistinguishable
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from one where b is only in Gy, but By has a component in G'y. Then suppose that the receiver
chooses By whose G component is (1 + N)® (and note that a simulator can recover this a using
the factorization of N'). The Gy components of the resulting ciphertexts can be shown information
theoretically to depend only on zga + 21, while the G, components are independent of zp, 2.2

Security against a corrupt sender is more challenging, because it could send invalid ciphertexts
(i.e., ciphertexts in which decryption produces an element not in G). In particular, an adversarial
sender could form a pair of ciphertexts that decrypt correctly under a specific a and incorrectly
otherwise, and thus perform a selective failure attack. To prevent this, we need a way for the
receiver to identify bad ciphertext pairs that can’t be predicted based on «. Suppose the receiver
runs the scheme twice, once with a random input -, and once with input 2cc — -y, while the sender
uses inputs zp,w for random w in the first instance and zg, 21 — w in the second; combining the
results of the two schemes would allow the receiver to decrypt zoy+w+zo(a—y)+21 —w = zpa+21.
This would prevent the selective failure attack: we argue that (under appropriate, indistinguishable
CRS) B; information theoretically hides 7, so the probability that the resulting linear combination
of two invalid ciphertexts decrypts correctly is negligible.* Of course, we must ensure that the
malicious sender uses the same zy in both instances; thus we require that all the ciphertexts are
related, using the same randomness.

3 Preliminaries

We consider sender-receiver functions that take inputs from a sender Sam and a receiver Rachel
and deliver the output to Rachel. Two simple but useful examples for such functions are OT and
OLE. In this work, we consider the reusable extension of such sender-receiver functions, allowing
Sam to invoke the function on polynomially many inputs, where Rachel’s input is fixed. In each
such invocation, Rachel obtains a separate output. We will sometimes use an r-prefix (as in rOT,
rOLE, or rNISC) to stress that we consider the reusable variant.

3.1 Sender-receiver Functions & Reusable Two-party Computation

In this section we give a generic definition of reusable non-interactive secure computation (rNISC).
Our complete rNISC construction for arbitrary functions is quite complex. To make it as modular as
possible, we define intermediate functionalities, namely rNISC for arithmetic circuits (see Section A)
and linear functions (see Section 3.2).

Notation 4 (Sender-receiver functions). A sender-receiver function is specified by three sets Riyn, Sin,
Rouwt and a mapping f : Rin X Sin — Rout. The intuition is that we have two parties: a receiver
Rachel and a sender Sam. Rachel chooses an input x € Ry,, Sam chooses an input y € Sy, and
Rachel learns the corresponding output z := f(x,y) € Rout-

We emphasize that it is not enforced that the receiver’s input x is fixed before the sender chooses
an input y for a corresponding send phase. Neither do we forbid that the receiver provides an input
(sid ,x) after having learned an output (sid, z,i), as long as sid # sid. Our main application just

3This is because the first component of the ciphertext, b” contains no information about » mod N.

4There is a minor subtlety here, where because Goprgr has an order 2 subgroup an extra component in this
subgroup might not be detected; to prevent this, we actually square all the elements during decryption to eliminate
this subgroup, and then decrypt the final result divided by 2.
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Functionality fr(h?sc

Parametrized by a sender-receiver function F' = (Rjiy, Sin, Rout, ) in the sense of Notation 4.

Choice phase:

e Upon receiving input (sid, ) from Rachel where = € R;, and sid is a session identifier, store (sid, z),
send (sid,initialized) to the adversary, and ignore any further inputs (sid, &) from Rachel with
the same session identifier sid.

Send phases:

e Upon receiving input (sid, y,7) from Sam where (y,4) € Si, xIN and sid is a session identifier, record
(sid,y,1), send (sid, sent, i) to the adversary, and ignore any further inputs (sid, g,4) from Sam with
the same session identifier sid and the same value of 7.

e Upon receiving a message (sid, Delivery,i) from the adversary, verify that there are stored inputs
(sid, z) from Rachel and (sid,y,4) from Sam; else ignore that message. Next, compute z := f(z,y),
send (sid, z,1) to Rachel, and ignore further messages (sid, Delivery,i) from the adversary with the
same session identifier sid and the same value of i.

Figure 1: Generic ideal functionality for reusable non-interactive secure computation.

provides a setting where all receiver inputs are chosen before the sender takes any action, but this
is not required for the security proofs of our protocols.

The ideal functionality for reusable NISC tailored to arithmetic circuit evaluation is in Ap-
pendix A.

3.2 Reusable Oblivious Linear Function Evaluation

We aim at an OLE-based implementation of ‘FéliIDI)SC for arbitrary arithmetic circuits ® over a given
ring R, where the ring size |R| is determined by a statistical security parameter. More particularly,
the security parameter is log |R|. However, we will need to restrict ourself to circuits ® that are
given as collections of formulas (i.e., the underlying graph G is a forest).

The primitive we take for granted lets Rachel pick an input z € R and then Sam send her tuples
(a,b) € RxR, such that she learns the corresponding OLE-outputs a -z +b. In particular, Sam can
send several tuples (a,b) for the same receiver input z. In other words, the ideal functionality for
oblivious linear function evaluation with reusable receiver input (see Figure 18) is another special
instance of the functionality ‘7:1(‘1\};[)5(: from Figure 1, namely with Si, = RXR, Ry = Rowt = R, and
f ¢ Rin X Sin = Rout, (z,(a,b)) — a-x +b.

4 Separations and Impossibility Results

In this section we show several negative results, which highlight the hardness of reusable secure
computation. Our first negative result is motivated by the following seemingly self-evident but
misleading chain of thoughts: If we have a protocol for non-interactive two-party computation with
perfect security against a malicious sender, then the security does not depend on the receiver’s
random choices and therefore the protocol can be used for reusable secure computation. Actually,
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. . R
Functionality fr(DL%

Parametrized by a finite ring R.

Setup/choice phase:

e Upon receiving input (sid, z) from Rachel where z € R and sid is a session identifier, store (sid, z),
send (sid,initialized) to the adversary and ignore any further inputs from Rachel with the same
session identifier sid.

Send phases:

e Upon receiving input (sid, a, b, i) from Sam where (a,b,i) € RxRxN and sid is a session identifier,
store (sid,a,b,), send (sid, sent,i) to the adversary, and ignore any further inputs from Sam with
the same session identifier sid and the same value of 7.

e Upon receiving a message (sid,Delivery,i) from the adversary where ¢ € N and sid is a session
identifier, verify that there are stored inputs (sid,x) from Rachel and (sid, a,b,:) from Sam; else

ignore that message. Next, compute z := a - x + b, send (sid, z,7) to Rachel, and ignore further
messages (sid,Delivery,i) from the adversary with the same session identifier sid and the same
value of i.

Figure 2: Ideal functionality for reusable oblivious linear function evaluation over a ring R.

this is not true, because a corrupted sender could still cause some relations between the receiver’s
outputs that reveal secret information (see Section 4.1).

We further show that OLE is strictly stronger than OT in the sense that there exists no
rNISC/OT protocol for the OLE functionality with composable security (see Section 4.2). Fi-
nally, assuming that one-way functions exist, we show that in the OT hybrid model there are no
general resettably sound zero-knowledge proofs with black-box simulatability of malicious verifiers
(see Section 4.3). In contrast, our certified OLE construction (see Section 5.4) immediately implies
such zero-knowledge proofs in the (reusable) OLE hybrid model.

4.1 Standard Security (even if Perfect) does not Imply Reusability

We show now that reusing the receiver’s messages in a general solution for secure computation can
cause severe security problems. More particularly, we show that any protocol for general secure
computation can be turned into a protocol with the following property: If the receiver uses fresh
randomness in each protocol run, than the transformed scheme is still secure, but if the receiver uses
the same input and randomness in two protocol runs with a malicious sender, then his complete
input can be efficiently reconstructed from his corresponding outputs. The transformed scheme
achieves the same level of security (computational, statistical, or perfect) as the original scheme,
as long as the receiver uses fresh randomness in every protocol run.

Let any protocol scheme of the following form be given. The scheme is parametrized by two
input domains X, Y, an output domain Z, and a mapping f : X xY — Z. On input x € X from
the receiver and y € Y from the sender, the receiver will learn and output z := f(z,y). W.lo.g., all
inputs and outputs are encoded as bit-strings, i.e. X =Y = Z = {0,1}*. Now we turn this scheme
into a scheme with the abovementioned insecurity. The basic idea is to enlarge the sender’s input
domain by two special symbols T and 1, and let the receiver output a share of his input if the sender
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Protocol HgFO)M

Parametrized by a finite field IF, which is also the base field of the underlying rOLE-primitive. The security
parameter is £ := log |IF|.
Setup phase:

e Receiver: Pick x € F uniformly at random and input it into the underlying rOLE-primitive.

Commit phases:

1. Sender: Let s; € F be the sender’s i-th input. Pick r; € IF uniformly at random and input (s;,r;)
into the underlying rOLE-primitive.

2. Receiver: Record the corresponding rOLE-output y; = s; - © + ;.

Unveil phases:

1. Sender: To unveil the i-th commitment, send (s;,r;) to the receiver.

2. Receiver: If y; = s; - © + r;, output s;; otherwise reject (i.e., output a special symbol ).

Figure 3: Protocol for statistically secure commitments in the reusable OLE (rOLE) hybrid model.

uses one of these special input symbols. The resulting protocol takes input (z,r) € {0,1}*x{0,1}*
with |z| = |r| from the receiver and y € {0,1}* U{T, L} from the sender, and the receiver’s output

z is defined as:
flz,y) ifye{0,1}
z = r ify=T
c®r ify=_1

For secure evaluation of f(x,y), the receiver just needs to input (x,r) with some uniformly random
r of appropriate length, and the sender is supposed to input y. Obviously, the modified protocol
is as secure as the original scheme as long as the receiver uses fresh randomness for each protocol
run. If, however, the receiver uses the same (z,r) in at least two protocol runs, then a malicious
sender can make him output r and x @ r, which together reveals the receiver’s secret input z.

4.2 Impossibility of Composable rNISC/OT for the OLE Functionality

We show that reusable OLE cannot be implemented from reusable OT, if the sender can learn
certain predicates about the receiver’s OLE-output. The intuition behind our impossibility proof
relies on the commitment protocol of Figure 3. We want this construction to be secure even
if a corrupted sender learns whether an unveil was accepted by the receiver or not. This can
be formulated as the following game. The receiver first fixes his rOLE-input x € F uniformly at
random. The sender then picks tuples (s;,7;), (8, 7;) € FxIF and learns whether s;-x+r; = §;-x+7;.
The intuition is here that (s;,r;) stands for the sender’s rOLE-input in a commit phase and (3;, 7;)
stands for the corresponding unveil message. We show now that in an OT-based implementation of
the rOLE-primitive a corrupted sender can after polynomially many rounds recover the receiver’s
secret input = (and thereby break the binding property of Hg%)M), which is impossible with an ideal
rOLE. In particular, we assume an rOLE-protocol that is correct, provides sender privacy, and is
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based on polynomially many (reusable) OT-instances. For a concise presentation we denote the
i-th element of a string s by s[i] and a corresponding substring indexed by I as s[I]. A malicious
sender can recover x by the following attack.

1. Initialize Qq, Ry := 0 and j := 1. The intuition is that @); will contain indices where the
receiver’s choice bits are 0 and R; will contain indices where the receiver’s choice bits are 1.
2. Sample an rOLE-input (s;,7;) € F x[F uniformly at random. According to the presumed
rOLE-protocol, generate corresponding OT-input strings a;, b; in the sense that (aj (4], b; [z])
is the input for the i-th OT-instance. Sample (5;,7;,a;, 13]) with the same distribution but
subject to the condition that &j [Qj—l] = aj {Qj—l] and l;j[Rj—l] = bj [Rj—l]-
3. Test whether s; -« +1r; = 5 - & + 7}, i.e., the receiver accepts (sj,7;) as well as (5;,7;) as an
unveil message for a commitment where the sender’s OT-input strings are aj,b;. If so and
Zj :g and thus finish the attack.
4. Repeat the following two sub-steps until there are no more changes of a; and b;.
(a) If there exists an index i ¢ @Q;_1 such that a;[i] # a;[i] and the receiver still accepts
(sj,rj) as an unveil message for a commitment where the sender’s OT-input strings are
aj, bj with a;[i] replaced by a;[i], change the value of a;[i] to the value of a;[d].
(b) If there exists an index i ¢ R;_1 such that b;[i] # b;[i] and the receiver still accepts
(sj,7;) as an unveil message for a commitment where the sender’s OT-input strings are
a;,b; with b;[i] replaced by b;[i], change the value of b;[i] to the value of b;[i].
5. Set Qj :=Q;—1U {Z } CLJ[Z]#&][’L]} and Rj := R;_1 U {Z ‘ bjm#gj[l]}, increase j by 1, and go
to step 2.

ImMoreover s; 7é Sj, reCover r = —

We just have to show now that the attack finishes (on average) after polynomially many iterations
over j. For every possible tuple (s;,7j,a;,b;) let V4, p.(sj,7j) = T denote that the verifier would
accept (sj,7;) as an unveil message for a commitment where the sender’s OT-input strings are a;, b;
and let Vg, p.(sj,7) = L denote that the verifier would reject. Our estimation of the expected
number of iterations over j is based on the following two observations.

e Due to the completeness of the commitment scheme (i.e., correctness of the underlying rOLE-
protocol) it happens in each iteration over j only with small probability that Va, b; (sj,15) = L.
Thus we can condition the whole attack to the event that always V. p.(sj,7;) = T, as this
changes the expected number of iterations over j only by a small factor.

e In each iteration over j we have only a small probability p; := Pr[s; = 5;]. The reason
for this is that —log,(p;) is an upper bound for the collision entropy of s; conditioned on
the receiver’s view in the corresponding commit phase of H(CFO)M. If p; was not small, the
commitment would not be hiding (or in other words, the underlying rOLE-protocol had no
sender privacy). Thus we can condition the whole attack to the event that always s; # 3;, as

this changes the expected number of iterations over j only by a small factor.

We are now ready to estimate the probability that the j-th iteration of the attack yields nothing,

meaning that the attack is not finished in this iteration and afterwards it still holds that Q; = Q;_1

and R; = R;_1. Note that V, ;.(sj,75) = T and s; # §; by assumption. Hence, the event that

the attack is not finished means that V,, 4.(3;,7;) = L. The event that Q; = Q-1 and R; = R; 1

means that Vaj,i)j (sj,rj) = T. However, (s;,7;,a;,b;) and (55,75, a;, l;]) are identically distributed
. = 1

by construction. Hence, Pr[V,, 4 (5;,7;)=1 A VaJ,E (sj,m)=T] < 3.

J 505
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Putting things together, it finally follows that the expected number of iterations over j is upper
bounded polynomially in the number of OT-instances used in the presumed rOLE-protocol.

4.3 Impossibility of rINISC/OT for General Black-Box Zero-Knowledge

The impossibility result presented in this section consists of two parts. We first show that certain
probabilistically checkable proofs (PCPs) do not exist. Then we derive from this the aimed at
impossibility result for the OT hybrid model. We give only a very weak definition for zero-knowledge
PCPs in this section, because this yields the strongest possible impossibility result we can come
up with. In particular, we require soundness, completeness, and the zero-knowledge property only
to hold with respect to PPT-adversaries (i.e., adversaries that have probabilistic polynomial time
complexity).

Notation 5. Given any domain D and any subset S C D, we set S© := D\S. By x < D we denote
that x is sampled uniformly at random from the domain D. Given some probabilistic algorithm A,
we denote by x <— A(y) that x is generated by running A on input y with fresh internal randomness;
the distribution of x in this case is denoted {A(y)}. Given any bit-string s, we denote its i-th bit
as s[i| and its substring indexed by some index set I as s[I].

Definition 6 (Problems that are hard on average). The membership problem of any given language
L C {0,1}" is hard on average, if ) # L # {0,1}" and for every PPT-distinguisher D it holds:

Pr[D(z)=accept |z < L] < Pr[D(z)=accept |z + EC] +neW
Or in other words, the uniform distributions over £ and LC are computationally indistinguishable.

Definition 7 (Zero-knowledge PCPs). A zero-knowledge PCP (ZK-PCP) scheme for an NP-
language £ C {0,1}" consists of a prover P and a verifier V, both PPT-algorithms. Given any
word x € L and a corresponding witness w, the prover generates a proof m € {0,1}™, which we
denote w < P(xz,w). The proof length m is a parameter of the scheme. The verifier takes as input
any x € {0,1}" and m € {0,1}"™ and either accepts or rejects, which we denote as V(x, ) = accept
or V(z,m) = reject respectively. The following conditions must hold.

Completeness: For every PPT-computable tuple (z,w) where x € L and w is a corresponding
witness, we have that Pr[V(z,m)=accept | 7 + P(z,w)] > 1 - n—w®),

Soundness: For all PPT-computable (z, ) € LEx{0,1}™ we have Pr[V(z,T)=accept] < n—w®),

PCP property: The verifier V reads only some part of m: Once x and V’s internal randomness are

fized, we have a sequence of queries qi,...,q € {1,...,n} such that each q; deterministically
depends on (x,m[q1,...,q—1]) and it holds that V(x,7) = V(z,7’) for all m,7" € {0,1}"™ with
mlqr, .. @) =7 [q1, ..., @). The number t of queries is a parameter of the PCP scheme.

If the query set Q :={qi,...,q} is independent of w, we say that the scheme is nonadaptive.
If Q is independent of x, we say that the scheme is input-oblivious.

Zero-knowledge property: For every corrupted PPT-algorithm V* there exists a PPT-simulator S
such that for every PPT-computable tuple (z,w) where x € L and w is a corresponding
witness, the distributions specified by S(x) and V*(x,P(x,w)) are computationally indistin-
guishable.

If there exists a universal PPT-simulator S that works for all corrupted receivers V* and
just needs black-box access to V* in the sense that V* successively outputs queries q; which
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are answered by S with proof bits 7[q;] computed from (x,q1,...,q—1), then we say that the
scheme has black-box simulatability.

If it is assumed that a corrupted verifier V* still respects the aforementioned query bound t
(i.e., V* reads at most t bits of m := P(x,w)), we speak of bounded-query zero-knowledge.

Definition 8 (Resettable soundness). A ZK-PCP scheme is resettably sound, if no PPT-adversary
P* with oracle access to the verifier functionality V (with randomly fized internal randomness) can
compute with non-negligible success probability some & € L and & € {0,1}™ such that V(&,7) =
accept.

Theorem 9. Let L C {0,1}" be an NP-language such that one can PPT-sample from L as well
as from L£LC with computationally close to uniform distribution. Moreover, let the sampling in the
former case be constructive in the sense that it also provides a witness. If the membership problem
of L is hard on average, then L has no resettably sound input-oblivious nonadaptive bounded-query

ZK-PCP scheme with black-box simulatability.

Proof. Assume that £ is hard on average and has an input-oblivious nonadaptive bounded-query

ZK-PCP scheme with black-box simulatability. We show that this scheme cannot be resettably

sound. Before we can present an attack, we have to construct a basic building block for it. Let S*

denote the following functionality, which takes as input any x € £ and Q C {1,...,m} with |Q| <t

and outputs some 7 € {0,1}™.

1. Construct the black-box simulator S for a corrupted verifier that queries the proof bits indexed
by @ and then just outputs 7[Q)].

2. Sample 7[Q] < S(z), fill 7[Q°] with uniform randomness, and output 7.

We argue that due to the hardness of £ the algorithm S* must still have polynomial runtime for

input = < £€ and the distributions {S*(:r, Q)}m_ﬁ and {S*(x, Q)}M_EC must be computationally

indistinguishable for any PPT-computable @ C {1,...,m} of size at most t. We further argue that

{S*(z, Q)@ N Ql]}w—ﬁ and {S*(z,Q)[QN Q"] }m—ﬁ must be computationally indistinguishable for

any PPT-computable @, Q" C {1,...,m} of size at most ¢, as they are both indistinguishable from

{P(x, w)[@N Q’]}M_E where w is an arbitrary witness for x € L.

We are now ready to present our efficient (in the sense of PPT) attack, by which a malicious

prover P* can break resettable soundness. It works as follows.

1. Initialize Qg := 0 and j := 1.

2. Sample Z; < £€ and 7j <= S*(2,Q; ). If V(Z;,7;) = accept, output (&;,7;) and terminate.

3. Sample x; < L together with a corresponding witness w; and sample 7; < P(z;,w;) and
7j = {0,1}™. If V(z;, ;) = reject, give up.

4. As long as there exists some index i ¢ @);—1 such that m;[i] # 7;[i] and V(z;, -) still accepts
7; with the i-th bit flipped, flip 7;[i]. Then set Q; := Q;j—1 U {i€{l,...,m} } m;ili] #75[i]}
increase j by 1, and go to step 2.

Due to the the completeness property, we have for each iteration over j that P* gives up in Step 3

only with negligible probability. Therefore it suffices to show that the attack needs only polynomi-

ally many iterations over j before it terminates. Consider the following sequence of experiments.

Experiment 1: This is the attack as stated above.

Experiment 2: The same as Experiment 1, except that the sampling of Z; in Step 2 is replaced
by Z; <- L. It follows by the hardness of £ that this changes the runtime complexity of
the attack only up to some negligible statistical distance, at least if either Experiment 1 or
Experiment 2 has polynomial runtime complexity.
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Functionality Fzk

Implicitly parametrized by an NP-language £ C {0,1}", where n is a security parameter.
1. Await an input (z,w) from the sender. Store (z,w) and send (sent) to the adversary.

2. Await a message (verify) from the adversary. Then, if w is a witness for € L, send (z,accept)
to the verifier; else send (x,reject).

Figure 4: Ideal functionality for zero-knowledge proofs.

Experiment 3: The same as Experiment 2, except that the sampling of 7; in Step 3 is replaced
by 7j - S*(x}, @), where @) denotes the actual set of V’s queries. Note that @ is well-defined,
because the assumed ZK-PCP scheme is input-oblivious and nonadaptive. Since V reads only
bits indexed by @ and the new distribution of these bits is computationally indistinguishable
from their original distribution, this changes the runtime complexity of the attack only up
to some negligible statistical distance, at least if either Experiment 2 or Experiment 3 has
polynomial runtime complexity.

We show now that Experiment 3 actually has polynomial runtime complexity, which concludes the

proof. In Experiment 3 we have the following situation:

i’j<—£ @(—S*(fcj,Qj)
xj < L mj < S*(z,Q)

Recall that 7;[Q;] and 7;[(Q;] are computationally indistinguishable by the properties of S*. More-
over, ; [QJC] is uniformly random by construction of S* and in Step 4 of our attack we replace the bits
of m; [QJC] successively with uniform randomness. Let 7; denote the bit-string that equals 7; on all
entries indexed by (); and equals 7; on all other entries, i.e., 7;[Q;] = m;[Q;] and 7; [Q]C] =7 [Q]C]
Hence, the event that the j-th iteration of the attack yields nothing (meaning, V(Z;,7;) = reject
and Q; = @Q;—1) implies that V(&;,7;) = reject and V(z;,7;) = accept. Since (Z;,7;) and
(xj,7j) are computationally indistinguishable, this may happen at most with probability % +o(1).
It follows that Experiment 3 terminates with overwhelming probability after polynomially many
iterations. 0

Corollary 10. If one-way functions exist, then there are instantiations of the functionality Fzk
(see Figure 4) that have no rNISC/OT protocol with black-box simulation of a corrupted receiver.

Proof. Since one-way functions imply pseudorandom number generators (PRGs), we can define
L as the set of all length-n pseudorandom strings that can be generated from length-|% | seeds
(with respect to some given family of PRGs). One can close to uniformly sample from £ just
by sampling uniformly from {0,1}" and the average hardness of £’s membership problem is just
a reformulation of the defining property of a PRG. Now, if we had an rNISC/OT protocol for the
corresponding Fzk-functionality with black-box simulation of a corrupted receiver, then this would
be a contradiction to Theorem 9. The receiver’s OT-queries would correspond to the queried bits
of a proof m. The resulting PCP scheme would be resettably sound, input-oblivious, and non-
adaptive by construction. A caveat is in place with respect to the bounded-query zero-knowledge
property, because in the presumed rNISC/OT protocol even a corrupted receiver cannot request
both sender inputs in one of the underlying OT instances. However, Theorem 9 directly carries
over to ZK-PCPs where such a limit is put on malicious verifiers. ]
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5 Reusable NISC via Parallel Reusable OLE

In this section, we describe our main constructions, namely protocols for reusable (designated
verifier) NIZK and NISC for branching programs, both information-theoretically secure in the
reusable OLE hybrid model.We also show how to obtain a reusable secure computation protocol
for arbitrary functions in the reusable OLE hybrid model, in addition making black-box use of a
pseudorandom generator.

Our construction proceeds bottom-up, starting from reusable OLE and building stronger and
stronger primitives, leading up to reusable non-interactive zero-knowledge first (in Theorem 5.6)
and reusable secure computation right after (in Theorems 5.8 and 5.9). A general theme that runs
through our constructions is that each functionality builds on the previous one by restricting the
“cheating space” of either the sender or the receiver; in doing so, it introduces some room for
cheating by the other party. The next one reverses the role, and so forth. We converge in a small
number of such steps and first construct our reusable NIZK protocol. Secure computation follows
suit with some more work.

We first proceed to describe our functionalities, and realizing them shortly after.

5.1 Our Ideal Functionalities

We describe, in a high level, the sequence of our functionalities. The full functionality is somewhat
complex and is described in Figure 15.

Half-replicated OLE Fi epore.  The reusable OLE functionality allows the receiver to commit to
anumber z € F and allow a sender to transmit values a;x+b; to the receiver for arbitrary a;, b; € F.
By the definition of the functionality, the sender is assured that the receiver uses the same x in all
these iterations (just because he used the same receiver message to compute his response); however,
there are no restrictions on the sender side.

Our final stop is zero-knowledge where the sender has to prove some relation among a set of
number he chooses. There are two major gaps in getting there: (1) forcing consistency on the
sender as opposed to the receiver; and (2) allowing for complex predicates on the sender input,
instead of just replication constraints (which say that certain subsets of the sender’s numbers are
the same).

Our first functionality, Firepore, takes one step in this direction. Namely, it allows the receiver
to commit to a set of numbers {z;} and also the sender to commit to a set {a;}. In each invocation
subsequently, the sender can “point to” two of these numbers (i,7) and produce a new number
b € F and transmit to the receiver a;x; +b. “Half replicated” because there are constraints on the
sender’s choice of “a” but no constraints on the “b”.

Half-replicated OLE with CDS ‘F%repOLE,CDS' It is intuitively clear that it is easier to check
the consistency of the receiver’s input than the sender’s. Roughly speaking, the receiver sends her
input along without even having to see anything from the sender; however, the sender necessarily
has to see the receiver’s commitment to compute his response.

Our next functionality ups the ante by additionally allowing the sender to disclose a secret
s € F to the receiver if and only if the receiver’s input {z;} satisfies a condition (thus, conditional
disclosure of secrets or CDS) encoded as an arithmetic branching program. Recall that our final
goal is to check the sender’s input, not the receiver’s, but this is a step along the way. Thus, the
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consistency condition is more than mere replication, but it is the receiver’s input whose consistency
is being checked.

Half-replicated OLE with CDS and Proof F i epore,cps proot- Our next functionality flips this
around and shows what is necessary for zero-knowledge. Namely, it gives a way for the sender to
prove that his chosen input satisfies a given predicate encoded as an arithmetic branching program.
Realizing this functionality already proves Theorem 5.6. Throughout this process, we keep track
of the number of (reusable) OLE calls made and show that at the end, the overhead is an absolute
constant for every gate of the verification circuit. This is the type of guarantee you get for NISC/OT
except we additionally achieve reusability.

Replicated OLE (4+CDS+Proof) Frepoe,cpsproos- Our final step closes the loop and con-
structs a fully replicated OLE where the receiver can commit to {a;} and at any time, point to
(2,7',7) and transmit to the receiver a;x; + ay € F. This closes the last bit cheating space the
sender has, and combined with randomized encodings for arithmetic branching programs, allows
us to achieve reusable NISC/OLE for arithmetic NC!. Additionally, using garbled circuits, we can
also obtain such a protocol for all of P at the cost of a computational assumption, namely making
black-box use of a PRG.

A final remark is in order. Our implementation of reusable OLE in the next section will work
over Zj which is not a field. Fortunately, it is a pseudo-field, in the sense that either (a) any
protocol will work just as well over Z}; as over a field; or (b) the protocol will stumble upon the
factorization of N. Since (b) is computationally hard, we obtain protocols that work well over the
ring.

Functionality F LrepOLE

Choice phase: Upon receiving input (sid, z) from the receiver where € F and sid € N is a session
identifier, store (sid, ), send (sid, input-init) to the adversary and ignore any further input from the
receiver with the same sid.

Send phase (choose coefficients): Upon receiving input (cid, a) from the sender where a € F and
cid € N is a coefficient identifier, store (cid, a), send (cid, coeff-init) to the adversary and ignore any
further input from Sam with the same cid.

Send phase (half replicated OLE):

e Upon receiving input (irepOLE, sid, cid,b,i) from Sam, record (irepOLE, sid, cid,b,i), send
(irepOLE, sid, cid, send, i) to the adversary, and ignore any further inputs from Sam with the same
(sid, cid, 7).

e Upon receiving a message (irepOLE, sid, cid,Delivery,i) from the adversary, verify that there are
stored inputs (irepOLE, sid, cid, b, 1), (cid,a) from Sam and (sid,x) from Rachel; else ignore that
message. Next, compute z = ax + b, send (irepOLE, sid, cid, z,i) to Rachel, and ignore further
messages (irepOLE, sid, cid,Delivery,:) from the adversary with the same (sid, cid,1).

Figure 5: ideal functionality of half-replicated OLE
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5.2 Constructing Half-Replicated OLE from Reusable OLE

Functionality F LrepOLE

Choice phase: Upon receiving input (sid, ) from the receiver where x € F and sid € N is a session
identifier, store (sid, ), send (sid, input-init) to the adversary and ignore any further input from the
receiver with the same sid.

Send phase (choose coefficients): Upon receiving input (cid, a) from the sender where a € F and
cid € N is a coefficient identifier, store (cid, a), send (cid, coeff-init) to the adversary and ignore any
further input from Sam with the same cid.

Send phase (half replicated OLE):

e Upon receiving input (irepOLE, sid, cid,b,i) from Sam, record (irepOLE, sid, cid,b,i), send
(irepOLE, sid, cid, send, i) to the adversary, and ignore any further inputs from Sam with the same
(sid, cid, 7).

e Upon receiving a message (irepOLE, sid, cid,Delivery,i) from the adversary, verify that there are
stored inputs (irepOLE, sid, cid, b, 1), (cid,a) from Sam and (sid,x) from Rachel; else ignore that
message. Next, compute z = ax + b, send (irepOLE, sid, cid, z,i) to Rachel, and ignore further
messages (irepOLE, sid, cid,Delivery,:) from the adversary with the same (sid, cid, ).

Figure 6: ideal functionality of half-replicated OLE

We start with the definition of the half-replicated OLE functionality Firepore in Figure 6. In
reusable OLE, the receiver commits to values z; € F, and the sender can transfer to the receiver
a tuple (i,a;x; + bj) for any a;,b; € IF of his choice. In other words, all the transmissions of the
sender with the same i are guaranteed to be consistent with a single x;, but the sender’s coefficients
a; and b; are completely unconstrained.

Roughly speaking, half-replicated OLE allows the receiver to commit to values x; € F (just as
in reusable OLE) but in addition, also has a mechanism for the sender to commit to values a; € F.
The sender can later transfer to the receiver a tuple (i, j, ajx; + b) for an arbitrary choice of b € I,
simply by “pointing to” an appropriate ¢ and j. In other words, when the receiver obtains two
tuples (i1, 7,21) and (i2, ], 22), he will be sure that both executions used the same multiplicative
factor a;.

We construct a protocol that achieves this functionality Firepore in the Frore-hybrid model.
Our construction proceeds in two steps.

A First Try: The Protocol Ha_%rengE. Protocol Ha—%repDLE (Figure 7) is a protocol attempting
to implement half replicated OLE (Figure 6). As a first trial, I,-1repore is only secure against
malicious receiver. Note that reusable OLE can also be viewed as an implementation of H%IQPDLE
that is secure against malicious receiver, and secure against semi-honest sender if we simply believe
that the sender use the same multiplicative factors! What makes Ha-i1reporE useful is that it also
limits the cheating space of a malicious sender. In each evaluation, either the sender is honest such
that a extractor can extracts (sid, cid,b) from the sender’s messagese such that the receiver will
outputs a.;qxsiq+b. Otherwise, the sender deviates from the protocol, and the receiver will outputs
a uniform random value. The randomness should comes from the honest receiver so that it stays
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random even conditioned on sender’s view and environment’s view.

In protocol Ils-1repore, the receiver inputs to the underlying reusable OLE an extra number «
that is sampled uniformly random from F. Whenever the sender want to choose a new coefficient
a, a TOLE evaluation of ac 4 r is required, where r is a fresh random number chosen by the sender.
Such an evaluation serves as a commitment on the coefficient chosen by the sender.

Implementing F epore (First Try): Protocol Il4- irepore

Choice phase:
The receiver, at the outset, samples o € F and send the pair (sidaipha, @) to Frorg. Then, upon receiving
input (sid, z) from the environment, it samples h € F and sends (sid||0, h), (sid||1, 2 — ah) to Froe.

Send phase (choose coefficients):
Upon receiving input (cid,a) from the environment, the sender samples a uniformly random r € F, and
sends (sidaipha, @, 7, cid) to Frore-

Upon receiving a message (Sidaipha, G, ¢id) from Frorg, the receiver stores (sidaipha, @, cid).

Send phase (half replicated OLE):

Upon receiving input (sid, cid, b, ¢) from the environment, the sender verifies that (sidaipha, @, 7, cid) was sent
to Froe- If yes, send (sid, cid, i) to the receiver, and send both (sid||0,r,w,i) and (sid||1,a,b+ w,i) to
FroLE-

Upon receiving (sid, cid, ) from the sender and receiving (sid||0, zo,1%), (sid||1, z1,7) from Frorg, the receiver

verifies that there is a stored message (sidaipha, @, cid) from Frog. Next, compute z = dh — zp + 21 and
output (sid, cid, z,1) to the environment.

Figure 7: Protocol Il,-1repoLe for half-replicated OLE in the Fpgie-hybrid model, secure against
malicious receiver and “half-secure” against malicious sender (see Lemma 5.1, Lemma 5.2 for the
formal definition of “half-security”)

Lemma 5.1. The protocol Ha_%repgu.; implements the functionality F%repDLE i the Frore-hybrid
model against a malicious receiver and a semi-honest sender.

Proof. Correctness follows directly from the fact that

ar +b=a(ah+z—ah)+b
=aah+ a(z —ah) + b
= (aa+r)h—rh+a(z—ah)+b
=(aa+7r)h—(rh+w)+a(xr —ah)+w+b.
—_— —

a 20 Z1

There is a straight-line simulator for any (potentially malicious) receiver R:

e Store a when the receiver outputs (sidaipha, ). Whenever the receiver has outputted (sid||0, hs;q)
and (sid||1, ysiq), store hgq and send (sid, ahsig + Ysia) to ideal functionality Firepore. Note
that the receiver has no malicious strategy: any sequence of output can comes from honest
strategy for appropriate input and randomness.
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e Whenever the simulator saw a new coefficient identifier cid, sample random a.;y and send
(Sidaiphas Gcid, cid) to R. In real world, .4 is uniform random because it’s one-time padded
by fresh randomness sampled by sender.

e For any evaluation indexed by (sid, cid, i), upon receiving (sid, cid, z,i) from functionality
Firepore, send (sid|[0, 2o, 1), (sid||1, 21,1) to R such that zy is uniform random and z; = z —
Qcidhsia + zo. In real world, zg is uniform random because it’s one-time padded by fresh
randomness sampled by sender, and z; can be determined from zg, G4, receiver’s randomness
hsiq and functionality’s output. ]

We now define the notion of a well-formed sender, towards describing a nice property that our
first attempt achieves. For a given (potentially malicious) sender, say a coefficient identifier cid is
valid if the sender inputs (sidaipha, a, 7, cid) for some a,r to Frorg; say a tuple (sid, cid, i) is valid
if cid is valid and the sender’s messages include (sid, cid, 1), (sid||0,7’, bo, 1), (sid||1,d’, b1, %) for some
a’, 1", b, by. It’s clear that the honest receiver will output tuple (sid, cid, zsid,cid,i,?) for some 2zg;q cia.i
for each valid (sid, cid, 7).

Lemma 5.2. The protocol Ha_%rengE implements the functionality }'%rePOLE i the Fprore-hybrid

model such that for every (potentially malicious) sender S there is a p.p.t. straight-line extractor
E which outputs a sequence of tuples the form (cid,aciq) where aqq € F for each wvalid cid and a
sequence of tuples of the form (sid, cid, b, i) where b € FU{L} for each valid (sid, cid, ), such that
for any sequence of tuples of the form (sid,xgq) that the receiver chooses as its input, the following
two properties hold:

e Completeness: For every extracted tuple (sid, cid, I;, i) where be IF, the receiver output contains
(Sida Cid? cid* Tsid + b, ,L)

e Soundness: For every extracted tuple (sid, cid, B,Z) where b = L, the receiver output con-
tains (sid, cid, 2sid cidi,1) such that conditioned on the sender’s view, Zgd cidi 1S Tl‘-close
to the uniform distribution over F. Moreover, for any k € N and any sequence of tuples
(sidy, cidl,lsl,il), ooy (stdy, cidk,l;k,ik) such that i)j = L and the sid; are distinct, the joint
distribution of Zgid, cidyivs- - - » Zsidy,cidg,ip S %—close to uniform conditioned on the sender’s
view.

Proof. The straight-line extractor E does the following
e When the sender sends (sidaipha, Gcids Tcids €id) 10 FroLe, store (g, 7eig) and output (cid, a.ciq).

e When the sender sends (sid, cid,i) to receiver and inputs (sid||0,7’,bg, 1), (sid||1,a’,b1,1) to
FroLe, the extractor E outputs (sid, cid, L, 1) if ' # aciq or v’ # 14, outputs (sid, cid, by —bg, i)
otherwise.

For any (sid, cid, ) that index an evaluation, the sender sends (sid, cid, i) to receiver and inputs
(sid||0, 7, bo, 1), (sid||1,a,b1,) to Frog, the sender also sends (sidaipha, Geids Tcids ¢id) to Frore. The
honest receiver has sampled random «, hgq and inputs (sidaipha, @), (51d||0, hsiq), (sid||1, x — ahgq)
to Froe, thus the honest receiver will gets (sidaipha, @, cid), (sid||0, z9,1), (sid||1, z1,17) from Froig
such that

~ / /
4 = Qeig + Teidy, 20 = T hgig+bo, 21 =a (x — ahgg) + b1.
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The honest receiver then compute 2y cigi = ahsia — 20 + 21 and output (sid, cid, Zsid,cidi, %), such
that
Zsid,cidi = @hsig — 20 + 21

= (acig + 7Teid) hsia — (T/hsid +bo) + a/(x — ahgq) + b1
= a’m =+ b1 — b() + ((acid — CLI)Oé + Teid — T/)hsz’d'

e Completeness: When o’ = ag and 1’ = 4, the extractor will extract (sid, cid, by — bg, i) for
this evaluation and zgq cid; = @cia + b1 — bo.

e Soundness: When a' # acq or ' # 7.4, the extractor will extract (sid, cid, L,i) for this
evaluation. Condition on very likely event (a.jq — a’)a + req — 1’ # 0, whose probability is at

least 1 — ﬁ, the distribution of 24 ciq; is uniform as it’s randomized by hgq4.

Moreover, consider the sequence Zgid, cidy iy» - - - » Zsidg,cidy, i, Where for each j € [k], the extrac-
tor outputs (sid, cid, L, i) and the honest receiver outputs (sid, cid, zsid, cidy i\, %) 1f all sid; are
distinct, then the joint distribution of zga, cidy i1 - - - » Zsidy,cidg,i 15 close to uniform random
as it’s randomized by (hgid,, - - -, hsidy,)- d

Protocol iyeporE (Figure 8) implements Firepore and it is built on top of Is-1repore. Note that
Ha-1repore is close to a secure implementation of half-replicated OLE Firepore: it’s secure against
malicious receiver, and the sender has limited cheating room — in any single evaluation, the honest
receiver will output a random value if the sender misbehaves.

To detect whenever the sender misbehaves, the receiver duplicates its input and sends the
same value to Ily-1repore under different session identifier. Say for each (sid, rsq) picked by the
environment, the receiver feeds both (sid||0, zs4) and (sid||1, zgq) to Ha-1repoe. Later when each
(sid, cid,b,i) picked by the environment, the sender is asked to send both (sid||0, cid,b,7) and
(sid||1, cid, b, i) to Ha_%rengE. The honest receiver expects to receive same evaluation values. With
a redundant evaluation, misbehaved sender will be caught immediately.

The counter effect of a redundant evaluation is that the receiver is able to learn extra informa-
tion. A malicious receiver can choose (sid||0, z4q), (sid||1,z,;) such that x4 # ;. To prevent
such attack, the sender samples a random s; € F, encrypts one of the evaluation resulting using
s1 as a one-time pad, and leaks sy to the receiver if and only if z4q = 2/,;. The general way
to disclose a secret in F to the receiver if the receiver’s chosen input satisfies some condition is
discussed in Section 5.3. In this case, sender disclose s to the receiver by sample random r € F as
a new coefficient, and sends r(x 44 — a:/sid) + s1 to the receiver via 2 Ha_%repgu; evaluations. So that
s1 is hidden from the receiver if x4 # x;id.

So far, it seems that we fall into a deadloop. As the sender is again able to behave mali-
ciously. We jump out from this deadloop using a hash-and-check trick. The sender samples a
larger randomness s = (s1, s2) € F2 and sends s to the receiver by sample random r € F? and sends
(Tsiq — x;id)r + s to the receiver via 4 Ha—%repOLE evaluations. In addition, sends s1y + s2 to the
receiver, where random v € F is sampled by the receiver, via 1 Fygig evaluations. Then from a
malicious receiver’s view, if the malicious receiver sets x4 # :):’SZ 4 then (Tsiqg — a:'sz d)r + s leaks no
information about s and s+ so doesn’t leaks enough information to recover s;. From a malicious
sender’s view, the random -~y essentially picks a hash function s — s1v+so. If the sender misbehave,
then it’s very likely caught by an honest receiver because the hash values don’t match.

As for the concrete efficiency of I 1repore: the receiver chooses 2 extra Frore inputs at the outset;
each chosen input corresponds to 2 inputs in Il,-1repoLe, Which correspond to 4 Frore inputs; each
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Implementing F i epoie (Second and Final Try): Protocol Mirepore

Choice phase:
The receiver, at the outset, samples v € F and sends the pair (sidgamma,?y) t0 Frore. Then, upon receiving

input (sid, z) from the environment, inputs (sid||0, z), (sid||1,z) to Il,-y

repOLE*
Send phase (choose coefficients): Upon receiving input (cid,a) from environment, the sender
forwards (cid, a) to - ireporE-

Send phase (half replicated OLE):

Sender: Upon receiving input (sid, cid, b,¢) from the environment, sample sq,71, w1, S2, 72, wy € F, pick
unused coefficient identifier cidy, cids, send (sid, cid, i, cidy, cidy) to receiver and send the queries (cidy, 1)
and (cidg,r3) to - irepore, send

(sid]|0, cid, b, 7), (sid||1, cid, b+ s1,1),
(sid]|0, cidy, s1 + wy), (sid||1, cidy, wy),
(sid]|0, cidg, s2 + w2), (sid||1, cidg, we)

to Il,- treporE; and send (Sidgamma, S1, $2,%) t0 Frowx-

Receiver: Upon receiving (sid, cid, 1, cidy, cids) from sender, receiving (sidgamma, 1, ¢) from Frore and receiv-
ing (sid||0, cid, z, 1), (sid||1, cid, 2,1), (sid||0, cidy,v1), (sid||1, cidy,u1), (sid||0, cide, va), (sid||1, cide, uz) from
- 1repore. Abort if either v(vi —u1) + (v2 —u2) # h or z # 2 — (v1 —u1). Otherwise, output (sid, cid, 2, 1)
to environment.

Figure 8: Protocol Hirepork for half-replicated OLE in the Fgrg-hybrid model, using Ha-irepore as
a sub-protocol

chosen coefficient corresponds to 1 coefficient in Ha—%repDLEv which corresponds to 1 Fygrg evaluation
call; each evaluation corresponds to 6 I1,- 1repore €valuations + 1 Frore evaluation, which correspond
to 13 Froie evaluation calls.

Theorem 5.3. The protocol IliyeporE (Figure 8) implements the functionality Firepore 1N the Frore-
hybrid model.

Proof. Correctness: Consider one evaluation indexed by (sid, cid, i), assume (sid, cid, b, i), (sid, ), (cid, a)
are the corresponding messages from environment. When sender and receiver are honest, re-
ceiver will receive (sid)|0, cid, z,1), (sid||1, cid, 2,7), (sid||0, cidy, v1), (sid||1, cidy, u1), (sid||0, cida, v2),
(sid||1, cida, ug) from Ils- irepore and (Sidgamma, I, %) from Frorg, such that

z=axr+0b, zZ=ax+b+ s,
v =1rx+ 81 +wi, up =711T+ wi,
Vo = ToX + So + W, Uz = Tox + w2,
h = vs1 + 2,

where s1, s9,71, 79, w1, w2,y are random values sampled by either the sender or the receiver. The
receiver won’t abort as y(vy — uy) + (vg —u2) =ys1 +se =h and 2 — (v1 —u1) = 2 — $1 = 2. The
receiver will output (sid, cid, z,4) for z = ax + b which agrees with the ideal functionality.

Security against malicious receiver is ensured by a straight-line simulator. For any (potentially
malicious) receiver R, the simulator does the following
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e In choice phase, store v when the receiver outputs (sidgamma,?y) to FroLe. When the receiver
has outputted (sid||0, z5q), (sid||1, 2, ;) to underlying IMa- 1repoLe Protocol, store (sid, zs;q, zh.)
and sends (sid, z4) to ideal functionality F LrepOLE-

e Consider one evaluation in send phase, upon receiving (sid, cid, z,i) from Firepore in ideal
world, receiver R should receives corresponding message (sid||0, cid, z,1), (sid||1,cid, 2,17),
(sid]||0, cidy,v1), (sid||1, cidy, uy), (sid||0, cida, v2), (sid||1, cida, u2) in the real world such that

2 = axgg+ b, Z=azl;,; +b+ s,
V1 = MTsd + S1+wi, up = T’1$/5id + wi,
Vo = To%giq + S2 + wa, U = 12X, + wo,
h = ~s1 + s2,

where a, b are coefficients hidden from the simulator, and rq, s1, w1, 79, S2, wo are fresh ran-
domness sampled by the sender. Then the receiver’s view can be simulated by considering

/ /
whether x4 = 2;;. In the case when x4 = 2,

— z is given by ideal functionality;

— the joint distribution of v1,u1,ve,us is uniform random as it’s one-time padded by
(s1,w1, S2,w2);

— given z,v1,uq,v2, us and the receiver’s view, the value of Z, h are uniquely determined
by h =~(v1 —u1) + (v1 —u2), 2 =2+ v; — uy.

/

Otherwise, in the case when x4 # ',

— z is given by ideal functionality;

— the joint distribution of v1,u1,v9,ue is uniform random as it’s one-time padded by
(7’1, w1, 792, wg);

— given z,v1,u1,v9,us and the receiver’s view, the joint distribution of Z, A is uniformly
random as it’s one-time padded by (s1, s2).

Security against malicious sender is ensured by a straight-line simulator which can simu-
late any (potentially malicious) sender S. Notice that protocol Ha-1repore is the secure against
malicious sender, thus the simulator is built on top of the straight-line extractor for protocol
- 1repore- For each evaluation labeled by (sid, cid, i), the sender outputs (sidgamma,s1,52,17) to
Frog for some s1,s9 € F, and from the sender’s outputs to Ha—%repOLE) a straight-line extrac-
tor extracts (cid, a), (cidy,r1), (cidy,re) for some a,ri,ro € F and (sid||0, cid, b, 1), (sid||1, cid, l;,’i),
(sid||0, cidy, @), (sid||1, cidy,wy), (sid||0, cidy,bs), (sid||1, cidy,ws) for some b, b, Wy, wy, W, wy €
Fu{L}.

In one case, the sender might follows the protocol in this evaluation. The sender is considered
honest if none of b, I;, w1y, wy, We, we equals L and b=b+ S1,W1 = S1 + wi,Wwe = So + ws. In such
case, it’s simulatable by sending (cid, a), (sid, cid, b,7) to ideal functionality FireporE-

In the other case where the sender deviates from the protocol, the honest receiver will abort with
overwhelming probability 1 — O(ﬁ). In such case, the receiver will receives message (sid, cid, z, 1)

from Firepoe and messages (sid||0, cid, z, i), (sid||1, cid, 2,4), (sid||0, cidy, v1), (sid||1, cidy, u1), (sid]|0, cida, va),
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(sid||1, cidy, ug) from underlying o 1repore such that

z=ar+b ifb£1, Z=ar+b ifh+£ L,
vi =rax+w  if #J_, uy =rx+wy  if wy #J_,
Vo =Tox + Wy if g # L, us=rox+wy if wo # L,
h = ~ys1 + s2,

where z is hidden from the simulator, ~ is a random number sampled by the receiver.

o Case I, if wy = L orwi; = L or W # wy + s1- When w; = wy = L, the joint distribution of
V1, U 1S %—close to uniform, thus s; = (v; — u1) with probability at most ‘%. Otherwise, the
probability that s; = (v; — u1) is even smaller. Condition on s1 # (v; — u1), the probability
v(v1 — u1) — (v2 — uz) = h is no more than Tll as « is uniform random. In summary, the

honest receiver will abort with probability at least (1 — II%I) in such case.

o Case II, if g = L or wy = L or g # wy + s2: Similarly, the honest receiver will abort with
probability at least (1 — I%I) in such case.

o (Case III, otherwise if b= 1 orb= 1 orb # b+ s1: We can assume s; = W —w; as it doesn’t
fall into case I. When b = b = L, the joint distribution of z, Z is |%‘-close to uniform, thus

z = Z— (v1 —uy) with probability at most IF\ Otherwise the probability that z = 2 — (v1 —uq)

is even smaller. In summary, the honest receiver will abort with probability at least (1 — %‘)

in such case.

5.2.1 Syntactic sugar: Oblivious Multi-variant Linear Function Evaluation

To simplify the proofs, it’s worth bringing some syntactic sugar into Firepore functionality. Right
now, in each evaluation, the sender can pick (sid, cid, b) so that the receiver learns (sid, cid, . ;qx siq+
b). This is a powerful functionality that almost immediately supports the oblivious evaluation of
a multi-variant linear function, where the sender picks (sidy, cidy,cy, ..., sidg, cidg, cp, b) for some
Cly-..,¢0,b € F and receiver gets (sidy, cidy,cy, ..., sidy, cidy, cg, z) that z = Z§:1 Qcid; CjTsid; + b
(as formalized in Figure 9).

There is a simple protocol implementing this enhanced functionality in ]—"%rengE—hybrid model
and it’s UC-secure. W.l.o.g. we can assume c; # 0 for all j € [¢].

e Upon receiving (irepOLE, (sid;, cidj,cj) =1, 0, i) from the environment, the sender samples
bi,...,b, € I such that 25:1 cjbj = b. The sender picks appropriate i1,...,%,, sends
((sid;, cidj,cj)gzl,i, (ij)gzl) to the receiver, and then inputs (irepOLE, sid;, cid;,bj, ;) to

f%repOLE for all] S [ﬁ]

e Upon receiving ((sid;, cid;, cj)f 10 (45 )] 1) from the sender and receiving (1repOLE, sid;, cid;, zj, ;)

from Firepore for all j € [¢], the receiver computes z = ZE c;zj outputs ((sid;, cidj, c; )2:1, ,1).

j=1
Correctness follows directly from the fact that

¢

Z Cjzj = Z cj(aCidjxsidj +0bj) = Z CjQcid; Tsid; + b.

J=1 J=1 J=1
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Functionality Fyugar- LrepOLE

Choice phase (the same as f%repDLE in Figure 6): Upon receiving input (sid, ) from the receiver
where x € F and sid € N is a session identifier, store (sid, ), send (sid, input-init) to the adversary and
ignore any further input from the receiver with the same sid.

Send phase (choose coefficients, the same as Firepore in Figure 6): Upon receiving in-
put (cid,a) from the sender where @ € F and cid € N is a coefficient identifier, store (cid,a), send
(cid, coeff-init) to the adversary and ignore any further input from Sam with the same cid.

Send phase (half replicated OLE):

e Upon receiving input (%repOLE,(sidj,cz'dj,cj)gzl,b, i) from Sam, record it, send
(%repOLE,(sidj,cidj,cj)ﬁ-:l,send,i) to the adversary, and ignore any further inputs from Sam
with the same (irepOLE, (sid;, cid;, Cj)?:p 7).

e Upon receiving a message (irepOLE, (sidj,cidj,cj)ﬁzl,Delivery,i) from the adversary, verify

that there are stored inputs (irepOLE, (sid;, cidj,c;)%_,,b,i) and (cid;,a;) for j € [{] from
Sam and (sid;,z;) for j € [¢] from Rachel; else ignore that message. Next, compute z =
Z§:1 Qcid, CjTsiq; + b, send (irepOLE, (sid;, cid;, cj)gzl, z,1) to Rachel, and ignore further messages

(irepOLE, (sid;, cid;, cj)gzl, Delivery, i) from the adversary with the same ((sid;, cid;, Cj)?:p 1).

Figure 9: ideal functionality of half replicated OLE with syntactic sugar

The (potentially malicious) receiver’s view is a additive secret sharing of the functionality out-
put, thus it is easily simulatable: get ((sid;, cid;, Cj)le, z,1) from ideal functionality, sample (%’)?:1
such that z = 25:1 ¢;zj and sends (irepOLE, sid;, cidj, z;,4;) for all j € [¢] to the receiver.

If the (potentially malicious) sender feeds Firepore With tuples (3repOLE, sid;, cid;, bj,1;) for
j € [f], it can be simulated as sending (irepOLE, (sid;, cz’dj,cj)gzl,b,i) for b = Z§:1 c;jb; to the
ideal functionality.

5.3 Allowing CDS operations in Half-Replicated OLE

In Section 5.2, the construction of H%repOLE implicitly contains a CDS protocol that disclose a
secret to the receiver if and only if the receiver has chosen same value under two different session
identifiers. In this section, we allow the sender to disclose a secret to the receiver under more
complex conditions (formally defined as f%repgmws in Figure 10). Denote the receiver’s chosen
input by x4 if the receiver has sent (sid, zgq).

First consider how to disclose a secret condition on an affine constraint. An affine constraint on
¢ variables is specified by pair (f, {sid; }5:1), where f is an affine function defined by a sequence of
non-zero coefficients cg, ¢y, ..., s such that f(vi,...,v) = co+ Z§:1 ¢;jvj. The sender would like
to disclose a secret s € F to the receiver if and only if f(xgq,,...,Zsq,) = 0. To do so, it samples
random r € F sends (¢ + Z§:1 CjTsig; )T + s to the receiver via £ lrepOLE evaluations.

Then consider more general arithmetic constraints, which can be modeled by branching pro-
grams.
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Functionality F 1 epore,cps

Parametrized by a finite field F, and € a class of functions.

Choice phase, part I (the same as Figure 6): Upon receiving input (sid,z) from the receiver
where z € F and sid € N is a session identifier, store (sid, x), send (sid, input-init) to the adversary and
ignore any further input from the receiver with the same sid.

Choice phase, part IT (CDS): Upon receiving input (CDS, f, {sid; }}_,) from Rachel where f : F* —
F is a function in €, verify that there are stored input (sid;, z;) from Rachel for all j € [¢]; else ignore that
message. Next, record (CDS, f, {sidj}gzl), send (CDS, f, {sidj}fz17 sent) to the adversary, and ignore any
further inputs from Rachel with the same (f, {sid; }le)

Send phase (choose coefficients, the same as Figure 6): Upon receiving input (cid, a) from
the sender where a € F and cid € N is a coefficient identifier, store (cid, a), send (cid, coeff-init) to the
adversary and ignore any further input from Sam with the same cid.

Send phase, part I (half replicated OLE, the same as Figure 6):

e Upon receiving input (irepOLE, sid, cid,b,i) from Sam, record (irepOLE, sid, cid,b,i), send
(irepOLE, sid, cid, send, i) to the adversary, and ignore any further inputs from Sam with the same
(sid, cid, 7).

e Upon receiving a message (irepOLE, sid, cid,Delivery,) from the adversary, verify that there are
stored inputs (1repOLE, sid, cid, b,i), (cid,a) from Sam and (sid,x) from Rachel; else ignore that
message. Next, compute z = azx + b, send (irepOLE, sid, cid, z,i) to Rachel, and ignore further
messages (irepOLE, sid, cid, Delivery,i) from the adversary with the same (sid, cid, 7).

Send phase, part IT (CDS):

g-:l, s,i) from Sam where f : F* — F is a function in €, verify

that there are stored input (CDS, f, {sid; }le) from Rachel; else ignore that message. Next, record

e Upon receiving input (CDS, f, {sid;}

(CDs, f, {sid]—}le, s,1), send (f, {sidj}gzl, send, i) to the adversary, and ignore any further inputs
from Sam with the same (f, {sid; }§:17 7).
¢
j=1
stored input (CDS, f, {sid; }ﬁzl, s,1) from Sam and (sid;, z;) from Rachel for all j € [¢]; else ignore that
message. Next, send to Rachel (f, {sidj}gzl,s,i) if f(xy1,...,2¢) = 0 otherwise (f, {sidj}gzl, 1,4),

L
j:17

e Upon receiving a message (CDS, f, {sid;} Delivery,i) from the adversary, verify that there are

and ignore further messages (CDS, f,{sid;}
(f» {Sidj}.?:l ) l)

Delivery,i) from the adversary with the same

Figure 10: ideal functionality of half replicated OLE 4+ CDS
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Branching programs Before formalizing branching programs, for convenience, define affine
function labeled with session identifiers, or labeled affine function in short, as pairs of the form
f=(f, {sz'dj}ﬁzl), where f is an affine function on F*. Let x = (244)siq denotes all the inputs
chosen by receiver and use convenient notation f(x) to denote f(x) := f(Zsid;, - -, Zsid, )-

A (t + 1)-node branching program can be formalized as a mapping G from the input vector to
matrix in F*** such that

gri(x) - g1,¢(x)
Gox)i=|
-1 gi(x)
where each of g11,...,8:¢ is a labeled affine function. Then G is explicitly labeled with a sequence

of session identifiers. The value of the branching program on input x is defined as det G(x).
Define a square matrix to be canonical if and only if it is of the form

vl e V1t

-1
-1 Ut t

Clearly, G(x) is canonical for all branching program G and vector x. For any canonical matrix M,
define its top row as its head, denoted by head,;; define the rest part of the matrix as its body,
denoted by Body,,;. The body of a canonical matrix is always full row-rank. Therefore, a canonical
matrix is not full rank if and only if its head can be spanned by its body. More precisely, for a
canonical matrix M € F'™*! matrix M is non-invertible if and only if there exists an (unique) vector
key,; € F*~! such that heady; = keyi; - Body,,.

As a first trial to disclose a secret s € F to the receiver iff det G(x) = 0 for some public
branching program G, the sender samples random r € F! and sends z := G(x)r + (—s,0,...,0) to
the receiver via Firepore. From a (potentially malicious) receiver’s view, if det G(x) # 0, then z
leaks no information about s as it’s one-time padded by r; if det G(x) = 0, then the receiver can
recover secret s by

(=1 keyg(x)), 2) = (=1, keygx)), G(x)r) + (=1, keyg(x) ), (5,0, .., 0)) = s.

Such a protocol is secure against malicious receiver, but insecure against malicious sender.

In order to protect against malicious sender, upon receiving (CDS, G) in choice phase, the receiver
samples ki, ko € F~! satisfying ki + ky = keyg(x)- Then the receiver computes canonical matrix
My, M5 such that

Bodyys, = Body,,, = Bodyg, heady;, = ki - Bodyg(y), heady, = k3 - Bodyg ),

X))

and inputs all the values in M7, My into underlying ]:%repoLE Then when the sample is asked to
disclose a secret s € F conditioned on det G(x) = 0, the sampler additively shares the secret as
s = 81 + so + s3, discloses s3 conditioned on affine constraints

Bodyy;, = Bodyy,, = BodyG(x), headys, + headys, = headG(X).
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Next, samples ri,ro € F!, and sends z1 := Mir; + (—s1,0,...,0),22 := Msry + (—s2,0,...,0) to
receiver via Firepore- Then the honest receiver recovers si,s2 by ((—1,k;),z;) = s;. So far, the
protocol is still insecure against malicious sender. A malicious sender can pick arbitrary by, by € F!
and sends z}f := Mjr;+Db; to the receiver via Firepore. In such case, the honest receiver will recovers
s}, 5 such that ((—1,k;),b;) = sj. Notice that either the sender picked b; = (—s54,0,...,0) for
some s; € F so that s7 = s;, or s7 is uniformly random due to the randomness of k;. We’ve resolved

a similar situation using hash-and-check trick, and we will apply the trick once more.

Theorem 5.4. The protocol Uirepore,cos (Figure 11) implements the functionality Firepore,cps(C)
i the f%repDLE—hybm'd model, when C is the class of all arithmetic branching programs.

Proof. First consider affine constraints. Whenever the CDS is conditioning on affine constraint
1, {sz’dj}gzl, let ¢g,c1,...,ce be the coefficients of f. When the sender is semi-honest, the (poten-

tially malicious) receiver gets (irepOLE, (sid;, cid, cj)ﬁzl, z,1) from Firepoe such that

l l
z = g CeidCiTsid; + (rco + 8) = g TCiTsid; + TCo + 8 = .
7j=1 7j=1
This ensures both correctness and security against malicious receiver.

Assume a (potentially malicious) sender outputs (cid,r) and (irepOLE, (sid;, cid, cj)gzl,b,i).

Then a honest receiver will output (CDS, f, {sid; }5:17 z,1) such that

14

y4
z= Z CeidCiTsid; +b = Z TCiTsid; +b=1b—rco.
Jj=1 Jj=1

Therefore, the sender can be simulated by inputing (CDS, f, { sid; }521, b —rco, 1) to the ideal func-
tionality.

Then consider more general arithmetic constraints modeled by branching programs. Let G be
the corresponding (¢ + 1)-node branching program.

For completeness, assume det G(x) = 0 and both sender and receiver are honest. The receiver
chooses canonical matrixs M7, M5 such that

Bodyy;, = Bodyy;, = Bodyg(x). (2)
headys, + headys, = headg(x), (3)
det(Ml) = det(MQ) =0. (4)

As both (2) and (3) are satisfied, the receiver gets (sp . )1<h<w<t from recursive CDS calls. The
receiver also receives z1, z2, z3, Z4, U1, U9 such that

z1 = Miry + (_Slvoa B '70)7 zy = Mory + (_52707 s ao)a
Z3 :M1r3+(—53,0,...,0), Z4 :MQI‘4—|—(—S4,0,...,O), (5)
up = s17v + 83, Uz = 527y + S4.

where ri,ro,r3,14 € F!, 53,5, € F are sampled by sender, s, sy are parts of the additive secret
sharing of s and ~ is sampled by receiver. The receiver then computes

§1 = <(—1,k1),Z1> = <(—1, keyMl),zl> = 81, §2 = <(—1,k2),Z2> = <(—1,keyM2),zQ> = 89,
§3 = <(—1,k1>,Z3> = <(—1, keyMl),z;;) = 83, §4 = <(—1,k2),Z4> = <(—1,keyM2),Z4> = S4.
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Implementing f%rePULMDS: Protocol H%IQPULE’CDS
When € is the class of all arithmetic branching programs.

Choice phase:

The receiver, at the outset, samples v € F and sends the pair (sidgamma,?y) to Frore. (If the underlaying f%repm_E is
implemented by H%repGLE‘J it’s fine to reuse Sidgamma,y sampled by H%HPOLE.) Then, upon receiving any (sid, z) from
the environment, forward it to underlying F LrepOLE-

Choice phase, part (CDS):

Receiver: Upon receiving input (CDS, f, {sidj}le) from environment,

- If f is an affine function, ignore this input.

- Otherwise, let G be the corresponding (¢ + 1)-node branching program. Compute canonical matrix M =
G(x), i.e. if the (h,w) location of G is gnw = (g, (sidj)ﬁ-l:l), let M[h,w] = grw(X) = 9(Tsidy»-- > Tsid, )-
Additively share key,, as key,; = ki + k2, and store (CDS, G, ki,k2). Compute matrixes M;, M such that
Body,,, = Body,,, = Body,,, heady;, = ki - Body,,, head, = k3 - Body,,. Send (G||0||h|[w, M [h,w]) for all
2<h<w<t, (G||1]|1]|w, M1[1,w]) for all 1 < w < ¢, (G||2||1||w, M2[1,w]) for all 1 < w < ¢t to F Lrepore:

Send phase (choose coefficients, half replicated OLE):

Sender: Upon receiving any (cid, ¢) from the environment, forward it to underlying F LrepuLe:
Sender: Upon receiving (irepOLE, sid, cid, b, ) from environment, forward it to underlying F Lrep0LE:

Receiver: Upon receiving (1repOLE, sid, cid, z,7) from underlying ]—"%repm_m outputs it.

Send phase, part (CDS):

Sender: Upon receiving input (CDS, f, {sid; }ﬁzl, s,1) from environment,

- If f is an affine function: Let co,c1,..., ¢, be the coefficients that f(vi,...,ve) = co + >, ¢;v;. The sender

picks a new coefficient identifier cid and sends (CDS, f, {sidj}f-:l,i, cid) to receiver, samples random r € F,
and inputs (cid,r), (3repOLE, (sid;, cid, c;)5=1,7co + s,1) to underlying F irepore:

- (outlined) Otherwise, let G be the corresponding (¢ + 1)-node branching program. Additively share s as
S =51+524D 1 cpcwes Show- For2 < h <w < t, disclose sp,. to the receiver conditioned on gp, . (x) = M[h, w]
via a recursive call to the CDS functionality for affine constraints. For 1 < w <t, disclose s1,,, to the receiver
conditioned on g1, (x) = Mi[1, w]+M2[1, w] via a recursive call to the CDS functionality for affine constraints.
Sample random s3,s4 € F, input (sidgamma, 1, 3, G||7||1), (Sidgamma, S2, S4, G||?]|2) to Froe. Sample random
ri,re,r3,rq € F' sends z1 := Mir1+(—51,0,...,0), 22 := Mara+(—s2,0,...,0), z3 := Mirs+(—ss3,0,...,0),
Z4 := Mary + (—54,0,...,0) to the receiver via Firepoie:

Receiver: Upon receiving messages from sender corresponds to CDS operation indexed by (f, {sid; }ﬁ-:l,i),

- If f(zsidys-- -, %sid,) # 0, outputs (CDS, f, {sidj}fv:l, 1,4).

- If f is an affine function, when (CDS,f,{Sidj}§=17i7 cid), (LrepOLE, (sid;, cid, cj)le,z,i) was received from
‘FlrepOLE7 Outputs (CDS7 f7 {Sidj}ﬁzla Z, Z)

b

- (outlined) Otherwise, let G be the corresponding (¢ + 1)-node branching program, verify that there is stored
(cDS, G, ki, k2). (Sh,w)i<h<w<t is recovered from recursive calls. (Sidgamma,u1,G||¢]|2), (Stdgamma,u2, Gl|4]|1)
are received from Froe, and 21,22, z3, 24 from ]-'%repom. Compute §1 = ((—1,k1),2z1), $2 = ((—1,k2),2z2),
83 = ((—1,k1),2z3), 84 = ((—1,k2), z4), and abort if either 81y + §3 # w1 or §2v + §4 # us. Otherwise, output
(CDS, f, {sid;}j—1,81 4 82 + 21 < py<rpcy Shows 6)-

Figure 11: Protocol H%repoLE,CDs for half-replicated OLE allowing CDS in the F %repDLE—hybrid model
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Thus the receiver will not abort as §1v+ 83 = s17+ s3 = u1, 27+ 84 = soy+ 54 = uz. The receiver
recovers the secret s by 81 + 82+ > 1 cpcw<t Shaw = 81+ 52+ D 1 <h<w<t Shaw = 5.

For security against (potentially malicious) receiver, assume G(x) # 0 i.e. the condition is
not satisfied. Because otherwise the simulator gets the secret s from ideal functionality and can
simulate by emulating an honest sender. The malicious receiver chooses canonical matrixs My, My

and outputs them as extra input.

o If either (2) or (3) is not satisfied by M;, Mo, let (h,w) be one location where My, My don’t
satisfy (2), (3). Then receiver’s view leaks no information about s because s is hidden by
one-time pad sp,, and sy, ,, is hidden by a recursive CDS call. For this reason, the receiver’s
view is simluatable by emulating the honest sender on any s.

o Otherwise Mj, My satisfy (2) and (3), then det M; + det My = det G(x) # 0. Thus one of
det My, det My is non-zero. W.l.o.g. assume det M7 # 0. In real world, receiver receives
(Sh,w)1<h<w<t from recursive CDS calls, also receives z1, 22, 23, Z4, u1, uz such that (5) holds,
where rq,r9, 13,14 € F!, 53,54 € F are sampled by sender and s1, so are parts of the additive
secret sharing of s. Then (z1,2z3,u;1) hides s; as it’s one-time padded by (ri,rz,s3). Thus
receiver’s view, together with hidden variable so, s4, can be simulated as the following:

— The joint distribution s, (Sh,w)1<h<w<t is uniform random because they are parts of a
additive secret sharing.
— The joint distribution z1, z3, u1 is uniform random as it’s one-time padded by (ry, s, $3).

— Given, s2, (Sh,w)1<h<w<t,Z1,23, U1, the remaining z,, z4, us are determined as in (5).

For security against (potentially malicious) sender, assume det G(x) = 0, as otherwise the honest
receiver will always output L. The sender can choose numbers s1, 52, 53, 54, (Shw)1<h<w<t € F and
vectors ri,To,r3,rs, b1, bo, bz, by € F! so that the honest receiver gets z1,zo,z3,Z4, u1,u2 and
(Sh,w)lghgwgt where

z1 = Miry + by, 29 = Mory + ba,

z3 = Mir3 +bs, z4= Mory + by, (6)

up = 517 + 83, Uz = 5279 + 84,
~v € F is sampled by the receiver from uniform and canonical matrix M;, Ms are sampled by the
receiver such that each of ki := keyy,, , ks := key,,, is unifromly random. (The joint distribution of
ki, ko forms a additive secure sharing of keyg(x)-)

81 1= <(—1,k1),Z1> = <(_17k1)’b1>7 8 1= <(—1,k2),Z2> = <(_1’k2)7b2>7
55 = ((=1,k1),23) = (=1, k1), bg), &1 = (=1, ks), 24) = (=1, ks), by).

o If there exists y € {1,2,3,4} such that z, # (—s,,0,...,0). W.o.l.g. assume one of such y
lays in {1,3}. Then 5, # s, with probabiliy at least 1 — Wll’ due to the randomness of k.
Conditioned on 8, # s,, the receiver will found 517y + 83 # 51y + s3 = u; with probabiliy at
least 1 — Wll’ due to the randomness of . In summary, the receiver will abort with probabiliy

_ 2
at least 1 GE

e Otherwise, z, = (—s,,0,...,0) for all y € {1,2,3,4}. Then 5, = s, for all y € {1,2,3,4}.
The receiver will not abort and will output reconstructed secret §1 + 82 + > 1 < cw<t Shoaw =
$1+ 82+ Y 1 <p<w<t Sha- Thus this sender can be simulated as sending the condition together
with secret s = s1 + 82+ Y 1< cwes Shaw t0 the ideal functionality. O
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5.3.1 Syntactic sugar: Conditional Disclosure of Coefficients

To simplify the construction of rNIZK protocol, it’s useful to redefine F 1reporE,cps Slightly by adding
some syntactic sugar. Right now, the sender can disclose a secret in F to the receiver if the receiver’s
input satisfies a chosen predicate. An easy extension allow the sender to disclose a coefficient which
the sender have committed to, instead of an arbitrarily chosen field element (Figure 12).

FunCtiODality ‘/—'grepDLE,sugar—CDS
Parametrized by a finite field F, and € a class of functions.
Choice phase: the same as Firepore,cps in Figure 10.

Send phase (choose coefficients, half replicated OLE): the same as Firepore,cps in Figure 10.

Send phase (CDS):
¢

e Upon receiving input (CDS, f, {sid; };_;,
there are stored input (CDS, f, {sid; }le) from Rachel and stored input (cid, a) from Sam; else ignore

that message. Next, record (CDS, f, {sidj}gzl, cid), send (f, {sidj}le, cid, send) to the adversary,

cid) from Sam where f : F* — F is a function in €, verify that

and ignore any further inputs from Sam with the same (f, {sid; }le, cid).

e Upon receiving a message (CDS, f, {sid; }gzl, cid,Delivery) from the adversary, verify that there are

stored input (CDS, f, {sid;}i_,, s, ¢id), (cid,a) from Sam and (sid;,z;) from Rachel for all j € [{];

else ignore that message. Next, send to Rachel (f,{sid;}|_,, cid,a) if f(z1,...,2,) = 0 otherwise
(f,{sid; }le, cid, 1), and ignore further messages (CDS, f, {sid;}%_,, cid, Delivery) from the adver-

=1
sary with the same (f, {sid; }gzl, cid).

Figure 12: ideal functionality of ]:%IQPDLE,CDS with syntactic sugar

There is a simple protocol that implements such an enhanced functionality in Firepore cps-hybrid
model and it’s UC-secure. The main idea is to disclose a pair (aciq, b) conditionally, where b € F
is sampled by the sender. Then convince the receiver that a.;y is sent by evaluating a7y + b
obliviously using half-replicated OLE.

e In choice phase: The receiver, at the outset, samples v € F and sends the pair (sidgamma,)
to Froe- Then forward all message from environment to JT_%repULE,CDS If the underlying
Fireporecos 18 implemented by Ilirepore cps, the sender can reuse the (sidgamma, ) picked by

1_[%repOLE,CDS .

e Upon receiving (CDS, f, {sidj}le, cid) from the environment, the sender samples random b €
F, chooses a new index ¢ and inputs (CDS, f, {sz’dj}gzl, acidy 1), (CDS, f, {sidj}gzl, b,i+ 1) and
(Sidgammaa Cid, b7 Z) to ]:%repDLE,CDS-

e Upon receiving (sidgamma, cid, z,1), (CDS, f, {sz’dj}gzl, $1,1), (CDS, f, {sidj}gzl, 89,1+ 1) from

4

FirepoLE s, the receiver outputs (CDS, f,{sid;};_, cid, 1) if 817 + 81 = 2; and aborts other-

wise.
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Functionality F LrepOLE,CDS, proot
Parametrized by a finite field F, and €, § classes of functions.

Choice phase, part I (the same as Figure 6): Upon receiving input (sid, z) from the receiver where
z € F and sid € N is a session identifier, store (sid, ), send (sid, input-init) to the adversary and ignore any
further input from the receiver with the same sid.

Choice phase, part II (CDS, the same as Figure 10): Upon receiving input (CDS, f, {sid;}—,)
from Rachel where f : F* — F is a function in €, verify that there are stored input (sid;,x;) from Rachel for all
j € [£]; else ignore that message. Next, record (CDS, f, {sid;}}—1), send (CDS, f, {sid;}|—, sent) to the adversary,
and ignore any further inputs from Rachel with the same (f, {sid; }le).

Send phase (choose coefficients, the same as Figure 6): Upon receiving input (cid, a) from the
sender where a € F and cid € N is a coefficient identifier, store (cid, a), send (cid, coeff-init) to the adversary and
ignore any further input from Sam with the same cid.

Send phase, part I (half replicated OLE, the same as Figure 6):

e Upon receiving input (repOLE, sid, cids, cidy) from Sam, record (repOLE, sid, cids, cidy), send
(repOLE, sid, cidg, cidy, sent) to the adversary, and ignore any further inputs from Sam with the
same session identifier sid and same coefficient identifiers cid,, cidp.

e Upon receiving a message (repOLE, sid, cid,, cidy, Delivery) from the adversary, verify that there are stored
inputs (repOLE, sid, cidy, cidp), (cida,a), (cidy,b) from Sam and (sid, z) from Rachel; else ignore that mes-
sage. Next, compute z = ax + b, send (repOLE, sid, cida, cidy, z) to Rachel, and ignore further messages
(repOLE, sid, cidg, cidy,Delivery) from the adversary with the same session identifier sid and same coefficient
identifiers cid,, cidy.

Send phase, part II (CDS, the same as Figure 10):

e Upon receiving input (CDS, f, {sid; }ﬁzl, s,1) from Sam where f : F* — Fis a function in €, verify that there are
stored input (CDS, f, {sidj}ﬁzl) from Rachel; else ignore that message. Next, record (CDS, f, {sid; }?:17 S, 1),
send (f,{sid;}’_,,send,i) to the adversary, and ignore any further inputs from Sam with the same
(f: {sid;}5=1,9)-

e Upon receiving a message (CDS, f, {sid;}‘—,,Delivery,i) from the adversary, verify that there are stored
input (CDS, f, {sid;}|—1,s,i) from Sam and (sid;,z;) from Rachel for all j € [£]; else ignore that message.
Next, send to Rachel (f, {sidj}ﬁzl, s,1) if f(x1,...,2¢) = 0 otherwise (f, {Sidj}f:l, 1,4), and ignore further
messages (CDS, f, {sidj}le,Delivery7 i) from the adversary with the same (f, {sidj}le, 7).

Send phase, part III (certified OLE):

e Upon receiving input (proof, f,{cid;};—;) from Sam where f : F* — F is a function in §, record
(proof, f, {(Jidj}f:l), send (f,{cid; }§:1~, send) to the adversary, and ignore any further inputs from Sam
with the same function (f, {cid;}j—,).

4

e Upon receiving a message (proof, f,{cid; }§:1,Delivery) from the adversary, verify that there are stored
inputs (proof, f,{cid;}}—;) from Sam and (cid;,a;) from Rachel for all j € [{]; else ignore that mes-
sage. Next, compute v = f(a1,...,ar), send to Rachel (proof, f, {cz'd_,,-}ﬁzl,v), and ignore further messages
(proof, f, {cid;}}—,,Delivery) from the adversary with the same function (f, {cid;}j_,).

Figure 13: ideal functionality of half replicated, certified OLE
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5.4 Embedding a Zero-Knowledge Proof System

The new feature introduce in certified OLE (Figure 13) is to allow the sender to prove that the
coefficients it chose satisfy certain equations. For technical reason, the functionality is defined as:
sender inputs (f, {cidj}ﬁzl) to ideal functionality, where f is an arithmetic function and {cid;}
are coeflicient identifiers corresponding to coefficients that the sender has already chosen; receiver
gets (f, {cid; }le, f(@cidys - - -5 acid,))- But it’s actually constructed and used as a proof system: the
sender transforms the argument to prove into an equation y = f(acid,,---,@cid,) (or a system of
equations), then send y and convinces the receiver that the coefficients satisfies f(acid,, - -, tcid,) =
Y.

By adding certificates as extra coefficients, it’s sufficient that the sender can convince the receiver
of two atomic types of arguments:

e Affine arguments co+ Z?zl cjacidg; = 0, specified by constants co, c1, ..., ¢, € F and coefficient
identifiers cidy, ..., cidy.

e Multiplicative arguments: a4, Gcid, = Gcids, Specified by three coefficient identifiers cidy, cidy, cids.

In order to convince the receiver an satisfying affine argument ¢ ‘1‘2?:1 ¢jacid; = 0, the receiver

should have sampled a random input p. The sender sends (Zf-:l cjacidj),u to the receiver using
(the syntactic sugar of) half-replicated OLE functionality. The receiver expects to receive —copu.
In order to convince the receiver a multiplicative argument a;q, dcid, = @cids, the receiver should
have sampled random input p,v, ¢ satisfying urv = £. The sender then sends aiq, 1t + b1, Gcig,V +
ba, acigs& + b3, bap + bs, a1v + bs using half-replicated OLE functionality for appropriate b1, ..., bs
such that
(ciay b+ b1)(@ciayv + b2) = (acigs€ + b3) + (bapt + ba) + (ar1v + bs)

for any p,v,€ that yr = €. And to protect against malicious receiver, sender encrypts these
evaluations using one-time pad and discloses the pad conditioning on ur = £.

Theorem 5.5. The protocol H%repoLEchs’proof (Figure 1/) implements the functionality f%repOLE’CDSJ)rOOf
in the f%rengEVCDs—hybrid model.

Proof. 1t’s sufficient to construct proof system proving arguments of the two atomic operations.
First consider the protocol verifying an affine argument cq + Z§:1 Cjleid; = 0:
When the sender is honest and the argument holds, the receiver will receive (irepOLE, (sidmy, cid;, Cj)?:lv z)

from underlying ‘F%repOLE,CDS such that z = ZLI Cjleid; b = —Copt. For completeness, z = —cou
ensures an honest receiver will accept. For security against malicious receiver, the view of the (po-
tentially malicious) receiver can be simulated by public knowledge and the receiver’s randomness
1.

When the receiver is honest, a (potentially malicious) sender outputs (irepOLE, (sidmy, cid;, cj)le, b)

to Fireporecos for some b € F. Then the honest receiver gets (jrepOLE, (sidmu, cidj, Cj)§:1, z) from
Firepore,cps such that z = Z§:1 Cjacid; it +b. Unless the argument co + Z§:1 ¢jacia; = 0 is satisfied

and b = 0, the receiver would find z # —cou with probability at least 1 — Ifll as

¢

cop+z = (co+ Z Cjcid; )+ b.
j=1
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Implementlng ]:%repULECDS,proof: Protocol 1_[%repOLE,CDS,proof

Choice phase:

The receiver, at the outset, samples p,v € F compute £ = pv and sends the pairs (sidmy, 1),
(sidny,v), (sidg,&) to Fireporecos, let function St (V1,v2,v3) = wvive — vy and send tuple
(CDS, fimult, (Sidmy, Sidny, Sidy)) to Fireporecos- Then, upon receiving any (sid, x) or (CDS, f, {sz’dj}f:l) from
the environment, forward it to underlying F LrepOLE,cDS -

Send phase (choose coefficients, half replicated OLE, CDS):

Sender: Upon receiving any (cid, ¢) or (irepOLE, sid, cid, b, i) or (CDS, f, {sidj}gzl, s,1) from the environ-
ment, forward it to underlying F 1repOLE,CDS -

Receiver: Upon receiving (irepOLE, sid, cid, z,1), (CDS, f, {sid; }5:1, s,1) from underlying Firepore cps, Out-
put it.

Send phase (certified OLE): All operations are decomposed into proving affine arguments and
multiplicative arguments.

For any aﬁne argument cq + Z§:1 cjacia; = 0: The sender inputs (4repOLE, (sidm,, cid;, cj)le, 0) to un-
derlying F LrepOLE,CDS -
The receiver, upon receiving (1repOLE, (sidmy, cidj,cj)ﬁzl,z) from underlying Frepore,cps, accepts
the proof if z = —cou, otherwise rejects (aborts).

For any multiplicative argument aciq, Gcid, = Gcids: The sender samples random by, by, b3, ba, b5 € T, picks
two new coefficient identifiers cidy = cidy | cidz||cids||2and cids = cid; || cidz]| cids]|1,computes s =
b1b2 — b3 — b4 — b5, and inputs (Cid4, bgacidl), (Cid5, blacidz),

(LrepOLE, sidmy, cidy, b1), (2repOLE, sid,,, cida, ba), (2repOLE, sidy;, cids, b3),
(1repOLE, sidmy, cidy, by), (ArepOLE, sidyy, cids, bs), (CDS, fmult, (Sidmus Sidau, Sidxi), S)

to f%repDLE,CDS'
The receiver, upon receiving
(LrepOLE, sidmy, cidy, 1), (3repOLE, sidy,, cids, 22), (irepOLE, sidy;, cids, 23),
(LrepOLE, sidmy, cidy, 24), (2repOLE, sidyy, cids, z5), (CDS, fmults (8idmu, Sidny, sidy), S)

from Firepore,cps, accepts the proof if s = 2122 — 23 — 24 — 25 otherwise rejects (aborts).

Figure 14: Protocol I 1irepor,cps proot for half-replicated, certified OLE in the F 1repore,cps-hybrid
model
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This ensures completeness and security against malicious sender.

Then consider the protocol verifying any multiplicative arguments a ig, @cidy, = Qcids:
When sender is honest, the (potential malicious) receiver gets z1,..., 25 from messages from
]:%repDLE,CDS that

21 = Qeig b+ 01, 22 = eigyV + b2, 23 = eigy§ + b3, 24 = baacig pp + by, 25 = bracia,V + bs,

where p, v, & are chosen by the receiver and by,...,b; € F are random numbers sampled by the
sender. Moreover, the receiver receives s from message from F 1repOLE,CDS that s = biby — by — by — b5
if uy =€ and s = L otherwise. Thus we have
21282 — 23 — 24 — %5
= (@cig pb + b1)(acig,V + ba) — (acigs§ + b3) — (bape + ba) — (b1v + bs)
= Qeidy (P — &) + b1by — b3 — by — bs,

from which correctness directly follows. For security against malicious receiver, the (potential
malicious) receiver’s view can be simulated as

e the joint distribution of z1, ..., z5 is uniformly random as it’s one-time padded by (b1, ..., bs);
e s is determined, as s = z120 — 23 — 24 — 25 if uv = £ and s = | otherwise.

When receiver is honest, it gets z1, ..., z5, s from messages received from Fireporecps that
/ /
21 = Qeigy b+ 01, 22 = AeigyV + b2, 23 = acigy§ + b3, 24 = byp+ b, 25 = bjv + bs,

where p, v are random numbers sampled by the receiver, £ = uv and by, . .., bs, b}, b, € F are chosen
by the (potential malicious) sender. The honest receiver will accept if and only 2129 —23—24—25 = s.

2189 — 23 — R4 — k5 — S
= (acidy pt + 01)(acigyV + b2) — (@cias€ + b3) — (Vo + by) — (v + bs) — s
= (Qidy Qeidy — eids )V + (b2aciag, — by + (b1aciay, — by)v + (b1ba — bg — by — b — s)

Unless acigy = Geidy Qcia, 18 satisfied and the sender picks coefficients such that b, = baaciq,, V) =
biacig,, s = biba — bz — by — bs, the receiver would find 2129 — 23 — 24 — 25 # s with probability at
least 1 — % due the randomness of u, v. O

5.4.1 Constructing Reusable NIZK from i epoLe,cps proot

A reusable non-interactive zero-knowledge proof already lays inside of F LrepOLE,CDS proof- Lhus
constructing a rNIZK in ]—"%repoLEpDS’proof—hybrid model is simply wiring.

Theorem 5.6. There exists a statistically secure TNIZK protocol in ]-"ng—hybm'd model. When the
argument is presented as a boolean circuits or arithmetic circuits, proving the prover’s knowledge
of a satisfying assignment need O(1) OLE queries per gate.

Any 2-message implementation of Firepore,cps proos can be used as a rNIZK proof system. The
receiver is the verifier and the sender is the prover. The sender (prover) simply feeds the certificate
Into F1repoLe,cs proos as coeflicients, then Firepork cps proos Will convince the receiver (verifier) that
the sender knows one certificate that satisfies the predicate they care about.
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Proof of Theorem 5.6. tNIZK protocol can be easily built in }"%IEPOLE,CDS’proof—hybrid model. Then
replace FirepoLe,cps,proot With its secure implementation in Frore-hybrid model.

Setup: The receiver (verifier) initialize FirepoLe,cps proos Without feeding any input.

Prove: In order to prove knowledge of a satisfying assignment (yi,...,ys) of C(y1,...,y0) =
0, where C' is an arithmetic circuits with m gates. Let yy,...,yrrm be the intermediate
wires’ values when evaluating circuit C(y1,...,y¢). Let G¢(y1, ..., Yerm) = 0 be the equation

representing if the t-th gate is correctly evaluated, i.e. if the ¢-th gate is an addition gate, then
Gy is an affine function; if the ¢-th gate is a multiplication gate, then G¢(y1, . .., Yr+m) is of the
form yeid, Yeid, — Yeids- The sender (prover) commit yy, ..., Yotm by choosing yi, ..., Yrim as
coefficients in F1reporE,cps proot- Then sends (proof,Gy),...,(proof,Gy,) to F LrepOLE,CDS, proot -
(Coefficient identifiers are omitted in this description.)

Verify: Upon receiving (proof, G, z1),..., (proof, Gy, zp,) from F 1repOLE,cDS proot; the receiving
(verifier) accepts if 21 = ... = z, = 0.

If the argument to prove is specified by a boolean circuit C'. Note that C' can be transformed into
an arithmetic cirucuit C* of proportionately the same size, such that C* computed the same function
as C' in any field. Then proving the knowledge of binary (yi,...,y¢) such that C(y1,...,y¢) = 0,
can be transformed into proving the knowledge of (yi,...,y¢) € F such that C*(y1,...,ys) =

yilyr —1)=...=we(ye — 1) = 0. O

5.5 Constructing Replicated OLE

Assume the receiver has chosen z as one of its input by sending (sid, z) to the .F%rePOLE’CDS’prOOf,
and the sender has chosen coefficients a,b by sending (cid;, a), (cidy,b) to F LrepOLE,CDS proof - NOW
they are looking for a secure protocol that leaks ax + b to the receiver. An naive trial is a bare half-
replicated OLE, i.e. the sender sends (irepOLE, sid, cid,, b, %) to underlying functionality so that the
receiver gets (1repOLE, sid, cid,, ax + b, 7). But a malicious sender might deviates from the protocol
by choosing some additive factor other than b.

In order to catch such misbehavior, the receiver samples random S and sends 3, Sz as two extra
input. The sender is asked to send

ar +b and a(fx) + bp

via FirepoLE,cps proof SO that the receiver can check whether the latter is 8 times the former. If the
sender deviates from the protocol, the receiver will get

ax + by and a(fzx) 4+ bB + by

for some by, by picked by the sender that (b1,b2) # (b,0). In such case, the latter doesn’t equal (3
times the former with high probability.

Then, the receiver can try to cheat, by choosing 3 as the first extra input, and something other
than Sz as the second extra input. Such cheating space is eliminated by a CDS protocol: sender
encrypts the transmissions using one-time pad, and discloses the pad if and only if the receiver is
honest, i.e. if the two extra input are 8 and [Sx.

Theorem 5.7. The protocol Il epore,cps proos (Figure 16) implements the functionality FrepoLg,cps,proot
i the .F%repDLE7CDS’proof -hybrid model.
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Functionality Frepoie,cos,proot
Parametrized by a finite field F, and €, § classes of functions.

Choice phase, part I (the same as Figure 6): Upon receiving input (sid, z) from the receiver where
z € F and sid € N is a session identifier, store (sid, ), send (sid, input-init) to the adversary and ignore any
further input from the receiver with the same sid.

Choice phase, part II (CDS, the same as Figure 10): Upon receiving input (CDS, f, {sid;}‘—,)
from Rachel where f : F* — F is a function in €, verify that there are stored input (sid;,x;) from Rachel for all
J € [€]; else ignore that message. Next, record (CDS, f, {S’L‘dj}ﬁ:l), send (CDS, f, {sidj}ﬁzl, sent) to the adversary,
and ignore any further inputs from Rachel with the same (f, {sid; }5_,).

Send phase (choose coefficients, the same as Figure 6): Upon receiving input (cid, a) from the
sender where a € F and cid € N is a coefficient identifier, store (cid, a), send (cid, coeff-init) to the adversary and
ignore any further input from Sam with the same cid.

Send phase, part I (half replicated OLE): Skipped because it’s dominated by replicated OLE.

Send phase, part II (CDS, the same as Figure 10):

e Upon receiving input (CDS, f, {sid;}}_,, s, ) from Sam where f : F* — F is a function in &, verify that there are
stored input (CDS, f, {sidj}ﬁzl) from Rachel; else ignore that message. Next, record (CDS, f, {sid; }?:17 S, 1),
send (f,{sid;}’_,,send,i) to the adversary, and ignore any further inputs from Sam with the same
(f, {sid;}i=1,9).

e Upon receiving a message (CDS, f, {sid; }§:1,De1ivery,i) from the adversary, verify that there are stored
input (CDS, f, {sid;}|—1,s,i) from Sam and (sid;,z;) from Rachel for all j € [£]; else ignore that message.
Next, send to Rachel (f, {sidj}ﬁzl, s,1) if f(x1,...,2¢) = 0 otherwise (f, {S'L‘dj}le, 1,4), and ignore further
messages (CDS, f, {sid;}’_,,Delivery,i) from the adversary with the same (f, {sid;}_,,7).

Send phase, part III (certified OLE, the same as Figure 13):

e Upon receiving input (proof,f,{cidj}le) from Sam where f : F* — F is a function in §, record

(proof,f,{cidj}gzl), send (f,{cidj}ﬁzl,send) to the adversary, and ignore any further inputs from Sam
with the same function (f, {cid;}’—,).

e Upon receiving a message (proof, f,{cid; }ﬁzl,Delivery) from the adversary, verify that there are stored
inputs (proof, f,{cid;}i—,) from Sam and (cid;,a;) from Rachel for all j € [f]; else ignore that mes-
sage. Next, compute v = f(a1,...,ar), send to Rachel (proof, f, {cid; }ﬁzl,v), and ignore further messages
(prooft, f, {cid; }le, Delivery) from the adversary with the same function (f, {cid;}5_,).

Send phase, part IV (replicated OLE):

e Upon receiving input (repOLE, sid, cids, cidy) from Sam, record (repOLE, sid, cidy, cidy), send
(repOLE, sid, cid,, cidy, sent) to the adversary, and ignore any further inputs from Sam with the
same session identifier sid and same coefficient identifiers cid,, cidp.

e Upon receiving a message (repOLE, sid, cid,, cidy, Delivery) from the adversary, verify that there are stored
inputs (repOLE, sid, cidy, cidp), (cida,a), (cidy,b) from Sam and (sid, z) from Rachel; else ignore that mes-
sage. Next, compute z = ax + b, send (repOLE, sid, cida, cidy, z) to Rachel, and ignore further messages
(repOLE, sid, cid,, cidy,Delivery) from the adversary with the same session identifier sid and same coefficient
identifiers cid,, cidp.

Figure 15: ideal functionality of replicated, certified OLE
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Implementlng ]:repULECDS,proof: Protocol HrepOLE,CDSproof

Choice phase: The receiver does to following:
At the outset, samples 5 € F and sends the pair (sidpeta, 5) to F irepOLE,cDs-

Upon receiving (sid, z) from the environment, (sid,z), (sid||beta, 8z), (CDS, fmult, (sid, Sidpeta, sid||beta))
to F 1repOLE,CDS, proof » where fiur denotes the muliplication condition fiug(v1,v2,v3) := v1vg — v3.

Upon receiving any (CDS, f, {sid; }le) from the environment, forward it to underlying F1repore,cps,proot -

Send phase (choose coefficients, CDS, certified OLE):
Sender: Upon receiving any (cid, ¢) or (CDS, f, {sid;}|_,, s,) or (proof, f,{cid;};_,) from the environment,
forward it to underlying F 1repOLE,CDS, proof -

L

Receiver: Upon receiving (CDS, f, {sid;}%_;,

output it.

s,1), (proof, f,{cid; }§:1» v) from underlying F LrepOLE,CDS,proot s

Send phase (replicated OLE):
Sender: Upon receiving input (repOLE, sid, cid,, cidy) from environment, verify that there are stored
(cidg, a), (cidy,b) from environment. Pick a new index 4, sample random s € F and input

(irepOLE, sid, cid,, b, 1),

(1repOLE, ((sid||beta, cidy, 1), (sidbeta, cidp, 1)), s, 1),
(CDS, fmult, (5id, Sidpeta, sid||beta), s, )

to ]:%rep(]LE,CDS,proof-

Receiver: Upon receiving messages
(irepOLE, sid, cid,, 2, 1),

(irepOLE, ((sid||beta, cidgy, 1), (sidpeta, cidp, 1)), 2,7),
(CDS, fuult, (sid, sidpeta, sid||beta), §,1)

from F 1repore,cps proot, abort if Bz # 2 — 8. Otherwise, output (repOLE, sid, cidy, cidy, 2).

Figure 16: Protocol Il epoLe,cosproos for replicated, certified OLE in the F LrepOLE,CDS proot -y brid
model
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Proof. Consider an evaluation indexed by (sid, cid,, cidy). Say the receiver gets

(irepOLE, sid, cidy,, z,1),
(irepOLE, ((sid|beta, cidg, 1), (Sidpeta, cidp, 1)), 2, 1),
(CDS, fuult, (5id, sidpeta, sid||beta), §,1)

from f%repULE,CDS,proof'

For correctness, assume both sender and receiver are honest. The receiver gets z, 2, § such that
Z = axgq+ b, 2 = afxgq+ bB + 5,8 = s, where s is sample by the sender. Then the receiver will
not abort as Z — § = afxgq + bF = zB. And the receiver outputs (repOLE, sid, cidy, cidy, z) for
Z = axgsq+b.

For security against receiver, assume the (potentially malicious) receiver choose 3, & and outputs
(Sidpeta, B), (sid||beta,z), to functionality FirepOLE,cDS proot- Lhe when the sender is honest, the
receiver will get z, 2,8 such that z = axgq+ 0,2 = a2 + b8 + s, and § = s A& =P

1, otherwise
where s € F is sample by the sender. The simulator gets z = axzq + b from ideal functionality. If
I = PBrgq, the receiver’s view (z, Z, §) is simulated as § is uniform random and Z is determined by
Z = Bz + §. Otherwise & # fxgy, the receiver’s view (z, 2, §) is simulated as Z is uniform random
and § = L.

For security against sender, assume the (potentially malicious) sender chooses V', s1, so and sends

(irepOLE, sid, cid,, V', i),
(irepOLE, ((sid||beta, cidg, 1), (Sidpeta, cidp, 1)), 51,1),
(CDS, fmult, (sid, Sidpeta, sid||beta), s2,17)

to ]:%IQPDLEVCDs,proof. Then the honest receiver gets z, 2, § such that z = azq+V, 2 = aBxgq+bB+s1,
§ = s9, where 8 € I is sample by the receiver. Then receiver will abort when gz # Z — § and

Bz — (2 —35) = Blaxgq+ V) — (aPrgq+ b3 + s1) + s2 = BV —b) — (51 — s2).

Therefore, due to the randomness of 3, the receiver will abort which probability 1 — |1 unless

TE]
b = b, s1 = so. This enforces the sender to behave honestly. O

5.5.1 Constructing Reusable NISC from F;cpo1E cps proos based on Randomized Encod-
ings

Theorem 5.8. There exists a statistically secure rNISC protocol (Figure 17) for arbitrary NC!

circuits in fng—hybm'd model. Securely evaluating an NC' circuit over n input variables with

t gates need O(nt®) OLE queries. The protocol works for boolean circuits as well as arithmetic

circutts.

In order to construct rNISC from Frepork,cps,proot, We requires randomizing encoding techniques
that transforms the evaluation of an arbitrary (arithmetic) function to a affine function [IK02,
ATK14]. In a high level, for any arithmetic functionality ® : F* x F™ — F!, there is random encoder
encg: encg is a randomized algorithm, given any sender’s input y, it outputs (M, b) <« encs(y)
such that the distribution of Mx + b only depends on ®(x,y), and leaks no information about y.
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Implementing .Fr(ﬁ)sc: Protocol Hg?sc

Parametrized by an arithmetic circuit ® over a finite field F, with input variables divided into two disjoint
sets X1,...,X, and Y7,...,Y,,, and output variables 71, ..., 7.

Setup/choice phases:
Upon receiving input (sid, x) from environment, the receiver sends (sid||j, ;) to underlying Frepors,cps,proot
forall 1 <j<n.

Send phase (for arithmetic function, outlined):

Sender: Upon receiving (sid,y) from environment, compute (M,b) <« ence(y) using randomness
R1,Ry. Commits M, b,y,R1,Ra to Frepore,cps,proos @s coefficients. Convince the receiver that (M, b) =
ence(y; R1, Ra).

Receiver: Once received z = Mx + b from Frepore, cos,proos and was convince that the sender’s coefficients
are honestly generated, output (sid, dece(z), 1)

Send phase (for boolean function, outlined):

Sender: Upon receiving (sid,y) from environment, compute (M, b) + ence(y) using randomness Ry, R,
samples random s and compute b=>b +s. Commits M, b, E), 5,y,R1, Ry to Frepork,cos,proos as coefficients.
Convince the receiver that (M, b) = ency(y;R;,Rg) and b = b +s and y € {0,1}". Disclose s to the
receiver if x € {0,1}".

Receiver: Once received z = Mx + B, s from FreporE,cps proos and was convince that the sender’s coefficients
are honestly generated, output (sid, dece(z —s), 1)

Figure 17: Protocol for NISC in the Frepork,cps,proos-hybrid model
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Moreover, there is also and decoder decg, such that decg(Mx + b) = ®(x,y) as long as M, b is
generated by encg(y).

Randomized encoding is already sufficient for rNISC in Fygrg-hybrid model, when only requires
one-side security against malicious receiver. The sender generates (M, b) < ence(y) using ran-
domized encoding, and obliviously evaluates Mx + b using underlying rOLE. Then receiver can
recover ®(x,y) using the decoder, but no more information is leaked. To make the protocol secure
against a malicious sender, the receiver needs a guarantee that M, b are honestly generated. Such
“proof of honest behavior” is captured by FrepoLe,cps,proot-

For concreteness, consider an explicit randomized encoding scheme. Given any NC! arithmetic
circuit ® of ¢ gates, there exists an ¢t-node branching program G such that ®(x,y) := det G(x,y).
The encoder samples random triangular matrixes Ri, Ro with diagonal all one, i.e. R1, Ry are of
the form

1 $ - $
1

$
1

then outputs the factor matrix and the shift vector of the affine mapping
x — R1-G(x,y) - Ra.

Correctness for this randomized encoder follows directly from det(R;-G(x,y)-R2) = det G(x,y) =
®(x,y). This randomized encoding is also private, because the distribution of Ry - G(x,y) - Re
only depends on det G(x,y) = ®(x,y). For efficiency, note M, b is determined by y, R1, Ro, with
computation complexity O(nt® + mt?). Thus argument that (M, b,y, R1,Rs) is consistent can
be written as arithmetic circuits of O(nt® + mt?) gates in total.

Finally, in the case of evaluating boolean circuits. Convert the circuit as a arithmetic circuit, and
each party should feed input in {0,1}". The functionality FrepOLE,cDS proos allows the enforcement
of such constraints. These leads us to Theorem 5.8.

5.5.2 Constructing Reusable NISC from Frepork cps proost based on Garbled Circuits

Theorem 5.9. If one-way functions exist, there is a computationally secure rNISC protocol in
f,(,]ng—hybrid model for arbitrary polynomial size circuits. Such that securely evaluating an NC!

circuit over n input variables with t gates need poly(\) - O(n + t) OLE queries, where X\ is the
security parameter.

Using one-way function, we can embed garbled circuit in rNISC for better efficience. As a high
level view of the protocol:

e In the choice phase, the receiver sends its input (sid,x) to .F%repDLE7CDS,proof. As ensuring
(using CDS) that x € {0,1}™.

e In the send phase, upon receiving (sid,y,i) from environment. The sender prepares the
garbled circuit computing x — ®(x,y), then sends its input, the garbled circuit together
with all intermediate variable to FrepoLe,cps proos- And convince the receiver that the garbled
circuit is honestly generated using FrepoLg,cps,proot -
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e For each input wire, discloses appropriate tag is disclosed according to receiver’s input. E.g.
for input z;, the receiver gets t; o + x;(ts1 — tio) where t;o,t;1 are the tags for this input
wire. Moreover, use CDS functionality to ensure the receiver gets no information if he feeds
Zg ¢ {07 1} to frepOLE,CDS,proof-

5.6 Efficiency Optimization

So far, we’ve implemented .F%repDLEst,proof, which directly implies a rNIZK protocol in Frgrg-hybrid
model. To order to prove knowledge of a satisfying assignment of an arithmetic circuit, the cost is
no more than 300 Frqrg evaluations gate. In this section, we point out how to reduce the cost.

Along this chain of functionalities FrqrE, ]:%rengE, f%rengECDs, ]-"%rePOLE7CDS7proof, we present a
black-box implementation of the next functionality in the hybrid model of the previous functionality.
This approach ensures that the final result is combination of several well-separated steps. If we
instead allow more entanglement, the efficiency can be dramatically improved.

Trick 1: Using Ha—%repOLE' Protocol Ha_%rePOLE implements f%rengE but it is not fully secure
against a malicious sender. So we wrap it in the final construction H%repDLEv which eliminate the
cheating space of a malicious sender but also increase the cost by more than 6 times. Therefore
if we replace the occurrence of H%rengE in later constructions by Ha_%rengE, efficiency would be
improved. We notice that in many cases, this actually does not hurt the security.

Trick 2: Amortization. In ireporkcps, the sender discloses secret to the receiver if the input
chosen by the receiver satisfies some constraints. The current constraint only consider the case when
the secret is a single field element. The amortized cost can be improved if we consider longer secret.
This amortization is particularly useful, because all the secret are actually disclosed conditioning
on the same constraint.

For example in H%IQPULE’CDS, when the sender discloses secrets s1,...,s; € F conditioning on an

affine constraint cg + 22:1 ¢jTsid; = 0, the following protocol combines trick 1, trick 2 and has a
cheaper cost:

e In the chosen phase, the receiver samples v1, ..., 7 € F, and chooses ~; as input under session
id Sidgamma—t-

e The sender samples 71,...,7x11 € F, chooses new coefficient id cidy, ..., cidy;1 and sends
(cidi, 1), ..., (cidkt1,75+1) 10 Ho-1repore- Then samples sgi1,b1,..., by satisfying spy1 =
> b, and sends (Sidgamma-t, St, bt, cidi) to Froigfor ¢t € [k]. Then samples w1 1,...,wgp10 € F
satisfying Zj cjwyj = 1ico + 5¢ for all t € [k +1] and sends (sid;, cidi, wy j,t) to - 1repore for
telk+1], 7€l

e The receiver, upon receiving (sidgamma-t, 5t, U, cidy) from Frorefor t € [k|, and (sid;, cidy, 2 j,t)
from Tlo-1repore for t € [k + 1], j € [¢], computes §; = Zj ¢jzt j, then aborts if Zle V8¢ +
Sk+1 # Y U, outputs Sq,. .., 8 otherwise.

The amortized cost for disclosing one field element is (2 + %)E + 2 Feoe evaluation calls. In
comparison, the cost for disclosing one field element in the unoptimized construction (Figure 11)
is 13¢ Froie evaluation calls.

Trick 3: Relaying on external randommness. In our construction, the CDS functionality is only
used when the sender need to disclose secrets conditioning on puv = &, where u,v, £ € F are inputs

46



sampled by the receiver that (u,v) is uniformly random. The protocol I irepore,cos can be simplified
by making use of this external randomness.

Let M := [_"1 S], then the constraint pur = £ is equivalent to det M = 0. In section 5.3, we
first generate matrices My, My from M so that each of key,,, ,key,, is uniformly random. These
randomness helps protect the protocol against malicious senders. But by the external randomness,
we already have key,; = (—p) is uniformly random. Therefore the process of generating My, M,
and “proving” headps, 4+ headys, = headys can be skipped, which at least halves the cost.

By combining with trick 1 and trick 2, the amortized cost for disclosing one field element
conditioning on urv = &, is 9 + O(%) Froe evaluation calls. In comparison, the unoptimized
construction (Figure 11) requires 245 Frorg evaluations for the same thing.

In H%rengEst@mof, trick 1 can be used when proving that the coefficients satisfy an affine
constraint. The cost of proving an ¢-variant affine argument is 2¢ Fiq g evaluation calls.

To improve the cost of proving a multiplicative argument, notice that 3 of out the 5 ]-"%IQPOLE
evaluation calls can be safely handled using Il,-1repore. The cost of proving such a multiplicative
argument is 43 + O(%) Froe evaluation calls.

As for the concrete efficiency of our rNIZK protocol: each fan-in-2 addition gate corresponds to
a f§reP0LE,CDS,proof proof of 3-variant affine argument, which costs 6 Frq g evaluation calls; each fan-
in-2 multiplication gate corresponds to a f%rep[]LEpDS,proof proof of some aciq, Gcidy, = Qcids, Which
costs 43 + O(%) Froe evaluation calls; in addition, each input wire and each intermediate wire
corresponds to a coefficient chosen by the sender, which costs 1 Frgig evaluation call.

6 A Reusable OLE Construction based on Paillier

In this section, we show a reusable OLE construction II,or,g based on the Paillier assumption. Our
construction proceeds as follows.

e CRSSetup(1¥): Let N = pg be such that p = 2p' + 1 and g = 2¢’ + 1 for primes p’, ¢’ of the
appropriate length for security parameter k. All operations will be mod N? unless otherwise

specified. Choose b, By <= Z}», and let h =1+ N. Let T'= 2k N2,

Output c¢rs = (N, h,b, By, T)

e ReceiverRequest(crs,a): Parse crs = (N, h,b, By, T). Choose random sk, sk’, v from [T]. Let
B =0b% and B' = b**'. Send B; = BB, and B} = B'B, "7 to the sender, and output state
sk, sk, o, y.

e SenderResponse(crs, (B1, BY), 20, 21): Parse c¢rs = (N, h,b, By,T). Chooose random 7, w from
[T]. Compute ¢ =", Cy = By"h*, C; = B;"h*, and C| = B{"h**~™. Send ¢, Cy, C1,C] to

the receiver.

e ReceiverReceive(crs, (¢, Co, C1,C1), (sk, sk, a,~)): Compute X = Cy7Cy /¢ and X' = Co*7C} /¥
If it is not the case that X2 and X'? are of the form 1+ 2N and 1+ 2'N for some z, z’, then
output L. Otherwise output z = (x + 2')/2 mod N.
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We first show correctness. If both parties are honest, then the response is computed as follows:

X = Cy’Cy /c** (from ReceiverReceive)
= (By"h*)YBh® /(b")** (from SenderResponse)
— (By By /b%) prortw
= (Bo"BBy " /b*)"h#7 % (from ReceiverRequest)
— (B/b™) porw

= (bSk/ bSk)th°7+w (from ReceiverRequest)
— pRovtw
and similarly, X’ = p#o(@—7)+z-w

Next, note that (h?07+%)2 = (14N)2(07+®) = 149(z9y+w)N mod N2, and (h2ole—+z-w)2 —
14+ 2(z0(c — ) + 21 — w)N mod N2 5o the receiver will output z = (z +2')/2 = (207 + w) +
(20( =)+ 21 —w) = zoav + 21 mod N.

Theorem 6.1. Il,org is a UC-secure realization of the reusable OLE functionality FroLE over the
ring Ly
6.1 Security Against Dishonest Receiver

Let Gy g be the subgroup of Zj,, of elements of the form z = N for o' € Zy- Consider the
following simulator S.

To generate the CRS, the simulator generates N, h, T as above, but stores the factorization of N. It
then chooses random b, Yy < Gop g, computes By = Yph, and outputs crs = (N, h,b, By, T).

When the adversary sends (Bj, B}), the simulator proceeds as follows: First, use the factorization
of N to compute Y1,Y] € Ggy and §,0" € Zy such that By = Y1ho and B} = Yl’h‘sl. Send
—(0+9') to F.

When F sends z: Choose random u < Zgyy/, Vo, v1 ¢ Zy, and compute

c="b"
Co = Yg'h™
Cl = Yth’l)l

Ci _ Yluhz+v0(6+5’)—v1

Send (¢, Cp, C1,C1) to A.

Claim 1. The CRS generated above is indistinguishable from the CRS generated by CRSSetup
under the decisional composite residuosity assumption (DCRA).

Proof. First consider an intermediate CRS generated by sampling b <— Ggpy and By ¢ Zy2. This
is indistinguishable from the real CRS by DCRA. Then, note that we obtain an idential distribution
if we choose Yy + Zy2 and output By = Yph. Finally, sampling Yy < Zp2 is indistinguishable
from sampling Yy < Gy again by DCRA. O

48



Claim 2. Consider an intermediate game in which the environment and A interact with the hon-
est sender, but where the CRS is generated as above. The environment’s view in this game is
statistically close to it’s view when interacting with S and F as defined above.

Proof. To see this, first consider a game where the CRS is generated as described above, but the
sender’s response is generated according to SenderResponse with the exception that r, w are chosen
at random from Zgy,n rather than [T]. Note that since 7'/2p'¢’N is exponential in the security
parameter, this will be statistically close to the original distribution.

Now we will argue that the environment’s view in this game is identical to its view when
interacting with & and F. To see this, consider an experiment where the CRS is generated as
described above, and when running SenderResponse, we choose w,w’ < Zayy and vo,v1 < Zn,
and set 7, w € Zgyy N such that 7 = u mod 2p'¢’ and r = vy — zp mod N, and w = w' mod 2p'¢
and w = v1 — 0(vo — 20) mod N. Note that the resulting r, w are uniform over Zs, o, so this is
identical to the previous game. Given By, B, let Y1,Y{ € Goyy and 6,8’ € Zy such that By = Yih?
and B} = Y/h?'.

The resulting ¢, Cy, C1, C] are as follows:

c=0b"=0b"
Co = Bo"h™ = (Yoh)"h™ = Yy"h" 20h%0 = Yyuh
Oy = Bi"hY — (Ylh(s)rhw — Yy upS(wo—20) pr1—d(vo—20) _ yyupen
Ci _ Birhzl—w _ (Yllha’)rhzl—w _ Ylluh(S’(vofzo)h217v1+6(v07z0)
Y Ot o O for o — (5 4 )z + 1.

Finally, note that this is exactly the distribution that would be produced by S and F, since S
would send —(0 + 0’) to F and F would return z = —(§ + ') 29 + 21.
O

6.2 Security Against Dishonest Sender

Let Gy be the subgroup of ZY, of the form x = 2N for o € Ly
Consider the following simulator S.

To generate the CRS, the simulator generates N, h,T as above. It then chooses random b <— Gy
and skq < [T], computes By = b**°, and outputs crs = (N, h,b, By, T).

The simulator then generates By, B} as follows: choose random sk1, sk} < [T] and send By = b**1
and B = b1,

When the adversary sends (c, Cp,Cy,C}), proceed as follows: Compute Xy = Cp/c**0, X; =
C1/c¢*, and X| = Cf/e%1. If it is not the case that X2, X;2, and X/ are of the form
1+ 29N, 1+ 2N and 1 + 2} N for some g, x1, 2], then send L to F. Otherwise send x(/2
and (z1 + 2})/2 to F.

Claim 3. The CRS generated above is indistinguishable from the CRS generated by CRSSetup
as long as the decisional composite residuosity assumption (DCRA) and the quadratic residuosity
assumption (QRA) hold in Zyo.
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Proof. Recall that in the real game b, By are sampled uniformly from Zp2. We first consider a
modification where we compute b = z/V for random 2’; this is indistinguishable by DCRA. Then
we change to computing b = (2/2)"; this will be indistinguishable by QRA. Note that this is
equivalent to sampling b <— G,/y. Next, we argue similarly that by DCRA, QRA, we can choose
By < Gpq instead of By < Zy2. Then observe that if we instead choose sko ¢ Zy, and set
By = b%9, the resulting distribution will be statistically close (because with all but negligible
probability b <= G}y is a generator). Finally, we note that choosing sko <— 7" and then computing
By = b0 is statistically close to choosing skq < Zy g, because T'/p'q’ is exponential. O

Claim 4. Consider an intermediate game in which the environment and A interact with the hon-
est receiver, but where the CRS is generated as above. The environment’s view in this game is
statistically close to it’s view when interacting with & and F as defined above.

Proof. To see this, first consider a variation on the intermediate game, where skg and the random
values sk, sk’,y used in ReceiverRequest are chosen at random from Zs,, y rather than [T]. Note
that since T'/2p'¢’ N is exponential in the security parameter, this will be statistically close to the
original distribution.

Next, we modify the game slightly, so that instead of choosing sk, sk’ directly, we choose random
sk1, sk < Zoyyn and set sk = ski + ysko and sk’ = sk} + (a — ) sko. Note that the resulting
distribution will be identical.

Now, we modify the conditions under which the receiver outputs L, as follows: First, suppose
in addition to running ReceiverReceive, we also compute X, X7, X{ as described above, and output
Lif X2,X’2,X02,X12,X{2 are not of the form 1 + v N for some values of v. Now we argue that
for any environment, this game will be statistically indistinguishable from the previous one. To see
this, note that the only way that these games will be distinguishable is if X2, X’ % are of the form
1 +vN, but at least one of X2, X;2, X{Q is not. (If we are considering the re-usable functionality,
then this requires that on at least one of the sender’s messages, this is true - consider the first such
message.) We will argue that this happens with negligible probability. First, by our computation
of Xo, X1, X{, X, X', we have

X =CyCy /e
= Cy7Cy /c¢*F1Tsk0 by our choice of sk, sk’
= (CofeyCy /e
= Xo"X1 by definition of X, X7.

and similarly X' = X5~ " Xj.

Now, let Yp,V1,Y] € Gy and o,61,8) € Zn be such that Xo? = Yph%, X;2 = Y 4%, and
X| = Y1 A%, If these values allow the environment to distinguish, then at least one of Yo, Y1,Y/
is not 1. Because X = XJX; and X' = X7~ "X/, and both X2 X'? have no Gy component,
it must be the case that ¥5?Y; = 1 and Yp* Y] = 1. However, we observe that 7 is completely
independent of the environment’s view so far. Now, suppose Yy # 1; then the probability that
Yy?Yy = 1is 1/p'q/, which is negligible. If Yy = 1, then Y3"Y; = 1 and Yp®™ Y/ = 1 implies that
Y1, Y{ are both 1 as well. Thus, the probability that X, X’ do not cause L, but Xy, X1, X] do is
negligible.

Next, consider the honest receiver’s output when it is not 1. In the above game, the receiver
gets ¢, Cp, C1, C} from the sender, computes X, X such that X2 = (1 + 2N) and X? = (14 'N),
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and outputs (z + 2)/2. However, as we have argued above, by the way we have defined sk, sk’,
X = Xo"X; and X' = Xy*77X{, so we could instead compute Xo, X1, X] which assuming we
don’t abort will be such that Xo?> = 1 + 29N, X;2 = 1 4+ 1N, and X{Z = 1+ 2| N, Then
X? = Xo®°X; = (1+2oN)"(1+21N) = 1+ (207 +21)N and similarly X'* = 1+ (zo(ec—7) + )N,
so we could equivalently compute z = z¢y + 21 mod N and 2/ = zo(a — y) + 2} mod N and
output (z 4+ 2')/2 = (xoy + 21 + xo(a —v) + 24)/2 = (zo/2)a + (21 + 2})/2 mod N.

Finally, we change to a game where we output L only if X, X3, or X] is not of the correct
form. As we argued above, we will have X = X(7X; and X' = Xo* 7X{, so if X? or X" has a
non-trivial component in Gy, then it must be the case that at least one of X0, X2, X {2 also has
a non-trivial component in G, so this is identical to the previous game. We then observe that
this game is identical to an interaction with § and F, which concludes the proof.

O
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A Reusable Secure Arithmetic Circuit Evaluation

Definition 11 (Arithmetic Circuits and Formulas). An arithmetic circuit ® over a given ring R
with input variables X1, ..., X, and output variables Z1,...,Z; is defined by:
(1) a directed acyclic graph G = (V, E) that has exactly | vertices with out-degree 0 and
(2) a labeling which assigns
e to every vertex with in-degree 0 a label from {X1,..., Xp} UR,
e lo every other vertex a label from {+, x},
e and additionally to every vertex with out-degree 0 a unique label from {Z1,...,Z;}.
If G is a tree (and thus m = 1), then ® is called an arithmetic formula.

The circuit ® computes a function ¢ : R" — R' in a natural way. Fach input gate (vertex
with some label X;) and each constant gate (vertex with label in R) computes the polynomial it
is labeled with. Fach addition gate (vertex labeled +) computes the sum of its children, and each
multiplication gate (vertex labeled x ) computes the product of its children. The function ¢ is then
defined by the polynomials computed by the output gates (vertices with additional label Z;).

We refer to the number of gates |®| := |V| as the size of ®, and to the length of the longest
directed path in G as the depth of ®. We restrict ourself to the case that all gates have in-degree 2,
so0 that any formula of depth d has size O(2%).

Remark A.1l. Every arithmetic circuit with [ output variables can be written as a collection of [
arithmetic formulas of the same depth. The size of these formulas can grow exponentially in their
depth even for linear size circuits. Still, NC! circuits can be written as polynomial size formulas,
since we require that all gates have in-degree 2.
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The ideal functionality for secure arithmetic circuit evaluation with reusable receiver inputs (see
Figure 18) is a special instance of ]-"EI@SC from Figure 1.

. . @
Functionality fr(m)sc

Parametrized by an arithmetic circuit ® over a finite commutative ring R, with input variables divided
into two disjoint sets X1,...,X, and Yi,...,Y,,, and output variables Z1,..., Z;.

Setup/choice phases:

e Upon receiving input (sid, z1,...,x,) from Rachel where (z1,...,2,) € R™ and sid is a session
identifier, store (sid,z1,...,2,), send (sid,initialized) to the adversary and ignore any further
inputs from Rachel with the same session identifier sid.

Send phases:

e Upon receiving input (sid, y1, ..., Ym,t) from Sam where (y1,...,Ym,1) € R™xN and sid is a session
identifier, record (sid, y1,. .., Ym,%), send (sid, sent, ) to the adversary, and ignore any further inputs
from Sam with the same session identifier sid and the same value of 3.

e Upon receiving a message (sid,Delivery,i) from the adversary, verify that there are stored inputs
(sid,x1,...,x,) from Rachel and (sid, y1,...,Ym,?) from Sam; else ignore that message. Next, com-
pute (z1,...,2) according to ®’s functionality from (x1,...,2Zn,y1,-..,Ym), send (sid, z1,...,2;,1)
to Rachel, and ignore further messages (sid,Delivery,i) from the adversary with the same session
identifier sid and the same value of i.

Figure 18: Ideal functionality for secure arithmetic circuit evaluation with reusable receiver inputs.

We will henceforth omit the superscripts F' and ® when they are clear from the context. Other
functionalities such as the zero knowledge functionality can be defined as a special case of the
rNISC functionality.
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