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Abstract. Attribute-Based Encryption (ABE) is a versatile one-to-many encryption primitive, which
enables fine-grained access control over encrypted data. Due to its promising applications in practice,
ABE schemes with high efficiency, security and expressivity have been continuously emerging. On the
other hand, due to the nature of ABE, a malicious user may abuse its decryption privilege. Therefore,
being able to identify such a malicious user is crucial towards the practicality of ABE. Although some
specific ABE schemes in the literature enjoys the tracing function, they are only proceeded case by
case. Most of the ABE schemes do not support traceability. It is thus meaningful and important to
have a generic way of equipping any ABE scheme with traceability. In this work we partially solve the
aforementioned problem. Namely, we propose a way of transforming (non-traceable) ABE schemes satis-
fying certain requirements to fully collusion-resistant black-box traceable ABE schemes, which adds only
O(
√
K) elements to the ciphertext where K is the number of users in the system. And to demonstrate

the practicability of our transformation, we show how to convert a couple of existing non-traceable
ABE schemes to support traceability.
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1 Introduction

Attribute-Based Encryption (ABE), introduced by Sahai and Waters [27], is a versatile one-to-many encryp-
tion primitive which enables fine-grained access control over encrypted data. Due to its promising applications
in practice, ABE has been attracting much attention in the community and undergoing a significant devel-
opment. Among the recently proposed ABE schemes [27,13,5,9,12,29,18,25,14,3,19,30,15,26,16,1], progress
has been made on the schemes’ security, access policy expressivity, and efficiency. For example, Lewko et al.
[18] proposed the first fully secure ABE schemes, Lewko and Waters [19] proposed a new proof technique for
achieving full security for ABE, Attrapadung et al. [3] proposed the first expressive Key-Policy ABE (KP-
ABE) with constant-size ciphertexts, Rouselakis and Waters [26] proposed the first large universe ABE 5

schemes which impose no limitations on the attribute sets or the access policies, Waters [30] proposed the
first ABE scheme supporting regular languages to be the access policy while the previous works support at
most boolean formulas, and Attrapadung [1] proposed a series of fully secure ABE schemes which support
regular languages, constant size ciphertexts, or large universe.

As security, access policy expressivity, and efficiency are the three preliminary directions for ABE research,
traitor tracing is a compulsory requirement for practical ABE schemes. In particular, using Ciphertext-
Policy ABE (CP-ABE) [13,5] as an example, ciphertext access policies do not have to contain any receivers’
identities, and more commonly, a CP-ABE policy is role-based and attributes are shared between multiple

5 In a large universe ABE scheme, the attribute universe could be exponentially large, so that any string can be used
as an attribute, and attributes do not need to be pre-specified during setup.



users. For example, the user with attributes {Bob, Mathematics, PhD Student} and the user with attributes
{Carl, Mathematics, PhD Student} are sharing the attributes {Mathematics, PhD Student} and both of
them can decrypt the ciphertext with policy “(Mathematics AND (PhD Student OR Alumni))”. In practice,
a malicious user, with attributes shared with multiple other users, might leak a decryption blackbox/device,
which is made of the user’s decryption key, for the purpose of financial gain or some other forms of incentives,
as the malicious user has little risk of being identified out of all the users who can build a decryption blackbox
with identical decryption capability. Being able to identify this malicious user (refer to as ‘traitor’) is crucial
towards the practicality of an ABE system.

With a series of work [21,20,23,24], Liu et al. formalized the problem of traitor tracing for ABE well
and proposed the counterparts supporting traitor tracing for some existing appealing ABE schemes. For
example, [20,23] add fully collusion-resistant blackbox traceability6 to the fully secure CP-ABE scheme in
[18], and [24] adds fully collusion-resistant blackbox traceability to the large universe CP-ABE scheme in
[26]. Note that fully collusion-resistant blackbox traceability provides more solid confidence to security and
applicability than t-collusion-resistant traceability7 does, this paper focuses on the fully collusion-resistant
blackbox traceability in ABE.

While Liu et al. [21,20,23,24] transformed several existing appealing ABE schemes to their traceable
counterparts, there are still many other appealing ABE schemes for which no traceable counterparts are
proposed, for example, the fully secure ABE schemes in [1] which support regular languages, large universe,
or constant size ciphertexts. Furthermore, we believe that in the future more and newer ABE schemes with
better security, expressivity, efficiency and other appealing features will appear, and to be practical, these
existing and future ABE schemes also need to be traceable against traitors. Investigating these schemes and
proposing the traceable counterparts one by one will be a heavy workload.

In this paper, we make an attempt to propose a framework to transform ABE schemes to their traceable
counterparts in a generic manner. In particular, by specifying some requirements on the structure of the
ABE constructions, we propose an ABE template, and show that any ABE scheme satisfying this template
can be transformed to a fully collusion-resistant blackbox traceable ABE scheme in a generic manner, at the
cost of sublinear overhead, while keeping the appealing properties of the underlying ABE schemes, such as
fine-grained access control on encrypted data, highly expressive access policy, short ciphertext, and so on.
The contributions of our framework are two folds as below.

– For the existing ABE schemes satisfying the template, the traceable counterparts can be obtained directly
by applying the transformation framework.

– For the existing ABE schemes not satisfying the template and ABE schemes to be proposed in the future,
this framework provides a ‘target’ which they can try to achieve and then could be transformed to a
traceable version.

1.1 Our Results

To enable ABE schemes to be fully collusion-resistant blackbox traceable, we follow the approach in [20,23],
namely, as shown in Fig. 1, converting a non-traceable ABE scheme to an Augmented ABE scheme, and
then applying a generic transformation from Augmented ABE to traceable ABE. As shown in the dash line
part of the Fig. 1, Liu et al. [20,23] introduced the concept of Augmented ABE and established a generic
transformation from Augmented ABE to traceable ABE. While Liu et al. [20,22,23,24] proposed several ad
hoc Augmented ABE constructions from existing non-traceable ABE schemes, in this paper, we propose
an ABE template which covers a major branch of (non-traceable) ABE designs, and propose a generic
transformation from this ABE template to Augmented ABE, as shown in the bold line part of Fig. 1. Thus,

6 Fully collusion-resistant traceability means that the number of colluding users in constructing a decryption device
is not limited and can be arbitrary, and the system remains traceable no matter how many keys are at the disposal
of the device.

7 A t-collusion-resistant scheme has a limitation that the number of colluding users could not exceeds a predefined
system parameter t, i.e., once the number of colluding users exceeds t, the scheme will not be secure any more.
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Fig. 1. Outline

following our ABE template and generic transformation from the ABE template to Augmented ABE in
this paper, as well as the generic transformation from Augmented ABE to traceable ABE by Liu et al.
[20,23], a generic transformation that enables ABE schemes to be fully collusion-resistant blackbox traceable
is established.

In Sec. 2, we review the definitions of conventional (non-traceable) ABE, Traceable ABE, and Augmented
ABE, as well we the generic transformation from Augmented ABE to Traceable ABE. Then we present our
work as below.

– In Sec. 3, we define an ABE template for conventional (non-traceable) ABE. The template represents a
type of ABE construction techniques, so that this template covers not only many existing important ABE
schemes with appealing properties, but also some possible ABE schemes in the future, which consider
this template and corresponding construction techniques when designed.

– Also in Sec. 3, we propose a generic framework that transforms the ABE template to Augmented ABE.
All the ABE schemes satisfying the template can be transformed to their traceable counterparts, enjoying
their original appealing properties and additional fully collusion-resistant blackbox traceability.
• The overhead for the transformation (i.e. the overhead for the fully collusion-resistant blackbox

traceability) is sublinear with the number of users in the system.
• We prove the security of the resulting Augmented ABE in the standard model. (The outline for the

security analysis is given later in Fig. 3.)
– While the ABE template and generic transformation in Sec. 3 are described on composite order groups,

to be more general, in Sec. 4 we show that the template, the transformation, and the proof also work
well for the schemes on prime order groups.

– In Sec. 5, we show some existing appealing ABE schemes with different virtues, indeed satisfy our ABE
template. We obtain the traceable counterparts for these appealing ABE schemes, by applying our generic
transformation framework.

Notice that, our method/framework considers and works for a subset of pairing-based ABE schemes,
namely, those ABE schemes satisfying our non-traceable ABE template, rather than all the ABE schemes.
For example, our framework is not applicable to the lattice-based ABE schemes (e.g. [8]). Actually, as
far as we know, there is not known results on lattice-based ABE schemes with traitor tracing property.
We would like to view our asymptotic result mainly as a stepping stone towards building practical ABE
schemes. In particular, in retrospect, the ABE schemes by Waters [29], Lewko et al. [18], Lewko and Waters
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[19], Rouselakis and Waters [26], Attrapadung [1], and so on, represent one of the main branches of ABE
development, as well as a branch of pairing-based ABE design/construction method, and it is reasonable
to believe that new ABE schemes in this branch will be proposed in future. While these ABE schemes
have been getting better security, policy expressivity, and/or efficiency, they did not consider or support
traitor tracing, and this seriously limits their applicability in practice. Our asymptotic result makes the ABE
schemes following this branch to have traitor tracing functionality, while leaving it as future work to further
reduce the overhead incurred by traitor tracing functionality and make other types of ABE schemes (e.g.
the lattice-based ones) to support traitor tracing.

1.2 Related Work

Boneh and Naor [7] showed that any collusion-resistant binary fingerprinting code [28] gives rise to a collusion-
resistant traitor tracing system [10] with constant size ciphertexts, but the cost is that the secret key size is
linear in the codeword length l, which is quite large, namely, even in the most efficient fingerprinting code
to date (e.g., [6]), l = Õ(t2) for t-collusion-resistance and l = Õ(K2) for fully collusion-resistance, where K is
the number of users in the system. Recently, Lai and Tang [17] adapted the techniques of [7] to the setting of
CP-ABE, namely, given a collusion-resistant fingerprinting code, any CP-ABE scheme can be transferred to
a traceable CP-ABE scheme. The resulting traceable CP-ABE in [17] takes small cost on the ciphertext size,
but has extremely large secret key and public key sizes, which are proportional to the codeword length l of
the underlying fingerprinting code. Table 1 shows a comparison of the key and ciphertext sizes between the
resulting fully collusion-resistant traceable CP-ABE schemes generated by the transformation methods in
[17] and this paper. Note that even using the most efficient fingerprinting code to date, say [6], the resulting
fully collusion-resistant CP-ABE in [17] has public key and secret key sizes proportional to Õ(K2), which
are extremely large. In addition, it is worth mentioning that the tracing algorithm in [17] requires a secret
tracing key so that only a trusted party which knows the tracing key can run the tracing algorithm. In this
paper, our transformation method achieves public traceability, i.e., the tracing algorithm does not need any
secrets and anyone can perform the tracing.

1 Public Key Size Ciphertext Size Secret Key Size Public Traceability

[17] 2 |PK|+ Õ(K2) 2|CT| |SK| · Õ(K2) ×
this work 3 |PK| − 1 + 4

√
K |CT| − 1 + (15 + d0)

√
K |SK|+ 1

√

1 |PK|, |SK|, and |CT| are the public key size, secret key size, and ciphertext size of the
underlying (non-traceable) CP-ABE, respectively.

2 The public key size, ciphertext size, and secret key size of the traceable CP-ABE scheme in
[17] are (approximately) |PK|+ l, 2|CT|, and |SK| · l, respectively, where l is the codeword
length of the underlying fingerprinting code. For the most efficient fingerprinting code [6]
to date, l = Õ(K2) for fully collusion-resistance.

3 In this work, d0 is a constant that describes the (non-traceable) ABE template. For existing
ABE schemes satisfying the template, d0 = 1 or d0 = 2.

Table 1. Comparison of the key and ciphertext sizes

2 Preliminaries

In this section, following the roadmap of [20,23], we review the definitions of conventional (non-traceable)
ABE, (blackbox) Traceable ABE, and Augmented ABE which acts as a bridge that transfers non-traceable
ABE to traceable ABE.

In retrospect, as shown in Fig. 2, a ’functional’ ABE is defined by extending conventional (non-traceable)
ABE, namely by predefining the number of users in the system and indexing the users with uniques indexes.
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Then Traceable ABE is defined by extending ‘functional’ ABE, namely by adding a Trace algorithm and
defining the traceability. Further, Augmented ABE is defined by extending ‘functional’ ABE, namely by
extending the Encrypt algorithm and defining message-hiding and index-hiding properties. Liu et al. [20,23]
proved that an Augmented ABE construction implies a Traceable ABE construction, by a generic trans-
formation. In this work, we investigate how to transfer conventional (non-traceable) ABE constructions to
Augmented ABE constructions in a generic manner.

Below we first review ‘functional’ ABE and its security, then review the definitions of non-traceable ABE,
traceable ABE, and Augmented ABE based on this functional ABE.

To be as general as possible, in these definitions we use the terms ‘ciphertext tag’ and ‘key tag’, rather
than ‘access policy’ and ‘attributes’. When the ciphertext tag is an attribute set and the key tag is a Boolean
formula, it is a KP-ABE supporting Boolean formula as policy; when ciphertext tag is a Deterministic Finite
Automata (DFA) and the key tag is a string, it is a CP-ABE supporting DFA as policy, an so on.
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Fig. 2. Outline of Definitions and Framework

2.1 ‘Functional’ Attribute-Based Encryption

Attribute-Based Encryption Syntax. Given integers a and b where a ≤ b, let [a, b] be the set {a, a +
1, . . . , b}. Also, we use [b] to denote the set {1, 2, . . . , b}. Let relation Γ : X × Y → {0, 1} be a predicate
function that maps a pair of key tag in a space X and ciphertext tag in a space Y to {0, 1}. An Attribute-
Based Encryption (ABE) scheme for predicate Γ consists of following algorithms:

Setup(λ, Γ,K) → (PP,MSK). On input a security parameter λ, a predicate Γ , and the number of users K
in the system, the algorithm runs in polynomial time in λ, and outputs a public parameter PP and a
master secret key MSK.

KeyGen(PP,MSK, X) → SKk,X . On input PP, MSK, and a key tag X ∈ X, the algorithm outputs a secret
key SKk,X corresponding to X. The secret key is assigned and identified by a unique index k ∈ [K].

Encrypt(PP,M, Y )→ CTY . On input PP, a message M , and a ciphertext tag Y ∈ Y, the algorithm outputs
a ciphertext CTY . Y is included in CTY .

Decrypt(PP, CTY ,SKk,X)→M or ⊥. On input PP, a ciphertext CTY , and a secret key SKk,X , the algorithm
outputs a message M or ⊥ indicating the failure of decryption.

Correctness. For all X ∈ X, Y ∈ Y, and messages M , suppose (PP,MSK) ← Setup(λ, Γ,K), SKk,X ←
KeyGen(PP, MSK, X), CTY ← Encrypt(PP,M, Y ). If Γ (X,Y ) = 1 then Decrypt(PP, CTY ,SKk,X) = M .
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Security. The security of an ABE scheme for predicate Γ is defined using the following message-hiding game,
which is a typical semantic security game.
GameMH. The message-hiding game is defined between a challenger and an adversary A as follows:

Setup. The challenger runs Setup(λ, Γ,K) and gives the public parameter PP to A.
Phase 1. For i = 1 to Q1: A adaptively submits (index, key tag) pair (ki, Xki) to ask for secret key for

key tag Xki , and the challenger responds with a secret key SKki,Xki , which corresponds to key tag Xki

and has index ki.
Challenge. A submits two equal-length messages M0,M1 and a ciphertext tag Y ∗. The challenger flips a

random coin b ∈ {0, 1}, and sends CTY ∗ ← Encrypt(PP,Mb, Y
∗) to A.

Phase 2. For i = Q1 + 1 to Q: A adaptively submits (index, key tag) pair (ki, Xki) to ask for secret key
for key tag Xki . and the challenger responds with a secret key SKki,Xki , which corresponds to key tag
Xki and has index ki.

Guess. A outputs a guess b′ ∈ {0, 1} for b.

A wins the game if b′ = b under the restriction that none of the queried {(ki, Xki)}
Q
i=1 can satisfy

Γ (Xki , Y
∗) = 1. The advantage of A is defined as MHAdvA = |Pr[b′ = b] − 1

2 |. Note that to capture that
each secret key has a unique index in [K], it is required that Q ≤ K, ki ∈ [K], and ki 6= kj ∀1 ≤ i 6= j ≤ Q.
But we do not require Xki 6= Xkj , i.e., different users/keys may have the same key tag.

Definition 1. A K-user ABE scheme for predicate Γ is secure if for all probabilistic polynomial time (PPT)
adversaries A, MHAdvA is negligible in λ.

We say that a K-user ABE scheme for predicate Γ is selectively secure if we add an Init stage before Setup
where the adversary commits to the challenge ciphertext tag Y ∗.

2.2 Conventional (non-traceable) ABE

The definitions of conventional (non-traceable) ABE (e.g. in [30,26,1]) are identical to that of the above
functional ABE, except that (1) the number of users in the system is not predefined in the Setup; and (2)
the secret keys are not assigned unique indexes.

Actually, the definitions of the above functional ABE are obtained by modifying the definitions of con-
ventional (non-traceable) ABE, and the modifications (i.e. predefining the number of users in the system and
assigning each secret key a unique index) are necessary settings for an ABE scheme to be blockbox traceable,
and as discussed in [20,23], these settings do not weaken the virtues of ABE or limit its applications.

2.3 Traceable ABE

For an ABE scheme, a ciphertext-tag-specific decryption blackbox D is described by a ciphertext tag YD and
a noticable probability value ε (i.e. ε = 1/f(λ) for some polynomial f), and this blackbox D can decrypt
ciphertexts generated under YD with probability at least ε. As discussed in [20,23], such a blackbox can reflect
most practical scenarios, which include the key-like decryption blackbox for sale and decryption blackbox
“found in the wild”.

Syntax. A (blackbox) Traceable ABE scheme for predicate Γ consists of the four algorithm (Setup,KeyGen,
Encrypt,Decrypt) of the ‘functional’ ABE in Sec. 2.1 and the following Trace algorithm:

TraceD(PP, YD, ε) → KT ⊆ [K]. Trace is an oracle algorithm that interacts with a ciphertext-tag-specific
decryption blackbox D. By given the public parameter PP, a ciphertext tag YD, and a probability value ε, the
algorithm runs in time polynomial in λ and 1/ε, and outputs an index set KT ⊆ [K] which identifies the set
of malicious users. Note that ε has to be polynomially related to λ, i.e. ε = 1/f(λ) for some polynomial f .

Correctness. The correctness of traceable ABE is exactly identical to that of the ‘functional’ ABE in
Sec. 2.1.
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Security. The security definition of traceable ABE is exactly identical to that of the ‘functional’ ABE in
Sec. 2.1, i.e. as in Def. 1.

Traceability. The following tracing game captures the notion of fully collusion-resistant traceability against
ciphertext-tag-specific decryption blackbox.

GameTR. The tracing game is defined between a challenger and an adversary A as follows:

Setup. The challenger runs Setup(λ, Γ,K) and gives the public parameter PP to A.
Key Query. For i = 1 to Q: A adaptively submits (index, key tag) pair (ki, Xki) to ask for secret key for

key tag Xki , and the challenger responds with a secret key SKki,Xki , which corresponds to key tag Xki

and has index ki.
Decryption Blackbox Generation. A outputs a decryption blackbox D associated with a ciphertext

tag YD and a non-negligible probability value ε.
Tracing. The challenger runs TraceD(PP, YD, ε) to obtain an index set KT ⊆ [K].

Let KD = {ki|1 ≤ i ≤ Q} be the index set of secret keys corrupted by the adversary. We say that A wins
the game if the following two conditions hold:

1. Pr[D(Encrypt(PP,M, YD)) = M ] ≥ ε, where the probability is taken over the random choices of message
M and the random coins of D. A decryption blackbox satisfying this condition is said to be a useful
ciphertext-tag-specific decryption blackbox.

2. KT = ∅, or KT 6⊆ KD, or (Γ (Xkt , YD) 6= 1 ∀kt ∈ KT ).

Let TRAdvA denote the probability that A wins.

Definition 2. A K-user ABE scheme for predicate Γ is traceable against ciphertext-tag-specific decryption
blackbox if for all PPT adversaries A, TRAdvA is negligible in λ.

We say that a K-user ABE scheme for predicate Γ is selectively traceable against ciphertext-tag-specific
decryption blackbox if we add an Init stage before Setup where the adversary commits to the ciphertext
tag YD.

Note that the Trace algorithm does not need any secrets and anyone can perform the tracing, i.e. the
above definition models the public traceability.

2.4 Augmented ABE

Syntax. An Augmented ABE (or AugABE for short) scheme has four algorithms (SetupA, KeyGenA, EncryptA,
DecryptA). The setup algorithm SetupA, the key generation algorithm KeyGenA, and the decryption algorithm
DecryptA are the same as that of ‘functional’ ABE in Sec. 2.1, respectively. For the encryption algorithm, it
takes one more parameter k̄ ∈ [K + 1] as input, and is defined as follows.

EncryptA(PP,M, Y, k̄) → CTY . On input PP, a message M , a ciphertext tag Y , and an index k̄ ∈ [K + 1],
the algorithm outputs a ciphertext CTY . Y is included in CTY , but the value of k̄ is not.

Correctness. For all X ∈ X, Y ∈ Y, k̄ ∈ [K + 1], and messages M , suppose (PP,MSK)← SetupA(λ, Γ,K),
SKk,X ← KeyGenA(PP,MSK, X), CTY ← EncryptA(PP,M, Y, k̄). If (Γ (X,Y ) = 1)∧(k ≥ k̄) then DecryptA(PP,
CTY ,SKk,X) = M .

Note that during decryption, as long as Γ (X,Y ) = 1, the decryption algorithm outputs a message, but
only when k ≥ k̄, the output message is equal to the correct message, that is, k ≥ k̄ is an additional condition
and if (Γ (X,Y ) = 1) ∧ (k ≥ k̄), can SKk,X correctly decrypt a ciphertext under (Y, k̄).

Security. The security of AugABE is defined by the following three games. The first game is a message-
hiding game and says that a ciphertext created using index 1 is unreadable to the users whose key tags
do not satisfy the ciphertext tag. The second game is a message-hiding game and says that a ciphertext
created using index K+ 1 is unreadable by anyone. The third game is an index-hiding game and captures
the intuition that a ciphertext created using index k̄ reveals no non-trivial information about k̄.

GameAMH1
. The message-hiding game GameAMH1

is similar to GameMH except that the Challenge phase is

7



Challenge. A submits two equal-length messages M0,M1 and a ciphertext tag Y ∗. The challenger flips a
random coin b ∈ {0, 1}, and sends CTY ∗ ← EncryptA(PP,Mb, Y

∗, 1) to A.

A wins the game if b′ = b under the restriction that none of the queried {(ki, Xki)}
Q
i=1 can satisfy

Γ (Xki , Y
∗) = 1. The advantage of A is defined as MHA

1AdvA = |Pr[b′ = b]− 1
2 |.

Definition 3. A K-user Augmented ABE scheme for predicate Γ is Type-I message-hiding if for all PPT
adversaries A the advantage MHA

1AdvA is negligible in λ.

We say that an Augmented ABE scheme for predicate Γ is selectively Type-I message-hiding if we add an
Init stage before Setup where the adversary commits to the challenge ciphertext tag Y ∗.

GameAMH2
. The message-hiding game GameAMH2

is similar to GameMH except that the Challenge phase is

Challenge. A submits two equal-length messages M0,M1 and a ciphertext tag Y ∗. The challenger flips a
random coin b ∈ {0, 1}, and sends CTY ∗ ← EncryptA(PP,Mb, Y

∗,K + 1) to A.

A wins the game if b′ = b. The advantage of A is defined as MHA
2AdvA = |Pr[b′ = b]− 1

2 |.

Definition 4. A K-user Augmented ABE scheme for predicate Γ is Type-II message-hiding if for all PPT
adversaries A the advantage MHA

2AdvA is negligible in λ.

GameAIH. The index-hiding game defines that, for any ciphertext tag Y ∗, without a secret key SKk̄,Xk̄ such

that Γ (Xk̄, Y
∗) = 1, an adversary cannot distinguish between a ciphertext under (Y ∗, k̄) and (Y ∗, k̄ + 1).

The game proceeds as follows:

Setup. The challenger runs SetupA(λ, Γ,K) and gives the public parameter PP to A.
Key Query. For i = 1 to Q: A adaptively submits (index, key tag) pair (ki, Xki) to ask for secret key for

key tag Xki , and the challenger responds with a secret key SKki,Xki , which corresponds to key tag Xki

and has index ki.
Challenge. A submits a message M and a ciphertext tag pair Y ∗. The challenger flips a random b ∈ {0, 1},

and sends CTY ∗ ← EncryptA(PP,M, Y ∗, k̄ + b) to A.
Guess. A outputs a guess b′ ∈ {0, 1} for b.

A wins the game if b′ = b under the restriction that none of the queried pairs {(ki, Xki)}
Q
i=1 can satisfy

(ki = k̄) ∧ (Γ (Xki , Y
∗) = 1). The advantage of A is defined as IHAAdvA[k̄] = |Pr[b′ = b]− 1

2 |.

Definition 5. A K-user Augmented ABE scheme for predicate Γ is index-hiding if for all PPT adversaries
A the advantages IHAAdvA[k̄] for k̄ = 1, . . . ,K are negligible in λ.

We say that an Augmented ABE scheme for predicate Γ is selectively index-hiding if we add an Init stage
before Setup where the adversary commits to the challenge ciphertext tag Y ∗.

2.5 The Reduction of Traceable ABE to Augmented ABE

Let ΣA = (SetupA,KeyGenA, EncryptA,DecryptA) be an AugABE, define

• Encrypt(PP,M, Y ) = EncryptA(PP,M, Y, 1).
• TraceD(PP, YD, ε) → KT ⊆ [K]. Given a ciphertext-tag-specific decryption blackbox D associated with a

ciphertext tag YD and probability ε > 0, the tracing algorithm works as follows:
1. For k = 1 to K + 1, do the following:

(a) Repeat the following 8λ(N/ε)2 times:
i. Sample M from the message space at random.

ii. Let CTYD ← EncryptA(PP,M, YD, k).
iii. Query oracle D on input CTYD , and compare the output of D with M .

8



(b) Let p̂k be the fraction of times that D decrypted the ciphertexts correctly.
2. Let KT be the set of all k ∈ [K] for which p̂k − p̂k+1 ≥ ε/(4K). Output KT as the index set of the

decryption keys of malicious users.

Let Σ = (SetupA,KeyGenA, Encrypt,DecryptA,Trace), we have the following two theorems:

Theorem 1. If ΣA is Type-I message-hiding (resp. selectively Type-I message-hiding), then Σ is secure
(resp. selectively secure).

Proof. Note that Σ is a special case of ΣA where the encryption algorithm always set k̄ = 1. Hence, GameMH

for Σ, including the restrictions, is exactly identical to GameAMH1
for ΣA, which implies MHAdvA for Σ in

GameMH is equal to MHA
1AdvA for ΣA in GameAMH1

, i.e. if ΣA is Type-I message-hiding, then Σ is secure
(w.r.t. Def. 1). The selective case is similar.

Theorem 2. If ΣA is Type-II message-hiding and index-hiding (resp. selectively index-hiding), then Σ is
traceable (resp. selectively traceable) w.r.t. Def. 2.

Proof. The proof is similar to that in [20,23]. For completeness, we give the the proof sketch below.
We show that if the blackbox output by the adversary is a useful one then KT will satisfy (KT 6=

∅) ∧ (KT ⊆ KD) ∧ (∃kt ∈ KT s.t. Γ (Xkt , YD) = 1) with overwhelming probability, which implies that the
adversary cannot win GameTR, i.e., TRAdvA is negligible. The selective case will be similar.

Let D be the ciphertext-tag-specific decryption blackbox output by the adversary, and YD be the cipher-
text tag describing D. Define

pk̄ = Pr[D(EncryptA(PP,M, YD, k̄)) = M ],

where the probability is taken over the random choice of message M and the random coins of D.
We have that p1 ≥ ε and pK+1 is negligible (for simplicity let pK+1 = 0). The former follows from the

fact that D is useful, and the latter is because ΣA is message-hiding in GameAMH. Then there must exist
some k ∈ [1,K] such that pk − pk+1 ≥ ε/(2K). By the Chernoff bound it follows that with overwhelming
probability, p̂k − p̂k+1 ≥ ε/(4K). Hence, we have KT 6= ∅.

For any k ∈ KT (i.e., p̂k − p̂k+1 ≥ ε
4K ), we know, by Chernoff, that with overwhelming probability

pk − pk+1 ≥ ε/(8K). Clearly (k ∈ KD) ∧ (Γ (Xk, YD) = 1) since otherwise, D can directly be used to win the
index-hiding game for ΣA. Hence, we have (KT ⊆ KD) ∧ (Γ (Xk, YD) = 1 ∀k ∈ KT ).

3 Transform a Non-Traceable ABE to an Augmented ABE

In this section, we first formailze the notation of Pair Encoding Scheme in Sec. 3.1, which is the core
components of the conventional (non-traceable) ABE template we propose in Sec. 3.2. Then in Sec. 3.3 we
propose the generic transformation from the ABE template to the Augmented ABE and in Sec. 3.4 we prove
the security of the resulting Augmented ABE.

Note that the ABE template, the transformation, and the proof in this section are described in composite
order bilinear groups, but as shown later in Sec. 4, all these also work well in prime order bilinear groups.

3.1 Pair Encoding Scheme

The notion of pair encoding scheme here is inspired by the work of Attrapdung [1]. Attrapdung [1] proposed
the notion of pair encoding scheme, including syntax and security definitions, and proved the full security of
some Functional Encryption schemes based on the security of corresponding pair encoding scheme instantia-
tions. Here we borrow the term of pair encoding scheme, and actually we only use the syntax to abstract the
structures of the non-traceable ABE schemes which we aim to transform to AugABE, while not considering
or using the security properties of pair encoding scheme.
A Pair Encoding Scheme for predicate Γ consists of four deterministic algorithms given by (SysParam,KeyParam,
CiperParam,DecPair):
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– SysParam(Γ ) → (d, d0). It takes as input a predicate Γ : X × Y → {0, 1} and outputs two integers d
and d0. d is used to specify the number of common variables in KeyParam and CiperParam, and d0(≤ d)
will be used to specify the requirements of the ABE template. For the default notation, let α and
β = (β1, . . . , βd) denote the list of common variables.

– KeyParam(X,N) → (φ = (φ0, φ1, . . . , φdk), dδ). It takes as inputs N ∈ N and a key tag X ∈ X, and
outputs a sequence of polynomials φ = (φ0, φ1, . . . , φdk) with coefficients in ZN and an integer dδ that
specifies the number of its own variables. Let δ = (δ1, . . . , δdδ) be the variables, we require that each
polynomial φz(0 ≤ z ≤ dk) is a linear combination of monomials α, δi, δiβj , where α, β = (β1, . . . , βd) are
the common variables. For simplicity, we write φ(α,β, δ) = (φ0(α,β, δ), φ1(α,β, δ), . . . , φdk(α,β, δ)).

– CiperParam(Y,N) → (ψ = (ψ1, . . . , ψdc), dπ). It takes as inputs N ∈ N and a ciphertext tag Y ∈ Y,
and outputs a sequence of polynomials ψ = (ψ1, . . . , ψdc) with coefficients in ZN and an integer dπ that
specifies the number of its own variables. Let π = (π, π1, . . . , πdπ ) be the variables, we require that each
polynomial ψz(1 ≤ z ≤ dc) is a linear combination of monomials π, πi, πβj , πiβj , where β = (β1, . . . , βd)
are the common variables. For simplicity, we write ψ(β,π) = (ψ1(β,π), . . . , ψdc(β,π)).

– DecPair(X,Y,N) → E. It takes as inputs N ∈ N, a key tag X ∈ X, and a ciphertext tag Y ∈ Y, and

outputs E ∈ Z(dk+1)×dc
N .

Correctness. The correctness requirement is defined as follows.

– First, for any N ∈ N, X ∈ X, Y ∈ Y, let (φ = (φ0, φ1, . . . , φdk), dδ) ← KeyParam(X,N), (ψ =
(ψ1, . . . , ψdc), dπ) ← CiperParam(Y,N), and E ← DecPair(X,Y,N), if Γ (X,Y ) = 1, then for any
α,β = (β1, . . . , βd), δ = (δ1, . . . , δdδ), π = (π, π1, . . . , πdπ ), we have φ(α,β, δ)Eψ(β,π)T = απ, where
the equality holds symbolically. Note that since φ(α,β, δ)Eψ(β,π)T =

∑
i∈[0,dk],j∈[1,dc]

Ei,jφiψj , this
correctness amounts to check if there is a linear combination of φiψj terms summed up to απ.

– Second, for p that dividesN , if we let KeyParam(X,N)→ (φ = (φ0, φ1, . . . , φdk), dδ) and KeyParam(X, p)→
(φ′ = (φ′0, φ

′
1, . . . , φ

′
dk

), dδ), then it holds that φ mod p = φ′. The requirement for CiperParam is similar.

Remark. We mandate that the variables used in KeyParam and those in CiperParam are different except only
the common variables α and β. We remark that in the syntax, all variables are only symbolic: no probability
distributions have been assigned to them yet. (We will assign these in the later ABE template constcution).
Note that dδ, dk, can depend on X and dπ, dc can depend on Y . We also remark that each polynomial in
φ,ψ has no constant terms.

3.2 A Template for Non-traceable ABE

Below, we first review the composite order bilinear groups and some notations. Then, from a pair encoding
scheme, by adding some additional requirements, we define a template for conventional (non-traceable) ABE
constructions, which works on composite order bilinear groups. We would like to point out, as shown later
in Sec. 4, the template can be easily changed to one on prime order bilinear groups, and the transformation
from the non-traceable ABE template to Augmented ABE, as well as the proof, work well on prime order
bilinear groups.

Composite Order Bilinear Groups. Let G be a group generator, which takes a security parameter λ
and outputs (p1, p2, p3,G,GT , e) where p1, p2, p3 are distinct primes, G and GT are cyclic groups of order
N = p1p2p3, and e : G×G→ GT is a map such that: (1) (Bilinear) ∀g, h ∈ G, a, b ∈ ZN , e(ga, hb) = e(g, h)ab,
(2) (Non-Degenerate) ∃g ∈ G such that e(g, g) has order N in GT . Assume that group operations in G and
GT as well as the bilinear map e are computable in polynomial time with respect to λ. Let Gp1 , Gp2 and
Gp3 be the subgroups of order p1, p2 and p3 in G, respectively. These subgroups are “orthogonal” to each
other under the bilinear map e: if hi ∈ Gpi and hj ∈ Gpj for i 6= j, then e(hi, hj) = 1 (the identity element
in GT ).

Notations. For a given vector v = (v1, . . . , vd) ∈ ZdN and g ∈ G, by gv we mean the vector (gv1 , . . . , gvd) ∈
Gd. For two vectors V = (V1, . . . , Vd),W = (W1, . . . ,Wd) ∈ Gd, by V ·W we mean the vector (V1 ·
W1, . . . , Vd ·Wd) ∈ Gd, i.e. it performs component-wise multiplication. Furthermore, by ed(V ,W ) we mean
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∏d
k=1 e(Vk,Wk). Particularly, for v = (v1, . . . , vd),w = (w1, . . . , wd) ∈ ZdN , we have gv · gw = gv+w, and

ed(g
v, gw) =

∏d
k=1 e(g

vk , gwk) = e(g, g)(v·w), where (v ·w) is the inner product of v and w. Sometimes we

omit the subscript d of ed(V ,W ). For a vector V = (V1, . . . , Vd) ∈ Gd and a matrix A = (Ai,j)d×t ∈ Zd×tN ,

by V A we mean (
∏d
i=1 V

Ai,1
i ,

∏d
i=1 V

Ai,2
i , . . . ,

∏d
i=1 V

Ai,t
i ) ∈ Gt.

Non-traceable ABE template. The template consists of four algorithms as follows:

SetupNT(λ, Γ )→ (PP,MSK). Run (N, p1, p2, p3,G,GT , e)← G(λ). Pick generators g ∈ Gp1 , X3 ∈ Gp3 . Run
(d, d0) ← SysParam(Γ ), where 1 ≤ d0 ≤ d. Pick random β = (β1, . . . , βd) ∈ ZdN . Pick random α ∈ ZN .
The public parameter is

PP =
(
(N,G,GT , e), g, gβ, X3, e(g, g)α

)
.

The master secret key is MSK =
(
α
)
.

KeyGenNT(PP,MSK, X)→ SKX . On input a key tag X, run (φ = (φ0, φ1, . . . , φdk), dδ)← KeyParam(X,N).
Pick random δ = (δ1, . . . , δdδ) ∈ ZdδN , R = (R0, . . . , Rdk) ∈ Gdk+1

p3
. Output a secret key SKX as

SKX =
(
X,K = gφ(α,β,δ) ·R

)
.

To satisfy the template, it is required that for any key tag X and variables δ = (δ1, . . . , δdδ),
1. dk ≥ d0.
2. for z ∈ [2, dk], φz(α,β, δ) does not contain α or β1δ1. For simplicity, we write them as φz(β, δ), as

they do not contain α.
3. φ1(α,β, δ) = δ1, φ0(α,β, δ) = α+ β1δ1 +

∑d0

d̃=2
βd̃φd̃(β, δ).

That is, 8

SKX =
(
X, (K0 = gαgβ1δ1

d0∏
d̃=2

gβd̃φd̃(β,δ)R0, K1 = gδ1 ·R1,

K2 = gφ2(β,δ) ·R2, . . . , Kdk = gφdk (β,δ) ·Rdk)
)
.

EncryptNT(PP,M, Y )→ CTY . On input a ciphertext tag Y , run (ψ = (ψ1, . . . , ψdc), dπ)← CiperParam(Y,N).
Pick random π = (π, π1, . . . , πdπ ) ∈ Zdπ+1

N . Set P = gψ(β,π). Output a ciphertext CTY as

CTY =
(
Y, P , C = M · e(g, g)απ

)
.

Note that P can be computed from gβ and π since ψ(β,π) contains only linear combinations of mono-
mials π, πi, πβj , πiβj .
To satisfy the template, it is required that for any ciphertext tag Y and variables π = (π, π1, . . . , πdπ ),
1. ψ1(β,π) = π.
2. ψ2(β,π) = β2π, . . . , ψd0

(β,π) = βd0
π.

That is, the first d0 components of P are P1 = gπ, P2 = gβ2π, . . . , Pd0 = gβd0
π.

DecryptNT(PP, CTY ,SKX)→M or ⊥. Obtain X, Y from SKX , CTY . Suppose Γ (X,Y ) = 1 (if Γ (X,Y ) 6= 1,

output ⊥). Run E ← DecPair(X,Y,N) ∈ Z(dk+1)×dc
N . Compute e(g, g)απ = e(KE,P ), and output

M ← C/e(g, g)απ.
To satisfy the template, it is required that there is an algorithm DecPair1 such that:

– For any N ∈ N, X ∈ X, Y ∈ Y, let (φ = (φ0, φ1, . . . , φdk), dδ) ← KeyParam(X,N), (ψ =
(ψ1, . . . , ψdc), dπ)← CiperParam(Y,N), for any variables α,β = (β1, β2, . . . , βd), δ = (δ1, δ2, . . . , δdδ),

π = (π, π1, . . . , πdπ ), let E1 ← DecPair1(X,Y,N) ∈ Z(dk+1)×dc
N , if Γ (X,Y ) = 1 we have that

φE1ψ
T = β1δ1π, i.e., there is a linear combination of φiψj terms summed up to β1δ1π.

Later we will show that a series of ABE schemes with appealing features satisfy this template.

8 Note that to cover as many ABE schemes as possible, we only specify the necessary requirements which we may
use in the constructions and proofs of our generic transformation framework. Here we do not require φd̃(β, δ) (for
d̃ = 2 to d0) to contain only linear combination of monomials δi. Actually, if φd̃(β, δ) contained βj , K0 could still
be computed, by putting β in MSK.
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3.3 Augmented ABE Transformed from Non-traceable ABE

Notations. Suppose that the number of users K in the system equals to m2 for some m. In practice,
if K is not a square, we can add some “dummy” users until it pads to the next square. We arrange the
users in an m × m matrix and uniquely assign a tuple (i, j), where i, j ∈ [1,m], to each user. A user at
position (i, j) of the matrix has index k = (i − 1) ∗ m + j. For simplicity, we directly use (i, j) as the
index where (i, j) ≥ (̄i, j̄) means that ((i > ī) ∨ (i = ī ∧ j ≥ j̄)). The use of pairwise notation (i, j) is
purely a notational convenience, as k = (i − 1) ∗m + j defines a bijection between {(i, j)|i, j ∈ [1,m]} and
[1,K]. Given a bilinear group order N , one can randomly choose rx, ry, rz ∈ ZN , and set χ1 = (rx, 0, rz),
χ2 = (0, ry, rz), χ3 = χ1 × χ2 = (−ryrz,−rxrz, rxry). Let span{χ1,χ2} = {ν1χ1 + ν2χ2|ν1, ν2 ∈ ZN} be
the subspace spanned by χ1 and χ2. We can see that χ3 is orthogonal to the subspace span{χ1,χ2} and
Z3
N = span{χ1,χ2,χ3} = {ν1χ1 + ν2χ2 + ν3χ3|ν1, ν2, ν3 ∈ ZN}. For any v ∈ span{χ1,χ2}, (χ3 · v) = 0,

and for random v ∈ Z3
N , (χ3 · v) 6= 0 happens with overwhelming probability.

Below we propose our AugABE construction, which is transformed from the conventional (non-traceable)
ABE template in above Sec. 3.2. Note that the parts written in the box are the same as the conventional
(non-traceable) ABE template, and we add/modify some additional parts to form our generic AugABE
construction.

SetupA(λ, Γ,K = m2)→ (PP,MSK).

Run (N, p1, p2, p3,G,GT , e)← G(λ). Pick generators g ∈ Gp1 , X3 ∈ Gp3 .
Run (d, d0)← SysParam(Γ ), where 1 ≤ d0 ≤ d. Pick random β = (β1, . . . , βd) ∈ ZdN .

Pick random {αi, ri, zi ∈ ZN}i∈[m], {cj ∈ ZN}j∈[m]. The public parameter is

PP =
(

(N,G,GT , e), g,h = gβ, X3, {Ei = e(g, g)αi , Gi = gri , Zi = gzi}i∈[m], {Hj = gcj}j∈[m]

)
.

The master secret key is MSK =
(
α1, . . . , αm, r1, . . . , rm, c1, . . . , cm

)
.

A counter ctr = 0 is implicitly included in MSK.
KeyGenA(PP,MSK, X)→ SK(i,j),X .

Upon input a key tag X, run (φ = (φ0, φ1, . . . , φdk), dδ)← KeyParam(X,N).
Pick random δ = (δ1, . . . , δdδ) ∈ ZdδN , R = (R0, . . . , Rdk) ∈ Gdk+1

p3
.

Pick random R′0 ∈ Gp3
. Set ctr = ctr+ 1 and then compute the corresponding index in the form of (i, j)

where 1 ≤ i, j ≤ m and (i− 1) ∗m+ j = ctr. Output a secret key SK(i,j),X as

SK(i,j),X =
(
(i, j), X, K = gφ(ricj+αi, β, δ) ·R, K ′0 = Zδ1i R

′
0

)
,

Note the requirements stated in KeyGenNT, we have

SK(i,j),X =
(
(i, j), X, (K0 = gricj+αigβ1δ1

d0∏
d̃=2

gβd̃φd̃(β,δ)R0, K1 = gδ1R1,

K2 = gφ2(β,δ) ·R2, . . . , Kdk = gφdk (β,δ) ·Rdk),

K ′0 = Zδ1i R
′
0

)
.

EncryptA(PP,M, Y, (̄i, j̄))→ CTY .

1. Upon input a ciphertext tag Y , run (ψ = (ψ1, . . . , ψdc), dπ)← CiperParam(Y,N).
Pick random π = (π, π1, . . . , πdπ ) ∈ Zdπ+1

N . Set P = gψ(β,π).
Note that P can be computed from gβ and π since ψ(β,π) contains only linear combinations of
monomials π, πi, πβj , πiβj .

2. Pick random

κ, τ, s1, . . . , sm, t1, . . . , tm ∈ ZN ,
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vc, w1, . . . ,wm ∈ Z3
N .

Pick random rx, ry, rz ∈ ZN , and set χ1 = (rx, 0, rz), χ2 = (0, ry, rz), χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
Pick random

vi ∈ Z3
N ∀i ∈ {1, . . . , ī},

vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m}.

For each row i ∈ [m]:
– if i < ī: randomly choose ŝi ∈ Zp, and set

Ri = gvi , R′i = gκvi , Qi = gsi , Qi,1 = (gβ1)siZtii (gβ1)π,

Qi,2 = (gβ2)si , . . . , Qi,d0
= (gβd0 )si ,

Q′i = gti , Ti = E ŝii .

– if i ≥ ī: set

Ri = Gsivii , R′i = Gκsivii , Qi = gτsi(vi·vc), Qi,1 = (gβ1)τsi(vi·vc)Ztii (gβ1)π,

Qi,2 = (gβ2)τsi(vi·vc), . . . , Qi,d0 = (gβd0 )τsi(vi·vc),

Q′i = gti , Ti = M · Eτsi(vi·vc)i .

For each column j ∈ [m]:

– if j < j̄: randomly choose µj ∈ ZN , and set Cj = H
τ(vc+µjχ3)
j · gκwj , C ′j = gwj .

– if j ≥ j̄: set Cj = Hτvc
j · gκwj , C ′j = gwj .

3. Output the ciphertext CTY as CTY = 〈Y, P , (Ri,R
′
i, Qi, {Qi,d̃}

d0

d̃=1
, Q′i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉.

DecryptA(PP, CTY ,SK(i,j),X) → M or ⊥. Parse CTY to CTY = 〈Y, P , (Ri,R
′
i, Qi, {Qi,d̃}

d0

d̃=1
, Q′i, Ti)

m
i=1,

(Cj ,C
′
j)
m
j=1〉 and SK(i,j),X to SK(i,j),X =

(
(i, j), X, K = (K0, . . . ,Kdk), K ′0

)
. Obtain Y , X from CTY ,

SK(i,j),X . Suppose Γ (X,Y ) = 1 (if Γ (X,Y ) 6= 1, output ⊥).
1. Run E1 ← Pair1(X,Y,N). Compute DP ← e(KE1 ,P ).
2. Compute

DI ←
e(K0, Qi) · e(K ′0, Q′i)

e(K1, Qi,1) ·
∏d0

d̃=2
e(Kd̃, Qi,d̃)

·
e3(R′i,C

′
j)

e3(Ri,Cj)
.

3. Computes M ← Ti/(DP ·DI) as the output message. Suppose that the ciphertext is generated from
message M ′ and encryption index (̄i, j̄), it can be verified that only when (i > ī) or (i = ī ∧ j ≥ j̄),
M = M ′. This is because for i > ī, we have (vi · χ3) = 0 (since vi ∈ span{χ1,χ2}), and for i = ī, we
have that (vi · χ3) 6= 0 happens with overwhelming probability (since vi is randomly chosen from Z3

N ).
The correctness is referred to Appendix A.

3.4 Security of Augmented ABE

Let ΣNT = (SetupNT,KeyGenNT,EncryptNT,DecryptNT) be a non-traceable ABE scheme satisfying the tem-
plate in Sec. 3.2, and ΣA = (SetupA,KeyGenA,EncryptA,DecryptA) be an Augmented ABE scheme derived
from ΣNT as shown in Sec. 3.3. As shown in Fig. 3, Theorem 3, Theorem 4, and Theorem 5 state that the
AugABE proposed above is Type-I message-hiding, Type-II message-hiding, and selectively index-hiding,
respectively. Below we prove Theorem 3 and Theorem 4 in a framework manner. For the Theorem 5, we
prove it in a framework manner partially, namely, we prove Claim 2 in a framework manner, while proving
Lemma 1 case by case for the concrete underlying conventional (non-traceable) ABE schemes, and the proof
of Claim 1 will be identical to that of Lemma 1.
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Theorem 3:  
Type-I message-hiding

Theorem 4:  
Type-II message-hiding

Theorem 5:  
Index-hiding

Lemma 1: 

(i, j) ≈ (i, j + 1)
Lemma 2: (i, m) ≈ (i + 1,1)

Claim 1: 

(i, m) ≈ (i, m + 1)
Claim 2: 

(i, m + 1) ≈ (i + 1,1)

Theorem 1:  
Security

Theorem 2:  
Traceability

Identical to 
Lemma 1

Proved in 
framework

Proved in 
framework

Proved Case 
by Case

Proved in 
framework

Reduced to the security 
of the underlying non-
traceable ABE scheme

Traceable ABE

Augmented ABE

Conventional (non-traceable) ABE

Fig. 3. Outline for Security Analysis

Theorem 3. If ΣNT is secure (resp. selectively secure), then ΣA is Type-I message-hiding (resp. selectively
Type-I message-hiding).

Proof. Suppose there is a PPT adversary A that can break ΣA in GameAMH1
with non-negligible advantage

MHA
1AdvA, we construct a PPT algorithm B to break ΣNT with advantage AdvBΣNT, which equals to

MHA
1AdvA.

Setup. B receives the public parameter PPNT =
(
(N,G,GT , e) g, gβ, X3, E = e(g, g)α

)
from the challenger,

where g ∈ Gp1
andX3 ∈ Gp3

are the generators of subgroups Gp1
and Gp3

respectively, β = (β1, . . . , βd) ∈ ZdN
(for (d, d0)← SysParam(Γ )) and α ∈ ZN are randomly chosen. B picks random {α′i, ri, zi ∈ ZN}i∈[m], {cj ∈
ZN}j∈[m], then gives A the public parameter PP:

PP =
(

(N,G,GT , e), g, gβ, X3, {Ei = E · e(g, g)α
′
i , Gi = gri , Zi = gzi}i∈[m], {Hj = gcj}j∈[m]

)
.

Note that B implicitly chooses {αi ∈ ZN}i∈[m] such that {α+ α′i ≡ αi mod p1}i∈[m].
Phase 1. To respond to A’s query for ((i, j), X(i,j)), B submits X(i,j) to the challenger, and receives a secret
key

SKNT
X(i,j)

=
(
X(i,j), (K̃0 = gαgβ1δ1

d0∏
d̃=2

gβd̃φd̃(β,δ)R0, K̃1 = gδ1 ·R1,

K̃2 = gφ2(β,δ) ·R2, . . . , K̃dk = gφdk (β,δ) ·Rdk)
)
,

where (φ = (φ0, φ1, . . . , φdk), dδ) ← KeyParam(X(i,j), N), δ = (δ1, . . . , δdδ) ∈ ZdδN , R = (R0, . . . , Rdk) ∈
Gdk+1
p3

.

B picks random R̃′0 ∈ Gp3
, then responses A with a secret key SK(i,j),X(i,j)

as

SK(i,j),X(i,j)
=
(
(i, j), X(i,j), (K0 = K̃0 · gricj+α

′
i , K1 = K̃1,
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K2 = K̃2, . . . , Kdk = K̃dk),

K ′0 = K̃zi
1 R̃
′
0

)
.

Note that such a secret key has the same distribution as the secret key in the real Augmented ABE scheme,
i.e. SK(i,j),X(i,j)

=
(
(i, j), X(i,j), K = gφ(ricj+αi,β,δ) ·R, K ′0 = Z

σi,j
i R′0

)
, where R′0 = Rzi1 R̃

′
0.

Challenge. A submits to B a ciphertext tag Y ∗ and two equal length messages M0,M1. B submits
(Y ∗,M0,M1) to the challenger, and receives the challenge ciphertext in the form of

CTNT = 〈 Y ∗, P̃ = gψ(β,π̃), C̃ = M · e(g, g)απ̃ 〉,

where (ψ = (ψ1, . . . , ψdc), dπ)← CiperParam(Y ∗, N), π̃ = (π̃, π̃1, . . . , π̃dπ ) ∈ Zdπ+1
N .

Note that ψ(β, π̃) contains only linear combinations of monomials π̃, π̃i, π̃βj , π̃iβj , and the first d0 com-

ponents of P̃ are P̃1 = gπ̃, P̃2 = gβ2π̃, . . . , P̃d0
= gβd0

π̃. B creates a challenge ciphertext for (̄i, j̄) = (1, 1) as
follows:
1. B picks random π′ = (π′, π′1, . . . , π

′
dπ

) ∈ Zdπ+1
N , then sets P = gψ(β,π′) · (P̃ )−1.

Here (P̃ )−1 means (P̃−1
1 , . . . , P̃−1

dc
). Note that ψ(β, π̃) contains only linear combinations of monomials

π̃, π̃i, π̃βj , π̃iβj , we have (P̃ )−1 = gψ(β,−π̃). Note that ψ(β,π′) contains only linear combinations of mono-

mials π′, π′i, π
′βj , π

′
iβj , we have that P = gψ(β,π′−π̃).

2. B picks random

κ, τ, s′1, . . . , s
′
m, t1, . . . , tm ∈ ZN ,

vc, w1, . . . ,wm ∈ Z3
N .

B picks random rx, ry, rz ∈ ZN , and sets χ1 = (rx, 0, rz), χ2 = (0, ry, rz), χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
B picks random v1 ∈ Z3

N , vi ∈ span{χ1,χ2} ∀i ∈ {2, . . . ,m}.
For each row i ∈ [m]: note that i ≥ ī (since ī = 1), B sets

Ri = G
s′ivi
i · P̃

ri
τ(vi·vc)

vi

1 , R′i = G
κs′ivi
i · P̃

riκ

τ(vi·vc)
vi

1 ,

Qi = gτs
′
i(vi·vc)P̃1, Qi,1 = (gβ1)τs

′
i(vi·vc)Ztii (gβ1)π

′
,

Qi,2 = (gβ2)τs
′
i(vi·vc) · P̃2, . . . , Qi,d0

= (gβd0 )τs
′
i(vi·vc) · P̃d0

,

Q′i = gti , Ti = C̃ · e(gα
′
i , P̃1) · Eτs

′
i(vi·vc)

i .

For each column j ∈ [m]: note that j ≥ j̄ (since j̄ = 1), B sets

Cj = Hτvc
j · gκwj , C ′j = gwj .

3. B outputs the ciphertext CTY ∗ as CTY ∗ = 〈Y ∗, P , (Ri,R
′
i, Qi, {Qi,d̃}

d0

d̃=1
, Q′i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉. Note

that this CTY ∗ is a well-formed ciphertext for ciphertext tag Y ∗ and encryption index (̄i, j̄) = (1, 1), with
implicitly setting s1, . . . , sm ∈ ZN and π = (π, π1, . . . , πdπ ) ∈ Zdπ+1

N by

s′i +
π̃

τ(vi · vc)
≡ si mod p1 ∀i ∈ {1, . . . ,m}, π′ − π̃ ≡ π mod p1.

Phase 2. Same with Phase 1.

Guess. A gives B a b′. B gives b′ to the challenger.

Note that the distributions of the public parameter, secret keys and challenge ciphertext that B gives A
are same as the real scheme, we have AdvBΣNT = MHA

1AdvA.

Theorem 4. ΣA is Type-II message-hiding.
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Proof. The argument for message-hiding in GameAMH2
is straightforward since an encryption to index K + 1

(i.e. (m+ 1, 1)) contains no information about the message. The simulator simply runs SetupA and KeyGenA
and encrypts Mb under the challenge ciphertext tag Y ∗ and index (m + 1, 1). Since for all i = 1 to m,
Ti = E ŝii contains no information about the message, the bit b is perfectly hidden and MHA

2AdvA = 0.

Now we investigate the Theorem 5 where we prove the index-hiding property. As shown in Fig. 3,
Theorem 5 follows Lemma 1 and Lemma 2, and we need to prove Lemma 1 case by case. Here we use
‘Assumption X’ to represent the assumption(s) that Lemma 1 is based on, and we will present the concrete
assumptions when we prove Lemma 1 concretely.

Theorem 5. Suppose that the Assumption X, the D3DH, and the DLIN Assumption hold. 9 Then no PPT
adversary can (selectively) win GameAIH with non-negligible advantage.

Proof. It follows Lemma 1 and Lemma 2 below.

Lemma 1. If the Assumption X hold, then for j̄ < m, no PPT adversary can (selectively) distinguish
between an encryption to (̄i, j̄) and (̄i, j̄ + 1) in GameAIH with non-negligible advantage.

Proof. In GameAIH with index (̄i, j̄), let Y ∗ be the challenge ciphertext tag, the restriction is that the ad-
versary A does not query a secret key for (index, key tag) pair ((i, j), X(i,j)) such that

(
(i, j) = (̄i, j̄)

)
∧(

Γ (X(i,j), Y
∗) = 1

)
. Under this restriction, there are two ways for A to take:

Case I: In Key Query phase, A does not query a secret key with index (̄i, j̄).
Case II: In Key Query phase, A queries a secret key with index (̄i, j̄). Let X(̄i,j̄) be the corresponding key

tag. The restriction requires that Γ (X(̄i,j̄), Y
∗) 6= 1.

Case I is easy to handle as the adversary does not query a secret key with the challenge index (̄i, j̄).
Case II captures the index-hiding requirement in that even if a user has a key with index (̄i, j̄) he cannot
distinguish between an encryption to (Y ∗, (̄i, j̄)) and (Y ∗, (̄i, j̄ + 1)), if the corresponding key tag does not
satisfies Γ (X(̄i,j̄), Y

∗) = 1. This is the most challenging part of achieving strong traceability. Actually, this is
the only part where we cannot handle in a framework manner, and we have to prove this lemma for different
schemes case by case.

Lemma 2. If the Assumption X, the D3DH, and the DLIN Assumption hold, then for 1 ≤ ī ≤ m, no
PPT adversary can (selectively) distinguish between an encryption to (̄i,m) and (̄i + 1, 1) in GameAIH with
non-negligible advantage.

Proof. Similar to the proof of Lemma 6.3 in [11], to prove this lemma we define the following hybrid exper-
iment: H1: encrypt to (̄i, j̄ = m); H2: encrypt to (̄i, j̄ = m + 1); and H3: encrypt to (̄i + 1, 1). This lemma
follows Claim 1 and Claim 2 below.

Claim 1. If the Assumption X holds, then no PPT adversary can (selectively) distinguish between experiment
H1 and H2 with non-negligible advantage.

Proof. The proof is identical to that for Lemma 1.

Claim 2. If the D3DH and the DLIN hold, then no PPT adversary can distinguish between experiment H2

and H3 with non-negligible advantage.

Proof. The indistinguishability of H2 and H3 can be proved using a proof similar to that of Lemma 6.3 in
[11], which was used to prove the indistinguishability of similar hybrid experiments for their Augmented
Broadcast Encryption (AugBE) scheme. For simplicity, we prove Claim 2 by a reduction from our AugABE
scheme to the AugBE scheme in [11].

In particular, Garg et al. [11, Sec. 5.1] proposed an AugBE scheme ΣAugBE = (SetupAugBE, EncryptAugBE,
DecryptAugBE) and proved ΣAugBE is index-hiding. In the proof of index-hiding for ΣAugBE in [11, Lemma 6.3],
two hybrid experiments were defined and proven indistinguishable via a sequence of hybrid sub-experiments.

9 Here D3DH and DLIN are the abbreviation of the widely accepted Decision 3-Party Diffie Hellman Assumption
and Decisional Linear Assumption, respectively. we refer to [11] for the details of these two assumptions.
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– HAugBE
2 : Encrypt to (̄i,m+ 1), (i.e. H2 in [11])

– HAugBE
3 : Encrypt to (̄i+ 1, 1), (i.e. H5 in [11])

By following [11, Lemma 6.3], if the D3DH and the DLIN hold, no PPT adversary can distinguish between

HAugBE
2 and HAugBE

3 for ΣAugBE with non-negligible advantage. Suppose there is a PPT adversary A that can
distinguish between H2 and H3 for our AugABE scheme with non-negligible advantage. We can construct a
PPT algorithm B to distinguish between HAugBE

2 and HAugBE
3 for ΣAugBE with non-negligible advantage.

The game of B distinguishing between HAugBE
2 and HAugBE

3 is played in the subgroup Gp1
of order p1 in

a composite order group GN of order N = p1p2p3. B is given the values of p1, p2 and p3, and can chooses
for itself everything in the subgroup Gp3

.

Setup. The challenger gives B the public key PKAugBE, and due to (̄i,m + 1) /∈ {(i, j)|1 ≤ i, j ≤ m}, the

challenger gives B all private keys in the set {SKAugBE
(i,j) |1 ≤ i, j ≤ m}:

10

PKAugBE =
(
g, {Ei = e(g, g)αi , Gi = gri}i∈[m], {Hj = gcj , fj}j∈[m]

)
,

SKAugBE
(i,j) =

(
K̃i,j , K̃

′
i,j , {K̃i,j,j′}j′∈[m]\{j}

)
=
(
gαigricjf

σi,j
j , gσi,j , {fσi,jj′ }j′∈[m]\{j}

)
,

where g, f1, . . . , fm ∈ Gp1
, {αi, ri ∈ Zp1

}i∈[m], {cj ∈ Zp1
}j∈[m], σi,j(1 ≤ i, j ≤ m) ∈ Zp1

are randomly chosen.
B picks random X3 ∈ Gp3

, runs (d, d0) ← SysParam(Γ ), and picks random β2, . . . , βd ∈ ZN . B picks
random z1, . . . , zm ∈ ZN . Setting gβ = (

∏m
j=1 fj , g

β2 , . . . , gβd), B gives A the following public parameter PP:

PP =
(

(N,G,GT , e), g, gβ, X3, {Ei, Gi, Zi = gzi}i∈[m], {Hj}j∈[m]

)
.

Note that B implicitly picks β1 ∈ ZN such that gβ1 =
∏m
j=1 fj .

Key Query. To respond toA’s query for ((i, j), X(i,j)), B runs (φ = (φ0, φ1, . . . , φdk), dδ)← KeyParam(X(i,j),

N), and picks random δ2, . . . , δdδ ∈ ZN , R = (R0, . . . , Rdk) ∈ Gdk+1
p3

, and R′0 ∈ Gp3
. B outputs a secret key

SK(i,j),X(i,j)
as

SK(i,j),X(i,j)
=
(
(i, j), X(i,j), (K0 = K̃i,j · (

∏
j̃∈[m]\{j}

K̃i,j,j̃) ·
d0∏
d̃=2

gβd̃φd̃(β,δ)R0, K1 = K̃ ′i,j ·R1,

K2 = gφ2(β,δ) ·R2, . . . , Kdk = gφdk (β,δ) ·Rdk),

K ′0 = (K̃ ′i,j)
zi ·R′0

)
.

Note that B implicitly picks δ1 ∈ ZN such that δ1 ≡ σi,j mod p1. Note that for any variables α ∈ ZN ,β =

(β1, . . . , βd) ∈ ZdN , δ = (δ1, . . . , δdδ) ∈ ZdδN , each φz(β, δ)(2 ≤ z ≤ dk) contains only linear combinations of

monomials δi, δiβj and does not contain β1δ1. Note that B knows the values of gδ1 = gσi,j = K̃ ′i,j , δ2, . . . , δdδ
and gβ1 =

∏m
j=1 fj , β2, . . . , βd, B can calculate the values of gφ2(β,δ), . . . , gφdk (β,δ), and then the values of

gβd̃φd̃(β,δ) for d̃ ∈ {2, . . . , d0}. Thus, we know B can produce the above secret key SK(i,j),X(i,j)
.

Challenge. A submits a message M and a ciphertext tag Y ∗. Note that (̄i,m + 1) /∈ {(i, j)|1 ≤ i, j ≤ m},
B sets the receiver set to be J = {(i, j)|1 ≤ i, j ≤ m} and submits (M,J) to the challenger. The challenger
gives B the challenge ciphertext CTAugBE = 〈(R̃i, R̃

′
i, Q̃i, Q̃

′
i, T̃i)

m
i=1, (C̃j , C̃

′
j)
m
j=1, J〉, which is encrypted to

(i∗, j∗) ∈ {(̄i,m+ 1), (̄i+ 1, 1)} and in the form of

1. For each i ∈ [m]:
– if i < i∗: R̃i = gvi , R̃′i = gκvi , Q̃i = gsi , Q̃′i = (

∏
ĵ∈Ji fĵ)

si , T̃i = E ŝii .

– if i ≥ i∗: R̃i = Gsivii , R̃′i = Gκsivii , Q̃i = gτsi(vi·vc), Q̃′i = (
∏
ĵ∈Ji fĵ)

τsi(vi·vc), T̃i = M ·Eτsi(vi·vc)i .
2. For each j ∈ [m]:

10 Note that we slightly changed the variable names in the underlying AugBE scheme to better suit our proof.
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– if j < j∗: C̃j = H
τ(vc+µjχ3)
j · gκwj , C̃ ′j = gwj .

– if j ≥ j∗: C̃j = Hτvc
j · gκwj , C̃ ′j = gwj .

where κ, τ, si(1 ≤ i ≤ m), ŝi(1 ≤ i < i∗), µj(1 ≤ j < j∗) ∈ Zp1
, vc,wj(1 ≤ j ≤ m),vi(1 ≤ i ≤ i∗) ∈

Z3
p1

, and vi(i > i∗) ∈ span{χ1,χ2} are randomly chosen (where χ1 = (rx, 0, rz),χ2 = (0, ry, rz),χ3 =
(−ryrz,−rxrz, rxry) are for randomly chosen rx, ry, rz ∈ Zp1), and Ji = {j|(i, j) ∈ J}.

Note that J = {(i, j)|1 ≤ i, j ≤ m}, we have Ji = {1, . . . ,m} for all 1 ≤ i ≤ m, and then Q̃′i =
(
∏
ĵ∈Ji fĵ)

si = (gβ1)si for i < i∗ and Q̃′i = (
∏
ĵ∈Ji fĵ)

τsi(vi·vc) = (gβ1)τsi(vi·vc) for i ≥ i∗.
B runs (ψ = (ψ1, . . . , ψdc), dπ) ← CiperParam(Y ∗, N) and picks random π = (π, π1, . . . , πdπ ) ∈ Zdπ+1

N ,
then sets

P = gψ(β,π).

Note that P can be computed from gβ and π since ψ(β,π) contains only linear combinations of monomials
π, πi, πβj , πiβj .
B picks random t1, . . . , tm ∈ ZN . B outputs a challenge ciphertext as CTY ∗ = 〈Y ∗, P , (Ri,R

′
i, Qi,

{Qi,d̃}
d0

d̃=1
, Q′i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉, where

1. For each i ∈ [m]: Ri = R̃i, R
′
i = R̃′i, Qi = Q̃i, Qi,1 = Q̃′i · Z

ti
i (gβ1)π, Qi,2 = Qβ2

i , . . . , Qi,d0 =

Q
βd0
i , Q′i = gti , Ti = T̃i.

2. For each j ∈ [m]: Cj = C̃j , C
′
j = C̃ ′j .

Guess. A outputs a guess b′ ∈ {0, 1} to B, then B outputs this b′ to the challenger as its answer to distinguish

between HAugBE
2 and HAugBE

3 for scheme ΣAugBE.

As the exponents are applied only to the elements in the subgroup Gp1
, from the view of A, the distri-

butions of the public parameter, secret keys and challenge ciphertext that B gives A are same as the real
scheme. Thus B’s advantage in distinguishing between HAugBE

2 and HAugBE
3 for scheme ΣAugBE will be exactly

equal to A’s advantage in distinguishing between H2 and H3 for scheme ΣA.

4 Extension to Prime Order Groups

In Sec. 3, the Non-traceable ABE Template, the transformation from Non-traceable ABE Template to
Augmented ABE, and the proofs are all presented on composite order bilinear groups. Note that our generic
transformation from Non-traceable ABE Template to Augmented ABE and the security proofs for the
transformation do not rely on the composite order bilinear groups, and are only related to the Gp1

subgroup.
Actually, the only reason we use composite order bilinear groups in Sec. 3 is that some appealing ABE
schemes, e.g. those in [1], are built on the composite order bilinear groups, and we want our Non-Traceable
ABE template to cover these appealing ABE schemes. On the other side, as shown below, it is easy to adjust
the Sec. 3 contents to prime order bilinear groups, and the resulting generic framework still works well.
Roughly speaking, this can be done by replacing the N with the prime order p1 and removing all the parts
related to p2, p3. Below we list the details.

– In Sec. 3.2, define ‘Prime Order Bilinear Groups’. Let G be a group generator, which takes a security
parameter λ and outputs (p,G,GT , e) where p is prime, G and GT are cyclic groups of order p, and
e : G × G → GT is a map such that: (1) (Bilinear) ∀g, h ∈ G, a, b ∈ Zp, e(ga, hb) = e(g, h)ab, (2) (Non-
Degenerate) ∃g ∈ G such that e(g, g) has order p in GT . Assume that group operations in G and GT as
well as the bilinear map e are computable in polynomial time with respect to λ.

– In Sec. 3.2, redefine the Non-traceable ABE Template by replacing (N, p1, p2, p3,G,GT , e)← G(λ) with
(p,G,GT , e)← G(λ), replacing N with p, replacing p1 with p, and removing all the parts related to Gp3

:
• Removing X3 in SetupNT and PP,
• Removing R = (R0, . . . , Rdk) ∈ Gdk+1

p3
in KeyGenNT and SKX .
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– For Sec. 3.3, similar to Sec. 3.2, modify the transformation from Non-traceable ABE Template to Aug-
mented ABE by replacing (N, p1, p2, p3,G,GT , e) ← G(λ) with (p,G,GT , e) ← G(λ), replacing N with
p, replacing p1 with p, and removing all the parts related to Gp3

:
• Removing X3 in SetupA and PP,
• Removing R = (R0, . . . , Rdk) ∈ Gdk+1

p3
and R′0 ∈ Gp3

in KeyGenA and SK(i,j),X .
– For Sec. 3.4, modify the proofs according to the above modifications for Sec. 3.2 and Sec. 3.3. In particular,

replace N with p, replace p1 with p, and remove all the parts related to Gp3 .

It is easy to see that with the above modifications, the generic transformation framework on prime order
bilinear groups also works well. And Later we also give some instantiations on prime order bilinear groups.

5 Instantiations Satisfying the Non-traceable ABE Template

In this section we show that some existing non-traceable ABE schemes with appealing features satisfy the
template in Sec. 3.2, and prove the Lemma 1 (the indistinguishability between an encryption to (̄i, j̄) and
(̄i, j̄ + 1)) for the AugABE constructions from these non-traceable ABE instantiations.

These instantiations include three ABE instantiations on composite order bilinear groups, which were
proposed by Attrapadung [1,2], and one ABE instantiation on prime order bilinear groups, which was pro-
posed by Rouselakis and Waters [26]. In addition, we also give some other existing ABE schemes that satisfy
the template, but omit the construction details.

5.1 Fully Secure Unbounded KP-ABE with Large Universe

Attrapadung [1, Sec. 5.3] proposed a fully secure unbounded KP-ABE scheme with large universe (i.e. the
public key size is constant and independent from the size of the attribute universe), here we denote it by

ΣkpLU
NT . In ΣkpLU

NT the predicate Γ is described by linear secret sharing scheme (LSSS) [4], which is used
in many ABE schemes (e.g. [13,29,18,19,26]) to express the access policy. Actually, any monotonic boolean
formula (resp. monotonic access structure) can be realized by an LSSS [4]. We refer to [19] for more details of

LSSS in ABE. Below we review ΣkpLU
NT in terms of Pair Encoding Scheme. Note that we change the variable

names in ΣkpLU
NT to better suit our template definitions.

5.1.1 The Pair Encoding Scheme
ΣkpLU

NT satisfies our non-traceable ABE template in Sec. 3.2, with the following Pair Encoding Scheme.

SysParam. Take as input Γ : X × Y → {0, 1}, where the ciphertext tag (here is the attribute set) space is
Y = {Y | Y ⊆ ZN} and the key tag space is X = {LSSS (A, ρ) | A is a matrix over ZN and ρ maps each
row of A to an attribute in ZN (ρ does not need to be injective) }, output d = 6 and d0 = 2. Denote
β = (β1, . . . , β6).

KeyParam. Take in N and a key policy (A, ρ) ∈ X, where A is an l × n matrix, and ρ : [1, l] → ZN maps
each row of A to an attribute in ZN , output dδ = l + n + 1 and φ = (φ0, φ1, φ2, {φ3,k, φ4,k, φ5,k}k∈[l])
with dk = 2 + 3l:

φ0 = α+ β1δ1 + β2δ2, φ1 = δ1, φ2 = δ2,
φ3,k = Ak · u+ ξkβ4, φ4,k = ξk, φ5,k = ξk(β5 + β6ρ(k)),

where δ = (δ1, δ2, ξ1, . . . , ξl, u2, . . . , un) ∈ Zl+n+1
N and u := (u1 = β3δ1, u2, . . . , un).

CiperParam. Take inN and an attribute set S ⊆ ZN , output dπ = 1+|S| andψ = (ψ1, ψ2, ψ3, ψ4, {φ5,x, ψ6,x}x∈S)
with dc = 4 + 2|S|:

ψ1 = π, ψ2 = β2π, ψ3 = β1π + β3π̄,
ψ4 = π̄, ψ5,x = π̄β4 + πx(β5 + β6x), ψ6,x = πx,

where π = (π, π̄, {πx}x∈S) ∈ Z2+|S|
N .
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We can see that the outputs of above (SysParam,KeyParam,CiperParam) satisfies our template requirements:

– KeyParam:
1. dk ≥ d0, where dk = 2 + 3l and d0 = 2.
2. Each of {φ0, φ1, φ2, {φ3,k, φ4,k, φ5,k}k∈[l]} is a linear combination of monomials α, δi, δiβj .
3. φ0 = α+ β1φ1 + β2φ2, φ1 = δ1. None of {φ2, {φ3,k, φ4,k, φ5,k}k∈[l]} contains α or β1δ1.

– CiperParam:
1. Each of {ψ1, ψ2, ψ3, ψ4, {φ5,x, ψ6,x}x∈S} is a linear combination of monomials π, πi, πβj , πiβj .
2. ψ1 = π, ψ2 = β2π.

– DecPair: When S satisfies (A, ρ), let I = {k ∈ [l]|ρ(k) ∈ S}, we have reconstruction coefficients {ωk}k∈I
such that

∑
k∈I ωk(Ak ·u) = u1 = β3δ1. Therefore, we have the following linear combination of the φiψj

terms:

φ1ψ3 −
∑
k∈I

ωk(φ3,kψ4 − φ4,kψ5,ρ(k) + φ5,kψ6,ρ(k)) = δ1(β1π + β3π̄)−
∑
k∈I

ωk((Ak · u)π̄) = β1δ1π.

5.1.2 Security Analysis of the Resulting Augmented ABE
As shown in Sec. 3.4 and Fig. 3, here we only need to (1) state the security of the underlying conventional
non-traceable ABE scheme (since the Type-I message hiding property of the AugABE is reduced to it) and
(2) prove the Lemma 1.

(1) The Section 5.3 of [1] shows that their KP-ABE scheme corresponding to the above Pair Encoding
Scheme is a fully secure unbounded KP-ABE scheme with large universe.

(2) The Lemma 1 instantiation here is: if the Modified (1, q)-EDHE3 Assumption holds, then for j̄ < m,
no PPT adversary can selectively distinguish between an encryption to (̄i, j̄) and (̄i, j̄ + 1) in GameAIH with
non-negligible advantage, provided that the size of the challenge attribute set is ≤ q.

The Modified (1, q)-EDHE3 Assumption is a special case of the Modified (n, t)-EDHE3 Assumption,
which we introduce by modifying the (n, t)-EDHE3 Assumption in [2, Definition 6], i.e., giving the adversary
one more element ga

nc/z. In Appendix B, we prove that Modified (n, t)-EDHE3 Assumption holds in the
generic group.

Definition 6. The Modified (n, t)-EDHE3 Assumption Given a group generator G, let (N = p1p2p3,

G,GT , e)
R←− G(λ), g

R←− Gp1 , g2
R←− Gp2 , g3

R←− Gp3 , a, c, z, d1, . . . , dt
R←− ZN . Suppose that an adversary

is given
D =

(
(N,G,GT , e), g, ga, ga

n

, gc, gc/z, ga
nc/z, g2, g3,

∀j∈[1,t] gdj ,

∀j,j′∈[1,t] s.t. j 6=j′ ga
ncdj/dj′ ,

∀i∈[1,n], j,j′∈[1,t] s.t. j 6=j′ ga
idj/d

2
j′ ,

∀i∈[1,2n], j∈[1,t] ga
icdj ,

∀i∈[1,2n],i6=n+1, j∈[1,t] ga
ic/dj ,

∀i∈[1,2n], j,j′∈[1,t] s.t. j 6=j′ ga
icdj/d

2
j′ , ,

∀i∈[1,n+1], j∈[1,t] ga
i/d2

j ,

∀i∈[n+1,2n], j,j′∈[1,t] ga
ic2dj/dj′

)
and a target element T ∈ Gp1

. The assumption states that it is hard for any polynomial time adversary to

distinguish whether T = ga
n+1z or T

R←− Gp1 .

The proof of the above Lemma 1 instantiation is given in Appendix C.

5.2 Fully Secure KP-ABE with Short Ciphertexts

Attrapadung [1, Sec. 5.3] proposed a fully secure KP-ABE scheme with short ciphertexts (i.e. ciphertext size
is constant and independent from the size of the attribute set associated with the ciphertext), here we denote

it by ΣkpSC
NT . In ΣkpSC

NT the predicate Γ is also described by LSSS. Below we review ΣkpSC
NT in terms of Pair

Encoding Scheme. Note that we change the variable names in ΣkpSC
NT to better suit our template definitions.
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5.2.1 The Pair Encoding Scheme
ΣkpSC

NT is a bounded ABE where the maximum size for attribute set associated with the ciphertext is bounded

by T , while no further restriction is required. ΣkpSC
NT satisfies our non-traceable ABE template in Sec. 3.2,

with the following Pair Encoding Scheme.

SysParam. Take as input Γ : X × Y → {0, 1}, where the ciphertext tag (here is the attribute set) space is
Y = {Y | Y ⊆ ZN ∧ |Y | ≤ T} and the key tag space is X = {LSSS (A, ρ) | A is a matrix over ZN and
ρ maps each row of A to an attribute in ZN (ρ does not need to be injective) }, output d = T + 6 and
d0 = 2. Denote β = (β1, . . . , β4, θ0, θ1, . . . , θT+1).

KeyParam. Take in N and a key policy (A, ρ) ∈ X, where A is an l×n matrix, and ρ : [1, l]→ ZN maps each
row ofA to an attribute in ZN , output dδ = l+n+1 and φ = (φ0, φ1, φ2, {φ3,k, φ4,k, φ5,k,0, {φ5,k,t}t∈[T ]}k∈[l])
with dk = 2 + l(T + 3):

φ0 = α+ β1δ1 + β2δ2, φ1 = δ1, φ2 = δ2,

φ3,k = Ak · u+ ξkβ4, φ4,k = ξk,

φ5,k,0 = ξkθ0, {φ5,k,t = ξk(θt+1 − θ1ρ(k)t)}t∈[T ],

where δ = (δ1, δ2, ξ1, . . . , ξl, u2, . . . , un) ∈ Zl+n+1
N and u := (u1 = β3δ1, u2, . . . , un).

CiperParam. Take in N and an attribute set S ⊆ ZN such that |S| ≤ T , let ct be the coefficient of zt in
p(z) :=

∏
x∈S(z − x), output dπ = 2 and ψ = (ψ1, ψ2, ψ3, ψ4, ψ5, ψ6) with dc = 6:

ψ1 = π, ψ2 = β2π, ψ3 = β1π + β3π̄,

ψ4 = π̄, ψ5 = π̄β4 + π̂(θ0 +
∑T
t=0 ctθt+1), ψ6 = π̂,

where π = (π, π̄, π̂) ∈ Z3
N .

We can see that the outputs of above (SysParam,KeyParam,CiperParam) satisfies our template requirements:

– KeyParam:
1. dk ≥ d0, where dk = 2 + l(T + 3) and d0 = 2.
2. Each of {φ0, φ1, φ2, {φ3,k, φ4,k, φ5,k,0, {φ5,k,t}t∈[T ]}k∈[l]} is a linear combination of monomials α, δi, δiβj .
3. φ0 = α+β1φ1 +β2φ2, φ1 = δ1. None of {φ2, {φ3,k, φ4,k, φ5,k,0, {φ5,k,t}t∈[T ]}k∈[l]} contains α or β1δ1.

– CiperParam:
1. Each of {ψ1, ψ2, ψ3, ψ4, ψ5, ψ6} is a linear combination of monomials π, πi, πβj , πiβj .
2. ψ1 = π, ψ2 = β2π.

– DecPair: When S satisfies (A, ρ), let I = {k ∈ [l]|ρ(k) ∈ S}, we have reconstruction coefficients {ωk}k∈I
such that

∑
k∈I ωk(Ak ·u) = u1 = β3δ1. Therefore, we have the following linear combination of the φiψj

terms:

φ1ψ3 −
∑
k∈I

ωk
(
φ3,kψ4 − φ4,kψ5 + (φ5,k,0 +

T∑
t=1

ctφ5,k,t)ψ6

)
= φ1ψ3 −

∑
k∈I

ωk
(
(Ak · u+ ξkβ4)π̄ − ξk(π̄β4 + π̂(θ0 +

T∑
t=0

ctθt+1)) + ξk
(
θ0 +

T∑
t=0

ctθt+1

)
π̂
)

= δ1(β1π + β3π̄)−
∑
k∈I

ωk(Ak · u)π̄

= δ1β1π.

Note that

(φ5,k,0 +

T∑
t=1

ctφ5,k,t)ψ6 = ξk
(
θ0 +

T∑
t=1

ctθt+1 − θ1

T∑
t=1

ctρ(k)t
)
π̂
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= ξk
(
θ0 +

T∑
t=1

ctθt+1 − θ1(p(ρ(k))− c0)
)
π̂

= ξk
(
θ0 +

T∑
t=1

ctθt+1 + θ1c0
)
π̂ since p(ρ(k)) = 0

= ξk
(
θ0 +

T∑
t=0

ctθt+1

)
π̂.

5.2.2 Security Analysis of the Resulting Augmented ABE

As shown in Sec. 3.4 and Fig. 3, here we only need to (1) state the security of the underlying conventional
non-traceable ABE scheme and (2) prove the Lemma 1.

(1) The Section 5.3 of [1] shows that their KP-ABE scheme corresponding to the above Pair Encoding
Scheme is a fully secure KP-ABE scheme with short ciphertexts.

(2) The Lemma 1 instantiation here is: if the Modified (T + 1, 1)-EDHE3 Assumption holds, then for
j̄ < m, no PPT adversary can selectively distinguish between an encryption to (̄i, j̄) and (̄i, j̄ + 1) in GameAIH
with non-negligible advantage, provided that the size of the challenge attribute set is ≤ T .

Note that the Modified (T + 1, 1)-EDHE3 Assumption is a special case of the Modified (n, t)-EDHE3
Assumption in Def. 6.

The proof of the above Lemma 1 instantiation is given in Appendix D.

5.3 Fully Secure ABE with Ciphertexts Associated with DFAs

Attrapadung [2, Sec. 8.2] proposed a fully secure ABE scheme for regular languages 11, with ciphertexts

associated with Deterministic Finite Automata (DFA). Here we denote it by ΣcpDFA
NT . In ΣcpDFA

NT the
predicate Γ is described by DFA. In particular, for a DFA M and a string u, Γ (M,u) = 1 if the automata
M accepts the string u. We refer to [30,1] for more details about DFA-based ABE, here we only give
the below brief introduction. A DFA M is a 5-tuple (Q,Λ, T , q0, F ) in which Q is the set of states Q =
{q0, q1, . . . , qn−1}, Λ is the alphabet set, T is the set of transitions, in which each transition is of the form
(qx, qy, σ) ∈ Q×Q×Λ, q0 is the start state, and F ⊆ Q is the set of accepted states. We say that M accepts
a string u = (u1, u2, . . . , ul) ∈ Λ∗ if there exists a sequence of states ρ0, ρ1, . . . , ρn ∈ Q such that ρ0 = q0,
for i = 1 to l we have (ρi−1, ρi, ui) ∈ T , and ρl ∈ F . Note that, as shown in [1,2], it is wlog if we consider

machines such that |F | = 1. Below we review ΣcpDFA
NT in terms of Pair Encoding Scheme. Note that we change

the variable names in ΣcpDFA
NT to better suit our template definitions.

5.3.1 The Pair Encoding Scheme
ΣcpDFA

NT satisfies our non-traceable ABE template in Sec. 3.2, with the following Pair Encoding Scheme.

SysParam. Take as input Γ : X×Y→ {0, 1}, where the ciphertext tag space is Y = {M | M is a DFA} and
the key tag space is X = {u | u ∈ (ZN )∗}, output d = 9 and d0 = 2. Denote β = (β1, . . . , β9).

KeyParam. Take in N and a string u ∈ (ZN )∗, let l = |u|, and parse u = (u1, . . . , ul). Output dδ = 3 + l
and φ = (φ0, φ1, φ2, φ3, φ4, φ5,0, {φ5,k, φ6,k}k∈[1,l]) with dk = 5 + 2l:

φ0 = α+ β1δ1 + β2δ2, φ1 = δ1, φ2 = δ2, φ3 = −β3δ1 + β4ξl,
φ4 = ξ0β5, φ5,0 = ξ0, {φ5,k = ξk, φ6,k = ξk−1(β6 + β7uk) + ξk(β8 + β9uk)}k∈[1,l],

where δ = (δ1, δ2, ξ0, ξ1, . . . , ξl) ∈ Z3+l
N .

11 Attrapadung [2] refers to the scheme as a ‘Functional Encryption’ scheme. Note that the scheme in [2] is still in
“All-Or-Nothing” style and is covered by our ABE definitions, in this paper we refer to it as an ABE scheme.
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CiperParam. Take in N and a DFA M = (Q,ZN ,J , q0, qn−1) where n = |Q|, let J = |J |, and parse J =
{(qxt , qyt , σt)|t ∈ [1, J ]}. Output dπ = 1 + J + n and ψ = (ψ1, ψ2, ψ3, ψ4, ψ5, ψ6, {ψ7,t, ψ8,t, ψ9,t}t∈[1,J])
with dc = 6 + 3J :

ψ1 = π, ψ2 = β2π, ψ3 = β1π + β3π̄,
ψ4 = π̄, ψ5 = π0, ψ6 = −ν0 + π0β5,
ψ7,t = πt, ψ8,t = νxt + πt(β6 + β7σt), ψ9,t = −νyt + πt(β8 + β9σt),

where π = (π, π̄, π0, π1, . . . , πJ , {νx}qx∈Q\{qn−1}) ∈ Z2+J+n
N and νn−1 := β4π̄.

We can see that the outputs of above (SysParam,KeyParam,CiperParam) satisfies our template requirements:

– KeyParam:
1. dk ≥ d0, where dk = 5 + 2l and d0 = 2.
2. Each of {φ0, φ1, φ2, φ3, φ4, φ5,0, {φ5,k, φ6,k}k∈[1,l]} is a linear combination of monomials α, δi, δiβj .
3. φ0 = α+ β1φ1 + β2φ2, φ1 = δ1. None of {φ2, φ3, φ4, φ5,0, {φ5,k, φ6,k}k∈[1,l]} contains α or β1δ1.

– CiperParam:
1. Each of {ψ1, ψ2, ψ3, ψ4, ψ5, ψ6, {ψ7,t, ψ8,t, ψ9,t}t∈[1,J]} is a linear combination of monomials π, πi, πβj ,
πiβj .

2. ψ1 = π, ψ2 = β2π.
– DecPair: When M accepts u = (u1, . . . , ul), we have that there is a sequence of states ρ0, ρ1, . . . , ρl ∈ Q

such that ρ0 = q0, for k = 1 to l we have (ρk−1, ρk, uk) ∈ J , and ρl ∈ F . Let (qxtk , qytk , σtk) =
(ρk−1, ρk, uk). Therefore, we have the following linear combination of the φiψj terms:

φ1ψ3 + φ3ψ4 − φ4ψ5 + φ5,0ψ6 +
∑
k∈[1,l]

(−φ6,kψ7,tk + φ5,k−1ψ8,tk + φ5,kψ9,tk)

=δ1(β1π + β3π̄) + (−β3δ1 + β4ξl)π̄ − ξ0β5π0 + ξ0(−ν0 + π0β5) + (ξ0ν0 − ξlνn−1)

=δ1β1π + β4ξlπ̄ − ξlβ4π̄

=β1δ1π.

Note that for any k ∈ [1, l] we have

− φ6,kψ7,tk + φ5,k−1ψ8,tk + φ5,kψ9,tk

=− (ξk−1(β6 + β7uk) + ξk(β8 + β9uk))πtk + ξk−1(νxtk + πtk(β6 + β7σtk)) + ξk(−νytk + πtk(β8 + β9σtk))

=ξk−1νxtk − ξkνytk
and for any k ∈ [1, l − 1] we have yytk = xtk+1

. Note that qxt1 = ρ0 = q0 implies xt1 = 0 and
qxtl = ρl = qn−1 implies xtl = n− 1. Thus, we have∑

k∈[1,l]

(−φ6,kψ7,tk + φ5,k−1ψ8,tk + φ5,kψ9,tk) = ξ0νxt1 − ξlνytl = ξ0ν0 − ξlνn−1.

5.3.2 Security Analysis of the Resulting Augmented ABE
As shown in Sec. 3.4 and Fig. 3, here we only need to (1) state the security of the underlying conventional
non-traceable ABE scheme and (2) prove the Lemma 1.

(1) The Section 8.2 of [2] shows that their ABE scheme corresponding to the above Pair Encoding Scheme
is a fully secure ABE scheme with Ciphertexts Associated with DFAs.

(2) The Lemma 1 instantiation here is: if the Modified (n, J)-EDHE2-Dual assumption holds, then for
j̄ < m, no PPT adversary can selectively distinguish between an encryption to (̄i, j̄) and (̄i, j̄ + 1) in GameAIH
with non-negligible advantage, provided that the size of the challenge transition set is ≤ J .

The Modified (n, J)-EDHE2-Dual Assumption is a special case of the Modified (n,m)-EDHE2-Dual
Assumption, which we introduce by modifying the (n,m)-EDHE2-Dual Assumption in [2, Definition 9], i.e.,

giving the adversary one more element ga
n−1bc/z. In Appendix B, we prove that Modified (n,m)-EDHE2-Dual

Assumption holds in the generic group.
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Definition 7. The Modified (n,m)-EDHE2-Dual Assumption Given a group generator G, let (N =

p1p2p3, G,GT , e)
R←− G(λ), g

R←− Gp1
, g2

R←− Gp2
, g3

R←− Gp3
, a, b, c, z, d1, . . . , dm

R←− ZN . Suppose that
an adversary is given

D =
(
(N,G,GT , e), g, ga, gb, gb/z, ga

n−1bc/z, g2, g3,

∀i∈[1,n], j,j′∈[1,m],j 6=j′ ga
i/d2

j , ga
ib/dj , gdj , ga

idj/d
2
j′ , ga

ibdj/dj′ , ga
i/d6

j , ga
idj/d

6
j′ ,

∀i∈[0,n−1], j∈[1,m] ga
ic, ga

ibcdj ,

∀i∈[0,n], j∈[1,m] ga
ibcd5

j ,

∀i∈[1,2n−1], j,j′∈[1,m],j 6=j′ ga
ibcdj/d

2
j′ , ga

ibcd5
j/d

6
j′ ,

∀i∈[1,2n−1],i6=n, j∈[1,m] ga
ibc/dj ,

∀i∈[1,2n−1], j,j′∈[1,m] ga
ic/d2

j , ga
ib2cdj/dj′ , ga

ibcdj/d
6
j′ , ga

ic/d6
j , ga

ibcd5
j/d

2
j′ , ga

ib2cd5
j/dj′

)
and a target element T ∈ Gp1

. The assumption states that it is hard for any polynomial time adversary to

distinguish whether T = ga
ncz or T

R←− Gp1
.

The proof of the above Lemma 1 instantiation is given in Appendix E.

5.4 Large Universe CP-ABE on Prime Order Groups

Rouselakis and Waters [26] proposed a large universe CP-ABE scheme which is on prime order groups and

consequently more efficient than those on composite order groups. Here we denote it by ΣcpLUp
NT . In ΣcpLUp

NT

the predicate Γ is described by LSSS. Below we review ΣcpLUp
NT in terms of Pair Encoding Scheme. Note that

we change the variable names in ΣcpLUp
NT to better suit our template definitions.

5.4.1 The Pair Encoding Scheme
ΣcpLUp

NT satisfies our non-traceable ABE template in Sec. 3.2, with the following Pair Encoding Scheme.

SysParam. Take as input Γ : X × Y → {0, 1}, where the key tag (here is the attribute set) space is
X = {X | X ⊆ Zp} and the ciphertext tag space is Y = {LSSS (A, ρ) | A is a matrix over Zp and ρ maps
each row of A to an attribute in Zp (ρ does not need to be injective) }, output d = 4 and d0 = 1. Denote
β = (β1, . . . , β4).

KeyParam. Take in p and an attribute set S ⊆ Zp. Output dδ = 1 + |S| and φ = (φ0, φ1, {φx,2, φx,3}x∈S)
with dk = 1 + 2|S|:

φ0 = α+ β1δ1, φ1 = δ1, {φx,2 = θx, φx,3 = (β2x+ β3)θx − β4δ1}x∈S ,

where δ = (δ1, {θx}x∈S) ∈ Z1+|S|
p .

CiperParam. Take in p and a ciphertext policy (A, ρ) ∈ Y, where A is an l×n matrix over Zp, and ρ : [1, l]→
Zp maps each row of A to an attribute in Zp. Output dπ = l+ n− 1 and ψ = (ψ1, {ψk,1, ψk,2, ψk,3}k∈[l])
with dc = 1 + 3l:

ψ1 = π, {ψk,1 = β1(Ak · u) + β4ξk, ψk,2 = −(β2ρ(k) + β3)ξk, ψk,3 = ξk}k∈[l],

where π = (π, u2, . . . , un, ξ1, . . . , ξl) ∈ Zl+np and u := (u1 = π, u2, . . . , un).

We can see that the outputs of above (SysParam,KeyParam,CiperParam) satisfies our template requirements:

– KeyParam:
1. dk ≥ d0, where dk = 1 + 2|S| and d0 = 1.
2. Each of {φ0, φ1, {φx,2, φx,3}x∈S} is a linear combination of monomials α, δi, δiβj .
3. φ0 = α+ β1φ1, φ1 = δ1. None of {φx,2, φx,3}x∈S contains α or β1δ1. Note that d0 = 1.

– CiperParam:
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1. Each of {ψ1, {ψk,1, ψk,2, ψk,3}k∈[l]} is a linear combination of monomials π, πi, πβj , πiβj .

2. ψ1 = π. Note that d0 = 1, thus there is no requirement on ψd̃ for d̃ ≥ 2.
– DecPair: When S satisfies (A, ρ), let I = {k ∈ [l]|ρ(k) ∈ S}, we have reconstruction coefficients {ωk}k∈I

such that
∑
k∈I ωk(Ak · u) = u1 = π. Therefore, we have the following linear combination of the φiψj

terms: ∑
k∈I

ωk(φ1ψk,1 + φρ(k),2ψk,2 + φρ(k),3ψk,3) = δ1β1

∑
k∈I

ωk((Ak · u)) = β1δ1π.

5.4.2 Security Analysis of the Resulting Augmented ABE

As shown in Sec. 3.4 and Fig. 3, here we only need to (1) state the security of the underlying conventional
non-traceable ABE scheme and (2) prove the Lemma 1.

(1) The Section 4 of [26] shows that their CP-ABE scheme corresponding to the above Pair Encoding
Scheme is a selectively secure CP-ABE scheme with large universe.

(2) The Lemma 1 instantiation here is: if the Extended Source Group q-parallel BDHE Assumption [24]
holds, then for j̄ < m, no PPT adversary can selectively distinguish between an encryption to (̄i, j̄) and
(̄i, j̄ + 1) in GameAIH with non-negligible advantage, provided that the challenge LSSS matrix’s size l × n
satisfies l, n ≤ q.

The proof of the above Lemma 1 instantiation is given in Appendix F.

5.5 More Instantiations

Besides the instantiations above, some other existing ABE schemes also satisfy our ABE template, such as
the ones below, which we omit the details here.

1. The Fully Secure ABE with Keys associated with Regular Languages in [1, Sec. 5.2], with d0 = 2.
2. The Fully Secure CP-ABE in [2, Scheme 11], with d0 = 1.
3. The Fully Secure CP-ABE with large universe in [2, Scheme 13], with d0 = 1.
4. The Fully Secure CP-ABE Scheme in [18, Sec. 2], with d0 = 1.
5. The Fully Secure CP-ABE Scheme in [19], with d0 = 2.

6 Conclusion

In this work, we proposed a generic framework that can transform conventional (non-traceable) ABE schemes
to their traceable counterparts, which remain the appealing properties of the original conventional (non-
traceable) ABE and achieve additional fully collusion-resistant blackbox traceability at the cost of sublinear
overhead. In particular, we proposed a conventional (non-traceable) ABE template, and proposed a generic
transformation from the ABE template to Augmented ABE which implies Traceable ABE. This generic
framework implies that any ABE schemes satisfying our ABE template can be transformed to a Traceable
ABE in a generic manner. And we showed that some existing appealing ABE schemes do satisfy our ABE
template. We proved the security of our transformation framework in the standard model.
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A Correctness

Correctness. Suppose that the message is M ′ and the encryption index is (̄i, j̄). For i ≥ ī we have

e(K0, Qi) · e(K ′0, Q′i)
e(K1, Qi,1) ·

∏d0

d̃=2
e(Kd̃, Qi,d̃)

=
e
(
gricj+αigβ1δ1

∏d0

d̃=2
gβd̃φd̃(β,δ), gτsi(vi·vc)

)
e(Zδ1i , g

ti)

e
(
gδ1 , (gβ1)τsi(vi·vc)Ztii (gβ1)π

)
·
∏d0

d̃=2
e
(
gφd̃(β,δ), (gβd̃)τsi(vi·vc)

)
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=
e(gricj+αi , gτsi(vi·vc))

e
(
gδ1 , (gβ1)π

) .

If i ≥ ī ∧ j ≥ j̄: we have

e3(R′i,C
′
j)

e3(Ri,Cj)
=

e3(Gκsivii , gwj )

e3(Gsivii , Hτvc
j · gκwj )

=
1

e3(grisivi , gcjτvc)
=

1

e(g, g)risicjτ(vi·vc)
.

If i > ī ∧ j < j̄: note that for i > ī, we have (vi · χ3) = 0 (since vi ∈ span{χ1,χ2}), then we have

e3(R′i,C
′
j)

e3(Ri,Cj)
=

e3(Gκsivii , gwj )

e3(Gsivii , H
τ(vc+µjχ3)
j · gκwj )

=
1

e3(grisivi , gcjτ(vc+µjχ3))
=

1

e(g, g)risicjτ(vi·vc)
.

If i = ī∧ j < j̄: note that for i = ī, we have that (vi ·χ3) 6= 0 happens with overwhelming probability (since
vi is randomly chosen from Z3

N ), then we have

e3(R′i,C
′
j)

e3(Ri,Cj)
=

e3(Gκsivii , gwj )

e3(Gsivii , H
τ(vc+µjχ3)
j · gκwj )

=
1

e3(grisivi , gcjτ(vc+µjχ3))
=

1

e(g, g)risicjτ((vi·vc)+µj(vi·χ3))
.

Note that DP = e(KE1 ,P ) = e(g, g)φE1ψ
T

= e(g, g)β1δ1π. Thus from the values of Ti, DP and DI , for
M = Ti/(DP · DI) we have that: (1) if (i > ī) ∨ (i = ī ∧ j ≥ j̄), then M = M ′; (2) if i = ī ∧ j < j̄, then
M = M ′ · e(g, g)τsiricjµj(vi·χ3); (3) if i < ī, then M has no relation with M ′.

B Generic Security of the Assumptions

As the underlying assumptions in this paper are modified versions of the assumptions in [2], in this section
we prove the generic security of these assumptions using the proof framework of [2].

Theorem 6. The Modified (n,m)-EDHE2-Dual assumption is secure in the generic group model.

Proof. The Modified (n,m)-EDHE2-Dual assumption could be considered as (M,Y )-EDHE assumption [2,
Definition 11] where the matrix M and the vector Y are depicted in Table 2, and where we use variables
a, b, c, d1, . . . , dm, z. The first requirement holds since n,m = O(poly(λ)). We now prove the second require-
ment. We denote by vx,i,j the row of type x with specified i, j in the range if there is any for that type. We
also denote by Sx the set of all row indexes of type x ranged in its specified condition.

We first observe that 2v∗ contains 2 in the column z, but for any v, w, vv + vw contains at most 0 in the
z column, hence 2v∗ 6= vv + vw for any v, w. It remains to prove that v∗ + vu 6= vv + vw for any u, v, w. We
observer that v∗+vu for u /∈ {4, 4+} contains 1 in the column z. Hence by the same reason, v∗+vu 6= vv+vw
for all u /∈ {4, 4+}, v, w. It remains to prove that v∗ + v4 = (n, 1, 1, 0, . . . , 0) 6= vv + vw for all v, w and
v∗ + v4+ = (2n− 1, 1, 2, 0, . . . , 0) 6= vv + vw for all v, w. By the proof of the (n,m)-EDHE2-Dual assumption
[2, Lemma 46], v∗ + v4 6= vv + vw for all v, w such that v, w /∈ {4+}. We observe that vv + vw for v ∈ {4+}
or w ∈ {4+} contains at most −1 in the z column. Hence v∗ + v4 6= vv + vw for all v, w. Now it remains to
prove that v∗ + v4+ = (2n− 1, 1, 2, 0, . . . , 0) 6= vv + vw for all v, w. For a vector X and column q, we denote
[X]q the entry in X at q. We first consider the following five cases.

– v ∈ {4, 4+} or w ∈ {4, 4+}: [vv + vw]z ≤ −1 but [v∗ + v4+ ]z = 0.
– v ∈ S20 ∪ S21 or w ∈ S20 ∪ S21: [vv + vw]b ≥ 2 but [v∗ + v4+ ]b = 1.
– v ∈ S8 ∪ S11 ∪ S16 ∪ S19 or w ∈ S8 ∪ S11 ∪ S16 ∪ S19: [vv + vw]dj ≤ −1 for some j but [v∗ + v4+ ]dj = 0

for all j. This is since [vv]dj = −6 for some j and [vw]dj ≤ 5 for all j.
– v ∈ S23 or w ∈ S23: [vv + vw]dj 6= 0 for some j but [v∗+ v4+ ]dj = 0 for all j. This is due to the following.

WLOG, we assume v ∈ S23 (and w can be any) and write v = (23, i, j, j′). We further categorize as:
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Type Terms Range a b c d1 d2 · · · dm z

1 g 0 0 0 0 0 · · · 0 0
2 ga 1 0 0 0 0 · · · 0 0

3 gb 0 1 0 0 0 · · · 0 0

4 gb/z 0 1 0 0 0 · · · 0 −1

4+ ga
n−1bc/z n− 1 1 1 0 0 · · · 0 −1

5 ga
ic i ∈ [0, n− 1] i 0 1 0 0 · · · 0 0

6 gdj j ∈ [1,m] 0 0 0 1@j 0

7 ga
i/d2

j i ∈ [1, n], j ∈ [1,m] i 0 0 −2@j 0

8 ga
i/d6

j i ∈ [1, n], j ∈ [1,m] i 0 0 −6@j 0

9 ga
ib/dj i ∈ [1, n], j ∈ [1,m] i 1 0 −1@j 0

10 g
aidj/d

2
j′ i ∈ [1, n], j, j′ ∈ [1,m], j 6= j′ i 0 0 1@j ,−2@j′ 0

11 g
aidj/d

6
j′ i ∈ [1, n], j, j′ ∈ [1,m], j 6= j′ i 0 0 1@j ,−6@j′ 0

12 ga
ibdj/dj′ i ∈ [1, n], j, j′ ∈ [1,m], j 6= j′ i 1 0 1@j ,−1@j′ 0

13 ga
ibcdj i ∈ [0, n− 1], j ∈ [1,m] i 1 1 1@j 0

14 ga
ibcd5

j i ∈ [0, n], j ∈ [1,m] i 1 1 5@j 0

15 g
aibcdj/d

2
j′ i ∈ [1, 2n− 1], j, j′ ∈ [1,m], j 6= j′ i 1 1 1@j ,−2@j′ 0

16 g
aibcd5

j/d
6
j′ i ∈ [1, 2n− 1], j, j′ ∈ [1,m], j 6= j′ i 1 1 5@j ,−6@j′ 0

17 ga
ibc/dj i ∈ [1, 2n− 1], i 6= n, j ∈ [1,m] i 1 1 −1@j 0

18 ga
ic/d2

j i ∈ [1, 2n− 1], j ∈ [1,m] i 0 1 −2@j 0

19 ga
ic/d6

j i ∈ [1, 2n− 1], j ∈ [1,m] i 0 1 −6@j 0

20 ga
ib2cdj/dj′ i ∈ [1, 2n− 1], j, j′ ∈ [1,m] i 2 1 1@j ,−1@j′ 0

21 ga
ib2cd5

j/dj′ i ∈ [1, 2n− 1], j, j′ ∈ [1,m] i 2 1 5@j ,−1@j′ 0

22 g
aibcdj/d

6
j′ i ∈ [1, 2n− 1], j, j′ ∈ [1,m] i 1 1 1@j ,−6@j′ 0

23 g
aibcd5

j/d
2
j′ i ∈ [1, 2n− 1], j, j′ ∈ [1,m] i 1 1 5@j ,−2@j′ 0

Target

∗ ga
ncz n 0 1 0 0 · · · 0 1

Table 2. The matrix representation of the Modified (n,m)-EDHE2-Dual assumption
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• If j = j′, [vv]dj = 3. But for all j, [vw]dj 6= −3.
• If j 6= j′, ([vv]dj , [vv]dj′ ) = (5,−2). But for all j, j′, ([vw]dj , [vw]dj′ ) 6= (−5, 2).

– v ∈ S14 or w ∈ S14: WLOG, we assume v ∈ S14. We further categorize as:
• w ∈ S22: [vv + vw]b = 2 but [v∗ + v4+ ]b = 1.
• w /∈ S22: [vv + vw]dj 6= 0 for some j but [v∗ + v4+ ]dj = 0 for all j. This is since [vv]dj = 5 for some j

and [vw]dj 6= −5 for all j.

From now, we can assume v, w /∈ {4, 4+} ∪S8 ∪S11 ∪S14 ∪S16 ∪S19 ∪S20 ∪S21 ∪S23. We then consider the
following case:

– v ∈ S7 ∪ S10 ∪ S15 ∪ S18 ∪ S22 or w ∈ S7 ∪ S10 ∪ S15 ∪ S18 ∪ S22: [vv + vw]dj ≤ −1 for some j but
[v∗ + v4+ ]dj = 0 for all j. This is since [vv]dj ≤ −2 for some j and [vw]dj ≤ 1 for all j.

From now, we can assume also v, w /∈ S7 ∪ S10 ∪ S15 ∪ S18 ∪ S22. We further categorize as:

– v /∈ S5 ∪ S13 ∪ S17 and w /∈ S5 ∪ S13 ∪ S17: [vv + vw]c = 0 but [v∗ + v4+ ]c = 2.
– v ∈ S5 ∪ S13 ∪ S17 and w ∈ S5 ∪ S13 ∪ S17: we further categorize as:
• v ∈ S5 and w ∈ S5: [vv + vw]b = 0 but [v∗ + v4+ ]b = 1.
• v ∈ S5 and w ∈ S13 ∪ S17: [vv + vw]dj 6= 0 for some j but [v∗ + v4+ ]dj = 0 for all j.
• v ∈ S13 ∪ S17 and w ∈ S5: [vv + vw]dj 6= 0 for some j but [v∗ + v4+ ]dj = 0 for all j.
• v ∈ S13 ∪ S17 and w ∈ S13 ∪ S17: [vv + vw]b = 2 but [v∗ + v4+ ]b = 1.

– v ∈ S5 ∪ S13 ∪ S17 and w /∈ S5 ∪ S13 ∪ S17: [vv + vw]c = 1 but [v∗ + v4+ ]c = 2.
– v /∈ S5 ∪ S13 ∪ S17 and w ∈ S5 ∪ S13 ∪ S17: [vv + vw]c = 1 but [v∗ + v4+ ]c = 2.

This concludes all cases.

Theorem 7. The Modified (n, t)-EDHE3 assumption is secure in the generic group model.

Proof. The Modified (n, t)-EDHE3 assumption could be considered as (M,Y )-EDHE assumption [2, Def-
inition 11] where the matrix M and the vector Y are depicted in Table 3, and where we use variables
a, b, c, d1, . . . , dt, z. The first requirement holds since n, t = O(poly(λ)). We now prove the second require-
ment. We denote by vx,i,j the row of type x with specified i, j in the range if there is any for that type. We
also denote by Sx the set of all row indexes of type x ranged in its specified condition.

We first observe that 2v∗ contains 2 in the column z, but for any v, w, vv + vw contains at most 0
in the z column, hence 2v∗ 6= vv + vw for any v, w. It remains to prove that v∗ + vu 6= vv + vw for any
u, v, w. We observer that v∗ + vu for u /∈ {4, 4+} contains 1 in the column z. Hence by the same reason,
v∗ + vu 6= vv + vw for all u /∈ {4, 4+}, v, w. It remains to prove that v∗ + v4 = (n, 1, 0, . . . , 0) 6= vv + vw for all
v, w and v∗ + v4+ = (2n+ 1, 1, 0, . . . , 0) 6= vv + vw for all v, w. By the proof of the (n, t)-EDHE3 assumption
[2, Lemma 47], v∗ + v4 6= vv + vw for all v, w such that v, w /∈ {4+}. We observe that vv + vw for v ∈ {4+}
or w ∈ {4+} contains at most −1 in the z column. Hence v∗ + v4 6= vv + vw for all v, w. Now it remains to
prove that v∗ + v4+ = (2n + 1, 1, 0, . . . , 0) 6= vv + vw for all v, w. For a vector X and column q, we denote
[X]q the entry in X at q. We first consider the following five cases.

– v ∈ {4, 4+} or w ∈ {4, 4+}: [vv + vw]z ≤ −1 but [v∗ + v4+ ]z = 0.
– v ∈ S6 ∪ S7 ∪ S11 or w ∈ S6 ∪ S7 ∪ S11: [vv + vw]dj ≤ −1 for some j but [v∗ + v4+ ]dj = 0 for all j. This is

since [vv]dj = −2 for some j and [vw]dj ≤ 1 for all j.
– v ∈ S12 or w ∈ S12: [vv + vw]c ≥ 2 but [v∗ + v4+ ]c = 1.

From now, we can assume v, w /∈ {4, 4+} ∪ S6 ∪ S7 ∪ S11 ∪ S12. We further categorize as:

– v /∈ {3} ∪ S8 ∪ S9 ∪ S10 and w /∈ {3} ∪ S8 ∪ S9 ∪ S10: [vv + vw]c = 0 but [v∗ + v4+ ]c = 1.
– v ∈ {3} ∪ S8 ∪ S9 ∪ S10 and w ∈ {3} ∪ S8 ∪ S9 ∪ S10: [vv + vw]c = 2 but [v∗ + v4+ ]c = 1.
– v ∈ {3} ∪ S8 ∪ S9 ∪ S10 and w /∈ {3} ∪ S8 ∪ S9 ∪ S10: we further categorize as:
• v ∈ {3} and w ∈ {2, 5, 13}: [vv + vw]a ≤ n but [v∗ + v4+ ]a = 2n+ 1.
• v ∈ S8 ∪ S9 ∪ S10 and w ∈ {2, 13}: [vv + vw]dj 6= 0 for some j but [v∗ + v4+ ]dj = 0 for all j.
• v ∈ S8 ∪ S9 ∪ S10 and w = 5: [vv + vw]a ≤ 2n but [v∗ + v4+ ]a = 2n+ 1.

– v /∈ {3} ∪ S8 ∪ S9 ∪ S10 and w ∈ {3} ∪ S8 ∪ S9 ∪ S10: this is the same as the previous case for “v ∈
{3} ∪ S8 ∪ S9 ∪ S10 and w /∈ {3} ∪ S8 ∪ S9 ∪ S10” by exchanging v, w.

This concludes all cases.
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Type Terms Range a c d1 d2 · · · dt z

1 g 0 0 0 0 · · · 0 0
2 ga 1 0 0 0 · · · 0 0
3 gc 0 1 0 0 · · · 0 0

4 gc/z 0 1 0 0 · · · 0 −1

4+ ga
nc/z n 1 0 0 · · · 0 −1

5 gdj j ∈ [1, t] 0 0 1@j 0

6 ga
i/d2

j i ∈ [1, n+ 1], j ∈ [1, t] i 0 −2@j 0

7 g
aidj/d

2
j′ i ∈ [1, n], j, j′ ∈ [1, t], j 6= j′ i 0 1@j ,−2@j′ 0

8 ga
ncdj/dj′ j, j′ ∈ [1, t], j 6= j′ n 1 1@j ,−1@j′ 0

9 ga
icdj i ∈ [1, 2n], j ∈ [1, t] i 1 1@j 0

10 ga
ic/dj i ∈ [1, 2n], i 6= n+ 1, j ∈ [1, t] i 1 −1@j 0

11 g
aicdj/d

2
j′ i ∈ [1, 2n], j, j′ ∈ [1, t], j 6= j′ i 1 1@j ,−2@j′ 0

12 ga
ic2dj/dj′ i ∈ [n+ 1, 2n], j, j′ ∈ [1, t] i 2 1@j ,−1@j′ 0

13 ga
n

n 0 0 0 · · · 0 0

Target

∗ ga
n+1z n+1 0 0 0 · · · 0 1

Table 3. The matrix representation of the Modified (n, t)-EDHE3 assumption

C Proof of the Lemma 1 for the Fully Secure Unbounded KP-ABE with Large
Universe

To make the proof easy to follow, we present the details of the resulting AugABE scheme first.

C.1 The Resulting Augmented KP-ABE

SetupA(λ, Γ,K = m2) → (PP,MSK). Run (N, p1, p2, p3,G,GT , e) ← G(λ). Pick generators g ∈ Gp1
, X3 ∈

Gp3
. Set d = 6, d0 = 2. Pick random β = (β1, . . . , β6) ∈ Z6

N . Pick random {αi, ri, zi ∈ ZN}i∈[m], {cj ∈
ZN}j∈[m]. The public parameter is

PP =
(

(N,G,GT , e), g,h = (h1 = gβ1 , . . . , h6 = gβ6), X3,

{Ei = e(g, g)αi , Gi = gri , Zi = gzi}i∈[m], {Hj = gcj}j∈[m]

)
.

The master secret key is MSK =
(
α1, . . . , αm, r1, . . . , rm, c1, . . . , cm

)
.

A counter ctr = 0 is implicitly included in MSK.

KeyGenA(PP,MSK, (A, ρ)) → SK(i,j),(A,ρ). Set ctr = ctr + 1 and then compute the corresponding index
in the form of (i, j) where 1 ≤ i, j ≤ m and (i − 1) ∗ m + j = ctr. Let l × n be the size of A. Pick
random δ = (δ1, δ2, ξ1, . . . , ξl, u2, . . . , un) ∈ Zl+n+1

N , R = (R0, R1, R2, {R3,k, R4,k, R5,k}k∈[l]) ∈ G3+3l
p3

,
and R′0 ∈ Gp3

. Implicitly setting u = (u1 = β3δ1, u2, . . . , un), output a secret key SK(i,j),(A,ρ) as

SK(i,j),(A,ρ) =
(

(i, j), (A, ρ),

K0 = gricj+αigβ1δ1gβ2δ2R0, K1 = gδ1R1, K2 = gδ2 ·R2,

{K3,k = gAk·ugβ4ξkR3,k, K4,k = gξkR4,k, K5,k = (gβ5gβ6ρ(k))ξkR5,k}k∈l,
K ′0 = Zδ1i R

′
0

)
.

Note that K3,k = gAk·ugβ4ξkR3,k can be computed as K3,k = (gβ3)Ak,1δ1g
∑n
t=2 Ak,tutgβ4ξkR3,k, where

Ak = (Ak,1, Ak,2, . . . , Ak,n) is the k-th row of A.
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EncryptA(PP,M, S, (̄i, j̄))→ CTS .

1. Upon input the attribute set S ⊆ ZN , pick random π = (π, π̄, {πx}x∈S) ∈ Z2+|S|
N . Set

P1 = gπ, P2 = gβ2π, P3 = gβ1πgβ3π̄,
P4 = gπ̄, {P5,x = gβ4π̄(gβ5gβ6x)πx , P6,x = gπx}x∈S .

2. Pick random κ, τ, s1, . . . , sm, t1, . . . , tm ∈ ZN , vc, w1, . . . ,wm ∈ Z3
N .

Pick random rx, ry, rz ∈ ZN , and set χ1 = (rx, 0, rz), χ2 = (0, ry, rz), χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
Pick random vi ∈ Z3

N ∀i ∈ {1, . . . , ī}, vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m}.
For each row i ∈ [m]:

– if i < ī: randomly choose ŝi ∈ ZN , and set

Ri = gvi , R′i = gκvi , Qi = gsi , Qi,1 = (gβ1)siZtii (gβ1)π, Qi,2 = (gβ2)si , Q′i = gti , Ti = E ŝii .

– if i ≥ ī: set

Ri = Gsivii , R′i = Gκsivii , Qi = gτsi(vi·vc), Qi,1 = (gβ1)τsi(vi·vc)Ztii (gβ1)π, Qi,2 = (gβ2)τsi(vi·vc),

Q′i = gti , Ti = M · Eτsi(vi·vc)i .

For each column j ∈ [m]:

– if j < j̄: randomly choose µj ∈ Zp, and set Cj = H
τ(vc+µjχ3)
j · gκwj , C ′j = gwj .

– if j ≥ j̄: set Cj = Hτvc
j · gκwj , C ′j = gwj .

3. Output the ciphertext CTS as CTS = 〈S, (P1, P2, P3, P4, {P5,x, P6,x}x∈S), (Ri,R
′
i, Qi, Qi,1, Qi,2, Q

′
i, Ti)

m
i=1,

(Cj ,C
′
j)
m
j=1〉.

DecryptA(PP, CTS ,SK(i,j),(A,ρ)) → M or ⊥. Parse CTS to CTS = 〈S, (P1, P2, P3, P4, {P5,x, P6,x}x∈S),

(Ri,R
′
i, Qi, Qi,1, Qi,2, Q

′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉 and SK(i,j),(A,ρ) to SK(i,j),(A,ρ) =

(
(i, j), (A, ρ), (K0, K1,K2,

{K3,k,K4,k,K5,k}k∈[l],K
′
0

)
. Suppose S satisfies (A, ρ) (if S does not satisfies (A, ρ), output ⊥).

1. Compute constants {ωk}ρ(k)∈S such that
∑
ρ(k)∈S ωkAk = (1, 0, . . . , 0). Compute

DP ←e(K1, P3)
/ ∏
ρ(k)∈S

(e(K3,k, P4) · e(K5,k, P6,ρ(k))

e(K4,k, P5,ρ(k))

)ωk
2. Compute

DI ←
e(K0, Qi) · e(K ′0, Q′i)
e(K1, Qi,1) · e(K2, Qi,2)

·
e3(R′i,C

′
j)

e3(Ri,Cj)
.

3. Computes M ← Ti/(DP ·DI) as the output message.

C.2 Proof of Lemma 1

Proof. Suppose there exists a polynomial time adversary A that selectively breaks the index-hiding game
with advantage ε. We build a PPT algorithm B to solve a Modified (1, q)-EDHE3 problem instance in a
subgroup as follows. B is given

D =
(
(N,G,GT , e), g, ga, gc, gc/z, gac/z (for gca

n/z with n = 1), g2, g3,

∀j∈[q] gdj , gacdj , ga
2cdj , gac/dj , ga/d

2
j , ga

2/d2
j ,

∀j,j′∈[q] s.t. j 6=j′ gadj/d
2
j′ , gacdj/dj′ , gacdj/d

2
j′ , ga

2cdj/d
2
j′ ,

∀j,j′∈[q] ga
2c2dj/dj′

)
and T , where (N = p1p2p3,G,GT , e)

R←− G, g
R←− Gp1

, g2
R←− Gp2

, g3
R←− Gp3

, a, c, z, d1, . . . , dq
R←− ZN ,

and T is either equal to ga
2z or is a random element from Gp1 . B’s goal is to determine T = ga

2z or T is a
random element from Gp1

.
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Init. A gives B the challenge attribute set S∗ = {a∗1, . . . , a∗l∗} ⊆ ZN , where |S∗| = l∗ ≤ q.

Setup. B randomly chooses {αi ∈ ZN}i∈[m], {ri, z′i ∈ ZN}i∈[m]\{ī}, r
′
ī
, zī ∈ ZN , {c′j ∈ ZN}j∈[m], and

β′1, β2, β
′
3, β
′
4, β
′
5, β
′
6 ∈ ZN . B gives A the public parameter PP:(

g, h1 = (ga)β
′
1 , h2 = gβ2 , h3 = (ga)β

′
3 , h4 = (ga)β

′
4 ,

h5 = gβ
′
5 ·
( ∏
t∈[l∗]

(ga/d
2
t )−a

∗
t
)
·
( ∏
t∈[l∗]

gac/dt
)
, h6 = gβ

′
6 ·
( ∏
t∈[l∗]

ga/d
2
t
)
,

{Ei = e(g, g)αi}i∈[m],

{Gi = gri , Zi = (ga)z
′
i}i∈[m]\{ī}, {Hj = (gc/z)c

′
j}j∈[m]\{j̄}, Gī = (ga)r

′
ī , Zī = gzī , Hj̄ = (ga)c

′
j̄

)
.

Note that B implicitly chooses rī, zi(i ∈ [m] \ {̄i}), cj(j ∈ [m]), β1, β3, β4, β5, β6 ∈ ZN such that

ar′ī ≡ rī mod p1, az
′
i ≡ zi mod p1 ∀i ∈ [m] \ {̄i},

ac′j̄ ≡ cj̄ mod p1, (c/z)c′j ≡ cj mod p1 ∀j ∈ [m] \ {j̄},
aβ′1 ≡ β1 mod p1, aβ

′
3 ≡ β3 mod p1, aβ

′
4 ≡ β4 mod p1,

β′5 +
∑
t∈[l∗]

(−a∗ta/d2
t ) +

∑
t∈[l∗]

(ac)/dt ≡ β5 mod p1,

β′6 +
∑
t∈[l∗]

a/d2
t ≡ β6 mod p1.

Query Phase. To respond to A’s query for ((i, j), (A, ρ)), let l × n be the size of A,
• if (i, j) 6= (̄i, j̄): B picks random δ = (δ1, δ2, ξ1, . . . , ξl, u2, . . . , un) ∈ Zl+n+1

N , R = (R0, R1, R2,
{R3,k, R4,k, R5,k}k∈[l]) ∈ G3+3l

p3
, and R′0 ∈ Gp3 . Implicitly setting u = (u1 = β3δ1, u2, . . . , un), B creates

a secret key SK(i,j),(A,ρ):

K0 =


gαi(gc/z)ric

′
j · hδ11 h

δ2
2 R0, : i 6= ī, j 6= j̄

gαi(gac/z)r
′
īcj · hδ11 h

δ2
2 R0, : i = ī, j 6= j̄

gαi(ga)ric
′
j̄ · hδ11 h

δ2
2 R0, : i 6= ī, j = j̄.

K1 = gδ1R1, K2 = gδ2 ·R2, K ′0 = Zδ1i R
′
0,

{K3,k = h
Ak,1δ1
3 g

∑n
t=2 Ak,tuthξk4 R3,k, K4,k = gξkR4,k, K5,k = (h5h

ρ(k)
6 )ξkR5,k}k∈l.

• if (i, j) = (̄i, j̄): it implies that A is querying a secret key with the challenge index (̄i, j̄), and (A, ρ) is not
satisfied by S∗. B first computes a vector ū = (ū1, . . . , ūn) ∈ ZnN that has first entry equal to 1 (i.e. ū1 = 1)
and is orthogonal to all of the rows Ak of A such that ρ(k) ∈ S∗ (i.e. Ak · ū = 0 ∀k ∈ [l] s.t. ρ(k) ∈ S∗). Note
that such a vector must exist since S∗ fails to satisfy (A, ρ), and it is efficiently computable. B picks random
δ′1, δ2, {ξk}k∈[l] s.t. ρ(k)∈S∗ , {ξ′k}k∈[l] s.t. ρ(k)/∈S∗ , u

′
2, . . . , u

′
n ∈ ZN , R = (R0, R1, R2, {R3,k, R4,k, R5,k}k∈[l]) ∈

G3+3l
p3

, and R′0 ∈ Gp3
. Let u′ = (0, u′2, . . . , u

′
n) ∈ ZnN , B sets the values of δ1 ∈ ZN , u ∈ ZnN , {ξk ∈

ZN}k∈[l] s.t. ρ(k)/∈S∗ by implicitly setting

δ′1 − ar′īc
′
j̄/β
′
1 ≡ δ1 mod p1, u = u′ + (aβ′3)δ1ū,

ξ′k + (a−
∑
t∈[l∗]

acdt
ρ(k)− a∗t

)β′3r
′
īc
′
j̄(Ak · ū)/(β′1β

′
4) ≡ ξk mod p ∀k ∈ [l] s.t. ρ(k) /∈ S∗.

Note that for a∗t ∈ S∗ and ρ(k) /∈ S∗ we have ρ(k)− a∗t 6= 0. B creates a secret key SK(̄i,j̄),(A,ρ) as follows:

K0 = gαīh
δ′1
1 h

δ2
2 R0, K1 = gδ

′
1(ga)−r

′
īc
′
j̄/β
′
1R1, K2 = gδ2R2, K

′
0 = (K1)zīR′0,
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• for k ∈ [l] s.t. ρ(k) ∈ S∗,

K3,k = g(Ak·u)hξk4 R3,k = g(Ak·u′)+aβ′3δ1(Ak·ū)hξk4 R3,k = g(Ak·u′)hξk4 R3,k,

K4,k = gξkR4,k, K5,k = (h5h
ρ(k)
6 )ξkR5,k,

• for k ∈ [l] s.t. ρ(k) /∈ S∗,

K3,k = g(Ak·u)hξk4 R3,k

= g(Ak·u′) · gaβ
′
3(δ′1−ar

′
īc
′
j̄/β
′
1)(Ak·ū)

· hξ
′
k

4 · (gaβ
′
4)aβ

′
3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4) · (gaβ

′
4)
−(

∑
t∈[l∗]

acdt
ρ(k)−a∗t

)β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)
R3,k

= g(Ak·u′) · gaβ
′
3δ
′
1(Ak·ū) · hξ

′
k

4 · (g
∑
t∈[l∗]

a2cdt
ρ(k)−a∗t )−β

′
3r
′
īc
′
j̄(Ak·ū)/β′1R3,k

= g(Ak·u′) · (ga)β
′
3δ
′
1(Ak·ū) · hξ

′
k

4 ·
( ∏
t∈[l∗]

(ga
2cdt)

1
ρ(k)−a∗t

)−β′3r′īc′j̄(Ak·ū)/β′1R3,k,

K4,k = gξkR4,k = g
ξ′k+(a−

∑
t∈[l∗]

acdt
ρ(k)−a∗t

)β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)
R4,k

= gξ
′
k · (ga)β

′
3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4) ·
( ∏
t∈[l∗]

(gacdt)
1

ρ(k)−a∗t
)−β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)
R4,k,

K5,k = (h5h
ρ(k)
6 )ξkR5,k

= (h5h
ρ(k)
6 )ξ

′
k · (h5h

ρ(k)
6 )

(a−
∑
t′∈[l∗]

acd
t′

ρ(k)−a∗
t′

)β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)
R5,k

= (h5h
ρ(k)
6 )ξ

′
k

·
(
gβ
′
5+β′6ρ(k) ·

( ∏
t∈[l∗]

(ga/d
2
t )ρ(k)−a∗t

)
·
( ∏
t∈[l∗]

gac/dt
))(a−

∑
t′∈[l∗]

acd
t′

ρ(k)−a∗
t′

)β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

·R5,k

= (h5h
ρ(k)
6 )ξ

′
k ·
(
gβ
′
5+β′6ρ(k)

)aβ′3r′īc′j̄(Ak·ū)/(β′1β
′
4) ·
(
gβ
′
5+β′6ρ(k)

)−(
∑
t′∈[l∗]

acd
t′

ρ(k)−a∗
t′

)β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

·
( ∏
t∈[l∗]

(ga/d
2
t )ρ(k)−a∗t

)aβ′3r′īc′j̄(Ak·ū)/(β′1β
′
4) ·
( ∏
t∈[l∗]

(ga/d
2
t )ρ(k)−a∗t

)−(
∑
t′∈[l∗]

acd
t′

ρ(k)−a∗
t′

)β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

·
( ∏
t∈[l∗]

gac/dt
)aβ′3r′īc′j̄(Ak·ū)/(β′1β

′
4) ·
( ∏
t∈[l∗]

gac/dt
)−(

∑
t′∈[l∗]

acd
t′

ρ(k)−a∗
t′

)β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)
·R5,k

= (h5h
ρ(k)
6 )ξ

′
k ·
(
ga
)(β′5+β′6ρ(k))β′3r

′
īc
′
j̄(Ak·ū)/(β′1β

′
4) ·
( ∏
t′∈[l∗]

(gacdt′ )
1

ρ(k)−a∗
t′
)−(β′5+β′6ρ(k))β′3r

′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ1

·
( ∏
t∈[l∗]

(ga
2/d2

t )ρ(k)−a∗t
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ2

·
( ∏
t∈[l∗]

∏
t′∈[l∗]

(ga
2cdt′/d

2
t )

ρ(k)−a∗t
ρ(k)−a∗

t′
)−β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

·
( ∏
t∈[l∗]

ga
2c/dt

)β′3r′īc′j̄(Ak·ū)/(β′1β
′
4) ·
( ∏
t∈[l∗]

∏
t′∈[l∗]

(ga
2c2dt′/dt)

1
ρ(k)−a∗

t′
)−β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ3

·R5,k

= Ψ1 · Ψ2 ·
( ∏
t∈[l∗]

∏
t′∈[l∗]\{t}

(ga
2cdt′/d

2
t )

ρ(k)−a∗t
ρ(k)−a∗

t′
)−β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ4, for t′ 6=t
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·
( ∏
t∈[l∗]

(ga
2cdt/d

2
t )

ρ(k)−a∗t
ρ(k)−a∗t

)−β′3r′īc′j̄(Ak·ū)/(β′1β
′
4)

︸ ︷︷ ︸
for t′=t

·
( ∏
t∈[l∗]

ga
2c/dt

)β′3r′īc′j̄(Ak·ū)/(β′1β
′
4) · Ψ3 ·R5,k

= Ψ · Ψ2 · Ψ4 · Ψ3 ·R5,k.

Note that B can calculate the values of K0,K1,K2,K
′
0, {K3,k,K4,k,K5,k}k∈[l] using the suitable terms of the

assumption.

Challenge. A submits a message M . B randomly chooses

τ ′, s1, . . . , sī−1, s
′
ī, sī+1, . . . , sm, t

′
1, . . . , t

′
ī−1, t̄i, t

′
ī+1, . . . , t

′
m ∈ ZN ,

w1, . . . ,wj̄−1,w
′
j̄ , . . . ,w

′
m ∈ Z3

N ,

π′, π̄′, π′a∗1 , . . . , π
′
a∗l
∈ ZN .

B randomly chooses rx, ry, rz ∈ ZN , and sets χ1 = (rx, 0, rz),χ2 = (0, ry, rz),χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
B randomly chooses

vi ∈ Z3
p ∀i ∈ {1, . . . , ī− 1},

vp
ī
∈ span{χ1,χ2}, vqī ∈ span{χ3},

vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m},
vpc ∈ span{χ1,χ2}, vqc = ν3χ3 ∈ span{χ3}.

B sets the value of κ, τ, sī, ti(i ∈ [m] \ {̄i}) ∈ ZN , vc,vī ∈ Z3
N , {wj ∈ Z3

N}mj=j̄ , π ∈ ZN , π̄ ∈ ZN , {π′a∗t ∈
ZN}t∈[l∗] by implicitly setting

a ≡ κ mod p1, azτ ′ ≡ τ mod p1, s′ī/a ≡ sī mod p1,

t′i + cβ′1τ
′s′ī(v

q
ī
· vqc)/z′i ≡ ti mod p1 ∀i ∈ {1, . . . , ī− 1},

t′i − aβ′1τ ′si(vi · vpc)/z′i + cβ′1τ
′s′ī(v

q
ī
· vqc)/z′i ≡ ti mod p1 ∀i ∈ {̄i+ 1, . . . ,m},

vc =
1

z
vpc + vqc , vī = vp

ī
+
c

z
vq
ī
,

w′j̄ − ac
′
j̄τ
′vpc ≡ wj̄ mod p1,

w′j − cc′jτ ′vqc ≡ wj mod p1 ∀j ∈ {j̄ + 1, . . . ,m},
π′ − cτ ′s′ī(v

q
ī
· vqc) ≡ π mod p1, π̄′ + cβ′1τ

′s′ī(v
q
ī
· vqc)/β′3 ≡ π̄ mod p1,

π′a∗t − dtβ
′
1β
′
4τ
′s′ī(v

q
ī
· vqc)/β′3 ≡ πa∗t mod p1 ∀t ∈ [l∗].

It is worth noticing that vī and vc are random vectors in Z3
N as required, and (vī ·vc) = 1

z (vp
ī
·vpc)+ c

z (vq
ī
·vqc),

since χ3 is orthogonal to span{χ1,χ2} and Z3
N = span{χ1,χ2,χ3}.

B creates a ciphertext 〈S∗, (P1, P2, P3, P4, {P5,x, P6,x}x∈S∗), (Ri,R
′
i, Qi, Qi,1, Qi,2, Q

′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉

as follows:

1. P1 = gπ
′
(gc)−τ

′s′ī(v
q

ī
·vqc), P2 = (P1)β2 , P3 = hπ

′

1 h
π̄′

3 , P4 = gπ̄
′
(gc)β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ,

for t ∈ [l∗],

P5,a∗t
= hπ̄4 (h5h

a∗t
6 )

πa∗t

= h
π̄′+cβ′1τ

′s′ī(v
q

ī
·vqc)/β

′
3

4 · (h5h
a∗t
6 )

π′a∗t
−dtβ′1β

′
4τ
′s′ī(v

q

ī
·vqc)/β

′
3

= hπ̄
′

4 · (gaβ
′
4)cβ

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

· (h5h
a∗t
6 )

π′a∗t ·
(
gβ
′
5gβ

′
6a
∗
t ·
( ∏
t′∈[l∗]

(ga/d
2
t′ )a

∗
t−a

∗
t′
)
·
( ∏
t′∈[l∗]

gac/dt′
))−dtβ′1β′4τ ′s′ī(vqī ·vqc)/β′3
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= hπ̄
′

4 · (gac)β
′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 · (h5h

a∗t
6 )

π′a∗t ·
(
gdt
)−(β′5+β′6a

∗
t )β′1β

′
4τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[l∗]

(gadt/d
2
t′ )a

∗
t−a

∗
t′
)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3 · ( ∏

t′∈[l∗]

gacdt/dt′
)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3

= hπ̄
′

4︸︷︷︸
Ψ1

· (gac)β
′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3︸ ︷︷ ︸

∆

· (h5h
a∗t
6 )

π′a∗t ·
(
gdt
)−(β′5+β′6a

∗
t )β′1β

′
4τ
′s′ī(v

q

ī
·vqc)/β

′
3︸ ︷︷ ︸

Ψ2

·
( ∏
t′∈[l∗]\{t}

(gadt/d
2
t′ )a

∗
t−a

∗
t′
)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3

︸ ︷︷ ︸
Ψ3, for t′ 6=t

·
(
(gadt/d

2
t )a
∗
t−a

∗
t
)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3︸ ︷︷ ︸
1, for t′=t

·
( ∏
t′∈[l∗]\{t}

gacdt/dt′
)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3

︸ ︷︷ ︸
Ψ4, for t′ 6=t

·
(
gacdt/dt

)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3︸ ︷︷ ︸
∆−1, for t′=t

= Ψ1 · Ψ2 · Ψ3 · Ψ4,

P6,a∗t
= g

πa∗t = g
π′a∗t
−dtβ′1β

′
4τ
′s′ī(v

q

ī
·vqc)/β

′
3 = g

π′a∗t (gdt)−β
′
1β
′
4τ
′s′ī(v

q

ī
·vqc)/β

′
3 .

Note that the values of Ψ1, . . . , Ψ4 can be calculated using the suitable terms of the assumption.
2. For each i ∈ [m]:

– if i < ī: it randomly chooses ŝi ∈ Zp, then sets

Ri = gvi , R′i = (ga)vi , Qi = gsi , Qi,1 = hsi1 Z
t′i
i h

π′

1 ,

Qi,2 = (Qi)
β2 , Q′i = gt

′
i(gc)β

′
1τ
′s′ī(v

q

ī
·vqc)/z

′
i , Ti = E ŝii .

– if i = ī: it sets

Ri = gr
′
īs
′
īv
p

ī (gc/z)r
′
īs
′
īv
q

ī , R′i = (ga)r
′
īs
′
īv
p

ī (gac/z)r
′
īs
′
īv
q

ī , Qi = gτ
′s′ī(v

p

ī
·vpc )(gc)τ

′s′ī(v
q

ī
·vqc),

Qi,1 = h
τ ′s′ī(v

p

ī
·vpc )

1 Ztii h
π′

1 , Qi,2 = (Qi)
β2 , Q′i = gti , Ti = M · e(gαi , Qi).

– if i > ī: it sets

Ri = grisivi , R′i = (ga)risivi , Qi = (ga)τ
′si(vi·vpc ), Qi,1 = Z

t′i
i h

π′

1 ,

Qi,2 = (Qi)
β2 , Q′i = gt

′
i(ga)−β

′
1τ
′si(vi·vpc )/z′i(gc)β

′
1τ
′s′ī(v

q

ī
·vqc)/z

′
i , Ti = M · e(gαi , Qi).

3. For each j ∈ [m]:

– if j < j̄: it randomly chooses µ′j ∈ ZN and implicitly sets the value of µj such that (ac)−1µ′jν3−ν3 ≡
µj mod p1, then sets Cj = (g(ac)/z)c

′
jτ
′vpc · gc

′
jτ
′µ′jv

q
c · (ga)wj , C ′j = gwj .

– if j = j̄: it sets Cj = T c
′
j̄τ
′vqc · (ga)w

′
j , C ′j = gw

′
j̄ · (ga)−c

′
j̄τ
′vpc .

– if j > j̄: it sets Cj = (g(ac)/z)c
′
jτ
′vpc · (ga)w

′
j , C ′j = gw

′
j · (gc)−c

′
jτ
′vqc .

If T = ga
2z, then the ciphertext is a well-formed encryption to the index (̄i, j̄). If T is randomly chosen, say

T = gr for some random r ∈ Zp1
, the ciphertext is a well-formed encryption to the index (̄i, j̄ + 1) with

implicitly setting µj̄ such that ( r
a2z − 1)ν3 ≡ µj̄ mod p1.

Guess. A outputs a guess b′ ∈ {0, 1} to B, then B outputs this b′ to the challenger.

The distributions of the public parameters, private keys and challenge ciphertext are the same as that in
the real scheme. B’s advantage in the Modified (1, q)-EDHE3 game will be exactly equal to A’s advantage
in the selective index-hiding game.
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D Proof of the Lemma 1 for the Fully Secure KP-ABE with Short Ciphertexts

To make the proof easy to follow, we present the details of the resulting AugABE scheme first.

D.1 The Resulting Augmented KP-ABE

SetupA(λ,U , N = m2, T ) → (PP,MSK). Run G(λ) to get (N, p1, p2, p3,G,GT , e). Pick generators g ∈ Gp1
,

X3 ∈ Gp3
. Set d = T + 6, d0 = 2. Pick random β = (β1, . . . , β4, θ0, θ1, . . . , θT+1) ∈ ZT+6

N . Pick random
{αi, ri, zi ∈ ZN}i∈[m], {cj ∈ ZN}j∈[m]. The public parameter is

PP =
(

(N,G,GT , e), g, h1 = gβ1 , . . . , h4 = gβ4 , f0 = gθ0 , f1 = gθ1 , . . . , fT+1 = gθT+1 , X3,

{Ei = e(g, g)αi , Gi = gri , Zi = gzi}i∈[m], {Hj = gcj}j∈[m]

)
.

The master secret key is MSK =
(
α1, . . . , αm, r1, . . . , rm, c1, . . . , cm

)
.

A counter ctr = 0 is implicitly included in MSK.
KeyGenA(PP,MSK, (A, ρ)) → SK(i,j),(A,ρ). Set ctr = ctr + 1 and then compute the corresponding index in

the form of (i, j) where 1 ≤ i, j ≤ m and (i− 1) ∗m+ j = ctr. Let l × n be the size of A. Pick random
δ = (δ1, δ2, ξ1, . . . , ξl, u2, . . . , un) ∈ Zl+n+1

N , R = (R0, R1, R2, {R3,k, R4,k, R5,k,0, {R5,k,t}t∈[T ]}k∈[l]) ∈
G3+(3+T )l
p3 , and R′0 ∈ Gp3

. Implicitly setting u = (u1 = β3δ1, u2, . . . , un), output a secret key SK(i,j),(A,ρ)

as

SK(i,j),(A,ρ) =
(

(i, j), (A, ρ),

K0 = gricj+αihδ11 h
δ2
2 R0, K1 = gδ1R1, K2 = gδ2 ·R2, K ′0 = Zδ1i R

′
0,

{K3,k = gAk·uhξk4 R3,k, K4,k = gξkR4,k,

K5,k,0 = fξk0 , {K5,k,t = (ft+1f
−ρ(k)t

1 )ξkR5,k,t}t∈[T ]}k∈l
)
.

Note that K3,k = gAk·ugβ4ξkR3,k can be computed as

K3,k = (gβ3)Ak,1δ1g
∑n
t=2 Ak,tutgβ4ξkR3,k = h

Ak,1δ1
3 g

∑n
t=2 Ak,tuthξk4 R3,k, where Ak = (Ak,1, Ak,2, . . . , Ak,n)

is the k-th row of A.
EncryptA(PP,M, S, (̄i, j̄))→ CTS .

1. Upon input the attribute set S ⊆ ZN , pick random π = (π, π̄, π̂) ∈ Z3
N . Let ct be the coefficient of zt

in p(z) :=
∏
x∈S(z − x). Set

P1 = gπ, P2 = hπ2 , P3 = hπ1h
π̄
3 ,

P4 = gπ̄, P5 = hπ̄4
(
f0

∏T
t=0 f

ct
t+1

)π̂
, P6 = gπ̂.

2. Pick random

κ, τ, s1, . . . , sm, t1, . . . , tm ∈ ZN ,
vc, w1, . . . ,wm ∈ Z3

N .

Pick random rx, ry, rz ∈ ZN , and set χ1 = (rx, 0, rz), χ2 = (0, ry, rz), χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
Pick random

vi ∈ Z3
N ∀i ∈ {1, . . . , ī},

vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m}.

For each row i ∈ [m]:
– if i < ī: randomly choose ŝi ∈ Zp, and set

Ri = gvi , R′i = gκvi , Qi = gsi , Qi,1 = (gβ1)siZtii (gβ1)π, Qi,2 = (gβ2)si ,

Q′i = gti , Ti = E ŝii .
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– if i ≥ ī: set

Ri = Gsivii , R′i = Gκsivii , Qi = gτsi(vi·vc), Qi,1 = (gβ1)τsi(vi·vc)Ztii (gβ1)π,

Qi,2 = (gβ2)τsi(vi·vc),

Q′i = gti , Ti = M · Eτsi(vi·vc)i .

For each column j ∈ [m]:

– if j < j̄: randomly choose µj ∈ ZN , and set Cj = H
τ(vc+µjχ3)
j · gκwj , C ′j = gwj .

– if j ≥ j̄: set Cj = Hτvc
j · gκwj , C ′j = gwj .

3. Output the ciphertext CTS = 〈S, (P1, P2, P3, P4, P5, P6), (Ri,R
′
i, Qi, Qi,1, Qi,2, Q

′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉.

DecryptA(PP, CTS ,SK(i,j),(A,ρ))→M or⊥. Parse CTS to CTS = 〈S, (P1, P2, P3, P4, P5, P6), (Ri,R
′
i, Qi, Qi,1,

Qi,2, Q
′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉 and SK(i,j),(A,ρ) to SK(i,j),(A,ρ) =

(
(i, j), (A, ρ), (K0, K1,K2, {K3,k,K4,k,K5,k,0,

{K5,k,t}t∈[T ]}k∈[l],K
′
0

)
. Suppose S satisfies (A, ρ) (if S does not satisfies (A, ρ), output ⊥).

1. Compute constants {ωk}ρ(k)∈S such that
∑
ρ(k)∈S ωkAk = (1, 0, . . . , 0). Let ct be the coefficient of zt

in p(z) :=
∏
x∈S(z − x). Compute

DP ←e(K1, P3)
/ ∏
ρ(k)∈S

(e(K3,k, P4) · e(K5,k,0

∏T
t=1K

ct
5,k,t, P6)

e(K4,k, P5)

)ωk
=e(K1, P3)

/ ∏
ρ(k)∈S

(e(gAk·uhξk4 , gπ̄) · e((f0

∏T
t=0 f

ct
t+1)ξk , gπ̂)

e(gξk , hπ̄4
(
f0

∏T
t=0 f

ct
t+1

)π̂
)

)ωk
=e(K1, P3)

/ ∏
ρ(k)∈S

(
e(gAk·u, gπ̄)

)ωk = e(g, g)a1δ1πe(g, g)a3δ1π̄
/
e(g, g)a3δ1π̄

=e(g, g)a1δ1π.

Note that DP can be computed using 4 pairing computations, since
∏
ρ(k)∈S

(
e(K3,k, P4)

)ωk can be

compute by e(
∏
ρ(k)∈S K

ωk
3,k, P4), and the same applies to two parts for P5 and P6.

2. Compute

DI ←
e(K0, Qi) · e(K ′0, Q′i)
e(K1, Qi,1) · e(K2, Qi,2)

·
e3(R′i,C

′
j)

e3(Ri,Cj)
.

3. Computes M ← Ti/(DP ·DI) as the output message.

D.2 Proof of Lemma 1

Proof. Suppose there exists a polynomial time adversary A that selectively breaks the index-hiding game
with advantage ε. We build a PPT algorithm B to solve a Modified (T + 1, 1)-EDHE3 problem instance in
a subgroup as follows. B is given

D =
(
(N,G,GT , e), g, ga, gc, gc/z, gca

T+1/z (for gca
n/z with n = T + 1), gd, ga

T+1

,

∀i∈[2(T+1)] ga
icd,

∀i∈[2(T+1)],i6=T+2 ga
ic/d,

∀i∈[T+2] ga
i/d2

,

∀i∈[T+2,2(T+1)] ga
ic2

)
and T , where (N = p1p2p3,G,GT , e)

R←− G, g
R←− Gp1

, g2
R←− Gp2

, g3
R←− Gp3

, a, c, z, d
R←− ZN , and T

is either equal to ga
T+2z or is a random element from Gp1

. B’s goal is to determine T = ga
T+2z or T is a

random element from Gp1
.
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Init. A gives B the challenge attribute set S∗ = {a∗1, . . . , a∗l∗} ⊆ ZN , where |S∗| = l∗ ≤ T .

Setup. B randomly chooses {αi ∈ ZN}i∈[m], {ri, z′i ∈ ZN}i∈[m]\{ī}, r
′
ī
, zī ∈ ZN , {c′j ∈ ZN}j∈[m], and

β′1, β2, β
′
3, β
′
4, θ
′
0, θ
′
1, . . . , θ

′
T+1 ∈ ZN . Let c∗t be the coefficients of zt in p(z) =

∏
x∈S∗(z − x), B gives A the

public parameter PP:(
g, h1 = (ga

T+1

)β
′
1 , h2 = gβ2 , h3 = (ga

T+1

)β
′
3 , h4 = (ga

T+1

)β
′
4 ,

f0 = gθ
′
0ga

T+1c/d
T∏
t=0

(ga
t+1/d2

)−c
∗
t , {ft = gθ

′
tga

t/d2

}T+1
t=1 ,

{Ei = e(g, g)αi}i∈[m],

{Gi = gri , Zi = (ga
T+1

)z
′
i}i∈[m]\{ī}, {Hj = (gc/z)c

′
j}j∈[m]\{j̄}, Gī = (ga

T+1

)r
′
ī , Zī = gzī , Hj̄ = (ga)c

′
j̄ .
)
.

Note that B implicitly chooses rī, zi(i ∈ [m] \ {̄i}), cj(j ∈ [m]), β1, β3, β4, β5, β6 ∈ ZN such that

aT+1r′ī ≡ rī mod p1, a
T+1z′i ≡ zi mod p1 ∀i ∈ [m] \ {̄i},

ac′j̄ ≡ cj̄ mod p1, (c/z)c′j ≡ cj mod p1 ∀j ∈ [m] \ {j̄},

aT+1β′1 ≡ β1 mod p1, a
T+1β′3 ≡ β3 mod p1, a

T+1β′4 ≡ β4 mod p1,

θ′0 + aT+1c/d−
T∑
t=0

c∗t (a
t+1/d2) ≡ θ0 mod p1,

∀t ∈ {1, . . . , T + 1} : θ′t + at/d2 ≡ θt mod p1,

Query Phase. To respond to A’s query for ((i, j), (A, ρ)), let l × n be the size of A,
• if (i, j) 6= (̄i, j̄): B picks random δ = (δ1, δ2, ξ1, . . . , ξl, u2, . . . , un) ∈ Zl+n+1

N , R = (R0, R1, R2,

{R3,k, R4,k, R5,k,0, {R5,k,t}t∈T }k∈[l]) ∈ G3+l(3+T )
p3 , andR′0 ∈ Gp3

. Implicitly setting u = (u1 = β3δ1, u2, . . . , un),
B creates a secret key SK(i,j),(A,ρ):

K0 =


gαi(gc/z)ric

′
j · hδ11 h

δ2
2 R0, : i 6= ī, j 6= j̄

gαi(g(aT+1c)/z)r
′
īcj · hδ11 h

δ2
2 R0, : i = ī, j 6= j̄

gαi(ga)ric
′
j̄ · hδ11 h

δ2
2 R0, : i 6= ī, j = j̄.

K1 = gδ1R1, K2 = gδ2 ·R2, K ′0 = Zδ1i R
′
0,

{K3,k = h
Ak,1δ1
3 g

∑n
t=2 Ak,tuthξk4 R3,k, K4,k = gξkR4,k,

K5,k,0 = fξk0 , {K5,k,t = (ft+1f
−ρ(k)t

1 )ξkR5,k,t}t∈[T ]}k∈l.

• if (i, j) = (̄i, j̄): it implies that A is querying a secret key with the challenge index (̄i, j̄), and (A, ρ)
is not satisfied by S∗. B first computes a vector ū = (ū1, . . . , ūn) ∈ ZnN that has first entry equal to 1
(i.e. ū1 = 1) and is orthogonal to all of the rows Ak of A such that ρ(k) ∈ S∗ (i.e. Ak · ū = 0 ∀k ∈
[l] s.t. ρ(k) ∈ S∗). Note that such a vector must exist since S∗ fails to satisfy (A, ρ), and it is effi-
ciently computable. B picks random δ′1, δ2, {ξk}k∈[l] s.t. ρ(k)∈S∗ , {ξ′k}k∈[l] s.t. ρ(k)/∈S∗ , u

′
2, . . . , u

′
n ∈ ZN , R =

(R0, R1, R2, {R3,k, R4,k, R5,k,0, {R5,k,t}t∈T }k∈[l]) ∈ G3+l(3+T )
p3 , and R′0 ∈ Gp3

Let u′ = (0, u′2, . . . , u
′
n) ∈ ZnN ,

B sets the values of δ1 ∈ ZN , u ∈ ZnN , {ξk ∈ ZN}k∈[l] s.t. ρ(k)/∈S∗ by implicitly setting

δ′1 − ar′īc
′
j̄/β
′
1 ≡ δ1 mod p1, u = u′ + (aT+1β′3)δ1ū,

ξ′k +
(
a+

1

p(ρ(k))

T∑
t=0

ρ(k)tcdaT+1−t)β′3r′īc′j̄(Ak · ū)/(β′1β
′
4) ≡ ξk mod p1 ∀k ∈ [l] s.t. ρ(k) /∈ S∗.
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Note that for ρ(k) /∈ S∗ we have p(ρ(k)) 6= 0. B creates a secret key SK(̄i,j̄),(A,ρ) as follows:

K0 = gαīh
δ′1
1 h

δ2
2 R0, K1 = gδ

′
1(ga)−r

′
īc
′
j̄/β
′
1R1, K2 = gδ2R2, K

′
0 = (K1)zīR′0,

• for k ∈ [l] s.t. ρ(k) ∈ S∗,

K3,k = g(Ak·u)hξk4 R3,k = g(Ak·u′)+aT+1β′3δ1(Ak·ū)hξk4 R3,k = g(Ak·u′)hξk4 R3,k,

K4,k = gξkR4,k, K5,k,0 = fξk0 , {K5,k,t = (ft+1f
−ρ(k)t

1 )ξkR5,k,t}t∈[T ],

• for k ∈ [l] s.t. ρ(k) /∈ S∗,

K3,k = g(Ak·u)hξk4 R3,k

= g(Ak·u′) · ga
T+1β′3(δ′1−ar

′
īc
′
j̄/β
′
1)(Ak·ū)

· hξ
′
k

4 · (ga
T+1β′4)aβ

′
3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4) · (ga

T+1β′4)(
∑T
t=0

aT+1−tcdρ(k)t

p(ρ(k))
)β′3r

′
īc
′
j̄(Ak·ū)/(β′1β

′
4)R3,k

= g(Ak·u′) · ga
T+1β′3δ

′
1(Ak·ū) · hξ

′
k

4 · (g
∑T
t=0

a2T+2−tcdρ(k)t

p(ρ(k)) )β
′
3r
′
īc
′
j̄(Ak·ū)/β′1R3,k

= g(Ak·u′) · (ga
T+1

)β
′
3δ
′
1(Ak·ū) · hξ

′
k

4 ·
( T∏
t=0

(ga
2T+2−tcd)

ρ(k)t

p(ρ(k))
)β′3r′īc′j̄(Ak·ū)/β′1R3,k,

K4,k = gξkR4,k = gξ
′
k+
(
a+ 1

p(ρ(k))

∑T
t=0 ρ(k)tcdaT+1−t

)
β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)R4,k

= gξ
′
k · (ga)β

′
3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4) ·
( T∏
t=0

(ga
T+1−tcd)

ρ(k)t

p(ρ(k))
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)
R4,k,

K5,k,0 = fξk0 R5,k,0

= f
ξ′k
0 · (gθ

′
0ga

T+1c/d
T∏
i=0

(ga
i+1/d2

)−c
∗
i )aβ

′
3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

· (gθ
′
0ga

T+1c/d
T∏
i=0

(ga
i+1/d2

)−c
∗
i )(

∑T
t=0

aT+1−tcdρ(k)t

p(ρ(k))
)β′3r

′
īc
′
j̄(Ak·ū)/(β′1β

′
4)R5,k,0

= f
ξ′k
0 ·

(
(ga)θ

′
0
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)︸ ︷︷ ︸

Ψ1

·
(
ga

T+2c/d
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4) ·
( T∏
i=0

(ga
i+2/d2

)−c
∗
i
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ2

·
( T∏
t=0

(ga
T+1−tcd)

ρ(k)t

p(ρ(k))
)θ′0β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ3

·
( T∏
t=0

(ga
2T+2−tc2)

ρ(k)t

p(ρ(k))
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ4

·
( T∏
t=0

T∏
i=0

(ga
T+i+2−tc/d)

−c∗i ρ(k)t

p(ρ(k))
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)
R5,k,0

= Ψ1 ·
(
ga

T+2c/d
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4) · Ψ2 · Ψ3 · Ψ4

·
( T∏
t=0

∏
i∈[0,T ]\{t}

(ga
T+i+2−tc/d)

−c∗i ρ(k)t

p(ρ(k))
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ5, for i 6=t
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·
( T∏
t=0

(ga
T+t+2−tc/d)

−c∗t ρ(k)t

p(ρ(k))
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
for i=t

R5,k,0

= Ψ1 ·
(
ga

T+2c/d
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)︸ ︷︷ ︸

∆

·Ψ2 · Ψ3 · Ψ4 · Ψ5

·
(
(ga

T+2c/d)
−

∑T
t=0 c

∗
t ρ(k)t

p(ρ(k))
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)︸ ︷︷ ︸

∆−1, since
∑T
t=0 c

∗
t ρ(k)t=p(ρ(k))

R5,k,0

= Ψ1 · Ψ2 · Ψ3 · Ψ4 · Ψ5 ·R5,k,0,

K5,k,t = (ft+1f
−ρ(k)t

1 )ξkR5,k,t ∀t ∈ [1, T ]

= (ft+1f
−ρ(k)t

1 )ξ
′
k︸ ︷︷ ︸

Ψ6

·
(
gθ
′
t+1ga

t+1/d2

(gθ
′
1ga/d

2

)−ρ(k)t
)(a+ 1

p(ρ(k))

∑T
i=0 ρ(k)icdaT+1−i

)
β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)
R5,k,t

= Ψ6 ·
(
gθ
′
t+1−θ

′
1ρ(k)tga

t+1/d2

(ga/d
2

)−ρ(k)t
)aβ′3r′īc′j̄(Ak·ū)/(β′1β

′
4)

·
(
gθ
′
t+1−θ

′
1ρ(k)tga

t+1/d2

(ga/d
2

)−ρ(k)t
)( 1

p(ρ(k))

∑T
i=0 ρ(k)icdaT+1−i

)
β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)
R5,k,t

= Ψ6 ·
(
(ga)θ

′
t+1−θ

′
1ρ(k)t · ga

t+2/d2

· (ga
2/d2

)−ρ(k)t
)β′3r′īc′j̄(Ak·ū)/(β′1β

′
4)︸ ︷︷ ︸

Ψ7

·
( T∏
i=0

(gcda
T+1−i

)ρ(k)i
) θ′t+1−θ

′
1ρ(k)t

p(ρ(k))
β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ8

·
( T∏
i=0

(ga
T+2+t−ic/d)ρ(k)i

) 1
p(ρ(k))

β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

·
( T∑
i=0

(ga
T+2−ic/d)−ρ(k)i

) ρ(k)t

p(ρ(k))
β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)
R5,k,t

= Ψ6 · Ψ7 · Ψ8

·
( ∏
i∈[0,T ]\{t}

(ga
T+2+t−ic/d)ρ(k)i

) 1
p(ρ(k))

β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ9, for i 6=t

·
(
(ga

T+2+t−tc/d)ρ(k)t
) 1
p(ρ(k))

β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)︸ ︷︷ ︸

for i=t

·
( T∑
i=1

(ga
T+2−ic/d)−ρ(k)i

) ρ(k)t

p(ρ(k))
β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ10, for i 6=0

·
(
(ga

T+2−0c/d)−ρ(k)0) ρ(k)t

p(ρ(k))
β′3r
′
īc
′
j̄(Ak·ū)/(β′1β

′
4)︸ ︷︷ ︸

for i=0

R5,k,t

= Ψ6 · Ψ7 · Ψ8 · Ψ9 · Ψ10 ·R5,k,t.

Note that B can calculate the values of K0,K1,K2,K
′
0, {K3,k,K4,k,K5,k,0, {K5,k,t}t∈[T ]}k∈[l] using the suit-

able terms of the assumption.

Challenge. A submits a message M . B randomly chooses

τ ′, s1, . . . , sī−1, s
′
ī, sī+1, . . . , sm, t

′
1, . . . , t

′
ī−1, t̄i, t

′
ī+1, . . . , t

′
m ∈ ZN ,

w1, . . . ,wj̄−1,w
′
j̄ , . . . ,w

′
m ∈ Z3

N ,

π′, π̄′, π′a∗1 , . . . , π
′
a∗l
∈ ZN .
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B randomly chooses rx, ry, rz ∈ ZN , and sets χ1 = (rx, 0, rz),χ2 = (0, ry, rz),χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
B randomly chooses

vi ∈ Z3
N ∀i ∈ {1, . . . , ī− 1},

vp
ī
∈ span{χ1,χ2}, vqī ∈ span{χ3},

vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m},
vpc ∈ span{χ1,χ2}, vqc = ν3χ3 ∈ span{χ3}.

B sets the value of κ, τ, sī, ti(i ∈ [m] \ {̄i}) ∈ ZN , vc,vī ∈ Z3
N , {wj ∈ Z3

N}mj=j̄ , π, π̄, π̂
′ ∈ ZN by implicitly

setting

aT+1 ≡ κ mod p1, aT+1zτ ′ ≡ τ mod p1, s′ī/a
T+1 ≡ sī mod p1,

t′i + cβ′1τ
′s′ī(v

q
ī
· vqc)/z′i ≡ ti mod p1 ∀i ∈ {1, . . . , ī− 1},

t′i − aT+1β′1τ
′si(vi · vpc)/z′i + cβ′1τ

′s′ī(v
q
ī
· vqc)/z′i ≡ ti mod p1 ∀i ∈ {̄i+ 1, . . . ,m},

vc = z−1vpc + vqc , vī = vp
ī

+
c

z
vq
ī
,

w′j̄ − ac
′
j̄τ
′vpc ≡ wj̄ mod p1,

w′j − cc′jτ ′vqc ≡ wj mod p1 ∀j ∈ {j̄ + 1, . . . ,m},
π′ − cτ ′s′ī(v

q
ī
· vqc) ≡ π mod p1, π̄′ + cβ′1τ

′s′ī(v
q
ī
· vqc)/β′3 ≡ π̄ mod p1,

π̂′ − dβ′1β′4τ ′s′ī(v
q
ī
· vqc)/β′3 ≡ π̂ mod p1.

It is worth noticing that vī and vc are random vectors in Z3
N as required, and (vī ·vc) = 1

z (vp
ī
·vpc)+ c

z (vq
ī
·vqc),

since χ3 is orthogonal to span{χ1,χ2} and Z3
N = span{χ1,χ2,χ3}.

B creates a ciphertext 〈S∗, (P1, P2, P3, P4, P5, P6), (Ri,R
′
i, Qi, Qi,1, Q

′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉 as follows:

1. P1 = gπ
′
(gc)−τ

′s′ī(v
q

ī
·vqc), P2 = (P1)β2 , P3 = hπ

′

1 h
π̄′

3 , P4 = gπ̄
′
(gc)β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ,

P5 = hπ̄4
(
f0

T∏
t=0

f
c∗t
t+1

)π̂
= h

π̄′+cβ′1τ
′s′ī(v

q

ī
·vqc)/β

′
3

4 ·
(
gθ
′
0ga

T+1c/d
T∏
t′=0

(ga
t′+1/d2

)−c
∗
t′ ·

T∏
t=0

(gθ
′
t+1ga

t+1/d2

)c
∗
t
)π̂′−dβ′1β′4τ ′s′ī(vqī ·vqc)/β′3

= hπ̄
′

4 · (ga
T+1β′4)cβ

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ·
(
gθ
′
0ga

T+1c/d ·
T∏
t=0

(gθ
′
t+1)c

∗
t
)π̂′−dβ′1β′4τ ′s′ī(vqī ·vqc)/β′3

= hπ̄
′

4 · (ga
T+1c)β

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ·
(
gθ
′
0

T∏
t=0

gθ
′
t+1c

∗
t
)π̂′−dβ′1β′4τ ′s′ī(vqī ·vqc)/β′3

·
(
ga

T+1c/d
)π̂′−dβ′1β′4τ ′s′ī(vqī ·vqc)/β′3

= hπ̄
′

4 · (ga
T+1c)β

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ·
(
gθ
′
0

T∏
t=0

gθ
′
t+1c

∗
t
)π̂′ · ((gd)θ′0 T∏

t=0

(gd)θ
′
t+1c

∗
t
)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3

·
(
ga

T+1c/d
)π̂′ · (gaT+1c

)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3
= hπ̄

′

4 ·
(
gθ
′
0

T∏
t=0

gθ
′
t+1c

∗
t
)π̂′ · ((gd)θ′0 T∏

t=0

(gd)θ
′
t+1c

∗
t
)−β′1β′4τ ′s′ī(vqī ·vqc)/β′3 · (gaT+1c/d

)π̂′
P6 = gπ̂ = gπ̂

′−dβ′1β
′
4τ
′s′ī(v

q

ī
·vqc)/β

′
3

= gπ̂
′
(gd)−β

′
1β
′
4τ
′s′ī(v

q

ī
·vqc)/β

′
3 .

41



2. For each i ∈ [m]:

– if i < ī: it randomly chooses ŝi ∈ Zp, then sets

Ri = gvi , R′i = (ga
T+1

)vi , Qi = gsi , Qi,1 = hsi1 Z
t′i
i h

π′

1 ,

Qi,2 = (Qi)
β2 , Q′i = gt

′
i(gc)β

′
1τ
′s′ī(v

q

ī
·vqc)/z

′
i , Ti = E ŝii .

– if i = ī: it sets

Ri = gr
′
īs
′
īv
p

ī (gc/z)r
′
īs
′
īv
q

ī , R′i = (ga
T+1

)r
′
īs
′
īv
p

ī (ga
T+1c/z)r

′
īs
′
īv
q

ī , Qi = gτ
′s′ī(v

p

ī
·vpc )(gc)τ

′s′ī(v
q

ī
·vqc),

Qi,1 = h
τ ′s′ī(v

p

ī
·vpc )

1 Ztii h
π′

1 , Qi,2 = (Qi)
β2 , Q′i = gti , Ti = M · e(gαi , Qi).

– if i > ī: it sets

Ri = grisivi , R′i = (ga
T+1

)risivi , Qi = (ga
T+1

)τ
′si(vi·vpc ), Qi,1 = Z

t′i
i h

π′

1 ,

Qi,2 = (Qi)
β2 , Q′i = gt

′
i(ga

T+1

)−β
′
1τ
′si(vi·vpc )/z′i(gc)β

′
1τ
′s′ī(v

q

ī
·vqc)/z

′
i , Ti = M · e(gαi , Qi).

3. For each j ∈ [m]:

– if j < j̄: it randomly chooses µ′j ∈ ZN and implicitly sets the value of µj such that (aT+1c)−1µ′jν3 −
ν3 ≡ µj mod p1, then sets Cj = (g(aT+1c)/z)c

′
jτ
′vpc · gc

′
jτ
′µ′jv

q
c · (gaT+1

)wj , C ′j = gwj .

– if j = j̄: it sets Cj = T c
′
j̄τ
′vqc · (gaT+1

)w
′
j , C ′j = gw

′
j̄ · (ga)−c

′
j̄τ
′vpc .

– if j > j̄: it sets Cj = (g(aT+1c)/z)c
′
jτ
′vpc · (gaT+1

)w
′
j , C ′j = gw

′
j · (gc)−c

′
jτ
′vqc .

If T = ga
T+2z, then the ciphertext is a well-formed encryption to the index (̄i, j̄). If T is randomly chosen,

say T = gr for some random r ∈ Zp1
, the ciphertext is a well-formed encryption to the index (̄i, j̄ + 1) with

implicitly setting µj̄ such that ( r
aT+2z

− 1)ν3 ≡ µj̄ mod p1.

Guess. A outputs a guess b′ ∈ {0, 1} to B, then B outputs this b′ to the challenger.

The distributions of the public parameters, secret keys and challenge ciphertext are the same as that in
the real scheme. B’s advantage in the Modified (T+1, 1)-EDHE3 game will be exactly equal to A’s advantage
in the selective index-hiding game.

E Proof of the Lemma 1 for the Fully Secure ABE with Ciphertexts
Associated with DFAs

To make the proof easy to follow, we present the details of the resulting AugABE scheme first.

E.1 The Resulting Augmented ABE with Ciphertexts Associated with DFAs

SetupA(λ,U ,K = m2)→ (PP,MSK). Run G(λ) to get (N, p1, p2, p3,G,GT , e). Pick generators g ∈ Gp1 , X3 ∈
Gp3 . Set d = 9, d0 = 2. Pick random β = (β1, . . . , β9) ∈ Z9

N . Pick random {αi, ri, zi ∈ ZN}i∈[m], {cj ∈
ZN}j∈[m]. The public parameter is

PP =
(

(N,G,GT , e), g,h = (h1 = gβ1 , . . . , h9 = gβ9), X3,

{Ei = e(g, g)αi , Gi = gri , Zi = gzi}i∈[m], {Hj = gcj}j∈[m]

)
.

The master secret key is MSK =
(
α1, . . . , αm, r1, . . . , rm, c1, . . . , cm

)
.

A counter ctr = 0 is implicitly included in MSK.
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KeyGenA(PP,MSK,u ∈ (ZN )∗)→ SK(i,j),u. Set ctr = ctr + 1 and compute the corresponding index in the
form of (i, j) where 1 ≤ i, j ≤ m and (i − 1) ∗ m + j = ctr. Let l = |u|, and parse u = (u1, . . . , ul).
Pick random δ = (δ1, δ2, ξ0, ξ1, . . . , ξl) ∈ Z3+l

N , R = (R0, R1, . . . , R4, R5,0, {R5,k, R6,k}k∈[l]) ∈ G6+2l
p3

, and
R′0 ∈ Gp3

. Output a secret key SK(i,j),u as

SK(i,j),u =
(

(i, j),u,

K0 = gricj+αihδ11 h
δ2
2 ·R0, K1 = gδ1 ·R1, K2 = gδ2 ·R2,

K3 = h−δ13 hξl4 ·R3, K4 = hξ05 ·R4, K5,0 = gξ0 ·R5,0,

{K5,k = gξk ·R5,k, K6,k = (h6h
uk
7 )ξk−1(h8h

uk
9 )ξk ·R6,k}k∈[l],

K ′0 = Zδ1i ·R
′
0

)
.

EncryptA(PP,M,M, (̄i, j̄))→ CTM.
1. For any DFA M = (Q,ZN ,J , q0, F = {qn−1}) where n = |Q|, let J = |J |, and parse J =
{(qxt , qyt , σt)|t ∈ [1, J ]}. Pick random π = (π, π̄, π0, π1, . . . , πJ , {νx}qx∈Q\{qn−1}) ∈ Z2+J+n

N and im-
plicitly set νn−1 := β4π̄. Set

P1 = gπ, P2 = gβ2π, P3 = gβ1πgβ3π̄,
P4 = gπ̄, P5 = gπ0 , P6 = g−ν0hπ0

5 ,
{P7,t = gπt , P8,t = gνxt (h6h

σt
7 )πt , P9,t = g−νyt (h8h

σt
9 )πt}t∈[1,J].

Note that for t ∈ [1, J ], if xt = n − 1, then P8,t is computed as P8,t = hπ̄4 (h6h
σt
7 )πt ; if yt = n − 1, then

P9,t is computed as P9,t = h−π̄4 (h8h
σt
9 )πt .

2. Pick random

κ, τ, s1, . . . , sm, t1, . . . , tm ∈ ZN ,
vc, w1, . . . ,wm ∈ Z3

N .

Pick random rx, ry, rz ∈ ZN , and set χ1 = (rx, 0, rz), χ2 = (0, ry, rz), χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
Pick random

vi ∈ Z3
N ∀i ∈ {1, . . . , ī},

vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m}.

For each row i ∈ [m]:

– if i < ī: randomly choose ŝi ∈ Zp, and set

Ri = gvi , R′i = gκvi , Qi = gsi , Qi,1 = (gβ1)siZtii (gβ1)π, Qi,2 = (gβ2)si ,

Q′i = gti , Ti = E ŝii .

– if i ≥ ī: set

Ri = Gsivii , R′i = Gκsivii , Qi = gτsi(vi·vc), Qi,1 = (gβ1)τsi(vi·vc)Ztii (gβ1)π, Qi,2 = (gβ2)τsi(vi·vc),

Q′i = gti , Ti = M · Eτsi(vi·vc)i .

For each column j ∈ [m]:

– if j < j̄: randomly choose µj ∈ Zp, and set Cj = H
τ(vc+µjχ3)
j · gκwj , C ′j = gwj .

– if j ≥ j̄: set Cj = Hτvc
j · gκwj , C ′j = gwj .

3. Output the ciphertext CTM = 〈M, (P1, P2, P3, P4, P5, P6, {P7,t, P8,t, P9,t}t∈[1,J]), (Ri,R
′
i, Qi, Qi,1, Qi,2, Q

′
i,

Ti)
m
i=1, (Cj ,C

′
j)
m
j=1〉.
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DecryptA(PP, CTM,SK(i,j),u)→M or⊥. Parse CTM to CTM = 〈M, (P1, P2, P3, P4, P5, P6, {P7,t, P8,t, P9,t}t∈[1,J]),

(Ri,R
′
i, Qi, Qi,1, Qi,2, Q

′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉 and SK(i,j),u to SK(i,j),u =

(
(i, j), u, (K0,K1,K2,K3,K4,K5,0,

{K5,k,K6,k}k∈[1,l],K
′
0

)
, where M = (Q,ZN ,J , q0, F = {qn−1}) with n = |Q|, J = |J |, J = {qxt , qyt , σt}t∈[1,J],

and u = (u1, . . . , ul). Suppose M accepts u (if M does not accept u, output ⊥).
1. Find a sequence of states ρ0, ρ1, . . . , ρl ∈ Q such that ρ0 = q0, for k = 1 to l we have (ρk−1, ρk, uk) ∈ J ,
and ρl ∈ F . Let (qxtk , qytk , σtk) = (ρk−1, ρk, uk). Compute

DT ←
∏
k∈[1,l]

e(K5,k−1, P8,tk) · e(K5,kP9,tk)

e(K6,k, P7,tk)

=
∏
k∈[1,l]

e(gξk−1 , g
νxtk (h6h

σtk
7 )πtk ) · e(gξk , g−νytk (h8h

σtk
9 )πtk )

e((h6h
uk
7 )ξk−1(h8h

uk
9 )ξk , gπtk )

=
∏
k∈[1,l]

e(gξk−1 , g
νxtk ) · e(gξk , g−νytk ) (since σtk = uk)

=e(gξ0 , gνxt1 ) · e(gξl , g−νytl ) (since ytk = xtk+1
for k = 1, . . . , l − 1)

=e(gξ0 , gν0) · e(gξl , g−νn−1) (since xt1 = 0, ytl = n− 1)

=e(gξ0 , gν0) · e(gξl , h−π̄4 ).

Compute

DP ←
e(K1, P3) · e(K3, P4) · e(K5,0, P6) ·DT

e(K4, P5)

=
e(gδ1 , gβ1πgβ3π̄) · e(h−δ13 hξl4 , g

π̄) · e(gξ0 , g−ν0hπ0
5 ) · e(gξ0 , gν0) · e(gξl , h−π̄4 )

e(hξ05 , g
π0)

=e(gδ1 , gβ1π).

2. Compute

DI ←
e(K0, Qi) · e(K ′0, Q′i)
e(K1, Qi,1) · e(K2, Qi,2)

·
e3(R′i,C

′
j)

e3(Ri,Cj)
.

3. Computes M ← Ti/(DP ·DI) as the output message.

E.2 Proof of Lemma 1

Proof. Suppose there exists a polynomial time adversary A that selectively breaks the index-hiding game
with advantage ε. We build a PPT algorithm B to solve a Modified (n, J)-EDHE2-Dual problem instance in
a subgroup as follows. B is given

D =
(
(N,G,GT , e), g, ga, gb, gb/z, ga

n−1bc/z, g2, g3,

∀i∈[1,n], j,j′∈[1,J],j 6=j′ ga
i/d2

j , ga
ib/dj , gdj , ga

idj/d
2
j′ , ga

ibdj/dj′ , ga
i/d6

j , ga
idj/d

6
j′ ,

∀i∈[0,n−1], j∈[1,J] ga
ic, ga

ibcdj ,

∀i∈[0,n], j∈[1,J] ga
ibcd5

j ,

∀i∈[1,2n−1], j,j′∈[1,J],j 6=j′ ga
ibcdj/d

2
j′ , ga

ibcd5
j/d

6
j′ ,

∀i∈[1,2n−1],i6=n, j∈[1,J] ga
ibc/dj ,

∀i∈[1,2n−1], j,j′∈[1,m] ga
ic/d2

j , ga
ib2cdj/dj′ , ga

ibcdj/d
6
j′ , ga

ic/d6
j , ga

ibcd5
j/d

2
j′ , ga

ib2cd5
j/dj′

)
and T , where (N = p1p2p3,G,GT , e)

R←− G, g
R←− Gp1 , g2

R←− Gp2 , g3
R←− Gp3 , a, b, c, z, d1, . . . , dJ

R←− ZN ,
and T is either equal to ga

ncz or is a random element from Gp1
. B’s goal is to determine T = ga

ncz or T is
a random element from Gp1

.
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Init. A gives B the challenge DFA M∗ = {Q∗,ZN ,J ∗, q0, qn−1}, where n = |Q∗|, let J = |J |∗, and parse
J = {(qx1 , qy1 , σ

∗
1), . . . , (qxJ , qyJ , σ

∗
J)}.

Setup. B randomly chooses {αi ∈ ZN}i∈[m], {ri, z′i ∈ ZN}i∈[m]\{ī}, r
′
ī
, zī ∈ ZN , {c′j ∈ ZN}j∈[m], and

β′1, β2, β
′
3, β
′
4, β
′
5, β
′
6, β
′
7, β
′
8, β
′
9 ∈ ZN . B gives A the public parameter PP:(

g, h1 = (ga)β
′
1 , h2 = gβ2 , h3 = (ga)β

′
3 , h4 = (ga)β

′
4 , h5 = gβ

′
5 · ga

nb/d1 ,

h6 = gβ
′
6 ·
( ∏
t∈[1,J]

gσ
∗
t a
n−xt/d2

t g−a
n−xtb/dt

)
, h7 = gβ

′
7 ·
( ∏
t∈[1,J]

g−a
n−xt/d2

t
)
,

h8 = gβ
′
8 ·
( ∏
t∈[1,J]

g−σ
∗
t a
n−yt/d6

t ga
n−ytb/dt

)
, h9 = gβ

′
9 ·
( ∏
t∈[1,J]

ga
n−yt/d6

t
)
,

{Ei = e(g, g)αi}i∈[m],

{Gi = gri , Zi = (ga)z
′
i}i∈[m]\{ī}, {Hj = (gb/z)c

′
j}j∈[m]\{j̄}, Gī = (ga

n−1c)r
′
ī , Zī = gzī , Hj̄ = (ga)c

′
j̄

)
.

Note that B implicitly chooses rī, zi(i ∈ [m] \ {̄i}), cj(j ∈ [m]), β1, β3, β4, β5, β6, β7, β8, β9 ∈ ZN such that

an−1cr′ī ≡ rī mod p1, az
′
i ≡ zi mod p1 ∀i ∈ [m] \ {̄i},

ac′j̄ ≡ cj̄ mod p1, (b/z)c′j ≡ cj mod p1 ∀j ∈ [m] \ {j̄},
aβ′1 ≡ β1 mod p1, aβ

′
3 ≡ β3 mod p1, aβ

′
4 ≡ β4 mod p1, β

′
5 + anb/d1 ≡ β5 mod p1,

β′6 +
∑
t∈[1,J]

(σ∗t a
n−xt/d2

t−an−xtb/dt) ≡ β6 mod p1, β
′
7 +

∑
t∈[1,J]

(−an−xt/d2
t ) ≡ β7 mod p1,

β′8 +
∑
t∈[1,J]

(−σ∗t an−yt/d6
t + an−ytb/dt) ≡ β8 mod p1, β

′
9 +

∑
t∈[1,J]

(an−yt/d6
t ) ≡ β9 mod p1.

Query Phase. To respond to A’s query for ((i, j),u), let l = |u|, and parse u = (u1, . . . , ul),
• if (i, j) 6= (̄i, j̄): B picks random δ = (δ1, δ2, ξ0, ξ1, . . . , ξl) ∈ Z3+l

N , R = (R0, R1, . . . , R4, R5,0, {R5,k, R6,k

}k∈[l]) ∈ G6+2l
p3

, and R′0 ∈ Gp3 . B creates a secret key SK(i,j),u:

K0 =


gαi(gb/z)ric

′
j · hδ11 h

δ2
2 ·R0, : i 6= ī, j 6= j̄

gαi(ga
n−1bc/z)r

′
īcj · hδ11 h

δ2
2 ·R0, : i = ī, j 6= j̄

gαi(ga)ric
′
j̄ · hδ11 h

δ2
2 ·R0, : i 6= ī, j = j̄.

K1 = gδ1 ·R1, K2 = gδ2 ·R2, K ′0 = Zδ1i ·R
′
0,

K3 = h−δ13 hξl4 ·R3, K4 = hξ05 ·R4, K5,0 = gξ0 ·R5,0,

{K5,k = gξk ·R5,k, K6,k = (h6h
uk
7 )ξk−1(h8h

uk
9 )ξk ·R6,k}k∈[1,l].

• if (i, j) = (̄i, j̄): it implies that A is querying a secret key with the challenge index (̄i, j̄), and M∗ does not
accept u. We denote by uk the vector formed by the last l−k symbol of u. That is uk = (uk+1, . . . , ul). Hence
u0 = u and ul is the empty string. For qi ∈ {q0, . . . , qn−1} = Q, let M∗i be the same DFA as M∗ except that
the start state is set to qi. Then for each k ∈ [0, l] we define Uk = {i ∈ [0, n− 1]|M∗i accepts uk}. From this
and the query restriction that M∗ does not accept u, we have 0 /∈ U0. Due to the WLOG condition, we have
Ul = {n−1}. B picks random δ = (δ′1, δ2, ξ

′
0, ξ
′
1, . . . , ξ

′
l) ∈ Z3+l

N ,R = (R0, R1, . . . , R4, R5,0, {R5,k, R6,k}k∈[l]) ∈
G6+2l
p3

, and R′0 ∈ Gp3 .
B sets the values of δ1 ∈ ZN , u ∈ ZnN , {ξk ∈ ZN}k∈[l] by implicitly setting

δ1 = δ′1 − an−1cr′īc
′
j̄/β
′
1,

ξ0 = ξ′0 − r′īc
′
j̄β
′
3/(β

′
1β
′
4)
( ∑
i∈U0

aic
)(

1 +
(
b

∑
t∈[1,J]

s.t.σ∗t 6=u1

dt/(σ
∗
t − u1)

))
,
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∀k ∈ [1, l − 1] : ξk = ξ′k − r′īc
′
j̄β
′
3/(β

′
1β
′
4)
( ∑
i∈Uk

aic
)(

1 +
(
b

∑
t∈[1,J]

s.t.σ∗t 6=uk+1

dt/(σ
∗
t − uk+1)

)

+
(
b

∑
t∈[1,J]

s.t.σ∗t 6=uk

d5
t/(σ

∗
t − uk)

))
,

ξl = ξ′l − r′īc
′
j̄β
′
3/(β

′
1β
′
4)
(∑
i∈Ul

aic
)(

1 +
(
b

∑
t∈[1,J]
s.t.σ∗t 6=ul

d5
t/(σ

∗
t − ul)

))
,

B creates a secret key SK(̄i,j̄),u as follows:

K0 = gαīh
δ′1
1 h

δ2
2 ·R0, K1 = gδ

′
1(ga

n−1c)−r
′
īc
′
j̄/β
′
1 ·R1, K2 = gδ2 ·R2, K

′
0 = (K1)zī ·R′0,

K3 = h−δ13 hξl4 ·R3

= h
−δ′1
3 h

ξ′l
4 ·
(
gaβ

′
3
)an−1cr′īc

′
j̄/β
′
1 ·
(
gaβ

′
4
)−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Ul

aic

)(
1+
(
b
∑

t∈[1,J]
s.t.σ∗t 6=ul

d5
t/(σ

∗
t−ul)

))
·R3

= h
−δ′1
3 h

ξ′l
4 ·
(
ga

nc
)r′īc′j̄β′3/β′1 · (gaβ′4)−r′īc′j̄β′3/(β′1β′4)an−1c

(
1+
(
b
∑

t∈[1,J]
s.t.σ∗t 6=ul

d5
t/(σ

∗
t−ul)

))
·R3

(since Ul = {n− 1})

= h
−δ′1
3 h

ξ′l
4 ·
(
ga

nc
)r′īc′j̄β′3/β′1 · (ganc)−r′īc′j̄β′3/β′1 · ( ∏

t∈[1,J]
s.t.σ∗t 6=ul

(ga
nbcd5

t )1/(σ∗t−ul)
)−r′īc′j̄β′3/β′1 ·R3

= h
−δ′1
3 h

ξ′l
4 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

(ga
nbcd5

t )1/(σ∗t−ul)
)−r′īc′j̄β′3/β′1 ·R3,

K4 = hξ05 ·R4

= h
ξ′0
5 ·
(
gβ
′
5 · ga

nb/d1
)−r′īc′j̄β′3/(β′1β′4)

(∑
i∈U0

aic

)

·
(
gβ
′
5 · ga

nb/d1
)−r′īc′j̄β′3/(β′1β′4)

(∑
i∈U0

aic

)((
b
∑

t∈[1,J]
s.t.σ∗t 6=u1

dt/(σ
∗
t−u1)

))
·R4

= h
ξ′0
5 ·
( ∏
i∈U0

ga
ic
)−r′īc′j̄β′3β′5/(β′1β′4)

·
( ∏
i∈U0

ga
n+ibc/d1

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
note that 0/∈U0

·
( ∏
i∈U0

∏
t∈[1,J]

s.t.σ∗t 6=u1

(
ga

ibcdt
)1/(σ∗t−u1)

)−r′īc′j̄β′3β′5/(β′1β′4)

·
( ∏
i∈U0

∏
t∈[1,J]

s.t.σ∗t 6=u1

(
ga

n+ib2cdt/d1
)1/(σ∗t−u1)

)−r′īc′j̄β′3/(β′1β′4)

·R4

K5,0 = gξ0 ·R5,0

= gξ
′
0 · g

−r′īc
′
j̄β
′
3/(β

′
1β
′
4)

(∑
i∈U0

aic

)
· g
−r′īc

′
j̄β
′
3/(β

′
1β
′
4)

(∑
i∈U0

aic

)((
b
∑

t∈[1,J]
s.t.σ∗t 6=u1

dt/(σ
∗
t−u1)

))
·R5,0
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= gξ
′
0 ·
( ∏
i∈U0

ga
ic
)−r′īc′j̄β′3/(β′1β′4) ·

( ∏
i∈U0

∏
t∈[1,J]

s.t.σ∗t 6=u1

(ga
ibcdt)1/(σ∗t−u1)

)−r′īc′j̄β′3/(β′1β′4) ·R5,0

K5,k = gξk ·R5,k for k ∈ [1, l − 1]

= g

ξ′k−r
′
īc
′
j̄β
′
3/(β

′
1β
′
4)

(∑
i∈Uk

aic

)(
1+
(
b
∑

t∈[1,J]
s.t.σ∗t 6=uk+1

dt/(σ
∗
t−uk+1)

)
+
(
b
∑

t∈[1,J]
s.t.σ∗t 6=uk

d5
t/(σ

∗
t−uk)

))
·R5,k

= gξ
′
k ·
( ∏
i∈Uk

ga
ic
)−r′īc′j̄β′3/(β′1β′4) ·

( ∏
i∈Uk

∏
t∈[1,J]

s.t.σ∗t 6=uk+1

(ga
ibcdt)1/(σ∗t−uk+1)

)−r′īc′j̄β′3/(β′1β′4)

·
( ∏
i∈Uk

∏
t∈[1,J]

s.t.σ∗t 6=uk

(ga
ibcd5

t )1/(σ∗t−uk)
)−r′īc′j̄β′3/(β′1β′4) ·R5,k,

K5,l = gξl ·R5,l

= g

ξ′l−r
′
īc
′
j̄β
′
3/(β

′
1β
′
4)

(∑
i∈Ul

aic

)(
1+
(
b
∑

t∈[1,J]
s.t.σ∗t 6=ul

d5
t/(σ

∗
t−ul)

))
·R5,l

= gξ
′
l ·
( ∏
i∈Ul

ga
ic
)−r′īc′j̄β′3/(β′1β′4) ·

( ∏
i∈Ul

∏
t∈[1,J]
s.t.σ∗t 6=ul

(ga
ibcd5

t )1/(σ∗t−ul)
)−r′īc′j̄β′3/(β′1β′4) ·R5,l,

K6,1 = (h6h
u1
7 )ξ0(h8h

u1
9 )ξ1 ·R6,1

= (h6h
u1
7 )ξ

′
0(h8h

u1
9 )ξ

′
1︸ ︷︷ ︸

Ψ1

·
(
gβ
′
6+β′7u1 ·

( ∏
t∈[1,J]

g(σ∗t−u1)an−xt/d2
t g−a

n−xtb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈U0

aic

)

·
(
gβ
′
6+β′7u1 ·

( ∏
t∈[1,J]

g(σ∗t−u1)an−xt/d2
t g−a

n−xtb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈U0

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=u1

dt′/(σ
∗
t′−u1)

))

·
(
gβ
′
8+β′9u1 ·

( ∏
t∈[1,J]

g−(σ∗t−u1)an−yt/d6
t ga

n−ytb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈U1

aic

)

·
(
gβ
′
8+β′9u1 ·

( ∏
t∈[1,J]

g−(σ∗t−u1)an−yt/d6
t ga

n−ytb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈U1

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=u2

dt′/(σ
∗
t′−u2)

))

·
(
gβ
′
8+β′9u1 ·

( ∏
t∈[1,J]

g−(σ∗t−u1)an−yt/d6
t ga

n−ytb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈U1

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗t 6=u1

d5
t′/(σ

∗
t′−u1)

))
·R6,1

= Ψ1 ·
( ∏
i∈U0

ga
ic
)−r′īc′j̄β′3(β′6+β′7u1)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ2

·
( ∏
t∈[1,J]

∏
i∈U0

(
ga

n−xt+ic/d2
t
)(σ∗t−u1)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ3

·
( ∏
t∈[1,J]

∏
i∈U0

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)
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·
( ∏
i∈U0

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u1

(
ga

ibcdt′
)1/(σ∗

t′−u1)
)−r′īc′j̄β′3(β′6+β′7u1)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ4

·
( ∏
t∈[1,J]

∏
i∈U0

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u1

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏
t∈[1,J]

∏
i∈U0

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u1

(
ga

n−xt+ib2cdt′/dt
)−1/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ5

·
( ∏
i∈U1

ga
ic
)−r′īc′j̄β′3(β′8+β′9u1)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ6

·
( ∏
t∈[1,J]

∏
i∈U1

(
ga

n−yt+ic/d6
t
)−(σ∗t−u1)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ7

·
( ∏
t∈[1,J]

∏
i∈U1

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

·
( ∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u2

(
ga

ibcdt′
)1/(σ∗

t′−u2)
)−r′īc′j̄β′3(β′8+β′9u1)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ8

·
( ∏
t∈[1,J]

∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u2

(
ga

n−yt+ibcdt′/d
6
t
)−(σ∗t−u1)/(σ∗

t′−u2)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ9

·
( ∏
t∈[1,J]

∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u2

(
ga

n−yt+ib2cdt′/dt
)1/(σ∗

t′−u2)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ10

·
( ∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗t 6=u1

(
ga

ibcd5
t′
)1/(σ∗

t′−u1)
)−r′īc′j̄β′3(β′8+β′9u1)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ11

·
( ∏
t∈[1,J]

∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗t 6=u1

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏
t∈[1,J]

∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗t 6=u1

(
ga

n−yt+ib2cd5
t′/dt

)1/(σ∗
t′−u1)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ12

·R6,1

= Ψ1 · Ψ2 · Ψ3 ·
( ∏
t∈[1,J]

∏
i∈U0

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4
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·
( ∏
t∈[1,J]

∏
i∈U0

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u1

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ5 · Ψ6 · Ψ7 ·
( ∏
t∈[1,J]

∏
i∈U1

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ8 · Ψ9 · Ψ10 · Ψ11

·
( ∏
t∈[1,J]

∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗t 6=u1

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ12 ·R6,1

= Ψ1 · Ψ2 · Ψ3 ·
( ∏
t∈[1,J]

∏
i∈U0

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4

·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U0

∏
t′∈[1,J]
s.t.σ∗

t′ 6=u1

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ5 · Ψ6 · Ψ7 ·
( ∏
t∈[1,J]

∏
i∈U1

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ8 · Ψ9 · Ψ10 · Ψ11

·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U1

∏
t′∈[1,J]
s.t.σ∗t 6=u1

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ12 ·R6,1

= Ψ1 · Ψ2 · Ψ3

·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U0

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆−1

0 , forσ∗t 6=u1

·
( ∏

t∈[1,J]
s.t.σ∗t=u1

∏
i∈U0

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for σ∗t=u1

·Ψ4

·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U0

∏
t′∈[1,J]

s.t.σ∗
t′ 6=u1,t

′ 6=t

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ13, for t′ 6=t

·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U0

(
ga

n−xt+ibcdt/d
2
t
)(σ∗t−u1)/(σ∗t−u1)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆0, for t′=t

· Ψ5 · Ψ6 · Ψ7

·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U1

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆1, for σ∗t 6=u1

·
( ∏

t∈[1,J]
s.t.σ∗t=u1

∏
i∈U1

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for σ∗t=u1

· Ψ8 · Ψ9 · Ψ10 · Ψ11
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·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U1

∏
t′∈[1,J]

s.t.σ∗t 6=u1,t
′ 6=t

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−u1)/(σ∗

t′−u1)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ14, for t′ 6=t

·
( ∏

t∈[1,J]
s.t.σ∗t 6=u1

∏
i∈U1

(
ga

n−yt+ibcd5
t/d

6
t
)−(σ∗t−u1)/(σ∗t−u1)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆−1

1 ,for t′=t

· Ψ12 ·R6,1

= Ψ1 · Ψ2 · Ψ3

·
( ∏

t∈[1,J]
s.t.σ∗t=u1

∏
i∈U0

s.t.i6=xt

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ15, for i 6=xt

·
( ∏

t∈[1,J]
s.t.σ∗t=u1

∏
i∈U0

s.t.i=xt

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for i=xt (if xt∈U0)

· Ψ4 · Ψ13 · Ψ5 · Ψ6 · Ψ7

·
( ∏

t∈[1,J]
s.t.σ∗t=u1

∏
i∈U1
s.t.i6=yt

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ16, for i 6=yt

·
( ∏

t∈[1,J]
s.t.σ∗t=u1

∏
i∈U1
s.t.i=yt

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for i=yt (if yt∈U1)

· Ψ8 · Ψ9 · Ψ10 · Ψ11 · Ψ14 · Ψ12 ·R6,1

= Ψ1 · Ψ2 · Ψ3 · Ψ15 · Ψ4 · Ψ13 · Ψ5 · Ψ6 · Ψ7 · Ψ16 · Ψ8 · Ψ9 · Ψ10 · Ψ11 · Ψ14 · Ψ12 ·R6,1

(since for t ∈ [1, J ] such that σ∗t = u1, we have(xt ∈ U0 ∧ yt ∈ U1) or (xt /∈ U0 ∧ yt /∈ U1).)

K6,k = (h6h
uk
7 )ξk−1(h8h

uk
9 )ξk ·R6,k for k ∈ [2, l − 1]

= (h6h
uk
7 )ξ

′
k−1(h8h

uk
9 )ξ

′
k

·
(
gβ
′
6+β′7uk ·

( ∏
t∈[1,J]

g(σ∗t−uk)an−xt/d2
t g−a

n−xtb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Uk−1

aic

)

·
(
gβ
′
6+β′7uk ·

( ∏
t∈[1,J]

g(σ∗t−uk)an−xt/d2
t g−a

n−xtb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Uk−1

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=uk

dt′/(σ
∗
t′−uk)

))

·
(
gβ
′
6+β′7uk ·

( ∏
t∈[1,J]

g(σ∗t−uk)an−xt/d2
t g−a

n−xtb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Uk−1

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=uk−1

d5
t′/(σ

∗
t′−uk−1)

))

·
(
gβ
′
8+β′9uk ·

( ∏
t∈[1,J]

g−(σ∗t−uk)an−yt/d6
t ga

n−ytb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Uk

aic

)

·
(
gβ
′
8+β′9uk ·

( ∏
t∈[1,J]

g−(σ∗t−uk)an−yt/d6
t ga

n−ytb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Uk

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=uk+1

dt′/(σ
∗
t′−uk+1)

))
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·
(
gβ
′
8+β′9uk ·

( ∏
t∈[1,J]

g−(σ∗t−uk)an−yt/d6
t ga

n−ytb/dt
))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Uk

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=uk

d5
t′/(σ

∗
t′−uk)

))
·R6,k

= (h6h
uk
7 )ξ

′
k−1(h8h

uk
9 )ξ

′
k︸ ︷︷ ︸

Ψ1

·
( ∏
i∈Uk−1

ga
ic
)−r′īc′j̄β′3(β′6+β′7uk)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ2

·
( ∏
t∈[1,J]

∏
i∈Uk−1

(
ga

n−xt+ic/d2
t
)(σ∗t−uk)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ3

·
( ∏
t∈[1,J]

∏
i∈Uk−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏
i∈Uk−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

ibcdt′
)1/(σ∗

t′−uk)
)−r′īc′j̄β′3(β′6+β′7uk)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ4

·
( ∏
t∈[1,J]

∏
i∈Uk−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏
t∈[1,J]

∏
i∈Uk−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−xt+ib2cdt′/dt
)−1/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ5

·
( ∏
i∈Uk−1

∏
t′∈[1,J]

s.t.σ∗
t′ 6=uk−1

(
ga

ibcd5
t′
)1/(σ∗

t′−uk−1)
)−r′īc′j̄β′3(β′6+β′7uk)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ6

·
( ∏
t∈[1,J]

∏
i∈Uk−1

∏
t′∈[1,J]

s.t.σ∗
t′ 6=uk−1

(
ga

n−xt+ibcd5
t′/d

2
t
)(σ∗t−uk)/(σ∗

t′−uk−1)(
ga

n−xt+ib2cd5
t′/dt

)−1/(σ∗
t′−uk−1)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ7

·
( ∏
i∈Uk

ga
ic
)−r′īc′j̄β′3(β′8+β′9uk)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ8

·
( ∏
t∈[1,J]

∏
i∈Uk

(
ga

n−yt+ic/d6
t
)−(σ∗t−uk)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ9

·
( ∏
t∈[1,J]

∏
i∈Uk

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)
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·
( ∏
i∈Uk

∏
t′∈[1,J]

s.t.σ∗
t′ 6=uk+1

(
ga

ibcdt′
)1/(σ∗

t′−uk+1)
)−r′īc′j̄β′3(β′8+β′9uk)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ10

·
( ∏
t∈[1,J]

∏
i∈Uk

∏
t′∈[1,J]

s.t.σ∗
t′ 6=uk+1

(
ga

n−yt+ibcdt′/d
6
t
)−(σ∗t−uk)/(σ∗

t′−uk+1)(
ga

n−yt+ib2cdt′/dt
)1/(σ∗

t′−uk+1)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ11

·
( ∏
i∈Uk

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

ibcd5
t′
)1/(σ∗

t′−uk)
)−r′īc′j̄β′3(β′8+β′9uk)/(β′1β

′
4)

︸ ︷︷ ︸
Ψ12

·
( ∏
t∈[1,J]

∏
i∈Uk

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏
t∈[1,J]

∏
i∈Uk

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−yt+ib2cd5
t′/dt

)1/(σ∗
t′−uk)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ13

·R6,k

= Ψ1 · Ψ2 · Ψ3 ·
( ∏
t∈[1,J]

∏
i∈Uk−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4

·
( ∏
t∈[1,J]

∏
i∈Uk−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏
t∈[1,J]

∏
i∈Uk

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 · Ψ11 · Ψ12

·
( ∏
t∈[1,J]

∏
i∈Uk

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ13 ·R6,k

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4

·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)
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·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 · Ψ11 · Ψ12

·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk

∏
t′∈[1,J]
s.t.σ∗

t′ 6=uk

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

· Ψ13 ·R6,k

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆−1

0

·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4

·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk−1

∏
t′∈[1,J]

s.t.σ∗
t′ 6=uk,t

′ 6=t

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ14, for t′ 6=t

·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk−1

(
ga

n−xt+ibcdt/d
2
t
)(σ∗t−uk)/(σ∗t−uk)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆0, for t′=t

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆1

·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 · Ψ11 · Ψ12

·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk

∏
t′∈[1,J]

s.t.σ∗
t′ 6=uk,t

′ 6=t

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−uk)/(σ∗

t′−uk)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ15, for t′ 6=t

·
( ∏

t∈[1,J]
s.t.σ∗t 6=uk

∏
i∈Uk

(
ga

n−yt+ibcd5
t/d

6
t
)−(σ∗t−uk)/(σ∗t−uk)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆−1

1 , for t′=t

· Ψ13 ·R6,k

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4 · Ψ14
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· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 · Ψ11 · Ψ12 · Ψ15 · Ψ13 ·R6,k

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk−1

s.t.i6=xt

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ16, for i 6=xt

·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk−1

s.t.i=xt

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for i=xt (if xt∈Uk−1)

·Ψ4 · Ψ14

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk
i 6=yt

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ17, for i 6=yt

·
( ∏

t∈[1,J]
s.t.σ∗t=uk

∏
i∈Uk
i=yt

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for i=yt (if yt∈Uk)

· Ψ10 · Ψ11 · Ψ12 · Ψ15 · Ψ13 ·R6,k

= Ψ1 · Ψ2 · Ψ3 · Ψ16 · Ψ4 · Ψ14 · Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 · Ψ17 · Ψ10 · Ψ11 · Ψ12 · Ψ15 · Ψ13 ·R6,k,

(since for t ∈ [1, J ] such that σ∗t = uk, we have(xt ∈ Uk−1 ∧ yt ∈ Uk) or (xt /∈ Uk−1 ∧ yt /∈ Uk).)

K6,l = (h6h
ul
7 )ξl−1(h8h

ul
9 )ξl ·R6,l

= (h6h
ul
7 )ξ

′
l−1(h8h

ul
9 )ξ

′
l

·
(
gβ
′
6+β′7ul ·

( ∏
t∈[1,J]

g(σ∗t−ul)a
n−xt/d2

t g−a
n−xtb/dt

))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Ul−1

aic

)

·
(
gβ
′
6+β′7ul ·

( ∏
t∈[1,J]

g(σ∗t−ul)a
n−xt/d2

t g−a
n−xtb/dt

))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Ul−1

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=ul

dt′/(σ
∗
t′−ul)

))

·
(
gβ
′
6+β′7ul ·

( ∏
t∈[1,J]

g(σ∗t−ul)a
n−xt/d2

t g−a
n−xtb/dt

))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Ul−1

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=ul−1

d5
t′/(σ

∗
t′−ul−1)

))

·
(
gβ
′
8+β′9ul ·

( ∏
t∈[1,J]

g−(σ∗t−ul)a
n−yt/d6

t ga
n−ytb/dt

))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Ul

aic

)

·
(
gβ
′
8+β′9ul ·

( ∏
t∈[1,J]

g−(σ∗t−ul)a
n−yt/d6

t ga
n−ytb/dt

))−r′īc′j̄β′3/(β′1β′4)

(∑
i∈Ul

aic

)((
b
∑

t′∈[1,J]
s.t.σ∗

t′ 6=ul

d5
t′/(σ

∗
t′−ul)

))
·R6,l

= (h6h
ul
7 )ξ

′
l−1(h8h

ul
9 )ξ

′
l︸ ︷︷ ︸

Ψ1
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·
( ∏
i∈Ul−1

ga
ic
)−r′īc′j̄β′3(β′6+β′7ul)/(β

′
1β
′
4)

︸ ︷︷ ︸
Ψ2

·
( ∏
t∈[1,J]

∏
i∈Ul−1

(
ga

n−xt+ic/d2
t
)(σ∗t−ul))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ3

·
( ∏
t∈[1,J]

∏
i∈Ul−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏
i∈Ul−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

ibcdt′
)1/(σ∗

t′−ul)
)−r′īc′j̄β′3(β′6+β′7ul)/(β

′
1β
′
4)

︸ ︷︷ ︸
Ψ4

·
( ∏
t∈[1,J]

∏
i∈Ul−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−ul)/(σ∗t′−ul))−r′īc′j̄β′3/(β′1β′4)

·
( ∏
t∈[1,J]

∏
i∈Ul−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−xt+ib2cdt′/dt
)−1/(σ∗

t′−ul)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ5

·
( ∏
i∈Ul−1

∏
t′∈[1,J]

s.t.σ∗
t′ 6=ul−1

(
ga

ibcd5
t′
)1/(σ∗

t′−ul−1)
)−r′īc′j̄β′3(β′6+β′7ul)/(β

′
1β
′
4)

︸ ︷︷ ︸
Ψ6

·
( ∏
t∈[1,J]

∏
i∈Ul−1

∏
t′∈[1,J]

s.t.σ∗
t′ 6=ul−1

(
ga

n−xt+ibcd5
t′/d

2
t
)(σ∗t−ul)/(σ∗t′−ul−1)(

ga
n−xt+ib2cd5

t′/dt
)1/(σ∗

t′−ul−1)
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ7

·
( ∏
i∈Ul

ga
ic
)−r′īc′j̄β′3(β′8+β′9ul)/(β

′
1β
′
4)

︸ ︷︷ ︸
Ψ8

·
( ∏
t∈[1,J]

∏
i∈Ul

(
ga

n−yt+ic/d6
t
)−(σ∗t−ul)

)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ9

·
( ∏
t∈[1,J]

∏
i∈Ul

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

·
( ∏
i∈Ul

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

ibcd5
t′
)1/(σ∗

t′−ul)
)−r′īc′j̄β′3(β′8+β′9ul)/(β

′
1β
′
4)

︸ ︷︷ ︸
Ψ10

·
( ∏
t∈[1,J]

∏
i∈Ul

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−ul)/(σ

∗
t′−ul)

))−r′īc′j̄β′3/(β′1β′4)
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·
( ∏
t∈[1,J]

∏
i∈Ul

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−yt+ib2cd5
t′/dt

)1/(σ∗
t′−ul)

))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ11

·R6,l

= Ψ1 · Ψ2 · Ψ3 ·
( ∏
t∈[1,J]

∏
i∈Ul−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4 ·
( ∏
t∈[1,J]

∏
i∈Ul−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−ul)/(σ∗t′−ul))−r′īc′j̄β′3/(β′1β′4)

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏
t∈[1,J]

∏
i∈Ul

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 ·
( ∏
t∈[1,J]

∏
i∈Ul

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−ul)/(σ

∗
t′−ul)

))−r′īc′j̄β′3/(β′1β′4)

· Ψ11 ·R6,l

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul−1

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−ul)/(σ∗t′−ul))−r′īc′j̄β′3/(β′1β′4)

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul

∏
t′∈[1,J]
s.t.σ∗

t′ 6=ul

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−ul)/(σ

∗
t′−ul)

))−r′īc′j̄β′3/(β′1β′4)

· Ψ11 ·R6,l

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆−1

0

·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

56



· Ψ4 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul−1

∏
t′∈[1,J]

s.t.σ∗
t′ 6=ul,t

′ 6=t

(
ga

n−xt+ibcdt′/d
2
t
)(σ∗t−ul)/(σ∗t′−ul))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ12, for t′ 6=t

·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul−1

(
ga

n−xt+ibcdt/d
2
t
)(σ∗t−ul)/(σ∗t−ul))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆0, for t′=t

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆1

·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 ·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul

∏
t′∈[1,J]

s.t.σ∗
t′ 6=ul,t

′ 6=t

(
ga

n−yt+ibcd5
t′/d

6
t
)−(σ∗t−ul)/(σ

∗
t′−ul)

))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ13, for t′ 6=t

·
( ∏

t∈[1,J]
s.t.σ∗t 6=ul

∏
i∈Ul

(
ga

n−yt+ibcd5
t/d

6
t
)−(σ∗t−ul)/(σ

∗
t−ul)

))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
∆−1

1 , for t′=t

·Ψ11 ·R6,l

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul−1

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

· Ψ4 · Ψ12

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

· Ψ10 · Ψ13 · Ψ11 ·R6,l

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul−1

i6=xt

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ14, for i 6=xt

·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul−1

i=xt

(
ga

n−xt+ibc/dt
)−1
)−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for i=xt (if xt∈Ul−1)

·Ψ4 · Ψ12

· Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 ·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul
i 6=yt

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
Ψ15, for i 6=yt
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·
( ∏

t∈[1,J]
s.t.σ∗t=ul

∏
i∈Ul
i=yt

(
ga

n−yt+ibc/dt
))−r′īc′j̄β′3/(β′1β′4)

︸ ︷︷ ︸
for i=yt, (ifyt∈Ul)

·Ψ10 · Ψ13 · Ψ11 ·R6,l

= Ψ1 · Ψ2 · Ψ3 · Ψ14 · Ψ4 · Ψ12 · Ψ5 · Ψ6 · Ψ7 · Ψ8 · Ψ9 · Ψ15 · Ψ10 · Ψ13 · Ψ11 ·R6,l

(since for t ∈ [1, J ] such that σ∗t = ul, we have(xt ∈ Ul−1 ∧ yt ∈ Ul) or (xt /∈ Ul−1 ∧ yt /∈ Ul).)

Note that B can calculate the values of K0,K1,K2,K
′
0,K3,K4,K5,0, {K5,k,K6,k}k∈[l] using the suitable

terms of the assumption.

Challenge. A submits a message M . B randomly chooses

τ ′, s1, . . . , sī−1, s
′
ī, sī+1, . . . , sm, t

′
1, . . . , t

′
ī−1, t̄i, t

′
ī+1, . . . , t

′
m ∈ ZN ,

w1, . . . ,wj̄−1,w
′
j̄ , . . . ,w

′
m ∈ Z3

N ,

π′, π̄′, π′0, π
′
1, . . . , π

′
J ∈ ZN , {ν′x ∈ ZN}qx∈Q\{qn−1}.

B randomly chooses rx, ry, rz ∈ ZN , and sets χ1 = (rx, 0, rz),χ2 = (0, ry, rz),χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
B randomly chooses

vi ∈ Z3
N ∀i ∈ {1, . . . , ī− 1},

vp
ī
∈ span{χ1,χ2}, vqī ∈ span{χ3},

vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m},
vpc ∈ span{χ1,χ2}, vqc = ν3χ3 ∈ span{χ3}.

B sets the value of κ, τ, sī, ti(i ∈ [m]\{̄i}) ∈ ZN , vc,vī ∈ Z3
N , {wj ∈ Z3

N}mj=j̄ , π, π̄, π0, π1, . . . , πJ ∈ ZN , {ν′x ∈
ZN}qx∈Q\{qn−1} by implicitly setting

an−1c ≡ κ mod p1, an−1czτ ′ ≡ τ mod p1, s′ī/(a
n−1c) ≡ sī mod p1,

t′i + bβ′1τ
′s′ī(v

q
ī
· vqc)/z′i ≡ ti mod p1 ∀i ∈ {1, . . . , ī− 1},

t′i − an−1cβ′1τ
′si(vi · vpc)/z′i + bβ′1τ

′s′ī(v
q
ī
· vqc)/z′i ≡ ti mod p1 ∀i ∈ {̄i+ 1, . . . ,m},

vc =
1

z
vpc + vqc , vī = vp

ī
+
b

z
vq
ī
,

w′j̄ − ac
′
j̄τ
′vpc ≡ wj̄ mod p1,

w′j − bc′jτ ′vqc ≡ wj mod p1 ∀j ∈ {j̄ + 1, . . . ,m},
π′ − bτ ′s′ī(v

q
ī
· vqc) ≡ π mod p1, π̄′ + bβ′1τ

′s′ī(v
q
ī
· vqc)/β′3 ≡ π̄ mod p1,

π′0 + d1β
′
4β
′
1τ
′s′ī(v

q
ī
· vqc)/β′3 ≡ π0 mod p1,

π′t + dtβ
′
4β
′
1τ
′s′ī(v

q
ī
· vqc)/β′3 ≡ πt mod p1 ∀t ∈ [1, J ],

ν′x + an−xbβ′4β
′
1τ
′s′ī(v

q
ī
· vqc)/β′3 ≡ νx mod p1 ∀qx ∈ Q \ {qn−1}.

Also, B implicitly sets νn−1 := β4π̄ ≡ aβ′4(π̄′ + bβ′1τ
′s′
ī
(vq
ī
· vqc)/β′3) mod p1.

It is worth noticing that vī and vc are random vectors in Z3
N as required, and (vī · vc) = 1

z (vp
ī
· vpc) +

b
z (vq

ī
· vqc), since χ3 is orthogonal to span{χ1,χ2} and Z3

N = span{χ1,χ2,χ3}.
B creates a ciphertext 〈M∗, (P1, P2, P3, P4, P5, P6, {P7,t, P8,t, P9,t}t∈[J]), (Ri,R

′
i, Qi, Qi,1, Qi,2, Q

′
i, Ti)

m
i=1,

(Cj ,C
′
j)
m
j=1〉 as follows:

1.

P1 = gπ = gπ
′
(gb)−τ

′s′ī(v
q

ī
·vqc), P2 = (P1)β2 , P3 = hπ1h

π̄
3 = hπ

′

1 h
π̄′

3 ,
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P4 = gπ̄ = gπ̄
′
(gb)β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 , P5 = gπ0 = gπ

′
0(gd1)β

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ,

P6 = g−ν0hπ0
5 = g−ν

′
0−a

nbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 · hπ

′
0

5 (gβ
′
5 · ga

nb/d1)d1β
′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

= g−ν
′
0h
π′0
5 (gd1)β

′
5β
′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ,

for t ∈ [1, J ],

P7,t = gπt = gπ
′
t · (gdt)β

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ,

if xt = n− 1,

P8,t = gνxt (h6h
σ∗t
7 )πt

= gaβ
′
4(π̄′+bβ′1τ

′s′ī(v
q

ī
·vqc)/β

′
3)(h6h

σ∗t
7 )π

′
t+dtβ

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

= (ga)β
′
4π̄
′
gaβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gβ
′
6+β′7σ

∗
t
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

·
(( ∏

t′∈[1,J]

gσ
∗
t′a

n−x
t′ /d2

t′ g−a
n−x

t′ b/dt′
)
·
∏

t′∈[1,J]

(
g−a

n−x
t′ /d2

t′
)σ∗
t′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

= (ga)β
′
4π̄
′
gaβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]

g−a
n−x

t′ b/dt′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

= (ga)β
′
4π̄
′
gaβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]

g−a
n−x

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

= (ga)β
′
4π̄
′
gaβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]
t′ 6=t

g−a
n−x

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

︸ ︷︷ ︸
for t′ 6=t

·
(
g−ab

)β′4β′1τ ′s′ī(vqī ·vqc)/β′3︸ ︷︷ ︸
for t′=t

= (ga)β
′
4π̄
′
(h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]
t′ 6=t

ga
n−x

t′ bdt/dt′
)−β′4β′1τ ′s′ī(vqī ·vqc)/β′3 ,

if xt 6= n− 1,

P8,t = gνxt (h6h
σ∗t
7 )πt

= gν
′
xt · ga

n−xtbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t+dtβ

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

= gν
′
xt · ga

n−xtbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gβ
′
6+β′7σ

∗
t
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

·
(( ∏

t′∈[1,J]

gσ
∗
t′a

n−x
t′ /d2

t′ g−a
n−x

t′ b/dt′
)
·
∏

t′∈[1,J]

(
g−a

n−x
t′ /d2

t′
)σ∗
t′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

= gν
′
xt · ga

n−xtbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]

g−a
n−x

t′ b/dt′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

= gν
′
xt · ga

n−xtbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3
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·
( ∏
t′∈[1,J]

g−a
n−x

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

= gν
′
xt · ga

n−xtbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]
t′ 6=t

g−a
n−x

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

︸ ︷︷ ︸
for t′ 6=t

·
(
g−a

n−xtb
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3︸ ︷︷ ︸
for t′=t

= gν
′
xt · (h6h

σ∗t
7 )π

′
t
(
gdt
)(β′6+β′7σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ·
( ∏
t′∈[1,J]
t′ 6=t

ga
n−x

t′ bdt/dt′
)−β′4β′1τ ′s′ī(vqī ·vqc)/β′3 ,

if yt = n− 1,

P9,t = g−νyt (h8h
σ∗t
9 )πt

= g−aβ
′
4(π̄′+bβ′1τ

′s′ī(v
q

ī
·vqc)/β

′
3)(h8h

σ∗t
9 )π

′
t+dtβ

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

= (ga)−β
′
4π̄
′
g−aβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gβ
′
8+β′9σ

∗
t
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

·
(( ∏

t′∈[1,J]

g−σ
∗
t′a

n−y
t′ /d6

t′ ga
n−y

t′ b/dt′
)
·
( ∏
t′∈[1,J]

ga
n−y

t′ /d6
t′
)σ∗
t′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

= (ga)−β
′
4π̄
′
g−aβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]

ga
n−y

t′ b/dt′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

= (ga)−β
′
4π̄
′
g−aβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]

ga
n−y

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

= (ga)−β
′
4π̄
′
g−aβ

′
4bβ
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]
t′ 6=t

ga
n−y

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

︸ ︷︷ ︸
for t′ 6=t

·
(
gab
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3︸ ︷︷ ︸

for t′=t

= (ga)−β
′
4π̄
′
(h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ·
( ∏
t′∈[1,J]
t′ 6=t

ga
n−y

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3 ,

if yt 6= n− 1,

P8,t = g−νyt (h8h
σ∗t
9 )πt

= g−ν
′
yt · g−a

n−ytbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t+dtβ

′
4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

= g−ν
′
yt · g−a

n−ytbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gβ
′
8+β′9σ

∗
t
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

·
(( ∏

t′∈[1,J]

g−σ
∗
t′a

n−y
t′ /d6

t′ ga
n−y

t′ b/dt′
)
·
( ∏
t′∈[1,J]

ga
n−y

t′ /d6
t′
)σ∗
t′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3

= g−ν
′
yt · g−a

n−ytbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]

ga
n−y

t′ b/dt′
)dtβ′4β′1τ ′s′ī(vqī ·vqc)/β′3
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= g−ν
′
yt · g−a

n−ytbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]

ga
n−y

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

= g−ν
′
yt · g−a

n−ytbβ′4β
′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3(h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3

·
( ∏
t′∈[1,J]
t′ 6=t

ga
n−y

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3

︸ ︷︷ ︸
for t′ 6=t

·
(
ga

n−ytb
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3︸ ︷︷ ︸
for t′=t

= g−ν
′
yt · (h8h

σ∗t
9 )π

′
t
(
gdt
)(β′8+β′9σ

∗
t )β′4β

′
1τ
′s′ī(v

q

ī
·vqc)/β

′
3 ·
( ∏
t′∈[1,J]
t′ 6=t

ga
n−y

t′ bdt/dt′
)β′4β′1τ ′s′ī(vqī ·vqc)/β′3 .

Note that the values of (P1, P2, P3, P4, P5, P6, {P7,t, P8,t, P9,t}t∈[1,J]) can be calculated using the suitable
terms of the assumption.

2. For each i ∈ [m]:
– if i < ī: it randomly chooses ŝi ∈ Zp, then sets

Ri = gvi , R′i = (ga
n−1c)vi , Qi = gsi , Qi,1 = hsi1 Z

t′i
i h

π′

1 ,

Qi,2 = (Qi)
β2 , Q′i = gt

′
i(gb)β

′
1τ
′s′ī(v

q

ī
·vqc)/z

′
i , Ti = E ŝii .

– if i = ī: it sets

Ri = gr
′
īs
′
īv
p

ī (gb/z)r
′
īs
′
īv
q

ī , R′i = (ga
n−1c)r

′
īs
′
īv
p

ī (ga
n−1bc/z)r

′
īs
′
īv
q

ī , Qi = gτ
′s′ī(v

p

ī
·vpc )(gb)τ

′s′ī(v
q

ī
·vqc),

Qi,1 = h
τ ′s′ī(v

p

ī
·vpc )

1 Ztii h
π′

1 , Qi,2 = (Qi)
β2 , Q′i = gti , Ti = M · e(gαi , Qi).

– if i > ī: it sets

Ri = grisivi , R′i = (ga
n−1c)risivi , Qi = (ga

n−1c)τ
′si(vi·vpc ), Qi,1 = Z

t′i
i h

π′

1 ,

Qi,2 = (Qi)
β2 , Q′i = gt

′
i(ga

n−1c)−β
′
1τ
′si(vi·vpc )/z′i(gb)β

′
1τ
′s′ī(v

q

ī
·vqc)/z

′
i , Ti = M · e(gαi , Qi).

3. For each j ∈ [m]:
– if j < j̄: it randomly chooses µ′j ∈ ZN and implicitly sets the value of µj such that (an−1bc)−1µ′jν3−
ν3 ≡ µj mod p1, then sets Cj = (ga

n−1bc/z)c
′
jτ
′vpc · gc

′
jτ
′µ′jv

q
c · (gan−1c)wj , C ′j = gwj .

– if j = j̄: it sets Cj = T c
′
j̄τ
′vqc · (gan−1c)w

′
j , C ′j = gw

′
j̄ · (ga)−c

′
j̄τ
′vpc .

– if j > j̄: it sets Cj = (ga
n−1bc/z)c

′
jτ
′vpc · (gan−1c)w

′
j , C ′j = gw

′
j · (gb)−c

′
jτ
′vqc .

If T = ga
ncz, then the ciphertext is a well-formed encryption to the index (̄i, j̄). If T is randomly chosen,

say T = gr for some random r ∈ Zp1
, the ciphertext is a well-formed encryption to the index (̄i, j̄ + 1) with

implicitly setting µj̄ such that ( r
ancz − 1)ν3 ≡ µj̄ mod p1.

Guess. A outputs a guess b′ ∈ {0, 1} to B, then B outputs this b′ to the challenger.

The distributions of the public parameters, private keys and challenge ciphertext are the same as that
in the real scheme. B’s advantage in the Modified (n, J)-EDHE2-Dual game will be exactly equal to A’s
advantage in the selective index-hiding game.

F Proof of the Lemma 1 for the Large Universe CP-ABE on Prime Order
Groups

To make the proof easy to follow, we present the details of the resulting AugABE scheme first.
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F.1 The Resulting Augmented CP-ABE

SetupA(λ, Γ,K = m2) → (PP,MSK). Run (p,G,GT , e) ← G(λ). Pick a generator g ∈ G. Set d = 4, d0 = 1.
Pick random β = (β1, . . . , β4) ∈ Z4

p. Pick random {αi, ri, zi ∈ Zp}i∈[m], {cj ∈ Zp}j∈[m]. The public
parameter is

PP =
(

(p,G,GT , e), g,h = (h1 = gβ1 , . . . , h4 = gβ4),

{Ei = e(g, g)αi , Gi = gri , Zi = gzi}i∈[m], {Hj = gcj}j∈[m]

)
.

The master secret key is MSK =
(
α1, . . . , αm, r1, . . . , rm, c1, . . . , cm

)
.

A counter ctr = 0 is implicitly included in MSK.
KeyGenA(PP,MSK, S ⊆ Zp) → SK(i,j),S . Set ctr = ctr + 1 and then compute the corresponding index in

the form of (i, j) where 1 ≤ i, j ≤ m and (i− 1) ∗m+ j = ctr. Let l × n be the size of A. Pick random

δ = (δ1, {θx}x∈S) ∈ Z1+|S|
p . Output a secret key SK(i,j),S as

SK(i,j),S =
(

(i, j), S,

K0 = gricj+αigβ1δ1 , K1 = gδ1 , {Kx,2 = gθx , Kx,3 = (gβ2xgβ3)θx(gβ4)−δ1}x∈S ,
K ′0 = Zδ1i

)
.

EncryptA(PP,M, (A, ρ), (̄i, j̄))→ CT(A,ρ).
1. Upon input a ciphertext policy (A, ρ) ∈ Y, where A is an l × n matrix over Zp, and ρ : [1, l] → Zp
maps each row of A to an attribute in Zp. Pick random π = (π, u2, . . . , un, ξ1, . . . , ξl) ∈ Zl+np and set
u := (π, u2, . . . , un). Set

P1 = gπ, {Pk,1 = gβ1(Ak·u)gβ4ξk , Pk,2 = (gβ2ρ(k)gβ3)−ξk , Pk,3 = gξk}k∈[l].

2. Pick random κ, τ, s1, . . . , sm, t1, . . . , tm ∈ Zp, vc, w1, . . . ,wm ∈ Z3
p.

Pick random rx, ry, rz ∈ Zp, and set χ1 = (rx, 0, rz), χ2 = (0, ry, rz), χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry).
Pick random vi ∈ Z3

p ∀i ∈ {1, . . . , ī}, vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m}.
For each row i ∈ [m]:

– if i < ī: randomly choose ŝi ∈ Zp, and set

Ri = gvi , R′i = gκvi , Qi = gsi , Qi,1 = (gβ1)siZtii (gβ1)π, Q′i = gti , Ti = E ŝii .

– if i ≥ ī: set

Ri = Gsivii , R′i = Gκsivii , Qi = gτsi(vi·vc), Qi,1 = (gβ1)τsi(vi·vc)Ztii (gβ1)π,

Q′i = gti , Ti = M · Eτsi(vi·vc)i .

Note that d0 = 1, thus there is only Qi,1.
For each column j ∈ [m]:

– if j < j̄: randomly choose µj ∈ Zp, and set Cj = H
τ(vc+µjχ3)
j · gκwj , C ′j = gwj .

– if j ≥ j̄: set Cj = Hτvc
j · gκwj , C ′j = gwj .

3. Output the ciphertext CT(A,ρ) = 〈(A, ρ), (P1, {Pk,1, Pk,2, Pk,3}k∈[l]), (Ri,R
′
i, Qi, Qi,1, Q

′
i, Ti)

m
i=1,

(Cj ,C
′
j)
m
j=1〉.

DecryptA(PP, CT(A,ρ),SK(i,j),S)→M or ⊥. Parse CT(A,ρ) to CT(A,ρ) = 〈(A, ρ), (P1, {Pk,1, Pk,2, Pk,3}k∈[l]),

(Ri,R
′
i, Qi, Qi,1, Q

′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉 and SK(i,j),S to SK(i,j),S =

(
(i, j), S, (K0,K1, {Kx,2,Kx,3}x∈S ,K ′0

)
.

Suppose S satisfies (A, ρ) (if S does not satisfies (A, ρ), output ⊥).
1. Compute constants {ωk}ρ(k)∈S such that

∑
ρ(k)∈S ωkAk = (1, 0, . . . , 0). Compute

DP ←
∏

ρ(k)∈S

(
e(K1, Pk,1) · e(Kρ(k),2, Pk,2) · e(Kρ(k),3, Pk,3)

)ωk
2. Compute

DI ←
e(K0, Qi) · e(K ′0, Q′i)

e(K1, Qi,1)
·
e3(R′i,C

′
j)

e3(Ri,Cj)
.

3. Computes M ← Ti/(DP ·DI) as the output message.
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F.2 Proof of Lemma 1

Proof. Suppose there exists a polynomial time adversary A that selectively breaks the index-hiding game
with advantage ε. We build a PPT algorithm B to solve an Extended Source Group q-parallel BDHE problem
as follows. B is given a problem instance as

D =
(
(p,G,GT , e), g, gd, gcd, gda

q

,

ga
i

, gbj , ga
ibj , ga

i/b2j , gcdbj ∀i, j ∈ [q],

ga
i/bj ∀i ∈ [2q] \ {q + 1}, j ∈ [q],

ga
ibj′/b

2
j ∀i ∈ [2q], j, j′ ∈ [q] s.t. j′ 6= j,

gcda
ibj′/bj , gcda

ibj′/b
2
j ∀i ∈ [q], j, j′ ∈ [q] s.t. j 6= j′

)
and T , where (p,G,GT , e)

R←− G, g
R←− G, a, c, d, b1, . . . , bq

R←− Zp, and T is either equal to gca
q+1

or is a

random element of G. B’s goal is to determine T = gca
q+1

or T is a random element from G.

Init. A gives B the challenge LSSS matrix (A∗, ρ∗), where A∗ is an l × n matrix with l, n ≤ q.

Setup. B randomly chooses {αi ∈ Zp}i∈[m], {ri, z′i ∈ Zp}i∈[m]\{ī}, r
′
ī
, zī ∈ Zp, {c′j ∈ Zp}j∈[m], and

β′2, β
′
3, β
′
4 ∈ Zp. B gives A the public parameter PP:(

g, h1 = ga, h2 = gβ
′
2 ·
∏
k∈[l]

∏
t∈[n]

(
ga

t/b2k
)A∗k,t ,

h3 = gβ
′
3 ·
∏
k∈[l]

∏
t∈[n]

(
ga

t/b2k
)−ρ∗(k)A∗k,t , h4 = gβ

′
4 ·
∏
k∈[l]

∏
t∈[n]

(
ga

t/bk
)A∗k,t ,

{Ei = e(g, g)αi}i∈[m],

{Gi = gri , Zi = (ga)z
′
i}i∈[m]\{ī}, {Hj = (gd)c

′
j}j∈[m]\{j̄}, Gī = (ga

q

)r
′
ī , Zī = gzī , Hj̄ = (ga)c

′
j̄

)
.

Note that B implicitly chooses rī, zi(i ∈ [m] \ {̄i}), cj(j ∈ [m]), β1, β2, β3, β4 ∈ Zp such that

aqr′ī ≡ rī mod p, az′i ≡ zi mod p ∀i ∈ [m] \ {̄i},
dc′j ≡ cj mod p ∀j ∈ [m] \ {j̄}, ac′j̄ ≡ cj̄ mod p,

a ≡ β1 mod p, β′2 +
∑
k∈[l]

∑
t∈[n]

(
at/b2k

)
(A∗k,t) ≡ β2 mod p,

β′3 +
∑
k∈[l]

∑
t∈[n]

(
at/b2k

)
(−ρ∗(k)A∗k,t) ≡ β3 mod p,

β′4 +
∑
k∈[l]

∑
t∈[n]

(
at/bk

)
(A∗k,t) ≡ β4 mod p,

Query Phase. To respond to A’s query for ((i, j), S),

• if (i, j) 6= (̄i, j̄): B picks random δ = (δ1, {θx}x∈S) ∈ Z1+|S|
p , then creates a secret key SK(i,j),S :

K0 =


gαi(gd)ric

′
jhδ11 , : i 6= ī, j 6= j̄

gαi(gda
q

)r
′
īc
′
jhδ11 , : i = ī, j 6= j̄

gαi(ga)ric
′
j̄hδ11 , : i 6= ī, j = j̄

K1 = gδ1 , K ′0 = Zδ1i ,

{Kx,2 = gθx , Kx,3 = (hx2h3)θxh−δ14 }x∈S .

• if (i, j) = (̄i, j̄): it implies that A is querying a secret key with the challenge index (̄i, j̄), and S does
not satisfy (A∗, ρ∗). B first computes a vector ū = (ū1, . . . , ūn) ∈ Znp that has first entry equal to −r′

ī
c′
j̄
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(i.e. ū1 = −r′
ī
c′
j̄
) and is orthogonal to all of the rows A∗k of A∗ such that ρ∗(k) ∈ S (i.e. A∗k · ū = 0 ∀k ∈

[l] s.t. ρ∗(k) ∈ S). Note that such a vector must exist since S fails to satisfy (A∗, ρ∗), and it is efficiently

computable. Then B randomly chooses (δ′1, {θ′x}x∈S) ∈ Z1+|S|
p and sets the values of δ1 and {θx}x∈S by

implicitly setting

δ1 = δ′1 +
∑
t∈[n]

ūta
q+1−t, (1)

θx = θ′x + δ′1 ·
∑
k′∈[l]

ρ∗(k′)/∈S

bk′

x− ρ∗(k′)
+

∑
k′∈[l]

ρ∗(k′)/∈S

∑
t∈[n]

ūtbk′a
q+1−t

x− ρ∗(k′)
.

(2)

Note that for x ∈ S and ρ∗(k′) /∈ S we have x− ρ∗(k′) 6= 0.
B creates a secret key SK(̄i,j̄),S as follows:

K0 = gαīh
δ′1
1

( n∏
t=2

(ga
q+2−t

)ūt
)
, K1 = gδ

′
1

n∏
t=1

(ga
q+1−t

)ūt , K ′0 = (K1)zī ,

For x ∈ S, we have

Kx,2 = gθx = gθ
′
x ·
( ∏

k′∈[l]
ρ∗(k′)/∈S

(gbk′ )δ
′
1/(x−ρ

∗(k′))
)
·
( ∏

k′∈[l]
ρ∗(k′)/∈S

∏
t∈[n]

(gbk′a
q+1−t

)ūt/(x−ρ
∗(k′))

)
,

Note that for x ∈ S, we have

(hx2h3)θx = (hx2h3)θ
′
x︸ ︷︷ ︸

Ψ1,1

·(hx2h3)
δ′1·

∑
k′∈[l],ρ∗(k′)/∈S

b
k′

x−ρ∗(k′) · (hx2h3)
∑
k′∈[l],ρ∗(k′)/∈S

∑
t′∈[n]

ū
t′ bk′a

q+1−t′

x−ρ∗(k′)

= Ψ1,1 ·
( ∏

k′∈[l]
ρ∗(k′)/∈S

(
gβ
′
2x+β′3

∏
k∈[l]

∏
t∈[n]

(ga
t/b2k)(x−ρ∗(k))A∗k,t

) δ′1bk′
x−ρ∗(k′)

)

·
( ∏

k′∈[l]
ρ∗(k′)/∈S

∏
t′∈[n]

(
gβ
′
2x+β′3

∏
k∈[l]

∏
t∈[n]

(ga
t/b2k)(x−ρ∗(k))A∗k,t

) ūt′ bk′aq+1−t′

x−ρ∗(k′)
)

= Ψ1,1 ·
( ∏

k′∈[l]
ρ∗(k′)/∈S

(gbk′ )σ
′
1·(β

′
2x+β′3)/(x−ρ∗(k′)))

︸ ︷︷ ︸
Ψ1,2

·
( ∏
k∈[l]

∏
t∈[n]

∏
k′∈[l]

ρ∗(k′)/∈S

(ga
tbk′/b

2
k)
δ′1A
∗
k,t

x−ρ∗(k)

x−ρ∗(k′)
)

·
( ∏

k′∈[l]
ρ∗(k′)/∈S

∏
t′∈[n]

(gbk′a
q+1−t′

)ūt′ (β
′
2x+β′3)/(x−ρ∗(k′)))

︸ ︷︷ ︸
Ψ1,3

·
( ∏
k∈[l]

∏
t∈[n]

∏
k′∈[l]

ρ∗(k′)/∈S

∏
t′∈[n]

(ga
q+1−t′+tbk′/b

2
k)
A∗k,tūt′

x−ρ∗(k)

x−ρ∗(k′)
)

= Ψ1,1 · Ψ1,2 ·
( ∏

k∈[l]
ρ∗(k)∈S

∏
t∈[n]

∏
k′∈[l]

ρ∗(k′)/∈S

(ga
tbk′/b

2
k)
δ′1A
∗
k,t

x−ρ∗(k)

x−ρ∗(k′)
)

︸ ︷︷ ︸
Ψ1,4 (for ρ∗(k)∈S)
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·
( ∏

k∈[l]
ρ∗(k)/∈S

∏
t∈[n]

∏
k′∈[l]\{k}
ρ∗(k′)/∈S

(ga
tbk′/b

2
k)
δ′1A
∗
k,t

x−ρ∗(k)

x−ρ∗(k′)
)

︸ ︷︷ ︸
Ψ1,5 (for ρ∗(k)/∈S,k′ 6=k)

·
( ∏

k∈[l]
ρ∗(k)/∈S

∏
t∈[n]

(ga
t/bk)δ

′
1A
∗
k,t
)

︸ ︷︷ ︸
Ψ1,6 (for ρ∗(k)/∈S,k′=k)

·Ψ1,3

·
( ∏

k∈[l]
ρ∗(k)∈S

∏
t∈[n]

∏
k′∈[l]

ρ∗(k′)/∈S

∏
t′∈[n]

(ga
q+1−t′+tbk′/b

2
k)
A∗k,tūt′

x−ρ∗(k)

x−ρ∗(k′)
)

︸ ︷︷ ︸
Ψ1,7 (for ρ∗(k)∈S)

·
( ∏

k∈[l]
ρ∗(k)/∈S

∏
t∈[n]

∏
k′∈[l]\{k}
ρ∗(k′)/∈S

∏
t′∈[n]

(ga
q+1−t′+tbk′/b

2
k)
A∗k,tūt′

x−ρ∗(k)

x−ρ∗(k′)
)

︸ ︷︷ ︸
Ψ1,8 (for ρ∗(k)/∈S,k′ 6=k)

·
( ∏

k∈[l]
ρ∗(k)/∈S

∏
t∈[n]

∏
t′∈[n]

(ga
q+1−t′+t/bk)A

∗
k,tūt′

)
︸ ︷︷ ︸

(for ρ∗(k)/∈S,k′=k)

= Ψ1,1 · Ψ1,2 · Ψ1,4 · Ψ1,5 · Ψ1,6 · Ψ1,3 · Ψ1,7 · Ψ1,8︸ ︷︷ ︸
Ψ1

·
( ∏
k∈[l]
ρ(k)/∈S

∏
t∈[n]

∏
t′∈[n]

(ga
q+1−t′+t/bk)A

∗
k,tūt′

)
,

h−δ14 = h
−δ′1
4

(
gβ
′
4

∏
k∈[l]

∏
t∈[n]

(ga
t/bk)A

∗
k,t
)−∑

t′∈[n] ūt′a
q+1−t′

= h
−δ′1
4

( ∏
t′∈[n]

(ga
q+1−t′

)−β
′
4ūt′
)

︸ ︷︷ ︸
Ψ2

·
( ∏
k∈[l]

∏
t∈[n]

∏
t′∈[n]

(ga
q+1−t′+t/bk)−A

∗
k,tūt′

)

= Ψ2 ·
( ∏
k∈[l]

∏
t∈[n]

∏
t′∈[n]

(ga
q+1−t′+t/bk)−A

∗
k,tūt′

)
,

where Ψ1 = Ψ1,1 · Ψ1,2 · · · · · Ψ1,8 and Ψ2 can be calculated using the suitable terms of the assumption.
Thus, we have

Kx,3 = (hx2h3)θxh−δ14

= Ψ1 · Ψ2 ·
( ∏

k∈[l]
ρ∗(k)∈S

∏
t∈[n]

∏
t′∈[n]

(ga
q+1−t′+t/bk)−A

∗
k,tūt′

)

= Ψ1 · Ψ2 ·
( ∏

k∈[l]
ρ∗(k)∈S

∏
t∈[n]

∏
t′∈[n]\{t}

(ga
q+1−t′+t/bk)−A

∗
k,tūt′

)
︸ ︷︷ ︸

Ψ3 (for t′ 6=t)

·
( ∏

k∈[l]
ρ∗(k)∈S

∏
t∈[n]

(ga
q+1/bk)−A

∗
k,tūt

)
︸ ︷︷ ︸

for t′=t

= Ψ1 · Ψ2 · Ψ3 ·
( ∏

k∈[l]
ρ∗(k)∈S

(ga
q+1/bk)−(A∗k·ū)

)
= Ψ1 · Ψ2 · Ψ3, (since A∗k · ū = 0 ∀k ∈ [l] s.t. ρ∗(k) ∈ S)

Note that Ψ1, Ψ2 and Ψ3 can be calculated using the suitable terms of the assumption, B can calculate Kx,3.
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Challenge. A submits a message M . B randomly chooses

τ ′, s1, . . . , sī−1, s
′
ī, sī+1, . . . , sm ∈ Zp,

t′1, . . . , t
′
ī−1, t̄i, t

′
ī+1, . . . , t

′
m ∈ Zp,

w1, . . . ,wj̄−1,w
′
j̄ , . . . ,w

′
m ∈ Z3

p,

ξ′1, . . . , ξ
′
l, π

′ ∈ Zp, u′ = (0, u′2, . . . , u
′
n) ∈ Znp .

B randomly chooses rx, ry, rz ∈ Zp, and sets χ1 = (rx, 0, rz), χ2 = (0, ry, rz),χ3 = χ1×χ2 = (−ryrz,−rxrz, rxry),
then randomly chooses

vi ∈ Z3
p ∀i ∈ {1, . . . , ī− 1},

vp
ī
∈ span{χ1,χ2}, vqī ∈ span{χ3},

vi ∈ span{χ1,χ2} ∀i ∈ {̄i+ 1, . . . ,m},
vpc ∈ span{χ1,χ2}, vqc = νcχ3 ∈ span{χ3}.

B sets the values of κ, τ, sī, ti(i ∈ [m] \ {̄i}) ∈ Zp, vī, vc, wj(j ∈ {j̄, . . . ,m}) ∈ Z3
p, π ∈ Zp, u ∈ Znp , and

{ξk ∈ Zp}k∈[l] by implicitly setting

aq ≡ κ mod p, caqτ ′ ≡ τ mod p, s′ī/a
q ≡ sī mod p,

∀i ∈ {1, . . . , ī− 1} : t′i + cdτ ′s′ī(v
q
ī
· vqc)/z′i ≡ ti mod p,

∀i ∈ {̄i+ 1, . . . ,m} : t′i − aqτ ′si(vi · vpc)/z′i + cdτ ′s′ī(v
q
ī
· vqc)/z′i ≡ ti mod p,

vī = vp
ī

+ dvq
ī
, vc = c−1vpc + vqc ,

w′j̄ − ac
′
j̄τ
′vpc ≡ wj̄ mod p,

∀j ∈ {j̄ + 1, . . . ,m} : w′j − cdc′jτ ′vqc ≡ wj mod p,

π′ − cdτ ′s′ī(v
q
ī
· vqc) ≡ π mod p, u = π(1, a, a2, . . . , an−1) + u′,

∀k ∈ [l] : ξ′k + cdbkτ
′s′ī(v

q
ī
· vqc) ≡ ξk mod p.

It is worth noticing that vī and vc are chosen from Z3
p at random as required, and (vī · vc) = 1

c (vp
ī
·

vpc) + d(vq
ī
· vqc), since χ3 is orthogonal to span{χ1,χ2} and Z3

p = span{χ1,χ2,χ3}. B creates a ciphertext
〈(A∗, ρ∗), (P1, {Pk,1, Pk,2, Pk,3}k∈[l]), (Ri, R

′
i, Qi, Qi,1, Q

′
i, Ti)

m
i=1, (Cj ,C

′
j)
m
j=1〉 as follows:

1. P1 = gπ
′
(gcd)−τ

′s′ī(v
q

ī
·vqc),

For each k ∈ [l]: we have

Pk,1 = (h1)A
∗
k·uhξk4 =

(
h
A∗k·(1,a,...,a

n−1)
1

)π · hA∗k·u′1 · hξ
′
k

4︸ ︷︷ ︸
Φ1

·
(
gβ
′
4

∏
k′∈[l]

∏
t∈[n]

(ga
t/bk′ )A

∗
k′,t
)cdbkτ ′s′ī(vqī ·vqc)

=
( ∏
t∈[n]

(ga
t

)A
∗
k,t
)π′−cdτ ′s′ī(vqī ·vqc) · Φ1 ·

(
gcdbk

)β′4τ ′s′ī(vqī ·vqc)︸ ︷︷ ︸
Φ2

·
( ∏
k′∈[l]

∏
t∈[n]

(gcda
tbk/bk′ )A

∗
k′,t
)τ ′s′ī(vqī ·vqc)

=
( ∏
t∈[n]

(ga
t

)A
∗
k,t
)π′

︸ ︷︷ ︸
Φ3

·
( ∏
t∈[n]

(gcda
t

)A
∗
k,t
)−τ ′s′ī(vqī ·vqc)

︸ ︷︷ ︸
∆

·Φ1 · Φ2

·
( ∏
k′∈[l]\{k}

∏
t∈[n]

(gcda
tbk/bk′ )A

∗
k′,t
)τ ′s′ī(vqī ·vqc)

︸ ︷︷ ︸
Φ4 (for k′ 6=k)

·
( ∏
t∈[n]

(gcda
t

)A
∗
k,t
)τ ′s′ī(vqī ·vqc)

︸ ︷︷ ︸
∆−1 (for k′=k)

= Φ3 · Φ1 · Φ2 · Φ4,
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Pk,2 = (h
ρ∗(k)
2 h3)−ξk

= (h
ρ∗(k)
2 h3)−ξ

′
k ·
(
gβ
′
2ρ
∗(k)+β′3

)−cdbkτ ′s′ī(vqī ·vqc) · ( ∏
k′∈[l]

∏
t∈[n]

(
ga

t/b2
k′
)(ρ∗(k)−ρ∗(k′))A∗

k′,t
)−cdbkτ ′s′ī(vqī ·vqc)

= (h
ρ∗(k)
2 h3)−ξ

′
k ·
(
gcdbk

)−(β′2ρ
∗(k)+β′3)τ ′s′ī(v

q

ī
·vqc)︸ ︷︷ ︸

Φ5

·
( ∏
k′∈[l]

∏
t∈[n]

(
gcda

tbk/b
2
k′
)(ρ∗(k′)−ρ∗(k))A∗

k′,t
)τ ′s′ī(vqī ·vqc)

= Φ5 ·
( ∏
k′∈[l]\{k}

∏
t∈[n]

(
gcda

tbk/b
2
k′
)(ρ∗(k′)−ρ∗(k))A∗

k′,t
)τ ′s′ī(vqī ·vqc)

︸ ︷︷ ︸
Φ6 (for k′ 6=k)

·
( ∏
t∈[n]

(
gcda

tbk/b
2
k
)(ρ∗(k)−ρ∗(k))A∗k,t

)τ ′s′ī(vqī ·vqc)
︸ ︷︷ ︸

1 (for k′=k)

= Φ5 · Φ6,

Pk,3 = gξk = gξ
′
k(gcdbk)τ

′s′ī(v
q

ī
·vqc).

Note that Φ1, . . . , Φ6 can be calculated using the suitable terms of the assumption, B can calculate
Pk,1, Pk,2, Pk,3.

2. For each i ∈ [m]:
– if i < ī: randomly chooses ŝi ∈ Zp, and sets

Ri = gvi , R′i = (ga
q

)vi ,

Qi = gsi , Qi,1 = (ga)siZ
t′i
i (ga)π

′
, Q′i = gt

′
i(gcd)τ

′s′ī(v
q

ī
·vqc)/z

′
i , Ti = E ŝii .

– if i = ī: sets

Ri = gr
′
īs
′
īv
p

ī · (gd)r
′
īs
′
īv
q

ī , R′i = (ga
q

)r
′
īs
′
īv
p

ī · (gda
q

)r
′
īs
′
īv
q

ī ,

Qi = gτ
′s′ī(v

p

ī
·vpc )(gcd)τ

′s′ī(v
q

ī
·vqc), Qi,1 = (ga)τ

′s′ī(v
p

ī
·vpc )Z

tī
i (ga)π

′
, Q′i = gtī ,

Ti = M · e(gαi , Qi).

– if i > ī: sets

Ri = grisivi , R′i = (ga
q

)risivi ,

Qi = (ga
q

)τ
′si(vi·vpc ), Qi,1 = Z

t′i
i (ga)π

′
, Q′i = gt

′
i(ga

q

)−τ
′si(vi·vpc )/z′i(gcd)τ

′s′ī(v
q

ī
·vqc)/z

′
i ,

Ti = M · e(gαi , Qi).

3. For each j ∈ [m]:
– if j < j̄: randomly chooses µ′j ∈ Zp and implicitly sets the value of µj such that (µ′j/(cda

q)− 1)νc ≡
µj mod p, then sets: Cj = (gda

q

)c
′
jτ
′vpc · gc

′
jτ
′µ′jv

q
c · (gaq )wj , C ′j = gwj .

– if j = j̄: sets Cj = T c
′
j̄τ
′vqc · (gaq )w

′
j , C ′j = gw

′
j̄ · (ga)−c

′
j̄τ
′vpc .

– if j > j̄: sets Cj = (gda
q

)c
′
jτ
′vpc · (gaq )w

′
j ,C ′j = gw

′
j · (gcd)−c

′
jτ
′vqc .

If T = gca
q+1

, the ciphertext is a well-formed encryption to the index (̄i, j̄). If T is randomly chosen, say
T = gr for some random r ∈ Zp, the ciphertext is a well-formed encryption to the index (̄i, j̄ + 1) with
implicit setting µj̄ such that ( r

caq+1 − 1)νc ≡ µj̄ mod p.

Guess. A outputs a guess b′ ∈ {0, 1} to B, then B outputs this b′ to the challenger.

The distributions of the public parameters, private keys and challenge ciphertext are the same as that
in the real scheme. B’s advantage in solving the Extended Source Group q-parallel BDHE problem will be
exactly equal to A’s advantage in the selective index-hiding game.
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