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Abstract

A software watermarking scheme enables one to embed a “mark” (i.e., a message) within a
program while preserving the program’s functionality. Moreover, there is an extraction algorithm
that recovers an embedded message from a program. The main security goal is that it should be
difficult to remove the watermark without destroying the functionality of the program. Existing
constructions of watermarking focus on watermarking cryptographic functions like pseudorandom
functions (PRFs); even in this setting, realizing watermarking from standard assumptions remains
difficult. The first lattice-based construction of secret-key watermarking due to Kim and Wu
(CRYPTO 2017) only ensures mark-unremovability against an adversary who does not have
access to the mark-extraction oracle. The construction of Quach et al. (TCC 2018) achieves the
stronger notion of mark-unremovability even if the adversary can make extraction queries, but
has the drawback that the watermarking authority (who holds the watermarking secret key) can
break pseudorandomness of all PRF keys in the family (including unmarked keys).

In this work, we construct new lattice-based secret-key watermarking schemes for PRFs that
both provide unremovability against adversaries that have access to the mark-extraction oracle
and offer a strong and meaningful notion of pseudorandomness even against the watermarking
authority (i.e., the outputs of unmarked keys are pseudorandom almost everywhere). Moreover,
security of several of our schemes can be based on the hardness of computing nearly polynomial
approximations to worst-case lattice problems. This is a qualitatively weaker assumption than
that needed for existing lattice-based constructions of watermarking (that support message-
embedding), all of which require quasi-polynomial approximation factors. Our constructions
rely on a new cryptographic primitive called an eztractable PRF, which may be of independent
interest.

1 Introduction

A software watermarking scheme enables a user or an authority to embed a “mark” within a program
in a way that the marked program behaves almost identically to the original program. It should
be difficult to remove the watermark from a marked program without significantly altering the
program’s behavior, and moreover, it should be difficult to create new (or malformed) programs
that are considered to be watermarked. The first property of unremovability is useful for proving
ownership of software (e.g., in applications to digital rights management) while the second property
of unforgeability is useful for authenticating software (e.g., for proving that the software comes from
a trusted distributor).

*Part of this work was done while a student at Stanford.



1.1 Background and Motivation

Barak et al. [BGIT01, BGI*12] and Hopper et al. [HMWO7] introduced the first rigorous math-
ematical framework for software watermarking. Realizing the strong security requirements put
forth in these works has been difficult. Early works [NSS99, YF11, Nis13] made partial progress
by considering weaker security models and imposing restrictions on the adversary’s capabilities.
This changed with the work of Cohen et al. [CHN'16], who gave the first positive construction of
software watermarking (for classes of cryptographic functionalities) that achieved unremovability
against arbitrary adversarial strategies from indistinguishability obfuscation.

More formally, a software watermarking scheme consists of two main algorithms. First, the
marking algorithm takes a circuit C' and outputs a “marked” circuit C’ with the property that C’
and C agree almost everywhere. Second, a verification algorithm takes a circuit C' and outputs
MARKED or UNMARKED. In the message-embedding setting, the marking algorithm also takes a
message m in addition to the circuit and embeds the message m within the circuit as the watermark.
In this case, we replace the verification algorithm with a mark-extraction algorithm that takes a
circuit as input and which outputs either the embedded message or UNMARKED. A watermarking
scheme is robust against arbitrary removal strategies if the adversary is given complete flexibility
in crafting a circuit ¢’ that mimics the behavior of a marked circuit C’, but does not contain the
watermark. This most directly captures our intuitive notions of unremovability and is the setting
that we focus on in this work.

Since the work of Cohen et al., there has been many works on building stronger variants of
software watermarking [YAL'17, YAL'18] and constructing watermarking (and variants) from
simpler assumptions [BLW17, KW17, BKS17, QWZ18]. While this latter line of work has made
tremendous progress and has yielded constructions of watermarking from standard lattice assump-
tions [KW17], CCA-secure encryption [QWZ18], and even public-key encryption (in the stateful
setting) [BKS17], these gains have come at the price of relaxing the watermarking security re-
quirements. As such, there is still a significant gap between the security and capabilities of the
Cohen et al. construction [CHNT16] from indistinguishability obfuscation and the best schemes we
have from standard assumptions. In this work, we narrow this gap and introduce a new lattice-based
software watermarking scheme for pseudorandom functions (PRFs) that satisfies stronger security
and provides more functionality than the previous constructions from standard assumptions. Along
the way, we introduce the notion of an “extractable PRF” that may be useful beyond its applications
to cryptographic watermarking.

Watermarking PRFs. While the notion of software watermarking is well-defined for general
functionalities, Cohen et al. [CHN'16] showed that watermarking is impossible for any class of
learnable functions. Consequently, research on watermarking has focused on cryptographic functions
like PRFs. In their work, Cohen et al. gave the first constructions of watermarking for PRF's
(as well as several public-key primitives) from indistinguishability obfuscation. The Cohen et al.
watermarking construction has the appealing property in that the scheme supports public mark-
extraction (i.e., anyone is able to extract the embedded message from a watermarked program). The
main drawback though is their reliance on strong (and non-standard) assumptions. Subsequently,
Boneh et al. [BLW17] introduced the concept of a private puncturable PRF and showed how to
construct secretly-extractable watermarking schemes from a variant of private puncturable PRFs
(called private programmable PRFs). Building on the Boneh et al. framework, Kim and Wu [KW17]
showed that a relaxation of private programmable PRFs also sufficed for watermarking, and they



gave the first construction of watermarking from standard lattice assumptions. Neither of these
constructions support public extraction, and constructing watermarking schemes that support public
extraction from standard assumptions remains a major open problem.

Towards publicly-extractable watermarking. Not only did the schemes in [BLW17, KW17|
not support public extraction, they had the additional drawback that an adversary who only has
access to the extraction oracle for the watermarking scheme can easily remove the watermark
from a marked program (using the algorithm from [CHN™16, §2.4]). Thus, it is unclear whether
these schemes bring us any closer to a watermarking scheme with public extraction. A stepping
stone towards a publicly-extractable watermarking scheme is to construct a secretly-extractable
watermarking scheme, except we give the adversary access to the extraction oracle. The difficulty
in handling extraction queries is due to the “verifier rejection” problem that also arises in similar
settings such as constructing designated-verifier proof systems or CCA-secure encryption. Namely,
the adversary can submit carefully-crafted circuits to the extraction oracle and based on the oracle’s
responses, learn information about the secret watermarking key.

Recently, Quach et al. [QWZ18] gave an elegant and conceptually-simple construction of secretly-
extractable watermarking that provided unremovability in this stronger model where the adversary
has access to the extraction oracle. Moreover, their scheme also supports public marking: namely,
anyone is able to take a PRF and embed a watermark within it. The basic version of their scheme is
mark-embedding (i.e., programs are either marked or unmarked) and can be instantiated from any
CCA-secure public-key encryption scheme. To support full message-embedding, their construction
additionally requires private puncturable PRFs (and thus, the only standard-model instantiation
today relies on lattices). In both cases, however, their scheme has the drawback in that the holder
of the watermarking secret key completely compromises pseudorandomness of all PRF keys in
the family (including unmarked keys). In particular, given even two evaluations of a PRF (on
distinct points), the watermarking authority in the scheme of [QWZ18] can already distinguish
the evaluations from random. While it might be reasonable to trust the watermarking authority,
we note here that users must fully trust the authority (even if they generate a PRF key only for
themselves and never interact with the watermarking authority). Even if the authority passively
observes PRF evaluations (generated by honest users), it is able to tell those evaluations apart
from truly random values. As we discuss below, this is a significant drawback of their construction
and limits its applicability. Previous constructions [CHNT16, BLW17, KW17] did not have this
drawback.

Security against the watermarking authority. Intuitively, it might seem like in any secret-key
watermarking scheme, users implicitly have to trust the watermarking authority (either to mark
their keys, or to verify their keys, or both), and so, there is no reason to require security against
the watermarking authority. However, we note that this is not the case. For example, the marking
and extraction algorithms can always be implemented by a two-party computation between the
watermarking authority and the user, in which case the watermarking authority never sees any of the
users’ keys in the clear, and yet, the users still enjoy all of the protections of a watermarking scheme.
In existing schemes that do not provide security against the watermarking authority [QWZ18],
the PRF essentially has a “backdoor” and the watermarking authority is able to distinguish every
evaluation or every PRF in the family from random. This is a significant increase in the amount of
trust the user now has to place in the watermarking authority. The constructions we provide in this
work provide a meaningful notion of security even against the watermarking authority. Namely,
as long as the users never evaluate the PRF on a restricted set of points (which is a sparse subset



of the domain and statistically hidden from the users), then the input/output behavior of both
unmarked and marked keys remain pseudorandom even against the watermarking authority.

More generally, as noted above, a watermarking scheme that supports extraction queries is
an intermediate primitive between secretly-extractable watermarking and publicly-extractable
watermarking. If the intermediate scheme is insecure in the presence of a party who can extract,
then the techniques used in that scheme are unlikely to extend to the public-key setting (where
everyone can extract). Handling extraction queries (with security against the authority) is closer to
publicly-extractable watermarking compared to notions from past works. We believe our techniques
bring us closer towards publicly-extractable watermarking from standard assumptions.

1.2 Owur Contributions

In this work and similar to [QWZ18], we study secretly-verifiable watermarking schemes for PRFs
that provide unremovability (and unforgeability) against adversaries that have access to both
the marking and the extraction oracles. Our goal is to achieve these security requirements while
maintaining security even against the watermarking authority. We provide several new constructions
of secretly-verifiable watermarking schemes for PRF's from standard lattice assumptions where the
adversary has access to the extraction oracle. Moreover, we show that all of our constructions achieve
a relaxed (but still meaningful) notion of pseudorandomness for unmarked keys even in the presence
of the watermarking authority. Our constructions also simultaneously achieve unremovability and
unforgeability (with parameters that match the lower bounds in Cohen et al. [CHNT16]). In fact, we
show that meaningful notions of unforgeability (that capture the spirit of unforgeability and software
authentication as discussed in [HMWO07, CHN'16, YAL™"18]) are even possible for schemes that
support public marking. Our constructions are the first to provide all of these features. Moreover, we
are able to realize these new features while relying on qualitatively weaker lattice-based assumptions
compared to all previous watermarking constructions from standard assumptions (specifically, on the
hardness of computing nearly polynomial (i.e., nw(l)) approximations to worst-case lattice problems
as opposed to computing quasi-polynomial (i.e., 2log®(n) for constant ¢ > 1) approximations; see
Remark 4.27). We provide a comparison of our new watermarking construction to previous schemes
in Table 1, and also summarize these results below.

Extractable PRFs. The key cryptographic building block we introduce in this work is the notion
of an extractable PRF. An extractable PRF is a standard PRF family F: K x X — Y outfitted with
an extraction trapdoor td. The extractability property says that given any circuit that computes
F(k,-), the holder of the trapdoor td can recover the PRF key k (with overwhelming probability).
In fact, the extraction process is robust in the following sense: given any circuit C': X — ) whose
behavior is “close” to F(k,-), the extraction algorithm still extracts the PRF key k. The notion of
closeness that we use is e-closeness: we say that two circuits Cy and C are e-close if Cy and C; only
differ on at most an e-fraction of the domain. Of course, for extraction to be well-defined, it must
be the case that for any pair of distinct keys ki, k2, the functions F(k1,-) and F(kg,-) are far apart.
We capture this by imposing a statistical requirement on the PRF family called key-injectivity,
which requires that F(kq,-) and F(ks, -) differ on at least an &’-fraction of points where &’ > e. This
ensures that if C' is e-close to some PRF F(k,-), then k is unique (and extraction recovers k). In

Key-injectivity also played a role in previous watermarking constructions, though in a different context [CHN'16,
KW17).



Public Public Extraction PRF Security Hardness

Scheme Marking Extraction Oracle (Authority)  Assumption
Cohen et al. [CHNT16] X v v v io
Boneh et al. [BLW17] X X X v i0
Kim-Wu [KW17] X X X v LWE*
Quach et al. [QWZ18] v X 4 X LWE*
Yang et al. [YALT18] X v v v i0

. X X v /i LWE}
This Work v X v Vi LWE! + RO

*LWE with a quasi-polynomial modulus-to-noise ratio (i.e., 21°8° " for constant ¢ > 1).
fOur construction provides a weaker notion of restricted pseudorandomness against the watermarking authority.
fLWE with a nearly polynomial modulus-to-noise ratio (i.e., n“’<1>).

Table 1: Comparison of our watermarkable family of PRFs to previous constructions.
We focus exclusively on message-embedding constructions. For each scheme, we
indicate whether it supports public marking and public extraction, whether mark-
unremovability holds in the presence of an extraction oracle, whether unmarked
keys remain pseudorandom against the watermarking authority, and the hardness
assumption each scheme is based on. In the above, “iO” denotes indistinguishability
obfuscation and “RO” denotes a random oracle.

Section 2, we provide a detailed technical overview on how to construct extractable PRFs from
standard lattice assumptions. We give the formal definition, construction, and security analysis in
Section 4.

From extractable PRFs to watermarking. The combination of extractability and key-
injectivity gives a natural path for constructing a secret-key watermarking scheme for PRFs.
We begin with a high-level description of our basic mark-embedding construction which illustrates
the main principles. First, we will need to extend our extractable PRF family to additionally
support puncturing. In a puncturable PRF [BW13, KPTZ13, BGI14], the holder of a PRF key k
can puncture k at a point x* to derive a “punctured key” k,» with the property that k.« can be
used to evaluate the PRF on all points x # x*. Moreover, given the punctured key k,«, the value of
the PRF F(k,z*) at «* is still indistinguishable from a uniformly random value.

Suppose now that we have an extractable PRF where the PRF keys can be punctured. To
construct a mark-embedding watermarkable family of PRFs F: I x X — ), we take the watermarking
secret key to be the trapdoor for the extractable PRF family. To mark a PRF key k£ € K, the
watermarking authority derives a special point z(*) € X from k (using a PRF key that is also part
of the watermarking secret key), and punctures k at z®) to obtain the punctured key k k). The
watermarked program just implements PRF evaluation using the punctured key %k, &). To check
whether a circuit C: X — ) is marked, the watermarking authority applies the extraction algorithm
to C to obtain a key k € K (or L if extraction does not output a key). If the extraction algorithm
outputs a key k € I, the verification algorithm computes the special point z®) from k and outputs
MARKED if C(z®)) # F(k, z®)) and UNMARKED otherwise. If the extraction algorithm outputs L,
the algorithm outputs UNMARKED.



Unremovability of this construction essentially reduces to puncturing security. By robust
extractability (and key-injectivity), if the adversary only corrupts a small number of points in
a marked key (within the unremovability threshold), then the extraction algorithm successfully
recovers k (with overwhelming probability). To remove the watermark, the adversary’s task is to
“fix” the value of the PRF at the punctured point z(¥). Any adversary that succeeds to do so breaks
puncturing security (in particular, the adversary must be able to recover the real value of the PRF
at the punctured point given only the punctured key). Note that here, we do require that the
range ) of the PRF be super-polynomial (if the range was polynomial, then the adversary can guess
the correct value of the PRF at 2(%) with noticeable probability and remove the watermark). Note
that this basic scheme neither provides unforgeability (i.e., it is easy to construct circuits that are
considered MARKED even without the watermarking key) nor supports message-embedding. As we
discuss in greater detail below, both of these properties can be achieved with additional work.

Handling extraction queries. A primary objective of this work is to construct a watermarking
scheme for PRFs where unremovability holds even against an adversary that has access to the
extraction oracle. At first glance, our marking algorithm may appear very similar to that in [BLW17,
KW17], since all of these constructions rely on some form of puncturable PRFs. These previous
constructions do not satisfy unremovability in the presence of an extraction oracle because they
critically rely on the adversary not being able to identify the special point z(*). Namely, in these
constructions, to check whether a circuit C' is marked or not, the authority derives the special point
2®) from the input/output behavior of C' and then checks whether C(z(*)) has a specific structure.
If the adversary is able to learn the point z(*), then it can tweak the value of the marked circuit at
z®) and remove the watermark. In fact, even if the puncturable PRF completely hides the special
point z(*¥)| the binary search attack from Cohen et al. [CHN*16] allows the adversary to use the
extraction oracle to recover (), and thus, defeat the watermarking scheme.

In our construction, to decide whether a circuit C' is marked or not, the authority first extracts
a key k and checks whether C(z(®)) = F(k,z(®)). Therefore, in order to remove the watermark,
it is not enough for the adversary to just recover the special point z(¥) via the extraction oracle
(in fact, the special point z®) is public). To succeed, the adversary has to recover the original
value of the PRF at z(®)| which is hard when the PRF has a super-polynomial range and the PRF
satisfies puncturing security. The fact that we do not rely on the unpredictability of the special point
for security is a subtle but important distinction in our construction. In Section 5, we show that
assuming the underlying PRF provides robust extractability (and key-injectivity), the adversary
can simulate for itself the behavior of the extraction oracle. Thus, the presence of the extraction
oracle cannot help the adversary break unremovability.

Unforgeability and message-embedding via multi-puncturing. While the basic construction
above provides unremovability, it is easy to forge watermarked programs. Namely, an adversary can
simply take a circuit that implements a PRF F(k,-) and randomly corrupt a (1/poly(\))-fraction
of the output (where A is a security parameter). Then, with noticeable probability, the adversary
will corrupt the PRF at the special point (%) associated with k, thereby causing the verification
algorithm to conclude that the circuit is marked. This is easily prevented by puncturing k& at A
points l‘gk), ey xg\k). We now say that a circuit C' is marked only if C(:ng)) # F(k, :L‘Ek)) for all i € [\].
Of course, this modification does not affect unremovability. Now, to forge a watermarked program,
the adversary has to construct a circuit C' whose behavior closely resembles F(k,-), and yet, C' and

F(k,-) disagree on all of the special points :ng), . ,xg\k), which are derived pseudorandomly from



the key k. This means that unless the adversary previously made a request to mark k& (in which
case its circuit C' would no longer be considered a forgery), the points :ng), ces ,ajg\k) associated with
k look uniformly random to A. But now, if C' and F(k,-) are close, they will not differ on A random
points, except with negligible probability. We formalize this argument in Section 5.2.

The same technique of puncturing at multiple points also enables us to extend our basic mark-
embedding watermarking scheme into a scheme that supports message-embedding. We take a basic
bit-by-bit approach similar in spirit to the ideas taken in [Nis13, KW17, QWZ18|. Specifically, to
support embedding messages of length ¢ in a PRF key k, we first derive from k a collection of A
pseudorandom points for each index and each possible bit: SZ.(fZ) = {xggl, . ,:zz(lz) y} for all i € [t]
and b € {0,1}. To embed a message m € {0,1}! in the key k, the marking algorithm punctures k at

all of the points in the sets Sl(tgﬁ% for i € [t]. To recover the watermark, the extraction algorithm
proceeds very similarly as before. Specifically, on input a circuit C, the extraction algorithm uses the
trapdoor for the underlying extractable PRF to obtain a candidate key k& (or outputs UNMARKED if
no key is extracted). Given a candidate key k, the extraction algorithm derives the sets Si(’lz) for

each index ¢ € [t] and bit b € {0,1}. For each index, the algorithm counts the number of points

in Si(’]a) and Si(ﬁ) on which C and F(k,-) disagree. For correctly-watermarked keys, C' and F(k,-)

will disagree on all of the points in one of the sets and none of the points in the other set. This
difference in behavior allows the extraction algorithm to recover the bit at index i. We provide the
full description and analysis in Section 5.3.

Public marking in the random oracle model. In the mark-embedding and message-embedding
watermarking constructions we have described so far, both marking and extraction require knowledge
of the watermarking secret key. If we look more closely at the marking algorithm, however, we
see that the only time the watermarking key is used during marking is to derive the set of points
to be punctured (specifically, the set of points to be punctured is derived by evaluating a PRF
on the key k). Critically, we do not require that the set of punctured points be hidden from the
adversary (and indeed, the watermarked key completely reveals the set of punctured points), but
only that they are unpredictable (without knowledge of k). Thus, instead of using a PRF to derive
the points to be punctured, we can use a random oracle. This gives a construction of a message-
embedding watermarking scheme that supports public marking. We provide the full description and
analysis of this scheme in Section 5.4. We note that Quach et al. [QWZ18] were the first to give a
watermarking scheme that supported public marking without random oracles (for mark-embedding,
they only needed CCA-secure public-key encryption while for full message-embedding, they relied on
lattices). However, as noted before, their scheme does not provide any security against a malicious
watermarking authority (or provide unforgeability, which we discuss below).

Unforgeability and public marking. Recall that unforgeability for a watermarking scheme says
that no efficient adversary should be able to construct a marked circuit that is significantly different
from marked circuits it already received. This property seems at odds with the semantics of a
watermarking scheme that supports public marking, since in the latter, anyone can mark programs
of their choosing. However, we can still capture the following spirit of unforgeability by requiring
that the only marked circuits that an adversary can construct are those that are close to circuits
that are contained in the function class. In the case of watermarking PRF's, this means that the
only circuits that would be considered to be watermarked are those that are functionally close to a
legitimate PRF. This property is useful in scenarios where the presence of a watermark is used to
argue authenticity of software (e.g., to prove to someone that the software implements a specific type



of computation). In this work, we introduce a weaker notion of unforgeability that precisely captures
this authenticity property (Definition 5.13). We then show that our watermarking construction
supports public-marking while still achieving this form of weak unforgeability. The only previous
candidate of software watermarking that supports public marking [QWZ18] does not satisfy this
property, and indeed, in their scheme, it is easy to construct functions that are constant everywhere
(which are decidedly not pseudorandom), but nonetheless would be considered to be marked.

Optimal bounds for unremovability and unforgeability. We say that a watermarking scheme
is e-unremovable if an adversary who only changes an e-fraction of the values of a marked circuit
cannot remove the watermark,? and that it is 6-unforgeable if an adversary cannot create a new
marked program that differs on at least a d-fraction of points from any marked circuits it was given.
Conceptually, larger values of € means that the watermark remains intact even if the adversary can
corrupt the behavior of the marked program on a larger fraction of inputs, while smaller values of §
means that the adversary’s forgery is allowed to agree on a larger fraction of the inputs of a marked
program. Previously, Cohen et al. [CHNT16] showed that any message-embedding watermarking
scheme can at best achieve ¢ = 1/2 — 1/poly(\) and § = ¢ + 1/poly(A). Our constructions in
this work achieve both of these bounds (for any choice of poly(\) factors). Previous constructions
like [CHN116, QWZ18] did not provide unforgeability while [BLW17, KW17| could only tolerate
e = negl(A\) (and any 6 = 1/poly(}\)).

Security against the watermarking authority. The key property of extractable PRFs that
underlies our watermarking constructions is that there is an extraction trapdoor td that can be used
to extract the original PRF key k from any circuit whose behavior is sufficiently similar to that of
F(k,-). In the case of watermarking, the watermarking authority must hold the trapdoor to use it to
extract watermarks from marked programs. This raises a new security concern as the watermarking
authority can now break security of all PRFs in the family, including unmarked ones. As discussed
in Section 1.1, this was the main drawback of the Quach et al. [QWZ18] watermarking construction.

Due to our reliance on extractable PRFs, our watermarkable family of PRFs also cannot
satisfy full pseudorandomness against the watermarking authority. However, we can show a weaker
property against the watermarking authority we call T-restricted pseudorandomness. Namely, we
can associate a set S C X of size at most T with our watermarkable family of PRF's such that any
adversary (even if they have the extraction trapdoor) is unable to break pseudorandomness of any
(unmarked) PRF, provided that they do not query the function on points in S. The distinguisher
is also provided the set S. In other words, our family of PRF's still provides pseudorandomness
everywhere except S. In our concrete constructions (Construction 4.19), the restricted set S consists
of A randomly-chosen points in X. This means that if the domain of the PRF is super-polynomial,
our notion of T-restricted pseudorandomness strictly interpolates between weak pseudorandomness
(or even non-adaptive pseudorandomness)® and strong pseudorandomness. It is also worth noting
that from the perspective of a user who does not hold the watermarking secret key, the points in S
are statistically hidden. This means that in any standard usage of the PRF between honest users,
with overwhelming probability, the PRF would never be evaluated on one of the restricted points.
Equivalently, if the watermarking authority only sees passive evaluations of the PRF, then it will

2This definition is the complement of the definition from previous works on watermarking [CHNT16, BLW17, KW17,
YALT17, QWZ18, YAL™18], but we adopt this to maintain consistency with our definition for robust extractability.

3In the weak pseudorandomness game, the adversary is given outputs of the PRF on random inputs, while in the
non-adaptive pseudorandomness game, the adversary must declare all of its evaluation queries before seeing any
evaluations of the PRF or the public parameters.



not be able to break pseudorandomness of the underlying PRF. This notion of “passive” security
against the watermarking authority strictly improves upon the lattice-based message-embedding
watermarking construction in [QWZ18]. In their setting, the watermarking authority is able to
break pseudorandomness given any two (distinct) evaluations of the PRF; that is, their scheme does
not even satisfy weak pseudorandomness against the watermarking authority. It is an interesting
and important question to obtain watermarking with security in the presence of an extraction
oracle and which retrains full pseudorandomness even against the watermarking authority. The
only constructions that satisfy this notion rely on obfuscation.

Watermarking without private puncturing. All existing constructions of message-embedding
watermarking from standard assumptions have relied on private puncturable PRFs?* in some
form [KW17, QWZ18]. Our message-embedding watermarking construction is the first that does not
rely on private puncturing; standard puncturing in conjunction with key-extractability suffices. While
this might seem like a minor distinction, we note that constrained PRFs can be constructed from
weaker assumptions. For instance, puncturable PRFs can be built from one-way functions [GGM84,
BW13, KPTZ13, BGI14] while the simplest constructions of private puncturable PRFs rely on lattice-
based assumptions [BKM17, CC17, BTVW17, PS18, CVW18]. If we just consider lattice-based
constrained PRFs, the Brakerski-Vaikuntanathan puncturable PRF [BV15] can be based on the
(polynomial) hardness of solving worst-case lattice problems with a nearly polynomial approximation
factor (i.e., n”(l)),5 while constructions of private puncturable PRFs from lattices [BKM17, CC17,
BTVW17, PS18, CVW18] can only be based on the hardness of solving worst-case lattice problems
with a quasi-polynomial approximation factor (i.e., 2'°8°™ for some constant ¢ > 1). Since all of
the existing constructions of message-embedding watermarking from standard assumptions rely on
private puncturing in some form, they can only be reduced to worst-case lattice problems with quasi-
polynomial approximation factors at best. In this work, we show that a variant of our construction
(satisfying a relaxed notion of unforgeability as in [KW17]) can be based solely on worst-case lattice
problems with a nearly polynomial approximation factor (Remark 4.27). Concretely, we give the
first (message-embedding) watermarking scheme whose security can be based on computing nearly
polynomial approximations to worst-case lattice problems (Corollary 5.39).

Additional properties. Finally, in Section 5.5, we briefly describe some additional features of our
new watermarking scheme. For instance, we show a new transferability property supported by our
scheme (i.e., the watermarking authority can remove the watermark from a marked key and then
re-watermark it under a different user’s identity).

1.3 Additional Related Work
We now survey some additional works that use similar techniques as those in our construction.

Lattice-based PRFs. The study of lattice-based PRFs started with the seminal work of
Banerjee et al. [BPR12]. Subsequently, [BLMR13, BP14] constructed the first lattice-based key-

4A private puncturable PRF [BLW17] is a puncturable PRF where the punctured key also hides the punctured point.
There are several lattice-based constructions of private puncturable PRFs (and more generally, private constrained
PRFs) [CC17, BKM17, BTVW17, PS18, CVW18].

SWhile the general construction described in [BV15] relies on worst-case lattice problems with sub-exponential
approximation factors, when restricted to just puncturing constraints (which can be computable by log-depth circuits),
it can be based on worst-case lattice problems with a nearly polynomial approximation factor by leveraging the
techniques for branching program evaluation [BV14].



homomorphic PRFs. The first circuit-constrained PRFs were constructed in [BV15, BFP*15] and
were later extended to private constrained PRFs in [BKM17, CC17, BTVW17, PS18, CVW18].

Matrix embeddings. The matrix embedding techniques used in this work build on a series of works
in the areas of attribute-based encryption [SWO05] and predicate encryption [BW07, KSW08]| from
LWE. These include the attributed-based encryption constructions of [ABB10, GVW13, BGG*14,
GV15, BV16, BCTW16] and the (one-sided) predicate encryption constructions of [AFV11, GMW15,
GVW15, BTVW17, GKW17, WZ17].

2 Technical Overview

In this section, we provide a technical overview of our construction of extractable PRFs from
standard lattice assumptions. As described in Section 1.2, this is the key cryptographic primitive
we rely on in our watermarking constructions (described formally in Section 5). We believe that
the algebraic techniques we develop for constructing our extractable PRF are general and will find
applications beyond the study of PRFs and watermarking. We highlight the core principles and
techniques here, but defer the formal definitions, constructions, and analysis to Section 4.

The LWE assumption. The learning with errors (LWE) assumption [Reg05], parameterized by n,
m, q, X, states that for a uniformly random vector s € Zy, a uniformly random matrix A € Zy*™,
and a noise vector e sampled from a (low-norm) error distribution y, the distribution (A,s- A +e)%
is computationally indistinguishable from the uniform distribution over Zy*™ x Zg"*. Equivalently,
rather than explicitly adding noise, the LWE assumption can instead be defined with respect to
a rounding modulus p < ¢ and the component-wise rounding operation Hp : Zq — Z, [BPR12].
This variant of the LWE assumption states that the distribution (A, [s- A],) is computationally
indistinguishable from the uniform distribution over Zg*™ x Zj'; this is also known as the learning
with rounding (LWR) assumption [BPR12]. For the parameter setting we consider in this work,
hardness of LWE implies hardness of LWR [BPR12].

Lattice-based PRFs. A natural way to construct a pseudorandom function F: K x X — ) from
the LWE assumption is to take the PRF key k € K to be the LWE secret s € Zy and define F(s, )
to output an LWE sample |s- A;] » for a matrix A, that is uniquely determined by the input
x € X. Note that when the domain X is super-polynomial, the matrix A, cannot be a uniformly
random matrix as required by the LWE assumption since F(s,-) must be an (efficiently-computable)
deterministic function. Constructing a PRF from LWE thus amounts to designing a suitable
mapping z — A, such that the vector [s - Az]p is still pseudorandom under LWE.

Nearly all existing LWE-based PRF constructions follow this general blueprint; we refer to
Section 1.3 for a more comprehensive discussion of related work. Specifically, these PRF families are
defined with respect to a set of public matrices pp = (A1,...,A,) and an input-to-matrix mapping
Evalpp: X — Zy™™ (that implements the mapping z +— A;) such that the outputs of

F(s,z) := [s- Ag], where A, « Evalpp(z) (2.1)

are computationally indistinguishable from uniform vectors over Z; under the LWE assumption. In
this overview, rather than focusing on a particular PRF construction, we show how to obtain an
extractable PRF from any lattice-based PRF family that follows this blueprint.

SFor notational simplicity, we drop the transpose notation when it is clear from context.
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Key extraction via lattice trapdoors. Recall from Section 1 that in an extractable PRF family,
the holder of a trapdoor td (for the PRF family) can recover the PRF key k € K given only oracle
access to the PRF F(k,-). Using the basic structure of lattice-based PRF candidates from Eq. (2.1),
a natural starting point is to design the mapping Evalpy: X — Zj™ such that for a special input
x* € X, the matrix D « Evalyp(2*) has a known (lattice) trapdoor tdp, which can be included as
part of the trapdoor for the extractable PRF family (together with the special input z*).

A lattice trapdoor tdp for a matrix D € Z?*™ enables sampling short preimages under the
matrix D [Ajt99, GPV08, AP09, MP12, LW15|. Specifically, given an arbitrary target matrix
T € Zy™™, the trapdoor tdp enables sampling a short matrix Ry € Zj"*™ such that D - R = T.
Additionally, the trapdoor for D can be used to solve the search version of the LWE problem: given
an LWE instance (D, [s- D],), one first computes a short matrix Rg using the trapdoor D and
then derive the vector

[s-D],-Rg = [s-D-Rg], + noise = [s - G|, + noise € Z;,

where noise is a small error vector that occurs from the modular rounding and G € Zg*™ is the
standard powers-of-two gadget matrix [MP12]. Since G is the generator matrix for a linear
error-correcting code, recovering s form |s - G|, + noise is straightforward (c.f., [MP12]).

Given the trapdoor tdp, it is straightforward to implement the Extract algorithm. Namely,
Extract first queries F(s,-) on the special point * € X' to obtain the output |s- D}p. It then uses
the trapdoor information tdp to recover the secret key s.

Programming the trapdoor. The problem of constructing an extractable PRF family now boils
down to generating a set of public parameters pp and a suitable mapping Evaly,: & — Zj*™
such that the matrix A,« < Evalyp(2*) can be programmed to be a trapdoor matrix D. At
the same time, Eval,, must be designed so that the basic blueprint from Eq. (2.1) still satisfies
pseudorandomness. The concept of programming the output of a PRF was previously explored in
the context of constrained PRFs [BLW17, KW17, CC17, PS18|. These works study the notion of
a private programmable PRF where constrained keys can be programmed to a specific value at a
particular point (or set of points). However, the techniques used in these works do not directly
apply to our setting as our goal is fundamentally different. To construct an extractable PRF, we
need a PRF family such that the evaluation of every PRF key from the family is programmed to a
trapdoor matrix. In fact, our notion is completely independent of constraining, and an extractable
PRF family need not even support constraining. In other words, we want programmability with
respect to the public parameters of the PRF family rather than just an individual PRF key.

The way we construct the function Evaly, is quite simple and general. We take any existing
PRF construction F': Z;* x X — Z" following the blueprint from Eq. (2.1) that is defined respect
to a set of matrices pp’ = (A1,...,A,) and mapping Evalgp/: X — Zg*™, and define a new shifted
mapping

Evalpp(z) == Evali, (z) + W = A, + W,

for some shift matrix W € Zy*™ and a new set of public matrices pp = (A1,...,A,, W). First,
observe that given a point z* € X and a trapdoor matrix D, it is easy to generate a programmed
set of public parameters:

1. Generate the matrices Ay,..., A, € Zy™™ as in the original PRF family.
2. Set W =D — A« where Ay« < Eval, (2*).
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It is easy to see that security of the original PRF family is preserved. Specifically, we now have
F(s,z) =[s- (As + W)]p ~ |s- Aﬂp + [s- Wwp =F'(s,x)+ [s- W]p, (2.2)

Since a randomly sampled trapdoor matrix D is statistically close to uniform, the matrix W is also
statistically close to uniform. This means that the additional vector offset w = |s - W] p introduced
by W looks indistinguishable from a uniformly random vector under LWE. Moreover,

F(s,2%) = [s- (Ae + W), = [s-D],,

so given the trapdoor tdp, it is easy to recover the key s.

2.1 Robust Extractability

The PRF family F: Zy x X — Z; defined in Eq. (2.2) already satisfies a basic notion of key-
extractability. Namely, any authority who holds the trapdoor information (x*,tdp) is able to extract
the PRF key given just oracle access to the function F(s, -); moreover, F(s, -) remains pseudorandom
to anyone who does not possess the trapdoor. To support watermarking, however, we require a
stronger security property called robust extractability (Definition 4.9).

Robustness and key-injectivity. At a high level, robust extractability says that the Extract
algorithm should successfully recover the PRF key even if it is just given access to a function
(modeled as a circuit) whose behavior is “close” to F(s,-). In fact, even if the adversary has oracle
access to Extract, it should not be able to produce a circuit C' whose behavior is sufficiently “close’
to F(s,-) for some key s € Zy, and for which, the extraction algorithm fails to extract s from C.
The closeness metric that we use in this work is e-closeness; namely, we say that two circuits C'
and C' are e-close if they agree on all but an e-fraction of elements in the domain. In all of our
constructions, € = 1/poly(A). Of course, for the extractability property to be well-defined, it should
be the case that for distinct keys s1,s2 € Zi, F(s1,-) and F(s,-) should be “far” apart. As discussed
in Section 1.2, we capture this by defining a notion of key-injectivity (Definition 4.11) similar in
flavor to previous definitions from [CHNT16, KW17], and then show (Theorem 4.22) that over the
randomness used to sample the public parameters, the basic construction in Eq. (2.2) satisfies our
key-injectivity property. Thus, in the subsequent discussion, we assume without loss of generality
that if a circuit C is e-close to F(s, -) for any € = 1/poly(\), then s is unique.

The basic PRF construction from Eq. (2.2) does not satisfy robust extractability (for any
closeness parameter € = 1/poly())). Specifically, the adversary can recover the special point z* € X
using binary search. To mount the attack, the adversary first chooses a key s € Zy, and constructs
the circuit F(s,-). The adversary then (arbitrarily) partitions the domain into two halves X; and X5
and queries the extraction oracle on a circuit C' that agrees with F(s,-) on X7 and outputs L on Xjs.
Depending on whether the extraction algorithm succeeds in recovering s or not, the adversary learns
which of X} or X5 contains the special point z*. After a polynomial number of queries, the adversary
learns x*. Once the adversary learns the special point x*, it can always cause extraction to fail on
a circuit by simply having the circuit output L on z* (and F(s,z) on all z # z*). Moreover, this
circuit agrees with F(s,-) on all but a single point (i.e., they agree on all but a negligible fraction of
the domain when |X| is super-polynomial), which breaks robust extractability.

)

Defending against binary search. Effectively, the binary search attack relies on the fact that
the adversary can easily construct circuits C' such that the behavior of Extract on C' (specifically,
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whether Extract succeeds or not) is correlated with the secret extraction trapdoor (specifically, the
point z*). To defend against this, we develop a way to ensure that the behavior of Extract on a
circuit C' depends only on properties of the circuit C' (and not on the extraction trapdoor). If this is
the case, then the extraction oracle does not leak information about the extraction trapdoor, and in
turn, robust extractability holds. We note that this type of approach is conceptually very similar to
the notion of strong soundness in the context of constructing multi-theorem argument systems in
the designated-verifier setting [BCIT13, BISW17].” To achieve this, we proceed in two steps. First,
we modify the Extract algorithm to force the adversary to only submit circuits that are very close
to an actual PRF circuit F(s,-). Then, we tweak the construction to ensure that extraction queries
on circuits C' that are too close to a real PRF circuit are not helpful to the adversary. We describe
this below.

e Testing for closeness. After the Extract algorithm recovers a candidate key s € Z; from
a circuit C, it additionally checks whether the behavior of the circuit C' and F(s,-) are
“similar.” While computing the exact distance between C' and F(s,:) cannot be done in
polynomial time, it is straightforward to construct a randomized algorithm that accepts (with
overwhelming probability) whenever C' and F(s, ) are €1-close and rejects (with overwhelming
probability) whenever C' and F(s, ) are es-far, for any choice of 9 > €1 4+ 1/poly(A). This
can be done by sampling random points x1, ..., x¢ & X and counting the number of inputs
where C(z;) = F(s,x;). If the number of points on which the two circuits differ is greater than
€ - (g1 + €2)/2, then the Extract algorithm outputs L. By choosing £ = poly(\) accordingly,
we can appeal to standard concentration bounds and show that Extract will only output a
candidate key when C' and F(s,-) are at least ea-close. When applied to watermarking, the
parameter €1 corresponds to the unremovability threshold while the parameter €2 corresponds
to the unforgeability threshold.

¢ Embedding multiple trapdoors. The closeness test prevents the adversary from querying
the extraction oracle on circuits that are more than eo-far from valid PRF circuits F(s, -), since
the output of Extract on these queries is 1 with overwhelming probability. However, since
g9 = 1/poly(X), the adversary can still query the extraction oracle on circuits that are es-close
to the real PRF circuit F(s,-). In this case, each query still (roughly) allows the adversary
to rule out at least an ea-fraction of the domain, and so, in time poly(1/e2) = poly()\), the
adversary is again able to extract the special point x* for the PRF family.

The second ingredient in our construction is to embed multiple trapdoors. Specifically, instead
of just embedding a single lattice trapdoor at z*, we instead embed A distinct trapdoors at A
special points x7, ..., 2} & X. Now, on input a circuit C, the Extract algorithm evaluates C
at each special point x7, and use the lattice trapdoor inversion algorithm to obtain candidate
keys s;. It performs the closeness test described above on each candidate key s; and outputs
s; if the closeness test succeeds, and L if none succeed. By key-injectivity, there can only be

"In designated-verifier argument systems, an adversary who has oracle access to the verifier can observe the verifier’s
behavior on different statements and proof strings. When the verifier’s responses are correlated with its secret
verification state, the prover can potentially leverage the leakage and compromise soundness. This is the so-called
“verifier rejection” problem. Strong soundness is a property that says that the responses of the verifier depend only on
the statement or proof string, and not on the secret verification state (the analog in our setting is that the behavior
of the extraction oracle only depends on the input circuit and not the extraction trapdoor). This property is very
useful for arguing soundness in the presence of a verification oracle for designated-verifier argument systems.

13



one key s where F(s,-) is ea-close to C' whenever e9 < 1/2. At a very high level, the benefit of
having multiple trapdoors is that the adversary has to corrupt the value at all of the trapdoors
in order to cause the output of the Extract algorithm to differ (in a manner that is correlated
with the secret extraction state). Since the special points z7,..., 2} are independently and
uniformly distributed, and the adversary is effectively constrained to choosing circuits C' which
are £9-close to some F(s, ), the probability that the adversary succeeds in constructing such a

circuit is 5 = negl(\). We refer to Section 4.2 and Theorem 4.26 for the formal analysis.

2.2 Puncturing and Pseudorandomness Given the Trapdoor

Recall from Section 1.2 that to obtain a watermarking scheme from an extractable PRF, we
additionally require that the extractable PRF's support puncturing constraints. Since our techniques
for building extractable PRF's are broadly applicable to many lattice-based PRF's, we can take an
existing candidate with the structure from Eq. (2.1) and derive from it an extractable PRF. In
particular, we can apply our general construction to the Brakerski-Vaikuntanathan constrained
PRF [BV15], and obtain a puncturable extractable PRF. To achieve the stronger security notion of
(T-restricted) pseudorandomness against an authority that holds the extraction trapdoor, we have
to develop new techniques. We discuss the challenges below.

Security against the authority. As discussed in Section 1.2, a key contribution of our work is
showing that the keys in our watermarkable PRF family still provide a relaxed form of pseudo-
randomness even against the holder of the watermarking secret key. This property amounts to
showing that the underlying extractable PRF satisfies T-restricted pseudorandomness against an
adversary who is given the extraction trapdoor. Specifically, we show that as long as the adversary
(who has the trapdoor) is not allowed to query the PRF on the special points z7,..., %, then
pseudorandomness holds. This set of special points constitute the restricted set in the T-restricted
pseudorandomness experiment. First, recall from Eq. (2.2) that

F(s,z) = [s- (A + W)], = F'(s,z) + s- W1,

where F'(s, z) is the existing PRF (specifically, the Brakerski-Vaikuntanathan PRF [BV15]). At first
glance, one might be tempted to believe that T-restricted pseudorandomness against the authority
follows immediately from the security of F’ since the value F(s, z) is just F/(s,z) shifted by [s- W],
where W =D — A_«. Without the extraction trapdoor, D is statistically close to uniform, so we
can appeal to LWE to argue that the shift |s - Wwp is uniformly random (and looks independent of
F'(s,x)). But given the trapdoor matrix D, this is no longer the case; the shift |s- W is correlated
with the PRF key s, and not easily simulated without knowing s itself. Thus, it is unclear how to
directly reduce security of F to security of the underlying PRF F'.

Consider a potential reduction algorithm B that uses an adversary for F in the T-restricted
pseudorandomness security game to break the security of F’. In this case, B is given the extraction
trapdoor. If the reduction algorithm B is able to correctly simulate the evaluation F(s,z) on all
points x € X, then it can use its trapdoor information tdp to extract s and break security of F/
itself. Thus, for the proof to go through, we minimally need to rely on some type of “puncturing”
argument (c.f., [BV15]). A possible starting point is to give the reduction algorithm B a punctured
key kY for F’ that enables evaluation of F" at all points except the restricted points S = (z7,...,z3}).
Then, B can simulate the correct PRF evaluations at all non-restricted points, but it is unable to
compute the evaluations at the special points for itself.
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Unfortunately, this basic puncturing approach is still insufficient to prove security. Namely,
even if the reduction algorithm can simulate the non-shifted PRF evaluation F'(s, x) at all of the
non-restricted points, it must still simulate the shift |s - W] p Without knowledge of the key s. To
address this, we additionally need to “program” the evaluations of the punctured key kg at the
non-punctured points. Specifically, we program the key kg to introduce a shift by the key-dependent
vector |s - W] p at all of the non-punctured points. This latter step relies on an adaptation of the
technique of programmable matriz embeddings from [KW17]. This enables B to simulate the full
PRF evaluation F(s,x) = F'(s,x) + [s- W], for the adversary. We refer to Section 4.2 for the full
details of the construction and security analysis.

3 Preliminaries

We begin by introducing some of the notation we use in this work. For an integer n > 1, we write
[n] to denote the set of integers {1,...,n}. For a distribution D, we write 2 - D to denote that x
is sampled from D; for a finite set S, we write x & S to denote that z is sampled uniformly from S.
We write Funs[X, )] to denote the set of all functions mapping from a domain X to a range ).

Unless specified otherwise, we use A to denote the security parameter. We say a function f(\) is
negligible in A\, denoted by negl(\), if f(A) = o(1/A°) for all ¢ € N. We say that an event happens
with overwhelming probability if its complement happens with negligible probability. We say an
algorithm is efficient if it runs in probabilistic polynomial time in the length of its input. We use
poly(A) to denote a quantity whose value is bounded by a fixed polynomial in A. We say that
a family of distributions D = {D)}aen is B-bounded if the support of D is {—B,...,B — 1, B}
with probability 1. For two families of distributions D; and Dy, we write Dy ~ Dy if the two
distributions are computationally indistinguishable (i.e., no efficient algorithm can distinguish
D, from Dy, except with negligible probability). We write D 2 Dy if the two distributions are
statistically indistinguishable (i.e., the statistical distance between D; and Dy is negligible). We
now define the circuit-similarity metric we use in this work.

Definition 3.1 (Circuit Similarity). Fix a circuit class C on p-bit inputs. For two circuits C,C” € C
and for a non-decreasing function £: N — N, we write say that C' is e-close to C’, denoted C ~. C’,
if C' and C’ agree on all but an e-fraction of inputs. More precisely, we write

C~. C' = Prlz & {0,1}°: C(z) # C'(z)] < e.

Similarly, we write C' 4. C’ to denote that C and C” differ on at least an e-fraction of inputs.

Vectors and matrices. We use bold lowercase letters (e.g., v,w) to denote vectors and bold
uppercase letter (e.g., A,B) to denote matrices. To simplify notation, we often omit the vector
transpose notation. In particular, for a vector s and a matrix A, we simply write sA to denote
their vector-matrix product. Throughout this work, we always use the infinity norm for vectors and
matrices. For a vector x, we write ||x|| to denote max; |z;|. Similarly, for a matrix A, we write || A]|
to denote max; j |A4; ;|. If x € Z™ and A € Z™™, then ||xA| <n-|x| - ||A].

Modular rounding. For an integer p < g, we define the modular “rounding” function

|1, + Zg — Zyp that maps  — [(p/q) - «]
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and extend it coordinate-wise to matrices and vectors over Z,. Here, the operation |-] is the
rounding operation over the real numbers.

The gadget matrix. We define the “gadget matrix” G = g® I, € ngn'ﬂogq] where g =
(1,2,4,...,2Medl=1)  We define the inverse function G~! : Zg™™ — Z';L]—logq]Xm which expands
each entry x € Z, in the input matrix into a column of size [loggq]| consisting of the bits of the
binary representation of x. To simplify the notation, we always assume that G has width m (in
our construction, m = O(nlogq)). Note that this is without loss of generality since we can always

extend G by appending all-zero columns. We have the property that for any matrix A € Zj™™, we
have that G - G™1(A) = A.

3.1 Lattice Preliminaries

In this section, we provide some background on the computational lattice problems and lattice-based
techniques that we use in this work.

The 1D-SIS problem. Following [BV15, BKM17, KW17], we also use a special case of the
well-known short integer solution (SIS) problem that was introduced by Ajtai [Ajt96] and studied in
a series of works [Mic04, MR0O7, MP13, GINX16].

Definition 3.2 (One-Dimensional Short Integer Solution [Ajt96]). Fix a security parameter A and
integers m = m(\), ¢ = q¢(\), and B = B(\). The one-dimensional short integer solution (1D-SIS)
problem 1D-SIS,,, ; B is defined as follows:

given v & Zy', compute z € Z™ such that [|z|]| < B and (v,z) = 0 mod g.

The 1D-SIS,, 4, 5 assumption states that no efficient adversary is able to solve the 1D-SIS,, 4 B
problem except with negligible probability.

The hardness of the 1D-SIS,, , ;. 8 problem has been studied in a series of works [Mic04, MRO?7,
MP13, GINX16] for various choices of the modulus ¢. In particular, the work of [GINX16] shows that
the 1D-SIS problem is as hard as approximating worst-case various lattice problems (e.g., GapSVP
or SIVP) on any n-dimensional lattice where n = O(log ) to within a factor of of B - O(y/n).

In this work, we make use of the “rounded” variant of the 1D-SIS assumption, which was first
introduced in [BV15] for constructing single-key circuit-constrained PRFs and used in [BKM17,

KW17, PS18] for constructing single-key private constrained PRF's.

Definition 3.3 (One-Dimensional Rounded Short Integer Solution [BV15, BKM17]). Fix a security
parameter A and integers m = m(\), p = p(A), ¢ = ¢(A\), and B = B()A). The one-dimensional
rounded short integer solution (1D-SIS-R) problem 1D-SIS-R;, ;, 4. B problem is defined as follows:

given v & Zy', compute z € Z™ such that ||z < B,
and one of the following conditions hold:
(v.z) € [-B,B]+(a/p)-Z or  (v,z)€[-B,B]+ (a/p)(Z+1/2).

The 1D-SIS-R,;, 5 4,B assumption states that no efficient adversary can solve the 1D-SIS-R, ;. B
problem except with negligible probability.

8Here, we write (q/p)(Z + 1/2) to denote values of the form [q/2p] + (¢/p) - Z.
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The works of [BV15, BKM17] show that the 1D-SIS-R, , 4 5 problem is as hard as the 1D-SIS,, ;/, 5
problem and therefore, is as hard as approximating certain worst-case lattice problems (e.g., GapSVP

or SIVP) on any n-dimensional lattice where n = O(log(q/p)) to within a factor of B - O(y/n).

Learning with errors. The learning with errors (LWE) assumption was first introduced by
Regev [Reg05]. In the same work, Regev showed that solving LWE in the average case is as hard
as (quantumly) approximating several standard lattice problems in the worst case. We state the
assumption below.

Definition 3.4 (Learning with Errors [Reg05]). Fix a security parameter A and integers n = n(\),
m = m(A), ¢ = q()\), and an error (or noise) distribution x = x(A) over the integers. Then, the
(decisional) learning with errors (LWE) assumption LWE,, ,, 4., states that for A < Zy ™, s & Zy,

e & x™, and u i Zq', the following two distributions are computationally indistinguishable:
(A,sA+e) and (A,u)

When the error distribution x is B-bounded (oftentimes, a discrete Gaussian distribution), and under
mild conditions on the modulus ¢, the LWE,, ,, 4, assumption is true assuming various worst-case
lattice problems such as GapSVP and SIVP on an n-dimensional lattice are hard to approximate
within a factor of O(n - ¢/B) by a quantum algorithm [Reg05]. Similar reductions of LWE to the
classical hardness of approximating worst-case lattice problems are also known [Pei09, ACPS09,
MM11, MP12, BLP*13].

Lattice trapdoors. Although LWE is believed to be hard, with some auxiliary trapdoor informa-
tion, the problem becomes easy. Lattice trapdoors have been used in a wide variety of context and
are studied extensively in the literature [Ajt99, GPV08, AP09, MP12, LW15]. Since the specific
details of the trapdoor constructions are not necessary for this work, we highlight just the properties
we require in the following theorem.

Theorem 3.5 (Lattice Trapdoors [Ajt99, GPV08, AP09, MP12, LW15]). Fiz a security parameter
A, lattice parameters n, m, q, and a rounding modulus p where m = Q(nlogq) and ¢ = Q(npy/log q).
Then, there exists a tuple of efficient algorithms (TrapGen, Invert) with the following properties:

e TrapGen(1") — (A, td): On input the security parameter \, the trapdoor generation algorithm
outputs a matriz A € Zy™™ and a trapdoor td.

e Invert(td,v) — s/L: On input a trapdoor td, and a vector v € L', the inversion algorithm
outputs a vector s € Zy or L.

e For all vectors s € Z, (A, td) + TrapGen(1?), we have

Pr [Invert(td, [s- A]p) = s] =1.

o For (A,td) < TrapGen(1*) and A’ & Zy*™, we have A(A,A") < q7".
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3.2 Embedding Circuits into Matrices

We also use the matrix encoding scheme introduced by Boneh et al. [BGGT14]. A matrix encoding
scheme allows one to embed a sequence of input bits z1,...,z, € {0,1} into matrices Ay,..., A, €
Zy*™. Moreover, it is possible to homomorphically evaluate any circuit (of a priori bounded depth)
over the encoded input bits. The specific implementation of the homomorphic operations are
non-essential to this work, so we just give the basic schematic that we need in the theorem below:

Theorem 3.6 (Matrix Embeddings [BGGT14]). Fiz a security parameter X\, and lattice parameters
n,m,q. Then, there exist a pair of efficiently-computable algorithms (Evalyy, Evalet) with the following
syntaz:

e Evaly (C, (Ad)iel)) — Ac: On input a circuit C: {0,1}* — {0,1}, and a set of matrices
(Ai)ig|p), the Evalyk algorithm outputs a matriz Ac € Zy™™.

e Evalet(C,z, (Ag)iepys (Ai)icp) — ace: On input a circuit C: {0,1} — {0,1}, an input
r € {0,1}7, a set of matrices (A;)ic,), and a set of vectors (a;);c|y, the Evale algorithm
outputs a vector ac , € Zgl.

Moreover, the algorithms (Evaly, Evalet) satisfy the following property. Let (Ai)icl, be a set of
matrices in Zy*™, let x € {0,1}7 be an input, let C: {0,1}¥ — {0,1} be a Boolean circuit of depth
d, and let (a;);c,) be vectors of the form

a;,=s(A;+xz-G)+e Vielp,

for some vector s € Zy and where ||e;|| < B for all i € [p]. Then, if we compute the matriz
A¢ + Evalp(C, (Ai)ie)) and the vector ac . < Evale (C, x, (Ai)icqy), (ai)iepp))» we have that

ac, =s(Ac+C(z)  G)+ecy, (3.1)
for an error vector |lec|| < B -mP@.

The private translucent PRF construction from [KW17] introduced a way to the “program” the
matrix in Eq. (3.1) so that when C(x) = 1, the evaluation procedure outputs s(Ac + D) + ec ,, for
an arbitrary matrix D (instead of the gadget matrix G). The ability to program the target matrix
will be useful in the security analysis of our puncturable extractable PRF construction (Section 4).
Again, we do not need the specific details of how the homomorphic evaluation and programming is
implemented, so we abstract out the core construction from [KW17] in the following theorem:

Theorem 3.7 (Matrix Embeddings with Programming [KW17]). Fiz a security parameter A
and lattice parameters n,m,q. Then, there exists a pair of efficiently-computable algorithms
(EvalPpy, EvalPc) with the following syntax:

e EvalP,(C, (Ai)ielp)> (Aa,ﬁ)ae[n],ﬂé[m]) — Ac: On input a circuit C: {0,1} — {0,1}, and
two sets of matrices (Aq)ig|), (Aa,ﬁ)ae[n],ﬁe[m} € Zy*™, the EvalPpy algorithm outputs a
matriz Ac € Zy™™.

e EvalP(C, z, (Ai)ic)s (Aa,8)acnl,pem]s (Qi)iclp)> (Ba,8)acm],gem]) — a0 On input a circuit
C:{0,1}” — {0,1}, an input = € {0,1}7, sets of matrices (Ai)icp), (Aa,8)acln),pefm] € Ly ™,
and sets of vectors (a;)ic(p, (8a,8)aeln),e[m] € Zq', the EvalPe algorithm outputs a vector
acz € Zgn.
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Moreover, the algorithms (EvalPyy, EvalPc) satisfy the following property. First, define the following
quantities:

o Let (Ai)ic)p and (Aa,p)acn),gelm) be collections of matrices in Zy™™.

o Let D € Zy*™ be a matriz where the (o, B) entry is dy .

o Let x € {0,1}* and let C': {0,1}* — {0,1} be a Boolean circuit of depth d.
o Let (ai)iciy)s (Ba,8)aein],pe[m] be vectors of the form

a,=s(A;+z-G)+e Vielp,
Ay =8(Agpg+daps-G)+e,s Yaen],pe[m,

for some vector s € Zy and |lei|| , € k|| < B for alli € [p], a € [n], and B € [m].

Then, if we compute the matriz Ac < EvalPy (C, (Aj)iely)s (Aa,ﬁ’)oze[n},ﬂe[m]) and the vector a, ¢
EvalPq ({L‘, C, (Ai)ie[p]v (Aa,ﬁ)ae[n},ﬂe[m]a (ai)ie[p}7 (5a,ﬁ)a€[n]766[m]); we have that

a;c=s(Ac+C(z) -D)+e,c,

where ||e;.c| < B-mO@.

Remark 3.8 (Matrix Embeddings for Branching Programs [BV14, GV15]). The matrix embeddings
technique described in Theorems 3.6 and 3.7 support the homomorphic evaluation of any circuit (of
a priori bounded depth) on the encoded bits. In particular, homomorphically evaluating a circuit of
depth d on the encoded bits can increase the initial noise B by a multiplicative factor mO@ . For
circuits in NC!, there are more efficient ways to evaluate on the encodings by first converting them
into branching programs and tailoring the homomorphic evaluation accordingly [BV14, GV15]. This
means that for any circuit of depth d = O(log p), one can homomorphically evaluate the circuit on
the encoded bits such that the noise that is associated with the encodings grows by at most poly(p)
factor as opposed to m@1°82)  We will leverage this fact to base security of our main constructions
on solving worst-case lattice problems with a nearly polynomial (i.e., very slightly superpolynomial)
approximation factor.

4 Extractable PRF

In this section, we introduce the core notion of an extractable PRF that we use throughout this
work. We begin by recalling the definition of a PRF and then introduce our relaxed notion of
T-restricted pseudorandomness (i.e., pseudorandom everywhere except on a fixed set of 7" points).

Definition 4.1 (Pseudorandom Function [GGM84]). A pseudorandom function with key-space
K, domain &X', and range ) is a function F: L x X — ) that can be computed by a determin-
istic polynomial-time algorithm. A PRF can also include a separate key-generation algorithm
F.KeyGen(1*) that on input the security parameter X, outputs a key k € K. If no explicit key-
generation algorithm is provided, then the default behavior of F.KeyGen is to sample & E KA
function function F is a secure PRF if for all efficient adversaries A and sampling k < F.KeyGen(1%),
& Funs[X', V], we have that

(Pr [AFUW(P) - 1} —Pr [Af(’)(lA) - 1} ‘ — negl(\).
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Definition 4.2 (T-Restricted Pseudorandomness). Let F: I x X — ) be a function with key-space
K, domain X, and range ) (and optionally, a key-generation algorithm F.KeyGen(1}) that takes
as input a security parameter A\ and outputs a key k € K). We say that F satisfies T-restricted
pseudorandomness if there exists a set S C X where |S| < T, such that for all efficient adversaries

A, and sampling k < F.KeyGen(1%), f & Funs[X, Y], we have that
‘Pr [AOO(’“")(I*, S) = 1} _Pr [Aoﬂfv)(ﬂ, S) = 1} ] — negl()),

where the oracles Og and O are defined as follows:

e The S-restricted (real) evaluation oracle Oy takes as input a key k € K and a point z € X
and outputs F(k,z) if z ¢ S and L otherwise.

e The S-restricted (ideal) evaluation oracle O; takes as input a function f: X — ) and a point
x € X and outputs f(z) if x ¢ S and L otherwise.

In other words, the outputs of F look pseudorandom to any adversary that cannot query the PRF
on the restricted set S.

Remark 4.3 (Pseudorandomness Implies 7-Restricted Pseudorandomness). It is easy to see that
if F: K x X — Y is pseudorandom, then it also satisfies T-restricted pseudorandomness for all 7.
Specifically, we take the restricted set S to be the empty set.

Remark 4.4 (Selective Pseudorandomness). In our security analysis, it will often be easier to
work with a weaker notion of pseudorandomness called selective pseudorandomness. We give a
more precise definition in Definition A.1. Using a technique called complexity leveraging [BB04a],
selective pseudorandomness implies full pseudorandomness (as defined in Definition 4.1) at the
expense of a super-polynomial loss in the security reduction. We define a notion of selective
T-restricted pseudorandomness in the same manner (Remark A.3). In Remark A.17, we describe
another approach to obtain full security with only a polynomial loss (based on a “partitioning”
argument [BB04b, Wat05]).

Extractable PRFs. We now define the syntax and security requirements of an extractable PRF
family. We refer to Sections 1.2 and 2.1 for an overview of the definitions.

Definition 4.5 (Extractable PRF). An extractable PRF with key-space I, domain X', and range
Y consists of a tuple of efficient algorithms ITgprr = (PrmsGen, SampleKey, Eval, Extract) with the
following syntax:

e PrmsGen(1*) — (pp,td): On input the security parameter A, the parameter-generation
algorithm outputs a set of public parameters pp and a trapdoor td.

e SampleKey(pp) — k: On input the public parameters pp, the key-generation algorithm outputs
a PRF key k € K.

e Eval(pp, k,z) — y: On input the public parameters pp, a PRF key k € K, and input x € X,
the PRF evaluation algorithm outputs a value y € ).
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e Extract(pp,td,C) — k/L: On input the public parameters pp, the trapdoor td, and a circuit
C: X — Y, the extraction algorithm outputs a key k € K U {L}. Without loss of generality,
the Extract algorithm can also be defined to take a circuit whose domain is any superset of
the PRF domain X.

The public parameters pp of an extractable PRF induces a PRF family Fyp: K x X — ) where
Fop(k,2) := Eval(pp, k,z) and Fpp.KeyGen(lk) computes and returns k < SampleKey(pp). Note
that the description of the induced PRF family F does not include the trapdoor td.

Definition 4.6 (Pseudorandomness). Fix a security parameter A\, and let IIpgg = (PrmsGen,
SampleKey, Eval, Extract) be an extractable PRF with key-space K, domain X, and range ). We
say that IIpgf satisfies pseudorandomness if for (pp,td) < PrmsGen(1?), the induced PRF family
Fop: K x X — )V is a secure PRF.

Definition 4.7 (T-Restricted Pseudorandomness Given the Trapdoor). Fix a security parameter A,
and let IIprp = (PrmsGen, SampleKey, Eval, Extract) be an extractable PRF with key-space K, domain
X, and range ). For a parameter T' € N, we say that IIprr satisfies T-restricted pseudorandomness
given the trapdoor if for (pp,td) < PrmsGen(1*), the induced PRF family Fpp: KC x X — ) satisfies
T-restricted pseudorandomness even when the distinguisher (i.e., the algorithm A) is given the
trapdoor (equivalently, even if the description of Fyp includes the trapdoor td).

Definition 4.8 (Extract-and-Test). An extractable PRF Ilgprg = (PrmsGen, SampleKey, Eval,
Extract) with key-space K has an “extract-and-test” extraction algorithm if Extract can additionally
be decomposed into two algorithms (ExtractCandidates, TestCandidate) with the following properties:

e ExtractCandidates(pp, td,C) — S: On input the public parameters pp, the trapdoor td, and
a circuit C, the candidate extraction algorithm outputs a (possibly empty) set S C K of
candidate keys, where |S| = poly(\).

e TestCandidate(pp, td, C, k) — b: On input the public parameters pp, the trapdoor td, a circuit
C: X — Y, and a candidate key k € IC, the test candidate algorithm outputs a bit b € {0, 1}.
Note that we allow TestCandidate to be a randomized algorithm.

Moreover, the Extract(pp, td, C') algorithm can be written as follows:

e Extract(pp,td, C): First invoke ExtractCandidates(pp, td, C) to obtain a set S C K of candidate
keys. For each k € S, compute by < TestCandidate(pp, td, C, k). Output any k € S where
by =1. If b =0 for all k € S, output L.

Definition 4.9 (Robust Extractability). Fix a security parameter A and closeness parameters €1, €5.
Let IIgprr = (PrmsGen, SampleKey, Eval, Extract) be an extractable pseudorandom function with
key-space K, domain &X', and range ). Suppose IIgpre has an extract-and-test extraction algorithm
where for (pp,td) < PrmsGen(1*) and €; < €3, the TestCandidate algorithm satisfies the following
two properties:

e For all k € K and C(-) ~,, Eval(pp, k, ), Pr[TestCandidate(pp, td, C, k) = 1] = 1 — negl(}).
e For all k € K and C(-) ., Eval(pp, k, ), Pr[TestCandidate(pp, td, C, k) = 1] = negl()).

Next, for an adversary A, we define two experiments ExtReal 4 (A, e1,£2) and Extldeal 4(\, &1, 2):
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e Setup phase: At the start of both experiments, the challenger samples (pp, td) < PrmsGen(1*)
and gives pp to A.

e Query phase: Adversary A can issue any (polynomial) number of extraction queries to the
challenger. On an extraction oracle query C': X — ), the challenger in the two experiments
responds as follows:

— ExtReal : In the real experiment, the challenger replies with Extract(pp, td, C).
— Extldeal : In the ideal experiment, the challenger proceeds as follows:

« If there exists a unique k € K where C(-) ~¢, Eval(pp, k, -), the challenger computes
by, < TestCandidate(pp, td, C, k). It replies with k if by = 1 and L if b = 0.

* Otherwise, the challenger replies with L.

e Output phase: Once the adversary A is done making queries, it outputs a bit b € {0, 1}.
This is the output of the experiment.

We say that IIgpre satisfies (1, 2)-robust extractability if for all (possibly unbounded) adversaries
A making any polynomial number @) = poly(\) queries, we have that

|Pr [ExtReal 4(X, £1,£2) = 1] — Pr [Extldeal 4(A, £1,€2) = 1]| = negl(}).

Remark 4.10 (Generalized Candidate Testing). In our constructions, we will require a generalized
version of TestCandidate with the following properties:

e The TestCandidate algorithm is publicly-computable; namely, TestCandidate does not depend on
the trapdoor td. To make this explicit, in the case where TestCandidate is publicly-computable,
we write the algorithm as TestCandidate(pp, C, k).

o If C1, Oy satisfy C ~¢ Cy for some € = negl(\), then for all pp and all k € K,

Pr[TestCandidate(pp, C1, k) # TestCandidate(pp, Ca, k)] = negl(}).

e Instead of taking as input a candidate key k£ € K as input, the TestCandidate can also take as
input an arbitrary circuit C’: X — Y, with the property that for (pp,td) < PrmsGen(1*) and
k < SampleKey(pp), and any circuit C": X — ) where C’ ~. Eval(pp, k, -) and & = negl()),

{TestCandidate(pp, C, k)} & {TestCandidate(pp, C, C")},

where the randomness is taken over the random coins in PrmsGen, SampleKey, and TestCandidate.

Key-injectivity. As discussed in Section 2, a property that is often useful in conjunction with
robust extractability is key-injectivity. We define this below.

Definition 4.11 (Key-Injectivity). Let Ilgprp = (PrmsGen, SampleKey, Eval, Extract) be an ex-
tractable PRF with key-space K and domain X. We say that Ilgprp is key-injective if for
(pp, td) < PrmsGen(1*), we have

Pr[ 3 ko, k1 € K,z € X : Eval(ppko, z) = Eval(ppk, z) A ko # k1| = negl(X).
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Lemma 4.12 (Uniqueness of Keys). Suppose an extractable PRF lgprr = (PrmsGen, SampleKey,
Eval, Extract) with key-space K, domain X, and range ) satisfies key-injectivity (Definition 4.11).
Then, for all positive constants € < 1/2 and taking (pp,td) < PrmsGen(1%), it holds with over-
whelming probability that for all circuits C: X — Y, if there exists a key k € K such that
C(-) ~¢ Eval(pp, k,-), then k is unique.

Proof. Take any circuit C': X — ), and suppose there exists a key k* € K where C(-) ~¢
Eval(pp, k, -). First, for any key k € IC, define the set Sj as

Sp = |{zx € X : C(x) = Eval(pp, k, x)}| .

By assumption, |Sk+| > (1 — ) |X|. Next, by key-injectivity, with overwhelming probability (over
the choice of pp), it holds that for all keys k # k* and all x € X, Eval(pp, k*,x) # Eval(pp, k, z).
Equivalently, with overwhelming probability, Sy < e |X| for all keys k # k*. This means that for all
k # k*, Eval(pp, k, -) and Cy differ on at least a (1 — ¢)-fraction of the domain. Since 1 —e > 1/2 > ¢,
this means that C(-) % EX.Eval(pp, k, -) for all k£ # k*. In other words, k* is unique. O

4.1 Puncturable Extractable PRFs

In a puncturable PRF [BW13, KPTZ13, BGI14], the PRF key k can be used to derive a punctured
key kz+ that can be used to evaluate the PRF everywhere except the punctured point z* € X.
Moreover, the actual PRF value F(k, z*) remains pseudorandom even given the punctured key. More
generally, we can consider puncturing the PRF at a set S C X. In this case, the punctured key kg
can be used to evaluate the PRF at all points in X\ .S, while the PRF values at points in S remain
pseudorandom. This is also called a constrained PRF [BW13]. In our setting, we primarily consider
puncturing at sets containing up to poly(A) elements. We now review the formal definitions.

Definition 4.13 (Puncturable PRF [BW13, KPTZ13, BGI14, adapted]). Let IIpgr = (PrmsGen,
SampleKey, Eval, Extract) be an extractable PRF with key-space K, domain X, and range ) (Defini-
tion 4.5). We say that Ilprr is a puncturable PRF if there additionally exist two efficient algorithms
(Puncture, PunctureEval) with the following syntax:

e Puncture(pp, k,S) — ks: On input the public parameters pp, a PRF key k € K, and a puncture
set S C X (where |S| = poly()\)), the puncturing algorithm outputs a punctured key kg.

e PunctureEval(pp, ks, ) — y: On input the public parameters pp, a punctured key kg, and an
input x € X, the punctured-evaluation algorithm outputs a value y € Y.

Correctness. We introduce two notions of correctness. The standard notion of correctness for
puncturable PRF's says that the behavior of the punctured key is identical to that of the real key
on all points not in the punctured set. In this work, we consider two relaxation of this notion.
First, we show that perfect correctness holds for most keys in the domain (e.g., if a key is sampled
honestly using SampleKey and then punctured, the punctured key and the original key agree on all
non-punctured points with overwhelming probability). While this property suffices for applications
where we can assume that PRF keys are honestly sampled, in scenarios like watermarking, we
additionally give the adversary the ability to choose PRF keys. For this reason, we introduce
an additional correctness requirement that says that no efficient adversary is able to find a key
k € K and a set S such that the punctured key kg < Puncture(pp, k, S) disagrees with k on a
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noticeable fraction of non-punctured points. Essentially, this property says that even if we puncture
an adversarially-chosen key, the punctured key is still almost functionality-preserving.

Definition 4.14 (Perfect Correctness for Most Keys). Fix a security parameter \, and let IIgprg =
(PrmsGen, SampleKey, Eval, Extract, Puncture, PunctureEval) be a puncturable extractable PRF with
key-space K, domain X, and range ). We say that Ilgprr is statistically correct for honest keys if
for all S C X where |S| = poly()\), and setting (pp,td) < PrmsGen(1), k < SampleKey(pp), and
ks < Puncture(pp, k, S), we have that

Pr [EI:U € X\ S : Eval(pp, k, x) # PunctureEval(pp, k:s,x)] = negl(\).

Definition 4.15 (Almost-Functionality-Preserving for Adversarial Keys). Fix a security parameter
A, and let IIgprr = (PrmsGen, SampleKey, Eval, Extract, Puncture, PunctureEval) be a puncturable
extractable PRF with key-space K, domain X, and range ). We say that Ilgprg is almost-
functionality-preserving for adversarial keys if for all efficient adversaries A, and taking (pp, td) <
PrmsGen(1%), (k, S) + A(1*, pp) and ks < Puncture(pp, k, S), we have that

Pr [z & X\ S : Eval(pp, k, x) # PunctureEval(pp, ks, )] = negl(\).

Definition 4.16 (Puncturing Security). Fix a security parameter A\, and let IIgpgr = (PrmsGen,
SampleKey, Eval, Extract, Puncture, PunctureEval) be a puncturable extractable PRF with key-space
K, domain X, and range ). For an efficient adversary A and a bit b, we define experiment
ExptPuncyy,,.. 4(A,b) as follows:

e Setup phase: At the beginning of the experiment, the adversary chooses a set S C X
with |S| = poly(A\) and a challenge input z* € S, and sends (S, z*) to the challenger. Then,
the challenger samples the public parameters (pp,td) + PrmsGen(lA), a master secret key
k < SampleKey(pp), and the punctured key kg < Puncture(pp, k,S). Furthermore, the
challenger computes the challenge evaluation as follows:

— If b =0, the challenger sets y* < Eval(pp, k, z*).

— If b =1, the challenger sets y* Ey.
Finally, it provides pp, kg, and y* to A.

e Query phase: Adversary A can issue any (polynomial) number of evaluation queries = € S
to the challenger. The challenger in the two experiments responds with y < Eval(pp, k, z).

e Output phase: Once the adversary A is done making queries, it outputs a bit b € {0, 1}.
This is the output of the experiment.

We say that Ilgprr satisfies selective puncturing security if for all efficient adversaries A,
|Pr [ExptPuncy.. 4(A,0) = 1] — Pr [ExptPuncy,.. 4(A, 1) = 1]| = negl(}).

Remark 4.17 (Selective vs. Adaptive Security). Definition 4.16 requires that the adversary commit
to its challenge point z* € X at the beginning of the security game. We can also define an adaptive
notion of security where the adversary gets to choose the challenge point after seeing the public
parameters, the punctured key, and making evaluation queries. Note though this security notion
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is adaptive in the choice of the challenge point, but still selective in the choice of the constraint
set S. Similar to the setting of selective vs. adaptive pseudorandomness (Remark 4.4), we can
use complexity leveraging to boost selective puncturing security to adaptive puncturing security
at the expense of a super-polynomial loss in the security reduction. In Remark A.17, we describe
another approach of obtaining full adaptivity (in the choice of the challenge evaluation) with only
a polynomial loss in the security reduction. This is the technique taken in [BV15] for showing
adaptive security of their lattice-based constrained PRF.

Remark 4.18 (Puncturing Security Implies Pseudorandomness). It is straightforward to see that
selective puncturing security implies selective pseudorandomness (Definition A.1), and similarly,
that adaptive puncturing implies adaptive pseudorandomness.

4.2 Constructing Extractable PRF's

In this section, we present our extractable PRF family from standard lattice assumptions. Although
our construction follows the main ideas that we outlined in Section 2, implementing these ideas
algebraically is non-trivial. We begin with a brief algebraic overview of our construction.

Construction overview. As discussed in Section 2, our PRF family is defined with respect to
a set of public matrices in Zy*™, which we denote by (A;)c(p), (Aa,8)acn,seim]> (Biyj)ici.jels
(Cj)jelp, V, and W. Here, n,m, q are lattice parameters, ¢ is the number of punctured points, and
p is the bit-length of the PRF input. These matrices can be logically partitioned into three sets of
matrices that handle different correctness or security goals.

e The matrices (A;);c(p)» (Aa,8)acin],se[m] are used for the T-restricted pseudorandomness proof.
As discussed in Section 2.2, handling the evaluation queries in T-restricted pseudorandomness
requires generating a punctured key that is specifically programmed to enable simulation of
the key-dependent shift (i.e., the |s- W]p term in Eq. (2.2)). Specifically, a key step in the
proof of T-restricted pseudorandomness (Theorem 4.25) will rely on generating a punctured

key with respect to the matrices (Aj);c(y, (Aa,8)acn),Be(m]-

e The matrices (Bi;)icy jeps (Cjjep, V implement the constrained PRF construction
of [BV15]. The punctured key that is generated by the puncturing algorithm will be punctured
with respect to these matrices.

e The matrix W is the shift matrix. As described in Section 2, matrix W is generated by

first evaluating Evaly, on the rest of the matrices (Aj);c(y), (Aa.g)acinl,geim)> (Biyj)ielt. il
(Cj)jelp)> V, and then defining it as a corresponding shifted matrix from a trapdoor matrix D.

As discussed in Section 2.1, to achieve robust extractability, we need to embed multiple trapdoors.
We support this by simply concatenating together multiple copies of the PRF, where each copy is
associated with one of the trapdoors. We now give the formal construction.

Construction 4.19 (Puncturable Extractable PRFs). Let A be a security parameter, and €1, €2
be distance parameters where 0 < 1 < g2 < 1/2, and g2 > €1 + 1/poly()). We define the following
scheme parameters:

e (n,m,q, xp) — lattice parameters, where xp is a B-bounded distribution,
e p — the rounding modulus,
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e ¢ —a bound on the number of points to be punctured (indexed by i),
e p — the bit-length of the PRF input (indexed by j),
e 1) — the number of special points where we embed the extraction trapdoor (indexed by ¢).

Throughout this section and in the analysis, we will assume that n,m,t, p,n = poly(A). Let
(TrapGen, Invert) be the lattice trapdoor algorithms from Theorem 3.5. For an input = € {0,1}*, we
define the equality function fz*: {0,1}” — {0,1} where

1 ifz=2a

0 otherwise.

fe9(a") = {

More generally, for a set of points S C {0,1}” of size ¢ (represented as a concatenation of the
bit-strings in S), we define the containment function f&°": {0,1}*” — {0,1} where

1 fzeS

0 otherwise.

f0(8) = {

Note that both the equality circuit fz* and the containment circuit f°" for any = € {0,1}” can be

xT

computed by a circuit of depth d = O(log p +logt) = O(log A). Our (puncturable) extractable PRF
IIprg = (PrmsGen, SampleKey, Eval, Extract, Puncture, PunctureEval) with key-space K = [—-B, B]",
domain X = {0,1}*\{0}, and range Y = Z]}™ is defined as follows:

e PrmsGen(1%): On input the security parameter A, the PrmsGen algorithm begins by sampling
¢ K@ 14 4 . nxm
(Ag ))je[p]7 (A((L)@)ae[n],ﬁe[m}y (B;;)ie[t]’je[p], (C§ ))je[p}a V© uniformly at random from Zy*

for every £ € [n]. Tt also samples a set of i special points h(®) & {0,1}* along with trapdoor
matrices (D tdpy)) < TrapGen(1*) for all £ € [5]. Then, for all £ € [5], it computes

©) e (0) ~(0)

- Ah<e) < EvalPpy (fh?ew (Aj )jE[p]a (Aéﬁ)ae[n]ﬁe[m])a
Y4 n VA

- Bég@) < Bvalpk (f}f‘&), (Bg,})ie[t},jE[pO’
l e 4

- CEL()a < Bvalpi (fh?ew (C§- ))je[p]>7

and defines the matrix

J4 Y4 — 4 — nxm
WO = A0, +BO,GCO)G (V) D0 ez

Finally, it outputs

1) 0) 0) ©
JE€lp]’ (Aa,b’)ae[n],ﬁe[m}’ (Bi,j)z‘e[t},je[pp (Cj )jG[p]’V >€€[n}’ (4'2)

pp = (W, (A)
and td = (W),th(@)ZGM.

e SampleKey(pp): On input the public parameters pp, the key-generation algorithm samples a
key s < x", and outputs the PRF key k = s.

e Eval(pp, k,z): On input the public parameters pp (as specified in Eq. (4.2)), a PRF key k = s,
and an input = € {0,1}” \ {0}, the evaluation algorithm first computes the matrices
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) ' ~
B A:(c) « EvalPy (fiq, ( Q§ ))je[p]’ (A&,)B)ae[n]ﬁE[m])a
‘ J4
— BY « Evaly, (f§°“, (Bz(',J) )z‘eiﬂde[ﬂ})’
’ l
_ C:(r) — Evalpk( ae:q7 (C; ))JG[P})’

for all £ € [n]. Then, it sets

z = A ¢ BOG-H(CcW)G-L(v), (4.3)

T T T

for all ¢ € [n], and computes the vector
Vo =s(WH —z{ | ... w —zm) e zim, (4.4)
Finally, it outputs the rounded vector y, = [y], € /S

Extract(pp, td, C'): The extraction algorithm is defined with respect to two sub-algorithms
ExtractCandidates and TestCandidate (as in Definition 4.8) that are defined as follows:

— ExtractCandidates(pp, td, C'): On input the public parameters pp (as specified in Eq. (4.2)),
a trapdoor td = (h(e)’th“))ee[n]’ and a circuit C: {0,1}? — Z}™, the candidate ex-

traction algorithm evaluates the circuit on the test points to get y(©) « C’(h“)) for all

¢ € [n]. Then, for all £ € [n], it parses the vector y(©) = (ygg) |- | y%é)) where each
y%e), . ,yﬁf) € Zy". Then, it extracts s Invert(th@),yy)) and outputs the set of all

s for which s) # | and s®¥) € [-B, B]".

— TestCandidate(pp, C, k): Let 6 = (2 —£1)/2 = 1/poly(\), e = 1 + 6, and & = /5% =
poly(A). On input the public parameters pp, a key k = s, and a circuit C': {0,1}* — Z™,
the test candidate algorithm samples 7, ..., z; & {0,1}” and computes the number Ng
of indices i € [£] where C(z}) # Eval(pp,s,z}). If Ng < &€, then output 1. Otherwise,
output 0. Note that TestCandidate is publicly-computable (it does not require a trapdoor).

The full extraction algorithm follows the extract-and-test procedure described in Definition 4.8.

Puncture(pp, k,.S): On input the public parameter pp (as specified in Eq. (4.2)), a PRF key
k =s, and a set of points to be punctured S = {z;};c[), the Puncture algorithm first samples

) & g0 o) X" for alli € [t], j € [p], @ € [n], B € [m], and ¢ € [n].

error vectors e e e
Then, for each ¢ € [n] it defines the vectors

A’j7 A’ayﬁ’ B,i,j’ W

—al =sAY el for all j € o],

J J
_ é((f,)ﬁ = sASZB + ef{?aﬁ for all a € [n] and 8 € [m],

l l l . .
— bgj) = s(BEJ) + ;- G) + e%?i’j for all i € [t] and j € [p],
~ wlh = sW 4o,

Finally, it outputs the punctured key
_ 0 (0 =(0) (0)
kg = <S, (W( ), (aj )je[p]7 (aaﬁ)ae[n],ﬁe[m]v (bm‘ )ie[t],je[p})ge[n])- (4-5)
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e PunctureEval(pp, kg, ): On input the public parameters pp (as specified in Eq. (4.2)), the
punctured key kg (as specified in Eq. (4.5)), and an input = € {0,1}* \ {0}, the punctured
evaluation algorithm computes the following for each ¢ € [n]:

{4 ¢ A, E g

- ay)  EvalPe (£, 0, (A") jera), (A b)actn et (25 jela) (B s)achnl aelm):
4 ‘ :

B b:(r) “ Evalct (f;on’ 57 (B;})ie[t],j‘e[p]’ (b’g,})ie[t]vje[p])7

— CY « Bvalu (£2°,(C) jep)-

Then, for each ¢ € [n], it sets

20 — a0 + BOG(CO)G (V) (46)
and computes the vector
yo = (W — 2 | .o | W) — 20y € zom, (4.7)

Finally, it outputs the rounded vector y, = [y.], € .

Security analysis. We now show that under the LWE and 1D-SIS-R assumptions (with suitable
parameters), the puncturable extractable PRF construction from Construction 4.19 satisfies cor-
rectness, puncturing security, and robust extractability. We give the formal theorem statements
here, but defer the formal proofs to Appendix A. For the theorems that mention selective notions of
security, we note that there is a simple variant of our construction (using admissible hash functions)
that achieves adaptive security (see Remarks 4.17 and A.17).

Theorem 4.20 (Perfect Correctness for Most Keys). Fiz a security parameter X\ and lattice
parameters n,m,q, p, B. Suppose the conditions in Theorem 3.5 hold and 2°B - m©P0g}) “p/q =
negl(A). Then, the extractable PRF Ilgpre from Construction 4.19 satisfies perfect correctness for
most keys (Definition 4.1/).

Theorem 4.21 (Almost-Functionality-Preserving for All Keys). Fiz a security parameter \ and
lattice parameters n,m,q,p, B. Suppose the conditions in Theorem 3.5 hold and p = w(log \). Then,
under the 1D-SIS-R,y , o £ assumption for m’ = nmn and E = B - mOUogN) the extractable PRF
Igpre from Construction 4.19 is almost-functionality-preserving for all keys (Definition 4.15).

Theorem 4.22 (Key-Injectivity). Fiz a security parameter X\ and lattice parameters n,m,q,p, B.
Suppose the conditions in Theorem 3.5 hold and 2°(4B 4 1)"/p™ = negl()\). Then, the extractable
PRF Tgpgre from Construction 4.19 satisfies key-injectivity (Definition 4.11).

Theorem 4.23 (Puncturing Security). Fiz a security parameter A and lattice parameters n,m, q,p, B.

Suppose the conditions in Theorem 3.5 hold and 2°B - mPU1°8N . p/q = negl(\). Then, under the
LWE,, 1 g assumption for m’ = nm(nm + (t + 2)p + 1) + nm, the extractable PRF Igprg from
Construction 4.19 satisfies selective puncturing security (Definition 4.16).

Corollary 4.24 (Pseudorandomness). Fiz a security parameter A and lattice parameters n, m,q,p, B.
Suppose the conditions in Theorem 4.23 hold. Then, the extractable PRF llgprr from Construc-
tion 4.19 satisfies selective pseudorandomness (Definition 4.6, Remark 4.4).
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Proof. Follows from Theorem 4.23 and Remark 4.18 O

Theorem 4.25 (T-Restricted Psueodrandomness). Fiz a security parameter A and lattice parameters
n,m,q,p, B. Suppose the conditions in Theorem 3.5 hold and 2°B - m©®1°8N) . p/q = negl(\). Then,
under the L\WE,, v 4.\ assumption for m’ = nm(nm+p(t+2))+nm, the extractable PRF gprg from
Construction 4.19 satisfies selective T-restricted pseudorandomness (Definition 4.7, Remark 4.4) for
T=n.

Theorem 4.26 (Robust Extractability). Fiz a security parameter \ and lattice parameters n,m, q,p, B.
Take any 0 < &1 < €9 < 1/2 where e9 — &1 > 1/poly(N\). Let Ilgprg be the extractable PRF from
Construction 4.19. Suppose the conditions in Theorem 3.5 hold, m > 2nlogq, [q/p] < q/4, and
n = w(log A), and that Hgprg satisfies key-injectivity (Definition 4.11). Then, Ilgpre satisfies (€1,€2)-
robust extractability (Definition 4.9). Moreover, the TestCandidate algorithm in Construction 4.19
satisfies the generalized candidate testing properties from Remark 4.10.

4.3 Concrete Parameter Instantiations

In this section, we describe one possible instantiation for the parameters of the extractable PRF
scheme in Construction 4.19. We choose our parameters so that the underlying LWE and 1D-SIS
assumptions that we rely on reduce to approximating worst-case lattice problems to within a
sub-exponential factor 20(n"%) for some constant ¢ where n is the lattice dimension. Let A be a
security parameter and take any constant ¢ > 0.

e We set the PRF input length to be p = A and the number of special points to n = A. We allow
the number of punctured points ¢ = poly(\) to be any a priori bounded polynomial in A (this
is set depending on the specific application).

e We define nywe = A€ and nip.gis = O(A) Then, we set the lattice dimension n = nywe = A°.

o We set the modulus ¢ = 227"° and take m = O(nlogq) (chosen so that Theorem 3.5 holds).

We choose the rounding modulus to be p = 27/* and the noise distribution x5 to be the
discrete Gaussian distribution Dy 5. In this case, B = poly(n) = poly(A).

It is easy to check that this setting of the parameters satisfies all of the requirements in Theo-
rems 4.20 through 4.26. Moreover, for this setting of parameters, the underlying LWE and 1D-SIS
assumptions that we rely on reduce to the hardness of solving worst-case lattice problems with a
sub-exponential approximation factor. We refer to Section 3.1 for background on the worst-case
reductions. Specifically, we have the following:

e The LWE assumption needed for Theorems 4.23 and 4.25 reduce to the hardness of solving
worst-case lattice problems over a lattice of dimension n = nywg with approximation factor

O(n-q/B) = 20(mine)

e The 1D-SIS-R assumption for Theorem 4.21 translates to solving worst-case lattice problems
over a lattice of dimension O(log(q/p)) = O(n'/¢) = O()\) = nip.sis with approximation factor

B- O(y/mipsis) = poly(A).
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Remark 4.27 (Extractable PRFs from Weaker Lattice Assumptions). With the above parameter
setting, Construction 4.19 satisfies correctness even against adversarially-chosen keys (Theorem 4.21).
If we relax the requirements on the extractable PRF and only require the standard notion of
correctness (Definition 4.14, Remark 5.24), then it is possible to instantiate the parameters such
that all of the remaining properties only rely on the hardness of solving worst-case lattice problems
with a nearly polynomial approximation factor. First, we set p = w(log A\), which still suffices for
all of the theorem statements in Section 4.2. Then, we implement the equality and set-containment
functions fz° and fS°" from Construction 4.19 using branching programs as in [BV14, GV15] (see
Remark 3.8). With this change, the noise growth in the homomorphic evaluation scales with
poly(p) = poly()\) rather than m©1°8Y)  If we now go through the same analysis as in the proofs
of Theorems 4.20, 4.23, 4.24, and 4.25, we obtain an analogous set of theorem statements, except
with poly(\) in place of m©1°8) This means that we can set p, g = n®() = 290087 to satisfy all
of the requirements, and thus, base security on the hardness of LWE with a nearly polynomial
modulus-to-noise ratio.

Our current approach for showing correctness against adversarially-chosen keys (Definition 4.15)
relies on hardness of the 1D-SIS assumption. Since the hardness of a 1D-SIS-R instance over Zg"
reduces to a worst-case lattice problem in a lattice of dimension O(log(q/p)), we need ¢ to be
sub-exponential to have meaningful worst-case security. But when ¢ is sub-exponential (and the
noise distribution is polynomially-bounded), the approximation factor obtained from reducing LWE
to a worst-case lattice problem is sub-exponential at best. It is interesting whether we can get the
stronger notion of correctness from worst-case lattice problems with a smaller approximation factor.

5 Watermarkable PRFs from Puncturable Extractable PRF's

In this section, we formally introduce the notion of a watermarkable family of PRFs. Our definitions
(Section 5.1) are adapted from those of previous work [CHN*16, BLW17, KW17, QWZ18]. Then,
in Sections 5.2 through 5.4, we present three constructions of watermarkable families of PRFs. Our
first construction (Section 5.2) achieves the weakest notion of mark-embedding watermarking in the
secret-key setting, but the construction highlights the key connections between extractable PRF's
and watermarkable PRFs. Then, building on our basic construction, we show how to extend it to a
message-embedding watermarking scheme in the secret-key setting (Section 5.3). Finally, we show
that we can further extend our message-embedding watermarking scheme to obtain a scheme that
supports public marking in the random oracle model (Section 5.4).

5.1 Watermarking PRF's

We begin by formally introducing the notion of a watermarkable PRF family.

Definition 5.1 (Watermarkable Family of PRFs). Fix a security parameter A and a message space
M. A secretly-extractable, message-embedding watermarkable family of PRFs with key-space IC, a
domain X, and a range ) is a tuple of algorithms Ilyw = (Setup, Mark, Extract) with the following
properties:

e Setup(1*) — (pp,wsk): On input the security parameter ), the setup algorithm outputs public
parameters pp and the watermarking secret key wsk.
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e Mark(wsk, k,m) — C: On input the watermarking secret key wsk, a PRF key k € K, and a
message m € M, the mark algorithm outputs a circuit C: X — ).

e Extract(wsk,C') — m: On input the watermarking secret key wsk and a circuit C: X — ),
the extraction algorithm outputs a string m € M U {L}.

Moreover, Ilywy includes the description of a PRF family F: X x X — ). The description of the
PRF family may include the public parameters pp for the watermarkable PRF family, as sampled
by the Setup algorithm. We often refer to Ilwm as a watermarking scheme for the PRF family
F: KxX =Y.

Remark 5.2 (Mark-Embedding Watermarking). Definition 5.1 describes a message-embedding
watermarking scheme that allows the watermarking authority to embed an arbitrary message inside
a PRF. To simplify the description of our construction (and just focus on the main ideas), we also
consider the weaker notion of mark-embedding watermarking where programs are either considered to
be MARKED or UNMARKED. Equivalently, this corresponds to Definition 5.1 where M = {MARKED}.
When describing a mark-embedding watermarking scheme, we simplify the Mark algorithm to only
take in two parameters: the watermarking secret key wsk and the PRF key k. In this case, we will
also often write UNMARKED in place of L.

Correctness. The correctness requirements on a cryptographic watermarking scheme are twofold.
First, a watermarked key should behave like the original key almost everywhere (i.e., the behavior
of the watermarked key differs from the original key on only a negligible fraction of the domain).
While we might hope that the watermarked key perfectly preserves the behavior of the original key,
assuming indistinguishability obfuscation, this notion is impossible to achieve [BGIT12]. The second
requirement is that if we watermark a key with a message, then the extraction algorithm will be able
to extract the same message from the watermarked key. We formalize these two properties below:

Definition 5.3 (Watermarking Correctness). Fix a security parameter A and let Ilym = (Setup, Mark,
Extract) be a message-embedding watermarking scheme for a PRF family F: L x X — ) with mes-
sage space M. Then, we say that Iy is correct if for all messages m € M, (pp,wsk) < Setup(1?),
k < F.KeyGen(pp), and C < Mark(wsk, k,m), the following two properties hold:

e Functionality-preserving: C(-) ~. F(k,-) for some ¢ = negl(\).
e Extraction correctness: Pr[Extract(wsk,C) =m]| =1 — negl(}).

Remark 5.4 (Stronger Notions of Correctness). Definition 5.3 only requires that the correctness
properties hold for honestly-generated PRF keys. This was also the case in the lattice-based
watermarking scheme from [KW17]. The underlying (algebraic) reason in both cases is that the
lattice-based puncturable PRFs used in both constructions are not functionality-preserving for all
keys (i.e., the behavior of a punctured key matches that of the real key for most, but not all, of the
keys in the domain). In our particular case though, we note that our puncturable extractable PRF
is functionality-preserving for adversarially-chosen keys (Definition 4.15, Theorem 4.21), so we can
in fact argue correctness even for adversarially-chosen keys. Of course, this does not rule out the
ezistence of keys k € IC where watermarking correctness does not hold. To our knowledge, however,
ensuring correctness for honestly-generated (or more generally, adversarially-chosen) keys suffices
for all of the candidate applications of watermarking. Nonetheless, we note that there are several
constructions of cryptographic watermarking (for PRFs) [CHN'16, YALT17, YAL'18, QWZ18§]
that do satisfy the strongest notion of correctness for all keys.
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Pseudorandomness. The second property we require on a watermarkable family of PRF's is the
usual notion of pseudorandomness for the PRF family. As discussed in Section 1, we also consider a
stronger notion where pseudorandomness should hold even against the watermarking authority (i.e.,
the holder of the watermarking secret key). While many existing watermarking schemes based on
obfuscation or lattices [CHN'16, BLW17, KW17] naturally satisfy this property, both our scheme
and that of Quach et al. [QWZ18] do not provide full pseudorandomness. However, in our case,
we can achieve the weaker notion of T-restricted pseudorandomness (Definition 4.7) against the
watermarking authority. Intuitively, this means that pseudorandomness is ensured even against the
watermarking authority provided that the authority does not see the PRF evaluations on any of T’
“special” points. We now define these requirements formally.

Definition 5.5 (Pseudorandomness). Let IIwm = (Setup, Mark, Extract) be a watermarking scheme
for a PRF family F: L x X — ). We say that Iy satisfies pseudorandomness if the PRF family
F is a secure PRF (when the public parameters IIyww are honestly generated via Setup).

Definition 5.6 (T-Restricted Pseudorandomness Against the Authority). Let Ilwwm = (Setup, Mark,
Extract) be a watermarking scheme for a PRF family F. We say that Iy satisfies pseudorandomness
against the watermarking authority if the PRF family F satisfies T-restricted pseudorandomness
even when the distinguisher is given the watermarking secret key wsk (equivalently, even if the
description of F includes the trapdoor td sampled by Setup).

Remark 5.7 (Extended Pseudorandomness). Quach et al. [QWZ18] introduced the stronger notion
of extended pseudorandomness which asks that the PRF family F associated with a watermarking
scheme Iy remain secure even if the adversary is given access to the extraction oracle Extract(wsk, -)
(but not the watermarking secret key wsk). All of the schemes we present in this work also
satisfy this stronger notion. In fact, as we discuss in Remark 5.15, in the secret-key setting, any
watermarking scheme that satisfies pseudorandomness and unforgeability automatically satisfies
extended pseudorandomness. This argument does not generalize to the setting of public marking.
Nonetheless, we are able to show that our watermarking scheme with public marking in the random
oracle model (Construction 5.32) also satisfies extended pseudorandomness (using a very similar
argument as that needed to argue a relaxed variant of unforgeability for the same construction).

Remark 5.8 (Security Against the Watermarking Authority). When T is polynomial and the
domain is super-polynomial, the notion of T-restricted pseudorandomness interpolates between
strong pseudorandomness and weak pseudorandomness (or even non-adaptive pseudorandomness)
in that we allow the adversary the ability to make adaptive queries on almost but a few points.
In fact, in our particular construction, the special set of T" points not only has negligible density
but is statistically hidden from a normal user. Thus, in normal use of the PRF, it is very unlikely
that a user would need to evaluate the PRF on one of the special points. Thus, in these scenarios,
we effectively ensure pseudorandomness against the watermarking authority. In contrast, the
Quach et al. [QWZ18] construction has the property that given just two evaluations of any PRF,
the watermarking authority can completely break pseudorandomness. Namely, their PRF candidate
does not even satisfy weak pseudorandomness against the watermarking authority.

Remark 5.9 (Stronger Notions of Security Against the Watermarking Authority). Our notion
of security against the watermarking authority (Definition 5.6) says that a restricted notion of
pseudorandomness holds against an adversary that possesses both the public parameters pp and the
watermarking secret key wsk. This definition still assumes that pp and wsk are honestly generated.
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A natural question is whether some meaningful notion of pseudorandomness is possible against an
adversary that can choose both pp and wsk.

In our setting, it is not difficult to see that we still achieve T-restricted pseudorandomness
against a semi-honest authority that generates the parameters (i.e., even if the adversary is given the
randomness used for Setup, the PRF family still satisfies T-restricted pseudorandomness). However,
if the watermarking authority chooses the public parameters maliciously, then we are no longer able
to argue (any) security on the resulting PRF family. In the context of lattice-based PRF's, this issue
seems more fundamental in that we would minimally require a PRF that remains pseudorandom
even against an adversary that can program the public parameters. Constructing such a PRF family
is an interesting challenge. We do note that we can still provide some guarantees in this setting.
Specifically, recall from Section 1.2 that our puncturable extractable PRF can essentially be viewed
as a translation of a puncturable PRF satisfying various structural properties. This means that if
we start with a puncturable PRF (e.g., [BV15]) where the public parameters are generated honestly,
we can bootstrap that construction to a puncturable extractable PRF that provides T-restricted
pseudorandomness even against an adversary that is allowed to choose the additional parameters
needed by the extractable PRF family. We note though that this bootstrapping relies on the algebraic
structure of the underlying lattice-based PRF, and is not a black-box construction. Nonetheless,
this is conceptually-similar to the stronger property ensured by the obfuscation-based watermarking
construction of Cohen et al. [CHNT16], who showed how to obtain a watermarkable PRF family
from any puncturable PRF. In their construction, the additional parameters needed to support
watermarking are independent of the underlying PRF family (and thus, can be adversarially-chosen
without compromising the security of the underlying PRF family).

Unforgeability and unremovability. The main security notions for a cryptographic watermark-
ing scheme we consider are unremovability and unforgeability. Conceptually, unremovability says
that an efficient adversary cannot should not be able to remove a watermark from a marked program
while unforgeability says that an adversary should not be able to construct a new marked program.
While unforgeability is naturally defined for watermarking schemes supporting secret-marking, the
same is not true in the public-key setting as the adversary is able to mark any PRF circuit of its
choosing. Nonetheless, as we discussed in Section 1.2, we can still capture the spirit of unforgeability
by defining a weaker notion that says that the only watermarked circuits an efficient adversary could
produce are those that implement a PRF. In other words, no efficient adversary should be able to
produce a new circuit whose behavior is drastically different from that of a valid PRF and which
would still be considered watermarked. We refer to this property as “weak unforgeability.” We now
define the basic watermarking security experiment as well as the different security properties we
require:

Definition 5.10 (Watermarking Experiment [BLW17, adapted]). Fix a security parameter \. Let
ITwm = (Setup, Mark, Extract) be a watermarking scheme for the PRF family F:  x X — ). Let A
be an adversary. Then the watermarking experiment ExptWMyy, . 4()) proceeds as follows. The

challenger begins by sampling (pp, wsk) < Setup(1*) and gives pp to the adversary A. The adversary
A is then given access to the following oracles:

e Marking oracle. On input a message m € M and a PRF key k € K, the challenger returns
the circuit C' + Mark(wsk, k, m) to A.

e Extraction oracle. On input a message m € M and a circuit C': X — ), the challenger
returns m < Extract(wsk, C).
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e Challenge oracle. On input a message m € M, the challenger samples ko F.KeyGen(1%),
and returns the circuit C' < Mark(wsk, k, ) to A.

Finally, A outputs a circuit C: X — Y. The output of the experiment, denoted ExptWMyy,,,,, 4(A),
is Extract(wsk, ().

Definition 5.11 (e-Unremovability [CHN*16, BLW17, adapted]). Fix a security parameter \. Let
ITwm = (Setup, Mark, Extract) be a watermarking scheme for a PRF family F: L x X — ). We say
that an adversary A for the watermarking experiment is e-unremoving-admissible if the following
conditions hold:

e The adversary A makes exactly one query to the challenge oracle.

e The circuit C that A outputs satisfies C ~ C , where C is the circuit output by the challenge
oracle.

We say that IIwn is e-unremouvable if for all efficient and e-unremoving-admissible adversaries A,
Pr[ExptWMy,,,, 4(A) # 1] = negl()),
where 77 is the message A submitted to the challenge oracle in ExptWMpy, = 4()).

Definition 5.12 (§-Unforgeability [CHN*16, BLW17, adapted]). Fix a security parameter \. Let
ITwm = (Setup, Mark, Extract) be a watermarking scheme for a PRF family F: L x X — ). We say
that an adversary A for the watermarking experiment is d-unforging-admissible if the following
conditions hold:

e The adversary A does not make any challenge oracle queries.

e The circuit C' that A outputs satisfies C' s Cy for all £ € [Q], where Q is the number of
queries A made to the marking oracle, C; is the output of the marking oracle on the ¢! query.

Then, we say that Ilywwm is §-unforgeable if for all efficient and d-unforging-admissible adversaries A,
Pr[ExptWMyy,,,, 4(A) # L] = negl()).

Definition 5.13 (Weak §-Unforgeability). Fix a security parameter . Let IIym = (Setup, Mark,
Extract) be a watermarking scheme for a PRF family F: £ x X — ). We say that an adversary A
for the watermarking experiment is weak d-unforging-admissible if the following conditions hold:

e The adversary A does not make any challenge oracle queries.
e The circuit C that A outputs satisfies C(-) %5 F(k,-) for all k € K.

Then, we say that Ilywwm is weak d-unforgeable if for all efficient and weak J-unforging-admissible
adversaries A,
Pr[ExptWMyy,,,, 4(A) # L] = negl()).
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Remark 5.14 (Unforgeability Notions). We note that any watermarking scheme that is dJ-
unforgeable is also weak §’-unforgeable for some &' = § + negl()\), provided that the underlying
watermarking scheme is correct even for adversarially-chosen keys (Remark 5.4). To see this, observe
that any adversary that wins the weak d-unforgeable game must be able to produce a circuit C
that is at least d-far from F(k,-) for all k € K. We argue that C is also an admissible forgery for
the standard §’-unforgeability game for some ¢ = § + negl(\). In the §’-unforgeability game, the
adversary has to output a circuit that is at least §’-far from C; where C; is the circuit from the
(" marking query. If the watermarking scheme is correct even for adversarially-chosen keys, then
Cy ~¢ F(ky,-), where kg is the key the adversary submitted in its ¢th marking oracle query and
e = negl(\). Thus, if C’ 5 F(ke,-), then C oty Cy for & = 5 +& = 6+ negl(\). This means that the

circuit C is a valid forgery for the §’-unforgeability game.

Remark 5.15 (From Unforgeability to Extended Pseudorandomness). As discussed in Remark 5.7,
the notion of extended pseudorandomness from [QWZ18] requires that pseudorandomness for the
PRF associated with a watermarking scheme Iy hold even if the adversary has access to the
extraction oracle. If Ily\ satisfies d-unforgeability for some ¢ > 0, then pseudorandomness implies
extended pseudorandomness. In particular, in the pseudorandomness security game, the adversary
is not given any marked circuits; J-unforgeability then says that the adversary cannot produce
any circuit that is considered marked. In other words, the response to all of the extraction oracle
queries an efficient adversary makes is L. Correspondingly, extended pseudorandomness reduces to
standard pseudorandomness. Thus, our watermarking constructions that satisfy d-unforgeability
(Constructions 5.17 and 5.25) also satisfy extended pseudorandomness. Our watermarking scheme
that supports public marking in the random oracle model (Construction 5.32) also satisfies extended
pseudorandomness (Theorem 5.38); in that case, the argument does not generically follow from
unforgeability, but a similar argument as that used to show weak d-unforgeability does suffice.

Remark 5.16 (Relaxing Unforgeabiilty). The definition of unforgeability in Definition 5.12 is the
standard one introduced by Cohen et al. [CHN"16]. However, we can consider a relaxation of
unforgeability from [KW17] where instead of requiring that the circuit C output by the adversary to
be sufficiently far from all circuits C1, ..., Cg that the adversary received from the marking oracle, we
instead require that C' be sufficiently far from the PRFs F(ky,-), ..., F(ke, ) the adversary submitted
to the marking oracle. When the underlying PRF is correct for adversarial keys (Definition 4.15),
then these two notions are the same. However, when the underlying PRF does not necessarily
provide correctness for adversarially-chosen keys, then achieving this relaxed notion of unforgeability
is potentially easier. In our setting, if we just consider the relaxed version of unforgeability, then
security of our watermarking scheme only needs to rely on the (polynomial) hardness of solving worst-
case lattice problems up to a nearly polynomial approximation factor. All previous constructions of
watermarking that support message-embedding from standard assumptions could only be reduced
to the hardness of worst-case lattice problems with a quasi-polynomial approximation factor.

5.2 Mark-Embedding Watermarking

In this section, we present our basic construction of a mark-embedding watermarkable family of
PRF's (in the secret-key setting) from extractable PRFs. While the message-embedding construction
in Section 5.3 strictly subsumes this construction, we present it for pedagogical reasons. The
basic construction captures all of the core ideas that underlie our watermarking scheme from
extractable PRFs and minimizes the number of technical details that arise with more complex
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notions of watermarking. We refer to Section 1.2 for a high-level overview of this construction. In
the subsequent sections, we build upon this construction to obtain message-embedding watermarking
(and, in the random oracle model, message-embedding watermarking with public marking).

Construction 5.17 (Mark-Embedding Watermarkable PRFs). Let A be a security parameter. Our
mark-embedding watermarkable PRF relies on the following primitives:

o Let IIgprp = (EX.PrmsGen, EX.SampleKey, EX.Eval, EX.Extract, EX.Puncture, EX.PunctureEval)
be a puncturable extractable PRF with key-space Kgprp, domain X', and range ).

e Let PRF: Kpre X Kepre — X2 be a pseudorandom function.
We construct a watermarkable PRF Ilwwm = (Setup, Mark, Extract) as follows:

° Setup(l)‘): On input the security parameter A, the setup algorithm samples a PRF key

kprr & Kpre, and parameters for the extractable PRF (pp,td) « EX.PrmsGen(1*). It
outputs the public parameters pp and the watermarking secret key wsk = (kpgrg, pp, td).

e Mark(wsk, k): On input the watermarking secret key wsk = (kpgrg, pp,td), and a key k € Kgprr,
the marking algorithm derives points (zF,...,2}) < PRF(kprr,k) and a punctured key
k' < EX.Puncture(pp, k, (27, ...,2})). It outputs the circuit C: X — Y that implements the
punctured evaluation algorithm EX.PunctureEval(pp, ¥/, -).

e Extract(wsk,C'): On input the watermarking secret key wsk = (kpgrr, pp,td), and a circuit
C: X — )Y, the extraction algorithm first extracts a key k <+ EX.Extract(pp,td,C). If
k = 1, output UNMARKED. Otherwise, it computes (z7, ..., %) < PRF(kprr, k). If C(x]) #
EX.Eval(pp, k, z}) for all i € [A], then output MARKED. Otherwise, output UNMARKED.

The underlying PRF family F: Kgprp x X — ) (induced by the public parameters pp for
the watermarking scheme) is defined as F(k,x) := Eval(pp, k,z) and F.KeyGen simply returns
EX.SampleKey(pp). Note that the description of the PRF family F includes the public parameters
pp, but not the other components in the watermarking secret key wsk.

Correctness. Correctness of our construction follows from correctness and several statistical
properties of the underlying extractable PRF (implied by the different security properties on the
extractable PRF). We state the theorem below, but defer the formal proof to Appendix B.1.

Theorem 5.18 (Correctness). Suppose lgprg satisfies perfect correctness for most keys (Def-
inition 4.14), key-injectivity (Definition 4.11), (e1,e2)-robust extractability for e = 1/poly(\)
(Definition 4.16), and puncturing security (Definition 4.16), and that 1/|X| = negl(X). Then, the
watermarking scheme Iwwm from Construction 5.17 is correct.

Pseudorandomness. Next, we show that our watermarking scheme satisfies both the usual notion
of pseudorandomness (against adversaries that do not have the watermarking secret key) as well as
the relaxed version of T-pseudorandomness against the watermarking authority.

Theorem 5.19 (Pseudorandomness). Suppose Ilgpre is pseudorandom (Definition 4.6). Then, the
watermarking scheme Ilwnm from Construction 5.17 is pseudorandom (Definition 5.5).
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Proof. The PRF family associated with IIwpm is the PRF family associated with the underlying
extractable PRF Ilgprr. Thus, pseudorandomness of Ilgprp implies pseudorandomness of Ilywy. O

Theorem 5.20 (7T-Restricted Pseudorandomness Against the Authority). Suppose Ilgprg satisfies
T-restricted pseudorandomness given the trapdoor (Definition 4.7). Then, the watermarking scheme
IIwm from Construction 5.17 satisfies T-restricted pseudorandomness against the watermarking
authority (Definition 5.6).

Proof. First, we note that the PRF family F associated with Iy is precisely the PRF family asso-
ciated with the underlying extractable PRF Ilgprp, which satisfies T-restricted pseudorandomness
given the trapdoor. Thus, given an adversary A that breaks T-restricted pseudorandomness for
IIwm, we can easily build an adversary B that breaks T-restricted pseudorandomness of Ilgpgrr.
Specifically, algorithm B gets (pp, td) and a restricted set S C X from the IIgprg challenger, samples
a PRF key kprr & Kpre and simulates the watermarking secret key as wsk = (kpgrg, pp,td). It
gives (wsk, S) to A. To simulate evaluation queries, algorithm B simply forwards the queries to its
evaluation oracle and echoes the response. At the end of the game, B outputs whatever A outputs.
It is easy to see that B’s distinguishing advantage is the same as A’s, and the claim follows. O

Unremovability and unforgeability. We now state our security theorems for unremovability and
unforgeability, but defer their formal analysis to Appendix B.1. We then state a simple corollary that
says that the watermarking scheme satisfies the notion of extended pseudorandomness from [QWZ18]
(see Remarks 5.7 and 5.15).

Theorem 5.21 (Unremovability). Suppose that 1/|Y| = negl()\), that PRF is a secure PRF, and
that gpre satisfies key-injectivity (Definition 4.11), (1, €2)-robust extractability (Definition 4.9),
the additional properties in Remark 4.10, and selective puncturing security (Definition 4.16). Then,
for all e < &1, the mark-embedding watermarkable PRF family Iy from Construction 5.17 satisfies
e-unremovability (Definition 5.11).

Theorem 5.22 (Unforgeability). Suppose that PRF is a secure PRF and that Ilgprg is almost
functionality-preserving for adversarially-chosen keys (Definition 4.15) and satisfies (e1,€2)-robust
extractability (Definition 4.9) as well as the additional properties in Remark 4.10. In addition,
suppose that 1/ |X| = negl(\). Then, for all § > 3, the mark-embedding watermarkable PRF family
IIwm from Construction 5.17 satisfies d-unforgeability (Definition 5.12).

Corollary 5.23 (Extended Pseudorandomness). Suppose the conditions in Theorems 5.19 and 5.22
hold. Then, the watermarking scheme Iwwm from Construction 5.17 satisfies extended pseudoran-
domness (Remark 5.7).

Proof. Follows from the argument outlined in Remark 5.15. O

Remark 5.24 (Relaxed Unforgeability from Weaker Assumptions). Theorem 5.22 only relies on
the extractable PRF Ilgprp being functionality-preserving for adversarially-chosen keys to argue the
full notion of unforgeability as defined in Definition 5.12. If we consider the relaxed notion from
Remark 5.16 (and considered in [KW17]), then this assumption is no longer necessary for the proof.
In this case, all of the other properties specified in Theorem 5.22 can be realizing assuming the
hardness of solving worst-case lattice problems with a nearly polynomial (rather than sub-exponential)
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approximation factor (Section 4.3, Remark 4.27). This simplification also applies to the message-
embedding watermarking constructions in Sections 5.3 and 5.4. This is the weakest assumption from
which we currently have message-embedding watermarking. All previous constructions of message-
embedding watermarking either relied on obfuscation [CHNT16, BLW17, YAL™17, YAL™18], or
worst-case lattice problems with a quasi-polynomial approximation factor [KW17, QWZ18].

5.3 Message-Embedding Watermarking

In this section, we show how to extend our basic mark-embedding watermarking construction
from Construction 5.17 to additionally support message embedding. We refer to Section 1.2 for a
high-level overview of our construction.

Construction 5.25 (Message-Embedding Watermarkable PRFs). Let A be a security parameter.
Let M = {0,1}! be the message space for the watermarking scheme. Our message-embedding
watermarkable PRF family relies on the following primitives:

o Let IIgprr = (EX.PrmsGen, EX.SampleKey, EX.Eval, EX.Extract, EX.Puncture, EX.PunctureEval)
be a puncturable extractable PRF with key-space Kgprp, domain X', and range ).

e Let PRF: Kpre x (Kepre X [t] x {0,1}) — X be a pseudorandom function.
We construct a watermarkable PRF Ilwm = (Setup, Mark, Extract) as follows:

e Setup(1*): On input the security parameter A, the setup algorithm samples a PRF key

kpre ¢~ Kprp, and parameters for the extractable PRF (pp,td) « EX.PrmsGen(1*). It
outputs the public parameters pp and the watermarking secret key wsk = (kpgrg, pp, td).

e Mark(wsk, k,m): On input the watermarking secret key wsk = (kprr,pp,td), a key k €
Keprr, and a message m € {0,1}!, the marking algorithm derives a collection of points
(z71,--.,27)) < PRF(kprr, (k,i,m;)) for each i € [t]. It then constructs a punctured key
K+ EX.ﬁuncture(pp,k, {2} ;Yiemjepn)- Finally, it outputs the circuit C: X — ) that
implements the punctured evaluation algorithm EX.PunctureEval(pp, ¥/, -).

e Extract(wsk,C'): On input the watermarking secret key wsk = (kpgr, pp,td), and a circuit
C: X — Y, the extraction algorithm first extracts a key k < EX.Extract(pp,td,C). If k = L,
output L. Otherwise, for each ¢ € [t] and b € {0,1}, the extraction algorithm computes
(fpq1r--->2 ) < PRF(kprr, (k,4,b)). Let N;p denote the number of indices j € [A] where
C(’xé‘,b’j) # E)’(.Eval(pp,k,xf’b’j). If there exists an index i € [t] where N;g, N;1 < 2)\/3 or
Nio, Ni1 > 2X/3, then output L. Otherwise, for each i € [t], let b; € {0,1} be the unique bit
where N;;, > 2A/3. Output the message m = by - - - by.

The underlying PRF family F: Kgprrp X & — Y (induced by the public parameters pp for
the watermarking scheme) is defined as F(k,x) := Eval(pp, k,x) and F.KeyGen simply returns
EX.SampleKey(pp). Note that the description of the PRF family F includes the public parameters
pp, but not the other components in the watermarking secret key wsk.

Correctness and security analysis. We now state our main security theorems, but defer the

formal analysis of Theorems 5.29 and 5.30 to Appendix B.2. The theorem statements and analysis
are very similar to the corresponding ones from Section 5.2.
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Theorem 5.26 (Correctness). Suppose llgpre satisfies perfect correctness for most keys (Def-
inition 4.14), key-injectivity (Definition 4.11), (£1,e2)-robust extractability for e1 = 1/poly())
(Definition 4.9), and puncturing security (Definition 4.16), and that 1/|X| = negl(\). Then, the
watermarking scheme Ilwwm from Construction 5.25 is correct

Proof. Follows by the same argument as that in the proof of Theorem 5.18. 0

Theorem 5.27 (Pseudorandomness). Suppose Ilgpre is pseudorandom (Definition 4.6). Then, the
watermarking scheme Ilwnm from Construction 5.25 is pseudorandom (Definition 5.5).

Proof. Follows by the same argument as that in the proof of Theorem 5.19. O

Theorem 5.28 (T-Restricted Pseudorandomness Against the Authority). Suppose Ilgpre satisfies
T-restricted pseudorandomness given the trapdoor (Definition 4.7). Then, the watermarking scheme
IIwm from Construction 5.25 satisfies T-restricted pseudorandomness against the watermarking
authority (Definition 5.6).

Proof. Follows by the same argument as that in the proof of Theorem 5.20. O

Theorem 5.29 (Unremovability). Suppose that 1/|Y| = negl(\), that PRF is a secure PRF, and
that gpre satisfies key-injectivity (Definition 4.11), (1, e2)-robust extractability (Definition 4.9),
the additional properties in Remark 4.10, and selective puncturing security (Definition 4.16). Then,
for all e < €1, the message-embedding watermarkable PRE family Ilywm from Construction 5.25
satisfies e-unremovability (Definition 5.11).

Theorem 5.30 (Unforgeability). Suppose that PRF is a secure PRF and that Ilgprr is almost
functionality-preserving for adversarially-chosen keys (Definition 4.15) and satisfies (€1,€2)-robust
extractability (Definition 4.9) as well as the additional properties in Remark 4.10. In additional,
suppose that 1/|X| = negl(\). Then, for all § > e9, the message-embedding watermarkable PRF
family Tlywwm from Construction 5.17 satisfies §-unforgeability (Definition 5.12).

Corollary 5.31 (Extended Pseudorandomness). Suppose the conditions in Theorems 5.27 and 5.30
hold. Then, the watermarking scheme Ilwwm from Construction 5.25 satisfies extended pseudoran-
domness.

Proof. Follows from the argument outlined in Remark 5.15. 0

5.4 Public Marking in the Random Oracle Model

In this section, we show how a simple variant of Construction 5.25 gives a message-embedding
watermarking scheme that supports public marking in the random oracle model. At a high level, our
construction replaces the pseudorandom function PRF(kpgg, -) used to derive the points to puncture
with a random oracle. This yields a scheme where anybody can run the marking algorithm. The
security analysis follows very similarly to the analysis of the message-embedding watermarking
scheme from Section 5.3.

Construction 5.32 (Message-Embedding Watermarkable PRFs with Public Marking). Let A be
a security parameter. Let M = {0,1}" be the message space for the watermarking scheme. Our
mark-embedding watermarkable PRF with public marking relies on the following primitives:
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o Let IIgprp = (EX.PrmsGen, EX.SampleKey, EX.Eval, EX.Extract, EX.Puncture, EX.PunctureEval)
be a puncturable extractable PRF with key-space Kgprp, domain X', and range ).

e Let H be a hash function H: (Kgpre x [t] x {0,1}) — X, which we model as a random oracle
in the security analysis.

We construct a publicly-markable watermarkable PRF Ilwwg = (Setup, Mark, Extract) as follows:

e Setu p(l)‘): On input the security parameter A, the setup algorithm samples parameters for
the extractable PRF (pp,td) < EX.PrmsGen(1%). It outputs pp as the public parameters and
sets wsk = (pp, td).

e Mark(pp, k,m): On input the public parameters pp, a PRF key k € Kgprr, and a message
m € M, the marking algorithm derives a collection of points (7 y,...,z},) « H(k,i,m;)
for each i € [t]. It then constructs a punctured key k' +— EX.Puncture(pp, k, {27 Yiew.jem)-
Finally, it outputs the circuit C': X — Y that implements the punctured evaluation algorithm
EX.PunctureEval(pp, &', -).

e Extract(wsk, C'): On input the watermarking secret key wsk = (pp, td), and a circuit C: X — ),
the extraction algorithm first extracts a key k < EX.Extract(pp,td,C). If & = L, out-
put L. Otherwise, for each i € [t] and b € {0,1}, the extraction algorithm computes
(@} p1s- - @iy ) ¢ H(k,i,b). Let N;p denote the number of indices j € [A] where C(z7,, ;) #
EX.Eval(pp, k, xzb,j)' If there exists an index ¢ € [t] where N; o, Nj1 < 2A/3 or Njo, N;1 > 2)\/3,
then output L. Otherwise, for each i € [t], let b; be the unique bit where N, > 2A/3. Output
the message m = by - - - by.

The underlying PRF family F: Kgprp x X — Y (induced by the public parameters pp for
the watermarking scheme) is defined as F(k,x) := Eval(pp, k,x) and F.KeyGen simply returns
EX.SampleKey(pp). Note that the description of the PRF family F includes the public parameters
pp, but not the other components in the watermarking secret key wsk.

Correctness and security analysis. We now state our main security theorems, but defer the
formal analysis of Theorems 5.36, 5.22, and 5.38 to Appendix B.3. The theorem statements and
analysis are very similar to the corresponding ones from Sections 5.2 and 5.3.

Theorem 5.33 (Correctness). Suppose llgpre satisfies perfect correctness for most keys (Def-
inition 4.14), key-injectivity (Definition 4.11), (£1,e2)-robust extractability for e1 = 1/poly())
(Definition 4.9), and puncturing security (Definition 4.16), and that A/ |X| = negl(\). Then, the
watermarking scheme Ilwwm from Construction 5.32 is correct.

Proof. Follows by the same argument as that in the proof of Theorem 5.18. O

Theorem 5.34 (Pseudorandomness). Suppose Ilgprg is pseudorandom (Definition 4.6). Then, the
watermarking scheme Ilwn from Construction 5.32 is pseudorandom (Definition 5.5).

Proof. Follows by the same argument as that in the proof of Theorem 5.19. O

Theorem 5.35 (T-Restricted Pseudorandomness Against the Authority). Suppose Ilgprg satisfies
T'-restricted pseudorandomness given the trapdoor (Definition 4.7). Then, the watermarking scheme
IIwm from Construction 5.82 satisfies T-restricted pseudorandomness against the watermarking
authority (Definition 5.6).
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Proof. The PRF family associated with IIwpm is the PRF family associated with the underlying
extractable PRF Ilgprg, and the watermarking secret key is precisely the public parameters and
trapdoor for Ilgprp. Thus T-restricted pseudorandomness of Ilwn against the watermarking
authority reduces directly to T-restricted pseudorandomness of Ilgprr given the trapdoor. O

Theorem 5.36 (Unremovability). Suppose that 1/])Y| = negl(\) and that Ilgpre satisfies key-
injectivity (Definition 4.11), (e1,e2)-robust extractability (Definition 4.9), the additional properties
in Remark 4.10, and selective puncturing security (Definition 4.16). Then, for all € < &1, the
mark-embedding watermarkable PRF family Ilywm from Construction 5.17 satisfies e-unremouvability
(Definition 5.11) in the random oracle model.

Theorem 5.37 (Weak Unforgeability). Suppose that Ilpgrg is a secure PRE and that Igpr satisfies
(e1,€2)-robust extractability (Definition 4.9) and the additional properties in Remark 4.10. Then,
for all 6 > €9, the message-embedding watermarkable PRE family Illwm from Construction 5.32
satisfies weak d-unforgeability (Definition 5.13) in the random oracle model.

Theorem 5.38 (Extended Pseudorandomness). Suppose the conditions in Theorems 5.34 and 5.37
hold. Then, the watermarking scheme Ilwwm from Construction 5.25 satisfies extended pseudoran-
domness in the random oracle model.

5.5 Watermarking Instantiations from Lattices

In this section, we instantiate our watermarking constructions from Sections 5.3 and 5.4 using our
puncturable extractable PRF from Section 4. This yields the following (new) constructions of PRFs
from lattices. To simplify the corollary, we state it based on the approximation factor for worst-case
lattice problems using the parameter settings suggested in Section 4.3 (and Remark 4.27).

Corollary 5.39 (Message-Embedding Watermarking from Lattices). Fiz a security parameter X.
Take any 0 < e < 6 < 1/2 where 6 > ¢+ 1/poly(N). Then, assuming it is difficult to approzimate to
worst-case lattice problems (e.g., GapSVP or SIVP ) with a nearly polynomial approzimation factor,
there exists a secret-key message-embedding watermarking scheme that satisfies e-unremovability,
d-unforgeability (the variant in Remark 5.16), and T-restricted pseudorandomness against the
watermarking authority for T = A. Assuming hardness of approzimating worst-case lattice problems
with a sub-exponential approzimation factor, the resulting watermarking scheme satisfies the standard
notion of d-unforgeability (Definition 5.12). Moreover, under the same assumptions in the random
oracle model, we obtain watermarking schemes that satisfy weak §-unforgeability (and all of the
other properties) that additionally supports public marking.

Additional properties. We conclude by describing several additional features supported by our
watermarking scheme.

e Transferability: An interesting property of our new watermarking schemes is that the
watermarking authority can recover the original unmarked key given a watermarked function
(via the extraction algorithm of the underlying extractable PRF). Thus, it is possible to
transfer a watermarked key with one user’s identity to a different user’s identity (by first
extracting the unmarked key and then re-watermarking it with the identity of the new
user). It is not clear how to implement such a functionality in previous watermarking
schemes [CHN'16, BLW17, KW17, QWZ18].
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e Robust embedding: Our extractable PRF has the property that even if a circuit C' differs
from F(k,-) everywhere, as long as their outputs are “close” (in infinity norm), then key
extraction still succeeds. This means that we can consider an even stronger notion of
watermarking where we allow the adversary to corrupt the behavior of the PRF everywhere,
but as long as most of the values are still “close” to their original values, the watermark is
still preserved.
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A Analysis of Puncturable Extractable PRF (Construction 4.19)

In this section, we provide the formal analysis of our puncturable extractable PRF (Construc-
tion 4.19).

A.1 Preliminaries
In this section, we define a few concepts that we will use in the security analysis.

Selective pseudorandomness. As noted in Remark 4.4, it will often be easier to work with a
selective notion of pseudorandomness in our proofs. We first give the following alternative definition
of pseudorandomness, which is equivalent to the simpler version given in Definition 4.1 (Remark A.2)

Definition A.1 (Selective and Adaptive Pseudorandomness). Let F: L x X — ) be a function
with key-space K, domain X', and range ). We additionally allow F to depend on some public
parameters pp (for instance, F may be drawn from a family of functions and pp is used to identify a
particular instance). Optionally, F can include a key-generation algorithm F.KeyGen that on input
the security parameter A\, outputs a key k € K. For an adversary A and a bit b € {0, 1}, we define
the security experiment ExptPRFg 4(),b) as follows:

1. At the beginning of the game, the challenger gives the adversary the description of F and the
public parameters pp (if there are any). The challenger then samples a key k < F.KeyGen(1%)
and a function f & Funs[X, ).

2. The adversary is then allowed to make evaluation queries and a single challenge query:

e Evaluation queries. On input an input = € X, the challenger replies with F(k, x)
e Challenge query. On input an input z* € X, the challenger replies with F(k,z*) if
b=0and f(z*)if b= 1.

3. At the end of the experiment, algorithm A outputs a bit, which is the also the output of the
experiment.

We say that an adversary A is admissible if A never makes an evaluation query on z* € X', where x*
is its single challenge query. Finally, we say that a function F satisfies adaptive pseudorandomness if
for all efficient and admissible adversaries,

!Pr [ExptPRFE 4(\,0) = 1] — Pr [ExptPRFg 4(\, 1) = 1” = negl(\). (A.1)

We say that F satisfies selective pseudorandomness if Eq. (A.1) holds only for efficient and admissible
adversaries that are required to commit to their challenge point z* € X at the beginning of the
security experiment (before seeing the public parameters and before making any evaluation queries).
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Remark A.2 (Relation Between Pseudorandomness Notions). By a simply hybrid argument, any
PRF that is adaptively secure according to Definition A.1 is also secure according to Definition 4.1
(with a 1/@Q loss in the security reduction where @ is the number of queries the adversary makes in
the standard PRF security game). As noted also in Remark 4.4, selective pseudorandomness implies
adaptive pseudorandomness with a super-polynomial loss in the security reduction (c.f., [BB04al).

Remark A.3 (Selective T-Restricted Pseudorandomness). We can define a notion of selective
T-restricted pseudorandomness in the style of Definition A.1. In the selective setting, the challenger
chooses the public parameters and the restricted set S C A at the beginning of the experiment and
gives T' to the adversary. Once again, the adversary must commit to its challenge x* € X before
seeing the public parameters pp and making evaluation queries. Note though that the adversary’s
challenge point is allowed to depend on the restricted set .S.

Hybrid LWE. In this work, we will also use the following simple variant of LWE we call “Hybrid
LWE” to simplify our security analysis. The hybrid LWE assumption essentially says that LWE
remains hard even if the LWE distinguisher always gets to see valid LWE samples. We show that
hardness of the Hybrid LWE assumption is implied by hardness of the standard LWE assumption.

Definition A.4 (Hybrid LWE). Fix a security parameter A, integers n = n(\), mi = mi(A),
ma = ma(N), ¢ = q(A\), and an error distribution y = x(A) over the integers. Then the hybrid
LWE assumption HybLWE, ., ... .. assumption states that for A; & Zg=™, Ag & Ly ™2,
s & Ly, €1 i x™, e & x™2, and u Y Zy*?, the following two distributions are computationally
indistinguishable:

(Al,AQ,SAl + el,SAQ + eg) and (Al,AQ,SAl + el,u).

Lemma A.5 (LWE Implies Hybrid LWE). Fiz a security parameter X\ and integers n = n(\),
my1 = m1(A), ma = ma(N), ¢ = q(N\) and an error distribution x = x(\) over the integers. Let
m = my +ma. Under the L\WE,, 1, 4 assumption, the HybLWE assumption also holds.

n,m1,m2,¢,X
Proof. The proof follows by a simple hybrid argument. In each hybrid experiment below, the
experiment first samples A; < L™, Ay & Ly ™2, s & Ly, €1 E ymi ey & M2 uy & g,

and uy & Zq**. We now specify the output of each hybrid experiment:
e HYBy: Output (A1, Ag,sA; + e1,8A2 + e2).
e HYB;: Output (A1, Az, uj, ug).
e HYBy: Output (A1, Ag,sA; + e, ug).

Since m = mq + mo, the output of hybrids HYBg and HYB; is computationally indistinguishable
under the LWE,, ;, 4, assumption. The output of hybrids HYB; and HYBy is computationally
indistinguishable under the LWE,, ,,, 4. assumption (implied by the LWE,, ,, 4, assumption since
m1 < m). The distributions in HYBy and HYB2 correspond to the two distributions in the hybrid
LWE assumption, and the claim follows. O

Uniqueness of LWE secrets. For a suitable choice of parameters, an LWE sample induces a
unique secret vector with overwhelming probability. In this work, we rely on a stronger property,
which says that with overwhelming probability, there does not exist any vectors that can be explained
by two LWE secrets. Although the following lemma is folklore, we provide the proof for completeness.
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Lemma A.6 (Uniqueness of LWE Secrets). Fix a security parameter \, lattice parameters n, m, q,
and a rounding modulus p where m > 2nlogq and [q/p| < q/4. Then, for any two distinct vectors
S0,S1 € Zyg, So # S1, we have

Pr [Elso,sleZg: Lso-Awpz LS1'A1p} =q "

A&gnxm

Proof. Fix any two vectors sg,s1 € Zy with sgp # s; and denote 8§ = sg —s1 € Zg\{0}. By the
(almost-)linearity of the rounding function, we have

Pr [{SO.qu [s1-Al, } [ L(s0 — 51)] Ae{O,l}}
A7y ™ A<—Z"X'”
< [5-A€[27q/p]]"]
A<—Z"X’”
= (2[a/p))" ¢™
<27™,
Now, taking a union bound overall all the possible vectors s € Z, the lemma follows. O

Borderline points. Before proceeding with the full security analysis, we first prove a statistical
fact about the behavior of our PRF. Specifically, we show that with for any fixed key s € [—-B, B]",
with overwhelming probability over the choice of public parameters, the value Eval(pp, s, z) on all
x € {0,1}” will not lie in a “borderline set” (that is, the unrounded PRF evaluation from Eq. (4.4)
will be far from all rounding boundaries). We define the Borderline property more precisely below
and then show the lemma.

Definition A.7 (Borderline Evaluations). Let m, p, ¢ be positive integers with ¢ > p. For a bound
E, we define the set Borderlineg to be the set of vectors y € Zg" where there exists a unit vector
ug € Zy' for some 3 € [m] such that (y,u)g is within £ of the “rounding boundary.” More precisely,

Borderlineg := {y €Zy' |3 €[m]: (y,up) € [-E, E] +}% (Z+ ;) } )

Next, we define the alternative evaluation algorithm that outputs the unrounded PRF evaluation:

e UREval(pp, k,z): On input the public parameters pp (as specified in Eq. (4.2)), a PRF key
k = s, and an input z € {0,1}” \ {0}, the alternative evaluation algorithm outputs the
unrounded output y, as defined by Eq. (4.4).

Lemma A.8 (No Borderline Evaluations for Most Keys). Suppose that q is a prime with ¢ =
Q(npy/Iogq). Then, for all X € N and any fized s € [~ B, B]", if we sample (pp,td) < PrmsGen(1?),
then

Pr[3z € {0,1}”\ {0} : ¥, « UREval(pp,s,z) A ¥, € Borderlineg| < 2/ *nmE - E,
q

where the probability is taken over the random coins used to sample pp.
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Proof. We first bound the probability that y, € Borderlineg for some fized input « € {0,1}”\ {0}.

Let
A © (0

~ (wr® (A (0
pp = (W, (A), e (AL iy et B e e (CF)

(0)
jE[ﬂ]’V )(e[n]
be the public parameters output by PrmsGen(1*), and take any s € [~B, B]". From Eq. (4.1),

W(() _ A(e) _'_B(Z) G—l(B(Z) )G—I(V(f)) +D(£) c ngm'

10 h(©) h(6)
Next, by definition of the evaluation algorithm UREval(pp, s, ),
Vo =s(WH —z{ | ... | w - zn) e zim, (A.2)

Observe that if s = 0, then y, = 0, in which case y, ¢ Borderlineg. To complete, the analysis, it
suffices to consider only the setting where s # 0. To do so, we consider the distribution of y, in the
following distributions:

e HYB(: This is the real distribution where y, <+ UREval(pp, s, z) described above.

e HYB;: Instead of computing W according to Eq. (4.1), sample wO £ Zy*™ for all £ € [n],
and then compute y, using Eq. (A.2) as usual.

e HYBy: Instead of computing ¥, using Eq. (A.2), sample ¥, < ZJ™.

We now bound the statistical distance between each consecutive pair of hybrids as well as the
probability of y, € Borderlineg in HYBs.

e The only difference between HYBg and HYB is in how the matrices W are sampled. Consider
the distribution in HYBg. Since the PrmsGen algorithm samples D) using the trapdoor sam-
pling algorithm TrapGen, the matrices D@ are distributed statistically close to uniform (and
independently of all of the other components in pp). This means that the distribution of w®
for each ¢ € [n] is also statistically close to uniform (and independent of the other components
in pp). More precisely, by Theorem 3.5, A(W(©®), Uniform(Z3*™)) < ¢~". Correspondingly,

A(8YBg, HYBy) = A(W® | .. | W], Uniform(Z2X7™)) < ng™".
e In HYBj, each of the W is uniform and independent of the other components in pp. Thus,

if s # 0 and ¢ is prime (so Z, forms a field), then y, is uniformly distributed over Z¢". Since
we are assuming that s # 0, HYB; and HYBy are identically distributed.

e In HYBy, y, is uniform over Z¢", so by a union bound (over the components of y,),

o = 2FE +1
Pr[yx & ZZm Yz € BorderlineE] < nmu‘

From the above analysis, we have that in HYBy, for any fixed = € {0, 1}*,

(2E+1)p

Pr[y, € Borderlineg] < nm
q

+ng " <4dnpmkE - P
q
We take a union bound over all z € {0,1}”\ {0}:
Pr [Elx € {0,1}*\ {0} : y, «+ UREval(pp, k,z) ANy, € BorderlineE} <27 <4nmE . p) ,
q

which proves the claim. ]
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A.2 Proof of Theorem 4.20 (Perfect Correctness for Most Keys)

We show that Construction 4.19 is perfectly correct for almost all keys. First, let (pp,td) «
PrmsGen(1*) and k = s < SampleKey(pp). From Eq. (4.2), we have

_ (WO (A®) (RO © © ‘
pp = (W (AT s (AR et et B ietnsetar (€ )setn V) oy

Take any set S where |S| =t = poly()\), and let kg <— Puncture(pp, k, S). From Eq. (4.5), we have

_ 0 (O () (0
ks = (S, (W, @)jcp1, (B Dacm sem (0L iciscla) rery) )

We show that for all x € {0,1}”\ {SU{0}}, with overwhelming probability over the choice of pp
and s, Eval(pp, k, ) = PunctureEval(pp, kg, ). Consider the value of the evaluation and punctured
evaluation at some = € {0,1}*\ {SU{0}}:

e By definition, the Eval algorithm first computes the “unrounded” value y, where
Ve = S(w(l) —ZW . W) Z(wn)) e ZI™.
The output is y, = | ¥z | -
e By definition, the PunctureEval algorithm first computes the “unrounded” value y/, where
v, = (W(l) _ chl) |- wim _ Zg(cn)) ez,

The output is y,, = |¥;],- Now, for all € {0,1}*\ (S U {0}), we have that f;7(0) =0
and f°"(S) = 0, so by the specification of the Puncture and PunctureEval algorithms and
Theorem 3.6, we have that for all £ € [r],

) =sAl) ef,f) + (sBY + eg) GG v
=AY+ BUG (GG (V) 4o
= sZg) + e,

where HeX)H, Heg)H and He(g)H < B-mP@ = B.mO0eN gince d = O(log \), and fo) is
defined according to Eq. (4.3). Similarly, by definition, wl) = sWO 4 e&,@. Thus, we can

write ¥, = ¥, + e for some e € ZJ™ and where |e| < B - mOlogN),

Thus, yz = |yz1, = [¥3 ], = ¥; unless y, € Borderlinep where £ = B-mPU°g}) By Lemma A.8, for
the provided parameters, the probability that there exists x € {0,1}?\ {0} where y, € Borderlineg
is negligible, so we conclude that with overwhelming probability (over the randomness in PrmsGen,
SampleKey, and Puncture), Eval(pp, k, z) = PunctureEval(pp, kg, x) for all z € {0,1}*\ (S U{0}).

A.3 Proof of Theorem 4.21 (Almost-Functionality-Preserving for All Keys)

We begin by defining two hybrid experiments between an adversary A and a challenger:

e HYBg: In HYBy, the challenger begins by sampling (pp,td) + PrmsGen(1*). It gives pp to
A. Adversary A replies with a key k = s € [-B, B]™ and a set S C {0,1}*\ {0} of size t.
The challenger computes kg < Puncture(pp, k, S) and samples z Ex \ S. The output of the
experiment is 1 if Eval(pp, k, z) # PunctureEval(pp, kg, z) and 0 otherwise.
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e HYB;j: Same as HYBg, except when sampling the public parameters pp, instead of defining the
matrices W according to (4.1), the challenger instead samples W) & Zy=™ for all £ € [n].
The other components of pp are unchanged.

For an index i, we write HYB;(A) to denote the output distribution of HYB; with adversary A.
Showing that Construction 4.19 is almost-functionality-preserving for adversarial keys is equivalent
to showing that for all efficient adversaries A, Pr[HYB(A) = 1] = negl(A). To complete the proof,
we show that for all efficient adversaries A, HYBo(.A) and HYB(A) are statistically indistinguishable
and that under the 1D-SIS-R,,/ , , g assumption, Pr[HYB;(A) = 1] = negl(\).

Lemma A.9. Suppose the lattice parameters n, m,p, q satisfy the conditions in Theorem 8.5. Then,
for all adversaries A, the distributions HYBo(A) and HYB1(A) are statistically indistinguishable.

Proof. The only difference between the two experiments is that in HYB;, the matrices W) are
uniformly random. To see this, we first appeal to Theorem 3.5 to argue that each D is statistically
close to uniform in HYBgy. Moreover, they are sampled independently of all the other components in
the public parameters. Finally, since n = poly(\), we conclude that the public parameters generated
in HYBg and HYB; are statistically indistinguishable. O

We now show that for public parameters output by HYB1, no efficient adversary can produce a key
s € [ B, B]|"™ that violates correctness.

Lemma A.10. Suppose p = w(log)). Let m' = nmn and E = B - m@0°8N - Then, under the
1D-SIS-Rys p o5 assumption, for all efficient adversaries A, Pr[HYB1(A) = 1] = negl(\).

Proof. Suppose there exists an adversary A where HYB1(A) = 1 with non-negligible probability.
We use A to construct an algorithm B that breaks the 1D-SIS-R,, ,, , £ assumption. Algorithm B
proceeds as follows:

1. Parsing the 1D-SIS-R challenge. At the beginning of the experiment, algorithm B receives
a challenge d € Z;”/ from the 1D-SIS-R,, , 4 B challenger where m’ = nmn. It parses the
components of d = (dg)g)ae[n],ﬁe[m},ze[n]- For each £ € 7, it defines a matrix D) ¢ Zy<m

where the (o, ) entry of DO is dEﬁ)ﬂ.

2. Simulating the public parameters. Before simulating the rest of the public parameters,
algorithm B first samples x <~ {0,1}?\ {0}. It then simulates the rest of the public parameters

. . ¢ gt l L
pp as follows. First, B samples matrices (Ag ))je[p]a (A((l,)g)ae[n],ﬁe[m]a (Bz(',j))z‘e[t],je[p]v (C; ))jE[p]7
V© uniformly at random from Zy=™ for every £ € [n]. Then, for all £ € [n], it computes

¢ ¢ ~ (¢
o Al « EvalPy, (fiq, (A§~ el (A&,)g)ae[n],ﬁe[m]>,

J4 n ¢
° B;Sc) — Evalpk< o v(Bg,})iE[t},jG[P})’

4 4
° Cg(c) — Evalpk( §q7 (C§ ))je[p})7
and defines the matrix

w® — Ag) + B;K)G—l(c(f))(;—l (V(f)) + DO ¢ ngm.
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It sets

A0 ()

_ 0 (A® O O
PP = (W (A7) jep (Aas)actnl setm Bis)iet et (G5 ) et )gem’

and gives pp to A.

3. Solving the 1D-SIS-R challenge. After receiving the public parameters pp, A outputs a key
s € [-B,B]" and a set S C {0,1}*\ {0} of size t. If x € S, then B aborts the simulation and
outputs Fail. Otherwise, algorithm B computes the vector y*) =s-D® for all £ € [] and
checks if there exists an index §* € [m], ¢* € [n] for which yg:) €[-E,E)+ (¢/p)(Z+1/2).
If no such index exists, then B aborts the experiment and outputs Fail. Otherwise, it defines
the vector z = (2a,8,)acn),geiml el € Zq " as follows:

Sa =p* 0 =1
Za,Bl = { p=F5 (A.3)

0  otherwise,

where s, is the ot component of s. Algorithm B submits z € Z™ as the solution to the
1D-SIS-R; 4 p, £ challenge.

To complete the proof, we show that algorithm B perfectly simulates HYB; for A and moreover, that
whenever HYB;1(A) outputs 1, then B successfully solves the 1D-SIS-R challenge (up to a negligible
loss in advantage).

Correctness of the simulation. In the simulation, the matrices (Ag-é))je[p], (Kg?g)ae[n],ﬁe[m}a

(Bz(?)ie[t],je[p]v (C;.Z)) jelpl> V® are sampled exactly as defined in HYB;. Furthermore, by definition,
the 1D-SIS-R,,/ 5, 4.5 challenge d € Z;”/ is a uniform vector over ZZ”/, which means that each D is

also uniformly random for all ¢ € [n]. In addition, since D® is sampled independently of all of the
other components in pp, it follows that each of the W for ¢ € [7] is independently uniform, exactly
as required in HYB;. Thus, B perfectly simulates the pp according to the distribution in HYB;.

Correctness of the solution. By the previous argument, the public parameters perfectly hide
the point x from the adversary (the adversary only sees WO and not D@, so the D® is a one-time
pad encryption of the matrices that depend on x). Therefore, the set S output by the adversary is
independent of z. Since x is sampled uniformly at random from {0,1}* \ {0}, the probability that
x € Sist/(2° — 1) = negl(\) since ¢ = poly(\) and p = w(log A). Thus, without loss of generality,
we assume that = ¢ S (this only reduces B’s advantage by a negligible factor).

Suppose that the output of HYB1(.A) is 1. This means that A outputs a key k =s € [-B, B|"
and a set S C {0,1}* \ {0} such that for kg < Puncture(pp,k,S), we have Eval(pp,k,z) #
PunctureEval(pp, ks, z). We consider each of the values Eval(pp, k, ) and PunctureEval(pp, kg, x).

e By definition, the Eval algorithm first computes the “unrounded” value y,

Vo =s(WO 20 | ... | W — z0)
= S(D(l) |- D(??)) e Zm.

The output is y, = L'jﬂp.
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e By definition, the PunctureEval algorithm first computes the “unrounded” value y’,

y.=wmh =z | wm — gy e zim.
The output is y;, = |¥,],. Now, for all z € {0,1}*\ (S U{0}), we have that f;%(0) = 0 and
fon(S) = 0, so by the specification of Puncture and PunctureEval and Theorem 3.6, we have
that for all £ € [n],

z) =sA® + e 4 (sBY + elhGa1(c)Gg 1 (vO)

=s(A{) + BYGT(CY)GT (V) + el
=520 1 e,

eg)H and He(f)H < B-mP@ = B.mO0eN gince d = O(log \), and ng) is
defined according to Eq. (4.3). Similarly, by definition, w(®) = sW®) 4 e%@ where He%” <

B-mOU°eN) . Thus, we can write ¥, = ¥, + e for some e € Z{™ and where |le|| < B-m©OeV),

where Heg)

)

Thus, y, = [yz], = [¥;], = ¥, unless ¥, € Borderlineg? where E = B - mCP108)) | Equivalently, if
Yz # Y., then there exists indices 8* € [m] and ¢* € [n] where

Jogm e = (5,dY.)) € [~E, E] + (a/p)(Z +1/2),

where dg: € Zg is the (8*)™ column of D) and ¢, g« o« € Z, where we view y, = (,8,6) Be[ml el -
By construction of z from Eq. (A.3), we thus have

(d,2) = (5,d)) = G g - € [-E, E] + (a/p)(Z + 1/2).

Furthermore, since each components of z is either 0 or a component of s € [—B, B]", we have that
|z|| < B < B-m®U°8)), Hence, the vector z is a correct solution to the 1D-SIS-R challenge d. Thus,
if HYB1(A) outputs 1, then algorithm B successfully solves the 1D-SIS-R challenge (except with
negligible probability). Thus, the advantage of B is negligibly smaller than Pr[HYB;(A) = 1]. The
claim follows. O

Combining Lemmas A.9 and A.10, we conclude that under the 1D-SIS-R,, ), , g assumption, no
efficient adversary can find a key s € [-B, B]" and a constraint S where the behavior of the
punctured key kg and the real key S differ on a non-negligible fraction of the non-punctured
points. ]

A.4 Proof of Theorem 4.22 (Key-Injectivity)

Key-injectivity is a property only of the public parameters pp. To show this property, we use a
simple hybrid argument:

e HYBg: The output of this experiment is the public parameters pp where (pp, td) +— PrmsGen(1?).
Namely, the public parameters pp are generated according to Eq. (4.2).

9Unlike the proof of Theorem 4.20, we cannot appeal to Lemma A.8 because the secret key s here is chosen adversarially
and depends on the public parameters. This is the reason we rely on the 1D-SIS-R assumption.
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e HYB;: The public parameters pp are generated as in HYBy, except instead of computing W)
according to Eq. (4.1), the challenger instead samples W) & Zy=™ for all £ € [n]. The other
components of pp are unchanged and the challenger outputs pp.

By the same argument as in the proof of Lemma A.9, the distributions HYBy and HYB; are
statistically indistinguishable. It thus suffices to show that for the public parameters output by
HYB1, key-injectivity holds.

Lemma A.11. Suppose the public parameters pp are generated according to HYB1. Then,
PI‘[E!SO,Sl € [_Ba B]na T e {O’ 1},0 \ {0} : Eval(ppa S(),.T) = Eval(pp7sla $) N\ 8o 7& Sl] = negl()‘)

Proof. Suppose there exist two distinct keys sg # s1 € [-B, B]" and an « € {0,1}” \ {0} such that
Eval(pp, so, z) = Eval(pp, s1,z). We show that this event happens with negligible probability over
the randomness used to sample W in the public parameters. By definition of Eval, we can write

Eval(pp, so, z) = [so(W — Zxﬂp and Eval(pp,s1,z) = [s1(W — Zxﬂp,

where W = (W | ... | W), Z, = (Zg;l) | .-+ | ZM), and each Z(® is as defined in Eq. (4.3).
Thus, if Eval(pp, sg, ) = Eval(pp, s1, ), it must be the case that (sg —s1)(W — Z,) € [-B’, B']"™,
where B’ = q/2p. Since W is sampled independently of all components in Z, (sg —s1) # 0, and ¢ is
a prime (i.e., Z, is a field), this means that that the distribution of (sg — s1)(W — Z;) is uniformly
random over Zg". In particular, this means that

Pr [(so—s1)(W = Z,) € [-B', B"™] < (2B'/q)"™ = 1/p"™".

Wéz'gxnm
We now union bound over all possible values of (sg —s1) € [-2B,2B]" and all x € {0,1}” to
conclude that
2°(4B 4+ 1)"
Pr{3so,81 € Z2, @ € {0,1}°\{0} : Eval(pp, 50, @) = Eval(pp, s1,2)Asg # 51] < (pm) — negl(\).
Finally, since HYBy and HYB; are statistically close, the corresponding probability using the public
parameters in HYBg can only be negligibly different, and the theorem follows. O

A.5 Proof of Theorem 4.23 (Puncturing Security)

We will prove the theorem under the HybLWE,, .., .. . assumption where m; = nm(nm+(t+2)p+1)
and mg = nm (which is implied by the LWE,, ,, 4, assumption by Lemma A.5). We proceed via a
sequence of hybrid experiments between an adversary A, and a challenger.

e HYBo: This is the real puncturing security experiment ExptPuncp,.. 4(A,0) from Defini-
tion 4.16. Specifically, the challenger proceeds in each phase of the experiment as follows:

— Setup phase: At the start of the experiment, the adversary A commits to a challenge
set S C {0,1}*\{0} where S = {z;};c[y and a challenge point 2* € S to the challenger.
Then, the challenger generates the public parameters (pp,td) «+ PrmsGen(1%), PRF
key k = s « SampleKey(pp), punctured key kg <— Puncture(pp, k, S), and the challenge
evaluation y* < Eval(pp, k, z*) € ZJ". Tt gives pp, kg, and y* to A.
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— Query phase: Adversary A issues a polynomial number of evaluation queries to the
challenger. On an evaluation query x € S, the challenger computes y, < Eval(pp, k, z)
and gives y; to A.

— Output phase: Adversary A outputs a bit b € {0,1}, which is the output of the
experiment.

e HYB;p: Same as HYBg except when generating the public parameters pp during the setup phase,
the challenger samples W) & Zy*™ for all £ € [n].

e HYBo: Same as HYB; except during the setup phase, instead of sampling the matrices

( E?)Z el and (Cg-g))j <l uniformly at random, it first samples another set of matri-
ces (ﬁg?)ie[t] ielol’ (Cy))j ¢[p) Wniformly at random, and defines for all £ [n]
— BZ(.? = ﬁg? — ;- G forall i € [t] and j € [p],

~ ¥ =CY — a1 Gforallje

where z; ; is the j' bit of ; € S, and % is the 4% bit of x*.

e HYBj3: Same as HYBg except when computing the challenge value to be y* < Eval(pp, k, x*),
the challenger instead samples y* & 7™,

(0)

e HYB4: Same as HYBj3, except the matrices (Bi,j)ie[t],je[p}

and (ng))j el Are sampled uniformly

at random.

e HYB5: Same as HYBy4, except during the setup phase, the public parameters are gener-
ated according to PrmsGen. This corresponds to the ideal puncturing security experiment
ExptPuncyy .. 4(A, 1)

For an index ¢ and an adversary A, we write HYB;(.A) to denote the output of experiment HYB;.
We now show that the output distributions of each consecutive pair of hybrids are computationally
(or statistically) indistinguishable.

Lemma A.12. Suppose that the lattice parameters n,m, q, p satisfy the requirements in Theorem 3.5.
Then, for all adversaries A, |Pr[HYBo(A) = 1] — Pr[HYB1(A) = 1]| = negl(}).

Proof. Follows by the same argument as that used in the proof of Lemma A.9. O

Lemma A.13. For all adversaries A, |Pr[HYB1(A) = 1] — Pr[HYB2(A) = 1]| = 0.

. : () () .
Proof. Since the matrices (Bi,j)i el el and (Cj )j elp re sampled uniformly at random, the
corresponding set of matrices in the public parameters are also uniformly (and independently)
distributed. Thus, the output distributions of HYB; and HYBo are identical. ]

Lemma A.14. Suppose that 2°B - mPU1°eN) . p/q = negl(\), and let my = nm(nm + (t + 2)p +
1) and my = nm. Under the HybLWE,, ,1,) ms.qx asSumption, for all efficient adversaries A,
|Pr[HYB2(A) = 1] — Pr[HYB3(A) = 1]| = negl(\).
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Proof. Suppose that there is an adversary A where the output distributions of HYBy(A) and HYB3(.A)
are noticeably different. We use A to construct an algorithm B that breaks the HybLWE
assumption. Algorithm B proceeds as follows:

n,mi,ma2z,q,x

1. Parsing the HybLWE challenge. At the beginning of the experiment, algorithm B receives
a challenge (A, A, uj,uz) from the HybLWE, ,,, ... . challenger. Algorithm B interprets
the matrix Ay € Zy*™! as the concatenation of the following collection of matrices (each in
anm:

W (A A O R o0
(W ’(Aj )je[p]’(Aaﬁ)ae[n],ﬁe[m}’(Bi,j)ie[t},je[p} (C] )je[p}’)ee[n}'

Correspondingly, it interprets the vector u; € Z;" as the concatenation of the following
collection of vectors (each in Zg"):

~(0) (a0 5 (0) r(€) ~(0)
(w ’(aj )JGH ( 7ﬁ)ae[nl BEm]’ (bivﬂ')ie[t},je[p} (CJ )je[pl’)ﬁe[nl' (A-4)

It interprets the matrix Ag € Zg*™? as the concatenation of the collection of matrices
({7(5)) tepn] where each V() ¢ Zg‘xm. It interprets the vector ug € Z;* as the concatenation

of the collection of vectors (\7([)) teln] where v(©) € Zy* for each £ € [n)].

2. Simulating the public parameters and trapdoor. Algorithm B begins simulating an
execution of HYB; and HYBj3 for A. At the start of the setup phase, Adversary A commits
to a challenge set S = {z;},c[ and a challenge point z* € S. Algorithm B constructs the
components of the public parameters pp for each ¢ € [n] as follows:

« WO = WO,

° AS_Z) — KSD for all j € [p],

o A(% = A(e) for all & € [n] and S € [m],
. B(K) K)—x” G for all i € [t], ] € [p],

5 (
ZJ
. C§-) CSZ) ;‘..Gfor all j € [p],
e VO — \A/(E),

where x; ; denotes the 4 component of x; € S, and :U;‘ denote the j* component of z*. It
sets the public parameters pp to be

A0 ()

SING © ¢
o= (WO, (AL i (ALD) et e (B ety setr (€5 e V' ))eem

3. Simulating the punctured key. For the punctured key, B sets

. (€ A ~ (¢
ks = (S (W', (a ))je[pb(aa,)ﬁ)ae[nme{mb(bg,})ie[tm'e[p})ze[nﬂv

and gives kg to A.
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4. Common parameters for simulating PRF evaluations. Before describing how B sim-
ulates the challenge value and the evaluation queries, we define some common notation.
Specifically, for an input x € {0,1}?, we define the following vectors and matrices:

e 4 a4 ~ (£ ~ (£
a:(f) «— Evalpct (f:):q7 0, (A§ ))je[p]7 (A((I,)ﬁ)ae[n]:BE[mb ( 5 ))jE[p}a (a((x?ﬁ)ae[n]vﬁG[m}))
4 ~ (4
b{") + Evalee (£, S, (Bi,;)ie[t],je[p]v (bg,})ie[t],je[p]),

C + Evalyi(fe9, (Cge))je[p])v

xT

cl¥) « Evalee (££9, 2,5, (C\) 1, (€7) 1)

(A.5)

5. Simulating the challenge evaluation. To simulate the challenge evaluation y*, algorithm

B computes a;@, b;@, Cg;), and cg*) according to Eq. (A.5) for all £ € []. Then, it sets
2 =a 1 G 1c)a 1 (vO) — a1 (vO) 43O, (A.6)

for all £ € [n] and finally, it returns the vector

x* x*

vt = Wl) 2D w - z(’ﬂ _
p

6. Simulating the evaluation queries. When the adversary A makes an evaluation query
on an input z € S, algorithm B proceeds by computing a(xe), bg), Cg), and cg(f) according to
Eq. (A.5) for all £ € []. Then, it sets

2 = a® + BG ()G (V1) — clf, (A7)

T

for all ¢ € [n] and returns the vector

Vo = Lw(l) ORI O zgﬂ _
P
7. Output of the experiment. At the end of the experiment, algorithm A outputs a bit
b e {0,1}. Algorithm B simply echoes the bit b.

Correctness of the simulation. To complete the proof, we show that algorithm B correctly
simulates the views of either HYBy or HYB3 to A depending on whether the challenge vectors
uy = (v0) teln) € Zy'? consist of LWE samples or if they are uniformly random. We consider each
components in the simulation separately:

e Public parameters. In the HybLWE security game, the matrix A; is sampled uniformly at
random from ngml. Thus, B constructs the public parameters pp using the same procedure
as that in HYBy and HYBs;.

e Secret PRF key. The LWE secret s (chosen by the HybLWE challenger) plays the role
of the PRF key in the simulation. Note that HybLWE challenger samples s from the same
distribution as the SampleKey algorithm used in HYB2 and HYBs.
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e Punctured key. By definition of HybLWE, we can write the vectors in u; (Eq. (A.4)) as
follows:

w0 = sWO 4 e%@ = swO 4 ei,@

Ay) = s KED + efﬁj = SA§€) + efﬁ)’ i for all j € [p],

2, = sAU vel ;= sAU 1 el for all a € [n], 8 € [m],
b(? = SB( ) + 353)1 = (B(Z) +zi;-G)+ eg)l . for alli € [t],7 € [p],
cg@) = sC( ) + eg) = (C< ) 4 zi-G)+ eg)j for all j € [p],

for some s € [—B, B]|" and error vectors e%@, efﬁ)j, esf)a e eg)w, and eg)j that are sampled

from x"". Hence, the punctured key

() (Al -
ks = (5, (W, &) jep (B0 5acin) peim (b(,j))ze[t],je[m])ge[n]>

is correctly simulated as in HYBy and HYBj;.

e Evaluation queries. Suppose the adversary makes an evaluation query on an input x € S.
In HYB2 and HYB3, the challenger would reply with the real evaluation

¥, = Eval(pp,s,z) = [S(W(l) —ZW . W Z(zn)—‘ 7
p

where W) = W is the matrix in the public parameters pp and Z(®) is as defined in Eq. (4.3)
for all £ € [n]. We show that with overwhelming probability, algorithm B replies with the same
value. By Theorems 3.6 and 3.7, and the fact that fz7(0) =0 = fz%(2*) and f5°"(S) = 1, the

vectors ag(f), bg), and cg(f) from Eq. (A.5) satisfy the following relations:
a(z) = (Agf + £59(0) - D) + ef?v = sAgf) + eﬁfg,
b{) = s(BY) + f©(S) - G) + e, =s(BY) + G) +ef,),
c.(TZ) S(B:(f con($*) ) + eg)x — SC( ) ‘(fgc’

for error vectors He ({) CQ ‘ < B-mP@ = B.mOUogX) gince d = O(log A). Substi-

tuting into Eq. (A. 7) this means that in the simulation

20 — 2l 4 B GL(COYG (V) — of)

T x

= s(A0 + BOGL(C)G (VD)) + &)

= SZ(Z) + eé 35,

where Z is as defined in Eq. (4.3) and where Heg;)vH < B-m@0o8Y)  Thus, the simulation
evaluation y, has the form

Vo = Wn 2w égm

T
p



using the relation for w from Eq. (A.8) and where He(e)H < B-mPUoeN for all ¢ € [n).
This means that the simulated value y, and the real evaluation y, are identical as long as
Y. ¢ Borderlineg for E = B - mOUo8N) By Lemma A.8, for the provided parameters, we have
y.. ¢ Borderlinegp with overwhelming probability. Thus, the evaluation queries are correctly
simulated with overwhelming probability.

Challenge value. Using Theorems 3.6 and 3.7, and the fact that f:1 (O) =0and f"(5) =
fon (x*) = 1, the vectors (agﬁ))%[n], (bi@)ze[n], and (c;@)je[t] from Eq. (A.5) satisfy the
following relations:

al) = s(AY 4 r290) D) +el). =sAY 1+ &

a,x* a,x*’
bl) =s(BY) + f2"(S) - G) +ep ). =s(BY + G) +ef))., (A-8)
¥ =s(C¥ + 19" G) + el =s(C¥ +G) + e,
for all £ € [n] where Hegl* , el(f)m* , eg;* Olog ) Substituting into Eq. (A.6), this

means that in the simulation

29 — 2 1 p0G 1 (C )>G LVO) — OG-1(vi0) 4 5O
=s(A? + BYG (G (v) - v) 4 30 el
= S(Z;@ V) 43O 4 el

using the definition of Z;@ from Eq. (4.3) and where Heg;* O(log ) - Thus, for all

¢ € [nl,

W — 20 = sWw® — 70 1 vO) 3O 4 O (A.9)

using the relation for w(® from Eq. (A.8). We now consider the behavior of the challenger in
HYB and HYBs3 and show that if the vectors v(©) are LWE samples, then B correctly simulates
HYBy for A (with overwhelming probability); otherwise, if the vectors ¥() are uniformly
random, then B correctly simulates HYB3 for A.

— In HYBg, the challenger answers the challenge query using Eval(pp, s, *), which computes
and outputs the following:

y* = Eval(pp, s, z*) = [S(W(l) _ Z;l*) |- | w _ Z(n)ﬂ '
p

Suppose v\ = sV 4 eE,) where ey

becomes

@ s sampled from x". In this case, Eq. (A.9)

wO — 20 — s(WO 70y 4 60 _ )

and the simulated challenge evaluation has the form

y = Lw(l) — zil*)

= Ls(W(l) — ZS)) +@e® ey s(W — Z(’Z)) + (e — egl))—‘p
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Thus the simulated value y* and the real evaluation y* are identical as long as y* ¢
Borderline; for E = B - m@(°¢)) By Lemma A.8, for the provided parameters, y* ¢
Borderlineg with overwhelming probability, and so algorithm B correctly simulates the
challenge evaluation according to the specification of HYBs.

— In HYBS, the challenger answers the evaluation query by sampling y* & Zp". If each v
is a uniformly random vector over Zj' (and independent of all of the other components),

then from Eq. (A.9), w(®) — z:(ﬁ) is also uniformly random over Z;* for all £ € [n]. This
means that algorithm B’s response y* is uniformly random over Z]", in which case B

perfectly simulates the distribution in HYBj3.

By the above analysis, we have shown that if the vectors v(©) consist of LWE samples, then B
correctly simulates HYB3 for A (up to negligible error) and if they are uniformly random, then
B correctly simulates HYB4 for A (up to negligible error). Thus, if the outputs of HYBy(A) and
HYB3(A) are noticeably different, then B breaks the HybLWE,, ,,, ... . assumption with noticeable
probability. O

Lemma A.15. For all adversaries A, |Pr[HYB3(A) = 1] = Pr[HYB4(A) = 1]| = 0.
Proof. Same as the proof of Lemma A.13. O

Lemma A.16. Suppose that the lattice parameters n,m, q, p satisfy the requirements in Theorem 3.5.
Then, for all adversaries A, |Pr[HYB4(A) = 1] = Pr[HYB5(A) = 1]| = negl(A).

Proof. Same as the proof of Lemma A.12. O

Combining Lemmas A.12 through A.16, the extractable PRF Ilgpre from Construction 4.19 satisfies
puncturing security. O

Remark A.17 (Adaptive Security via Admissible Hash Functions). In the puncture pseudoran-
domness proof above, we prove selective security (Remark 4.4) to better demonstrate the key ideas
of our construction and proofs. Using admissible hash functions and partitioning [BB04b, Wat05],
we can tweak our construction to also achieve adaptive security. As in [BV15], we can augment the
PRF with another set of matrices that (in the security proof) encode an admissible hash function.
Since an admissible hash function can be implemented in NC!, this increases the modulus ¢ (and
therefore, the approximation factors for the worst-case lattice problems) by only a polynomial factor.

A.6 Proof of Theorem 4.25 (T-Restricted Pseudorandomness Given Trapdoor)

We begin by specifying the set S of restricted points for the PRF family. First, recall that
each choice of public parameters pp in Ilgprr induces a PRF family Fpp: K x X — Y. Take
(pp, td) < PrmsGen(1*), and write td = (h(f),th(@)ge[n]. The restricted set for the PRF family Fyy, is
the set of special points {h(é)} en)- We now show that IIgpgr satisfies T-restricted pseudorandomness
where T" = 7 for this particular choice of restricted points.

Proof of T-resticted pseudorandomness. We will prove the theorem under the HybLWE,, ,,, ..
assumption where m; = nm(nm + p(t + 2)) and my = nm (which is implied by the LWE,, ,,,/ 4
assumption by Lemma A.5). To show selective T-restricted pseudorandomness, we use the definition
based on Definition A.1 (with the modification from Remark 4.4). We proceed via a sequence of
hybrid experiments between an adversary A, and a challenger.
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e HYBo: This is the real security experiment ExptPRFy .. 4(},0) from Definition A.1. Specifi-
cally, the challenger proceeds in each phase of the experiment as follows:

— Setup phase: At the start of the experiment, the challenger samples a set of 1 special
points A & {0,1}2. It defines the restricted set T = {h(é)}ge[n] and sends 7 to the
adversary. The adversary then commits to a challenge point z* € {0,1}*\ (T U{0}). The
challenger samples the remainder of the public parameters using (pp, td) «- PrmsGen(1*)
using h(®) as the special points. It then samples a PRF key k < SampleKey(pp), and
computes y* <+ Eval(pp, k,z*). It gives (pp,td,y*) to the adversary. Note that this
procedure is identical to the behavior of PrmsGen as specified by Ilgprr.

— Query phase: Adversary A can then issue any (polynomial) number of evaluation
queries x € {0,1}* \ (T U{0}). For each of these queries, the challenger replies with
Yo < Eval(pp, k, ).

— Output phase: Adversary A outputs a bit b € {0,1}, which is the output of the
experiment.

e HYB;: Same as HYBg, during the setup phase, except instead of sampling the matrices
(0 A ) (0 0 :
(Aj )je[p]7 (Aaﬁ)ae[n},ﬁe[m]y (Bi,j)z‘e[t},je[pp and (Cj )je[p] uniformly at random, the chal-

N9 5(0)
JElp)’ ( aﬁ)aé[n]ﬁe[m]’ (B%J)ie[t},je[p]

((A:g@)j el uniformly at random from Z7*™, and defines for all £ € [n]

lenger first samples another set of matrices (Ky)) , and

O=AY Y. G forall j e ),
G =AY, —dY; G forall a € [n] and § € [m],

- BY =BY 2. Gforallic [t] and j € [p],

1, iy
~ ¢ =cY —ur Gforalljelp,

where h;Z) denotes the j* bit of h®), dgi)ﬁ denotes the (a, )" component of DO, and :L‘}k

denote the ™ component of z*.

e HYBs: Same as HYB; except when computing the challenge value y* during the setup phase,
the challenger samples y* & Z1™.

e HYBj3: Same as HYBg, except the public parameters are generated according to PrmsGen. This
corresponds to the ideal T-restricted pseudorandomness security experiment ExptPRFyy_,.. (A, 1)
from Definition A.1.

For an index i and an adversary A, we write HYB;(A) to denote the output of experiment HYB;.
We now show that the output distributions of each consecutive pair of hybrids are computationally
(or statistically) indistinguishable.

Lemma A.18. For all adversaries A, |Pr[HYBg(A) = 1] = Pr[HYB;(A) = 1]| = 0.
: : A0 NG B0 0
Proof. Since the matrices (Aj )je[p]’ (Aa,ﬁ)ae[n},ﬂe[m]’ (Bi,j)ie[t],je[p}’ and (Cj )je[p]
uniformly at random, the corresponding set of matrices in the public parameters are also uniformly
(and independently) distributed. Thus, the output distributions of HYBy and HYB; are identical. [J

are sampled
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Lemma A.19. Suppose 2°B - mPU0eN . p/q = negl()\), and let mi = nm(nm + p(t + 2)) and
mg =nm. Then, under the HypLWE,, .., ... .. assumption, for all efficient adversaries A, it holds
that |Pr[HYB;(A) = 1] — Pr[HYB2(A) = 1]| = negl(\).

Proof. This proof is very similar to the proof of Lemma A.14. Suppose there is an adversary A
where the output distributions of HYB;(A) and HYB2(A) are noticeably different. We use A to
construct an algorithm B that breaks the HybLWE assumption. Algorithm B proceeds as
follows:

n,mi1,m2,q,X

1. Parsing the HybLWE challenge. At the beginning of the experiment, algorithm B receives
a challenge (A1, Az, uj,uz) from the HybLWE, . . challenger. Algorithm B interprets
the matrix A € Zy*™! as the concatenation of the following collection of matrices (each in

ngm):
N <> (¢ 5 (¢ (0
(A e AR aep et B e e (€5 ))je[ﬂ]>£e '
[n]

Correspondingly, it interprets the vector u; € Zg" as the concatenation of the following
collection of vectors (each in Zg"):

A (6) A0 O (0) - (0)
(@) et @R actu,etms (B icty e & )je[m)eem' (410
It interprets the matrix Ag € Z;*™? as the concatenation of the collection of matrices

(\A/'(Z)) tepn] where each V() € ngm. It interprets the vector ug € Z;" as the concatenation

of the collection of vectors (\7([)) te] where each v(©) ¢ zm.
n] q

2. Simulating the public parameters and trapdoor. Algorithm B begins simulating an
execution of HYB; and HYB2 for A. At the start of the setup phase, algorithm B samples a
set of test points h() & {0,1}* for £ € [ ]. Tt gives the set T = {h(f)}ge[n] to A. Adversary
A then commits to a challenge point z* € {0,1}* \ (T U {0}). Next, for ¢ € [n], algorithm
B samples trapdoor matrices (D), tdp ) < TrapGen(1*). Algorithm B now constructs the
components of the public parameters pp as follows for each ¢ € [n]:

e A= RO 3. G forall j € o),

. i)ﬁ gi)ﬁ_d(f) -G for all a € [n] and 3 € [m],
o (7)_B£])— x7- G for all i € [t], j € [p],
.C§):6j€)_ - G for all j € [p],

o« VO = VO,

where hy) denotes the j* bit of A, dgf)ﬁ denotes the (v, 8)™ component of D), and )

denote the 5™ component of z*. Then, for £ € [5], it computes
(©) () A O
i Ah(l) « Evalppk (f;?e)’ (Aj )je[p]a (AOC,,B)aE[n],BE[m])a
n ¢
° B(<)/z> < Bvaly (f}cfew (Bg,j))iE[t],jE[va

¢
° C;(ﬂ)m « Eva'pk<f2?e>v(c§))je[p]>,
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and
{4 l — nxm
wO =A% + B a1(cl))a1(v) + DO e zmxm,
Finally, it sets the public parameters pp to be

A0 ()

_ ‘ 0 ) L
op = (WO (A7) e (AL i et (B e (C5) eV )>ee[n]

and the trapdoor td = (h(g)’th“))ZG[n]'

. Common parameters for simulating PRF evaluations. Before describing how B simu-
lates the challenge value and the evaluation queries, we define some common notation. First,
define the multi-set S, that consists of ¢ copies of z* (that is, the bitwise representation of
Sy is a*||z*|| - - - ||lo* € {0,1}%). Next, for an input x € {0,1}”, define the following vectors
and matrices:
(0) eq ) A (0 A (0) NG

Ay Eva|PCt(f h ’(AJ )]G[p} (Aa,ﬁ)ae[n]ﬁe[m]’( J )je[p} ( ,ﬁ)ae[n] Be[m])

() O (0)
(B ’]) t]vje p]’ (bi’j)ie[t]vje[p])7
(
i )jelp)

* 0 ¢
C £) — Evalct(fqum ) C )] (Cg ))]E[P])

bl + Evalee (£, S+,
) p (A.11)
Cl) « Evaly(fe ,(c

xT

In addition algorithm B first computes al ()(,), b(z()g), Cgf()e) for all £ € [n] according to Eq. (A.11),
and computes for all £ € [n],

¢ 0 1m0 e
wlt) = aga)z) + bga)@G I(Cé()@)G Lve, (A.12)

. Simulating the challenge value. To simulate the challenge evaluation y*, algorithm B

0 p© ¥

computes a,, according to Eq. (A.11), and the vector

20 =al +pl9Gc 1 c))a (v - a1 (vO) 4O, (A.13)
for all ¢ € [n]. It defines the vector
y* = {(W(l) 2Dy [ (w® - z;@ﬂ 7
p

where the vectors w(¥) are defined in Eq. (A.12). Algorithm B gives (pp, td,y*) to A.

. Simulating the evaluation queries. When the adversary A makes an evaluation query
z €{0,1}”\ (T U{0} U {z*}), algorithm B computes al b o according to Eq. (A.11)
and the vector

) =al’ + pG(Cc)G I (VY), (A.14)

for all £ € [n]. It replies with

Vi = un) —zM) [ | (W — z(n))-‘ :
P
where the w(¥) are as defined in Eq. (A.12).
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6. Output of the experiment. At the end of the experiment, algorithm A outputs a bit
b€ {0,1}. Algorithm B simply echoes the bit b.

Correctness of the simulation. To complete the proof, we show that algorithm B correctly
simulates the views of either HYB; or HYBs to A depending on whether the challenge vectors
up = (v0) tey) € Zg'? consist of LWE samples or if they are uniformly random. First, by definition
of HybLWE, we can write the vectors in u; (Eq. (A.10)) as follows:

A (6) ~(t (

;= sAj ) 4 egf) = S(Ag-e) + h§€) G) + eA)J for all j € [p],
égﬁ)ﬁ = S;&(@ + X)a’ﬂ = S(Agi)ﬁ + dgf)ﬁ G) + e%)aﬂ for all « € [n], 8 € [m],
f)g? = SBEJ) eg?i’j = s(BE? +27 - G) + eg?m for all i € [t],] € [p],
65{3) = say) + eg?j = s(ng) +27-G) + eg?j for all j € [p],

0 L0 0
for some s € Z; and error vectors eA], €A 03 €Bi > and e

and 3.7, and the fact that f; <z>( ) =1, vt (Sz+) = 0, the vectors ag()g) and bgﬁ)@ from Eq. (A.11)
satisfy the following:

© j sampled from x™. By Theorems 3.6

4 4 l 4
2 = S<A< )+ £, () D) + o = (A9, D)+,

¢ n ¢ ¢ ¢
bé()a — s(B}\ <e> + frin (Ses) - G) + ei),)h(z = SB(<)e) + ei,)h(e

for all £ € [n] where He b h(@ } < B-mO@d = mOUoed) gince d = O(log \). Substituting into
Eq. (A.12), this means that in the simulation,

l l — l —
w® = afl, + by, G(C}(,)G(V?)
— 14 — L
=s(A!), + D +BY), aL(C!))G (VD)) + e
=sW® 4 el (A.15)

for all ¢ € [n] and where Hesf)H < B-mO®U°8Y) Now, we consider each component in the simulation
separately:

e Public parameters and trapdoor. In the HybLWE security game, the matrix A; is sampled
uniformly at random from Zg>*"™*. Thus, B constructs the public parameters pp and trapdoor
td using the same procedure as that in HYB; and HYBs.

e Secret PRF key. The LWE secret s (chosen by the HybLWE challenger) plays the role of
the PRF key in the simulation. Note that the HybLWE challenger samples s from the same
distribution as the SampleKey algorithm used in HYB; and HYB..

e Evaluation queries. Suppose the adversary makes an evaluation query on an input x €
{0,1}#\ (T U {0} U {z*}). In HYB; and HYBg, the challenger would reply with the real
evaluation

¥, = Eval(pp,s,z) = [s(W(l) —ZzM | W) Zgﬂ)ﬂ ,
p
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where W is the matrix in the public parameters pp and Zg) is as defined in Eq. (4.3) for
all ¢ € [n]. We show that with overwhelming probability, algorithm B replies with the same

value. By Theorems 3.6 and 3.7 and the fact that f° (h(é)) =0 = f°"(Sz+), the vectors al!)
and b'" from Eq. (A.11) satisfy the following relations:

¢ : ¢ ¢
al®) =s(AY)) + f29(h) - D) + el = sAl + e,

b{) = (B[, + f£(S,+) - G) +ef)), = sBy), ey,

for error vectors HegﬂH, ||eg)cc|| < B-mO@U°8N)  Substituting into Eq. (A.14), this means that
in the simulation,

using the definition of ZY) from Eq. (4.3) and where ||e¥36|| < B -mO@UeN  Thus, for all

¢ e [n]
w® — 20 = s (WO _ 7)) 4 8,

using the relation for w(®) from Eq. (A.15) and where ||| < B -m©0°€N)  Thus, the
simulated evaluation y, satisfies the following:

— [S(Wu) —Z0) 46 || s(W —Z0) + ém)}

P
This means that the simulated value y, and the real evaluation y, are identical as long as
V. ¢ Borderlinep for E = B - m©@1°¢) By Lemma A.8, ¥, ¢ Borderlinep with overwhelming
probability. Thus, the evaluation queries are correctly simulated with overwhelming probability.

Challenge value. By Theorems 3.6 and 3.7 and the fact that fo. (h(g)) =0, f"(Sy+) =1,
and foo (a;*) =1, the vectors a®) b ¥

T x* CiE*

satisfy the following relations:
) — s(Aff*) + f;f(h(e)) ‘D) + eﬁf?ﬂ = sA(x@ + egf)x*

(
b;*) = s(B;@ + [2"(Se) - G) + eg)z* = s(B(@ +G)+ eif)w*
(

T

)= s(C 4 f9(2%) - G) + el = s(C + G) + el

for error vectors ||ez(fgc* I, ||eg)x* Il, ||e.(fji,* | < B-m@U°eN)  Substituting into Eq. (A.13), this
means that in the simulation,

20 = a® + bOGLC)G 1 (VD) — DG 1(V©O) 4 ¢
—s(AY + BYGH(C)GH(VO) - V) 4 30 4 o,
=s(z!) = vO) 130 4 &)

z,x*
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using the definition of Zg) from Eq. (4.3) and where ||eg;*|| < B-m@098N)  Thus, for all
¢ [,
wl — 2 — (WO -zl L vO) _ 30 1 &®), (A.16)

using the relation for w(® from Eq. (A.15) and where Hé(e) | <B- m©U°8 X)) We now consider
the behavior of the challenger in HYB; and HYB2 and show that if the vectors v are LWE
samples, then B correctly simulates HYB; for A (with overwhelming probability); otherwise, if
the vectors v(¥) are uniformly random, then B correctly simulates HYB; for A.

— In HYBy, the challenger answers the challenge query using Eval(pp, s, z*) which computes
and outputs the following;:

y* = Eval(pp, s, z*) = LS(W(I) _ Zil*) | W Z(n))-‘ ‘
p

Suppose v = sV 4 eg) where es,f) is sampled from x". In this case, Eq. (A.16)

becomes
w =5 = (WO —7) + (0 — "),

T*

and the simulated challenge evaluation has the form

v = L(W(l) —2 Dy (w — ngﬂp
= Ls(W(I) - zg{)) + (e — eg)) |oen | S(w(n) _ ng) + (e — egl))"

p

Thus, the simulated value y* and the real evaluation ¥* are identical as long as y* ¢
Borderlineg, for E = B - mP1°¢Y) By Lemma A.8, 7* ¢ Borderlineg with overwhelming
probability, and so algorithm B correctly simulates the challenge evaluation according to
the specification of HYB; if the vectors v(©) are LWE samples.

— In HYBs, the challenger answers the evaluation query by sampling y* & Z)". 1f each v
is a uniformly random vector over Zj" (and independent of all of the other components),
x*
This means that algorithm B’s response y* is uniformly random over Z;}™, in which case
B perfectly simulates the distribution in HYBs.

then according to Eq. (A.16), w(®) — 2\ is also uniformly random over Zg* for all £ € [n].

By the above analysis, we have shown that if the vectors v() consist of valid LWE samples, then B
correctly simulates HYB; for A (up to negligible error) and if they are uniformly random, then B
correctly simulates HYB; for A (up to negligible error). Thus, if the outputs of HYB1(A) and HYB2(.A)
are noticeably different, then B breaks the HybLWE with noticeable probability. O

n7m17m27q7x
Lemma A.20. For all adversaries A, |Pr[HYBa(A) = 1] — Pr[HYB3(A) = 1]| = 0.
Proof. Same as the proof of Lemma A.18. O

Combining Lemmas A.18 through A.20, construction Ilprg satisfies T-restricted pseudorandomness
for T' = n. O
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A.7 Proof of Theorem 4.26 (Robust Extractability)

By inspection, the TestCandidate algorithm in Ilgprp satisfies the generalized candidate testing
properties from Remark 4.10. It thus suffices to show that Ilgprp satisfies robust extractability.
First, we show that the TestCandidate algorithm for Ilgprr satisfies the requirements for robust
extractability. Then, we show that the output of the real extraction experiment ExtReal 4(\, 1, €2) is
statistically indistinguishable from the output of the ideal extraction algorithm Extldeal 4(\,e1,¢€2).

Statistical properties of TestCandidate. Both properties follow from Hoeffding’s inequality. Take
(pp, td) < PrmsGen(1?), any key s € [~ B, B]® and any circuit C: {0,1}* — Z]™.

e Suppose C(-) ~, Eval(pp,s,-). Then
Pr[z; & {0,1}7: C(x;) # Eval(pp,s,x;)] <e1 =& — 0.
Let Ns be the number of indices i € [¢] where C(z}) # Eval(pp,s,z}), £ = )\/6%, and
Ty, T & {0,1}*. By Hoeffding’s inequality,
Pr[Ns > £€] < Pr[|Ns — (€ — 8)¢&| > 6€] < 2720°) = 2790 = negl()).
Thus, in this case, TestCandidate outputs 1 with probability 1 — negl()).
e Suppose C(-) %., Eval(pp,s,-). Then
Pr[z; & {0,1}7: C(x;) # Eval(pp,s, x;)] > €2 =€ + 0.
Again by Hoeffding’s inequality,
Pr[Ns < e€] = Pr[|Ns — (¢ + 0)¢| > 6¢] < 27900 = 279N = negl(\).

Thus, in this case, TestCandidate outputs 1 with negligible probability.

Indistinguishability of ExtReal and Extldeal. We proceed via a sequence of hybrid experiments
between an (unbounded) adversary A, and an (unbounded) challenger.

e HYB(: This is the real extractability experiment ExtReal 4(\, €1, €2) from Definition 4.9. Specif-
ically, the challenger proceeds in each phase of the experiment as follows:

— Setup phase: The challenger samples (pp, td) < PrmsGen(1%) and gives pp to A.

— Query phase: Whenever A makes an extraction query on a circuit C': {0,1}* — Z}™,
the challenger replies with Extract(pp,td, C).

— Output phase: At the end of the experiment, the adversary A outputs a bit b € {0, 1},
which is also the output of the experiment.

e HYB;: Same as HYBg, except the challenger implements the ExtractCandidates sub-algorithm
(used by Extract) using the following (inefficient) algorithm that does not rely on the lattice
trapdoors tdp ) in td:
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— ExtractCandidates(pp, td, C'): On input the public parameters pp (as specified in Eq. (4.2)),
a trapdoor td = (hw)’th“))ee[n}’ and a circuit C: {0,1}* — Z}™, the candidate
extraction algorithm first evaluates the circuit C' on the test points h(¥) to obtain
(yge) | -] yg)) — C(h®) for all £ € [n]. For each £ € [n)], if there exists a unique
s € [-B, B]" such that

4 14
v = [s(W - z;(g))]p, (A.17)

where ng()z) is defined according to Eq. (4.3), then set s = s, and otherwise, set s = L.

Output the set of all s() where s() £ 1.

e HYBo: Same as HYBj, except during the setup phase, the challenger samples the trapdoor
matrices D) & Zy*™ in the public parameters pp uniformly at random for all £ € [n]. Tt
leaves the trapdoors tdp ) unspecified (since nothing in the experiment depends on them).

e HYBj3: Same as HYBg except the challenger implements the ExtractCandidates sub-algorithm
(used by Extract) using the following (inefficient) algorithm that does not depend on any
trapdoor td:

— ExtractCandidates(pp, C'): On input the public parameters pp (as specified in Eq. (4.2)),
and a circuit C: {0,1}? — Z}™, check if there exists a unique key s € [—B, B]" such
that C(-) ~, Eval(pp,s,-). If so, then output the singleton set {s}; otherwise, output
the empty set @.

By design, this is the ideal extractability experiment Extldeal 4(\,e1,¢€2).

Lemma A.21. Suppose the conditions in Theorem 3.5 hold, m > 2nlogq, and [q/p] < q/4.
Then, for all adversaries A that makes @ = poly(\) extraction queries, we have |Pr[HYB0(.A) =
1] — Pr[ayB;(A) = 1]| = negl(}).

Proof. The only difference between the experiments HYBg and HYB; is in the way the challenger
implements the ExtractCandidates algorithm.

e In HYBy, the ExtractCandidates algorithm computes s(©) «+ Invert(th(e),yée)) for each ¢ € [n],

where the values (yg) |- y,(,e)) are derived from C(h(¥).
e In HYBq, the ExtractCandidates algorithm computes (ygz) |- yq(f)) — C(h") as above, and

then tries to finds a key s € [—-B, B|" where
¢ ‘
yé ) = \‘S(W(Z) _ ZEZ()@))—‘ — \‘S . D(g)—‘ .
P D
If such a vector exists, then it sets s() = s, and otherwise, it sets s = 1.

The rest of the logic is identical in HYBy and HYB1. Hence, it suffices to show that the distribution of

the vectors s(¥) for £ € [n] in the two experiments are statistically indistinguishable. By construction,
DO =w® — Zg()é) for all £ € [n] in both experiments. By Theorem 3.5, if there exists a vector
s € [-B, B]" for which Ls : D(mp = yy), the challenger in HYBq will set s = s with overwhelming

probability. If no such vector s exists, then it will set s(Y) = 1 with overwhelming probability. Again
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by Theorem 3.5, the matrices D are statistically close to uniform over Zy ™, so by Lemma A.6, if

there exists s € [—B, B]" such that Ls . D(mp = yéz), then s is unique with overwhelming probability.
Thus, with overwhelming probability, the output of ExtractCandidates in HYBy and HYB; will be
identical. The lemma then follows by a union bound over the number of times = poly(\) the
Extract algorithm is invoked in the two experiments. O

Lemma A.22. Suppose the conditions in Theorem 3.5 hold. Then, for all adversaries A, we have
that | Pr[HYB1(A) = 1] — Pr[HYB2(A) = 1]| = negl(}).

Proof. Follows immediately from Theorem 3.5. 0

Lemma A.23. Suppose gpre satisfies key-injectivity (Definition 4.11), n = w(log A), m > 2nlogq,
[q/p] < q/4, and eo < 1/2. Then, for all adversaries A that makes Q@ = poly(\) extraction queries,
we have that | Pr[HYBy(A) = 1] — Pr[HYB3(A) = 1]| = negl(}).

Proof. We use a hybrid argument. First, let HYBg o = HYB2. Then, for i € [Q], we define HYBy; to
be the experiment where the first ¢ extraction queries the adversary makes are answered according
according to the specification in HYBs and the remaining () — ¢ queries are answered according
to the specification in HYB3. By construction, HYBg g = HYB3. We now show that for all i € [Q],

HYB2 ;1 2 HYBg ;. It suffices to consider the ith extraction query the adversary A makes. Let C be
the circuit A submits to the challenger on its i** query. We consider two cases:

Case 1. Suppose there exists a key s* € [-B, B]" where C(-) ~., Eval(pp,s*,-). Since Ilgpre
satisfies key-injectivity and €9 < 1/2, we can appeal to Lemma 4.12 to argue that s* is in fact unique
(with overwhelming probability). Consider the challenger’s behavior in HYBy ;1 and HYBg ;:

e In HYBy,;, the ExtractCandidates algorithm will output {s*}. In this case, the challenger
then computes bg« < TestCandidate(pp, C,s*). The challenger replies to the extraction query
with L if b« = 0 and s* if bg« = 1.

e In HYBg;_1, the ExtractCandidates algorithm first computes (ygg) [ -] y,(f)) — C(h9) for all
¢ € [n], and defines s() € [-B, B]™ to be the unique vector (if there is one) where

(0 _ | ¢ ) _ | ¢
yi = LS( (W _thﬂ — LS( ). Pl )1
P p
Note that if s() exists, then it is unique (with overwhelming probability) by Lemma A.6. We

now proceed as follows:

— First, we show that with overwhelming probability, there exists some ¢ € [n] such that
C (h(e)) = Eval(pp, s*, h(é)). By construction of HYBg;_1, the view of the adversary prior
to its iM extraction query is entirely independent of A9 for all ¢ € [7]. This means
that the challenger can sample k() & {0,1}* after the adversary has submitted its i*®
extraction query C. Since C(-) ~, Eval(pp,s*,-), and all of the points 2(*) are sampled
uniformly and independently from {0, 1},

Pr[vl € [n] : C(h¥)) # Eval(pp,s*, h\9)] < &l < 1/2" = negl()),

since g2 < 1/2 and n = w(log A).
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— Thus, with overwhelming probability, there exists ¢ € [n] where

C(h®) = Eval(pp,s*, h¥)) = LS* (DO |- D(n))l
p

where the last equality follows by definition of Eval and the public parameters pp. This
means that in HYBo;_1, the challenger will set s = g*. Now, let S C Zq be the set of
candidate keys output by ExtractCandidates on the i*" query in HYBg;—1. To compute the
response to the extraction query, the challenger computes bg <— TestCandidate(pp, C,s)
for each s € S. It outputs s if bs = 1. By the above analysis, with overwhelming
probability, s* € S. Suppose there exists another key s € S where s # s*. Since s* is the
unique key where C(-) ~., Eval(pp,s*,-), it follows that C(-) ., Eval(pp,s,-). Then, by
the statistical properties of TestCandidate, the bit bs = 0 for all s # s* with overwhelming
probability. Since |S| < n = poly(}), it follows that with overwhelming probability bs = 0
for all s € S where s # s*. In this case, the challenger in HYBg;_; replies with s* if
bsx =1 and L if bs» = 0. This is exactly the challenger’s behavior in HYB2 ;. Hence, the
challenger’s behavior in HYBg ;1 and HYBg; is statistically indistinguishable.

Case 2. Suppose that for all keys s € [-B, B|", it is the case that C(-) ., Eval(pp,s,-). We again
consider the challenger’s behavior on the it extraction query in HYBg ;1 and HYBg;.

e In HYBy;, the ExtractCandidates algorithm will always output @ in this case. Thus, the
challenger always responds with L.

e In HYBg;—1, let S C Zj be the set of candidate keys output by ExtractCandidates on the ith
query in HYBg;_;. The challenger in HYBy;_; computes bs <— TestCandidate(pp, C,s) for each
s € S. For all s € S, since C(-) %, Eval(pp,s,-), it follows by the statistical properties of
TestCandidate that bs = 0 with overwhelming probability. Since |S| < 1 = poly(}), it follows
by a union bound that bg = 0 for all s € S with overwhelming probability. Equivalently, the
challenger replies with | with overwhelming probability.

We see that in both cases, the challenger’s response to the i*® extraction query in HYB2;_1 and HYBa ;
are statistically indistinguishable. Finally, since the adversary makes at most () = poly(\) queries
(and so, there are polynomially many hybrids), we conclude that HYBs and HYBj3 are statistically
indistinguishable. O

Combining Lemmas A.21 through A.23, we conclude that the extractable PRF construction Ilgprg
from Construction 4.19 satisfies (£1, e2)-robust extractability. O]

B Analysis of Watermarking Schemes

In this section, we provide the formal analysis of our watermarking schemes from Section 5.

B.1 Analysis of Mark-Embedding Watermarking Scheme

In this section, we provide the security analysis of our basic mark-embedding watermarking scheme
(Construction 5.17).

70



Proof of Theorem 5.18 (Correctness). We show that both of the correctness requirements are
satisfied. Take (pp,wsk) < Setup(1*), k < F.KeyGen(pp) and C < Mark(wsk, k). By definition of
ITwm, this means that k <— EX.SampleKey(pp), and moreover C' := EX.PunctureEval(pp, &', ), where
k' + EX.Puncture(pp, k, {x] };ic5)) where (z7,...,23) + PRF(kprr, k) € XA

e Functionality-preserving: Since the public parameters pp and the key k are sampled
honestly, by correctness of Ilgprp, with overwhelming probability

C(x) = EX.PunctureEval(pp, k', z) = EX.Eval(pp, k, z) = F(k, z)
for all x ¢ {x]};c(x- This means that C(-) ~c F(k,-) for e = A/ |X] = negl(}).

e Extraction correctness: From above, we have that with overwhelming probability, C(-) ~
EX.Eval(pp, k, -) for € = negl(\). Since €1 = 1/poly(\), by (e1,e2)-robust extractability (and
key-injectivity) of IIgprp, we have that with overwhelming probability, EX.Extract(pp, td, C)
outputs k. In this case, the extraction algorithm checks whether C(x}) # EX.Eval(pp, k, z})
for all i € [A], where (x7,...,23) < PRF(kprr, k). By definition of C, this is equivalent to
checking whether EX.PunctureEval(pp, k', z}) # EX.Eval(pp, k, z}) for all i € [A]. By definition
k' is obtained by puncturing k at (z7,...,z}), so by puncturing security!? of Ilgpre, with
overwhelming probability, EX.PunctureEval(pp, k', z}) # EX.Eval(pp,k,z]) for all i € [\].
Hence, with overwhelming probability, Extract(wsk, C') = MARKED.

Proof of Theorem 5.21 (Unremovability). We proceed via a sequence of hybrid arguments.
Without loss of generality, we assume that the adversary makes at most one challenge query
(otherwise, the adversary is not admissible).

e HYBo: This is the real watermarking security game ExptWMp, = 4(A) from Definition 5.10.
Specifically, the experiment proceeds as follows.

1. First, the challenger samples kpre ¢ Kpre and (pp, td) < EX.PrmsGen(1%). It gives pp
to the adversary.

2. The challenger responds to the adversary’s oracle queries as follows:

— Marking oracle. On input a key k € Kgprr, the challenger first computes
the test points (z},...,x3%) < PRF(kprr,k) as well as the punctured key k'
EX.Puncture(pp, k, (z7,...,2})). Finally, it outputs the circuit C: X — ) where
C(-) = EX.PunctureEval(pp, &', -).

— Extraction oracle. On input a circuit C: X — ), the challenger first computes
k < EX.Extract(pp,td,C). If k = L, it outputs UNMARKED. Otherwise, it computes
(x7,...,2%) < PRF(kprr, k) and outputs MARKED if C(x}) # EX.Eval(pp, k, z}) for
all i € [\], and UNMARKED otherwise.

— Challenge oracle. The challenger first samples a key Z;: < EX.SampleKey(pp). Then,
it computes the test points (Z7,...,23) < PRF(kprr, k) as well as the punctured key
ko« EX.Puncture(pp,lE:7 (#1,...,2%))- It outputs the challenge circuit C:x =Y

where C(-) = EX.PunctureEval(pp, ¥, -).

108pecifically, if the punctured key agreed with the real key at a punctured point with noticeable probability, then an
adversary can break security of the punctured PRF with the same advantage.
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3. At the end of the experiment, after the adversary outputs its circuit C: X — ), the
challenger treats C' as an extraction query and proceeds accordingly. The output of the
extraction query on C'is the output of the experiment.

e HYBi: Same as HYBy, except that at the beginning of the experiment, the challenger samples
a uniformly random function f & Funs[Keprr, X]. For the rest of the experiment, the
challenger always uses f(-) in place of PRF(kpgg, -).

e HYBo: Same as HYB1, except the challenger initializes an empty set T" at the beginning of the
experiment. During the experiment, whenever the adversary makes a marking oracle query
for a key k € Kgpgrr, the challenger adds k to T' (if it is not already contained in T'). When
the adversary makes a challenge query, the challenger adds the challenge key k € Keprr to T
During the experiment (and when computing the output), the challenger uses the following
procedure to implement the extraction oracle queries:

— Extraction oracle. On input a circuit C: X — ), the challenger computes by
EX.TestCandidate(pp, C, k) for each k € T. If b, = 0 for all k € T', it outputs UNMARKED.
If by, = 1 for some k € T, the challenger computes (z},...,z}) < f(k). If C(z}) #
EX.Eval(pp, k, z}) for all i € [A], the challenger outputs MARKED; otherwise, it outputs
UNMARKED.

In particular, the challenger’s behavior in HYBo no longer depends on the trapdoor td.

e HYB3: Same as HYBg, except whenever the challenger computes EX. TestCandldate(pp, ,l%),
where k is the challenge key, it instead computes EX.TestCandidate(pp, - ,C) where C is the
challenge circuit.

e HYB4: Same as HYB3, except at the beginning of the security game, the challenger samples ran-
dom values g7, ..., 93 & Y. Then, whenever the challenger needs to compute EX. Eval(pp, k L ET)
for i € [A] after the adversary has made a challenge query, the challenger uses the value Ur
instead. Here, k is the challenge key and (2%, .. L a3) « f(k).

e HYBj5: Same as HYBy4, except the challenger no longer adds the challenge key k to the set
T when responding to the challenge oracle. Moreover, it uses the following procedure to
implement the extraction oracle:

— Extraction oracle. The pre-challenge extraction queries are handled as in HYBj.
On a post-challenge extraction query C': X — Y, the challenger computes b; <«

EX.TestCandidate(pp, C, (), and outputs MARKED if b; = 1. Otherwise, the challenger
proceeds as in HYBy.

For a hybrid experiment HYB;, we write HYB;(A) to denote the output distribution of hybrid
experiment HYB; with adversary A. For an integer i, we define the advantage Adv;;;1(A) as

Adv; ;11(A) := |Pr[HYBo(A) # MARKED]| — Pr[HYB; (A) # MARKED]| .

We now show that for all efficient adversaries A, the advantage between each consecutive pair of
hybrid experiments is negligible, and moreover, that Pr[HYB5(A) # MARKED| = negl(}\).
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Lemma B.1. Suppose Ilprf is a secure PRF. Then, for all efficient adversaries A, Advg1(A) =
negl(\).

Proof. Suppose there is an efficient adversary A where Advg 1(.A) is non-negligible. We use A to
construct an efficient adversary B for Ilprp. Algorithm B simulates experiment HYBq for A exactly
as prescribed, except whenever it needs to compute PRF(kpgrg, ) on an input k € Kgpgr, algorithm
B forwards k to the Ilpgrr challenger and uses the response (z7},...,z%) € X A as the value for
PRF(kpre, k). At the end, B computes the output of the experiment and outputs 1 if the output is
not MARKED, and 0 otherwise. If the IIprr challenger responds with pseudorandom values, then BB
perfectly simulates HYBq for A, and if the challenger responds with evaluations of a truly random
function, then B perfectly simulates HYB; for A. Thus, the distinguishing advantage of B is precisely
Advo,1, and the claim follows. O

Lemma B.2. Suppose Ilgprg satisfies key-injectivity and (e1,e2)-robust extractability for eo < 1/2.
Then, for all (unbounded) adversaries A, Advy 2(A) = negl(\).

Proof. We begin by defining an intermediate hybrid experiment HYB) as follows:

e HYB): Same as HYBj, except the challenger uses the following (inefficient) algorithm to
implement the extraction oracle:

— Extraction oracle. On input a circuit C': X — ), the challenger checks if there is a
unique key k € Kgprr where C(-) ~., EX.Eval(pp, k,-). If so, the challenger computes
by, <+ EX.TestCandidate(pp, C, k). If no such k exists or if by = 0, the challenger replies
with UNMARKED. Otherwise, it computes (z7,...,2}) < f(k) and outputs MARKED if
for all i € [\], C(z;) = EX.Eval(pp, k, z;), and UNMARKED otherwise.

Essentially, HYB] is identical to HYB; except we replace EX.Extract(pp, td, -) with the ideal extraction
procedure from Definition 4.9.

Claim B.3. If llgprr satisfies (g1, 2)-robust extractability, then for all (unbounded) adversaries A,
the output distributions of HYB1(A) and HYB) (A) are statistically indistinguishable.

Proof. Follows immediately from the fact that IIgpre satisfies (e1,£2)-robust extractability. O

Next, we show that the output distributions of HYB] and HYBs are also statistically indistinguishable.
Let @ = poly(A) be a bound on the number of extraction queries A makes. Define HYB’L0 = HYB],
and for £ € [Q)], define a hybrid experiment HYB , as follows:

e HYB ,; Same as HYB] except the first £ extraction queries are handled using the procedure in
HYB2, while the remaining extraction queries are implemented using the procedure in HYB].

Define HYB) o, = HYBg; namely, HYB] 5, is the hybrid where all of the extraction queries A
makes is handled according to HYBo, as is the final “simulated” extraction oracle query used to
compute the output of the experiment.

Claim B.4. If e < 1/2 and lgpgrr satisfies key-injectivity, then for all (unbounded) adversaries
A and all £ € [Q + 1], the output distributions of HYB| , |(A) and HYB] ,(A) are statistically
indistinguishable.
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Proof. By construction, hybrid HYB] , ; and HYB] , are identical experiments except on how the

challenger implements the /" extraction query. Let Cy: X — ) be the /" query the adversary
submits to the extraction oracle (or the “simulated” extraction query used to determine the output
of the experiment). We argue that the challenger’s response in the two hybrids is statistically
indistinguishable. We consider two possibilities:

e Suppose there exists some key k* € Kgprp where C;(+) ~., EX.Eval(pp, k*,-). Since g3 < 1/2
and Ilgpgrr satisfies key-injectivity, by Lemma 4.12, the key £* is unique. Consider now the
challenger’s behavior in the two experiments:

— In 1YB) ,_;, the challenger computes by~ <— EX.TestCandidate(pp, C¢, k*). If by = 0, it
outputs UNMARKED. Otherwise, it computes (xF,...,23) < f(k*) and outputs MARKED
if for all ¢ € [A], Cy(z}) = EX.Eval(pp, k*, z}), and UNMARKED otherwise.

— In HYB) ,, the challenger first computes by <— EX.TestCandidate(pp, C¢, k) for all k € T.
From above, for all k # k*, Cy(+) e, EX.Eval(pp,k,-). Since Ilgprr satisfies (e1,e2)-
robust extractability and |T| = poly()), with overwhelming probability, by = 0 for all
k # k*. Thus, if k* ¢ T, or if k* € T and b= = 0, then the challenger outputs UNMARKED.
If k* € T and by~ = 1, then the challenger computes (z7,...,z3) < f(k*) and outputs
MARKED if for all i € [A], Cy(x}) # EX.Eval(pp, k*, z}), and UNMARKED otherwise.

We now consider two cases:

— Suppose the adversary previously made a marking oracle query on k* (or if k* = k is
the challenge key). Then, in HYB’LZ-, k* € T. By the above analysis, the challenger’s
response in HYB' ; ; and HYB]; is identical with overwhelming probability (since with
overwhelming probability, the challenger in both experiments implement the same ex-
traction procedure).

— Suppose the adversary has not made a marking oracle query on k* and k* is not the
challenge key. By construction, this means that k* ¢ T in HYB’l,Z-. In this case, with
overwhelming probability, the challenger’s response in HYB/LZ- is UNMARKED. We show
that this is also the case in HYB] ; ;.

By construction, in HYB},; ;, the challenger outputs MARKED only if for all i € [)],
Cy(x}) = EX.Eval(pp, k*, z]). We show that this happens with negligible probability. By
construction, if the adversary never makes a marking query on k* and k* is not the
challenge query, then the adversary’s view in HYB’M_1 up to the i*? extraction query is
independent of f(k*). This is because for all queries prior to the ith extraction query, the
challenger in HYB’LF1 only needs to compute f(k) for keys that appear or have appeared
in either a marking query or a challenge query (namely, keys in the set T'). Since the
view of A prior to the i*® extraction query is independent of f(k*), the challenger can
lazily sample f(k*) € X after A has submitted its query to the extraction oracle. Since

CZ() ~ea EX.EV3|(pp, k=, ')a
Pr[(z},...,2%) & XN : Cy(a}) # EX.Eval(pp, k¥, z}) for all i € [A] < (g2)* = negl()).

Thus, with overwhelming probability, the challenger in HYB) ;,_; outputs UNMARKED.
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In both cases, the distribution of the challenger’s response on the it" extraction query in
HYB’LF1 and HYB’Li is statistically indistinguishable.

e Suppose that for all keys k € Kgprr, Cy(-) %, EX.Eval(pp,k,-). Then, in HYB’LFl, the
challenger always responds with UNMARKED. Next, since Ilgprg satisfies (£1,e2)-robust
extractability, Pr[EX.TestCandidate(pp, C, k) = 1] = negl(\) for all £ € Kgpre. In HYBy ;, the
challenger first evaluates by, «— EX.TestCandidate(pp, C, k) for all k € T'. Since |T'| = poly(A),
with overwhelming probability, by = 0 for all £ € T. This means that the challenger in HYB’M
outputs UNMARKED with overwhelming probability. Thus, the adversary’s views in HYB] ; ,
and HYB’M are statistically indistinguishable.

In both cases, the challenger’s responses in HYB} ; ; and HYB] ; are statistically indistinguishable,
and the claim follows. O

Combining Claims B.3 and B.4 and using the fact that @ = poly()\), we claim that the output
distributions of HYB; and HYBq are statistically indistinguishable. O

Lemma B.5. Suppose algorithm TestCandidate in Ilgprp satisfies the additional properties in
Remark 4.10. Then, for all (unbounded) adversaries A, Advy 3(.A) = negl(X).

Proof. The only difference between experiments HYBs and HYBj3 is that the challenger in HYB3

~

replaces EX.TestCancAiidate(pp,-J;:A) with EX.TestCandidate(pp,-,C). First, by definition, C’() =
EX.PunctureEval(pp, k’,-) where k' < EX.Puncture(pp, k, (&}, ...,2})). Thus, by correctness of
IIepRrE (Deﬁnition 4.14),

Prlz & X\ {&f,...,23} : C(z) # EX.Eval(pp, k, )] = negl(}).
This means that

r [C(z) # EX.Eval(pp, k,z)] < % + negl(A) = negl(\).

T&EX ‘ |

Thus C ~, EX.Eval(pp, k, -) where € = negl()\). Finally, since k is sampled using EX.SampleKey, we
can conclude via Remark 4.10 that the distribution of {EX.TestCandidate(pp, -, /;:)} in HYBg and the
distribution of {EX.TestCandidate(pp, -, (')} are statistically indistinguishable. Since the adversary
in the unremovability game makes poly(\) queries, the number of times the challenger needs to run
EX.TestCandidate is also poly(A). Thus, the output distributions for HYB2 and HYB3 are statistically
indistinguishable. O

Lemma B.6. Suppose Ilgprr satisfies key-injectivity and selective puncturing security and 1/ |Y| =
negl(\). Then, for all efficient adversaries A, Advs 4(.A) = negl(X).

Proof. The difference between HYB3 and HYBy4 is that in HYBy4, the evaluations EX.Eval(pp, l%, z¥)
using the challenge key are replaced with random values g for all ¢ € [A]. Thus, we appeal to
puncturing security of Ilgprr to argue that the outputs of the two experiments are computationally
indistinguishable. Towards that end, suppose there exists an adversary A where Advs4(A) is
non-negligible. We use A to build a distinguisher B:
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1. Algorithm B samples (Z7,...,2}) & x> and sends (2%,...,23) to the puncturing security
challenger. The challenger replies with the public parameters pp and a punctured key k'.
Algorithm B makes challenge queries at 27, ..., 2} to obtain values 77, ..., 95.

2. Algorithm B begins simulating an execution of HYBs and HYBy for A by providing A the
public parameters pp. To simplify the description, we assume that B implements the random
function f: Kgprp — X by lazily sampling the entries of f. That is, whenever B needs
to evaluate f on a new input k € Kgprr, it samples and stores (z1,...,z)) & X and sets
f(k) :=(x1,...,zy). If B already computed f(k) on a previous query, then B uses the same
value. Now, it answers A’s queries as follows:

e Marking oracle. On input a key k& € Kgpgrf, algorithm B implements the marking
oracle using the procedure described in HYB3 and HYB4. In addition, it samples a random
point x € X and checks whether EX.Eval(pp, k,z) = EX.PunctureEvaI(pp,I;:’,:v). If so,
then B halts the simulation and outputs 1 if g7 = EX.Eval(pp, k, 27) and 0 otherwise.

e Extraction oracle. Algorithm B simulates the pre-challenge queries as described
in HYB3 and HYB4. On a post-challenge query C': X — ), algorithm B computes
by + EX.TestCandidate(pp, C, k) for k € T and b;, < EX.TestCandidate(pp, C, C), where

C is the challenge circuit.

— It by = 0 and by = 0 for all k € T', algorithm B outputs UNMARKED.

— If by, = 1 for some k € T, algorithm B computes (z7,...,23}) < f(k) and outputs
MARKED if C(z}) # EX.Eval(pp, k, z}) for i € [\] and UNMARKED otherwise.

— If b;, = 1, algorithm B outputs MARKED if C(%}) # g for i € [\] and UNMARKED
otherwise.

° Challqnge oracle. Algorithm B replies with the circuit C = EX.PunctureEval(pp, l%, s
where k is the punctured key B received from the puncturing security challenger.

3. At the end of the experiment, let C: X — ) be the circuit the adversary outputs. If A aborts
before outputting a circuit, B sets output = 1. Otherwise, B simulates an extraction oracle
query on C and sets output to be the output of the extraction oracle. Finally, B outputs 1 if
output # MARKED and 0 otherwise.

We now show that algorithm B simulates an execution of HYB3 if the challenge values §7,..., 9}
correspond to the real evaluations of the PRF, and that it corresponds to an execution of HYBy if they
are uniformly random values. In particular, let k be the PRF key sampled by the puncturing security
challenger (unknown to B). The test points (#7,...,23) play the role of f (k) in the simulation. As
long as B never has to compute f(k) in the simulation, then it correctly simulates the behavior of
f. By construction, the only times where BB needs to sample new outputs of f are in response to
marking queries. We thus consider the two cases:

e Suppose A never makes a marking query on k. In this case, if the challenge values 7, ..., 9}
are pseudorandom (i.e., the outputs of EX.Eval), the view B simulates for A is statistically
close to HYB3. If the challenge values are uniformly random, the view B simulates for A is
statistically close to HYB4. In particular, the only difference between the simulated experiments
and the real experiments is the extra abort condition B introduces when answering marking
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queries. Suppose A makes a marking query on a key k # k. We argue that B halts with
negligible probability. First, by correctness of Ilgpgr,

- - A
Pr [EX.PunctureEval(pp, k', z) # EX.Eval(pp, k, z)] < Ed + negl(A) = negl(\). (B.1)
a&x

Next, by key-injectivity of [Igprg, we have that for k # k

Pr [EX.Eval(pp, k, z) = EX.Eval(pp, k, z)] = negl(}\).

z&X

Thus, the probability that B aborts when responding to a marking oracle query is negl(\).
Since A makes a polynomial number of queries, we conclude that the view B simulates
for A is statistically close to HYBs or HYB4 depending on whether the challenge values are
pseudorandom or truly random. In this case, the distinguishing advantage of B is precisely
AdVgA(.A).

e Suppose A makes a marking oracle query on k. By correctness of Igprp (Eq. (B.1)), algorithm
B in this case will halt with overwhelming probability. When the challenge values are
pseudorandom (namely, if g7 = EX.Eval(pp, k, Z7)), algorithm B outputs 1 with probability 1.
When the challenge values are truly random, algorithm B outputs 1 with probability 1/|)|.
Thus, algorithm B is able to break puncturing security of Ilgprr with probability that is
negligibly close to 1 — 1/|Y|, which is non-negligible.

In both cases, the distinguishing advantage of B is non-negligible, and the claim follows. O
Lemma B.7. For all (unbounded) adversaries A, Advys(A) = negl(X).

Proof. By construction, the only difference between HYB4 and HYBj5 is in how the post-challenge
extraction queries are handled and how the experiment’s output is computed. Let @ = poly(\)
be a bound on the number of post-challenge extraction queries the adversary makes. We define a
sequence of @) intermediate hybrids as follows:

® HYB4: Same as HYBy, except the first £ post-challenge extraction queries are handled as in
HYB5 while the remaining post-challenge extraction queries are handled as in HYBy.

We additionally define HYB4 41 = HYB5. Now, we show that the outputs of each pair of hybrid
experiments is statistically indistinguishable.

Claim B.8. For all (unbounded) adversaries A and all ¢ € [Q + 1], the distributions HYBy4—1(A)
and HYBy4(A) are statistically indistinguishable.

Proof. By construction, HYBy ¢—1 and HYBy ¢ are identical except on how the challenger responds to
the ¢*" post-challenge extraction query. Let Cp: X — ) be the circuit the challenger submits in the
(M extraction query. By design, the challenger’s behavior in the two experiments are only different

if b, < EX.TestCandidate(pp, Cy,C') = 1. Suppose this is the case, and consider the challenger’s
behavior in the two experiments:
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e In HYBy 1, the challenger computes (z7,...,2}) f(k) and outputs MARKED if Co(x}) #9;
for all £ € [A]. Otherwise, it outputs UNMARKED.

By construction of HYB4 1, the adversary’s view up to its (M post-challenge extraction query
is entirely independent of 47, ..., 7}, which are sampled uniformly at random at the beginning
of the experiment. Thus, we can defer the sampling of 97, ..., 7} until after the adversary has

submitted its extraction query Cy. Then,
Pryy, ..., 9 Ey: Co(z}) #f foralli e [A\]] = (1 —1/|Y])* =1 — negl()).
Thus, with overwhelming probability, the challenge outputs MARKED in this case.
e In HYBy , the challenger always outputs MARKED in this case. O

Since @ = poly(\), we conclude via Claim B.8 that the distributions HYB4(A) and HYB5(A) are
statistically indistinguishable. O

Lemma B.9. If Ilgpre satisfies (e1,e2)-robust extractability, then for all (unbounded) and e-
unremoving-admissible adversaries A where ¢ < 1, Pr[HYBs(A) # MARKED| = negl(\).

Proof. If A is e-unremoving-admissible, then at the end of the experiment, the circuit C: X — Y
output by A satisfies C ~, C’, where C is the circuit the challenger uses to respond to the challenge
query. Next, since IIgpre satisfies (g1, e2)-robust extractability and £ < €1, this means that by =1
with overwhelming probability where b; < EX.TestCandidate(pp, C, é) By construction, in HYBs,
the challenger outputs UNMARKED in this case, as required. ]

Combining Lemmas B.1 through B.9, the message-embedding watermarking scheme Iy from
Construction 5.25 satisfies e-unremovability. O

Proof of Theorem 5.22 (Unforgeability). The proof relies on a similar sequence of hybrids as
that in the proof of Theorem 5.21. We briefly describe them below:

e HYBo: This is the real watermarking security game ExptWMpy = 4(A) from Definition 5.10.
e HYBji: Same as HYB1 from the proof of Theorem 5.21.
e HYBo: Same as HYBo from the proof of Theorem 5.21.

Indistinguishability of hybrids HYBg, HYB1, and HYB follow exactly as in the proof of Theorem 5.21.
It suffices to show that Pr[HYB2(A) # UNMARKED] = negl(\).

Lemma B.10. Suppose that Ugprp is almost functionality-preserving for adversarial keys, satisfies
(e1,€2)-robust extractability as well as the additional properties in Remark 4.10, and that 1/|X| =
negl(\). Then for all efficient 0-unforging-admissible adversaries A where § > €5, Pr[HYB2(A) #
UNMARKED] = negl(A).

Proof. Let ki,...,kg be the keys A submits to the marking oracle, and let C1,...,Co: X — Y
be the circuits A receives from the marking oracle. Since A is §-unforging-admissible, it must be
the case that C te, Cp where Cp := EX.PunctureEval(pp, k¢, -) and ky <— EX.Puncture(pp, k¢, Se)
where Sy C X and |Sy| = poly(A). Since ITgprr is almost functionality-preserving for adversarially-
chosen keys, A is efficient, and |Sy| /|X| = negl(A), it follows (via a union bound) that there exists
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e = negl(\) such that with overwhelming probability, Cy ~. EX.Eval(pp, k¢, -) for all £ € [@Q]. In
particular, this means that for each ¢ € [Q)], there exists a circuit éé: X — Y such that C’é ~ C
and C) 7., EX.Eval(pp, kg,-). Since Ilgprr satisfies (€1, e2)-robust extractability, this means that
Pr[EX.TestCandidate(pp, Cj, k¢) = 1] = negl(\). Since Ilgprr satisfies the additional properties in
Remark 4.10, and C' ~. C) for ¢ = negl()\), this means that Pr[EX.TestCandidate(pp,C, k) = 1] =
negl(\) for each ¢ € [Q]. By a union bound,

Pr[3¢ € [Q] : EX.TestCandidate(pp, C, k) = 1] = negl(\).

By construction of HYBg, the set T" of keys submitted to the marking oracle is 7' = {k1,... kot
Since EX.TestCandidate(pp, C, k) = 0 for all k € T with overwhelming probability, the output in
HYBg2 is UNMARKED with overwhelming probability. O

We conclude that the mark-embedding watermarking scheme Iy from Construction 5.17 satisfies
d-unforgeability.

B.2 Analysis of Message-Embedding Watermarking Scheme

In this section, we provide the security analysis of the message-embedding watermarking scheme
(Construction 5.25).

Proof of Theorem 5.29 (Unremovability). We use the same hybrid structure as in the proof
of Theorem 5.21. For completeness, we provide the full description of the hybrid experiments:

e HYBo: This is the real watermarking game ExptWMypy, = 4()\) from Definition 5.10. Specifically,
the experiment proceeds as follows.

1. First, the challenger samples kprr ¢ Kprr and (pp, td) < EX.PrmsGen(1%). It gives pp
to the adversary.

2. The challenger responds to the adversary’s oracle queries as follows:

— Marking oracle. On input a key k € Kgprr and a message m € {0,1}*, the chal-
lenger derives a collection of points (2} ,...,z] ) < PRF(kpr, (k,i,m;)) for each
i € [t]. It then constructs a punctured key &’ P EX.Puncture(pp, k, {z} ; }ic[,jen)-
Finally, it outputs the circuit C': X — )Y that implements the punctured evaluation
algorithm EX.PunctureEval(pp, &/, -).

— Extraction oracle. On input a circuit C': X — ), the challenger computes
k < EX.Extract(pp,td,C). If k = L, it outputs L. Otherwise, for each i € [t] and
b € {0,1}, the challenger computes (w;bJ, . xf’b’A) +— PRF(kpgrr, (k,i,b)). Let Ny
be the number of indices j € [A] where C(z], ;) # EX.Eval(pp, k, 27, ;). If there
exists an index ¢ € [t] where N;o, N;1 < 2)\/3 or N, o, N;1 > 2)\/3, then output L.
Otherwise, for each i € [t], let b; € {0,1} be the unique bit where N;;, > 2)\/3. The

challenger responds with the message m = by - - - b;.

— Challenge oracle. On input a message m € {0,1}!, the challenger samples a key
b« EX.SampleKey(pp). Then, it derives a collection of points (Z],.. .,ﬁc;"/\) —
PRF(kprr, (k,,m;)) for each ¢ € [t]. The challenger computes the punctured key
k' + EX.Puncture(pp, k, {27 ;Yiem,jen)- Finally, it outputs the circuit C:x =Y

that implements the punctured evaluation algorithm EX.PunctureEval(pp, K ,)-
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3. At the end of the experiment, after the adversary outputs its circuit C: X — ), the
challenger treats C' as an extraction query and proceeds accordingly. The output of the
extraction query on C'is the output of the experiment.

e HYBi: Same as HYBg, except at the beginning of the experiment, the challenger samples a
uniformly random function f < Funs[(Kgpre x [t] x {0,1}), X*]. For the rest of the experiment,
the challenger always uses f(-) in place of PRF(kpgg, ).

e HYBo: Same as HYB1, except the challenge initializes an empty set T' at the beginning of the
experiment. During the experiment, whenever the adversary makes a marking oracle query
for a key k € Kgpgrr, the challenger adds k to T' (if it is not already contained in T'). When
the adversary makes a challenge query, the challenger adds the challenge key k € Keprr to T
During the experiment (and when computing the output), the challenger uses the following
procedure to implement the extraction oracle queries:

— Extraction oracle. On input a circuit C: X — ), the challenger computes by
EX.TestCandidate(pp, C, k) for each k € T. If by, = 0 for all k € T, it outputs L. If by =1
for some k € T, the challenger computes (27, ..., 2}, ) < f(k,4,b) foralli € [t] and b €
{0,1}. Let N;; denote the number of indices j € [)\] where C(z}, ;) # EX.Eval(pp, k, 27, ;).
If there exists an index i € [t] where N, N;1 < 2A/3 or N;o, N;1 > 2X/3, then output
1. Otherwise, for each i € [t], let b; € {0,1} be the unique bit where N;; > 2\/3.
Output the message m = by - - - by.

e HYB3: Same as HYBg, except whenever the challenger computes EX. TestCandldate(pp, ,k:),
where k is the challenge key, it instead computes EX.TestCandidate(pp, - ,C) where C is the
challenge circuit.

e HYB4: Same as HYB3, except at the beginning of the security game, the challenger samples
random values ¢ ; E Yforie [t] and j € [A]. Then, whenever the challenger needs to

compute EX.Eval(pp, k, 27 ;) for i € [t] and j € [A] after the adversary has made a challenge
query, the challenger uses the value g7 ; instead. Here, k is the challenge key, (Z71,.-. 27 y) 1s

the value of f (k:, i,m;), and m; is the challenge message. In addition, if A ever queries the
marking oracle on the challenge key k, the experiment always outputs m.

e HYBj5: Same as HYB4 except the challenger no longer adds the challenge key k to the set
T when responding to the challenge oracle. Moreover, it uses the following procedure to
implement the extraction oracle:

— Extraction oracle. The pre-challenge extraction queries are handled as in HYBj.
On a post-challenge extraction query C': X — Y, the challenger computes b; <
EX.TestCandidate(pp, C, C‘) and outputs 7 if b; = 1. Otherwise, the challenge proceeds
as in HYBy4.

For a hybrid experiment HYB;, we write HYB;(A) to denote the output distribution of HYB; with
adversary A. For an integer ¢, we define the advantage Adv; ;11(A) as

Adv; i+1(A) := |Pr[HYB;(A) # 1] — Pr[HYB;11(A) # m]]|.
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We now show that for all efficient adversaries A, the advantage between each consecutive pair of
hybrid experiments is negligible, and moreover, that Pr[HYB5(A) # m] = negl()).

Lemma B.11. Suppose lprr is a secure PRF. Then for all efficient adversaries A, Advg1(A) =
negl(\).

Proof. Follows by by an analogous argument as that in the proof of Lemma B.1. O

Lemma B.12. Suppose Ilgprr satisfies key-injectivity and (1, e2)-robust extractability for eo < 1/2.
Then, for all (unbounded) adversaries A, Advy 2(A) = negl(\).

Proof. Similar to the proof of Lemma B.2, we begin by defining an intermediate hybrid HYB]:

e HYB}: Same as HYBp, except the challenger uses the following (inefficient) algorithm to
implement the extraction oracle:

— Extraction oracle. On input a circuit C: X — ), the challenger first checks if
there is a unique key k € Kgprr where C(-) ~., EX.Eval(pp, k, ). If so, the challenger
computes by, + EX.TestCandidate(pp, C, k). If no such k exists or if by, = 0, the challenger
replies with L. Otherwise, the challenger computes (7, ,...,2]; ) « f(k,4,0) for all
i € [t] and b € {0,1}. Let N;; denote the number of indices j € [)\] where C(z7, ;) #
EX.Eval(pp, k, xzbJ). If there exists an index ¢ € [t] where N; o, N;1 < 2A/3 or N; o, N;1 >
2)\/3, the challenger responds with L. Otherwise, for each i € [t], let b; € {0, 1} be the

unique bit where N;;, > 2)/3. The challenger replies with the message m = by - - - by.

As in the proof of Lemma B.2, the output distributions HYB; and HYB] are statistically indistin-
guishable if TIgprr satisfies (£1,e2)-robust extractability. To conclude, we show that the output
distributions of HYB)] and HYBj are also statistically indistinguishable. Once again, we rely on a
query-by-query hybrid. Let @ = poly(A) be a bound on the number of extraction queries A makes.
Define HYB) ; = HYB] and for £ € [Q)], define a hybrid experiment HYB] , for £ € [Q] as follows:

e HYB ,; Same as HYB] except the first £ extraction queries are handled using the procedure in
HYBy while the remaining extraction queries are handled using the procedure in HYB].

Define HYB] o, ; = HYBg; namely, HYB] 5, is the hybrid where all of the extraction queries A
makes is handled according to HYBo, as is the final “simulated” extraction query used to compute
the output of the experiment.

Claim B.13. Ifey < 1/2 and llgprr satisfies key-injectivity, then for all (unbounded) adversaries
A and all ¢ € [Q + 1], the output distributions of HYB] ,_,(A) and HYB) ,(A) are statistically
indistinguishable.

Proof. By construction, hybrids HYB’M_1 and HYB’M are identical experiments except in the way
the challenger response to the ¢ extraction query. Let Cyp: X — ) be the ¢! query the adversary
submits to the extraction oracle (or the “simulated” extraction query used to determine the output
of the experiment). We argue that the challenger’s response to this query in the two experiments is
statistically indistinguishable. We consider two cases:

e Suppose there exists k* € Kgprr where C(-) ~., EX.Eval(pp, k*,-). Since €2 < 1/2 and Ilgprr
satisfies key-injectivity, Lemma 4.12 says that k* is unique. In particular, for all k # k*,
Cy(-) %e, EX.Eval(pp, k,-). Consider now the challenger’s behavior in the two experiments:
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— In HYB] ,_;, the challenger computes by~ <— EX.TestCandidate(pp, C¢, k*). If by = 0, the
challenger outputs L. Otherwise, the challenger computes (azib,l, Ty \) — f(k*,1,b)
for all ¢ € [t] and b € {0,1} and continues according to the procedure in HYB] and HYBs.

— In HYB ,, the challenger computes by, <— EX.TestCandidate(pp, Cy, k) for all k € T'. Since
Co(+) 7C€’2 EX.Eval(pp, k, -) for all k # k*, we can appeal to (1, e2)-robust extractability
of Ilgprr to argue that by = 0 with overwhelming probability for all k # k*. Thus, if
k* ¢ T or by = 0, then with overwhelming probability, the challenger replies with L. If
by~ = 1, then the challenger computes (27, ,...,2},,) < f(k*,i,0) for all i € [t] and
b € {0,1} and continues according to the procedure in HYB) and HYBa.

We consider two cases:

— Suppose the adversary previously made a marking oracle query on £* or k = k* is the
challenge key. In this case, k* € T'. From the above analysis, the challenger’s response in
the two experiments is statistically indistinguishable.

— Suppose the adversary has not made a marking oracle query on k* and k* # k is not the
challenge key. In this case, k* ¢ T, and by the above analysis, the challenger in HYB ,
outputs L with overwhelming probability. We show that this is also the case in HYB) ,_;.

If by- = 0, then the challenger in HYB] , ; always outputs L. Suppose this is not
the case. Then, in HYB/1,£—1a the challengér computes (x;"b’l, . ,:n;b,)\) +— f(k*,i,b) for
all ¢ € [t] and b € {0,1}, and then counts the number N;; of indices j € [A] where
Cé(l’;b,j) # EX.Eval(pp, K, xpy, j). We argue now that with overwhelming probability
(over the choice of the random function f) that N;j, < 2X\/3 for all i € [t] and b € {0,1}.
In this case, the challenger outputs 1. The argument proceeds very similarly to the
corresponding one used in the proof of Claim B.4. In particular, since the adversary
has not made a marking oracle query on k£* and k* is not the challenge query, the
adversary’s view in HYB’M_1 up to the point of its ' query is independent of f(k*,i,b).
This is because by construction, the challenger in HYB; y_; only needs to evaluates f on
keys k that are contained in 7' (up until processing the ¢ extraction query). Thus, the
challenger can lazily sample the value of f(k*,i,b) := (xZM, c Ty y) after the adversary
makes its
that

extraction query. By assumption, Cy(-) ~¢, EX.Eval(pp, k*, ), which means

Pr[z* & X : Cy(x*) # EX.Eval(pp, k*, 2%)] < &9 < 1/2.
Then, by a Chernoff bound,
Pr[(a]y 1, Thpn) & XN Niy > 20/3] < 279 = negl()).

By a union bound, with overwhelming probability, N;;, < 2A/3 for all ¢ € [t] and b € {0, 1}.
Correspondingly, the challenger in HYB; o1/ outputs L with overwhelming probability in
this case.

e Suppose that for all keys k € Keprr, Ce(-) 74, EX.Eval(pp,k,-). In HYB) ,_;, the challenger
will always respond with L. By (1, e2)-robust extractability of Ilgpgrr, the challenger in HYB] ,
will also respond with 1 with overwhelming probability.

In both cases, the distribution of the challenger’s response to the /** extraction query in the two

hybrids is statistically indistinguishable, and the claim follows. O
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Since @ = poly(A\), we conclude from Claim B.13 that HYB](A) &~ HYBy(A). Finally, since
HYB; ~ HYB), the lemma follows. O

Lemma B.14. Suppose algorithm TestCandidate in llgprp satisfies the additional properties in
Remark 4.10. Then, for all (unbounded) adversaries A, Advs 3(.A) = negl(X).

Proof. Follows by an analogous argument as that in the proof of Lemma B.5. 0

Lemma B.15. Suppose llgpre satisfies key-injectivity, selective puncturing security and 1/ |Y| =
negl(A). Then, for all efficient adversaries A, Advs 4(A) = negl(\).

Proof. Follows by an analogous argument as that in the proof of Lemma B.6. Note that in contrast
to HYB4 in the proof of Theorem 5.21, experiment HYB4 here always outputs m if A queries the
marking oracle on k. By a similar argument as that used in the proof of Lemma B.6, we can show
that any efficient adversary that makes a marking oracle query on the challenge key k implies an
efficient adversary that breaks puncturing security of Ilgprr. Thus, an efficient adversary can only
trigger this condition and cause the experiment to output m with negligible probability. O

Lemma B.16. IfIlgprr satisfies (€1, 2)-robust extractability with eo < 1/2, then for all (unbounded)
adversaries A, Advys(A) = negl(\).

Proof. The only difference between HYB4 and HYBj5 is in the way the challenger responds to the
post-challenge extraction queries. Similar to the proof of Lemma B.7, we proceed with a query-by-
query hybrid. Let @ = poly(A) be a bound on the number of post-challenge extraction queries the
adversary makes. We define a sequence of () intermediate hybrids as follows:

e HYB4.: Same as HYBy except the first £ post-challenge extraction queries are handled as in
HYBj while the remaining post-challenge extraction queries are handled as in HYBy.

We additionally define HYB4 41 = HYB5;. We now show that the output distributions of each
consecutive pair of hybrids are statistically indistinguishable.

Claim B.17. If lgpgrr satisfies (€1,e2)-robust extractability with eo < 1/2, then for all (unbounded)
adversaries A and all ¢ € [Q + 1], the distributions HYBy ¢—1(A) and HYBy((A) are statistically
indistinguishable.

Proof. By construction, HYB,4¢—1 and HYBy ¢ are identical except in the way the challenge responds
to the ¢*" post-challenge extraction query Cy: X — Y. We begin by making two observations that
will simplify the analysis:

~

e Let b, = EX.TestCandidate(pp, C¢, C) = 1. The challenger’s behavior in HYB4¢—1 and HYBy
is identical unless b; = 1. Thus, it suffices to only consider the setting where b; = 1.

e If A makes a marking oracle query on the challenge key l;', the outputs of HYB, 1 and HYBy
is identical (both experiments output 712). It suffices to consider the case where A never makes
a marking oracle query on k.

We now consider the challenger’s behavior in the two experiments.
e In HYB4_ 1, the challenger first computes (j:,b,l""’@k,b,A) — f(/%,i,b) for all ¢ € [t] and

b € {0,1}. Next, for each i € [t], the challenger computes the following:
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— The number N;;, of indices j € [A] where Cy(2] 5, ;) # 97 ;-
— The number N; 1, of indices j € [A] where Co(27,_,, ;) # EX.Eval(pp, k, & )

7V, 1—1y, g

We now argue that with overwhelming probability, N; s, > 2A/3 and N; 1_p, < 2A/3. Since
we assume A does not make a marking oracle query on 12:, the adversary’s view up to the point
it makes its ¢'" post-challenge extraction query is independent of f (l;‘, i,b) for all ¢ € [t] and
b € {0,1} and ¢;; for all i € [t] and j € [A]. This means that we can defer the sampling of

f (l%, i,b) and y; ; until after the adversary has submitted its extraction query Cy. In particular,

this means that for each i € [t], we have that

Prgry, ... Ui &y Co(#f, ;) # 05 forall j e A = (1 -1/ VDY =1 — negl(\).

Equivalently, this means that with overwhelming probability, INV; 5, = A > 2)/3. Next, since
b, = 1, it follows byA(z-:l, g9)-robust extractability of IIgpgrg that with overwhelming probability,
Cy ~e, EX.Eval(pp, k, -), which implies that

Pr[z* & X : Cy(a*) # EX.Eval(pp, k, z*)] < g3 < 1/2.

Moreover, since the adversary’s view up to its ' post-challenge extraction query is independent

of fk,i,1—1y;) = (Z71 10+ i1, 2) for all i € [t], the challenger can sample the value
of (F7 1 itr-- > Th1 g, ) & X after the adversary has submitted its query. By a Chernoff
bound,

Pr((2] 1 1o+ &1y n) = X 0 Nitom, > 20/3] < 27N = negl()).

Using a union bound, we conclude that with overwhelming probability (over the choice of
f and g);j), N, > 2X/3 and Nj 1, < 2X/3 for all ¢ € [t]. In this case, the challenger in
HYBy4 ¢ outputs 7.
e In HYBy4 , the challenger always outputs the challenge message m.
With overwhelming probability, we see that on the /" query, the challenger in both HYBy4¢—1 and
HYB4, will output the challenge message 1 whenever b; = 1. The claim follows. O

Since @ = poly()), we conclude via Claim B.17 that the distributions HYB4(A) and HYB5(.A) are
statistically indistinguishable. O

Lemma B.18. If llgprr satisfies (1, e2)-robust extractability, then for all (unbounded) and e-
unmoving-admissible adversaries A where ¢ < €1, Pr[HYB5(A) # m] = negl(\).

Proof. Follows by an analogous argument as that in the proof of Lemma B.9. 0

Combining Lemmas B.11 through B.18, the message-embedding watermarking scheme Iy from
Construction 5.25 satisfies e-unremovability. O

Proof of Theorem 5.30 (Unforgeability). The proof relies on a similar sequence of hybrids as
that in the proof of Theorem 5.29 and follows an analogous structure as the proof of Theorem 5.22.
We briefly describe the hybrid experiments below:
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e HYBo: This is the real watermarking security game ExptWMpy - 4(A) from Definition 5.10.
e HYBji: Same as HYB;7 from the proof of Theorem 5.29.
e HYBo: Same as HYBs from the proof of Theorem 5.29.

Indistinguishability of hybrids HYBg, HYB1, and HYB> follow exactly as in the proof of Theorem 5.29.
It suffices to show that Pr[HYB2(A) # L] = negl(\).

Lemma B.19. If llgprr satisfies (e1,e2)-robust extractability, then for all (unbounded) and §-
unforging-admissible adversaries A where § > €2 + 1/poly(\), Pr[HYB2(A) # L] = negl(A).

Proof. Follows by an analogous argument as in the proof of Lemma B.10. O

We conclude that the message-embedding watermarking scheme Ilywy from Construction 5.25
satisfies §-unforgeability. O

B.3 Analysis of Publically-Markable Watermarking Scheme

In this section, we provide the security analysis of the publically-markable watermarking scheme
(Construction 5.32) in the random oracle model.

Proof of Theorem 5.36 (Unremovability). The proof is almost identical to that of the proof
of Theorem 5.29. For completeness, we describe the full sequence of hybrid experiments below:

e HYBo: This is the real watermarking security game ExptWMp, = 4(A) from Definition 5.10.
Specifically, the experiment proceeds as follows.

1. First, the challenger samples (pp,td) < EX.PrmsGen(1%). It gives pp to the adversary.
2. The challenger responds to the adversary’s oracle queries as follows:

— Random oracle. On input a triple (k,7,b) € Kgpre X [t] X {0, 1}, the challenger
replies with H(k,i,b).

— Extraction oracle. On input a circuit C: X — ), the challenger first com-
putes k < EX.Extract(pp,td,C). If k = L, it outputs L. Otherwise, it computes
(@fpqr---s2iyy) < H(k,i,b) for all ¢ € [t] and b € {0,1}. Let N;; denote the
number of indices j € [A] where C'(z7], ;) # EX.Eval(pp, k, x7; ;). If there exists an
index ¢ € [t] where N; o, N;1 < 2A\/3 or N; o, N;1 > 2)\/3, output L. Otherwise, for
each i € [t], let b; be the unique bit where N;;, > 2)/3, and output the message
m =by---by.

— Challenge oracle. On input a message 1 € {0, 1}, the challenger samples a key
k « EX.SampleKey(pp) and computes (T71s- 527 ) < H(k,i,1m;) for each i € [t].
Then, the challenger computes the key k' + EX.Puncture(pp, k, {if,j}ie[t},je[x])- It
outputs the challenge circuit C': X — Y where C(-) = EX.PunctureEval(pp, &', -).

3. At the end of the experiment, after the adversary outputs its circuit C: X — ), the
challenger treats C' as an extraction query and proceeds accordingly. The output of the
extraction query on C is the output of the experiment.
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e HYB;j: Same as HYBg, except the challenger initializes an empty set 1" at the beginning of the
experiment. During the experiment, whenever the adversary makes a random oracle query on
a value (k,i,b) € Kegprr X [t] x {0, 1}, the challenger adds k to T (if it is not already contained
in T'). When the adversary makes a challenge query, the challenger adds the challenge key
k € Kepre to T. During the experiment (and when computing the output), the challenger
uses the following procedure to implement the extraction oracle queries:

— Extraction oracle. On input a circuit C: X — ), the challenger computes by <
EX.TestCandidate(pp, C, k) for k € T. If b, = 0 for all k € T', it outputs L. If by =1 for
some k € T, the challenger computes (2}, ,...,27, ) H(k:, i,b) for all i € [t] and b €
{0,1}. Let N;; denote the number of indi(}ésj € [A] ‘Where Cla} ) # EX.Eval(pp, k, z; bj).
If there exists an index i € [t] where N;o, N;1 < 2\/3 or N,~70, Nz,l > 2)/3, then output
L. Otherwise, for each i € [t], let b; € {0,1} be the unique bit where N;; > 2\/3.
Output the message m = by - - - b;.

In particular, the challenger’s behavior in HYB; no longer depends on the trapdoor td.

e HYBs: Same as HYBi, except whenever the challenger computes EX. TestCandldate(pp, ,l;:)7
where k is the challenge key, it instead computes EX.TestCandidate(pp, - ,C) where C is the
challenge circuit.

e HYBj3: Same as HYBo, except at the beginning of the security game, the challenger samples
random values §; ; & Yfori e [t] and j € [\. Then, whenever the challenger needs to
compute EX.Eval(pp, k, 2] ;) for i € [t] and j € [)] after the adversary has made a challenge
query, the challenger uses the value g7 ; instead. Here, k is the challenge key, (itzl, . ,aA:;" y) is

the value of H (/;‘, i,m;), and m; is the challenge message. In addition, if A ever queries the
marking oracle on the challenge key k, the experiment always outputs .

e HYBy: Same as HYBj3, except the challenger no longer adds the challenge key k to the set
T when responding to the challenge oracle. Moreover, it uses the following procedure to
implement the extraction oracle:

— Extraction oracle. The pre-challenge extraction queries are handled as in HYBj.
On a post-challenge extraction query C': X — Y, the challenger computes b; <
EX.TestCandidate(pp, C, C’), and outputs m if b; = 1. Otherwise, the challenger proceeds
as in HYB4.

For a hybrid experiment HYB;, we write HYB;(.A) to denote the output distribution of hybrid
experiment HYB; with adversary A. For an integer i, we define the advantage Adv;;+1(A) as

Adv; ;11(A) := |Pr[HYBo(A) # m] — Pr[HYB; (A) # m]|.

We now show that for all efficient adversaries A, the advantage between each consecutive pair of hybrid
experiments is negligible, and moreover, that Pr[HYB4(.A) # M| = negl()\). Indistinguishability of
each pair of hybrid experiments follows analogously to indistinguishability of the corresponding pair
of hybrids in the proof of Theorem 5.29. We state the lemmas below.

Lemma B.20. Suppose lgpre satisfies key-injectivity and (1, e2)-robust extractability for eo < 1/2.
Then, for all (unbounded) adversaries A, Advg 1(A) = negl(X).
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Proof. Follows by an analogous argument as in the proof of Lemma B.12, except the random oracle
H(-) takes the place of the random function f(-) and random oracle queries play the role of marking
oracle queries. ]

Lemma B.21. Suppose algorithm TestCandidate in Ilgprp satisfies the additional properties in
Remark 4.10. Then, for all (unbounded) adversaries A, Advy 2(A) = negl(X).

Proof. Follows by an analogous argument as in the proof of Lemmas B.5 and B.14. 0

Lemma B.22. Suppose Ilgprr satisfies key-injectivity, selective puncturing security, and 1/|Y| =
negl(\). Then, for all efficient adversaries A, Advy 3(.A) = negl(X).

Proof. Follows by an analogous argument as in the proofs of Lemmas B.6 and B.15, except the
random oracle H(-) takes the place of the random function f(-) and random oracle queries play the
role of marking oracle queries. O

Lemma B.23. IfIlgprr satisfies (€1, e2)-robust extractability with o < 1/2, then for all (unbounded)
adversaries A, Advs 4(A) = negl()).

Proof. Follows by an analogous argument as in the proofs of Lemma B.16, except the random oracle
H(-) takes the place of the random function f(-) and random oracle queries play the role of marking
oracle queries. O

Lemma B.24. If llgprr satisfies (e1,e2)-robust extractability, then for all (unbounded) and e-
unremoving-admissible adversaries A where € < €1, Pr[HYB4(A) # m| = negl()\).

Proof. Follows by an analogous argument as in the proof of Lemmas B.9 and B.18. O

Combining Lemmas B.20 through B.24, the message-embedding watermarking scheme Iy from
Construction 5.32 satisfies e-unremovability in the random oracle model. O

Proof of Theorem 5.37 (Weak Unforgeability). The proof relies on a similar sequence of
hybrids as that in the proof of Theorem 5.36 and follows an analogous structure as the proofs of
Theorems 5.22 and 5.30. We briefly describe the hybrid experiments below:

e HYBo: This is the real watermarking security game ExptWMpy = 4(A) from Definition 5.10.

e HYBjp: Same as HYB; from the proof of Theorem 5.36.

Indistinguishability of hybrids HYBg and HYB; follow exactly as in the proof of Theorem 5.36. It
suffices to show that Pr[HYB(A) # L] = negl(\).

Lemma B.25. If lIgpre satisfies (1, €2)-robust extractability, then for all (unbounded) and weak
d-unforging-admissible adversaries A where 6 > €2, PrHYB1(A) # L] = negl(\).

Proof. Since A is weak d-unforging admissible, the circuit C: X — Y output by A satisfies
C(-) 75 EX.Eval(pp, k,-) for all k € K. Since § > ey, this means that C(-) 2., EX.Eval(pp, k, ) for
all £ € K. By robust extractability and union bounding over all |T'| = poly(A) marking oracle queries
the adversary makes, we have that

Pr[3k € T : EX.TestCandidate(pp, C, k) = 1] = negl()).

By construction then, the output in HYB; is L with overwhelming probability, and the claim
follows. O
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We conclude that the message-embedding watermarking scheme Ilywy from Construction 5.32
satisfies weak J-unforgeability in the random oracle model. O

Proof of Theorem 5.38 (Extended Pseudorandomness). Recall that in the extended pseu-
dorandomness security game is the standard pseudorandomness game for the watermarking game,
except the adversary is additionally given access to an extraction oracle. We take a similar proof
strategy as that used in the proof of Theorem 5.37 for arguing unforgeability.

e HYB(: This is the extended pseudorandomness game where the challenger answer the adver-
sary’s queries using the real PRF evaluation. Specifically, the game proceeds as follows:

1. At the beginning of the game, the challenger samples the parameters for the watermarking
scheme (pp,wsk) ¢ Setup(1%). It also samples a PRF key k + EX.SampleKey(pp). It
gives pp to the adversary.

2. The adversary is now allowed to make random oracle queries, evaluation queries, and
extraction queries, which the challenger responds to as follows:

— Random oracle. On input (k,i,b) € kprg X [t] x {0, 1}, the challenger replies with
H(k,i,b).
— Evaluation oracle. On input a point € X, the challenger replies with F(k, z)

— Extraction oracle. On input a circuit C: X — ), the challenger replies with
Extract(wsk, C).

3. At the end of the game, the adversary outputs a bit b € {0,1}, which is also the output
of the experiment.

e HYBjp: Same as HYBg except the challenger initializes an empty set T at the beginning of the
experiment. During the experiment, whenever the adversary makes a random oracle query on
a value (k,7,b) € Kepre X [t] X {0, 1}, the challenger adds k to 7" (if it is not already contained
in T'). During the experiment, the challenger uses the following procedure to implement the
extraction oracle queries:

— Extraction oracle. On input a circuit C: X — ), the challenger computes by <
EX.TestCandidate(pp, C, k) for each k € T. If by = 0 for all k € T, it outputs L. If
br = 1 for some k € T, the challenger computes (x;‘k,b,l’ o xfy ) — H(k,i,b) for all
i € [t] and b € {0,1}. Let N;; denote the number of indices j € [\] where C(z}, ;) #
EX.Eval(pp, k, 2}, ;). If there exists an index i € [t] where N; o, N;1 < 2A/3 or N;o, Ni1 >
2)/3, then output L. Otherwise, for each i € [t], let b; € {0,1} be the unique bit where

Nip, > 2X/3. Output the message m = by - - - by.

In particular, the challenger’s behavior in HYB; no longer depends on the watermarking secret
key wsk.

e HYBo: Same as HYBj except at the beginning of the experiment, the challenger samples a
random function f & Funs[X, )], and responds to the evaluation oracle queries on x € X with

f().

e HYB3: Same as HYBo except the challenger responds to the extraction oracle queries on a
circuit C': X — Y using the honest extraction procedure Extract(wsk, C'). This is the extended
pseudorandomness game where the challenger answers the adversary’s queries using random
values.
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We note that the outputs of HYBy and HYB; are computationally indistinguishable by robust
extractability of Ilgpgrg via the same argument as that given in the proof of Lemma B.20. Observe
now that the behavior of the extraction oracle in HYB; and HYBs no longer depends on any secrets
of the watermarking scheme (and so the adversary itself can simulate the behavior of the extraction
oracle). Thus, the outputs of HYB; and HYBg are computationally indistinguishable by standard
pseudorandomness of Iy (Theorem 5.34). Finally, indistinguishability of HYBy and HYBj3 follow
again by robust extractability of IIgpgrr (via the same argument as that used in the proof of
Lemma B.20). Since the outputs of HYBy and HYB3 are computationally indistinguishable, we
conclude that Iy satisfies extended pseudorandomness in the random oracle model. ]
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