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Abstract. We show that the correlation of any quadratic Boolean func-
tion can be read out from its so-called disjoint quadratic form. We further
propose a polynomial-time algorithm that can transform an arbitrary
quadratic Boolean function into its disjoint quadratic form. With this
algorithm, the exact correlation of quadratic Boolean functions can be
computed efficiently.

We apply this method to analyze the linear trails of MORUS (one of the
seven finalists of the CAESAR competition), which are found with the
help of a generic model for linear trails of MORUS-like key-stream gen-
erators. In our model, any tool for finding linear trails of block ciphers
can be used to search for trails of MORUS-like key-stream generators.
As a result, a set of trails with correlation 2738 is identified for all ver-
sions of full MORUS, while the correlations of previously published best
trails for MORUS-640 and MORUS-1280 are 2~ and 2775 respectively
(ASIACRYPT 2018). This significantly improves the complexity of the
attack on MORUS-1280-256 from 2'°2 to 275. These new trails also lead to
the first distinguishing and message-recovery attacks on MORUS-640-128
and MORUS-1280-128 with surprisingly low complexities around 27°.
Moreover, we observe that the condition for exploiting these trails in an
attack can be more relaxed than previously thought, which shows that
the new trails are superior to previously published ones in terms of both
correlation and the number of ciphertext blocks involved.

Keywords: Quadratic Boolean function - Disjoint quadratic form - Cor-
relation attack - CAESAR competition - MORUS - MILP
1 Introduction

The notion of authenticated encryption (AE), which provides both confidential-
ity and authenticity, was first introduced by Bellare and Namprempre around
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2000 [4,5]. It was further developed and evolved into the notion of authenticated
encryption with associated data (AEAD) [29,30,31] to capture the settings of
real-world communication networks, where the authenticity of some public infor-
mation (e.g., packet header) must be ensured. Informally, an AEAD is a secret-
key scheme involving an encryption algorithm and a decryption algorithm. Its
encryption algorithm receives a plaintext or message M, an associated data A,
and a secret key K, and produces a ciphertext C' and a tag T'. The authenticity
of the message and associated data can be checked against the tag T. We refer
the reader to [29] for a more rigorous treatment of the definition of AEAD.

The CAESAR competition (the Competition for Authenticated Encryption:
Security, Applicability, and Robustness) was announced at the Early Symmetric-
key Crypto workshop 2013 [14] and also on-line at [7]. After several years of
intensive analysis and comparison of the 57 submissions, the finalists were an-
nounced at FSE 2018. In this work, our target is one of the seven finalists —
MORUS [39], which provides three main variants: MORUS-640 with a 128-bit
key, and MORUS-1280 with either a 128-bit or a 256-bit key.

Related Work. Apart from the analysis provided by the designers, MORUS
has received extensive third-party cryptanalysis. These cryptanalysis include
differential cryptanalysis [26,33,13], linear cryptanalysis [21], SAT-based crypt-
analysis [12], cube cryptanalysis [32,21], state-recovery [19,38] and key-recovery
attacks [13], as well as attacks in the nonce-reuse setting [26]. However, these
attacks either target round-reduced versions of MORUS, or are launched in the
nonce-reuse setting which is contradicting to the nonce-respect assumption as-
sumed by the designers. Therefore, none of these analysis violates the security
claims of MORUS.

A major breakthrough on the cryptanalysis of MORUS was made at ASI-
ACRYPT 2018 [2]. In this work, based on rotational-invariant linear approxima-
tions, Ashur et al. transfered linear approximations for a state-reduced version
of MORUS (named as MiniMORUS) to linear approximations for MORUS. Lin-
ear approximations in the ciphertext bits with correlation 277 and 2~7¢ were
identified for MORUS-640 and MORUS-1280 respectively. The approximation of
MORUS-1280 leads to distinguishing attacks and message-recovery attacks on
the full MORUS-1280 with 256-bit key. Since it requires about 22*76 = 2152
encryptions to exploit the correlation, MORUS-1280 with 128-bit keys remain
immune to these attacks. Similarly, to exploit the correlation of MORUS-640, it
requires about 2'4¢ encryptions, which means MORUS-640-128 is also immune
to these attacks.

Our Contribution. In this work, we investigate the problem of computing
the correlation of quadratic Boolean functions. By transforming a quadratic
Boolean function into its so-called disjoint quadratic form, we propose, to the
best of our knowledge, the first polynomial time algorithm that can determine
the correlation of an arbitrary quadratic Boolean function, while in previous



Title Suppressed Due to Excessive Length 3

work (e.g., [2]), such correlations are computed with exhaustive or quite ad-hoc
approaches which intrinsically limits their effectiveness.

Equipped with this new weapon, we set out to search for more complex
rotational invariant linear trails of MORUS, and then compute their correlations
with the new method. To this end, we set up a model for finding linear trails of
MORUS-like key-stream generators, such that most existing search tools can
be applied. The model we proposed is generic and can be applied to many
other schemes, which is of independent interest. Eventually, using MILP based
approach, we identify trails of all versions of MORUS which lead to significant
improvement over the previous attack on MORUS-1280-256 presented by Ashur
et al. [2]. Generally, the complexity is reduced from 252 to 276. Moreover, these
trails result in the first attacks on full MORUS-640 and MORUS-1280 with 128-
bit key. A summary of the results are given in Table 1, from which we can see that
the attack is not marginal and the complexities are approaching the boundary
of practical attacks. We verify the attacks on a reduced version of MORUS. Also,
following Ashur et al.’s approach [2], we verify all trail fragments for all versions
of full MORUS.

Along the way, we make an interesting observation that the condition im-
posed on Ashur et al.’s attack can be relaxed. Specifically, the attacks actually
only require that enough plaintexts with a common prefix of certain size are
encrypted, rather than the same plaintext is encrypted enough times as stated
in [2]. This observation motivates us to find trails involving a smaller number
of ciphertext blocks, since the common-prefix assumption does occur in some
practical protocols.

At this point, we would like to mention that even after Ashur et al.’s work [2],
many researchers are not sure if MORUS will stay in the competition given the
high complexities of the attacks and the status of MORUS-640-128 and MORUS-
1280-128. However, we think that the new attacks breaking all versions of full
MORUS with complexity around 276 severely shake the security confidence of
MORUS and should deserve more attentions. Finally, our technique is purely
linear, and most of the attacks presented in our paper are known-plaintext at-
tacks, where we do not rely on any property of the output of the initialization
process except its randomness. Hence, it is interesting to see how to improve our
analysis by applying the differential-linear framework [20,3].

The source code of the paper is available at https://github.com/siweisun/
attack_morus.

Organization. In Sect. 2, we give a brief visualized description of the authenti-
cated encryption scheme MORUS. Then in Sect. 3, we show how to compute the
correlation of a quadratic Boolean function by transforming it into the so-called
disjoint quadratic form. A generic model for finding linear trails of MORUS-like
key-stream generators is constructed in Sect. 4, which is employed in Sect. 5
to search for linear trails of MORUS with high absolute correlations, leading to
attacks on all versions of full MORUS. Section 6 discusses the condition of the at-
tacks presented in the previous section and clarifies why trails involving a smaller
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Table 1: A summary of the results, where the span indicates the number of ciphertext blocks involved in the linear approxi-
mations.

Target

Linear masks of the ciphertext blocks

Span

|Correlation)|

Data

Time

Source

MiniMORUS-640

08000000
04000105
88002002
00105040
00080000

NIHm

Nww

Nwm

(2]

10000000
08000202
00004103
00002000

NH@

Sect.

ot

MiniMORUS-1280

0008000000000000
0080000202000001
0008406020000090
0004040000100800
0000000001000000

lem

www

0000000000010000
4000000020100000
0000000220000804
0000000000008000

Sect.

ot

MORUS-640-128

10000000 10000000 10000000 10000000
08000202 08000202 08000202 08000202
00004103 00004103 00004103 00004103
00002000 00002000 00002000 00002000

wlwm

Sect.

MORUS-1280-128

0000000000010000 0000000000010000 0000000000010000 0000000000010000
4000000020100000 4000000020100000 4000000020100000 4000000020100000
0000000220000804 0000000220000804 0000000220000804 0000000220000804
0000000000008000 0000000000008000 0000000000008000 0000000000008000

Nﬂm

Sect.

MORUS-1280-256

0008000000000000 0008000000000000 0008000000000000 0008000000000000
0080000202000001 0080000202000001 0080000202000001 0080000202000001
0008406020000090 0008406020000090 0008406020000090 0008406020000090
0004040000100800 0004040000100800 0004040000100800 0004040000100800
0000000001000000 0000000001000000 0000000001000000 0000000001000000

Nlﬂm

wumw

Mumm

0000000000010000 0000000000010000 0000000000010000 0000000000010000
4000000020100000 4000000020100000 4000000020100000 4000000020100000
0000000220000804 0000000220000804 0000000220000804 0000000220000804
0000000000008000 0000000000008000 0000000000008000 0000000000008000

N.Nm

Mﬂ@

Sect.

ot
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number of ciphertext blocks are preferred. We propose some open problems and
conclude in Sect. 7.

2 Specification of MORUS and MiniMORUS

We give a brief description of MORUS and MiniMORUS, which largely follows
the notations used by Ashur et al. [2] to facilitate cross checking.

2.1 MORUS

MORUS is a family of AEAD schemes [39] whose interfaces are shown in Fig. 1.
The encryption algorithm of MORUS operates on a 5¢-bit state composed of
five ¢-bit registers (¢ € {128,256}), and each register is divided into four ¢/4-
bit words as shown in Fig. 2, where we use S;; to denote the jth bit of the
ith register S; of the 5g-bit state S. The three recommended parameter sets of
MORUS are listed in Table 2. Note that when the exact key size is not important,
we use MORUS-640 and MORUS-1280 to denote the versions with 640-bit state
and 1280-bit state, respectively.

Key

Message
Nonce
Associated Data

+———— Ciphertext
+——— Authentication Tag

Fig. 1: The high-level structure of the encryption algorithm of an AEAD scheme

So.q-1 So0 Stg-1 S0 Sz Sa0 Ssg-1 Ss0 Sig-1 Sao

Fig. 2: A view of the MORUS internal state

During the encryption process of MORUS, a function
StateUpdate : F3? x FJ — F39

is repeatedly executed on the internal state. Each call to the StateUpdate func-
tion is called a step. We denote the state at the very beginning of the encryption
process by S716 = S50 || S0 || S50 || S50 || SO, After a series of steps, a
sequence of states is produced:

16 StateUpdate

— _15 StateUpdate StateUpdate o StateUpdate
S S S
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Table 2: The three variants of MORUS, where the sizes are measured in bits

State size  Register size =~ Word size

Name Key size Tag size
(59) (a) (a/4) Y i
MORUS-640-128 640 128 32 128 128
MORUS-1280-128 1280 256 64 128 128
MORUS-1280-256 1280 256 64 256 128

Therefore, we can use the notion S* = S§ || St || S || S% || S% to reference the
state at step t. The detail of the StateUpdate function is shown in the following
equations:

ST (SE@ (St S @) b S S <<y,
Sl (S (SL-5L) @ S m,) <y by, SE— St by,
SEFL o (8L b (SL-SL) @ SE B my) < by, SE < St << by,
SEH (S5 (S§ - S5) @ S ®my) <y by, S} Sf < b,
S (S @ (Sh-St) @ Sh@my) <o bs,  Sh— Sh < by,

where <<, b; means rotation inside every w-bit (w = ¢/4) word of the register
to the left by b; bits, and <« is the ordinary left bitwise rotation operation. The
concrete values for the rotation offsets are listed in Table 3, and we refer the
readers to Fig. 3 for a visualization of the StateUpdate function.

S : Sy : b o b
: : : Mo A :
ol =5 3 N — 1
3 ! [=> o7 ! [ U [ P37 !
: : “’ L [A : : :
S — 3 b——b o bof ; (< tih—
: M oA : : : :
Si : I ! :w wbI: : b:’sl :
' [A ! ! ! ! !
Syt E [ pl : il : :
AN w Do i 2] i i

Fig. 3: The StateUpdate function of MORUS

The encryption algorithm of MORUS can be divided into four phases. A visu-
alized description of the encryption algorithm of MORUS without the finalization
phase can be found in Fig. 4.
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Table 3: Rotation constants b; for <&, and b, for <« in round 7 of StepUpdate
Rotation offsets for <«,,  Rotation offsets for <«
bo b1 b2 by  bsa by b bs by by

MORUS-640-128 5 31 T 22 13 32 64 96 64 32
MORUS-1280-128 13 46 38 7 4 64 128 192 128 64
MORUS-1280-256 13 46 38 7 4 64 128 192 128 64

Cipher

g0 Associated data gu

N—16 e
S Initialization processing
!

i
Cl —

e e | i e o i I e e

Ingliagingihg

0 0 Key A° Avt MO Mt M? M3

f(S*, V') = StateUpdate(S?, V?) J J J J
9(S") = S§ & (ST < by) @ (S5 A S5)

C(J Cl CZ C3

Fig.4: The encryption algorithm of MORUS

Initialization. The initialization of every MORUS instance starts by loading
the key and nonce materials into the state to produce the starting state S—1C.
Then update the state by calling StateUpdate 16 times, and finally the key is
exclusive-ored into the state to produce the resulting state S°. Let co and ¢; be
two 128-bit constants, and we use Niog, K128, and Koz to denote the 128-bit
nonce, 128-bit key and 256-bit key, respectively. The details of the initialization
processes for different versions of MORUS are given in the following.

MORUS-640-128: S—16 = Niog H Kiog || 1128 H Co || c1. Then for t = —16, —15,
oo, —1, S = StateUpdate(S?, 0'2%). Finally, we set S « S0 || SY @ Kias ||
S3 1155 || S5-

MORUS-1280-128: S~16 = (Nygg || 0'28) || (K128 || Ki2g) || 12°6 || 0256 || (co ||
c1). Then for t = —16,—15, --- , —1, S**! = StateUpdate(S?, 0%5%). Finally, we
set SO <= 5§ || SY ® (Kuzs || Ki2s) || S5 || S9 I| S5

MORUS—1280—256 5716 = (N128 || 0128) || K256 H 1256 H 0256 H (CO || Cl).
Then for t = —16,—15, ---, —1, S'*! = StateUpdate(S?,0%°%). Finally, we set
SO« 59 || SY @ Kase || S5 1| S | S5

Associated Data Processing. If there is no associated data, this process is
omitted. Otherwise, the associated data is padded with zeros when necessary to
form a multiple of ¢-bit (register size) block. Then the state is updated with the
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associated data A as S'*! = StateUpdate(S?, A!), for t = 0,--- ,u — 1, where
u = [|A]/q] is the number of ¢-bit blocks of the (padded) associated data A.

Encryption. The plaintext is processed in g¢-bit blocks to update the state
and generate the ciphertext block at the same time. Similar to associated data
processing, the plaintext is padded with zeros if the last block is fractional. For
t=0,---,v—1, the following is performed.

C' = M' @ g @ (577 << ) @ (S5H A Sy,
Sutttl — stateUpdate(S*Ht, M),

where v = [|M]/q] is the number of ¢-bit blocks of the padded plaintext.

Finalization. The authentication tag T is generated in the finalization phase by
calling StateUpdate ten more times. Since our attacks are completely irrelevant
to how the tag is generated, we omit its details.

2.2 MiniMORUS and Rotational Invariance

MiniMORUS, proposed by Ashur et al. [2], is a family of helper constructions
derived from MORUS. For every MORUS instance with a 5¢-bit state, there is a
MiniMORUS instance with 5-(¢q/4)-bit state. To be more specific, each register in
MiniMORUS contains a single word of w = ¢/4 bits. Therefore, the word-oriented
rotations in the StateUpdate function of MORUS are removed in MiniMORUS,
and the rotations within words (<&, b;) are equivalent to ordinary bit-wise
rotations (<« b;) in MiniMORUS. We refer the reader to Fig. 5 and Fig. 3 for a
comparison.

=

OBt
H
G-

©—=
O
|

B

Fig.5: The StateUpdate function of MiniMORUS.
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Obviously, MiniMORUS can be regarded as a reduced version of MORUS.
Therefore, it is easier to search for linear trails of MiniMORUS. When a linear
trail of MiniMORUS is identified, we can consider the trail for MORUS where
the bits involved in every ¢/4-bit register of MiniMORUS are copied into all the
four ¢/4-bit words in the corresponding register of MORUS. To put it simply, we
only consider trails of MORUS involving the same bits within each word of one
register. This kind of patterns are invariant under word-wise rotations. Therefore,
the trails for MiniMORUS can be regarded as truncated representations of the
trails for MORUS with rotational invariant patterns. We refer the reader to [2]
for more details.

3 Correlation of Quadratic Boolean Functions

In this section, we give a brief introduction of necessary background of Boolean
functions, prove that the correlation of a quadratic Boolean function can be
read out from its disjoint quadratic form, and show how to convert an arbi-
trary quadratic Boolean function into its so-call disjoint quadratic term with a
polynomial time algorithm.

Let f : F4 — Fy be a Boolean function with algebraic normal form (ANF)

flx) = Z Au ™,

u€Fy

where & = (x4, ,2n),u = (U1, ,up),ay € Fa, and x* =[], 2. The
degree of the Boolean function f is defined as

deg(f) = max  wi(w),
20y

where wt(u) is the Hamming weight of w.

Definition 1 (Correlation). The correlation of an n-variable Boolean func-
tion f is cor(f) = 5= mng(—l)f(z), and the weight of the correlation is defined
as — log, |cor(f)|.

In the following, we use Var(f) to denote the set of variables involved in the
Boolean function f. For example, if h = 122 + 123+ 1 and g = zox3z4 + T324,
then Var(h) = {1, 22, z3} and Var(g) = {z2, x3, x4}. Note that the variables are
treated as symbolic objects. A variable x; is degenerate if it does not appear in the
ANF of f,i.e., z; ¢ Var(f). For example, if f (21, xq, 23,24, T5) = X1 + X223+ 24,
then x5 is degenerate.

Lemma 1. Let g(x1, -+ ,2n) = Zle fi be a Boolean function such that the k
sets Var(f;) for 1 <t <k are mutually disjoint. Then

k
cor(g) = H cor(fy).
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Proof. Let f; be a Boolean function with n; variables for 1 <t < k, and m =

n —mny — -+ — ng. According to Definition 1, we have
1 (_1)(f1+f2+'“+fk)(m)
_ _1)9(=) —
corlg) = 5 D0 (-1)0@ = 3 -
x€Fy xelFy
(D) (CDRE) (1)
- Z oni Z onk Z om
@1 €Fy1 @, EFyk zeFy
k
= [T cor(s0),
t=1
as desired. 0

Example 1. cor(z1x9 + x314) = cor(z122) - cor(z3ry) = 272,

Corollary 1. Let f(z1, - ,xp) be a Boolean function, and f = g+x; such that
x; ¢ Var(g) is a separated linear term. Then cor(f) = 0.

Ezample 2. cor(x1xo+xex3rs+x305+x6) = cor(rTetaorsxstases)-cor(rg) =
cor(z1xo + Tox3xy + x325) - 0 = 0.

Lemma 2. Let f(z,y) = xy + ax + by be a Boolean function and a,b € Fy are
constants. Then cor(f) = (—1)2. 271,

Proof. Prove by exhaustive analysis of @ and b with Definition 1. O

Definition 2. Two Boolean functions f(x) and g(x) are called cogredient if
there exists an invertible matrix M, such that g(x) = f(xM).

Lemma 3. Let f(x) and g(x) be two Boolean functions cogredient to each other.
Then cor(f) = cor(g).

Proof. Since f(x) and g(x) are cogredient to each other, g(x) = f(xM) for
some invertible matrix M. The result follows from the following equation

COI‘(g) = 21n Z (—1)9(93) = 2% Z (_1)f(a:M)

x€Fy xcFy

=% ¥ (D=L ¥ (-1,

xM—1€F? xzcFy
O

Lemma 3 implies that the correlation of a Boolean function is invariant by
applying an invertible linear transformation to the input variables. Also, it is
sufficient to consider functions with constant term 0 since cor(f) = —cor(f + 1)
for any f.
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Definition 3 (Quadratic form). A Boolean function f is quadratic if deg(f) =
2. A quadratic Boolean function is called a quadratic form if its constant term
is 0. Hence, a quadratic form can be written as

@y, an) = Z aijxit; = Qp(x1,-+ ,xn) + Ly(z1, -+, 2p)

1<i<j<n

where a; ; € Fo, Q contains all quadratic terms of f while Ly consists of all
linear terms of f.

Let f(z1, - ,2,) be a quadratic Boolean function. For ¢ € {1,--- ,n}, we
use o(f,x;) to denote the number of terms of @y involving variable x;.

Definition 4 (Disjoint quadratic form). Let f(z1, -+ ,x,) be a quadratic
form. A term x;x; of f is a separated quadratic term if o(f,x;) = o(f,x;) = 1.
In particular, f is disjoint if all its quadratic terms are separated quadratic terms.

Ezample 8. The two functions z12xo + x314 and z12x3 + X224 + T9 + x5 are both
disjoint quadratic forms, while z1z2 + xox3 is not a disjoint quadratic form.

Lemma 4. Let f = x;, 24, + -+ + Tiy, Tip, + T4y, + -+ + x5, be a disjoint
quadratic form. Then

v i oe s (x; — . . . .
COI'(f) _ (—1)Zt:1 Coe(@iy,_y)Coes(Tiy,) 2 k {jla' .. 7]5} C {217“- ’sz}
0 {1, dst G {in, - sk}

where Coey(x™) denotes the coefficient of the monomial * in the ANF of f.
Proof. 1t follows from Lemma 1, Corollary 1, and Lemma 2. U

With Lemma 4, it is easy to obtain the correlation of a disjoint quadratic
form. In the remainder of this section, we will present an efficient algorithm
for converting any given quadratic form to a cogredient disjoint quadratic form.
Hence, we can efficiently compute the correlation of any given quadratic form.
Before diving into the details of the algorithm, we first introduce some useful
notations and subroutines employed in Algorithm 1.

Subroutine 1 (PickIndex). Given a quadratic Boolean function f(x) with =
(x1, -+ ,x,), PickIndex(f) returns the index t of xy, where t is the smallest
integer t € {1,--- ,n}, such that o(f,x¢) > o(f,zv) for allt’ € {1,--- ,n}.

Ezample 4. Let n =3, f(x) = 122 + 2223 + 3. Then PickIndex(f) = 2.

Subroutine 2 (Substitute). Given a Boolean function f(x) = f(x1, - ,zn)
and an n x n invertible matriz M, Substitute(f, M) returns the Boolean func-
tion f(xM).

100

Ezample 5. Let f = x1zo+xox3+as,and M = [1 10| . Then Substitute(f, M)
011

gives f(@M) = (x1 + x2) (22 + x3) + (2 + x3)x3 + 3 = 122 + 123 + To.
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In Algorithm 1, for a given Boolean function f(z1,---,z,), we repeatedly
use a substitution of variables of the form:

Loy < Ty + T, -+ 2y,
zjxj, Vie{l,--,n}—{u}
where m > 2, u € {1, ,tm}, and t; < ty < -+ < t,,,. This substitution can
be reformulated in the matrix form as @ < xly«+, ... 1,,, Where Iy, ... 1 i
obtained from the n x n identity matrix I by substituting the u-th column with
a column vector whose t;-th entry is 1 for 1 < j < m and other entries are 0.

. _ -1
Note that we always have Ly« t, ... t,, = L ot -

Algorithm 1: Transform to disjoint quadratic form

Input: A quadratic form f(x) = f(x1, -+ ,xn) A
Output: An invertible matrix M and a disjoint quadratic form f(z) such
that f(z) = f(xM)

/* Initialization */
M+ 1 /* I is the n X n identity matrix */

f(w)<—f(5017 7‘T")

v ¢ PickIndex(f)

N I

/* Transformation */

while o(f,z,) > 2 do

m a(f, Zy) /* The number of quadratic terms involving x, */
Find all t; <t2 < - < tm, such that x,a;, is a term of f

w I o «»

9 f « substitute(f, Ity ety 1))
10 M Tty st - M

)

11 | if o(f,x:,) > 2 then

12 k< o(f,xe;)

13 Find all s1 < s2 < --- < sg, such that z;, x5, is a term of f
14 [ Substitute(f, loc sy, sp)

15 M Ty s M

16 end

17 | v < PickIndex(f)

18 end

19 return M andf

Ezample 6. Let f<— (@1, 02,23, 24, 5) = 21272 + 2105 + L2203 + T224 + 21 + T2
Then o(f,z1) = 2, o(f,x2) =3, o(f,z3) =1, o(f,z4) = 1, and o(f,x5) = 1.
Thus, v < PickIndex(f) = 2. Now we extract the common factor z, = x5 in
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Qy:
f(a:) = xo(x1 + @3 + 24) + 125 + 21 + Z2.

Then we apply the following substitution of variables:
T 421 +x3+ 24
) (1)
zj —xj, je{l,---,b}—{1}

This variable substitution gives f — xox1+ (21 +x3tas)zs+ (21 ta3+24)F20 =
T1Xo+x1T5+T3x5 + 2425+ 21 + 29+ 23+ 4. Then we need to check whether x4
(the variable corresponding to a sum of the original variables rather than a single
x;) appears multiple times in Qf. Since cr(f, x1) = 2 (z1 appears multiple times),
we extract the common factor: f = x1(xo+x5) + 2325 + 2425 + 1 + X2+ T3+ 24.
Then we apply the variable substitution:

To < To + 5 (2)
zj x5, je{l,---,5}—{2}

This variable substitution gives f — r1wo + X325 + Taws + 1 + (T2 + T5) +
X3 + Ty = T1X9 + T3T5 + T4T5 + 1 + T2 + X3 + T4 + 5. At this point (a whole
while loop is done), we can observe that z;xzo is a separated quadratic term
of f . Actually, as shown in Theorem 1, every execution of the while loop will

make one quadratic term separated. Then PickIndex(f) returns 5, and we have
f=z12e + (3 + x4)T5 + 21 + 22 + 3 + 4 + z5. Applying the substitution

T3 < T3+ 24 (3)
wj e aj, je{l,-- .5 —{3}

gives f = x1x9 + T3T5 + 1 + T2 + T3 + x5, which is a disjoint quadratic form.
It follows from Equations (1) — (3) that

10000 10000 10000 10000
01000 01000 01000 01000
M=100100{-]00100|-(10100| =1]10100
00110 00010 10010 00110
00001 01001 00001 01001

It is readily to verify that f = f(xM). Consequently, according to Lemma 3,
the correlation of fis (—1)11+11.2-2 =9-2

To show the validity of Algorithm 1, we present the following result.

Lemma 5. For any input quadratic form f(x) = f(x1, -+ ,xn) of Algorithm 1,
each while loop will generate at least one separated quadratic terms.
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Proof. Let f = xy(z4, + @4, + -+ + @1,,) + g, where v = PickIndex(f) and
t1,ta, -+ ,tm be all the indices such that x4, x, is a term of f with t1 < ty <
«++ < tm. Then we have o(g, z,) = 0 according to the way we choose t;’s. After
the variable substitution @ <— x - I, ¢, ... +,,, we have

[ @ore +9(® Ly )

Since x,, is unchanged under I}, 4, ... 1, , we have U(f, ) =1+0(g,z,) = 1.

slm

If U(f, x¢,) = 1, then z,x:, is a separated quadratic term. Otherwise, we

have U(f, Z¢,) > 2. Assume that the current f can be written as f = X, (X +

Ts, + -+ x5, ) + h, where s1, Sa,-- -, i are all the indices such that x;, x,, is

a term of f and s; < sy < --- < sp. It implies that o(h,z,) = 0. Further,

we have o(h,z,) = 0 since o(h,z,) < 0(g,z,) = 0. Then the transformation
T < Iy, ... s, carries the function f into

f — Ty, + (T Tyes, e sp)-

Thus, we have o(f,#¢,) = 1 and o(f,#,) = 1 . This means that z,z;, is a
separated quadratic term. O

Theorem 1. Given a quadratic form f(x) = f(z1, -+ ,xy,), Algorithm 1 out-
puts a disjoint quadratic form f(w) and an invertible n x n matriz M, such
that f(x) = f(xM). Moreover, Algorithm 1 has time complexity O(n*®) and
memory complexity 2(n?).

Proof. According to Lemma 5, each while loop will generate at least one sepa-
rated quadratic term. Hence, after at most n/2 while loops, all quadratic terms
of the current f are disjoint quadratic terms.

Now we briefly analyze the complexity of Algorithm 1. From the above anal-
ysis, Algorithm 1 will have n/2 while loops in the worst case. This implies
that the time complexity is upper bounded by the m matrix multiplications.
Therefore, the time complexity of the algorithm can be estimated as O(n!238),
where we take O(n?%) as the time complexity of the multiplication two n x n
matrices [34]. It is readily seen that the memory complexity is §2(n?). O

To sum up, with Lemma 3, Lemma 4, and Algorithm 1, we can compute the
correlation of any quadratic Boolean function with polynomial time complexity.

Remark. On 22-06-2019, we received an E-mail from Ryan Williams, which
indicated that essentially the same theory concerning quadratic forms had been
developed much earlier (despite some superficial differences in the appearance).
We refer the reader to [8,28,15] for more information.
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4 Exploitable Linear Approximations of MORUS-like Key
Stream Generators

We consider a typical stream cipher construction shown in Fig. 6. A partially
unknown state SU (initialized with a secret key and some public values) is pro-
cessed by an initialization algorithm. Then a vectorial Boolean function G is
applied to the state S° to produce one key stream word Z°. For 0 < i < k, a
state update function is employed to obtain a new state S**! = F(S%), from
which a key stream word ZiT! = G(S?1) is extracted.

SU SO ’_‘ Sl
—— it ; F Fl—-
B-1 Qo u Bo ai B1
Y0 7
<]
Ao A
Z(l Zl

Fig. 6: Linear trails for MORUS-like key-stream generator

For this kind of stream ciphers, a generic attack based on linear cryptanal-
ysis (e.g.,[27]) can be applied, whose goal is to find a sequence of linear masks
(Mo, , Ak) for the key-stream blocks Z?, such that the absolute value of the
correlation

cor (i )\ZZZ) (4)

can be maximized, where the number of ciphertext blocks involved in the linear
approximation is called the span. In what follows, we establish a model in which
finding (Ao, -, Ak) is conceptually the same as finding linear trails of a block
cipher with additional constraints imposed on some linear masks at some special
positions. With this model, existing tools [25,9,35,37,16] for finding good linear
trails of block ciphers can be applied to search for (Mg, -, Ag).

Definition 5. A linear trail of the key stream generator shown in Fig. 6:

(6—%707 >‘0a aOvBOa o 70516—17/8]{:—177/% )‘ka Oék)

1s said to be exploitable if and only if 1 =0, ax =0, and a; +v; + Bi—1 =0
for0<i<k.
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The motivation behind Definition 5 is that when the following equations

B-1=0

ak:()

ai+7i+Bic1=0, 0<i<k (5)
7St + NZP =0, 0<i<k

a;S* 4+ B8 =0, 0<i<k-1

hold simultaneously, we have

k k k—1
DNZ' =D w8 =88+ (S + BST) +arSF =0, (6)
=0 =0 =0

Although in Definition 5 we require S_; = 0, in fact, any characteristic starting
with some 3; = 0 that follows the same pattern specified in Definition 5 across
several consecutive ciphertext blocks can be exploited.

In this work, the MILP-based approach [35,37,16] is employed to search for
linear trails of MORUS. One solution of the MILP model is a linear characteristic
satisfying additional constraints specified in Definition 5. The objective function
of the model is to minimize the number of active AND gates. The trails produced
by the models are only locally consistent, and thus we cannot guarantee their
global soundness with respect to optimality and validity, since the models are
constructed under the assumption that all AND gates are independent.

Let us inspect a toy example where f = f1 + fo = x122 + 123 + T2 and

Ji(z1, 2, 23) = 2122 + T2

Ja(w1, 22, 23) = 2173
The reader can check that in this case cor(fi) = cor(fz) = 271, but cor(f) =0,
which implies that the sum of biased Boolean functions may be balanced. There-
fore, global consistency of the full trail cannot be ensured by local consistency. To
be more concrete, we show a real example. Table 4 presents an invalid linear trail
generated by our MILP model whose span is 3. Note that in this paper, we show
our trails in their linear-mask representations. There is a correspondence be-
tween the linear-mask representation and the trail-equation representation used
in [2]. The five linear masks between ag and Sy listed in Table 4 are the linear
masks in the positions shown in Fig. 5 marked with dashed lines. Each row of the
linear masks determines which AND gates are activated, and each active AND
gate produces one equation containing one product term. By adding up these
equations, we can reproduce the trail-equation representations used in [2]. In this
work, we always need to convert the linear-mask representation into the trail-
equation representation, which is required to determine its overall correlation by
using the method proposed in Sect. 3.

For the sake of completeness, we give a complete example of the conversion
process based on the trail shown in Table 4. From the linear masks, we can get



Title Suppressed Due to Excessive Length 17

the following equations:

0 0 0 _ o 0
C50 @ Sy 30 @ S1,30 = 52,30 93,30
0 0 0 _ o 0
Coo ® Sp,20 © 51290 = 5399 53,99
0 1 0 _ o 0
S0.30 © So.3 D 5330 = 5130 - 52.30
0 1 0 _ @O 0
50,22 D Sp,27 D 53,90 = 57 22 * 52,22
0 1 0 _ o 0
S92 ® 5791 D S99 =153020 5399
0 1 1 _ al 1
Si00 D 843D 5390 = 5022 51,22
1 1 1 _ ol 1
Cag @ 5529 © 51,29 = 52,29 * 3,29
1 1 1 _ al 1
Cor © Sp.97 © S127 = 5397 - S3.97
1 1 1 _ al 1
Cao ® 50,90 @ S120 = 5399 5390
1 1 1 _ ol 1
Cs1 ® Sp01 © St 21 = 5321 5391

1 1 1 _ ol 1
C3®8)3®513=>553"533
1 2 1 _ ol 1
50,20 D Sg,2 D 5329 = S1,29 - 52,29
1 2 1 _ al 1
50,92 B 50,27 © 5390 = 5122 52,90
1 2 1 _ al 1
80,21 D 5526 © 5391 = 5121 221
1 2 1 _ ol 1
51,27 D 5726 © Sa 07 = 307 S3.07
1 2 1 al 1
Si3®ST2®DS8;3=25539533
1 2 2 _ ol 1
52,07 D 539 ® Sh 27 = S3.07 + Sy o7
2 2 2 _ 2 2
C36 © 50,26 © 5126 = 5326 - 53,26
2 2 2 _ a2 2
C5 852D 572=2"555-55,

Adding up the above equations gives the trail equation:

C @ C9 ® Cag ® Co7 & Cap ® C3y & C3 & Cog  C
= 53,22 55,20 B 51,20 53,20 D 5392 D 300 S} 09
D 521,21 : S§,21 D 511,21 : 521,21 D S%,Ql

2 55,29 : S§,29 @ S%,zg : 55,29 @ S§,29 D S%,QQ

D 53,30 : 53,30 D S?,so : 53,30 D 5(3),30 D 59,30

D S?,22 : 53,22

@ 55,20 - 51 20

D S§,27 : Si,w D Si,27

2 53,26 : 53,26

D 53,2 ‘ Sg,z @ Sg,z

& 520
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83 5527-

The right-hand side of the equation is a quadratic Boolean function. Thus by
applying the method shown in Sect. 3, we can obtain its correlation. However,
for this special case, we know that its correlation is zero without converting it
into the disjoint quadratic form, since the variable S3 .. never appears in any
other term of the quadratic Boolean function. Thus, according to Corollary 1,
the correlation of C3) @ C9, & Cg & C3, & Cl, & C3, & C & C35 & C3 is zero.

Table 4: An invalid trail of MiniMORUS-640 with span 3

Round Linear masks

aq 40400000 40400000 00000000 40400000 00000000
08000008 00400000 00000000 00000000 00000000
08000008 00200000 00000000 00000000 00400000
08000008 00200000 00000000 00000000 00400000
08000008 00200000 00000000 00000000 00400000

Bo 08000008 00200000 00400000 00000000 00000008

Yo 40400000 40400000 00000000 40400000 00000000

Ao 40400000

20600000 28400008 00400000 20600000 00000008
0c000004 08000008 00000000 00000000 00000008
0c000004 04000004 08000000 00000000 08000000
04000004 04000004 00000004 00000000 00000000
04000004 04000004 00000004 00000000 00000000
B1 04000004 04000004 00000004 00000000 00000000
1 28600008 28600008 00000000 20600000 00000000
A1 28600008

Q
=

2 ~y2 04000004 04000004 00000004 00000000 00000000
A2 04000004

At this point, we emphasize that Definition 5 is only used as a mental helper
to identify potentially good trails. Since in practice, we apply search tools that
produce “good” linear trails assuming the independencies of the rounds or com-
ponents within F and G. However, these assumptions are generally not true
as illustrated by the above example. Therefore, the outputs of the search tools
are not reliable. We must recompute the correlation of the full trail by using
dedicated methods which are suitable to the target under consideration. For
instance, using the method presented in Sect. 3, we automatically detect such
inconsistencies shown in the above examples.

Finally, to facilitate cross checking, we list all the trails used in [2] in both
their linear-mask and trail-equation representations in Appendix A.

5 Searching for Linear Approximations of MORUS

By setting the plaintext to zero message as in [2], MiniMORUS and MORUS fit
exactly into the model established in Sect. 4. Hence, linear trails of MiniMORUS
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and MORUS can be searched by using any existing tools for finding linear approx-
imations. In our work, we apply the MILP-based approach, where the constraints
imposed on the linear trails are encoded into MILP models.

In practice, we must determine the number of ciphertext blocks involved in
the final linear combination of the ciphertext bits before we can set up the MILP
model. First, we theoretically show that there is no useful linear approximation
for MORUS involving only one ciphertext block. Let Ay be a linear mask of the
key-stream generator shown in Fig. 6 for one ciphertext block. Then we have

MNZ0= P (S5, 08, ©S59,-55,)

1,5+,
JsXo,j=1
_ 0 0 0 Qo0
= @ s, D (5] j1e, © 52,5+ 53,5)-
JrXo,;=1 JsXo,;=1

Since the variable Sg‘j does not appear in other terms, we have cor(\gZ%) = 0
according to Corollary 1.

Since the linear trails used in [2] span across 5 ciphertext blocks, we decide
to only search for rotational invariant trails with spans greater than 1 and less
than 6 (models for larger spans will have more variables which are difficult to
solve). The best trails we found are of span 4, and the trails for MiniMORUS-640
and MORUS-640 are listed in Table 5 and Table 6, respectively.

Table 5: A linear trail of MiniMORUS-640 with correlation —2~8

Round Linear masks

ap 10000000 10000000 00000000 10000000 00000000
00000002 00000000 00000000 00000000 00000000
00000002 00000000 00000000 00000000 00000000
00000002 00000000 00000000 00000000 00000000
00000002 00000000 00000000 00000000 00000000

Bo 00000002 00000000 00000000 00000000 00000000

Yo 10000000 10000000 00000000 10000000 00000000

Ao 10000000

a1 08000200 08000202 00000002 08000200 00000000
00004001 00000002 00000002 00000000 00000000
00004001 00000001 00000000 00000000 00000002
00004001 00000001 00000000 00000000 00000002
00004001 00000001 00000000 00000000 00000002

B1 00004003 00000003 00000002 00000000 00004000

~1 08000202 08000202 00000002 08000200 00000000

A1 08000202

a2 00000100 00004100 00000000 00000100 00004000
00002000 00004000 00000000 00000000 00004000
00002000 00002000 00000000 00000000 00000000
00002000 00002000 00000000 00000000 00000000
00002000 00002000 00000000 00000000 00000000

B2 00002000 00002000 00000000 00000000 00000000

2 00004103 00004103 00000002 00000100 00000000

A2 00004103

~3 00002000 00002000 00000000 00000000 00000000
A3 00002000
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Table 6: A linear trail of MORUS-640 with correlation 2738, where “*4” stands
for 4 copies of the same bit string

Round Linear masks

ap 10000000%4 10000000%4 00000000*4 10000000%4 00000000%4
00000002%4 00000000*4 00000000%4 00000000*4 00000000*4
00000002%4 00000000*4 00000000%4 00000000%4 00000000*4
00000002%4 00000000*4 00000000%4 00000000%4 00000000*4
00000002%4 00000000*4 00000000*4 00000000%4 00000000*4

Bo 00000002*4 00000000*4 00000000*4 00000000*4 00000000%4

Yo 10000000*4 10000000%4 00000000*4 10000000%4 00000000*4

Ao 10000000%4

a1 08000200%4 08000202*4 00000002%4 08000200*4 00000000%4
00004001*4 00000002%4 00000002*4 00000000%4 00000000*4
00004001%4 00000001*4 00000000*4 00000000%4 00000002*4
00004001*4 00000001*4 00000000%4 00000000*4 00000002*4
00004001%4 00000001*4 00000000%4 00000000*4 000000024

B1 00004003%4 00000003*4 00000002*4 00000000%4 00004000%4

1 08000202*4 08000202%4 00000002%4 08000200*4 00000000*4

A1 080002024

=}

a2 00000100%4 00004100%4 00000000*4 00000100%4 00004000%4
00002000%4 00004000*4 00000000%4 00000000*4 00004000*4
00002000%4 00002000*4 00000000%4 00000000*4 00000000*4
00002000%4 00002000*4 00000000%4 00000000%4 00000000*4
00002000%4 00002000*4 00000000*4 00000000%4 00000000*4

B2 00002000%4 00002000*4 00000000*4 00000000*4 00000000%4

2 00004103*4 00004103%4 00000002*4 00000100%4 000000004

A2 00004103%4

3 73 00002000*4 00002000%4 00000000*4 00000000%4 000000004
A3 000020004

¥

As an illustration, let us compute the correlation of the trail of MiniMORUS-
640 shown in Table 5. Firstly, according to the linear masks shown in Table 5,
we write down the following equations which hold with probability 1.

0 0 0 0 0
Css @ Sp 28 © 57,08 = 5308 * 3,28
0 0
50,28 © S(%,l @ S398 = 5(1),28 : Sg,zs
1 1 1 1 1
Cor © Sp.97 © S127 = 5397 - 53,97
1 1 1 1 1
Co @S5 ®S19=2"529"539
Ci @ S(%,l @ 511,1 = 521,1 : S§,1
1 2 1 1 1
80,27 ® 50,0 D S3.27 = 5127 S2.97
2 1
53,9 ® Sp14 P S%,g = Si9 S5.9
1 2 1 1 1
Sia®ST0®Ss1=2952153,1
S;,®82,082, =82,-57
4,1 D 5414 DO 0,1 P11
CH @ S314®St1a=551,-53
14 D 55,14 D 5714 2,14 " 03,14
Ci @ Sg,s @ Sis = 53,8 : S§,8
Ci o Sg,l @ 512,1 = Sg,l . S?%,l
Ci @ Sg,o D Sio = 55,0 : S§,0
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Sg,s @ 58,13 S Sg,s = 512,8 : S%,S
512,14 D 5?,13 @ 53,14 = 53,14 : S§,14
Cls @ S5 150 8715 ="5515- 53
13 0,13 1,13 2,13 " 93,13
Combining the above equations, we obtain an equation whose left-hand side
involves only cipher-text bits, while the right-hand side of the equation can be
regarded as a quadratic Boolean function.
Cl®Cr0CiaCiaClhoCiaol?eCioCy
= 53 25 * 55,25 © 57 5 + 92,28 B 53 25 B 57 05
@ S39- 859 ® S1,9- 829 ®S39® St
® S3.07 - 55,27 D S197 - 53,07 D 307 B S a7
@S35 955 ® ST 925 ®S35@Stg
@S5St @S5, @St
®S3,-85,®83,
® S34-55
® 5315 S313

The right-hand side of the above equation can be transformed into its disjoint
quadratic form with the method presented in Sect. 3.

58,28 : Sg,zs @ S?,zs : 53,28 @ Sg,zs @ S?,zs
D 521,9 : S;,Q D Si9 : 521,9 D S:%,g D 511,9
D 521,27 : 55,27 D 511727 : 521727 @ S§,27 D 511,27
® S35 S35 ® ST 955D 535D STg
D 53,1 : Sil D Sg,l & 512,1
@ 522,1 : 53,1 D SS,I
& 522,0 -S30
® 5315 53,13
= (5925 ® 1)(S7 25 53 28)
(Sz,g ®1)(S1 9D 53 9)
® (3,07 ©1)(S1 97 ® S3.97)
@ (Sg,s @ 1)(S7 8D 53 8)
D (53,1 D 1)(51,1 ©1)
©531(85,1©1)
& 522,0 -S30
® 5315 5513®1
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Therefore, the correlation of C9% @ C. @ Cd @ CL ® C2, & C2 0 CE  C2 © C3y
is —278. Similarly, we can compute the correlations of the trails of MORUS-640,
MiniMORUS-1280, and MORUS-1280. To facilitate reproducing of the results, we
put all the detailed computations in Appendix C.

Before going any further, we would like to give some insight into the trails
of MiniMORUS to show how the linear approximations covering different parts
of the cipher eventually eliminate all internal variables, leading to approxima-
tions involving only ciphertext variables. The following discussion is similar to
the Section 4 of [2]. Several fragments are common between [2] and ours. We
recommend the reader to review the Figure 2 of [2] before reading the following
part.

We can use the variables of C? to approximate the variables of Sé“, denoted
by C* — S{T'. At the same time, C**1 SEt! §1H2 5 Gi+1 These approxi-
mations are visualized in Fig. 7a and Fig. 7b, Note that two AND operations
are involved in Fig. 7a, in which one is approximated to S3 and the other is
approximated to .S;. This seems to require weight 2. This trail fragment is the
same as one of the fragments in [2], and [2] explains that there is another way of
approximating those two AND operations: one is approximated to S3 @ Ss and
the other is approximated to Sy & S1. Two ways of the approximation form a
hull effect, which makes its weight 1.

Fig. 7b was also used in [2], which involves two AND operations. Those
AND operations take the same input variables, S, and Ss. Hence those two
deterministically cancel each other, which makes the weight of this fragment 0.

Basically, by combining the fragments in Fig. 7a to Fig. 7d, 1 bit of Sffl is
approximated from the ciphertext bits. We do the same to approximate 1 bit
of Sffz by sliding the steps by 1. Fig. 7e to Fig. 7h are for this approximation.
Hence by removing the step indices, Fig. 7e to Fig. 7h are exact copies of Fig. 7a
to Fig. 7d.

Note that the linear trail up to here, which has weight 6, is identical with
[2]. Ashur et al. [2] iterated this approximation twice and added 4 more approx-
imations, which makes the weight of their trail (6 x 2) +4 = 16. The core of our
improvement lies in the detection of a rather complicated new approximation
that approximates SZH and Sﬁ+2 by ciphertext bits only with weight 2. The
new approximations are shown in Fig. 7i to Fig. 7j, in which Sfﬂ'l and Sfl”
are approximated to the 3-bit sum of SSH,SﬁQ and S§+2, and C**2 are also
approximated to the 3-bit sum of Sé”, Sf”, Séﬁ. The previous work [2] found
the attack by hand thus the most of the approximations are simple such that
2 internal state bits are approximated to 1-bit of another state. thanks to the
generic model in Sect. 4, we could detect this efficient approximation

We stress that the trail fragments are only used to shed insight on the full
trails, and the verification of these trail fragments are only used to provided
additional evidence of the validity of the analysis. We never use trail fragments
to compute the correlation. The correlation must be computed on the full trail as
whole.
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Fig. 7: MiniMORUS linear trail fragments
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Remark. Finally, we would like to make a remark on the effect of the in-word
rotation (<&,,) offsets (b;, i € {0,---,4}) of MORUS on the linear trails we
can find. In [2], Ashur et al. assumes that the trails work for any choice of b;
without any concrete discussion of the actual effect. We randomly choose 50 dif-
ferent (bg, b1, ba, b3, bs)’s and generate 50 MILP models to search for their trails.
We do observe slight variance of the correlations of the trails we find for differ-
ent choices of (bg, b1,bs, b3, by). For example, in the case of (bg,b1,bs,b3,bs) =
(16, 31,23, 3,17), we identify a trail of MORUS-640 with correlation 2734, mean-
ing that under our current cryptanalysis technique, this version is weaker than
the original design. The reader can find this trail in Appendix B.

5.1 Distinguishing Attack and Message-recovery Attack on MORUS

So far, for the sake of simplicity, we have assumed that all message blocks are
zero. As already pointed out in [2], message variables only contribute linearly
to the trails. To be more concrete, we write down the trail equations involving
message variables explicitly in Appendix C and Appendix D.

Therefore, under the condition that the involved message bits are kept con-
stants, the trails we identified can be employed to mount two types of attacks.
The first one is a (partially) known-plaintext distinguishing attack, where a large
number of partially known plaintexts are encrypted, and then we can detect the
bias from the ciphertexts. The second one is a message-recovery attack, in which
we can recover some unknown plaintext bits if the same plaintext is encrypted
for many times. The scenario in which the message-recovery attack can be ap-
plied does happen in practice. For example, the same message can be encrypted
with different IVs and potentially different keys in the so-called broadcast set-
ting [22,1].

For the message-recovery attacks, we rely on the approach proposed by Mat-
sui [24]. For example, if the correlation of the trail employed in our message-
recovery attack is 2p, we would encrypt a (unknown) message approximately n
times with different nonces or keys. Let T be the number of encryptions such
that the linear combination (derived from the trail) of the ciphertext bits is equal
to b € {0,1}. Then we guess the value of the linear combination £(M) of the
message M according to the following rule:

0, if Tp > Ty and p > 0,
1, if Ty > T1 and p < 0,
coan=q T
1, if Ty > Ty and p > 0,
0, if Ty > Ty andp<0.
The success probability of the above procedure can be estimated as

2
e " 24y,

o 1
/2ﬁ|p| V2m
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which would be greater than 84.1% if we set n > 1|p|~2 [24]. Therefore, if the
correlation of the underlying approximation is 27¢, we need about 22¢ encryp-
tions to mount the attack.

On the data complexity. As pointed out by Ashur et al. [2], the data complexi-

ties of the attacks could be slightly lowered by using multiple linear trails [18,17,6].
Actually, given any trail found in this paper, we can derive another trail with

the same correlation by rotating the masks within words by a common offset. If

we assume independency, we could run ¢/4 (the word size) copies of the trail in

parallel on the same encrypted blocks, which would save a factor of 2° on the

data complexity for MORUS-640, and 26 for MORUS-1280.

5.2 Verification of the Attacks

To confirm the validity of our analysis, we experimentally verify the trails or
trail fragments. For MiniMORUS, we are able to fully verify the correlations.
Experiments show that the weights of the correlations of

ClhaCrdCiaClaoChaCiaoCioCiaCs,

and
s pClLoClyaClyaClhaolsyo O o Cia

for MiniMORUS-640 and MiniMORUS-1280 are 7.7919 and 8.1528 respectively,
which are quite close to 8, the theoretically predicted correlation.

For MORUS, the correlation of the best trails we find is 273%, indicating
that about 279 encryptions have to be performed to verify the full trail, which
is out of our reach. Following the approach presented in [2], we decompose the
full trail into trail fragments according to Fig. 7, and every fragment is verified
independently.

For MORUS-640 and MORUS-1280, the full trails can be divided into five
trail fragments shown in Table 7 and Table 8, respectively. We independently
verify these trail fragments and the results are given in Fig. 8a and Fig. 8b.
Again, the results fit the theoretical analysis very well.

Table 7: The five trail fragments of MORUS-640

Trail fragment Weight
0 1 _ al 2
X1 Cli124,92,60,28) © Clor.65,331) = S4,{97,65,33,1) D 51,{96,64,32,0} 7
o5 ® C} =57 8
X2 {123,91,59,27} {96,64,32,0} = ©1,{96,64,32,0}

C? oC} =53 8

X3 ) {104,72,40,8} {109,77,45,13} = 91,{109,77,43,13}
X4 0{105,73,41,93 ® Cl110,78,46,14) = O1,{100,77,4513) D 5% (110,78.46,14) 7
5 C =5 @S2 8

X5 {97,65,33,1} = ©4,{97,65,33,1} 4,{110,78,46,14}
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Table 8: The five trail fragments of MORUS-1280

Trail fragment Weight
X1 0{208 144,80,16} D 0{221 157,93,20} = =S, {221,157,93,29} @ S} {203,139,75,11} [
X2 0{254 190,126,62} D 0{203 139,75,11} — 51 ,{203,139,75,11} 8
X3 C'{194 130,66,2} D C{207 143,79,15} = =57 {207,143,79,15) 8
X4 0{212 148,84,20} D 0{225 161,97,33} = =5 {207,143,79.15} & 54 {225,161,07,33} [
X5 Cl221,157,03,20) = 54 {221,157,93,20) D 51 {225,161,97,33} 8
8 8
g 7 7
E
= o g
=
= 4 4
5
= 3 3
.20
g 2 2
1 1
0 0
X1 X2 X3 X4 X5
‘lIPredicted I8 Measured ‘ ‘lIPrediCted B Measured ‘
(a) MORUS-640 (b) MORUS-1280

Fig.8: Experimental verification of the trail fragments of MORUS-640 and
MORUS-1280

6 Searching for Trails with Smaller Spans

In [2], it is said that ciphertext correlations like those presented in previous
sections can be exploited only when the same message is encrypted enough times:

. they can be leveraged to mount an attack in the broadcast setting,
where the same message is encrypted multiple times with different IVs
and potentially different keys [23]. In particular, the broadcast setting
appears in practice in man-in-the-browser attacks against HT'TPS con-
nections following the BEAST model [11]. 7

However, we find that this strong condition can be relaxed. Let us recall Fig. 4,
and consider a trail with a 4-block span. If we encrypt a set of n-block (n > 4)
messages sharing a common 4-block prefix

MO M| M | M

then our analysis presented in previous sections is completely irrelevant with
those message blocks beyond this common prefix. In fact, if we encrypt M° ||
MY || M? || M3 and M° || MY || M2 || M3 || --- || M""! with the same key,
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nonce, and associated data, the same intermediate values and ciphertexts will be
produced within the 4-block span. Therefore, we can draw the conclusion that
the correlations involving k-block ciphertext can be leveraged to mount an attack
if enough messages with a k-block common prefix are encrypted with different
IV || key.

Note that the above condition is strictly weaker than that presented in ASI-
ACRYPT 2018 [2], and this setting does occur in practice. For example, when
ARP packets are encrypted in WPA2-AES enabled WIFI networks, they share a
16-byte common prefix (8-byte LLC header and 8-byte ARP request header) [10].
This 16-byte common prefix extends to 22 bytes if the attacker is able to con-
trol the following 6-byte MAC address, which is not difficult to carry out [36].
Therefore, trails with smaller spans are more preferable, which motivates us to
search for linear trails with smaller spans. The best trail with respect to the
number of ciphertext blocks involved (span) we find is a trail of MORUS-640
with correlation 2779 whose span is 3 (see Table 9). However, the correlation is
too low to be used in an attack.

Table 9: A linear trail of MORUS-640 with correlation 2~7? whose span is 3

Round Linear masks

ap 00002520%4 00002520%4 00002020*4 00002520%4 00000000%4
00042400%4 00000000*4 00002020%4 00000000*4 00000000*4
00042400%4 00000000*4 00002020%4 00000000%4 00000000*4
00048420%4 00000000*4 00101000*4 00000020%4 00000020*4
00048400%4 00000020*4 00101000*4 08000000%4 00000020*4

Bo 00048420%4 00000000*4 00101020*4 08000000%4 00040000%4

Yo 00002520*4 00002520%4 00002020*4 00002520%4 00000000*4

Ao 00002520%4

a1 00009420%4 00041000*%4 00140020%4 08041000*4 00040000%4
00128400%4 00040000*4 00140400%4 08048420%4 00040000*4
00128400%4 00020000%4 00100400%4 08008420%4 00000000*4
00028000%4 00020000*4 08020000%4 08008020%4 00000000*4
08028020%4 08028020*4 08020000%4 08020020%4 00000000*4

B1 08028020%4 08028020%4 08020000%4 08020020%4 00000000%4

1 00041000*4 00041000%4 00041000%4 00041000*4 00000000%*4

A1 00041000%4

2 2 08028020*4 08028020%4 08020000%4 08020020*4 00000000*4
A2 080280204

The discussion of this section also indicates that the trails we find are superior
to the ones presented in [2] in terms of both correlation and span. Moreover,
since given a trail found in this paper, we can derive another trail with the same
correlation by rotationally shift the masks within words by a common offset,
we can identify the shifting offset minimizing the number of trailing zeros in
the masks of the last block, which may further reduce the size of the common
prefix. For example, by shifting the trail of MORUS-640-1280 shown in Table 6,
we obtain a trail shown in Table 10 requiring only 481-bit common prefix when
used in an attack. The trail-equation representation and the computation of the
correlation of this trail can be found in Appendix D.
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To take it one step further, the positions of the identical message blocks
required in the attack do not need to be located at the beginning. A common
suffix works as well as a common prefix, and any four consecutive common blocks
work.

Table 10: A linear trail of MORUS-640 with correlation 238

Round Linear masks

ap 00004000%4 00004000%4 00000000*4 00004000%4 00000000*4
00080000%4 00000000%4 00000000*4 00000000%4 00000000*4
00080000%4 00000000*4 00000000%4 00000000%4 00000000*4
00080000%4 00000000*4 00000000%4 00000000*4 00000000*4
00080000*4 00000000%4 00000000*4 00000000%4 00000000*4

Bo 00080000%4 00000000%4 00000000*4 00000000%4 00000000%4

~Yo 00004000*4 00004000%4 00000000%4 00004000*4 00000000*4

Ao 00004000%4

[}

a1 08002000%4 08082000*4 00000000%4 08082000*4 00000000%4
00040001%4 00080000*4 00000000%4 00080000%4 00000000*4
00040001%4 00040000*4 00000000*4 00000000%4 00080000*4
00040001%4 00040000%*4 00000000*4 00000000%4 00080000*4
00040001%4 00040000*4 00000000%4 00000000*4 00080000*4

B1 000c0001%4 000c0000*4 00080000*4 00000000%4 00000001*4

1 08082000*4 08082000%4 00000000*4 08082000%4 000000004

A1 080820004

az 04000000%4 04000001%4 00000000*4 04000000%4 00000001*4
80000000%4 00000001*4 00000000%4 00000000*4 00000001*4
80000000%4 80000000*4 00000000%4 00000000%4 00000000*4
80000000%4 80000000*4 00000000%4 00000000%4 00000000*4
80000000%4 80000000*4 00000000%4 00000000%4 00000000*4

B2 80000000%4 80000000%4 00000000*4 00000000%4 00000000%4

2 040c0001*4 040c0001*4 00080000%4 04000000*4 00000000*4

A2 040c0001x4

)

3 73 80000000*4 80000000%4 00000000*4 00000000%4 00000000*4
A3 80000000%4

7 Conclusion and Open Problems

In this work, we propose a polynomial-time algorithm for computing the cor-
relation of a quadratic Boolean function based on its disjoint quadratic form.
This method is employed to determine the correlations of the linear trails of
MiniMORUS and MORUS we find by solving MILP problems derived from a
generic helper model for MORUS-like key-stream generators.

As a result, a set of trails involving four blocks of ciphertext with correla-
tion 2738 is identified for all versions of full MORUS, which leads to the first
distinguishing and message-recovery attacks on MORUS-640-128 and MORUS-
1280-128. We also observe that the condition specified in [2] to launch the attacks
can be relaxed, and this relaxation shows that our trails are superior to those
presented in previous work not only in terms of correlation, but also in terms of
the numbers of ciphertext blocks involved.
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At this point, it is natural to ask some open questions. Firstly, is it possible

to compute the correlation of Boolean functions with degrees higher than two
efficiently? We believe that an efficient algorithm solving this problem would
have a significant effect for cryptanalysis. Secondly, can we find good trails for
MORUS which are not rotationally invariant?
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Supplementary Material

A The Linear Trails Used in [2]

Table 11: The linear trail of MiniMORUS-640 with correlation 2716 used in [2]

Round Linear masks

ap 08000000 08000000 00000000 08000000 00000000
00000001 00000000 00000000 00000000 00000000
00000001 00000000 00000000 00000000 00000000
00000001 00000000 00000000 00000000 00000000
00000001 00000000 00000000 00000000 00000000

Bo 00000001 00000000 00000000 00000000 00000000

~Yo 08000000 08000000 00000000 08000000 00000000

Ao 08000000

o 04000104 04000105 00000000 04000104 00000000
80002080 00000001 00000000 00000000 00000000
80002080 80000000 00000000 00000000 00000001
80002080 80000000 00000000 00000000 00000001
80002080 80000000 00000000 00000000 00000001

B1 80002080 80000000 00000001 00000000 00002000

~1 04000105 04000105 00000000 04000104 00000000

A1 04000105

a2 08008082 08002002 00000001 08008002 00002000
00101041 00002080 00000001 00000080 00002000
00101041 00001040 00000001 00000000 00000080
00101040 00001040 00000080 00000000 00000080
00101040 00001040 00000080 00000000 00000080

B2 00101040 00001040 00000000 00000000 00100000

2 8800a002 88002002 00000000 08008002 00000000

A2 8800a002

a3 00000100 00004100 00000000 00000100 00004000
00080000 00100000 00000000 00000000 00100000
00080000 00080000 00000000 00000000 00000000
00080000 00080000 00000000 00000000 00000000
00080000 00080000 00000000 00000000 00000000

B3 00080000 00080000 00000000 00000000 00000000

~3 00105040 00105040 00000000 00004000 00000000

A3 00105040

4 ¥4 00080000 00080000 00000000 00000000 00000000
A4 00080000

From the linear-mask representation given in Table 11, we can derive the
following equations:

C37 @ 58727 D S?,27 = 58727 : S??727

0,27 ® S50 B S3.07 = 57 27 - S5.07

Cas @ 501,26 D S11,26 = 521,26 : S§,26
Cs ® 56,8 @ 511,8 = 521,8 : S%,S
C; @ 56,2 @ 511,2 = 55,2 : S§,2
Cy @ S&,O D 511,0 = 521,0 : S%,o
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56,26 D 53,31 D S§,26 = 511,26 : 521,26
56,8 @ 53,13 @ S%,s = S%,S : S%,s
53,2 D 53,7 ® S%,Q = Si2 : 55,2
511,0 @ 512,31 D Si,o = 52170 : S%,o
S10® 3130 850=550"5%0
C3, @ 53,31 D 55,31 = 522,31 : 55,31
Cs3; @ 53,27 2 Siw = 53,27 : 53%,27
Cts @ 58,15 D Siw = 53,15 : S§,15
Cts @ 53713 D 5%,13 = 522,13 : 55,13
C'12 D 53,1 @ 512,1 = Sg,l : S§,1
53,27 D Sg,o D 53,27 = 512,27 : 522,27
53,15 D Sg,zo @ 55,15 = S'12,15 : 522,15
53,7 D 53,12 @ S§,7 = Si7 : 53,7
53,1 D 58,6 D 53,1 = 512,1 : 55,1
512,13 D Sim @ 53,13 = 53,13 : S:?,ls
S%j D Sie} D Si? = 53,7 : S§,7
Sg,o D 5377 & Sg,o = S?ao : Sz%,o
S37® 8300 ® S5, ="557-5i7
Cso @ Sg,zo D 5:13,20 = Sg,zo ‘ Sg,zo
Ci @ 53,14 D S%,M = 53,14 : 53?,14
C3, @ 53,12 D SilQ = 53,12 : 53,12
Cs @ 53,6 S Siﬁ = 53,6 : S??,G
58,14 D 53,19 @ S§,14 = Si14 : 53,14
Sizo D Siw D 52,20 = Sg,zo : Sg,zo

4 4 4 o 4
Clo ® 50,10 © S1.19 = 5319 - S3.19

Adding up the above equations gives the trail-equation representation of the
trail for MiniMORUS-640:

C ®Cas®Cs ®Cy ® CydC3, & C3, dChy
OCLOCIDCHdCHC o Yy

= 321,8 : S:is D 511,8 : 521,8 D S%,s D 511,8

@ 522,15 : S§,15 & 512,15 : 522,15 @ 55,15 @ 55,15

@ 53,27 ‘ S§,27 D 5(1),27 ‘ 53,27 D 55,27 D S?,27

D 521,2 : S§,2 S 511,2 : 55,2 D 5%,2 D 511,2
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D 522,1 : S§,1 D Sil : 55,1 D 53,1 D Si1

@ 522,27 : S§,27 D 512,27 : 522,27 2 5:?,27 @ 55,27
@ 521,26 ‘ S%,QG D Si% : 521,26 D S%,QG D S11,26
@ 522,7 : S?%,? D Si? : 55,7 D 53%,7 2 Sf,?

@ 523,14 ‘ 53,14 D Si14 : 53,14 D 53,14 D 55,14
D Sg,o : Sio

@ 522,31 : S§,31

D S§,0 : SZ,O

S 58,7 : Sf,?

@ S312 S50

= (521,8 @ 1)(S§,8 D S%,s)
@ (55,15 @ 1)(5’;15 D 512,15)
@ (53,27 @ 1)(S§,27 D 5(1),27)
@ (521,2 D 1)(S§,2 D 511,2)

& (55,1 D 1)(53%,1 D Sil)

@ (55,27 D 1)(53%,27 D 55,27)
® (S21,26 ® 1)(5%,26 D 511,26)
@ (55,7 D 1)(55,7 D Si?)

@ (53,14 @ 1)(‘5'::;14 @ Sim)
D Sg,o : Sio

@ 53,31 : S§,31

3 3
© 5512 5512
3 3

©S56- 5356
4 4
® S3.19 " 5319
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Table 12: The linear trail of MiniMORUS-1280 with correlation 271¢ used in [2]

Round

Linear masks

B
Yo
Ao

(<]

0008000000000000 0008000000000000
0000000000000001 0000000000000000
0000000000000001 0000000000000000
0000000000000001 0000000000000000
0000000000000001 0000000000000000
0000000000000001 0000000000000000
0008000000000000 0008000000000000
0008000000000000

0000000000000000 0008000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0008000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

Q
=

B1
71
A1

0080000202000000 0080000202000001
0000404000000010 0000000000000001
0000404000000010 0000400000000000
0000404000000010 0000400000000000
0000404000000010 0000400000000000
0000404000000010 0000400000000000
0080000202000001 0080000202000001
0080000202000001

0000000000000000 0080000202000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000001 0000000000000000
0000000000000000 0080000202000000

0000000000000000
0000000000000000
0000000000000001
0000000000000001
0000000000000001
0000000000000010
0000000000000000

Q
IS

B2
2
A2

0008002020000080 0008006020000090
0004040000100001 0000004000000010
0004040000100001 0004000000100000
0004040000100000 0004000000100000
0004040000100000 0004000000100000
0004040000100000 0004000000100000
0008406020000090 0008406020000090
0008406020000090

0000000000000001 0008002020000080
0000000000000001 0000000000000000
0000000000000001 0000000000000000
0000004000000000 0000000000000000
0000004000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0008002020000080

0000000000000010
0000000000000010
0000004000000000
0000004000000000
0000004000000000
0000040000000000
0000000000000000

B
73
A3

w@

0000000000000800 0000040000000800
0000000001000000 0000040000000000
0000000001000000 0000000001000000
0000000001000000 0000000001000000
0000000001000000 0000000001000000
0000000001000000 0000000001000000
0004040000100800 0004040000100800
0004040000100800

0000000000000000 0000000000000800
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000800

0000040000000000
0000040000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

A4

0000000001000000 0000000001000000
0000000001000000

0000000000000000 0000000000000000

0000000000000000

From the linear-mask representation given in Table 12, we can derive the
following equations:

0 0 0 _ a0 0
Cs1 © Sy 51 S151 = 9351 9351

58,51 S S(%,o D Sg,51 = 59,51 :
0935 D 55,55 @ 5%755 = 521,55 :
Cs3 @ 56,33 D 511,33 = 55,33 :
C35 @ 53725 D 511,25 = 521725 :
Co®S50®S10="530"
53,55 D 33,4 D S§,55 = 511,55 :
56,33 D 58,46 @ 53133 = Siss :
53,25 ©® 58,38 D S§,25 = Si25 ‘

1 2 1 _ ol 1
51,08 5746 D S50 =52,0"530
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Si,o D 53,4 D 522,0 = Sg,o : Sio
Cz @ 53,51 @ Sim = 53,51 : S§,51
Cis ® 53,46 D S%AG = 53,46 : S32,46
Css @ 53,38 D 512,38 = 522738 : 533738
C3r © 5531 ® ST37 = S337- 5337
C3o @ Sg,zg D 53,29 = 522,29 ‘ S??,zg

C? @ 53,7 @ Si? = 522,7 : S?%,?

Ci @ 53,4 @ Si4 = 53,4 : S§,4
58,51 @ Sg,o D 53%,51 = 512,51 : 522,51
53,37 D 53,50 @ 55,37 = Si?ﬂ : 522,37
53,29 P 55 40 D 53,29 = 512,29 ‘ 522,29

5’377 @ 53,20 & S?%,? = 55,7 : 53,7
512,38 D SiZO & S§,38 = 53,38 ‘ Sg,gs

5’54 D 5:13,50 ® 52,4 = 522,4 : S§,4

522,0 @ 53,38 @ Sg,o = Sg,o : Sz,o
Siss D 52,42 D 53,38 = 53,38 - 5% 58
C3y @ 53750 S S?,so = 53750 : S?iso
Ci, ® 53,42 D 55,42 = 53,42 : S§,42
Cso @ Sg,zo D 5:13,20 = Sg,zo : Sg,zo
C3 @ 53,11 D S?,n = 53,11 -S54
58,11 2 561,24 @ 53,11 = Sin - S3 1
5342 D Sim D 52,42 = 53,42 - 55 4
C34 @ 53,24 @ Sil,24 = 531,24 : 531,24

Adding up the above equations gives the trail-equation representation of the
trail for MiniMORUS-1280:

C2) @ Cis @ C33® Ca5 ® Cy @ C2, @ Cig ® Cig ® C3y
BCoeClaCiaCleCloChyaCl el

= 55,33 : 55,33 D 511,33 : 521,33 D S§733 S 511733

@ S350 S350 D STs1 S350 ® S35 B S5

D 53,37 : S§,37 D 55,37 : 53,37 D S§,37 D 512,37

& 53,29 : 53,29 D S%,QQ : 53,29 @ S§,29 @ 512,29

@ 58,51 : 53,51 D S?,51 : 53,51 @ Sg,51 @ S(l),51

D 55,25 : 53,25 D 511,25 : 55,25 @ S§,25 & 511,25
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D 55,55 : Sé,s5 D 511,55 : 55,55 S S§,55 S 511,55
D 53,7 : S§,7 @ S%J : 522,7 @ S§,7 @ Si?
D 53,11 : S:’?,),n D S?,n : 53,11 @ Sg,n ® Sin
D Sg,o : Sio
@ 53 46 - 55 46
D S?%,o : SZ,O
D 83,38 : Sigs
® S5 50 - 53 50
D 53720 : 53?720
® S04 - 5324
= (S3,33 ® 1)(S3,33 © S1 33)
@ (S35 ©1)(S351 ® ST 51)
@ (5357 © 1)(S3 37 ® 57 37)
@ (8329 ® 1)(53 29 @ 57 29)
@ (S350 D 1)(S551 ® 57 51)
@ (82,25 © 1)(S3.05 @ Si 25)
® (3,55 D 1)(S355 ® 51 55)
@ (S3 7D 1)(53,7 D 51,7)
(52 11D 1)(53?,11 D 5113,11)
D So,o : 51,0
® 53 46 - 5346
D S§,0 : SZ 0
D 53,38 51 38
® S5 50 - 53 50
D 53,20 : Sg,zo
D 53,24 : S§,24
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Table 13: The linear trail of MORUS-640 with correlation 277 used in [2]

Round Linear masks

ap 08000000%4 08000000*4 00000000%4 08000000*4 00000000%4
00000001*4 00000000*4 00000000%4 00000000*4 00000000*4
00000001%4 00000000*4 00000000%4 00000000%4 00000000*4
00000001%4 00000000*4 00000000*4 00000000%4 00000000*4
00000001%4 00000000*4 00000000*4 00000000%4 00000000*4

Bo 00000001%4 00000000%4 00000000*4 00000000%4 00000000%4

Yo 08000000*4 08000000%4 00000000*4 08000000%4 00000000*4

Ao 08000000%4

(=)

a1 04000104+%4 04000105%4 00000000%4 04000104*4 00000000%4
80002080%4 00000001*4 00000000%4 00000000*4 00000000*4
80002080%4 80000000*4 00000000%4 00000000*4 00000001*4
80002080%4 80000000*4 00000000%4 00000000*4 00000001*4
80002080%4 80000000*4 00000000%4 00000000%4 00000001*4

B1 80002080%4 80000000%4 00000001*4 00000000%4 00002000%4

1 04000105*4 04000105%4 00000000%4 04000104*4 00000000*4

A1 04000105%4

a2 08008082%4 08002002*4 00000001%4 08008002*4 00002000%4
00101041%4 00002080*4 00000001%4 00000080*4 00002000*4
00101041%4 00001040*4 00000001%4 00000000%4 00000080*4
00101040%4 00001040*4 00000080*4 00000000%4 00000080*4
00101040%4 00001040%4 00000080*4 00000000%4 00000080*4

B2 00101040%4 00001040%4 00000000*4 00000000%4 00100000%4

2 8800a002*4 8800a002%4 00000000*4 08008002%4 00000000*4

A2 8800a002%4

a3 00000100%4 00004100*4 00000000%4 00000100*4 00004000%4
00080000%4 00100000*4 00000000*4 00000000%4 00100000*4
00080000%4 00080000*4 00000000%4 00000000*4 00000000*4
00080000%4 00080000*4 00000000%4 00000000%4 00000000*4
00080000%4 00080000*4 00000000%4 00000000%4 00000000*4

B3 00080000%4 00080000%4 00000000*4 00000000%4 00000000%4

3 00105040*4 00105040%4 00000000%4 00004000*4 00000000*4

Az 00105040%4

©@

4 Y4 00080000*4 00080000%4 00000000*4 00000000%4 00000000*4
A4 00080000%4

From the linear-mask representation given in Table 13, we can derive the
following equations:

C?23 @ 58,123 D S?,27 = 58,123 : Sg,123
Co, @ 58,91 S 39,123 = 58,91 ‘ S?(,),91
Coy @ 58,59 @ 59,91 = 58,59 : S:(g),sg
Cor & 58,27 D S?,59 = 58,27 : S§727

587123 @ 53,64 D S§7123 = 5?7123 : 53,123
50.01 @ S0,30® Sa.01 = 5101 S0
58,59 D S(%,o D Sg,59 = S?,sg : Sg,sg
58,27 D 55,96 D 53,27 = 5(1),27 : 58,27

Claz @ 55,122 @ S11,26 = 521,122 : S§,122

1 1 1 _ al 1
Cloa © 50,104 D S1,s = 52,104 * 53,104
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Cos ® Sg.98 ® Si 2
Cos @ 55,96 @ 511,0
Coo ® 53,90 & 511,122
Ci, ® 53,72 & 5117104
Cs ® Sp,66 ® 1,98
Cis @ 56,64 D 511,96
Css @ 85,58 2 511,90
Cio ® 56,40 D 511,72
C34 @ 53734 D 511,66
Ca @ Sp,3 & S1 4
Cas @ 56,26 D 511,58
Cs @ S(%,S @ 511,40

C; & 53,2 D S%,34

Co @ 80,0 © S1,32
56,122 @ 53,95 @ 531,,122
53,104 D 53,77 & S§,104
56798 D 53771 @ S%,QS
6,90 ® S5.63 © 53,90
36,72 D 53,45 D S§,72
56,66 D 53,39 D S§,66
Sé,ss S 58,31 @ S§,58
56,40 S 53,13 D 5%,40
53,34 @ 53,7 @ S§,34
Sé,26 D 53,127 D S:%,Qﬁ
S(%,s D 58,109 S S%,s
S6,2® 55 103 D S5 2
511,96 D Si63 D Si,%
511,64 D 55,31 @ Si,64
511,32 @ 512,127 D Si,sz
511,0 @ 512,95 D Si,o
Si32® 5% 100 @ S50

Si,o D 52,77 D SS,QG =
Si,% D 55,45 2 53,64 =

= 21,98 : S%,gs
= 521,96 : S§,96
= 21,90 ’ S§,9o
= 21772 : S§772
= 21,66 : S§,66
= 21,64 ’ S§,64
= 21,58 : 531,,58
- 21,40 ’ S§,40
= 521,34 ’ S§,34
= 21,32 : S:%,SQ
= 21,26 ’ S%,Qﬁ
= 521,8 : 55,8

= 55,2 . S:%,Q

= 521,0 ) S%,o

= Si122 : 55,122
= S%,104 : 521,104
= 511798 : ‘921798
= Si9o ’ 55,90
= 511,72 ’ 521,72
= Si%‘ ) 521,66
= Siss ) 521,58
= 511,40 ’ 521,40
= S%,34 : 55,34
= Sizﬁ ’ 521,26
= 51178 : S%,8

= Sil,z : 55,2

= 21,96 : S§,64
= 21,64 ) S% 32
= 21,32 ’ 53,0
= 2170 : 55,96

_ Q2
- 0796'51796

39
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Si,64 D 52,13 D 53,32 = Sg,o : Sio
Clor ® 53,127 2 Si:ﬂ = 53,127 : 55,127
Clas @ 53,123 D Siw = 53,123 : 53,123
Chiy ® 53,111 S 512,15 = 5227111 : 53%,111
Clo0 @ 56,100 ® St.13 = 53 100 55 100
Csr @ 53,97 D 512,1 = 522,97 : S§,97
Css ® 53,95 @ 512,127 = 522,95 : 53%,95
Co @ 53,91 @ 512,123 = 53,91 : 53,91
C3 & 53,79 S 512,111 = 522,79 : S?%,?g
C% @ 53,77 @ 512,109 = 53,77 : 55,77
Cis @ 53,65 D S%,Q? = 522,65 : 532,65
Cés @ 58,63 D S%,gs = 522,63 : 55,63
Cé o 58,59 D S%,Ql = 53,59 : Sg,sg
Ci @ 53,47 D Sf,m = 522,47 : 53,47
Cis @ 53,45 @ 55,77 = 53,45 : S§,45
C35 @ 58,33 D S%,65 = 53,33 : 53,33
C31 @ 53731 D 512,63 = 522731 : 53331
C37 © 5397 ® ST 59 = S3.97 - 5307
Cts @ 53,15 D 53,47 = 522,15 : 55,15
Cis @ 53,13 D S%As = 522,13 : 53?,13
Ci e Sg,l & S%,s?, = Sg,l : S?%,l
53,123 S 53,64 S 53,123 = 512,123 : 55,123
58,111 @ 58,84 @ S§,111 = 55,111 : 53,111
53,103 D 58,76 & ‘5’32,103 = Silo:s : 53,103
53,97 D Sg,m D 53,97 = 512797 : 522797
5591 D 5630 ® S3.01 =St o1 S50
53,79 D 53,52 D 55,79 = 512,79 : 522,79
53,71 D 53,44 2 53,71 = 512,71 : 522,71
53,65 D 53,38 D S§,65 = S%,GS ‘ 522,65
53,59 @ Sg,o D 53%,59 = 512759 : 322759
53,47 D Sg,zo D 53,47 = 55,47 : 53,47
33,39 D 53,12 D S§,39 = 512,39 : 522,39

2 3 2 _ 2 2
50,33 D Sp.6 D 5333 = 5733 5233
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2 3 2 _ a2 2
50,27 © 50,96 © 5327 = 127 - 53,97

2 3 2
56,15 ® Sp.116 D 93,15

_ o2
= 51,15 :

2
52,15

2 3 2 @2 2
50,7 @ So.108 © 537 =517 557

_ @2 2
= 571531

53,1 D 53,102 & 53%,1
5% 100 ® S5 44 ® S 100
512,103 D Siss S 32,103
512,77 D Sf,m @ 53,77
Si?l @ Siﬁ D 52,71
55,45 D Silos D 5245
53 30 ® S5 100 ® 5% 30
312,13 D Sim D 52,13

Q2
=55 109
o2

=55 103
_ a2

= Sy77°
Q2
=55n
a2
= 5345
o2
=55 39

Q2
= 52,13

2
. 53,77
2
' 53,71

2
S5 45

2
- 53 39
2
5313
2
S35 7

2
- 53 109

2 3 2 w2 2
ST7® ST 70D 857 =557"55103

SS,% D 53,7 D S3,64
53,64 D 53,103 D 53,32
53,32 @ 53,71 @ Sg,o
53,0 D 53,39 D 53,96

_ Q2
- 53,64'

o2
= 5539

2
54,32

2
Sio

o2 2
= 5305506

_ Q2
- S3,96'

2
54,64

2 3 3 _ o3 3
5130 B S1 116 B S57 = Sp 103 " 51103

S37® S84 @S5 105
52,103 2 52,52 D 53,71
52,71 D 52,20 @ 53,39
Ci @ 58,116 @ S?,QO
Cio @ 53,110 D Sf,m
Cios @ 53,108 D Sf,m
Ciyz @ 53,102 @ Siﬁ
Cs, @ 58,84 & Siuﬁ
C7s ® 5575 © 7110
Cis & 58,76 S Siws
C3) @ 58,70 @ Siwz
Cé @ 53,52 D Sf,s4
Cis @ 53746 D 5{),78
Ci, @ 53,44 D Sf,m
Cis & 53,38 D Sim
C3y @ Sg,zo @ S%,sz

_ o3
= Som

_ a3
=S5039

3
51,71

3
51 .39

_ a3 3
= So7 7

_ o3
= 55116
_ a3

= 55110
_ a3

=55 108
_ o3

=55 102
_ a3

= S584"
_ o3
= S8
_ a3
= S516
_ a3
= S50
_ o3
= 5550
_ a3
= 5546
_ o3
=55 44
_ Q3
= 5538

_ a3
= 5590

3

: S3,116
3

. 53,110
3

: 53,108

3
: 53,102
3
53784

3
’ 53,78
3
: 83,76
3
: 53,70
3
’ 53,52
3
: ‘93746
3
’ 53,44
3
) 53,38

3
- 55 20

41



42 Danping Shi'?, Siwei Sun"'?3, Yu Sasaki*, Chaoyun Li®, and Lei Hu"%>

Ci & 53,14 D 5113,46 = 53,14 : 53,14
C}, @ 53,12 @ Si44 = 53,12 : Sg,u
Cia 58,6 D Sf,38 = SS,G : S:?,ﬁ
537110 @ 53,83 & S§7110 = Sino : 53,110
58578 ® 5551 D 378 =S5 78 5578
58,46 D 53,19 D 53,46 = Si46 : 53,46
53,14 @ 561,115 2 53,14 = Si14 : 53,14
Sillﬁ @ Sim ® 52,116 = 53,116 : S§,84
Sis4 D Silg D 52,84 = 53,84 : S§,52
Si52 @ Sius @ 52,52 = 53,52 : 53,20
SiQO D Siss D 52,20 = Sg,zo : S§,116
Ctis ® 561,115 @ Siw = 53,115 : S§,115
Cis @ 53,83 D Si115 = 53,83 : Sg,ss
Cs1 @ 53,51 D Sil,ss = 53,51 : S§,51
Cio @ 53,19 @ Sim = 53,19 : S§,19

Adding up the above equations gives the trail-equation representation of the
trail for MORUS-640:

Cloz ® Cg; @ Cy ® Coy @ Clay ® Choy ® Cgg ® Cog ® Cgy ® Crp © Cg ® Cy
& Cgs @ Cio ® O34 @ Cp & O & Cg & C3 & G @ Ol @ Cligg & Oy @ Ol
B ChH D ChdC3 B C2®C2 ®Cos ®Ce3®C2y®Ch & Chy ® C33 0 Cy
® C3; ® Cfs ® Ct3 ® CF @ CF 15 ® Oy @ Cigg ® gy © O34 @ CFy @ CF5 ® CF
BCELBCH®Ce D i dCHH®CS ®C3h @ Ci @ Cty5®Cys @ Chy @ Cly
= 53,52 : 53,52 D 53,84 : 53,52 @ 53,52 : Sg,zo & Sg,zo : Sg,zo

® S5 20 - S3.116 D S5.116 - S3,116

@ 53,116 : 53,84

@ 521,26 : S§,26 D S%,QG : 521,26 @ S§,26 @ S%,ze

& 58,27 ‘ 5(3),27 D S?,27 : 53,27 D 53,27 D S?,27

@ 521,0 : 5%,0 @ 5570 : 55,96 & 521732 : S?io

® 8377+ 5377 ® S377 - 5545 B 3100 - S377

& 522,97 : 53,97 D 53,97 : 55,97 D 55,97 D 55,97

& 53,78 : Sg,?& & Sim : 53,78 2 53,78 @ S?,?S

@ 522,91 ‘ Sg,gl D Sigl : 53,91 D 53,91 D Sigl

S 522,13 : 53,13 D 53,13 : S§,109 D 522,45 : S§,13
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® 53,14 : 53,14 D Sim : 53,14 D 53,14 D 5113,14

@ 53,110 : Sg,uo D Siuo : 53,110 D 53,110 @ Sio’,uo
D 521,64 : S§,64 D 521,96 : S§,64 D 521,64 : S§,32 D 55,32 : S§,32
S 53,59 : Sg,sg D 59759 : 58759 D S?(,),59 @ S?,59

@ 55755103 ®ST7- S50 @ 551030517

S 53,91 ‘ S??,gl D 59,91 : 58,91 D S??,Ql D S?,Ql

@ 521,58 : S%,ss D Siss : 521,58 2 S§,58 @ S%,E)S

& 522,39 ‘ S§,7 D Sissa : 55,39 & S§,7 @ Sissa

S 521,90 : S%,go D 511790 : 521790 D Sé,go D 511,90
@S5, 55, ®ST, -85, © 55,085,

D 522,59 : 53,59 D 53,59 : 53,59 D 53,59 D S%,59

& 522,103 : 53%,71 @ 512,103 : 522,103 @ S§,71 & 512,103
D 522,45 : 53,45 D 53,109 : S§,109

D 522,65 : S§,65 D 55,65 : 53,65 D S§,65 @ 512,65

@ 521,66 : S§,66 D Sieﬁ : 521,66 @ S§,66 @ S%,G(S

& 53,46 ‘ S§,46 D S%Aﬁ : 53,46 D 53,46 D Si46

& 522,123 : S§,123 D 5127123 : 53,123 D 533123 @ 512,123
® 52,98 - 53,08 D Si,98 - 53,08 B 53,95 D Si g

D 521,40 ‘ 55,40 D 511,40 : 521,40 D S§,4o D 511,40

& 522,15 : 53,15 D Siw : 53,15 @ 5?%,15 @ 512,15

@ 522,71 ‘ S§,39 D Sin ‘ 53,71 D 53,39 D 55,71

® 521,8 : Sé,S S 511,8 : 521,8 D S%,s D 511,8

@ 522,47 : S§,47 D Siu : 53,47 @ 532,,47 @ 55,47

@ 522,111 : 53,111 D 512,111 : 53,111 D Sg,nl @ 512,111
& 521,122 : S§,122 D 5117122 : 521,122 D S§,122 D 511,122
® 522,27 ‘ S§,27 ® Siw : 53,27 D 532,,27 D S%,27

D 521,104 : S§,104 S 811,104 : 521,104 D S§,104 @ 511,104
S 58,123 : S??,123 D 5(1),123 : 53,123 D SI(S),123 @ S?,us
@ 522,79 ‘ S§,79 D 53,79 : 53,79 D 53,79 D 55,79

& 521,72 : S§,72 D 511772 : 521772 D S§,72 D 511,72

@ 55,34 ‘ 55,34 ® S%,34 : 55,34 D 531,,34 D S%,34

@ 521,2 : Sé,z D 511,2 ‘ 521,2 D S:%,z D 511,2

& 522,33 : S§,33 D Siaz’) : 53,33 2 55,33 @ 512,33
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S 521,96 : S;I,%
@ 53,96 : 512,96
@ 53,64 : 512,64
S 502,32 : 512,32
® 550550

D 522,127 : 53?,127
@ 522,95 : S§,95
& 522,63 ‘ S§,63
S 522,31 : S§,31
B S5 64+ 5332
& 53,32 : Sz,o

& S?%,o : Si%‘

® 5396 5164
D 58,103 : Sf,103
@ 58,71 : Sio’,n
& 58,39 : Sisg
@ 5’877 : S?,’?

® 53,108 : 53,108
@ 53,102 : 53,102
& 53,84 : S§,84
@ 53,76 ‘ S§,76
S50 53,70
D534 53,44
D S5 g5 - 53,38
S35 53,12
@ 53,6 : Sg,ﬁ

D 53,115 : S§,115

4 4
© S3.83 * 583

= (53,52 D 53,20)(5’::3)’,20 D 55,52)
@ (53,20 ® 33,116)(59?,116 @ 53,52)
& (53,116 @ 53,84)<S§,84 2 55,52)
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@ (82,26 ® 1)(S3,26 D S1 26)

@ (53,27 D 1)(S3.07 ® 57 27)

® (S30 @ S3.32)(S3,0 D S3.96)

® (53,77 © S5 100) (S5 77 © 5545
@ (53,97 © 1)(S3,97 ® 57 g7)

® (53 78 D )(83,78 D 51,78)

@ (S3.91 D 1)(S5.91 ® ST 01)

® (5313 D S3.45)(55 13 53 109)
® (55,14 D 1)(S3,14 ® 57 14)

® (S3,110 ® 1)(S3.110 D S5 110)

@ (82,64 © S3,35) (3,32 © S5,64)
@ (53,64 D S3,96) (52,32  S3,96)
® (53,50 D 1)(S3.50 ® 57 59)

& (53 7®1) 53,103 D 51,7)

D (599, @1 (Sg,sn D S?,91)

& (52 58 D1 (S?},ss D 511,58)

® (52 39 D1 (53?77 @ 512,39)

® (53,90 D 1)(S3,90 ® S1.90)

@ (52 19 1) S§,1 D Sf,l)

@ (S350 D 1)(S3 50 ® S 59)

& (52 103 © 1)(S3 7, @ 57 103)

@ (83 100 ® 53 45) (55 109 ® S5 45)
@ (53,65 D 1)(S3,65 ® S 65)

@ (82,66 ® 1)(S3,66 D S1 66)
@ (
@ (
@ (
@ (S;
@ (
@ (
@ (
@ (
@ (

/-\\_/\_/\_/\_//—\

(

85 46 © 1)(53,46 ® 57 46)

S5 125 © 1)(55 125 B ST 123)

S8 @1 (53 98 D 51 98)
(S3.40 ® 51,40)

(S3.15 D St.15)

(53 30 ® 1 71)

S35 ®1)(S35® Sig)

S3 a7 ®1 (53,47 D 53,47)

52 111 @ 1)(53,111 D Silll)

5215@1

5271@

\_//\\_/\_/\_/\_/

45
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521,122 D 1)(53 122D 51 122)
522,27 & 1)(53 27 @ 51 27)
521,104 D 1)(53 104 51 104)
53,123 D 1)(53 123 D 51 123)
S5 79 © 1)(53,70 ST 79)
55,72 ® )(83 72 @S] 72)
521,34 D )(53 34 D 51 34)
521,2 @ 1)(53,2 D 51,2)

S (522,33 & 1)(5'??,33 D 5533)
® 5596 - St.96

@ 33,64 ‘ 512,64

@ 53,32 : 512,32

® S50 St

S3) 522,127 : 53,127

@ 522,95 : 53,95

D 5363 - S§,63

533 - S§,31

® 53 64 - S 32

& (
@ (
S (
@ (
@ (
& (
® (
® (

@ SS 103 ° Sf 103
@ So - SE 71
@ 50,39 : 51,39
® 5’877 : S%,’?

D 53,108 : S§,108
@ 53,102 : 53,102
D 53,76 : Sg,m
& 53,70 ‘ S§,70
® 53,44 : 53,44
@ 5335 - 55 38
@ 53,12 : 53,12
® Sg,e : 53,6

Chaoyun Li%,

and Lei Hu!??
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S3) 53,115 : S§,115
@ 53,83 : S§,83
D 53,51 ‘ 53,51
S 551,19 : S§,19

Table 14: The linear trail of MORUS-1280 with correlation 277 used in [2]

Linear masks

Q
S

B
Yo
Ao

(=]

0008000000000000*4 0008000000000000*4 0000000000000000*4 0008000000000000%4 0000000000000000%4
0000000000000001*4 0000000000000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000000000001*4 0000000000000000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000000000001*4 0000000000000000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000000000001*4 0000000000000000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000000000001*4 0000000000000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0008000000000000*4 0008000000000000*4 0000000000000000*4 0008000000000000%4 0000000000000000%4
0008000000000000*4

2

B1
71
A1

0080000202000000*4 0080000202000001*4 0000000000000000%4 0080000202000000%4 0000000000000000%4
0000404000000010%4 0000000000000001*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000404000000010%4 0000400000000000*4 0000000000000000*4 0000000000000000%4 0000000000000001 %4
0000404000000010*4 0000400000000000*4 0000000000000000*4 0000000000000000%4 0000000000000001 %4
0000404000000010*4 0000400000000000*4 0000000000000000%4 0000000000000000%4 0000000000000001 4
0000404000000010%4 0000400000000000*4 0000000000000001*4 0000000000000000%4 0000000000000010%4
0080000202000001%4 0080000202000001*4 0000000000000000*4 0080000202000000%4 0000000000000000%4
0080000202000001 %4

Q
v

B
Y2
A2

N}

0008002020000080*4 0008006020000090*4 0000000000000001*4 0008002020000080%4 0000000000000010%4
0004040000100001*4 0000004000000010*4 0000000000000001*4 0000000000000000%4 0000000000000010%4
0004040000100001*4 0004000000100000*4 0000000000000001*4 0000000000000000%4 0000004000000000%4
0004040000100000*4 0004000000100000*4 0000004000000000%4 0000000000000000%4 0000004000000000%4
0004040000100000*%4 0004000000100000*4 0000004000000000%4 0000000000000000%4 0000004000000000%4
0004040000100000*4 0004000000100000*4 0000000000000000*4 0000000000000000%4 0000040000000000%4
0008406020000090*4 0008406020000090*4 0000000000000000*4 0008002020000080%4 0000000000000000%4
0008406020000090*4

Q
@

B
V3
A3

w

0000000000000800*4 0000040000000800*4 0000000000000000%4 0000000000000800%4 0000040000000000%4
0000000001000000%4 0000040000000000*4 0000000000000000*4 0000000000000000%4 0000040000000000%4
0000000001000000%4 0000000001000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000001000000*4 0000000001000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000001000000*4 0000000001000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000001000000%4 0000000001000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0004040000100800%4 0004040000100800*4 0000000000000000*4 0000000000000800*4 0000000000000000%4
0004040000100800%4

Y4
A4

0000000001000000*4 0000000001000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000001000000*4

From the linear-mask representation given in Table 14, we can derive the

following equations:

0 0 0 _ a0 0
Co43 D Sp 243 D ST 51 = 55,243 - 53,243
0 0 0 _ Q0 0

Cir9 @ Sp,179 D 571 243 = S3.179 * 53,179

0 0 0 _ @0 0
Ci15 @ 50,115 D 51179 = 92,115 * S3.115



48 Danping Shi'?, Siwei Sun"'?3, Yu Sasaki*, Chaoyun Li®, and Lei Hu"%>

Cs, @ 58,51 S 59,115 = 53,51 ‘ 53,51
58,243 D 56,128 @ S§,243 = S?,243 : 58,243
58,179 D 53,64 D 53,179 = 5(1),179 : 53,179
58,115 & Sé,o @ S??,115 = 59,115 : 53,115
5051 D 56,100 D Sa51 = Sis1 - S50
Cour ® 501,247 D 511,55 = 521,247 : S§,247
Cla5 ® 53,225 D 511,33 = 521,225 : 53,225
Co17 ® 53,217 D 511,25 = 521,217 : S§,217
Cloz ® 56,192 D 511,0 = 521,192 : S§7192
Clss ® Sb,183 D Si.247 = S3.183 * 53,183
Cle1 @ Sé,lﬁl @ 511,225 = 521,161 : S§,161
Clss ® 53,153 @ 511,217 = 521,153 : S§,153
Clas ® 56,128 D S%,192 = 521,128 : S§,128
Clio & 56,119 D 511,183 = 521,119 : S§,119
Cyr @ 53,97 @ 511,161 = 521,97 : S§,97
Cgo @ 53,89 D Si153 = 521,89 : S§,89
Cis @ 53,64 @ 511,128 = 521,64 : S§,64
Css5 © 50,55 D 51119 = Sa.55 5355
Cs3 ® 56,33 D 511,97 = 521,33 : 55,33
C3s ® 53,25 D 511,89 = 521,25 : S§,25
Co @ Sé,o D Si64 = 521,0 : Sé,o
53,247 D 33,132 @ 55,247 = 511,247 : 521,247
56,225 D 53,174 @ S§,225 = 511,225 : 521,225
53,217 D 53,166 D 53,217 = 511,217 : 521,217
53,183 D 53,68 @ 55,183 = 511,183 : 521,183
53,161 D 53,110 @ S§,161 = S11,161 ’ 521,161
53,153 D 53,102 D 55,153 = 511,153 : 521,153
53,119 @ 53,4 @ S§,119 = 511,119 : 521,119
55,97 & 53,46 D S§,97 = 511,97 : 521,97
53,89 & 53,38 D S§789 = 511,89 : 521,89
S0,55 © 55,196 D S3.55 = S1.55 - Sa.55
53,33 D 53,238 D S§,33 = 511,33 : 521,33

1 2 1 _ ol 1
50,25 B 50,230 B 53,25 = 51 25 93,25
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1 2 1 _ ol
S1192 © 57110 D Sa,192 = 52,192
1 2 1 _ ol
51,128 D ST .46 D S1.128 = 92,128

1 2 1 _ ol
51,64 B 51,238 B Si64 = S264 -

1
- 53 128

1
- 53 64

1
S3.0

1 2 1 _ ol 1
S1,0® 57174 ® S10 =530 53192

1 2 2 2
S164 D S5 196 D 520 = 50 192

Sl 82 SZ _ 52
4,0 D 94132 D 93 192 = 90,128

1 2 2
S1.102 D S1 68 D 53198 = S0.64

2
'51,192

2
'51,128

2
57 64

1 2 2 _ 2 2
Si128 D4 B S364 = S0,0S1,0

C343 ® 53,243 D SiSl = 522,243
02238 @ 53,238 D S%AG = 522,238
C330 ® 53,230 D Si?,s = 522,230
C320 ® 53,229 D Si?ﬂ = 522,229
C3y1 @ 53,221 D 55,29 = 522,221
Cioo ® 53,199 S 512,7 = 522,199
Clos ® 53,196 @ Si4 = 522,196
Ciro ® 53,179 D 55,243 = 522,179
Cira ® 537174 @ 512,238 = 522,174
Clo6 ® 55,166 D St.230 = S3.166
Cios ® 53,165 D 312,229 = 522,165
Cisr ® 53,157 @ 512,221 = 522,157
Ciss ® 53,135 @ Si199 = 522,135
Clay ® 33,132 @ 512,196 = 522,132
C%m D 53,115 @ S%,UQ = 53,115
Chio @ Sg,no D Si174 = 522,110
Cioz ® 537102 D 512,166 = 522,102
C%(n D 53,101 @ Silﬁ5 = 522,101
Css @ 53,93 D 512,157 = 522,93 :
C? @ 53,71 @ 512,135 = 522,71
Cis @ S§,68 D 55,132 = 522,68 :
C? @ 53,51 @ 512,115 = 522,51 :
Cis ® 55,46 D ST 110 = 95 46 -
Cis @ 33,38 D 312,102 = 522,38 :
Csr @ 53,37 @ 512,101 = 522,37 :

2
’ 537243
2
’ 53,238
2
) 53,230
2
’ 53,229
2
: 53,221
2
’ 53,199
2
’ S3,196
2
) 53,179
2
’ 537174
2
’ 53,166
2
) 53,165
2
’ 53,157
2
’ 53,135
2
’ 53,132
2
: 53,115
2
' 53,110
2
’ 53,102
2
: 53,101

2
5303

2
- S571

49
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C3o ® 53,29 D 55,93 = 522,29 : 53,29
C? o 53,7 D 5%,71 = 522,7 : 55,7
Ci & 53,4 D Sf,es = 522,4 : 53,4
58,243 D ‘937128 @ 53,243 = 512,243 : 53,243
55 920 S8 178 95 290 = 7 229 - S5.920
53,221 D 83,170 2 S§,221 = 512,221 : 53,221
53,199 D 58,148 @ S§,199 = 512,199 : 53,199
53,179 @ 33,64 @ 55,179 = 512,179 : 53,179
58,165 D 38,114 D S§,165 = 512,165 : S§7165
53,157 D 53,106 @ S§,157 = 512,157 : 53,157
53,135 D 58,84 D 53,135 = 512,135 : 53,135
53,115 & Sg,o @ 53,115 = 512,115 : 53,115
53,101 D 53,50 D 53,101 = 512,101 : 53,101
53,93 D 53,42 D S§,93 = 512,93 : 522,93
53,71 @ 58,20 D 53,71 = 512,71 : 522,71
58,51 D 53,192 D S§,51 = 512,51 -85 51
53,37 @ 53,242 D 53%737 = 512,37 - 53 47
5820 © 50,234 B Sa.20 = Sta0 - 5520
53,7 & 58,212 S S§,7 = Si? : 55,7
512,230 @ S%,szx @ 52,230 = 522,230 : S§,166
Sf,lQG D Si114 @ 52,196 = 522,196 : 53,132
512,166 D 5%,20 @ 52,166 = 522,166 : S§,102
512,132 @ S§,5o @ 52,132 = 522,132 : 53,68
55,102 D Sizw @ 52,102 = 522,102 : S§,38
S%,GS D S?,242 D Si,es = 522,68 : S§,4
5338 D S5 148 B St 38 = 55 38 - 53 230
S%A S Sins S 52,4 = 522,4 : 55,196
522,192 @ 53,38 @ 58,128 = S§,128 : 53,64
522,128 D 53,230 D 53,64 = S§,64 ‘ Sio
53,64 D 53,166 @ Sg,o = S??,o : 53,192
S30® S5 1020 S5.102 = 55 102  S128
52,102 D 52,234 D 53,38 = 53,230 : Sizso

2 3 3 _ o3 3
S1.38 D S1 170 B 55230 = S0.166 * 1,166
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53,230 D 52,106 S 53,166 = 58,102 : Silm
53,166 @ 52,42 @ 53,102 = 53,38 : 513,38
C3hp @ 53,242 D Siso = 33,242 : 55,242
C334 ® 53,234 D 5?742 = 53,234 : 53,234
C315 @ 55,212 D S5 .00 = 55912 S5 912
Cio3 ® 53,203 D Sin = 53,203 : S§,203
Cirs ® 58,178 @ 55,242 = 53,178 : S§,178
Cro @ 53,170 D 53,234 = 53,170 : S§,170
Ciis ® 38,148 @ Si212 = SS,MS : 53?7148
Cl30 & S5 130 D St.203 = S5.130 55 130
Cia & 53,114 D Sio’,ws = 53,114 : 53,114
Cios ® SS,IOG @ Sia’,wo = SS,IOG : 53,106
Cs, @ 53,84 @ Sil48 = 523,84 ‘ 53,84
C3; @ 53,75 S S?,139 = 53,75 : 53,75
Cé @ 58,50 @ Sig’,114 = 53,50 : Sg,so
Ch® 53,42 @ Si106 = 53,42 : S§,42
C3y @ 58720 D 5384 = 53,20 : S?B:,zo
Cfl D 58,11 D Si75 = 523,11 : Sg,u
53,203 D 53,152 D S§,203 = Si203 : 53,203
58,139 @ Sg,ss @ 55,139 = S?,139 : 53,139
58,75 @ 53,24 D 55:’,75 = Sio’,75 ‘ 53,75
Sg,n D 53,216 D Sg,u = Siu ‘ 53,11
513,234 @ Siss @ 52,234 = 53,234 : 55,170
Sino D Sf24 D 52,170 = 53,170 : S§,106
Si106 D SinG @ 52,106 = SS,IOG : 53,42
Sf,42 D Sil,lsz D 52,42 = 53,42 : 53,234
Co16 ® 561,216 D Si24 = 5317216 : S§,216
Cis2 ® 53,152 @ Sizw = 53,152 : S§,152
Cas @ Sg,ss D Si152 = 53,88 ‘ S§,88

4 4 4 _ o4 4
C54 ® Sp,24 © ST 88 = 5224 S3.04
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Adding up the above equations gives the trail-equation representation of the
trail for MORUS-1280:

C343 ® Clyg ® Cty5 ® Oy ® Cayy @ Caps ® Ca17 @ Clgy © Clgy ® Clgy ® Oy
® Clag @ Clyg ® Cgy © Cgg ® Cgy ® Cs5 ® C33® Ca5 ® Cy @ Cilyy ® Cligg

® C330 @ Cag ® C3yy & Clog & Clog @ Cirg ® Ciry © Clgs @ Clgs @ Ctsr @ Clys
® Cl3 ® Cfy5 ® Ctip ® Clpp ® Clyy ® Gy ® CF @ Cfg @ Cy ® Clfg © Cig
@ C3r @ Chy ® C7 ® CF ® G4y ® Cl34 @ C315 ® Cio ® Ol @ Clyg @ Clys @ Ciyg
® Ci1y © Clog @ C34 @ CF5 @ Cy @ C, @ C5 & CF; @ Ci6 © Cilsp, ® Cgg ® Gy
= 53 230 53,230 ® 53 230 - 53,166 D 53 38 + 53,230

D S%,o : S%,o D 521,0 : S§,192 D 521,64 : S%,o

@ 522,93 : S§,93 & 512,93 : 522,93 D S§,93 @ 55,93

@ 53,203 : S§,203 @ Si203 : 53,203 @ 53,203 D Sizo:a

D 53,243 : S?(,),243 D 5?243 : 53,243 ® S?(,),243 D 59,243

@ 522,165 : 83,165 @ 512,165 : 53,165 @ S§,165 @ 512,165

@ 53 101 - 53,101 @ '912,101 : 53,101 ® 532,101 @ Si101

@ 522,243 : 53%7243 S 512,243 : 53,243 D 53%7243 D 512,243

@ S350 S350 D ST 51551 B S5 B S5

D 55,4 : S§,4 D 522,4 : S§,196 D 53,68 : S§,4

@ 522,166 : S§,166 @ 522,38 : S§,38 & 53,102 : S§,38

@ 55,102 : S§,102

D 521,64 : S§,64 S 521,128 : Sé,ﬁ4

® 53192 - 53,192 ® 3192 53,128

@ 521,217 : S§,217 @ 511,217 : 521,217 ® S§,217 D Sizn

@ 53,11 : Sg,u & Sin : Sg,n D S??,u D Sin

@ 53,234 : S§,234 D 53,42 : 53,234 D 53,234 : 53,170 D 53,170 : S§,170

D 53,170 : S§,106 D SS,lOG : S§,106

@ 53,106 : 53,42

D 55,7 : Sg,? D Si? : 55,7 D 53,7 D Sf,?

@ 522,132 : 53%7132 & 522,132 : S§,68 @ 53,196 : 593132

@ 521,247 : S§,247 D S%,247 : 521,247 D S§,247 @ S%,247

D S§,196 : S§,196

@ 521,55 : 55,55 & 511,55 : 521,55 D S§,55 D 511,55

@ 521,25 : S§,25 @ S%,25 : 521,25 D S§,25 D 511,25

2 2 2 2 2 2
© 53 929 * 95,229 B 57 209 * 93,229 B 55 209 D 57 229
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D 55,135 : S§,135 S 512,135 : 53,135 S 53,135 S 512,135
@ 521,89 : S%,sg @ Sisg : 521,89 D Sé,sg @ S%,sg

D 55,199 : 53,199 @ 512,199 : 53,199 & S§,199 D 55,199
@ 522,51 : S§,51 & 512,51 : 522,51 D S§,51 @ 55,51

® 59 179 - S3.179 D ST 179 - 55170 D 3,170 B 57 179
D 5(2),115 : Sg,ns D 59,115 : 53,115 ® S??,115 D 5(1),115
@ 522,29 : S§,29 @ 512,29 : 522,29 D 53,29 @ 55,29

@ 53,139 : S§,139 @ Sio’,139 : 53,139 @ 53,139 @ 53,139
D 521,161 : S§7161 S 511,161 : ‘921,161 D S§,161 @ 511,161
D 53 991 55 991 ® 57 291 - 55 201 D 53 921 B Stom
@ 55,71 : S§,71 @ 512,71 : 522,71 D S?%,?l D Sin

@ 521,153 : S§,153 @ 511,153 : 521,153 D 55,153 @ 511,153
D 522,115 : 55,115 D 512,115 : 53,115 D S§,115 D Sillf)
D 55,157 : S§,157 S 512,157 : 53,157 S 53,157 D 512,157
@ 522,37 : S§,37 & 512,37 : 522,37 D 55,37 @ 55,37

D 55,179 : 53,179 D 512,179 : 53,179 & S§,179 D Sil?&)
@ 521,33 : 55,33 D 511733 : 521733 D 53%733 D 511,33

@ 53110 53,110 D S1119 - 53,110 D 3,110 D S1.110
D 33,75 : S§,75 & Si75 : 33,75 D S§,75 D 5:13,75

@ 521,97 : 55,97 & 511,97 : 521,97 D S§,97 @ 511,97

D 53 995 - S:];',zzs @ 511,225 : 521,225 @ S§,225 @ Si225
@ 53 183 - S§,183 S 511,183 : 521,183 D S§,183 @ 511,183
D 53108 - 531.,128

@ 55 102 * 53 102

D g 108 - Silzs

@ 53,64 : Sim

D Sg,o : Sio

@ 522,238 : S§,238

D 55,174 : S§,174

@ 522,110 : 533110

® 5365 - 5363

D 55,46 : S§,46

2 2
® 53 166 * 53,102
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@ 53 128 - Sh6a
@ S§,64 : Si,o

D S?%,o : 55,192
@ 53,192 : 52128
@ 58 230 - S3.230

3 3
& So.166 * 51,166

D SS,S4 : 53,84

@ 523,50 : Sg,so

@ 53,42 . S§,42

@ 53,20 : 55,20

@ 53,216 : S§,216

D 33,152 : S§,152

@ S§,88 : S§,88

@ 53,24 : S§,24

= (522,230 @ 53,38)(‘9??,230 D S§,166)
@ (S%,o 2 521,64)(5§,0 @ S§,192)
(53,93 D 1)(53,93 D 512,93)
(53,203 2 1)(53,203 S 5113,203)
(5(2),243 D 1)(53?,243 D S?,243)
(55,165 S 1)(S§,165 S 512,165)
(53,101 2 1)(5:3,101 S 512,101)
(55,243 D 1)(5:’?,243 @ 512,243)
(53,51 D 1)(5§,51 D 5?751)

(S3.4 @ S35 65) (53,4 D S3 196)
(55,38 D S22,102)(S§,38 D S§,166)
(

S
®
©
®
®
S7]
®
5>}
@
@ 53,102 2 SS,166>(S§,102 D 532;,166)
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S5 64 D Sz 128)(53 64 D 53 192)

@ (

@ (53,192  53,128) (53,192 B S5 128)
@ (S 217 D 1)(S3.217 @ S 217)

@ (S3,11 ®1)(S31; ® ST 11)

@ (53,234 D S35.170) (55 170 D S5 234)
@ (85170 ® S5.106) (53,106  S3,234)
® (53,106 © S5,42) (55 42 53 234)
& (52769 1)(S37 @ S77)

® (53,132 ® 53,106) (55 132 © 55 68)
@ (53,247 ® 1)(S3 247 D 51 247)

@ (S5 196 © 53 68) (53 106 © S5 63)
@ (3,55 D 1)(S355 ® 51 55)

@ (S 25 D 1)(53 25 ® 51 25)
D (85 209 ® 1)(S3.220 © 57 229)

@ (53,135 © 1)(53.135 D ST.135)

® (3,80 D 1)(S3.80 ® 51 59)
® (53,199 @ 1)(53 199 © 57 199)

@ (S35 ©1)(S351 ® ST 51)
@ (83,179 ® 1)(S3.179 ® S 179)

& (52 115 © 1)(95,115 ® 57 115)
@ (53 9@1)(5329@51 29)

@ (53,130 ® 1)(53, 130 D 57 130)
@ (53,161 © 1)(S3,161 D S1,161)
& (Sz 291 ® 1)(53 901 ® 57 221)
® (S5, ®1)(S371 ® ST 71)

@ (53,153 © 1)(S3,153 D S1.153)
@ (83115 ®1)(S3.115 © ST 115)
@ (53,157 ® 1)(S3.157 D ST.157)
® (53,37 ®1)(S357 ® ST 37)

@ (53,170 ® 1)(S3, 170 D S 179)
® (53,33 D 1)(S333 ® 51 33)

@ (82,119 ® 1)(S3,119 ® St 119)
@ (S3,75 D 1)(S3.75 ® 57 75)

55



56 Danping Shi'?, Siwei Sun"'?3, Yu Sasaki*, Chaoyun Li®, and Lei Hu"%>

D (521,97 S 1)(5§,97 D 311,97)
@ (55,225 @ 1)(5%,225 @ Sims)
D (S21,183 D 1)(S§,183 & 511,183)
@ 53,192 : 5%7192
@ S5 128 53 128
D 53,64 : 512,64
@ Sg,o : Sf,o

@ 55,238 : S§,238
@ 53,174 : 59%7174
@ 55 110 - 3110
D 55,46 . S§,46
@ S§,128 : Si,ezx
D S§,64 : Sio

@ 55053 102
@ S§,192 : 82,128
D 53,230 : Si230
@ 58,166 : 5?7166
@ 55 102 * 5% 102
D Sg,ss : Sio’,ss
@ 53,242 : 53,242
@ 53,212 : 53,212
S 53,178 : Sg,ws
@ 53,148 : 533.,148
D 53,114 : S§,114
@ 53,84 : S§,84
@ 53,50 : Sf:’,so
D 53,20 ‘ 53,20
@ 53,216 : S§,216
D 53,152 : S§,152
@ 53,88 : ng,ss
D 53,24 ‘ S§,24
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57

B The Effect of the In-word Rotation offsets (bg,- -+ , bs)
on the Linear Trails

Table 15: The linear trail of a variant of MORUS-640 with correlation 2734,
where (bo, bl, bQ, b3, b4) = (16, 31, 23, 3, 17)

Round

Linear masks

B
Yo
Ao

(=]

00000004*4 00000004*4 00000000%4 00000004*4 00000000*4
00040000*4 00000000%4 00000000*4 00000000%4 00000000*4
00040000%4 00000000*4 00000000*4 00000000%4 00000000*4
00040000%4 00000000%4 00000000*4 00000000%4 00000000*4
00040000%4 00000000*4 00000000%4 00000000%4 00000000*4
00040000%4 00000000*4 00000000%4 00000000%4 00000000*4
00000004*4 00000004%4 00000000*4 00000004%4 00000000*4
00000004 %4

B1
71
A1

00080002%4 000c0002*4 00000000*4 000c0002%4 00000000*4
00020008%4 00040000*4 00000000%4 00040000%4 00000000*4
00020008*4 00020000*4 00000000%4 00000000%4 00040000*4
00020008*4 00020000%4 00000000*4 00000000%4 000400004
00020008*4 00020000*4 00000000*4 00000000%4 00040000*4
00020008*4 00020000%4 00040000*4 00000000%4 00000008*4
000c0002%4 000c0002*4 00000000%4 000c0002%4 00000000*4
000c0002%4

B
Y2

)

00040000%4 00040008*4 00040000%4 00040000%4 00000008*4
00000004*4 00000008%4 00000000*4 00000000%4 000000084
00000004%4 00000004*4 00000000*4 00000000%4 00000000*4
00000004%4 00000004*4 00000000*4 00000000%4 00000000*4
00000004*4 00000004*4 00000000%4 00000000%4 00000000*4
00000004*4 00000004*4 00000000%4 00000000%4 00000000*4
00060008*4 00060008*4 00000000*4 00040000%4 00000000*4
00060008*4

A3

00000004%4 00000004*4 00000000*4 00000000%4 00000000*4
000000044

From the linear-mask representation given in Table 15, we can derive the
following equations for MORUS-640:

Cos @ 58,98 D S?,z = 58,98 : Sg,gs
Ces @ 58,66 D S?,gs = 58,66 : S??,66
C, @ 58,34 @ S?,GG = 58,34 : S:(g),34

Cy & 58,2 D S?,34 = 58,2 : Sg,z

‘88,98 D 56782 @ 53,98 = ‘99798 : ‘98798
50,66 © S350 D S3.66 = ST.66 - 9,66
38,34 D Sé,ls D Sg,34 = 59,34 : 58,34
58,2 D 55,114 @ Sg,z = 5(1),2 : Sg,z
Clis @ 55,115 @ 511,19 = 521,115 : S§,115
Clia @ 53,114 D 511,18 = 521,114 : S§,114
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Cor @ 56,97 S 511,1 = 521,97 : S§,97
Css @ 56,83 @ Sius = 521,83 : S:%,ss
Cgz ® 53,82 & 511,114 = 521,82 : Sé,sz

Cgs @ 53,65 D 511,97 = 521765 : S§765
C51® So,51 D Sig3 = S3.51 S350
Cso @ 53,50 D 511,82 = 21,50 : S%,so
Cs3 @ 53,33 2 511,65 = 5,33 : 531,,33
Clo ® 56,19 D 511,51 = %,19 : S§,19
Clg @ 53718 D 511,50 = 21,18 : S§,18
011 @ 53,1 @ S%,33 = 55,1 : S§,1
56,115 D 53,67 ® S§,115 = 511,115 : 521,115
55,97 D 58,81 D S§,97 = S'11,97 : 521,97
53,83 D 58,35 D 531>,s3 = S%,ss : 521,83
86,65 D 53,49 D S§,65 = 511,65 : 521,65
53,51 @ 53,3 @ S§,51 = S%,m : 521,51
56,33 D 58,17 D S§,33 = Si33 : 55,33
56719 D 53799 D 53,19 = 511719 : 521719
S(%,l D 53,113 ® 531,,1 = S%,l . 55,1
511,114 D Si49 ® Si,114 = 521,114 : S§,82
511,82 D 55,17 D Si,sz = 521,82 : 531,,50
511,50 @ Sius @ Si,50 = 55,50 ‘ Sé,ls
511,18 D Sisl D Si,m = 521,18 : S§,114
Si,so D 52,99 @ SS,IS = 58,114 : 55,114
Si,18 D SZ,(S? & 522,114 = 53,82 : Sisz
Si,114 D 55,35 D 53,82 = 53750 : 512750
Si,sz D 52,3 D 55,50 = 53,18 ‘ Sils
Ca @ 53,114 D S%,IS = 522,114 : 53,114
Chis ® 53,113 2 Sin = 522,113 : 53%,113

Cdo @ 53,99 D Si?, = 53,99 ‘ 53,99
Cs, ® 53,82 D 312,114 = ‘922782 : S§782
0821 D 58,81 @ 512,113 = 53,81 : 55,81

Cé @ 53,67 D 55,99 = 522,67 : 532,67
C2y @ 53,50 @ S%,sz = 522,50 : 53%,50



Title Suppressed Due to Excessive Length 59

Cio @ 53,49 D S%,Sl = 522,49 : 55,49
C3s @ 53,35 @ Sim = 53,35 : S§,35
Cis @ Sg,ls D Si50 = 522,18 : 832,18
Ct; @ 53,17 S 512,49 = 522717 : 53317
Ci® 83,087 35="553-533
53,114 D 58,66 ® S§,114 = 512,114 : 55,114
53,82 D 53,34 @ S??,sz = 512,82 : 522,82
53,50 D 58,2 D 53,50 = Siso ‘ 522,50
53,18 D 53798 D 53%,18 = 512,18 : 522,18
55,99 D Si34 @ 53,99 = 53,99 : S§,67
Sim D Sf,z D SZ,G? = 522,67 : S§,35
512,35 D S?,gs @ 55,35 = S'22,35 : 53%,3
Sis D Si% D 52,3 = 53,3 : 53,99
Cos @ 53,98 S SiQ = 83,98 : Sg,gs
Cis @ 83,66 @ Sigs = 53,66 : 53,66
C3, @ 53,34 D Sf,66 = 53,34 : S§,34
Ci @ 53,2 D S§,34 = 5372 : S§,2

Adding up the above equations gives the trail-equation representation of the
trail for MORUS-640:

Cos ® Cg ® C34 ® C3 ® Cly5® C14 ® Cgr ® Cgy ® Cgy ® Cg @ Csy ® Cg9 @ Czg
®Cly@Cls®CL & Ch, & Chi3 0 Chy @ C3, & CF & Cgr & C3 & Ciy & Cis
BCHdChLBCCi @ Cos @ Cs, @ Ch

= 53,50 : Sg,so D Sf,50 : 53,50 D 53,50 D S§,50 D 512,50

D 521,51 : S§,51 ® 311,51 : 321,51 D S§,51 D 511,51

@ 521,50 : S%,so @ 521,82 : S%,so D 55,50 : S§,18 @ 521,18 : S§,18

@ 521,18 : S§,114 D 521,114 : S§,114

@ 521,114 : S§782

® 5366 - 5,66 D 1,66 - Sp,66 D 53,66 P 57 66

@ 512,114 : 53,114 @ 53,114 : 55,114 ® 322,114 : 53,114 D 53,114 @ 522,114 D 53,114

@ 522,99 : S§,99 & 522,3 : 53,99 @ 522,99 : S§,67 & 522,67 : S??,G?

@ 522,67 : 55,35 @ 522,35 ‘ S§,35

D 55,35 : S§,3
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D 521,1 : S§,1 S 511,1 : S%,l D S§,1 D 511,1

0 0 0
© S934 5534 D ST 34"
1 1 1
© S3.97 5397 B S1 97"

0 0 0
5534 © 5334 D ST 34
1 1 1
53,07 D S3,97 © 51 97

@ 53,2 : S??,2 D 5972 : 53,2 S Sg,z D 5972

@ SilB : 522,18 D Sg,ls :

D 512,82 : 55,82 @ 53,82
1 1 1

® 5365 * 93,65 P S1.65
1 1 1

© S5.83 93,83 P 5183
1 1 1

© 5519 - 53,10 B 5119
1 1 1

© 5533 - 53,33 D St 33

2 2 2 2 2 2
ST18 D 53155518 D 51,18 D 5518 D 5315

‘ 812,82 D 53,82 : S§,82 D 53,82 D 55,82 D S§,82
: 521,65 D Sé,as @ 511,65
: 521,83 D S§,83 D S11,83
: 521,19 D S§719 D 511,19

1 1 1
52,33 D 53,33 D 51,33

1 1 1 1 1 1
® 53115 * 93,115 © 51,115 * 92,115 © 53115 D S1115

@ 53,98 : Sg,gs & S?,98 :
D 521,82 : S§,82
D 53,50 : 512,50
@ 522,113 : 53,113
D S%,Sl : S§,81
@ 522,49 : 53?,49
@ 522,17 : S§,17
D S%,s : S§,3

@ 53,98 : S§,98
@ 53,66 : S§,66
D 53,34 : 55,34
@ 53,2 : Sg,z

0 0 0
S5.98 B 53,95 D 57 os

= (522,50 D 1)(S§,50 D Si50 el ol
D S%,m D 1)(5§,51 D 511,51)

2]

(
(
@ (
(

55,50 D 521,18)(S§,18 D S%,so)
521,18 D 521,114)(53},114 D S§,5O)

@ 55,114 2 521,82)(S§,82 D S§,50)
D (53,66 D 1)(S§,66 D S(1)766)

@ 512,114(537114 @ 53,114) D 5%7114
D 522,114 : 53,114 D 522,114 D S§,114

D (55,99 D S22,67)(S§,67
@ (53,67 @ 522,35>(S§,35

D 53,99)
@ S§,99>



55,35 D S22,3)(S§,3 S 53,99)
55,1 @ 1)(5§,1 D S%,l)
53,34 @ 1)(33,34 D 5(1),34)
55,97 @ 1)(55,97 D 511797)
& (S5, ©1)(S5, @ SY,)
D 512,18(58,18 D 522,18) D Siw
@ 522,18 : S§,18 @ 522,18 D S§,18
@ Sisz(sg,sz @ 522,82) ® Sisz
D 522,82 : S§,82 S 522,82 D S§782
& (3,65 © 1)(S5,65 © S1,65)
D (S%,sg @ 1)(S§,83 D 511,83)
D (S%,w D 1)(5§,19 D 511,19)
@ (55,33 D 1)(S§,33 D S%,BS)

(

(

@ (
@ (
@ (
@ (

D S%,115 ®1) S§,115 S 511,115)
@ (Sg,gs ®©1) Sg,gs D S(l),QS)
D 53,50 : 512,50

@ 522,113 : 53%7113

® S381 - S381

D 55,49 : S§,49

@ 522,17 : S§,17

@ 53,98 : S§,98

D 53,66 : 53,66

@ 53,34 : S§,34

D Sg,z : Sg,z

Title Suppressed Due to Excessive Length

61



62 Danping Shi'?, Siwei Sun"'?3, Yu Sasaki*, Chaoyun Li®, and Lei Hu"%>

C The Linear Trails Used in This Work

Table 16: The linear trail of MiniMORUS-640 with correlation —2~8

Round Linear masks

ap 10000000 10000000 00000000 10000000 00000000
00000002 00000000 00000000 00000000 00000000
00000002 00000000 00000000 00000000 00000000
00000002 00000000 00000000 00000000 00000000
00000002 00000000 00000000 00000000 00000000

Bo 00000002 00000000 00000000 00000000 00000000

~Yo 10000000 10000000 00000000 10000000 00000000

Ao 10000000

a1 08000200 08000202 00000002 08000200 00000000
00004001 00000002 00000002 00000000 00000000
00004001 00000001 00000000 00000000 00000002
00004001 00000001 00000000 00000000 00000002
00004001 00000001 00000000 00000000 00000002

B1 00004003 00000003 00000002 00000000 00004000

1 08000202 08000202 00000002 08000200 00000000

A1 08000202

a2 00000100 00004100 00000000 00000100 00004000
00002000 00004000 00000000 00000000 00004000
00002000 00002000 00000000 00000000 00000000
00002000 00002000 00000000 00000000 00000000
00002000 00002000 00000000 00000000 00000000

B2 00002000 00002000 00000000 00000000 00000000

~y2 00004103 00004103 00000002 00000100 00000000

A2 00004103

“3 00002000 00002000 00000000 00000000 00000000
A3 00002000

From the linear-mask representation given in Table 16, we can derive the
following equations for MiniMORUS-640:

C3s @ 58,28 D S?,QS = 58,28 : SB?,QS
S8,28 D 53,1 D Sg,28 = 5(1),28 : 58,28
Car @ 56,27 D 511,27 = 521,27 ‘ S%,Q?
Cy ® 55,9 @ 511,9 = 55,9 : 55,9
Ci @ Sé,l & 511,1 = S%,l : S§,1
53,27 @ Sg,o D 5%,27 = 511727 : 521727
50,09 5514 ®S39="519" 559
511,1 D Sio @ Si,l = 521,1 : S§,1
Si,1 @ 53,14 @ 522,1 = Sg,l : Si1
CL @ 58714 D S%,M = 53,14 : S§,14
Cs @ 5(2),8 S Sis = 55,8 : S§,8
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Ci o Sg,l ® 512,1 = 522,1 : S§,1

Ci @ Sg,o @ Sio = Sg,o : S§,0

Sg,s D 58,13 D S?%,s = Sis : Sg,s
512714 D S?,IS D 55,14 = 522714 : 53314
Ch® 53,13 D 55,13 = 53,13 ‘ 53,13

Adding up the above equations gives the trail-equation representation of the
trail for MiniMORUS-640:

C®Cy, ®CedCl0CY,®CedCCidCly
= 55,27 : S§,27 @ 511,27 : 55,27 & S§,27 D 511727
@ 53 95 - 53,08 D ST 05 - S5.05 © 5505 B SY g
D 521,9 : Sé,g D 511,9 ‘ 521,9 D S%,g D 511,9

D 522,8 : S§,8 2 S%,s : 522,8 @ S§,8 @ Sis

D Sg,l : Si1 D Sg,l D Sil

D 322,1 : S§,1 D 55,1

® S50 530

D 53,13 ‘ S§,13

= (521,27 @ 1)(55,27 @ 511,27)

& (53,25 © 1)(55,25 © 57 8)

D (521,9 D 1)(5§,9 D 511,9)

D (522,8 @ 1)(S§,8 @ Sis)

& (S5, e(St el el

D 52271(53%,1 ©1)

®S30- 530

D 53,13 ‘ S§,13

Taking into account the message variables, we have the following equations (note
that we use G7 to denote the exclusive-or of the key-stream bits and message
bits):
0 0 0 0 0 0
Mg @ Gog @ Spog D 51 28 = 53,98 * 53 28
0 1 0 0 0
50,28 B Sp.1 D 5328 = 57 28 * 52,95
1 1 1 1 1 1
My7 & Go7 ® 50,97 St 27 = S3.97 * 53,27
My & Gy @ 53,9 D 511,9 = 521,9 : S%,Q
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M &Gl ® S&,l D 511,1 = 521,1 : S§,1
56,27 @ Sg,o @ S§,27 = Si27 : 55,27
53,9 D 53,14 D S§,9 = 511,9 : 521,9
M| & 511,1 D Sio @ Si,1 = 52171 : Sil:,l
-M11 @ Si,l D 52,14 D 522,1 = 53,1 : S%@
M}, &Gl & 53,14 D S%,M = 522,14 : 53,14
Mg & G} @ Sg,s @ Sis = 522,8 : S§,8
M} ®Gi® S5, ®8F, =535,-53,
M§®Gi® S5, ®Sio=2530 530
Sg,s & 53,13 & Sg,s = Sis ) Sg,s
M?y @ ST 14 ® 8715 ® ST 14 = 5314+ 5314
M3 ® Gl ® 5515 ® 5713 = S3.13 - S3.13
Adding up the above equations gives the linear approximation for MiniMORUS-
640:
GROGhoGioGl0G2,0G 0G0 G20 Gs,
® M3s ® My, ® My & M| & M§ & M7 & M{ & M3,



Table 17: The linear trail of MORUS-640 with correlation 2738
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Round

Linear masks

B
Yo

(=)

10000000%4 10000000*4 00000000%4 10000000%4 00000000*4
00000002%4 00000000*4 00000000%4 00000000%4 00000000*4
00000002%4 00000000*4 00000000%4 00000000%4 00000000*4
00000002*4 00000000%4 00000000*4 00000000%4 000000004
00000002*4 00000000%4 00000000*4 00000000%4 000000004
00000002%4 00000000*4 00000000%4 00000000*4 00000000*4
10000000%4 10000000*4 00000000%4 10000000%4 00000000*4
10000000%4

B1
71
A1

08000200*4 08000202%4 00000002*4 08000200%4 000000004
00004001%4 00000002*4 00000002*4 00000000%4 00000000*4
00004001*4 00000001*4 00000000%4 00000000*4 00000002%4
00004001%4 00000001*4 00000000%4 00000000*4 000000024
00004001%4 00000001*4 00000000%4 00000000*4 000000024
00004003%4 00000003*4 00000002*4 00000000%4 00004000*4
08000202%4 08000202*4 00000002*4 08000200%4 00000000*4
08000202*4

00000100%4 00004100*4 00000000%4 00000100*4 00004000*4
00002000%4 00004000*4 00000000%4 00000000*4 00004000*4
00002000%4 00002000*4 00000000%4 00000000%4 00000000*4
00002000*4 00002000%4 00000000*4 00000000%4 000000004
00002000*4 00002000%4 00000000*4 00000000%4 000000004
00002000%4 00002000*4 00000000%4 00000000%4 00000000*4
00004103%4 00004103*4 00000002*4 00000100%4 00000000*4
000041034

00002000*4 00002000%4 00000000*4 00000000%4 000000004
00002000%4

65

From the linear-mask representation given in Table 17, we can derive the
following equations for MORUS-640:

Clas ® 58,124 D S?,28 = 58,124 : S??,124
082 @ 58,92 @ 5(1),124 = 58,92 : SZ(S),QZ
Ceo @ 58,60 D S?,gz = 58,60 : Sg,fso
C3s @ 58,28 D S?,GO = 58728 : 53?28
58,124 D 55,65 D 53,124 = 5(1),124 : 58,124
38,92 D 56,33 D Sg,92 = Sg,gg : 58,92
58,60 @ 55,1 @ S??,GO = S(l),60 : 58,60
58,28 D 56,97 D Sg,zs = S?,zs : Sg,zs
Clas ® 53,123 D 511,27 = 5217123 : S§,123
Clos ® Sb,105 ® Si.0 = S2.105 - 53,108
Cor @ 33,97 D 511,1 = 521,97 : S§,97
Co1 @ 53,91 & 511,123 = 521,91 : S§,91
Cls @ 55,73 @ S%,105 = 521,73 ‘ S§,73
Cgs @ 56,65 D 511,97 = 521,65 : S§,65
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Cso @ 53,59 D 511,91 = 521,59 : S%,sg
Ci @ 55,41 @ S%,73 = 521,41 : S§,41
Cs3 @ 56,33 D 511,65 = 55,33 : S§,33
Cy7 @ 55,27 D 511,59 = 521727 : S§727
Cs ®S59®Sia1 =539 S50
Ci o S(%,l D 511,33 = 521,1 : S§,1
55,123 @ 53,64 & 55,123 = Sims : 55,123
53,105 @ 53,78 @ 55,105 = SilOE‘) : 521,105
55,91 D 53732 D 5%,91 = 511,91 : 521,91
S(%,73 D 53,46 @ S§,73 = Si73 : 5%73
53,59 D Sg,o D S§,59 = 511,59 : 521,59
55,41 D 53,14 D S§,41 = S'11,41 : S'21,41
53,27 D 58,96 D S§,27 = S%,27 ‘ 55,27
501,9 D Sg,no S S%,g = 511,9 : 521,9
Sim D 55,32 @ Si,97 = 55,97 : S§,65
511,65 D Sio D Si,65 = 521,65 : 55,33
511733 D Si%‘ D Si,33 = 521733 : S§71
S%,l D S%,m @ Si,1 = 521,1 : S§,97
Si,33 D 52,110 @ 522,1 = 53,97 : 512,97
Si,1 D Si,?8 @ 53,97 = 53,65 : 512,65
Si,97 2 53,46 D S§,65 = 53,33 ‘ 55,33
Si,65 D 53,14 S 53,33 = 53,1 : Si1
Chio ® Sg,uo @ 55,14 = 53,110 : 55,110
Clos @ 53,104 D Sis = 522,104 : 53,104
Cs: @ 53,97 S 512,1 = 522797 : 53%797
Cis ® 58,96 D Sf,o = 53,96 : 55,96
Ci & 53,78 S 512,110 = 822,78 : S?%,?S
C%, @ 53,72 S 512,104 = 522,72 : 53,72
Cis ® 53,65 D Si97 = 53,65 ‘ S§,65
Cés @ 53764 D 512,96 = ‘922764 : S§764
Cis © 5546 ® ST 78 = S3.46 - S3.46
Cio @ 53,40 D Sim = 522,40 : S§,40
C35 @ 53,33 D S%,GS = 522,33 : 53%,33
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C3, @ 53,32 D S%,Gﬁl = 522,32 : 55,32
Ci @ 53,14 @ S%AG = 53,14 : S§,14
Ci @ Sg,s D S%Ao = 522,8 : S:%,s
Ci o 53,1 S 512,33 = 52271 : S§,1
Co®850®ST3="550-530
53,104 D 58,77 @ 33,104 = 512,104 : 53,104
53,72 D 53,45 2 S§,72 = 512,72 : 522,72
53,40 D 53,13 D 53,40 = Si4o : 522,40
58,8 D 537109 S Sg,s = 512,8 : S%,s
Siuo @ Si45 @ 52,110 = 53,110 : S§,78
312,78 D Sili’) D 52,78 = 522,78 : 532,46
S%AG @ Sf,log @ 55,46 = 522,46 : 53%,14
512,14 D Siw D 53,14 = 53,14 ‘ Sg,no
Cioo @ 58,109 D Sin),13 = 53,109 : 53,109
Cs @ 58,77 @ Simg = 53,77 : 53,77
C; @ 53,45 D Sf,?? = 53,45 : S§,45
Cs @ 53713 D S§,45 = 53713 : 53?713

Adding up the above equations gives the trail-equation representation of the
trail for MORUS-640:

CTa4 ® Cgy ® Cgy ® C35 ® Clay @ Clogs ® Cgy ® Cgy @ O3 ® Cs ® Cg @ C1y ® Ci3® Cy
DCyDCL B Chy®Choy ®Car ®Chs ® Co @ C2, ® Cas @ Chy ® Cig ® Cay d C33 @ C3,
B CH®CE®CTdCHDCipe ®C3r ® Cis @ Cig

= 53110 - 53110 ® 53 110 - 5375 B S5 14+ S5 110

D 55,78 : S:?,?s & 322,14 : 53,14 D S%AG : S§,14

@ 522,46 : S§,46

D 55,1 : Si%,l D 521,1 : S§,97 D 521,33 : S%,l

@ 53,60 : S??,GO & 5?760 : ‘83760 D S?())760 D S?,GO

® 53,105 53,105 © 1,105 52,105 D 3,105 D ST 105

D 521,65 : S§,65 & 321,97 : S§,65 D 321,65 : S§,33 D 55,33 : S§,33

@ 521,59 : 55,59 & 511,59 : 521,59 D S§,59 2 511,59

@ 53,92 : Sg,gz @ S(l),92 : 58,92 D 53,92 D S?,gz

S 55,40 : S§,40 & S%Ao ‘ 522,40 D S§,40 D 55,40
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D S%,s : S?%,s D 512,8 : S%,S D S§,8 D Sis

D 521,27 : S§,27 @ Si27 : 55,27 D S§,27 @ S%,27

D 55,91 : S%,Ql & 511,91 ‘ 521,91 D S§,91 D 511,91

@ 53,124 : S??,124 & S?,124 : 53,124 D 537124 @ S?,124
@ 58373 5373 D Si73- 55,730 5573 S 73

D 55,72 : S§,72 & Sim ‘ 822,72 D S§,72 D S%,?Q

@ 521,123 : S§,123 @ 511,123 : 521,123 D 55,123 @ 511,123
@ 53,104 : 53,104 @ 512,104 : 53,104 @ S§,104 D 55,104
D 53,28 : S??,28 S S?,zs : 58,28 D S?())QS D 59,28

@ 521,41 : S§,41 @ Si41 : 521,41 D S§,41 @ S%,41

D 55,9 : S§,9 D 511,9 : S21,9 D 53%,9 D 511,9

D 521,97 : 55,97

@ 5597 5397 ® S3.97 D Sto7

D 53,65 : 512,65 S 53,65 D Si65

@ 53,33 : 512,33 @ 53,33 D 55,33

@ Sg,l : S%,l D Sg,l @ 512,1

@ 522,97 : S§,97 & 522797

® 55 96 - 5396

@ S§,65 : S§,65 ® 322,65

D 522,64 : S§,64

D 522,78 : S§,46

® 53 100 53,100

D 53,77 : 53,77

D 523,45 : S§,45

D 53,13 : 53,13

= (322,110 @ 53,14)(53%,110 D S§778)
@ (53%,78 D S§,14)(S§,14 D 522,78)
D (S§,14 D S§,46)(S§,46 D 55,78)
@ (S%,l 2 55,33)(S§,1 @ S§,97>



D (SS,GO D 1)(5§,60 D S?ﬁo)

@ (55,105 @ 1)(5%,105 @ 55,105)
D (S?},ﬁs D S§,33)(S5,65 D 55,97)
@ (55,33 @ S% 97)(521 33 @ 521 97)
@ (S350 D 1)(S1 50 ® S5 59)

D (58,92 & 1)(SY 92 D 83 92)
@ (53,40 @ )(53 20 D 51 10)
@ (Sg,s D 1)(53 g D57 )

® (S3,27 ®1)(S307 @ 31 27)

@ (S3.91 D 1)(S3.91 ® 51 01)

@ (52,124 ® 1)(S3,124 © S 124)
@ (S3,73 ®1)(S3.73 ® Sy 73)
@ (53,72 D 1)(S3.72 ® ST 70)

@ (82,123 ® 1)(S3,123 St 123)
@ (53,104 © 1)(53, 104 D ST 104)
@ (59 28 D 1)(53 25 ® 57 28)

@ (52,41 @ 1)(S3 3,41 D 51 41)

& (g0 ©1)(S39 @ Si o)

D (53,97@ 1)(S7 97 ®1)
@ (S5,65 D 1)(ST65 ® 1)
@ (55,33 ® 1)(51 33 ®1)
(50,1 D 1)(51 1D 1)
@ 522,97(53,97 ®©1)

D 55,96 : S§,96

D 522,65(53,65 ©1)

@ 522,64 : S§,64

D 55,33(55,33 ®©1)

@ 522,32 : S§,32

D 55,1(533,1 ©1)

3 3
© 55 109 * 95,100
3 3
© S5 775377

3 3
® S5 45+ S5.45
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3 3
® 5513 5513

Taking into account the message variables, we

Moy & Glpy @ 58,124 D 5?728
Mgy & Ggy @ 58,92 @ 59,124
Mgy & Ggo @ 58,60 D S?,92
M3 ® G9g @ 58,28 D 5?760
50,124 55,65 D 53,124

38,92 D 53,33 D Sg,92

58,60 2 53,1 D S??,(SO

58,28 @ 53,97 D Sg,zs

My ® Glas ® 501,123 D 511,27
Migs ® Ggs ® 53,105 @ S%,g
Mg; & Gor & Sg07 © 514
Mg, © Gg, @ 53,91 @ 511,123
M7y ® Gy ® Sg.73 ® S1 105
Mis & Ggs @ 53,65 D 511,97
My ® Gy @ 53,59 D Si91
My, &Gy @ 53,41 S Si73
Mss ® Gi3 @ 53,33 D 511,65
My, & Gy @ 53,27 D S%,sg
My ® Gy ® S g ® St 4

M} @G ®Sj, ® S 33
53,123 D 53,64 D S§,123
53,105 D 53,78 D S§,105

53,91 @ 53,32 D S§,91

53,73 D 58,46 D S§,73

53759 D Sg,o D S§759

S6,41 D 514 D S3.41

53,27 D 53,96 D S§,27

55,9 @ 53,110 @ S%,g

My, @ Sim @ 512,32 D Si97
Mgs @ 511,65 S Sio D Si,65

, Chaoyun Li®, and Lei Hu"%3

have the following equations:

_ Q0 0

= 55124+ 53,124
_ Q0 0

= 5292 " 5392
_ Q0 0

= 5260 " 93,60
_ Q0 0

= 5398 " 93,28
_ Q0 0

= 57 124 - 52,124
_ Q0 0

= 5192 52,92
_ Q0 0

= 57160 " 52,60
_ Q0 0

= 51,28 : 52,28
_ ol 1

= 53123 - 53,123
_ ol 1

= 52105 " 93,105
_ ol 1

= S3.97 " 5397
_ ol 1

= 5501 53,01
_ ql 1

= S573 - S3.73
_ ol 1

= 5265 " 93,65
_ ol 1

= 5359 " 53 59
_ ql 1
=5541 " S3.a1
_ ol 1

= 5333 5333
_ ol 1

= 5397 53,97
_ ol 1
=529539

_ ol 1
=551"534

_ ql 1

= 51,123 - S85123
_ ol 1

= 51105 * 52,105
_ ol 1

= S1091" S2.091
_ ol 1

= S173 5273
_ ol 1

= 5159 " 52,59
_ ql 1

= S141" Som
_ ol 1

= 8197 5297
_ ol 1
=S81959

_ ql 1

= 52,97 : 53,65

_ ol 1
= 5365 " 93,33
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Mjs & 511,33 S S12,96 D Si,33 = 521,33 : S%,l
M} & Sh @ 5%,64 @ Si,1 = 521,1 : S§,97
Mgy, & Si,s?, @ Sino D 53,1 = 53,97 : 55,97
Mgs @ Si71 D SZ,?S D 53797 = 53,65 : 512,65
M35 ® 5597 ® S5 46 D S5.65 = 50,33 S8
M| & Si,65 D 52,14 D 53,33 = Sg,l : Sil
Mo ® Gy @ 58,110 D Si14 = 53,110 : Sg,uo
M3y, & Gioy @ 58,104 @ Sis = 53,104 : 53,104
Mg, & Gg; & 58,97 D Si1 = 55,97 : S§,97
MgG @ GSG @ 53,96 @ S%,o = 53,96 ' S§,96
Mz, & Gag & 53,78 D S%,no = 55,78 : S§,78
M2, ® G2, @ 53,72 @ 512,104 = 53,72 : 53,72
Mg @ G5 @ 53,65 D 55,97 = 55,65 : S§,65
Mg, & Gg, & 53,64 D 512,96 = 55,64 : S§,64
M ® G @ 53,46 D S%,?S = 53,46 : S§,46
M;, @ G3 @ 53,40 D 55,72 = 55,40 : 53%,40
M3 ® G35 @ 53,33 D 51%765 = 53,33 : 53,33
M3y & G2y ® S5 30 D ST 64 = 55,32 S350
M, &Gl @ 53,14 D Si46 = 35,14 . S§,14
M; oGy @ 58,8 D Sizlo = S%,s : S§,8
M &G} @ Sg,l D Sig:a = Sg,l : Sg,l
M§ &Gy @ Sg,o D 512,32 = S%,o : S§,0
53,104 @ 53,77 @ S§,104 = 55,104 : 53,104
53,72 D 58,45 D S§,72 = 55,72 : 55,72
53,40 D 58,13 D 53?740 = 512,40 : 55,40
Sg,s D 58,109 D Sg,s = Sis : 53,8
M7y & 512,110 D Sf,45 D 52,110 = 55,110 : S§,78
Mz @ S%,?B @ Sig’,13 D SZ,?S = 55,78 : S§,46
Mjs @ Si46 D S?,lOQ D 52,46 = 53,46 : S§,14
M, ® 512,14 S Si?? D 52714 = 53,14 : S§,110
Moo @ Gioo @ S8 100 © S5 13 = S5.100 55 100
M2, & G3; & 53,77 D Sf,wg = 33,77 : S§,77
Mg ® G5 @ 58,45 D Siw = 53,45 : 53,45

71
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M & G35 @ 58,13 D Sf,45 = 53,13 : 53,13

Adding up the above equations gives the linear approximation for MORUS-640:

Gla4 © Gy & Gy & Gog & Glag ® Glos © Ggy & Gy @ G13® G5 & Gy © Gy @ Gy
DG OGSO GI®GIy® G, G2y @ Ga © G2 © G2, 0 Gos © G2, @ G © G2y
PG PGHOGHOGEDGIOGE DGy ® G @Gy © Gy & MY, & M§, & MY,

@ Mgy & Myy3 & Migs & Mg, & Mgy & Mz & Mgs & Mg & My, & Mgz & My, & My

O M} © My, ® M3, © M3 & M2, & Mz; & M2, & M3, & M2, & M3, & M2 & M7 & Mg
& Migy & M3, & Mis & Mis
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Table 18: The linear trail of MiniMORUS-1280 with correlation —2—8

Linear masks

0000000000010000 0000000000010000
0000000020000000 0000000000000000
0000000020000000 0000000000000000
0000000020000000 0000000000000000
0000000020000000 0000000000000000
0000000020000000 0000000000000000
0000000000010000 0000000000010000
0000000000010000

0000000000000000 0000000000010000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000010000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

B1
Y1
A1

4000000000100000 4000000020100000
0000000200000800 0000000020000000
0000000200000800 0000000000000800
0000000200000800 0000000000000800
0000000200000800 0000000000000800
0000000220000800 0000000020000800
4000000020100000 4000000020100000
4000000020100000

0000000000000000 4000000000100000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000020000000 0000000000000000
0000000000000000 4000000000100000

0000000000000000
0000000000000000
0000000020000000
0000000020000000
0000000020000000
0000000200000000
0000000000000000

Q
IS

0000000000000004 0000000200000004
0000000000008000 0000000200000000
0000000000008000 0000000000008000
0000000000008000 0000000000008000
0000000000008000 0000000000008000
0000000000008000 0000000000008000

0000000000000000 0000000000000004
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000

0000000200000000
0000000200000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000220000804 0000000220000804 0000000020000000 0000000000000004 0000000000000000

0000000220000804

0000000000008000 0000000000008000
0000000000008000

0000000000000000 0000000000000000

0000000000000000

73

From the linear-mask representation given in Table 18, we can derive the
following equations for MiniMORUS-1280:

0 0 0 _ a0
Cle © 50,16 D 5116 = 52,16 -

58,16 D S&,29 2 Sg,w = 5(1),16 : 58,16
Ce2 @ 53,62 D 511,62 = 521,62 : S%,az
C3o @ 55,29 D 511,29 = 521,29 : S%,zg
Cao ® 53,20 D 511,20 = 55,20 ‘ Sé,zo

1 2 1 al 1
50,62 D 5,11 D 53,60 = 162 * 92,62

1 2 1l
50,20 ® S0.33 D S3.20 = 5120 -
1 2 1 _ al
51,20 ® 5711 D Sy29 = 5329 -
1 2 2 _ a2
S1,20 ® 5133 D 5309 = 57 29 -

1
55,20
1
53,29
2
5729
2 2 2 _ @2 2
C33® 50,33 D 5133 = 52,33 9333
2 2 2 @2 2
C39 @ 5§29 © ST 29 = 53,29 * 595,29
2
S511

ChH @ 58,11 D Siu = 53,11 :

C; @ 53,2 @ Siz = 53,2 : S§,2
Sg,z @ 53,15 S Sg,z = 512,2 : 55,2
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512,33 D Si15 D 53,33 = 522,33 : S§,33
05)5 D 53,15 @ Sils = 53,15 : S§,15
Adding up the above equations gives the trail-equation representation of the
trail for MiniMORUS-1280:
O ® Coy ® C39 ® Cg ® C34 & C3y & CF, @ C3 @ Cis
= 55,2 : S§,2 S Siz : 53,2 S S§,2 S Siz
© S3.90 - S§,20 2 511,20 : 55,20 @ S§,20 @ 511,20
D 58,16 : Sg,lﬁ D S?,m : 53,16 D Sg,w @ 5(1),16
B S360 Sé 62 D 511,62 : 521,62 D 55,62 & 511,62
D 53,29 5 29 D 53,29 D Sizg
B 53 09 - 53,29 D 53,29
S5, Sg,u
® S5 15 5515
(52 2 )(5172 & S??,z)
® (53,20 ® 1)(S1 20 ® S3,20)
(Sz 16 D 1)(3?,16 D S??,m)
52 62 D 1)<S11,62 @ S§,62)
(50,29 D 1)(5329 ol)el
D 53,29(53,29 ®1)
@S5 11 S50
® S5 15 5515

Taking into account the message variables, we have the following equations:

M & Gl @ 58,16 D 59,16 = 53,16 : SC(’)),IG
50,16 56,20 © 3,16 = S1.16 - S2.16

Mg, & Gy & S(% 62 D S1 62 = 521,62 : ‘5%762
M3y @ Ggo @ So 29 @ 51 29 = 521,29 : S%,zg
My, & Gy & So,zo D 51,20 = 521,20 : S%,zo
53,62 D 53711 D S§,62 = 511762 : 521762

50,20 © 55,33 D 3,20 = S1,20 - S3.20

My & 511,29 D 512,11 D Si,29 = 321,29 : S%,QQ
My @ Si,zg & 52,33 2 53,29 = 53,29 : 512,29
M3 ® G35 ® 53 33 ® ST 33 = S5.33 - 5333
M3y & G39 ® 55,29 D 55,29 = 522,29 ‘ 53,29
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M} &G & Sg,u D Sf,n = 522,11 : S§,11
M; ® G} o 53,2 @ Siz = 522,2 : S§,2
Sg,z D 58,15 D Sg,z = Siz : 53,2
M2 @SQ @53 @SQ :SQ _SQ
33 1,33 1,15 P 0133 2,33 * 93,33
Mis & G35 @ 53,15 D Silt’) = 53,15 ‘ S§,15

Adding up the above equations gives the following approximation for MiniMORUS-
1280:

Gl ©GH G Gy @ G2, 0 G © G2, @ G2 0 G2
O MYy ® My ® Mg ® My ® M2y & M3, & M2 & M.
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Table 19: The linear trail of MORUS-1280 with correaltion 2732
Linear masks
ap 0000000000010000%4 0000000000010000%4 0000000000000000+4 0000000000010000*4 0000000000000000%4

0000000020000000%4 0000000000000000*4 0000000000000000*4 0000000000000000*4 0000000000000000%4
0000000020000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000020000000%4 0000000000000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000020000000%4 0000000000000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000020000000*%4 0000000000000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000000010000*4 0000000000010000*4 0000000000000000*4 0000000000010000%4 0000000000000000%4
0000000000010000*4

B1
71
A1

4000000000100000*4 4000000020100000*4 0000000000000000%4 4000000000100000%4 0000000000000000%4
0000000200000800%4 0000000020000000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000200000800%4 0000000000000800*4 0000000000000000*4 0000000000000000%4 0000000020000000%4
0000000200000800*4 0000000000000800*4 0000000000000000*4 0000000000000000%4 0000000020000000%4
0000000200000800*4 0000000000000800*4 0000000000000000%4 0000000000000000%4 0000000020000000%4
0000000220000800%4 0000000020000800*4 0000000020000000*4 0000000000000000%4 0000000200000000%4
4000000020100000%4 4000000020100000*4 0000000000000000*4 4000000000100000%4 0000000000000000%4
4000000020100000%4

Q
v

0000000000000004*4 0000000200000004*4 0000000000000000%4 0000000000000004*4 0000000200000000%4
0000000000008000*4 0000000200000000*4 0000000000000000*4 0000000000000000*4 0000000200000000%4
0000000000008000*4 0000000000008000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000000008000*4 0000000000008000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000000008000*4 0000000000008000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000000008000*4 0000000000008000*4 0000000000000000*4 0000000000000000%4 0000000000000000%4
0000000220000804*4 0000000220000804*4 0000000020000000%4 0000000000000004*4 0000000000000000%4
0000000220000804*4

0000000000008000*4 0000000000008000*4 0000000000000000%4 0000000000000000%4 0000000000000000%4
0000000000008000%4

From the linear-mask representation given in Table 19, we can derive the

following equations for MORUS-1280:

C3os ® 58,208 D S?,lﬁ = 53,208 : S?(,)zos
Clas ® 58,144 @ S?,zos = 53,144 . 53,144
Cso @ 58,80 D S(l),144 = Sg,so : Sg,so
Cls ® 58,16 D 59,80 = 53,16 : S§,16
50,208 ® 55,157 @ Sg,zos = S(l),QOS - 53 208
58,144 D 501,93 D 53,144 = 59,144 : 58,144
58,80 S 56,29 D S:(s),so = ?,80 : Sg,so
58,16 D 53,221 D Sg,lﬁ = 5(1),16 -89 16
Ci54 ® 53,254 D 511762 = 521,254 - 53954
Cla1 ® 6,201 D St .20 = S3.901 - S3.921
Ca12 @ 53,212 D 511,20 = 521,212 - 83912
Cloo ® 55,190 @ 511,254 = 521,190 - 53 100
Clsr @ 53,157 @ Sizm = 521,157 - 83 157

1 1 1 _ ol 1
Cias @ 50,148 D 51212 = 53,148 * 53,148
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Clag ® 501,126 @ 511,190 = 521,126 : S§,126
Cis @ 53,93 @ 511,157 = 521,93 : S§,93
Css @ 53,84 D 511,148 = S21,84 ‘ S§,84
Csz @ 53,62 @ 511,126 = 521,62 : 55,62

Clo ® S5.20 D S1.935 = 53,20 - 53,20

Cao @ 56,20 D 511,84 = 521,20 ‘ 55,20
53,254 D 53,139 @ S§,254 = 511,254 : 521,254
53,212 D 53,161 D S§,212 = 511,212 : 521,212

53,190 D 58,75 @ 55,190 = 511,190 : 5217190

56,148 2 53,97 @ S§,148 = 511,148 : 521,148

53,126 D Sg,n D S§,126 = 511,126 : 521,126
53,84 & 502,33 D S§,84 = 511,84 : 521,84

53,62 @ 58,203 D S§,62 = 511,62 ‘ 521,62

53,20 D 53,225 D S§,2o = 511,20 : 521,20

511,221 @ 55,75 @ Si,zm = 521,221 : 55,157

511,157 & Sin @ Si157 = 521,157 : S§,93

511,93 D 512,203 D Sig?) = 521,93 : 55,29

S%,zg D 55,139 D Siag = 521,29 : S§,221

Si,93 D 52,225 D 53,29 = 53,221 : 53,221

Si,zg D 52,161 @ 55,221 = 53,157 : 55,157

Si,zm @ 52,97 @ 55,157 = 53,93 ‘ 512,93

Si,157 S 52,33 D 53,93 = 53,29 : 512,29

C3a5 @ 58,225 D 5%,33 = 522,225 : 53,225
Cy & 53,221 D Sf,zg = 522,221 : S§,221
C303 ® 53,203 D S%,n = 522,203 : 53,203

Clos @ 53,194 D S%,z = 522,194 : 53,194

Cie1 & 83,161 D 512,225 = 522,161 : S§,161

Cisr ® 53,157 @ 512,221 = 522,157 : S§,157

Clzo ® 537139 D 55,203 = 522,139 : 53,139

Ctap ® 53,130 @ 512,194 = 522,130 : 53%7130
Cé7 ® S5.97 @ ST 161 = S3.97 - .07
Css @ 33,93 D 312,157 = 522,93 : 53,93

2 2 2 2
C75 ® 50,75 © ST 130 = S3.75 - S3.75
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2 2 2 @2 2
Cse6 © 50,66 © 51,130 = 52,66 * 93,66
2 2 2 2
C33 ® Sp.33 © ST 97 = 5333 5333
2 2 2 @2 2
C39 © 5529 ® 5793 = 595 29 - 53,29

Ch @ 53,11 D 5375 = 22,11 : S§,11
022 D 53,2 D S%,GG = 522,2 : 532,,2
53,194 D 83,143 D S§,194 = 512,194 : 53,194
53,130 @ 58,79 @ S§,130 = 512,130 : 53,130
53,66 @ 58,15 D S§,66 = 512,66 : 522,66
5372 S 58,207 D S§,2 = Si2 : 53,2
5% 925 B S5 79 © 4 205 = S3.995 53161
512,161 D 55,15 D 52,161 = 522,161 : 53,97
55,97 @ Sizm D 52,97 = 522,97 : S§,33
53,33 D Sf,143 D 52,33 = 522,33 : S§,225
Cio7 ® 53,207 D Siw = 53,207 : 53,207
Cii3 ® 58,143 @ Sig’,207 = 53,143 : 53,143
C3y @ 53,79 D Si143 = 53,79 : S§,79
Cis @ 58715 D 5379 = 53,15 : 53,15

Adding up the above equations gives the trail-equation representation of the
trail for MORUS-1280:

C308 ® Clay ® Cgy ® Clg @ C54 ® Capy @ Cgy0 ® Clgg @ Cilgy @ Clag @ Clag ® Cgz © Cyy
® Cgy @ Cag ® Cog @ Cia5 ® C3yy ® Clp3 & Cloy @ Cly @ Oy @ Chzg @ Clgg © C3; @ Cy
® C75 ® O ® Ci3® C3 @ CF © CF ® Cipp © CF45® C79 @ Cfs

= 33,66 : 53,66 D S%,GG : SS,GG D S§,66 D S12,66

D 55,161 : S§,161 D 522,161 : S§,97 D 53,225 : S§,161

@ 521,148 : S§,148 @ 511,148 : 521,148 @ S§,14s @ 511,148

D 55,33 : 53%,33 & 522,97 : S§,33 D 53,33 : 53,225 D 522,225 : 53,225

@ 521,221 : S§7221 & 521,29 : 53{,221 @ 55,221 : 5%7157 @ 521,157 : S§7157

® 53,157 - 53,93 D Sa,93 - 55,03

D 321,93 : S§,29

@ 521,84 : S§,84 & 511,84 : 521,84 & S§,84 @ 511,84

@ 5(2),144 : 53,144 @ 5(1),144 : 53,144 @ S§,144 @ 5(1),144

1 1 1 1 1 1
© 53 954 * 93,254 D 51 254 * 92,254 D 53 254 D S1 254
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D Sg,so : Sg,so S S?,so : Sg,so D S?(,),so D S?,8O

@ 522,2 : 55,2 D Siz : 53,2 @ 53,2 D 5%,2

@ S21,126 : S§,126 @ 511,126 : 521,126 ® S§,126 @ Simﬁ
@ 522,194 : S§,194 S 512,194 : 53,194 D 53%7194 @ 512,194
@ 53 208 * 59,208 D ST 208 - 55,208 D S3.208 D S1.208
D 5(2),16 : S§,16 S S?,w ‘ 83,16 D Sg,lﬁ D S?,m

@ 521,20 : S%,zo @ 511,20 : 521,20 D Sé,zo 2 511,20

@ 55,130 : Sg,lSO @ 512,130 : 53,130 @ S§,130 @ 55,130
D 55,190 : S§7190 S 511,190 : 521,190 D S§,190 @ 511,190
@ S362 53,60 D Si62 Sa62 D 5360 D S

@ 55,212 : S§,212 @ 511,212 : 521,212 ® S§,212 D 511,212
@ 521,29 : 55,29

@ 53,221 : 55,221 @ 53,221 D 55,221

D 53,157 : Si157 S 53,157 D 512,157

@ 53,93 : 512,93 @ 53,93 D 55,93

D 53,29 : 512,29 & 53,29 D Sizg

@ 522,221 : 59%7221 & 522,221

D 522,203 : 53,203

53 157 - S§,157 D 522,157

D 53 139 - S§,139

@ 522,97 : 55,97

S 53,93 : 53?,93 S 522,93

@ 522,75 : S§,75

@ 55,29 : 53,29 @ 5’22,29

@ 522,11 : S§,11

D 53,207 : 53,207

D 53,143 : 53,143

@ 523,79 : S§,79

D 55,15 : 53,15

= (‘822,66 @ 1)(‘5?%766 D 512,66)

D (53 161 D 55 295) (53161 D S5 97)

D (S21,148 D 1)(S§,148 ® 511,148)

@ (53,33 @ 522,97>(S§,33 @ 53%,225)



o
o

(S§,225 S S§,97)(S22,225 @ 55,97)
(53%,221 @ 5:%,157)(55,221 D 521,29)
(S§,157 D S§,93)(5’21,157 D 55,29)
(55,93 @ S% 29)(521 93 @ 521 29)
(55,84 @ 1)(53 3,84 D S 84)
(58,144 ®©1)(59 3,144 D 51 144)
(53,254 ® 1)(S3 9510 D 57 254)
(53,80 ® 1)(S5.50 ® 57 s0)
(52,2 D 1)(53,2 D 5172)
(53,126 ® 1)(S3,126 D 51 126)
(Sz 194 D 1)(S§,194 & 512,194)
(52,208 ® 1)(53.208 D 57 208)
(53,16 D 1)(S3.16 ® 57 16)
(S5 20D )(53,20 S 51,20)
(52 130 D 1)(5:?,130 @ 512,130)
(52 190 D 1)(S§,190 & 511,190)
(3,62 ®1)(S3,62 ® Si62)
(S3.212 ® 1)(S3.212 D 51 212)
(56,221 ©1)(S7 001 ®1)
(So.157 ®1)(ST 157 @ 1)

(So 93 @ 1)(51,93 ©1)
(50,29 D )(51,29 ©1)

@ 522,221(S§,221 ©1)

D 55,203 : Sg,zo:s

D 522,157(53%,157 ©1)

@ 522,139 : 53,139

D 55,93(55,93 ®1)

@ 522,75 : S§,75

@ 55,29(53,29 ®1)

@ 522,11 : S§,11

@ 53 207 - 53207

@ 53,143 : 53,143

@ 53,79 : 53,79

C S D D D DD DD DD DD DD DD DD DD

Danping Shi'?, Siwei Sun"%2, Yu Sasaki*,

Chaoyun Li%,

and Lei Hu!??
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3 3
® 551559515

Taking into account the message variables, we have the following equations:

M3y ® Ggs @ 58,208 D S?,lﬁ = 5(2),208 : S?(,),zos
My, ®Gly @ 58,144 @ 59,208 = 55,144 : S:(s),144
Mgy ® G, @ 58,80 D 5(1),144 = 5(2),80 : Sg,so

M ® GYs @ 58,16 D 5?780 = 53,16 : S§,16
50,208 © 55,157 © 53,208 = S7 208 - S5.208
38,144 D 53,93 D S(3],144 = S(l],144 : 58,144
58,80 D 53,29 D S??,SO = S?,so : Sg,so
58,16 D 53,221 D Sg,lﬁ = S(l),16 : 5(2),16
M35y & Gsy & 501,254 S 511,62 = S%,254 : S§,254
M3y ® Gigy @ 53,221 & Si29 = S%,221 : 55,221
M3, & Ghyy @ 53,212 D Si20 = 521,212 : S§,212
Migo ® Gigp ® 567190 @ 511,254 = 55,190 : S§7190
Mis; & Gls; @ 53,157 D S%,221 = 521,157 : S§,157
Miyg @ Giys @ 86,148 D 511,212 = S21,148 : S§,148
My ® Gloe ® 56,126 @ 511,190 = S%,126 : 55,126
Mgy ® Gg3 @ 53,93 D Si157 = 521,93 : S§,93
Mg, & Ggy & 53,84 D 511,148 = 521,84 : S§,84
M612 @ G<132 @ 53,62 @ S%,126 = 521,62 ' S§,62
My & Gy @ 53,29 D 511,93 = 521,29 : 53,29
My ® Gy @ 53,20 D 511784 = 521,20 : S?{,zo
53,254 D 53,139 D S§,254 = S%,254 : 521,254
53,212 ® 53,161 D S§,212 = 511,212 : 521,212
55,190 2 58,75 @ 55,190 = 11,190 : 521,190
58,148 D 53,97 D S§,148 = Sius : 521,148
53,126 D 53,11 @ 55,126 = 511,126 : 5217126
50,84 5533 ® S381 = S1 84" 5284
56,62 D 53,203 D S§,62 = S11,62 : S21,62
53,20 2 58,225 D 531,,20 = 511,20 : 521,20
M3y, @ Sizm D 55,75 @ Si,221 = 55,221 : S§,157
My, & 511,157 D Sf,n D Si,157 = 521,157 : S§,93
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1 1 2 1 _ ol 1
Mgz @ 5793 ® ST 203 D Si93 = 52,95 * 5329
1 1 2 1 ol 1
Mg ® S1 29 D ST 139 D S429 = 5329 - 53,201
1 1 2 2 _ 2 2
Mooy @ S4,95 D Si 205 D 5399 = 50,221 * 51,221
1 1 2 2 @2 2
Mi57 ® Sg29 S5 161 D 53201 = Sp157 * S1 157
1 1 2 2 _ 2 2
Mys @ S4 901 © S5 97 D S3157 = S0.03 ° S1,03
1 1 2 2 _ 2 2
Mg @ Sy 157 D S5 33 D S393 = 50,20 * 51 29
2 2 2 2 _ w2 2
M @ G5 © 5§ 925 D ST 33 = 53,925 * 53,205
2 2 2 2 _ a2 2
M351 @ Gia1 @ 5§ 991 B 57 29 = 53,921 53,221
2 2 2 2 _ 2 2
Msps & G503 D S5 203 D ST11 = 53,203 * 53,203
2 2 2 2 _ @2 2
Migs © Gios © 55194 ® ST 2 = 55104 " 55 194
2 2 2 2 2 2
Mis1 @ Gigr D 55,161 © 51,225 = 52,161 * 93,161
2 2 2 2 @2 2
M757 & Gis7 © 55,157 D ST 221 = S5157 - 53,157
2 2 2 2 _ 2 2
M50 © Gig9 © 54 139 © S7 203 = 52,130 95,139
2 2 2 2 a2 2
M750 & G0 D 55,130 D 1,104 = 53,130 - 93,130
2 2 2 2 w2 2
My; ® Gg7 & Sp .97 D S7 161 = S3.97 - 53,97
2 2 2 2 @2 2
Mgy & Gg3 & Sp 93 D 57157 = 53,93+ 53,03
2 2 2 2 2 2
M7s & G75 @ Sh75 D 57130 = S3.75 - S3.75
2 2 2 2 _ 2 2
Mg @ Gog © 50,66 D ST,130 = 52,66 93,66
2 2 2 2 _ a2 2
M35 @ G353 ® S5 33 D S7 97 = 5333 5333
2 2 2 2 _ w2 2
M3 ® G359 ® Sh 29 D ST .93 = 5529 - 53,29
2 2 2 2 _ 2 2
M7, & G11 & 55,11 @ Si75 = 5211 9511
2 2 2 2 _ @2 2
M3 ®Gy® 502 @ 5766 =552 5352
2 3 2 w2 2
50,194 D S.143 D 55104 = 1104 * 93,104
2 3 2 a2 2
56,130 € 50,79 € 53,130 = S1,130 * 52,130
2 3 2 _ 2 2
56,66 P 50,15 © 53,66 = 5166 * 52,66
2 3 2 _ 2 2
55,2 ® 85007 © 530 =572 539
2 2 3 2 @2 2
M35 © 57 295 © 57,79 D S5 205 = 53,225 * 95,161
2 2 3 2 @2 2
Mg, & 57161 © ST 15 D SL161 = 53161 * S3.07
2 2 3 2 _ 2 2
Mg © 57 97 © S7 207 D Sior = 52,97 5333
2 2 3 2 _ 2 2
M35 @ 57 33 D ST 143 D Si33 = 5333 55225
3 3 3 3 _ o3 3
Moz ® Gio7 D Sp 207 @ 5715 = 53,007 * 55,207
3 3 3 3 _ o3 3
Miy3 © Gia3 D Sp 143 © ST 207 = 52,143 * 55,143
3 3 3 3 _ o3 3
M7 ® Gig @ Sp 79 D ST 143 = 5379 - S3.79
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M} & G35 @ 58,15 D Sim = 53,15 : Sg,ls

Adding up the above equations gives the following approximation of MORUS-
1280:

Goos ® G4y ® G © Gl @ G4 ® Gy © Ga1p ® Gigg ® Gigy © Glas @ Glog @ Gy

® Gyy © Gy ® Gy @ G ® G5 © Gy ® G5 ® Gy © Gl ® Gl ® Glge © Gy

® Gy ® Gy ® G5 ® G ® G35 ® Gy © G © G5 ® Gr ® Gys ® Gy @ G

® Myos © Miyy ® Mgy & Mg & Mysy @ Myyy ® Mayp & Mgy ® Mys; & Myyg ® Mipe © My
@ Mgy ® Mgy ® Mg ® Moy ® M3y, & Miyz & Mgy & Mis; ® Misg ® Mizg & Mgy & M35

@ Mgy © M3y & MYy, & MF @ My, © Mgz & Mjg & Mis.



84 Danping Shi'?, Siwei Sun"'?3, Yu Sasaki*, Chaoyun Li®, and Lei Hu"%>

D Towards Trails Requiring Smaller Common Prefixes

Table 20: A linear trail of MORUS-640 with correlation 2~7? whose span is 3

Round Linear masks

ap 00002520%4 00002520%4 00002020*4 00002520%4 00000000%4
0004a400%4 00000000%4 00002020*4 00000000%4 00000000*4
00042400%4 00000000*4 00002020%4 00000000*4 00000000*4
00048420%4 00000000*4 00101000%4 00000020%4 00000020*4
00048400%4 00000020*4 00101000*4 08000000%4 00000020*4
00048420%4 00000000*4 00101020*4 08000000%4 00040000*4
~Yo 00002520*4 00002520%4 00002020%4 00002520*4 00000000*4
Ao 000025204

=
S

a1 00009420%4 00041000*4 00140020%4 08041000*4 00040000%4
00128400*4 00040000%4 00140400%4 08048420%4 000400004
00128400%4 00020000*4 00100400*4 08008420%4 00000000*4
00028000%4 00020000%4 08020000*4 08008020%4 00000000*4
08028020%4 08028020*4 08020000%4 08020020*4 00000000*4

B1 08028020%4 08028020%4 08020000*4 08020020%4 00000000%4

1 00041000*4 00041000%4 00041000%4 00041000%4 000000004

A1 00041000%4

v2 08028020*4 08028020%4 08020000%4 08020020*4 00000000%4
Ao 080280204

From the linear-mask representation given in Table 20, we can derive the
following equations for MORUS-640:

Cloo ® 58,109 @ 59713 = 58,109 : 53,109
Clos 58,106 D S?,lo = 58,106 : 52,106
Clos ® 58,104 S S?,s = 58,104 : S??,104
Clo1 ® 50101 ® St.5 = 53101 - Sa.101
Y @ 58,77 & S?,lOQ = 53,77 : Sg,w
CP, @ 58,74 D 59,106 = 58774 : 53?774
C, @ 58,72 D 59,104 = 53,72 ‘ 55,72
Cgo @ 58,69 & 59,101 = 58,69 : S??,e'g
Cis @ 58,45 @ 59777 = 58,45 : Sg,45
Cly ® 53,42 D S?,74 = 58,42 : Sg,42
Cio @ 58740 D 5?,72 = 58740 : S??Ao
C37 ® 5037 ® ST 69 = S337 - 5337
Cts @ 58,13 D S?,45 = 58,13 : Sg,l?)
Co @ 58,10 D 5?742 = 58,10 : 53?,10
Cg @ 58,8 @ S?Ao = Sg,s : Sg,s
Ce @ 58,5 D S?,?,? = 5’875 : S§,5
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0 1 0
50,100 D 50,52 B 53,109
0 1 0
S6.106 D So.79 D S3.106
0 1 0
50,104 D S0,77 B 55,104
0 1 0
50,101 D 0,74 B 53,101
0 1 0
50,71 © Sg,50  S3.77
0 1 0
50,74 © 50,47 © S3.74
0 1 0
50,72 ® 50,45 D 53 72
S8 6o @ SL @Sy
0,69 @ 90,42 D O3 69
0 1 0
50,45 B 50,18 D 53 45
0 1 0
50,42 D So.15 © 53 42
0 1 0
50,40 D So,13 © 53 40
0 1 0
50,37 © 50,10 D S3 37
0 1 0
50,13 D 50,114 © 5313
0 1 0
50,10 D So,111 D 53,10
0 1 0
S0.s © 50,100 D S35
0 1 0
50,5 © S0,106 B S35
0 1 1
85100 D 53,20 D So 77
0 1 1
53101 © 53,12 @ S 69
0 1 1
S3.77 D 53116 D 50,45
0 1 1
S5.69 D S3.108 D Sp 37
0 1 1
5545 D 5284 © 5013
0 1 1
85,37 B S3.76 B 505
0 1 1
8513 © S 52 © S0 109
0 1 1
S35 ® S04 D So101
0 1 1
S5.69 D 53,123 D S1 37
0 1 1
5337 5391 B 515
SY. @St st
3,5 @ 0359 D O71,101
0 1 1
S5.101 D 53,27 D S1 69
0 1 1
Sizr @ S4114 D So5
0 1 1
Si5 D Si82 D53 101
0 1 1
S1101 © S150 D 52 69
0 1 1
Si1.60 ® S1,18 D 5237
1 1 1
Cl14 D 85,114 D S1 18

= 59,109 : 53,109
= 5(1),106 : SS,IOG
= 5(1),104 : 53,104
= 597101 : 53,101
= 59,77 ) 53,77
= 59,74 ’ 58,74
= 5(1),72 : 58,72
= 5(1),69 ) 58,69
= S?,45 ’ 58,45
= 5(1),42 : 58,42
= 5(1),40 ’ 58,40
= S'(1),37 : S18,37
= 5(1),13 ’ 58,13
= Sg,w ’ Sg,lo
= 5(1),8 ' Sg,s

= 5(1),5 : 53,5

= 53?777 : 52745
= 51(3),69 ) 52,37
= S??,45 : 52,13
= 53?,37 : 52,5
= Sg,w ) 52,109
= S??,s : 52,101
= Sg,wg : 52,77
= Sg,lOl ’ 52,69
= 54(1)737 : 557101
= 54(1),5 ’ 53,69

= 52,101 : 53,37
= 52,69 ) 55,5

= Sé,lol : 511,101
= 56769 : ‘911769
= 55,37 ) Sil,37
= Sé,s : 311,5

_ ¢l 1
- 52,114 : 53,114

85



86 Danping Shi'?, Siwei Sun"'?3, Yu Sasaki*, Chaoyun Li®, and Lei Hu"%>

Clos ® 53,108 D 511,12 = 521,108 : S§,108
Csz ® 56,82 @ S%,114 = 521,82 : S§,82
Cie @ 53,76 & 511,108 = 521,76 : S§,76

Cso @ 53,50 D 511,82 = 521750 : Sz;so
Ciy ® 53,44 D 511,76 = 55,44 ‘ S§,44
Cls @ Sé,ls D 511,50 = 521,18 : S%,lS
Ciy @ 53,12 @ 511,44 = 55,12 : 531,,12
53,111 @ 53,84 @ S§,111 = Silll : 521,111
56,108 D 5(2),81 & S%,IOS = 511,108 : 521,108
56,106 © 55,79 ® 3,106 = S1,106 * 53,106
56,101 D 53,74 ® S§,101 = 511,101 : 55,101

55,79 D 58,52 D S§,79 = S'11,79 : 521,79
50,76 ® 55490 D S3.76 = S1.76 - 53,76
56,74 D 53,47 D S§,74 = 511,74 : 521,74
56,69 D 53,42 @ S§,69 = Sieg : 521,69
56,47 D Sg,zo D S§,47 = Si47 : 55,47
56744 D 53717 D 53,44 = 511744 : 521744
53,42 D 53,15 D 531,,42 = S%,42 : 55,42
36,37 D Sg,lo D S§,37 = 511,37 : 521,37

53,15 @ 53,116 D S§,15 = Siw : 55,15

53,12 @ 53,113 & S§,12 = Sim : 521,12

53,10 S 53,111 D 5%,10 = 511,10 : 521,10
53,5 D 53,106 S S%,s = Sis : 55,5

Si114 D Si49 ® Si,114 = 521,114 : S:%,sz
511,82 D Sin D Si,sz = 521782 : S?iso

S1s50® 5% 113 ® Sis0 = Sas0- S3.18
511,18 D Sisl D Si,m = 521,18 : S§,114

S;,llﬁ D 53,27 2 53,84 = 531,,84 : Si,sz

521,106 D 53,17 D 53,74 = S§,74 ‘ Si42

521,84 @ 522,123 D 53,52 = S§752 : Sizo

55,74 @ 522,113 D 58,42 = S§,42 : Si,w
321,52 D 53,91 D Sg,zo = S%,zo : Si,ne

1 2 2 _ ol 1
S5.42 ® 5581 © 5510 = S3.10 - S1,106
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55,20 D 522,59 ® 53,116
55,10 @ 522,49 @ 53,106
S§,91 D 53,113 D Si59
55,79 @ 53,101 D 512,47
S3.60 © 53 125 © 57 37
S%,sg D S§,81 D 53,27
55,47 D S§,69 @ 55,15
S§,37 D Sg,&)l @ Si5
53,27 D S§,49 & 512,123
S315® 337 ® ST 11
S%,s D 53,59 & 312,101
S§,123 D S§,17 D 55,91
S§,111 D 53,5 D S%,?Q
S§,101 D S§,27 D 55,69
Cas ® 53,123 @ Siw
Chis @ 53,113 D Siw
Chy ® 53,111 D 512,15
Cor © 55,101 @ S15
Cs1 @ 53,91 & 312,123
Cs @ 53,81 & 512,113
Chy® 53,79 @ 512,111
Céo & 53,69 & 512,101
C2y @ 53,59 @ 55,91
Cio @ 53,49 D S%,Sl
Cir @ 53,47 D S%,?@)
C3r ® S5 57 ® ST 69
Cs; @ 53,27 D 55,59
Ctr @ 53,17 @ Si49
Cts @ 53,15 D Si47

C: o 53,5 D 512,37 =

= S§,116 : Si,84
= S:%,IOG : Si,m
= Si,sg ’ 53,123
= Si747 : 537111
= 541,37 ) 53,101
= Si,27 ’ 53,91
= Si,m : 53,79
= Sis ) 53,69

= Si,123 : 58,59
= Si,111 : 5(2),47
= Si,lm : 53,37
= Si,sn : 53,27
= Siw ) 53,15
= Si,e'g ) Sg,s

= 53,123 : 55,123
- 53,113 : 53,113
= 5227111 : 53?,111
= 53,101 . 53%,101
= 522,91 ’ 55,91
= 522,81 ) S?%,Sl
= 5379+ S3.19
= 522,69 : S§,69
= 53,59 : Sg,sg
= 53,49 ’ 532,49
= 522747 : 53%747
= 53,37 ’ 553737
= 522,27 ’ S?%,Q?
= 522,17 ) 53,17

_ o2 2
= 55155315
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Adding up the above equations gives the trail-equation representation of the
trail for MORUS-640:

CPog ® Cog @ Clou ® Clgy © Cpr ® Oy ® Oy © Cgy ® Oy ® Cy © C
B CYhH ®CYH @ CY @ CE®CH @ Cly, ®Clyg ® Chy ® Cr  Chy

@ Cly @ Clg @ Cly @ Cho3 © 13 ® CHy ® Oy @ G5y @ G5y @ O
®Chy® C2y® Ciy®Ci, ®C3, ®C3, @ CF, ® Cfy ® Cs

= S%,so : Sé,so D S21,82 : S§,50 @ 55,50 : S§,18 D 521,18 ‘ S§,18

@ 521,18 : 55,114 S 521,114 : 55,114

@ 521,114 : S§,82

D 52,37 : 53,101 D Sg,69 : 52,37 D 36,101 : 511,101 D 511,101 : 55,101 & 52,37 D 511,101 D 521,101
@ S§,45 : 52,13 & 53,45 : 55(3),45 D S??,45 @ 53,45

@ 53,77 : 53,77 @ 5(1),77 ‘ 58,77 D 53,77 : 52,45 D 53,77 D S§777 @ S?,77

D 53,37 : 511,37 S 52,101 : 501,37 D 511,37 : 55,37 S 511,37 D 52,101 D 521,37
@ 53,106 : 83,106 @ 5(1),106 : 53,106 D Sg,w(s @ S?,lOG

D 53,69 : 511,69 & 5’275 : Sé,69 D 511,69 : 521,69 @ 511,69 D 52,5 & 521,69

@ S??,109 : 52777 @ 53,109 : Sg,log @ 53,109 D 53,109

@S35 50101 D S35 55555

D 55,44 : S§,44 ® 511,44 : 321,44 D 521,44 D S§,44 D 511,44

@ 53,42 : S§,42 @ 5(1),42 : 53,42 D S:(s),42 D 59,42

@ 5(2),40 : 53,40 @ 5(1),40 ‘ 58,40 D S:?Ao D S?,4o

@ S§,101 : 52,69 D 53,101 : S§,101 D 52,69 : 53,5 D 53,5 : 511,5 D 511,5 : 521,5
& Si60 © 531019 515 S35

@ 5(1),101 : 58,101 @ 5(1),101

@ 53,37 : S??,?,? & 59,37 : 53,37 D S??,37 : 52,5 & 53,37 D 59,37

D 53,72 : 52772 D S?,m ‘ 58,72 D 53,72 D S?,n

D 53,104 : S:(’,),104 @ 59,104 : 53,104 ® S§,104 D 5(1),104

@ Sg,l?) : 52,109 @ 58,13 : S??,13 @ Sg,13 @ 53,13

D 5(2),69 : 53,69 @ S(1),69 : 58,69 D 53,69 D S?,69

@ 53,10 : S??,m & 5?710 : Sg,lo D 53?710 S 5?,10

D974 S374 D ST 74+ 5574 © 8574 ® S} 04

D S%,los : S§,108 @ 511,108 : 521,108 S 321,108 D S§,108 D 511,108

@ 521,12 : 55,12 & 511,12 : 521,12 D 55,12 @ S§,12 @ 511,12

@ 521,76 : S§,76 @ S%,m ‘ 521,76 D 521,76 D Sé,?ﬁ D Sim

S Sg,s : S?(,),ss D S?,s : SS,S D Sg,s D S?,s



0 0 0

© 575 525D 515
0 0 0

@ ST 100 * 52,100 D 57 109
0 0 0

® 57,45 - 52,45 D 51 45
0 0 0

© S 1359513 D S1.13
1 1

® 5580 53,82
1 1

& S1 111 52111

® 51106 52,106 ® 53
1,106 ~ 02,106 D 92,106
1 1

©® Si79 5279

@ Sl . Sl EB Sl
1,74 92,74 DO 74
1 1

© Sy 475347
1 1 1

@ Sy 40+ 55,42 B 5340
1 1

@ Sy 159315
1 1 1

® 5110 " 52,10 D 52,10
1 1

© 53 84 - 54,52

EB Sl X Sl EB Sl
3,74 " 04,42 D O3.74
1 1

® 5350 * Si,20

@ Sl X Sl @ Sl
3,42 " 04,10 P O3 42
1 1

® 5390 " S4,116

® 53,10 51,106 © 3
3,10 * 94,106 D 93,10
1 1

© 53116 Su84
1 1 1

© 53106 * 4,74 D 53,106
1 2 2

© Sy59 590,123 D S0,123
1 2

@ Syp47 50111
1 2 2

© Sy37 96,101 €50 101
1 2 2

@ Sy97 55,01 P Sp,01
1 2

® S115 50,79
1 2 2

@ Sy5 50,60 © S0.69

@ Skige-S2., B S2
4,123 " 90,59 D 90,59
1 2

® Sia11 050,47
1 2 2

® Sq101° 50,37 D SG 37
1 2 2

@® Syo1 50,27 D So,27
1 2

® Sy79 50,15
1 2 2

@ Sy60 905D S0 5
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D 55,123 : S§,123 @ 522,123 D S§,123

@ 522,113 : 53,113 @ 522,113 @ 53%,113

D 55,111 : 53,111

D 522,101 : S§,101 @ 53,101

@ S391-S391 D S391 D S391

D S;Sl : S§,81 S 522,81 D S§,81

@ 522,79 : S§,79

@ 55,69 : S?%,GQ ® 532,69

D 53,59 : S§,59 S 522,59 D S?asg

@ 522,49 : S§,49 @ 522,49 D 53,49

D 55,47 : 53,47

@ 522,37 : S§,37 & S§,37

@ 522,27 . 53,27 D 522,27 D 53,27

D 55,17 : S§,17 S 522,17 D S§,17
@S35 S35

D 55,5 : S§,5 D S:‘is

= (521750 2 521718)(S§,18 D 531750)

@ (55,18 @ 521,114)(531,,114 @ S%,so)

D 521,114(S§,82 D S§,50)

@ (52,37 @ 511,101)(5%,101 @ Sg,ﬁg ©1)
@ (Silol D 1)(521,101 ® S§,69)

D (5§,45)(52,13 D 53,45 ®1)

@ (Sg,w @ 1)(5?,77 D S§,77 ®1)ol
D 52,45 : 53,77

@ (511,37 & 1)(521,37 D 55,37 el)el
® (53,106 © 1)(53.106 D S7.106)

D (511,69 D 1)(521,69 D 86,69)

@ S§,109(52,77 @ 53,109 ©1)

D (Sg,s D 53,37 D 1)(52,101 D 58,5)
@ 55,44 @ 1)(5§,44 D 311744 ol)el
5(2),42 D 1)(S§,42 D 5(1),42)

38,40 @ 1)(53?,40 D S?Ao)

52,69 @ 511,5)(5%,5 @ S§,101)

o~ o~ o~ o~

2]
2]
@
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D (511,5 D 1)(55,5 D S?(,),wl ool

@ (58,101 @ 1)(5?,101 @ S§,1o1)

D (S§,37 D 58,69 D 1)(52,5 D 53,37)

@ (53,37 @ 1)(58,69 D 5?737)

@ (58,72 D 1)(S§,72 D 5?72)

D (58,104 D 1)(S§7104 @ S?,104)

@ Sg,lg(sg,mg 2 58,13 ©1)

@ (5(2),69 @ 1)(S§,69 D S(l),69 el)el

@ (53,10 D 1)('5:(’,)710 D 59,10)

(58,74 @ 1)(53?,74 D 5(1),74)

(S21,108 D 1)(S§,108 & 511,108 ol)el
(S%,m @ 1)(5§,12 D 511,12 ol)el
(55,76 D 1)(S§,76 D Sim el)el
(Sg,s D 1)(53?,8 D Sg,s)

(Sg,s @ 1)(59,5 D 55,37

(S?,wg D 1)(58,109 ©l)@l
(S?,45 ©1)- (53,45 ol @l

& (Sl (el el
D 311,111 : 521,111

@ 511,106 : 521,106 D 521,106

@ 5%,79 : 521,79

D 511,74 : 521,74 ® 521,74

@ 511,47 : 521,47

D 511,42 : 55,42 & 5’21,42

@ 511,15 : 521,15

® St 10 52,10 D S3.10

D S§,84 : Si52

@ S§,74 : Si,42 @ S§,74

D S§,52 : Sigo

@ 55,42 : Si,m & S§,42

® 5320 - Si 116

D Sé,lo : SilOG D S%,lo

1 1
® 53116 S84

2]
2]
@
2]
@
@
2]
S2)
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D S§,106 : Si,m D S§,106

@ Si,sg : 53,123 @ 53,123

@ Si,47 : 58,111

@ Si,?,? : 53,101 D 53,101

@ Si,27 : 53,91 D 53,91

D Si,15 : 53,79

@ Si,s : 53,69 @ 53,69

@ Silzs : 53,59 D 53,59

@ Si,lll : 53747

@ Si,un : 53,37 2 53,37

D Si,m : 53,27 @ 53,27

@ Si,m : 53,15

@ Si,69 : Sg,s @ 58,5

D 55,123 : S§,123 D 522,123 D S§,123
@ 522,113 : 53,113 @ 522,113 @ S§,113
D 55,111 : 53,111

@ 522,101 : 59%7101 & 53,101

B 53915501 D S301 D S301
D S%,Sl : S§,81 & 322,81 D S§,81
@ 522,79 : S§,79

@ 522,69 : S?%,GQ ® S§,69

S 53,59 : 53?,59 S 522,59 D S§,59
@ 522,49 : S§,49 @ 522,49 D 53,49
D 55,47 : 53,47

@ 522,37 : S§,37 & S§,37

@ 522,27 : 53,27 D 522,27 D 53,27
D 55,17 : S§,17 ® 522,17 D S§,17
@ 522,15 : S§,15

D 55,5 : 55,5 D Sg,s

Taking into account the message variables, we have the following equations:

0 0 0 0 _ a0 0
Moy © Glog © Sp 100 © ST 13 = 52 100 * 53,109
0 0 0 0 _ a0 0
M6 © Glos D 50,106 D 51,10 = 52,106 * 53,106
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M7y & G4 & S8,104 D S?,s = 53,104 : S?(,),104
My, ® Gl @ 58,101 @ S?,5 = 53,101 : 53,101
M2 @Gy, @ 58,77 D 5(13,109 = 5(2),77 : 53,77
M, &Gy & 58,74 @ S?,IOG = 53,74 : S§,74
M7y ® Goy @ 58,72 D 5(1),104 = 53,72 : Sg,n
Mgy & Ggg & 58,69 D 59,101 = 5(2),69 : S§,69
My ® G5 @ 58,45 D 5(1),77 = 53,45 : S§,45
M, & G, @ 58,42 D 5(1),74 = 5(2),42 : 52742
M, & Gy & 58,40 D 5?772 = 53,40 : S§,40
M3, ® G @ 58,37 D S(l),69 = 5(2),37 : S§,37
M3 & Gl & 58,13 D 5(1),45 = 53,13 : 53,13
M, &GSy @ 58,10 D S'(1),42 = 53,10 : Sg,lo
MY & Gy @ 58,8 D 5(1),40 = 5(2),8 : Sg,s
M) &Gy ® 58,5 D S?,?,? = 53,5 : S?(,),5

58,109 @ 53,82 @ Sg,mg = S?,mg : 58,109
58,106 D 53,79 D 52,106 = S(l),106 : 53,106
58,104 D 53,77 @ S??,104 = 59,104 : 587104
58,101 D 53,74 D Sg,wl = S(l),101 ’ 520,101
58,77 @ 53,50 D S??,?? = S?,?? : 33,77
58,74 @ 53,47 D 53?,74 = 59,74 : 55,74
58,72 @ 53,45 D 53,72 = 5(1),72 : 5(2),72
58,69 S 53,42 D S?(,),e'g = 59,69 : 53,69
58,45 @ 56,18 D Sg,45 = S?,45 : 5(2),45
58,42 @ 53,15 D S:?Az = 5(1),42 : 5(2),42
58,40 & 53,13 D 53?740 = 59,40 : 53,40
58,37 D 53,10 D 5337 = 5(1),37 : 53,37
58,13 D 53,114 D S??,l3 = 5(1),13 : 5(2),13
58,10 2 53,111 D SI(S),IO = 59,10 : Sg,lo
58,8 D 53,109 D Sg,s = S(l),S : 53,8
5875 & 53,106 D S??,s = S?,s : 5875
Moo @ 53 100 © S3.20 ® So.77 = S9.77 - G445
MYy, @ 5(2),101 D 521,12 D 56,69 = S§,69 : 32,37
M2, @ 58,77 @ 521,116 D 55,45 = S§,45 : 52,13
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Mgy @ 58,69 D 521,108 D 56,37 = S??,37 : 52,5
M @ 53,45 @ 521,84 D 55,13 = Sg,l?) : 52,109
Mg, @ 58,37 D S%,?ﬁ D Sé,s = 53,5 : 52,101
M @ 53713 @ 55,52 @ 55,109 = S§,109 : 54(1)777
Mg & 5(2),5 D 55,44 D 53,101 = Sg,101 : 52,69

MYy, @ Sg,e'g D S§,123 D 511,37 = 52,37 : 53,101
Mgy & 53?,37 2 S§,91 @ Sis) = 52,5 : 53,69
Mg, & S§75 D S§,59 D Siwl = 52,101 : 56,37
M) & S?())71o1 D S§,27 D 511,69 = 52,69 : S(%,s
Mo, & S8 37 © 51114 ® S35 = S6,101 - 1101
Mgy & Sg,s D Si,SQ D 35,101 = 55,69 : S11,69
Mg, ® 52,101 @ Si,5o D 521,69 = 53,37 : 511,37
M ® 52,69 @ Si,lS D 55,37 = 53,5 : 511,5
Miy, & Giy & 501,114 D 511,18 = S%,114 : S§,114
Mg ® Glos ® 55,108 D Silz = S%,ms : S§,108
Mg, ® G§, @ 53,82 D Si114 = 521,82 : Sé,sz
Ml @ Grg @ Sé,?ﬁ D 511,108 = 521,76 : S§,76
Mg, © G @ S§ 50 B S182 = S350 - S350
M, &Gy @ 53,44 D 511,76 = 35,44 . S§,44
My ® Gig @ 53,18 & Siso = 521,18 : S§,18
M, ® Giy ® 53,12 D Si44 = 55,12 : S§,12
53,111 D 53,84 D 55,111 = 511,111 : 521,111
53,108 @ 58,81 @ S§,108 = Sims : 521,108
55,106 D 53,79 D S31,106 = SilOG : 521,106
53,101 D 53,74 D 55,101 = 511,101 : 557101
53,79 D 53,52 D 5§,79 = 5%,79 : 521,79
53,76 @ 53,49 D S%,?G = 511,76 : 521,76
53,74 @ 53,47 D S§,74 = 511,74 : 521,74
53,69 @ 58,42 D S§,69 = Si69 : 521,69
55,47 & Sg,zo D S§747 = 511,47 : 521,47
53,44 D 53,17 D S§,44 = S%,44 : 521,44
53,42 @ 53,15 D S§,42 =Sl 35,42

s

1 2 1 _ ol 1
So,37 ® 50,10 © S3.37 = S1 37 52,37
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53,15 D 53,116 D S§,15

56,12 @ 53,113 D S:%,IQ

Sé,lO D 53,111 D Sé,lo

5575 D 53,106 @ S%,s

Miy, @ S%,114 D 55,49 D Si,114
Mg, & 511,82 @ Sin D Si,SQ
M3y & Siso 2 55,113 D Si,so
Mg & Siw @ 512,81 D Si,ls
Mi)s ® 5217116 S 522,27 D 53,84
Mo ® 521,106 @ 522,17 D 53,74
Mg, & 521,84 D 53,123 D 53,52
M}, ® 55,74 D 53,113 D S'(%,42
Mg, ® 55,52 @ 522,91 D Sg,zo
My, ® S%,42 D 522,81 D Sg,lo
M3y @ 55,20 @ 53,59 @ 53,116
Miy @ 55,10 D 53,49 D 58,106
My ® 531791 D 53,113 D Sisg
Miyy @ 8379 & 55101 @ S5 47
My, ® S§,69 D 53,123 D 55,37
Mg, @ 55,59 @ S?2>,81 D Si27
M7 & S§,47 @ S§,69 D Sils
Mo & S§,37 S S§,91 S Sis)
M3y @ 55,27 @ 55,49 @ 55,123
Mj; @ 55,15 D 53,37 D Sf,111
Mg, ® 55,5 D 55,59 D 512,101
M3 @ 53195 ® S3.17 @ ST
M & S§,111 D S§,5 D 512,79
M} & S;,IOI @ S§,27 D Si(sg
M7y ® Giog ® 53,123 D Si27
M3 ® Gii3 ® 53,113 D 512717
M?, @GRy @ 55111 @ St s
M7y ® Gl @ 53,101 D Si5
Mg, & Gg, @ 58,91 @ 512,123

= 511,15 '521,15
= 511,12 '521,12
= Silo : 521,10
= 511,5 : 521,5

= 521,114 ’ S§,82
= S%,sz : S§,50
= 521,50 ' S§,18
- 521,18 : S§,114
= 55,84 : Si,sz
= S§,74 : Si,42
= S§,52 : Si,zo
= 55,42 : Si,lo
= S§,20 ' Si,llﬁ
= S%,IO : Si,wﬁ
= S§,116 : Si,84
= S§,106 ’ Si,m
= Si,59 : 53,123
= Si,47 : 53,111
= Si,37 : 33,101
= Si,27 ' 53,91
= Si,w : 53,79
= Si,s ) 53,69

= Si,us ) 53,59
= Si,lll ’ 53,47
= Si,101 : 53737
= Si,m : 53,27
= Si,79 : 53,15
= Si,eg : Sg,s

= 53,123 ’ 53,123
= 55,113 : 533113
= 55,111 ’ 53,111
= 55,101 ’ 53,101

_ 2 2
= 55015301

95
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Mg, & G3, & 53,81 S 512,113 = S%,Sl - 5341
M2y @ G2y & 53,79 @ Si111 = 53,79 : S§,79
Mgy, ® Gg @ 53,69 D 55,101 = 55,69 : 53,69
MZ, ® Gy @ 502,59 D 5391 = 53,59 : 53,59
My ® Gy ® 53,49 ® S%,Sl = 55,49 : 53,49
M, & G3; & 53,47 D 512,79 = 55,47 - 53 47
M3, ® G3; @ 53,37 D Sisg = 55,37 : S§,37
Mz, & Gy, @ 53,27 D Sisg = 53,27 : 53,27
M}, & G, @ 53,17 D 512,49 = 55,17 : S§,17
M125 @ G%s @ 53,15 D 55,47 = 55,15 ' S§,15
2 2 2 2 2
M;®G;®S35® St =535 535

Adding up the above equations gives the following approximation:

Glog ® Glo6 ® Glos © Gl © G7 ® Gy © Gy @ Ggg © G ® G, ® Gy @ Gy
B G DG DG D GLD Gl ® Gios ® Giy ® Gig ® Giy ® Gy ® Gig @ G,
® Gy © Gl © Gy, @ Gy, © G5, © Gy @ G2 @ Gy @ Gy © Gy © G

® G2, © G ® G © G5 ® G2 © Mg © My, ® M7y & My © My, ® My

& Mip & Mg & Mg © Mg © My, & My & Myye & Miog & Mgy & Mgy & Mg,
S My ® Myy © Miy & Mipy ® Miy; ® Myg; & Mgy & Mg @ Mgy ® Myo @ My,
@ My © Myy © M5 ® My ® Mip; & M5 ® My, ® Miy, ® M3, & Mg @ M3,
O Mg S M2y, ® M3y & M2, © M2, © M3, © M2, & M & M?
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smallest: An example for MORUS-640:
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Table 21: A linear trail of MORUS-640 with correlation 273® whose prefix is

minimized

Round

Linear masks

Bo
Yo
Ao

00004000%4 00004000*4 00000000%4 00004000%4 00000000*4
00080000%4 00000000*4 00000000%4 00000000%4 00000000*4
00080000*4 00000000%4 00000000*4 00000000%4 000000004
00080000%4 00000000*4 00000000*4 00000000%4 00000000*4
00080000%4 00000000*4 00000000%4 00000000*4 00000000*4
00080000%4 00000000*4 00000000%4 00000000*4 00000000*4
00004000%4 00004000*4 00000000%4 00004000%4 00000000*4
00004000%4

B1
Y1
A1

08002000%4 08082000*4 00000000*4 08082000%4 00000000*4
00040001%4 00080000*4 00000000*4 00080000%4 00000000*4
00040001%4 00040000*4 00000000%4 00000000*4 00080000*4
00040001%4 00040000*4 00000000%4 00000000*4 00080000*4
00040001%4 00040000*4 00000000%4 00000000%4 00080000*4
000c0001%4 000c0000*4 00080000*4 00000000%4 000000014
08082000%4 08082000*4 00000000%4 08082000*4 00000000%4
08082000%4

B2
Y2
A2

04000000%4 04000001*4 00000000%4 04000000%4 00000001*4
80000000%4 00000001*4 00000000%4 00000000%4 00000001*4
80000000*4 80000000*4 00000000%4 00000000*4 00000000*4
80000000%4 80000000*4 00000000%4 00000000*4 00000000*4
80000000%4 80000000*4 00000000%4 00000000%4 00000000*4
80000000*4 80000000*4 00000000%4 00000000%4 00000000*4
040c0001%4 040c0001*4 00080000%4 04000000%4 00000000*4
040c0001*4

3 3

80000000*4 80000000*4 00000000%4 00000000*4 00000000*4
80000000*4

From the linear-mask representation given in Table 21, we can derive the
following equations for MORUS-640:

Cti0 ® 58,110 D S?,M = 58,110 : S:?,uo
Cs @ 58,78 D 59,110 = 58,78 : Sg,m
Cis @ 58,46 D S?,?S = 58,46 : S??AG
CLy @ 58,14 @ S?AG = 58,14 : S:(g),14
58,110 D 53,83 & Sg,no = S?,no : Sg,no
‘88,78 D 53751 D 53,78 = ‘99778 : ‘98778
50.46 D 56,10 D S3.46 = 5% 46 - 5546
58,14 D 53,115 D Sg,14 = 59,14 : 58,14
Clas ® 53,123 D 511,27 = 521,123 : S§,123
Clis @ 55,115 @ 511,19 = 521,115 : S§,115

1 1 1 _ ol 1
Clog © 50,100 D S1,13 = 52,100 * 53,100
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Co1 ® 53,91 D 511,123 = 21,91 : S§,91
Css ® 56,83 & Sius = 521,83 : S:%,ss
Cr & 53,77 & 511,109 = 21,77 : S§,77
Cso @ 53,59 D 511,91 = 21759 : S§759
C51® So,51 D Sig3 = S3.51 S350
Cis @ 53,45 D 511,77 = 521,45 : S§,45
Cy7 @ 53,27 @ 511,59 = 55,27 : 531,,27
Clo ® 56,19 D 511,51 = 55,19 : S§,19
Cis @ 53713 D 511,45 = 521,13 : S§,13
56,123 D S5 64 D 3,123 = Si 123 - 53,123
56,109 D 53,82 & S§,109 = 511,109 : 521,109
55,91 D 58,32 D S§,91 = S'11,91 : S'21,91
So,77® 8550 ® S3.77 = St 77+ G277
501,59 D Sg,o D S§,59 = 511,59 : 521,59
56,45 D SS,IS @ S§,45 = S%,45 : 55,45
56,27 D 58,96 D S§,27 = Si27 : 55,27
53,13 D 53,114 @ S§,13 = 511713 : 521713
Sius @ 512,50 D Si,ns = 521,115 : S§,83
311,83 D Sil&% D Si,SB = 521,83 : 55,51
Sim @ 512,114 D Si,m = 521,51 : 531,,19
S%,lg 2 Si82 D Si,lQ = 521,19 - S3115
Si,m D SZ,% D 5;,19 = 53,115 - ST i1s
Si,m @ 53,64 @ 522,115 = 58,83 : 512,83
Si,115 D 52,32 D 53,83 = 53,51 : 512,51
Si,s:a @ Szio D 53,51 = 53719 : 512719
Claz @ 55120 ® 796 = 53 122 - 55 122
Chis @ 53,115 D S%,w = 522,115 - 53 115
Chy ® 58,114 D Sim = 53,114 - 53 114
Cis @ 53,96 & Sio = 53,96 ‘ 53,96
Cso ® 53,90 D 312,122 = 22790 : 53390
Ci3 @ 5583 ® 57115 = S3.83 - 5383
Cs, @ Sg,sz & 312,114 = 22,82 - 53 82

2 2 2 _ @2 2
Co4 ® 5564 D ST .96 = 5564 53,64
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Cis @ 53,58 D Sf,go = 522,58 : S?%,SS
Cz @ 53,51 @ Sis3 = 53,51 : S§,51
C3y @ 53,50 D Sisz = 522,50 : S:‘iso
C3, @ 53,32 S 512,64 = 522732 : 53332
C36 ® 526 © ST58 = 55 26 - S3.26
Co @ 53,19 D 55,51 = 522,19 ‘ S??,lg
Cis @ 83,18 2 Siso = 522,18 : 53%,18
C; @ Sg,o D S%,SQ = S%,o : Sg,o
53,122 D 58,95 S 53,122 = 512,122 : 53,122
5890 ® 56,63 D S3.00 = S5 90 - S5.90
Sg,ss D 53,31 D S§,58 = 512,58 : 522,58
53,26 @ 58,127 D S??,QG = 512,26 : 522,26
596 ® S 63 D k.06 = S5.96 5364
‘912,64 S Si31 D 52,64 = 522,64 : S§,32
Sisz @ 513,127 @ 53,32 = 522,32 : Sg,o
Sio D Sigs & Sio = 522,0 : 55,96
Ciyr ® 58,127 S Sf,31 = 537127 : 53,127
Cd5 @ 58,95 ® 55 127 = S3.05 - 53,05
Cis @ 53,63 D 5:13,95 = 53,63 : S?::),GS
C3, @ 53,31 @ Si63 = 53,31 : 53,31

Adding up the above equations gives the trail-equation representation of the
trail for MORUS-640:

CP1p @ O @ Cis ® CYy @ Clay @ Cfy5 ® Clgg ® Cgy @ Cgy ® C7 ® Cgg @ Cy
@ Cls ® Cay © Clg ® Clz © Choy ® Chy5 ® C1y ® O ® Gy ® O35 ® G5, © G5y
®C @ CE D C2 D C3, @ Cag ® Cly ® Cty ® Cf & Clyy & Cis d Ciy @ C3,

= 58,78 ‘ ngs D S?JS : 53,78 D 53,78 D S?,78

D 53,110 : S§7110 @ 59,110 : 587110 @ Sg,llo D 59,110

@ 53645360 D S3.96 5360 DS54 5330 D53 3 55 30

D 53,32 : S??,o D Sg,o : S:’?,o

@ Sg,o : SB%,%

@ 521,115 ‘ S§,115 @ 55,19 : S§,115 D 521,115 ‘ S§,83 @ 521,83 ‘ S§,83

@ 521,83 : S§,51 D 521,51 : S;,Sl



Danping Shi'?, Siwei Sun*?3, Yu Sasaki*, Chaoyun Li®, and Lei Hu"?3

- S319

: Sg,46 @ S?,46 : 53,46 @ S:(S)AG @ S?AG
: S§,109 D 511,109 : 521,109 D S§,109 D 511,109

: 55,45 @ 511,45 : 521,45 & S§745 D 511,45

- 5358 ® St 58 S5 55 D S35 D ST 5

: S??,go D 512,90 : 55,90 & 33,90 D Si90

: 55,13 @ 511,13 : 521,13 S 55,13 D 511,13

: S§,91 @ Sigl ‘ 521,91 @ S§,91 D 511,91

: S§,26 D 512,26 : 522,26 S S§,26 S Si?ﬁ

: S§,27 @ 511,27 : 521,27 @ 531,,27 @ 5%,27
: 53,122 D 512,122 : 53,122 @ 53,122 D 55,122

: S%,?? @ 511,77 : 521,77 & 55,77 D 511,77
- 93,123 © S1 123 - 53,123 B 53,123 D 51,123

: Sg,m D 59,14 ‘ 53,14 ® S§,14 D S?,M

: S§,59 @ 511,59 : 521,59 @ 531,,59 @ Si59

- S3 10
: 5127115 @ 53,115 D S%,115

- 57 83 5583 ® S g3

: 55,51 D 53,51 ® 512,51

: 55,19 @ 53,19 & 512,19

: S§,115 D 53,115

- S3 11

- 83 96

: S§,83 D 55,83

- 83 g9

: S§,51 D 522,51

- S83 50

: 55,19 @ 522,19

-3 18

- S3 197

- 53 95

- 83 63

3
- 55 31
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= (53,78 S 1)(S§,78 D 59,78)
(58,110 & 1)(5:(3),110 @ S?,uo)
(53,64 @ 55,32)(55,32 & S§,64)
(53,32 D S%,o)(s?%,o @ S§,64)
(S3.0 D 53 96) (55,96 © S 64)
(55,115 D 521,83)(S§,83 & 55,115)
(521,83 @ 55,51)(S§,51 @ 55,115)
(S%,m @ S% 19)(5% 190D S§,115)
(52,46 ®1)(S3.46 ® 57 46)
(53,100 ® 1)(S3,100 @ S1,109)
(S%,45 &1 33,45 @ 511,45)
(53,58 @1 53,58 @ 512,58>
(53,90 &1 53,90 @ 512,90)
(53,13 @1 53,13 D 511,13)
( )
( )
( )
(
(
(
(

55,27 @1 53,27 @ 511,27
53,122 D (S§,122 D Siuz)
55,77 &1 53,77 D 511,77)
521,123 D (55,123 @ 511,123)
53,14 &1 53,14 @ 5(1),14)
@ (55,59 &1 (53,59 D 511,59)
@ 53,115 : 51,115 @ 53,115 @ 55,115
2 2 2 2
@ Shs3 " 1,83 P S0,83 P S1.83
D 53,51 : 55,51 @ 53,51 & 512,51
D 58,19 : 55,19 D 53,19 D 512,19
D 55,115 : S§,115 D 55,115
@ 53,114 : S§,114
@825 524D S2
2,83 " 93,83 D O3 83
@ 53,82 : S§,82
@S2, .52 @S2
2,51 * 93,51 D O3 51
D 55,50 : 55,50
@ 52 . 52 EB SQ
2,19 * 03,19 D O3 19

@
2]
2]
2]
S2)
2]
2]
S2)
2]
2]
2]
2]
S2)
@
2]
2]
2]
S
@
2]

(
1)
)
)
)
)
521,91 @ 1)(53,91 @ 511,91
53,26 D 1)(S3,26 D Si%
)
1)
)
1)
)
)

101
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D 55,18 : S§,18
@ 53,127 : 53,127
D 53,95 : 53,95
@ 53,63 : S§,63
D 53,31 : 53,31

Taking into account the message variables, we have the following equations:

M7y @ G310 @ 50110 @ S0 14 = 53110 S5.110
M & Gag & 58,78 D S(l],no = S(2],78 : S§,78
M ® G @ 58,46 D S(l),78 = 53,46 : S§,46
M), @Gl @ 58,14 D 5(1),46 =591, 53,14
58,110 D 501,83 D Sg,uo =510+ Sg,no
58,78 @ 53,51 D ngs =905 53,78
S8,46 D 53,19 D Si(‘a),46 =50 46 5(2),46
58714 D 53,115 D S?(,)714 = 59,14 : 53,14
My @ Glas @ 50,103 © S127 = S3.193 - 53,123
M{;5 ® Gl @ 53,115 D 511,19 = 55,115 : S§,115
Mg ® Glog ® 56,109 & Sils = S%,lOQ : 55,109
Mg, ® Gg; @ 56,91 D S%,123 = 55,91 : S§,91
Mgy & Ggs & 53,83 D 511,115 = 521,83 : S§,83
M}, & Gr; & 55,77 @ S%,wg = 521,77 : S§,77
Mgy & Gy @ 53,59 D 511,91 = 521,59 : S§,59
M;, ® G}, @ 53,51 D 511783 = 521,51 : 55,51
Mj; & Gis ® 53,45 D 5%,77 = 521,45 : S§,45
My, & Gi; & 53,27 D 511,59 = 521,27 : 55,27
My ® Giy @ 53,19 D Sim = 521,19 : S§,19
Ms @ Gi3 @ 53,13 D Si45 = 521,13 : S§,13
53,123 D 53,64 @ 55,123 = 511,123 - 53 193
50,100 ® S5 82 ® 3,100 = 51,100 53,100
53,91 D 53,32 D S§,91 = 511,91 : 521,91
55,77 D 53,50 D 531,,77 = 511,77 : 521,77
53,59 D Sg,o D Sé,sg = Si59 : 521,59
55,45 S S§,18 D S§,45 = 511,45 : 521,45
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55,27 S 53,96 D S%,Q? = 511,27 : 521,27
56,13 @ 53,114 D S:%,IS = 511,13 : 521,13
Mi; @ Si115 D Si50 D Si,ns = 521,115 : S%,SS
Mgs @ 511,83 @ 512,18 D Sisza = 521,83 : 55,51
M511 D Sil,sl D Sf,114 D Si,E:l = 521,51 : S§,19
My & 511,19 D Sf& D Si,lg = 55,19 : S§,115
M{y; @ Si,f)l @ SZ,% D 53,19 = 53,115 : Sius
Mg @ Si,lg D SZ,64 D 53,115 = 53,83 : SiS?)
M @ Sins & 52,32 D S§,83 = 53,51 : 512,51
M119 D Si,ss @ Sio D 53,51 = 58,19 ' S%,w
M7y & Gigy @ 53,122 D Sizﬁ = 55,122 -3 192
M5 ® G5 ® 53,115 D SilQ = 53,115 - S5 115
M1214 D G%M D 53,114 D Sils = 55,114 ’ Sg 114
Mg & Ggs @ Sg,gs D Sio = 55,96 : S??,%'
Mgy @ Ggo @ Sg,go @ 55,122 = 53,90 : S§,90
Mg ® G35 @ 58,83 D Sins = 55,83 : S?%,S?,
Mg, ® Gg, ® 53,82 @ 512,114 = S%,sz : S?%,sz
Mg, © GEy @ 55,64 S5 96 = 5564 364
MZ; & Gig @ 53,58 D 55,90 = S%,SS : S§,58
M2 ©G3 @ 53,51 & Siss = 55,51 - 5551
M2, @ G3 @ 53,50 D 55,82 = 55,50 : 55,50
M3, & G3, ® 53,32 D ‘912,64 = 55,32 : S§,32
M3, ® G @ 53,26 D Siss = 53,26 : S§,26
My @ Glg @ 53,19 D Sisl = 55,19 : 53,19
M ® Gig @ 502,18 D Siso = 55,18 : S§,18
M§ & G & Sg,o D 5%,32 = 55,0 : Sg,o
53,122 D 53,95 D S§,122 = 512,122 : 53,122
53,90 @ 58,63 D 53,90 = 512,90 : 53,90
53,58 D 53,31 D S??,ss = S%,SS : 55,58
53726 D 53,127 D 53%726 = 512,26 : 53,26
M35 ® 53 96 ® S5 63 ® S5 96 = 55,96 - 55 64
Mg, & Si64 D Sisl D 82,64 = S§,64 : S§,32
M3, ® Sisz @ Sf,m? D 53,32 = 53,32 : S§,0
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M§ & Sio S Sf,% D Sio = 55,0 : S§,96
My ® G397 @ 53,127 D Si:ﬂ = 53,127 : 53,127
M ® Gy @ 58,95 D Sf,127 = 53,95 : 53,95
Mg ® Ggs @ 58,63 D 5395 = 53,63 : S§,63
M3, @ G5, @ 5531 © ST 63 = S531- S5

Adding up the above equations gives the following approximation:

G0 ® G7s @ Glg ® Gy @ Gloy ® Gly5 @ Gigg © G, © Gy ® G @ G @ Gy

@ Gls © Gy © Gl @ Giy ® Glap @ G5 ® Gy © G © Gy @ G5 © G, © Gy

B Gl ® G ® Gy ® Gy ® G ®Giy @ Gig ® Gy @ Gy ® Gips ® Gig ® Gy

& My & My & Mg & MY, & Miyy & M5 & Mgy & Mgy & Mgy & My, & My, & M3,
® M5 ® My ® Mig ® Myjy © Misy ® Miy5 & M,y & Mgy ® Mgy & Mg, & Mg ® M3,
@ Mgy @ Mie & My & My @ Mis; ® Mgs & My & M3,
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