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Abstract. In this paper, we consider the setting where a party uses
correlated random tapes across multiple executions of a cryptographic
algorithm. We ask if the security properties could still be preserved in
such a setting. As examples, we introduce the notion of correlated-tape
zero knowledge, and, correlated-tape multi-party computation, where, the
zero-knowledge property, and, the ideal/real model security must still
be preserved even if a party uses correlated random tapes in multiple
executions.

Our constructions are based on a new type of randomness extractor
which we call correlated-source extractors. Correlated-source extractors
can be seen as a dual of non-malleable extractors, and, allow an adversary
to choose several tampering functions which are applied to the random-
ness source. Correlated-source extractors guarantee that even given the
output of the extractor on the tampered sources, the output on the orig-
inal source is still uniformly random. Given (seeded) correlated-source
extractors, and, resettably-secure computation protocols, we show how
to directly get a positive result for both correlated-tape zero-knowledge
and correlated-tape multi-party computation in the CRS model. This is
tight considering the known impossibility results on cryptography with
imperfect randomness.

Our main technical contribution is an explicit construction of a correlated-
source extractor where the length of the seed is independent of the num-
ber of tamperings. Additionally, we also provide a (non-explicit) existen-
tial result for correlated source extractors with almost optimal parame-
ters.

1 Introduction

Randomness is known to be crucial for cryptography. It is known that several
basic tasks in cryptography become impossible in the absence of randomness
[GO94IDOPS04]. Given this, a natural and well motivated direction is to develop
an understanding of the extent to which randomness is necessary. Towards that
end, we study the following natural question.
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Suppose that a party uses correlated random tapes in multiple executions
of a cryptographic algorithm. Can the security still be preserved? As a con-
crete example, suppose that the prover uses correlated random tapes in multiple
executions with an adversarial verifier. Can the zero-knowledge property still
be preserved? What about encrypting multiple times (under a randomized en-
cryption scheme) using correlated random tapes? The above question can be
motivated by, e.g., a scenario where a party has a defective random number gen-
erator which outputs correlated tapes under multiple invocations (even though
each individual tape may have high min-entropy or even be close to uniform).

The well-known line of research on resettable security can be seen as a
special case of our general problem. In resettable zero-knowledge [CGGMO0],
the prover uses the same random tape across multiple executions. By vary-
ing the set of parties whose random tape is fixed, one can get various variants
such as resettably-sound zero-knowledge [BGGLO1], simultanous resettable zero-
knowledge [DGS09], and, resettably secure computation [GS09IGMI1].

In this work, we initiate a systematic study of the above question. The cen-
tral object of our study will be a new notion of randomness extractors which we
call correlated-source extractors. Very informally, a (seeded) correlated source ex-
tractor csExt on input a seed s, and a source X produces an output csExt (X s)
which is guaranteed to be close to uniform even given csExt(Xy, s), ..., csExt (X, s)
where for all i, X; # X and X; could be arbitrarily correlated with X. One could
also view X; as a result of tampering the original source X. Correlated-source
extractors can be seen as a dual of non-malleable extractors [DW09], where the
adversary is allowed to tamper the seed instead of the source. Non-malleable
extractors have played an important role in cryptography and complexity in
problems such as privacy amplification [DW09], designing two-source extrac-
tors [CZ16], and in designing non-malleable codes [CG14aJCGL16]. Correlated-
source extractors are also closely related to two-source non-malleable extractors
[CG14allCGL16].

1.1 Our Results.

We introduce the notion of correlated-tape zero-knowledge. We model correla-
tions among the different random tapes by consider an adversary which may
have limited control over the random tape of the honest parties. In correlated-
tape zero-knowledge, the adversary is able to specify ¢ tampering functions
f1, f2, ..., f+ at the beginning of the protocol such that in the i—th execution,
the prover uses f;(X) as its random tape (where X is uniformly random and
can be viewed as the original random tape). Other notions like correlated-tape
secure multi-party computation (MPC) and correlated-tape secure encryption
schemes could also be defined analogously. We also define the the main object
of our study: correlated-source extractors. Specifically,

Definition 1 (Seeded Correlated-Source Extractor). A function csExt :
{0,1}* x {0, 1} — {0,1}™ is a seeded correlated-source extractor if the following
holds: There exists a polynomial k(-,-,-) and a negligible function €(-), such that



for any polynomial t(-), t = t(d) arbitrary functions Ay, As, ..., Ay, whose output
has the same length as the input, with no fixed points, and, a source X with
min-entropy k(t, m,d),

|csExt (X, Ug)o{csExt(A;(X), Ug) Yo 0Ug—Uno{csExt(A;(X), Ug) i 0U4| < €(d)

where Uy, and Ug are uniform strings of length m and d respectively.

Jumping ahead, in our cryptographic applications, the seed will serve as the
CRS while the source X will be the local random tape generated by the party. We
require the output length, and, the source length (and hence the min-entropy)
to be (unbounded) polynomial in the length of the seed. Thus, fixing the CRS
(i.e., the seed) doesn’t necessarily fix the number of executions (represented by
t). One could also define a weaker notion of correlated-source extractors where
the seed fixes a bound on the number of executions. Specifically,

Definition 2 (Weak t-Correlated-Source Extractor). A function wcsExt :
{0,1}™ x {0,1}¢ — {0,1}™ is a weak t-correlated-source extractor for min-
entropy k and error e if the following holds: If X is a source in {0,1}" with
min-entropy k, and, Ay, As, ..., Ay are arbitrary functions whose output has the
same length as the input, with no fized points, then

lwesExt (X, Ug)o{wesExt (A (X), Ug) Y 0Ug—Upo{ucsExt (A;(X), Ug)t_10Uy4|
where U, and Uy are uniform strings of length m and d respectively.

Our first main result is a construction of a correlated-source extractor:

Theorem 1. There exists an explicit correlated-source extractor csExt with

k(t,m,d) = O(t3d + t*m)
e(d) = 627V

where m is the length of the output.

Note that it is necessary for the entropy of the source to grow with the
number of executions ¢ if the tampered sources may be arbitrarily correlated
with the original source. This is because the entropy of the original source may
reduce given the output of the extractor on a tampered source. In section we
generalize the entropy requirements on the sources. In particular, we define what
we call closed-set correlated sources and show correlated set extractors for such
sources. For closed-set correlated source, the entropy of each individual source
does not necessarily grow with the number of invocations ¢. Hence, this would
allow us to get constructions where neither the seed length, nor the source length
or its entropy grows with the number of invocations.

<e€



Going to Correlated-Tape Zero-Knowledge and Secure Computation. We note
that correlated-source extractors can only allow us to handle the random tapes
where each random tape differs from every other one. We relax this constraint
by relying on techniques from resettable zero-knowledge [CGGM00] [BGGLOT],
and, resettably secure computation [GS09]. In resettable zero-knowledge, the
prover uses the same random tape across multiple executions. In our setting,
the random tape could either be the same or arbitrarily correlated with another
random tape. Very informally, relying on resettable security would allow us to
achieve security in case the random tape is the same as another one, and, relying
on correlated source extractor would guarantee security in case the random tape
is different from every other tape but maybe arbitrarily correlated.

This allows us to obtain positive results for correlated-tape zero-knowledge
and multi-party computation in the CRS model where the only (necessary) re-
quirement on the random tape would be sufficient min-entropy; otherwise each
random tape could be arbitrarily correlated to or even the same as other random
tapes. The seed required for the correlated source extractor would be a part
of the CRS. Each party in the protocol would first apply correlated-source ex-
tractor on its (potentially tampered) random tape, and, use the resulting string
as the random tape to execute a resettable secure MPC (or zero-knowledge)
protocol. We note that correlated-tape zero-knowledge and similar primitives
such as correlated-tape encryption are impossible to obtain in the plain model.
This holds even for a single execution and follows from the known impossibility
results on cryptography with imperfect and tamperable randomness [DOPS04]
[ACM™14] (see section 4| for more details). We also give stronger impossibility
results in Section [

Weak Correlated-Source Extractors. Note that basic positive result for weak
correlated-source extractor follows from the construction of two-source non-
malleable extractors in [CGLI16|. In fact, two-source non-malleable extractors
allow the adversary to also tamper the second source (the random seed) and
only requires the second source (the random seed) to have enough min-entropy.
However, directly using two-source non-malleable extractor or similar techniques
cannot give a positive result for correlated source extractor. This is because two-
source non-malleable extractor will require the seed length to be either as long
as that of the source or linear in ¢. Note that this would give a positive result
only for bounded correlated-tape zero-knowledge and secure computation where
the number of executions must be fixed before choosing the CRS. We note that
obtaining a construction where the seed length is independent of the number
of tamperings has been a challenging problem in this line of research. In par-
ticular, obtaining such an explicit construction for non-malleable extractors still
remains an open problem. An existential result has however been shown very

recently [BACD™18].

Correlated-Source Extractors with Almost Optimal Parameters. Next, we turn
our attention to the following natural question: what is the optimal entropy and



source length that a correlated-source extractor requires? Towards that end, we
prove the following existential result:

Theorem 2 (Existence of Correlated-Source Extractor). There exists a
correlated-source extractor csExt as long as

k(t,m,d) = ©(tm + d) (1)
e(d) = 0(27% (2)

where m is the length of the output.

For an overview of our techniques, please refer to Section

Related Works. Designing randomness extractors has been a rich line of works.
Most relevant to our work are non-malleable extractors [DW09], and, two source
non-malleable extractors [CG14alCGLI6]. After the initial constructions, a num-
ber of works have focused on improving the entropy requirements and the seed
length [Li12allli12biDIWZ14I1,115/CL16ICoh16blCoh16c/Cohl16alLil16lLil17]. How-
ever, all known explicit constructions of non-malleable and two-source non-
malleable extractors require the length of the seed to grow with the number
of tamperings t. Two-source non-malleable extractors from [CGLI6] were used
crucially in a recent breakthrough on constructing two-source extractors [CZ16].

A number of works have studied simulating randomlzed algorithms using

weak sources with small min-entropy [VV85ICG

dreev et al. [ACRT97] gave a simulation of any BPP algorlthm with an (n, no(l))
source. In contrast, we focus on multiple executions with correlated random tapes
and have weaker entropy requirements.

A rich line of works have studied resettable secure protocols ICGGMO0],

use the same random tape in multiple executions. The class of correlations we
handle is more general. Kalai et al. [KLRZ0§| introduced network extractor
protocols where there are a number of parties each having independent (but im-
perfect) random tapes. Their result required a strong variant of the Decisional
Diffie-Hellman Assumption, and, a polylogarithmic number of parties.
Goldreich and Oren [GO94] showed that constructing zero-knowledge ar-
guments where the prover is deterministic is impossible. Dodis et al. [DOPS04]
showed that a number of basic cryptographic primitives like encryption and zero-
knowledge are impossible with imperfect randomness. Austrin et al.
similarly showed a number of impossibility results (including for zero-knowledge)
in the setting of tampering randomness. These results focus on the plain model
and in the setting of a single execution. Moving to the CRS model allows us
to bypass these negative results. A line of research also explores cryptography
with related keys and related inputs (see and the references therein),
typically for a special class of tampering functions (such as affine functions).



2 Technical Overview

Explicit Construction with Fized Seed Length. In this section, we will give a high
level idea of our construction of correlated-source extractors. We use X for the
original source and X; for the tampered source. We use Y for the random seed.

Why existing techniques fail. All the construction ideas related to two-source
non-malleable extractors (which imply the existence of weak correlated-source
extractors) somehow separate the original seed into several independent and
uniformly random “slices”. A general framework to constructing non-malleable
extractors (and two-source non-malleable extractors) followed by several works
is based on alternating extraction [DW09] and generating an advice (which is
unique w.h.p. across all the tampered executions). A critical step in such con-
structions is to view the original seed as a second source. In the beginning, a
slice of the seed is used to extract from the source. Next, the result is used
as a seed to extract from the original seed. Next, the result is again used as a
seed to extract from the source, and so on. This technique relies on the length
of the original seed to be long enough. In particular, during the analysis, each
tampering would “fix” a part of the random seed. This means that, the effective
entropy of the seed reduces as the number of tampered executions increase. By
using alternating extraction where the seed plays the role of one of the source,
it seems that the seed length must be linear in ¢.

Overview of the construction. Our idea is to generate two (or multiple) in-
dependent sources from the original source itself. A straightforward idea is to
generate (X1, X?) from X, such that the distribution of { X1, X{, ..., X}} is inde-
pendent of {X? X7 ..., X?} (here X; is the i—th tampering source and (X}, X?)
are generated from X;). Then we may discard the original seed and use a two-
source non-malleable extractor on X! and X?2. However, we don’t know how
to prove the joint distributions of two sets are independent. Our starting idea
would be to use the given random seed in obtaining such a “decomposition” of
the original source. We use one part of the seed Y; to generate X! = Ext(X,Y})
and another part of the seed Y to generate X? = Ext(X, Y3). By assuming the
source X has enough entropy, we can guarantee that, given {X?%, X2 ..., X2},
X1 is uniformly random. Note that the joint distribution of {X! X1 .. X}}
may be dependent on that of {X?2, X2, ..., X?}, while two-source non-malleable
extractors require the adversary tampers both sources separately. Thus, it is not
sufficient to use two-source non-malleable extractors.

We first generate an advice adv from the source X (and adv; from X;) such
that it is unique w.h.p. across all the tampered executions. Let ¢ denote the
length of the advice. Then, instead of just generating (X', X?) from X, we
generate 2¢ sources (X', X?, ..., X%) from X such that, for every i € {1, ...,2¢},
X' is uniformly random given {X7, X7, ..., X]};.4.

Let adv’ denote the i—th bit of adv. Each bit adv’ corresponds to a pair of
sources (X2~1, X2%). The extractor first uses one piece of the original seed as the
seed and extracts randomness from one source of the first pair (X!, X?) decided
by the value of adv', then uses the result as the seed and extracts randomness



from one source of the second pair (X3, X4) and so on. Specifically, in the i—th
iteration, we choose X?2—1+2dv" Thig process can be described by a function
F = F(adv?, X?71 X2 Y, Z?=1), where Z*~! is the result in the last iteration
and initially, Z° is one piece of the original seed.

Note that, in the case that adv is different from all tampered advy, ..., advy,
for all j € {1,...,t}, there exists at least one iteration (denoted by the i—th

iteration) such that the i—th bits of adv and adv; are different. We note that

; i . 2i—1
X?2i—1+adv’ iq in fact independent of X jl Fadvy, Thus, hopefully, we can break

the correlation between X and X; in this iteration, i.e., Z* is independent of Zj’
We also need this independence to be preserved in all later iterations. Therefore,
in the end, since adv is different from all tampered advice, Z¢ is independent of
7zt 7L,

Now we are ready to state our construction overview in more detail. It can
be divided into two steps.

Step 1: Generating advice adv and limited correlated parts X', ..., X%

In the beginning, we generate an advice adv for the source X such that, with
high probability, adv is different from advy, ..., adv; (the advice of X7, X, ..., X3).
This idea is not new and is widely used in the constructions of non-malleable
extractors (e.g. in [Cohl5ICGL1A]).

Recall that £ is the length of adv. We generate X!, X2, ..., X2¢ by using a fresh
seed Y} for each part X*. Specifically, X* = Ext(X, YY) (and X = Ext(X;, YY)).
Note that the random seeds in all executions are the same.

These sources X', X2, ..., X?¢ directly satisfy our requirement, i.e., for ev-
ery i € {1,..,2¢}, X" is uniformly random given {X7, X{, ..., X]};2;. To see
this, let X% = {X% X}, ..., X!}. In the case that X has enough min-entropy and
X1 ..., X?" are comparatively short, X still has enough min-entropy when fixing
XL i X2t Also, YU is a fresh piece from the seed. Thus, by the
property of Ext, X* is uniformly random and independent of X!, ..., Xi=1 xit+l

Step 2: Breaking correlation between sources by induction

Let SAME’ be the set of indices of sources whose advice is different from adv in
at least one bit of the first (i — 1) bits but is the same in the i—th bit, and DIFF*
be the set of indices of sources whose advice is different from adv in the i—th bit.
Then after the (i—1)—th iteration, Z*~! should have been uniformly random and
independent of {Z;:_l}jGSAMEi. So for j € SAME’, we want this independence to
be preserved in the i—th iteration. And we want to further break the correlation
with the j—th tampered result where j € DIFF’ in the i—th iteration.

In the (¢ — 1)—th iteration, we should have already achieved that

|Zi71 o {Z;_l}jesAMEi—l UDIFFi—1 — U,o {Z;_l}jeSAMEi—l UDIFF1—1| <e€

where z is the length of Z*~!. A critical fact is that the above inequality still holds
even given X?~! and X?. Because what we need to prove the above property
is that X7 is uniformly random when given {X*};_; for every j € {1,...,2i —2}.
Fixing X?*~! and X?* does not break this condition by the way how we generated
X! .. X2i2,

X%



For a series of correlated sources X, X, ..., X;, there are two ways to break
the correlation. If the random seeds are independent and uniformly random for
different sources, then the output is uniformly random and independent of others
in the case that X has enough min-entropy. If X given X1, X5, ..., X; still has
enough min-entropy, then even if the seeds are not independent, the output of
extractor is still uniformly random and independent of others. This idea is also
used in the recent construction of non-malleable extractors (e.g. in [CL16]).

We note that, for the executions whose indices j € SAME’, they will use
X2i71+adv; 2i—1+4-adv’

P where 2i—14adv} = 2i— 1fadvi. It means that {X; "} jesamgi
may be highly correlated with X?~!+24"" However, since SAME’ C SAME'~* | JDIFF'~!,
Z'=1 is uniformly random and independent of {Z;-_l}jESAMEi. If we use Z*~! as
the seed to do extraction on X2~124%" the result is independent of those of
executions whose indices j € SAME’. Specifically,

Sub-Step 2.1: Breaking correlation with sources in SAME!

Let Ext be a strong seeded extractor. Compute W' = Ext (X2~ 1+adv’ 7zi-1)
(apd W} for the result in the j—th tampered execution). Then, given {W}} ;csgi ,
W* is uniformly random.

Now, we want to further break the correlation with the j—th tampered result
where j € DIFF'. Currently, W' may be correlated with {W}}cprrri. However,

We note that we can fix X2—1+(1=2¢v) ip Qub Step 2.1 without breaking the
2i—14adv}

property of the result. Since, for j € DIFF*, W} only depends on X and
Z;fl, and X J2 IR s already been fixed (because adv§ =1—adv’), Wi will

have enough min-entropy even fixing {Z;_l}jeDIFFi if we choose the length of
W? to be much longer than that of Z%. It also means that W given {W;} jEDIFFi
still has enough min-entropy. Therefore, we can simply use a fresh piece of the
original seed as the seed to do extraction on W?. The result will be independent
of those of executions whose indices are in SAME’ | JDIFF®. Specifically,

Sub-Step 2.2: Breaking correlation with sources in DIFF?

We use a fresh piece Y from the original random seed Y. Compute Z¢ =
Ext(W? Y]) as the output of the i—th iteration.

3 Preliminaries

We use capital letters to denote random variables. We use U, to denote the
uniform distribution over {0,1}". For random variable X, we use x ~ X to
denote that x is sampled from the distribution of X.



3.1 Statistical Distance, Convex Combination of Distributions and
Probability Lemma

Definition 3 (Statistical Distance). Let Dy and Ds be two distributions on
a set S. The statistical distance between D1 and D is defined to be:

1
Dy = Da| = max| Dy(T) = Da(T)| = 5 3 | Pr[Dy = 5] = Pr(Dz = 5

ses
Dy is e—close to Dy if |D1 — Ds| < e.

Definition 4 (Convex Combination). A distribution D on a set S is a con-
vex combination of distributions D1, Da, ..., Dy on S if there exists non-negative
constants (called weights) wy,ws, ..., we with 22:1 w; = 1 such that Pr[D = s] =
Zle w; Pr[D; = s] for all s € S. We use the notation D = Zle w; D; to de-
note the fact that D is a convex combination of the distributions D1, ..., Dy with
weights wy, ..., wy.

3.2 Min-entropy and Flat Distribution
The min-entropy of a source X is defined as

Hyo(X)=—log( max (1/Pr[X =zx]))
zEsupport(X)
A distribution D is a flat distribution (source) if it is uniformly random over a
set S. An (n, k)-source is a distribution over {0,1}" with min-entropy at least
k. It is well known that any (n, k)-source is a convex combination of flat sources
supported on sets of size 2F.

3.3 Seeded Extractors, Non-malleable Extractors, Two-source
Non-malleable Extractors and Previous Construction

Definition 5 (Strong seeded Extractor). A function Ext : {0,1}"x{0,1}¢ —
{0,1}™ s called a strong seeded extractor for min-entropy k and error € if for
any (n, k)—source X and an independent uniformly random string Uy, we have

‘E‘.X‘t()(7 Ud) oUg—Upo Ud| < €,
where U, is independent of Uy and m is the output length of Ext.

The following definition of t—non-malleable extractors is from [CRS14], which
generalizes the definition in [DWO09).

Definition 6 (Non-malleable Extractor). A function snmExt : {0,1}" x
{0,1}¢ — {0,1}™ is a seeded t—non-malleable extractor for min-entropy k and
error ¢ if the following holds: If X is a source on {0,1}"™ with min-entropy k and
A1, Aa, ..., Ay are arbitrary (tampering) functions defined on {0,1}" — {0,1}"
with no fized points, then

|snmExt (X, Uy) o {snmExt (X, A;(Ug)) }oiq — Upy o {snmExt (X, A;(Ug)) Mooy | < e,
where U, is independent of Uy and X .



The following definition of two-source non-malleable extractors is from [CGL16],
which generalizes the definition in [CGI14D].

Definition 7 (Two-source Non-malleable Extractor). 4 function nmExt :
{0,1}" x {0,1}™ — {0,1}™ is a two-source t—non-malleable extractor for min-
entropy k and error € if the following holds: If X, Y are independent sources on
{0, 1} with min-entropy k and Ay = (f1,91), A2 = (f2,92), -, At = (fi, 9t) are
arbitrary 2-split-state tampering functions where f;, g; are defined on {0,1}" —
{0,1}" such that for any i, at least one of f;, g; has no fixed points, then

[nmExt (X, Y) o {nmExt(fi(X), gi(X)) Yoy — U © {nmExt(fi(X), 9:(X))}izy| <€

Theorem 3 ([GUV09]). For any constant « > 0, and all integers n,k > 0
there exists a polynomial time computable strong seeded extractor Ext : {0, 1}" X
{0,134 — {0,1}™ with d = O(logn + log(1/€)) and m = (1 — a)k.

3.4 Conditional Min-entropy

Definition 8. The average conditional min-entropy is defined as
Hoo(X|W) = log (EwNW[maX Pr[X = 2| = w]]) = —log (EU,NW[Q_H“’(X'W:”‘”)])
x

The following result on conditional min-entropy was proved in [MW97].

Lemma 1. Let XY be random variables such that the random variable Y takes
at most | values. Then
1
Pr [Hoo(X]Y = y) 2 Hoo(X) —logl —log(—)] > 1 —¢
Y~ €
We recall some results on conditional min-entropy from [DRS04].

Lemma 2 ([DRS04]). If a random variable B can take at most 2° values, then
Ho(A|BC) > Hy (A|C) — ¢.

Lemma 3 ([DRS04]). For any § > 0, if Ext is a (k,€)—extractor then it is
also a (k +1og(1/d),e + 0) average case extractor.

4 Our Model

In this section, we introduce a new model of cryptographic protocol where a party
may be involved in multiple executions with correlated random tapes. We first
focus on zero-knowledge and later generalize to secure multi-party computation.
This captures the setting where an honest party may have a defective random
number generator G which may output highly correlated strings in different
executions. In the worst case, the output of G after the first execution may fully
depend on the output in the first execution. Then an adversary may use the
messages it received in the first execution to get information about the random
tape of the honest parties in the subsequent executions.

We will formalize the above setting by considering an experiment where an
adversary is given limited control of the random tape of the honest party and
can interact with the honest party in multiple sessions.
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Correlated-Tape Zero-Knowledge. For every {(z;,w;)}!_, where w; € Rp(x;),
the verifier V* will sequentially interact with the actual prover P. V* can spec-
ify ¢ tampering functions f1, fo, ..., ft. To overcome known impossibility results
[DOPS04] as discussed later, we also assume the existence of common random-
ness modeled as a non-programmable common random string (simply called
CRS). In the beginning, P has a private random tape X distributed uniformly
at random. In the j—th execution, P uses f;(X) as its random tape. We use
7(P,V*,CRS, {(z;, w;)}:_;) to denote the transcripts of ¢ consecutive executions
and the total view of V* where in the j—th execution, P takes (z;,w;),CRS
as input and uses f;(X) as random tape, and V* takes x;,CRS, all previous
transcripts and its previous view as input.

Definition 9. A pair of algorithms (P,V) is a correlated-tape zero-knowledge
proof system for language L, if there exist polynomials len(-), k(-,-) such that for
any polynomial t(-), the following conditions hold:

— Completeness: For every security parameter k,x € L,w € Ry (x),
PI‘[< P(waX)a V> (x7Ulen(H)) = 1] =1

Here w is the private input for P and X is the private random tape of P.
By < P,V > (2, Ujen(x)), we denote the output of V when P and V interact
on the common input x and a common reference string distributed uniformly
random over {0, 1}ten(%),

— Soundness: For every algorithm A and every x ¢ L, there exists a negligible
function u(-) such that for every security parameter k,

Pr[< A,V > (2, Uien(x)) = 1] < pu(x)

— Correlated-Tape Zero Knowledge: There exists a simulator S, such that
for any t = t(k) functions f1, fa, ..., ft, whose output has the same length
as input, such that Hoo(fi(X)) > k(t(k),k), any V* and (x;,w;) where
w; € Rp(x;) and i € [t] the following two distributions are computation-
ally indistinguishable:

{CR’S ~ Ulen(m) :CRSo T(Pa V*a CRS, {(Iu wl)}f:l)}
{CRS ~ Upen(x) : CRS 0 S(CRS, {z }i_,, V)]

One could consider a variant of the above definition where there is no CRS.
One could also define the complementary setting where the random number
generator of the verifier (rather than the prover) is defective (and one would like
to ensure soundness in the correlated tape setting).

! Here we consider a weaker CRS model, where the CRS is simply a uniform string

and the simulator does not have control over the CRS. Similar choice is made in the
following definition for Correlated-Tape Secure Multi-Party Computation.
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Correlated-Tape Secure Multi-Party Computation. Now let us consider the case
of a multi-party computation protocol. We use P; to denote the i—th party and
A to denote the adversary. Suppose there are n parties in total. We use F' to
represent the desired functionality. Let T' C [n] to be the set of indices of parties
that are corrupted.

Our ideal model will be the same as that in a standard definition of MPC
except that a uniform string as CRS is provided to the adversary in the ideal
world. Specifically,

Ideal Model. There is a trusted party which computes the desired functional-
ity based on the inputs of all parties. An execution in the ideal model proceeds
as follows:

— Inputs All parties (including the corrupted parties) will send their inputs
to the trusted party. An honest party always sends its real input. A corrupted
party may send modified value depending on the strategy of the adversary.
We use z; to denote the input sent by P;.

— Trusted Party Computes the Result The trusted party will use the in-
puts from all parties to compute the desired functionality. Let (y1, ¥4, ..., y,,) =
F(xy,20,...,25)

— Trusted Party Sends out the result Fori: = 1,2,...,n, the trusted party
asks A whether it wants to abort. If A does not abort, then the trusted party
will send y; to P;. Otherwise, for all j > 4, P; will receive nothing from the
trusted party.

— Outputs An honest party P; always outputs the response it received from
the trusted party (it will output L if it receives nothing) together with its
input z;. The adversary A outputs an arbitrary function of its entire view
so far (including the views in the previous executions).

We use IDEALRA(CRS)({xg i T};-:l) to represents the outputs of ¢ consecutive
sequential executions in the ideal world with functionality I, adversary A with
auxiliary input CRS and input z] for honest party P; in the j—th execution.
Real Model. In the real model, the adversary A is allowed to specify ¢ tam-
pering functions for each honest party. We use f/ to represent the j—th tam-
pering function for P;. Then there will be a trusted party generating a uni-
form string as CRS. In the beginning, each party has a private random tape
distributed uniformly random. Denote X; to be the initial random tape of
P;. In the j—th execution in the real model, an honest party P; uses f/(X;)
as its random tape. The outputs of a protocol 7 in the real model include
the inputs and outputs of all honest parties together with the full view of
the adversary so far (including the view in the previous executions). We use
REALT o ({a] =i & T}, {X] : i & T}'_,,CRS) to represents the outputs of 7
in ¢ consecutive sequential executions in the real world for functionality F, ad-
versary A, common reference string CRS and input z for honest party P; with

random tape Xij in the j—th execution.

Definition 10. A protocol w is a secure correlated-tape multi-party computation
protocol for functionality F of n parties, if there exist polynomials len(-), k(-, ")
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such that for any polynomial t(-), adversary A which corrupts (n—~{) parties with
the set of indices T C [n] and security parameter k, there exists an ideal attacker

A’ such that, for all inputs {xz - T}z(jl) and functions {ff - T}é(;) ,whose
output has the same length as input, such that Huo(f?(X;)) > k(t(k), k), the
following two distributions are computationally indistinguishable:

{CBS ~ Ujen(s) : CRS 0 REALp A ({2 i ¢ TY) {17 (Xy) i ¢ T}, cRS)}

7 j=1

{CRS ~ Ulen(K,) :CRSo IDEALF,A/(CRS)({xj i g T};(:K%)}

(3

Note that in the above definitions, we use the min-entropy condition to con-
strain the tampering functions that the adversary may choose to avoid known
impossibility results on deterministic zero-knowledge [GO94].

Impossibility without CRS. We stress that a common public random string as
auxiliary input is necessary for our construction. In the work [DOPS04] of Dodis,
Ong, Prabhakaran and Sahai, they studied the model which uses imperfect ran-
dom tape in a zero knowledge protocol without CRS. The result is negative.
Note that in Definition [J] and when we set ¢ = 1, one can view f1(X) as an im-
perfect random tape and f;(X) can be all possible flat source with min-entropy
k(t(k), k). Thus, if there is no CRS as auxiliary input, it is also impossible to
construct a protocol satisfying Definition [0}

Notice that even in the weaker CRS model we considered in Definition [ and
Definition the (tampering) functions fi, fa,..., fr must not depend on the
CRS to allow for a positive result. We give a proof sketch as following. The idea
is very similar to that in [DOPS04].

We focus on the case where ¢(-) = 1. Without loss of generality, we can
assume that the length of random tape N > k(1,x) + £ (It can be achieved by
simply padding x random bits and never use them). Suppose the length of the
transcript is bounded by ¢(x) where ¢ is a polynomial. Consider a distinguisher
D; which just outputs the i—th bit of the transcript. Now for a fixed CRS and
a fixed random tape of V*, we want to show one of the following cases happens:

— There exists two tampering functions f and f’ such that f(Uy) and f'(Un)
are both (N, k(1,k))—flat sources but two distributions of the transcripts
can be distinguished by some D; with noticeable probability.

— The distribution of the transcript is deterministic except for a negligible
probability.

Now consider the distribution of the transcript where the prover just uses the
uniform random tape X. If it is deterministic except for a negligible probability,
then we are done. Otherwise, there exists some ¢ such that the i—th bit in the
transcript is not almost deterministic. Then we may find two sets S, S of size
2k(5) such that for every X € S, the i—th bit of the transcript is always 0,
and for every X € S’, the i—th bit of the transcript is always 1. Let f and f’
be functions such that f(Uy) is a flat distribution over S and f/'(Uy) is a flat
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distribution over S’. Note that D; can distinguish these two distributions with
probability 1.

Then, we fix the random tape of V* and consider all possible CRS. We may
construct f(-,CRS) and f’(-,CRS) such that one of the above cases happens. We
say a CRS is good if the second case happens, i.e. the distribution of the tran-
script is deterministic except for a negligible probability. We say a CRS is bad
otherwise. Note that, for a bad CRS, there exists some D; such that it will al-
ways output 0 when using f and output 1 when using f’. It means that each
bad CRS corresponds to one distinguisher. Since there are in total ¢(k) distin-
guisher, then there exists D;~ where over 1/¢(k) bad CRS corresponds to it. If
a noticeable portion of CRS is bad, then D;« can distinguish two distributions
with a noticeable probability, which implies that correlated-tape zero-knowledge
is impossible. Otherwise, the transcript is determined by the CRS and the ran-
dom tape of V* with all but a negligible probability. Note that the CRS is
sampled uniformly and not controlled by the simulator. By using the same idea
as that for deterministic prover in the plain model in [GO94], correlated-tape
zero-knowledge is impossible for a non-trivial language L.

We note that in the standard CRS model, where the CRS is not constrained
to be a uniform string and the simulator can generate the CRS itself, the above
argument does not work. In fact, in [SWT4], Sahai and Waters gave a construc-
tion of NIZK based on one-way function and indistinguishable obfuscation, where
the prover is deterministic. Since the tampered random tape is never used by
the prover, this protocol is indeed a correlated-tape zero-knowledge even if the
tapering functions depend on the CRS.

Correlated-Source Extractors. The construction of correlated tape secure proto-
cols is closely related to the question of designing what we call correlated-source
extractors. Informally, correlated-source extractors csExt have power to break
correlations between sources with a unique random seed, i.e.,

|esExt(fi(X),Y)o{csExt(f;(X),Y)}jzi0Y —Uo{csExt(f;(X),Y)};zi0Y]| <e,

where U is the uniform distribution and we use Y to refer the CRS. With this
object and CRS, the prover can obtain a fresh uniformly random tape in each
execution. Formally, we define the notion correlated-source extractor as follow-
ing:

Definition 1 (Seeded Correlated-Source Extractor). A function csExt :
{0,1}* x{0,1}¢ — {0,1}™ is a seeded correlated-source extractor if the following
holds: There exists a polynomial k(-,-,-) and a negligible function e(-), such that
for any polynomial t(-), t = t(d) arbitrary functions Ay, Aa, ..., A, whose output
has the same length as the input, with no fixed points, and, a source X with
min-entropy k(t,m,d),

|csExt (X, Ug)o{csExt(A;(X), Ug) Y joUg—Uno{csExt(A;(X), Ug) i 0Uq| < €(d)

where U, and Uy are uniform strings of length m and d respectively.
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5 Explicit Construction of Correlated-Source Extractor

In this section, we will describe our construction of correlated-source extractors.
To this end, we first give an explicit construction of a weak t-correlated source
extractor in section [0l and 5.2l Then we show that it is indeed a correlated-
source extractor in section In section [5.4] we introduce a special kind of
sources which we can further lower the requirement of min-entropy.

5.1 Explicit Construction of Weak Correlated-Source Extractor
We will frequently use the following lemma in the proof.

Lemma 4. Suppose X, X' YY"’ are random variables such that |X oY — X’ o
Y'| <e. Then, for any function f(z,y),

lf(X,Y)oY — f(X/,Y/) OY’| <e

Especially, when Y is an empty string, we have |f(X)— f(X')| < e. A formal
proof can be found in the supplementary material in section [A]

Before we give our construction, we need to point out an important fact
about weak correlated-source extractor:

Theorem 4. If wcsExt is a weak t-correlated-source extractor for min entropy
k and output length m, then (t + 1)m < k.

We give a formal proof in the supplementary material in section
In Theorem [4] it gives us an upper bound of ¢, i.e. ¢ < n. We will use this
fact in our construction.

Theorem 5. There exists an explicit weak t— correlated-source extractor wcsExt
for min-entropy k > O(t*(log> n + log?(1/¢))), seed length d = O(log®n +
log?(1/€)) and output length m = O(logn + log(1/e)).

Proof. Suppose the length of adv is £. We separate Y into several parts. Specif-
ically, let

Y =Yawo YV oYPo .0 YIM oY oYio..o0 YQZ 0 Yitart

The first part Yaq, is used to generate adv for X. Then we will use Y1, Y22, ..., Y%
to generate X', X2, ..., X26. Y}, Y2, ..., Y and Yiiare will be used in the construc-
tion of function F'. Let dagy = |Yaav|, d1 = |Y{|, d2 = |Y3| and dgstars = |Ystart|-
Step 1: Construction of adv.
We separate X into n/daqy parts such that each part is of length dagy. Suppose
X =X'0X?o0..0X"/ % Construct a polynomial in the field GF(2%):

n/dadv
Fx(n) = Z Xipi~t
i=1
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Let adv = F'x (Yaqy) as the advice of X. Then,
ladv| = ¢ = dagy- (3)

For different sources X and X', Fx(n) and Fx/(n) are different. Then,
Fx(n) — Fx:(n) # 0. It is known that, Fx(n) — Fx:(n) = 0 has at most n/daqgy
roots. Since Yaqy is uniformly random and independent of sources X, X', with
probability at most 1n/(dagy2%), Fx(Yaay) = Fx'(Yaav)-

Let adv; = Fx,(Yaav) be the advice of the i—th tampering source. By union

bound, with probability at least 1—n/(daq,2%"), adv is different from advy, ..., adv;.

We set
dagy = log(tn/ey) (4)
Then €; = tn/2%v > tn/(dug,2%). Thus, with probability 1 — €;, we can suc-
cessfully generate a unique advice for source X.
Let ADV = {adv, advy, ..., advy, Yagy }- By lemma 1, we have

1
Pr[Hoo (X|ADV) > Hoo(X) — (t + 2)dagy — log —] > 1 — €9
€2
Thus, by union bound, with probability at least 1 — €; — €9,
1
Hoo (X|ADV) > Hoo(X) — (t + 2)daay — log — (5)
€2

and adv is different from advy, ..., adv;. We say such ADV is good.

Now, we fix a good ADV. For simplicity, we omit the condition ADV.

Step 2: Generating X', X2, ..., X?¢,

The idea is very simple, we just apply a strong-seeded extractor with seed
Y} to generate X°. Let q be the length of X®. According to Theorem [3] there
exists a strong-seeded extractor Ext; for min-entropy 2¢, d = c¢(logn + log é)
and €3, where c is some constant. We set

1
dy = ¢(logn + log ;) (6)

By lemma [3] Ext is also a (2¢ + log(1/e3), 2e3) average case extractor. Let
X% = Ext (X, YY)

Recall that X* = { X% X}, ..., X}}. For every i, when we fix X1, ..., X1 yitl

and the seeds Y7, ..., Y1 YT LV by lemma (let Set; = {X7,Y{},)
Hoo(X|Set;) > Hoo(X) — (20— 1)(t + 1)g — (20 — 1)d;
Here we need
Hoo(X) — (20 =1)(t + 1)g — (2¢ = 1)dy > 2q + log(1/e3). (7)
Thus, _ _ _
|Extq(X,Y?) oY o Set;, — U, o Yy o Set;| < 2¢3
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Step 3: Construction of F'.

Now we will construct a suitable function F. Recall that, we use adv® for the
i—th bit of adv. Let Z° = Yziary and Z¢ = F(adv?, X2~1 X2 V7 7i-1),

The function F' include two parts. First, we will apply a strong-seeded extrac-
tor on the source X2i=1+2dv" 4nd seed Z;_1. We use W to denote the output of
the extractor. Then, we apply another strong-seeded extractor on the source W*
and seed Y. The output will be the final output of F'(adv?, X%~ X2 Y} Zi-1).
Let 2 be the length of Z°. Then z = |Z°| = |Yatart| = dstart- Let w be the length
of Wi,

According to Theorem [3| there exists a strong-seeded extractor Exts for min-
entropy 2w, d = ¢(log n+log é) and €4, where c is some constant. Similarly, there
exists a strong-seeded extractor Exts for min-entropy 2z, d = c¢(logn + log é)
and e5. (For simplicity, we use the same constant in Extq,Extg, Exts. One can
choose the largest constant.) By lemma [3] Exty is also a (2w + log(1/e4), 2€4)
average case extractor, Exts is also a (2z+1log(1/e5), 2¢5) average case extractor.
We set

1
dstars = 2 = c(logn + log —) (8)
€4
and 1
dy = |V3| = c(logn +log —). 9)
5
Then

F(adv', X%~1 X% Vi 7i71) = Extg(Exty(X 2~ 1tadv' zi-1) yi)

To show correctness, we will use induction on the length of adv. Note that,
we only consider the case that adv is different from advy, advs, ..., adv;. We have
already fixed all advice and Yaqy.

We need the following lemma:

Lemma 5. Suppose we have the following conditions:

— For random variables X (of length n) and W, | X oW — U, o W| < ¢
— Random variable Z of length z is correlated with X and W
— Y is uniformly random and independent of X, W, Z.

Then, if Ext is a (k,€2) average case extractor with output length m where k <
n—z and d < |Y|, we have that

Ext(X,Y)oYoWoZ —UypoYoWolZ| <2+ e

We give a formal proof in the supplementary material in section [C]
Before we state the main lemma, we need to define a class of sets. Let DIFF? =
SAME? = ). For i > 1,

DIFF’ = {j|adv} # adv'}
SAME' = (DIFF'~! U SAME'~') /DIFF"
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Actually, DIFF? is the set of indices of the advice whose i—th bit is different
from that of the advice of X. And SAME’ is the set of indices of the advice whose
first ¢ — 1 bits are different from that of the advice of X, but the i—th bit is the
same. _

Recall that, W = Exto (X2~ 1428V 7i=1) and F(adv’, X2~ X2 Y], 771) =
Ext3(W? Yy). In the i—th step, we want to show that Z? is uniformly random
and independent of {Z}} ;¢ prrri (Jsauei)- By induction hypothesis, we have that
Z'~1 is uniformly random and independent of {Z;:*l}jeSAMEq:. We hope we can
keep this property after computing W7, i.e., to show that W? is uniformly ran-
dom and independent of {W;}jGSAMEi. Then, in the second extraction, we want
to break the correlation with Z; and {Z}};eprrr:-

We have the following main lemma:

Lemma 6. Suppose DIFF! and SAME' are the same as above. Let n; = ‘ﬁT_l(Seg—i—
dey + 2¢5). Then we have

|ZOO{XS}§E:10{Y15 -U. O{X 1°{Y1 1| =0
and for every 1 < i < {, we have
|ZZO{Z }ge (DIFF? | SAME?) O{X }g 21+1°{Y1 1°ZOO{Y2
-U,o {Z }]E(DIFP U sAME?) © {Xs }s 2i+1 © {Yl 1 0Z% {Yz 1| <

Proof. We prove the lemma by induction. When i = 0, DIFF® | JSAME® = (). We
want to show that

|ZO°{XS}§E:1°{Y15 - U, O{X 1°{Y1 1| =0

Note that 7% = Yipare and Ystart is uniformly random and independent of X
and {Y$}24,. Thus, given {X,}24, and {Y°}24,, Z° is uniformly random. The
statement holds.

For ¢ = 1, we want to show that

12" 0 {Z} }jerrrr ysaver) © {Xs 12 o (VP12 0200 Y]
-U. O{Z }ge DIFF! USAMEl)O{Xs}é 30{Y1 1OZ00Y2 | <m

Without loss of generality, assume adv' = 0. Then, for j € DIFF', adv} = 1
and SAME! = ().
In step 2, we have

|X10X20{Xs}fi3o{Yf s=1 —Uq °X2°{X}s 5o (Y7} L1l < 265
Note that Z° is uniformly random and independent of Xyo{ X128 o {Yy 2
By lemma (here X is X1, W is Xy 0 { X124, o {Y?°}2L,, Z is empty, YV is Z°

and Exty is a (2w + log(1/64) 2e4) average case extractor),

|W1°ZOOX2°{XS}§Z:3°{Y15 §i1—UwOZO°X2O{Xs} O{Yl 1| < 4ez+2¢e4
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Here, we require that
| Xt = q > 2w +log(1/es). (10)

Since for every j € DIFF', W} = Exta(X7, Z°) is a deterministic function of
7% and X,. Thus

|VV1 0Z%0 {W]’l}jGDIFFl o {Xs}gis o {Yy ?:1
~Uy 0 Z° 0 {W}}jeprer © {135 0 {YT}L1] < des + 24

Note that Y3 is uniformly random and independent of W' and Zo{W} jcpreri 0
{X}250{Y7 )2, By lemmalp] (here X is W, W is Z00{ W]} eprer o{ X} 250
{Y)24,, Z is empty, Y is Y3 and Exts is a (22 + log(1/e5), 2¢5) average case

s=1»
extractor),

|Z1 © Y21 0Z% {le}jGDIFFl o {Xs}gis o {Yy EE:I
—U.0Yy 0 2% 0 {W}}jepmrm 0 {Xs}2og 0 {YP}2L,] < Bes + dey + 2¢s

Here, we require that
W =w > 2z +log(1/e5). (11)

Since for every j € DIFF! Z} = Eth(le, Y3') is a deterministic function of
}/21 and {le}jEDIFFl' Thus

|Z1 © Y21 0Z%0 {Z}}jEDIFFl ° {Xs}ié:?, o {Y7? fil
~U.0Y; 0Z%0{Z]}jeprrm 0 { X} 255 0 (Y7}, ] < 8es + dey + 265

Note that SAME! = (). It is exactly what we want to prove in the case i = 1.
Now suppose the lemma is correct for i — 1, consider the case for i. According
to induction hypothesis, we have that

1271 o {Zjil}jeSAMEi o {201 oYY 0 20 o {¥S}IT)
—U.o {ijifl}jeSAMEi o { X} 1 o {YFY 0 Z0 o (Y5 T [ < mia
For simplicity, we define
X = {Xs}§i2i+17 T= {Yf}?il 0% Y= {}/28};2:1
Thus, we may rewrite the induction hypothesis for the case ¢ — 1 by
1277 o {Z Y jesmgi 0 Xim1 0T o Vioy — U, o {Z) Y jesmmes 0 Xic1 0 To Vi1 < mia

Let Z’ be a uniformly random string over {0, 1}* and independent of X, X1, ..., X;
and Y. Then, we may use Z’ instead of U, i.e.,

1277 o {Z) Y jesmgi 0 X1 0T o Vi — Z' 0 {Zi Y jesmu 0 Xic1 0T o Vi1 < mia
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Without loss of generality, assume adv’ = 0. Then, adv} = 1 for j € DIFF*
and adv} = 0 for j € SAME’. We have

Wi = Exto(X21, Zi71)
Note that, in step 2, we have
| X271 0 Ay 0 X, 0 {YF 2L, — Uy 0 Xogj 0 X 0 {Y7128 ] < 2¢3
Also note that );_; is independent of X2~ o Xy; o X; 0 {Y*}24,. Therefore,
|XQi_1 o Xg; 0 X; o {Y7 zil oY1 —Ujo Xy 0%, 0{Yy gil oYi—1| < 2e3

Since Z’ is independent of X and Y, it is independent of X% 1oXy0%;0
{Y#}22, 0 Y1 and {W;}jesaei © {Z;‘_l}jGSAMEi o Z°. By lemma (here X is
X271 Wis Xy 0 X0 {YfP §ZZ1 oY1, Z is {W;}jeSAMEi ° {Z;'il}jESAMEi 0Z°%Y
is Z’ and Exts is a (2w + log(1/e4), 2¢4) average case extractor),

[Exto(X*71,Z') 0 Z" 0 Xy 0 Xi o T o {W;} jesami © {Z] '} jesmees © Vi1
—UpoZ oXyjoX;0To {W;}jESAMEi ° {Z]Z:fl}jesmmi o0Yi—1] < 4dez + 2¢4
Here, we require that
|X2i71| - ‘{W;}jESAME" ° {Z;_l}jGSAMEi o ZO|
>q— (tw+tz+2) > 2w+ log(1/eq) (12)
Recall that,

|Zi7to {Z;_l}jesAMEi oXi_10ToYi_1—27 o {Z;:_l}jesAMEi ooX; 10T oY, 1| <m_q

Notice thatA {W]’} JESAuE? is a ‘ deterministic function of { Z;_l}jes e and
Xoji_1. AISO, Wt = EXtQ(XQZil, Zlil).
Thus, by reordering the composition parts, we have
(WioZ ™ oXy0%i0T o {W}}jesme: © {Z] '} jesmmer © Vi1
—Exto(X? 71 720 Z 0o XpjoX;0T o {W;}jGSAMEi o {Z;_l}jGSAMEi oYi—1]
< Mie1
Still, since {W; }jesamei is a deterministic function of {Z;_l}jESAMEi and Xo;_1,
we have
|ZI 0y 0X;0T o {W;}jESAME" o {Zjil}jesmm oYi—1
— 77 o Xy 0%;0T 0 {W;}jesAMEi o {Z;il}jESAMEi o Yi—1|
< |Z/ oX;_10To {W;}jESAMEi © {Z;:il}jESAMEi oY1
~Z" 1 oX;_10To {W;}jGSAMEi o {Z;_l}jGSAMEi oYi—1|
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=|Z"0X;_10To {Z;_l}jesmmi °Yi—1
—Z"loX,_10To {Z;_l}jGSAMEi oY1l
< Mi-1

In total, we have

‘Wi 0Z 1o XojoX;0T o {W;}jESAMEi © {Z;_l}jESAMEi oY1
—UyoZ" ' oXpioX;0To {Wf}jGSAMEi ° {Z?l}jESAMEi 0 Yi-1]
WioZ" "t oXyoX;0To {W}}jesmy‘ ° {ijl}jesmr:z‘ oVi—1
—Exto(X*71,Z') 0 Z o Xpj0 X0 T o {W;}jESAMEi ° {Z;_l}jGSAMEi oY1l
+Exto (X7 Z) 0 2" 0 Xy 0 X0 T o {W;}jGSAMEi ° {Z;_l}jGSAMEi oY1
—Uy o Z'o XojoX;0T o {W;}jeSAMEf? o {Z;_l}jesmmf? o y¢—1|
H|UpoZ' 0o XyjoX;0To {W;},jESAME"' ° {Z]i'il}jESAMEi °Yi-1
~UpoZ" toXy0X;0To {W;}jGSAMEi ° {Z;ifl}jesm-:i oYi—1]
< 1mi—1 +4e3 + 2¢4

+|Z' o Xp;0X;0T o {Wf}jGSAMEi ° {Z;_l}jesmzi oVi1

~Z"7 o XpioX;0To {W;}jESAMEi ° {Z;_l}jesmy o Yi1]
< 2my_q + dez + 2¢4

IA

Note that Y3 is uniformly random and independent of Wt and Z:7 1o Ay 0
XioT o{W}}jcsaue © {Z‘;il}jeSAMEi UpIFFi © YVi_1. By lemma (herfe X is W*,
W is Z‘“l 0 Xyi0 X;0T o {W/Yjesamei 0 {Z] ' Yjesuue: 0 Vi1, Z is {Z] '} jevteri
Y is Y3 and Extgs is a (2z + log(1/e5), 2¢5)), we have

|Zi o Yzl 0Z" loXy0%;0To {W;}jGSAMEi o {Z‘;:il}jesAMEi U DIFF © Vi1
-U, o Yzz 0Z 1o AXojoX;0T o {W;}jGSAMEi © {Zéil}jesmm JDIFFi © yi71|
< 4An;—1 + 8€z + deg + 2e5 =1

Here, we need

W = HZ '} jepwre:

> w—tz > 2z+log(1/es). (13)
Note that {ZJZ }jesamgi is a deterministic function of Yy and {W;}jesmy. And
{Z}} jeprrri is a deterministic function of Yy, {Z}};cprrri and Xo;. Thus, we have

(We will discard {W};csag: and Z'~')

|Zi ° Yzl o {Z;}jESAMEi yptrri © X; 0T o Vi
—U. oYy 0{Z}}jesmei Yorrri © Xio T o V;_q| <mi

It is exactly what we want. Thus the statement is true for the case 7. ad
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By assumption, all advice are different. Then DIFF’(JSAME’ include all in-
dices of advice. Therefore,
|Z€ © {Zf};:l o {Yls}glzl © {Y2S}£:1 0Z°—U,o {Zf}z':l o {Yls}iezl © {Y2S}§:1 o ZO|
<4€—1
3

(8e5 + dey + 2e5)

So far, we are in the condition that ADV is good. Make everything together,

120 {Zf}zzl o {Y?}34, o {Y5}i_ 0 Z° 0 ADV
=U.o {Zf}z‘:l o {Y7}2L, o Y5}y 0 Z° 0 ADYV|

4t -1
< Pr[ADV is bad] + Pr[ADV is good] -

4

(8e3 + dey + 2¢5)

<€1+€2+

(8€3 + deg + 2€5)

The total error is €1 + €5 + 42% (8€s + 4eg + 2¢5). Let

€1 =€ = - = O(e).

e2
By , and the fact that t < n, we have
{ = dagy = log(tn/e1) = O(logn + log(1/€))

Let

€ 63

@=c=6= = Oy

Then we have

4@

€1 + €2 + (863 + dey + 265) <€

By @, , @[) and the fact that ¢ < n, we have
dy = dy = dggare = O(logn + log(1/e€))
Therefore, the length of the seed
Y| = dagy + 20dy + ldy + dsrars = O(£(logn +log(1/€))) = O(log® n +log?(1/e))
All requirements for the min-entropy of X|ADV are , , , , 7 ie.

Hoo(X|ADV) — (20 = 1)(t + 1)g — (26 — 1)dy > 2q + log(1/e3)
q > 2w +log(1/eq)

w > 2z + log(1/es5)

q— (tw+tz+ z) > 2w+ log(1/e4)

w —tz > 2z + log(1/e5)
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Therefore, we have

O(logn + log(1/¢))
O(t(logn + log(1/¢)))
O(t*(log n + log(1/e)))
H..(X|ADV) > O(t*(log® n + log®(1/€)))
Note that in , for a good ADV, we have
Hoo(X|ADV) > Hoo(X) — (t 4 2)dagy — log(1/e2)

z
w
q

Thus, we set
Heo(X) = O(t*(log® n + log*(1/€))) + (£ + 2)dagy + log(1/e2)
= O(t*(log” n + log*(1/e€)))
Note that the final output is Z*. Then, the output length m = z = O(logn +

log(1/¢)).
Thus, there exists an explicit construction of wecsExt for
Hoo(X) > O(t*(log” n + log?(1/¢)))
Y| = O(log® n + log*(1/e€))
m = O(logn + log(1/€))
O

Also, we may generalize our result to an average case weak t-correlated-source
extractor.

Definition 11 (Average Case weak t-Correlated-Source Extractor). A
function wesExt : {0,1}"x{0,1}¢ — {0,1}™ is an average case weak t-correlated-
source extractor for average conditional min-entropy k and error € if the fol-
lowing holds: If X is a source in {0,1}", W is some random variable such
that Hoo(X|W) > k, Ay, As, ..., Ay are arbitrary tampering functions defined
on {0,1}" — {0,1}™ with no fized points, then

lwesExt (X, Uy) o {wesExt(A;(X),Ug)}_,0Ugo W
~U,, o {wesExt(A;(X),Ug) e o Ugo W| < e
where U, is independent of Uy and X.
We have the following lemma.

Lemma 7. For any 6, if wecsExt is a weak t—correlated-source extractor for
min-entropy k and error €, then it is also an average case t-correlated source
extractor for average conditional min-entropy k +log1/d and error e + 4.

The proof can be easily generalized from Lemma 2.3 in [DRS04].
Therefore, combining Theorem [5] and Lemma [7] by setting 6 = €, we have

Theorem 6. There exists an explicit average case weak t-correlated source ex-
tractor wesExt for average conditional min-entropy k > O(t3 (log® n+log?(1/€))),
seed length d = O(log? n+1log®(1/€)) and output length m = O(log n+log(1/e)).
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5.2 Boosting the Output Length

In the above construction, a major limitation is that the output length is only
O(logn + log1/€). To boost the output length, we separate X into 2¢ + 1 parts
instead of 2¢ parts in Theorem [5} We may set the length of the last part to be
long enough. It can be viewed as the case that we append 0 to all advice. Then
the length of the advice becomes ¢ 4+ 1. Since the last bit is 0, we will never
choose X?*2. Thus, we only need one more part.

In Lemma |§|, we have shown that, for every i, W* given {Wj}jESAMEi is uni-
formly random. When i = £+ 1, SAME‘™! = [t]. Thus, W™ given {W/};cpy is
uniformly random. W**! will be the final output of our extractor.

Denote the length of W*+! to be m. We need the length of X2+ to be O(tm).
Then, the min-entropy requirement for the original source becomes O(t3 (log2 n+
log?(1/€)) + t2m).

We have the following theorem.

Theorem 7. There exists an explicit weak t— correlated-source extractor wcsExt
where k > O(t3(log? n + log®(1/€)) 4+ t>m) and d = O(log® n +log?(1/e)), where
m is the output length.

A formal proof can be found in the supplementary material in section [D]

5.3 Explicit Construction of Correlated-Source Extractor

We show that, our explicit construction in Theorem [7] is indeed a correlated-
source extractor.
To see this, we set

and
k(t,m,d) = O(t3d + t*m)

Clearly, €(-) is a negligible function and k(-,-, ) is a polynomial. Then, we only
need to show that d > O(log®n + log*(1/€)) and k(t,m) > O(t*(log*>n +
log?(1/€)) 4 t*>m). Note that the source length is bounded by a polynomial of
d, and log®(1/€) = O(d). Therefore, d > O(log® n + log®(1/€)). Further, we have
k(t,m,d) = O(t3d + t*m) > O(t3(log? n + log?(1/€)) + t*m).

Thus, we have the following theorem.

Theorem 1. There exists an explicit correlated-source extractor csExt with
k(t,m,d) = O(t*d + t*m)
e(d) =62
where m is the length of the output.
We can also define what we call an average case correlated-source extractor

in a similar way.
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Definition 12 (Average Case Correlated-Source Extractor). A function
csExt : {0,1}* x {0,1}¢ — {0,1}™ is an average case correlated-source extractor
if the following holds: There exists a polynomial k(-,-,-) and a negligible function
€(+), such that for any polynomial t(-), t = t(d) arbitrary functions Ay, As, ..., A¢,
whose oulpul has the same length as the input, with no fized points, a source X
and a random variable W such that Hoo (X|W) > k(t,m,d),

|csExt (X, Uyg) o {csExt(A;(X), Uy}, oUgo W

—Up o {csExt(A;(X),Ug) iy oUgo W| < e(d)

where U, is independent of Uy and X .

If we are using an average case weak t-correlated source extractor, then we
will get an average case correlated source extractor.

Theorem 8. There exists an explicit average case correlated-source extractor
csExt with

k(t,m,d) = O(t*d + t*m)
e(d) = 02~V

where m is the length of the output.

5.4 Generalizing the Entropy Requirements

In our construction, the min-entropy requirement on the source (denoted by k)
grows with ¢. This is inherent since the total entropy of all the sources together
may only be k (since each source may have zero min-entropy given any other
source) which must be at least ¢ - m where m is the size of the output of the ex-
tractor. A natural question is: could we place a stronger independence condition
on the different sources which allows us to obtain a construction requiring the
sources to have lower min-entropy? We outline such an extension in this section.

Definition 13 (Closed-Set Correlated Sources). We say a sequence of
sources X1, Xa, ..., Xy is a (¢, k)—closed-set correlated sources if for every X,

— There exists a set of sources S; such that X; € S; and |S;| <t

— When given all sources outside S;, X; still has enough min-entropy, i.e.,
Hoo (Xil{X;}521/8i) > k

For a (t,k)—closed-set correlated sources, we can use an average case cOr-
related source extractor on the set S;, viewing X; as the original source and
X, € S; as the tampering source. Thus, we have the following corollary.

Corollary 1. Let csExt be an average case correlated-source extractor con-
structed in Theorem [0 Let Y be a random seed of length specified in Theorem
[8 For a closed-set correlated sources X1, Xa, ..., Xy,

|csExt(X;,Y) o {csExt(X;,Y )}z — Up o {csExt(X;,Y)}ju] <€
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6 Constructing Secure Correlated-Tape Multi-Party
Computation Protocol

We use correlated-source extractor and resettable multi-party computation pro-
tocol based on [GS09] as building blocks. Suppose csExt is a correlated-source
extractor, 7’ is a resettably secure multi-party computation protocol for ideal
functionality F' (in the standard setting). We construct a correlated-tape secure
MPC 7 as follows:

In the protocol 7, each party will first run csExt with its secret random tape
and CRS. Then use the output of csExt as the new random tape and follow the
steps in 7. We have the following theorem.

Theorem 9. Let w, ©' be defined as above. For every security parameter k,
suppose q(k) is the length of the random tape that 7' needs. Let csExt be a
correlated-source extractor in Theorem 1| with d = k,m = q(k) and polynomials
(), €(:). Let len(k) = & and k(t,k) = K'(t,q9(k),k) + tk. Then 7 is a
correlated-tape multi-party computation protocol.

Proof. Let T be the set of corrupted parties which controlled by the adversary.
We define a pattern S = (s1, s2, ..., 5¢) where s; € [t]. If for two patterns S, S’,
there exists a permutation p : [t] — [t] such that s; = p(s}) for every j € [t], we
view them as the same pattern. We say an input X; is consistent with S respect
to {f] Y=y, if for every ji,j2 € [t], f{'(Xi) = f*(X;) if and only if 55, = sj,.
Let

Pattern[S,i] = {X;| X; is consistent with S respect to {f7 i}

Note that there are at most ! = 2¢1°8¢ = 2°(t%) patterns in total. Let ratio[S,i] €
[0,1] be the ratio of X; which is consistent with S respect to {f/}}_;. Indeed
{Pattern[S,i|}s is a partition of all X; and thus

Zratio[S, i|=1
s

After sampling X; for P;, we will reveal the pattern information to the ad-

versary. Let
. ) 1
BAD; = {S : ratio[S,i] < 2?}
Then, we show that, for every {S; : S; & BAD; }igr, there exists an adversary
A’ in 7’ such that the following two distributions are computationally indistin-

guishable:

{CRS ~ Uen(x) : REALp 4 ({z] 1i ¢ TH _\ {X] :i ¢ T}._,,CRS)}

(2

{CRS ~ Upen(wy 1 REALpa({2] : i & Ty, {f/(X;) :i ¢ T},_,,CRS)}

where {X7 :i ¢ T}:_, is sampled based on the strategy of A’ we will mention
later.
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We design A’ to follow the strategy: After receiving {S; : S; & BAD; },¢r, for
party P;, in the j—th round, if there exists j* € [j — 1] such that (S;); = (S;),+,
then let P; use the same random tape as the j*—th round, otherwise let P; use
a fresh random tape.

Since the random tapes of each parties are independent, we only need to
show that, for S;, we have:

{X; ~ Pattern[S;,i],CRS ~ Upen(n) : {csExt(f7(X;),CRS) Mo} =c {X]}i,
Let Index(S) = {j :Vj’ € [j —1],s; # s;/}. Then it is sufficient to show that
|[{csExt(f7(X;), CRS)}jetnaex(ss) — Ugn)|mmaex(s)|| < 1(K)
where p(+) is a negligible function. Note that, for every possible output y of ff ,

Pr[f/ (X;) = y] > Pr[f/(X;) = y and X; € Pattern[S;, i

= Pr[f{(X;) = y| X; € Pattern[S;,i|]] Pr[X; € Pattern[S;, ]|

1 j o
B otr Pr[f!(X;) = y| X; € Pattern[S;,i]|

By condition, Hoo (f! (X)) > k(t, x). Thus Pr[f/ (X;) = y] < 5t We have

; . 1 1
Pr(f](X;) = y| X; € Pattern[S;,i]] < St =

Therefore, given X, € Pattern[S;, ], ff(Xl) still has enough min-entropy to use
correlated-source extractor csExt. For every j € Index(S;),

|csExt(f/ (X;),CRS) o {csExt(f] (X:), CRS)}jrs).i ¢ tndex(s;)
_Uq(m) o {CSEXt(fij (Xi)a CR'S)}j'#j,j’EIndex(Si) < 6/(’%)

By union bound,
[{cSExt(f7(X;),CRS)}jetnaex(ss) — Ug()|maex(s)|| < [Index(S;)|€/ (k) < te (k)

Therefore, if S; & BAD;, the error is bounded by some negligible probability
and further, A’ satisfies our requirement.
Note that

ot log(t) 1

Pr[X; € Pattern[S,i| where S € BAD;] < ot = 3000

Thus, the distinguishable advantage is bounded by the sum of the probability
that some S; € BAD; and the probability that one can distinguish the two dis-
tributions generated by A’ and A given all S; € BAD;, which is still a negligible
probability over security parameter k. ad
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Correlated-Source Extractors with Almost Optimal Parameters. We give a non-
explicit construction of correlated-source extractors with almost optimal param-
eters. For lack of space, this result can be found in the supplementary material
in section [El
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A Proof of Lemma (|

In this section, we give a formal proof of Lemma

Lemma 4. Suppose X, X' YY"’ are random variables such that | X oY — X' o
Y'| <e. Then, for any function f(z,y),

[f(X,Y)oY — f(X',Y')oY'| <e
Proof. By definition,
IXoY — X' oY/|
- %ZWT[X =2,Y =y - Pr[X' =2,V =y
zy

1
:52 Z |Pr[X =2,V =y]| - Pr[X' =2, =y

wY w:f(z,y)=u

Z%Z| Z (Pr[X =2,V =y] - Pr[X’ = 2,Y’ = y])|

wy z:f(z,y)=u

= LS IPHFY) =Y = 3] - P{AXY) = u Y =)
uy

=[f(X,Y)oY — f(XY') o Y|

Thus |f(X,Y)oY — f(X,Y)oY|<|XoY - X' oY'| <. O

B Proof of Theorem [4]

In this section, we give a formal proof of Theorem

Theorem 4. If wcsExt is a weak t-correlated-source extractor for min entropy
k and output length m, then (t + 1)m < k.

Proof. Let X be a (n,k)-source. Suppose the seed length of wcsExt is d. We
choose f1, fa,..., f+ such that f; : {0,1}™ — {0,1}" is a permutation with no
fixed-point and for every i,j € [t],x € {0,1}", fi(z) # f;(x). By definition, for
a uniformly random seed Y ~ Uy, we have

|wesExt (X, Y )oY ofwesExt(fi(X),Y)}_; —UnoY o{wesExt(fi(X),Y)}_ | <e

Note that, for every i, f; is a permutation. Then we may view X; = f;(X)
as the original source. We have

[wesExt(fi(X),Y) oY owcsExt(X,Y) o {wesExt(f;(X),Y)}
—Up, oY owcsExt(X,Y) o {wesExt(f;(X),Y)}j4| <e

Thus, [wesExt(X,Y) o {wesExt(X;, V) oY — Ugy1ym o Y| < (t+ 1)e.

32



Now, we construct a strong seeded extractor Ext with min-entropy k& and
output length (¢ 4+ 1)m. Let

Ext(X,Y) = wesExt(X,Y) o {wesExt(X,;, Y)}_,
We have
|EXt(X, Y) [¢] Y — U(t+1)m (¢] Y| < (t + 1)6

We choose € such that (¢t 4 1)e < 1/2.

We pick X a flat (n, k)-source. Then, for z € support(X), Pr[X = z] = 1/2*.
Now suppose (¢t + 1)m > k. Denote Dom(y) to be the domain of Ext(-,y). Then
|Dom(y)| < support(X) = 2*. For every s € Dom(y), Pr[Ext(X,y) = s] > 1/2F >
1/20+Dm  We have

|EXt(X, Y) (] Y — U(t+1)m o Y‘
= Pr[Y = y||Ext(X,y) 0y — Us1ym 0 ¥l
Yy

1

= ZPT[Y =y Z (Pr[Ext(X,y) = s] — W)
Y s€Dom(y)
_ - 1
- ZPT[Y =yl |1- Z 9(t+1)m
Y s€Dom(y)
2k:
> ZyPY[Y =yl(1- W)
1
> =
-2
> (t+1)e
It leads to a contradiction. Thus, (t + 1)m < k. O

C Proof of Lemma [5

In this section, we give a formal proof of Lemma

Lemma 5. Suppose we have the following conditions:

— For random variables X (of length n) and W, | X oW — U, o W| < ¢
— Random variable Z of length z is correlated with X and W
— Y is uniformly random and independent of X, W, Z.

Then, if Ext is a (k,e2) average case extractor with output length m where k <
n—z and d < |Y|, we have that

[Ext(X,Y)oY oWoZ —UpoY oWo Z| <2 + €
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Proof. Let X’ be a uniformly random string over {0, 1}" and independent of W
and Y. Then, by condition,

I XoW —-X'oW|<¢

Since Z is correlated with X and W, it can be written as a function of
distribution Z(X,W). Let Z' = Z(X',W). Thus,

I XoWoZ—-X'oWolZ|

1
SN IPHX = W = w, Z = 2]~ Pr[X =, W = w, 2 =]

Taw oz

1
§ZZ|Pr[Z(X,W):z|X:az,W:w}Pr[X:x,W:w]

—Pr[Z(X'\ W) = 2| X' =2,W = w|Pr[X' =2, W = w)|
1
= §Z\Pr[X =z,W =w|] — Pr[X’ :x,W:wHZPr[Z(:ﬂ,w) = 2]

1
:§Z\Pr[X:x,W:w]—Pr[X’:x,W:wH
x,w
=|XoW—-X"oW|
<€

Note that X’ is uniformly random and independent of W. For any W, X'|W
is uniformly random. Since the length of Z’ is z, by lemma Ho(X'|WoZ') >
Ho(X'|W)=z2=mn—2z

By condition, Y is uniformly random and independent of X, X' W, Z Z'.
Thus |XoYoWoZ—X'o0YoWoZ'| < e. Note that Ext(X,Y) is a deterministic
function of X and Y. Then, we have

|Ext(X,Y)oY oWoZ —Ext(X',)Y)oY oWo Z|
<|Ext(X,Y)oXoYoWoZ —Ext(X,Y)oX oY oWoZ|
=|XoYoWoZ—-XoYoWoZ|
<€

Since Ext is a (k, e2) average case extractor, we have that
Ext(X',Y)oY oW oZ —UpoYoWoZ|<e
Recall that Y is independent of X, Z, Z’'. Then
[YoWoZ —YoWoZ|=|WoZ —WoZ|<|X'oWoZ —XoWoZ|<e
Thus

Ext(X,Y)oYoWoZ —-UpoYoWoZ]

34



< Ext(X,Y)oYoWoZ —Ext(X',Y)oYoWoZ'|

+Ext(X,Y)oYoWoZ' —UyuoYoWoZ'|+|UpoYoWoZ —UypoY oWo Z|
<ete+|YoWoZ —YoWoZ|
< 2€1 + €9

D Proof of Theorem

In this section, we give a formal proof of Theorem [7]

Theorem 7. There exists an explicit weak t— correlated-source extractor wcsExt
where k > O(t3(log® n + log®(1/€)) 4+ t2>m) and d = O(log® n +log®(1/e€)), where
m is the output length.

Proof. By Theorem @, suppose wcsExt’ is an average case weak t—correlated-
source extractor with &’ = ¢,t%(log® n +log?(1/€1)), d’ = ca(log® n + log?(1/e1))
and output length m’ = c3(log n+1log(1/€1)). By Theorem [3land Lemma 3] there
exists a (6tm + 2d’, c3(logn + log(1/e2))) average case strong-seeded extractor
Ext; for seed length c3(logn+log(1/e2)) and output length 3tm+d’. (Note that
in Theorem |5, m’ is also a seed length for some strong-seeded extractor. We may
set the constant large enough in the proof of theorem to fit our need here.)

We set k > k' + (t + 1)(6tm + 2d') and d = d' + c3(logn + log(1/e2)). Let
Y = Y1 oYy where |Y1| = c3(logn + log(1/e2)). We first use Y7 to extract
X by using Ext;. Denote X*® = Exty(X,Y7). For tampered source X;, we set
Xf = Eth(Xi, Yi)

By Lemma [2} Hoo (X|X® 0 {X;}_, 0Y]) > Hoo(X) — (t4+1)|X*| — V3| > k',
Note that |Ya| = d’. Let Z® = wesExt/(X,Ys) and ZF = wesExt/ (X, Ya). Since
wcsExt’ is an average case t—correlated source extractor, we have that

1Z° o {Z7 Y1 0Y 0o X o {XPY ) —Uns o{Z}im 0 Y 0 X7 0 {X7}_ )| < &

Still by Theorem [3]and Lemma [3] there exists an average case strong-seeded
extractor Exto for min-entropy 2m, seed length cs(logn +1log(1/e2)) and output
length m.

The final output W = Exto(X*®, Z*%). Denote W; = Exto( X7, Z7).

Note that Hoo(X|Z° 0 {Z5}_ 0Ys) > Hoo(X) — (t+1)m/ —d' > 6tm + 2d'.
Thus

X°0Y 02%0 {Z 1L, — Usimiar oY 0 2% 0 {Z3H_,| < &

Then |XS oY — U3tm+d’ o Yl < €9.

We also have that | X®| — |[WyoWso...oW;oYs| =3tm+d —tm—d > 2m.

Let Z’ be a uniformly random string of length m’ and independent of X,Y".
By Lemma [5 (here X is X*, W is Y, Z is {W/}_,, Y is Z’' and Exts is a
(2m, e5) average case extractor),

[Exta(X5, 2o Z oY o {W | —UynoZ oY o {W7 I _|| < 3eq

7 K2 7
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Recall that

|Z° o {Z Yo oY o X* o (X7} = Z' o {Z]}im oY o X* o {X[}iy| < ea

Since W, {W;}{_, are determined by Z*,{Z$}!_; and X*,{X}!_,, we have
|Z5 o {W, Y oY oW — Z' o {W;}._; oY 0 Exto(X*5,Z')| < €4

Thus [Wo Z5oY o {W;}_, —Exto(X*,Z" Vo Z' oY o {W;}_|| < €.
Therefore

(W o{Witisy oY = Up o {Wiki_ oY
< |Wo W} oY —Exto(X*5,Z") o {W;}i 0 Y|
+Exty(X*, Z') o {Wikioy oY — Uy o {Wilioy 0 Y|
<|WoZso{W;} oY —Exta(X®,Z ) o Z o {W,;}i_, 0 Y|
+HExto (X5, 20 Z o (Wl _1 oY —UpoZ' o {W,;}_, 0Y]
< €1 + 3e9

Let e = e = ¢/5. Then it gives us an explicit construction for weak
t—correlated-source extractor for

k> k' + (t+1)(6tm +2d") = O(t*(log® n + log®(1/e€)) + t>m)
d=d + c3(logn +log(1/e)) = O(log® n + log*(1/e))

E Existence of Correlated Source Extractor

In this section, we give a sufficient and almost optimal condition on the existence
of correlated-source extractor.

E.1 Overview of the Existential Proof

Our existential proof generalizes the result in [DW09]. The similar idea is also
used in [BACD™18] for the existential result of non-malleable extractors. In [DW09],
Dodis et al. gave a sufficient condition for the existence of non-malleable extrac-
tor.

The basic idea is to first fix distinguisher D, support of the source support(X)
and tampering function f. Then compute the probability that a random func-
tion R(-,-) is a non-malleable extractor. Finally, use union bound on all possible
distinguisher, supports of the source and tampering functions to show that a
random function R is a non-malleable extractor with non-zero probability.

The main technique is to construct a directed graph G and match each ran-
dom variable of R(z,y) to a vertex in G. For each edge in G, it connects one
random variable R(z,y) with R(z, f(y)). Then break G into two equal parts
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with no cycle. They showed that if a subgraph G’ has no cycle, then the random
variables have limited correlation. To compute the probability, they use Azuma’s
Inequality. Note that to break G into equal parts, they relied on the property
that each vertex has at most one outgoing edge. And the sizes of those two parts
are also important since the quality of the bound given by Azuma’s Inequality
fully depends on the number of vertices (variables) in each part. It fails when
each vertex has more outgoing edges (more tamperings) since we cannot easily
divide the graph into several disjoint parts with no cycle and guarantee that
each part has enough vertices.

A critical point in our proof is that we show that if the degree of each vertex
in G can be bounded by ¢, then we can divide G into ¢t + 1 disjoint parts such
that in each part, there is no edge between any two of the vertices. Since we
cannot guarantee that each part has enough vertices, we set a threshold u and
apply Azuma’s Inequality for a part only if it has more than u vertices. With a
careful analysis, we give a sufficient (and necessary) condition for the existence of
weak two-source non-malleable extractors and weak correlated-source extractors.
Further, it implies the existence of correlated-source extractors.

E.2 Proof of the Existential Result

We first introduce a new kind of extractors called weak two-source non-malleable
extractor, which generalizes non-malleable extractors and weak correlated source
extractors. Then we give a formal proof on the existence of weak two-source non-
malleable extractor. Finally, we will show that it in fact implies the existence of
correlated source extractor.

One may view weak correlated-source extractor as a dual definition of non-
malleable extractor, where the adversary can tamper the random seed instead of
the source. We may also combine two notions and define weak two-source non-
malleable extractor, where the adversary can tamper the seed and the source
separately. A similar notion called two-source non-malleable extractor also allows
the adversary to tamper each source separately. But in weak two-source non-
malleable extractor, we require the seed to be uniformly random, while in two-
source non-malleable extractor, it only requires that both sources have enough
min-entropy.

Definition 14 (Weak Two-Source t-Non-Malleable Extractor). A func-
tion ssnmExt : {0, 1}" x {0,1}¢ — {0,1}™ is a weak two-source t-non-malleable
extractor for min-entropy k and error € if the following holds: If X is a source
in {0,1}™ with min-entropy k and Ay = (f1,91), A2 = (f2,92), -y At = (ft, 9¢)
are arbitrary 2-split-state tampering functions where f; is defined on {0,1}" —
{0,1}" and g; is defined on {0,1}¢ — {0,1}? such that, for every 1 <i < t, at
least one of f;,g; has no fized points, then

|ssnmExt (X, Uy) o {ssnmExt(A;(X,Uy)) Yo, o Uy
U o {ssnmExt (A; (X, Ug)) ooy o Ug| < €

where U, is independent of Uy and X .
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Now we will prove the existence of weak two-source non-malleable extractor.
Our idea generalize the proof of existence of non-malleable extractor in [DW09]
with some modifications, where the original proof only deal with one tampering
function on the seed. In our model, the adversary can tamper the seed and the
source separately for many times (¢ times).

We have the following theorem.

Theorem 10 (Existence of Weak Two-Source t-Non-Malleable Extrac-
tor). There exists a weak two-source t-non-malleable extractor ssnmExt as long
as

1
k> (t+1)m+ 3log— +2logt+logd+ 10 (14)
€
1
d>310gn+310gg+11 (15)

Proof. We use probabilistic method to show that a random function R is a
weak two-source t-non-malleable extractor with overwhelming probability. By
definition, a random function R : {0,1}" x {0,1}¢ — {0,1}™ is a weak two-
source t-non-malleable extractor, if for any 2-split-state tampering functions
A1, Az, ..., Ay, all distinguisher D : {0,1}¢ x {0,1}™ x ({0,1}™)! — {0,1} and
all (n, k)—source X:

Pr[D(Y, R(X,Y), [R(A;(X,Y)}'_)) = 1]—-Pr[D(Y, U, {R(A;(X,Y))}_)) = 1] < e,

where Y is uniformly random over {0, 1}%.

Since every (n, k) source X is a convex combination of several flat sources
X1, Xa, ..., X;, without loss of generality, we can assume that |support(X)| = 2*
and for any z € support(X), Pr[X =] = 27%.

We first fix some distinguisher D, all tampering functions Ay, As, ..., A; and
the support of X. Denote R to be a random variable distributed uniform and
random over all possible functions R : {0,1}" x {0,1}¢ — {0,1}™.

For each € X and y € {0,1}%, define following random variables (Notice
that R is a random variable):

Left(aa y) = D(l/, R($7 y)7 {R(Az(x7 y))}le)

Right(z, ) = .0, [D(y, = {R(A (e, ) }_)] = 2=z D05 RUAm )Yir)

2m
_ ey Q@
Q = E:cNX,yNY[Q} = %

Note that E, x y~y [Left(x,y)] is a random variable which maps each choice
of R < R to the value

PT[D(Ya R(X’ Y)’ {R(Ai(Xv Y)) 2:1) = 1]
Similarly, E;~ x y~v[Right(z,y)] maps each choice of R <— R to the value
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Thus Q = E,x yoy[Left(z,y)] — Epox yoy [Right(z, y)] maps each choice of
R+ R to

p(R) :==Pr[D(Y, R(X,Y), {R(A(X,Y))}imy) = 1]=Pr[D(Y, Upn, { R(A:(X,Y)) }izy) = 1]
Therefore, we want to upper bound

Pr[Q > ¢] = RErR[p(R) > €]

Consider a directed graph G = (V, E), where each random variable Q(z,y)
corresponds a vertex in G. We have |V| = 2¥+4. For two vertices v = Q(z,y) and
v’ = Q(z’,y'), there is an edge from v’ to v if and only if there exists some A;
such that (2/,y") = A;(z,y). Then each node has exactly ¢ in-degree. Note that
A; has no fix point. Thus there is no self loop in G. We have following lemma.

Lemma 8. For V' CV, assume that for any two vertices vi,vy € V', there is
no edge e = (v1,va) or e = (va,v1) in E. Then for all random variables in V',

denoted by Q1,Qa, ..., Qs where Q; = Q(z;,y;), we have
E[Qi|Ql7 QZa ey Qifl] — 0) E[Ql] =0
foralll <i<s.

Proof. We only need to show that

E[Qi|Q17 Q2a (X3} Qi—17 Qi-‘rla sy QS] = Oa E[Ql] =0

By symmetry, we only need to show that E[Qs|Q1, Qz2,..., Qs—1] = 0 and
E[Qs] = 0. (It is because that we do not stress the order of {Q;} in the
lemma.) Notice that Q; = Q(x;,y;) can be determined by fix R(z;,y;) and
{R(Aj(wi,9:))}5—1- Thus Q1, Qz; ..., Qs—1 are determined when we fix

F={R(z,y)] 3i,j, s.t- (z,y) = (zi,4:) or (z,y) = A;(zi, 4:)}

Note that for any R(z,y) € F, we have either Q(z,y) is some Q; or there
is an edge from Q(z,y) to some Q;. Thus, R(zs,ys) € F. Since R is randomly
chosen from all possible functions, R(zs,ys) is uniformly random even given all
value in F.

Additionally, we fix

S ={R(z,y)| 3], s.t. (z,9) = A;j(2s,ys)}
By fix the values in F |J S, R(zs, ys) is still uniformly random. Note that the only

difference between Left(zs,ys) and Right(xg,ys) is that we change R(zs,ys)
by a uniformly random variable z. Thus we have

EQu|Qu... Q1. F|JS] =0
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Since it is true for all possible assignments of F|JS, we have

E[QS|Q17 ceey stl} = 0

Similarly, it is true for all possible assignments of Q1,Qa, ..., Qs—1. Thus

O

Lemma |8 actually shows that Qq,Q2, ..., Qs forms a martingale. Thus we
may use Azuma’s Inequality to upper bound the probability that >°7_; Q; > s-e.

To get the upper bound of ny Q(z,y) > 2"*de, we are going to divide V'
into several disjoint partitions V1, V5, ..., V,. such that V = U:Zl V;. For each V;,
there is no edge between any vertices v,v’ € V;. Then by lemma [8|and Azuma’s
Inequality, we can get the upper bound for each partition and use the union
bound for all partitions. We have following lemma.

Lemma 9. For any directed graph G = (V, E), such that each v € V has at
most t in-degree and no self-loop, V' can be divided into 2t + 1 disjoint partitions
Vi, Va, ..., Vary1 such that, for each partition Vi, there is no edge between any
vertices v,v’ € V;.

Proof. We prove the lemma by induction on the size of V. When |V| = 1, the
statement trivially holds. Suppose the statement is true for |V| = s — 1. Now
consider the case where |V| = s. Since each vertex has at most t in-degree,
thus |E| < t-|V]| = ts. We use in-deg(v) to represent the in-degree of v, and
use out-deg(v) for out-degree. Define deg(v) = in-deg(v) + out-deg(v). Then
>, deg(v) = 2-|E| < 2ts. By pigeonhole principle, there exists a vertex v* such
that deg(v*) < 2t.

We remove v* and all edges related to v*. Denote the new graph to be
G' = (V',E’). We have |V'| = s — 1 and each v € V' has at most ¢ in-degree
and no self-loop. By induction hypothesis, we can divide V' into 2t + 1 disjoint
partitions Vi, V3, ..., Vor11. Note that there are at most 2t vertices in G which
have edges with v*. Thus there exists one partition V;« such that no vertex
v € V;« has an edge with v*. We can then put v* into Vj«. a

So far, we successfully divide V into 2t 4+ 1 disjoint partitions Vi, ..., Vor 11
such that, in each partition, we can use Azuma’s Inequality to upper bound
the summation of Q(z,y). Note that Q(x,y) is bounded by [—1,1]. For each
partition V;, by Azuma’s Inequality, we have

VL EICE (L) — (A,
j exp (4‘V|) exp 8

=Q;eVi

Note that, the above upper bound becomes useless when |V;]| is small. Thus,
we want to find a suitable threshold u and €. We only use Azuma’s Inequality
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and set ¢ to be € if [V;| > u. For |V;| < u, we know that 3, _q cy, Qj < |Vil
always holds.

Let € = € — ((2t 4+ 1)u)/2*"?. Then in the case that >v—quev; Qi < [Vil€
holds for all V; such that |V;| > u, we have

ZQ@c,y):Z Yoo+ Y Y g

[Vil<uv;=Qj;€V; [Vi|>uv;=Q;€EV;
< (2t+1Du+ |V
= (2t + D)u + 2~
— 2k+d6

Thus Zz,y Q(z,y) > 2F*?¢ only if there exists some i such that one of the
following two conditions holds:

— Vil <wand 37, _q cv, Qs > Vil
- Wiz wand 3, gy, Qi > Vile.
By union bound, we have

Prd Q(z,y) > 2" < Y Pr[ > Q> (Vill+ Y. Pr[ > Q> |Vil€]

Vil<u  v;=QjeV; Vilzu  v;=QjeV;

= > Pl Y Q> V]

Vilzu  v=QiEV;

o -6/2
< Z exp( |V:|3( ))

[Vilzu

_ Z exp( —u~(e’)2)

8
[VilZu

< (2t + 1)exp(L(6,)2)

8
. — ((2t 1 2k+d 2
o1+ Dy A (@ DO/
Let u = 2%;:;) We have
hrd _ok+d3
P 2 2 1 _—
r[xzy:Q(x,y) > el < (2t + )exp(64(2t+1))
Thus,
_ _2k+d63
P 2t +1 _—
Q> ] < (2t + 1) explg )

Now we apply union bound for all possible distinguisher D, tampering func-
tions Aj, A, ..., A; and support(X). Let K = 28D = 2¢ N = 2" M =
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2™, Then there are 20M"" possible distinguishers D : {0,1}¢ x {0,1}™ x
({0,1}™)t — {0,1}. There are (%) possible support(X). For tampering func-
tion A; = (fi,g:), where f; : {0,1}" — {0,1}" and g; : {0,1}¢ — {0,1}¢,
there are NV possible f;s and DP possible g;s. But for f;, we only care the
input z € support(X). Thus, only N¥ f;s make difference. Therefore, there
are NX . DP possible A;. In total, there are (N¥ . DP)* possible tampering
functions.
Thus, by union bound,

Pr[R is not a weak two-source t-non-malleable extractor ssnmExt|
N t+1 —KD€3
S(NE . DDyt oDPMT (9 41 —_—
- <K> ( ) @+ Dexp(Grm )
—KDeé3

< exp(K(1+ lﬂ(%)) +t(KIn(N)+ DIn(D)) + DM In2 4 In(2t + 1) + m)

To show existence, we only need the above probability to be strictly less than
1. It is sufficient to show that

K( -i-ln(%)) + K In(N) < ué{@i)im (16)
tDIn(D) + DM In2 + In(2t + 1) < 12?(21;131) (17)

By theorem 4] we have ¢t < n. One can verify that when
k>(t+1)m+310g%+210gt+10gd—|—10 (18)
d>310gn+310g%+11 (19)
both two requirements are satisfied. a

Note that weak correlated-source extractor is a special kind of weak two-
source non-malleable extractor. We have the following theorem.

Theorem 11 (Existence of Weak Correlated-Source Extractor). There
exists a t-correlated-source extractor wesExt as long as

1
k> (t+1)m+3log—+2logt+logd+ 10 (20)
€
1
d > 3logn +3log - +11 (21)
€
Remark 1. One interesting result we get is that we always need the seed length to
be O(logn), even if there is only one tampered source, no matter what the min-
entropy of the source is. It is not the case in non-malleable extractors. Imagine

that the source is uniformly random and the adversary can only tamper the seed.
Since tampered seeds are different from the original seed, we may directly use
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the source to sample a (¢t + 1)—wise independent hash function (if the source is
uniformly random). Then, we only need the length of seed to be log(t) (to make
sure the tampered seeds are different from the original seed).

It is not hard to show that O(logn) is necessary. By theorem 4} the min-
entropy of the source should not be shorter than (¢+ 1)m. Thus, our result gives
the exact bound for the existence of weak correlated-source extractor and weak
two-source non-malleable extractor.

By setting e(d) = ©(27%) and k(t,m,d) = O(tm+d), it is indeed a correlated
source extractor:

Theorem 2 (Existence of Correlated-Source Extractor). There ezists a
correlated-source extractor csExt as long as

k(t,m,d) = O(tm +d) (1)
e(d) =027 (2)

where m s the length of the output.

E.3 Matching the Optimal Bound for Min-entropy

In this section, we give a simple construction to achieve the optimal bound of
min-entropy for weak correlated-source extractor. However, we need O(tlogn)
bits for random seed. To break the correlation between sources, we want to use
different and uniformly random seed for each source. The construction idea is to
break the seed into ¢+ 1 independent parts. Then, we may use different parts as
the seeds to extract different sources.

To this end, we first use one piece Y7 of the seed Y to generate a short advice
for each source such that with high probability, for any two different sources,
they will have different advice. Then, we use the other part of the seed Y5 to
generate a (t + 1)—wise independent hash function. The hash value of advice
will be the new random seed. It is easy to argue that the new seed is uniformly
random and independent of all sources and Y7. Also, given all tampering results
and all advice, the original source still has enough min-entropy. Finally, we do
extraction on the original source with the new seed.

To generate a (t + 1)—wise independent hash function, we need |Y3| =
O(tlogn). However, the min-entropy requirement for the source is just O(tm +
tlogn) where m is the output length. It is due to that we need the original source
to have enough min-entropy given all advice (O(tlogn) bits) and all tampering
results (O(tm)) bits.

When m > log n, the min-entropy requirement is O(¢m), which is the optimal
bound.

Specifically, we have the following theorem.
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Theorem 12. There exists an explicit weak t— correlated-source extractor wcsExt
where k > O(t(logn +log L + m)) and d = O(t(logn + log 1)). Specifically, for
some constant c,

k > (t+2)m+((c+3)t+6)logn+((c+1)t+3)log%+(2t+6)
d:(c(t+1)+3)logn+(c(t+1)+l)log%+2

Proof. We will use X as the original source and Y as the random seed. Let
X; = A;(X) be the i—th tampering source.

The final error rate comes from three parts, we will use €; = €3 = €3 = ¢/3
to represent the error probability (or distance) in each part.

Step 1: We use the first dy bits of the random seed Y to generate an advice.
Suppose Y =Y o Y, where |Y1| = d;.

We separate X into n/d; parts such that each part is of length d;. Suppose
X =X'oX?0..0X"/%, Construct a polynomial in the field GF(2*):

n/dy o
Fx(n)= Z Xipi~t
i=1

Let adv = F'x (Y1) be the advice of X.

For different sources X and X', Fix(n) and Fx/(n) are different polynomials.
Then, Fx(n) — Fx/(n) is not a constant. It is known that, Fx(n) — Fx/(n) =0
has at most n/d; roots. Since Y7 is uniformly random and independent of sources
X, X', with probability at most n/(d12%), Fx (Y1) = Fx/(Y1).

Let adv; = Fx, (Y1) be the advice of the i—th tampering source. By union
bound, with probability at least 1 — (¢ 4+ 1)n/(d12%), no two sources (include
the original source and the tampering sources ) have the same advice.

Since t < n, let d; = 3logn + log L + 2. Then ¢(t 4+ 1)n/(d:2%) < t(t +
1)n/2% < ¢;. Thus, with probability at least 1 — €1, we can successfully generate
a unique advice for each source.

Step 2: Now, we use Y5 to sample a (¢ + 1)-wise independent hash function.
To this end, separate Ys into ¢ + 1 parts with equal length. Suppose Y, = Y3 o
Y o..oYyTh Foreach 1 <i<t+1, V| =dy/(t+1). Construct a polynomial
in the field GF(24/(t+1) as following:

e S
Gy,(n) = Zanl_l

=1

Note that Y5 is uniformly random and independent of Y7 and all sources
X, X1, ..., X;. Therefore, Y5 is independent of all advice adv,advy,...,adv;. It
is well known that Gy,(n) is a (¢ + 1)—wise independent hash function. Let
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Gy, (adv) be the random seed that we are going to use in the strong-seeded
extractor. Denote S = Gy, (adv) and S; = Gy, (adv;).

Step 3: Finally, we apply a strong-seeded extractor on the original source X
with random seed S generated in the second step. According to Theorem 3] there
exists a strong-seeded extractor Ext for min-entropy 2m, d = c(logn + log %)
and €3, where ¢ is some constant. We set dy = (¢ + 1) - ¢(logn + log £). Let

wesExt(X,Y) = Ext(X, 5) = Ext(X, Gy, (Fx(Y1)))
The total length of the seed is d = dy +dy = (e(t+ 1)+ 3)logn + (c(t +1) +
1)log: +2.

Now, we are going to prove that wesExt(X,Y) is a t—correlated-source ex-
tractor, i.e.,

lwesExt(X,Y)o{wesExt(A;(X),Y)} oY —U,o{wesExt(A;(X),Y)}_joY| <e

To this end, we prove a stronger statement. We will add all advice in the
conditions, i.e.,
lwesExt(X,Y) o {wesExt(A;(X),Y)}_; cadvo {adv;}. ;oY
~U,, 0 {csExt(A;(X),Y)}_ cadvo {adv;}!_;0Y|<e
Let W be the string {wesExt(A;(X),Y)}_; o adv o {adv;}i_; o Y7 (Note

here we only append Y7). Denote W be the distribution of W. Then, the above
statistical distance can be rewritten by

Ew~w(|wesExt(X,Y) o Yo| W — U, o Ya| W|]

We say W is good if and only if all advice adv, advy, ..., adv; are different. In
Step 1, we showed that, with probability at least 1 — €1, all advice are different.
Thus Pr[W is good] > 1 — €;. Otherwise, we say W is bad.

When W is good, since all advice are different, there exists exactly one poly-
nomial with degree at most ¢ in the field GF(2%/(*+1)). And it can be determined
by (adv, S), (advy, S1), ..., (advy, S¢). Thus, we may use S, Sy, ..., Sy instead of Ys.
We may rewrite the statistical distance |[wesExt(X,Y)oYs| W — U, o Ya| W| by

[woSExE(X, V) 0 S 0 (S} | W= Up o S0 {SiH_,| W]
Let S24V(W) be the distribution of {S;}_,|W. Then, it can be written by
E{Si}ﬁzlwsadV(W)[|WCSEXt(Xa Y) © S| Wo {51}221 —Uno S‘ Wo {51}521”

Note that the length of W o {S;}/_; is tm + (t + 1)dy + dy + tdo/(t + 1) =
t(m+ds/(t +1)) + (t + 2)di. According to Lemma (I} we have that

Pr[Hoo (X| Wo{Si}_,) > Hoo(X)—t(m+da/(t+1)) = (t+2)ds —log é] S l—e
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We say W o {S;},_, is good, if and only if W is good and H..(X| W o
1
{Siti1) > Hoo(X) —t(m+da/(t+1)) — (t+2)dy — log - We say Wo {S;}_,
2
is bad otherwise. Now, we prove that, in the case that W o {S;}!_, is good,

lwesExt(X,Y) o S| Wo S}, —UnoS| Wo{S}_i| <es

Note that wesExt(X,Y) = Ext(X, S). Then, we need to prove that |[Ext(X,.S)o
S| Wo{Sitioy = Uno S| Wo{Si}i_i| <es.
It is sufficient to show that

 Ha(X] W o {S}y) > 2m
— Given X, W, {S;}!_;, S is uniformly random.

Note that Hoo(X) > (t+2)m+((c+3)t+6) log n+((c+1)t+3)log L + (2t +6)
and e, = ¢/3. Recall that, we set d; = 3logn+log £+2,ds = c(t+1)(logn+log 1)
Then, the first one holds because, by condition, we have

Hoo(X] W 0 {S:}1) 2 Huo(X) — tm + da/(t + 1) ~ (¢ + 2)d; ~ log — > 2m
2

For the second condition, we want to show that S|X, {wcsExt(X;,Y)}._; o
adv o {adv;}!_; o {S;}!_; is uniformly random. Note that adv,advy,...,adv,
can be computed by X, X1, ..., X; and Y. wesExt(X1,Y), ..., wesExt(Xy,Y) can
be computed by Xi,...,X; and Si,...,S;. Thus, it is sufficient to show that
S|X, Xy, ..., X, Y1,51, ..., S¢ is uniformly random. Note that Y3 is independent
of X, Xy, ..., X and Yy. Then, Y5|X, X1, ..., X4, Y7 is uniformly random.

Since Gy, is a (t + 1)—wise hash function, we have that

Pr[GY'z(FX(}fl)) = Sa GY2(FX1 (Yl)) = Sla ""GYQ(FXt (Yl)) = St| Xa Xl> --'aXtvyl]
— PrGy, (Fx (Y1) = S| X, X1, 00, X2, Vi] Pr[Gy, (Fx, (Y1) = 81, ooy Gy, (Fx, (Y1) = Si| X, X1,

Thus, the second condition holds.

In total,

lwesExt(X,Y) o {wesExt(A;(X),Y)}_; oY — U, o {wesExt(A;(X),Y)}_, oY

=Eww|wcsExt(X,Y) o Ys| W — U,, o Ya| W|
= Y Pr[W]jucsExt(X,Y) o Ya| W — Uy 0 Y| W

W is bad
+ > Pr[WlwesExt(X,Y) o Ya| W — Uy, 0 Yo| W|
W is good
<Pr[Wisbad+ > Pr[W]lwesExt(X,Y)o Ya| W — Uy, 0 Ya| W|
W is good
= Pr[W is bad]
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+ > Pr[W o {S;}_]jwesExt(X,Y) o S| Wo {Si}t_, — UnoS| Wo{Si}_|
W is good but
W oo {S;}_, is bad

+ > Pr[W o {S;}!_,]jwesExt(X,Y) o S| W o {S;}'_| — UpnoS| Wo{Si}._,]|
W oo {S;}._, is good

Pr[W is bad] + Pr[W is good but W o {S;}!_; is bad] + Pr[W o {S;}!_; is good]es
€1 + (1 — 61)62 + (1 — 61)(1 — 62)63
€
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