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Abstract. Lai-Massey scheme is a well-known block cipher structure
which has been used in the design of the ciphers PES, IDEA, WIDEA,
FOX and MESH. Recently, the lightweight block cipher FLY applied
this structure in the construction of a lightweight 8 x 8 S-box from 4 x 4
ones. In the current paper, firstly we investigate the linear, differential
and algebraic properties of the general form of the S-boxes used in FLY,
mathematically. Then, based on this study, a new cipher structure is
proposed which we call generalized Lai-Massey scheme or GLM. We give
upper bounds for the maximum average differential probability (MADP)
and maximum average linear hull (MALH) of GLM and after examina-
tion of impossible differentials and zero-correlations of one round of this
structure, we show that two rounds of GLM do not have any structural
impossible differentials or zero-correlations. As a measure of structural
security, we prove the pseudo-randomness of GLM by the H-coefficient
method.

Keywords: Generalized Lai-Massey Scheme; S-box; Symmetric Cipher;
H-coefficient method; MADP; MALH.

1 Introduction

Feistel scheme is a well-known and widely used structure in symmetric cryp-
tography. Many block ciphers are designed by this scheme; among them are
DES [2], FEAL [9], SKIPJACK [12], KASUMI [5] and SIMON [1]. Feistel scheme
is also used for construction of S-boxes of the symmetric ciphers CS [13], CRYP-
TON [7] and ZUC [14]. For another example, the FI function of the block cipher
MISTY [8] is based upon the Feistel scheme.

The Lai-Massey scheme was used for the first time in 1990 in the design of
PES (Proposed Encryption Standard) [6] by Lai and Massey. After the advent
of linear and differential cryptanalysis, a modified cipher IDEA (International
Data Encryption Algorithm) was designed by Lai, Massey and Murphy in 1991.
Among other ciphers designed after Lai-Massey scheme are WIDEA, FOX [3] and
MESH [11] families of block ciphers. Recently, the designers of the lightweight
block cipher FLY [4] have used a modified version of Lai-Massey structure in
the design of its S-box Littlun.

In this paper, firstly we examine the cryptographic properties of the general
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form of the S-boxes constructed in the FLY block cipher. More precisely, we
give bounds for maximum differential uniformity and linearity of these kinds of
S-boxes, for some cases. Also, in some spacial cases, we give the algebraic degree
of the mentioned S-boxes.

Then, we propose a new structure for symmetric ciphers which we call general-
ized Lai-Massey scheme or GLM for short, and present lower bounds for maxi-
mum average differential probability (MADP) and maximum average linear hull
(MALH) of one round of this structure. Also, we study impossible differentials
and zero-correlations of one and two rounds of GLM. We show that, two rounds
of GLM do not have any structural impossible differentials or zero-correlations.
We prove the pseudo-randomness of the proposed structure by the H-coefficient
method, as a measure of structural security.

According to the upper bounds for MADP and MALH, GLM is comparable to
three rounds of a classic 2-branch Feistel scheme. An advantage of the proposed
scheme over the Feistel structure is that, the first layer in the construction of
GLM could be implemented in parallel, which could render it faster in software
and hardware implementations.

In Section 2, we give the preliminaries for the rest of the paper. Section 3 is de-
voted to the theoretical examinations of the paper. Section 4 is the conclusion.

2 Preliminaries

The finite field with 2™ elements is denoted by Fs» and the n-dimensional linear
space over Iy is represented by 4. For a map f on Fan, it can be shown that
f has a representation (unique up to the choice of the representing irreducible
polynomial)

2m—1

fla) = Z ax’,
i=0
where a; € Fan, 0 <4 < 2™. The algebraic degree of f is defined as

deg(f) = o< BAX wit(i).

Here, wt(i) means the Hamming weight of i. Also, for a map f on Fazs, it is
proved that f has a representation (unique up to the choice of the representing
irreducible polynomial)

f($7y) = Z ai,jxiyj7
0<4,j<2m

where a; j € Fan, 0 <4, j < 2". The algebraic degree of f is also defined as

deg(f) = Ogm_gﬁf;i,j#o(wt(%) +wt(j)).

These two notions of algebraic degree coincide with each other.
Let f:Fon — Faon. For any a # 0,b € Fan, set

D¢(a,b) ={z € Fan : f(z) ® f(z D a)=0b}.



Lai-Massey Scheme Revisited 3

Here, & stands for the XOR operation. The maximum differential uniformity of
f is defined as
Ap = maxa;éo,bDf(aa b).

The table D¢ (a,b) for a,b € F4 is called the differential distribution table (DDT)
of f. Also, for any a,b # 0 € Fan, define

Ly(a,b) = ) (=)&),

T€Fy

Here, - stands for the standard dot product in F%, which is viewed as an n-
dimensional linear space over Fy. The linearity of f is defined as

Af = Max, o ‘Lf(aa b)'

The table L¢(a,b) for a,b € F3 is called the linear approximation table (LAT)
of f.

Let y = F(z, K) with 2,y € F} and K € F}* be a (keyed) mapping. For given
differentials Az, Ay € F%, the average differential probability of F' on (Ax, Ay)
is

1
DPr(Ax, Ay) = oo > PAF(z® Az, K) & F(x,K) = Ay}.
KeFy

The MADP of F is defined as

DP(F) = max DPr(Az, Ay).

Ax#0,Ay

For given masks I, Iy € Y, the average linear hull of F' on (I, I}) is

1
LHp (I, T,) = 5 > 2Pz I =F(x,K) T} — 1.
KeFy

The MALH of F is defined as

LH(F) = maz LHp(Iy, Iy).

Ty, Ty #0

3 Generalized Lai-Massey Scheme (GLM)

In this section, firstly we investigate the general form of S-boxes presented in
the FLY block cipher and give bounds on their maximum differential unifor-
mities as well as their linearities, in some cases. We compute their algebraic
degrees in some special cases. Then, we propose GLM and give lower bounds
on MADP as well as MALH of one round of this structure. We also investi-
gate impossible diffrentials and zero-correlations of GLM. Finally, we prove the
pseudo-randomness of the proposed structure.
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3.1 General form of the S-boxes in FLY

In this subsection, we investigate S-boxes which are constructed based on the
structure of the S-boxes of FLY [4]. Figure 1 is the general form of the Littlun
S-box of the FLY block cipher. Suppose that S;, Sy and S3 are three n x n
S-boxes (maps on F7) such that S; and Sy are bijective. We have:

S(y1,92) = (S1(z1) © S3(S1(z1) © S2(x2)), S2(w2) © S3(S1(71) @ Sa2(2))). (1)

Figure 2 depicts the inverse of this S-box. The direct formula for its inverse
is:

S™Hwy,20) = (S7 (1 ® Sa(y1 ® y2)), S (y2 @ S3(y1 @ y2)))-

In the next lemma, we give a bound for maximum differential uniformity of the
proposed structure, in some cases.

Lemma 1. Suppose that the mazimum differential uniformity of S1, So, S3 and
S are Ay, As, Az and A, respectively. Suppose that the following property holds
for S1 and Ss: there are a,b € FY such that Dg, (a,b) = Ay and Dg,(b,a) = As,
and a similar property holds for Sy and Ss. Then, we have

A Z maX{A1A3, A2A3}
Proof. Put o =a and v = a®b. Consider
Dp((a,0), (v, @) = {(z1, 22)[S (21, 22) & S(21 & o, 22) = (7, )},

S1(z)®S1(z1 D a)=7D a,
S3(S1(w1) © Sa(w2)) @ S3(S1(x1 © @) © S2(22)) = .

Now, considering the first equation, we have x1 € Dg, (a,y ® «). So, we have

(S1(z1) @ Sa(x2)) ® (S1(z1 ® @) ® S2(x2)) = S1(z1) B S1(r1 D) =7 D .
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Put z = S1(x1) ® S2(x2). We have
S3(2) ® S3(2® (v ® ) = a,

which means that

w3 € S5 (S1(21) ® Dy (v ® 6, ).

Since

A > DS((QVO)v (’Y,Oé)),

so, we have

A > {AAs}).
Similarly, we have
A > {A A5}
Thus,
A > max{AlAg, AQAg}.
g

Remark 1. In the following three cases, the conditions of Lemma 1 are satisfied
and we have:

a) If S3 = S, then A > max{A?, A A3}

b) If S3 = S, ', then A > max{A3, A; As}.

c) If S; = Sy and S5 = S; %, then A > A2

-1 -1
S1 Sz
X4 Xy

Fig. 2.

In the next lemma, we give a bound on the linearity of the proposed structure,
in some cases.

Lemma 2. Let the linearities of Sy, Sz, Sz and S be Ay, Az, A3z and A, re-
spectively. Suppose that the following criterion holds for S; and Ss: there are
a,b € Fy such that Lg, (a,b) = Ay and Lg,(a,b) = Ag. Further, a similar crite-
rion holds for S and S3. Then

A > mam{/ll/lg, /12/13}.
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Proof. Supposing that a = o and v = a @ b, we have

Ls((,0), (v,a)| =] Y (1) oG0Sty
(z,y)€(F3)?
= | Z (—1)@ =@ 51(2) @7 55 (2)Da-5a(y) Do s (2)|

(z,y)e(Fy)?

=| Z ((_1)a-w@(a®w)-31(w) Z (_1)11-2@(&%)-33(2)”

z€Fy yelrz
= | D7 (~1) e S gy
z€Fp
:<A3|j£:(_q)aw®(a@vwsdw”
z€Fp
= M1 43,

where z = S1(z) @ S2(y). Now, since A > |Lg((e,0), (v, )|, so A > A1 As.
Similarly, A > A3 As. So,

A Z max{/ll/lg, /12/13}.
|

Remark 2. In the case that S; = Sy = S3, the conditions of Lemma 2 are
satisfied and we have A > A3.

In the two following lemmas, we determine the algebraic degree of the pro-
posed S-boxes in some special cases.

Lemma 3. In the case that Sy(z) = So(x) = S3(x) = 271 = 22" =2 on Fan, we
have deg(S) > n+ 1.

Proof. Consider the left output argument of (1). Note that for simplicity, we set
1 =x and xo = y:

S1(z) @ S3(S1(z) @ Sa(y)) =2 2@ (a¥ Fey? 2)F 2

_ I2”72 @ (m2”72)2"72 @ (:C2"72)2"74(y2"72)2 o

Here, we have used the well-known binomial expansion formula. Consider the
monomial (2" ~2)%"~4(y2"=2)2. Since

(2" —2)(2" —4) =3 mod (2" — 1),

2(2" —2)=2" -3 mod (2" — 1),

and
wt(3) =2, wt(2"-3)=n-—1,

we have wt(3) + wt(2™ — 3) = n + 1; which means that deg(S) >n+ 1. O
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Lemma 4. In the case that S1(x) = So(z) = 271 and S3(x) = 23 on Fan, we
have deg(S) > 2n — 2.

Proof. Without loss of generality, consider the left output argument of (1):
Si(x) ® S3(S1(x) @ Sa(y)) = 2 2@ (2" 2@ y¥' 723

2" 2 2" 4 2™ 4 2" _3 2™ -2 2" -2 2™ -3
= dx Dy b x Y D Y .

Since
wt(2" = 3) + wt(2" — 2) = 2n — 2,

so, we have deg(S) > 2n — 2. O
Remark 3. The proposed structure could be compared with three rounds of a
2-branch Feistel scheme with relevant parameters. Obviously, the resources are

the same, but our proposed structure could be parallelized in the computation
of S1 and Sy, which culminates in a lower latency, as stated in [4].

Example 1. Set Si(z) = Sa(z) = 7! and S3(x) = 23 on Fau, defined by the
irreducible polynomial z#+z+ 1. It is well-known that Ag, = Ag, =4, Ag, = 2,
and Ag, = Ag, = Ag, = 8. By programming, we see that

AS = 16, AS = 64, deg(S) = 6.

@ B
f,
K
p | p+y+o
-
y+4
Pty
6{9—67
14 5
Fig. 3.

3.2 Generalized Lai-Massey Scheme

Here, we propose GLM for the use in symmetric cryptography. As stated before,
this structure resembles the structure of the S-boxes used in the FLY block
cipher. Note that, we could use this structure either as Figure 4 or Figure 5.
One can check that, a relevant form of the following theorems could be proved
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for both of them; but, we use the structure in Figure 6, for simplicity. Of course,
it is not hard to see that it suffices to prove the theorems for Figure 6, due to
the fact that K; and K5 play the role of randomizers between different rounds
of GLM and could be omitted, without loss of generality. So, in the rest of the
paper, we consider Figure 6.

o) s

Fig. 4.
K9 K,
s
K3
Y, N

Fig. 5.

Lemma 5. According to Figure 3, we have:

a) The differential pattern (a,0) — (v, 0) is an impossible differential unless f3
is not a permutation, in which DP(F) < Dy, Dy,.

b) Similarly, the differential pattern (0,5) — (0,9) is either an impossible dif-
ferential or we have DP(F) < Dy, Dy,.

¢) For the differential patterns (a,0) — (v,0) and (0,5) — (v,9), we have
DP(F) <Dy, Dy, and DP(F) < Dy, Dy,, respectively.

d) The differential patterns («,0) — (v,7) and (0,8) — (8,6) are impossible
differentials.
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e) For the differential pattern (o, B) — (7y,7), we have DP(F) < Dy, Dy,.

Here, Dy, = 55, 1<i <3.

Proof. a) According to Figure 3, we have § = § = 0 and p = v, which culminates
in the differential patterns a — v for fi and v — 0 for fs. Obviously, if f5 is a
permutation, we have a contradiction which means that the corresponding pattern
s an impossible differential. Now, suppose that f3 is not a permutation: we have

PAF((z,y) ® (,0), K) © F((z,y), K) = (7,0)}

= PAF((z ® a,y), K) & F((2,9), K) = (0,6)}.
It follows that:

filz)® filz®a) =1 (2)

{fl(x) ® f3(f1(2) ® faly) © K) & f3(f1(2 ® ) & foly) & K) =0,
From the second equation of (2), we have the differential pattern o — ~y for fi.
Replacing this equation in the first equation of (2), we get f5(t) ® f3(t®~vy) =0,
where t = f1(z) D fa(y) ® K, which culminates in the pattern v — 0 for f3. Note
that, here, the random key K provides the independence of variables. Therefore,
we have

DP(F) < Dy, Dy,.

b) Similar to Case a.

¢) Similar to Case a.

d) Consider the pattern (o,0) — (v,7). According to Figure 3, we have 8 =0,
which means that p ® v ® § = 0. Since v = §, we have p = 0, which is a
contradiction. The proof of impossibility of the differential pattern (0, 8) — (6,9)
is similar.

e) According to Figure 3, we have the patterns o — p and 8 — p for f1 and fo,
respectively. Also, we have v = §. Now, similar to Case a, we have

DP(F) < Dy, Dy,.
0

Using Lemma 5, we prove the following theorem. This theorem provides a lower
bound for MADP of GLM.

Theorem 1. Suppose that f1 and fo are invertible maps and f3 is an arbitrary
map on Fon. Let DP(F) be the MADP of GLM. In this case, we have

DP(F) < min{Dy, Dy,, Dy, Dy, Dy, Dy, }-
Proof. For any fired K € Fan, we have

AF (A$7 Ay)
22n

Po{F(z® Az, K) @ F(x,K) = Ay)} =
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According to the definition of DP(F), it suffices to show that for every K € Fan,
PAF(z & Az, K) ® F(z, K) = Ay)} < min{Df1Df27Dflpfsvpfzpfs}'

On the other hand, by Figure 3, we have

Ap(Az, A
PA{F(z® Az, K)® F(x,K) = Ay)} = %
1
= 5on > An(p)AnBp+y+0)Ag(y+6,p+7).
pEFan

Here, Az = (a, ) and Ay = (v, 9). Note that, in the above equation, we use the
fact that K plays the role of a randomizer and we can use the independence of
variables. Since Y . Ap(B,x) =2". So

> AnBipt+y+6)=2"
pEFan

Therefore,

Z Afl(avp)Af2(67p+7+5)Af3(7+57p""_r}/) SAflAfs Z sz(ﬁ7p+7+6)
pEFan pEFon

< QnAflAf?,'

Similarly, it is proved that

> Ap(p)AnBip+y+0)An(v+0,p+7) <2"Ap Ay,
p€EFan

and

> Ap(ep)Ap(Bp+v+0)Ag(v+6,p+7) < 2"Ap, Ay,
pEFon

Now, by Lemma 5 (refrain from the impossible differentials) we have

DP(F) < min{Dy, Dy,, Dy, Dy,, Dy, Dy, }. O
Corollary 1. In Theorem 1, if fi = fo = fs = f, then DP(F) < D%.
Corollary 2. The differential patterns («,0) = (v,v) and (0,8) — (4,6) are

impossible differentials for GLM. In the case that f3 is a permutation, the pat-
terns (o, 0) = (v,0) and (0, 8) — (0,0) are also impossible differentials.

Corollary 3. According to Corollary 2, it is simply proved that two rounds of
GLM do not have any (structural) impossible differentials.

The proof of next lemma is similar to Lemma 5.
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Fig. 6.

Lemma 6. We have:
a) The linear pattern (a,0) — (v,0) is a zero-correlation unless f5 is not a

permutation, in which
LP(F) < Cy,Cy,.

b) Similarly, the linear pattern (0,8) — (0,9) is a zero-correlation unless f3 is
not a permutation, in which

LP(F) < Cy,Cy,.

¢) For the linear patterns (o, 0) — (v,6) and (0,8) — (v,9), we have LP(F) <
Cr,Cy, and LP(F) < Cy,Cy,, respectively.

d) The linear patterns (o,0) — (,v) and (0,8) — (d,0) are zero-correlations.
e) For the linear pattern (o, 5) — (7,7), we have LP(F) < Cy,Cy,.

The proof of the next theorem is done in the same manner as Theorem 1.

Theorem 2. Suppose that fi and fo are permutations and fs is an arbitrary
map on Fon. Let LH(F') is the MALH of GLM. In this case, we have

LH(F) < min{Cy,Cy,,Cf,Cy,,Cs,Cr, }-

Corollary 4. The linear patterns (a,0) — (v,7) and (0,8) — (8,6) are zero-
correlations for GLM. In the case that fs is a permutation, the patterns (a,0) —
(v,0) and (0,58) — (0,0) are also zero-correlations.

Corollary 5. Lemma 6 shows that, two rounds of GLM do not have (structural)
zero-correlations.

Remark 4. As we stated in Remark 3 and according to Theorem 1 and Theo-
rem 2, GLM could be compared with a three-round (two-branch classic) Feistel
scheme: On one hand, the provable security of both of them has similar results
and both of them need the same resources. On the other hand, the first layer
in GLM could be parallely implemented; which is an important advantage in
hardware and/or software implementations.
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3.3 Pseudo-Randomness of GLM

In this subsection, we prove the pseudo-randomness of GLM. Firstly, we give
some notations and facts which are used to prove the pseudo-randomness of
GLM. The following theorem is proved in [10].

Theorem 3. Let N and q be natural and o and 5 be real numbers, with o, B > 0.
Let E be a subset of F5' 9 such that |E| > (1 — 8)2N9. If
(1) For all sequences a;, 1 < i < q, of pairwise distinct elements of FY and for
all sequences b;, 1 <i<gq , of E, we have
K|

H > QTq(l - Oé),
Then,
(2) For every CPA with q chosen plaintexts, we have: Adv®F4 < a + B.

Here, CPA stands for chosen plaintext attack and Adv®F4 is the advantage of
a random distinguisher with ¢, CPA queries (cf Definition 1.3 [10]). In the next
theorem, we prove the pseudo-randomness of GLM.

Theorem 4. Let q be a natural number and (L;, R;) and (S;,T;), 1 <i <gq, be
distinct inputs and outputs of GLM, respectively. Then, there are H number of
3-tuples of (f1, fa, f3) such that fi and fo are random permutations and f5 is a
random mapping on Fy and

J1(Li) @ f3(f1(Ls) © fa(Ry)) = Si, 3)
J2(Ri) @ f3(fi(Lsi) @ f2(R;)) = T;.

where, 1 < i < q, and

N

H>

| Fn | P (1- q(q — 1))
22nq 1n+1

Proof. Fiz1<1i<j<gq. We distinguish two cases:
a) L; = L;: which means that R; # R;. In this case, there are at most 2"1(2"—1)!
permutations f1 and fo such that

fi(Li) @ fa(Ri) = fi(L;) @ f2(Ry).

b) L; # Lj: in this case, either R; = R; whose proof is similar to Case a, or
R; # Rj, in which we have at most (2™ — 1)!2 permutations f1 and fa such that

Ji(Li) ® f2(Ri) = fi(L;) © f2(R;).

Therefore, in both cases there are at most 2™!(2"™ — 1)!q(q;1) permutations fi and
fa such that for some (i,7), 1 <i< j <gq, we have

fi(Li) @ fa(Ri) = fi(L;) @ f2(Ry).

So, there are at least 2™1% — 2™1(2" — 1)!@ permutations fi and fo such that
the values of f1(L;) ® f2(R;) are not equal to f1(L;) & f2(R;), for some (i,7),
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1<i<j<q.

For fired 1 < i < ¢ and every f1 and fa satisfying (3), there are at least 2;%
mappings fs for which (3) holds. Thus, we have at least 222—,1 mappings f3 sat-
isfying (3), for every 1 <i < q. Therefore,

|q(q _ 1) ) 2n2"
: 2 922nq

H > (2"?% —2™1(2" — 1)

_ e qlg—1)

22nq - 2n+1 )
_ ‘Fn||Pn|2 Q(qf]-)
- 92nq ( o on+1 )D

Theorem 4 proves the pseudo-randomness of GLM against chosen plaintext
attacks (security against CPA). By Theorem 4, the proof of next corollary is
straightforward.

Corollary 6. For every CPA with q queries, we have

2
Adv©PA < g—n

4 Conclusion

In this paper, based upon the S-box proposed in the Fly cipher, we study the
cryptographic properties of S-boxes constructed via this structure. Then, we
propose a new cipher structure (GLM) and investigate MADP and MALH of
the proposed structure. We present impossible differentials and zero-correlations
for one round of this structure and prove that there are no structural impossible
differentials and zero-correlations for two rounds of GLM. Finally, we prove the
pseudo-randomness of GLM.

Regarding the upper bounds for MADP and MALH, GLM is comparable to
three rounds of a classic Feistel scheme. An advantage of our proposed structure
over the Feistel scheme is that the first layer of GLM could be implemented in
parallel, which is faster in software and hardware implementations.
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