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Abstract: Viktoria hash is a compression function that generates a set
of 512 bits from an arbitrary size input (limit of 2**°-1 bytes). This hash
function contains some internal routines clearly inspired by AES and
RC4 symmetric algorithms [14]. The new paradigm presents two major
innovations: a fast preprocessing that initiates an internal state of 256!>
permutations and a post-processing that guarantees a minimum number
of executed rounds of 2. The pre-processing allows to differentiate
very similar messages in the first runs of the algorithm. In the post-
processing we have a safety barrier provided by a large number of
rounds through a different structure of the main processing. The
Viktoria algorithm seems to inaugurate a new design model in the
construction of robust hash functions for some reasons, among them
we highlight: the customization of the internal state according to each
message, the elegance and efficiency of its main function and also a
supposed high margin of safety provided by its post-processing
function. Viktoria hash can also process bit oriented messages (whose
last byte size is not complete) and generate larger hashes (1024, 1536,
2048 or larger) always as multiples of 512.

Key words: viktoria, compression function, collision, hash function,
irreversible function, digital mapping of a message.

1. INTRODUCTION

With the increasing advent of electronic transactions, it is necessary to have alternatives of hash
functions that allow the generation of reliable summaries of a document, guarantee the confirmation of
knowledge between two or more parties, allow the derivation of keys and the generation of pseudo-random
numbers [1].

The advancement of computer technology and cryptoanalytic attacks makes it essential to search for
constant innovations in this segment of cryptography. Weaknesses are regularly discovered in the better
known hash function classes such as MD5 and SHA-1 [2][3].

With this modest work we present a new hash function: Viktoria. It is based on the structure of Merkle-
Damgard [5][8] but has two extra functions at the end of the algorithm processing, plus a pre-reading of the
message before the main processing which helps to differentiate similar inputs quickly. Viktoria has a very
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large internal state so it can behave like a pseudo-random number generator with a maximum period of 256!>
* 2512 something around 9,86 * 10",

In part 2 we present in detail the Viktoria hash function starting with a more general description and
then moving on to the more detailed functions. In this part we present the whole logic of the algorithm
highlighting its most important parts.

In part 3 we present a justification for the design of the Viktoria hash function (more precise for the
mixword function). It is clear from that description why we choose the internal structure this way. The
mixword function works by dividing the whole block (512 bits) into 4 sub blocks of 128 bits and uses 3 of
the 4 sub blocks to change the other sub-block. This way a high data diffusion is guaranteed in each round.

In part 4 we present a logical rationale and some tests to justify the design of the three main functions
of the algorithm. In this part we present the read_block() function that uses an intelligent mechanism to read
the bytes of the message. They are read not as they are but are translated through a dynamic Sbox. We also
present the diffusion mechanism of the mixword function validated by statistical tests. Finally we present the
permutation_block() function that works with dynamic Pbox's (permutation boxes).

In part 5 some statistical tests are made using the Dieharder battery test tool. These tests try to prove
that the outputs of the Viktoria hash function behave in a pseudo-random way. Reduced versions of the
algorithm (with a minimum number of rounds) and the full version have been tested.

In part 6 of this work we compared the Viktoria algorithm with the SHA2-512 and SHA3-512 hash
functions. The first comparison refers to the diffusion of bits in the three algorithms using the hashes of all
possible 16-bit messages. The second comparison is based on a test to check the resistance to differential
cryptoanalysis in the three algorithms. The XOR operations between the hashes of 16384 very similar files
are analyzed. And the last comparison refers to the performance of the three algorithms.

In part 7 we present a brief description of how to compile the Viktoria algorithm and how to use it.
This part shows the parameters that can be used to extract the hash from files and how to use Viktoria hash to
process bit oriented files (with incomplete byte at the end of the file).

The conclusion reaffirms what was verified in the tests performed to verify the effectiveness of the
Viktoria hash function. Finally we present in Annex XIX the complete source code in C language (optimized
but not in its entirety).

2. DESCRIPTION OF THE ALGORITHM
The Viktoria hash algorithm works with three phases of message processing:

a) Pre-processing: at this stage the internal states of two 256-byte exchange tablesl are
exchanged according to the content of the entire message. It is important to note here that these
internal states of the algorithm fully affect the reading and processing of the file data so that
very similar messages are differentiated more quickly. In addition, the message size
management mechanism generates a header that is processed with the mixword() function
before reading data from the file. There is also a mechanism to fill the initial block when the
message size is not a multiple of 64 and a special control to handle binary messages not byte
oriented.

b) Central processing: is executed by three distinct functions: read_block(), mixword() and
permutation_block(). These functions read 64 bytes of the message, process the contents of this
block in 16 rounds and permute bytes of the whole block, respectively. Each block read from the
file passes through a different Sbox! and at the end a different permutation is performed over the
64 bytes of the block.

c) Post-processing: this step performs an operation called mixword_final() and a final hash
calculation function. The mixword_final() function is similar but more complex than the
mixword() function and does not have a certain number of runs to perform the processing. The
finalize() function sets the intermediate hash to the final 512-bit output. If required Viktoria
hash can generate varied hash sizes with 1024, 1536, 2048 or larger, always as multiples of 512.

Graphically we can represent the entire Viktoria function in the following diagram:

1 Non-linear and dynamic replacement box.



1. Pre-processing 2. Main processing
a) Read 64 bytes of the message according to
»| table T1.

b) Process the whole block in 16 rounds.

c) Interchange the block according to tables T1
and T2.

a) Create and initialize the swap tables
(internal state).

b) Create file header.

c) Create null byte control.

v

3. Post-processing

(a) Execution of block processing with a
minimum number of 2" rounds.
b) Execution of the hash completion function.

512 BIT HASH OUTPUT <

Chart 1

The Viktoria function has a very simple macro structure. First we create the interchange tables T1 and
T2 (see Annex I). Then we initialize the swap tables according to the content of the message (see Annex II).
Then we form the header of the file and check data regarding its size (the process is described in Annex III).
At this point the pre-processing is finished and the message is prepared to be processed and generate the hash
value.

2.1 The main algorithm

Viktoria hash has a core of 3 functions that together form the heart of the algorithm. At the end of
processing a special routine is performed.

ALGORITHM 1
From beginning to end of the file

{

read_block()
mixword()
permutation_block()

}

mixword_final()

finalizes()

2.2 Read_block() function

The read_block() function reads 64 bytes of the input message from table T1 and makes an XOR
operation with the result of processing the previous block.

ALGORITHM 2

0 to 64 do:
BLOCK][ct] = T1[read_block[ct]] XOR BLOCK]ct]

2.3 Mixword function()

The mixword() function is the heart of the Viktoria algorithm. The processing of this function can be
better understood through a graphical schema. The data block read from the file has 64 bytes and can be
represented as follows:



SUB-BLOCK A SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D
Current TO0 (without SBOX) T1 T2

1 2 3 16 | 17 | 18 | 19 | 32 | 33 | 34 | 35 | 48 | 49 | 50 | 51
5 6 7 20 | 21 | 22 | 23 | 36 | 37 | 38 | 39 | 52 | 53 | 54 | 55
9 10 11 | 24 | 25 | 26 | 27 | 40 | 41 | 42 | 43 | 56 | 57 | 58 | 59

12 13 14 15 28 29 30 31 44 45 46 47 60 61 62 63
Table 1

[c=R B N fan]

These 64 bytes divided into these 4 sub-blocks were read from the message. However they do not
exactly represent the bytes of the message. These same bytes were changed by the T1 table that is working in
the read_block() function as a SBOX?2. The logic of the first operation of the mixword() function is to use the
sub blocks B, C, and D to change the sub-block. A. Then the sub blocks are rotated left in the next round of
the mixword() function. This function works with 16 rounds, changing each block 4 times.

Each sub-block has 16 bytes and they will be identified individually by a hexadecimal number
according to graph 3. First we will form 4 words of 32 bits as follows:

SUB-BLOCK A SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D
0 1 2 3 0 1 2 3 0 1 2 3 0 1 2 3
4 5 6 7 4 5 6 7 4 5 6 7 4 5 6 7
8 9 A B 8 9 A B 8 9 A B 8 9 A B
C D E F C D E F C D E F C D E F
Table 2

word[0] = Ao * 256% + A4 * 2562 + Ag * 256! + Ac * 256°
word[1] = A1 * 2563 + As * 2562 + Ag * 256! + Ap * 256°
word[2] = Az * 2563 + Ag * 256% + Aa * 2561 + Ag * 256°
word[3] = A3 * 2563 + A7 * 2562 + Ap * 256! + Ar * 256°

We will use sub-blocks B, C and D to change sub-block A. Each word represents a column of sub-
block A. These values are used when the number of the processing lap in module 4 is zero. This way we start
with the first value of each column. If it were equal to 1 the word[0] would be equal to A4 * 2563 + Ag * 2562
+Ac * 256! + Ag * 2569. If the result of module 4 was equal to 2 the word[0] would be equal to Ag * 2563 +
Ac * 2562 + Ag * 256! + A4 * 256°. If the result of module 4 were equal to 3 the word[0] would equal Ac *
2563 + Ao * 256% + A4 * 256! + Ag * 256°. The same applies, analogously, to the other words.

2.3.1 Adding the elements of sub-block B
First let's do a XOR operation with the 4 words and all 16 elements of sub-block B:
word[0] = word[0] XOR (Bo * 2563 + Bs * 256% + Ba * 256! + Br * 256°)
word[1] = word[1] XOR (B * 256° + Bs * 2562 + Bg * 256! + B¢ * 256°)
word[2] = word[2] XOR (B2 * 2562 + By * 2562 + Bg * 256! + Bp * 256°)
word[3] = word[3] XOR (B3 * 2563 + B4 * 2562 + Bg * 256! + Bg * 256°)

We can graphically represent this operation in relation to sub-block B in this way:

Word 0

2 A SBOX is a non-linear replacement box. It is similar to the substitution box used by the AES algorithm but the T1 table is dynamic, that is, it
changes over the time of the algorithm processing.



Note that each word is modified by parts of each of the 4 words in sub-block B.
2.3.2 Adding the elements of sub-block C

The next operation is a sum of each of these 4 words with others formed by the elements of sub-block
C, only this time not a byte of the sub-block, but the mapping of this byte in table T1 that here works as a
SBOX.

word[0] = word[0] + (T1[Co] * 256 + T1[Cs] * 2562 + T1[Cg] * 256! + T1[Cg] * 256°) MOD 232
word[1] = word[1] + (T1[C:] * 2563 + T1[C7] * 2562 + T1[Co] * 256! + T1[CF] * 256°) MOD 23
word[2] = word[2] + (T1[Cz2] * 2563 + T1[C4] * 2562 + T1[Ca] * 256! + T1[Cc] * 256°) MOD 23
word[3] = word[3] + (T1[C3] * 2563 + T1[Cs] * 2562 + T1[Cgs] * 256 + T1[Cp] * 256°) MOD 232

We represent it graphically this way:

Word 3
3 3 0 1 2 3
7 7 4 5 6
B B[l 8| 9| A
F F | c BB E | F

2.3.3 Adding the elements of sub-block D

Finally we have the interaction with sub-block D through an operation with an element of this sub-
block mapped in vector T2:

word[0] = word[0] XOR (T2[Do] * 256% + T2[D7] * 2562 + T2[Da] * 256! + T2[Dp] * 256°)
word[1] = word[1] XOR (T2[D1] * 2563 + T2[D4] * 2562 + T2[Dg] * 256! + T2[Dg] * 256°)
word[2] = word[2] XOR (T2[D2] * 256 + T2[Ds] * 2562 + T2[Dg] * 256! + T2[Dr] * 256°)
word[3] = word[3] XOR (T2[Ds] * 256% + T2[D¢] * 256% + T2[Do] * 256! + T2[Dc] * 256°)

Graphically this operation can be represented as such:

Word 0 Word 1

This part of the algorithm was inspired by the shiftRow() function of the AES algorithm. The
difference is that here we work with a block of 512 bits divided into 4 parts. The sub blocks B, C and D are
used to modify the sub-block. A. Each of these sub blocks has 128 bits, totaling a block of 512 bits.

2.3.4 Modifying T1 and T2 tables

Table T1 is dynamic. At this point 16 of its elements will be changed of position. The data used to
change this vector comes from sub-block D. Table T2 is also dynamic. The data used to change this vector
comes from sub-block C. The changes are made in a simple way through the following operations.

Changes to the interchange table T1:

ALGORITHM 3

TMP = T1[T2[BLOCKI[48]]]
T1[T2[BLOCKI[48]]] = T1[T2[BLOCKI[55]]]
T1[T2[BLOCK]I55]]] = T1[T2[BLOCKI58]]]
T1[T2[BLOCK]I58]]] = T1[T2[BLOCKI61]]]




T1[T2[BLOCK]I61]]] = T1[T2[BLOCKI49]]]
T1[T2[BLOCK]I49]]] = T1[T2[BLOCK]I52]]]
T1[T2[BLOCK]I52]]] = T1[T2[BLOCKI59]]]
T1[T2[BLOCK]I59]1] = T1[T2[BLOCK]I62]]]
T1[T2[BLOCK]I62]]] = T1[T2[BLOCKI50]]]
T1[T2[BLOCK]I50]]] = T1[T2[BLOCKI53]]]
T1[T2[BLOCK]I53]]] = T1[T2[BLOCKI56]]]
T1[T2[BLOCK]I56]]] = T1[T2[BLOCKI63]]]
T1[T2[BLOCK]I63]]] = T1[T2[BLOCK]I51]]]
T1[T2[BLOCK]I51]]] = T1[T2[BLOCKI54]]]
T1[T2[BLOCK]I54]]] = T1[T2[BLOCKI57]]]
T1[T2[BLOCK]I57]]] = T1[T2[BLOCK]I60]]]
T1[T2[BLOCKI[60]]] = TMP

Changes to the T2 exchange table:

ALGORITHM 4

TMP = T2[T1[BLOCK][32]]]

T2[T1[BLOCK]I32]]] = T2[T1[BLOCKI38]]]
T2[T1[BLOCK]I38]]] = T2[T1[BLOCKI40]]]
T2[T1[BLOCK]I40]]] = T2[T1[BLOCK]I46]]]
T2[T1[BLOCK]I46]]] = T2[T1[BLOCKI33]1]]
T2[T1[BLOCK]I33]]] = T2[T1[BLOCKI39]]]
T2[T1[BLOCK]I39]1] = T2[T1[BLOCK]I41]]]
T2[T1[BLOCK]I41]]] = T2[T1[BLOCKI47]]]
T2[T1[BLOCK]I47]]] = T2[T1[BLOCKI34]]]
T2[T1[BLOCK]I34]]] = T2[T1[BLOCKI36]]]
T2[T1[BLOCK]I36]]] = T2[T1[BLOCKI42]]]
T2[T1[BLOCK]I42]]] = T2[T1[BLOCK]I44]]]
T2[T1[BLOCK]I44]]] = T2[T1[BLOCKI35]]]
T2[T1[BLOCK]I35]1] = T2[T1[BLOCKI37]]]
T2[T1[BLOCK]I37]]] = T2[T1[BLOCK]I43]]]
T2[T1[BLOCK]I43]]] = T2[T1[BLOCKI45]]]
T2[T1[BLOCKI45]]] = TMP

Note that in both cases 16 elements of the swap tables are changed for each round of the mixword()
function. The block indexes are fixed but as they are indexed by table T1 or table T2 they vary in time
according to the contents of the sub blocks D and C, respectively, for table T1 and table T2.

2.3.5 Mixing the basic words

After generating the words we use bit rotation operations ROTL32 (bit rotation to the left), XOR,
ADD and NOT to generate new words. The process will be done as follows:

ALGORITHM 5

word[0] = word[0] XOR (ROTL32(NOT(word[1]),13) XOR ROTL32(word[2],3)) + ROTL32(NOT(word[3]),27);
word[1] = word[1] + (ROTL32(word[0],14) XOR ROTL32(NOT(word[2]),11)) + ROTL32(word[3],26);

word[2] = word[2] XOR (ROTL32(NOT(word[0]),9) XOR ROTL32(word[1],20)) + ROTL32(NOT(word[3]),28);
word[3] = word[3] + (ROTL32(word[0],17) XOR ROTL32(NOT(word[1],2)) + ROTL32(word[2],1);

word[0] = word[0] XOR (ROTL32(NOT(word[1]),25) XOR ROTL32(word[2],7)) + ROTL32(NOT(word[3]),18);
word[1] = word[1] + (ROTL32(word[0],10) XOR ROTL32(NOT(word[2]),8)) + ROTL32(word[3],23);

word[2] = word[2] XOR (ROTL32(NOT(word[0]),15) XOR ROTL32(word[1],31)) + ROTL32(NOT(word[3]),29);
word[3] = word[3] + (ROTL32(word[0],30) XOR ROTL32(NOT(word[1]),16)) + ROTL32(word[2],21);

word[0] = word[0] XOR (ROTL32(NOT(word[1]),19) XOR ROTL32(word[2],24)) + ROTL32(NOT(word[3]),12);
word[1] = word[1] + (ROTL32(word[0],22) XOR ROTL32(NOT(word[2]),4)) + ROTL32(word[3],6);

word[2] = word[2] XOR (ROTL32(NOT(word[0]),5) XOR ROTL32(word[1],8)) + ROTL32(NOT(word[3]),13);
word[3] = word[3] + (ROTL32(word[0]),14) XOR ROTL32(NOT(word[1]),24)) + ROTL32(word[2],20);




This process causes a diffusion of sub-block A with itself. The words are rotated in several bits to the
left. In addition, the words are exchanged in the final step preparing for the last step of the round which
consists of converting the words again into bytes. These bytes will make up sub-block D to be processed by
the next round of the mixword() function.

2.3.6 Block rotation

The sub blocks are in positions A, B, C and D. After rotation they'll be at positions B, C, D and A. See
the pseudo code

ALGORITHM 6

For ct from 1 to 48 do:
BLOCK]ct] = BLOCK][ct+16]

position = 0

for ct from O to 3 do:

{

tmp = words[ct]

tmp1 = tmp DIV 65536

tmp2 = tmp MOD 65536

t1 = tmpl DIV 256

t2 = tmp1 MOD 256

t3 = tmp2 DIV 256

t4 = tmp2 MOD 256

If (ct MOD 2 == 0)
BLOCK]48 + position] = T1[(t1+ position) MOD 256]
BLOCK]49 + position] = T1[(t2+ position+1) MOD 256]
BLOCK]I50 + position] = T1[(t3+ position+2) MOD 256]
BLOCK]51 + position] = T1[(t4+ position+3) MOD 256]

if not
BLOCK]48 + position] = T2[(t1+ position) MOD 256]
BLOCK][49 + position] = T2[(t2+ position+1) MOD 256]
BLOCK][50 + position] = T2[(t3+ position+2) MOD 256]
BLOCK]I51 + position] = T2[(t4+ position+3) MOD 256]

position = position + 4

}

Note that in this case the BLOCK vector represents all 64 bytes which are divided into 4 equal parts
representing the sub blocks A, B, C and D. The complete mixword() routine is repeated 16 times.

2.3.7 Block_change function()

It is the third and last function to be processed in the main body of the Viktoria hash function. Its
purpose is to perform a byte exchange, that is, to reorder the 64 bytes of the block being processed. Thus
each processed block can be rearranged in 64! different ways (1.268869322x108°, which corresponds
approximately to a 296-bit key). This permutation is dynamic so that it always changes for each block. Thus
there is an extra difficulty for the cryptoanalyst to know which permutation is used since this information
depends on data present in the whole file. See the pseudo code:



ALGORITHM 7

posic=0;

inicio = (tipo%4)*64;
fim = inicio + 64;
if (tipo < 4){
for(ct=0;ct<256;ct++){
if (T2[ct] >= inicio & T2[ct] < fim){
BLOCK_TMP[posic] = BLOCK[T2[ct]%64];

posic++;
if (posic > 63){
break;
}
}
}
} else {

for(ct=0;ct<256;ct++){
if (T1[ct] >= inicio & T1[ct] < fim){
BLOCK_TMP[posic] = BLOCK[T1[ct]%64];
posict++;
if (posic > 63){
break;
}
}
}
}

for (ct=0;ct<64;ct++){
BLOCK][ct] = BLOCK_TMP|ct];

}

The first processing loop permutes the data block of the file according to the swap tables T2 and T1
(pivot tables). The second loop of this routine only transfers the data from the temporary vector to the final
BLOCK that will be used together with the next block to be processed. The block size is always 512 bits.

2.3.8 Mixword_final() function

This routine is very similar to the mixword() function except that it is executed at least 8192 times and
at most 16382 times per file. It is the penultimate operation to be performed before ending with hash output.
More details can be found in Appendix IV.

2.3.9 End Function()

It is executed only once for each file processed. This routine performs an XOR operation after the last
block swap operation in the last block of the file. It consists of doing a multiplication operation between
bytes of the swapping tables T1 and T2. From the result of this operation we extract one byte necessary for
the final XOR operation.

See the pseudo code:

ALGORITHM 8
position=0

For ct from 1 to 64 do:
tmp1 = (T1[posicao] * 256) + T2[posicao];
tmp2 = (T2[posicao+64] * 256) + T1[posicao+64];



If tmp1 ==
tmp1l = 65536

If tmp2 ==
tmp2 = 65536

result = (tmp1 * tmp2) MOD 65537

BLOCK]ct]= BLOCK][ct] XOR (result MOD 256)
position = position + 2

This routine aims to make the hash analysis more difficult, protecting from a possible attack that aims
to undo the last byte exchange operation. The number of permutation possibilities is 64!, and in this
multiplication we have (256! / 128!)? = 4,948458079x10%2 which is approximately equivalent to a 1935 bit
key. The number of combinations is very large but in practice it is limited to a 512-bit XOR operation which
injects an uncertainty as to the content of the T1 and T2 interchange tables and the order in which the bytes
were exchanged in the previous operation.

3. DESIGN JUSTIFICATION

The Viktoria algorithm has an elegant and efficient design. The mechanism starts differentiating
messages by their size through a header and a null byte control block. Only in this step that is part of the pre-
processing and in the initialization of the exchange tables T1 and T2 the algorithm already promotes positive
disagreements between similar messages. Regarding the central processing of the algorithm we have a
dynamic block reading where the information read from each message block is processed by a different
dynamic SBOX. The processing of the mixword() function is very efficient, requiring in general only 4 of
the 16 runs performed to promote non-compressiveness and randomness in the data. And the byte-switching
function is also very efficient being performed dynamically for each block, always doing a different
permutation. The following tables illustrate this mechanism:

Word 0
SUB-BLOCK A SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D
Current T0 (without SBOX) T1 T2
IS Pl. | P2, [ P3, q 49 | 50
1 P1, | P2, | P3, 52 | 53 | 54
I P1. | P2 | P3c 56 | 57
1 P1, | P2, [ P3, | 28 | 29

Table 6
Word 1
SUB-BLOCK A SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D
Current T0 (without SBOX) T1 T2
PO, W4V P2, | P34 32 RE]
PO; S P2; | P3; 36
PO 4¥M P2: | P3c 40 sl
POpr ST P2p | P3p 44 | 45
Table 7
Word 2
SUB-BLOCK A SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D
Current TO0 (without SBOX) T1 T2
PO, | Pla 34
POs | Pl 36
POc | Plc 42
POp | Plp




Word 3

SUB-BLOCK A SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D
Current TO0 (without SBOX T1 T2
POs [ Pls | P24 m 32 [ 33
POs | Ply | P2y 22 | 23 | 36 NEY
POc | Plc | P2c 26 | 27 | 40
PO, | P1p | P2y 30 I s

Table 9

Block rotation
SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D SUB-BLOCK A
Current TO0 (without SBOX) T1 T2
16 | 17 | 18 | 19 | 32 | 33 | 34 | 35 | 48 | 49 | 50 | 51 | Pls | Pl | Plc | Plp
20 21 22 23 36 37 38 39 52 53 54 55 | P24 | P25 | P2¢ | P2p
24 | 25 | 26 | 27 | 40 | 41 | 42 | 43 | 56 | 57 | 58 | 59 | P35 | P3s | P3¢ | P3p

28 29 30 31 44 45 46 47 60 61 62 3 P0, POz POc POp
Table 10

In the main algorithm we use three sub-blocks to change the first block. An important observation in
the design of the rotation function of sub-blocks is that it transforms a word that is initially represented by a
column of sub-block A into a row of sub-block D. This is very useful because in the next round of the
function sub-block B will be changed by elements of the 4 columns of sub-block A that originate from
elements of the four words of sub-blocks A, B, C and D.

Round 1
SUB-BLOCK A SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D
Current T0 (without SBOX) T1 T2

50
54

31 4

Table 11

Note in table 12 the shift to the left of the sub-blocks with respect to table 11. This movement allows
you to set the new word PO to:

PO = ((byte n°20) * 2%) + ((byte n° 24) * 2'6) + ((byte n° 28) * 2°)+ (byte n° 16)

Round 2
SUB-BLOCK B SUB-BLOCK C SUB-BLOCK D SUB-BLOCK A
Current T0 (without SBOX) T1 T2
ICE 17 | 18 | 19 Plg Plc Plp

54 P2, P2; P2 [[EEER
P3, P3; SN P3»

POc  POp

Il 21 22 23
24 P8 26 | 27 | 40 41
pi 29 30 31 44 | 45

Table 12

The word P0 will be modified by the words highlighted in sub-blocks C, D and A (see table 12). Sub-
blocks B, C and D were not changed in the first round of the mixword() function. Note carefully the bytes 32
and 48. In the first round of the mixword() function they interacted with block A through functions T1[32]
and T2[48] (in fact it's just the Sbox's). In the second round the interaction is TO[32] and T1[48]. Remember
that TO represents the raw byte (without any change by the Sbox). This way the same data provides different
changes to each round of the mixword() function. This feature provides a true pseudo-random number
generator taking into account that every round the swap tables are changed and consequently the Sbox's
change as well. After the 16th round of the mixword() function is executed the permutation_block() function
which performs a permutation of the 64 bytes of the block being processed. Then a further 64 bytes of the



message is read out and an XOR operation is performed with the previous block, repeating the processing
cycle in the new block.

Regarding the two post-processing functions (mixword_final and final) we can say that they only
provide an additional barrier to make statistical attacks as difficult as possible (such as differential and linear
cryptoanalysis) besides guaranteeing a minimum number of execution rounds of the algorithm's main
structure.

Viktoria hash can also generate other hash sizes with 1024 or 2048 bits thus ensuring versatility of the
algorithm. The hashes with larger sizes are generated through the concatenation of 512-bit hashes generated
through algorithm 9. While the 512-bit hash is secure the others are also secure because they are built
through post-processing of the data used to generate the basic 512-bit hash.

ALGORITHM 9

permutation_binary_512()
mixword_final()
permutation_block()
mixword_final()
finalizes()

Each time Algorithm 9 is run it produces a 512 bit output that is joined to the previous hash to form the
final hash value.

4. LOGICAL BASIS

Viktoria hash has in its main core 3 processes that perform different functions: read_block(),
mixword() and permutation_block().

4.1 Read_block() function

The read_block() function reads 64-byte blocks of the message as a function of the T1 interchange box,
which in this case functions as a SBOX interchange box. However this substitution box is dynamic and
changes every 64 bytes read from the message. This makes it much more difficult to trace the content of the
message (especially when it is very long) because it is being "encrypted" by a mechanism similar to a
polyalphabetic substitution whose key changes every 64 bytes read. It is worth noting that the mixword()
function is executed 16 times and changes the T1 table every round (depending on the block data). Another
important fact is that the initial state of the swap tables T1 and T2 depend on the content of the entire
message and are processed before the data blocks of the message are read.

For example, for a message with 256 concatenated letters "A" we have the readings of the 4 blocks
from the following substitution boxes (the asterisks after the numbers indicate that the byte was substituted
in relation to the previous table):

33 226 57 123 220 27 53 70 5 62 253 4 1 234 69 86
119 189 186 255 130 251 201 144 245 221 192 247 116 225 47 89
230 198 154 229 199 151 193 56 248 113 99 90 28 59 132 55
101 191 222 38 108 135 178 160 140 242 244 72 96 95 98 19
163 215 8 18 20 104 169 194 46 48 87 15 219 158 79 97
173 121 161 124 16 159 81 153 227 65 127 218 41 109 200 202
42 128 39 111 3 204 134 213 211 187 205 25 94 17 14 31
76 50 45 21 110 10 40 118 170 181 195 236 184 217 29 63
228 155 162 252 64 26 93 0 92 103 34 210 58 83 138 75
43 2 207 24 11 32 254 164 180 68 208 249 157 147 139 156
49 78 175 235 141 250 243 7 209 166 73 148 185 136 149 146
188 44 51 203 183 100 77 172 223 13 129 206 176 80 196 114
241 106 167 85 82 117 212 112 61 102 88 190 115 246 30 233
122 240 91 37 71 60 126 9 35 152 125 131 143 133 174 84
224 67 52 177 239 238 197 232 182 6 105 214 137 23 231 237
36 107 179 22 12 150 142 120 54 171 74 168 145 216 66 165
SBOX for block 1



126* 211* 57 123 96* 27 53 199* 5 243* 134* 35% 1 179* 215* 86
119 143* 101* 255 130 251 242* 13* 245 217* 192 237* 83* 225 177* 89
230 198 24* 154* 120* 138* 144* 26* 248 158* 99 52* 156* 66* 115* 32%
29* 17* 222 38 108 56* 178 160 3% 252* 244 72 240* 95 98 19
21* 34* 139* 116* 20 213* 104* 194 145* 212* 100* 15 167* 197* 79 97
173 111* 239* 16* 232* 159 141* 153 64* 93* 190* 186* 164* 189* 22* 202
42 36* 40* 226* 73* 78* 140* 18* 231* 161* 205 25 254* 28* 181* 31
88* 58* 45 235* 182* 253* 62* 118 48* 112* 195 85* 184 207* 127* 249%*
121* 187* 39*% 172* 76* 201* 30* 0 92 228%* 214* 210 155* 63* 8% 75
105* 2 247* 128* 11 219* 147* 216* 148* 234* 208 37* 157 169* 59%* 4*
49 94* 175 149* 250* 224* 152% 7 91* 233* 103* 55* 209* 136 10* 146
188 44 51 203 183 221* 77 180* 223 200* 185* 206 176 46* 196 114
241 33* 129* 238* 82 117 113* 43* 70* 102 87* 171* 168* 236* 41* 163*
122 69* 151* 227* 71 170* 191%* 9 60* 61* 125 131 193* 133 174 84
81* 67 132* 229* 68* 12* 110* 246* 220* 6 124* 14* 137 23 1le66* 204%*
80* 107 109* 218* 162* 150 142 106* 54 90* 47* 135* 74* 50* 65* 165
SBOX for block 2

92* 211 182* 123 206* 96* 53 119* 5 50* 134 64* 1 179 215 86
233* 143 101 255 149* 169* 242 38* 93* 150* 191* 237 83 87* 177 46*
126* 145* 24 254* 120 105* 144 26 48* 158 99 214* 69* 125* 115 32
2* 113* 222 154* 202* 198* 33* 104%* 3 234* 244 72 240 58* 224* 188%*
160* 6* 176* 63* 221* 89* 114* 102* 132* 136* 253* 1l46* 7* 197 170*% 243%*
173 62* 239 16 232 159 246* 153 128* 35* 190 111* 57* 192* 187* 167*
42 196* 40 226 73 217* 140 174* 1le6l* 227* 129* 25 130* 156* 29* 31
71* 1e64* 45 235 28* 36* 223* 20* 155* 75* 195 85 184 207 162* 137*
121 189* 59* 108* 142* 201 91* 18* 10* 228 66* 210 17* 70%* 8 185%*
251* 208* 247 98* 11 168* 147 252* 110* 0* 97* 37 157 181* 152%* 4
41* 248* 34* 249* 250 21* 65* 245* 61* 74* 103 139* 118* 78* 95% 141%
172* 94* 51 203 183 79* 77 180 127* 27* 219* 218* T76* 186* 225* 109*
231* 117* 112* 238 82 163* 213* 43 200* 55* 194* 171 12* 236 56* 106*
122 15*% 22%* 212*% 88* 44* 199%* 9 60 138* 151* 131 193 133 13* 84
81 67 100* 229 68 148* 178* 30* 220 209* 124 14 80* 23 166 204
52* 107 19* 230* 175* 205* 241* 1lle6* 54 90 47 135 39* 216* 49* 165
SBOX for block 3

255* 122* 182 123 239* 159* 165* 136* 53* 184* 201* 193* 1 236* 215 86
233 143 101 43* 231* 55% 135* 153* 250* 186* 191 39% 144* 74* 177 46
126 145 150* 254 120 25* 7* 26 92* 158 99 214 69 226* 149* 32
59* 113 58* 244* 237* 132* 33 104 3 180* 77* 216* 240 82* 224 188
48%* 6 176 63 54* 202* 114 168* 128* 50* 163* 11* 167* 234* 227* 9l1%*
105* 62 152* 16 232 147* 38% 171* 49* 198* 190 138* 64* 238* 187 161*
42 175* 197* 90* 73 217 140 185* 118* 212* 235* 248* 130 87* 169* 31
174* 164 157%* 4* 5% 24* 223 20 100* 75 195 85 121* 207 146* 137
18* 189 47* 108 142 36* 129* 196* 10 228 131* 210 17 103* 12* 218*
181* 208 102* 98 37* 124* 106* 148* 110 0 97 211* 40* 243* 27* 28%
41 246* 34 23* 96* 21 13* 89* 222* 194* 67* 139 61* 78 95 35*
172 94 156* 19* 183 79 242* 225*% 70* 112* 127* 111* 72* 56* 65* 109
52* 117 119* 241* 115* 247* 213 160* 200 141* 45* 203* 251* 80* 29* 192%
179* 15 22 76* 88 44 199 9 60 93* 151 230* 154* 133 206* 252*
245* 162* 205* 229 2* 173* 178 30 71* 209 253* 14 84* 220* 166 204
249* 107 8% 221* 170* 125* 83* 116 51* 66* 219* 155* ©57* 8% 134* 81*
SBOX for block 4

This way the read_block() function does not work exactly like a pseudo-random number generator but
it helps to modify each message block with a different table. The period of the function is undetermined
because it depends on the content of each read block. Since the swap tables T1 and T2 are changed every
round of the mixword() function and they interact with each other we can only note here their maximum
period of 256!%. About 5/8 of the T1 values are changed every time the mixword() function is passed.

The 4 sbox's previously seen can be represented visually as follows:

IT9{g-5F8>* wl| evgE|| Leca/vnfiohalecgezl s 476 fa1cBaiz [t

afmrgn— chlBCa,,;\»ch.Aor]nLL
Cep2T5deoEd, 3gparedii

'°UR,Lp f\Js—Ae 7} Ra«TaC4=

‘ovfarly=1"4avL2-5n8 (v g .2
++ Bf

1|—c;rq>.;k|—=.mxcku

g —vl’—&t@l 10xeE-"RcesBs ~<|¢- gave [
LA \Igpe? = o -ay-[ !I—{.ql = J6Z/cJ2AN
1{(1 5»e_a@@| Vehe or2&]h ~z1MxiE-ORcrEls Og 'hwQ[Hs=: > o*—(IId i«ini 2. VGA- SL.'icszﬂ_ﬁc
3 ;181828 5an. - -§a|=Jgiv iHA371C}Ha—‘ 7 8 3 : la\rﬂpch IA-I\IP; }ékﬂ_»=°tczf i i3}
zl(ﬂjW=51 |4 rEIS. et - 5 ;q:[pa!he|M= ¢G2a Beyi*»tzIdidviscen-variveaMyax &
11/14su-@arageg? bt |jon.al(sL) "y S0y I-r-1=.l #4"L£!'028FpooHS AI\"?JAI"S Juntags | 6=c®; iBaGE=nTg* L kd—‘ St3 c~DaQ

Picture 1



4.2 Mixword function()

Here we have some notes on word formation in the mixword() function. The vector B represents the 64
bytes read block of the message. Vectors T1 and T2 are the interchange tables that in this case work as

Sbox's:

ALGORITHM 10

Word O

Word 1

Word 2

Word 3

Xor
add
Xor

Xor
add
Xor

Xor
add
Xor

Xor
add

XOor

* % X ot * % X ot

* % X ot

2567
256°
2567
256°

256°
256°
2567
256°

2567
256°
2567
256°

2567
256°
2567

256°

)
)
)
)
)
)
)
)
)
)
)
)

)
)
)
)

+ 4+ + + + 4+ + + + 4+ + +

+ o+ o+ +

* % X ot * % X ot

* % X ot

+ 4+ + + + 4+ + + + 4+ + +

+ o+ o+ +

* % X * % X ot

* % X

+ 4+ + + + 4+ + + + 4+ + +

+ o+ o+ +

Here we have the initial formations of the 4 words that represent the beginning of the processing of the
mixword() function. Each word contains 128-bit information from the message block and the 4 words
together condense information from the entire block. We see for example that sub-block A when receiving
information from sub-blocks B, C and D retain information from the entire 512-bit block. As this operation is
reversible there are no collisions and the process guarantees that given the three sub-blocks B, C and D, there

is only one corresponding sub-block A with the interchange tables T1 and T2 in the same states.

In the next phase of the mixword() function the words interact with each other using the XOR, ADD
(2* module sum), NOT and ROTL32 (left bit rotation) operations. See details in algorithm 5. In table 13 we
see the result of the transformations made by this code. The input is composed by 4 words of 32 bits and the
output also produces 4 words of 32 bits:

Word O

ouT

Word 1

Word 2

Word 3

00
01
02

04
05
06
07

09
oA
0B
oc
0D
OE
OF

Bl
00
72
E8
2C
ca
A5
FF
07
AF
4ac
A2
40
OF
69
81

29
EO
D1
FO
cc
E7
oc
c7
FO
17

9B
B7
El
D1
95

BC
77
BF
1F
07

06
6E
E6
04
A6
6B
1E
7D
5C
0B

59
EF
AF
5B

DB
A9
20
24
CE
DB

cc
76
F9
DD

8D
00
2C
1E

F9
FB
52
76

39
42
oc

BA

24
84
70
DE
16

22
CB
2A
8F
64
5F
32
1D
69

31

4B
E6
CD
7B
11
22
02
ED
9B
DC
FD
4F
56

B4
DF
99

A4
94
EC
FF
45
5E

EO
CE
ia
17
DO

39
B2
41

FA
9F
A5
FF
EE
D4
TF
85
E5
13
07
B2

81
22
F9

48
E2
9D
4B

E3
6A

30
3F
34
2A

9C
2C
F3
c2
06

BO
87
DF
c4
EO
D3
4E
CD
55
00

2B
92
CF
oA
51
78
B5
BD
61
85

2C
04
Al
E7
ED

DF
FE
9C
1A
E5
27
2E
9E
DO
e

EO
56
5E
3A
E7

2A
B8
66
c8
8E
F3
F5
2B
1A
FC
oA
C5
B7
FB
F4
c4

Table 13




We can graphically represent the entries and exits in this way:
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Using the Diehard3 test battery (see test description in Annex V) we obtained a positive result in terms
of randomness by testing 12 megabytes of data of the function represented in figure 2:

BIRTHDAY SPACINGS TEST, M= 512 N=2**24 LAMBDA= 2.0000

saida.bin using bits 1 to 24 p-value= .944304
saida.bin using bits 2 to 25 p-value= .288732
saida.bin using bits 3 to 26 p-value= .138885
saida.bin using bits 4 to 27 p-value= .376896
saida.bin using bits 5 to 28 p-value= .629163
saida.bin using bits 6 to 29 p-value= .920090
saida.bin using bits 7 to 30 p-value= .372930
saida.bin using bits 8 to 31 p-value= .099840
saida.bin using bits 9 to 32 p-value= .223834

The 9 p-values were
.944304 .288732 .138885 .376896 . 629163
.920090 .372930 .099840 .223834
A KSTEST for the 9 p-values yields .339095
OPERM5 test for file saida.bin
chisquare for 99 degrees of freedom= 87.308; p-value= .206513
OPERM5 test for file saida.bin
chisquare for 99 degrees of freedom= 53.514; p-value= .000055
Binary rank test for saida.bin
Rank test for 31x31 binary matrices:
rows from leftmost 31 bits of each 32-bit integer
rank observed expected (o-e)”*2/e sum

28 238 211.4 3.342203 3.342
29 5073 5134.0 .725018 4.067
30 23218 23103.0 .571969 4.639
31 11471 11551.5 .561327 5.201

chisquare= 5.201 for 3 d. of f.; p-value= .853601
Binary rank test for saida.bin
Rank test for 32x32 binary matrices:
rows from leftmost 32 bits of each 32-bit integer
rank observed expected (o-e)”*2/e sum

29 188 211.4 2.593929 2.594
30 5227 5134.0 1.684276 4.278
31 23181 23103.0 .263025 4.541
32 11404 11551.5 1.884033 6.425

chisquare= 6.425 for 3 d. of f.; p-value= .912969
b-rank test for bits 1 to 8 p=l-exp(-SUM/2)= .83751
b-rank test for bits 2 to 9 p=l-exp(-SUM/2)= .85710
b-rank test for bits 3 to 10 p=l-exp(-SUM/2)= .89791
b-rank test for bits 4 to 11 p=l-exp(-SUM/2)= .36146
b-rank test for bits 5 to 12 p=l-exp(-SUM/2)= .38158
b-rank test for bits 6 to 13 p=l-exp(-SUM/2)= .73410
b-rank test for bits 7 to 14 p=l-exp(-SUM/2)= .20633
b-rank test for bits 8 to 15 p=l-exp(-SUM/2)= .96461
b-rank test for bits 9 to 16 p=l-exp(-SUM/2)= .99192
b-rank test for bits 10 to 17 p=l-exp(-SUM/2)= .04526
b-rank test for bits 11 to 18 p=l-exp(-SUM/2)= .04721
b-rank test for bits 12 to 19 p=l-exp(-SUM/2)= .20809
b-rank test for bits 13 to 20 p=l-exp(-SUM/2)= .10942
b-rank test for bits 14 to 21 p=l-exp(-SUM/2)= .82995
b-rank test for bits 15 to 22 p=l-exp(-SUM/2)= .11413
b-rank test for bits 16 to 23 p=l-exp(-SUM/2)= .58813
b-rank test for bits 17 to 24 p=l-exp(-SUM/2)= .69165
b-rank test for bits 18 to 25 p=l-exp(-SUM/2)= .86054
b-rank test for bits 19 to 26 p=l-exp(-SUM/2)= .33184



b-rank test for bits 20 to 27 p=l-exp(-SUM/2)= .09620
b-rank test for bits 21 to 28 p=l-exp(-SUM/2)= .86821
b-rank test for bits 22 to 29 p=l-exp(-SUM/2)= .13135
b-rank test for bits 23 to 30 p=l-exp(-SUM/2)= .19439
b-rank test for bits 24 to 31 p=l-exp(-SUM/2)= .93140
b-rank test for bits 25 to 32 p=l-exp(-SUM/2)= .89434
TEST SUMMARY, 25 tests on 100,000 random 6x8 matrices
These should be 25 uniform [0,1] random variables:

.837512 .857097 .897906 .361459 .381575
.734100 .206330 .964606 .991925 .045263
.047208 .208091 .109424 .829950 .114130
.588132 .691647 .860544 .331844 .096200
.868210 .131347 .194395 .931403 .894339

brank test summary for saida.bin
The KS test for those 25 supposed UNI's yields
KS p-value= .820499

No. missing words should average 141909. with sigma=428.

tst no 1: 142413 missing words, 1.18 sigmas from mean, p-value= .88036
tst no 2: 142632 missing words, 1.69 sigmas from mean, p-value= .95434
tst no 3 141693 missing words, -.51 sigmas from mean, p-value= .30663
tst no 4: 142108 missing words, .46 sigmas from mean, p-value= .67874
tst no 5: 142941 missing words, 2.41 sigmas from mean, p-value= .99203
tst no 6: 141816 missing words, -.22 sigmas from mean, p-value= .41369
tst no 7 142271 missing words, .85 sigmas from mean, p-value= .80095
tst no 8: 141305 missing words, -1.41 sigmas from mean, p-value= .07898
tst no 9: 141995 missing words, .20 sigmas from mean, p-value= .57933
tst no 10: 141158 missing words, -1.76 sigmas from mean, p-value= .03959
tst no 11: 142668 missing words, 1.77 sigmas from mean, p-value= .96185
tst no 12: 141586 missing words, -.76 sigmas from mean, p-value= .22499
tst no 13: 141437 missing words, -1.10 sigmas from mean, p-value= .13489
tst no 14: 141689 missing words, -.51 sigmas from mean, p-value= .30335
tst no 15: 142280 missing words, .87 sigmas from mean, p-value= .80677
tst no 16: 141039 missing words, -2.03 sigmas from mean, p-value= .02100
tst no 17: 142366 missing words, 1.07 sigmas from mean, p-value= .85701
tst no 18: 141718 missing words, -.45 sigmas from mean, p-value= .32743
tst no 19: 141867 missing words, -.10 sigmas from mean, p-value= .46061
tst no 20: 141832 missing words, -.18 sigmas from mean, p-value= .42831
OPSO for saida.bin using bits 23 to 32 141999 .309 .6214
OPSO for saida.bin using bits 22 to 31 142241 1.144 .8736
OPSO for saida.bin using bits 21 to 30 141755 -.532 .2973
OPSO for saida.bin using bits 20 to 29 141318 -2.039 .0207
OPSO for saida.bin using bits 19 to 28 141790 -.411 .3404
OPSO for saida.bin using bits 18 to 27 142213 1.047 .8525
OPSO for saida.bin using bits 17 to 26 142011 .351 .6371
OPSO for saida.bin using bits 16 to 25 142394 1.671 .9527
OPSO for saida.bin using bits 15 to 24 142054 .499 .6911
OPSO for saida.bin using bits 14 to 23 141475 -1.498 .0671
OPSO for saida.bin using bits 13 to 22 141948 .133 .5530
OPSO for saida.bin using bits 12 to 21 142219 1.068 .8572
OPSO for saida.bin using bits 11 to 20 141704 -.708 .2395
OPSO for saida.bin using bits 10 to 19 141819 -.311 .3777
OPSO for saida.bin using bits 9 to 18 141996 .299 .6175
OPSO for saida.bin using bits 8 to 17 141772 -.474 .3179
OPSO for saida.bin using bits 7 to 16 141820 -.308 .3790
OPSO for saida.bin using bits 6 to 15 141682 -.784 .2166
OPSO for saida.bin using bits 5 to 14 142302 1.354 .9121
OPSO for saida.bin using bits 4 to 13 141880 -.101 .4597
OPSO for saida.bin using bits 3 to 12 141797 -.387 .3493
OPSO for saida.bin using bits 2 to 11 141798 -.384 .3505
OPSO for saida.bin using bits 1 to 10 142223 1.082 .8603
0QSO for saida.bin using bits 28 to 32 142129 .745 .7718
0QSO for saida.bin using bits 27 to 31 142233 1.097 .8637
0QSO for saida.bin using bits 26 to 30 142185 .934 .8250
0QSO for saida.bin using bits 25 to 29 141998 .301 .6181
0QSO for saida.bin using bits 24 to 28 141896 -.045 .4820
0QSO for saida.bin using bits 23 to 27 142335 1.443 .9255
0QSO for saida.bin using bits 22 to 26 142174 .897 .8152
0QSO for saida.bin using bits 21 to 25 142324 1.406 .9201
0QSO for saida.bin using bits 20 to 24 141481 -1.452 .0733
0QSO for saida.bin using bits 19 to 23 142004 .321 .6259
0QSO for saida.bin using bits 18 to 22 141435 -1.608 .0539
0QSO for saida.bin using bits 17 to 21 141723 -.632 .2638
0QSO for saida.bin using bits 16 to 20 141654 -.866 .1934
0QSO for saida.bin using bits 15 to 19 141393 -1.750 .0400
0QSO for saida.bin using bits 14 to 18 141821 -.299 .3823
0QSO for saida.bin using bits 13 to 17 141663 -.835 .2019
0QSO for saida.bin using bits 12 to 16 141933 .080 .5320
0QSO for saida.bin using bits 11 to 15 142344 1.473 .9297
0QSO for saida.bin using bits 10 to 14 142085 .595 .7242
0QSO for saida.bin using bits 9 to 13 141916 .023 .5090
0QSO for saida.bin using bits 8 to 12 141971 .209 .5828
0QSO for saida.bin using bits 7 to 11 141991 .277 .6091
0QSO for saida.bin using bits 6 to 10 142638 2.470 .9932
0QSO for saida.bin using bits 5 to 9 141954 .151 .5602
0QSO for saida.bin using bits 4 to 8 141162 -2.533 .0056
0QSO for saida.bin using bits 3 to 7 141994 .287 .6130
0QSO for saida.bin using bits 2 to 6 142059 .507 .6940



0QSO for saida.bin using bits 1 to 5 142140 .782 .7829

DNA for saida.bin using bits 31 to 32 140969 -2.774 .0028
DNA for saida.bin using bits 30 to 31 142173 .778 .7817
DNA for saida.bin using bits 29 to 30 141849 -.178 .4294
DNA for saida.bin using bits 28 to 29 142156 .728 .7666
DNA for saida.bin using bits 27 to 28 141498 -1.213 .1125
DNA for saida.bin using bits 26 to 27 141884 -.075 .4702
DNA for saida.bin using bits 25 to 26 141750 -.470 .3192
DNA for saida.bin using bits 24 to 25 142412 1.483 .9309
DNA for saida.bin using bits 23 to 24 141977 .200 .5791
DNA for saida.bin using bits 22 to 23 142010 .297 .e6168
DNA for saida.bin using bits 21 to 22 141645 -.780 .2178
DNA for saida.bin using bits 20 to 21 142302 1.158 .8766
DNA for saida.bin using bits 19 to 20 142042 .391 .6522
DNA for saida.bin using bits 18 to 19 141401 -1.499 .0669
DNA for saida.bin using bits 17 to 18 141574 -.989 .1613
DNA for saida.bin using bits 16 to 17 141817 -.272 .3927
DNA for saida.bin using bits 15 to 16 142148 .704 .7593
DNA for saida.bin using bits 14 to 15 142169 .766 .7782
DNA for saida.bin using bits 13 to 14 141335 -1.694 .0451
DNA for saida.bin using bits 12 to 13 141722 -.553 .2903
DNA for saida.bin using bits 11 to 12 142508 1.766 .9613
DNA for saida.bin using bits 10 to 11 141642 -.789 .2152
DNA for saida.bin using bits 9 to 10 141508 -1.184 .1182
DNA for saida.bin using bits 8 to 9 142247 .996 8404
DNA for saida.bin using bits 7 to 8 141926 .049 5196
DNA for saida.bin using bits 6 to 7 142218 .911 8187
DNA for saida.bin using bits 5 to 6 142036 .374 6457
DNA for saida.bin using bits 4 to 5 141949 .117 5466
DNA for saida.bin using bits 3 to 4 141705 -.603 2733
DNA for saida.bin using bits 2 to 3 142267 1.055 8543
DNA for saida.bin using bits 1 to 2 141532 -1.113 1328

Test results for saida.bin
Chi-square with 575-5%4=2500 d.of f. for sample size:2560000
chisquare equiv normal p-value
Results fo COUNT-THE-1l's in successive bytes:
byte stream for saida.bin 2507.10 .100 .540019
byte stream for saida.bin 2596.27 1.361 .913321
Chi-square with 5%5-5%4=2500 d.of f. for sample size: 256000
chisquare equiv normal p value
Results for COUNT-THE-1's in specified bytes:

bits 1 to 8 2478.15 -.309 .378634
bits 2 to 9 2456.48 -.616 .269101
bits 3 to 10 2605.03 1.485 . 931277
bits 4 to 11 2475.59 -.345 .364995
bits 5 to 12 2666.04 2.348 .990568
bits 6 to 13 2437.06 -.890 .186717
bits 7 to 14 2459.38 -.574 .282823
bits 8 to 15 2504.35 .062 .524520
bits 9 to 16 2456.36 -.617 .268580
bits 10 to 17 2437.80 -.880 .189510
bits 11 to 18 2623.20 1.742 .959273
bits 12 to 19 2580.91 1.144 .873747
bits 13 to 20 2487.44 -.178 .429481
bits 14 to 21 2456.20 -.619 .267822
bits 15 to 22 2458.71 -.584 .279652
bits 16 to 23 2589.98 1.273 .898404
bits 17 to 24 2463.19 -.521 .301318
bits 18 to 25 2353.40 -2.073 .019075
bits 19 to 26 2538.48 .544 .706821
bits 20 to 27 2406.35 -1.324 .092679
bits 21 to 28 2425.19 -1.058 .145031
bits 22 to 29 2410.35 -1.268 .102426
bits 23 to 30 2553.25 .753 .774291
bits 24 to 31 2547.10 .666 .747304
bits 25 to 32 2607.51 1.520 .935805

CDPARK: result of ten tests on file saida.bin
Of 12,000 tries, the average no. of successes
should be 3523 with sigma=21.9

Successes: 3535 z-score: .548 p-value: .708135
Successes: 3486 z-score: -1.689 p-value: .045562
Successes: 3533 z-score: .457 p-value: .676028
Successes: 3562 z-score: 1.781 p-value: .962529
Successes: 3538 z-score: .685 p-value: .753306
Successes: 3503 z-score: -.913 p-value: .180558
Successes: 3532 z-score: .411 p-value: .659449
Successes: 3532 z-score: .411 p-value: .659449

Successes: 3547 z-score: 1.096 p-value: .863437
Successes: 3473 z-score: -2.283 p-value: .011212

square size avg. no. parked sample sigma
100. 3524.100 26.427
KSTEST for the above 10: p= .648382
This is the MINIMUM DISTANCE test
for random integers in the file saida.bin



Sample no. dr2 avg equiv uni

5 1.3787 1.3375 .749829
10 .0117 1.1296 .011683
15 1.4851 . 9229 .775206
20 .1637 .9030 .151702
25 1.1759 .8889 .693289
30 .4955 .9591 .392263
35 .7621 .9263 .535093
40 .2903 .8923 .253050
45 .0596 .8558 .058102
50 .0394 .9355 .038793
55 .5495 .9011 .424325
60 L1112 .8655 .105701
65 .2349 .9345 .210254
70 .2236 .9194 .201255
75 .7600 .8915 .534135
80 .1740 .8856 .160427
85 .0721 .8363 .069860
920 .8988 .8717 .594758
95 .5872 .8910 .445750

100 .0885 .8640 .085103

MINIMUM DISTANCE TEST for saida.bin
Result of KS test on 20 transformed mindist”2's:
p-value= .852708

The 3DSPHERES test for file saida.bin

sample no: 1 r"3= 28.766 p-value= .61668
sample no: 2 r"3= 4.676 p-value= .14432
sample no: 3 r~3= 10.218 p-value= .28866
sample no: 4 r*3= 69.193 p-value= .90039
sample no: 5 r~3= 5.989 p-value= .18097
sample no: 6 r~3= 17.869 p-value= .44879
sample no: 7 r"3= 4.553 p-value= .14082
sample no: 8 r"3= 12.876 p-value= .34896
sample no: 9 r~3= 32.553 p-value= .66213
sample no: 10 r"3= 47.344 p-value= .79364
sample no: 11 r"3= 4.166 p-value= .12966
sample no: 12 r~3= 31.622 p-value= .65148
sample no: 13 r*3= 1.461 p-value= .04754
sample no: 14 r~3= 33.158 p-value= .66887
sample no: 15 r~3= 52.608 p-value= .82685
sample no: 16 r~3= 31.461 p-value= .64961
sample no: 17 r~3= 21.009 p-value= .50357
sample no: 18 r~3= 189.053 p-value= .99817
sample no: 19 r~3= 48.964 p-value= .80449
sample no: 20 r~3= 12.580 p-value= .34252
3DSPHERES test for file saida.bin p-value= .071285

RESULTS OF SQUEEZE TEST FOR saida.bin
Table of standardized frequency counts
(obs-exp) /sqrt (exp) )*2

—

for j taking values <=6,7,8,...,47,>=48:

.6 -.3 -.8 -.8 -1.3 .1

-1.3 .8 -.2 -.7 -.6 1.0

.5 .4 .1 -.7 -.5 .5

1.4 .8 -.1 -.5 .1 -.3

-.6 .4 .1 -2.1 -1.7 -.1

-.3 1.1 1.6 -1.3 -1.0 1.9

-1.2 .2 -.8 -1.3 -.6 .0
1.8

Chi-square with 42 degrees of freedom: 37.196
z-score= -.524 p-value= .318165

Test no 1 p-value .896175

Test no 2 p-value .352902

Test no 3 p-value .668301

Test no 4 p-value .397798

Test no 5 p-value .184775

Test no 6 p-value .905759

Test no 7 p-value .529621

Test no 8 p-value .924611

Test no. 9 p-value .518276

Test no. 10 p-value .768969
Results of the OSUM test for saida.bin
KSTEST on the above 10 p-values: .656776
The RUNS test for file saida.bin
Up and down runs in a sample of 10000

Run test for saida.bin
runs up; ks test for 10 p's: .952766
runs down; ks test for 10 p's: .435459
Run test for saida.bin
runs up; ks test for 10 p's: .965311
runs down; ks test for 10 p's: .219269
Results of craps test for saida.bin
No. of wins: Observed Expected



99075 98585.86
Chisgq= 24.38 for 20 degrees of freedom, p= .77366
Throws Observed Expected Chisg Sum
SUMMARY FOR saida.bin
p-value for no. of wins: .985655
p-value for throws/game: .773663
Test completed. File saida.bin

This test strongly indicates that the diffusion function used in the Viktoria hash algorithm is effective,
this routine being a part of the mixword() function.

4.3 Block_change function()
This function is responsible for the final exchange of the block where the elements of sub-blocks A, B,

C and D are exchanged and form a new data block (see algorithm 7). For a file with 1.000.000.000 bytes
only filled with "0" bytes we have the following permutations:

BLOCK PERMUTATION

1 51 56 12 11 14 5 61 58 17 22 33 49 53 23 21 55 35 47 8 63 1 29 50 0 6 36 45 20 26 39 40 37
10 62 31 24 9 4 41 15 7 16 27 30 32 59 46 54 19 38 3 13 60 57 25 34 48 52 2 43 28 42 18 44

2 1327 952 7 14 4 39 51 49 26 63 20 33 25 44 57 21 36 62 23 32 38 31 50 56 0 5 61 40 15 24
1 3 12 54 41 55 28 37 18 6 60 22 35 19 30 46 47 59 2 10 16 8 42 34 48 58 53 29 11 43 17 45

3 4 28 43 40 30 50 63 59 15 55 14 27 17 45 53 22 34 24 6 39 21 35 16 7 42 3 32 37 13 62 47 38
33 41 49 12 31 54 2 25 19 0 10 61 56 20 60 52 18 5 51 48 9 11 36 46 44 23 1 57 29 26 8 58

4 18 26 50 37 61 5 16 38 1 56 57 0 32 34 2 20 35 13 59 17 30 62 48 8 39 28 4 12 25 15 24 10
9 3 58 45 7 36 44 54 55 46 41 6 23 49 63 11 22 52 51 31 27 60 53 29 40 43 14 19 21 42 33 47

5 38 31 2 3 15 16 43 18 61 42 52 34 51 35 55 25 0 9 60 37 20 50 54 5 40 6 19 49 56 57 23 4
30 33 24 59 32 7 36 22 41 11 13 62 47 27 53 45 39 21 29 48 10 17 46 12 8 58 28 14 63 44 26 1

6 35 38 59 37 5 11 62 15 60 58 54 26 48 28 63 12 27 2 23 3 10 25 4 43 52 29 41 39 13 47 18 22
20 53 33 0 17 34 8 46 49 40 7 6 57 9 51 32 42 50 16 44 55 24 14 21 19 61 36 1 31 45 56 30

7 31 22 9 36 6 16 38 44 51 56 53 1 62 57 52 7 32 46 10 26 0 54 17 14 33 27 28 63 58 30 59 50
35 47 25 45 39 48 23 3 5 40 15 20 2 19 60 11 29 18 4 24 61 8 49 41 13 34 37 43 12 42 55 21

8 12 24 36 60 55 32 51 35 33 4 49 34 23 48 20 44 8 59 13 0 43 18 31 15 27 47 38 9 63 61 1 53
52 25 62 40 17 29 42 26 21 3 54 28 16 37 22 45 11 6 57 46 10 2 58 30 41 5 39 19 7 14 56 50

Table 14

These permutations are totally dependent on the exchange tables T1 and T2 which are dynamic. Each
round 64 bytes of each table are used, which makes a cycle of 8 rounds. As each block processing
corresponding to 16 rounds of the mixword() function we have a very big change in the swap tables which
makes the cycle not repeat easily. See table 15 for the next 8 permutations of blocks:

BLOCK PERMUTATION

9 53 36 2 4 58 14 29 22 63 49 57 5 59 12 27 62 52 32 42 7 56 1 37 20 41 17 0 16 21 45 61 35
6 19 8 34 28 9 10 23 54 30 48 26 39 3 11 33 43 44 24 38 55 47 25 60 46 31 40 51 13 50 15 18

10 63 54 58 29 22 21 20 31 61 18 32 50 41 49 25 11 9 15 55 39 26 60 5 10 6 57 2 16 40 28 48 17
312 37 14524 0 19 56 42 35 7 23 4 13 59 51 33 46 52 47 27 30 44 8 53 14 43 34 38 36 62

11 10 4 2 25 35 18 62 20 54 44 36 6 17 63 5 11 22 60 33 27 48 3 57 8 14 28 45 29 40 50 41 37
39 59 42 51 13 43 52 53 38 30 7 31 21 49 15 61 23 55 0 19 46 58 9 16 24 56 47 26 34 12 32 1

12 18 35 42 59 57 15 29 48 23 1 54 14 62 61 27 43 31 32 50 8 20 37 63 12 10 25 21 56 52 38 58 11
40 36 45 16 2 7 44 3 55 51 13 28 33 39 34 26 17 30 41 5 9 60 0 4 53 46 22 49 47 19 24 6

13 37 61 11 2 17 14 48 27 4 15 36 47 20 58 54 35 49 63 33 12 16 0 1 50 30 9 5 6 21 46 51 40
44 45 7 43 22 42 55 41 62 57 32 25 28 8 23 52 39 13 38 56 60 59 34 3 18 10 31 29 53 24 19 26

14 44 36 21 43 38 9 7 57 27 8 53 52 45 5 41 59 63 2 12 33 17 47 39 20 32 4 28 42 24 14 50 23
22 48 19 34 58 31 10 26 1 61 18 54 25 16 30 40 49 60 0 51 15 11 13 46 35 62 55 3 56 29 37 6

15 24 39 44 22 33 26 48 51 47 13 38 10 6 11 519 8 4 7 25 18 63 20 59 45 21 60 58 54 37 52 61l
31 2 57 12 23 27 15 16 62 35 46 36 17 55 50 9 40 56 32 41 53 29 1 14 43 28 3 49 34 42 30 O

16 29 61 8 31 40 59 58 52 43 56 30 14 57 42 10 24 5 28 53 39 54 34 50 15 0 2 9 33 36 1 23 46
20 27 25 18 38 26 49 55 21 13 6 60 35 48 16 17 19 41 4 51 63 44 32 37 12 47 11 45 7 22 3 62

Table 15



From a 1 gigabyte file with bytes "0" we obtained positive results for this permutation routine. Each of
the 64 numbers (from 0 to 63) appear in the 64 positions (position 0 to 63) a minimum of 242.347 times and
a maximum of 245.820 times. The average that should appear for each number in each position is 244.154
times. It remains to be observed that the analyzed file only contains "0" bytes so that the content of the
message has no great influence in this sense. Extremely redundant messages still generate balanced exchange
results.

5. STATISTICAL TESTING

The Viktoria hash algorithm processes the message and produces supposedly pseudo-random outputs.
To verify this hypothesis we submit the algorithm to some statistical tests that can verify the pseudo-
randomness of the data. To validate the data output we use the Dieharder battery of statistical tests.

5.1 The compression test

The first and simplest randomness test is the compression test. We can safely say that if a binary
sequence is compactable by some algorithm it cannot be random. However, the reverse cannot be said. There
are noncompactable sequences that have no characteristics of a random sequence.

To test the mixword function (since it is the heart of the Viktoria hash function) we experimented with
generating a 1 gigabyte file size containing in the first three bytes a growing code book, the other bytes were
filled with "0". Then we processed each 512-bit block with the mixword function considering the interchange
tables T1 and T2 in their initial states and considering each block separately (we omitted the XOR between
the current and previous blocks). Then we concatenate all these blocks and generate an output file with 1
gigabyte in size (1.000.000.000 bytes). After this procedure we try to compress the output file with some of
the best known compression algorithms (RAR). We used only 4 turns of the mixword() function and the
block swap function. There was no compression of the information.

B outputrar — O *

g 4§

VirusScan Comment  Protect SFX

File Commands Tools Faverites Options Help

AR W@

Add Extract To Test View Delete Find Wizard Info

m |E output.rar - solid RAR 4.x archive, unpacked size 1.000.000.000 bytes ~
Name Size Packed Type Modified CRC22
|_1 @ Disco Local
™0 output.bin 1.000.000.000 1.002.564.303  Arquivo BIM 13/02/202012:42 75954728
=L Total 1.000.000.000 bytes in 1 file
Figure 3

We also performed the Dieharder? tests (an evolution of the Diehard test battery) with this same file
and the result of the randomization was satisfactory. The complete test is shown in Annex VI.

5.2 The hash function test with 4 rounds for mixword() - version 1
To perform the test we follow these steps:

1. We generated a file with 1.000.000.000 bytes "0".

2. We divided the file into 15.625.000 blocks.

3. We calculate the hash* for each block separately disregarding the pre-processing routine and the post-
processing routines.

4. We concatenate the result of these hashes in a single output file with 1.000.000.000 bytes.

5. We performed the Dieharder tests on the output file.

3 The main point of dieharder (like diehard before it) is to facilitate time and test (pseudo)random number generators, both software and hardware, for a variety of research
and encryption purposes. The tool is built entirely on top of the GSL random number generator interface and uses a variety of other GSL tools (e.g. sort, erfc, incomplete
range, distribution generators) in its operation (https://webhome.phy.duke.edu/~rgb/General/dieharder.php).

4 In fact only the processing of the algorithm's core functions considering only 4 of the 16 rounds of the mixword() function.



The results of the Dieharder tests performed can be seen in Annex VII and are successful. The data
provided from the Viktoria hash algorithm pass in almost all tests.

5.3 The hash function test with 4 rounds for mixword() - version 2

This test is similar to the previous test, however, the input file is filled with 1.000.000.000 bytes "255"
instead of bytes "0" as in the previous test. The test result can be seen in Appendix VIII and corroborates the
fact that the Viktoria hash function produces supposedly random data with only 4 of the 16 rounds of the
mixword() function.

5.4 Bit Shift Test 1 with 4 rounds for mixword() - chained blocks

This test works to verify that changing a single bit in the input data produces large changes in the
output of the hash function. In this test we consider the XOR with the previous data block when processing
each block.

1. We generate a block of 512 bits whose first bit is "1", the others are zero.

2. We generate a second block of 512 bits where the 2nd bit is "1" and the others "0". Then we generate a
third block of 512 bits where the 3rd bit is "1" and the others are "0", and so on.

3. We concatenate the 512 blocks generated in step 2 and form an input file of 32,768 bytes.

4. The structure of the input file is (in hexadecimal, first 8 blocks):

1° 01000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
2° 02000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
3° 04000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
4° 08000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
5°10000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
6°20000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
7°40000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
8°80000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

5. Using the Viktoria hash function (read_block + mixword + permutation_block functions) disregarding the
pre-processing and post-processing routines we generate the output file.
6. The structure of the output file is (in hexadecimal, first 8 blocks):

1° block:
42E982038E0327D54E3F4D36CD15890B579DA4400615A98A98F70836CBFI9F192
E6A90EA154323FEB2038B7DF0641CC55549A2FDDAABD4D8B898124CoF1ESEEERET
2° block:
59E4B9832DA633A8739875D763350CD153DDD61F5FS5FECCT778F5BB8046359C17
517C6EE27D111B7B122424DA909FESBECDEE1902C005CEC96344D08CF66BF563
3° block:
EFE6OBO1AFS55F634E7AS5C3CE32A382F33BASBA2EE39D524CB9404FA2C43CRBEET
86A85E00A91B682EFT75C4FB500B316CB90752192B6EBDEG42D4F7D8E223076C8
4° block:
TECBEDB792586C6F83CF09BBC25201EAFAT781EBF1AC4645EE958545469A71C14
B1068CDA15A74738246DE83059526C032E1A976CO0EA26D3703C0011A336171E7
5° block:
E2B29E669B9F4EAGG8FASTEAT1IFOEBE926E417A027DD185A069FE38398FF29RB1
6216A409C231CFF4157B73E13BBD4FE5482A041D129C04F646B5E9COB4079707
6° block:
1560D33B43C563C8F500FC083B283FD5E0109D5C84225FA38B878B72EB48B2D4
255DC7997CCD379D76CD2655C9E53935E72C26BF988B2EF67C8FC8DBD84072CA
7° block:
16BFAC5F4A6005DBDCO91EEC1453598BDB6966032ABAFEC2EE74274E185DCOF2B
TA06A922BBDE6CA24AE657D1331D8BDBD6CF15BF4EF511206804CCEFCO39F1CLE
8° block:
TEOEAF297FDD052B7822F59B5C12FA643BFS8DES81IDCDBEE7TA1AG68A4597C3B6BRBO
144F7TE63C53F99540185C22CC20B5AA2A3637C9015033DEASE3DCDB73F5FDBAY

7. Checking the minimum and maximum number of "1" bits in each block.



Minimum: 227
Maximum: 291

In this test we verify if the position change of a bit "1" produces the avalanche effect on the output of
the hash function. In fact, according to the test performed, the bit numbers "1" and "0" are balanced.

5.5 The 0 bit shift test with 4 rounds for mixword() - chained blocks

This test is the same as the previous test, only this time we move one bit "0" in place of bit "1". The
block fill bits are also "1" instead of bit "0". In this test we consider the XOR with the previous data block

when processing each block.

1.
2.

3.
4.

We generate a block of 512 bits whose first bit is "0", the others are "1".

We generate a second block of 512 bits where the 2nd bit is "0" and the others "1". Then we generate a

third block of 512 bits where the 3rd bit is "0" and the others are "1", and so on.
We concatenate the 512 blocks generated in step 2 and form an input file of 32.768 bytes.
The structure of the input file is (in hexadecimal, first 8 blocks):

1° FEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFEFFFFFFFFFFEFFEFFFFFFFEFEFFEFFEFFFFFFFFFFFFEFFEFFFFEFFFFFEFFFFEFFEFER
2° FDFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFR
3° FBFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE

4° F7FFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFEFFFFFFFEFFFFFFFFFFFFFFFEFFFFFEFFFFFFFFFEFFFFFEFFFFEFFFFFEFFFFEFFFFFFFFFFEFEFFEFFEFFEF
5° EFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE
6° DFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFER

7° BEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFEFFFFEFFFFFFFEFFFFFFFFFFFFFFFEFFFFFEFFFFEFFEFE
8° 7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Using the Viktoria hash function (read_block + mixword + permutation_block functions) disregarding the

pre-processing and post-processing routines we generate the output file.
The structure of the output file is (in hexadecimal, first 8 blocks):

1° block:
39CAA4CD337774FD304D58BFCECB92BF523EC35830EB7F8543A0D68A359ED982
772DOCCFFDO9B2B1BBE4EFCC61353FEBBA3367E9BOBCO98FA4D8FFB12CCDA48539
2° block:
E383C3D09D26F74910F73621AB4BDF226AAEB3581DDA23D45AED2B2694BFA66S
4DD3541D92D779C3564E3D03951F1CF7A61AB64C641857D8DF26EF399C1F4616
3° block:
2697C5DC13203380E623CA6DB405EO0B9D77EF93B49588CC2D02A80720CA80A 7B
DOFO01DCCB8B8F60C65C06F4425E4B64DECBAG7/BB56F572D9E5180B42FAOAF650A2
4° block:
AQ6CFC926FE3996C2ECBF56B5E9DOE2ESD88602EEA39D09CO951E6A90EECBEFCAL
FCO5ACOEDF5BFBE2E3SEDF772F24A0E1F7826538BF0D2467DD65DE8B213C2661
5° block:
9253314F07C13FDAS5B427C0EA18A34F7D8A3519C824A8E96DBOBF76BD08AA414
BFAOD2E2EE8ESS51F60FEDEA9CA2DEOF96BDB9D41435D2852FDD9895080DE979C
6° block:
05001430EEDB23D438EBCD48EBE6B2C05D8866CAC68COA1AOE3906B1BACIC105
EEEO04204AF382401E33B5119BR4AFEEICBC71D49690525B3C710AE26DF08A787
7° block:
80B641DCF29174BCBC51F7B73CD2B1A6060F3D3B6AED1I41C7B101AF3CF4358B0
8F940068F82E28D91A3CB94C283ABFB68CF06591FAF56941BCF7CAGEAD490DBE
8° block:
8866CCADF6AATFD7072489C3E78DFADD2045148FDCCDB13636A7429B9320129F
545BFA603BAEE097496E38E4E06D4FE9828277CA3674A22D01D1709F2EE78F34

Checking the minimum and maximum number of "0" bits in each block.

Minimum: 216
Maximum: 291



5.6 Bit Shift Test 1 with 4 rounds for mixword() - single blocks

This test is similar to the 5.4 test, except that the blocks processed by the Viktoria hash function are
processed in isolation.

1. The structure of the output file is (in hexadecimal, first 8 blocks):

1° block:
C22EA1081C789FBC71CA272A57CE3809097F298E9ED3AB5599675C774C087BC2
41048D64F9A071E91DF457CEF951BEGOEAS6DD54E86511721B7348F6F0352C14
2° block:
0D1629C10069859EF94FAF4E8389B0AB525D88FA3BAFE4100525277E51E21F7A
005D45FB3DE2D84FB6D836C138710523A15FCOC8395EB9EDAOSC79C93823C500
3° block:
9E7BC0978F3220C6C3C6C690F508B7187FA94AEBEAS7AFF18C04093BEBA34242
5D20868491A72F22C17415D70F9009FDA95183B85E2442316D8DFAD67E037415
4° block:
E86FCI9B959D0561C406F11BD8D2E889FCA61547C54C5BF948D376BDC7CO96244F
5744C19036AB187EECODAF6045CE790C186C7F65910972E5FDOE40D11DC4BB70
5° block:
4C98C73263445F7916EBF36C25392DEYAOE82A61C49472E1AC42859050E3DF10
360BB41FF21B7FB577615EBALSEEFF4FDDO0065B89367B2C350BBA3DO98F249AD
6° block:
D9C302D88EB89D82EO05F81DBA5999D0736971B8412CE19033B3D99775A73D6CEC
DDEO9F504F71D99524E052DEBEFAO047F2087CBC28A7B41212F9E12F9A90DD15
7° block:
50E79806253E394C8455F6EEA95AFD607A7AD60799AB7FOFCEDE3522B4B7D280
8BC2489B5B21CDF100B120865D0A4E118AE055BD661F99A9CAIEGAA2EEFA8T70E
8° block:
7TE5307D52EB046DEA30386DAAE280D3175B348F580193E11C8696504B0E661A5
D6083BB960233BA18FF03BF89D08ACS5AD2A67DAC4FB86E159452EB00977D1CC8

2. Checking the minimum and maximum number of "1" bits in each block.

Minimum: 225
Maximum: 289

5.7 The 0 bit shift test with 4 rounds for mixword() - single blocks

This test is similar to the 5.5 test, except that the blocks processed by the Viktoria hash function are
processed in isolation.

1. The structure of the output file is (in hexadecimal, first 8 blocks):

1° block:
0606542816F93C4C134C675E49A087CA190C2DA78344FD61D258BE643FA7D4B4
21DB452B5A2DATA618F482ABR89E00CAS0506B030509186AF1148RB624EC92D6D0
2° block:
CAFEQ09C932C2A103677D1C378D8B471717087AE45B8715F9E182784D597B522A
D6C661CE29C88FB38A319CAB81837C4DF0096C218350D76C83459858A6C8D65CD
3° block:
3F1FCFB79E653E2E9E48577F1DAG62E3771882F87C706134D31D28BO9FAROB43ES
DO01CO082272EO0EO96EBEF2B6A7510DFDA81AFBD486637622FF1FA649A3274494
4° block:
0400C22CB9E93060E9D4FB2AFC15F7B1FDAO35006AA1E4678C35268D0BB17E02
1A871F55AD752C31DE37E5C773A08D20442A02E0CESEOASE7BAF9420DEA38EFBB
5° block:
A362D3DC58884712EA74B2FAOCO1CC4927FF4RA4EF3DC240690F6ADIC3A2312F2
343A4B586B23072D193D9F796E7076032FF4FDDCAAS434706E7D01B67FEDEF338
6° block:



5ACF38386B141995965F223FE8SEA327E654E659576C346E9F7DAD3B2A1514216
E978479908F9CA9597E6356F8F21DOEOBOEFAEE337DA68DCB5F214008E0E4237
7° block:

F72575D36DC73A82C245346B6B1141B7B2290A7E70508DD5447D9DFEC908F112
3948CB73F9B4C5E72FA32DD73C0449A4D6A92A6620E9057E78AA8086483BFF58
8° block:

1E947967C141DF53DC31ABSF930AEBSASAABEFD3767B752BASB5BRB1IB8F38D03328
6C19FBEATC574BRFD2B4AAFBC6RB039AF15B960BA38D8A9DDFD482B68EBOEC20ES

2. Checking the minimum and maximum number of "0" bits in each block.

Minimum: 225
Maximum: 295

5.8 The long file test with 4 rounds for mixword() - isolated blocks

This test is executed from a file with 10.000.000.000 bytes (there are 156.250.000 blocks of 512 bits).
Each 512 bit block is 64 bytes. In each block the first 4 bytes vary in this order 00-00-00, 01-00-00, 02-00-
00, ..., 8D-2F-50-09, 8E-2F-50-09 and 8F-2F-50-09 (hexadecimal notations) and the others are filled with
"0". We then use the mixword function (4 turns) to process each block separately, disregarding the pre-
processing and post-processing routines. The result of Dieharder tests to check the supposed randomness of
the data is excellent. The result is presented in Annex IX.

5.9 The long file test with 4 rounds for mixword() - chained blocks

This test is executed from a file with 10.000.000.000 bytes (there are 156.250.000 blocks of 512 bits).
Each 512 bit block is 64 bytes "0". We then use the mixword function (4 loops) to process each block with
sequencing, disregarding the pre-processing and post-processing routines. The result of the Dieharder test is
presented in Annex X and indicates supposed randomness in the data.

5.10 The superlong file test with 4 rounds for mixword() - isolated blocks

This test is executed from a file with 50.000.000.000 bytes (there are 781.250.000 blocks of 512 bits).
Each 512 bit block is 64 bytes. In each block the first 4 bytes vary in this order 00-00-00, 01-00-00, 02-00-
00, ..., 8D-2F-50-09, 8E-2F-50-09 and 8F-2F-50-09 (hexadecimal notations) and the others are filled with
values from "01" to "3C". We then use the mixword function (4 turns) to process each block separately,
disregarding the pre-processing and post-processing routines. The result of Dieharder tests to check the
supposed randomness of the data is very good. It is shown in Annex XI.

5.11 The superlong file test with 4 rounds for mixword() - chained blocks

This test is executed from a file with 50.000.000.000 bytes (there are 781.250.000 blocks of 512 bits).
Unlike the previous test in this test the file is filled entirely with "FF" bytes. Once again we use the mixword
function (4 loops) to process each block in a chained way, disregarding the pre-processing and post-
processing routines. The result of Dieharder tests to check the supposed randomness of the data is
satisfactory. It is shown in Annex XII.

5.12 Testing the super-long file with full Viktoria hash - central processing

In this test we use an input file of 100.000.000.000 bytes "0" (that's 1.562.500.000 blocks). In this case
we use the Viktoria hash function almost as a whole, excluding only the pre-processing and post-processing.
The results of the Dieharder tests are excellent and can be seen in Annex XIII.

5.13 Completion of tests

The statistical tests to which we submitted the Viktoria hash algorithm prove that it produces pseudo-
random data already from 4 rounds of the mixword function. In the complete algorithm there are 16 runs of



the mixword function and the permutation after each block, besides the pre-processing and post-processing
routines.

According to the tests performed, the Viktoria hash algorithm makes correct use of the avalanche effect
in its internal structure and produces accurate pseudo-random data sets that are very important for hash
algorithms. This feature helps to avoid attacks based on bit relationships such as linear and differential
cryptoanalysis.

6. COMPARISON WITH OTHER HASH FUNCTIONS

In this part of the work we present some comparisons of VIKTORIA HASH with SHA2-512 and with
SHA3-512.

6.1 Sequence search test on 16-bit messages

This test looks for hexadecimal number sequences in hashes produced by SHA2-512, SHA3-512 and
VIKTORIA algorithms. We search the hexadecimal sequences "000000", "00000", "0000", "000", "00" and
"0" for all hashes produced by the 3 functions and compare the results. Then we look for the sequences
"111111", "222222", ..., up to "ffffff".

6.1.1 Searching hex "0":

Here we present the hash values for the hexadecimal "0" and its concatenations. We see in table 16 (an
example for each sequence of each algorithm) that for each function the bit sequences were found within the
statistical forecast. The complete results can be seen in Annex XIV. There they are detailed how many times
in each position the sequences appeared for each algorithm. Also at the end of each table you can check the
sum of the terms found, the term that appears most in the ratio and the average of the appearances of binary
sequences for each algorithm. We analyzed 65536 hashes which correspond to all possible 16-bit messages.

Function |Hexadecimal | Hexadecimal Hash
Message

SHA2-512 |000000 - -

SHA3-512 |000000 d5d4 7f£146ae9933db67846e46elbl61841197£203caldc
28ab5ded4afdb4dfl17b5450££50685afceed5£dc27500
00004a1bb232a89383dc6d6864adf5£35abd6883be

VIKTORIA |000000 dfds 5f041dcecl55a77e8deffb5b4b7fb02b82fa2e5df50
47b18ccac66cfbc826582417a51203a6920£f0e0bdbf
000000cf4b049bf6f4db3bba822de870548c37ebe’

SHA2-512 |00000 180d 897c8bcdbcfaldd6cee003dfd5cc9c4£5e034384000
00a3a4d4b6554al6cad2d6d4ec943c7£0dfb8cl1£8562f7
cbl11£58079fefd7ebdcfl87eall39222e0d6d7fa854

SHA3-512 |00000 1272 dldd2al7eaf0dbedf2260b8327£f00000b2aa6c2ellbd
eecblf40e73d059509f69979cb14a3038ae0ad24doe
ec3af8a3dfd9faded1d48£8dd9pa7855¢c4c39225f2

VIKTORIA [00000 feeb 1327c00000b186766373d4b9%2e2e58df£717662360
a9652b607£0df226e2ce747ee71£0fa50ed4l6clcdda
0029172£fce9£8d2£354£685eb2ddad76b2£f49e2bb1

SHA2-512 |0000 ec72 0000d70af47141ffcddb05761£f6ea9936%abc49fc97
3ab5b70a0e6174a3208fbbcdc246dablbcfbcazeedc
862e806ae3ad8321f2b7254268dd0ff8adee587c0d7

SHA3-512 |0000 5clc 000038d34£f0b27d1604b090ebb51ff%a37cabc95eel
5a6528e8e4a5a281f1f408396b7843681aba907e065
54£827435b46alca325903c076fd0lacffS5bl7ebcc

VIKTORIA [0000 2b5b 87c0000e4361b8£8476b6£23787c0e6a8366901ac45b
9886259a2ef827b99%6alabl25b439e45827384f1da2




2ddb049694dcf648da2d890b1b5c68881732b09816

SHA2-512 |000 0123 0004pb80f21c57a47b074aaa34abcl6£0a9c0a9%9a4580
8cdad2f267ealbd6eb8843231d55ace3bla38b187dcO
7€a4£545b09d0575eceb635979351cclbfdb0209%a6

SHA3-512 |000 17a3 000eb7599£f9bf5bl6cd9c220e46287ab2d43eb2024a
3b521d63al2aeldbf8a68eab229¢c43c7¢3387219b2b
a509%a2e6d38c2485b0cd4ed27b917ec0267d5b30bb5

VIKTORIA |000 1105 00094dalde5aal36b4d81163d2e74e6301e06e8505c2
76d7£380e5782£9611232bdc7£91288223a55459%bcc
1d6fdo65e05d3£f£f88964cffdacfo5ddedcddle87coH

SHA2-512 |00 00£9 0052achb042£490c6ae205¢cc29b9eaB875161£5866328
537de85557d15d£2600b783b0b48d1c59284cl4dc44
5feb2bl02£8bcd467d12d0cc776d31c324dce7099¢

SHA3-512 |00 00dc 00£d311aedl4b59fe0£6473795042a4d4cf5357574fF
63a76e07£247ac1174b579033fb42789%0£fb065d03¢cc
c8d5£51735d815c0d200950958090d103cc24edb6C

VIKTORIA |00 7800 0029cd79cedfe62£915ca89592aa90cb51aab990b4a
5999d14cb39024c9102c92£89cb602599¢c6£3783e7d
3592a06al1a0b847295baabcd267437b911£53¢c2718

SHA2-512 |0 0007 083c0151£931208dcb4b0134762¢c30d1858cobcafa4dl
eaebd4113b69717dc286ac69a890b548b7dfb489cd3b
2527903ac45236bbl3arf8d2c5£2£27807c6d62bbe’

SHA3-512 |0 0021 024ad19e301c6bf99dbcbdo30alad39c3c36b8840eb
627£513d175690ba386£f2feca9550d1fa9c304284£34
13e554a1b3e4858be9456edb93ce2blecbcc97883e

VIKTORIA |0 0£00 085a529£5878£6038455bac3d6866476dfd87c151a8
ebcaab89e43f67b434b£f22d49da05d4e31c9d0fffc?
12431e711fb3eb278cbbbbcc202164£fb75d69£4a08

Table 16

6.1.1 Searching for hexadecimal (other values):
The results of searches for hexadecimal values for '123456789abcdef' may be followed in Annex XV.
6.1.2 Conclusion

For all the values searched, the three algorithms behaved in a very similar way, presenting on average
all the occurrences of hexadecimal values searched in the 65536 hashes analyzed.

Hexadecimal
Observed Observed
value sought Expected Observed average
and average average average Viktoria
. SHA2-256 SHA3-256
concatenations
000000 0,00390625 0 0,00813 0,00813
00000 0,0625 0,06452 0,06452 0,10484
0000 1 0,896 0,952 1,032
000 16 16,2778 15,6508 15,6429
00 256 257,331 255,039 255,173
0 4096 4100,54 4092,31 4090, 92
111111 0,00390625 0 0,01626 0
11111 0,0625 0,03226 0,09677 0,01613




1111 1 0,944 1,144 0,928
111 16 16,031746031746|16,031746031746| 15,8650793650794
11 256 257,1496062992 |256,76377952755| 255,661417322835
1 4096 4093,2890625 4097,234375 4094,03125
222222 0,00390625 0,008130081 0 0
22222 0,0625 0,096774194 0,040322581 0,024193548
2222 1 0,88 0,928 0,776
222 16 15,61904762 16,05555556 15,93650794
22 256 252,480315 259,8188976 253,6141732
2 4096 4086, 695313 4104,515625 4089,5
333333 0,00390625 0,008130081 0 0
33333 0,0625 0,10483871 0,032258065 0,056451613
3333 1 1,016 0,816 1,08
333 16 15,51587302 15,35714286 16,68253968
33 256 256,488189 254,1811024 253,9370079
3 4096 4091, 914063 4096, 671875 4092,171875
444444 0,00390625 0,008130081 0,016260163 0,008130081
44444 0,0625 0,056451613 0,064516129 0,048387097
4444 1 0,992 0,848 0,832
444 16 16,18253968 15,17460317 15,62698413
44 256 256,1968504 254,1259843 252,480315
4 4096 4097,945313 4094,140625 4093,648438
555555 0,00390625 0 0 0
55555 0,0625 0,072580645 0,056451613 0,056451613
5555 1 0,896 1,08 0,96
555 16 16,08730159 15,82539683 16,06349206
55 256 255,3543307 257,1259843 256,9133858
5 4096 4085,976563 4112,242188 4095,617188
666666 0,00390625 0 0 0
66666 0,0625 0,064516129 0,096774194 0,048387097
6666 1 0,992 1,144 0,92
666 16 16,5 16,5 15,8015873
66 256 256,3149606 256,3149606 256,0944882
6 4096 4097,570313 4092,570313 4088,71875
77777 0,00390625 0 0 0
T 0,0625 0,048387097 0,048387097 0,064516129
7777 1 0,936 0,848 0,928
777 16 15,41269841 15,88888889 15,48412698
77 256 254,1811024 256,3622047 256,2125984
7 4096 4102,71875 4091, 992188 4110,007813




888888

0,00390625

0

0

0

88888 0,0625 0,112903226 0,040322581 0,10483871
8888 1 1,096 1,12 1,056
888 16 15,85714286 15,57936508 16,04761905
88 256 257,7322835 255,7244094 255,4724409
8 4096 4103,476563 4099,054688 4091,710938
999999 0,00390625 0 0,016260163 0,008130081
99999 0,0625 0,056451613 0,072580645 0,072580645
9999 1 1,016 0,944 0,888
999 16 15,67460317 15,9047619 16,16666667
99 256 254,7086614 257,2677165 256,3464567
9 4096 4094,242188 4096,195313 4100,445313
aaaaaa 0,00390625 0,008130081 0 0
aaaaa 0,0625 0,064516129 0,056451613 0,056451613
aaaa 1 1,016 1,056 0,872
aaa 16 16,03174603 15,88888889 15,68253968
aa 256 254,8503937 253,9370079 256,8582677
a 4096 4097,328125 4087,242188 4089,5625
bbbbbb 0,00390625 0,008130081 0 0,008130081
bbbbb 0,0625 0,064516129 0,056451613 0,088709677
bbbb 1 1,216 0,856 1,144
bbb 16 15,46825397 15,87301587 16,20634921
bb 256 255,2519685 255,023622 258,0551181
b 4096 4092,398438 4101,15625 4103,789063
cccecce 0,00390625 0,016260163 0,008130081 0
ccecece 0,0625 0,072580645 0,072580645 0,040322581
ccce 1 0,864 1,024 0,96
ccc 16 15,88888889 16,29365079 15,21428571
cc 256 257,5590551 252,8188976 255,8740157
c 4096 4103,507813 4089,945313 4092,273438
dddddd 0,00390625 0 0 0,016260163
ddddd 0,0625 0,056451613 0,016129032 0,10483871
dddd 1 0,936 1 1,048
ddd 16 15,6031746 16,41269841 15,70634921
dd 256 253,9448819 256,4251969 256,6535433
d 4096 4097,40625 4102,296875 4101,164063
eeeecee 0,00390625 0 0,024390244 0,008130081
ceeee 0,0625 0,056451613 0,10483871 0,088709677
eeee 1 0,96 0,936 1,224
eee 16 15,48412698 16,20634921 16,34920635




ee 256 253,0708661 258,8110236 257,7165354
e 4096 4095,085938 4089,484375 4101,976563
fEffff 0,00390625 0 0 0,008130081
fffff 0,0625 0,072580645 0,072580645 0,10483871
ffff 1 0,888 0,912 1,032

fff 16 16,06349206 16,23809524 15,64285714
ff 256 255,0708661 255,9370079 255,1732283
bl 4096 4095,90625 4088,945313 4090,921875

Table 17

Table 17 presents the test summary and shows that the Viktoria hash algorithm has outputs comparable
to SHA2-512 and SHA3-512 algorithms. According to the test performed the Viktoria algorithm produces
balanced outputs and makes good use of the avalanche effect in its internal structure. These are the minimum
acceptable characteristics of a good hash function.

6.2 Differential test with functions SHA2-512, SHA3-512 and VIKTORIA

One of the main cryptographic analysis tools is differential cryptoanalysis. It is generally based on the
differences of two inputs or outputs of an algorithm where these inputs have peculiar differences. This test is

designed to test a possible vulnerability of hash functions to differential cryptoanalysis.

In this test we generated 16384 distinct but very similar files and from them their respective hashes. To
generate the test file we XORed the distinct hashes (all possible combinations of pairs). The file created has
8.589.410.304 bytes. The following pseudocode exemplifies this process:

ALGORITHM 11

Bl

[128,64,32,16,8,4,2,1]

b2 = [127, 191, 223, 239, 247,

vector = array[16384]

counter = 1
for ct3 := 0 to 15
for ct:= 1 to 64

for ct2:= 1 to 8

253, 254]

prefix replicate(chr (ct3),ct-1)
word = chr(bl[ct2])
suffix replicate (chr(ct3),64-1-(ct-1))
vector[counter] = prefix + word + suffix
++counter
next
next
next
for ct3 := 0 to 15
for ct:= 1 to 64
for ct2:= 1 to 8
prefix replicate (chr (ct3),ct-1)
word = chr(b2[ct2])
suffix replicate (chr(ct3),64-1-(ct-1))
vector[counter] = prefix + word + suffix
++counter
next
next
next

The test result is very similar for the three hash algorithms. The file of 8.589.410.304 bytes is tested by
the battery of Dieharder pseudo-random number tests. The complete result can be seen in Annexes XVI,

XVII and XVIII.




TESTS SHA2-512 SHA3-512 VIKTORIA
SUCCESS 95 91 91
FAIL 17 16 17
POOR 7 v 6
PERFORMANCE

Table 18

The test summary is shown in table 18. The results are very similar among the three algorithms
indicating that they are at a similar level when dealing with the difficulty of implementing differential
attacks.

6.3 Performance review for SHA2-512, SHA3-512 and Viktoria
In this test we analyze the behavior of the three hash functions regarding their processing speed. We

use different file sizes to check for possible oscillations. The tests were performed on a computer with intel
Core i5 processor - 3210M, 2.5 GHZ and 6 GB of RAM.

FILE SHA2-512 SHA3-512 VIKTORIA
1KB 0m0,002s 0m0,027s 0m0,062s
100 KB 0mO0,003s 0m0,030s 0m0,067s
500 KB 0mO0,007s 0mO0,034s 0m0,091s
1MB 0m0,012s 0mO0,040s 0m0,101s
100 MB 0m0,369s Om1,114s 0m6,438s
500 MB 0m1,818s 0mb5,464s 0m32,118s
1GB 0m3,704s 0m11,163s 1mb5,790s

Table 19

In table 19 we see the test result. The SHA-512 algorithm is the fastest of the three that can process a
1.073.741.824 byte file in just under 4 seconds. The SHA-512 algorithm has a good performance too and
processes the same file in just over 11 seconds. Viktoria hash is by far the most expensive algorithm due to
its complex structure and spends almost 66 seconds processing the same file. Table 20 shows these
comparisons.

ALGORITHM SHA2-512 SHA3-512 VIKTORIA
SHA2-512 - 3,013768898 17,76187905
SHA3-512 0,331810445 - 5,893576995

VIKTORIA 0,05630035 0,169676243 -

Table 20

In practice Viktoria hash is the slowest algorithm, being 17,8 times slower than SHA2-512 and 5.9
times slower than SHA3-512. Despite this Viktoria hash can process in a single thread 16.320.745,16 bytes
per second in our reference implementation (it is not fully optimized). In a computer capable of working with
6 threads (something common nowadays) Viktoria hash can match the SHA3-512 algorithm by processing 6
files at the same time.

An important note to note is that the Viktoria hash structure is more complex than the SHA3-512
structure. Particularly due to its dynamic permutation we conjecture that the cost of cryptoanalysis may
justify a waste of time in calculating hash values. As we have few hash functions available Viktoria hash
presents itself with an interesting alternative mainly for its innovative design.



7. How to use the Viktoria hash function

We have made a reference implementation in the C language of the Viktoria hash function. The
implementation was written in the simplest way possible (it was optimized but not entirely) to facilitate the
understanding of the algorithm.

The Viktoria hash algorithm can be operated from the linux or windows command line (just compile
for each platform). The compilation only requires the GCC compiler:

gcc (Ubuntu 7.4.0-lubuntul~18.04.1) 7.4.0

Copyright (C) 2017 Free Software Foundation, Inc.

This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

To compile use the following command (the source file is vik.c):
gcc vik.c -o vik

Suppose you want to see the 512-bit hash of a file called 1kb.bin. To do this type in the linux command
line (in windows just omit the "./"):

./vik 1lkb.bin 1 0 0

The Viktoria hash algorithm has 4 mandatory parameters:

Parameter Significance

1 File name (string) It's the name of the file you want to extract the hash.

2 Hash size (numeric) It represents a number that indicates the hash size to
calculate:

1 =512 bits

2 = 1024 bits

3 = 1536 bits

4 = 2048 bits
and so on.

3 Bits to insert (numeric 0 to 7) Used to extract the hash of byte-oriented binary messages
(whose last byte is incomplete). This number represents
the number of bits to be added at the end of the file.

4 Byte representing the bits (numeric from 0 to | Byte that represents the surplus bits that will be inserted

127) at the end of the file for processing.
Table 21

Although the Viktoria algorithm accepts file entries of up to 2**°-1 bytes the reference version is limited
to 2%-1 bytes. This was done to simplify the implementation and not to need to use external libraries.



CONCLUSION

We present in this work a new hash function: Viktoria Hash. It is a function with an innovative internal
design and which, according to the tests performed, seems to provide security and usability for modern
times.

Some works after this one leap to our eyes: create attacks for weakened versions of Viktoria (this test is
important as in the work [6] that attacks a weakened version of the BLAKE algorithm, finalist of the SHA-3
contest), try to find collisions or pseudo-collisions through various techniques as in [7][9][10][11],
implement an optimized version of the algorithm among other works.

Bouillaguet [12] says there seems to have been a problem with the Merkle-Damgard construction. Is
this model of hash function construction really outdated? Or is this construction model alone being "blamed"
for the design flaws in the algorithms that were broken? These are important questions for further research. A
note should be made that although the Viktoria algorithm is based on the Merkle-Damgard construction it
does not contain its vulnerabilities because it has a huge internal state and also pre-processing and post-
processing functions.

We believe that Viktoria is crash resistant, resistant to the first pre-image and resistant to the second
pre-image. These requirements are absolutely indispensable for a good hash function [3][13]. In later works
various tests will be applied to this new hash function but for now, according to the tests performed, we can
say that Viktoria seems to be a reliable hash algorithm.
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ANNEX I - GENERATION OF THE EXCHANGE TABLES

The Viktoria hash algorithm works with an internal state of 256!* which corresponds to a total of
approximately 3367 bits. We know that the SHA-3 algorithm works with an internal state of 1600 bits. Our
algorithm has expanded this number to a little more than double that observed in the SHA-3 algorithm.

To generate the two interchangeable tables, called here T1 and T2, we performed the following
procedure:

1) We created a vector containing the first 690 prime numbers:

prime numbers = {2, 3, 5, 7, .., 5171, 5179}

2) We put the prime numbers together and form a decimal sequence as follows:

23571113171923

2) The first 2560 digits of this decimal string can be divided into two sets of 1280 digits, which in turn
can be divided into two two two-dimensional vectors with 256 5-digit elements. This procedure generates
two numerical sequences defined as follows:

si = { (0, 23571), (1, 11317), (2, 19232), ..,
(254, 72503), (255, 25212) }

s2 = { (0, 53125), (1, 39254), (2, 32549), ..,
(254, 35167), (255, 51715) }

By sorting the sequences S1 and S2 having as key the second number of each element we will obtain
the vectors T1 and T2 presented below:

T1

204 193 96 10 100 208 104 212 109 52 70 95 108 99 103 11
107 98 102 106 118 22 122 111 130 1 154 162 166 115 186 198
119 238 250 123 30 127 216 131 61 135 14 139 143 147 151 112
220 54 155 57 159 60 163 167 63 17 171 69 205 175 7 179
75 183 187 116 191 97 165 2 195 20 90 199 88 203 207 211
133 215 225 224 43 219 79 223 120 227 23 231 235 153 185 239

0 243 247 251 228 26 255 124 29 232 128 121 141 32 13 114
217 12 34 142 18 190 132 33 236 48 35 240 249 136 38 72
84 244 237 25 41 177 4 248 140 44 64 73 144 47 252 148
101 50 197 46 152 53 113 145 82 91 156 56 16 55 160 157
37 59 221 164 6 62 169 209 65 168 229 68 28 172 9 110
189 241 134 158 170 178 182 194 21 202 206 218 226 234 242 254
27 71 253 176 67 76 5 74 125 180 87 49 77 93 184 137
19 85 80 181 8 83 188 105 149 58 86 192 213 40 126 138
146 150 15 174 94 210 214 222 230 24 246 117 3 201 233 245
31 196 36 89 39 42 45 51 66 129 161 92 78 81 200 173

T2

240 49 145 148 52 244 152 193 56 248 41 229 241 156 137 157
165 252 60 6 14 50 66 21 74 77 114 118 160 222 226 234
242 250 97 109 64 164 9 69 149 185 213 68 168 129 3 72

7 172 11 15 19 23 177 27 31 35 39 43 47 176 51 55
76 59 141 63 67 71 2 10 18 26 46 75 80 62 33 79
89 121 106 83 110 126 130 142 146 87 170 174 182 186 190 194
91 206 210 214 218 95 254 99 103 180 107 111 115 84 119 61
123 127 131 135 139 1 205 143 147 151 155 184 53 88 159 101
169 163 167 171 175 81 179 233 183 187 191 188 195 199 203 092
207 211 215 197 253 219 223 227 25 231 192 235 239 243 247 96
251 245 255 196 0 161 100 4 104 45 189 200 73 113 217 37
108 225 8 13 133 181 209 204 112 208 12 93 16 116 212 20
173 120 30 34 42 85 82 153 237 98 102 134 138 150 24 158
162 166 178 202 238 216 124 28 5 220 125 105 32 128 224 57
132 36 65 17 40 228 136 29 201 22 38 140 54 58 70 78
86 90 94 232 122 154 198 230 246 44 236 117 144 221 249 48



ANNEXII - INITIALIZATION OF EXCHANGE TABLES

The Viktoria hash algorithm works with two 256 element interchange tables. These tables are
generated through the process of generating the interchange tables (see Annex I). However, to promote a
quick differentiation between similar messages these tables are started with an order that depends on the
complete content of the message.

This process is done as follows:

1) We start two variables:

accumulator = 0
control =0

2) In this step we will start reading the message. If the byte of the file is in an odd position (1st, 3rd, 5th, ...)
we perform the following operation:

readByte = Read a byte of the message

exchange = T2[readByte]

tmp = T1[readByte]

position = (change + control) MOD 256
T1[readByte] = T1[position]

T1[position] = tmp

accumulator = (accumulator + T1[T2[readByte]])

3) If the byte of the file is in an even position (2nd, 4th, 6th, ...) then we execute this operation:

readByte = Read a byte of the message

exchange = T1[readByte]

tmp = T2[readByte]

position = (change + control) MOD 256
T2[readByte] = T2[position]

T2[position] = tmp

accumulator = (accumulator + T1[T2[readByte]])

4) This code is executed until the end of the message. Then we change each element of the vectors T1 and
T2 according to the code:

tmpl = DIV accumulator 256

tmp2 = MOD 256 accumulator

FOR counter 0 TO 255 DO:
T1[counter] = (T1[counter] + tmp1) MOD 256
T2[counter] = (T2[counter] + tmp2) MOD 256

Note that the abbreviation DIV represents the entire result of a division and the abbreviation MOD
represents the rest of a division. This algorithm allows changing the order of the T1 and T2 vectors
according to the content of the incoming message. This way similar files will already start the processing of
the 2nd phase of the algorithm with very different parameters which will contribute to make similar
messages start the generation of the hash with different content.



ANNEX III - HEADING AND ZERO BYTE CONTROL
A) Generating a header for the inbound message

It is common to exist in the functions of a block to control the size of the input file. In the case of the
Viktoria hash function the initial header will be a 64 byte block with the following structure:

1st byte: 255

2nd byte: File size in 64 module

3rd byte: Amount of surplus bits in the message

4th byte: Byte representing the bits in excess

5th to 64th byte: bits representing the file size in bytes

The file size is represented by a variable of 480 bits. In this example implementation we represent the
file size in the last 64 bits® through the following polynomial: ax” + bx® + x5 + dx* + ex3 + fx? + gx! + hx".
The coefficients a - h are in the [0,255] range. Each term of this polynomial occupies a position starting at
the 57th byte and ending at the 64th byte of the file header block. All files must have a 64 byte header in this
format.

B) Control for files with a size other than a multiple of 64

This control block will consist of 64 bytes with value zero for files with multiple sizes of 64. In the
case of a file with a size other than a multiple of 64 we will have to read a number of bytes from the file that
corresponds to its size in 64 module. These will be the first bytes of the block and the others will have a
value of zero. For example, a file with 100 bytes will have this block filled with the first 36 bytes and the
other 28 equal to zero, except the last byte of this block which will be filled with the number of bytes read.

if (file size% 64! = 0) {
quant bytes = (file size% 64);
size = size - quant bytes; // Recalculating file size

for (ct = 0; ct <quant bytes; ct ++) {
fread (& read block, sizeof (read block), 1, pl);
BLOCK TMP [ct] = T1 [read block];

}
BLOCK _TMP [63] = (64 - (file size% 64))% 64; // Number of null bytes considered

for (ct = 0; ct <64; ct ++) {
BLOCK [ct] = BLOCK [ct] ”~ BLOCK TMP [ct]; // XOR with previous BLOCK
}

The BLOCK vector represents the result of file header processing. This way, before processing the
content of the file itself we have to process these 2 blocks of 512 bits.

We form an initial block of 512 bits called file header and we process this block through several
operations. Then we form the 2nd block of the file according to the previous pseudocode. We will also
process this block but first we will make a XOR operation with the previous block obtained through the
header processing.

The main routine that does the processing of each block will be divided in 3 parts: read_block()
function, mixword() function and permutation_block() function. After the last block the mixword_final()
functions will be executed and finalized().

5 Just to avoid having to incorporate into the source code a library to work with large numbers. The main difference from other hash functions like
SHA-256 is that the file size is given in bytes and not bits. The Viktoria hash function supports inputs up to 2** -1 bytes.



ANNEX IV - DETAILS OF THE MIXWORD_FINAL () FUNCTION

This routine is very similar to the mix_word() function except that it is executed at least 8192 times
and at most 16382 times per file. It is the penultimate operation to be performed before ending with hash
output. To calculate how many times this routine will be executed we need all the data from the block
processed up to this point:

limit=0
For ct from 1 to 64 do:

limit = limit XOR T1[BLOCK][ct]]

limit = limit + T2[BLOCK|[ct]]

limit = (limite + ( (T1[BLOCK][ct]]+1) * (T2[BLOCK[ct]]+1) )) MOD 8191

limit = 8192 + limit

The number 8191 was chosen because it is the closest cousin to 8192. This routine is almost identical
to the mixword() function. The differences are these:

a) before the base word mixing routine we execute the code:

for ct from 1 to 256 do:

T1[ct] = (T1[ct] + T2[round MOD 256]) MOD 256

for ct from 1 to 256 do:
T2[ct] = (T2[ct] + T1[(round +

128) MOD 256]) MOD 256

This routine allows you to change all the elements of the T1 and T2 exchange tables more quickly by
moving the elements of one table based on an element of the other table. The variable "round" refers to the
current round of the function.

b) The word mixing routine is performed 4 times per round and uses a dynamic permutation:

for
rO
pl
P2
r3

In

the prime numbers up to 31

(ct=0;ct<4;ct++) {

A= (ROTL32 (~pl,13) ~ ROTL32 (p2,3)
+= (ROTL32 (p0,14) ~ ROTL32 (~p2,11
A= (ROTL32 (~p0,9) ~ ROTL32 (pl,20)
+= (ROTL32 (p0,17) ~ ROTL32 (~pl,2)
A= (ROTL32 (~pl,25) ~ ROTL32(p2,7)

~ ROTL32 (~p2, 8

= (
+= (ROTL32 (p0,10)

( (

( (

A= (ROTL32 (~p0,15) ~ ROTL32 (pl,31

+= (ROTL32 (p0,30) ~ ROTL32(~pl, 16

A= (ROTL32 (~pl,19) ~ ROTL32 (p2,24))
~ ROTL32 (~p2, 4

ROTL32 (~p0, 5)
ROTL32 (p0, 14)

( (

+= (ROTL32 (p0,22)
( ( ~ ROTL32 (pl, 8)
( (

~ ROTL32 (~pl,24))

+ ROTL32 (~p3,27);

) + ROTL32 (p3,26);
+ ROTL32 (~p3,28);
+ ROTL32 (p2,1);

—_ — — —

) + ROTL32 (~p3,18);
)) + ROTL32 (p3,23);
)) + ROTL32 (~p3,29);
)) + ROTL32 (p2,21);
+ ROTL32 (~p3,12);
)) + ROTL32 (p3,6);
) + ROTL32 (~p3,13);
+ ROTL32 (p2,20);

this part apply all the permutations resulting from the combinations of

tmp = (p0 % 7920);

p0 = ~(ROTL32 (p0, PERMUTATION [tmp] [0
pl = ROTL32 (pl, PERMUTATION [tmp] [1])
p2 = ~(ROTL32 (p2, PERMUTATION [tmp] [2
p3 = ROTL32 (p3, PERMUTATION [tmp] [3])
tmp = p0;

p0 = pl;

(are 7920 combinations)

))

]
1))



pl = p2;
p2 P3;
p3 tmp;

The PERMUTATION matrix has 7920 x 4 elements and represents all possible permutations with 4
elements that can be obtained using the prime numbers from 2 to 31.

c¢) Before the function rotates_blocks() a binary permutation is performed on the first 128-bit subblock (A).

position=1
for ct from 1 to 256 do:
If T1[ct] <= 128
vector2[position] = vector[T1[ct]]
position = position + 1

Considering vector[] with 128 binary elements we have that vector?[] is reordered from the dynamic table
T1.

d) After the function rotates_block() every 16 laps the operation exchanges_block().

e) Finally, every 64 turns, a binary permutation of 512 bits is made with the exchange tables T1 and T2 as
reordering parameter. The algorithm is similar to the one executed in item (c).



ANNEX'V - DIEHARD TESTS

The description of the Diehard tests has been copied from the official documentation of this battery of
tests to pseudo-random numbers.

This is the BIRTHDAY SPACINGS TEST

Choose m birthdays in a year of n days. List the spacings
between the birthdays. If j is the number of values that
occur more than once in that list, then j is asymptotically
Poisson distributed with mean m*3/(4n). Experience shows n
must be quite large, say n>=2718, for comparing the results
to the Poisson distribution with that mean. This test uses
n=2%24 and m=2%9, so that the underlying distribution for j
is taken to be Poisson with lambda=2%27/(2426)=2. A sample
of 500 j's is taken, and a chi-square goodness of fit test
provides a p value. The first test uses bits 1-24 (counting
from the left) from integers in the specified file.

Then the file is closed and reopened. Next, bits 2-25 are
used to provide birthdays, then 3-26 and so on to bits 9-32.
Each set of bits provides a p-value, and the nine p-values
provide a sample for a KSTEST.

THE OVERLAPPING 5-PERMUTATION TEST

This is the OPERM5 test. It looks at a sequence of one mill-
ion 32-bit random integers. Each set of five consecutive
integers can be in one of 120 states, for the 5! possible or-
derings of five numbers. Thus the 5th, 6th, 7th,...numbers
each provide a state. As many thousands of state transitions
are observed, cumulative counts are made of the number of
occurences of each state. Then the quadratic form in the
weak inverse of the 120x120 covariance matrix yields a test
equivalent to the likelihood ratio test that the 120 cell
counts came from the specified (asymptotically) normal dis-
tribution with the specified 120x120 covariance matrix (with
rank 99). This version uses 1,000,000 integers, twice.

This is the BINARY RANK TEST for 31x31 matrices. The leftmost
31 bits of 31 random integers from the test sequence are used
to form a 31x31 binary matrix over the field {0,1}. The rank
is determined. That rank can be from 0 to 31, but ranks< 28
are rare, and their counts are pooled with those for rank 28.
Ranks are found for 40,000 such random matrices and a chisqua-
re test is performed on counts for ranks 31,30,29 and <=28.

This is the BINARY RANK TEST for 32x32 matrices. A random 32x
32 binary matrix is formed, each row a 32-bit random integer.
The rank is determined. That rank can be from 0 to 32, ranks
less than 29 are rare, and their counts are pooled with those
for rank 29. Ranks are found for 40,000 such random matrices
and a chisquare test is performed on counts for ranks 32,31,
30 and <=29.

This is the BINARY RANK TEST for 6x8 matrices. From each of
six random 32-bit integers from the generator under test, a
specified byte is chosen, and the resulting six bytes form a
6x8 binary matrix whose rank is determined. That rank can be
from 0 to 6, but ranks 0,1,2,3 are rare; their counts are
pooled with those for rank 4. Ranks are found for 100,000
random matrices, and a chi-square test is performed on
counts for ranks 6,5 and <=4.

THE BITSTREAM TEST

The file under test is viewed as a stream of bits. Call them
bl,b2,... . Consider an alphabet with two "letters", 0 and 1
and think of the stream of bits as a succession of 20-letter
"words", overlapping. Thus the first word is blb2...b20, the
second is b2b3...b21, and so on. The bitstream test counts
the number of missing 20-letter (20-bit) words in a string of
2721 overlapping 20-letter words. There are 2720 possible 20
letter words. For a truly random string of 2%21+19 bits, the
number of missing words j should be (very close to) normally
distributed with mean 141,909 and sigma 428. Thus

(j-141909) /428 should be a standard normal variate (z score)
that leads to a uniform [0,1) p value. The test is repeated
twenty times.

The tests OPSO, 0QSO and DNA

OPSO means Overlapping-Pairs-Sparse-Occupancy

The OPSO test considers 2-letter words from an alphabet of
1024 letters. Each letter is determined by a specified ten
bits from a 32-bit integer in the sequence to be tested. OPSO
generates 2721 (overlapping) 2-letter words (from 2721+1
"keystrokes") and counts the number of missing words---that
is 2-letter words which do not appear in the entire sequence.
That count should be very close to normally distributed with
mean 141,909, sigma 290. Thus (missingwrds-141909)/290 should
be a standard normal variable. The OPSO test takes 32 bits at
a time from the test file and uses a designated set of ten
consecutive bits. It then restarts the file for the next de-
signated 10 bits, and so on.

0QSO means Overlapping-Quadruples-Sparse-Occupancy

The test 0OQSO is similar, except that it considers 4-letter
words from an alphabet of 32 letters, each letter determined
by a designated string of 5 consecutive bits from the test
file, elements of which are assumed 32-bit random integers.
The mean number of missing words in a sequence of 2%21 four-
letter words, (2721+3 "keystrokes"), is again 141909, with
sigma = 295. The mean is based on theory; sigma comes from
extensive simulation.

This is the COUNT-THE-1's TEST for specific bytes.

Consider the file under test as a stream of 32-bit integers.
From each integer, a specific byte is chosen , say the left-
most bits 1 to 8. Each byte can contain from 0 to 8 1's,

with probabilitie 1,8,28,56,70,56,28,8,1 over 256. Now let
the specified bytes from successive integers provide a string
of (overlapping) 5-letter words, each "letter" taking values
A,B,C,D,E. The letters are determined by the number of 1's,
in that byte 0,1,0r 2 --->A, 3 --->B, 4 --->C, 5 ---> D,
and 6,7 or 8 ---> E. Thus we have a monkey at a typewriter
hitting five keys with with various probabilities 37,56,70,
56,37 over 256. There are 575 possible 5-letter words, and
from a string of 256,000 (overlapping) 5-letter words, counts
are made on the frequencies for each word. The quadratic form
in the weak inverse of the covariance matrix of the cell
counts provides a chisquare test Q5-Q4, the difference of

the naive Pearson sums of (OBS-EXP)~2/EXP on counts for 5-
and 4-letter cell counts.

THIS IS A PARKING LOT TEST

In a square of side 100, randomly "park" a car---a circle of
radius 1. Then try to park a 2nd, a 3rd, and so on, each
time parking "by ear". That is, if an attempt to park a car
causes a crash with one already parked, try again at a new
random location. (To avoid path problems, consider parking
helicopters rather than cars.) Each attempt leads to either
a crash or a success, the latter followed by an increment to
the list of cars already parked. If we plot n the number of
attempts, versus k the number successfully parked, we get a
curve that should be similar to those provided by a perfect
random number generator. Theory for the behavior of such a
random curve seems beyond reach, and as graphics displays are
not available for this battery of tests, a simple characteriz
ation of the random experiment is used k, the number of cars
successfully parked after n=12,000 attempts. Simulation shows
that k should average 3523 with sigma 21.9 and is very close
to normally distributed. Thus (k-3523)/21.9 should be a st-
andard normal variable, which, converted to a uniform varia-
ble, provides input to a KSTEST based on a sample of 10.

THE MINIMUM DISTANCE TEST

It does this 100 times choose n=8000 random points in a
square of side 10000. Find d, the minimum distance between
the (n”2-n)/2 pairs of points. If the points are truly inde-
pendent uniform, then d*2, the square of the minimum distance
should be (very close to) exponentially distributed with mean
.995 . Thus l-exp(-d*2/.995) should be uniform on [0,1) and
a KSTEST on the resulting 100 values serves as a test of uni-
formity for random points in the square. Test numbers=0 mod 5
are printed but the KSTEST is based on the full set of 100
random choices of 8000 points in the 10000x10000 square.

THE 3DSPHERES TEST

Choose 4000 random points in a cube of edge 1000. At each
point, center a sphere large enough to reach the next closest
point. Then the volume of the smallest such sphere is (very
close to) exponentially distributed with mean 120pi/3. Thus
the radius cubed is exponential with mean 30. (The mean is
obtained by extensive simulation). The 3DSPHERES test gener-
ates 4000 such spheres 20 times. Each min radius cubed leads
to a uniform variable by means of l-exp(-r*3/30.), then a
KSTEST is done on the 20 p-values.

This is the SQEEZE test

Random integers are floated to get uniforms on [0,1). Start-
ing with k=2731=2147483647, the test finds j, the number of
iterations necessary to reduce k to 1, using the reduction
k=ceiling(k*U), with U provided by floating integers from
the file being tested. Such j's are found 100,000 times,
then counts for the number of times j was <=6,7,...,47,>=48
are used to provide a chi-square test for cell frequencies.

The OVERLAPPING SUMS test

Integers are floated to get a sequence U(1l),U(2),... of uni-
form [0,1) variables. Then overlapping sums,
S(1)=U(1)+...4U(100), S2=U(2)+...+U(101),... are formed.

The S's are virtually normal with a certain covariance mat-
rix. A linear transformation of the S's converts them to a

T ce of independent s dard normals, which are converted
to uniform variables for a KSTEST. The p-values from ten
KSTESTs are given still another KSTEST.

This is the RUNS test. It counts runs up, and runs down,

in a sequence of uniform [0,1) variables, obtained by float-
ing the 32-bit integers in the specified file. This example
shows how runs are counted .123,.357,.789,.425,.224,.416,.95
contains an up-run of length 3, a down-run of length 2 and an
up-run of (at least) 2, depending on the next values. The
covariance matrices for the runs-up and runs-down are well
known, leading to chisquare tests for quadratic forms in the
weak inverses of the covariance matrices. Runs are counted
for sequences of length 10,000. This is done ten times. Then
repeated.



The DNA test considers an alphabet of 4 letters C,G,A,T,
determined by two designated bits in the sequence of random
integers being tested. It considers 10-letter words, so that
as in OPSO and 0QSO, there are 2”20 possible words, and the
mean number of missing words from a string of 2721 (over-
lapping) 10-letter words (2721+9 "keystrokes") is 141909.
The standard deviation sigma=339 was determined as for 0QSO
by simulation. (Sigma for OPSO, 290, is the true value (to
three places), not determined by simulation.

This is the COUNT-THE-1's TEST on a stream of bytes.

Consider the file under test as a stream of bytes (four per
32 bit integer). Each byte can contain from 0 to 8 1's,

with probabilities 1,8,28,56,70,56,28,8,1 over 256. Now let
the stream of bytes provide a string of overlapping 5-letter
words, each "letter" taking values A,B,C,D,E. The letters are
determined by the number of 1's in a byte 0,1,or 2 yield A,

3 yields B, 4 yields C, 5 yields D and 6,7 or 8 yield E. Thus
we have a monkey at a typewriter hitting five keys with vari-
ous probabilities (37,56,70,56,37 over 256). There are 575
possible 5-letter words, and from a string of 256,000 (over-
lapping) 5-letter words, counts are made on the frequencies
for each word. The quadratic form in the weak inverse of

the covariance matrix of the cell counts provides a chisquare
test Q5-Q4, the difference of the naive Pearson sums of
(OBS-EXP) “2/EXP on counts for 5- and 4-letter cell counts.

This is the CRAPS TEST. It plays 200,000 games of craps, finds
the number of wins and the number of throws necessary to end
each game. The number of wins should be (very close to) a
normal with mean 200000p and variance 200000p(l-p), with
p=244/495. Throws necessary to complete the game can vary
from 1 to infinity, but counts for all>21l are lumped with 21.
A chi-square test is made on the no.-of-throws cell counts.
Each 32-bit integer from the test file provides the value for
the throw of a die, by floating to [0,1), multiplying by 6
and taking 1 plus the integer part of the result.

NOTE Most of the tests in DIEHARD return a p-value, which
should be uniform on [0,1) if the input file contains truly
independent random bits. Those p-values are obtained by
p=F(X), where F is the assumed distribution of the sample
random variable X---often normal. But that assumed F is just
an asymptotic approximation, for which the fit will be worst
in the tails. Thus you should not be surprised with
occasional p-values near 0 or 1, such as .0012 or .9983.
When a bit stream really FAILS BIG, you will get p's of 0 or
1 to six or more places. By all means, do not, as a
Statistician might, think that a p < .025 or p> .975 means
that the RNG has "failed the test at the .05 level". Such
p's happen among the hundreds that DIEHARD produces, even
with good RNG's. So keep in mind that " p happens".




ANNEX VI - DIEHARDER TESTS FOR MIXWORD FUNCTION

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin| 4.17e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name |Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| 0] 100] 10010.97248073| PASSED # The file file input raw was rewound 19 times
diehard_operm5| (o] 1000000 10010.94376408| PASSED rgb_minimum distance] 3] 10000 100010.87351969| PASSED
diehard_rank_ 32x32| 0] 40000 10010.81385689| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_minimum distance] 4 10000 100010.20305995| PASSED
diehard_rank_6x8]| 0] 100000 10010.72690594| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_minimum_ distance] 5] 100001 100010.06367083| PASSED
diehard_bitstream| 0] 2097152 10010.20706381| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 2] 100000 10010.84149576| PASSED
diehard_opsol| 0] 2097152 10010.32838701| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 3 100000 10010.92172787| PASSED
diehard_ogsol| 0] 2097152 10010.67803575| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 4] 100000 10010.79279849| PASSED
diehard_dnal 0l 2097152 10010.45293128| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 51 1000001 10010.95356490| PASSED
diehard_count_ls_str]| ] 256000/ 10010.37148978| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 0l 1000000 10010.98791671| PASSED
diehard count_ls_byt]| 0l 256000 10010.87959823| PASSED # The file file_input_raw was rewound 21 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 1] 10000001 100/0.08961281| PASSED
diehard parking_lot| 0l 12000/ 10010.39087401| PASSED # The file file_input_raw was rewound 22 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 2| 1000000 10010.45905339| PASSED
diehard 2dsphere] 2] 8000 10010.53347123| PASSED # The file file_ input_raw was rewound 24 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 31 1000000 10010.23579093| PASSED
diehard_3dsphere| 31 4000 10010.28537603| PASSED # The file file_ input_raw was rewound 26 times
# The file file_input_raw was rewound 4 times rgb_lagged_sum| 4] 1000000 10010.10975314| PASSED
diehard_squeeze| 0] 100000 10010.09544435| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 4 times rgb_lagged_sum| 5] 1000000 10010.62083414| PASSED
diehard_sums| 0] 100] 10010.56057958| PASSED # The file file_input_raw was rewound 31 times
# The file file_input_raw was rewound 4 times rgb_lagged sum| 6| 1000000 10010.49633980| PASSED
diehard_runs| 0] 100000 10010.69124466| PASSED # The file file_input_raw was rewound 34 times
diehard runs| 0] 100000 10010.61856359| PASSED rgb_lagged_sum| 71 1000000 10010.03854615| PASSED
# The file file_input_raw was rewound 5 times # The file file_input_raw was rewound 38 times
diehard _craps| 0] 200000/ 10010.04413745| PASSED rgb_lagged_sum| 8| 1000000 10010.25264868| PASSED
diehard_craps| (o] 200000 10010.25940083| PASSED # The file file input_raw was rewound 42 times
# The file file_input_raw was rewound 13 times rgb_lagged_sum| 9] 1000000 10010.16638465| PASSED
marsaglia_tsang_gcd| 0| 10000000} 10010.04248610| PASSED # The file file_input_raw was rewound 46 times
marsaglia_tsang_gcd| 0 10000000] 10010.02639916| PASSED rgb_lagged_sum| 10| 1000000 | 10010.04970890| PASSED
# The file file_input_raw was rewound 13 times # The file file_input_raw was rewound 51 times
sts_monobit] 11 100000 10010.79946186| PASSED rgb_lagged_sum| 11| 10000001 10010.50742996| PASSED
# The file file_input_raw was rewound 13 times # The file file_input_raw was rewound 56 times
sts_runs| 2] 100000 10010.15112950| PASSED rgb_lagged_sum| 12| 1000000 100/0.16004200| PASSED
# The file file_input_raw was rewound 13 times # The file file_input_raw was rewound 62 times
sts_serial] 1] 100000 10010.61720878| PASSED rgb_lagged sum| 13| 1000000 10010.72472382| PASSED
sts_serial] 2] 100000 10010.48522312| PASSED # The file file_input_raw was rewound 68 times
sts_serial] 3] 100000 10010.46402745| PASSED rgb_lagged sum| 14| 1000000 10010.18347070| PASSED
sts_serial] 31 100000 10010.03336863| PASSED # The file file_input_raw was rewound 74 times
sts_seriall 4] 1000001 10010.78946545| PASSED rgb_lagged_sum| 15| 1000000 10010.00000006| FAILED
sts_seriall 4] 1000001 10010.35807014| PASSED # The file file_ input_raw was rewound 81 times
sts_seriall 5] 100000 10010.62599452| PASSED rgb_lagged sum| 16| 1000000 10010.25167443| PASSED
sts_seriall 5] 100000 10010.59366956| PASSED # The file file_input_raw was rewound 88 times
sts_seriall [ 100000 10010.03023550| PASSED rgb_lagged _sum| 17| 1000000 10010.39577767| PASSED
sts_seriall 6| 100000 10010.44024507| PASSED # The file file_input_raw was rewound 96 times
sts_seriall 71 1000001 10010.26579847| PASSED rgb_lagged sum| 18] 1000000 10010.56812816| PASSED
sts_seriall A 100000 10010.72760722| PASSED # The file file_input_raw was rewound 104 times
sts_serial] 8] 100000 10010.87788724| PASSED rgb_lagged_sum| 19] 1000000 10010.09177789| PASSED
sts_seriall 8] 100000 10010.90439718| PASSED # The file file_input_raw was rewound 112 times
sts_serial] 91 100000 10010.98253761| PASSED rgb_lagged_sum| 20| 1000000 100/0.02153868| PASSED
sts_serial] 91 100000 10010.50792706| PASSED # The file file_input_raw was rewound 121 times
sts_serial| 10| 100000 10010.88545285| PASSED rgb_lagged sum| 21| 1000000 100/0.01432522| PASSED
sts_seriall 10| 1000001 10010.81038050|] PASSED # The file file_input_raw was rewound 130 times
sts_seriall 11| 100000 10010.96696265| PASSED rgb_lagged_sum| 22| 1000000 10010.03587220| PASSED
sts_seriall 11| 1000001 10010.93897442| PASSED # The file file_input_raw was rewound 140 times
sts_serial| 12| 100000 10010.78222224| PASSED rgb_lagged_sum| 23| 1000000 10010.15328293| PASSED
sts_seriall 12| 1000001 10010.89014842| PASSED # The file file_ input_raw was rewound 150 times
sts_serial| 13| 100000 10010.97445602| PASSED rgb_lagged_sum| 24| 1000000 10010.00003341 | WEAK
sts_seriall 13| 100000 10010.65033521| PASSED # The file file_input_raw was rewound 160 times
sts_serial| 14| 100000 10010.94547908| PASSED rgb_lagged_sum| 25| 1000000 10010.13887878| PASSED
sts_seriall| 14| 100000 10010.86955491| PASSED # The file file_input_raw was rewound 171 times
sts_serial| 15| 100000 10010.26908769| PASSED rgb_lagged sum| 26| 1000000} 10010.74023695| PASSED
sts_serial| 15| 100000 10010.47573532| PASSED # The file file_input_raw was rewound 182 times
sts_seriall 16| 100000 10010.97486031| PASSED rgb_lagged sum| 27| 1000000 10010.23902428| PASSED
sts_serial| 16| 1000001 10010.41465364| PASSED # The file file_input_raw was rewound 194 times
# The file file_input_raw was rewound 13 times rgb_lagged_sum| 28] 1000000 10010.03451610| PASSED
rgb_bitdist| 1] 100000 10010.67023755| PASSED # The file file_input_raw was rewound 206 times
# The file file_input_raw was rewound 13 times rgb_lagged _sum| 29| 1000000 10010.06331289| PASSED
rgb_bitdist| 2| 100000 10010.77100320| PASSED # The file file_input_raw was rewound 218 times
# The file file_input_raw was rewound 13 times rgb_lagged sum| 30| 10000001 10010.87167906| PASSED
rgb_bitdist| 3] 100000 10010.08140147| PASSED # The file file_input_raw was rewound 231 times
# The file file_input_raw was rewound 13 times rgb_lagged sum| 31| 1000000 100/0.07029562| PASSED
rgb_bitdist| 4] 100000 10010.94459912| PASSED # The file file_input_raw was rewound 244 times
# The file file_input_raw was rewound 14 times rgb_lagged _sum| 32| 1000000 10010.27068660| PASSED
rgb_bitdist| 5] 1000001 10010.62094965| PASSED # The file file_input_raw was rewound 244 times
# The file file_input_raw was rewound 14 times rgb_kstest_test| 0l 100001 100010.68500736| PASSED
rgb_bitdist] 6] 1000001 10010.84123364| PASSED # The file file_input_raw was rewound 245 times
# The file file_input_raw was rewound 15 times dab_bytedistrib| 0l 51200000/ 110.25990456| PASSED
rgb_bitdist] 71 1000001 10010.65724792| PASSED # The file file_input_raw was rewound 245 times
# The file file_input_raw was rewound 16 times dab_dct| 256] 500001 110.15064612| PASSED
rgb_bitdist] 8| 100000 10010.10337573| PASSED Preparing to run test 207. ntuple = 0
# The file file_input_raw was rewound 16 times # The file file_ input_raw was rewound 246 times
rgb_bitdist] 91 100000 10010.88810706| PASSED dab_filltree| 32| 15000000 110.22816946| PASSED
# The file file_input_raw was rewound 17 times dab_filltree| 32| 15000000 110.51825753| PASSED
rgb_bitdist| 10| 100000 10010.88326147| PASSED Preparing to run test 208. ntuple = 0
# The file file_input_raw was rewound 18 times # The file file_input_raw was rewound 246 times
rgb_bitdist| 11| 100000 10010.44445558| PASSED dab_filltree2| 0l 50000001 110.72193593| PASSED
# The file file_input_raw was rewound 19 times dab_filltree2| 11 5000000 110.33772856| PASSED
rgb_bitdist| 12| 100000 10010.98517330| PASSED Preparing to run test 209. ntuple = 0
# The file file_input_raw was rewound 19 times # The file file_input_raw was rewound 246 times
rgb_minimum distance] 2] 10000 1000/0.58501561| PASSED dab_monobit2| 12| 65000000] 110.22925706| PASSED



ANNEX VII - THE 4 ROUND HASH FUNCTION TEST FOR MIXWORD - VERSION 1

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin]| 1.82e+07 |
# #
test_name |Intup| tsamples |psamples| p-value |Assessment test_name |Intup| tsamples |psamples| p-value |Assessment
diehard_birthdays| 0l 1001 10010.40318857| PASSED # The file file_input_raw was rewound 19 times
diehard_operm5| 0] 1000000} 10010.74954088| PASSED rgb_minimum_ distance] 3] 10000] 1000/0.92228379| PASSED
diehard_rank_32x32]| 0l 400001 10010.27324647| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_minimum_ distance]| 4] 100001 100010.65953551| PASSED
diehard rank_6x8]| 0l 100000 10010.98371456| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_minimum distance] 5] 100001 100010.42607677| PASSED
diehard bitstream| 0l 2097152 10010.62993976| PASSED # The file file_ input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 2| 100000 100/0.17140095| PASSED
diehard_opsol| 0] 2097152 10010.28342410| PASSED # The file file_ input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 31 1000001 10010.98952140| PASSED
diehard_ogso| 0] 2097152 10010.38952479| PASSED # The file file input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 4] 100000 10010.97468608| PASSED
diehard_dna| 0] 2097152 10010.32747531| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 51 1000001 100/0.92376620| PASSED
diehard_count_1ls_str| 0] 256000 10010.86979112| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 0l 1000000 100/0.39013875| PASSED
diehard_count_1s_byt]| 0] 256000 10010.49505766| PASSED # The file file_input_raw was rewound 21 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 1l 1000000 10010.38928700| PASSED
diehard parking lot] 0] 12000 10010.51526020| PASSED # The file file_input_raw was rewound 22 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 2] 1000000 10010.60296655| PASSED
diehard_2dsphere] 2] 80001 10010.36520462| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 3] 1000000 10010.66129016| PASSED
diehard_3dsphere] 31 40001 10010.09576474| PASSED # The file file_input_raw was rewound 26 times
# The file file_input_raw was rewound 4 times rgb_lagged sum| 4] 1000000 10010.02910539| PASSED
diehard_squeeze| ] 1000001 10010.85116022| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 4 times rgb_lagged_sum| 5] 1000000] 100/0.02728181| PASSED
diehard sums| 0l 100 10010.18072296| PASSED # The file file_input_raw was rewound 31 times
# The file file_input_raw was rewound 4 times rgb_lagged_sum| 6] 1000000 10010.96182412| PASSED
diehard runs| 0l 100000 10010.15264676| PASSED # The file file_input_raw was rewound 34 times
diehard runs]| 0] 100000] 10010.07713804| PASSED rgb_lagged sum| 71 1000000 100/0.76541880| PASSED
# The file file_input_raw was rewound 5 times # The file file_ input_raw was rewound 38 times
diehard_craps| 0l 200000 10010.13613602| PASSED rgb_lagged_sum| 81 1000000 100/0.52733518| PASSED
diehard_craps| 0l 200000 10010.48930166| PASSED # The file file_ input_raw was rewound 42 times
# The file file_input_raw was rewound 13 times rgb_lagged_sum| 91 1000000 100(0.00031215] WEAK
marsaglia_tsang_gcd| 0] 10000000]| 10010.03883149| PASSED # The file file_input_raw was rewound 46 times
marsaglia_tsang_gcd| 0 10000000]| 10010.00000416]| WEAK rgb_lagged_sum| 10| 1000000 10010.63542382| PASSED
# The file file_input_raw was rewound 13 times # The file file input_raw was rewound 51 times
sts_monobit| 1] 100000 10010.78354365| PASSED rgb_lagged_sum| 11| 1000000 10010.00313570] WEAK
# The file file_input_raw was rewound 13 times # The file file_input_raw was rewound 56 times
sts_runs| 2| 100000] 10010.69576192| PASSED rgb_lagged_sum| 12| 1000000 10010.28479648| PASSED
# The file file_input_raw was rewound 13 times # The file file_input_raw was rewound 62 times
sts_seriall 1] 1000001 10010.42707376| PASSED rgb_lagged sum| 13| 1000000 10010.26712807| PASSED
sts_seriall 2] 1000001 10010.14224616| PASSED # The file file_input_raw was rewound 68 times
sts_seriall 3] 100000 10010.08089240| PASSED rgb_lagged sum| 14| 1000000 10010.06739717| PASSED
sts_serial] 31 1000001 10010.22730704| PASSED # The file file_input_raw was rewound 74 times
sts_seriall 4] 100000 10010.40831094| PASSED rgb_lagged _sum| 15| 1000000 10010.61349737| PASSED
sts_serial] 4] 1000001 10010.92648994| PASSED # The file file_input_raw was rewound 81 times
sts_seriall 5] 100000 10010.42294912| PASSED rgb_lagged sum| 16| 1000000 100/0.75906964| PASSED
sts_serial] 5] 1000001 10010.97666950| PASSED # The file file_input_raw was rewound 88 times
sts_serial] 61 100000 10010.48916546| PASSED rgb_lagged_sum| 17| 1000000 10010.11235164| PASSED
sts_serial] 6l 100000 10010.92810987| PASSED # The file file_input_raw was rewound 96 times
sts_serial] 71 100000 10010.56478251| PASSED rgb_lagged_sum| 18] 1000000 100/0.05896800| PASSED
sts_serial] 71 100000 10010.86957802| PASSED # The file file_input_raw was rewound 104 times
sts_serial] 8| 100000 10010.77762109| PASSED rgb_lagged_sum| 19| 1000000 100/0.00311817] WEAK
sts_serial] 8| 100000 10010.80309199| PASSED # The file file_input_raw was rewound 112 times
sts_seriall 91 100000 10010.08429482| PASSED rgb_lagged_sum| 20| 1000000 10010.53707102| PASSED
sts_seriall 91 1000001 10010.21794320| PASSED # The file file_input_raw was rewound 121 times
sts_seriall 10| 100000 10010.61055271| PASSED rgb_lagged_sum| 21| 1000000 10010.39907193| PASSED
sts_seriall 10| 100000 10010.80953954| PASSED # The file file_input_raw was rewound 130 times
sts_seriall 11| 100000 10010.41394867| PASSED rgb_lagged_sum| 22| 1000000 10010.82699571| PASSED
sts_serial| 11| 100000 10010.78206518| PASSED # The file file_input_raw was rewound 140 times
sts_seriall 12| 100000 10010.84862147| PASSED rgb_lagged_sum| 23| 1000000 10010.68580867| PASSED
sts_serial| 12| 100000 10010.48084107| PASSED # The file file_input_raw was rewound 150 times
sts_seriall 13| 100000] 10010.07188715| PASSED rgb_lagged_sum| 24| 1000000 10010.01247876| PASSED
sts_serial| 13| 100000 10010.01973931| PASSED # The file file_input_raw was rewound 160 times
sts_serial| 14| 100000 10010.08839256| PASSED rgb_lagged sum| 25| 1000000 10010.10126232| PASSED
sts_serial| 14| 1000001 10010.90504780| PASSED # The file file_input_raw was rewound 171 times
sts_serial| 15| 100000 10010.17122162| PASSED rgb_lagged sum| 26| 1000000 10010.92013302| PASSED
sts_serial| 15| 1000001 10010.80430063| PASSED # The file file_input_raw was rewound 182 times
sts_serial| 16| 100000 10010.91207908| PASSED rgb_lagged _sum| 27| 1000000 10010.02970593| PASSED
sts_seriall 16| 1000001 10010.36033291| PASSED # The file file_input_raw was rewound 194 times
# The file file_input_raw was rewound 13 times rgb_lagged sum| 28] 1000000 100/0.69833167| PASSED
rgb_bitdist] 1] 100000 10010.75556615| PASSED # The file file_input_raw was rewound 206 times
# The file file_input_raw was rewound 13 times rgb_lagged_sum| 29| 10000001 10010.00011186] WEAK
rgb_bitdist] 2] 100000 10010.09428098| PASSED # The file file_input_raw was rewound 218 times
# The file file_input_raw was rewound 13 times rgb_lagged _sum| 30| 1000000 10010.64511468| PASSED
rgb_bitdist] 31 100000 10010.55912672| PASSED # The file file_input_raw was rewound 231 times
# The file file_input_raw was rewound 13 times rgb_lagged_sum| 31| 10000001 100/0.00317694 | WEAK
rgb_bitdist] 4] 100000 10010.39479104| PASSED # The file file_ input_raw was rewound 244 times
# The file file_input_raw was rewound 14 times rgb_lagged_sum| 32| 1000000 10010.42082228| PASSED
rgb_bitdist| 51 1000001 100(0.52061423| PASSED # The file file_input_raw was rewound 244 times
# The file file_input_raw was rewound 14 times rgb_kstest_test| 0l 100001 100010.27418082| PASSED
rgb_bitdist| 6| 100000 10010.82671626| PASSED # The file file_input_raw was rewound 245 times
# The file file_input_raw was rewound 15 times dab_bytedistrib| 0l 51200000/ 110.12726248| PASSED
rgb_bitdist| A 100000 10010.48351521| PASSED # The file file_input_raw was rewound 245 times
# The file file_input_raw was rewound 16 times dab_dct| 256 500001 110.82453388| PASSED
rgb_bitdist| 8] 100000 10010.84756630| PASSED Preparing to run test 207. ntuple = 0
# The file file_input_raw was rewound 16 times # The file file_input_raw was rewound 246 times
rgb_bitdist| 91 100000] 10010.16580229| PASSED dab_filltree| 32| 15000000 110.89886473| PASSED
# The file file_input_raw was rewound 17 times dab_filltree| 32| 15000000] 110.65607642| PASSED
rgb_bitdist| 10| 1000001 10010.82247514| PASSED Preparing to run test 208. ntuple = 0
# The file file_input_raw was rewound 18 times # The file file_input_raw was rewound 246 times
rgb_bitdist| 11| 100000 10010.46344143| PASSED dab_filltree2| 0] 50000001 110.10798413| PASSED
# The file file_input_raw was rewound 19 times dab_filltree2| 11 5000000 110.72497860| PASSED
rgb_bitdist| 12| 100000 10010.15356229| PASSED Preparing to run test 209. ntuple = 0
# The file file_input_raw was rewound 19 times # The file file input_raw was rewound 246 times
rgb_minimum_distance] 2] 10000} 100010.47383542| PASSED dab_monobit2| 12| 65000000] 110.56005539| PASSED



ANNEX VIII - THE 4 ROUND HASH FUNCTION TEST FOR MIXWORD - VERSION 2

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin| 4.33e+07 |
# #
test_name |Intup| tsamples |psamples| p-value |Assessment test_name |Intup| tsamples |psamples| p-value |Assessment
diehard_birthdays| 0l 1001 10010.73346478| PASSED # The file file_input_raw was rewound 19 times
diehard_operm5| 0] 1000000} 10010.86829659| PASSED rgb_minimum_ distance] 3] 10000] 1000/0.69701852| PASSED
diehard_rank_32x32]| 0l 400001 10010.98183373| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_minimum_ distance]| 4] 100001 100010.67959750| PASSED
diehard rank_6x8]| 0l 100000 10010.29051708| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_minimum distance] 5] 100001 100010.23608891| PASSED
diehard bitstream| 0l 2097152 10010.37604905| PASSED # The file file_ input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 2| 100000 100/0.03403235| PASSED
diehard_opsol| 0] 2097152 10010.77228097| PASSED # The file file_ input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 31 1000001 100/0.15783280| PASSED
diehard_ogso| 0] 2097152 10010.89743726| PASSED # The file file input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 4] 100000 10010.40849598| PASSED
diehard_dna| 0] 2097152 10010.97448002| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 2 times rgb_permutations| 51 1000001 100/0.33820200| PASSED
diehard_count_1ls_str| 0] 256000 10010.42466440| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 0l 1000000 100/0.97871570| PASSED
diehard_count_1s_byt]| 0] 256000 10010.03289935| PASSED # The file file_input_raw was rewound 21 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 1l 1000000 10010.82687096| PASSED
diehard parking lot] 0] 12000 10010.67934334| PASSED # The file file_input_raw was rewound 22 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 2] 1000000 10010.54435002| PASSED
diehard_2dsphere] 2] 8000 10010.17337963| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 3 times rgb_lagged_sum| 3] 1000000 10010.67959914| PASSED
diehard_3dsphere] 31 40001 10010.35817494| PASSED # The file file_input_raw was rewound 26 times
# The file file_input_raw was rewound 4 times rgb_lagged sum| 4] 1000000 10010.39205808| PASSED
diehard_squeeze| ] 1000001 10010.44303776| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 4 times rgb_lagged_sum| 5] 1000000 100/0.86971609| PASSED
diehard sums| 0l 100 10010.04588441| PASSED # The file file_input_raw was rewound 31 times
# The file file_input_raw was rewound 4 times rgb_lagged_sum| 6] 1000000 100/0.66525076| PASSED
diehard runs| 0l 100000 10010.30428349| PASSED # The file file_input_raw was rewound 34 times
diehard runs]| 0] 100000] 10010.34979627| PASSED rgb_lagged sum| 71 1000000 10010.35576107| PASSED
# The file file_input_raw was rewound 5 times # The file file_ input_raw was rewound 38 times
diehard_craps| 0l 200000 10010.88073477| PASSED rgb_lagged_sum| 8| 1000000 10010.79039371| PASSED
diehard_craps| 0l 200000 10010.48259402| PASSED # The file file_ input_raw was rewound 42 times
# The file file_input_raw was rewound 13 times rgb_lagged_sum| 91 1000000 100/0.05032103| PASSED
marsaglia_tsang_gcd| 0] 10000000]| 10010.05337985| PASSED # The file file_input_raw was rewound 46 times
marsaglia_tsang_gcd| 0 10000000]| 10010.00000092| FAILED rgb_lagged_sum| 10| 1000000 100/0.85010735| PASSED
# The file file_input_raw was rewound 13 times # The file file input_raw was rewound 51 times
sts_monobit| 1] 100000 10010.04597422| PASSED rgb_lagged_sum| 11| 1000000 10010.53388292| PASSED
# The file file_input_raw was rewound 13 times # The file file_input_raw was rewound 56 times
sts_runs| 2| 100000] 10010.87341704| PASSED rgb_lagged_sum| 12| 1000000 10010.33046241| PASSED
# The file file_input_raw was rewound 13 times # The file file_input_raw was rewound 62 times
sts_seriall 1] 1000001 10010.51474348| PASSED rgb_lagged sum| 13| 1000000 10010.50997242| PASSED
sts_seriall 2] 1000001 10010.55960177| PASSED # The file file_input_raw was rewound 68 times
sts_seriall 3] 100000 10010.46656924| PASSED rgb_lagged sum| 14| 1000000 10010.18410617| PASSED
sts_serial] 31 1000001 10010.47673289| PASSED # The file file_input_raw was rewound 74 times
sts_seriall 4] 100000 10010.62902694| PASSED rgb_lagged _sum| 15| 1000000 10010.06634640| PASSED
sts_serial] 4] 1000001 10010.49827090|] PASSED # The file file_input_raw was rewound 81 times
sts_seriall 5] 1000001 100/10.81056717| PASSED rgb_lagged sum| 16| 1000000 10010.25945277| PASSED
sts_serial] 5] 1000001 10010.94410878| PASSED # The file file_input_raw was rewound 88 times
sts_serial] 61 100000 10010.83400816| PASSED rgb_lagged_sum| 17| 1000000 10010.93604024| PASSED
sts_serial] 6l 100000 10010.94163400| PASSED # The file file_input_raw was rewound 96 times
sts_serial] 71 100000 10010.18959675| PASSED rgb_lagged_sum| 18] 1000000 10010.22576527| PASSED
sts_serial] 71 100000 10010.01130727| PASSED # The file file_input_raw was rewound 104 times
sts_serial] 8| 100000 10010.01948640| PASSED rgb_lagged_sum| 19| 1000000 10010.04983936| PASSED
sts_serial] 8| 100000 10010.03847916| PASSED # The file file_input_raw was rewound 112 times
sts_seriall 91 100000 10010.26320858| PASSED rgb_lagged_sum| 20| 1000000 10010.63685199| PASSED
sts_seriall 91 1000001 10010.84573524| PASSED # The file file_input_raw was rewound 121 times
sts_seriall 10| 100000 10010.16689686| PASSED rgb_lagged_sum| 21| 1000000 10010.21580123| PASSED
sts_seriall 10| 100000 10010.99884626]| WEAK # The file file_input_raw was rewound 130 times
sts_seriall 11| 100000 10010.33625668| PASSED rgb_lagged_sum| 22| 1000000 10010.83353688| PASSED
sts_serial| 11| 100000 10010.90116610| PASSED # The file file_input_raw was rewound 140 times
sts_seriall 12| 100000 10010.39664647| PASSED rgb_lagged_sum| 23| 1000000 10010.04717501| PASSED
sts_serial| 12| 100000 10010.86234781| PASSED # The file file_input_raw was rewound 150 times
sts_seriall 13| 100000] 10010.71823004| PASSED rgb_lagged_sum| 24| 1000000 10010.00000000| FAILED
sts_serial| 13| 100000 10010.56993416| PASSED # The file file_input_raw was rewound 160 times
sts_serial| 14| 1000001 10010.47011130| PASSED rgb_lagged sum| 25| 1000000 10010.48249520| PASSED
sts_serial| 14| 1000001 10010.65938272| PASSED # The file file_input_raw was rewound 171 times
sts_serial| 15| 100000 10010.94724880| PASSED rgb_lagged sum| 26| 1000000 10010.57761783| PASSED
sts_serial| 15| 1000001 10010.51935692| PASSED # The file file_input_raw was rewound 182 times
sts_serial| 16| 100000 10010.90125742| PASSED rgb_lagged _sum| 27| 1000000 10010.32261156| PASSED
sts_seriall 16| 1000001 10010.93234111| PASSED # The file file_input_raw was rewound 194 times
# The file file_input_raw was rewound 13 times rgb_lagged sum| 28] 1000000 100/0.03924419| PASSED
rgb_bitdist] 11 100000] 10010.42320294| PASSED # The file file_input_raw was rewound 206 times
# The file file_input_raw was rewound 13 times rgb_lagged sum| 29| 1000000] 100/0.07901687| PASSED
rgb_bitdist] 2] 100000 10010.03311286| PASSED # The file file_input_raw was rewound 218 times
# The file file_input_raw was rewound 13 times rgb_lagged _sum| 30| 1000000 10010.43276784| PASSED
rgb_bitdist] 31 100000 10010.29936929| PASSED # The file file_input_raw was rewound 231 times
# The file file_input_raw was rewound 13 times rgb_lagged sum| 31| 1000000 10010.63384537| PASSED
rgb_bitdist] 4] 100000 10010.77555651| PASSED # The file file_ input_raw was rewound 244 times
# The file file_input_raw was rewound 14 times rgb_lagged_sum| 32| 1000000 10010.46554901| PASSED
rgb_bitdist| 51 1000001 10010.53810624| PASSED # The file file_input_raw was rewound 244 times
# The file file_input_raw was rewound 14 times rgb_kstest_test| 0l 100001 1000/0.31255804| PASSED
rgb_bitdist| 6| 100000 10010.60835561| PASSED # The file file_input_raw was rewound 245 times
# The file file_input_raw was rewound 15 times dab_bytedistrib| 0l 51200000/ 110.89872923| PASSED
rgb_bitdist| A 100000 10010.64613935| PASSED # The file file_input_raw was rewound 245 times
# The file file_input_raw was rewound 16 times dab_dct| 256 500001 110.24541445| PASSED
rgb_bitdist| 8] 100000 10010.44266502| PASSED Preparing to run test 207. ntuple = 0
# The file file_input_raw was rewound 16 times # The file file_input_raw was rewound 246 times
rgb_bitdist| 91 100000] 10010.19192416| PASSED dab_filltree| 32| 15000000 110.39234983| PASSED
# The file file_input_raw was rewound 17 times dab_filltree| 32| 15000000] 110.90006079| PASSED
rgb_bitdist| 10| 1000001 10010.60410573| PASSED Preparing to run test 208. ntuple = 0
# The file file_input_raw was rewound 18 times # The file file_input_raw was rewound 246 times
rgb_bitdist| 11| 100000 10010.97011502| PASSED dab_filltree2| 0] 50000001 110.07547405| PASSED
# The file file_input_raw was rewound 19 times dab_filltree2| 11 5000000 110.06745464| PASSED
rgb_bitdist| 12| 100000 10010.30304835| PASSED Preparing to run test 209. ntuple = 0
# The file file_input_raw was rewound 19 times # The file file input_raw was rewound 246 times
rgb_minimum_distance] 2] 10000} 100010.32579545| PASSED dab_monobit2| 12| 65000000] 110.80324039| PASSED



ANNEX IX - THE LONG FILE TEST WITH 4 TURNS FOR MIXWORD()
SINGLE BLOCKS

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin]| 1.09e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| 0l 100 10010.97248073| PASSED # The file file_input_raw was rewound 2 times
diehard_operm5| [oh] 1000000 10010.94376408| PASSED rgb_permutations| 2| 100000 100/0.18820488| PASSED
diehard_rank_ 32x32| 0] 40000 10010.81385689| PASSED # The file file_input_raw was rewound 2 times
diehard_rank_6x8]| (o] 100000 10010.00277584 | WEAK rgb_permutations| 3] 100000 10010.48340723| PASSED
diehard_bitstream| 0] 2097152 10010.64580367| PASSED # The file file_input_raw was rewound 2 times
diehard_opsol| (o] 2097152 10010.90864018| PASSED rgb_permutations| 4 100000 100/0.34892344| PASSED
diehard_ogsol| 0] 2097152 10010.97249539| PASSED # The file file_input_raw was rewound 2 times
diehard_dna| 0] 2097152 10010.37405698| PASSED rgb_permutations| 5] 100000 100|0.97379306| PASSED
diehard_count_1ls_str| 0] 256000 10010.68593649| PASSED # The file file_input_raw was rewound 2 times
diehard count_ls_byt]| 0l 256000/ 10010.39441806| PASSED rgb_lagged_sum| 0] 1000000 10010.77266935| PASSED
diehard parking lot] 0] 12000 10010.55728091| PASSED # The file file_input_raw was rewound 2 times
diehard 2dsphere] 2] 8000 10010.37677002| PASSED rgb_lagged_sum| 1] 1000000 100/0.04886623| PASSED
diehard 3dsphere| 3] 4000 10010.18499521| PASSED # The file file_input_raw was rewound 2 times
diehard squeeze| 0] 100000 10010.07932723| PASSED rgb_lagged sum| 2| 1000000 10010.90884490| PASSED
diehard_sums| (] 1001 10010.23578846| PASSED # The file file_input_raw was rewound 2 times
diehard runs| 0l 100000 10010.17336659| PASSED rgb_lagged_sum| 31 1000000 100/0.85722620| PASSED
diehard_runs| 0l 100000 10010.40320506| PASSED # The file file_input_raw was rewound 2 times
diehard craps| 0l 200000 10010.98835337| PASSED rgb_lagged_sum| 4] 1000000 10010.90868686| PASSED
diehard_craps| ] 200000] 10010.32989449| PASSED # The file file_input_raw was rewound 2 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 51 1000000 10010.84473037| PASSED
marsaglia_tsang_gcd| 0| 10000000} 10010.99648576| WEAK # The file file_input_raw was rewound 3 times
marsaglia_tsang_gcd| 0| 10000000]| 10010.09933217| PASSED rgb_lagged sum| 6l 1000000 100/0.63848252| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 3 times
sts_monobit] 1] 100000 10010.99819493| WEAK rgb_lagged sum| 71 1000000 100/0.80473259| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 3 times
sts_runs| 2| 100000 10010.46145112| PASSED rgb_lagged sum| 8] 1000000 10010.68946906| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_seriall 1] 100000 10010.61984524| PASSED rgb_lagged_sum| 9] 1000000 10010.38983317| PASSED
sts_serial] 2] 100000 10010.47299493| PASSED # The file file input raw was rewound 4 times
sts_seriall 3] 100000 10010.78391153| PASSED rgb_lagged _sum| 10| 1000000 10010.90707756| PASSED
sts_seriall 3] 100000 10010.89867873| PASSED # The file file_input_raw was rewound 5 times
sts_seriall 4] 1000001 10010.24845939| PASSED rgb_lagged sum| 11| 1000000 10010.19931159| PASSED
sts_seriall 4 100000 10010.99452630| PASSED # The file file_input_raw was rewound 5 times
sts_serial] 5] 100000 10010.50662284| PASSED rgb_lagged_sum| 12] 1000000 10010.93636869| PASSED
sts_seriall 5] 100000 10010.25591575| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 61 100000 10010.09696611| PASSED rgb_lagged_sum| 13| 1000000 10010.78243116| PASSED
sts_seriall 6] 1000001 10010.80255088| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 71 100000 10010.56273221| PASSED rgb_lagged sum| 14| 1000000 10010.72748306| PASSED
sts_serial] 71 1000001 10010.99476624| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 81 100000 10010.72629905| PASSED rgb_lagged_sum| 15| 1000000 10010.94859096| PASSED
sts_serial] 8| 1000001 10010.78756674| PASSED # The file file_input_raw was rewound 8 times
sts_serial] 91 100000 10010.23365137| PASSED rgb_lagged_sum| 16| 1000000 10010.48265559| PASSED
sts_serial] 91 1000001 10010.36826228| PASSED # The file file_input_raw was rewound 8 times
sts_serial| 10| 100000 10010.09189629| PASSED rgb_lagged_sum| 17| 1000000 10010.91623356| PASSED
sts_seriall 10| 100000 10010.30037156| PASSED # The file file_input_raw was rewound 9 times
sts_serial| 11| 100000 10010.60927228| PASSED rgb_lagged_sum| 18] 1000000 100/0.48112595| PASSED
sts_seriall 11| 100000 10010.33332620| PASSED # The file file_input_raw was rewound 10 times
sts_serial| 12| 100000 10010.17047296| PASSED rgb_lagged sum| 19| 1000000} 10010.34194850| PASSED
sts_serial| 12| 100000 10010.45842414| PASSED # The file file_ input_raw was rewound 11 times
sts_serial| 13| 100000 10010.79249327| PASSED rgb_lagged sum| 20| 1000000 100/0.55054910| PASSED
sts_serial| 13| 1000001 10010.79860635| PASSED # The file file input_raw was rewound 12 times
sts_serial| 14| 100000 10010.95473919| PASSED rgb_lagged sum| 21| 1000000 10010.51802810| PASSED
sts_seriall 14| 100000 10010.69948054| PASSED # The file file_input_raw was rewound 13 times
sts_serial| 15| 100000 10010.85977779| PASSED rgb_lagged _sum| 22| 1000000 10010.93725702| PASSED
sts_serial| 15| 100000 10010.88256481| PASSED # The file file_input_raw was rewound 14 times
sts_serial| 16| 1000001 10010.43303554| PASSED rgb_lagged sum| 23] 1000000 10010.44262679| PASSED
sts_serial| 16| 100000 10010.28530998| PASSED # The file file_input_raw was rewound 15 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 24| 1000000 10010.51206678| PASSED
rgb_bitdist| 11 100000 10010.89975950| PASSED # The file file_input_raw was rewound 16 times
# The file file_input_raw was rewound 1 times rgb_lagged _sum| 25]| 1000000 10010.96378705| PASSED
rgb_bitdist| 2] 1000001 10010.50881308| PASSED # The file file_ input_raw was rewound 17 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 26| 1000000 10010.39532124| PASSED
rgb_bitdist| 31 100000 10010.06739926| PASSED # The file file_input_raw was rewound 18 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 27| 1000000 10010.23213363| PASSED
rgb_bitdist] 4] 100000] 10010.64377426| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 28] 1000000 10010.29788776| PASSED
rgb_bitdist] 5] 100000] 10010.08745996| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 29| 10000001 100/0.14875039| PASSED
rgb_bitdist] 6l 100000 10010.59081655| PASSED # The file file_input_raw was rewound 21 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 30| 10000001 100/0.47180920| PASSED
rgb_bitdist] 71 100000 10010.42979821| PASSED # The file file_input_raw was rewound 23 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 31| 10000001 100/0.26868268| PASSED
rgb_bitdist] 8| 100000 10010.79315279| PASSED # The file file_ input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 32| 1000000 10010.56076544| PASSED
rgb_bitdist| 91 1000001 10010.43600283| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times rgb_kstest_test| 0] 10000] 1000|0.76522803| PASSED
rgb_bitdist| 10| 100000 10010.43783641| PASSED # The file file input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times dab_bytedistrib| 0| 51200000 110.90069188| PASSED
rgb_bitdist| 11| 100000 10010.19025658| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times dab_dct| 256| 50000 110.79897091| PASSED
rgb_bitdist| 12| 100000 10010.58984736| PASSED Preparing to run test 207. ntuple = 0
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 24 times
rgb_minimum distance| 2] 10000 1000(0.65125227| PASSED dab_filltree| 32| 15000000] 110.57076352| PASSED
# The file file_input_raw was rewound 1 times dab_filltree| 32| 15000000] 110.94863125| PASSED
rgb_minimum distance| 31 10000] 100010.29079657| PASSED Preparing to run test 208. ntuple = 0
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 24 times
rgb_minimum_distance] 4] 10000} 1000/0.31751725| PASSED dab_filltree2| 0] 50000001 110.04084003| PASSED
# The file file_input_raw was rewound 1 times dab_filltree2| 1] 50000001 110.38843384| PASSED
rgb_minimum_distance] 5] 10000] 100010.23107879| PASSED Preparing to run test 209. ntuple = 0

# The file file_input_raw was rewound 24 times
dab_monobit2| 12| 65000000] 110.19762403| PASSED



ANNEX X - THE LONG FILE TEST WITH 4 TURNS FOR MIXWORD()
CHAINED BLOCKS

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin| 3.88e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| 0l 100 10010.97216705| PASSED # The file file_input_raw was rewound 2 times
diehard_operm5| [o]] 1000000 10010.40844114| PASSED rgb_permutations| 2] 100000] 10010.24735324| PASSED
diehard_rank_ 32x32| 0] 40000 10010.98054019| PASSED # The file file_input_raw was rewound 2 times
diehard_rank_6x8]| (o] 100000 10010.88294556| PASSED rgb_permutations| 3] 100000 10010.59312320| PASSED
diehard bitstream| 0] 2097152 10010.99833870| WEAK # The file file input raw was rewound 2 times
diehard_opsol| (o] 2097152 10010.61331777| PASSED rgb_permutations| 4] 100000 10010.95325992| PASSED
diehard_ogsol| 0] 2097152 10010.87595263| PASSED # The file file_input_raw was rewound 2 times
diehard_dna| (o] 2097152 10010.66725716| PASSED rgb_permutations| 5] 100000] 10010.76743641| PASSED
diehard_count_1ls_str| 0] 256000 10010.18735007| PASSED # The file file_input_raw was rewound 2 times
diehard count_ls_byt]| 0l 256000/ 10010.59154066| PASSED rgb_lagged_sum| 0] 1000000 10010.13940397| PASSED
diehard parking lot] 0] 12000 10010.46927986| PASSED # The file file_input_raw was rewound 2 times
diehard 2dsphere] 2| 8000 10010.76155639| PASSED rgb_lagged_sum| 1] 1000000 10010.46469015| PASSED
diehard 3dsphere| 3] 4000 10010.47244568| PASSED # The file file_input_raw was rewound 2 times
diehard squeeze| 0] 100000 10010.16613889| PASSED rgb_lagged sum| 2| 1000000 10010.50159420| PASSED
diehard_sums| (] 1001 10010.59766446| PASSED # The file file_input_raw was rewound 2 times
diehard runs| 0l 100000 10010.89069898| PASSED rgb_lagged_sum| 31 1000000 10010.09459787| PASSED
diehard_runs| 0l 100000 10010.15142517| PASSED # The file file_input_raw was rewound 2 times
diehard craps| 0l 200000 10010.96467061| PASSED rgb_lagged_sum| 4] 1000000 100/0.38212100| PASSED
diehard_craps| 0l 200000] 10010.21821478| PASSED # The file file_input_raw was rewound 2 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 51 1000000 10010.25916133| PASSED
marsaglia_tsang_gcd| 0| 10000000} 10010.43786010| PASSED # The file file_input_raw was rewound 3 times
marsaglia_tsang_gcd| 0| 10000000]| 10010.92930533| PASSED rgb_lagged sum| 6l 1000000 10010.91431144| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 3 times
sts_monobit] 1] 100000 10010.20540769| PASSED rgb_lagged sum| 71 1000000 10010.70613566| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 3 times
sts_runs| 2| 100000 10010.42899176| PASSED rgb_lagged sum| 8] 1000000 10010.10242062| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_seriall 1] 100000 10010.13293347| PASSED rgb_lagged_sum| 9] 1000000 10010.84165977| PASSED
sts_seriall 2| 100000 10010.63356384| PASSED # The file file_input_raw was rewound 4 times
sts_seriall 3] 100000 10010.21492300| PASSED rgb_lagged _sum| 10| 1000000 10010.74234847| PASSED
sts_seriall 3] 100000 10010.56579042| PASSED # The file file_input_raw was rewound 5 times
sts_seriall 4] 1000001 10010.01110879| PASSED rgb_lagged sum| 11| 1000000 10010.86095625| PASSED
sts_seriall 4 100000 10010.21561006| PASSED # The file file_input_raw was rewound 5 times
sts_serial] 5] 100000 10010.13757229| PASSED rgb_lagged_sum| 12] 1000000 10010.70643695| PASSED
sts_seriall 5] 100000 10010.81693926| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 61 100000 10010.96190407| PASSED rgb_lagged_sum| 13| 1000000 10010.98726943| PASSED
sts_seriall 6] 1000001 10010.14308013| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 71 100000 10010.92577477| PASSED rgb_lagged sum| 14| 1000000 100/0.85451298| PASSED
sts_serial] 71 1000001 10010.60273775| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 81 100000 10010.91178251| PASSED rgb_lagged_sum| 15| 1000000 10010.96411364| PASSED
sts_serial] 8| 1000001 10010.81434519| PASSED # The file file_input_raw was rewound 8 times
sts_serial] 91 100000 10010.83367908| PASSED rgb_lagged_sum| 16| 1000000 10010.52446571| PASSED
sts_serial] 91 1000001 10010.77057779| PASSED # The file file_input_raw was rewound 8 times
sts_serial| 10| 100000 10010.42289704| PASSED rgb_lagged sum| 17| 1000000 10010.74319876| PASSED
sts_seriall 10| 100000 10010.64727664| PASSED # The file file_input_raw was rewound 9 times
sts_serial| 11| 100000 10010.28252637| PASSED rgb_lagged_sum| 18] 1000000 10010.67009256| PASSED
sts_seriall 11| 100000 10010.88097098| PASSED # The file file_input_raw was rewound 10 times
sts_serial| 12| 100000 10010.90459645| PASSED rgb_lagged sum| 19| 1000000} 100/0.67874004| PASSED
sts_serial| 12| 100000 10010.80019503| PASSED # The file file_ input_raw was rewound 11 times
sts_serial| 13| 100000 10010.56395702| PASSED rgb_lagged sum| 20| 1000000 10010.71823762| PASSED
sts_serial| 13| 1000001 10010.46041979| PASSED # The file file input_raw was rewound 12 times
sts_serial| 14| 100000 10010.60889769| PASSED rgb_lagged sum| 21| 1000000 10010.16671815| PASSED
sts_seriall 14| 100000 10010.71587550| PASSED # The file file_input_raw was rewound 13 times
sts_serial| 15| 100000 10010.89625425| PASSED rgb_lagged _sum| 22| 1000000 10010.32558470| PASSED
sts_serial| 15| 100000 10010.56302916| PASSED # The file file_input_raw was rewound 14 times
sts_serial| 16| 1000001 10010.82397317| PASSED rgb_lagged sum| 23] 1000000 10010.01320589| PASSED
sts_serial| 16| 100000 10010.13031628| PASSED # The file file_input_raw was rewound 15 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 24| 1000000 100/0.33077365| PASSED
rgb_bitdist| 11 100000 10010.75113430| PASSED # The file file_input_raw was rewound 16 times
# The file file_input_raw was rewound 1 times rgb_lagged _sum| 25]| 1000000 10010.12394756| PASSED
rgb_bitdist| 2] 1000001 10010.65812494| PASSED # The file file_ input_raw was rewound 17 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 26| 1000000 100/0.18422830| PASSED
rgb_bitdist] 31 1000001 10010.42458437| PASSED # The file file_input_raw was rewound 18 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 27| 1000000 100/0.84064250| PASSED
rgb_bitdist] 4] 100000 10010.74953653| PASSED # The file file_input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 28] 1000000 10010.76122756| PASSED
rgb_bitdist] 5] 1000001 10010.53684025| PASSED # The file file_input_raw was rewound 20 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 29| 10000001 100/0.88943617| PASSED
rgb_bitdist] 6l 100000 10010.70405393| PASSED # The file file_input_raw was rewound 21 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 30| 10000001 10010.76485827| PASSED
rgb_bitdist] 71 100000 10010.90716809| PASSED # The file file_input_raw was rewound 23 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 31| 10000001 100/0.40750963| PASSED
rgb_bitdist] 8| 100000 10010.56116053| PASSED # The file file_ input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 32| 1000000 10010.90111994| PASSED
rgb_bitdist| 91 1000001 10010.75318270| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times rgb_kstest_test| 0] 10000] 1000/0.36627513| PASSED
rgb_bitdist| 10| 100000 10010.93134105| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times dab_bytedistrib| 0] 51200000 110.44122388| PASSED
rgb_bitdist| 11| 100000 10010.82345422| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times dab_dct| 256| 50000 110.94312560| PASSED
rgb_bitdist| 12| 100000 10010.94082096| PASSED Preparing to run test 207. ntuple = 0
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 24 times
rgb_minimum distance| 2] 10000 1000(0.74977779| PASSED dab_filltree| 32| 15000000] 110.38661011| PASSED
# The file file_input_raw was rewound 1 times dab_filltree| 32| 15000000] 110.70659322| PASSED
rgb_minimum distance| 31 10000] 100010.77143054| PASSED Preparing to run test 208. ntuple = 0
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 24 times
rgb_minimum_distance] 4] 10000} 1000/0.25552604| PASSED dab_filltree2| 0] 5000000] 110.71695842| PASSED
# The file file_input_raw was rewound 1 times dab_filltree2| 1] 50000001 110.01485260| PASSED
rgb_minimum_distance] 5] 10000] 1000/0.63367849| PASSED Preparing to run test 209. ntuple = 0

# The file file_input_raw was rewound 24 times
dab_monobit2| 12| 65000000] 110.23142330| PASSED



ANNEX XI - THE SUPERLONG TEST FOR MIXWORD()
SINGLE BLOCKS

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin]| 1.52e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| 0l 100 10010.95141600| PASSED rgb_permutations| 51 100000 100/0.38673757| PASSED
diehard_operm5| [oh] 1000000 10010.41243873| PASSED rgb_lagged_ sum| 0] 1000000 100/0.96346000| PASSED
diehard rank_32x32]| 0] 40000} 10010.99823322| WEAK rgb_lagged sum| 1] 1000000 10010.95423354| PASSED
diehard_rank_6x8]| (o] 100000 10010.75951837| PASSED rgb_lagged_sum| 2] 1000000 10010.66850821| PASSED
diehard bitstream| 0] 2097152 10010.81570668| PASSED rgb_lagged sum| 3] 1000000} 10010.39831743| PASSED
diehard_opsol| (o] 2097152 10010.78982768| PASSED rgb_lagged_sum| 4] 1000000 10010.86789885| PASSED
diehard_ogsol| 0] 2097152 10010.55077429| PASSED rgb_lagged_ sum| 5] 1000000 100(0.73096920| PASSED
diehard_dna| (o] 2097152 10010.60548275| PASSED rgb_lagged sum| 6| 1000000 10010.12755066| PASSED
diehard_count_1ls_str| (o] 256000 10010.99168366| PASSED rgb_lagged_sum| 71 1000000 10010.31610895| PASSED
diehard count_ls_byt]| 0l 256000/ 10010.59422292| PASSED rgb_lagged_sum| 8| 1000000 10010.59465785| PASSED
diehard parking lot] (o] 12000] 100]10.06065386| PASSED rgb_lagged_sum| 9] 1000000 10010.97175046| PASSED
diehard 2dsphere] 2| 8000 10010.97429927| PASSED rgb_lagged_sum| 10| 1000000 100/0.61078022| PASSED
diehard 3dsphere| 3] 4000 10010.72705305| PASSED # The file file input_raw was rewound 1 times
diehard squeeze| 0] 100000 10010.73043957| PASSED rgb_lagged sum| 11| 1000000 100/0.30705711| PASSED
diehard_sums| (] 1001 10010.78742838| PASSED # The file file_input_raw was rewound 1 times
diehard runs| 0l 100000 10010.55123016| PASSED rgb_lagged_sum| 12| 1000000 10010.98392129| PASSED
diehard_runs| 0l 100000 10010.35328146| PASSED # The file file_input_raw was rewound 1 times
diehard craps| 0l 200000 10010.14618153| PASSED rgb_lagged_sum| 13| 1000000 10010.67775011| PASSED
diehard_craps| ] 200000] 10010.32194898| PASSED # The file file_input_raw was rewound 1 times
marsaglia_tsang_gcd| 0| 10000000} 10010.28937161| PASSED rgb_lagged_sum| 14| 1000000 10010.47260395| PASSED
marsaglia_tsang_gcd| 0| 10000000} 10010.10468132| PASSED # The file file_input_raw was rewound 1 times
sts_monobit] 1] 100000 10010.79308108| PASSED rgb_lagged_sum| 15| 1000000 10010.00513248| PASSED
sts_runs| 2] 100000 10010.98947598| PASSED # The file file_input_raw was rewound 1 times
sts_serial] 1] 100000 10010.70332724| PASSED rgb_lagged sum| 16| 1000000 10010.99750226| WEAK
sts_serial] 2] 100000 10010.79738304| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 3] 100000 10010.96298288| PASSED rgb_lagged sum| 17| 1000000 10010.76659495| PASSED
sts_serial] 31 100000 10010.95730720| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 4] 100000 10010.79196604| PASSED rgb_lagged sum| 18] 1000000 10010.10193456| PASSED
sts_seriall 4| 100000 10010.38676235| PASSED # The file file_input_raw was rewound 2 times
sts_seriall 5] 100000 10010.41932334| PASSED rgb_lagged _sum| 19| 1000000 10010.68425609| PASSED
sts_seriall 5] 100000 10010.37853604| PASSED # The file file_input_raw was rewound 2 times
sts_seriall 6] 1000001 100/0.18011685| PASSED rgb_lagged sum| 20| 1000000 10010.39802065| PASSED
sts_seriall 6 100000 10010.95030228| PASSED # The file file_input_raw was rewound 2 times
sts_serial] 71 100000 10010.09211233| PASSED rgb_lagged_sum| 21| 1000000 10010.46401461| PASSED
sts_seriall 71 100000 10010.17487153| PASSED # The file file_input_raw was rewound 2 times
sts_serial] 8| 100000 100(0.08301392| PASSED rgb_lagged_sum| 22| 1000000 10010.33975559| PASSED
sts_seriall 8| 1000001 10010.94786447| PASSED # The file file input_raw was rewound 2 times
sts_serial] 91 100000 10010.47654142| PASSED rgb_lagged sum| 23] 1000000 10010.96417643| PASSED
sts_serial] 91 1000001 10010.83454470| PASSED # The file file_input_raw was rewound 3 times
sts_seriall 10| 100000 10010.01856147| PASSED rgb_lagged_sum| 24| 1000000 100/0.64532119| PASSED
sts_seriall 10| 1000001 10010.53950231| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 11| 100000 10010.55488699| PASSED rgb_lagged_sum| 25| 1000000 10010.72118097| PASSED
sts_seriall 11| 1000001 10010.80878432| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 12| 100000 10010.52470009| PASSED rgb_lagged_sum| 26| 1000000 10010.96998640| PASSED
sts_seriall 12| 100000 10010.73240630| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 13| 100000 10010.93585710| PASSED rgb_lagged sum| 27| 1000000 10010.56975907| PASSED
sts_serial| 13| 100000 10010.99469473| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 14| 100000 10010.97340922| PASSED rgb_lagged sum| 28] 1000000} 10010.37667062| PASSED
sts_serial| 14| 100000 10010.61704871| PASSED # The file file_input_raw was rewound 4 times
sts_serial| 15| 100000 10010.67604062| PASSED rgb_lagged sum| 29| 1000000 100/0.76577907| PASSED
sts_serial| 15| 1000001 100(0.43061010| PASSED # The file file_input_raw was rewound 4 times
sts_serial| 16| 100000 10010.81100013| PASSED rgb_lagged sum| 30| 1000000 10010.50299511| PASSED
sts_seriall 16| 100000 10010.90188464| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist] 11 100000 10010.83540782| PASSED rgb_lagged _sum| 31| 1000000 100(0.05107993| PASSED
rgb_bitdist| 2] 100000 10010.54467922| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist| 31 1000001 10010.08603828| PASSED rgb_lagged sum| 32| 1000000 10010.64309149| PASSED
rgb_bitdist| 4 100000 10010.35740458| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist| 5] 100000 10010.73839099| PASSED rgb_kstest_test| 0l 10000] 1000/0.33400051| PASSED
rgb_bitdist| 6| 100000 10010.94098118| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist] 71 100000 10010.30406384| PASSED dab_bytedistrib| 0| 51200000} 110.17684057| PASSED
rgb_bitdist| 8] 100000 10010.57296031| PASSED # The file file input_raw was rewound 4 times
rgb_bitdist] 91 100000 10010.31594410| PASSED dab_dct| 256] 500001 110.95428754| PASSED
rgb_bitdist| 10| 100000] 10010.99135737| PASSED Preparing to run test 207. ntuple = 0
rgb_bitdist| 11| 100000 10010.66873736| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist| 12] 100000 10010.91498165| PASSED dab_filltree| 32| 15000000 110.92957892| PASSED
rgb_minimum_distance| 2] 10000} 1000/0.60502200| PASSED dab_filltree| 32| 15000000 110.21724793| PASSED
rgb_minimum distance| 31 10000] 1000/0.57167784| PASSED Preparing to run test 208. ntuple = 0
rgb_minimum_distance| 4] 10000 1000/0.40338001| PASSED # The file file_input_raw was rewound 4 times
rgb_minimum_distance| 51 10000} 1000/0.66404486| PASSED dab_filltree2| 0l 50000001 110.53477448| PASSED
rgb_permutations| 2] 100000 10010.62059683| PASSED dab_filltree2| 1] 50000001 110.24571782| PASSED
rgb_permutations| 3 100000 10010.41106117| PASSED Preparing to run test 209. ntuple = 0
rgb_permutations| 4| 100000 10010.17650922| PASSED # The file file_input_raw was rewound 4 times
dab_monobit2| 12| 65000000] 110.12609546| PASSED



ANNEX XII - THE SUPERLONG FILE TEST WITH 4 LAPS FOR MIXWORD()
CHAINED BLOCKS

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin]| 1.46e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| 0l 100 10010.91888681| PASSED rgb_permutations| 51 100000 100/0.23159814| PASSED
diehard_operm5| [oh] 1000000 10010.98512620| PASSED rgb_lagged_ sum| 0] 1000000 100|0.96896725| PASSED
diehard rank_32x32]| 0] 40000} 10010.67407479| PASSED rgb_lagged sum| 1] 1000000 10010.24791620| PASSED
diehard_rank_6x8]| (o] 100000 10010.85505880| PASSED rgb_lagged_sum| 2] 1000000 10010.94630373| PASSED
diehard bitstream| 0] 2097152 10010.19356584| PASSED rgb_lagged sum| 3] 1000000} 10010.37389967| PASSED
diehard_opsol| (o] 2097152 10010.76171650| PASSED rgb_lagged_sum| 4 1000000 100/0.89401124| PASSED
diehard_ogsol| 0] 2097152 10010.95499590| PASSED rgb_lagged_ sum| 5] 1000000 100/0.56067467| PASSED
diehard_dna| 0] 2097152 10010.13074889| PASSED rgb_lagged sum| 6| 1000000 10010.68944195| PASSED
diehard_count_1ls_str| (o] 256000 10010.64054473| PASSED rgb_lagged_sum| 71 1000000 10010.74615265| PASSED
diehard count_ls_byt]| 0l 256000/ 10010.99986212| WEAK rgb_lagged_sum| 8| 1000000 10010.80192221| PASSED
diehard parking lot] (o] 12000] 10010.73555833| PASSED rgb_lagged_sum| 9] 1000000 100|0.87417345| PASSED
diehard 2dsphere] 2| 8000 10010.35527770| PASSED rgb_lagged_sum| 10| 1000000 10010.48282964| PASSED
diehard 3dsphere| 3] 4000 10010.90415849| PASSED # The file file input_raw was rewound 1 times
diehard squeeze| 0] 100000 10010.31866389| PASSED rgb_lagged sum| 11| 1000000 100/0.02865775| PASSED
diehard_sums| 0] 1001 10010.39434447| PASSED # The file file_input_raw was rewound 1 times
diehard runs| 0l 100000 10010.15558885| PASSED rgb_lagged_sum| 12| 1000000 100/0.54662082| PASSED
diehard_runs| 0l 100000 10010.01076092| PASSED # The file file_input_raw was rewound 1 times
diehard craps| 0l 200000 10010.52152413| PASSED rgb_lagged_sum| 13| 1000000 10010.62714964| PASSED
diehard_craps| ] 200000] 10010.62657113| PASSED # The file file_input_raw was rewound 1 times
marsaglia_tsang_gcd| 0| 10000000} 10010.34006402| PASSED rgb_lagged_sum| 14| 1000000 10010.19891682| PASSED
marsaglia_tsang_gcd| 0| 10000000} 10010.62480364| PASSED # The file file_input_raw was rewound 1 times
sts_monobit] 1] 100000 10010.09440159| PASSED rgb_lagged_sum| 15| 1000000 100/0.06521358| PASSED
sts_runs| 2] 100000 10010.19478862| PASSED # The file file_input_raw was rewound 1 times
sts_serial] 1] 100000 10010.57208935| PASSED rgb_lagged sum| 16| 1000000 10010.35509826| PASSED
sts_serial] 2] 100000 10010.27996894| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 3] 100000 10010.11686174| PASSED rgb_lagged_sum| 17| 1000000 100(0.17865214| PASSED
sts_serial] 31 100000 10010.01457715| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 4] 100000 10010.94881598| PASSED rgb_lagged sum| 18] 1000000 10010.52143204| PASSED
sts_seriall 4| 100000 10010.18284614| PASSED # The file file_input_raw was rewound 2 times
sts_seriall 5] 100000 10010.99675978 | WEAK rgb_lagged _sum| 19| 1000000 10010.42142524| PASSED
sts_seriall 5] 100000 10010.86450768| PASSED # The file file_input_raw was rewound 2 times
sts_seriall 6] 1000001 10010.93531559| PASSED rgb_lagged sum| 20| 1000000 10010.10644319| PASSED
sts_seriall 6 100000 10010.99997572| WEAK # The file file_input_raw was rewound 2 times
sts_serial] 71 100000 10010.82121466| PASSED rgb_lagged_sum| 21| 1000000 10010.80533482| PASSED
sts_seriall 71 100000 10010.42359909| PASSED # The file file_input_raw was rewound 2 times
sts_serial] 8| 100000 10010.87206206| PASSED rgb_lagged_sum| 22| 1000000 100/0.89337227| PASSED
sts_seriall 8| 1000001 10010.38996340| PASSED # The file file input_raw was rewound 2 times
sts_serial] 91 100000 10010.54520070| PASSED rgb_lagged sum| 23] 1000000 10010.67380471| PASSED
sts_serial] 91 1000001 10010.99460369| PASSED # The file file_input_raw was rewound 3 times
sts_seriall 10| 100000 10010.97411533| PASSED rgb_lagged_sum| 24| 1000000 10010.97374037| PASSED
sts_seriall 10| 1000001 10010.94604921| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 11| 100000 10010.87605173| PASSED rgb_lagged_sum| 25| 1000000 100/0.59041324| PASSED
sts_seriall 11| 1000001 10010.68399251| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 12| 100000 10010.50432065| PASSED rgb_lagged_sum| 26| 1000000 100/0.43815015| PASSED
sts_seriall 12| 100000 10010.30954592| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 13| 100000 10010.93676795| PASSED rgb_lagged sum| 27| 1000000 10010.12124206| PASSED
sts_serial| 13| 100000 10010.07859232| PASSED # The file file_input_raw was rewound 3 times
sts_serial| 14| 100000 10010.89488714| PASSED rgb_lagged sum| 28] 1000000} 10010.83013363| PASSED
sts_serial| 14| 100000 10010.54032638| PASSED # The file file_input_raw was rewound 4 times
sts_serial| 15| 100000 10010.49213798| PASSED rgb_lagged sum| 29| 1000000 100/0.66347740| PASSED
sts_serial| 15| 1000001 10010.99967595| WEAK # The file file_input_raw was rewound 4 times
sts_serial| 16| 100000 10010.49555002| PASSED rgb_lagged sum| 30| 1000000 10010.90618975| PASSED
sts_seriall 16| 100000 10010.35303309| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist] 1] 100000 10010.92754623| PASSED rgb_lagged_sum| 31| 1000000} 10010.68005080| PASSED
rgb_bitdist| 2] 100000 10010.53569901| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist| 31 1000001 10010.62931248| PASSED rgb_lagged sum| 32| 1000000 10010.16966602| PASSED
rgb_bitdist| 4 100000 10010.70442982| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist| 5] 100000 10010.89645160| PASSED rgb_kstest_test| 0] 10000] 1000/0.53838908| PASSED
rgb_bitdist| 6| 100000 10010.79209152| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist] 71 100000 10010.88825655| PASSED dab_bytedistrib| 0| 51200000} 110.04493086| PASSED
rgb_bitdist| 8] 100000 10010.37366831| PASSED # The file file input_raw was rewound 4 times
rgb_bitdist] 91 100000 10010.72982682| PASSED dab_dct| 256] 500001 110.39824367| PASSED
rgb_bitdist| 10| 100000] 10010.62885761| PASSED Preparing to run test 207. ntuple = 0
rgb_bitdist| 11| 100000 10010.82285098| PASSED # The file file_input_raw was rewound 4 times
rgb_bitdist| 12] 100000 10010.53712870| PASSED dab_filltree| 32| 15000000 110.53436708| PASSED
rgb_minimum_distance| 2] 10000} 1000/0.35612157| PASSED dab_filltree| 32| 15000000 110.99450771| PASSED
rgb_minimum distance| 31 10000] 100010.35971716| PASSED Preparing to run test 208. ntuple = 0
rgb_minimum_distance| 4] 10000 1000/0.93083228| PASSED # The file file_input_raw was rewound 4 times
rgb_minimum_distance| 51 10000} 1000/0.86067734| PASSED dab_filltree2| 0l 50000001 110.22655838| PASSED
rgb_permutations| 2] 100000 10010.70608320| PASSED dab_filltree2| 1] 50000001 110.80058029| PASSED
rgb_permutations| 3 100000 10010.48684288| PASSED Preparing to run test 209. ntuple = 0
rgb_permutations| 4| 100000 10010.64453117| PASSED # The file file_input_raw was rewound 4 times
dab_monobit2| 12| 65000000] 110.44864666| PASSED



ANNEX XIII - THE SUPERLONG FILE TEST WITH FULL HASH VIKTORIA
CENTRAL PROCESSING

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw] saida.bin]| 1.69%9e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| 0l 100 10010.13854295| PASSED rgb_minimum_distance| 51 10000 1000/0.34422199| PASSED
diehard_operm5| [oh] 1000000 10010.80242220| PASSED rgb_permutations| 2| 100000 100|0.79622578| PASSED
diehard rank_32x32]| 0] 40000} 10010.60724035| PASSED rgb_permutations| 31 1000001 10010.65237112| PASSED
diehard_rank_6x8]| (o] 100000 10010.58191905| PASSED rgb_permutations| 4] 100000 10010.93870234| PASSED
diehard bitstream| 0] 2097152 10010.90072207| PASSED rgb_permutations| 5] 100000 10010.67175075| PASSED
diehard_opsol| (o] 2097152 10010.94817661| PASSED rgb_lagged_sum| 0] 1000000 100/0.59647309| PASSED
diehard_ogsol| 0] 2097152 10010.02740765| PASSED rgb_lagged_ sum| 11 1000000 10010.06582648| PASSED
diehard_dna| (o] 2097152 10010.13804776| PASSED rgb_lagged sum| 2] 1000000 10010.97231804| PASSED
diehard_count_1ls_str| (o] 256000 10010.40879229| PASSED rgb_lagged_sum| 3] 1000000 10010.26556467| PASSED
diehard count_ls_byt]| 0l 256000/ 100/0.13008880| PASSED rgb_lagged_sum| 4] 1000000 10010.92293616| PASSED
diehard parking lot] (o] 12000] 10010.07295537| PASSED rgb_lagged_sum| 5] 1000000 100/0.61897839| PASSED
diehard 2dsphere] 2] 8000 10010.88828150| PASSED rgb_lagged_sum| 6l 1000000 10010.73668709| PASSED
diehard 3dsphere| 3] 4000 10010.32123081| PASSED rgb_lagged sum| 71 1000000 100/0.90032334| PASSED
diehard squeeze| 0] 100000 10010.11278876| PASSED rgb_lagged sum| 8| 1000000 10010.35287944| PASSED
diehard sums| 0l 100] 10010.07410232| PASSED rgb_lagged_sum| 9l 1000000] 10010.39386037| PASSED
diehard runs| 0l 100000 10010.51019171| PASSED rgb_lagged_sum| 10| 1000000 10010.96825243| PASSED
diehard runs| 0] 100000 10010.02843032| PASSED rgb_lagged_sum| 11| 1000000 10010.58479856| PASSED
diehard craps| 0l 200000 10010.34789190| PASSED rgb_lagged_sum| 12| 1000000 10010.94540845| PASSED
diehard craps| 0] 200000/ 10010.59198507| PASSED rgb_lagged sum| 13| 1000000 10010.57519365| PASSED
marsaglia_tsang_gcd| 0| 10000000} 10010.96222415| PASSED rgb_lagged_sum| 14| 1000000 10010.99749184| WEAK
marsaglia_tsang_gcd| 0 10000000] 10010.83020367| PASSED rgb_lagged_sum| 15| 1000000 | 10010.37580944| PASSED
sts_monobit] 1] 100000 10010.56502802| PASSED rgb_lagged_sum| 16| 1000000 10010.93752211| PASSED
sts_runs| 2] 100000 10010.27396091| PASSED rgb_lagged_sum| 17| 10000001 100/0.78785383| PASSED
sts_serial] 1] 100000 10010.63222949| PASSED rgb_lagged sum| 18] 1000000 10010.26379760| PASSED
sts_serial] 2] 100000 10010.90737558| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 3] 100000 10010.78936254| PASSED rgb_lagged sum| 19| 1000000 100/0.96151665| PASSED
sts_seriall 31 1000001 10010.94901384| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 4] 100000 10010.99213138| PASSED rgb_lagged sum| 20| 1000000 10010.74272681| PASSED
sts_seriall 4| 100000 10010.34807831| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 5] 100000 10010.82538199| PASSED rgb_lagged sum| 21| 1000000 10010.77203198| PASSED
sts_seriall 5] 100000 10010.60633774| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 6] 1000001 10010.27605584| PASSED rgb_lagged sum| 22| 1000000 10010.20024292| PASSED
sts_seriall 6 100000 10010.29728821| PASSED # The file file_input_raw was rewound 1 times
sts_serial] 71 100000 10010.83422426| PASSED rgb_lagged_sum| 23] 1000000 10010.47653247| PASSED
sts_seriall 71 100000 10010.91732204| PASSED # The file file_input_raw was rewound 1 times
sts_serial] 8| 100000 10010.58855480| PASSED rgb_lagged_sum| 24| 1000000 10010.45179371| PASSED
sts_seriall 8| 1000001 10010.89133102| PASSED # The file file input_raw was rewound 1 times
sts_serial] 91 100000 10010.14517019| PASSED rgb_lagged_sum| 25| 1000000 10010.79676496| PASSED
sts_serial] 91 1000001 10010.38282467| PASSED # The file file_input_raw was rewound 1 times
sts_seriall 10| 100000 10010.86174095| PASSED rgb_lagged_sum| 26| 1000000 10010.21967819| PASSED
sts_seriall 10| 1000001 10010.85222015| PASSED # The file file_input_raw was rewound 1 times
sts_serial| 11| 100000 10010.73135621| PASSED rgb_lagged_sum| 27| 1000000 100/0.70138813| PASSED
sts_seriall 11| 1000001 10010.70742019| PASSED # The file file_input_raw was rewound 1 times
sts_serial| 12| 100000 10010.98468563| PASSED rgb_lagged_sum| 28| 1000000 10010.37782906| PASSED
sts_seriall 12| 100000 10010.05863890| PASSED # The file file_input_raw was rewound 2 times
sts_serial| 13| 100000 10010.95769684| PASSED rgb_lagged_sum| 29| 1000000 10010.12114665| PASSED
sts_serial| 13| 100000 10010.93268011| PASSED # The file file_input_raw was rewound 2 times
sts_serial| 14| 100000 10010.63304751| PASSED rgb_lagged sum| 30| 1000000} 10010.85766920| PASSED
sts_serial| 14| 100000 10010.75690207| PASSED # The file file_input_raw was rewound 2 times
sts_serial| 15| 100000 10010.87711563| PASSED rgb_lagged sum| 31| 1000000 10000.82934211| PASSED
sts_serial| 15| 1000001 10010.90190386| PASSED # The file file_input_raw was rewound 2 times
sts_serial| 16| 100000 10010.57332508| PASSED rgb_lagged sum| 32| 1000000 10010.98902419| PASSED
sts_serial| 16| 100000 10010.49297798| PASSED # The file file input raw was rewound 2 times
rgb_bitdist] 11 100000 10010.54118831| PASSED rgb_kstest_test| (o} 10000] 100010.46591312| PASSED
rgb_bitdist| 2] 100000 10010.86087763| PASSED # The file file_input_raw was rewound 2 times
rgb_bitdist| 31 1000001 10010.06992712| PASSED dab_bytedistrib| 0] 51200000] 110.31983884| PASSED
rgb_bitdist| 4 100000 10010.64756000| PASSED # The file file_input_raw was rewound 2 times
rgb_bitdist| 5] 100000 10010.99750326| WEAK dab_dct| 256 50000] 110.50032067| PASSED
rgb_bitdist| [ 100000 10010.81882250| PASSED Preparing to run test 207. ntuple = 0
rgb_bitdist] 71 1000001 10010.96343528| PASSED # The file file_input_raw was rewound 2 times
rgb_bitdist| 8| 1000001 10010.99607921| WEAK dab_filltree| 32| 15000000] 110.41546106| PASSED
rgb_bitdist] 91 100000 10010.99660898| WEAK dab_filltree| 32| 15000000 110.50056801| PASSED
rgb_bitdist| 10| 100000] 10010.96620441| PASSED Preparing to run test 208. ntuple = 0
rgb_bitdist| 11| 100000 10010.88052542| PASSED # The file file_input_raw was rewound 2 times
rgb_bitdist| 12] 100000 10010.96074709| PASSED dab_filltree2| 0l 50000001 110.72847591| PASSED
rgb_minimum_distance| 2] 10000} 1000/0.77000515| PASSED dab_filltree2| 1] 50000001 110.59749122| PASSED
rgb_minimum distance| 31 10000] 1000/0.88808875| PASSED Preparing to run test 209. ntuple = 0
rgb_minimum_distance| 4] 10000 1000/0.71520121| PASSED # The file file_input_raw was rewound 2 times

dab_monobit2| 12| 65000000] 110.00914153| PASSED



s g 5 Frepetiti 3 I 7 T Trepetition |
. SHA2-512| suA3-512| viktoria| sHA2-512 srA3-512| viktoria| sEa2-512] suA3-512| viktoria| sHA2-512| sHA3-512| viktoria| snA2-512| sua3-512| viktoria| sHa2-512 sra3-512| viktorial
0 0| 0 0| 0| 0 0| 7] 7] 0 12| 8 10] 265 260] 220 4010 400 399|
7] 0| 0 0| 0| 0 0| 0| 3 0 7] 7 T5| 755 268 223 4152 4128 3961
2 0| 0 0| 0| 0 0| 0| 7] 0 12| 77 3| 241 269) 282 4174|4161 4174
3] 0] 0] 0] 0] 0] 0] 2] 1] 2| 22| 19| 14] 261] 268 226 4103] 4114] 4101]
7] 0| 0 0| 0| 0 0| 7] 0| 0 77 9 9] 297 287 75| 4109 4135|4154
g 0| 0 0| 0| 0 T 7] 7 T 12| 8 7] 260 267 272[ 4144|4155 3947
3 0| 0 0| 0| 0 0| 0| 7] 3 14] 7 9] 756 787 255 4025|4107 4085,
7 0| 0 0| 0| 0 0| 0] 0| 0 1] 9 9] 265 267 278 4141 4116 4i7q]
| 0] 0] 0] [ 0] 0] 2] 0] 2| 7] 14| 21] 238 242 271 4104 4047 4120
9) 0] 0] 0] 0] 0] 0] [ [ 0] 15] 7 13| 244 241] 282 4087 4023 4116
0| 0| 0] 0| 0] 0 0| 1] 0] 0 2] 5 75| 263 73| 240 4133] 4084|4104
1] 0| 0 0| 0| 0 0| 7] 0| 0 0] 1 77 265 757 283 4124|4076 4113
2] 0| 0 0| 0| 0 0| 7] 7] 0 77] 9 18| 265 703 251 4085|4053 4155,
13 0] 0] 0] [ 0] 0] 0] 1] 2| 15] 24] 23| 262 275 298] 4100} 4143 4189
4] 0] 0 0| 0| 0 0| 3 0] 0 7] 7] 3 266 780 261[ 4181 4168 4137
15 0| 0| 0] 0] 0| 0| 0] 0] 1 71] 7 4] 771, 750] 750 4147] 4060|4104
14| 0| 0] 0] 0] 0] 0| 1] 1] 1 71] 75| 3] 304 B 246] __4211] 4160|4048
7] 0| 0] 0] 0] 0] 0| 1] 3 1 T8 0] 75| 270 773 735] _4141] 4757 4148
19 0 0| 0 0 0| 0| 1 0 1 7] 13| 15 270) 243 234] 220] 4125] 2021]
1‘?| 0] 0] 0] 0] 0] 0] 2] 0] 0] 23 12| 10] 253 249 245 4114] 4071] 3989
20[ 0| 0| 0] 0] 0| 0| 0] 1] 3 9] 6 75| 756 759 240 3972] 4100|4083
21 0] 0] 0] 0] o] 0| 1] 0] 0 1] 77 72| 732 260) 770] __4078] 4029|4055
2| 0] 0] 0| 0] 0] 0| 0] 0] 2 7 0 14| 240 738 753 4018|4037 4144
73 0 0| 0 0 0| 0| 0 2| 0 16 14| 13 255 254 247 2143 2065|4089
24| 0] 0 0| 0] 0 0| 1] 0] T 14] 9 3 756 720|283 4196 4094|4173
75 0| 0 0| 0| 0 0| 0] 2 0 4] 7 4] 770 248 726 4140] 4060|4061
24 0] 0] 0| 0] 0] 0| 1] 1] 0 T3] 7 T3] 264 751] 268 4175 4085|4142
27| 0] 0] 0| 0] 1 0| 0] 2 2 14] 3| T3] 739 759 723 4173 4124|4098
78] 0] 0 0| 0] 0 0| 2 1] 2 29 3 15| 265 759 7235|3981 4121|3943
7| 0] 0 0| 0| 0 0| 1] 0] T 15| £ 4] 245 759 261 4114|4079 4073
EY 0] 0 0| 0| 1] 1 1] 3 3 15| 3 17 267 770 274 4044 3994] 4189
3] 0] 0 0| 0| 0 0| 7] 1] T 23 15 ZEI 268 275 257] 4181 4117 4099
32| B 0 0| 0| 0 0| B 7] T 14] 3 T3] 257 755 272]  4iia] 3997 4158
kS| 0| 0 0| 0| 0 0| 0| 1] T 12| 9 78| 739 747 75 2089| 4208|4144
4] 0] 0 0| 0| 0 0| 0] 0] T 75 8 14| 269 289 244 4089 4080 4163
35] 0 0| 0 0 0| 1 1 1 2 12 13| 17} 286 264 281 2135 7102 4060|
34] 0] 0 0| 0| 0 1 0| 7] 7 11} ) 18] 247 725 242] 4093 4060|4145,
37] 0] 0 0| 0| 0 0| 0] 0] T 3 1 14| 256 225 283 4170 3966 4133
£ 0| 0 0| 0| 7] 0| 3 3 7 T3] 2 14] 261 747 290 4069 4146|4061
9] 0| 0 0| 0| 0 0| 2 1] 3 77 73] 4] 260 759 250 4137 4117|4060
| 0| 0 0| 7] 0 0| 7] 7] 7 14| 5 T3] 240 785 235 4030 4087 3979
7] 0| 0 0| 0| 0 0| 7 0 T 14| 0] 7] 773 737 256 4167]  4021] 4004
7] 0| 0 0| 0| 0 0| 7 7 T 77 0] 14| 288 779 289 4232|4089 4195,
s 0| 0 0| 1 0 0| 7] 7 0 14| 77 9 759 783 250 4048|4251 4203
3 0| 0 0| 0| 7] 0| 7] 7] 0 9 18 9] 263 758 2465|4100 4087 4099
45 0] 0] 0] 0] 0] 0] 1] 2] 0 20| 14| 13| 248 262 275 4190} 4142 4031
B 0| 0 0| 0| 0 0| 0| 0| 0 T3] 2 13| 720 759 79[ 4165|4175 4169
7] 0| 0 0| T 0 0| 7] 0| 0 4] T 2] 228 759 254 4075|4101 4167
3 0| 0 0| 0| 0 0| 7] 0| 7 T5] 5 T3] 758 267] 251 4060 4071 4094
) 0| 0 0| 7 0 0| 2 0| 0 T5] 3| 3| 221 759) 248 4072] 4035|4049
50| 0] 0] 0] [ 0] 0] 2] 0] 1] 12| 15| 11] 257 248 225 4144] 3987 4121
51 0| 0 0| 0| 0 0| 0] 1] T 10| 4 E 759 778 730] 3915 4103 3987
52| 0| 0] 0| 0] 1 0| 0] 1] 0 3| 0] 75| 739 734 243 4025 4065 4048
53| 0| 0] 0] 0] 0 0| 2 2 0 4] 5 4] 261 778 785 4051 4075|4105
53] 0| 0 0| 0| 0 0| 5 2 0 27 0] 14| 240 759 252 4136|4250 4133
55 0] 0] 0] [ 0] 1 2] 1] 2| 24] 15| 18| 256 267 250] 3996] 4106 4149
56] 0] 0] 0] 0] [ 0] 2] 2] 1] 10] 15| 12] 273 265 254 4067 4149 4025
57| 0| 0| 0] 0] 0 0| 0] 3 0 73 7| 0] 757, 754 750 4163 4134|4129
B 0| 0] 0] 0] 0] 0| 1] 1] 3 T3] 7 7] 797 759 260 4100 _ 4101] 4038
59 0| 0] 0] 0] 1] 0| 0] 1] 0 70 3 ] 241 754 212 4075 4090 3999
60| 0] 0] 0] [ 0] 0] 0] 1] 1] 18 17] 15] 298] 219 251 4039 4101] 4149
2] 0] 0 0| 0] 0 0| 1] 0] 0 7] 3 7] 268 770 750] 4171 4086] 4080
[ & 0 0| 0 0 0| 0] 2| 0 0 21] 14] 13 269) 255 232 4149 4107 4034
[X 0] 0] 0] 0] o] 1 2 1] 1 0] 3 4] 260 267 727 4086 4171|4030
64 0f 0| 0f Of 0] 0| 0 1 2| 15 15| 1 268 254 250 2060 AZ(E'E'
3| 0] 0 0| 0| 0 0| 0] 0] 2 14] 18 14| 245 759 287 4049] 4082|4032
3 0] 0 0| 0] 0 1 1] 1] 3 14| 2 17] 257 261] 279] 4148 3986|4124
7] 0] 0 0| 0| 0 0| 0] 2 2 T3] 3 24 238 774 264] 4096 4207 4021
3 0] 0] 0| 0] 0| 0| 0] 0] 0 17] 9 T 262 269 263 3934] 4070|4159
&) 0] 0] 0| 0] 0] 0| B 1] 0 73] 3 75| 247 780) 750 4192] 4148|4088
70) 0] 0 0| 0| 0 0| 2 5 0 19| 7 15| 286 759 247 4047| 4117|4159
7] 0] 0 0| 0| 0 1 1] 1] 2 0] 73| T3] 232] 751] 234 4083 4090] 4037
72] 0] 0 0| 0| 0 0| 7] 2 T 27 18 7] 747 263 276|402 3993 4044
73] 0] 0 0| 1] 0 0| 3 1] 1 14] 0] 20 251 240 267] 4128|4190 4054
74 0 0| 0 0 0| 0| 2] 1 2] 17 15| 8| 261 249 237 4030[ __4108| _4028|
73] 0| 0 0| 0| 0 0| 0] 1] T 0 73] 7] 757 249 7276|4180 4015 4150
78] 0] 0 0| 0| 0 0| 0] 0] 2 14] 0] 4] 263 757 244 4087 4049]  417q]
77] B 0 0| 0| 0 0| B 7] 7 19| 5 17 243 751] 252 4177 4148|4139
78] 0| 0 0| 0| 0 0| 7 2 T 14] 8 T3] 287 260) 259 4125|4083 4107
79 0| 0 0| 0| 0 0| 0] 0] 0 18] 7 T3] 271 753 266| 4134|4007 4110
0| 0| 0 0| 0| 0 T 0| 0] T 9 7 2] 756 749 2465|4081 4095 400§
7] 0| 0 0| 0| 0 0| 0| 7 T 73 77] 7] 259 267 262] 4090 4125 4159
77 0| 0 0| 0| 0 0| 7] 0| T 9] 5 9 773 B 259 4010|4028 4159
53 0| 0 0| 7] 0 0| 7] 0 T 14] 7] 7] 267 737 243]  4184| 4031 4789
2 0| 7] 0| 0| 7] 0| 7 7] T 7] 72 1] 263 737 250 4186 4141] 4020
5| 0| 0 0| 1 7] 0| 7 7] 7 77] 3 73 223 754 254 4054|4035 4135,
Eg 0| 0 T 0| 0 T 7 7] 3 7] 3 77 273 759 268]  4127] 4021|4007
87| 0] 0] 0] 0] 0] 1 1] 1] 1] 25] 21] 14] 258 253 283 4019 4119 4166
88 0] 0] 0] 0] 0] 0] 1] 1] 1] 12] 18] 12] 254 259 238 4107 4060] 4134
5| 0| 0 0| 0| 0 0| 7] 7 3 0] 15 73 249 B 246 4038|4117 3949
0| 0| 0 0| T 0 0| 7] 7] 0 14| 18 3| 253 757 290 4118|4157 4139
7] 0| 0 0| 0| 0 0| 7] 0| 0 T5] 2 7] 265 275 277 4155 4021|4067
92| 0] 0] 0] [ 0] 0] 2] 1] 0] 16 16] 12| 248 245] 294] 4100} 4038 4079
93 0] 0] 0] 0] [ 0] 1] 1] 0] 15] 16] 25 239 234] 266 4191 4133 4166
] 0] 0 0| 0| 0 0| 1] 0] 1 17] 6 EE| 232 735 293 4161 3979|4144
%5 0| 0] 0] 0] 0] 0| 0] 0] 0 18] 2 7] 751 261] 268 4072] 4059|4068
7] 0| 0 0| 0| 0 0| 7] 7] T 8| B TS| 237 724 239 4135|4107 4090
97 0] 0] 0] [ 0] 0] 0] 2] 1] 11| 21] | 278 241 227 4071 4088 4034
%] 0] 0 0| 0| 0 0| 3 0] 0 2_3| 4 3] 263 248 723| 4135|3964 3994
%) 0| 0| 0] 0| 0 0| 0] 1] 0 77 7 T3 753 260) 753 4017|4097 41zl
00| 0] 0] 0] 0] 0 0| 1] 0] 2 14] 9 7 263 269 753 4154] 4240|4152
101] 0| 0] 0] 0] 0 0| 1] 1] 1 71] 5 11} 237, 245 244 4048|3965 4179
102} 0] 0 0| 0| 0 0| 2 0] 0 71] 9 9 263 729 247 __4001] 4068|4054
103] 0] 0] 0] 0] 0] 0] 0] 0] 2] 20| 11 17] 251] 253 255 4125 4181] 4070|
T04] 0] 0 0| 0| 0 0| 0] 3 0 10| 7] 3 263 745 758 4094] 4039|4133
105] 0] 0] 0] 0] o] 0| 0] 1] 1 2] 8 4] 223 754 263 3916 4074|4152
04 0] 0] 0| 0] 0] 0| B 0] 0 9 1] 75| 267 779 240] __4036] 4040|4034
107} 0] 0 0| 0| 0 0| 2 2 T 14] 9 4] 234 757 755 4108 4050|4053
T08] 0] 0 0| 0] 0 0| 1] 0] T 17] 7 1] 246 249 253 4069|4100 411§
T09) 0] 0 0| 0| 0 0| 1] 0] T 15| 5 20 232 757 296] 4019 4109 4021
110 0f 0| 0} Of 0| 1 2| 3| 2| 13 19| 7 235 267 264] 2155 7162 4186|
1] 0] 0] 0| 0] 0] 0| 1] 1] 7 75| 7] 70) 278] 774 281 4058] 4109|4077
T12] 0] 0 0| 0] 0 1 0] 1] 3 14| 8 17] 243 260) 263 4137] 4127|4107
T13] 0] 0 0| 0| 0 0| 0] 0] T T3] 18] 9] 242 785 248] 4124 4080] 4059
T14] 0] 0 0| 0| 0 0| 0] 2 7 T3] 5 15 779 779 276] 4163 4114] 4080
115 0] 0 0| 0| 0 0| 0] 1] 1 0] 6 20 223 736 252] 4087 4034|4754
T14] B 0 0| 0| 0 0| B 2 0 17] 5 9 261 737] 220] 4055 3944|4127
117} 0| 0 0| 0| 0 0| 0| 3 0 77 15 T3] 270 759 74 0 7138 4044
T18] 0] 0 0| 0| 0 0| 0] 1] 7 15| 9 17] 267 225 263 4083|4146 4061
T19] 0] 0 0| 0| 0 0| 2 1] 7 14| 18 19 265 280] 261 3996|4099 4117
0] 0| 0 0| 0| 0 0| 0| 0 T 15| 71] 15| 245 730) 266|  4088| 4014|4074
177} 0| 0 0| 0| 0 0| 0] 0] 0 14| 5 1] 249 749 228 4091 4196 402§
172} 0| 0 0| 0| 0 0| 1] 0] 0 18] 3 77 236 737 250 4146| 4114|4106
123 0] 1] 1] 0| 0] 0| B B 0] 14| 3] 15| 267 207 246| 4163|4083 4057
23] 0| 0| 0| 3| B 3 0| 0| T 77] 0 T3] 281 283 223 4201 4116 4073
25 0 0,00 0,008 0| 0| 0| 17 119 25 7] T 19| 283 244 230]  4112] 4110|4043
124] 60 0 9 0| 1 O 2051 1972 1971 259 242 241 4063|4037 4097
177} 089 09 0 14 15 15[ 32681 32390| 32407 4091 4092 3981
6 8 079 15,64286 263 267 250| 524869 523816 523638|

0 0394 4100 4060 4021

ANNEX XIV

Checking bit sequences that
appear at each hash position
for the 3 functions:

1) SHA2-512
2) SHA3-512
3) VIKTORIA

In the first column we have
the position where the bit
sequence appears. In the
body of the table we have
the number of occurrences
per position for the three
algorithms.

In the footer of the table we
have the total of
occurrences (green), the
total of occurrences that
most appears considering
all the positions (yellow)
and the average of the total
of occurrences for each
algorithm (red).

The averages foreseen for
all the bits occurrences are,
from left to right: 1/256,
1/16, 1, 16, 256 and 4096.

For the three algorithms
this pattern is observed in
the test.



T
. g 5 Frepetiti 3 7 T Trepetition
OO Sn2-512] si3-512] viktoria| saa2-512] saa3-512| viktoria| sunz-512] suA3-512] Viktoria| sHAz-517 sms)ﬁlv,kmm Sun2-512] SHA3-512] Viktoria| saA2512] sEA3-512| viktoria
0 0| 0 0| 0| 0 0| 0| 0] 0 0] 5 15| 276 238 236| 4014|4159 4063
7] 0| 0 0| 0| 0 0| 0| 0| T 14] 3 1] 260 747 250 4228|4089 4083
2 0| 0 0| 0| 0 0| 7 7] 0 0] 9 3| 254 267 242] 4022|3993 406§
E B 0| 0| 1 0] 0| 1 1 1 20 22 3 258 753 239] 4099 4079] 4065
7] 0| 0 0| 0| 0 0| 7 7 0 T3] 8 10| 773 753 235|  4137] 4094|4000
g 0| 0 0| 0| 0 0| 0| 7] 0 724 9 2] 268 777 245 4113|4133 4099
3 0| 0 0| 0| 0 0| 7 7] T T5] 2 4] 277 759 231 4145|4077 3989
7 0| 0 0| 0| 0 0| 7] 7] 7 14] 3| TS| 236 793 2a5| 4079|4077 41ty
3 0| 0 0| 0| 0 0| 7] 2 B 18] 0] 2] 266 268 265 4086 4195 4042
9) 0] 0] 0] 0] 0] 0] 3] 1] 0] 19) 15| 16 261] 245 276 4120 4092 4114
0| 0| 0] 0| 0] o] 0| 0] 1] 0 4] 8 75| 265 260) 266 4117|4091 4151
1] 0| 0 0| 0| 0 0| 0| 7] T 1] 0 T3] 756 750) 241 4039|4180 4081
2] 0| 0 0| 0| 0 0| 0| 0| 0 73 5 | 263 25 262] 4104|4083 400§
13 0] 1] 0] [ 1] 0] 0] 2] 0] 23| 13] 10| 246 243] 214] 4025 4215 4020
14] [ 0] 0] 0] 1] 0] 0] 3 0] 17| 21 12] 264 244 256 4035 4078 4003|
15 0f 0| 0} 0] 0| 0] 0 2| 0 15 14| 11] 252) 28| 243| 3971 4142 4030|
14| 0| 0] 0] 0] 0] 0| 0] 1] 1 1] 9 7] 750 775 753 4146 4063 4067
7] 0| 0] 0] 0] 0] 0| 0] 0] 3 75| 5 75| 238 759 268 4087|4033 4204
19 0 0| 0 0 0| 0| 3| 1 1 7] 17| 25| 261] 243| 260 2043 2111] 2052
9] 0] 0 0| 0] 0 0| 0] 0] 0 4] 7 3] 267 269 250] __4019] 4015 4085
20[ 0| 0| 0] 0] 0| 0| 0] 0] 1 10| 6 1] 260 265 260 42:2| 7794091
21 0] 0] 0] 0] o] 0| 0] 0] 1 75| 8 14| 261 24| 755 4032] _ 4127] 4048
2| 0] 0] 0| 0] 0 0| 1] 1] 0 3] 5 9 240 7241] 755 4139|4713 4040
23] 0] 0 0| 0] 0 0| 2 0] 2 @I 23| 73] 776 274 756] 4207 4131 4021
24| 0] 0 0| 0] 0 0| 1] 0] 0 18] T3] EE| 759 273 237] 4097|4094 410§
%5 0] 0| 0] 0| 0 0| 1] 0] 0 T3] 7 70) 724 743 285 4045
24 0] 0] 0| 0] 0 0| 1] 7 0 17] 73] T3] 267 267 7364037
27| 0] 0] 0| 0] 0 0| 0] 1] 1 75| 0] 9 277 260] 2284190
78] 0] 0 0| 0] 0 0| 1] 0] T T3] B3 14| 261 779 737 4114
7| 0] 0 0| 0| 0 0| 0] 0] T 9 2 15| 264 759 252 4127
EY 0] 0 0| 0| 0 0| 3 2 T 19| 5 15 247, 727 2665|4097
3] 0] 0 0| 0| 0 0| 0] 1] 2 9] 15 17] 268 739 253 4137,
32| B 0 0| 0| 0 0| B 2 T 15| 16 2] 297 737 238 4230
kS| 0| 0 0| 0| 0 0| 1] 7 T 1] 9 4] 750 739 748 4074
4] 0] 0 0| 0| 0 0| 1] 2 T 77 0] 11} 257 249 25 4114
35 B 0 0| 0| 0 0| B 7] 0 15| 73| 17 291 783 267 4160
34] 0] 0 0| 0| 0 0| 2 5 0 12| 73] 4] 267 778 261 4169
37] 0] 0 0| 0| 0 0| 0] 0] T 14] 8 23 245 267 256 3994
£ 0| 0 0| 0| 0 0| 0| 0] T 14| 2 14| 299 267 288 4099
9] 0| 0 0| 0| 0 0| 0| 1] 0 14] 18 9 B 285 2494030
| 0| 0 0| 0| 0 0| 7] 7] 0 7] 73] 13 285 757 226 4094
7] 0| 0 0| 0| 0 0| 7 7] T 14] 18 14| 247 759 239 4077
7] 0| 0 0| 0| 0 0| 7] 7 T 18] 71] 73 718 267 283 4033
s 0| 0 0| 0| 0 0| 7] 3 0 7 T 0 236 260) 276 4023
3 0| 0 0| 0| 0 0| 7 0| T T5] 7 4] 259 247 288 4109
45 0] 0] 0] 0] 0] 0] 0] 1] 0 17] 20| 16 255] 240 250 4138]
B 0| 0 0| 0| 0 0| 0| 7] T 19| 8 13| 280 757 257 4144
7] 0| 0 0| 0| 0 0| 7] 7] T 77] 3 7] 269 759 279 4139
3 0| 0 0| 0| 0 0| 0| 7] 0 T3] 7 3| 240 749 239 4073
) 0| 0 0| 0| 0 0| 2 0| T 0] 1 7 257 267] 2665|4064,
50| 0| 0 0| 0| 0 0| 0| 2 T 7] 72 7] 270 757 7524014
51 0| 0 0| 0| 0 0| 0] 0] 2 T3] 5 3 271 263 750 4157
52| 0] 0 0| 0| 0 0| 1] 0] 1 1] 7 3] 753 267 241 3977
53| 0| 0] 0] 0] 0 0| 2 0] 0 4] 8 14 239 774 2454067
53] 0| 0 0| 0| 0 0| 0| 7] T 18] 3| 10| 273 779) 232 4109
B 0| 0 0| 0| 0 0| 7] 0| 0 9] 0 9] 275 278 2664094
56] 0] 0] 0] 0] [ 0] 1] 0] 2] 19) 12| 13| 278 239 258 4105
57| 0| 0| 0] 0] 0 0| 2 1] 1 7] 3 1] 263 759 240 4027
B 0| 0] 0] 0] 0 0| 0] 2 0 17] 7 3] 756 739 263 4127
59 0| 0] 0] 0] 0 0| 1] 7 1 0] 7 78] 758 737 2434124
60| 0] 0] 0] [ 0] 0] 1] 1] 1] 14] 20| 14] 215] 271] 249 4086
61 0] 0] 0] 0] 0] 0] 2] 0] 2] 21 14| 15] 276 265 246 4079
[ & 0 0| 0 0 0| 1 2| 1 3 19 14] 28 267 250) 270 2178
[X 0] 0] 0] 0] 0 0| 0] 3 2 19| 73| T3] 270 738 775 4133
& 0] 0] 0| 0] 0] 0| 0] 0] 3 2] 5 14| 783 734 754] 4087
3| 0] 0 0| 0| 0 0| 1] 0] 0 19| 3 T3] 749 759 756 4125
3 0] 0 0| 0] 0 0| 2 1] 2 15| 0 15| 774 267 259] 4045
7] 0] 0 0| 0| 0 0| 0] 0] 0 9] 7 19 241 227 241 4099
3 0] 0] 0| 0] 1] 0| 1] 7 0 19| 5 75| 240 739 776] 4043
&) 0] 0] 0| 0] 0] 0| 2 3 1 27 9 75| 264 24| 755 414]]
70) 0] 0 0| 0| 0 0| 1] 2 2 15| 5 T3] 778 790) 733 4137
7] 0] 0 0| 0| 0 0| 0] 1] T 15| 7] 17] 247 243 256|441
72] 0] 0 0| 0| 0 0| 7] 0] 0 T3] 23] 15 759 24;| 253 4099
73] 0] 0 0| 0| 0 0| 0] 1] 2 g 6 19] 249 281] 249 4029
74] B 0 0| 0| 0 0| 2 B T 9 7 7] 216 245 268 4082
73] 0| 0 0| 0| 0 0| 1] 7 3 12| 73] 2] 735 797 245 4095
78] 0] 0 0| 0| 1] 0| 1] 2 2 14| 15 77 231 773 247] 4034
77] B 0 0| 0| 0 0| B 3 3 73 3 19 750 777] 280 4107
78] 0| 0 0| 0| 0 0| 7] 7] T 12} 2 T3] 271 750) 278 4097
79 0| 0 0| 0| 0 0| 0] 7] 0 77 8 9] 259 728 254 4195
0| 0| 0 0| 0| 0 0| 7 0] 7 77] 7 19| 284 758 259 4117
7] 0| 0 0| 0| 0 0| 0| 7] 0 5] 9 2] 250 773 257 4107
77 0| 0 0| 7] 0 0| 7 7] 0 14] 73] 19 755 277 226 4057
53 0| 0 0| 0| 0 0| 7 0 T 17] 3 4] 248 759 284 4050
2 0| 0 0| 0| 0 0| 7] 7] 0 27 7 4] 257 797] 245 4090
5| 0| 0 0| 0| 0 0| 7] 7] T 1] 18 77 257 759 239 4031
Eg 0| 0 0| 0| 7] 0| 7] 3 3 75| 7 2] 238 260) 239 4059
7] 0| 0 0| 7 0 0| 7] 7] 0 T3] 9 77] 268 733 759 419
5| 0| 0 0| 0| 0 0| 2 1] 0 0] 2 75| 236 248 755 4018
5| 0| 0 0| 1 7] 0| 3 7 0 73 7 9] 267 265 268 4118
0| 0| 0 0| 0| 0 0| 3 7] 0 77] 18 1] 268 269 2874079
7] 0| 0 0| 0| 0 0| 7] 7] 7 18] 9 3| 230 737 233 4070
92| 0] 0] 0] [ 1] 0] 2] 2] 0] 19| 15| 19) 241] 231] 256 4034]
93 0] 0] 0] 0] [ 0] 1] 2] 0] 15] 20 21] 251 237 275 4054
& 0] 0 0| 0| 0 0| 0] 1] 1 17] 4 4] 756 780) 267] 4170
%5 0| 0] 0] 0] 0 0| 0] 2 2 2] 8 5] 758 B 775 41203
7] 0| 0 0| 0| 0 0| 7] 0| 0 T3] 7 | 259 B 25 4125
7] 0| 0 0| 0| 7] 0| 3 2 0 T5] 16 5] 269 758 759 4185
98] 0] 0] 0] 0] [ 0] 4] 3 2] 24 15| 17] 261] 260 225 4102
%) 0| 0| 0] 0| 0 0| 0] 1] 0 2] 5 75| 249 757 270 4028
00| 0] 0] 0] 0] 0 0| 7 1] 0 75| 9 2] 267 267 754 4129
101] 0| 0] 0] 0] 0 1 0] 7 1 17] 8 17] 267, 737 2434169
102} 0] 0 0| 0| 1] 0| 2 1] 1 18] 7 72 251 263 266 4117
103] 0] 0] 0] 0] 0] 0] 0] 1] 1] 14| 14| 21] 268 255 273 4139
T04] 0] 0 0| 0| 0 0| 1] 0] 2 14| 5] 14| 245 747 736] 4128
105] 0] 0] 0] 0] 0 0| 0] 0] 1 77 7 14| 268 755 7354019
04 0] 0] 0| 0] 0 0| B 0] 1 T3] 0 9] 758 794 267 4143
107} 0] 0 0| 0| 0 0| 0] 0] T 12| 70] 200 259 770 755 4187
T08] 0] 0 0| 0] 0 0| 0] 1] 0 10] 3 3] 240 757 258] 4059
T09) 0] 0 0| 0| 0 0| 1] 0] 2 14| 7 27213 777 256] 4107
10| 0] 0| 0] 0] 0 0| B B 2 2] 0 73| 735 741] 758] 4069
1] 0] 0] 0| 0] 0 0| 0] 7 7 73] 7] T3] 750 B 280] 4057
T12] 0] 0 0| 0] 0 0| 5 1] T T3] 0] 72| 269 267 787 4145
113 0 0| 0 0 0| 0] 1 1 1 @I 21 12 217 297 255 4140
T14] 0] 7] 0| 0| 7] 0| 7] 7] T T3] 7 13 729 720 247] 3985
115 0] 0 0| 0| 1] 0| 2 3 0 15| 2 13| 255 261] 247] 4069
T14] B 0 0| 0| 7] 0| 7] 7 3 14] 7 9] 270 753 274 4053
117} 0| 0 0| 0| 0 0| 1] 7 T T 0] T3] 773 283 755 417]]
T18] 0] 0 0| 0| 0 0| 1] 1] T 12} 7 73 257 759 274 4197
T19] 0] 0 0| 0| 0 0| 1] 1] T 12} 7 15 253 249 282 4030
0] 0| 0 0| 0| 0 0| 0| 7] 0 T3] 7] 4] 246 249 238 4034
177} 0| 0 0| 0| 0 0| 0] 7] T 12| 9 7] 217 734 238 4037
172} 0] 0 0| 0| 0 0| 7 7 3 5] 16 27 253 269 262 4137
0| 0 0| 0] 0] T 7117
2 7] 0 3985
0 I - 023
0,032258 0,096774 0,016129 ) 1 2070
0944 1144 0928 2097

16,03175 16,40476 15,86508

| 260 256
257,1496 | 256,7638 | 255,6614 IRESL] MRS
4093,289 4097,234 4094,031

ANNEX XV

Checking bit sequences that
appear at each hash position
for the 3 functions:

1) SHA2-512
2) SHA3-512
3) VIKTORIA

In the first column we have
the position where the bit
sequence appears. In the
body of the table we have
the number of occurrences
per position for the three
algorithms.

In the footer of the table we
have the total of
occurrences (green), the
total of occurrences that
most appears considering
all the positions (yellow)
and the average of the total
of occurrences for each
algorithm (red).

The averages foreseen for
all the bits occurrences are,
from left to right: 1/256,
1/16, 1, 16, 256 and 4096.

For the three algorithms
this pattern is observed in
the test.



HEXADECIMAL 2 |
|

repetitions Srepetitions Arepetitions Jrepetitions Zrepetitions Trepetition
o N2 512] sn3 512 Viktoria| SHA2-512] sAn3 512 | Viktoria| SHAZ-512] sAA3-512] Viktoria| sHAz-512] saA3-512] Viktoria | sHAz-512 ] san3 512 viktoria| sanz-512] san3-512 kA
0| 0] 0 0| 0 1 0| 0 2 0 7 23] 3 277 269 256] 4166|4114 4139
7] 0] 0 0| 0 0 0] 0 2 1 7 13| 2 257 263 25| 4106] 4050 4071
7 1 0 0| T 0 0| T 1 T 0 5 14] 243 263 272 3991 4140 4027
3] 0] 0 0] 2| 0 [ 2| [ 0 25 13| 13 241 229 244] 4060 4089 4057
7] 0| 0 0| 0 0 0| 7 2 1 15 18] 7 258 263 237] 4035 4119 4209
5 0| 0 0| 0 0 0| T 2 0 8 13| 16 247 256 270| 4166 4046 4097
3 0| 0 0| T 0 0| T 1 0 2 0] 10] 277 281 249] 4088 4067 3968
7 0| 0 0| 0 0 0| T 0| 0 9 5 5 244 250 237] 4101 4027 4020
8] [ 0 0] 0 0 [ 1] [ 1] 15 15] 18 288 287 237| 4082 4039 4053
9 0] 0 0] 0 0 0] 0 0] 0 B 9 9 724 735 272] 4100|4065 4031
0| 0] 0| 0] 0 0 0] 0 0] 2 15 19| 7 7% 758 737 4o17| 4119|417
1] 0| 0 0| 0 0 0| 0 0| 0 3 14| 21 258 277 29 4140|4121 3979
2] 0| 0 0| 0 0 0| 0 0| 0 2 14| 9 268 272 286] 4080 4117 4094
13| [ 0 0] 0 0 0 1] 1] 1] 17 11] 9 242 260 231 4061 4094 4092
14] 0] 0] [ 0] 0 0] 2] 1] 1] 15 15] 22 245 275 243 4152 4160 4094
15| 0] 0| 0] 0| 0 0] 2 7 2 73 77] 14] 260 265 796 4031] 4105|4072
14 0] 0| 0] 0] 0 0] 0 1 0 8 74 16 267 286, 245 4078] 4127|4105
7] 0| 0| 0] 0| 0 0| 2 0] 0 1 71] 16 757 280 756 4102] 4219|4084
| 0| 0 0 0 0 0| 0 0| 2| 7 14 18 231 265 237 4094] 4165 2099
19| 0] 0] [ 0] 0 0] 0 1] 1] 14 14| 17| 232 232 253 3977 4078 4124
20[ 0] 0| 0] 0| 0 1 0 0] 2 1 18] 9 738 261 297 4065] 3978|4142
2]] 0] 0| 0] 0] 0 0| 2 0] 2 75 14| 3 775 265 247 4107] 4108|4234
22 0] 0| 0] 0| 0 0] 0 0] 1 8 17] 8 261 775 260]  4064]  4131] 4018
23] 0| 0 0] 0 0 0| 0 0] 1 8 2 10] 753 263 757 4121] 4108|4058
2| 0| 0 0| 0 0 0] 2 1 2 9 13] 8 244 281 241 3985|4109 4199
23] 0] 0| 0] 0] 0 0] T 0] 1 7 17] 13 240 240 241 4065] 4040|4130
74| 0] 0 0] 0 0 0] 0 1 1 7 13] 71 267 750 757 4026] 4084|4110
27 0] 0| 0] 0| 0 0] 1 1 2 8 24 16 266 268 747 413| 4084|4098
78] 0] 0 0| 0 0 0| 0 1 0 16 17] 0 755 775 279 4029] 4015|414
79 0| 0 0| 0 0 0] 0 2 0 B 14| 3 244 267 262] 4031 4144|4143
30) 0] 0 0| 0 0 0| 1 0] 0 1 15 3 247 261 247] 4037 4192 4074
3] 0] 0 0] 0 0 0| 0 0] 1 22 13] 21 235 265 243] 4101 4176 4107
32| 0] 0 0| 0 0 0] 0 0] 0 7 5 7 263 240 245| 4114 4067 4035
33| 0| 0 0] 0 0 0| 0 3 1 2 17] 15 233 778 244 4152] 4082|3940
3] 0| 0 0| 0 0 0] 1 0] 2 20 18] 21 254 263 251 4096|4204 4143
S 0| 0 0 0 0 0| 0 1 1 18 11] 19 277 243 262 4028 3952 4137
34] 0] 0 0] 0 1 0| 0 1 0 14] 17] 14] 259 267 245| 4105 4082 4183
37] 0] 0 0| 0 0 0] 0 1 1 7 10| 14] 257 251 268] 4113|4072 4091
38] 0] 0 0| 0 0 0] 1 0] 1 9 14| 5 266 285 245| 4123|4116 4113
9] 0| 0 0| 0 0 0] 0 2 1 20 18] 9 247 248 244 4179 4143|4107
0| 0| 0 0| 0 1 0| 0 2 1 20 12| 15 255 758 269] 4054 4063|4008
77] 0| 0 0| 0 0 0| 1 1 1 7 18] 5 263 759 245| 4156|4069  4155|
77 0| 0 0| 0 0 0| 2 1 0 2 13| 8 253 237 249| 4137|4215 4061
3 0| 0 0| 0 0 0| 0 0| T 8 14] 5 243 772 268] 4124|4074 4059
7 0| 0 0| 0 0 0| T 1 0 8 14| 9 253 237 270| 4026|4095 4039
45| 0] 0 0] 0 0 0 0 2| 0 16 19| 19 254 278 266 4234 4183 4159
77 0| 0 0| 0 0 0| 0 1 1 21 18] 20 247 265 238 3963|4084 4069
7] 0| 0 0| 0 0 1 T 1 3 16 14| 9 288 237 253| 4236|4140 3962
G 0| 0 0| 0 0 0| 0 3 2 7 9| 7 258 267 251 4118 3998|4107
) 0| 0 0| 0 0 0| 2 1 T 9 T3] 22 267 755 252] 3978|4090 4090
50| [ 0 0] 0 0 0 3] 1] 0 18 19| 10| 285 240 274] 4068 4016 3971]
51) 0 0 [ 0] 0 0] 1] 0] 0] 26 8 11 247 243 231 4106 4090 4113
52) 0] 0 0] 0 T 0] T 3 0 7 73 15 756 265 244 4182] 4089|4000
53 0] 0| 0] 0] 0 0] 1 5 2 2 74 9 750 743 746 4119] 4038|4056
7] 0| 0 0| 0 0 0| 3 1 T 15 5 3 266 237 242] 4080 3952 3920
55| 0| 0 0| 0 0 0| 0 7 0 9 19| 1 232 283 269 4069] 3970|4021
5¢] 0 0 0 0 0 0] 2] 1] 2] 13 23] 18 229 265 251 4011 4148 4022
57] 0] 0 0] 0 0 0] T 1 1 70 18] 0 271 265 750]  4124]  4224] 4043
55| 0] 0| 0] 0] 0 0] 0 1 1 9 71] 15 260 750 747 4044] 4138|4020
59) 0| 0| 0] 1 0 0] 1 0] 0 0 0] 75 257 755 759 4064] 4048|4087
60| [ 0 0] 1] 0 [ 2| 1] 0 15 16| 9 255 280 247 4196 4099 3942]
61 0 0] [ 1] 0 0] 2] [ 0] 12 16| 22 233 245 269 4041 4118 4171]
[z 0] 0 0] 0 0 0] 7 1 1 9 0] 14] 735 265 244 4078] 4068|4156
[X 0] 0| 0] 0] 0 0| 0 1 1 8 14| 0 245 750 757 4125 4101|4058
% 0] 0| 0] 0| 0 0] 0 2 0 14] 19| 3 753 247 260]  4081]  4181] 4098
S| 0| 0 0 0 0 0| 1 0| 0 9) 26| 14 238 273 257 4144] 2112 4194]
[ 0| 0 0| 0 0 0] 0 0] 1 0 19| 2 231 773 243] 4051 4107 419
7] 0] 0 0| 1 0 0| 1 1] 2 2 14| 16 239 265 280] 3984|4101 4009
[ 0] 0| 0] 0] 0 0] 3 1 0 8 14| 15 753 265 264 4180] 4129|4170
&9 0] 0| 0] 0| 0 0] 2 0] 0 20 19| 2 227 241 759 3964] 4137|4071
70 0] 0 0] 0 0 0| 0 1 2 3 14| 17] 248 226 750]  4060]  4061] 4175
71] 0| 0 0| 1 0 0] 2 1 2 9 14| 7 283 268 241 4088 4132 4099
72] 0] 0 0| 0 0 0| 1 1] 0 15 14| 14] 262 265 264] 4105 3988|4074
73] 0] 0 0] 0 0 0| 0 1 1 9 77 9 264 257 253] 4069 4000 4078
73] 0] 0 0] 0 0 0] 2 0] 0 9 13| 7 286 267 266] 4095 4121|4197
75 0] 0 0| 0 0 0| 0 1 1 16 0] 8 257 261 753 4i12] 4069|4164
79 0| 0 0| 0 0 0] 0 1 0 15 18] 1 254 755 2728|4019 4089 4058
77] 0] 0 0| 0 0 0| 0 0] 3 20 10| 0 236 243 257 4142] 4171|4134
78] 0] 0 0] 0 0 0| 1 0] 0 21 17| 9 253 263 278] 4068 4059|4157
79] 0] 0 0] 0 0 0] 0 1 0 5 17] 7 244 263 255 4120 4171 4144
0| 0] 0 0| 0 0 0] 0 0] 0 2 g 23 280 266, 255| 4108|4127 4020
1] 0] 0 0| 0 0 0] 1 1 1 1 15 16 248 238 248] 4208|4047 4113
77 0| 0 0| 0 0 0| 3 0| 1 22 18] 1 267 241 234 4132] 4056 409
EE 0] 0 0| 0 0 0| 1 0| 0 14] 15 9 275 754 29| 4091 4102 417
57 0| 0 0| 0 0 0| T 0| T 7 19| 16 251 243 257  4110|  4058| 4077
5| 0| 0 0| 0 0 0| T 1 0 9 14] 7 247 772 263] 4069 4206 4139
59 0| 0 0| 0 0 0| 0 0| 0 8 5 £} 250 239 254 4061 4070  4155|
87| [ 0 0] 0 0 0 0 [ 0 16 14| 10| 237 278 250] 4170 4079 4110
88 0 0 0 0] 0 0] 0 2| 2] 22 14| 18 248 254 263 4042 4172 4043
59 0| 0 0| 0 0 0| 2 1 2 7 17] 2 270 248 254 4160|4081 4102
0] 0| 0 0| 0 0 0| 0 1 T 7 10| 21 246 267 241 4092|4069 4017
7] 0| 0 0| 0 0 0| 0 1 0 0 17| 14] 246 267 252 3986|4057 4077
2] 0| 0 0| 0 0 0| 0 0| 0 3 18] 15 236 297 263 3999] 4176|4116
93] 0] 0] [ 0] 0 1] 0 2| 2] 14 18| 15 245 267 218 3955 4157 4035
&z 0] 0| 0] 0 0 0] 0 7 3 16 17] 14] 266 774 734 4080] 4174|4039
95| 0] 0| 0] 0] 0 0| 3 1 1 15 15 17] 267 756 260 4043] 4139|4113
& 0| 0 0| 0 0 0| 0 1 0 8 14| 16 237 265 249] 4035|4045 4183
97 [ 0 0] 0 0 [ 2| [ 0 12 10| 20| 231 247 274] 4053 4061 3975
55| 0] 0 0] 0 0 0] 0 7 T 8 74 15 241 79 238 4033|4182  4055]
%9 0] 0| 0] 0| 0 0] 2 1 0 2 14| 10] 755 267 730] 4061 4239|3982
00| 0] 0| 0] 0] 0 0| 1 1 1 15 0] 2 263 756 245 4i7i] 4157|4116
107] 0] 0| 0] 0| 0 0] 1 1 2 71 19| 16 233 287 270 4i75|  4187] 4079
102} 0] 0 0| 0 0 0| 1 2 1 9 17] 22 754 239 257 4071]  4042] 4092
103} 0] 0] [ 0] 1 0] 1] 1] 1] 15 22 15 269 263 259 4131 4110 4003
04 0] 0| 0] 0| 0 0] 0 3 1 16 14| 13 260 770 260 4273]  4143] 41D
105 0| 0 0] 0 0 0] 1 0] 0 7 14| i) 267 307 747 4058] 4074|4203
04] 0] 0| 0] 0| 0 0] 0 0] 0 9 7 10] 241 759 750]  4089]  4120] 4053
107} 0] 0 0] 0 0 0| 1 1 2 18 15 22 754 249 274 4061] 4029 4027
[ 108 0| 0 0| 0 0 0| 0 1 1 16 13 17 257 259) 288 2091] 4125 4108
T09) 0] 0 0| 0 0 0| 1 1] 0 2 73 2 291 244 246] 4083|4141 4109
T10] 0| 0 0] 0 0 0| 0 2 1 7 2 14] 257 265 725 4071]  4038| 41%9
1] 0] 0| 0] 0| 0 0] 0 0] 1 7 15 71 246 247 275 4098] 4178|4004
T12] 0] 0 0| 0 0 0| 1 2 0 8 i 23 230 B 755 4005| 4165|4197
T13] 0| 0 0| 1 0 0] 2 1 2 2 0] 23 247 239 266| 3988 4177 4042
T14] 0] 0 0| 0 0 0| 2 0] 0 8 1 0 269 773 270] 4080 4140 4199
115 0] 0 0] 0 0 0| 2 1 0 2 17| 14] 247 236 243 4117 4202 4130
T14] 0] 0 0] 0 0 0] 0 0] 1 9 1] 9 247 235 276] 4071|4061 4140|
117} 0] 0 0] 1 0 0| 1 1 1 15 i 9 728 227 261 4188] 4090|4116
T18] 0| 0 0| 0 0 0] 1 1 0 1 14| 22 247 287 237] 4094 4116 4154
T19] 0] 0 0| 0 0 0| 2 7] 0 16 18] 9 240 260 281 4125 4021|3989
70| 0] 0 0] 0 0 0| 1 1 0 3 14| 16 232 257 247] 4010 4142 4068
177} 0] 0 0] 0 0 0] 2 3 0 7 77 9 257 240 274 4130 4169 423
172} 0| 0 0| 0 0 0] 0 1 1 72 77 0 259 775 280] 4158 4110 4209
T 0 0| 3 0| 0 ) 19| £} 245 285 268| 4138 4117 4019
T 0| 2 22 17] 18 220 249 247]  3987]  4110] 4035
| o o 9 14] 5 23 253 245 285| 4088 4139|4214
0,096774 0,040323 0,024194 L I ) 266 263 247] 4069 4209 4090
088 0928 0,776 1 1 15 7125] 4093|4135

15,61905 16,05556 15.93651

| zsl ]
252,4803 259,8189 253, 142m

4086,695 4104,516  4089,5




15,51587 15,35714 16,68254

| 260l 263]
256,4882 | 254,1811 | 253,937 [KEEY] IEEEE MRS

H 3
[ 5 2 3 2 [ 1
Position
sun2-512| sua3-s12|viktoria|suaz-s12] sua3-s12|viktoria|suaz-s12] sua3-s12|viktoria|suaz-512] sua3s-s12| viktoria|sunz-s12] sua3z-s12| viktoria|suaz-s12] suaz-s12[ viktoria
0| 0| 0| 0| 0| 0| 0| 0| 2] 1] 14| 7] ) 271 235 248 4245] 2074 4091
T 0| 0| 0| 0| 0| 0| 1] 0| 0| 14| 14 23] 259 223 270] 4097 2037 4099
2] 0| 0| 0| H 0| 0| H 0| 0| 21] 11 15 235 241 271 3984 2087 2180
3] 0| 0| 0| 0| 0| 0| E 0| 1] 10 13 14 260 270 259) 7164] 074 7116
7] 0| 0| 0| 0| 0| 1] 1] ] 3] 19 16 12 277] 243 255 2014 7123 4097
5 0| 0| 0| 0| 1] 0| 1] ] 1] 12 15 16 255 262 274] 073] 7081 4102
3| 0| 0| 0| 0| 0| 0| 0| E 1] 13 12 12 244] 284 280 017] 3999 4070
7| 0| 0| 0| 0| 0| 0| 3] 0| 1] 20] 21 10 268 240 263] 2112] 2137 4159
8| 0| 0| 0| 1] 0| 0| 2| 1] 2| 14 11 16 249 244) 240 3967 050 3998
9| 0| 0| 0| 0| 0| 0| 1] 0| 1] 16 16 12 229 247) 265) 119 4104 4206
0] 0| 0] 0| 0| 0| 0| 0| 1 2| 9] 13 16 259 261 241 4005 4175] 3959
1] 0| 0| 0| 0| 0| 0| 0| El 2] 15 11 19 263] 256 260 2052 2057 2002
12| 0| 0| 0| 0| 0| 0| 0| B E 17 27| 22| 268 245 237] 093] 7055] 2199
13| 0| 0| 0| 0| 0| 1] 0| 0| 3| | 13 23] 272 260 267 4057] 4067 3047
14] 0| 0| 0| 0| 0| 0| 1] 0| 2| 11 11 19 252 234) 251 4129 4031 3073
5] 0| 0] 0| 0] 0| 0| 0| 0| 0| 19 16 15 297 272 252 4196] 4082] 4094
16| 0| 0| 0| 0| 0| 0| 0| 0| 0| 10| 12 13 263] 233 212 4089 4160 4057
17| 0| 0| 0| 0| 0| 0| 0| 1] 0| 11 12 12 263] 232 261 4163] 2032| 4030
18] 0| 0| 0| 0| 0| 0| 1] 0| 0| 14] 11 14 283] 217] 239 4083] 3992 4121
19| 0| 0| 0| 0| 0| 0| 1] K 2| 11 18 25 242 253 248) 4219 3041 3056
20 0| 0] 0| 0] 0| 0| 2| E 1] 20| 10 22| 256 241 250) 4078 4089 3098
21 0| 0| 0| 0| 0| 0| 1] 1 1] 13 19 19 236 260 263 4061 4095] 4183
22 0| 0| 0| 0| 0| 0| 0| 1] 1] 15 23] 16 244] 274] 279) 3989 2083 4161
23 0| 0| 0| 0| 0| 0| 0| 1] 0| 8| 16 17 228 232| 248 4011 4104 4123
24 0| 0| 0| 0| 0| 0| 2| 1] 0| 20| 19 16 222 262 2606 3996 2056] 4090
25 0| 0| 0| 0| 0| 0| T 2| 3| 14 13 17 261 267) 242 3096 4130 3028
26 0| 0| 0| 0| 0| 0| 0| 0| 1] 12 13 20| 229] 261 263 3037] 4130 4227
27 0| 0| 0| 1] 0| 0| 1] 0| 0| 14] 14 20| 282 233 275) 3957 4117 2091
28 0| 0| 0| 0| 0| 0| 2| 0| 0| 11 11 20| 238 241 245 4174 4094 4141
29 0| 0| 0| 0| 0| 0| 0| 0| 1] 15 3| 14 259] 247 249 2082] 3962| 2046
30 0| 0| 0| 0| 0| 0| 2| 2] 1] 14} 13 17 245 248 251 2166] 2128] 2118
31 0| 0| 0| 0| 0| 0| 0| 0| 0| 12 17 13 244] 262] 247 2080 178] 2065
32 0| 0| 0| 0| 0| 0| 0| 0| 2] 15 21] 13 260 263 243] 2077 2154 2052
33 0| 0| 0| 0| 0| 0| 0| 0| 0| 16 15 21 228 233 245] 4149 4157 4048
34 0| 0| 0| 0| 0| 0| 0| 0| 0| 9] 12 20| 254] 251] 278 4003] 4085] 4099
35 0| 0| 0| 0| 0| 0| 0| 2] 1] 21] 15 12 304] 226 232] 2123] 2110 4120
36 0| 0| 0| 0| 0| 0| 0| 2] 0| 10| 20| 17 242 269 229] 4078 2088| 4044
37 0| 0| 0| 0| 0| 0| 2| 2] 0| 10| 22| 14 262 274 2606 2115] 2117 2071
38| 0| 0| 0| 0| 0| 0| 0| 0| 3| 18 17 15 239 258 235] 4096] 7125] 4079
39 0| 0| 0| 0| 0| 0| 1] 0| 1] 10| 14| 23] 254] 246 263] 4072] 4023 4126
70 0| 0| 0| 0| 0| 0| 1] 2] H 17 18 12 244] 274 252] 4103] 4074 4108
71 0| 0| 0| 0| 0| 0| E ] 0| 15 16 21 290 245 257 2119 4107 4058
2 0| 0| 0| 0| 0| 0| 1] 3| 1] 15 21] 13 250 288 256 4150 4248] 4093
73 0| 0| 0| 0| 0| 0| 1] 0| 0| 17 13 12 257] 251] 239 4081 4051 4107
4 0| 0| 0| 0| 0| 0| 1] 0| 0| 14 12 12 265 240 249 2043] 7111 2061
75 0| 0| 0| 0| 0| 0| 1] E 1] 14 15 17 249)] 242 245 4059 7012] 3975
76 0| 0| 0| 0| 0| 0| 1] ] 0| 15 20| 14 240 272 243] 4145] 3991 4036
7 0| 0| 0| 0| 0| 0| 0| ] 1] 14| 20| 17 259 273 244] 4124 2150 4138
78 0| 0| 0| 0| 0| 0| 0| 0| H 10| 10 12 238 269 256 2084 7138 4110
9 0| 0| 0| 0| 0| 0| 1] E H 21] 12 21 228 256 265 2089 7169 2133
50] 0| 0| 0| 0| 0| 0| 1] 0| 0| 12 19 22| 276 235 260 7106] 2140 4022
51] 0| 0| 0| 0| 0| 0| 1] 2| 2| 15 11 16 260 259 270) 4261 4011 3111
52 0| 0| 0| 0| 0| 1] T 0| 1] 14 11 22| 253] 255 257 4118] 4148| 3118
53 0| 0| 0| 0| 0| 0| 2| 0| 1] 20| 17 21 265 235 240) 4135] 4191 4091
54] 0| 0| 0| 0| 0| 0| 1] B 0| 16 11 15 248 239 243] 7183] 2060 2144
55 0| 0| 0| 0| 0| 0| 1] 2| H 17 18 19 236 259 300 2034] 7103 4186
58] 0| 0] 0| 0| 0| 0| 3| 0| 0| 16 18 20| 259 267) 247 4031 4132] 3179
57 0| 0] 0| 0| 0| 0| T 0| 0| 17 13 18 277 238 249) 4027] 4149 3063
58 0| 0| 0| 0| 0| 0| ] 0| 1] 19 16 14 272 249 256) 4111 4052] 4113
59 0| 0| 0| 0| 0| 0| 2| 0| 0| 21] 14 15 269 255 282] 4178 4063 4179
0 0| 0| 0| 1] 1] 0| 2] E 1] 10 14 3] 242 261] 250] 098] 7057 7169
X 0| 0| 0| 0| 0| 0| 1] 2| 2| 21] 3| 23] 282 255) 247 4109 3963 3062
62 0| 0| 0| 0| 0| 0| 0| 1 0| 17 18 15 258 245 27ﬂ| 4110 4147 4166
63 0| 0| 0| 0| 0| 0| 0| 2 0| 21] 14 10 291 256 242 4059 4028] 4044
[z 0| 0| 0| 0| 0| 0| 2| 0| 1] 17 20| 19 249] 248 234 2098 4065] 2045
[ 0| 0| 0| 1] 0| 0| 2| 1] 1] 21] 12 16 275 235 241 4149 3960 2018
3 0| 0| 0| 1] 0| 0| 3| 0| 0| 15 22| 15 242 247) 247 3990 2069 4023
[ 0| 0| 0| 0| 0| 0| 1] 1] 2| 15 16 16 242 281] 250 2034 4204 4078
[ 0| 0| 0| 0| 0| 0| 0| £ ] 11 18 19 260 266] 251] 2080 4147 2154
[ 0| 0| 0| 0| 0| 0| 1] 2) 1] 29| 20| 21 272 255 251] 4167] 4132] 4073
70 0| 0| 0| 0| 0| 0| 3| 1] 1] 21] 19 13 270 247 273] 2043] 4130 4073
71 0| 0| 0| 0| 0| 0| 0| 2] 1] 13 12 13 254] 249] 235] 4107] 4102] 4135
72 0| 0| 0| 0| 0| 1] 2| ] 2] 19 19 20| 257] 241 234] 3986 2036 3969
73 0| 0| 0| 0| 0| 0| 1] 0| 1] 15 15 20| 261 253 274] 4112] 4062] 4137
74 0| 0| 0| 0| 0| 0| 1] 0| 1] 16 11 10 231 254] 264] 2107] 4172 2077
75 0| 0| 0| 0| 0| 0| 0| 1] 1] 12 22| 9] 249 255 245] 3950 138 3953
76 0| 0| 0| 0| 0| 0| 0| 1] 1] 14] 20| 8| 257] 264] 231] 4140 4160 4185
77 0| 0| 0| 0| 0| 0| 2| ] 2| 24| 15 16 272 250 268] 2059 2043 2087
78 0| 0| 0| 0| 1] 0| 1] ] 1] 18 13 18 273] 268 256 4003] 4127 2119
79 0| 0| 0| 0| 0| 0| 2] 2] 0| 14| 14 13 235 248 241 4079 2149 4045
80 0| 0| 0| 0| 0| 0| 1] 1| 1] 18 16 17 238 228 247 2043] 7105] 4168
81 0| 0| 0| 0| 0| 0| 1] E 1] 16 23] 20| 260 250 240] 4067 107 2081
82 0| 0| 0| 0| 0| 0| 2] 0| 1] 14| 17 15 240 287 278 4001 193] 4110
83 0| 0| 0| 0| 0| 0| 0| 0| 0| 19 15 21 244] 271 263] 2066 7168] 4118
84 0| 0| 0| 0| 1] 0| 1] 2] 2] 15 16 14 253] 252 273] 3987 7131 4027
85 0| 0| 0| 1] 0| 0| 1] 7] 1] 17 28] 19 272 264 236 2101 4038 3992
86 0| 0| 0| 0| 0| 0| H 0| 0| 16 15 14 273] 311 245] 4247] 2134 3997
87 0| 0| 0| 0| 0| 0| 0| 1| 1] 21] 16 15 232 259 235 4075] 119 2111
88 0| 0| 0| 0| 0| 0| 1] 0| 2| 18 15 12 283] 243 260) 3044] 4083 4156
89 0| 0| 0| 0| 0| 0| 0| 2] 1] 25 16 20] 295 251] 250 4203] 113] 4185
0] 0| 0| 0| 0| 0| 0| 1] 0| 0| 15 14 10 269 237 238] 2126] 098] 4165
1] 0| 0| 0| 0| 0| 0| 1] E 0| 17 3| 20] 251 228 256 4223] 2020 2074
52| 0| 0| 0| 0| 0| 1] 0| 0| 2| 18 13 18 255 254] 248| 4062] 4115] 3995
93] 0| 0| 0| 0| 0| 0| 0| 0| 5| 13 11 18 230 254] 253 4125] 4224 3055
94] 0| 0| 0| 0| 0| 0| 0| 2| 3| 10| 17 26| 238 263 257 4087| 4138 4200
95| 0| 0| 0| 0| 0| 0| 0| 0| 0| 15 14 20| 277 261 270) 4112] 4124 4131
58] 0| 0| 0| 0| 0| 0| 0| 0| 1] 16 11 13 274] 268 253] 2082] 2130 2123
57| 0| 0| 0| 0| 0| 0| 1] B 1] 13 12 17 251 249 243 2037 7156 2071
98| 0| 0| 0| 0| 0| 0| 1] E 0| 19 12 24] 270 247) 237 4055] 4092] 3047
99| 0| 0] 0| 0| 0| 0| T 1 0| 10} 18 19 248 240 268 4114 4127 3983
100 0| 0| 0| 1] 0| 0| 3| 1 1] 21] 20| 9] 291 286 267 4116] 4202| 4050
101 0| 0| 0| 0| 0| 0| 2| 1] 0| 11 19 24] 244] 242 255) 4132] 4094 2064
102 0| 0| 0| 0| 0| 1] 0| 0| 3| 19 15 15 253] 260 263] 4212 4204 4191
103 0| 0| 0| 1] 0| 0| 1] K 2| 15 15 17 253] 236 240) 4141 4022] 3033
104] 0| 0] 0| 0] 0| 0| 3| 0| 0| 23] 16 21 260 269 298] 3168] 4058 4150
105 0| 0| 0| 0| 0| 0| 1] 1 1] 17 12 15 266 267 253 4171 4152] 4144
108 1] 0| 0| 1] 0| 0| 2| 1] E 17 14 23] 237 210] 245) 2063 2002| 2112
107 0| 0| 0| 1] 0| 0| 2| 2| 2| 21] 20| 21] 281 261] 261 4131 4051 4074
108 0| 0| 0| 0| 0| 0| 1] 1] 0| 13 17 19 249 274) 269 4073] 2036] 4120
109 0| 0| 0| 0| 0| 0| 0| 1] 1] 13 18 15 258 280 251 2121 2177 2055
T10| 0| 0| 0| 0| 0| 0| 1] £ 0| 18 16 14 235 225 243 4055] 4027 4027
T11] 0| 0| 0| 0| 0| 0| 0| 0| 0| 18 13 11 270 260] 238 3072] 3094 2014
112 0| 0| 0| 0| 0| 0| 0| 0| 1] 11 14} 18 257 252 239] 2134 2084 4035
113 0| 0| 0| 0| 0| 0| 1] 0| 2| 11 12 20| 249] 270] 240] 2083] 4045] 4118
114] 0| 0| 0| 0| 0| 0| 0| 0| 2| 16 14] 15 230 289 238 2145] 2105] 2020
115 0| 0| 0| 0| 0| 0| 0| 0| 0| 16 18 19 238] 239 256 3977 4128| 4122
116 0| 0| 0| 0| 0| 0| 2| 0| 1] 9] 22| 13 270] 288 257] 2108| 2086 2116
117 0| 0| 0| 0| 0| 0| 1] 1] 1] 16 20| 18 250 269 260 131 4704 4072
118 0| 0| 0| 1] 0| 0| 1] 1] 0| 13 11 17 266 256 257 4164 4039 4101
119 0| 0| 0| 0| 0| 0| 2| 0| 2| 14| 13 15 244] 237 258 4030 2058 4089
120 0| 0| 0| 0| 0| 0| E ] 0| 17 15 14 264] 243 258 4052 7122 4020
121 0| 0| 0| 0| 0| 1] 2] 2] 2] 19 13 14 249 255 261] 4136] 7135] 4066
122 0| 0| 0| 0| 0| 0| H 1| 2] 14| 28] 19 257] 228 261] 2144 3978 4109
0| 0| 0| 0| 2] H 14 18 20| 262 250 290 3971 4055] 4201
1] 1] 1] 21] 12 17 264] 260 253] 4150 4062] 2119
| o 9 16 21] 261 241 260 4077 7115] 4123
0,104839 0,032258 0,056452 [NE 1] 262 260 248 158] 7161 4075
1,016 0,816 1,08 14| 15|

4091,914 4096,672 4092,172



256,1969| . 254,126|252,4803 IEIE] ML IR
4097,945 4094,141 4093,648

H 7 |
[ 5 2 3 2 1 |
Position
sun2-512| sua3-s12|viktoria|suaz-s12] sua3-s12|viktoria|suaz-s12] sua3-s12|viktoria|suaz-512] sua3s-s12|viktoria|suaz-s12] sua3z-s12| viktoria|suaz-s12] sua3z-s12[ viktoria
0| 0| 0| 0| 0| 0| 0| 1] 0| 0| 13 15 ) 233] 254 286 2004 3998 4118
T 0| 0| 0| 0| 0| 0| 0| E 0| 16 19 10 252 289 248 4095] 4065] 2040
2] 0| 0| 0| 0| 0| 0| 1] 0| 1] 13 14 18 285 279 267 2149 7112] 4067
3] 0| 0| 0| 0| 0| 0| 1] E 0| 18 13 11 234] 271 257 4261 7123 4123
7] 0| 0| 0| 0| 0| 0| 2] 0| 1] 19 23] 15 251 245 247] 3993 4132
5 0| 0| 0| 0| 0| 0| 2] 2] 0| 19 16 12 269 281] 257] 042] 4075
3| 0| 0| 0| 0| 0| 0| 3] 0| 0| 29] 14 13 239 260 250 4208 4160
7| 0| 1] 0| 0| 1] 0| 1] E 2] 15 12 21 289 249 2772] 7111 4166
8| 0| 0| 0| 0| 1] 0| 0| 3| 0| 9] 11 21 229 259 228 7111 2112
9| 0| 0| 0| 0| 0| 0| 3| 1 0| 19 12 13 246 246 268 4187 3965
0] 0| 0] 0| 0] 0| 0] T 0| 2| 20| 19 21 253] 263 270) 4181 4098
1] 0| 0| 0| 0| 0| 0| 2] B 0| 24| 14 22| 251 254 287] 2037 2154
12| 0| 0| 0| 0| 0| 1] 0| 2] 1] 13 7 13 243] 258 257] 2073 2044
3] 0| 0| 0| 0| 0| 0| 1] 1] 3| 11 20| 17 246 252 250) 4248| 4152
14] 0| 0| 0| 0| 0| 0| 0| 2| 1] 14 22| 15 231 279 251 4248| 3052
5] 0| 0] 0| 0] 0| 0] 0| 0| 0| 18 19 11 267 274] 253 4160 3159
16| 0| 0| 0| 0| 0| 0| 1] 1 0| 24] 18 11 269 238 236 4042[ 4087
17| 0| 0| 0| 0| 0| 0| 1] 1] 1] 19 16 13 259 243 247 4100 4074
18] 0| 0| 0| 0| 0| 0| 2| 1] 1] 21] 13 19 260 254] 250 4027 4131
19| 0| 0| 0| 0| 0| 0| 1] 0| 0| 23] 3| | 293] 268 260) 4195] 3197
20 0| 0] 0| 0] 0| 0| T E 1] 12 11 18 268 249 234 43013 4097
21 0| 0| 0| 0| 0| 0| 0| 2 0| 12 18 8| 234] 264) 224 4139 4053
22 0| 0| 0| 0| 0| 0| 1] 1] 0| 20| 20| 12 284] 261 257 4104 2069
23 0| 0| 0| 0| 0| 0| 3| 1] 0| 14] 17 10 274] 278 240] 4035 4148
24 0| 0| 0| 0| 0| 0| 1] 2| 0| 20| 13 9] 236 241 232] 4108] 4058
25 0| 0| 0| 0| 0| 0] 0| 2] 2| 13 18 14 277] 259 227 4124 3000
26 0| 0| 0| 0| 0| 0| 0| 0| 0| 18 19 17 261 229 264 4098 4109
27 0| 0| 0| 0| 0| 0| 2| 0| 2| 12 16 17 241 251 248| 4007 4048
28 0| 0| 0| 0| 0| 0| 0| 0| 3| 11 10 18 244] 266 250 2113 2088
29 0| 0| 0| 0| 0| 0| 1] 0| 0| 17 11 17 242 254] 278] 151 2023
30 0| 0| 0| 0| 0| 0| 2| 2] 0| 19 12 13 258 224] 255 2030 2084
31 0| 0| 0| 0| 0| 0| 0| 1] 0| 15 9] 22| 267 258 256 4072] 4101
32 0| 0| 0| 0| 0| 0| 1] 0| 0| 12 11 18 269 249 253] 2009 2123
33 0| 0| 0| 1] 0| 0| 2| 0| 1] 16 13 13 225 244 258 4128 4110
34 0| 0| 1] 0| 0| 1] 1] 1] 2| 15 19 14 241 241 245] 4060 4096
35 0| 0| 0| 0| 0| 1] 0| 0| 1] 12 10 17 244] 269] 261 2199 2126
36 0| 0| 0| 0| 0| 0| 2| ] 1] 16 14| 12 248 245 250 2056] 4089
37 0| 0| 0| 0| 0| 0| 1] 0| 1] 21 17 16 256 271 267 2064 4131
38| 0| 0| 0| 0| 0| 0| 0| 0| 1] 20| 19 15 249 265 262 197 4152
39 0| 0| 0| 0| 0| 0| 0| 0| 0| 15 12 12 246 253 240 7183 4083
70 0| 0| 0| 0| 0| 0| 3] 1] H 12 18 11 226 240 252] 4095] 3984]
71 0| 0| 0| 0| 0| 0| 1] ] 0| 11 14| 13 245 264 237] 4104 4069
2 0| 0| 0| 0| 0| 0| 1] 0| 0| 21 21] 16 234] 241 228 4200 4093
73 0| 0| 0| 0| 0| 0| 1] 0| H 17 14 12 287 236 252 3973 3944]
4 0| 0| 0| 0| 0| 0| 0| E 0| 20| 5] 17 268 247 245] 3981 4122
75 0| 0| 0| 0| 0| 0| 0| 0| H 11 18 11 236 249 253 119 2091
76 0| 0| 0| 0| 0| 0| 1] ] 0| 14| 18 12 263] 259 262] 7105] 4067
7 0| 0| 0| 0| 0| 0| 2] ] 1] 16 14 19 248 269 268 7162 4090
78 0| 0| 0| 0| 0| 0| 0| 0| 3] 14| 15 14 251 247 264] 7157] 4122
9 0| 0| 0| 0| 0| 0| 0| E 1] 10 22| 19 273] 259 266 20786] 4137
50] 0| 0| 0| 0| 0| 0| 2| 0| 1] 24] 16 12 244] 265 253 4218 4088
51] 0| 0| 0| 0| 0| 0| 3| 0| 0| 16 18 21 265 253 252 4002] 3049
52 0| 0] 0| 0] 0| 0] 2| 0| 0| 20| 11 10 254] 243 231 4077 4120
53 0| 1] 0| 0| 1] 0| 2| 2 1] 22| 13 15 249 242 249) 4158] 3988
54] 0| 0| 0| 0| 1] 0| 0| 2] 0| 23] 15 13 263] 255 233] 2010 2029
55| 0| 0| 0| 0| 0| 0| 1] 2| 0| 16 9] 18 257 241 246 4092] 3062
56| 0| 0| 0| 0| 0| 0| 1] 0| 2| 21] 17 16 245 225 247 4089 4024
57 0| 0| 0| 0| 0| 0| 0| 0| 1] 14 3| 17 237 243 257 3939 3975
58 0| 0| 0| 0| 0| 0| 3| 0| 2| 23] 16 24] 279] 237 259) 4074 4046
59 0| 0| 0| 0| 0| 0| 2| 1] 0| 26| 16 20| 265 223 257 4057 4142|
0 0| 0| 0| 0| 1] 0| 2| 1] 1] 17 16 21 288 267 245) 3988 3117
X 0| 0| 0| 0| 0| 0| 0| 2| 0| 22| 17 19 274] 274) 264 4235 4245
62 0| 0] 0| 0] 0| 0] 0| 0| 2| 13 11 10 239 239 253 4062] 4126
63 0| 0| 0| 0| 0| 0| 1] 0| 0| 12 17 18 254] 265 245) 4213 4227
[z 0| 0| 0| 0| 1] 0| 1] 1] 0| 15 16 15 268 275 255) 4148| 4000
[ 0| 0| 0| 0| 0| 0| 0| 2| 0| 13 15 22| 292 261] 265] 4061 4126
3 0| 0| 0| 0| 0| 0| 0| 2| 1] 9] 17 11 238 252 243] 4123 4161
[ 0| 0| 0| 0| 0| 0| 0| 0| 0| 14} 15 14 253] 228 227] 053] 4108
[ 0| 0| 0| 0| 0| 0| 0| 0| 1] 15 11 10 250 273 255 4103 4008
[ 0| 0| 0| 0| 0| 1] 0| 0| 1] 11 17 19 247 251 267 4129 4077
70 0| 0| 0| 0| 0| 0| 3| 2| 2| 21] 12 20| 274] 249] 259] 4022] 4251
71 0| 0| 0| 0| 0| 0| 1] 2] 2| 18 20| 24] 258 280 270] 2077 2134
72 0| 0| 0| 0| 0| 0| 1] 0| 1] 20| 17 20| 236 259 270] 4238 4187
73 0| 0| 0| 0| 0| 0| 1] 0| 0| 16 11 18 270 243 267 4079 4102
74 0| 0| 0| 0| 0| 0| 0| 2] 1] 24) 16 18 268 267 244] 7063 2073
75 0| 0| 0| 0| 0| 1] 2| 1] 1] 14| 16 19 263] 229 259 4091 4024
76 0| 0| 0| 0| 0| 0| E 0| 3| 15 17 18 244] 277] 265] 198 4171
77 0| 0| 0| 0| 0| 0| 1] 0| 0| 22| 18 19 248 249 235] 2127 2121
78 0| 0| 0| 0| 0| 0| 1] 0| 0| 15 11 9] 266 250 247] 4052 4100
79 0| 0| 0| 0| 0| 0| 0| 0| 0| 14| 14 17 260 259 267 7143] 4190
80 0| 0| 0| 0| 0| 0| 0| 0| 2] 11 13 17 231 277 239 7121 2124
81 0| 0| 0| 0| 0| 0| 0| 0| 0| 25] 17 17 261 230 229 3027 2001
82 0| 0| 0| 0| 0| 0| 2] 0| 0| 18 5] | 254] 24 245 3991 4057
83 0| 0| 0| 0| 0| 0| 0| ] 0| 20 13 15 279] 244 256 2079 4071
84 0| 0| 0| 0| 1] 0| 1] 3| 1] 16 15 9] 278 206 228 7061 4135
85 0| 0| 0| 0| 0| 0| 3] E 1] 19 14 20| 274] 254 233] 4031 2011
86 0| 0| 0| 0| 0| 0| 0| 0| 0| 18 16 18 260 245 270] 068 4077
87 1] 0| 0| 1] 0| 0| 1] 0| 0| 15 12 10 235 263 234 7023 2114
88 0| 0| 0| 2| 0| 0| 2| 1 0| 13 19 16 240 263 244 4144 3000
89 0| 0| 0| 0| 0| 0| 2] 2] 0| 13 10 11 259 265 280 2084 4219
0] 0| 0| 0| 0| 0| 0| 0| El 0| 15 17 10 245 248 236 2114 4159
1] 0| 0| 0| 1] 0| 0| H 0| 0| 15 21 15 273] 256 2772] 4035] 4045
57| 0| 0| 0| 0| 0| 0| 2| 0| 0| 18 20| 17 238 296 246 098] 3114
93] 0| 0| 0| 0| 0| 0| 2| E 1] 14 13 16 265 267 258 4164 3057
94] 0| 0| 0| 0| 0| 0| 3| 1 0| 20| 17 15 289 256 248 3968 4022
95| 0| 0| 0| 0| 0| 0| 0| 3| 0| 18 10 12 255 235 249) 4075] 3946
58] 0| 0| 0| 1] 0| 0| 1] 2] El 13 21 19 260 245 245] 7015] 2081
57| 0| 0| 0| 1] 0| 0| 7] B 1] 13 21] 28] 273] 306 289) 7248] 2114
98| 0| 0| 0| 0| 0| 0| 2| 0| 2| 19 10 15 215 271 279) 4122] 2034
99| 0| 0] 0| 0] 0| 0] T 2| 2| 21] 11 20| 300 213 252 4004 4226
100 0| 0| 0| 0| 0| 0| 0| 1 1] 16 13 22| 255 225 261] 3948 4080
101 0| 0| 0| 0| 0| 0| 0| 0| 0| 13 12 16 256 252 238 4053 3987
102 0| 0| 0| 0| 0| 0| 0| 0| 1] 11 15 15 253] 271 250 4114 4238
103 0| 0| 0| 0| 0| 0| 2| 0| 1] 11 12 12 286 271 252 3041 3089
104] 0| 0] 0| 0] 0| 0| T 0| 0| 12 20| 16 275 257] 233 3199 3175
105 0| 0| 0| 0| 0| 0| 0| 1 E 11 9] 17 257 241 244 4170 3995
108 0| 0| 0| 0| 0| 0| 0| 0| 1] 23] 16 18 262 235 255) 4059 4187
107 0| 0| 0| 0| 0| 0| 1] 0| 1] 17 15 13 271 247 253] 4107 4176
108 0| 0| 0| 0| 0| 0| 0| 2| 0| 12 23] 17 242 257 237] 2032| 4063
109 0| 0| 0| 0| 0| 0| 1] 0| 1] 16 14} 16 267 233 249] 2070 2074
T10| 0| 0| 0| 0| 0| 0| 2| 2) 1] 22| 11 10 283] 237 242 4109 4078
T11] 0| 0| 0| 0| 0| 0| 1] 1] 1] 16 16 16 256 244) 239) 2060 2080
112 0| 0| 0| 0| 0| 0| 1] 2| 1] 15 22| 17 272 291 250 4001 4023
113 0| 0| 0| 0| 0| 0| 0| 2] 2| 13 23] 15 231 267 271 4200 3987
114] 0| 0| 0| 0| 0| 0| 0| 0| 0| 12 18 16 219] 261] 237 2090 2004
115 0| 0| 0| 0| 0| 0| 1] 0| 0| 13 11 20| 239 236 248 2094 4136
116 0| 0| 0| 0| 0| 0| 0| 0| 2| 12 13 12 249] 235 251 2099 2000
117 0| 0| 0| 0| 0| 0| 0| 2] 0| 17 13 19 265 231] 261] 118 4088
118 0| 0| 0| 0| 0| 0| 0| 2] 1] 12 22| 20| 241 267 283] 4050 4171
119 0| 0| 0| 0| 0| 0| 0| 1] 2| | 16 22| 277] 273 288 4047 4061
120 0| 0| 0| 0| 0| 0| 2| 0| 2| 13 14| 14 237] 238 262] 4700 4145
121 0| 0| 0| 0| 0| 0| 0| 2] 0| 12 15 19 271 239 249 2060 4209
122 0| 0| 0| 0| 1] 1] 0| 1| 1] 16 16 17 279] 279 268 2164 4183
0| 0| 0| 0| 2] H 15 19 11 256 249 217] 2068| 4062
I 1] 0| 1] 13 20| 16 235 260 230] 4030 4089
0,00813 0,01626 0,00813 o o o 16 14 228 244) 262] 7195] 4053
0,056452 0,064516 0,048387 NN I I 251 282 243] 7103 4146
0,992 0,848 0,832 13| 16|
16,18254 15,1746 15,62698 IR L] 257




| 258 264]
255,3543 | 257,126)256,9134 IS MK MK

4085,977 4112,242 4095,617

i 5 ]
— : g : 2 E— |
SHA2-512| sHA3-512| Viktoria| SHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512| viktoria| sua2-512| sEA3-512 V).ktoril
0 0 0 0 0 0 0| 0 0 0 12 13 17 224 279 255 3173 3037 3109
T 0 0 0 0 0 0| 0 0 0 8 13 2 288 757 758, 3002 3139 197
2 0 0 0 0 T 0| T 2 0 9 11 27| 220 248 257 3107 3038 3022
3 0 0 0 0 0 0| 2 1] 0 6 17 3 242 24| 254] 3016 7126 3091
7 0 0 0 0 0 0| T T 3 17} 3 5 247 287 277 7108 3147 7144
5 0 0 0 0 0 0| 0 T T 17} 9 6 269 281 247 3050 3085 7139
G 0 0 0 0 0 0| 0 1] T 3 15 17 221 240 757 3058 3045 3083
7 0 0 0 0 0 0| 0 0 T 20 13 5 260 275 247 7103 3095 7105
] 0 0 0 0 0 0| 0 0 1] 4] 18] 17] 7232 290 273] 3084 7152 112
9 0] 0 0] 0 0 1] 0 1] 2| 19 12| 17| 263 254 262] 4034 4075 4100]
10) 0 0 0 0 0 O] 3 1 T 6 16 5 271 753 239] 3035 4073 3080
7] 0 0 0 0 0 0| 2 2 2 8 12 8 285 270) 270 3009 3147 3150
7] 0 0 0 0 0 0] 3 2 2 9 3 6 251 285 269 7160 3231 7103
13| 0] 0 0f [¥ 0 0 2] 3 3] 19| 13] 16 252 244] 254] 4102] 4079 4070
14 0] 0 0] 0 1] 1 2| 1] 1 23] 16 18] 259 258] 276] 4131 4154 4158
15 0 0 0 0 0 O 0 3] b 6 12 20] 247, 783 289] 3105 3163 177
4] 0 0 0 0 0 1 2 0 T 10} 14 3 249 235] 283] 3078 4085 3936
7] 0 0 0 0 0 Of 2 1 1 21 13 22| 753 258 260 3041 4064 3055
18] 0 0 0 0 0 1 0 0 3 8 22| 8] 758 249 288 3034 3124 3135
19 0] 0 0] 0 0 0 2| 1] 4] 12| 13| 2_7| 263 247 271 4119 4148 4047
20 0 0 0 0 0 O 0 0 0 12 3] 27| 277 751] 271] 3131 4039 079
77 0 0 0 0 0 O 0 1 0 8 17 5 245 255] 248] 7108 3569 7173
22| o] 0| O] 0| 0| 0| 2 O] 1] 18] 14 13 244] 260 262 4102| 4201 2090
23 0 0 0 0 0 O 3 E 0 21] 20] 14 242 257 254 2140 2122 2100
24 0 0 0 o 0 o 0 0 1 15 0 11 235 245] 272 3028 4234 3182
25 0 0 0 0 0 O T 7] T 17 11 20| 779 724 277] 3011 3083 7142
28 0 o 0 0 0 O T 2 o 5 12 12 264 245] 259 3077 3160 092
27 0 0 0 0 0 O 0 0 T 12 13 3 727 250 245] 7161 2013 7166
78 0 0 0 0 0 o 0 0 0 5 17 3 229 258 235 3015 3135 3051
79 0 0 0 0 0 0| 0 0 2 12 15 1 248 751 264 3147 3108 3087
30 0 0 0 o 0 o 2 0 1 4] 13 20] 267 249 750 3084 3078 3074
37 0 0 0 o 0 o 1 0 0 24] B 3 249 231 233 3041 3130 3060
32 0 0 0 0 0 o 0 T 0 12 0 12 754 228| 263 123 3990 3245
33 0 0 0 0 0 0| T 0 0 7 5 0 738 751 260 3070 3027 7111
34 0 0 0 T 0 0| 2] 1 0 9 4] 17 275 268 239 7108 2188 3057
35 ol 0| ol 0| 0| 0| 1] o} 1] 19 14] 15 242 244] 294 2068|4185 2118
3% 0 0 0 T 0 0| T T T 12 7] 1 299 270 755 3090 3071 3088
37 0 0 0 0 0 0| 1 T 0 9 11 17 277 269 264 3266 3127 3029
38| 0 0 0 0 0 0| 0 1] T 17 12 1 274 275] 755 3012 3035 3154
39 0 0 0 0 0 0| T 2 2 3 9 3 752 247 247 3089 7195 3070
0 0 0 0 0 0 0| 0 2 7 12 73] 73] 282 274 728 3979 2120 3054
7] 0 0 0 0 0 0| T 0 0 3 15 17 271 239 267 3717 3087 3002
72 0 0 0 0 0 0| 0 0 0 12 3 3 247 273 784 3082 3108 7128
73 0 0 0 0 T 0| T E 0 5 27] 7 230 269 754 3966 3097 3057
a3 0 0 0 0 0 0] T 2 0 20 17 0 260 287 239 3047 3152 3057
45| 0] 0 0f 0 0 0 0 1 0 20 16 15 272 275 236 4162 4029 4080
73 0 0 0 T 0 0| 7 T 2 6 2] 3 271 758 752 3048 3170 7141
a7 0 0 0 0 0 0| T T 0 72 3 T 281 267 757 3074 3130 025
78 0 0 0 0 0 0| T 0 0 9 27 17 750 255 270 3054 3167 3201
79 0 0 0 0 0 0| 0 7] T 12 15 9 288 259 242 7117 3142 3701
50] 0] 0 0f 1 0 0 2] 1 1 22] 12| 17| 218] 258] 224] 4083 4024] 4159
51] 0 0 0 0 0 O] 2 0 0 6 24] 5 261 232 268 3987 3068 121
52 0 0 0 b 0 O] T 1 2 9 14 8 269 267 307] 3077 3010 3127
53 0 0 0 0 0 O] 2 1 0 12 15 i 244 267 224] 3088 171 3145
57] 0 0 0 0 0 0] 0 0 T 9 16 3 241 277 262 2110 3196 3054
55] 0] 0 0f [¥ 0 0 1 2] 0 16 16 11 272 254] 245] 4054] 4051 4073
5] 0 0 0 0 0 O T 1 b 5 i 0 755 263 253 3165 3139 3089
57 0 0 0 0 0 O 0 7] 3 4 15 5 260, 24| 249] 3041 3113 079
58 0 0 0 2 0 O] 2 1 T 17 73] 20] 271 268 268 7163 3172 119
59 0 0 0 0 0 Of 3 E T 9 8 3 240 284 247] 7108 4233 086
60 0] 0 [ 0 0] 0 1] 1 0 21] 19| 15 236 254] 235] 4075] 4148 4062
61 0] 0 0] 0 0 0 1] 1] 2| 17| 23] 12| 266 254 261 4072 4026 4150
62 0 0 0 0 T O T 3 T 8 8 5 243 268 284] 3011 3112 3053
&3 0 0 0 0 0 O 0 2 T 13 73] 5 247 267 53] 3989 3177 125
&4 0 0 0 0 T O 0 2 0 20| 15 1 278 240 228] 3207 3028 029
25 0 0 0 0 0 o 1 E 3 3 28] 9 734 267 739 7108 4132|4053
33 0 0 0 0 0 o 0 1 3 16 27 9 258 274 263 3040 4213 3043
[ 0 0 0 0 0 o 0 0 2 3 15 75 258 259| 278 3062 3064 3153
28 0 o 0 0 0 O 2 0 T 3 12 11 242 24| 261] 7159 3152 072
%9 0 0 0 0 0 O T 0 3 20| 3] 20] 247 253 245] 3015 3088 7103
70 0 0 0 0 0 o 0 1 1 8 15 5 274 280 242 4125 3070 3034
77 0 0 0 0 0 o 0 E T 5 17 5 280 279 248 4124 3175 3092
72 0 0 0 0 0 0| 0 T T 11 8 3 282 277 251 4142|4199 7128
73 0 0 0 0 0 of 1 1 1 11 9] 0 265 240 232| 3175 3138 3116
74 0 0 0 0 0 o 0 T T 20| 20] 16 280 259 248 3065 3102|4048
75 0 0 0 0 0 0| 2 1 T 8 8 3 277 267 757 3727 3099 7028
78 0 0 0 0 0 0| T T T 6 4] 9 752 239 243 3048 3090 3082
77 0 0 0 0 0 o T 0 0 17 13 5 283 253 752 3070 2013 3070
78 0 0 0 0 0 0| 2 0 T 6 3 17 260 247 268 7117 3709 7142
79 0 0 0 0 0 0| 0 0 0 5 6 77] 754 250 270 3069 3062 112
80 0 0 0 0 0 0| 0 2 2 17 12 12 270 257 245 3142 3069 3096
EE 0 0 0 0 0 0| 0 1] T 13 16 17 238 24| 262 3056 3948 3978
52 0 0 0 0 0 0| T 0 0 17 0 77] 281 73| 784 2088 7155 7106
83 0 0 0 0 0 0| 0 T 0 30| 12 2] 278 260 261 7132 3022 3053
84 0 0 0 0 0 0| T 2 0 11 3 0 272 267 248 7112 3237 3007
85 0 0 0 0 0 0| 0 1] 2 9 73] 9 234 229 729 3053 3700 7114
3 0 0 0 0 0 0] T 0 T 6 17 27 240 25| 757 3090 7122 3077
87 0 0 0 0 0 0| 0 0 1] 4] 13] 18] 253 275 264, 3039 7119 7118
88 0 0 0 0 0 O] T 1 2 20] 0] i 256 283 264 3053 3161 3123
B9 0 0 0 0 0 0| 0 E 2 5 8 17 285 265] 278 3037 3169 7145
0] 0 0 0 0 0 0| T 2 T 11 3 9 759 234 243 7154 3056 3097
7] 0 0 0 0 0 0| T 7] T 23] 15 5 267 237 267 3045 3116 3058
92] 0] 0 0f [¥ 0 1 1 2] 2] 16 12| 15 258] 256] 259 4007 4151 4085
93 O] 0 0] 0 0 0 2| 0] 2| 15| 21] 22 260 254 253 4120] 4110] 4116
5] 0 0 0 0 T O] 0 1 0 14 11 3 752 751] 241] 3096 4084 077
55] 0 0 0 0 0 O] 0 1 0 3 13 5 260 249 238 3029 4157 7113
8] 0 0 0 0 0 0] 0 7] 0 7] 73] 3 267 287 250 3067 3026 3181
97| 0] 0 0f [¥ 0] 0 0 2] 1 15| 18] 24] 268] 271] 247 4105] 4262 4077
98] O] 0] O 0] 0 0 0 0] 1 20 15| 13| 254 247 263] 4088| 4171 4231
59) 0 0 0 0 0 O T 7] 0 12 8 22| 268 240 260 3150 4033 7203
00| 0 0 0 0 o O 3 1 0 1] 9 8] 754 759 257] 3207 3550 7164
107] 0 0 0 0 0 1 0 1 T 8 3 1_2| 753 759 268 3087 3050 3050
107] 0 0 0 0 0 O 1 0 2 75] 8 27| 279 281 758 3098 4207 3096
103 0] 0 0] 0 0 1] 2| 2] 4] 19 18] 16 261 258] 262] 4115 4203] 4002
104 0 0 0 0 0 O 2 1 T 71] 8 71 262 755] 248] 3063 3098 7016
105] 0 0 0 0 0 O 0 0 2 8 3 8 757 249 280 7185 3050 7086
108] 0 0 0 0 0 O T 5 0 10} 7] 17 252 245] 250] 3054 3139 3104
107 0 0 0 0 0 o 0 E 2 17 6 5 243 255] 247 3067 4229 3006
08| 0 0 0 0 0 o 2 1 1 20| 24| 27] 280 261 250 3128 3055 3193
109 0 0 0 0 0 o 1 2 1 27 0 8 252 269 290 3089 2185 3017
10| 0 0 0 0 0 O 0 1 T 3 75] 20| 738 247] 278] 3021 3173 4162|
111] 0 0 0 0 0 O T 0 T 8 12 8 728 757 248] 3051 3054 3188|
117] 0 0 0 0 0 o 0 1 0 3 22| 12 231 309 758 3963 3184 40(2]
113] 0 0 0 0 0 o 3 2 0 8 4] 3 759 265] 264 3022 3197 7162
114] 0 0 0 T 0 0| 2 0 T 20| 17 8 205 271 268 7151 3057 7105
115] 0 0 0 0 0 0| 1 2 1 20| 8 0 255 248 250 3021 3122 3994
11| 0 0 0 0 0 o 1 T 0 12 3 20] 241 265] 268 3949 3088 4094
117] 0 0 0 0 0 0| 0 1 0 3 3 12 733 773 273 3097 31717 7153
18] 0 0 0 0 0 o T 2 T 5 6 9 288 267 263 3073 7168 3031
119 0 0 0 0 T 0| T E T 27 3 3 283 267 275 7178 3099 7159
120 0 0 0 0 0 0| 0 T 0 12 73] 12 267 75| 758 7105 3189 125
177 0 0 0 0 0 0| 0 T 0 12 7] 9 753 237 7238 3088 3093 3026
127 0 0 0 0 0 0| 2 1] T 8 73] 6 248 269 243 3056 3085 3001
T 0 0| T 0 T 13 8 5 273 273 248 3098 3143 3097
T T 0 6 5 5 287 245] 754 3217 7143 7111
| o 0o 6 1 7] 757 235 748, 3067 3047 7080
0,072581 0,056452 0,056452 Y| | 728 277 264 3070 3991 3050

08%. 108 096

16,0873 15,8254 16,06349



i 3
3 5 7 3 2 T
Position
SHA2-512| sHA3-512| Viktoria| SHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512| viktoria| sHA2-512] sHA3-512| viktoria| sHa2-512 sHAa—sl_zl Viktoria| sHa2-512] sHA3-512| viktoria
0 0 0 0 0 T 0| T T 5 15 2] 15 249 249 244 3042 3176 3007
T 0 0 0 0 0 0| 3 2 0 20| 73] 20| 754 254 274 3056 3043 3046
2 0 0 0 0 0 0| 0 2 0 17 8 17 251 257 263 7168 3080 3009
3] 0] 0 of 0 0 0 0 1 0 14 20 19 241 241] 259 4122 4104] 4072
7 0 0 0 T 0 0| 3 0 T 3 15 3 287 287 278 3017 3150 7159
5 0 0 0 0 0 T T 0 T 5 3 20| 758 758 275 3099 3048 3090
G 0 0 0 0 0 0| 2 0 T 9 0 9 247 247 758, 3062 3132 3036
7 0 0 0 0 0 0| T 2 0 20 12 3 259 259 243 7113 3113 3110
] 0 0 0 0 0 0| 1] 1] 1] 27 11] 6] 249 249 269 3099 7096 3034
9| 0] 0 0] 0 0 0 0 1] 1 19 18] 22 280 280] 247 4170] 4104 4067
10) 0 0 0 0 0 O] 0 E 0 14 8 6 717, 717 255] 3061 3045 3002
7] 0 0 0 0 0 0| 2 7] T 20| 15 6 275 275 750 3071 3965 3123
7] 0 0 0 0 0 0] 3 E 0 5 15 8 259 259 267 3092 3082 127
3] 0 0 0 0 0 0| 2 7] 0 13] ] 7] 260 260 260 3038 3984 125
14 0] 0 0] 0 0 0 2| 2| 0 19 18] 13| 254 254 266] 4156 4012 4154
15 0 0 0 0 0 O 3 1 0 73] 9 11 757 757 280 4082] __ 4196) 3085
4] 0 0 0 0 0 O] 0 2 2 5 11 3 265 265] 249] 3150 4159 3081
7] 0 0 0 0 0 Of 2 1 3 17 9 17 243 243 254] 3060 3125 3050
18] 0 0 0 0 0 O 3 0 0 21] 6 12 255 255] 753 3208 2098 092
19 0] 0 0] 0 0 0 1] 1] 1 16 19| 19| 248] 248] 242 4110] 4171 4118
20 0 0 0 0 0 O 0 7] 0 9 11 17 783 783 288 EECH 3080 3780
77 0 0 0 0 0 O 1 0 0 14} 9 3 725 225 239] 7168 3143 3004
72 0 0 0 0 0 O T 1 0 3 12 5 751 251] 213] 2110 3030 7115
23 0 0 0 0 0 O 1 0 1 6 9 5 268 269 249 7145 3054 3060
24 0 0 0 o 0 o 0 2 1 13 13 8 231 231 255 3033 3104 3069
25 0 0 0 0 0 O 0 1 0 3 8 3 752 757 240)] 3577 3050 111
28 0 o 0 0 T O T 1 T 5 13 3 275 275] 234] 7113 3075 3983
27 0 0 0 0 T O 0 2 T 14} 0 9 267 267 288 3041 3065 7038
78 0 0 0 0 0 o 1 E 0 6 4] 3 250, 250 243, 3053 2074 3176
79 0 0 0 0 0 0| T 0 0 17 6 9 255 255] 264 3014 3147 3194
30 0 0 0 o 0 o 2 2 2 8 20] 15 255 255] 248 3053 3988 3253
37 0 0 0 o 0 o 0 1 2 12 9 17 245 245 251 3052 3019 3107
32 0 0 0 0 0 o 1 T 0 20| 3 73] 287 287] 278 7143 3151 7196
33 0 0 0 0 0 0| 2] 0 0 73] 3 7 247 247] 758 3047 3089 179
34 0 0 0 0 0 0| T 3] 0 1] 27 5 268 268 277 3148 3154 3079
35 0 0 0 0 0 o T 0 0 12 8 8 252 257 264 3061 2032|4150
3% 0 0 0 0 0 0| 0 T 2 3 1 6 263 263 260 3181 3207 3089
37 0 0 0 0 0 0| 0 E 1 5 23] 27| 255 255] 757 3099 3032 3064
38| 0 0 0 0 0 0| T 0 T 6 6 3 269 269 269 3178 3157 3049
39 0 0 0 0 T 0| 0 2 T 3 4] 3 251 757 247 3035 7705 7170
0 0 0 0 0 0 0| T 2 0 17 5 T 754 754 738 7138 2035 7154
7] 0 0 0 0 0 0| T T T 15 17 3 753 253 249 7108 3147 3918
72 0 0 0 0 0 0| 0 0 T 77 7] 1 288 269| 738 7133 3982 3950
73 0 0 0 T 0 0| T 0 0 17 9] 17 288 269 290 3071 3095 3137
a3 0 0 0 0 0 0] T 0 T 5 16 8 240 240 249 7143 3073 3026
45| 0] 0 0f 0 0 0 0 [ 1] 16 14 20| 255 255] 255] 3894 4067| 4184
73 0 0 0 0 0 0| T 0 T 17 1 5 283 263 734 3065 3114 7058
a7 0 0 0 0 0 T T E 2 6 9 17 285 265 240 3040 3157 3993
78 0 0 0 0 0 0| T 0 T 9 11 1 241 247 274 7189 3069 3072
79 0 0 0 T 0 0| 2 7] 0 8 13 27| 758 25| 754 3074 3154 3143
50] 0 0 0 0 0 0| 3 0 2 17 9 9 270 270] 269 7160 7147 7022
51 0] 0 0] 0 0 0 1 4 1 19 25] 19| 262 262] 241 4119 4162 4072
52 0 0 0 0 T O] T 7] 0 12 17 8 263 263 267] 3149 3147 3972
53 0 0 0 0 0 O] 2 E T 20| 20] 11 263 263 239] 3124 3115 3009
57] 0 0 0 T 0 0] 2 0 2 73] 3 17 273 273 224 7106 3960 3059
55] 0] 0 0f [¥ 0 0 1 3 1 20 20] 19 259 259 273] 4120} 4063] 4097
56 O] 0] O 0] 0] 0 0 3] 1 18] 14 15 245 245 251 4008] 4110] 4044
57 0 0 0 0 0 O 0 3] b 3 8 0 277 277 263] 7113 3091 3145
58 0 0 0 0 0 O] 0 2 0 20| 72| 71 723 273 250] 3083 4147 3109
59 0 0 0 0 0 Of 1 2 0 3 6 17 260 260 275] 7119 3075 3252
60 0] 0 [ 0 0] 0 0 1 1 15| 18] 17| 251 251] 244] 4076 4101 4108
61 0] 0 0] 1] 0 0 2| 1] 1 21] 16 22] 258] 258] 296] 4195 4243 4039
62 0 0 0 0 0 1 2 7] 2 71] 9 22| 268 764 254] 3051 3133 3148
&3 0 0 0 0 0 O 1 3] T 8 0] 0 720, 720] 53] 2032] _ 4127] 7065
&4 0 0 0 0 0 O 0 0 2 14} 20] 5 231 23] 273] 3070 3015 3141
25 0 0 0 0 0 o 1 0 1 5 24| 5 228 228| 278 3038 3063 112
33 0 0 0 0 0 o 0 0 0 9 16 20] 258 P 268 3980 3061 3080
[ 0 0 0 0 0 o 0 1 0 3 15 13 277 277 250 3192 3022 3138
28 0 o 0 0 0 O 0 2 T 17 13 17 272 777 244] 3053 3003 7086
%9 0 0 0 0 0 O 0 0 T 11 12 20] 739 739 241] 7144 3154 7038
70 0 0 0 T 0 o 3 2 2 71] 6 3 238 238 269 3122 3079 3082
77 0 0 0 0 0 T 2 T 2 9 1] 20] 250, 750 758 3180 3029 7116
72 0 0 0 0 0 0| T T 2 9 5] 3 248 24| 247 3137 3030 2101
73 0 0 0 0 0 of 0 0 0 17 20] 17 258 25| 237 3991 3174 3058
74 0 0 0 0 0 o 2 0 T 11 17 12 231 231 248 4211 a142] 4196
75 0 0 0 0 0 0| T 2 2 14] 4] 17 267 264 749 3039 7063 7026
78 0 0 0 0 0 0| T 2 2 1] 5 8 289 289 237 3202 3061 3984
77 0 0 0 0 0 o T 2 2 9 20] 20] 754 254 280 3082 3235 7152
78 0 0 0 0 0 0| 2 T T 15 20| 6 269 269 262 7153 3147 3101
79 0 0 0 0 T 0| 0 T 3 12 7] 73] 245 245] 269 3030 3089 3059
80 0 0 0 0 T 0| T 3 T 8 20] 3 243 243 247 3032 3049 3086
EE 0 0 0 0 T 0| T E T 5 27] 9 287 287 284 3045 3115 3098
52 0 0 0 0 0 0| 0 T T 1 6 20| 243 243 758 7185 7153 3042
83 0 0 0 0 0 0| 0 0 T 9 24| 17 215 275] 268 3039 3065 3088
84 0 0 0 0 0 0| T 0 0 6 3 3 242 247 758, 3055 3050 7153
85 0 0 0 0 0 0| 0 0 T 9 15 17 230 230 242 3055 3164 7119
3 0 0 0 T 0 0] T 7] 0 9 3 5 267 267 277 3017 3020 3042
87 0 0 0 0 0 0| 1] 0 0 17] 3 5 248 248 248 3985 3105 3087
88| O] 0] O 0] 0 0 0 0] 1 10 17| 21 244 244 277 4117 4092 4155
B9 0 0 0 0 0 0| T 0 T 9 3 12 287 267 243 7107 3099 7130
0] 0 0 0 0 0 T 2 0 3 73] 0 77] 249 229 273 3088 3989 3079
7] 0 0 0 0 0 0| 0 7] 2 8 9 6 259 259 275 3209 3198 7136
7] 0 0 0 0 0 0] 2 0 0 20] 17 20] 277 277 239 7112 3039 7132
53] 0 0 0 0 T O] 0 1 0 5 7 8 241 241 268 3102 3983 3083
5] 0 0 0 0 0 O] T 1 T 10| 13 12 754 754 238 3024 4138 3985
55] 0 0 0 0 0 O] T 0 0 77 17 3 283 783 269 7153 EECH 3187
8] 0 0 0 0 0 0] T 0 T 1 12 3 255 255 755 3022 3110 3097
97| 0] 0 0f [¥ 0] 0 1 1 2] 15| 15| 17| 243] 243] 229 4119 3990 4103
98] 0] 0 0] 0 0 0 1 0] 2| 24 22] 20 257 257 262] 3982 4143] 4090
59) 0 0 0 0 0 O T 1 T 6 9 4 261 261] 279] 3051 3078 3135
00| 0 0 0 0 o O 2 0 0 5 11 3 752 757 255] 3995 3117 3133
107] 0 0 0 0 0 Of 0 0 0 3 15 13 759 759 229] 3057 3040 3996
107] 0 0 0 0 0 O 1 1 1 17 20] 3 261 261 729 3094 4205 3080
103 O] 0 0] 0 0 1] 0 0] 2| 14 16 15 273] 273 234 4010] 3998 4027
104] 0 0 0 0 0 O 3 7] T 73] 13 1 752 757 257 3577 3033 3055
105] 0 0 0 0 T O 1 3] 0 5 73] 8 247 247 261] 7125 3054 071
108] 0 0 0 0 0 O 0 2 T 3 8 12 754 254 269] 3093 3113 3057
107 0 0 0 0 0 o 1 0 0 6 12 12 298 259] 251 3070 3099 3104
08| 0 0 0 0 0 o 1 0 1 17 13 9 258 258 253 7145 3155 3024
109 0 0 0 0 0 o 2 3] 0 3 17 22| 242 242] 250 3159 3151 3000
10| 0 0 0 0 0 O 3 1 T 71] 1] 17 261 261] 280 7158 3147 3094
111] 0 0 0 0 T O 2 3 2 70| 8 0 267 267 220] 7114 3081 3047
117] 0 0 0 0 0 o 0 1 1 9 17 5 267 267 243 2181 3991 3001
113] 0 0 0 0 0 o 0 T 0 4] 15 20] 288 268 277 3077 3945 7118
114] ol 0| ol 0| 0| 0| 0| 2] 0| 12 19 15 252 252| 277 4138| 4113 124]
115] 0 0 0 0 0 0| 1 1 0 20| 1] 12 270, 270 244 4245 3107 3062
11| 0 0 0 0 0 o 2 T 2 5 73] 15 288 269 248 7158 3162|4153
117] 0 0 0 T 0 0| T 1 T 24| 3 20| 302 307 743 7167 3064 112
18] 0 0 0 0 0 o 3 T T 6 3 17 253 253 758 7173 3103 3078
119 0 0 0 0 0 0| T 0 2 78| 9 17 280 280 278 2104 3128 7160
120 0 0 0 0 T 0| 0 T T 6 15 6 284 284 262 123 3025 3066
177 0 0 0 0 0 0| 0 T T 17] 12 6 755 255 237 7172 3073 3043
127 0 0 0 0 0 0| 0 2 T 10| 24 3 228 278 779 3102 3096 3003
0 0 0| 0 1] T 12 27| 17 758 258 243 3060 3226 3072
0 T 2 6 5 71] 244 244 270 2150 724 7152
| o 0o 17] 7] 8 249 249 268 7155 3097 7183
0,064516 0,096774 0,048387 R i 285 265] 753 3078 3088 7142
0,992 1,144 0,92 19 17|

16,5 16,5 15,80159

| 255|255 244]
256,315 | 256,315 | 256,0945 AL IS 5l ML)

4097,57 4092,57 4088,719



i 7
3 5 7 3 2 T
Position
SHA2-512| sHA3-512| Viktoria| SHA2-512| SHA3-512| Viktoria| sHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512| viktoria| sHa2-512] suA3-512[ viktoria
0 0 0 0 0 0 0| T T T 17 8 16 268 281 275 7143 3065 3170
T 0 0 0 0 0 0| 2 0 T 5 11 6 734 234 755 3098, 3171 7114
2 0 0 0 0 0 0| 2 0 3 13 13 4] 240 277 271 3092 3155 3134
3] 0] 0 of 0 1] 0 2] 4 1] 18] 20 17| 246 257 279 4053 4093] 4117
7 0 0 0 0 0 0| T T 3 9 17 3 727 267 274 7149 3130 7084
5 0 0 0 0 0 0| 0 T T 7 3 7] 248 267 267 3027 3190 7189
G 0 0 0 0 0 0| 0 1] 0 17 20| 5 265 257 248 3147 3138 3187
7 0 0 0 0 0 0| T 0 0 8 10 17 267 248 249 7122 3009 7195
] 0 0 0 0 0 0| 0 7] 1] 7] 15] 15 259 261 259 7140 3150 7141
9| O 0 0] 0 0 0 0 1] 2| 18] 16 18] 247 231 252 4207 4098 4196
0] 0 0 0 0 0 O] T 1 0 17 14 17 264 247 260 3065 3995 3041
7] 0 0 0 0 0 0| 0 0 0 3 6 13 268 250 285 3723 3988 7166
7] 0 0 0 0 0 0] T 7] T 3 17 17 250 253 267 3958 122 7115
13| 0] 0 0f [¥ 0 1 2] 2] 1 18] 13] 12 244 254] 265] 4148] 4103] 4129
14 0] 0 0] 0 0 0 3 0] 3 20 13| 24 238] 277 247 4015 4126 4084
15 0 0 0 0 0 T 0 0 b 3 72| 5 734 754 270] 3071 3127 094
4] 0 0 0 0 0 O] 2 1 T 17 20] 2 750, 277 249] 3056 3111 7102
7] 0 0 0 0 0 Of 1 E 0 7] 8 13 255 240 242 4117 3057 3041
18] 0 0 0 0 0 O 0 0 1 8 4] 12 274 259 753 3094 3158 3094
19 0] 0 0] 1] 0 0 1] 1] 0 15| 16 13| 252 248] 247 4143 4125 4088
20 0 0 0 0 0 O 2 1 0 4 6 17 267 751] 263] 3138 3000 3160
77 0 0 0 0 0 O 0 2 0 3 8 8 729 75| 247] 7195 3050 3177
72 0 0 0 0 0 O 0 1 0 6 3 3 734 269 248 7135 3094 3127
23 0 0 0 0 0 O 0 1 1 14] 15 6 247, 282| 272 3027 2701 078
24 0 0 0 o 0 o 2 0 1 9 17 6 261 233 275 3174 3045 3045
25 0 0 0 0 0 O T 0 0 71] 3] 1 278 78| 227] 3170 4024 006
28 0 o 0 0 0 O 0 0 T 12 3] 3 249 739 289] 3134 3069 125
27| o] 0| Ol 0| 0| 0| 2 Of 1] 18] 10) 26 247 251] 275] 4121 4028|4203
78 0 0 0 0 0 o 1 0 1 17 11 20] 227 237 279 3063 3052 3045
79 0 0 0 0 0 0| 3 0 T 2] 6 17 288 247 758 3150 3704 3114
30 0 0 0 o 0 o 0 T 0 15 11 1 244 299 238 3027 3118 3028
37 0 0 0 o 0 o 0 0 1 3 11 0 753 240 249 3166 3991 3161
32 0 0 0 0 0 o 0 T 2 72 16 8 221 238 752 3062 3092 3057
33 0 0 0 0 0 0| T 1 0 7 27 5 262 73| 758 3973 3074 7135
34 0 0 0 0 0 0| 3 2 T 1 17 3 252 274 268 3151 3114 3079
35 0 0 0 0 0 o T 0 T 27 15 8 267 24| 272 7105 3135 7114
3% 0 0 0 0 T 0| T T 2 77 12 5 753 240 267 3037 3129 3031
37 0 0 0 0 0 1 1 2 1 14} 27 9 259 238 239 7132 3148 3070
38| 0 0 0 0 0 0| T 0 3 7] 13 17 279 244 281 3068 3083 3050
39 0 0 0 0 0 0| 3 2 2 17 4] 5 753 277 798 3996 3082 7169
0 0 0 0 0 0 0| 2 0 T 9 3 9 738 275 262 7198 3134 7148
7] 0 0 0 0 0 0| 0 0 T 72 23] 3 267 234 264 3095 3019 3090
72 0 0 0 0 0 0| 0 T T 10| 7 5 262 277 277 7024 3027 3181
73 0 0 0 0 0 0| 0 0 2 17 9 3 239 267 239 7143 3117 3038
a3 0 0 0 0 0 0] T 7] 2 0 20] 17 237 255 240 3929 3036 3046
45| 0] 0 0f 0 0 0 2] 1 0 15 17 22] 246 280] 271] 4115 4122 4070
73 0 0 0 0 0 0| T T T 77 73] 6 755 757 273 3073 3133 7700
a7 0 0 0 0 0 0| 0 0 T 17} 0] 9 753 269 264 7124 3037 7131
78 0 0 0 T 0 0| 2 0 0 11 9] 2 738 260 248, 2120 3080 3132
79 0 0 0 0 0 0| 2 7] T 1 13 0 238 258 754 3071 3709 7121
50] 0] 0 0f [¥ 0 0 0 1 0 18] 15| 17| 241 264] 265] 4167 4160} 4165
51] 0] 0 0] 1 0 0 2| 0] 1 14 8| 14 240 247 236 4182 4247 4131
52 0 0 0 0 0 1] T 7] 3 3 12 i 738 248 267] 3978 3028 075
53 0 0 0 0 0 O] 3 2 T 8 0 23] 278 24| 280 3084 3031 3158
57] 0 0 0 T 0 0] 3 0 T 27 15 5 288 255 242 3157 3045 3041
55] 0 0 0 0 0 0| 1] 0 1] 20 3] 15 260 238 228 3200 7163 3098
56 O] 0] O 0] 0 0 1 3] 0 9 15| 21 279 231 234 4138] 4092 4080
57 0 0 0 0 0 O 0 1 0 10} 1] 4 248 268 258 7127 3071 074
58 0 0 0 0 0 O] 3 0 2 5 13 8 278 267 242 4017 3125 3087
59 0 0 0 0 0 1 1 1 2 8 72| 8 247 271] 247] 3144 3159 092
60 0] 0 [ 0 0] 0 0 1 2] 23] 13] 11 258] 241] 282] 4120} 4067| 4152
61] 0] 0 0] 1] 0 0 2| 0] 1 15| 15| 13| 252 249 244 3984 4127 4137
62 0 0 0 0 0 O T 0 T 6 7 5 263 24| 264] 3053 4074, 7105
&3 0 0 0 0 0 O 1 0 0 13 5 5 267 268 248 3260 3158 7184
&4 0 0 0 0 0 O 0 0 T 8 8 20] 287, 265 278] 7125 3110 3067
25 0 0 0 0 0 1 0 0 2 71 23] 1 288 24| 278 3728 2074 3103
33 0 0 0 0 0 o 1 1 2 15 9 20] 282 265] 274 3170 3048 3145
[ 0 0 0 0 0 o 1 0 0 3 27 12 222 247 298 3173 3022 3120
28 0 o 0 0 0 O 0 0 o 3 11 20] 755 247] 259 3580 3052 177
%9 0 0 0 0 0 O 0 0 T 3 8 5 758 24| 263 3029 3985 3082
70 0 0 0 0 0 o 2 1 0 17 15 3 249 24| 249 3045 2074 3094
77 0 0 0 0 0 o 2 0 0 4] 4] 3 281 244 240 3068 3003 3087
72 0 0 0 0 0 0| 0 T T 17 13 22| 272 240 2472|4135 3021 7109
73 0 0 0 0 0 of 3 0 1 9 8 21] 258 261 267 3012 3071 4222
74 0 0 0 0 0 o 1 0 0 8 17 1 260 255| 257 3058 3013 3133
75 0 0 0 0 0 0| 0 0 0 8 3 5 292 757 743 7127 3065 2018
78 0 0 0 0 0 0| T T 0 3 6 5 210, 257 247 3089 3035 3117
77 0 0 0 0 T o T 2 T 14] 6 1 288 249 278 3992 2168 3060
78 0 0 0 0 0 0| 2 2 0 20| 12 3 260 248 733 3213 3068 3997
79 0 0 0 0 0 0| 0 2 T 77 3 20] 263 257 261 7168 122 3037
80 0 0 0 0 0 T 0 1] 2 14} 20] 8 252 25| 758, 3134 3196 3079
EE 0 0 0 0 0 0| 0 1] T 3 15 3 758 267 234 3045 3181 3090
52 0 0 0 T 0 0| T T 0 6 7] T 758 28 734 3097 123 3055
83 0 0 0 0 0 0| T T 0 15 9 3 759 249 7238 3060 3187 3098
84 0 0 0 0 0 0| 0 T 0 5 17 8 750 255] 267 3020 3132 7153
85 0 0 0 0 0 0| T 2 3 10| 17 8 273 244 294 3172 3054 3178
3 0 0 0 0 T 0] T 2 0 20 13 T 245 238 752 3173 3130 7136
87 0] 0 0f 0 0 0 2] 2] 0 16 16 11 266 282] 246] 4155 4037| 4144
88| O] 0] O 0] 0] 0] 0 0] 3 13 12| 13| 277 254 240 4146 4109 4121
B9 0 0 0 0 0 0| 0 0 0 17] 12 20| 739 243 758 7115 3104 3000
0] 0 0 0 0 0 0| 0 0 T 12} 17 3 758 273 753 3065 3164 3099
7] 0 0 0 0 0 0| T 2 T 12 16 0 269 277 230 7117 3206 3203
92] 0] 0 0f [¥ 0 0 3] 1 0 19| 17| 13] 267 271] 259 4134] 4179 4096
93] 0] 0 0] 0 0 0 1 2| 0 17| 22] 10| 263 253] 262] 4183 4134 4133
5] 0 0 0 0 0 O] 0 0 3 13 20] 3 257, 267 259 3080 4084 3116
55] 0 0 0 0 0 O] 2 1 T 17 20] 11 278 267 270] 4202] __4039] 221
8] 0 0 0 0 0 0] 0 7] 2 3 73] 6 261 23] 233 3247 3145 3986
97| 0] 0 0f [¥ 0] 0 0 2] 2] 15| 18] 11 245 268] 225] 4094] 4076 4121
58] 0 0 0 0 0 O 0 1 b 17 20] 6] 752 248 254 3186 3061 7166
59) 0 0 0 0 0 O T 3] T 3 17 17 758 757 258 3051 3028 3107
00| 0 0 0 0 o O 0 1 T 10} 9 71 735 764| 261] 3031 3098 3147
107] 0 0 0 0 0 Of 0 0 T 11 12 17 240, 251] 275] 3027 4102|4167
107] 0 0 0 0 0 O 0 0 1 3 B 23] 754 237 752 3951 2078 3196
103 O] 0 0] 0 1] 0 2| 3] 0 19 20 10| 256 247 222 4169 3998 4101
104 0 0 0 0 0 O T 1 2 3 17 8 757 779 239] EECH 3945 7076
105] 0 0 0 0 0 O 0 1 0 17 72| 17 260 260 257 3069 3175 7063
108] 0 0 0 0 T O T 2 T 17 23] 0 273 264 254] 7113 3070 057
107 0 0 0 0 0 o 0 1 0 3 15 8 754 297 274 3059 3179 3064
08| 0 0 0 0 0 o 1 1 1 10} 4] 13 231 260 250 3005 2082|4160
109 0 0 0 0 0 o 2 1 0 9 15 6 249 247 260 3137 3035 3040
10| 0 0 0 0 0 O 0 0 0 8 72| 11 245 249 255] 7114 3005 7204
111] 0 0 0 0 0 O T 1 T 8 8 8 267 759| 2327|4083 3114 3061
117] 0 0 0 0 0 1 0 2 1 17 9 12 250, 244 245 3064 3004 3152
113] 0 0 0 0 0 o T 0 2 3 13 17 283 280 257 3098 3960 3050
114] 0 0 0 0 0 0| 2 0 0 71 6 15 732 278 247 7108 2073 112
115] 0 0 0 0 0 0| 0 1 1 11 16 i1 251 260 255 3133 3173 3008
11| 0 0 0 0 0 o 0 T 2 12 16 15 271 238 268 3096 3177 3081
117] 0 0 0 0 0 0| 0 1 0 10| 8 12 248 247 752 3020 2038 7119
18] 0 0 0 0 0 o T 0 3 8 6 8 240 294| 225 7104 2142 3078
119 0 0 0 0 0 0| T 0 0 12 24| 6 754 269 262 7119 3040 3035
120 0 0 0 0 0 0| 0 T 0 G 6 20| 733 269| 277 7159 3087 7184
177 0 0 0 0 0 0| T 0 0 8 6 3 739 277 240 3068 3165 7101
127 0 0 0 0 0 0| 3 0 T 17 7 20| 738 267 249 3078 3127 3196
0 0 0| 0 0 T 5 13 6 243 257 242 3130 3075 3166
0 T T 6 17 5 241 307] 249 7137 7713 3025
| o 0o 17 7] 2 280 24| 742 7103 3179 7132
0,048387 0,048387 0,064516 | N NS 733 245] 757 3074 3032 7253
0,936 0848 0928 17| 16| 15|

15,4127 15,88889 1548413

[ E—- | — | —cS2)
254,1811) 256,3622 | 256,2126 Iy IKEv7) IR ET)

4102,719 4091,992 4110,008



15,85714 15,57937 16,04762

257,7323 | 255,7244 | 255,4724 A MY IIELE]

251

Hi 8
[ 5 2 3 2 1
Position

sun2-512| sua3-s12|viktoria|suaz-s12] sua3-s12|viktoria|suaz-s12] sua3-s12|viktoria|suaz-512] sua3s-s12|viktoria|sunz-s12] sua3-s12| viktoria|suaz-s12] sua3z-s12[ viktoria

0| 0| 0| 0| 0| 0| 1] 2] 2] 2] 14| 17 2] 248 227 264] 47 3992
T 0| 0| 0| 2] 0| 0| 2] 0| H 21] 16 18 255 259 264] 4234 045] 4102
2] 0| 0| 0| 0| 0| 0| 2] B 0| 19 16 23] 272 277 265 3999 7155] 4161
3] 0| 0| 0| 0| 0| 0| 0| E 0| 20| 18 14 267 251 248 4232] 7102] 4054
7] 0| 0| 0| 0| 0| 0| 1] 0| 2] 16 12 15 284] 251] 260 4270 7188 4090
5 0| 0| 0| 0| 0| 1] 1] ] 1] 15 15 12 259 253 238 2157 7113] 4070
3| 0| 0| 0| 0| 0| 0| 0| 0| 2] 20| 11 18 263] 269 251 4056] 7162] 4193
7| 0| 0| 0| 0| 0| 0| 1] E 3] 7| 16 20] 293] 247 260 2137 2139 2031
8| 0| 0| 0| 0| 0| 0| 0| 0| 1] 18 11 14 248 251 255) 4218 2063 4055
9| 0| 0| 0| 0| 0| 0| 3| 3| 1] 14 14 19 262 254] 248| 4101 4104 4101
0] 0| 0] 0| 0| 0| 0| 3| 1 0| 17 22| 14 275 236 279) 4234 4068| 4172
1] 0| 0| 0| 0| 0| 1] 2] 0| 2] 24| 11 13 233] 298| 275] 2044 7121 4188
12| 0| 0| 0| 0| 1] 0| 1] B E 12 27| 18 239 230 280 2007] 7035] 7169
13| 0| 0| 0| 0| 0| 0| 4] 1] 0| 25| 13 17 271 284] 257 4079 3999 4108
14] 0| 0| 0| 0| 0| 0| 1] 4] 0| 24] 14 14 278 281 227 4184] 4009 4124
5] 0| 0] 0| 0] 0| 0| 0| 1 3| 21] 19 14 281 273 256 4094 4009 4127
16| 0| 0| 0| 0| 0| 0| 0| 1 2| 10| 16 22| 269 258 280) 4255] 4109 4161
17| 0| 0| 0| 0| 0| 0| 4] 1] 0| 16 13 15 224] 260 261 4205 4108] 4125
18] 0| 0| 0| 0| 0| 0| 0| 2| 1] 19 18 10 264] 248 241 2084 4164 4111
19| 0| 0| 0| 1] 0| 0| 2| K 2| 14 17 17 258 269 255) 4077] 4202 3128
20 0| 0] 0| 0| 0| 0| T E 1] 13 14 21 258 233 250) 3064 4148] 4226
21 0| 0| 0| 0| 0| 0| 1] 0| 1] 7| 16 17 234] 251 247 4076] 4079 3961
22 0| 0| 0| 0| 0| 0| 1] 0| 1] 17 13 12 261 258 248 4141 4047 4183
23 0| 0| 0| 0| 0| 0| 2| 1] 0| 17 20| 17 265 256 259 4164 4089 4065
24 0| 0| 0| 0| 0| 0| 0| 0| 1] 18 12 23] 259] 279 239] 4088 4188] 4023
25 0| 0| 0| 0| 0| 0| 0| 3| 0| 16 10 16 284] 237 256 3126] 4203 3006
26 0| 0| 0| 1] 0| 0| 1] 3| 1] 9] 21] 14 256 256 270) 3069 112] 4007
27 0| 0| 0| 0| 0| 0| 1] 0| 2| | 16 15 216 241] 227 2120 4008] 2081
28 0| 0| 0| 0| 0| 0| 0| 1] 1] 12 19 20| 239] 250] 254] 4150 4054 2004
29 0| 0| 0| 0| 0| 0| 1] 0| 1] 15 17 13 271 250] 252] 2066 053] 2060
30 0| 0| 0| 0| 0| 0| 1] 1] 0| 9] 19 17 254] 265 289 2093] 2094 2112
31 0| 0| 0| 0| 0| 0| 1] 1] 1] 20| 16 14 285 246 268 2082] 2131 2065
32 0| 0| 0| 0| 0| 1] 1] 2] 1] 16 16 14 285 267 256 2142 2154 2165
33 0| 0| 0| 0| 0| 1] El 0| E 22| 16 20| 263] 225 252] 4073 111 4051
34 0| 0| 0| 1] 0| 0| 3| 2] 2| 22| 16 19 265 249] 270] 4133 048] 4043
35 0| 0| 0| 0| 0| 0| 1] ] 1] 16 16 17 234] 263 260 2118] 2170 2072
36 0| 0| 0| 0| 0| 0| 2| E 1] 19 15 15 261 260 237] 4169 2067 2119
37 0| 0| 0| 0| 0| 0| 0| 0| 1] 17 11 14 263] 229 269 4124 3993 4003
38| 0| 0| 0| 0| 0| 0| 1] 2] 1] 13 17 13 250 227 244] 2064 045] 2084
39 0| 0| 0| 0| 0| 0| 1] E 0| 19 17 16 288 251] 253] 4123] 125] 4127
70 0| 0| 0| 0| 0| 0| 1] 1] 0| 9] 17 15 250 295 275] 4210 7148| 4102
71 0| 0| 0| 0| 1] 1] 0| 2] 3] 9] 13 12 265 260 252 118] 7133 4214
2 0| 0| 0| 0| 0| 0| 0| ] 2] 11 11 15 244] 258 258 4117] 4035] 4086
73 0| 0| 0| 0| 0| 0| 0| E 0| 3| 12 19 255 240 248 4169 4220 4035
4 0| 0| 0| 1] 0| 0| 1] 0| 1] 18 5 16 269 254 249 3993 7156 4035
75 0| 0| 0| 0| 0| 0| 1] 0| 0| 22| 10 22| 259 265 314 4249 098] 4195
76 0| 0| 0| 0| 0| 0| 0| 0| 0| 16 18 22| 269 226 297 4077 4030 4095
7 0| 0| 0| 0| 0| 0| 1] 7] 0| 19 22| 11 266 300 262] 4148] 045] 4161
78 0| 0| 0| 0| 0| 0| 2] E 1] 18 19 17 291 2773 250 4058 7123 2044
9 0| 0| 0| 0| 0| 1] 0| E 1] 5 12 28] 234] 278 282 4127] 4085] 2115
50| 0| 0| 0| 0| 0| 0| 2| 0| 2| 18 17 16 283] 258 287 4195] 4124 4133
51] 0| 0| 0| 0| 0| 0| 0| 0| 2| 13 14 16 263] 275 242 4198 4093 4212
52 0| 0] 0| 0] 0| 0| 0| 2| 1] | 17 16 236 261 279) 4134 4201 4020
53 0| 0| 0| 0| 0| 0| 0| 0| 1] 15 16 20| 227 227 240) 3911 4072] 4097
54] 0| 0| 0| 0| 0| 0| 0| 0| H 3| 20| 19 217] 251 2772] 2047 7011 2073
55 0| 0| 0| 0| 0| 0| 0| B 0| 12 22| 13 247] 264 267 2072] 7077 2048
56| 0| 0| 0| 0| 0| 0| 2| E 0| 13 18 10 252 261 265) 3986 4190 3019
57 0| 0] 0| 0] 0| 0| T E 2| 15 11 11 264] 246 249) 4001 4088 4029
58 0| 0| 0| 1] 0| 1] 1] 1 2| 11 19 16 251 247) 237 4138 4022] 3987
59 0| 0| 0| 0| 0| 1] 3| 3| 2| 16 16 14 231 269] 240) 4093] 4148] 3993
0 0| 0| 0| 0| 0| 0| 0| E 1] 19 16 13 254] 247 226 2018 7161 2104
X 0| 0| 0| 0| 0| 0| 0| 2| 1] 17 20| 16 286 274) 258 4094] 3992 3961
62 0| 0] 0| 0] 0| 0| T 0| 1] 18 15 20| 267 252 279) 3113] 4200 4154
63 0| 0| 0| 0| 0| 0| 0| 1 0| 23] 11 17 288 252 269) 4114 4057 4046
[z 0| 0| 0| 0| 0| 0| 1] 0| 0| 15 19 15 246 256 231 4097 4133 2081
[ 0| 0| 0| 0| 0| 0| 0| 0| 1] 14] 18 16 261 254] 274] 3961 4074 4149
3 0| 0| 0| 0| 0| 0| 2| 2| 2| 16 21] 16 237 264] 256 4079 4125] 4102|
[ 0| 0| 0| 0| 0| 0| 1] 1] 0| 19 14} 17 245 229] 236 2086 2102| 4187
[ 0| 0| 0| 0| 0| 0| 0| £ 2| 19 14 B| 255 252 256 4170 4125] 3049
[ 0| 0| 0| 0| 0| 0| 3| 1] E 12 17 15 237 260 245) 2110 4119 4129
70 0| 0| 0| 0| 1] 0| 2| 2| 0| 22| 14} 16 254] 260 251 4184 2149 2063
71 0| 0| 0| 0| 0| 0| 0| 2] 1] 12 13 17 241 249] 248 4212 4137 2044
72 0| 0| 0| 0| 0| 0| E 0| 1] 16 16 11 237 256 249 2093] 7172 2067
73 0| 0| 0| 0| 0| 0| 1] 1] 1] 19 11 22| 252 247 216 4117] 24189 4098
74 0| 0| 0| 1] 0| 0| 1] E 3] 15 14 22| 269 2606 241 2094 2149 2064
75 0| 0| 0| 0| 0| 0| 1] 0| 1] 12 22| 16 255 251] 289 4042 4052 4091
76 0| 0| 0| 1] 0| 0| 2| 0| 0| 15 17 13 237] 250 245] 4080 4014 4169
77 0| 0| 0| 0| 0| 0| E ] 1] 16 15 18 249] 251 248 2145] 3960 2006
78 0| 0| 0| 0| 0| 0| 0| ] 1] 16 10 28] 248 229 254] 4084 4092 4168
79 0| 0| 0| 0| 0| 0| 3] 3| 0| 16 21] 11 255 247 298] 4132 3982 4148
80 0| 0| 0| 0| 0| 0| 3] 1| 1] 23] 16 11 236 241 261] 4055] 7158] 4140
81 0| 0| 0| 0| 0| 1] 0| 2] 1] 20| 12 13 253] 258 238 4072 2086| 2008
82 0| 0| 0| 0| 1] 0| 0| 1] El | 22| 18 263] 286 253] 4138 7115] 4111
83 0| 0| 0| 0| 0| 0| 2| 2] 0| 19 18 16 261 243 243] 4175] 4025] 4117
84 0| 0| 0| 0| 0| 0| 1] ] 0| 16 18 3| 248 258 228 4006 2109 4072
85 0| 0| 0| 0| 0| 0| 0| 7] 0| 11 13 16 262 250 248 107] 2148] 4022
86 0| 0| 0| 0| 0| 0| 0| 2] 0| 21] 17 3| 257] 228 235] 2101 3987 4215
87 0| 0| 0| 0| 0| 0| 0| 1| 0| 11 22| 20| 263] 253 257 4136] 4038 4070
88 0| 0| 0| 1] 0| 0| 1] 1 1] 19 15 15 249 291 260) 2090 4188 4081
89 0| 0| 0| 0| 0| 0| 2] 0| 1] 10| 12 13 240 269 269)] 4126] 3981 4155
0] 0| 0| 0| 0| 0| 0| 1] B 0| 17 9] 12 263] 285 260 4234 2120 2040
1] 0| 0| 0| 1] 0| 0| 1] E 0| 14 14 9] 245 240 244] 4005] 7162] 4105
57| 0| 0| 0| 0| 0| 1] 3] B H 14 15 15 270 247 221 2108] 7042] 2034
93] 0| 0| 0| 0| 0| 0| 2| E 1] 20| 20| 19 259 241 244 4078 3113 3089
94] 0| 0| 0| 0| 0| 0| 0| 1 2| 18 10 20| 255 252 243 4052] 3998 3063
95| 0| 0| 0| 0| 0| 0| 0| 0| 0| 12 13 17 258 247) 253 4227 4058] 3964]
58] 0| 0| 0| 0| 0| 0| 0| E 0| 10 15 7| 223] 267 245] 2060 7198 2066
57| 0| 0| 0| 0| 0| 0| 1] 2| 1] 20| 12 6| 288 258 247 4076 4152] 4200
98| 0| 0| 0| 1] 0| 0| 1] 0| 1] 15 15 12 279 266 254 4096 4107 3066
99| 0| 0| 0| 0| 0| 0| T 0| 0| 14 15 12 263] 253 238 4126] 4109 4103
100 0| 0| 0| 0| 0| 0| 2| 0| E 13 13 17 263] 265 228 4113] 4078 4103
101 0| 0| 0| 0| 0| 0| 0| 0| 1] 17 16 22| 287 244) 252 4203] 4090 4118
102 0| 0| 0| 0| 0| 0| 0| 0| 0| 20| 11 18 259 266 286 4075] 4129 4088
103 0| 0| 0| 0| 0| 0| 3| K 0| 20| 16 14 249 224) 279) 3922 3058 3141
104] 0| 0| 0| 0| 0| 0| 0| £ 0| 14 20| 14 252 251 250) 3071] 3068] 3178
105 0| 0| 0| 0| 0| 0| 3| 1 0| 15 13 19 234] 297 259) 3969 4144 4113
108 0| 0| 0| 0| 0| 1] 1] 1] 1] 20| 12 22| 274] 251 275) 3979 4108] 4136
107 0| 0| 0| 0| 0| 0| 1] 1] 2| 23] 19 16 282 268 286 4074 4057 4166
108 0| 0| 0| 0| 0| 0| 0| 0| 1] 10} 11 18 253] 266 260 4124 4101 4143
109 0| 0| 0| 0| 0| 0| 2| 1] 1] 21] 13 21] 243] 283 255 2149 2059 4210
T10| 0| 0| 0| 0| 0| 0| 1] E 0| 14] 25| 20| 282 282 259) 2062| 4245] 4073
T11] 0| 0| 0| 0| 0| 0| 0| E 0| 12 19 13 248 274] 247 4166] 2141 3986
112 0| 0| 0| 0| 0| 0| 1] 1] 0| 17 19 11 296] 247 242 2171] 4235] 4123
113 0| 0| 0| 0| 0| 0| 1] 0| 0| 19 16 18 257 253 252] 2126] 2097 2064
114] 0| 0| 0| 0| 0| 0| 1] 2] 1] 17 18 16 250 244) 251 2011 2090 3997
115 0| 0| 0| 0| 0| 0| 0| 2] 0| 19 13 14 256 249 250 4025] 4104 4070
116 0| 0| 0| 0| 0| 0| 0| 2] 2| 18 20| 18 255 278 249 2196] 2051 2081
117 0| 0| 0| 0| 0| 0| 2| 2] E 23] 18 19 245 237 261] 4045] 125] 4114
118 0| 0| 0| 0| 0| 1] 1] 0| 2| 17 14| 16 280 251] 283] 4085 2071 4103
119 0| 0| 0| 0| 0| 0| 1] 2] 1] 18 10 14 265 250 258 4107] 2136] 4161
120 0| 0| 0| 1] 0| 0| 1] ] 0| 13 11 17 269 257 258 181 7125] 4083
121 0| 0| 0| 1] 1] 0| 2] ] 1] 10| 15 13 234] 257 232] 4129 4124 4030
122 0| 0| 0| 0| 0| 0| H 1| 3] 19 18 13 232 261] 219 3906 7113 4028
0| 0| 0| 1] 0| 1] 21] 10 28] 268 232 258 2021 4065] 2080
0| 1] H 14| 15 12 282 231] 238 4142 4080 4013
| o 9 18 20| 27| 248 241 245] 4108] 4057 4078
0,112903 0,040323 0,104839 [NNE 1| 1] 254] 261] 264] 4114 2140 4032

1,096 1,12 1,056 19| 16| 16|

4103,477 4099,055

4091,711



15,6746 15,90476 16,16667

| 2500 263]
254,7087 | 257,2677  256,3465 IR MR M

4094,242 4096,195 4100,445

i g
3 5 7 3 2 T
Position

SHA2-512| sHA3-512| Viktoria| SHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512| viktoria| sHA2-512] SHA3-512] viktoria| sHA2-512 sma—s;_z‘ Viktoria| sua2-512] saa3-512| viktoria

0 0 0 0 0 0 0| 0 T 0 14} 17 3 241 258 219 72 3103
T 0 0 0 0 0 0| 2 1] 0 10| 20| 6 241 757 758 3051 3127 3109
2 0 0 0 0 0 0| T 1] 2 20] 13 17 243 263 754 3105 3067 3992
3 0 0 0 0 0 0| 0 0 T 12 13 23] 288 279 257] 3093 3171 7143
7 0 0 0 0 0 0| T T 0 3 17 20| 225 267 268, 3973 3989 3082
5 0 0 0 0 0 0| T T T 3 3 3 267 240 269 3072 3047 7135
G 0 0 0 0 0 0| 0 0 0 8 8 5 241 278 295 3027 3117 211
7 0 0 0 0 0 0| 0 0 3 3 10 17 228 233 759 3045 3094 3069
] 0 0 0 0 0 0| 0 E 2 10| 15] 19] 238 262 294 3064 3086 3063
9 0] 0 0] 0 0 0 1] 1] 0 16 18] 14 273 252 221 4110] 4092 4055
10) 0 0 0 0 0 O] 2 1 T 14 12 i 728 260 248 3077 4232 3981
7] 0 0 0 0 0 0| 0 7] 0 12 3 6 757 75| 243 3019 3112 3966
7] 0 0 0 0 0 0] T 0 0 5 8 3 259 25| 235 3221 3161 3052
13| 0] 0 1] [¥ 0 1 1 3 1 14 13] 16 264 241] 263] 4149 4090} 4088
4] 0 0 0 0 0 b 0 0 b 8 12 3 758 733 251] 3051 4035 015
5] 0 0 0 0 0 O 2 0 2 4 13 5 261 267 264] 3159 3099 3057
4] 0 0 0 0 0 O] 0 E T 9 9 4 734 750 241] 3089 3578 7108
7] 0 0 0 0 0 1 3 1 3 17 15 71 248 249 262 4074 3170 073
18] 0 0 0 0 0 O 1 1 3 20| 11 20] 263 277 281 3131 3993 3086
19 0] 0 0] 0 0 0 3 0] 0 10 15| 14 241 265 272 3943 4209 4136
20 0 0 0 0 0 O 0 0 2 73] 13 20] 231 770] 247] 3133 a147] 3966
77 0 0 0 0 0 O 1 0 T 5 13 71 759 270] 261] 3092 3095 3070
72 0 0 0 0 0 O 0 1 0 8 0 17 279 262| 260 7162 3081 3214
23 0 0 0 1 0 O 1 0 1 9 13 17 279 235] 242 4114 3119 3106
24 0 0 0 o 0 o 3 0 0 8 12 12 264 248 254] 4248 3949 3086
25 0 0 0 0 0 O 0 0 T 4 0] 3 724 74| 225 4143 3163 3181
28 0 o 0 0 0 O 0 0 o 5 0 5 274 754 231] 7014 3027 7075
27 0 0 0 0 0 T 3 2 T 6 9 1 245 247 237 3064 3183 079
78 0 0 0 0 0 o 2 E 3 9 17 9 271 251 233 3254 2019 3090
79 0 0 0 0 0 0| T T 0 71 2] 5 280 267 270 3042] _ 4164] 7118
30 0 0 0 o 0 o 0 0 0 15 1] 8 288 269 263 3134 3139 3028
37 0 0 0 o 0 o 0 0 0 3 16 11 258 265] 268 3067 3122 3195
32 0 0 0 1 0 o 1 3] 0 12 18] 1 237 278 242 3064 3089 7014
33 0 0 0 0 0 0| 2] 7 T 7 5 8 261 270 758 3048 3083 3944
34 0 0 0 0 0 0| 2] 1 3 8 15 17 269 257 277 3010 3757 3144
35 0 0 0 0 0 o 0 T T 6 17 20] 241 268 753 7108 2018 4133
3% 0 0 0 0 0 0| 2 T T 10| 17 3 255 288 260 3055 3118 3995
37 0 0 0 0 T 0| 1 2 1 6 3 12 243 247 756 3065 3198 3063
38| 0 0 0 0 0 0| 0 1] 0 8 3 3 267 241 243 3144 3127 3142
39 0 0 0 0 0 0| 2] 0 T 20| 27 73] 283 264 277 7155 3075 7056
0 0 0 0 0 0 0| T T 0 17 2] 3 758 759 263 2013 2780 7108
7] 0 0 0 0 0 0| 0 2 0 15 23] 9 758 269| 247 3095 3183 7260
72 0 0 0 0 0 0| T T 0 9 12 6 755 247 758 3057 3068 7158
73 0 0 0 0 0 0| 0 1] 0 9 3 0 251 240 273 7129 3008 3131
a3 0 0 0 T 0 0] T 7] 0 3 8 8 255 263 263 3081 3059 3190
5 0 0 0 0 0 0| 1] 3] 1] 17] 24 9] 255 284 233 3077 3188 3989
73 0 0 0 0 0 0| T T 0 20| 9 8 251 248 285 3058 3115 7173
a7 0 0 0 0 T 0| 0 7 0 17 7] £ 241 263 734 7155 3095 3042
78 0 0 0 0 0 0| T 1] 0 5 27] 8 261 260 267 3084 3195 3141
79 0 0 0 T 0 0| T 0 0 6 10 1 249 277 269 3081 3989 3141
50] 0] 0 0f 1 0 0 3] 2] 1 17| 21] 11 252 270] 246] 4006 4174 4142
51] 0] 0 0] 0 1] 0 1 1] 0 14 18] 21 241 270] 277 4108] 4123] 4140
52 0 0 0 b 0 O] 3 1 0 14 15 4 786 783 265] 3050 4047 4204
53 0 0 0 0 0 O] 2 1 2 8 13 i 261 261] 255] 3149 4133 3176
57] 0 0 0 0 0 0] 2 0 0 17 15 27| 240 253 263 3042 3031 7128
55] 0] 0 0f [¥ 0 0 1 1 1 14 13] 17| 260 257 251 4087 4123] 4031
56 O] 0] O 0 0 0 0 1] 1 18] 12| 11 253] 271 240 4116 4151 4055
57 0 0 0 0 0 O T 0 0 5 72| 5 268 758 255] 3073 3120 3104
58 0 0 0 0 0 O] 3 2 0 17 9 3 255 757 255] 3095 4074, 171
59 0 0 0 0 0 Of 1 2 0 78] 20] 11 233 264 220] 3014 3049 2002
50 0 0 0 0 0 0] 0 7] 0 9 27| 2 758, 267 258 3097 7129 7157
61] O] 0 0] 0 0 0 2| 0] 1 8] 14 13| 257 250] 249 4098] 4034 4016
62 0 0 0 0 0 O 0 0 T 17 9] 6 243 278 247] 3019 3000 3120
&3 0 0 0 0 0 O 1 0 0 7 11 8 758 724 261] 3992 3044 7128
&4 0 0 0 0 0 O 2 0 0 20| 11 75 233 265 277] 3050 3005 3205
25 0 1 0 0 1 o 1 2 0 8 8 5 244 259| 789 3088 3128 3049
33 0 1 0 0 1 o 0 1 2 4] 9 5 283 257 248 3148 3083 3067
[ 0 0 0 0 1 o 1 1 2 11 13 17 230 250 264, 3747 2198 3055
28 0 o 0 0 0 O T 1 T 3 9 71 733 779 259 3008 4102|4151
%9 0 0 0 0 T O 0 1 T 17 11 9 288 269| 267] 3984 3038 7168
70 0 0 0 0 0 o 1 2 2 11 6 3 245 249 237 3009 3083 3149
77 0 0 0 0 0 o T 0 2 20| 20] 9 257 759 251 3137 3020 3136
72 0 0 0 0 T 0| 0 7 0 11 6 17 248 265] 257 7131 123 3084
73 0 0 0 0 0 of 2 1 1 6 23] 20| 238 253 239 3089 3054 3037
74 0 0 0 0 0 o 1 T T 16 17 30] 238 253 267 3061 3029 7194
75 0 0 0 0 0 0| 2 2 0 17 17 T 757 241 277 7145 7088 7128
78 0 0 0 0 0 0| T 0 B 3 6 8 285 291 269 3070 3137 3114
77 0 0 0 0 0 o T 2 0 15 17 6 227 258 243 3078 2098 7155
78 0 0 0 0 0 0| 0 0 0 1 17 3 279 277 755 3094 3154 3079
79 0 0 0 0 0 0| T 0 T 5 12 12 759 250 7238 3019 3178 3022
80 0 0 0 0 0 0| 2 2 0 17 15 4] 260 249 750 3072 3074 3045
EE 0 0 0 0 0 0| T 0 3 6 16 6 270 264 288 3153 3206 3173
52 0 0 0 0 0 0| 2 0 0 17 77 8 757 27 278 3078 2704 7149
83 0 0 0 0 0 0| 0 T T 12 4] 77] 243 23| 755 3022 3137 3969
84 0 0 0 0 0 0| 3 0 T 5 3 6 290 243 750 7167 3064 3088
85 0 0 0 0 0 0| T 1] 2 23] 15 3 229 267 264 3132 3007 3144
3 0 0 0 0 0 0] T 0 0 0 12 3 232 260 732 3987 3155 3086
87 0 0 0 0 0 1] 0 0 1] 11] 7] 28] 250 250 279] 7103 7121 3095
88| O] 0] O 0] 0] 0 1] 0] 3 13 18] 12| 257 249 257 4075 4173] 4117
B9 0 0 0 0 0 0| T 0 T 9 12 8 274 248 267 7114 3049 7208
0] 0 0 0 0 0 0| 2 7] 0 17 27 3 247 257 758 3175 3087 7195
7] 0 0 0 0 0 T T 0 T 9 10 8 228 244 757 3048 3097 3086
7] 0 0 0 0 0 0] 0 7] 5 5 12 20] 271 235 287] 77214 7121 7118
93 0] 0 0] 0 0 0 0 2| 1 17| 15| 27 264 262] 266] 4167 3974 4230
5] 0 0 0 0 0 1 T 1 2 73] 12 i 249 278 284] 3109 4093 3107
55] 0 0 0 0 0 O] 0 1 T 8 15 22| 288 753 269] 2122] __ 4063] 3146
8] 0 0 0 0 0 0] T 7] 0 9 8 2 753 245] 214 3029 3099 3189
97| 0] 0 0f [¥ 0] 0 1 1 2] 12| 10 13] 268] 256] 244] 4145 4104] 3967
98] O] 0 0] 0 0 0 4] 2| 0 22| 15| 17| 278] 255 249 4196 4091 4170
59) 0 0 0 0 0 O 3 1 T 20| 13 73] 783 248 255] 3300 4067 3009
00| 0 0 0 0 o O 2 1 2 6 0] 72| 269 777 289] 7148 3550 122
107] 0 0 0 0 0 Of 0 2 3 17 20] 20] 261 285 271] 2181 3154 3132
107] 0 0 0 0 1 1 1 1 1 13 1] 5 247, 244 261 3132 4094 3120
103 0] 0 0] 1] 0 0 2| 1] 1 24 16 14 254 279 252 4088| 4173] 4180
104 0 0 0 0 0 O 2 0 T 9 11 73] 248 264 249] 3003 3708 3120
105] 0 0 0 0 0 O 0 1 0 8 3] 3 752 238 241] 7105 3035 3959
108] 0 0 0 0 0 O 0 3] 2 9 8 9 262 242| 235] 7157 3130 3052
107 0 0 0 0 0 o 0 E 1 11 12 0 754 751 261 3045 2700 3930,
08| 0 0 0 0 0 o 1 1 0 16 15 13 267 241] 223 3145 3063 3066
109 0 0 0 0 0 o 0 2 0 6 17 9 267 260 250 3062 3077 3994
10| 0 0 0 0 0 O 0 1 0 5 24 5 755 757 254] 7108 3120 3951
111 O] 0| O] 0| 0| 0| 1] 1 1] 18] 1] 18] 268 273 240 4142|4028 4078
117] 0 0 0 0 0 o 0 1 1 12 17 8 239 241 278 3085 2095 3134
113] 0 0 0 0 0 o T 0 0 6 20] 5 244 231 274 3973 3139 171
114] 0 0 0 0 0 0| 2 T T 11 13 0 754 264 270 7114 3129 3085
115] 0 0 0 0 0 0| 2 0 1 20| 15 1] 277 250 235 3104 3077 3196
11| 0 0 0 0 0 o 0 0 0 15 8] 21 262 267 268 4000 3075 3087
117] 0 0 0 0 0 T T 1 3 3 77 8 755 275 757 3069 3174 7206
18] 0 0 0 0 0 o 0 2 2 3 23] 3 758 257 263 2700 3158 3107
119 0 0 0 0 0 0| 0 T 0 17 1] 9 263 250 757 3207 3110 3137
120 0 0 0 0 0 0| 0 0 T 6 2] T 279 258 733 3069 3055 3028
177 0 0 0 0 0 0| 0 0 T 12 15 5 230 247 268, 3054 3993 3063
127 0 0 0 0 0 0| 0 0 0 5 17 77 278 280 268 3150 3062 3218
0 0 0| 0 0 T 5 11 3 270 24| 257 3144 3070 3072
o o 2 T 0 77 3 3 759 247 264 3099 2043 3089
0 0,01626 0,00813 | o o 6] 7] 242 265 237 3055 3085 7120
0,056452 0,072581 0,072581 R | o 273 267 263 7163 3055 124
1,016 0,944 0,858 Y IS MR 3070 3120 2100




HEXADECIMAL a

- Grepetitions 5 repetitions 4 repetitions 3 repetitions 2 repetitions 1 repetition
O a2 512 sHA3-512| Viktoria| SHAZ-512] SHA3_512] viktoria| SHAZ 512] SAA3-512] Viktoria| SHAZ 512 SAA3-512| Viktoria| SHAZ512] SHA3-512| viktoria| SAAz_512] sHA3-512] viktoria
0| [ [ 0| [ 0] [ 0 1] 1 10 13 18 249 256 284 57 4060 4105
1 0| 0 0| [ 0] 0] 1 0] 1 7 15 16 254 259 267 4043 4196 4174
2| [ 0 0| 0 0] 0] 0 1] 3 18 18 18 262 269 271 4116 4098 4115
3] 0 0 0 0 0 0 0 [ 0 17 15 14 257 284 247 4030 4056 4123
4] [ 0 [ 0 [ 0] 3 1] 0 16 15 14 244 233 239 4091 4028 3968
5 0| [ 0| [ 0 0] 0 2| [ 18 16 10 277 260 236 4047 3977 3947
6 0| 0 0| 0 0 [ 1 1] 2 10 18 18 251 259 259 4122 4029 4063
7 0| 0 [ 0 0 [ 1 1 3 12 14 17 255 265 252 4041 4138 4068
8] 8] 9 8] 9 0 8] 0 0] 0 14 20 11 253] 245 216 4204 4126 4087
9| 8] 9 8] 1 0 0 3 0 9 23 15 16 262 243] 242 4056 3980 4110
10 0] 0 0] 0 0 0] 2 3 3 12 15 17 235 235 259 4063 3977 4043
11] 0| 0 0| 0 0 [ 1 0 0 14] 9] 16 254 236 239 4111 4095 4114
12] 0| 0 0| 0 0 [ 0 1 0 21 19 11 244 258 266 4041 4039 4056
13] 0 0 0 0 0 0 1 3| 1 15 16 18 272 271] 264 4141 4169 4145
14 8] 9 8] 9 0 0 2 2| 9 14 19 14 257 239 246 4056 3977 4067
15 0] 0 0] 0 0 0] 0 0] 0 14 18 11 259 263 264 4153 4147 4120
16 0] 0 0] 0 0 0] 0 2 1 17 9] 13 243 251 257 4046 4077 4062
17| [ 0 [ 0 0 0] 1 2 0 16 19 14 276 237 271 4096 4081 4138
18] 0| 0 0| 1 0 1 1 2] 2 11 13 17 270 241] 253 4090 4117 4173
19 8] 9 8] 9 0 0 1 1 1 18 17 14 248 250 260 4037 4008 4094
20 0] 0 0] 0 0 0] 1 2] 0 14 15 10 274 270 287 4044 4113 4018
21 0] 0 [ 0 0 0] 0 0] 1 14] 15 11 261 266 266 4165 4077 4102
22 [ 0 0| [ 0 0] 1 0] 2 19 22 16 278 261 262 4010 4068 4124
23 0| 0 0| [ 0] [ 0 1] 2 16 13 18 252 242 271 4079 4080 4166
24 0| 0 [ [ 1] [ 1 1] 1 14] 15 14 227 248 258 4093 4153 4039
25 0] 0 0] 0 0 0] 1 1 1 13 17 17 261 252 263 4098 4090 4164
26] 0] 0 0] 0 0 0] 1 0] 1 15 14 14 265 267 253 4087 4056 4012
27 [ 0 [ 0 1] 0] 0 2 2 12 11 21 225 236 293 4032 4203 4162
28] 0| 0 0| [ 0 [ 1 3 0 10 19 23 232 251] 281 4164 4203 4109
29 0| [ [ [ 0] [ 1 1] 2 13 19 11 273 252 273 4014 4074 4112
30 [ [ 0| [ 0 [ 2 1] [ 22 18 11 270 270 243 4200 4082 4114
31 0| [ 0| [ 0] [ 0 1] [ 18 17 18 252 235 259 4067 4095 4034
32 0| [ 0| [ 0] [ 1 2| 1 15 18 20 246 252 261 4054 4130 4183
33 0| 0 0| [ 0] 1 1 1] 3 13 23 19 243 242 241 4119 4010 4094
34 0| [ [ [ 0] [ 0 0] 2 14] 21 19 234 285 252 4032 4185 4067
35 1 [ 0| 1 [ [ 3 1] [ 18 14| 16 268 240 253 4096 4148 4087
36 0| [ 0| 1 0] [ 1 8] [ 17 24 18 248] 278 283 4023 4139 4178
37| 0| [ 0| [ 0] 0] 3 2| [ 9 18 15 260 258 234 4000 4152 4219
38| 0| 0 0| [ 0] 0] 1 1] 1 19 12 16 255 247 230 4109 3931 4016
39 [ 0 [ [ 0] [ 2 1] 0 16 27 10 268 270 267 4092 4085 4062
40 [ [ 0| [ [ 1 1 8] 1 14] 16 19 241 253 246 4078 4111 4033
41 0| 0 0| [ 0 [ 0 0] 2 13 16 18 245 226 261 3991 3985 4077
42 [ [ 0| [ 1] [ 0 2| [ 17 13 17 258 226 247 3992 3981 4092
43 0| 0 0| 0 0 [ 0 2| 1 11 13 15 256 242 277 4151 4063 4087
44 0| 0 0| 0 0] 0] 1 1] 0 15 21 6 268] 255 233 4194 4058 4227
45] 0 0 0 0 0 0 1 [ 1 13 14 19 231 247 253 4127 4041 4142
46 [ 0 0| 0 [ 1 0 1] 1 18 15 15 238] 263 271 4101 4099 4182
47 0| [ 0| [ 0 0] 0 1] 1 14] 15 8 247 247 256 4092 4032 4203
48 0| 0 0| 0 0 [ 0 1] 3 23 10 15 241 243 225 4017 4021 4095
49 [ 0 [ 0 0 [ 0 2| 0 22 16 17 264 252 257 4147 4087 3945
50] 0 0 0 0 0 0 2 3| 0 16 18 13 265 238] 249 4182 4043 4024
51 0] 0 8] 9 0 0 1 1 9 16 23 15 256 276 243 4067 4073] 3974
52 0] 0 0] 0 0 0] 1 1 3 18 8| 22 236 243 254 4123 4085 4137
53 0] 0 [ 0 0 1 1 2 1 14] 19 12 244 261 273 4156 4015 3977
54] 0| 0 0| 0 0 [ 0 0] 1 10 13 17 234 250 267 3980 4205 4125
55| 0 0 0 0 0 0 1 [ 2 19 14 20 264 262 277 4242 4103] 4120
56] 8] 9 8] 9 1] 0 0 2| 3 14 12 18 240 247 254 4018 4059 4127
57| 0] 0 0] 0 0 0] 1 3 0 11 17 17 249 244 268 4087 4059 4122
58] 0] 0 [ 0 0 0] 2 1 4 20 9] 22 238 245 285 4096 4069 4085
59 [ 0 [ 0 0 0] 0 1 0 16 23 19 257 236 274 4104 4120 4088
60| 0 0 0 0 0 0 0 [ 0 11 22 14 234 267 251 4120 4108 4115
61 8] 9 8] 1 0 0 3 2| 1 23 19 15 236 258 258 4012 4113] 4085
62] 0] 0 0] 0 0 0] 2 2] 2 26 13 16 282 235 261 4169 4042 3991
63] 0] 0 [ 1 0 0] 2 2 0 25 17 17 282 278 246 4071 4145 4127
64] [ 0 [ 0 0 0] 2 0] 0 17 14 12 258 253 227 4051 4185 4106
65] 0| 0 0| [ 0 [ 1 0] 0 15 12 18 250 267 270 3956 4139 3926
66 0| [ [ [ 0] [ 1 1] [ 12 12 14 265 262 277 4185 4155 4066
67 [ [ 0| [ [ [ 1 8] 2 22 12 27 245 253 288 4071 4098 4190
68] 0] 0 [ 0 0 0] 2 2 3 16 9] 17 259 220 254 4077 4076 4214
69) [ 0 [ [ 0 0] 1 1 0 20 20 19 273 249 275 4122 4003 4074
70 0| 0 0| [ 0 [ 3 1] 3 21 18 13 271 274 252 4210 4064 4110
71 0| [ [ [ 1] [ 2 1] [ 15 20 23 256 283 266 4010 4177 4047
72 [ [ 0| [ [ [ 0 1] [ 18 12 12 255 268 269 4022 4065 4085
73 0| [ 0| [ 0] [ 2 1] 1 9 13 19 272 236 250 4222 4030 4095
74 [ [ 0| [ 0] [ 0 2| 2 25 17 21 271 264 248 4198 3986 3992
75 0| 0 0| [ 0 [ 1 1] 0 22 15 21 267 281 236 4080 4118 4161
76 0| [ [ [ 0] [ 1 3 [ 13 13 13 254 230 263 4144 4023 4071
77 [ [ 0| [ [ [ 1 8] 1 20 19 13 248 241] 276 4217 4091 4119
78 0| [ 0| [ 0] [ 2 1] [ 18 21 16 266 253 247 4214 4162 4127
79| [ [ 0| [ 0] [ 2 0] [ 21 16 20 263 251] 247 4131 4071 3945
80 0| 0 0| [ 0] 0] 0 1] 0 13 16 20 261 218] 279 4200 4122 4127
81 [ 0 0| 0 0] 0] 1 1] 1 10 16 10 254 287 283 4137 4098 4280
82 [ [ 0| [ [ [ 1 8] [ 16 13 17 255 244 236 4147 4048 3988
83 0| 0 0| [ 0 1 2 1] 3 16 9] 19 247 239 270 4014 4033 4216
84 [ [ 0| [ 0] [ 1 1] 1 13 18 12 253] 218] 252 4115 4049 4162
85 0| 0 0| 0 0 [ 0 0 1 18 12 22 246 249 245 4101 4066 4010
86 0| 0 0| 0 0] 0] 0 1] 1 10 12 14 249 230 245 4008 4017 4023
87 8] 9 8] 9 0 0] 2 1] 1 21 19 18 226 265 248 4166 4143 4072
88| 8] 9 8] 9 0 0 1 [ 3 18 14 16 231 273] 265 4161 4053] 4245
89 [ 0 [ 0 0 [ 2 1] 0 14] 12 24 279 239 257 4155 4184 3988
90| 0| 0 0| 0 1] [ 2 2| 1 21 23 12 230 289 250 4063 4262 4123
91] [ 0 [ 0 0 [ 1 2| 0 13 18 20 276 269 277 4119 4030 4136
92 0 0 0 0 0 0 1 1] 1 17 17 13 240 234 245 4005 4116 4076
93] 8] 9 8] 9 0 0 1 1 1 21 22 16 258] 276 244 4141 4081 4036
94 0] 0 0] 0 0 0] 0 0] 0 12 15 18 262 256 256 4108 4088 4010
95 0] 0 [ 0 0 0] 0 0] 1 7 14 13 226 252 268 4088 4060 4055
96] [ 0 [ 0 0 [ 3 2| 0 18 18 13 253] 259 243 3927 4122 3977
97 0 0 0 0 0 0 1 [ 0 20 21 12 276 259 286 4060 4068 4117
98] 8] 9 8] 9 0 0 1 [ 1 11 15 14 263 277 247 4080 4117 4050
99 0] 0 0] 0 0 0] 2 0] 1 11 10 21 255 252 226 4115 4148 4075
100] 0] 0 [ 0 0 0] 0 1 0 16 20 15 250 258 265 4006 4060 4037
101 [ 0 0| [ 0 0] 1 0] 0 16 7 11 264 264 266 4072 4178 4081
102 0| 0 0| [ 0 [ 2 3 0 13 19 17 248] 249 247 4120 4074 4068
103 0] 0 [ 9 0 0 0 1 9 18 15 15 269 261 255 4105 4078 4046
104] 0] 0 0] 0 0 0] 1 0] 0 12 15 14 257 253 229 4135 4132 4184
105 0] 0 [ 0 0 0] 2 1 0 20 17 14 241 256 256 4139 4058 4136
106 [ 0 [ [ 0 0] 0 0] 0 14] 11 12 256 268 235 4102 4111 4018
107 0| 0 0| 1 0 [ 1 1] 0 15 22 11 271 256 243 4043 4134 4097
108] 0| [ [ [ 0] 1 1 0] 3 15 14] 18 263 271] 249 4170 4063 4027
109 [ [ 0| [ [ [ 2 2| 1 24 17 12 275 250 248 4149 4143 4122
110] 0] 0 [ 0 0 0] 1 1 1 19 16 15 257 283 235 4109 4101 4089
111 [ 0 0| [ 0 0] 0 1 0 9 16 17 254 258 274 4102 4170 4088
112 0| 0 0| [ 0 [ 1 2] 0 21 16 11 247 259 233 4160 4056 4150
113] 0| [ [ 1 0] [ 1 1] [ 18 14] 16 250 256 213 4180 4058 4038
114 [ [ 0| [ [ [ 1 1] 1 17 12 11 244 249 258 3936 4108 4059
115] 0| [ 0| [ 0] [ 2 1] 1 24 16 15 280 230 271 4168 4074 3981
116 [ [ 0| [ 0] [ 1 0] [ 15 16 13 244 268 255 4144 4007 4126
117] 0| 0 0| [ 0 [ 0 2] 2 22 11 15 266 241] 256 4042 4106 3999
118 0| [ [ [ 0] [ 1 1] 1 17 20 20 257 249 256 4010 4045 4150
119 [ [ 0| [ 1] [ 2 2| [ 16 16 15 240 257 272 4207 4130 3983
120] 0| [ 0| [ 0] [ 0 2| [ 14] 25 9 249 258 266 4107 4084 4078
121] [ [ 0| [ 0] [ 0 1] 2 19 14 12 242 238 294 4029 3968 4184
122] 0| 0 0| [ 0] 0] 1 2| 2 13 15 16 260 265 237 4090 4172 4082
0 0] 0] 2 1] 1 18 19 18 250 263 250 4125 4166 4105
2 1] 1 16 10 16 271 242] 278 4227 4071 4087
“ 18 16 262 259 231 4105 4022 4059
0,064516 0,056452 0,056452 266 249 274 4175 4187 4053
1,016 1,056 0,872 18 15 18 4145 4097 4229

16,03175 15,88889 15,68254 247

J—7 |
254,8504 253,957 256,8583 I LT I

4097,328 4087,242 4089,563



15,46825 15,87302 16,20635

HEXADECIMAL b
- Grepetitions 5 repetitions 4 repetitions 3 repetitions 2 repetitions 1 repetition
O a2 512 sHA3-512| Viktoria| SHAZ-512] SHA3-512| viktoria| SHAZ 512] SAA3-512] Viktoria| SHAZ 512 SAA3-512| Viktoria| SHAZ512] SHA3-512] viktoria| SAnz_512] sHA3-512] viktoria
0| [ [ 0| [ 0] [ 1 1] [ 10 14 7 260 240 280 4120 4158 4125
1 0| 0 1 [ 1] 2 2 1] 2 15 17 19 225 247 266 4021 3984 4142
2| [ 0 0| 0 0] 1 3 1] 2 15 27 12 253] 267 230 4021 4175 4078
3] 0 0 0 0 0 0 6 3| 2 27 29 25 288| 275 254 4081 4124 4051
4] [ 0 [ 0 [ 0] 2 0 1 23 13 19 271 250 269 4125 4010 4098
5 0| [ 0| [ 0 0] 0 1] [ 17 9] 14 272 259 273 4127 4106 4088
6 0| 0 0| 0 0 [ 0 0 0 10 11 13 237 268 225 4043 4031 4027
7 0| 0 [ 0 0 [ 1 0] 0 15 13 11 249 236 263 4002 4023 4056
8] 8] 9 8] 9 1] 8] 1 3 1 20 16 15 246 236 233 4051 4044 4217
9 8] 9 8] 0 0 0 0 1 9 13 17 15 279 263 247 4022 4103] 4069
10 0] 0 0] 1 0 0] 2 2] 0 11 14 19 273 285 282 4156 4154 4113
11] 0| 0 0| 0 0 [ 1 1] 1 20 19 12 243 266 221 4083 4089 4107
12] 0| 0 0| 0 0 1 0 0] 1 17 13 13 245 261] 244 4038 4122 4012
13] 0 0 0 0 0 0 1 [ 3 20 10 18 266 250 256 4125 4045 4037
14 8] 9 8] 9 0 0 4 1 2 19 12 16 278] 252 259 4024 4132 4131
15 0] 0 0] 0 0 0] 1 0] 1 16 13 17 283 244 265 4008 4029 4066
16 0] 0 0] 0 0 0] 0 0] 1 17 13 15 254 221 286 4158 4145 4228
17| [ 0 [ 0 0 0] 2 2 1 13 17 19 229 266 264 4057 4064 4082
18] 0| 0 0| [ 0 [ 3 1] 1 17 14| 10 240 234 271 3894 4136 4040
19 8] 9 8] 9 0 0 0 1 9 23 16 13 272 274 243 4183 4108 4086
20 0] 0 0] 0 1 0] 1 3 3 9 20 14 252 282 232 4118 4054 4055
21 0] 0 [ 0 0 0] 0 2 1 17 15 22 249 239 263 4138 4046 4054
22 [ 0 0| [ 0 0] 1 0] 1 11 16 13 234 254 267 4070 4136 4126
23 0| 0 0| [ 0] [ 1 2] 2 17 18 18 273 255 255 4032 4037 4043
24 0| 0 [ [ 0] [ 0 1] 2 18 11 20 255 264 251 4113 4057/ 4122
25 0] 0 0] 0 0 0] 1 1 2 12 17 22 257 248 267 4125 4155 4090
26] 0] 0 0] 0 0 0] 1 0] 0 12 20 18 248 245 285 4164 4146 4068
27 [ 0 [ 0 0 0] 0 1 3 19 16 17 261 270 259 4064 4177 4008
28] 0| 0 0| [ 0 [ 2 0] 0 17 9] 20 251 250 275 3965 4122 4198
29 0| [ [ [ 0] [ 0 0] 1 10 20 12 266 251] 250 4152 4153 4156
30 [ [ 0| [ 0 1 1 1] 2 12 23 20 226 263 291 4136 4208 4086
31 0| [ 0| [ 0] [ 0 1] 3 15 21 23 241 265 266 4065 3991 4071
32 0| [ 0| [ 0] [ 1 1] 2 14] 20 17 242 256 245 4072 4196 4042
33 0| 0 0| [ 0] [ 0 1] 1 14] 24 17 250 267 275 4114 4126 4116
34 0| [ [ [ 0] [ 2 0] 2 18 10 27 286 252 239 4120 4102 4068
35 [ [ 0| [ [ [ 2 8] 1 11 7 18 275 239 258 4066 4121 4062
36 0| [ 0| [ 0] [ 1 2| 1 15 13 23 247 236 249 4070 4088 4079
37| 0| [ 0| 1 0] 0] 3 3 [ 18 15 10 253 218] 267 4062 4012 4052
38| 0| 0 0| [ 0] 0] 1 2| 0 21 23 19 264 230 254 4114 4127 4090
39 [ 0 [ [ 0] [ 1 0] 1 15 14] 27 250 266 276 4130 4070 4112
40 [ [ 0| [ [ [ 2 8] [ 14] 13 20 244 230 242 4120 4047 4038
41 0| 0 0| [ 0 [ 0 0] 0 14] 10 12 258] 266 270 4096 4073 4131
42 [ [ 0| 1 1] [ 2 3 [ 19 15 14 242 256 290 4092 4116 4131
43 0| 0 0| 0 0 [ 2 1] 2 19 17 12 263 231] 236 4038 4104 4105
44 0| 0 0| 0 0] 0] 0 0] 2 15 15 16 272 255 244 4204 4071 3995
45 [ 0 [ 0 0 [ 2 2| 0 20 22 11 258] 270 260 4098 4191 3993
46 [ 0 0| 0 [ 0] 1 0 1 19 14 11 262 268 221 4138 4264 4198
47 0| [ 0| [ 0 0] 0 1] 1 16 11 13 227 242 236 3945 4226 4010
48 0| 0 0| 0 0 [ 0 0 4 10 23 24 270 255 277 4126 4088 4034
49 [ 0 [ 0 0 [ 2 5 1 11 17 18 251 277 277 4249 4102 4151
50] 0 0 0 0 0 1 0 2| 1 15 23 17 250 273 257 3961 4037 4146
51 0] 0 8] 9 0 0 2 [ 1 16 14 18 255 266 265 4054 4102 4182
52 0] 0 0] 0 0 0] 0 0] 2 16 9] 17 248 251 246 4182 4135 4067
53 0] 0 [ 0 0 0] 1 0] 0 15 9] 15 238 228 272 4114 4124 4176
54] 0| 0 0| 0 0 [ 1 1 1 17 13 11 251 267 239 4051 4073 4196
55| 0 0 0 0 0 0 2 [ 0 13 10 13 270 247 262 4098 4131 4094
56] 8] 9 8] 9 0 0 1 [ 1 18 14 15 263 205 274 4176 3943 4275
57| 0] 0 0] 1 0 0] 4 1 1 18 19 16 245 267 292 4147 3993 4114
58] 0] 0 [ 0 0 0] 1 3] 0 14] 18 17 235 255 258 4123 4040 4203
59 [ 0 [ 0 0 0] 0 0] 1 8 17 14 247 283 258 4081 4181 4093
60| 0 0 0 0 0 0 1 [ 5 7 20 19 226 265 243 4041 4209 4166
61 8] 9 8] 1 0 0 1 0 2 11 15 20 280 254 244 4132 4092 4029
62] 0] 0 0] 0 0 0] 3 1 0 21 17 10 247 260 260 4099 4082 4016
63] 0] 0 [ 0 0 1 1 0] 3 18 17 18 303 264 227 4157 4157 4050
64] [ 0 [ 0 0 0] 2 2 2 17 13 15 275 236 237 4112 4102 4104
65] 0| 0 0| [ 0 1 0 1] 1 19 20 15 284 252 283 4260 3989 4109
66 0| [ [ [ 0] [ 2 2| 1 15 11 15 268 243 260 4179 4076 4080
67 [ [ 0| [ [ [ 1 8] [ 16 17 21 252 267 273 4044 4137 4160
68] 0] 0 [ 0 0 0] 0 0] 3 16 13 21 271 246 297 4076 4081 4133
69) [ 0 [ [ 0 0] 1 2 0 22 17 22 277 258 281 4141 4242 4199
70 0| 0 0| [ 0 [ 1 1] 2 16 26 11 249 276 259 4107 4146 4118
71 0| [ [ [ 0] [ 0 0] 1 11 18 21 227 270 258 4076 4195 4154
72 [ [ 0| [ [ [ 0 8] [ 22 9] 13 266 262 269 4130 4217 4044
73 0| [ 0| [ 0] [ 3 2| [ 14] 18 13 253 247 245 4156 4063 4154
74 [ [ 0| [ 0] [ 3 0] 1 20 9] 13 242 247 238 4030 4114 4071
75 0| 0 0| [ 0 [ 0 1] 1 15 9] 15 263 267 240 4054 4050 4129
76 0| [ [ [ 0] [ 1 1] [ 18 17 8 259 266 246 4079 4093 4009
77 [ [ 0| [ [ [ 1 8] 1 21 18 19 257 247 304 4085 4146 4091
78 0| [ 0| [ 0] [ 1 2| 1 11 23 21 259 266 258 4092 4046 4065
79| [ [ 0| [ 0] 1 3 0] 1 13 21 17 237 269 245 3966 4093 4119
80 0| 0 0| [ 0] 0] 1 1] 2 14| 20 13 261 271] 274 4054 4066 4219
81 [ 0 0| 0 0] 0] 3 1] 1 12 18 18 291 283 232 4174 4160 4083
82 [ [ 0| [ [ [ 0 2| [ 19 16 11 255 245 251 4146 4040 4080
83 1 0 0| 1 0 [ 2 1] 0 16 17 15 250 237 228 4114 4104 4109
84 [ [ 0| 2 0] [ 3 0] 1 13 17 16 239 249 275 4098 4114 4131
85 0| 0 0| 0 0 [ 2 1] 2 18 17 16 258 253 266 4084 4145 4132
86 0| 0 0| 0 0] 0] 2 1] 0 18 12 15 258] 235 253 4105 4158 4123
87 8] 9 8] 9 0 0] 1 0] 1 21 18 17 268 260 268 4200 4113 4112
88| 8] 9 8] 9 0 0 2 1 9 17 16 11 261 268 239 4197 4175 4024
89 [ 0 [ 0 0 [ 1 1] 2 12 9] 15 247 261] 219 4049 4192 4043
90| 0| 0 0| 0 0 [ 0 0 1 11 17 20 278 267 223 4077 4169 4067
91] [ 0 [ 0 0 [ 1 1 1 15 19 18 266 261] 258 4095 4036 4064
92] [ 0 [ 0 0 [ 0 0] 1 11 12 16 249 260 269 4167 3990 4153
93] 8] 9 8] 9 0 1 1 [ 2 14 10 16 252 269 271 4018 4070] 4149
94 0] 0 0] 0 0 0] 3 1 3 14 18 21 232 241 253 4065 4195 4167
95 0] 0 [ 0 0 0] 1 1 0 17 18 9 246 266 248 4049 4180 4044
96] [ 0 [ 0 0 1 1 0] 1 16 14 19 266 259 250 4157 4101 4171
97 0 0 0 0 1] 0 2 2| 2 20 12 9 263] 276 278 4175 4211 4161
98] 8] 9 8] 9 0 0 0 1 3 16 16 18 261 234 271 4080 4125 4249
99 0] 0 0] 0 1 0] 0 1 1 15 13 20 256 289 268 4180 4071 4118
100] 0] 0 [ 0 0 0] 1 2 1 9 21 24 238 234 279 4039 4063 4077
101 [ 0 0| [ 0 0] 2 0] 2 16 20 9 235 261 284 4059 4078 4150
102 0| 0 0| [ 0 [ 1 1] 1 18 16 17 218 274 259 4173 4101 4037
103 8] 9 8] 9 0 0 1 [ 9 19 27 14 271 255 245 4096 4223] 4162
104] 0] 0 0] 0 0 0] 3 0] 0 15 16 13 248 275 239 4011 4149 4080
105 0] 0 [ 0 0 0] 1 1 0 16 11 16 286 246 253 4236 4103 4087
106 [ 0 [ [ 0 0] 1 1 0 13 10 13 227 222 276 4072 3998 4150
107 0| 0 0| [ 0 [ 0 1] 1 12 16 21 238 243 274 4055 4035 4174
108] 0| [ [ [ 0] [ 2 0] 1 16 14] 18 242 244 255 4062 4133 4080
109 [ [ 0| [ [ [ 2 8] 2 8 12 18 207 240 264 4058 4039 4067
110] 0] 0 [ 0 0 0] 0 1 0 20 11 18 247 247 270 4037 4045 4136
111 [ 0 0| [ 0 0] 1 0] 3 12 16 17 267 272 259 4090 4084 4145
112 0| 0 0| [ 0 [ 2 1] 0 14] 17 14 243 252 256 3933 4198 4095
113] 0| [ [ [ 0] [ 0 0] 3 11 15 15 254 231] 286 4147 4031 4136
114 [ [ 0| [ [ [ 3 1] [ 15 16 9 238 262 264 4138 4115 4251
115] 0| [ 0| [ 0] [ 0 8] 1 18 9] 12 262 236 214 4138 4050 4029
116 [ [ 0| [ 0] [ 0 1] 1 11 17 18 238 222 290 4144 4010 4108
117] 0| 0 0| [ 0 [ 1 1] 4] 9 23 17 272 261 267 4028 4040 4107
118 0| [ [ [ 0] [ 0 1] 2 16 19 16 256 277 231 4057 4056 4102
119 [ [ 0| [ [ [ 1 1] 1 15 19 20 255 269 251 3947 4172 4092
120] 0| [ 0| [ 0] [ 2 2| [ 15 14 13 275 234 250 4098 4052 4053
121] [ [ 0| [ 1] [ 1 1] 2 19 20 18 257 257 259 4083 3965 4100
122] 0| 0 0| [ 0] 0] 1 1] 0 16 10 17 245 288 264 4042 4086 4105
0 0] 0] 3 0| 1 22 22 12 267 232 257 4065 4177 4121
‘ 0 0 2 15 15 18 254 284 231 4021 4089 4099
0,00813 0 0,00813 “ 7 15 12 265 231] 260 4111 4026 4162
0,064516 0,056452 0,08871 ‘ 268 257 244 4132 3980 4045
1,216 0,856 1,144 15 17 18

I | 2 O | S|
255,252 255,0236, 258,055 S NS 7 MRS <

4092,398 4101,156 4103,789



HI MAL ¢
6 5 4 3 2 | 1
sonz-s12] swna-s1z[vixcorsa swnz-s12] swns-s12[vixrorsal suna-512 swna-s1z [ ircroria | wna-51a] swna-saalviorsa wna 5 ] swna-s1a viweoral smnasial smaa s1alvineorss
0] 0] 0 0] 0 0 0 2| 2] 1] 22| 15] 10| 269 242 284 4213] 4006 4115
1 0] 0 0] 0 0 0 0 1] 0 17| 15] 18] 287 247 270 4048] 4018] 4160
2] 0] 0 0] 0 0 0 3| 1] 0 16 14] 13| 260] 231] 240 4194 4114] 4075
3] 0] 0 0] 0 0 1 1 2| 4 18] 23] 15 251 229 235 4087 4041 4076
4] 0] 0 0] 0 0 0 0 2] 2] 11] 18] 14] 253] 240 234 4097 4006 4128
5 0] 0 0] 0 [9 0 0 0] 2| 14] 18] 18] 257 260] 278] 4120] 4120] 4174
6] 0] 1] 0] 0 1] 0 1] 2] 3] 15| 22 22 287 270] 234 4261 4043 4090
7 0] 0 0] 0 1] 0 0 2] 1] 15] 19| 12] 244] 281)] 271] 4113] 4086] 4007
8] 0] 0 0] 0 0 0] 1 1] 1 20] 16| 18] 251 240 2517] 4050] 4168] 4220
9 0] 0 0 0 0| 0] 0 2] 1 12] 21] 12 273] 316 248] 4087 4141 4141
10 0] 0 0] 0 0 0 1 0] 0 17 14 10 275 246] 256] 4262 4113] 4166
11] 0] 0 0] 0 0 0 3] 3] 0 10] 19| 12] 253] 254] 234 4195] 4112 4052
12] 0] 0 0] 0 0 0 1] 0] 2] 16| 11] 12] 274] 243] 237 4144] 4164] 4007
13] 0] 0 0] 0 0 0 0 1] 0 11] 16| 17 250] 259 267 4121 3978 4073
14| 0] 0 0] 0 0 0] 1 1 2| 14 14 20| 255 239| 257 4023 4059 4165
15] 0] 0 0] 0 0 0 0 1] 0 19 16 9 228] 221 248] 4131 3996 4059
16] 0] 0 0] 0 0 0 0 0] 0 16 13| 12| 253] 237 234 3983 4026 4107
17 0] 0 0] 0 0 0 0 2] 2| 16 21] 13| 250 242 252 4065] 4054 4103
18] 0] 0 0] 0 0] 0 0 2] 0 12 22| 20 234 275 284 4088] 4169 4075
19 0] 0 0] 0 0| 0] 1 0 1 16] 16| 21 237] 232] 268] 4167 3979 4096
20 0] 0 0] 0 0 0 0 1] 0 22| 19| 15 252 266] 268] 4060} 4198 4129
21 0] 0 0] 0 0 0 2| 1] 0 18] 15| 16 251 254 251 4178] 4146] 4067
22| 1] 0 0] 1] 1] 0 2| 2] 3 20 16 16 254 254 267 4127 4039 3960
23| 0] 0 0] 1] 0 0 1] 2] 2| 13 16 20 258] 264] 266 4077 4103] 4107
24 0] 0 0] 0 0 0 1] 0] 1] 22 19| 18] 236 258] 261] 4055 4043 4116
25| 0] 0 0] 0 0 0 0 3] 0 19 19| 14 260 239 266] 4081 4120] 4118
26 0] 0 0] 0 0 0 0 0] 0 11 16 14 259 256] 245 4063 4041 4136
27| 0] 0 0] 0 0 0 0 0] 1] 15| 17| 13| 274 249 279 4118] 4023] 4109
28] 0] 0 0] 0 0 0 0 1] 1] 10] 18] 29 254 267 255] 4190] 4097 4033
29| 0] 0 0] 0 0 0 1] 0] 1] 23] 12| 20 260 247 268 4122 4094 4139
30 0] 0 0] 0 0 0 0 1] 0 17 15| 16| 285 239 276 4158 4085] 4098
31 0] 0 0] 0 0 0 0 3] 0 18| 21] 9 279 260] 230 4246 4144 4151
32 0] 0 0] 0 0 0 0 0] 2| 19 16 17| 251 258] 254 4060)] 4177 3993
33| 0] 0 0] 0 0 0 0 0] 2| 11] 15] 17| 253] 263 279 4151 4119 4121
34 0] 0 0] 0 0 0 0 1] 0 6 15| 14] 210] 259 260 4175 4043 4115
35 0] 0 0] 1] 0 0 1] 1] 1] 14] 10 17| 255 233 236 4094 4000] 4138
36| 0] 0 0] 0 0 0 1] 2] 1] 14] 19| 11] 235 245 253 4141 4048 4087
37| 0] 0 0] 0 0 0 3| 0] 3| 13| 24 18| 253] 266 267 3986 4180] 4075
38] 0] 0 0] 0 0 0 1] 1] 2| 20| 21] 15 241 252] 259 4072 4098 4084
39| 0] 0 0] 0 0 0 1] 0] 1] 16| 14] 17| 271 243] 275] 4160] 4064] 4011
40| 0] 0 0] 0 0 0 2] 0] 2| 16| 17| 27 249 256 283 4069 4029 4092
41 0] 0 0] 0 0 0 0 1] 0 17| 22 11] 250] 264] 234 4011 4109] 4143
42] 0] 0 0] 0 0 0 0 1] 0 15] 14] 17| 254 262] 249 4115] 3979 4016
43| 0] 0 0] 0 0 0 1] 0] 3] 12] 12] 16| 259 249 250 4171 4042 4082
44] 0] 0 0] 0 0 1] 1] 0] 2| 18] 16| 21] 244] 244] 259 4066 4133] 4113
45] 0] 0 0] 0 0 0 0 0] 2| 16 16| 10| 243] 256] 263] 3928 4114] 4138
46| 0] 0 0] 0 0 0 0 0] 2] 15] 11] 10| 270] 226 223 4039 4063 4093
47| 0] 0 0] 0 [9 0 2| 0] 0 20] 9] 12] 233] 262] 242 4110] 4028] 4121
48] 0] 0 0] 0 1] 0 0 2] 0 14] 24 19| 257 269 245] 4003] 4043 3978
49| 0] 0 0] 0 0 0 1] 1] 0 16 27 12] 254] 259 268] 4068] 4121 4020
50] 0] 0 0] 0 0 0 0 2| 1] 16 18] 12] 267 246 248] 4101 4193] 4225
51] 0] 0 0] 0 0 0 0 0] 2| 11 16| 15 280 266 264] 4109 4079 4090
52 0] 0 0] 0 0 0 0 1] 1 13 19 16 259 251 229 4148] 4100] 3990
53 0] 0 0] 0 0 1] 1 1] 1] 11 16 21 249 242 256 4385 4113] 4161
54 0] 0 0] 0 0 0 0 1] 2] 16| 10| 24 205 246] 289 4139 4135] 4096
55| 0] 0 0] 0 0 0] 1 0] 3] 20] 16| 21] 262 248] 315 4093] 4104] 4173
56] 0] 0 0] 1 0 0] 1 0 0 17 15] 16| 261 260] 264 4125 3974] 4249
57 0] 0 0] 0 0 0 2| 0] 1 13 17| 14 267 234 266 4088] 4071 4043
58] 0] 0 0] 0 0 0 0 2| 2| 19 18] 20 252 259 278] 4051 4089 4200
59 0] 0 0] 1 0 0 2| 1 0 20| 13| 16 268] 261] 245 4123 4105 4168
60| 0] 0 0] 0 0 0 3| 0] 0 20] 17| 7| 279 237] 249 4162 4109] 3977
61 0] 0 0] 0 0| 0] 1 0 0 14 16| 10| 244 253| 233 4140)| 4114 4129
62 0] 0 0] 0 0 0 4] 0] 0 16 13| 19| 275 261] 253 4162 4078 4111
63 0] 0 0] 0 0 0 2| 1] 2| 19 13| 9 268] 249 239 4071 2062 4174
64 0] 0 0] 0 0 0 0 0] 0 28] 13| 13| 260 250 241 4129 3997 3963
65 0] 0 0] 0 0 0 0 1] 2| 5 17| 16 234 261] 267 3974 4153] 4139
66 0] 0 0] 0 0 0 1] 0] 1] 10] 13| 11 265 231] 251] 4120] 4060] 4087
67 0] 0 0] 0 0 0 1] 1] 1] 18| 8] 16| 243 237 271] 4106 4059 4135
68 0] 0 0] 0 0 0 0 0] 0 22| 19 12| 259 276] 234 4080} 4057 3953
69 1] 0 0] 1] 0 0 1] 2] 0 20] 9 13| 258] 258] 249 4116 4048 4010
70 0] 0 0] 1] 0 0 2| 2] 2| 13 14] 12| 244 234 229 4078] 4031 3989
71 0] 0 0] 0 0 0 1] 0] 2| 21] 15| 18] 258] 257 249 4007 4079 4092
72 0] 0 0] 0 0 0 0 1] 0 8] 18] 14 269 241] 236 4137 4160] 4065
73] 0] 0 0] 0 0 0 1] 1] 0 11] 9 12| 247 258] 267 4121 4147 4165
74 0] 0 0] 0 0 0 0 5] 1] 17 20| 15 253] 269 247 4072 4095 4001
75| 0] 0 0] 0 0 0 1] 1] 1] 15| 20 13| 259 257] 298] 4082 4014] 4192
76| 0] 0 0] 0 0 0 1] 2] 1] 19| 11] 17| 288] 274 258 4260] 4196] 4145
77 0] 0 0] 0 0 0 0 0] 0 12 21] 16| 265 238] 251] 4130] 4116 4126
78] 0] 0 0] 0 0 0 0 1] 0 11] 19| 20] 268] 276] 259 4075 4181 4069
79 0] 0 0] 0 0 0 0 0] 2| 9| 8] 14] 246 245] 257 4169 4062 4092
80| 0] 0 0] 0 0 0 0 0] 0 9| 12] 15 244 222] 263 4020] 4140] 4062
81 0] 0 0] 0 0 0 0 1] 0 21] 17| 12| 275 262] 253 4136 4021 4165
82 0] 0 0] 0 0 0 2] 2] 1] 20| 18] 16| 264 261] 268 4078] 4211 4203
83| 0] 0 0] 0 0 0 1] 2] 0 11] 15| 18| 253] 234] 279 4075 4033 4107
84 0] 0 0] 0 0 0 1] 0] 1] 10] 17| 12] 265 247 256 4143] 4118] 4079
85 0] 0 0] 0 0 0 0 2] 0 9| 19| 18] 2438] 261)] 268] 4135 4041 4020
86| 0] 0 0] 0 0 0 2| 1] 0 18] 16| 11 241 265 245] 3947 4139 4122
87| 0] 0 0] 0 0 0] 2| 1] 1 14 12| 22 261 263] 273] 4090] 4004] 3983
88| 0] 0 0 0 0| 0] 1 1 1 16 12] 12 258] 240} 242 4036 4073] 4083
89| 0] 0 0] 0 [9 0 0 1] 3] 13| 9] 16| 223] 233] 262 3935 4010] 4062
90| 0] 0 0] 0 0 0 0 1] 1] 17| 14] 22 271 219 265] 4095 4047 3951
91] 0] 0 0] 0 0 0 2| 3] 2] 23] 22 12] 297 257] 279 4113] 4152 4179
92 0] 0 0] 0 0 0 0 0] 0 23] 19| 16| 284] 243] 263] 4073] 4179] 4152
93] 0] 0 0] 0 0 0] 1 0 0 17 14 13] 281 285 259 4047 4148] 4027
94 0] 0 0] 0 1 0 0 4 1 20] 20 17| 273] 260] 260 4166 4172 4083
95] 0] 0 0] 0 0 0 1 3] 1] 11 15| [ 264 246] 252 4024 4104 4060
96 0] 0 0] 0 0 0 3| 0] 0 22 16| 13| 269 238] 227 4163] 4135] 4075
97 0] 0 0] 1 0 0] 2| 1] 1 21] 18] 13| 273] 238] 247 4079 4042 4012
98] 0] 0 0] 0 0 0] 1 1 0 19 20| 13] 271 260] 245 4105] 4118] 4008
99 0] 0 0] 0 0 0 1 1] 0 19 18] 10| 281 233 243 4129 4078 4082
100] 0] 0 0] 0 1] 0 0 1] 2| 15| 12| 18] 248] 255 259 4050] 4178 4154
101 0] 0 0] 0 0 0 0 1 0 10] 17| 18] 252 242 268] 4069 4014 4088
102 0] 0 0] 0 0 0 0 3] 1] 18] 16 17| 248] 264] 274 4086 4057 4128
103 0] 0 0] 0 0| 0] 1 1 1 12] 17 19 245 268] 252 4101 4091 4217
104 0] 0 0] 0 0 0 0 0] 0 19 21] 12| 244 279 247 4008] 4037 3948
105 0] 0 0] 0 0 0 2| 1] 0 20] 15| 19| 268] 263 253 4192 4067| 4066
106 0] 0 0] 0 0 2| 0 3] 2| 23] 22| 13| 295 255 276] 4060} 4099 4134
107] 0] 0 0] 0 1] 0 0 1] 5 11 14] 21] 250 233 258 4161 4092 4025
108] 0] 0 0] 0 0 0 2| 1] 1] 14] 14] 20 252 226 240 4115 4085] 4046
109 0] 0 0] 0 0 0 1] 1] 0 21] 18] 13| 263] 247 260 4175 3981] 4122
110] 0] 0 0] 0 0 0 0 1] 1 17| 15| 11 271 266] 268] 4167 3943 4154
111 0] 0 0] 0 0 0 1] 0] 2| 17| 10 12| 270 244] 244 4106 4068 4226
112 0] 0 0] 0 0 0 0 0] 1] 9 9 11] 260 216] 225] 4130] 4099 4113
113 0] 0 0] 0 0 0 1] 3] 4] 21] 16 23] 239 242 258 4071 4183 4089
114 0] 0 0] 0 0 0 2| 0] 0 21] 13| 24 247 259 264 4117 4089 4098
115] 0] 0 0] 0 0 0 0 2] 1] 15| 18| 11] 257 261)] 225] 4067 4182 4149
116 0] 0 0] 0 0 0 1] 0] 0 21 17| 14 271 278] 249 4113 4089 4041
117] 0] 0 0] 1] 0 0 3] 0] 0 23] 21] 10| 270] 24 253 4105 4226| 4096
118 0] 0 0] 0 1] 0 1] 1] 0 15| 22 17| 293] 280 261] 4064 4056 4042
119 0] 0 0] 0 1] 0 2| 2] 1] 20 16| 16| 268] 251] 240 4152 4172 4084
120] 0] 0 0] 0 0 0 1] 1] 0 10] 26 19| 226 280 251] 4110] 4020] 4100]
121 0] 0 0] 0 0 0 2| 3] 0 12] 23] 7| 227 287 244 3988 4178 3984
122] 0] 0 0] 0 0 0 3| 2] 1] 15| 22 15 244 272] 270] 4118| 4102 4142
0 0 0 3| 0] 0 16 12| 8] 256 265 253 4104 4115] 4131
“ 0 0] 2| 11] 12] 12] 239 240 254 4072 4103 4075
0,01626 0,00813 o “ 12] 13| 19| 233] 264] 252 4047 4259 3921
0,072581 0,072581 0,040323 “ 281 258] 244 4098] 4162 4162
0,864 1,024 0,96 16 12

15,88889 16,29365 15,21429 261
257,5591 252,8189 255,874 [EEEE] 4043 4075
4103,508 4089,945 4092,273




HI d

6 5 4 3 2 1
sinz-s12] swna 512 vivorta | sunz-512] suns-suz[ vikvarsal sunz-s12] smms-siz] vivoria | smnz-512 [ suns- 12| virtoria| sunz-s12] smas-si2] vikvorta smaz-s 12 smas-saz[ vincoria
0] 0] 0 0] 0 0 1] 3| 1] 1] 17| 15] 17| 242 274 265] 4079 4294] 4019
1 0] 0 0] 0 0 0 1] 2] 1] 21] 15] 11 250] 242 267 4121 4170] 4082
2] 0] 0 0] 0 0 0 1] 0] 0 13| 18] 17| 270] 228] 257 4162 4083] 4137
3] 0] 0 0] 0 1 0] 0 2| 0 8] 13| 10| 247 252] 262 4104 4073] 4123
4] 0] 0 0] 0 0 0 0 4 1] 8] 28] 12] 252] 266 250 4113] 4175] 4053
5 0] 0 0] 0 [9 0 0 0] 0 13| 15] 19| 250] 282] 300 4037 4081 4213
6] 0] 0 0] 0 0 0 1] 2] 4 18] 17| 17| 261 269 251] 4209 4183 4236
7 0] 0 0] 0 0 0 1] 2] 2] 22 16| 21] 274 256] 249 4161 4156] 4078
8] 0] 0 0] 1 0 0] 2| 1] 1 18] 15] 13| 254] 275 263] 4138 4169] 4043
9 0] 0 0 1 0| 0] 2| 0 2| 15] 11] 15 255 236 234 4144 4064] 4015
10 0] 0 0] 0 0 0 4] 1] 3 22| 17| 15 282 248] 285 4155 3955 4177
11] 0] 0 0] 0 0 0 0 0] 0 17| 11] 22 262 258] 259 4084] 4057] 4175
12] 0] 0 0] 0 0 1] 0 2] 2] 19| 9 14] 269 242 276 4051 3980 4137
13] 0] 0 0] 1 0 0] 4 1] 1 17 15] 12] 261 240] 239 4140)| 4176] 4111
14 0] 0 0] 0 0 0] 1 1 0 18| 15] 13] 253] 278] 257 4164 4156] 4113
15] 0] 0 0] 0 0 0 1 0] 3 11 17| 14 253] 233 265] 3985 4189 4140
16] 0] 0 0] 1 0 0 3 0] 0 14] 23] 13| 245 260] 247 4119 3996 4079
17 0] 0 0] 0 0 0 3 0] 2| 20| 11 14 242 263] 250 4175 4041 4160
18] 0] 0 0] 0 0] 0 0 1] 0 21] 25] 18] 254 243 286 4152 4119 4068
19 0] 0 0] 0 0| 0] 0 0 2| 14 13] 19 266 284] 257 4118] 4052 4177
20 0] 0 0] 0 0 0 3 0] 0 24 14 12| 264 265 268] 4146 4138 4029
21 0] 0 0] 0 0 0 0 1] 0 13 21] 14 272 257 247 3950 4134 4227
22| 0] 0 0] 0 0 0 1] 1 0 23] 20 12| 272 237 258] 4164] 4148 4014
23| 0] 0 0] 0 0 0 1] 1] 1] 18] 14] 18] 256 237 234 4101 4107 4153
24 0] 0 0] 0 0 0 1] 0] 2| 11 19| 21] 226 252 261] 3997 4069 4084
25| 0] 0 0] 0 0 0 0 1] 2| 15| 10 21 245 249 272 4038] 4024 4097
26 0] 0 0] 0 0 0 0 0] 0 11 14 19| 251 260] 265] 4146 4112 4146
27| 0] 0 0] 0 0 0 1] 4 1] 11 18] 12| 247 243 280 4094 4151 4091
28] 0] 0 0] 0 0 0 2| 1] 0 17| 19| 14 246 263 275] 4119 4177 4177
29| 0] 0 0] 0 0 0 3 1] 1] 27 22 11 246 283] 220 4015 4103 2062
30 0] 0 0] 0 0 0 0 0] 0 14] 19| 15 248] 278] 243 4071 4078 4087
31 0] 0 0] 0 0 0 0 0] 0 18| 14] 16| 275 236 242 4049 4188 3991
32 0] 0 0] 0 0 1] 1] 1] 2| 10| 16 18| 276 258] 260 4067 4110] 4030
33| 0] 0 0] 0 0 0 1] 0] 2| 14] 17| 18] 243] 294] 241] 4162 4142 4095
34 0] 0 0] 0 0 0 1] 3] 0 21] 18] 18] 233] 251] 275] 4044] 3995 4105
35 0] 0 0] 0 0 0 0 0] 1] 13 14] 18] 254 233 281] 4037 4055 4051
36| 0] 0 0] 0 0 0 0 0] 1] 14] 13| 20] 239 250] 270] 4151 4082 4156
37| 0] 0 0] 0 0 0 0 1] 0 12| 15| 15 245 257 294 4023 4087 4079
38] 0] 0 0] 1] 0 0 2| 1] 0 15| 10| 15 239 245 240 4064 3990 4160
39| 0] 0 0] 1] 0 0 2| 0] 2| 12] 16| 21] 228] 233] 252 4101 4024 4035
40| 0] 0 0] 0 0 0 2] 2] 0 25] 23] 19| 258] 259 280 4095 4035 4236
41 0] 0 0] 0 0 0 1] 1] 3] 15| 16| 13| 284 234] 224 4113 4150] 4205
42] 0] 0 0] 0 0 0 0 1] 1] 16| 14] 20] 233] 266 240 4088| 4137 4034
43| 0] 0 0] 0 0 0 0 1] 0 16| 14] 14] 244 268] 257 4119 4125] 4144
44] 0] 0 0] 0 0 0 2| 0] 0 22 19| [ 289 260] 246 4232 4117 4054
45] 0] 0 1 0 0 1 0 1] 2| 17 26 13| 266 290] 245] 4137 4154 4058
46| 0] 0 0] 0 0 1] 0 0] 1] 16| 19| 12] 241 279 257 4153] 4056 4001
47| 0] 0 0] 0 [9 0 0 2] 1] 11] 12] 16| 266 233] 281] 4055 4056] 4139
48] 0] 0 0] 0 0 0 0 2] 1] 15| 18] 20] 236 280 287 4105 4096] 4141
49| 0] 0 0] 0 0 1] 1] 0] 2] 9| 23] 18] 211 271] 252 4046 4197 4169
50] 0] 0 0] 0 0 0] 1 1] 2| 20] 17 11] 260] 272] 217 4112 4001 3983
51] 0] 0 0] 0 0 0 0 0] 0 15| 16 15 245 255 254 4160} 4145 3996
52 0] 0 0] 0 0 0 0 1] 0 7 21] 15 255 266] 293 4035 4105 4160
53 0] 0 0] 0 0 0 1 0] 1] 18] 14 17| 248] 236] 268] 4140] 4161 4168
54 0] 0 0] 0 0 0 2| 0] 2] 12] 19| 12] 266 236] 288] 4013] 4110] 4257
55| 0] 0 0] 0 0 0] 0 2| 0 18] 13| 10| 254] 305 223] 4149 4150] 4134
56] 0] 0 0] 0 0 0 0 2] 1 7 15] 25 241 285 239 4166 4101 4092
57 0] 0 0] 0 0 0 0 1] 1 8] 19| 12| 240 264] 269 4106 2142 4170
58] 0] 0 0] 0 0 0 0 1] 3 13 17| 15 247 246] 256 4108] 4125 4159
59 0] 0 0] 0 0 0 0 0] 0 13 12| 11 224 241 258] 4031 4025 4058
60| 0] 0 0] 0 0 0] 0 1] 0 16] 14 15 244] 261)] 264 4008] 4014 4141
61 0] 0 0] 0 0 0 1 0 0 18] 10] 13] 285 247) 221 4074 4165] 4138
62 0] 0 0] 0 0 0 0 3] 1 17 19| 19| 290 258] 280 4170] 4115 4041
63 0] 0 0] 0 0 0 0 0] 0 14] 11 12| 262 269 251 4111 4054 4061
64 0] 0 0] 0 0 0 1] 4 2| 14 21] 17| 250 243 278] 4128] 4168 4174
65 0] 0 0] 0 0 1] 1] 0] 2| 13 21] 23] 263 279 286 4045 4231 4149
66 0] 0 0] 0 0 0 0 0] 4] 9 23] 20 251 241] 251] 4149 4094 4282
67 0] 0 0] 0 0 0 1] 0] 0 27 11 20 265 250] 267 4108 4049 3974
68 0] 0 0] 0 0 1] 1] 0] 4] 12 17| 22‘ 277 269 281 4185] 4092 4116
69 0] 0 0] 0 0 2| 0 1 4] 17| 14 22 239 252 242 4179 4086 4073
70 0] 0 0] 0 0 0 0 3] 2| 12 24 21] 260 24?[ 260 3924 4103] 4065
71 0] 0 0] 0 0 0 0 1] 0 13 13| 19| 239 258] 280 4112 4077 4116
72 0] 0 0] 0 0 0 1] 1] 2| 12 12| 18] 276 228] 261] 4166 4126 4198
73] 0] 0 0] 0 0 0 1] 0] 2| 20] 20] 19| 248] 269 237 4061 4119 4024
74 0] 0 0] 0 0 0 0 0] 0 16 15| 14 261 269 245] 4096 2188| 3983
75| 0] 0 0] 0 0 0 1] 2] 1] 17| 15] 14] 245 263 222 4135 4199 4095
76| 0] 0 0] 0 0 0 0 5] 1] 6 14] 11] 271 25 230 4112 4094] 3991
77 0] 0 0] 0 0 0 0 0] 0 10| 17| 15 242 240 247 4058 3970 4013
78] 0] 0 0] 0 0 0 1] 0] 3] 20] 16| 17| 254 271] 264 3969 4146] 4112
79 0] 0 0] 0 0 0 2| 0] 1] 18] 17| 17| 258] 257] 278] 4085 4105] 4055
80| 0] 0 0] 0 0 0 0 2] 0 14] 14] 13| 247 242 248 4192 4140] 4118
81 0] 0 0] 0 0 0 0 1] 1] 17| 23] 12| 249 244] 225] 4060] 4074] 4009
82 0] 0 0] 0 0 0 0 3] 2| 14] 12] 20] 239 224] 252 4116 4020] 4063
83| 0] 0 0] 0 0 0 0 1] 1] 8] 20] 15 237 280 262 4114] 4108] 3969
84 0] 0 0] 0 0 0 1] 2] 2| 19| 22 20] 256 246 265] 4156 4120] 4089
85 0] 0 0] 0 1] 0 0 2] 1] 20| 15] 15 265 265 284 4111 4151 4160
86| 0] 0 0] 1] 0 1] 2| 2] 1] 15] 16| 15 266 277 222 4076 4175] 4087
87| 0] 0 0] 0 0 0] 4 1] 4 18| 17 13| 252 239 251] 4085 4035 4108
88| 0] 0 0] 0 0 0 1] 0 1 12] 28] 16| 248] 270} 244 4083] 3992 4112
89| 0] 0 0] 0 [9 0 2| 1] 2| 13| 11] 16| 242 262] 275] 4126 4049] 4030
90| 0] 0 0] 0 0 0 1] 0] 0 15] 19| 19| 236 238] 250 4069 4129] 4135
91] 0] 0 0] 0 0 0 0 0] 0 16 10| 10| 229 278] 264 4127 4108] 4058
92 0] 0 0] 0 0 0] 1 0] 0 15] 11] 11] 251 259] 261 4108] 4143] 4160
93] 0] 0 0] 0 0 0] 1 0 0 20| 14 12 269 262] 237 4093 4139 4069
94 0] 0 0] 0 0 0 3 1] 0 16 20 13| 275 276] 261 4113 4110] 4197
95] 0] 0 0] 0 0 0 1 2| 0 12| 17| 14 236 237 233 3974 4128 4159
96 0] 0 0] 0 0 0 0 0] 0 21] 24 12] 265 245] 263 4029 4018] 4117
97 0] 0 0] 0 0 0 1 0] 1 13| 22 12] 272 240 263] 4025 3982 4186
98] 0] 0 0] 0 0 0] 1 1 1 15] 12] 19 245 272 245 4088| 4164] 4007
99 0] 0 0] 0 0 0 0 2] 0 18] 17| 14 252 250] 236 4014 4029 4023
100] 0] 0 0] 0 0 0 0 0] 0 12 11 12| 256 266] 232 4131 4172 4129
101 0] 0 0] 0 0 0 2| 0] 2| 18] 16 15 239 244] 251 4107 4171 4143
102 0] 0 0] 0 0 0 2| 1] 2| 22| 13| 13| 280 241] 234 4070)] 4067| 3964
103| 0] 0 1 0 0| 1 1 2] 2| 22| 20| 23] 274 274] 257 4073 4069] 4100|
104 0] 0 0] 0 0 1] 0 0] 1 15| 13| 18] 247 226] 259 2182 4206 4050
105 0] 0 0] 0 0 0 2| 1] 1] 21] 14 11 267 235 259 4034 3993 4172
106 0] 0 0] 0 0 0 3 0] 1] 23] 11 20| 245 260] 257 4141 4149 4211
107] 0] 0 0] 0 0 0 3 1] 2| 28] 13| 20 272 239 256 4230] 4039 4068
108] 0] 0 0] 0 0 0 0 2] 0 15| 23] 17| 273] 267 251] 4054 4119 4079
109 0] 0 0] 0 0 0 1] 0] 1] 20| 16 17| 266 274 295] 4009 4044 4042
110] 0] 0 0] 0 0 0 1] 3] 0 13 11 13| 259 240 252 4036 4034 4100
111 0] 0 0] 0 0 0 4] 2| 0 16 27 15 259 269 276 4011 4125 4112
112 0] 0 0] 0 0 0 1] 0] 0 15| 14] 19| 250 263 250 4016 4030] 4158
113 0] 0 0] 0 0 0 1] 1] 1] 16 17| 12| 230 260 256 4071 4165 4092
114 0] 0 0] 0 0 0 0 2] 1] 11 16 16| 240 305 250 2138 4108] 4116
115] 0] 0 0] 0 0 0 2| 1] 4 13| 14] 23] 262 274] 260 4184] 4151 4087
116 0] 0 0] 0 0 0 0 0] 0 11 10 17| 249 247 247 4186 4220] 4117
117] 0] 0 0] 0 0 0 2| 1] 0 18] 14] 15 263 220 232 4068 4011 3961
118 0] 0 0] 0 0 0 2| 3] 0 13| 16| 5] 237 246 234 4035 4064] 4099
119 0] 0 0] 0 0 0 2| 0] 2| 16| 21] 19| 252 249 268 4127 4033 4028
120] 0] 0 0] 0 0 0 0 4 2| 13| 16| 20] 233] 245 292 4104] 4162 4209
121 0] 0 0] 0 0 0 1] 0] 2| 15] 22 21] 261 275 241] 4030] 4153 4224
122] 0] 0 0] 0 0 0 0 2] 0 14] 15| 14] 277 236 254 4150] 4056 3997
0 0 0 1] 2] 0 13| 15| 11 245 253] 255] 4116 4029] 4055
0 1] 0 14] 20] 14] 237 263] 248 4029 4108 4133
“‘ 15] 272 257] 263 4239 4032 4079
0,056452 0,016129 0,104839 “‘ 240 252] 250 4057 4122 4112
0,936 1 1,048 13| 12 4093 4182 4092

15,60317 16,4127 15,70635 257

| 2a5] 269 257
253,949 256,4252 | 256,6535 IREEE IEELS IREE S

4097,406 4102,297 4101,164



15,48413 16,20635 16,34921

H e
6 5 4 3 2 1
sinz-s12 cuns-s12]varcorsal sunz o1z [ sans szl vakeorsa| sans o1z snns vzl vercorsal sunz 512 uns s1a] vixeorsa | sanz o1zl sans siz[vacorsa| snnz o1z suns sie vaxcorss
0] 0] 0 0] 0 0 0 3| 0] 3] 19| 15] 8] 256 279 266 4070] 4165] 4017
1 0] 0 0] 0 0 0 0 1] 0 19| 13| 21] 2438] 245] 269 4152 4179] 4115
2] 0] 0 0] 0 1] 0 0 1] 0 11] 18] 13| 263] 277 244 4135 4022 4176
3] 0] 0 0] 0 0 0] 0 3] 3| 19| 12| 14 257 247 255 4081 4095] 4095
4] 0] 0 0] 0 0 0 0 1] 4 9| 21] 15 252] 285 266 4161 4035 4015
5 0] 0 0] 0 [9 0 2] 0] 1] 17| 23] 16| 249 249 243 4092 4196] 4086
6] 0] 0 0] 0 0 0 0 1] 0 18] 17| 14] 244 248] 236 4062 4077 4015
7 0] 0 0] 0 0 0 2| 1] 0 18] 19| 12] 259 231] 242] 4084 4124] 4076
8] 0] 0 0] 0 0 0] 1 1] 0 25] 16| 11] 263] 306 252] 4105] 4095] 4111
9 0] 0 0] 0 0 0] 0 0 1 14 18] 17 259 277) 276 4070)| 4145 4161
10 0] 0 0] 0 0 0 1 1] 1 13 18] 20 232 274 242 4029 4167| 4182
11] 0] 0 0] 0 0 0 0 1] 1] 17| 15] 24 267 261)] 264 4165] 4264] 4072
12] 0] 0 0] 0 0 1] 3] 0] 3] 20] 18] 22 280 265 261] 4174 4105] 4181
13] 0] 0 0] 0 0 0] 0 1] 1 15] 17 12] 251 272] 265 4153] 4073] 4022
14 0] 0 0] 0 0 0] 2| 5 0 18| 18] 9 244 275 226 4066 4044 4064
15] 0] 0 0] 0 0 0 2| 1] 0 11 24 21 228] 259 275 4141 4012 4135
16] 0] 0 0] 0 0 0 1 0] 1] 14] 9 18] 231 265 256] 4017 4105 4181
17 0] 0 0] 0 0 0 0 2] 0 12 19| 15 245 257 277 3946 4061 4084
18] 0] 0 0] 0 0] 0 0 1] 0 16 20 13| 237 240 276 4068] 4012 4213
19 0] 0 0] 0 0 0 0 1] 0 8] 23] 15 255 305 244 4064 4017 4066
20 0] 0 0] 0 0 0 2| 1] 0 13 18] 12| 261 261] 237 4091 4095 4010|
21 0] 0 0] 0 0 0 1] 1] 0 14] 15| 14 209 268] 261 3994 4161 4053
22| 0] 0 0] 0 1] 0 0 1 0 13 19| 16 257 256] 234 4039 4111 4100
23| 0] 0 0] 0 0 0 1] 1] 1] 14] 12| 18] 243 233 264 4015 4075 4018
24 0] 0 0] 0 0 0 2| 1] 3 22 13| 21] 263] 239 271] 4124 4144 4117
25| 0] 0 0] 0 0 0 1 1] 2| 10] 12| 16 268] 274 262] 4096 4044 4097
26 0] 0 0] 0 0 0 1] 0] 0 14] 15| 19| 243 259 275 4186 4220] 4085
27| 0] 0 0] 1] 0 0 1] 0] 0 14 10 14 270 284] 246] 4088] 4129 4020
28] 0] 0 0] 0 0 0 2| 1] 0 17| 16 16 265 258] 266 4069 4087| 4068
29| 0] 0 0] 0 0 0 0 1] 1] 17 15| 8] 250 234] 258 4086 4017 4044
30 0] 0 0] 0 0 0 3 0] 1] 19 11] 15 265 255 242 4181 2182 4071
31 0] 0 0] 0 0 0 0 0] 1] 12| 15| 18| 246 241] 27£| 4062 4170] 4169
32 0] 0 0] 0 1] 0 1] 2] 1] 17 12| 15 250 272] 248 4023 4083 4101
33| 0] 0 0] 0 0 0 1] 1] 0 9| 11] 8] 230 223 257 4084] 4016| 4169
34 0] 0 0] 0 0 0 1] 1] 1] 12] 13| 8] 261 249 235] 4203] 4092 4057
35 0] 0 0] 0 0 0 2| 0] 1] 16 26 17| 273] 271] 264 4287 4111 3986
36| 0] 0 0] 0 0 0 0 0] 4 16| 18| 21] 265 278] 276 4107 4073 4011
37| 0] 0 0] 0 0 0 1] 0] 1] 16| 24 27 247 288] 269 4198] 4122 4148
38] 0] 1] 0] 0 2] 0 0 3] 2| 27 18| 18] 241 263] 285] 4071 4127 4208
39| 0] 1] 0] 0 2| 0 0 3] 0 13| 19| 17| 257 25 258 4048 4020] 4173
40| 0] 1] 0] 0 1] 0 1] 2] 4 11] 17| 21] 245 265 296 4231 4115] 4151
41 0] 0 0] 0 1] 0 1] 1] 1] 17| 12] 14] 241 262] 279 4035 4164] 4148
42] 0] 0 0] 0 0 0 0 2] 1] 17| 17| 11] 278] 231] 281] 4161 4062 4149
43| 0] 0 0] 0 0 0 0 0] 1] 11] 15] 15 215 268] 274 4164] 4175] 4154]
44] 0] 0 0] 1] 0 0 3] 1] 2| 14] 14] 22 250] 253] 283 4129 4133] 4140
45] 0] 0 0] 0 0 0 4 0] 0 22 14 15 273] 247 297 4018] 3968 4143
46| 0] 0 0] 0 0 0 1] 0] 1] 22| 16| 21] 249 245] 239 3987 4061 4089
47| 0] 0 0] 0 [9 0 0 0] 1] 19| 13| 16| 284 268] 258] 4093 4102 4211
48] 0] 0 0] 0 0 0 0 1] 1] 9| 21] 19| 269 239 247 4160] 4026] 4132
49| 0] 0 0] 0 0 0 1] 0] 0 16 15] 22 274 251] 268] 4125] 4138] 4077
50] 0] 0 0] 0 0 0] 0 0] 0 14 18] 14 241 270] 271 4138] 4072 4120
51] 0] 0 0] 0 0 0] 1 1 1 18| 14 15 251 260] 231 4031 4115 4043
52 0] 0 0] 0 0 0 0 2| 1 11 15| 12| 243 263] 239 4158] 4111 4147
53 0] 0 0] 0 0 0 1 0] 1] 15| 17| 14 246 227 231 3983 4095 4065
54 0] 0 0] 0 0 1] 0 0] 2] 7| 8] 26 244] 247 265] 4078] 4123] 3997
55| 0] 0 0] 1 0 0] 3| 0] 2| 14 21] 12] 255 257] 278] 4052 4129] 4139
56] 0] 0 0] 0 0 0 1 1 1 21| 13] 15 257 268] 224 4143 4099 4014
57 0] 0 0] 0 0 0 3 1] 1 16 16 15 283 251 242 4133 4153] 4145
58] 0] 0 0] 0 0 0 1 1] 2| 20] 14 16 264 251 259 4116 4125 4070
59 0] 0 0] 0 0 0 0 0] 1] 19 18] 24 257 256] 233 4118] 4086 4091
60| 0] 0 0] 0 0 0] 2| 0] 0 13| 9 15 248] 260] 279 4072 4122 4160
61 0] 0 0] 0 0 0] 1 0 1 24 13] 18] 237] 248] 261 4140)| 4009 4121
62 0] 0 0] 0 0 0 1 2] 0 12| 21] 12| 255 266] 233 4065] 4102 4005
63 0] 0 0] 1] 0 0 2| 0] 0 10] 14 19| 230 263] 266 4134 3988 4018
64 0] 0 0] 0 0 0 3 1 0 15| 17| 13| 251 275 244 4040] 4013] 4151
65 0] 0 0] 0 0 0 0 1] 2| 18] 24 12| 249 264] 244 4089 4095 4091
66 0] 0 0] 0 0 0 3 2] 1] 12 14] 11 264 248] 225] 4112 4092 3954
67 0] 0 0] 0 0 0 1] 1] 1] 17| 23] 16| 256 276 255] 4104 4103 4077
68 0] 0 0] 0 0 0 1] 2| 0 13 15| 14 227 266] 259 4177 4088 3963
69 0] 0 0] 0 0 0 2| 1 2| 21] 15| 17| 246 245 257 4026 4112 4190
70 0] 0 0] 0 0 0 1] 0] 2| 20| 8] 14 265 261] 263 4172 4042 4068
71 0] 0 0] 0 0 0 1] 2] 2| 22| 24 15 266 263] 243 4120] 4111 4156
72 0] 0 0] 0 0 0 2| 1] 2| 21] 12| 14 251 248] 248 4083 4042 4114
73] 0] 0 0] 0 2| 1] 1] 2] 2| 15| 18| 17| 264 261)] 253 4102 4058| 4121
74 0] 0 0] 0 0 0 3| 3] 4] 16 16 20| 273] 281] 235] 4056 4123 4269
75| 0] 0 0] 0 0 0 3] 1] 1] 21] 23] 18] 271 271] 258 4111 4156 4106
76| 0] 0 0] 0 0 0 0 1] 1] 20 19| 15 247 270 265] 4101 4051 4113
77 0] 0 0] 0 0 0 1] 2] 1] 18| 19| 14 244 266 266 4008 4079 4112
78] 0] 0 0] 0 0 0 0 1] 1] 12] 18] 14] 236 270] 266 4022 4032 4148
79 0] 0 0] 0 1] 0 0 2] 2| 14] 15] 15 277 259 259 4105 4129 4156
80| 0] 0 0] 0 0 0 0 3] 1] 17| 17| 20] 245 253] 284 4153] 4009] 4083
81 0] 0 0] 0 0 0 0 0] 3| 15| 26 16| 278] 279 256 4040] 4146] 4133
82 0] 0 0] 0 0 0 1] 0] 1] 21] E] 15 277 270] 259 4179 4028 4073
83| 0] 0 0] 0 0 0 2| 3] 2| 15| 17| 14] 256 238] 252 4171 4117 4123
84 0] 0 0] 0 0 0 1] 0] 2| 21 21] 20] 248] 272] 263 4026 4050] 4080
85 0] 0 0] 0 1] 0 0 1] 0 17| 16| 24 234 279 293 4092 4078] 4120
86| 0] 0 0] 0 0 0 0 1] 0 12| 12] 15 259 260] 262 4214] 4082 4102
87| 0] 0 0] 0 0 1 1 0] 1 18| 14 12] 260 264] 273] 4100] 4132 4161
88| 0] 0 0] 0 0 0 0 1] 2| 16 19 12| 250 243 238] 4069 4092 4080
89| 0] 0 0] 0 [9 1] 0 1] 2| 13| 18] 23] 273] 261)] 251] 4133] 4063 4100]
90| 0] 0 0] 1] 0 0 1] 0] 3] 16] 13| 17| 262 243] 256 4119 4006 4062
91] 0] 0 0] 0 0 1] 1] 0] 2] 13| 14] 15 242 249 259 4119 4034] 4100]
92 0] 0 0] 0 0 0 1] 0] 1] 25] 18] 19| 259 244] 246 4195] 3995 4029
93] 0] 0 0] 1 0 0] 2| 1 0 13 12] 24 240 241 281 4039 4084] 4097
94 0] 0 0] 0 0 0 1 1] 1 15| 12| 19| 254 249 265] 3898 4135 4062
95] 0] 0 0] 0 0 0 2| 2| 0 9 19 12| 219 273 265] 4113 4087| 4056
96 0] 0 0] 0 0 0 0 0] 0 19| 17| 9] 242 233] 254 4145] 4006 4042
97 0] 0 0] 0 0 0] 1 0] 0 18] 14 15 259 263] 242] 4160] 4043] 4201
98] 0] 0 0] 0 0 0] 0 0 2| 11] 15] 17 264] 232] 253 4139 4002 4155
99 0] 0 0] 0 0 0 0 1] 2| 13 20 20 259 268] 252 4050)] 4180} 4063
100] 0] 0 0] 0 0 1] 0 1] 2| 9 17| 15 251 244] 218] 4094 4074 4022
101 0] 0 0] 0 0 0 0 0] 3 13 17| 17| 239 248] 251 4027 4127 4025
102 0] 0 0] 0 0 0 2| 1] 0 7 19| 19| 224 272 261] 4084] 4117 4049
103 0] 0 0] 0 0 0 0 0] 0 12| 18] 15 218] 282] 263] 4017 4184] 4150
104 0] 0 0] 0 0 0 1 0] 1 13 17| 21 277 257 269 4030] 4065] 4114
105 0] 0 0] 0 0 0 0 2] 2| 11 17| 12| 264 267 247 4172 4090] 4113
106 0] 0 0] 0 0 1] 1] 1 3 11 17| 20| 233] 279 283] 4044 4151 4104
107] 0] 0 0] 0 0 0 0 2] 3 16 16 18] 243 225 257 4055 4034 4180
108] 0] 0 0] 0 0 0 0 2] 4] 14] 18] 19| 251 255 284] 4028] 4061 4109
109 0] 0 0] 0 0 0 2| 2] 1] 19 18] 22| 279 275 285] 4092 2062 4266
110] 0] 0 0] 0 0 0 0 0] 3 12 19 13| 253] 267 256] 4171 4196] 4118
111 0] 0 0] 0 0 0 0 1 1 13 14 25 261 279 230 4144 4067 4169
112 0] 0 0] 0 0 0 0 0] 0 14] 14] 12| 247 259 267 4101 4164] 4108
113 0] 0 0] 0 0 0 0 1] 4] 11 12| 18] 233] 248] 275] 4161 4138 4145
114 0] 0 0] 0 0 0 2| 1] 2| 14] 16 17| 227 250] 256 4053 4024 4127
115] 0] 0 0] 0 0 0 0 1] 1] 17| 15| 16| 256 250] 246 4096 4052 4039
116 0] 0 0] 0 0 0 2| 1] 1] 10| 19| 18| 249 265 244 4058 4120] 4077
117] 0] 0 0] 0 0 0 0 1] 0 15| 23] 7| 262 274 251] 4114] 4078 4131
118 0] 0 0] 0 0 0 1] 1] 1] 14] 9] [ 273] 246 240 4054 4112 4124
119 0] 0 0] 0 0 0 1] 1] 1] 14] 12| 17| 233] 230 260 4029 4058 4085
120] 0] 0 0] 0 0 0 2| 0] 0 9| 12] 17| 244 233] 250 4095 4059] 4020
121 0] 0 1] 0 0 2] 1] 1] 5] 24] 18] 21] 276 282] 259 4124] 4141 4145
122] 0] 0 0] 0 0 1] 0 1] 2| 16| 8] 24 263] 253] 238] 4030] 4129] 4070
1] 0 0 3| 2] 1] 18| 13| 18] 264 241)] 274 4049 3956 4163
“ 2] 1] 0 25] 16| 19| 262 280 254 4081 4024] 4026
0 0,02439 0,00813 “ 18] 16| 16| 254] 237 284 4109 4044] 4150
0,056452 0,104839 0,08871 ‘ 1 264] 236 237 4093 4013 4125
0,96 0,936 1,224 14 18] 15]

| 248]  266]
253,0709 258,811 257,7165 JREECE]
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HEXADECIMAL T
[ 5 2 3 2 1
Position

sun2-512| sua3-s12|viktoria|suaz-s12] sua3-s12|viktoria|suaz-512] sua3-s12|viktoria|suaz-512] sua3s-s12|viktoria|sunz-s12] sua3z-s12| viktoria|suaz-s12] suaz-s12[ viktoria

0| 0| 0| 0| 1] 0| 0| 2] 1] 3] 17 18 ) 270 291] 279 4180 2134 4274
T 0| 0| 0| 0| 0| 0| 1] E H 16 14 18 250 255 279 2034 7101 2041
2] 0| 0| 0| 0| 1] 1] 0| B 1] 13 19 10 240 274 248 2117 2056 4123
3] 0| 0| 0| 0| 0| 0| 0| E H 18 13 11 2486 262 263 3950 7072 4129
7] 0| 0| 0| 0| 0| 0| 2] El 1] 19 15 15 264] 260 236 183] 4214 4103
5 0| 0| 0| 0| 1] 0| 2] El 0| 15 16 19 285 269 279] 4026] 7118] 4090
3| 0| 0| 0| 0| 0| 0| 2] E 1] 14| 17 20| 245 266 262 107] 7125] 4123
7| 0| 0| 0| 0| 0| 0| 0| 0| 1] 12 15 15 241 275 255 2066] 7091 4108
8| 0| 0| 0| 1] 0| 0| 2| 1] 0| 18 13 12 250 242 254 2076] 3945 2128
9| 0| 0| 0| 0| 0| 0| 2| 2| 1] 22| 16 22| 263] 241 277 4098 4159 3089
0] 0| 0| 0| 0| 0| 0| 0| 0| 1] 14 18 16 243] 266 243 4020 4107 3146
1] 0| 0| 0| 0| 0| 0| 0| B 0| 14| 11 14 235 229 256 3998 7115] 2115
12| 0| 0| 0| 0| 0| 0| 3] B 1] 15 10 11 260 220 244] 2151 114 2079
3] 0| 0| 0| 0| 0| 0| 0| 0| 1] 14 10 12 260 262 253 2072] 7073 2128
14] 0| 0| 0| 0| 0| 0| 0| 3| 1] 13 28] 19 279 271 242 2090 4148| 4102
5] 0| 0] 0| 0] 0| 0] 3| 1 0| 18 16 15 257 279 250) 4152] 4028| 3017
16| O] 0] 0| 0] 0| 0| 0| 0| 0| 18 7| 20| 248 249 241 4044 4192] 4129
17] 0| 0] 0| 0| 0| 0| 2| 0| 2| 18 14 19 255 221] 285 4049 4070 2085
18] 0| 0| 0| 0| 0| 0| 0| 1] 0| 14] 14] 13 259 240] 248 4097 4028] 4025
19| 0| 0| 0| 1] 0| 0| 1] K 0| 14 24] 13 245 256 277 4114] 3117 3049
20 0| 0| 0| 0| 0| 0| T 0| 0| 14 17 7| 230 251 272 3043] 4174 4173
21 0| 0| 0| 0] 0| 0| 0| 1 2| 22| 18 13 270 288 254 4088 098] 4077
22 0| 0| 0| 0| 0| 0| 1] 0| 0| 17 10 14 262 244) 259) 4105 4011 2051
23 0| 0| 0| 0| 0| 0| 0| 0| 1] 19 13 12 257 280 251] 3998 4204 4201
24 0| 0| 0| 0| 0| 0| 0| 2| 3| 17 14] 18 272 246 245] 4216] 2088| 4076
25 0| 0| 0| 0| 0| 0| 0| 0| 1] 14 14 20| 245 259 293 4170 3073 3161
28 0| 0| 0| 0] 0| 0| 0| 0| 1] 16 10 20| 262 239] 275) 4194 3986 4180
27 0| 0| 0| 0| 0| 0| 1] 4] 1] 19 19 19 268 256 280) 4001 4127 4218
28 0| 0| 0| 0| 0| 0| 1] 2| 1] 15 17 13 289 264] 245) 4120 2064 2099
29 0| 0| 0| 0| 0| 0| 0| 1] 1] 22| 14} 14 270 271 245] 4161 2134 4110
30 0| 0| 0| 0| 0| 0| 0| 0| 0| 10| 13 10 259] 254] 262] 2020 2059 2038
31 0| 0| 0| 0| 0| 0| 0| 0| 1] 14] 21] 15 232 249] 255] 2098 053] 2055
32 0| 0| 0| 0| 0| 0| 0| 1] 1] 10 14 14 259 257 258 2022] 2079 2102
33 0| 0| 0| 0| 0| 0| 1] 0| 0| 17 12 18 249 230| 279) 4049 4058 4172
34 0| 0| 0| 0| 0| 0| 0| 1] 0| 15 13 9] 250 244] 284] 4144] 4043] 4125
35 0| 0| 0| 0| 0| 0| 0| ] 0| 16 27| 11 241 294] 251 2005 7161 2125
36 0| 0| 0| 0| 0| 0| 0| ] 2| 15 12 9] 228 262 271 4050 2108] 4108
37 0| 0| 0| 0| 0| 0| 2| 0| 1] 14| 22| 13 267 245 257 4056 2104 4196
38| 0| 0| 0| 0| 0| 0| 0| 1| 0| 15 11 16 239 264 248 098] 042] 4070
39 0| 0| 0| 0| 0| 0| 1] 7] 2| 14| 15 14 246 21 274] 4706 4057 4032
70 0| 0| 0| 0| 0| 0| 7] 2] 1] 23] 11 19 249 252 262] 4045] 7111 4199
71 0| 0| 0| 0| 0| 0| 0| ] 7] 26 23] 15 265 252 251 4142 093] 3989
2 0| 0| 0| 0| 1] 0| 1] ] 1] 17 17 17 274] 266 280 2080 7148] 4073
73 0| 0| 0| 0| 0| 0| 0| E 2] 11 13 24] 253] 241 275] 2011 2026] 4097
4 0| 0| 0| 0| 0| 0| 0| 2] H 27| 24] 20] 258 268 278] 2038 116 2179
75 0| 0| 0| 0| 0| 0| 1] E 1] 20| 13 27| 283] 297 277 2031 7056 4103
76 0| 0| 0| 1] 0| 0| 1] 0| 1] 15 14 14 254] 228 254] 2191 2069 2011
7 0| 0| 0| 0| 0| 0| 3] ] 2] 23] 16 19 253] 256 271 2084 7022] 4096
78 0| 0| 0| 0| 0| 0| 0| 0| 0| 16 13 28] 281 249 263] 2160 2106 4090
9 0| 0| 0| 0| 0| 0| 0| 2] 1] 15 15 16 260 244 263] 2158] 008 4072
50] 0| 0| 0| 0| 0| 0| 0| B 0| 10 22| 17 254] 265 264 2063] 024 2094
51] 0| 0| 0| 0| 0| 0| 1] E 1] 17 18 23] 240 269 267 3966 4117 3192
52 0| 0] 0| 0| 0| 0| 2| 0| 1] 21] 14 19 255 262 289) 4097] 4093 3195
53 O] 0] 0| 0] 0| 0| 0| 4] 0| 16 24] 12 242 262 248) 2002| 4018| 4117
54] 0| 0| 0| 0| 0| 0| 0| B 1] 18 15 13 262 260 263] 7123] 2173 2123
55 0| 0| 0| 0| 0| 0| 1] 0| 1] 9] 10 16 263] 2472 257 4144] 7075] 2039
56| 0| 0| 0| 0| 0| 0| 2| 0| 1] 19 14 17 243] 266 252 4100 4079 4150
57 0| 0] 0| 0| 0| 0| T 0| 1] 13 18 17 246 266 240 4126] 4113 4214
58 O] 0| 0| 0] 0| 0| 1] 1 1] 12 17 11 255 283 260 4067| 4071] 4086
59 0| 0| 0| 0| 0| 0| 1] 1] 0| 22| 12 21 241 240] 242] 4093] 4056] 2062 |
0 0| 0| 0| 0| 0| 0| 1] 0| 0| 11 5] 15 257] 227 245 7172] 7077 3987
61 0| 0| 0| 0| 0| 0| 0| 0| 0| 18 19 15 235 256 245) 4121 3129 3115
62 0| 0] 0| 0] 0| 0| 0| 1 2| 10 18 11 261 260 250) 3994] 4058 4178
63 0| 0| 0| 0] 0| 0| 0| 0| 1] 22| 18 12 256 256 267 4070 4033 4108
64 0| 0| 0| 0| 0| 0| 1] 1] 1] 13 26| 20| 253] 256 250) 4117] 4105 4153
[ 0| 0| 0| 1] 0| 0| 3| 0| 0| 26| 24] 17 261 285 271] 2140 4109 4183
3 0| 0| 0| 0| 0| 0| 3| 0| 1] 16 17 10 254] 244) 232] 4053] 2148] 4071
[ 0| 0| 0| 1] 0| 0| 1] 0| 1] 15 15 13 249 249 244 2053] 2019 2140
68 0| 0| 0| 0] 0| 0| 2| 0| 0| 16 9] 16 267 237 228 4217 4209 3985
69 0| 0| 0| 0| 0| 0| 2| 0| 1] 16 14 16 261 239 269) 2074 4101 4063
70 0| 0| 0| 0| 0| 0| 1] 1] 3| 16 10 15 245 243 240) 4174 4138] 2082
71 0| 0| 0| 0| 0| 0| 2| 0| 2| 14} 15 20| 249] 269] 255 3951 2004 4117
72 0| 0| 0| 0| 0| 0| 1] ] 2| 11 20| 16 273] 246 254] 2089 2083 2149
73 0| 0| 0| 0| 0| 0| 1] 1] 1] 16 15 10 257 272 249 4141 4068| 4017
74] 0| 0| 0| 0| 0| 0| 1] 0| 2| 19 17 13 265 248 238] 2143] 2081 2025
75 0| 0| 0| 0| 0| 0| El 0| 0| 15 9] 15 229 254] 255 3979 4160 4067
76 0| 0| 0| 0| 1] 0| 0| 1] 0| 20| 17 8| 237] 26 267 3993 4079 4128
77 0| 0| 0| 0| 0| 0| 1] ] 0| 15 18 11 247 235 248 2047] 2107 2078
78 0| 0| 0| 0| 0| 0| 0| 2] 0| 19 22| 20| 287 271 271 4132 2004 4039
79| 0| 0| 0| 0| 0| 0| 1] ] 1] 18 16 13 258 248 2606 4066 7185] 4132
80 0| 0| 0| 0| 0| 0| 1] 1| 0| 24| 16 12 263] 257 228 4125] 7108] 2044
81 0| 0| 0| 0| 0| 0| 0| 0| 1] 20| 16 21 243] 239 273] 2154] 041 4162
82 0| 0| 0| 0| 0| 0| 0| 1] 1] 14| 19 12 271 293 240 4044 4067 4116
83 0| 0| 0| 0| 0| 0| 1] 0| 0| 11 16 18 248 270 240] 2068 4179 3966
84 0| 0| 0| 0| 0| 0| 2] ] 1] 16 15 14 276 253 258 4280 7102] 4088
85 0| 0| 0| 0| 1] 0| 0| 7] H 10 18 14 238 248 249 138] 2070 4101
86 0| 0| 0| 0| 0| 0| 0| 2] 1] 17 17 16 249 296 274] 4159 2170] 2183
87 0| 0| 0| 1] 0| 0| 1] 0| 1] 12 19 11 244] 249 257 4083] 4245] 2044
88 0| 0| 0| 0| 0| 0| 1] 1 1] 15 14 13 231 256 235 4235] 3975 3115
89 0| 0| 0| 0| 0| 0| 1] ] 1] 10 13 18 224] 253 234] 121 2156 4133
0] 0| 0| 0| 0| 0| 0| 0| B 2] 11 18 25 253] 238 292 3965 4007] 2141
1] 0| 0| 0| 0| 0| 0| 0| 0| 0| 21] 12 10 235 258 218] 3974 7191 4023
57| 0| 0| 0| 0| 0| 0| 7] 0| H 17 13 14 273] 224 247 2085] 7117 2120
93] 0| 0| 0| 0| 0| 0| 1] 0| 1] 19 18 15 256 268 248 4215] 4031 3974]
94] 0| 0| 0| 0| 0| 0| T 0| 2| 20| 12 12 252 253 259) 4235] 4074 3162
95] O] 0| 0| 0] 0| 0| 0| 0| 1] 17 23] 16 269 250 259) 4169 4084 4081
58] 0| 0| 0| 0| 0| 0| 3] 0| 0| 21 19 14 267] 263 255 2151 7143 2051
57| 0| 0| 0| 0| 0| 0| 0| 0| 1] 13 18 11 262 262 275) 4127] 3985 4029
98| 0| 0| 0| 0| 0| 0| 0| E 1] 11 19 18 246 263 241 4127] 4103 4150
99| 0| 0] 0| 0| 0| 0| T 1 0| 18 16 18 248 255 256 4092 4097 4135
100 0| 0] 0| 0| 0| 0| 0| 0| 2| 14} 15 11 278 243 268) 4063] 4119 4003
101] 0| 0| 0| 0| 0| 0| 1] 1] 0| 9] 19 21 245 236 258 4008 4155] 4162|
102 0| 0| 0| 0| 1] 0| 1] 2] 1] 14] 18 17 244] 254] 264 2084 3954] 4126
103 0| 0| 0| 0| 0| 0| 1] K 1] 18 3| 11 261 245) 245) 111 3064 4140
104] 0| 0| 0| 0| 0| 0| T £ 1] 17 16 14 276 225 268) 4208 081 3041
105 0| 0| 0| 1] 0| 0| 1] 1 1] 15 21] 17 265 265 250) 4074 4084 4041
108 0| 0| 0| 0| 0| 0| ] 2) 1] 22| 19 11 246 289 260) 4132 4137 4107
107 0| 0| 0| 0| 0| 0| 0| 2| 1] 23] 14} 16 277 259 287 4103] 2142] 4248
108 0| 0| 0| 0| 1] 0| 2| 2| 2| 14] 19 16 271 259 258 4161 2048| 4150
109 0| 0| 0| 0| 0| 0| 1] 2] 0| 12 12 25 258 252 279 2093] 2150 4244
110 0| 0| 0| 1] 0| 0| 1] £ 0| 21] 18 16 257 265 268) 3037 4027 3069
111] 0| 0| 0| 0| 0| 1] 1] 2 1] 23] 23] 9] 272 2638 241 4133] 2073 4075
112 0| 0| 0| 0| 2| 0| 2| E 1] 15 30| 14 269 268 228 4138] 4011 4101
113 0| 0| 0| 0| 0| 0| 1] 7] 1] 23] 16 9] 273] 247] 247 4128] 3988 4072
114] 0| 0| 0| 0| 0| 0| 1] ] 1] 14| 24] 13 268 253 254] 2184 2017 2098
115 0| 0| 0| 0| 0| 0| 0| 2] 0| 15 21] 18 246 277 257 4143] 2019 4171
116 0| 0| 0| 0| 0| 0| 1] 0| 1] 16 16 18 242 269 262] 2030 4237 2063
117 0| 0| 0| 0| 0| 0| 0| 0| 1] 11 12 20| 256 257 265 4058 2080 4034
118 0| 0| 0| 0| 0| 0| 1] 2] 0| 20| 18 16 281 276 256 4150 7121 4002
119 0| 0| 0| 0| 0| 0| 0| 1] 0| 12 20| 15 234] 270 256 4078 2058| 4105
120 0| 0| 0| 0| 0| 0| 0| 0| 1] 10| 19 15 244] 259 251 4076 7153 4146
121 0| 0| 0| 0| 0| 0| 0| 0| 0| 11 14 15 249 254 254] 2144 7133 4040
122 0| 0| 0| 0| 0| 0| 0| 1| 2] 11 16 14 237] 234 248 2110 2034 4062
123 0| 0| 1] 0| 0| 1] 1] 1] 1] 12 17 19 243] 237 255 2121 048] 4005
124] 0| 0| 0| 9] 9| 13| 0| 0| H 19 20| 13 254] 248 254 4126] 042] 4213
125 0 0 0,008 0| 0| 0| 111 114] 129 14| 5 19 247] 257 252] 2080 2063] 3992
126 0,072581 0,072581 0,104839 0| 1| 0| 2024 2046| 1971 231 269 243] 4050 7103 3994]
127 0,888 0 0 14] 18| 15| 32394 32504| 32407 4096 3119 4087

6,06349 16,238 64286 246 256 250
0709 9




ANNEX XVI - DIFFERENTIAL TEST SHA2-512

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw]| argshab5l2.bin| 1.86e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name |Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| (o] 1001 10010.83448560| PASSED # The file file_input_raw was rewound 2 times
diehard_operm5| (o] 1000000 100/0.00000000| FAILED rgb_permutations| 2| 100000 10010.47947119| PASSED
diehard_rank_32x32]| 0] 40000 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard_rank_6x8]| (o] 100000 10010.01278267| PASSED rgb_permutations| 3] 100000 10010.38748372| PASSED
diehard bitstream| 0] 2097152 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard_opsol| 0] 2097152 10010.00000000| FAILED rgb_permutations| 4 100000 100/0.00000001| FAILED
diehard_ogsol| ] 2097152 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard dnal| 0l 2097152 100/0.00000000| FAILED rgb_permutations| 5] 1000001 10010.00003448] WEAK
diehard count_ls_str]| 0l 256000 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard count_ls_byt]| 0] 256000/ 10010.00000000| FAILED rgb_lagged_sum| 0l 1000000 100/0.15561073| PASSED
diehard_parking_lot| 0l 12000/ 10010.02499223| PASSED # The file file_input_raw was rewound 2 times
diehard 2dsphere]| 2] 8000 10010.03608086| PASSED rgb_lagged sum| 1] 1000000 100/0.02004180| PASSED
diehard 3dsphere] 31 4000 10010.01386186| PASSED # The file file_input_raw was rewound 2 times
diehard_squeeze| 0l 100000 10010.00000000| FAILED rgb_lagged_sum| 2| 1000000 100/0.73701086| PASSED
diehard_sums| 0l 1001 10010.02858330| PASSED # The file file_input_raw was rewound 2 times
diehard runs| 0l 100000 10010.67993300| PASSED rgb_lagged_sum| 31 10000001 10010.16053374| PASSED
diehard_runs| 0] 100000 10010.74187019| PASSED # The file file_input_raw was rewound 3 times
diehard craps| 0l 200000 10010.98702385| PASSED rgb_lagged sum| 4] 1000000 100/0.89435528| PASSED
diehard_craps| 0] 200000 10010.05449752| PASSED # The file file_input_raw was rewound 3 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 51 10000001 100/0.86439810| PASSED
marsaglia_tsang_gcd| 0] 10000000]| 10010.00000005| FAILED # The file file_input_raw was rewound 3 times
marsaglia_tsang_gcd| 0] 10000000} 10010.00000000| FAILED rgb_lagged_sum| 6l 1000000 100/0.14518173| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_monobit| 1] 100000 10010.72680883| PASSED rgb_lagged_sum| 71 1000000 10010.56126854| PASSED
# The file file_input_raw was rewound 1 times # The file file input_raw was rewound 4 times
sts_runs| 2] 100000 10010.47519137| PASSED rgb_lagged_sum| 8] 1000000 10010.03441880| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_seriall 1] 100000 10010.86221513| PASSED rgb_lagged_sum| 9] 1000000 10010.48995703| PASSED
sts_serial] 2] 1000001 10010.73870943| PASSED # The file file_input_raw was rewound 5 times
sts_seriall 31 1000001 10010.23767587| PASSED rgb_lagged sum| 10| 1000000 10010.69863826| PASSED
sts_serial] 31 1000001 10010.30569328| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 4] 100000 10010.40966424| PASSED rgb_lagged_sum| 11| 1000000 10010.08762853| PASSED
sts_serial] 4] 100000 10010.63351788| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 5] 100000 10010.99439456| PASSED rgb_lagged_sum| 12| 1000000 10010.56493254| PASSED
sts_serial] 51 100000 10010.77496269| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 61 100000 10010.92133647| PASSED rgb_lagged sum| 13| 1000000 10010.93586340| PASSED
sts_serial] 61 100000 10010.94733462| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 71 100000 10010.05681285| PASSED rgb_lagged_sum| 14| 1000000 10010.23963436| PASSED
sts_seriall 71 1000001 10010.60674224| PASSED # The file file input_raw was rewound 8 times
sts_serial] 81 100000 10010.38066091| PASSED rgb_lagged_sum| 15| 10000001 10010.01521374| PASSED
sts_seriall 8| 100000 10010.76398194| PASSED # The file file_input_raw was rewound 9 times
sts_serial] 91 100000 10010.77530653| PASSED rgb_lagged_sum| 16| 1000000 100/0.81491356| PASSED
sts_seriall 9 100000 10010.49748204| PASSED # The file file_input_raw was rewound 10 times
sts_serial| 10| 100000 10010.97044817| PASSED rgb_lagged_sum| 17| 1000000 10010.27392971| PASSED
sts_serial| 10| 100000 10010.82677034| PASSED # The file file_input_raw was rewound 11 times
sts_serial| 11| 100000 10010.21680438| PASSED rgb_lagged sum| 18] 1000000} 10010.92324229| PASSED
sts_serial| 11| 100000 10010.44704932| PASSED # The file file_input_raw was rewound 12 times
sts_serial| 12| 1000001 10010.05125624| PASSED rgb_lagged sum| 19| 1000000 10010.94434495| PASSED
sts_serial| 12| 1000001 10010.01036208| PASSED # The file file input_raw was rewound 13 times
sts_serial| 13| 100000 10010.23719047| PASSED rgb_lagged sum| 20| 1000000 10010.84405283| PASSED
sts_serial| 13| 1000001 10010.98417666| PASSED # The file file_input_raw was rewound 14 times
sts_serial| 14| 100000 10010.44217216| PASSED rgb_lagged _sum| 21| 1000000 10010.71485832| PASSED
sts_seriall 14| 1000001 10010.99259309| PASSED # The file file_input_raw was rewound 15 times
sts_serial| 15| 100000 10010.30071199| PASSED rgb_lagged sum| 22| 1000000 100/0.97576170| PASSED
sts_serial| 15| 1000001 10010.95603587| PASSED # The file file_input_raw was rewound 16 times
sts_seriall 16| 100000 10010.56234633| PASSED rgb_lagged_sum| 23] 1000000 10010.89027432| PASSED
sts_seriall 16| 100000 10010.97638119| PASSED # The file file_input_raw was rewound 17 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 24| 1000000 10010.96400793| PASSED
rgb_bitdist] 11 100000 10010.94697962| PASSED # The file file_input_raw was rewound 18 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 25| 1000000 10010.01657126| PASSED
rgb_bitdist] 2] 100000 10010.71201834| PASSED # The file file_ input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 26| 1000000 10010.86189687| PASSED
rgb_bitdist| 31 1000001 10010.41452534| PASSED # The file file input_raw was rewound 21 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 27| 10000001 10010.29543326| PASSED
rgb_bitdist] 4| 100000 10010.37910137| PASSED # The file file_input_raw was rewound 22 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 28] 10000001 100/0.23139324| PASSED
rgb_bitdist| 5] 100000 10010.07121991| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 29| 10000001 10010.70494232| PASSED
rgb_bitdist| 6 100000 10010.84719197| PASSED # The file file_input_raw was rewound 25 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 30| 1000000 10010.62063235| PASSED
rgb_bitdist| 71 100000 10010.56924067| PASSED # The file file_input_raw was rewound 26 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 31| 1000000 10010.06966279| PASSED
rgb_bitdist| 8| 1000001 10010.49002629| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 32| 1000000 10010.65344817| PASSED
rgb_bitdist] 91 1000001 10010.42975163| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times rgb_kstest_test| 0] 10000 100010.09516346| PASSED
rgb_bitdist| 10| 1000001 10010.15682101| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times dab_bytedistrib| 0| 51200000 110.13019999| PASSED
rgb_bitdist| 11| 1000001 10010.45328737| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times dab_dct| 256| 500001 110.61967499| PASSED
rgb_bitdist| 12| 100000 10010.00299095| WEAK Preparing to run test 207. ntuple =
# The file file_input_raw was rewound 2 times # The file file_input_raw was rewound 28 times
rgb_minimum_distance| 2] 10000} 1000/0.00000000| FAILED dab_filltree| 32| 15000000 110.55898098| PASSED
# The file file_input_raw was rewound 2 times dab_filltree| 32| 15000000] 110.15182873| PASSED
rgb_minimum_distance| 3 10000 1000/0.00000000| FAILED Preparing to run test 208. ntuple =
# The file file_input_raw was rewound 2 times # The file file_input_raw was rewound 28 times
rgb_minimum_distance| 4] 10000 1000/0.00000000| FAILED dab_filltree2| 0l 50000001 110.68270035| PASSED
# The file file_input_raw was rewound 2 times dab_filltree2| 1] 50000001 110.52125911| PASSED
rgb_minimum_ distance| 5] 10000 1000/0.00000000| FAILED Preparing to run test 209. ntuple = 0
# The file file_ input_raw was rewound 28 times
dab_monobit2| 12| 65000000] 110.99999908| FAILED



ANNEX XVII - VIKTORIA DIFFERENTIAL TEST

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw]| argvik.bin| 1.78e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name |Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| (o] 1001 10010.80980066| PASSED # The file file_input_raw was rewound 2 times
diehard_operm5| (o] 1000000 100/0.00000000| FAILED rgb_permutations| 2| 100000 100|0.73336523| PASSED
diehard_rank_32x32]| 0] 40000 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard_rank_6x8]| (o] 100000 100]10.00363075] WEAK rgb_permutations| 3] 100000 10010.82606740| PASSED
diehard bitstream| 0] 2097152 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard_opsol| 0] 2097152 10010.00000000| FAILED rgb_permutations| 4 100000 100/0.00000000| FAILED
diehard_ogsol| ] 2097152 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard dnal| 0l 2097152 100/0.00000000| FAILED rgb_permutations| 5] 1000001 10010.00337297] WEAK
diehard count_ls_str]| 0l 256000 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard count_ls_byt]| 0] 256000/ 10010.00000000| FAILED rgb_lagged_sum| 0l 1000000 10010.64322569| PASSED
diehard_parking_lot| 0l 12000/ 10010.17780825| PASSED # The file file_input_raw was rewound 2 times
diehard 2dsphere]| 2] 8000 10010.03508219| PASSED rgb_lagged sum| 1] 1000000 100/0.02826583| PASSED
diehard 3dsphere] 31 4000 10010.01840861| PASSED # The file file_input_raw was rewound 2 times
diehard_squeeze| 0l 100000 10010.00000000| FAILED rgb_lagged_sum| 2| 1000000 10010.90219007| PASSED
diehard_sums| 0l 1001 100(0.00050691 | WEAK # The file file_input_raw was rewound 2 times
diehard runs| 0l 100000 10010.72243425| PASSED rgb_lagged_sum| 31 10000001 10010.25457285| PASSED
diehard_runs| 0] 100000 10010.17611909| PASSED # The file file_input_raw was rewound 3 times
diehard craps| 0l 200000 10010.46840702| PASSED rgb_lagged sum| 4] 1000000 10010.18789036| PASSED
diehard_craps| 0] 200000 10010.93428956| PASSED # The file file_input_raw was rewound 3 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 51 10000001 100(0.00082239| WEAK
marsaglia_tsang_gcd| 0] 10000000]| 10010.00000000| FAILED # The file file_input_raw was rewound 3 times
marsaglia_tsang_gcd| 0] 10000000} 10010.00000000| FAILED rgb_lagged_sum| 6l 1000000} 10010.44079496| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_monobit| 1] 1000001 10010.77279498| PASSED rgb_lagged sum| 71 1000000 10010.45587344| PASSED
# The file file_input_raw was rewound 1 times # The file file input_raw was rewound 4 times
sts_runs| 2] 100000 10010.29323615| PASSED rgb_lagged_sum| 8] 1000000 10010.00005248] WEAK
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_seriall 1] 100000 10010.27586996| PASSED rgb_lagged_sum| 9] 1000000 10010.98194500| PASSED
sts_serial] 2] 1000001 10010.43267838| PASSED # The file file_input_raw was rewound 5 times
sts_seriall 31 1000001 10010.12802595| PASSED rgb_lagged sum| 10| 1000000 10010.11951291| PASSED
sts_serial] 31 1000001 10010.30441256| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 4] 100000 10010.18626376| PASSED rgb_lagged_sum| 11| 1000000 10010.47324090| PASSED
sts_serial] 4] 100000 10010.66530881| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 5] 100000 10010.04364729| PASSED rgb_lagged_sum| 12| 1000000 100/0.44851596| PASSED
sts_serial] 51 100000 10010.36235534| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 61 100000 10010.39797676| PASSED rgb_lagged sum| 13| 1000000 10010.32777018| PASSED
sts_serial] 61 100000 10010.37756534| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 71 100000 10010.66364463| PASSED rgb_lagged_sum| 14| 1000000 10010.19408335| PASSED
sts_seriall 71 1000001 10010.81376448| PASSED # The file file input_raw was rewound 8 times
sts_serial] 81 100000 10010.74499546| PASSED rgb_lagged_sum| 15| 10000001 10010.75708162| PASSED
sts_seriall 8| 100000 10010.98587695| PASSED # The file file_input_raw was rewound 9 times
sts_serial] 91 100000 10010.57520828| PASSED rgb_lagged_sum| 16| 1000000 100/0.12558499| PASSED
sts_seriall 9 100000 10010.56442559| PASSED # The file file_input_raw was rewound 10 times
sts_serial| 10| 100000 10010.85289409| PASSED rgb_lagged_sum| 17| 1000000 10010.55439223| PASSED
sts_serial| 10| 100000 10010.99743545] WEAK # The file file_input_raw was rewound 11 times
sts_serial| 11| 100000 10010.42226109| PASSED rgb_lagged sum| 18] 1000000} 10010.60240772| PASSED
sts_serial| 11| 100000 10010.29877650| PASSED # The file file_input_raw was rewound 12 times
sts_serial| 12| 100000 10010.24859530| PASSED rgb_lagged sum| 19| 1000000 10010.38380537| PASSED
sts_serial| 12| 1000001 10010.81034323| PASSED # The file file input_raw was rewound 13 times
sts_serial| 13| 100000 10010.99155406| PASSED rgb_lagged sum| 20| 1000000 10010.27915302| PASSED
sts_serial| 13| 1000001 10010.55976197| PASSED # The file file_input_raw was rewound 14 times
sts_serial| 14| 100000 10010.16865694| PASSED rgb_lagged _sum| 21| 1000000 10010.22112737| PASSED
sts_seriall 14| 1000001 10010.96660456| PASSED # The file file_input_raw was rewound 15 times
sts_serial| 15| 100000 10010.33516389| PASSED rgb_lagged sum| 22| 1000000 100/0.04745693| PASSED
sts_serial| 15| 1000001 10010.43480960| PASSED # The file file_input_raw was rewound 16 times
sts_seriall 16| 100000 10010.51657567| PASSED rgb_lagged_sum| 23] 1000000 10010.27223974| PASSED
sts_seriall 16| 100000 10010.22794651| PASSED # The file file_input_raw was rewound 17 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 24| 1000000 10010.11919993| PASSED
rgb_bitdist] 11 100000 10010.48356407| PASSED # The file file_input_raw was rewound 18 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 25| 1000000 10010.22019615| PASSED
rgb_bitdist] 2] 100000 10010.45336065| PASSED # The file file_ input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 26| 1000000 10010.26953135| PASSED
rgb_bitdist| 31 1000001 10010.21549248| PASSED # The file file input_raw was rewound 21 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 27| 10000001 100(0.19221811| PASSED
rgb_bitdist] 4| 100000 10010.56386129| PASSED # The file file_input_raw was rewound 22 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 28] 10000001 10010.01594772| PASSED
rgb_bitdist| 5] 100000 10010.78347674| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 29| 10000001 100/0.16044572| PASSED
rgb_bitdist| 6 100000 10010.72171089| PASSED # The file file_input_raw was rewound 25 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 30| 1000000 100/0.06566754| PASSED
rgb_bitdist| 71 100000 10010.28666364| PASSED # The file file_input_raw was rewound 26 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 31| 1000000 10010.77148753| PASSED
rgb_bitdist| 8| 1000001 10010.69816204| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 32| 1000000 10010.01000619| PASSED
rgb_bitdist] 91 100000] 10010.94185004| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times rgb_kstest_test| 0] 10000 100010.14503882| PASSED
rgb_bitdist| 10| 100000 10010.60541589| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times dab_bytedistrib| 0| 51200000 110.30909317| PASSED
rgb_bitdist| 11| 100000] 10010.81381574| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times dab_dct| 256| 500001 110.27828998| PASSED
rgb_bitdist| 12| 100000 10010.53311366| PASSED Preparing to run test 207. ntuple =
# The file file_input_raw was rewound 2 times # The file file_input_raw was rewound 28 times
rgb_minimum_distance| 2] 10000} 1000/0.00000000| FAILED dab_filltree| 32| 15000000 110.92962929| PASSED
# The file file_input_raw was rewound 2 times dab_filltree| 32| 15000000] 110.74063832| PASSED
rgb_minimum_distance| 3 10000 1000/0.00000000| FAILED Preparing to run test 208. ntuple =
# The file file_input_raw was rewound 2 times # The file file_input_raw was rewound 28 times
rgb_minimum_distance| 4] 10000 1000/0.00000000| FAILED dab_filltree2| 0l 50000001 110.89512611| PASSED
# The file file_input_raw was rewound 2 times dab_filltree2| 1] 50000001 110.90512783| PASSED
rgb_minimum_ distance| 5] 10000 1000/0.00000000| FAILED Preparing to run test 209. ntuple = 0
# The file file_ input_raw was rewound 28 times
dab_monobit2| 12| 65000000] 111.00000000| FAILED



ANNEX XVIII - DIFFERENTIAL TEST SHA3-512

# #
# dieharder version 3.31.1 Copyright 2003 Robert G. Brown #
# #
rng name | filename | rands/second|
file input raw]| argsha3.bin]| 1.87e+07 |
# #
test_name Intup| tsamples |psamples| p-value |Assessment test_name |Intup| tsamples |psamples| p-value |Assessment
diehard birthdays| (o] 1001 100/10.85746119| PASSED # The file file_input_raw was rewound 2 times
diehard_operm5| (o] 1000000 100/0.00000000| FAILED rgb_permutations| 2| 100000 100|0.14353727| PASSED
diehard_rank_32x32]| 0] 40000 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard_rank_6x8]| (o] 100000 10010.02732275| PASSED rgb_permutations| 3] 100000 10010.65755030| PASSED
diehard bitstream| 0] 2097152 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard_opsol| 0] 2097152 10010.00000000| FAILED rgb_permutations| 4 100000 100/0.00000000| FAILED
diehard_ogsol| ] 2097152 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard_dnal 0] 2097152 10010.00000000| FAILED rgb_permutations| 5] 100000 100/0.04521471| PASSED
diehard count_ls_str]| 0l 256000 10010.00000000| FAILED # The file file_input_raw was rewound 2 times
diehard count_ls_byt]| 0] 256000/ 10010.00000000| FAILED rgb_lagged_sum| 0l 1000000 10010.94743507| PASSED
diehard_parking_lot| 0l 12000/ 10010.02074842| PASSED # The file file_input_raw was rewound 2 times
diehard_2dsphere] 2] 8000 10010.00010112] WEAK rgb_lagged sum| 1] 1000000 10010.25078163| PASSED
diehard 3dsphere] 31 4000 10010.00168023| WEAK # The file file_input_raw was rewound 2 times
diehard_squeeze| 0l 100000 10010.00000000| FAILED rgb_lagged_sum| 2| 1000000 10010.77983604| PASSED
diehard_sums| 0l 1001 10010.09233500| PASSED # The file file_input_raw was rewound 2 times
diehard runs| 0l 100000 10010.83190568| PASSED rgb_lagged_sum| 31 10000001 100/0.31210749| PASSED
diehard_runs| 0] 100000 10010.08879769| PASSED # The file file_input_raw was rewound 3 times
diehard craps| 0l 200000 10010.47109393| PASSED rgb_lagged sum| 4] 1000000 10010.50404799| PASSED
diehard_craps| 0] 200000 10010.67282628| PASSED # The file file_input_raw was rewound 3 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 51 10000001 10010.00100928| WEAK
marsaglia_tsang_gcd| 0] 10000000]| 10010.00000000| FAILED # The file file_input_raw was rewound 3 times
marsaglia_tsang_gcd| 0] 10000000} 10010.00000000| FAILED rgb_lagged_sum| 6l 1000000 10010.49202705| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_monobit| 1] 1000001 10010.47947866| PASSED rgb_lagged sum| 71 1000000 10010.40097935| PASSED
# The file file_input_raw was rewound 1 times # The file file input_raw was rewound 4 times
sts_runs| 2] 100000 10010.59834489| PASSED rgb_lagged_sum| 8] 1000000 10010.18850544| PASSED
# The file file_input_raw was rewound 1 times # The file file_input_raw was rewound 4 times
sts_seriall 1] 100000 10010.99600329| WEAK rgb_lagged_sum| 9] 1000000 10010.24470035| PASSED
sts_serial] 2] 1000001 10010.99626941] WEAK # The file file_input_raw was rewound 5 times
sts_seriall 31 1000001 10010.08844238| PASSED rgb_lagged sum| 10| 1000000 10010.80766166| PASSED
sts_serial] 31 1000001 10010.06912171| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 4] 100000 10010.25111779| PASSED rgb_lagged_sum| 11| 1000000 10010.70218962| PASSED
sts_serial] 4] 100000 10010.66934447| PASSED # The file file_input_raw was rewound 6 times
sts_serial] 5] 100000 10010.95435618| PASSED rgb_lagged_sum| 12| 1000000 100/0.62802213| PASSED
sts_serial] 51 100000 10010.44517987| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 61 100000 10010.99770952] WEAK rgb_lagged sum| 13| 1000000 100/0.11618923| PASSED
sts_serial] 61 100000 10010.60021332| PASSED # The file file_input_raw was rewound 7 times
sts_serial] 71 100000 10010.93788950| PASSED rgb_lagged_sum| 14| 1000000 10010.29009521| PASSED
sts_seriall 71 1000001 10010.91515956| PASSED # The file file input_raw was rewound 8 times
sts_serial] 81 100000 10010.48873432| PASSED rgb_lagged_sum| 15| 10000001 10010.15187554| PASSED
sts_seriall 8| 100000 10010.38278118| PASSED # The file file_input_raw was rewound 9 times
sts_serial] 91 100000 10010.80329833| PASSED rgb_lagged_sum| 16| 1000000 10010.65636309| PASSED
sts_seriall 9 100000 10010.09724849| PASSED # The file file_input_raw was rewound 10 times
sts_serial| 10| 100000 10010.60477920| PASSED rgb_lagged_sum| 17| 1000000 10010.73990692| PASSED
sts_serial| 10| 100000 10010.52611455| PASSED # The file file_input_raw was rewound 11 times
sts_serial| 11| 100000 10010.48819362| PASSED rgb_lagged sum| 18] 1000000} 10010.92891924| PASSED
sts_serial| 11| 100000 10010.54994263| PASSED # The file file_input_raw was rewound 12 times
sts_serial| 12| 1000001 10010.39185982| PASSED rgb_lagged sum| 19| 1000000 10010.34723467| PASSED
sts_serial| 12| 1000001 10010.07340076| PASSED # The file file input_raw was rewound 13 times
sts_serial| 13| 100000 10010.28369542| PASSED rgb_lagged sum| 20| 1000000 10010.19312594| PASSED
sts_serial| 13| 1000001 10010.31511192| PASSED # The file file_input_raw was rewound 14 times
sts_serial| 14| 100000 10010.52998426| PASSED rgb_lagged _sum| 21| 1000000 10010.46253647| PASSED
sts_seriall 14| 1000001 10010.99998190] WEAK # The file file_input_raw was rewound 15 times
sts_serial| 15| 100000 10010.66152327| PASSED rgb_lagged sum| 22| 1000000 100/0.81470019| PASSED
sts_serial| 15| 1000001 10010.72253637| PASSED # The file file_input_raw was rewound 16 times
sts_seriall 16| 100000 10010.13170012| PASSED rgb_lagged_sum| 23] 1000000 10010.62181440| PASSED
sts_seriall 16| 100000 10010.36791337| PASSED # The file file_input_raw was rewound 17 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 24| 1000000 10010.22702952| PASSED
rgb_bitdist] 11 100000 10010.13857457| PASSED # The file file_input_raw was rewound 18 times
# The file file_input_raw was rewound 1 times rgb_lagged sum| 25| 1000000 10010.90461570| PASSED
rgb_bitdist] 2] 100000 10010.04267345| PASSED # The file file_ input_raw was rewound 19 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 26| 1000000 10010.89642948| PASSED
rgb_bitdist| 31 1000001 10010.39583047| PASSED # The file file input_raw was rewound 21 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 27| 10000001 10010.20100598| PASSED
rgb_bitdist] 4| 100000 10010.89814118| PASSED # The file file_input_raw was rewound 22 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 28] 10000001 100/0.08745666| PASSED
rgb_bitdist| 5] 100000 10010.74399166| PASSED # The file file_input_raw was rewound 24 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 29| 10000001 100/0.63090483| PASSED
rgb_bitdist| 6 100000 10010.71322623| PASSED # The file file_input_raw was rewound 25 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 30| 1000000 100/0.10863050| PASSED
rgb_bitdist| 71 100000 10010.42302340| PASSED # The file file_input_raw was rewound 26 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 31| 1000000 10010.05091289| PASSED
rgb_bitdist| 8] 100000 10010.67987675| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 1 times rgb_lagged_sum| 32| 1000000 10010.53175963| PASSED
rgb_bitdist] 91 100000] 10010.29154581| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times rgb_kstest_test| 0] 10000 100010.20340918| PASSED
rgb_bitdist| 10| 100000 10010.96820965| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times dab_bytedistrib| 0| 51200000 110.05403366| PASSED
rgb_bitdist| 11| 1000001 10010.22675024| PASSED # The file file_input_raw was rewound 28 times
# The file file_input_raw was rewound 2 times dab_dct| 256| 500001 110.54004870| PASSED
rgb_bitdist| 12| 100000 10010.99142450| PASSED Preparing to run test 207. ntuple =
# The file file_input_raw was rewound 2 times # The file file_input_raw was rewound 28 times
rgb_minimum_distance| 2] 10000} 1000/0.00000000| FAILED dab_filltree| 32| 15000000 110.39003339| PASSED
# The file file_input_raw was rewound 2 times dab_filltree| 32| 15000000] 110.24025124| PASSED
rgb_minimum_distance| 3 10000 1000/0.00000000| FAILED Preparing to run test 208. ntuple =
# The file file_input_raw was rewound 2 times # The file file_input_raw was rewound 28 times
rgb_minimum_distance| 4] 10000 1000/0.00000000| FAILED dab_filltree2| 0l 50000001 110.69927836| PASSED
# The file file_input_raw was rewound 2 times dab_filltree2| 1] 50000001 110.44656637| PASSED
rgb_minimum_ distance| 5] 10000 1000/0.00000000| FAILED Preparing to run test 209. ntuple = 0
# The file file_ input_raw was rewound 28 times
dab_monobit2| 12| 65000000] 110.97677955| PASSED



ANNEX XIX - SOURCE-COMPLETE CODE OF HASH VIKTORIA FUNCTION

/* _________________________________________________________________________________________________
VIKTORIA++ HASH

Designer and developer..: Edimar Verissimo

Last modified...........: 22/02/2020

SOURCE CODE COMPILED WITH:
gcc (Ubuntu 7.4.0-lubuntul~18.04.1) 7.4.0
Copyright (C) 2017 Free Software Foundation, Inc.
This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

#include <ctype.h>
#include <sys/time.h>
#include <fcntl.h>
#include <math.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>

// DECLARATION OF GLOBAL VARIABLES:

FILE *pl;

unsigned char BLOCK[64], BLOCK TMP[64]; // Processing blocks

unsigned long long int tamanho; // 64-bit unsigned variable representing file size
unsigned char PERMUTACAO[7920][4]; // Switching prime numbers {2, 3, ..., 31} to rotation
unsigned int BINARIO[32]; // Binary vector

unsigned char T1[256] =
{204, 193, 96, 10, 100, 208, 104, 212, 109, 52, 70, 95, 108, 99, 103, 11,

107, 98, 102, 106, 118, 22, 122, 111, 130, 1, 154, 162, 166, 115, 186, 198,
119, 238, 250, 123, 30, 127, 216, 131, 61, 135, 14, 139, 143, 147, 151, 112,
220, 54, 155, 57, 159, 60, 163, 167, 63, 17, 171, 69, 205, 175, 7, 179,
75, 183, 187, 116, 191, 97, 165, 2, 195, 20, 90, 199, 88, 203, =207, 211,

133, 215, 225, 224, 43, 219, 79, 223, 120, 227, 23, 231, 235, 153, 185, 239,
0, 243, 247, 251, 228, 26, 255, 124, 29, 232, 128, 121, 141, 32, 13, 114,
217, 12, 34, 142, 18, 190, 132, 33, 236, 48, 35, 240, 249, 136, 38, 72,

84, 244, 237, 25, 41, 177, 4, 248, 140, 44, 64, 73, 144, 47, 252, 148,
101, 50, 197, 46, 152, 53, 113, 145, 82, 91, 156, 56, 16, 55, 160, 157,
37, 59, 221, 164, 6, 62, 169, 209, 65, 168, 229, 68, 28, 172, 9, 110,
189, 241, 134, 158, 170, 178, 182, 194, 21, 202, 206, 218, 226, 234, 242, 254,
27, 71, 253, 176, 671, 16, s, 74, 125, 180, 87, 49, 77, 93, 184, 137,
19, 85, 80, 181, 8, 83, 188, 105, 149, 58, 86, 192, =213, 40, 126, 138,
146, 150, 15, 174, 94, 210, 214, 222, 230, 24, 246, 117, 3, 201, 233, 245,

31, 196, 36, 89, 39, 42, 45, 51, 66, 129, 161, 92, 78, 81, 200, 173 };
unsigned char T2[256] =
{240, 49, 145, 148, 52, 244, 152, 193, 56, 248, 41, 229, 241, 156, 137, 157,
165, 252, 60, 6, 14, 50, 66, 21, 74, 77, 114, 118, 160, 222, 226, 234,
242, 250, 97, 109, 64, 164, 9, 69, 149, 185, 213, 68, 168, 129, 3, 72,



7, 172, 11, 15, 19, 23, 177, 27, 31, 35, 39, 43, 47, 176, 51, 55,
76, 59, 141, 63, 67, 711, 2, 10, 18, 26, 46, 75, 80, 62, 33, 79,
89, 121, 106, 83, 110, 126, 130, 142, 146, 87, 170, 174, 182, 186, 190, 194,
91, 206, 210, 214, 218, 95, 254, 99, 103, 180, 107, 111, 115, 84, 119, 61,

123, 127, 131, 135, 139, 1, =205, 143, 147, 151, 155, 184, 53, 88, 159, 101,

169, 163, 167, 171, 175, 81, 179, 233, 183, 187, 191, 188, 195, 199, 203, 92,

207, 211, 215, 197, 253, 219, 223, 227, 25, 231, 192, 235, 239, 243, 247, 96,

251, 245, 255, 196, 0, 161, 100, 4, 104, 45, 189, 200, 73, 113, 217, 37,
108, 225, 8, 13, 133, 181, =209, 204, 112, =208, 12, 93, 16, 116, 212, 20,
173, 120, 30, 34, 42, 85, 82, 153, 237, 98, 102, 134, 138, 150, 24, 158,
162, 166, 178, 202, 238, 216, 124, 28, 5, 220, 125, 105, 32, 128, 224, 57,

’
132, 36, 65, 17, 40, 228, 136, 29, 201, 22, 38, 140, 54, 58, 70, 78,
86, 90, 94, 232, 122, 154, 198, 230, 246, 44, 236, 117, 144, 221, 249, 48 };

// DECLARATION OF FUNCTIONS:

unsigned long long int verify size(); // See the size of a file

void read block(); // Reads 512 bits of the file

void rotate block(unsigned int palavrasl[]); // Rotates a 128-bit set of a complete block.
void permutation block(register unsigned char tipo); // Switches in a 64-byte group
void mixword() ; // 512-bit block mixing function

// Main Body of Code:

void processing(char nome arquivol[], char numbits string[], char valuebits stringl]);

void start maps(char nome arquivol[]); // Initiates the map tables according to the file
// Creates the header containing information about the size of the file:

void header archive(unsigned long long int tamanho arquivo, unsigned char numbits, unsigned char valuebits);

void control bytes null (unsigned long long int tamanho_ arquivo); // Control for file size that is not a multiple of 64 bytes
void reset maps(); // Initializes swap tables Tl and T2

void finalizes(); // Latest Processing Routine

void mixword final(); // mixword() function with more security features

void calculate permutations(); // Calculates 7920 number combinations

unsigned int* permutation binary 128 (unsigned int palavras[], unsigned int* wpalavra ); // 128-bit binary exchange

void permutation binary 512(); // 512-bit binary exchange

// Rotates a 128-bit set of a complete block.
void rotate block2(register unsigned int p0, register unsigned int pl, register unsigned int p2, register unsigned int p3);

// PSEUDO-FUNCTION DEFINITIONS:

#define TRAN32(x,Vy,w,z) ( (x << 24) » (y << 16) ©~ (w << 8) ~ z )

#define TRAN32B(x1,x2,yl,y2,wl,w2,z1,22) ( ((x17"x2) << 24) ~ ((yl7y2) << 16) © ((wl"w2) << 8) ~ z1 * z2 )
#define TRAN32MI1 (x,y,w,z) ( (T1l[x] << 24) ~ (Tlly] << 16) ~ (T1l[w] << 8) ~ Tllz] )

#define TRAN32M2 (x,y,w,z) ( (T2[x] << 24) 7~ (T2[y] << 16) » (T2[w] << 8) ~ T2[z] )

#define ROTL32 (x, y) (((x) << (y)) | ((x) >> (32 = (y)))) // Optimized rotation routine

K
MAIN BODY
___________________________________________________________________________________________________ */
void main (int argc, char *argv[ ] ) {

register unsigned int ct, size hash,ct2,control perm=0;

// Call for file processing:

processing(argv[l], argv[3], argv([4]); // The argument is the file name and then non-binary message controls numbits + valuebits!!!

// hash control greater than 512 bits -> 1 = 512, 2 = 1024, 3 = 1536, 4 = 2048, etc..
if (argv[2] == NULL) {



size hash 1;
} else {
size hash = atoi(argv[2]);

}

// Routine to present hash on file
printf ("\n");
for (ct=0;ct<64;ct++) {
1f(BLOCK[ct]>=16) {
printf ("%x",BLOCK[ct]);
} else {
printf ("0%x",BLOCK[ct]);
}
}

// Control for hash greater than 512 bits, generating larger sized hashes
for (ct=1l;ct<size hash;ct++) {
permutation binary 512();
mixword final();
permutation block(control perm);
mixword final();
finalizes();

control perm++;
if (control perm > 7){
control perm = 0;

}

for (ct2=0;ct2<64;ct2++) {
1f(BLOCK[ct2]>=16) {
printf ("$x",BLOCK[ct2]) ;
} else {
printf ("0%x",BLOCK[ct2]) ;

}

}

printf ("\n");

void processing(char nome arquivo[], char numbits string[], char valuebits string[]) {
register unsigned long long int ct;
register unsigned char control perm = 0;
register unsigned int ct2;
unsigned int size hash = 1;
unsigned char numbits, valuebits;

// Control to check non-binary messages (parameters 3 and 4)
// Parameter 3: quantities of bits to include in the file:



if (numbits string == NULL) {

numbits = 0;
} else {
numbits = atoi (numbits string);

}

// Parameter 4: Byte that indicates the value of the included bits:

if (valuebits string == NULL) {
valuebits = 0;

} else {
valuebits = atoi(valuebits string);

}

// Starting the file reading block and the temporary block
for (ct=0;ct<64;ct++) {

BLOCK[ct]=0;

BLOCK_TMP[ct]=0;
}

// Calculating auxiliary functions
calculate permutations();

reset maps();

start maps(nome_arquivo);

// Calculating the required powers of 2

BINARIO[O] = 1;
for (ct=1;ct<32;ct++) {
BINARIO[ct] = BINARIO[ct-1] * 2;

}

// Opening the file

if ( (pl=fopen (nome arquivo,"rb"))==NULL ) { // always use "rb" to open file
printf ("\nThe file cannot be opened!\n");
exit (1) ;

}

// Reading the file size:
tamanho = verify size();

// Processing the header archive with file size information.
header archive (tamanho, numbits, valuebits);

// Null byte control for a non-multiple size file of 64
control bytes null (tamanho);

control perm = 0; // Auxiliary variable to control byte exchange
for (ct=0;ct<tamanho;ct=ct+64) {
read block();

mixword () ;
permutation block(control perm);



control perm++;
if (control perm > 7){
control perm = 0;

}

}

mixword final();
finalizes();

fflush(pl);
fclose (pl);

void control bytes null (unsigned long long int tamanho_arquivo) {
register unsigned int ct;
register unsigned char quant bytes;
unsigned char read block;

for (ct=0;ct<64;ct++) {
BLOCK TMP([ct] = 0;
}

o

if (tamanho arquivo % 64 != 0){
quant bytes = (tamanho arquivo % 64);
tamanho = tamanho - quant bytes; // Recalculating file size

for (ct=0;ct<quant bytes;ct++) {
fread(&read block,sizeof (read block),1,pl);
BLOCK_TMP([ct]=T1[read block];

}

°

BLOCK TMP[63] = (64 - (tamanho arquivo % 64))

o°

64; // Number of null bytes considered

for (ct=0;ct<64;ct++) {
BLOCK[ct] = BLOCK[ct] ”~ BLOCK TMP[ct]; // XOR with data from previous BLOCK

}

// Doing the block processing (processing in 16 times)
for (ct=0;ct<16;ct++) {
mixword() ;

permutation binary 512();

FUNCTION TO CREATE THE INITIAL CONTROL BLOCK WITH INFORMATION ABOUT THE FILE SIZE



void header archive (unsigned long long int tamanho arquivo, unsigned char numbits, unsigned char valuebits) {
register unsigned int ct;
unsigned long long int potencia[8],resultado([8];
register unsigned int posic;

for (ct=0;ct<8;ct++) {
resultado[ct]=0;
}

// Powers to manage file size:

potencial0] = 1;
potencial[l] = 256;
potencial[2] = 65536;
potencial3] = 16777216;
potencial4] = 4294967296;
potencial5] = pow(256,5);

potencial6] = pow(256,6);
potencial7] = pow(256,7);

// File header management:

BLOCKI[0] = 255; // Fixed byte

BLOCK[1] = tamanho arquivo % 64; // File size in MOD 64 bytes

BLOCK[2] = numbits; // Amount of surplus bits (0 to 7)

BLOCK[3] = valuebits; // Byte (7 bits) representing the surplus bits (final bits are reset to the left)

// Area for file size (Maximum 27480 bytes)
for (ct=4;ct<56;ct++) {

BLOCK[ct] = 0;
}

// Turning the size into a grade 7 polymer (in a real implementation should take into account larger file sizes):
posic=7;
for(;;){
if (tamanho arquivo >= potencia[posic]) {;
resultado[posic]++;

tamanho arquivo = tamanho arquivo - potencia[posic];
} else {

--posic;
}
if (tamanho_arquivo==0) {

break;

}

// Placing the information in the block

posic=7;

for (ct=56;ct<64;ct++) {
BLOCK[ct]=resultado[posic];
--posic;

}

// Doing the processing of the header block (Switches in 16 times)



for (ct=0;ct<l6;ct++) {
mixword () ;
permutation binary 512();

2 R R EEE—————————
512-BIT BLOCK MIXING FUNCTION (main processing function)
___________________________________________________________________________________________________ */
void mixword() {
register unsigned char round=0, ct;
register unsigned int tmp;
register unsigned int p0O, pl, p2, p3;
for (round=0; round<16; round++) {
if (round % 4 == 0) {
p0 = (TRAN32B(BLOCK[0],BLOCK[16], BLOCK[4],BLOCK[21], BLOCK[8],BLOCK[26] , BLOCK[12],BLOCK[31]) + TRAN32Ml (BLOCK[32], BLOCK[38],
BLOCK[40],BLOCK[46]))" TRAN32M2 (BLOCK[48], BLOCK[55], BLOCK[58], BLOCK[61]);
pl = (TRAN32B(BLOCK[1],BLOCK[17], BLOCK[5],BLOCK[22], BLOCK[9],BLOCK[27] , BLOCK[13],BLOCK[28]) + TRAN32Ml (BLOCK[33], BLOCK[39],
BLOCK[41],BLOCK[47]))~ TRAN32M2 (BLOCK[49], BLOCK[52], BLOCK[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[2],BLOCK[18], BLOCK[6],BLOCK[23], BLOCK[10],BLOCK[24], BLOCK[14],BLOCK[29]) + TRAN32MI1 (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK[44]))"~ TRAN32M2 (BLOCK[50], BLOCK[53], BLOCKI[56], BLOCK[63]);
p3 = (TRAN32B(BLOCK[3],BLOCK[19], BLOCK[7],BLOCK[20], BLOCK[11],BLOCK[25], BLOCK[15],BLOCK[30]) + TRAN32Ml (BLOCK[35], BLOCK[37],
BLOCK[43],BLOCK[45]))” TRAN32M2 (BLOCK[51], BLOCK[54], BLOCK[57], BLOCK[60]);
} else if (round % 4 == 1) {
p0 = (TRAN32B(BLOCK[4],BLOCK[16], BLOCK[8],BLOCK[21], BLOCK[12],BLOCK[26] , BLOCK[O],BLOCK[31]) + TRAN32MIl (BLOCK[32], BLOCK[38],
BLOCK[40],BLOCK[46]))”~ TRAN32M2 (BLOCK[48], BLOCK[55], BLOCK[58], BLOCK[61]);
pl = (TRAN32B(BLOCK[5],BLOCK[17], BLOCK[9],BLOCK[22], BLOCK[13],BLOCK[27] , BLOCK[1],BLOCK[28])+ TRAN32M1 (BLOCK[33], BLOCK[39],
BLOCK[41],BLOCK[47])) ~ TRAN32M2 (BLOCK[49], BLOCK[52], BLOCK[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[6],BLOCK[18], BLOCK[10],BLOCK[23], BLOCK[14],BLOCK[24], BLOCK[2],BLOCK[29]) + TRAN32Ml (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK[44]))" TRAN32M2 (BLOCK[50], BLOCK[53], BLOCK[56], BLOCK[63]):;
p3 = (TRAN32B(BLOCK[7],BLOCK[19], BLOCK[11],BLOCK[20], BLOCK[15],BLOCK[25], BLOCK[3],BLOCK[30]) + TRAN32MI1 (BLOCK[35], BLOCK[37],
BLOCK[43],BLOCK[45]))" TRAN32M2 (BLOCK[51], BLOCK[54], BLOCK[57], BLOCK[60]);
} else if (round % 4 == 2) {
p0 = (TRAN32B(BLOCK[8],BLOCK[16], BLOCK[12],BLOCK[21] , BLOCK[O],BLOCK[26], BLOCK[4],BLOCK[31]) + TRAN32MI1 (BLOCK[32], BLOCK[38],
BLOCK[40],BLOCK[46]))"~ TRAN32M2 (BLOCK[48], BLOCK[55], BLOCKI[58], BLOCK[61]);
pl = (TRAN32B(BLOCK[9],BLOCK[17], BLOCK[13],BLOCK[22] , BLOCK[1],BLOCK[27], BLOCK[5],BLOCK[28])+ TRAN32MI1 (BLOCK[33], BLOCK[39],
BLOCK[41],BLOCK[47])) ~ TRAN32M2 (BLOCK[49], BLOCK[52], BLOCK[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[10],BLOCK[18], BLOCK[14],BLOCK[23], BLOCK[2],BLOCK[24], BLOCK[6],BLOCK[29]) + TRAN32Ml (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK[44]))"~ TRAN32M2 (BLOCK[50], BLOCK[53], BLOCK[56], BLOCK[63]);
p3 = (TRAN32B(BLOCK[11],BLOCK[19], BLOCK[15],BLOCK[20], BLOCK[3],BLOCK[25], BLOCK[7],BLOCK[30])+ TRAN32M1 (BLOCK[35], BLOCK[37],
BLOCK[43],BLOCK[45])) ~ TRAN32M2 (BLOCK[51], BLOCK[54], BLOCK[57], BLOCKI[601]):
} else if (round % 4 == 3) {
p0 = (TRAN32B(BLOCK[12],BLOCK[16] , BLOCK[0],BLOCK[21], BLOCK[4],BLOCK[26], BLOCK[8],BLOCK[31]) + TRAN32Ml (BLOCK[32], BLOCK[38],
BLOCK[40],BLOCK[46]))"~ TRAN32M2 (BLOCK[48], BLOCK[55], BLOCKI[58], BLOCK[61]);
pl = (TRAN32B(BLOCK[13],BLOCK[17] , BLOCK[1],BLOCK[22], BLOCK[5],BLOCK[27], BLOCK[9],BLOCK[28])+ TRAN32MI1 (BLOCK[33], BLOCKI[39],
BLOCK[41],BLOCK[47])) ~ TRAN32M2 (BLOCK[49], BLOCK[52], BLOCK[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[14],BLOCK[18], BLOCK[2],BLOCK[23], BLOCK[6],BLOCK[24], BLOCK[10],BLOCK[29])+TRAN32M1 (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK[44])) ~ TRAN32M2 (BLOCK[50], BLOCKI[53], BLOCK[56], BLOCK[63]);
BLOCK([37],

p3 = (TRAN32B(BLOCK[15],BLOCK[19], BLOCK[3],BLOCK[20], BLOCK[7],BLOCK[25], BLOCK[11],BLOCK[30])+ TRAN32MI1 (BLOCK[35],
BLOCK[43],BLOCK[45])) ~ TRAN32M2 (BLOCK[51], BLOCK[54], BLOCK[57], BLOCKI[60]);
}

’



// Modifying the Tl swap table
tmp = T1[ T2[ BLOCK[48]

T1[
T1[
T1[
T1[

T2[ BLOCK[48]
T2[ BLOCK[55]
T2[ BLOCK[58]
T2[ BLOCK[61]

T2[ BLOCK[50
T2[ BLOCK[53
T2[ BLOCK[56
T2[ BLOCK[63

]

]
]
]
]
]
]
]
]
]
]
]

]
]
]
]

]

]
]
]
]
]
]
]
]
]
]
]

]
]
]
]

1 1:

= T1[

T1[
T1[
T1[

7

T2 [
T2 [
T2 [
T2 [

// Modifying the T2 swap table
tmp = T2[ T1[ BLOCKI[32]

T2 [
T2 [
T2 [
T2 [

T1[ BLOCK[32]
T1[ BLOCKI[38

]
T1[ BLOCK[40]
T1[ BLOCK[46
T1[ BLOCK[33]
T1[ BLOCK[39
T1[ BLOCK[41]
T1[ BLOCK[47]

T1[ BLOCK[34
T1[ BLOCKI[36
T1[ BLOCK[42
T1[ BLOCK[44

T1[ BLOCK[35]
T1[ BLOCK[37]
T1[ BLOCK[43]
T1[ BLOCK[45]

]

]
]
]

]
]
]
]

]

]
]
]

]
]
]
]

Diffusion of words
A= (ROTL32(~pl,13)

+= (ROTL32 (p0, 14)
A= (ROTL32 (~p0, 9)
+= (ROTL32 (p0,17)

A= (ROTL32 (~pl,25)

+= (ROTL32 (p0,10)

~ ROTL32 (p2, 3)
~ ROTL32 (~p2,11
~ ROTL32 (pl,20)
~ ROTL32 (~pl,2)

1 1
T2 [
T2 [
T2 [
T2 [

T2 [
T2 [
T2 [
tmp;

T1[
T1[
T1[
T1[

BLOCK[55
BLOCK[58
BLOCK[61
BLOCKI[49

BLOCK[53]
BLOCK[56]
BLOCK[63]
BLOCK[51]

BLOCK[54] ] ]
BLOCKI[57] ] 1
BLOCK[60] ] ]

BLOCK[38
BLOCK[40
BLOCK[46
BLOCK[33

BLOCK[36
BLOCK[42
BLOCK[44
BLOCK[35

BLOCKI[37] ] ]
BLOCK[43] ] ]
BLOCK[45] ] ]

+ ROTL32 (~p3,27);

) + ROTL32(p3,26);
+ ROTL32 (~p3,28);
+ ROTL32 (p2,1):;

A ROTL32 (p2,7)) + ROTL32(~p3,18);
A ROTL32 (~p2,8)) + ROTL32 (p3,23);



p2 *= (ROTL32(~p0,15) ~ ROTL32(pl,31)) + ROTL32(~p3,29);
p3 += (ROTL32(p0,30) ~ ROTL32(~pl,16)) + ROTL32(p2,21);

p0 ~= (ROTL32 (~pl,19) ~ ROTL32(p2,24)) + ROTL32(~p3,12);
pl += (ROTL32(p0,22) ~ ROTL32(~p2,4)) + ROTL32(p3,6);
p2 ~= (ROTL32(~p0,5) ~ ROTL32(pl,8)) + ROTL32(~p3,13);
p3 += (ROTL32 (p0,14) ~ ROTL32(~pl,24)) + ROTL32(p2,20);

// Rotating the subblocks
rotate block2 (p0,pl,p2,p3);

void read block() {
unsigned char read block[64];
register unsigned char ct;

// Reading 64 bytes of the file
fread(&read block,sizeof (read block),1,pl);

// XOR with data from the previous block
// We eliminate the FOR to gain processing speed
BLOCK[ 0] "= Tl[read block[ 0]];
BLOCK[ 1] "= Tl[read block[ 1]];
BLOCK[ 2] "= Tl[read block[ 2]];
BLOCK[ 3] "= Tl[read block[ 31];
BLOCK[ 4] "= Tl[read block[ 4]];

BLOCK[ 5] "= Tl[read block[ 5]];
BLOCK[ 6] "= Tl[read block[ 6]];
BLOCK[ 7] "= Tl[read block[ 71];
BLOCK[ 8] "= Tl[read block[ 8]];
BLOCK[ 9] "= Tl[read block[ 9]];
BLOCK[10] 7~= Tl[read block[1l0

BLOCK[11] "= Tl[read block[1l1l
BLOCK[12] "= Tl[read block[1l2
BLOCK[13] "= Tl[read block[13
BLOCK[14] "= Tl[read block[14
BLOCK[15] "= Tl[read block[1l5

[16] l[read block[16
[17] 1[read _block[17
BLOCK[18] "= Tl[read block[18
[19] 1l[read block[19
[20] l[read block[20
BLOCK[21] "= Tl[read block[21
BLOCK[22] "= Tl[read block[22
BLOCK[23] "= Tl[read block[23
BLOCK[24] "= Tl[read block[24
BLOCK[25] "= Tl[read block[25
BLOCK[26] "= Tl[read block[26



BLOCK([27] "= Tl[read block[27]];
BLOCK[28] "= Tl[read block[28]];
BLOCK[29] "= Tl[read block[29]];
11
11

BLOCK[30] "= Tl[read block[30
BLOCK[31] "= Tl[read_block[31

’
’

BLOCK([32] "= Tl[read block[32]];
BLOCK[33] "= Tl[read block[33]];
BLOCK[34] "= Tl[read block[34]];
BLOCK[35] "= Tl[read block[35]];
BLOCK[36] "= Tl[read block[36]];
BLOCK[37] "= Tl[read_block[37] ;

BLOCK[38] "= Tl[read block[38]];
BLOCK[39] "= Tl[read block[39]
BLOCK[40] "= Tl[read block[40]
BLOCK[41] "= Tl[read block[4
BLOCK[42] "= Tl[read block[4
BLOCK[43] "= Tl[read block[43

1]
2]
]
BLOCK[44] "= Tl[read block[44]
1
1
1

BLOCK[45] 1[read_block[45
BLOCK[46] "= Tl[read block[46
BLOCK[47] l[read block[47

’
’

1
1
1
1
1
1
1
1
]
1
1
]
1
1
1
1

7

BLOCK[48] "= Tl[read block[4
BLOCK[49] "= Tl[read block[49
BLOCK[50] "= Tl[read block[5
BLOCK[51] "= Tl[read block[5
BLOCK[52] "= Tl[read block[52
BLOCK[53] "= Tl[read block[53
BLOCK[54] "= Tl[read block[5

’

’

’

’

’

’

’

BLOCK[55] "= Tl[read block[5 ;
BLOCK[56] "= Tl[read block[56

BLOCK[57] "= Tl[read block[57]];
BLOCK[58] "= Tl[read block[58]];
BLOCK[59] "= Tl[read block[59]];
BLOCK[60] 7~= Tl[read block[60]];

BLOCK[61] ~= T1[read block[61
BLOCK[62] "= Tl[read block[62
BLOCK[63] "= Tl[read block[63

’
’

8117
11:
011;
111:
11:
11:
411;
511:
11;
11;
11;
11;
11:
111;
11:
11:

’

void permutation block(register unsigned char tipo) {
register unsigned int ct;
unsigned int posic;

// Reordering the 64 bytes of block
posic=0;

switch (tipo) {
case 0:



for (ct=0;ct<256;ct++) {
if (T2[ct] < 64){

BLOCK TMP[posic] = BLOCK[T2[ct]];
posic++;
if (posic > 63){
break;

}
}

break;

case 1:
for (ct=0;ct<256;ct++) {
if (T2[ct] >= 64 & T2[ct] < 128){

BLOCK TMP[posic] = BLOCK[T2[ct]%64];
posic++;
if (posic > 63){
break;

}
}
}

break;

case 2:
for (ct=0;ct<256;ct++) {
if (T2[ct] >= 128 & T2[ct] < 192){

BLOCK TMP[posic] = BLOCK[T2[ct]%64];
posic++;
if (posic > 63){
break;

}
}

break;

case 3:
for (ct=0;ct<256;ct++) {
if (T2[ct] >= 192){

BLOCK TMP[posic] = BLOCK[T2[ct]%64];
posic++;
if (posic > 63){
break;

}
}
}

break;

case 4:
for (ct=0;ct<256;ct++) {
if (Tllct] < 64){
BLOCK TMP[posic] = BLOCK[T1l[ct]];
posic++;



if (posic > 63){
break;

}
}

break;

case 5:
for (ct=0;ct<256;ct++) {
if (Tl[ct] >= 64 & Tl[ct] < 128){

BLOCK TMP[posic] = BLOCK[T1l[ct]%64];
posict++;
if (posic > 63){
break;

}
}

break;

case 6:
for (ct=0;ct<256;ct++) {
if (Tllct] >= 128 & Tl[ct] < 192)¢{

BLOCK _TMP[posic] = BLOCK[T1[ct]%64];
posic++;
if (posic > 63){
break;

}
}

break;

case 7:
for (ct=0;ct<256;ct++) {
if (T1l[ct] >= 192){

BLOCK TMP[posic] = BLOCK[T1l[ct]%64];
posict++;
if (posic > 63){
break;

}
}
break;

}

// Forming the new block
// We eliminate FOR to gain speed

BLOCK[ 0] = BLOCK TMP[ 0];
BLOCK[ 1] = BLOCK TMP[ 1];
BLOCK[ 2] = BLOCK TMP[ 2];

BLOCK[ 3] BLOCK_TMP[ 3];
BLOCK[ 4] = BLOCK TMP[ 4];
BLOCK[ 5] BLOCK TMP[ 5];
BLOCK[ 6] BLOCK TMP[ 6];



BLOCK[ 7]
BLOCK[ 8]
BLOCK[ 9]
BLOCK[10]
BLOCK[11]
BLOCK[12]
BLOCKI[13

BLOCK[19]
BLOCK[20]
BLOCK[21]
BLOCK[22]
BLOCK[23]
BLOCK[24]
BLOCK[25]
BLOCK
BLOCK
BLOCK
BLOCK
BLOCK[30]
BLOCK[31]
BLOCK[32]
BLOCK[33]
BLOCK[34]
BLOCK[35]
BLOCK[36]
BLOCK[37

6]
27]
28]
29]

BLOCK [43]
BLOCK [44]
BLOCK [45]
BLOCK[46]
BLOCK[47]
BLOCK [48]
BLOCK [49]
BLOCK
BLOCK
BLOCK
BLOCK
BLOCK[54]
BLOCK[55]
BLOCK[56]
BLOCK[57]
BLOCK[58]
BLOCK[59]

[50]
[51]
[52]
[53]

BLOCK TMP[ 7];
BLOCK TMP[ 8];
BLOCK TMP[ 9];
BLOCK TMP[10];
BLOCK TMP[11];
BLOCK_TMP[lZ]

BLOCK_TMP
BLOCK TMP
BLOCK TMP
BLOCK_TMP
BLOCK_TMP
BLOCK TMP
BLOCK_TMP[19],
BLOCK TMP[20];
BLOCK TMP[21];
BLOCK TMP[22];
BLOCK TMP[23];
BLOCK TMP[24];
BLOCKiTMP[ZS]

BLOCK_TMP
BLOCK_TMP
BLOCK TMP
BLOCK TMP
BLOCK TMP[30];
BLOCK TMP[31];
BLOCK TMP[32];
BLOCK TMP[33];
BLOCK TMP[34];
BLOCK TMP[35];
BLOCK_TMP[36]

BLOCK_TMP
BLOCK TMP
BLOCK TMP
BLOCK_TMP
BLOCK_TMP
BLOCK TMP
BLOCK TMP[43];

BLOCK TMP[44];
BLOCK TMP[45];
BLOCK TMP[46];
BLOCK TMP([47];
BLOCK TMP[48];
BLOCKiTMP[49]

BLOCK_TMP
BLOCK_TMP
BLOCK TMP
BLOCK TMP
BLOCK TMP[54];
BLOCK TMP[55];
BLOCK TMP[56];
BLOCK TMP([57];
BLOCK TMP[58];
BLOCK TMP[59];

(1
[
[
[
[
[

’

[26];
(271
[281;
[291;

(3
[
[
[
[
[

’

(5017
[511;
[52];
[531;

’



BLOCK[60] = BLOCK TMP[60];

BLOCK[61] = BLOCK TMP[61];
BLOCK[62] = BLOCK TMP[62];
BLOCK[63] = BLOCK TMP[63];

ROTATES 512 BLOCK IN 128-BIT SUBBLOCKS (mixword FINAL)

void rotate block(unsigned int palavras[]) {
register unsigned int tmp;

// We eliminate FOR to gain speed

BLOCK[ 0] = BLOCKI[16];
BLOCK[ 1] = BLOCKI[17];
BLOCK[ 2] = BLOCKI[18];
BLOCK[ 3] = BLOCKI[19];
BLOCK[ 4] = BLOCK[20];
BLOCK[ 5] = BLOCKI[21];
BLOCK[ 6] = BLOCK[22];
BLOCK[ 7] = BLOCKI[23];
BLOCK[ 8] = BLOCKI[24];
BLOCK[ 9] = BLOCKI[25];
BLOCK[10] = BLOCKI[26];
BLOCK[11] = BLOCKI[27];
BLOCK[12] = BLOCK[28];
BLOCK[13] = BLOCK[29];
BLOCK[14] = BLOCK[30];
BLOCK[15] = BLOCK[31];
BLOCK[16] = BLOCK[32];
BLOCK[17] = BLOCK[33];
BLOCK[18] = BLOCK[34];
BLOCK[19] = BLOCK[35];
BLOCK[20] = BLOCK[36];
BLOCK[21] = BLOCKI[37];
BLOCK[22] = BLOCK[38];
BLOCK[23] = BLOCK[39];
BLOCK[24] = BLOCKI[40];
BLOCK[25] = BLOCKI[41];
BLOCK[26] = BLOCK[42];
BLOCK[27] = BLOCK[43];
BLOCK[28] = BLOCK[44];
BLOCK[29] = BLOCKI[45];
BLOCK[30] = BLOCK[46];
BLOCK[31] = BLOCKI[47];
BLOCK[32] = BLOCK[48];
BLOCK[33] = BLOCK[49];
BLOCK[34] = BLOCKI[50];
BLOCK[35] = BLOCK[51];
BLOCK[36] = BLOCK[52];

BLOCK[37] = BLOCK[53];



BLOCK[38] = BLOCK[54];
BLOCK[39] = BLOCKI[55];
BLOCK[40] = BLOCK[56];
BLOCK[41l] = BLOCKI[57];
BLOCK[42] = BLOCK[58];
BLOCK[43] = BLOCK[59];
BLOCK[44] = BLOCK[60];
BLOCK[45] = BLOCKI[61];
BLOCK[46] = BLOCKI[62];
BLOCK[47] = BLOCK[63];
tmp = palavras[0];
BLOCK[48] = T1[ (unsigned
BLOCK[49] = T1[ (unsigned
BLOCK[50] = T1[ (unsigned
BLOCK[51] = T1[ (unsigned
tmp = palavras|[l];
BLOCK[52] = T2[ (unsigned
BLOCK[53] [ (unsigned
BLOCK[54] = T2[ (unsigned
BLOCK[55] = [ (unsigned
tmp = palavras([2];
BLOCK[56] = T1[ (unsigned
BLOCK[57] = T1[ (unsigned
BLOCK[58] = T1[ (unsigned
BLOCK[59] = T1[ (unsigned
tmp = palavras[3]
BLOCK[60] = T2[ (unsigned
BLOCK[61] = T2[ (unsigned
BLOCK[62] = T2[ (unsigned
BLOCK[63] = T2[ (unsigned

void rotate block2(register unsigned int pO,

register unsigned int tmp;

(tmp >> 24)1;

(((tmp >> 16) & 255)
(((tmp >> 8) & 255)
((tmp & 255)+3)1;
((tmp >> 24)+4)1;
(((tmp >> 16) & 255)
(((tmp >> 8) & 255)
((tmp & 255)+7)1;
((tmp >> 24)+8)1;
(((tmp >> 16) & 255)
(((tmp >> 8) & 255)
((tmp & 255)+11)1;

((tmp >> 24)+12)1;
(((tmp >> 16) & 255)
(((tmp >> 8) & 255)
((tmp & 255)+15)1;

// We eliminate FOR to gain speed

BLOCK
BLOCK
BLOCK
BLOCK
BLOCK [
BLOCK [
BLOCK [
BLOCK[ 7] =
BLOCK[ 8] =
BLOCK[ 9] =

[ 0] =
[
[
[

g W N

1
]
] =
]
]
6]

BLOCK[20];

BLOCK[21];
BLOCK[22];
BLOCK[23];
BLOCK[24];
BLOCK[25];

+1)1;

+2)1;

+5)1;

+6)1;

+9)1;

+10) 1],

+13)1;

+14)1];

register unsigned int pl,

register unsigned int p2,

register unsigned int p3) {



BLOCK[10]
BLOCK[11]
BLOCK[12]
BLOCK[13]
BLOCK[14]
BLOCK[15]

BLOCK[21]
BLOCK[22]
BLOCK[23]
BLOCK[24]
BLOCK[25]
BLOCK[26]
BLOCK[27]
BLOCK[28
BLOCK
BLOCK
BLOCK

]
29]
30]
31]

BLOCK[32]
BLOCK[33]
BLOCK[34]
BLOCK[35]
BLOCK[36]
BLOCK[37]
BLOCK[38

BLOCK[44]
BLOCK[45]
BLOCK[46]
BLOCK[47]

BLOCK [48]
BLOCK [49]
BLOCK[50]
BLOCK[51]

BLOCK[52]
BLOCK[53]
BLOCK[54]
BLOCK[55]

BLOCK[56]
BLOCKI[57]

BLOCK[26];
BLOCK[27];
BLOCK[28];
BLOCK[29];
BLOCK([301];
BLOCK[31];

BLOCKI[37];
BLOCK[38];
BLOCK[39];
BLOCK[40];
BLOCK[41];
BLOCK[42];
BLOCK[43];
BLOCK[44
BLOCK
BLOCK
BLOCK

1:
17
].
]

7

45
46
47]1;

’

BLOCK[48];
BLOCK[49];
BLOCKI[50];
BLOCKI[51];
BLOCK[52];
BLOCK[53];
BLOCK[54

BLOCK[60];
BLOCK[61];
BLOCK[62];
BLOCK[63];

T1[ (unsigned

T1[ (unsigned
T1[ (unsigned
T1[ (unsigned

T2 [ (unsigned
T2 [ (unsigned
T2 [ (unsigned
T2 [ (unsigned

T1[ (unsigned
T1[ (unsigned

(pl >> 24)1;

(((pl >> 16) & 255)
(((pl >> 8) & 255)+
((pl & 255)+3)1;
((p2 >> 24)+4)1;
(((p2 >> 16) & 255)
(((p2 >> 8) & 255)+
((p2 & 255)+7)1;:
((p3 >> 24)+8)1;
(((p3 >> 16) & 255)

+1)1;
2)1;

+5)1;
6)1;

+9)1;



BLOCK[58] = T1[ (unsigned char) (((p3 >> 8) & 255)+10)1;

BLOCK[59] = T1[ (unsigned char) ((p3 & 255)+11)1;
BLOCK[60] = T2[ (unsigned char) ((p0 >> 24)+12)1];
BLOCK[61] = T2[ (unsigned char) (((p0 >> 16) & 255) +13)1];
BLOCK[62] = T2[ (unsigned char) (((p0 >> 8) & 255)+14)1;
BLOCK[63] = T2[ (unsigned char) ((p0 & 255)+15)1;

SAFETY ROUTINE TO SUPPLEMENT BLOCK EXCHANGE ON COMPLETION OF HASH ROUTINE

void finalizes /() {
register unsigned int tmpl, tmp2;
register unsigned int resultado;
register unsigned char ct, posicao;

posicao=0;

for (ct=0;ct<64;ct++) {

tmpl = (Tl[posicao] * 256) + T2[posicaol];
tmp2 = (T2[posicao+64] * 256) + Tl[posicao+64];
if (tmpl == 0){

tmpl = 65536;
}

if (tmp2 == 0){
tmp2 = 65536;
}

resultado = (tmpl * tmp2) % 65537;

BLOCK[ct]= BLOCK[ct] ” (resultado % 256);
posicao++;

unsigned long long int verify size() {
unsigned long long int tamanho;

// Posicionando o arquivo no seu inicio
fseek (pl, 0, SEEK SET);

// Lendo o tamanho do arquivo:
fseek (pl, 0, SEEK END);
tamanho = ftell (pl);

// Posicionando o arquivo no seu inicio



fseek (pl, 0, SEEK SET);

return (tamanho) ;

INITIALIZES THE MAP AND T2 VECTORS
This routine does with the initiation of the Pivot Maps tables
be 256! * 256! according to data from the file to be processed
void start maps(char nome arquivol[]) {

register unsigned long long int ct;

register unsigned char controle, posic, tmpl;

register unsigned int ct2;

register unsigned int acumula, tmp2;

unsigned char read block;

unsigned char read block2[256];

unsigned char troca, posicao;

unsigned int residuo;

// Opening the file

if( (pl=fopen(nome_arquivo,"r"))==NULL ) {
printf ("\nFile cannot be opened!\n");
exit (1) ;

}

// Reading the file size:
tamanho = verify size();

posic = 0;
acumula = 0;
controle = 0;

if (tamanho < 256) {
// Processing the byte to byte file
for (ct=0;ct<tamanho;ct++) {
fread(&read block,sizeof (read block),1,pl);

if (posic == 0){
troca = T2[read block];
tmpl = Tl[read block];

posicao = (troca + controle) % 256;
Tl[read block] = Tl[posicao];
T1[posicao]l=tmpl;
posic = 1;

} else {

troca = Tl[read block];

tmpl = T2[read block];

posicao = (troca + controle) % 256;
T2 [read block] = T2[posicao];

T2 [posicao]=tmpl;

posic = 0;



controle = (controle + 1) % 256;
acumula = (acumula + T1[T2[read block]]) % 65536;

}

} else {
// Processing the file reading more bytes to gain performance
if (tamanho % 256 == 0) {
residuo = 0;
} else {
residuo = tamanho % 256; // checks file size not multiplied by 256
}
tamanho = tamanho - residuo;

for (ct=0;ct<tamanho;ct=ct+256) {
fread(&read block2,sizeof (read block2),1,pl);

for (ct2=0;ct2<256;ct2++) {
if (posic == 0){
troca = T2[read block2[ct2]];
tmpl = Tl([read block2[ct2]];

posicao = (troca + controle) % 256;
Tl[read block2[ct2]] = Tl[posicao];
T1[posicao]=tmpl;
posic = 1;

} else {

troca = Tl[read block2[ct2]];
tmpl = T2[read block2[ct2]];

posicao = (troca + controle) % 256;
T2 [read block2[ct2]] = T2[posicao];

T2 [posicao]l=tmpl;
posic = 0;

o

controle = (controle + 1) % 256;
acumula = (acumula + T1[T2[read block2[ct2]]]) % 65536;

}

// Processing the rest of the file:
if (residuo > 0){
// Processing the byte to byte file
for (ct=0;ct<residuo;ct++) {
fread(&read block,sizeof (read block),1,pl);

if (posic == 0){
troca = T2[read block];
tmpl = Tl[read block];
posicao = (troca + controle) % 256;
Tl[read block] = Tl[posicao];
Tl [posicao]=tmpl;



posic 1;
} else {
troca = Tl[read block];
tmpl = T2[read block];
posicao = (troca + controle) % 256;
T2 [read block] = T2[posicao];
T2 [posicao]l=tmpl;
posic = 0;

controle = (controle + 1) % 256;
acumula = (acumula + T1[T2[read block]]) % 65536;
}
}
}
tmpl = (unsigned int) acumula / 256;

tmp2 = acumula % 256;

// Operation Sum
for (ct=0;ct<256;ct++) {

Tl[ct] = (Tl[ct] + tmpl) % 256;
T2[ct] = (T2[ct] + tmp2) % 256;
}
fflush (pl);
fclose (pl);

void mixword final () {
register unsigned int round = 0, ct, tmp, limite = O;
unsigned int palavras[4];
unsigned char indicel, indice2;
register unsigned char control perm=0;
unsigned int* wpalavra = malloc(sizeof (unsigned int) * 4); // pointer to exchange the words
register unsigned int p0, pl, p2, pP3;

// Calculates how many laps will be executed:
for (ct=0;ct<64;ct++) {

limite = limite ~ T1[BLOCK[ct]];

limite = limite + T2[BLOCK[ct]];

limite = (limite + ( (T1[BLOCK[ct]]+1) * (T2[BLOCK[ct]]+1l) )) % 8191;
}

limite = 8192 + limite;
for (round=1; round<=limite; round++) {

if (round % 4 == 0) {



pO0 = (TRAN32B(BLOCK[O0],BLOCK[16], BLOCK[4],BLOCK[21], BLOCK[8],BLOCK[26] , BLOCK[12],BLOCK[31]) + TRAN32MIl (BLOCK[32], BLOCK[38],

BLOCK[40],BLOCK[46])) ~ TRAN32M2 (BLOCK[48], BLOCK[55], BLOCK[58], BLOCKI[61]);
pl = (TRAN32B(BLOCK[1],BLOCK[17], BLOCK[5],BLOCK[22], BLOCK[9],BLOCK[27] , BLOCK[13],BLOCK[28]) + TRAN32M1 (BLOCK[33], BLOCK[39],
BLOCK[41],BLOCK[47])) ~TRAN32M2 (BLOCK[49], BLOCK[52], BLOCK[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[2],BLOCK[18], BLOCK[6],BLOCK[23], BLOCK[10],BLOCK[24], BLOCK[14],BLOCK[29]) + TRAN32Ml (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK[44])) ~ TRAN32M2 (BLOCK[50], BLOCK[53], BLOCK[56], BLOCK[63]);
p3 = (TRAN32B(BLOCK[3],BLOCK[19], BLOCK[7],BLOCK[20], BLOCK[11],BLOCK[25], BLOCK[15],BLOCK[30]) + TRAN32Ml (BLOCK[35], BLOCK[37],
BLOCK[43],BLOCK[45])) ~ TRAN32M2 (BLOCK[51], BLOCK[54], BLOCK[57], BLOCKI[60]);
} else if (round % 4 == 1) {
p0 = (TRAN32B(BLOCK[4],BLOCK[16], BLOCK[8],BLOCK[21], BLOCK[12],BLOCK[26] , BLOCK[O],BLOCK[31]) + TRAN32Ml (BLOCK[32], BLOCK[38],
BLOCK[40],BLOCK[46]))” TRAN32M2 (BLOCK[48], BLOCK[55], BLOCK[58], BLOCK[61]);
pl = (TRAN32B(BLOCK[5],BLOCK[17], BLOCK[9],BLOCK[22], BLOCK[13],BLOCK[27] , BLOCK[1l],BLOCK[28])+ TRAN32MI1 (BLOCK[33], BLOCKI[39],
BLOCK[41],BLOCK[47])) ~TRAN32M2 (BLOCK[49], BLOCK[52], BLOCKI[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[6],BLOCK[18], BLOCK[10],BLOCK[23], BLOCK[14],BLOCK[24], BLOCK[2],BLOCK[29]) + TRAN32M1 (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK[44]))” TRAN32M2 (BLOCK[50], BLOCK[53], BLOCK[56], BLOCK[63]);
p3 = (TRAN32B(BLOCK[7],BLOCK[19], BLOCK[11],BLOCK[20], BLOCK[15],BLOCK[25], BLOCK[3],BLOCK[30]) + TRAN32Ml (BLOCK[35], BLOCK[37],
BLOCK[43],BLOCK[45]))” TRAN32M2 (BLOCK[51], BLOCK[54], BLOCK[57], BLOCKI[60]):;
} else if (round % 4 == 2) {
p0 = (TRAN32B(BLOCK[8],BLOCK[16], BLOCK[12],BLOCK[21] , BLOCK[O],BLOCK[26], BLOCK[4],BLOCK[31]) + TRAN32MI1 (BLOCK[32], BLOCK[38],
BLOCK[40],BLOCK[46]))” TRAN32M2 (BLOCK[48], BLOCK[55], BLOCK[58], BLOCK[61]);
pl = (TRAN32B(BLOCK[9],BLOCK[17], BLOCK[13],BLOCK[22] , BLOCK[1],BLOCK[27], BLOCK[5],BLOCK[28])+ TRAN32MI1 (BLOCK[33], BLOCKI[39],
BLOCK[41],BLOCK[47])) ~TRAN32M2 (BLOCK[49], BLOCK[52], BLOCKI[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[10],BLOCK[18], BLOCK[14],BLOCK[23], BLOCK[2],BLOCK[24], BLOCK[6],BLOCK[29]) + TRAN32MI1 (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK([44]))~ TRAN32M2 (BLOCK[50], BLOCK[53], BLOCK[56], BLOCK[63]);
p3 = (TRAN32B(BLOCK[11],BLOCK[19], BLOCK[15],BLOCK[20], BLOCK[3],BLOCK[25], BLOCK[7],BLOCK[30])+ TRAN32MI1 (BLOCK[35], BLOCK[37],
BLOCK[43],BLOCK[45])) "~ TRAN32M2 (BLOCK[51], BLOCK[54], BLOCKI[57], BLOCK[60]);
} else if (round % 4 == 3) {
p0 = (TRAN32B(BLOCK[12],BLOCK[16] , BLOCK[0],BLOCK[21], BLOCK[4],BLOCK[26], BLOCK[8],BLOCK[31]) + TRAN32MIl (BLOCK[32], BLOCK[38],
BLOCK[40],BLOCK[46]))”~ TRAN32M2 (BLOCK[48], BLOCK[55], BLOCK[58], BLOCK[61]);
pl = (TRAN32B(BLOCK[13],BLOCK[17] , BLOCK[1],BLOCK[22], BLOCK[5],BLOCK[27], BLOCK[9],BLOCK[28])+ TRAN32Ml (BLOCK[33], BLOCK[39],
BLOCK[41],BLOCK[47])) ~TRAN32M2 (BLOCK[49], BLOCK[52], BLOCK[59], BLOCK[62]);
p2 = (TRAN32B(BLOCK[14],BLOCK[18], BLOCK[2],BLOCK[23], BLOCK[6],BLOCK[24], BLOCK[10],BLOCK[29])+TRAN32M1 (BLOCK[34], BLOCK[36],
BLOCK[42],BLOCK[44]))"~ TRAN32M2 (BLOCK[50], BLOCK[53], BLOCKI[56], BLOCK[63]);
p3 = (TRAN32B(BLOCK[15],BLOCK[19], BLOCK[3],BLOCK[20], BLOCK[7],BLOCK[25], BLOCK[11],BLOCK[30])+ TRAN32MI1 (BLOCK[35], BLOCKI[37],
) 7

BLOCK[43],BLOCK[45]))" TRAN32M2 (BLOCK[51], BLOCK[54], BLOCK[57], BLOCK[60]
}

// Modifying the Tl exchange table
tmp = T1[ T2[ BLOCKI[48] ] 1;

T1[ T2[ BLOCKI[48]
T1[ T2[ BLOCK[55]
T1[ T2[ BLOCKI[58]
T1[ T2[ BLOCKI[61]

= T1[ T2[ BLOCK[55]
T1[ T2[ BLOCK[58]
= T1[ T2[ BLOCK[61]
= T1[ T2[ BLOCK[49]

T1[ T2[ BLOCK[49] ] ] = T1[ T2[ BLOCKI[52] ] I;

T1[ T2[ BLOCK[52] ] ] = T1[ T2[ BLOCKI[59] 1 1;

T1[ T2[ BLOCKI[59] ] ] = T1[ T2[ BLOCK[62] ] 1;
11 11

T1[ T2[ BLOCKI[62] = T1[ T2[ BLOCKI[50]

T1[ T2[ BLOCKI[50] ] 1 = T1[ T2[ BLOCKI[53] ]
T1[ T2[ BLOCK[53] ] ] = T1[ T2[ BLOCK[56] ]
T1[ T2[ BLOCK[56] ] ] = T1[ T2[ BLOCK[63] ]



T1[ T2[ BLOCK[63] ] ] = T1[ T2[ BLOCK[51]

T1[ T2[ BLOCKI[51]
T1[ T2[ BLOCK[54]
T1[ T2[ BLOCK[57]
T1[ T2[ BLOCKI[60]

= T1[ T2[ BLOCK[54]
= T1[ T2[ BLOCK[57]
= T1[ T2[ BLOCK[60]
= tmp;

// Modifying the T2 exchange table
tmp = T2[ T1[ BLOCK[32] ] 1;

T2[ T1[ BLOCK[32] ] ] = T2[ T1[ BLOCK[38]

T2[ T1[ BLOCKI[38] ] ] = T2[ T1[ BLOCK[40]

T2[ T1[ BLOCK[40] ] ] = T2[ T1[ BLOCKI[46]
11

T2[ T1[ BLOCKI[46] = T2[ T1[ BLOCK[33]
T2[ T1[ BLOCK[33]
T2[ T1[ BLOCK[39]
T2[ T1[ BLOCK[41]
T2[ T1[ BLOCKI[47]

= T2[ T1[ BLOCK[39]
BLOCK[41]
= T2[ T1[ BLOCK[47]
= T2[ T1[ BLOCK[34]

Il
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N
|
[

T2[ T1[ BLOCK[34] ] ] = T2[ T1[ BLOCK[36]
T2[ T1[ BLOCK[36] ] ] = T2[ T1[ BLOCK[42]
T2[ T1[ BLOCK[42] ] ] = T2[ T1[ BLOCK[44]
T2[ T1[ BLOCK[44] ] ] = T2[ T1[ BLOCK[35]

T2[ T1[ BLOCKI[35]
T2[ T1[ BLOCKI[37]
T2[ T1[ BLOCK[43]
T2[ T1[ BLOCK[45]

= T2[ T1[ BLOCK[37]
= BLOCK[43]
= T2[ T1[ BLOCK[45]

|
-3
N
3
=

// Rotating the Maps
indicel = T2[round % 256];
for(ct=0;ct<256;ct++) {

Tl[ct] = (Tl[ct] + indicel); // % 256;
}

indice2 = T1[ (round+128) % 256];
for (ct=0;ct<256;ct++) {

T2[ct] = (T2[ct] + indice2); // % 256;
}

// Diffusion of the words in 4 rounds
for (ct=0;ct<4;ct++){
p0 ~= (ROTL32(~pl,13) * ROTL32 (p2,3)
pl += (ROTL32(p0,14) ~ ROTL32 (~p2,11
p2 *= (ROTL32(~p0,9) ”~ ROTL32(pl,20)
p3 += (ROTL32(p0,17) ~ ROTL32(~pl,2)

)

p0 ~= (ROTL32 (~pl,25) ~ ROTL32(p2,7))
pl += (ROTL32(p0,10) ~ ROTL32(~p2,8))
p2 “= (ROTL32(~p0,15) *~ ROTL32 (pl,31))
p3 += (ROTL32 (p0,30) ~ ROTL32 (~pl,16))

+ ROTL32 (~p3,27);

+ ROTL32 (p3,26) ;
+ ROTL32 (~p3,28);
+ ROTL32 (p2,1);

+ ROTL32 (~p3,18);
+ ROTL32 (p3,23);

+ ROTL32 (~p3,29);
+ ROTL32 (p2,21);



p0 ~= (ROTL32 (~pl,19) ~ ROTL32(p2,24)) + ROTL32(~p3,12);
pl += (ROTL32 (p0,22) ~ ROTL32(~p2,4)) + ROTL32(p3,6);
p2 ~= (ROTL32(~p0,5) ~ ROTL32(pl,8)) + ROTL32(~p3,13);
p3 += (ROTL32 (p0,14) ~ ROTL32(~pl,24)) + ROTL32(p2,20);

// In this part apply all the permutations resulting from the combinations of the prime numbers up to 31 (are 7920 combinations)
tmp = (p0 % 7920);

p0 = ~(ROTL32 (p0, PERMUTACAO [tmp] [0])) ;
pl = ROTL32 (pl, PERMUTACAO [tmp] [1]) ;
p2 = ~(ROTL32 (p2, PERMUTACAO [tmp] [2])) ;
p3 = ROTL32 (p3, PERMUTACAO [tmp] [3]) ;
tmp = pO0;
p0 = pl;
pl = p2;
p2 = p3;
p3 = tmp;

}

palavras[0] = p0;

palavras[l] = pl;

palavras[2] = p2;

palavras[3] = p3;

// Do the binary permutation in sub-block 1
permutation binary 128 (palavras,wpalavra);

palavras[0] = *(wpalavra + 0);
palavras[l] = *(wpalavra + 1);
palavras[2] = *(wpalavra + 2);
palavras[3] = *(wpalavra + 3);

// Rotating the sub-blocks
rotate_block(palavras) ;

// Every 16 laps makes the permutation of 64 bytes
if (round % 16 == 0) {

permutation block(control perm);

++control perm;

if (control perm>7) {

control perm = 0;

}

}

// Every 64 turns makes the binary permutation in 512 bits

if (round % 64 == 0){
permutation binary 512();

}

free (wpalavra) ;



___________________________________________________________________________________________________ */
void permutation binary 512() {

unsigned char vetor[512],vetor2[512];

register unsigned int ct, posicao = 0, marcador, posicao_final;

register unsigned int contador, contador block;
unsigned int palavras[4];

register unsigned int tmp, tmpl, tmp2 ;
register int controle;

register unsigned char tl, t2, t3, t4;

for (ct=0;ct<512;ct++) {
vetor[ct]=0;

}

// Calculating the end position of the block
posicao_final = 0;
for (ct=0;ct<64;ct++) {

posicao_final = posicao_final + BLOCK[ct];
}

posicao_final = posicao final % 2; // This variable will change the position of the bits after the permutation

// Transforming the block for binary notation
posicao =0;

marcador = 0;

for (contador=0;contador<4;contador++) {

palavras[0] = TRAN32 (BLOCK[marcador], BLOCK[4+marcador], BLOCK[8+marcador], BLOCK[l2+marcador]);
palavras[1l] = TRAN32 (BLOCK[l+marcador],BLOCK[5+marcador], BLOCK[9+marcador], BLOCK[l3+marcador]);
palavras[2] = TRAN32 (BLOCK[2+marcador],BLOCK[6+marcador], BLOCK[lO+marcador], BLOCK[l4+marcador]);
palavras[3] = TRAN32 (BLOCK[3+marcador],BLOCK[7+marcador], BLOCK[ll+marcador], BLOCK[l5+marcador]);
// Converting the words to binary
for(ct=0;ct<4;ct++) {
for (controle=31;controle>=0;controle--) {
if (palavras[ct] >= BINARIO[controle]) {
vetor[posicao] = 1;
palavras|[ct] = palavras[ct] - BINARIO[controle];
}
++posicao;

}

marcador = marcador + 16;

// Reordering the 512 bits

// Part 1:

posicao=0;

for (ct=0;ct<256;ct++) {
vetor2[posicao] = vetor[Tl[ct]];



++posicao;

}

// Part 2:

posicao=256;

for (ct=0;ct<256;ct++) {
vetor2[posicao] = vetor[T2[ct]+256];
++posicao;

}

// Position Inversion Routine
posicao = 256;

if (posicao_final == 0) {
for (ct=0;ct<512;ct++) {
vetor[ct] = vetor2ct];
}
} else {
for (ct=0;ct<512;ct++) {
vetor[ct] = vetor2[posicao];
++posicao;
if (posicao > 511){
posicao = 0;

}

// Converting the 512 bits already exchanged into 8-bit elements in the 64 bytes of the block
posicao = 0;
contador block = 0;

for (contador=0; contador<4;contador++) {
for (ct=0;ct<4;ct++) {
marcador = 31;
palavras[ct] = 0;

for (controle=0+posicao;controle<32+posicao;controle++) {
palavras|[ct] = palavras|[ct] + (vetor[controle] * BINARIO[marcador]);
--marcador;

}

posicao = posicao + 32;

}

// Placing the result in the vector block
for(ct=0;ct<4;ct++) {

tmp = palavras|[ct];

tl = tmp >> 24;

t2 = (tmp >> 16) & 255;
t3 = (tmp >> 8) & 255;
t4d = tmp & 255;

BLOCK[contador block] = tl;
BLOCK[contador block+1l] = t2;



BLOCK[contador block+2] £3;
BLOCK[contador block+3] = t4;

contador_block = contador block + 4;

unsigned int* permutation binary 128 (unsigned int palavras[], unsigned int* wpalavra ) {
unsigned char vetor([128],vetor2[128];
register unsigned int ct, posicao = 0, marcador;
register int controle;

for (ct=0;ct<128;ct++) {
vetor[ct]=0;

}

// Converting the words to binary
for (ct=0;ct<4;ct++) {

for (controle=31;controle>=0;controle--) {
if (palavras[ct] >= BINARIO[controle]) {
vetor[posicao] = 1;
palavras[ct] = palavras[ct] - BINARIO[controle];
}
++posicao;

}

// Reordering the 128 bits
posicao=0;
for (ct=0;ct<256;ct++) {
if (Tllct] <= 127){
vetor2[posicao] = vetor[Tl[ct]];
++posicao;

}

// Converting the bits to 32-bit words
posicao = 0;
for (ct=0;ct<4;ct++) {

marcador = 31;

for (controle=0+posicao;controle<32+posicao;controle++) {
palavras|[ct] = palavras[ct] + (vetor2[controle] * BINARIO[marcador]):;
—--marcador;

}

posicao = posicao + 32;

}

*(wpalavra + 0) = palavras[0];



*(wpalavra + 1) = palavras([l];
*(wpalavra + 2) = palavras([2];
*(wpalavra + 3) = palavras([3];

FUNCTION TO CALCULATE ALL POSSIBLE COMBINATIONS OF PRIME NUMBERS UP TO 31 OUT OF 4,
TOTALING 7920 COMBINATIONS!!!
void calculate permutations() {

unsigned char vetor([l1l] = {2,3,5,7,11,13,17,19,23,29,31};

unsigned char ordem([4], guardal4], pl4]:

register unsigned char ct, erro, ct2, tmp;

register unsigned int contador = 0;

p[0] = 0;

p[l] = 0;

pl2] = 0;

pl3] = 0;

for(;;i){

for (ct=0;ct<4;ct++) {

ordem([ct] = vetor[plct]l];
guarda[ct] = vetor[p[ct]];

}

// Sort the vector to see repeated elements
ct2 = 0;
for (;;){
if (ordem[ct2] > ordem[ct2+1]) {
tmp = ordem[ct2];

[
ordem([ct2] = ordem[ct2+1];
ordem[ct2+1] = tmp;
ct2 = 0;
} else {
++ct2;

}

if (ct2 > 2){
break;

}

erro = 0;
for (ct=0;ct<3;ct++) {
if (ordem[ct] >= ordem[ct+1]) {
erro = 1;
break;

}

// Saving the valid permutations:
if (erro == 0){



for (ct=0;ct<4;ct++) {
PERMUTACAO [contador] [ct] = guardalct];
}

++contador;
}

++p[0];

if (pl0] > 10){
pl0] =0 ;
+t+p[1];

}

if (pll] > 10){
pll]l =0 ;
++p(2];

}

if (p[2] > 10){
pl2] =0 ;
++p[3];

}

if (pl[3] > 10){
break;

T1[ 0] = 204;
T1[ 1] = 193;
T1[ 2] = 96;
T1[ 3] = 10;
T1[ 4] = 100;
T1[ 5] = 208;
T1[ 6] = 104;
T1[ 7] = 212;
T1[ 8] = 109;
T1[ 9] = 52;
T1[ 10] =  70;
T1[ 11] = 95;
T1[ 12] = 108;
T1[ 13] = 99;
T1[ 14] = 103;
T1[ 15] = 11;
T1[ 16] = 107;
T1[ 17] = 98;
T1l[ 18] = 102;

T1[ 19] = 106;



118;

22;
122;
111;
130;

154;
162;
166;
115;
186;
198;
119;
238;
250;
123;

30;
127;
216;
131;

61;
135;

14;
139;
143;
147;
151;
112;
220;

54;
155;

57;
159;

60;
163;
167;

63;

17;
171;

69;
205;
175;

179;

75;
183;
187;
116;
191;

97;
165;

195;



T1[ 98]
T1[ 99]
T1[100]
T1[101]
T1[102]

T1[109]
T1[110]
T1[111]
T1[112]
T1[113]
T1[114]
T1[115]

T1[120]
T1[121]
T1[122]
T1[123]
T1[124]
T1[125]

20;

90;
199;

88;
203;
207;
211;
133;
215;
225;
224;

43;
219;

79;
223;
120;
227;

23;
231;
235;
153;
185;
239;

243;
247;
251;
228;
26;
255;
124;
29;
232;
128;
121;
141;
32;
13;
114;
217;
12;
34;
142;
18;
190;
132;
33;
236;
48;
35;
240;
249;
136;



T1[126]
T1[127]
T1[128]
T1[129]
T1[130]
T1[131]
T1[132
T1[133
T1[134
T1[135
T1[136
T1[137
T1[138]
T1[139]
T1[140]
T1[141]
T1[142]
T1[143]
T1[144]
T1[145
T1[146
T1[147
T1[148
T1[149]
T1[150]
T1[151]
T1[152]
T1[153]
T1[154]
T1[155]

]
]
1
1
]
1

]
]
1
1

T1[162]
T1[163]
T1[164]
T1[165]
T1[166]
T1[167]
T1[168]
T1[169
T1[170
T1[171
T1[172
T1[173]
T1[174]
T1[175]
T1[176]
T1[177]
T1[178]

]
]
1
1

38;
72;
84;
244;
237;
25;
41;
177;
4;
248;
140;
44;
64;
73;
144;
47;
252;
148;
101;
50;
197;
46;
152;
53;
113;
145;
82;
91;
156;
56;
16;
55;
160;
157;
37;
59;
221;
164;

62;
169;
209;

65;
168;
229;

68;

28;
172;

9;
110;
189;
241;
134;



T1[179]
T1[180]
T1[181]
T1[182]
T1[183]
T1[184]
T1[185
T1[186
T1[187
T1[188
T1[189
T1[190
T1[191]
T1[192]
T1[193]
T1[194]
T1[195]
T1[196]
T1[197]
T1[198
T1[199
T1[200
T1[201
T1[202]
T1[203]
T1[204]
T1[205]
T1[206]
T1[207]
T1[208]

]
]
1
1
]
1

]
]
1
1

T1[215]
T1[216]
T1[217]
T1[218]
T1[219]
T1[220]
T1[221]

T1[226]
T1[227]
T1[228]
T1[229]
T1[230]
T1[231]

158;
170;
178;
182;
194;

21;
202;
206;
218;
226;
234;
242;
254;

27;

71;
253;
176;

67;

76;

74;
125;
180;

87;

49;

T7;

93;
184;
137;

19;

85;

80;
181;

83;
188;
105;
149;

58;

86;
192;
213;

40;
126;
138;
146;
150;

15;
174;

94;
210;
214;
222;



T1[232]
T1[233]
T1[234]
T1[235]
T1[236]
T1[237]
T1[238]
T1[239]
T1[240]
T1[241]
T1[242]
T1[243]
T1[244]
T1[245]
T1[246]
T1[247]
T1[248]
T1[249]
T1[250]

230;
24;
246;
117;
3;
201;
233;
245;
31;
196;
36;
89;
39;
42;
45;
51;
66;
129;
161;
92;
78;
81;
200;
173;

240;

49;
145;
148;

52;
244;
152;
193;

56;
248;

41;
229;
241;
156;
137;
157;
165;
252;

60;

14;
50;
66;
21;
74;
77;
114;
118;



160;
222;
226;
234;
242;
250;

97;
109;

64;
164;

69;
149;
185;
213;

68;
168;
129;

72;
7;
172;
11;
15;
19;
23;
177;
27;
31;
35;
39;
43;
47;
176;
51;
55;
76;
59;
141;
63;
67;
71;

10;
18;
26;
46;
75;
80;
62;
33;
79;
89;



T2[ 95]
T2[ 96]
T2[ 97]
T2[ 98]
T2[ 99]
100
101
102
103
T2[104]
T2[105]
T2[106]
T2[107]
T2[108]
T2[109]
T2[110]

T2 [ ]
T2 [ ]
T2 [ ]
T2 [ ]

T2[117]
T2[118]
T2[119]
T2[120]
T2[121]
T2[122]
T2[123]

T2[128]
T2[129]
T2[130]
T2[131]
T2[132]
T2[133]

121;
106;
83;
110;
126;
130;
142;
146;
87;
170;
174;
182;
186;
190;
194;
91;
206;
210;
214;
218;
95;
254;
99;
103;
180;
107;
111;
115;
84;
119;
61;
123;
127;
131;
135;
139;
1;
205;
143;
147;
151;
155;
184;
53;
88;
159;
101;
169;
163;
167;
171;
175;
81;



T2[134]
T2[135]
T2[136]
T2[137]
T2[138]
T2[139]
140
141
142
143
144
145
T2[146]
T2[147]
T2[148]
T2[149]
T2[150]
T2[151]
T2[152]
153
154
155
156
T2[157]
T2[158]
T2[159]
T2[160]
T2[161]
T2[162]
T2[163]

T2[140]
T2[141]
T2[142]
T2([143]
T2([144]
T2[145]

T2 [ ]
T2 [ ]
T2 [ ]
T2 [ ]

T2[170]
T2[171]
T2[172]
T2[173]
T2[174]
T2[175]
T2[176]

T2[181]
T2[182]
T2[183]
T2[184]
T2[185]
T2[186]

179;
233;
183;
187;
191;
188;
195;
199;
203;

92;
207;
211;
215;
197;
253;
219;
223;
227;

25;
231;
192;
235;
239;
243;
247;

96;
251;
245;
255;
196;

161;
100;

104;

45;
189;
200;

73;
113;
217;

37;
108;
225;

13;
133;
181;
209;
204;
112;
208;

12;



T2[187]
T2[188]
T2[189]
T2[190]
T2[191]
T2[192]
193
194
195
196
197
198
T2[199]
T2[200]
T2[201]
T2[202]
T2[203]
T2[204]
T2[205]
206
207
208
209
T2[210]
T2[211]
T2[212]
T2[213]
T2[214]
T2[215]
T2[216]

T2[193]
T2[194]
T2[195]
T2[196]
T2([197]
T2[198]

T2 [ ]
T2 [ ]
T2 [ ]
T2 [ ]

T2[223]
T2[224]
T2[225]
T2[226]
T2[227]
T2[228]
T2[229]

T2[234]
T2[235]
T2[236]
T2[237]
T2[238]
T2[239]

93;
16;
116;
212;
20;
173;
120;
30;
34;
42;
85;
82;
153;
237;
98;
102;
134;
138;
150;
24;
158;
162;
166;
178;
202;
238;
216;
124;
28;
5;
220;
125;
105;
32;
128;
224;
57;
132;
36;
65;
17;
40;
228;
136;
29;
201;
22;
38;
140;
54;
58;
70;
78;



T2[240]
T2[241]
T2[242]
T2[243]
T2[244]
T2[245]
246
247
248
249
250
251
T2[252]
T2[253]
T2[254]
T2[255]

T2 [ ]
T2 [ ]
T2 [ ]
T2 [ ]
T2 [ ]
T2 [ ]

86;
90;
94;
232;
122;
154;
198;
230;
246;
44 ;
236;
117;
144;
221;
249;
48;



