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Abstract. In this paper, we present all 4-bit S-boxes which are able to
support BOGI logic. We exhaustively show that only 2,413 PXE classes
of 4-bit S-box are BOGI-applicable among the 142,090,700 PXE classes.
We evaluate the whole BOGI-applicable S-boxes in terms of the secu-
rity and implementation costs. The security evaluation includes security
strength of the S-boxes themselves, and how they affect the resistance of
GIFT-64 against differential and linear cryptanalysis(DC and LC). The
security evaluation shows that all the BOGI-applicable S-boxes fulfill the
security criteria of GIFT designers as long as they have the differential
uniformity and linearity as 6 and 8, respectively. It will also be shown
that the security of GIFT-64 against DC and L.C can be improved only by
changing the S-box. Moreover, we evaluate the implementation costs of
the BOGI-applicable S-boxes by finding their optimal implementation.
The results show that GIFT S-box is well-chosen considering existence of
fixed-points, and suggest a set of S-boxes providing the same implemen-
tation cost as GIFT S-box. Finally, we suggest a set of potentially better
S-boxes for GIFT-64 based on our investigations.
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1 Introduction

Bit-permutation is one of the popular choices for the lightweight diffusion layer.
Among the various bit-permutation based block ciphers, GIFT presented in [6]
outperforms other bit-permutation based block ciphers and is widely used as a
building block of various candidates of NIST lightweight crypto standardization
process round-2[3, 25, 5,4, 26]. The main novelty of GIFT is BOGI(Bad Output
must go Good Input) logic. The logic prevents differential and linear trails with
only one active S-box in each round by revealing 1 - 1 bit DDT(Differential
Distribution Table) and LAT(Linear Approximation Table). This makes GIFT
more resistant against differential and linear cryptanalysis despite of the less
number of rounds than PRESENT. However, not every S-box can interplay with



BOGI logic as the BOGi-applicable S-boxes have to satisfy special conditions
on both of 1 - 1 bit DDT and LAT. Especially, for 4-bit S-boxes, it was already
shown that “Optimal S-boxes” in [23] cannot adopt BOGI logic. This shows
that previous related works[29, 10] concentrating the optimal S-boxes might not
support BOGI logic.

As the main non-linear component of modern SPN ciphers, S-box has been
analysed with various aspects. The aspects are mainly related to the security
and performance such as showing the set of optimal S-boxes with several secu-
rity requirements[19, 23, 12] or implementation cost[28], and finding the optimal
implementation of a given S-box[24,17,7]. Those studies well success especially
in 4-bit S-boxes and present optimal S-boxes satisfying each aspect. Introduc-
ing equivalent relations to showing exhaustively the best of 4-bit S-boxes is the
common way since the relations make the exhaustive way more practical. The
well-known relations to group 16!(=~ 2%42%) 4-bit S-boxes into larges equiva-
lent classes are AE(Affine-Equivalent), PXE(Permutation-Xor Equivalent) and
PE(Permutation Equivalent) classes. In [20, 16], the numbers of AE, PXE and
PE classes on 4-bit S-boxes are deduced as 302, 142,090,700(~ 227-0%) and
36,325,278,240(~ 23598) respectively. Since most of the security measures of
S-box are preserved in an AE class, considering only small number of AE classes
is enough to find a 4-bit S-box satisfying the security criteria. On the contrary,
as the implementation cost is preserved only in a PE class, finding the most
optimal choice of S-box satisfying every design criteria, which include efficient
implementation, is still infeasible. As well as the intensive search space, finding
optimal implementation of a given S-box is regarded as a hard problem and
time-consuming task. Due to the difficulties, the common approach to choose an
optimal S-boxes considers security first, namely security-then-implementation.
In the approach, gathering all of S-boxes satisfying desire design criteria pre-
cedes considering the implementation costs. The approach is also applied when
GIFT designers choose the current S-box. However, the approach cannot show
the overall structure of BOGI-applicable S-boxes.

Although the designers of GIFT already presented security-implementation
trade-offs, they showed only results of checking some PXE clsses. As BOGI-
applicability is preserved in a PXE(Permutation-Xor Equivalent) class, and the
number of PXE classes is relatively feasible to analyze, we present the analysis of
BOGI-applicable S-boxes in detail. Our analysis includes security strength of the
S-boxes themselves, and how they affect the resistance of GIFT-64 against differ-
ential and linear cryptanalysis(DC and LC). Partitioning the BOGI-applicable
PXE classes in to PE classes, we also analyze implementation costs.

1.1 Owur Contributions

1. We conduct exhaustive search to investigate all BOGI-applicable PXFE Classes,
and deduce the number of 4-bit BOGI-applicable S-boxes.

2. We analyze the BOGI-applicable PXE classes with respect to two main as-
pects. The first aspect concentrates the security evaluation of the BOGI-
applicable PXE classes themselves and the whole resistance against differ-



ential and linear cryptanalysis fixing the bit-permutation as GIFT-64 bit-
permutation. The second aspect concentrates implementation costs both in
software and hardware.

3. We suggest a way of finding optimal BOGI-applicable S-boxes in each PXE
class considering security evaluation and implementation results.

4. We study in detail the trade-offs between security evaluation and implemen-
tation results.

5. Finally, we suggest potentially better S-boxes for GIFT-64. We expect that
our results can easily be extended to choose the optimal S-boxes for GIFT-128
as well.

2 Preliminary

2.1 Notations

In this paper we only concentrate 4 x4 invertible S-boxes. The following notations
are used through the paper.

— DDTg : DDT(Differential Distribution Table) of an S-box S. The element
DDTg(Ai, Ao) in row Ai and column Ao is |[{z € F3|S(x) ® S(z & Ai) =
Ao}l

— LATg : LAT(Linear Approximation Table) of an S-box S. The element
LAT ()i, Ao) in row Ai and column Mo is [{z € F5 | Xi -z = Xo- S(x)}| — 8,
where “” denotes the inner product on F3.

— wt(z) : the Hamming weight of a binary vector z.

2.2 BOGI Logic

In [6], BOGI logic is first presented and successfully applied to the bit-permutation
based block cipher GIFT. The logic reveals 1 - 1 bit DDT(LAT) and makes “Bad

Output must go Good Input” by using a bit-permutation well-matching a given

S-box. Due to the consideration, GIFT can prevent differential and linear trails

from having only one active S-box in each round. The prevention technique

causes GIFT to be more resistant against differential and linear cryptanalysis

than PRESENT even with less number of rounds. Before describing BOGI logic,

we first introduce 1-1 bit DDT(LAT), which is a partial table of DDT(LAT).

Definition 1. 1-1 bit DDT of a 4-bit S-bozx S, denoted by DDTY, is the partial
4 x 4 table consisting of Hamming weight 1 to Hamming weight 1 differential
transitions in the corresponding DDTg.

Definition 2. 1-1 bit LAT of a 4-bit S-box S, denoted by LATY, is the par-
tial 4 x 4 table consisting of Hamming weight 1 to Hamming weight 1 linear
transitions in the corresponding LATg.



Table 1. The S-boxes PS, GS of PRESENT and GIFT in hexadecimal notation.

[z JJo[1[2]3[4[5[6[7[8[9]af[bc[d[e]f]

GSz)||1|a|4|c|6|f]0|3|9|2|d|b|T]|5

Table 2. DDThg, LATLg, and BGTps

e DDThg o LAT}g ¢ BGTps

Ao Ao

1 2 4 8 1 2 4 8 G B B B
1[0J0]0T0O 1[0J0]0T0O gl[oJoJoJo
A 210107070 N 210]2]-2]2 Bl[O[1[1]1
‘4[0(0[0]0 Y 4 [0[2[2[2]| Superposition B[ 1|11
g|0]0[00 80202 B[o[1]0]1

Table 3. DDT&g, LATG g, and BGTgs

e DDTL g e LATL e BGT¢s

Ao Ao

1 2 4 8 1 2 4 8 G G B B
1[0[0f0]2 1[0]0[2]4 B[oJo[1]1
.2[0(0]0(0 .2[0]0]0]2 BlOo[o[0]1
Ai Ii —
4[0fofo]o0 4[0[0[0]0] Superposition G [0[0[0]0
gl0]0[00 8|0]0[00 glof[o[o[o

Let PS and GS be the 4-bit S-boxes used in PRESENT and GIFT, respec-
tively (described in Table 1). The corresponding 1-1 bit DDT and LAT are given
in Table 2 and Table 3.

For differential and linear cryptanalysis, differential uniformity ¢/(.5)[21] and
linearity £(S5)[22] of an S-box S are considered to be the most significant secu-
rity measures. Indeed, in [19], “Optimal 4-bit S-boxes” are defined to have the
smallest values for the each security criterion as follows.

Definition 3. [19] A 4-bit S-bozx S is called an Optimal S-box if it fulfills the
8 conditions:

1. S is bijective.

2. U(S) =4.

3. L(S)=28.

However, those criteria cannot guarantee the resistance of ciphers against differ-
ential and linear cryptanalysis especially when bit-permutation is used for the
diffusion layer. Zhang et al. considered the number of non-zero entries in DDT%
and LAT}[29].

Definition 4. [29] CarD1s and CarLlg denote the non-zero entries in DD T
and LATY, respectively.



This is because the single bit differential(linear) transitions in DDT§(LATY)
may cause the differential(linear) trails of ciphers to have only one single active
S-box in each round. Indeed, such linear trails are utilized to allow multidimen-
sional linear cryptanalysis on PRESENT up to 26 rounds out of 31 rounds. The
straightforward mitigation for the weakness is to use S-boxes which have only
zero entries both in DDT} and LATY. Unfortunately, according to the study of
[12], none of non-linear 4-bit S-boxes have all-zero entries both in DDTY and
LATL(i.e., (CarDlg, CarLlg) = (0, 0)). However, Zhang et al. suggest a set of
potentially better S-boxes for each bit-permutation of each bit-permutation of
PRESENT, RECTANGLE and SPONGENTgg, which prevent only short iterative trails
having single active S-box in each round. With the potentially better S-boxes,
each variant scheme of PRESENT, RECTANGLE and SPONGENTgg provides better
resistance against differential and linear cryptanalysis. While the effort only
considers to substitute each S-box with fixed bit-permutation, GIFT designers
tweak bit-permutation as well, and present BOGI logic. The logic restricts that
output of a single bit differential(linear) transitions in an S-box must go input
of non single bit transition. To do so, not only the proper bit-permutations are
required but also an S-box which satisfy additional conditions in DDT} and
LATY is required. Since the additional conditions are satisfied both in DDT}
and LATY, we introduce BOGI table for checking the BOGI-applicability of an
S-box easily.

Definition 5. The BOGI Table of 4-bit S-box S, denoted by BGTg, is a 4 x 4
table where each coefficient is O when the corresponding coefficients of DDTls
and LATg are both 0, else it is 1.

One can check the BOGI-applicability of a 4-bit S-box S by checking BGTg
with the following lemma presented in [6].

Lemma 1. [6] In order to apply BOGI logic to a given 4-bit S-box S, BGTg
consists of equal or more than 4 all-zero rows and columns.

If BOGI logic can be applied to an S-box, we denote that the S-box is BOGI-
applicable. As seen in Table 2, PS is not BOGI-applicable since the S-box con-
sists of only one all-zero row and column each. On the other hand, G'S has
exactly 4 all-zero rows and columns in BGT¢g(Table 3), and thus GS is BOGI-
applicable. Once an S-box is BOGI-applicable, one can deduce bit-permutations
which can interplay with the S-box. For the details of the BOGI permutation,
we refer the reader to [6].

2.3 Equivalence Relations over S-box

There are various equivalence relations to analyze the S-boxes. The well-studied

equivalence relations are XE(Xor Equivalence), PE(Permutation Equivalence),

PXE(Permutation-XOR Equivalence), LE(Linear Equivalence), AE(Affine Equiv-
alence) and CCZ relations. In this paper, we mainly deal with four of them as

XE, PE, PXE, and AE relations over 4-bit invertible S-boxes.



Definition 6. If an S-box S’ can be defined from S as
S'(x) = S((x @ cin)) ® Cour

for some cip, and cous two vectors over F3, S and S’ are XOR equivalent.

Definition 7. If an S-box S’ can be defined from S as
Sl(m) = PoutS(Rn(w @ Cln)) D Cout

for some two bit-permutation matrices Py, and Py, over ]F;M, S and S’ are
Permutation equivalent.

Definition 8. [23] If an S-box S’ can be defined from S as
Sl(x) = PoutS(Hn(x D Cln)) D Cout

for some two bit-permutation matrices Pj, and P, over ]Fg“, and ¢i, and Cout
two vectors over F5, S and S’ are Permutation-XOR equivalent.

Definition 9. If an S-box S’ can be defined from S as
Sl(x) = PoutS(Pin(l‘ ©® Cm)) D Cout

for some two non-singular matrices L;, and Loy, over ]F%M, and ¢;;, and Cout
two vectors over F5, S and S’ are Affine equivalent.

Note that two permutation equivalent S-boxes S and S’ are not always XOR
equivalent. With the above equivalence relations, one can split the 4-bit S-boxes
into equivalence classes, namely XE, PE, PXE or AE classes, respectively.

In [23], an algorithm is first presented to analyze PXE classes over 4-bit S-
boxes. While the algorithm was improved in [12], it was shown that every PXE
class consists of 384 times number of 4-bit S-boxes. The improved(and former)
algorithm can provide each representative of PXE classes and their size.

Since PXE relations affect BGT only in terms of row(column)-wise permu-
tations, following proposition can naturally be deduced.

Proposition 1. [6/ Under a PXE class, BOGI-applicability is preserved. i.e.,
if S(z) is BOGI-applicable, S'(x) = PoutS(Pin(x @® ¢in)) ® Cour for all bit-
permutation matrices Py, Py and vectors cin, cour over F3 is also BOGI-
applicable.

3 BOGI-Applicable S-boxes

In this section, we exhaustively check all the BOGI-applicable S-boxes. Since
the BOGI-applicability is preserved in a PXE class as Proposition 1 presents,
we only check the BOGI-applicability of 142,090,700 PXE classes. In order to
split 4-bit S-boxes in to the PXE classes, we refer the improved algorithm in
[12]. The partition process only takes almost 20 mins on a personal computer.



3.1 Distribution of BOGI-applicable PXE Classes

Since the search space(142,090,700(~ 227-%)) becomes somewhat practical to
analyze, we conduct the exhaustive search and can deduce that the number
of BOGI-applicable PXE classes is only 2,413. For the brief look of security
evaluation, we introduce differential uniformity & and linearity £ of each PXE
class. Note that the measures are also preserved in a PXE class. Table 4 shows
the distribution of the BOGI-applicable PXE classes.

Table 4. Distribution of 4-bit BOGI-applicable PXE classes : ¢/ and £ denote the
differential uniformity and linearity, respectively. The total number of the PXE classes
is 2,413.

ALl 2 [ 4 ] 6 | 8 [ 10 [ 12 | 14 | 16 |

2 0 0 0 0 0 0 0 0

4 0 0 0 0 0 0 0 0

6 0 0 0 20 0 95 0 0

8 0 0 0 106 0 26 0 604
10 0 0 0 0 0 0 0 0

12 0 0 0 0 0 20 0 538
14 0 0 0 0 0 0 0 0

16 0 0 0 0 0 0 0 1,004

Note that as presented in [6], there do not exist PXE classes(S-boxes) which
have U < 4, and (U, L) = (6,8) seems the optimal choice in terms of security
strength.

Proposition 2. The optimal choice (U, ﬁ)fﬁ of 4-bit BOGI-applicable S-boxes
is (6,8).

Based on Proposition 2, we define optimally BOGI-applicable S-box in the
similar way as Definition 3.

Definition 10. A 4-bit S-box S is called an Optimally BOGI-applicable S-box
if it fulfills the 4 conditions:

1. S is bijective.

2. S is BOGI-applicable.
3. U(S) =6.

4. L(S)=8.

Since each PXE class has the distinct size, distribution of the 4-bit S-boxes
are different from distribution of the PXE classes. Table 5 shows the distributions
of BOGI-applicable S-boxes. The number of BOGI-applicable S-boxes amounts
only to 186,392, 448(~ 22747) out of all 4-bit S-boxes(~ 244-25). It means that
BOGI-applicable S-boxes appear rather frequently when conducting the random



Table 5. Distribution of 4-bit S-boxes which are BOGI-applicable

: U and L denote

the differential uniformity and linearity, respectively. The total number of the BOGI-
applicable S-boxes is 186,392,448.

L] 8 l 12 l 16 |
6 || 2,654,208 (1.42%) | 14,008,320 (7.52%) 0
8 |[11,354,112 (6.09%) | 3,538,944 (1.9%) |59,609,088 (31.98%)
12 0 1,474,560 (0.79%) | 58,896,384 (31.6%)
16 0 0 34,856,832 (18.7%)

BG

search of 4-bit S-boxes. Furthermore, BOGI-applicable S-boxes with (Z/I,ﬁ)opt

account approximately 1.42% of BOGI-applicable S-boxes.

Since the distribution of all-zero vectors in the row-side and column-side of
BGTg determines the corresponding BOGI-permutation, the distribution could
be an interest. We introduce BOGI-spectrum in order to investigate the distri-
bution.

Definition 11. The BOGI-spectrum BG(S) of an S-box S denotes a tuple (Rg, Co)
where Ry and Cy denote the number of all-zero row vectors and column vectors
i BGTg, respectively.

Table 6. BG of the BOGI-applicable PXE Classes : Each result shows the number of the
BOGI-applicable PXE classes with the corresponding BG. For example, 20 optimally
BOGI-applicable PXE classes have the BG as (2, 2).

l Uu, L) H BG of the BOGI-applicable PXE Classes

6,8 ]2, 2): 20

(6,12) |[(1, 3): 3, (2, 2): 76, (2, 3): 6, (3, 1): 3, (3, 2): 6, (3, 3): 1

(3, 8) |[(1, 3): 3, (2, 2): 88, (2, 3): 6, (3, 1): 3, (3, 2): 6

(8,12) |[(2, 2): 26

(2, 16) [[(1, 3): 54, (2, 2): 377, (2, 3): 59, (3, 1): 54, (3, 2): 59, (3, 3): 1
(12, 12) [[(2, 2): 16, (2, 3): 2, (3, 2): 2
(12, 16) [|(1, 3): 54, (2, 2): 215, (2, 3): 85, (3, 1): 54, (3, 2): 85, (3, 3): 45

(1, 3): 39, (2, 2): 414, (2, 3): 10L, (3, 1): 39, (3, 2): 101, (3, 3): 238,

(16, 16) || 4" 1) 7

As seen in Table 2 and 3, BG(PS) = (1,1) and BG(GS) = (2,2). Note that
BOGI-spectrum is preserved in a PXE class. The distribution of BG is presented
in Table 6. From the results, one can conclude that the BG of the optimally
BOGI-applicable 4-bit S-boxes is always (2, 2).

Proposition 3. Optimally BOGI-applicable 4-bit S-boxes have BG as (2,2).
This means that there exist only four distinct m maps[6] for optimally BOGI-
applicable 4-bit S-boxes.



3.2 Criteria considered by GIFT designers

In this subsection, we traverse every BOGI-applicable S-box satisfying criteria
related to security requirements suggested in [6]. Except for the consideration
of the implementation cost, the following conditions are considered by GIFT
designers.

— Condition 1 (GC1) : An S-box S is BOGI-applicable.
— Condition 2 (GC2) : U values in DDTg appear smaller than 3 times.
— Condition 3 (GC3) : wt(Ai) + wt(Ao) > 4 for DDTg(Ai)(Ao) =U.

GC2 and GC3 are additionally considered to reduce the occurrence of sub-optimal
differential transition with BOGI-permutation in [6].

Since the above conditions are preserved in a PXE class, we can check the
additional conditions(GC2, 3) only with the 2,413 BOGI-applicable PXE classes.
Table 7 and 8 present the distributions of PXE classes and 4-bit S-boxes fulfill-
ing the conditions GC1-3, respectively. Only 363 PXE classes satisfy all of the
conditions resulting only 43,118,592 S-boxes are left.

Table 7. Distribution of 4-bit BOGI-applicable PXE classes satisfying GC2 and GC3. :
U and L denote the differential uniformity and linearity, respectively. The total number
of the PXE classes satisfying GC2 and GC3 is 363.

N\L]] 8 [ 12 [ 16 |
6 [[ 20/20 [ 0/95 -
8 [[24/106 | 16/26 | 24/604
12 - 20/20 [259/538
16 - - [0/1,004

Table 8. Distribution of 4-bit S-boxes which are BOGI-applicable and satisfy GC2 and
GC3. : U and L denote the differential uniformity and linearity, respectively. The total
number of the S-boxes is 43,118,592.

[U\L]] 8 [ 12 [ 16 |
6 ]| 2,654,208 (6.16%) - -

8 ][ 2,506,752 (5.81%) | 2,211,840 (5.13%) | 3,391,488 (7.87%)
12 - 1,474,560 (3.42%) | 30,879,744 (71.62%)

Surprisingly, all of the 20 optimally BOGI-applicable PXE classes satisfy the
conditions. It means that an S-box satisfies the three conditions(GC1-3) as long
as the S-box is optimally BOGI-applicable.

Proposition 4. If an S-bozx is optimally BOGI-applicable, the S-box always sat-
isfies the conditions GC2 and GC3.



Table 9. The details of the 20 optimally BOGI-applicable PXE classes. By includes

GIFT S-box and B; includes GIFT inverse S-box.

(131); fs Representative #S{%ﬂ;lj:d Inverse
Bo (0,7,3,4,5,2,14, 13,9, 12, 6, 11, 15, 10, 8, 1) 147,456 B
By (0,3,5,6,7, 12,8, 1, 11, 4, 13, 10, 14, 9, 2, 15) 147,456 Bo
B» (0,7,3,4,5,2,10,9, 13, 8, 6, 15, 11, 14, 12, 1) 147,456 Bs
B3 (0,3,5,6,7,8,10, 1, 14, 4, 9, 15, 13, 11, 2, 12) 147,456 B>
By (0,7,3,4,5,8,10, 15, 11, 2, 12, 9, 13, 14, 6, 1) 147,456 Bs
Bs (0,3, 7,12, 5, 10, 8, 15, 13, 4, 2, 9, 11, 6, 14, 1) 147,456 By
Bsg (0,3,7,8,4,13,15,2,9, 6, 10, 5, 14, 11, 1, 12) 147,456 Br
B7 (0,3,5,6,7,8,9, 14, 10, 13, 12, 1, 15, 4, 2, 11) 147,456 Bs
Bs (0,7,3,8,4, 15,13, 2, 14, 1, 11, 12, 9, 10, 6, 5) 73,728 By
By (0, 3, 5, 13, 6, 15, 10, 8, 11, 4, 14, 2,9, 12, 7, 1) 73,728 Bs
Bio (0,3,5,6,7,12,8,1,9, 4, 14, 11, 15, 10, 2, 13) 147,456 B
B (0,7,3,4,5,2,14, 11, 9, 15, 6, 8, 10, 12, 13, 1) 147,456 Bio
B2 (0,3,5,6,7,8,10, 1, 15, 4, 12, 11, 9, 14, 2, 13) 147,456 Bis
B3 (0,7,3,4,5,2,12,9, 11, 13, 6, 10, 8, 14, 15, 1) 147,456 Bi2
Bia (0,3, 7,13, 5,11, 10, 12, 15, 4, 9, 2, 8, 14, 6, 1) 147,456 Bis
Bis (0,7,3,4,5,9,8, 14, 12, 2, 11, 13, 15, 10, 6, 1) 147,456 Bia
Bis (0,3,5,6,7,8,10, 15, 11, 14, 12, 1, 13, 4, 2, 9) 147,456 Bir
Bir (0,3,7,12, 5, 10 11, 4, 6, 15, 9, 2, 8, 13, 14, 1) 147,456 Bis
Bis (0,3, 7,12, 4, 13, 15, 10, 11, 6, 8, 5, 14, 9, 1, 2) 73,728 Bio
Big (0,3, 5,12, 7, 13, 10, 2, 8, 6, 11, 15, 14, 9, 1, 4) 73,728 Bis

4 Evaluations of BOGI-applicable S-boxes

In this section, we evaluate BOGI-applicable S-boxes in terms of security strength,
and implementation cost in more details than the primary conditions consid-
ered by GIFT designers. As already shown, the optimal (U, L) of 4-bit BOGI-
applicable S-boxes is (6, 8). Considering the resistance against differential and
linear cryptanalysis, we concentrate the optimally BOGI-applicable 20 PXE
classes. Table 9 details the 20 classes. Hereafter, we denote each of the 20 PXE
classes as B; with the corresponding index i. Although most of properties we
evaluate are preserved in a PXE class, we sometimes partition each PXE class
into the corresponding PE, XE classes for the properties which may be distinct
in a PXE class.

4.1 Extra Security Evaluations of S-box

In this subsection, we consider extra security evaluations of the 20 optimally
BOGTI-applicable PXE classes which were not considered by GIFT designers.
Although all the optimally BOGI-applicable satisfies GIFT designers’ criteria
as Proposition 4 presents, our extra security evaluations show the differences
between the PXE classes.

10



Differential Spectrum and Walsh Spectrum of an S-box Differential
spectrum of an S-box with is related to GC2. As well as the frequency of dif-
ferential uniformity in DDT, the frequency of other values in DDT may affect
resistance against differential attacks. Thus differential spectrum should be con-
sidered. The differential spectrum Dsp,, is defined as follows.

Definition 12. [9, 11] The differential spectrum of an S-box S : F§ — F3" is
the multiset

Dapec(S) 1= {DDT(Ai, Ao) | Ai € F} — {0}, Ao € F§}.

The Walsh spectrum of an S-box was not included in the primary condi-
tions(GC1-3). However, the frequency of maximal values may affect resistance
against linear attacks. For the consideration, we evaluate the extended Walsh
spectrum |£|spec. The (extended) Walsh spectrum of a boolean fucntion can be
generalized for an S-box as follows.

Definition 13. [11] The Walsh spectrum of an S-box S : Fy — F5* is the
mutliset

Lopec(S) 1= {271 x LAT ()i, Ao) | Ai € F, Ao € F} — {0}}.

Moreover, the extended Walsh spectrum of an S-boz (|L|spec(S)) defined as the
multi-set of the absolute of values in Lspec(S).

Since Dgpec and |L]spec are invariant in an AE class, we first computed AE
classes which include the 20 optimally BOGI-applicable PXE classes. Table 10
presents the AE classes. We refer [14] to index the AE classes. Only 4 distinct
AE classes include the 20 BOGI-applicable PXE classes(5 each). Surprisingly,
the 4 AE classes have the same differential, extended Walsh spectrum.

Proposition 5. If an S-box is optimally BOGI-applicable, the corresponding
differential spectrum Dgpec and extended Walsh spectrum |L|spec are

Dspec = {0:142, 2:78, 4:18, 6:2} and
L] spec = {0 : 108, 4: 96, 8 : 36}.

Although the optimal 4-bit S-boxes except for Gy, Gy, G2, Gg presented in
[19] have better extended Walsh spectrum as

|L]spec = {0:96, 4:112, 8:32} or
{0:90, 4:120, 8 : 30},

the extended Walsh spectrum of BOGI-applicable S-boxes equals to the extended
Walsh spectrum of S-boxes in 4-bit S-box based block ciphers(e.g., PRESENT,
LBlock, PICCOLO, RECTANGLE, and so on). These imply that the optimally BOGI-
applicable S-boxes provide compatible security strength in terms of non-linearity.
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Table 10. AE classes including the 20 optimally BOGI-applicable PXE classes. *(By)
includes GIFT S-box and **(Bj) includes GIFT inverse S-box.

AE class|PXE||AE class|PXE||AE class|PXE||AE class| PXE
index |class|| index |class|| index |class|| index |class
Bo B Bio B

B Bs B2 B3

25%* By 26** Bs 28 Big 29 Bis
Be By Big Bi7

Bs By Big Big

Algebraic Degree of Component Boolean Functions The algebraic de-
gree deg(f) of a Boolean function f is the degree of the maximum term in the
corresponding algebraic normal form. The algebraic degree can be generalized
for an S-box(vectorial Boolean function) S as

deg(5) = s O}deg(Sa)
a 2

where S, = a - S. Moreover, the multiset

degspec(s) = {deg(sa)|a € Fg - {0}}

can be of interest. Since deggpe. is invariant under affine equivalence, we again
utilize the results in Table 10 in order to investigate degspc. of all the optimally
BOGI-applicable S-boxes. Each of the AE classes has the same algebraic degree
spectrum as presented Proposition 6.

Proposition 6. If an S-box is optimally BOGI-applicable, the corresponding
algebraic degree spectrum degg,..(S) is

degg,..(S) =1{2:3, 3:12}.

Hamming Weight on Differential Transition With 6 uniform Related to
GC3, wt(Ai)+wt(Ao) of an S-box S for DDTg(Ai, Ao) = 6 should be considered
in order to prevent sub-optimal differential transition as the differential unifor-
mity is not optimal for BOGI-applicability. As the hamming weights preserve in
a PXE class, we compute the following multi-set HWpg in order to investigate
the diffusion of the differential transition with 6 uniform in details.

HWpe(S) = {wt(Ai) + wt(Ai) | DDTs(Ai, Ao) = 6}

Note that all the optimally BOGI-applicable PXE classes have only the 2
entries with the differential uniformity 6 as presented in Proposition 5. As seen in
Table 11, all the optimally BOGI-applicable PXE classes satisfy GC2. Moreover,
it is noted that there are more proper PXE classes than By and Bjp, which
include GIFT S-box and inverse S-box, respectively. Indeed, HWpg of By - By
and Bl4 - 317 is {4 : 1, 5 : 1}, and HWDG of Bg, Bg, Blg and B19 is {5 : 2}
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Table 11. HWpe of the 20 optimally BOGI-applicable PXE classes. * includes GIFT
S-box and ** includes GIFT inverse S-box.

PXE HW e PXE HW e index HW s index HWe
class class

Bo 4:2 B5 4:17521 Blo 4:2 B15 4:175:1
B1 4:2 Bg 4:1,5:1 B 4 :2 Bis 4:1,5:1
B 4:2 Br 4:1,5:1 Bio 4:2 Bir| 4:1,5:1
Bg 4:2 Bg 5:2 B13 4:2 Blg 5:2

By 4:1,5:1 Bg 5:2 Bia 4:1,5:1 Big 5:2

Since the bigger hamming weight has the entry with the differential uniformity
the more resistance against differential cryptanalysis the bit-permutation based
block cipher can be expected, GIFT S-box may be worse than the others with
respect to the prevention of sub-optimal differential transitions.

Table 12. The number of non-zero entries in 1-1 bit DDT(LAT). By includes GIFT
S-box and B; includes GIFT inverse S-box. Car BG denotes the number of non-zero
entries in the corresponding BGT.

PXE CarD1 CarLl CarBG PXE CarD1 CarL1 CarBG
class class
Bo 1 3 3 Bio 1 3 3
By 1 3 3 B 1 3 3
B 1 4 4 Bio 1 4 4
Bs 1 4 4 Bis 1 4 4
By 2 3 3 Bia 2 3 3
Bs 2 3 3 Bis 2 3 3
Bs 2 3 3 Bis 2 3 3
Br 2 3 3 Bz 2 3 3
Bs 4 2 4 Bis 4 2 4
By 4 2 4 Biog 4 2 4

The differential(extended Walsh) spectrum restricted in 1-1 DDT(LAT)
Although the differential, extended Walsh spectrum of the 20 optimally BOGI-
applicable PXE classes equal, the differential(extended Walsh) spectrum re-
stricted in DDT" and LAT", denoted as D.,,,.. and | L]}, may be distinct. Table
12 and Table 13 presents the number of the non-zero entries and the spectrum,
respectively. It is noted that there exist Dipec—ﬁipec trade-off. Indeed, By, Bs,
B4 and Bjs discard 4 in the LAT! while DDT! adds a new non-zero entry with
2 compared to By and B;. Thus one cannot easily determine the best result

considering only those measures.
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Table 13. The differential(extended Walsh) spectrum restricted in 1-1 DDT(LAT).
Bo includes GIFT S-box and B; includes GIFT inverse S-box.

PXE 1 1 PXE 1 1

Class DSPCC “Clspec Class DSP@C |£‘Sp€c

By 0:15,2: 1 0:13,2:2,4:1 || Buo 0: 15, 2: 1 0:13,2:2,4: 1
B 0:15,2: 1 0:13,2:2,4:1 || B 0: 15, 2: 1 0:13,2:2,4: 1
B 0:15,2: 1 0:12,2:3,4: 1 Bio 0:15,2: 1 0:12,2:3,4: 1
Bs 0:15,2: 1 0:12,2:3,4: 1 || Bis 0:15,2: 1 0:12,2:3,4: 1
By 0: 14, 2: 2 0:13,2: 3 Bia 0: 14, 2: 2 0:13,2: 3
Bs 0: 14, 2: 2 0:13, 2: 3 Bis 0: 14, 2: 2 0:13,2: 3
Bs 0: 14, 2: 2 0:13,2: 3 Bis 0: 14, 2: 2 0:13,2: 3
By 0: 14, 2: 2 0:13,2: 3 Bir 0: 14, 2: 2 0:13,2: 3
Bs 0:12,2: 4 0: 14, 2: 2 Bis 0:12,2: 4 0: 14, 2: 2
Bg 0:12,2: 4 0: 14, 2: 2 Big 0:12,2: 4 0: 14, 2: 2

4.2 Maximum Differential/Linear Characteristic

Even though S-boxes mainly affect the whole resistances against differential and
linear cryptanalysis, S-box cannot solely determine the resistances of the whole
ciphers[11]. We search the best differential(linear) trails substituting only S-box
with the fixed bit-permutation of GIFT-64. In order not to change the original
bit-permutation of GIFT, we need to filter the S-boxes with the proper BGT.
Considering BGspe. is always (2,2) as shown in Proposition 3, we filter the S-
boxes which have BGT as follows.

Table 14. The structure of BGT which can interplay with GIFT-64 bit-permutation.
The notations “?”can be “0” or “1”.

QAQOT >
ool ooy
o|lo|lololQy
ol of -~ -~ Ty
oo~ |

The number of the optimally BOGI-applicable S-boxes which have BGT as
presented in is 73,728. Since the trail searching is computationally intensive, we
decrease the search space by introducing XOR equivalence relation. If S and
S’ are XOR equivalent, the corresponding DDTg and DDTgs equal. Moreover,
since the squared LAT (absolute LAT) of an S-box S can be deduced from DDTg
with Walsh transform as

(LATs(a,b))? = 3 32, ,(-1)***"¥DDTs(z,y) [15],
and Walsh transform is bijective, the absolute LAT of S and S’ are distinct if

the corresponding DDT are distinct, and vice-versa. From those results, one can

14



deduce that the DDT and |LAT|(the table consisting of the absolute of values
in LAT) are invariant in an XE class, and thus the best differential and linear
trails considered to be invariant in an XE class on the whole by ignoring the
sign of the correlation of the linear trails. It should be also noted that the whole
10,368 BOGI-applicable XE classes have distinct DDT, |LAT|. Among them,
only 288 XE classes can interplay with GIFT bit-permutation(i.e., their BGT
has the distributions of G and B presented in Table 4.2).

Proposition 7. Optimally BOGI-applicable 4-bit S-boxes have one of 10,368
distinct DDT's. Moreover, among the DDT's, only 288 distinct DDTs can inter-
play with the bit-permutation of GIFT.

Due to those reasons, we can only consider the 288 variants of GIFT-64 with
the representative of the 288 optimally BOGI-applicable XE classes. We denote
the variants as VARGIFT-64. Table 4.2 shows the XE classes included in each
optimally BOGI-applicable PXE classes.

Table 15. Optimally BOGI-applicable XE classes and the XE classes which can inter-
play with the bit-permutation of GIFT.

PXE | # Included PXE | # Included

class XE classes VARGIFT-64 class XE classes VARGIFT-64
Bo 576 16 Bio 576 6
B 576 16 B11 576 16
By 576 16 Bia 576 16
Bs 576 16 Bis 576 16
B 576 16 By 576 16
Bs 576 16 Bis 576 16
Be 576 16 Bis 576 16
Br 576 16 Bi7 576 16
Bs 288 8 Bis 288 3
B 288 3 Big 288 8

The best differential /linear trails of 64-bit block version of GIFT are investi-
gated in [30]. The result shows that more than 13 rounds are needed considering
the differential probability and correlation potential of best trail of each round.
Indeed, 13-round GIFT-64 has best differential trails with the probability 2762
This means GIFT-64 requires at least 14-round to prevent single-trail differential
cryptanalysis. This knowledge corresponds to the measure r,,;, presented in [29)].
Thus we check if the best differential and linear trails of 13-round VARGIFT-64s
can be improved with the following measures.

DR; : The probability of best differential trails of i-round in logs scale.
LR; : The correlation potential of best linear trails of i-round in log, scale.

We searched the best trails based on Branch&Bound technique presented in
[2], which is relatively fast when bit-permutation is used. Table 16 shows the
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best differential probability and correlation potential of 13-round trails. One
can easily see that 40 XE classes can provide DRy3 and LR;3 < 2754 despite
of only using 13 rounds while the original GIFT-64 has (DRi3, LRy3) as (2762,
2768). The most improved results of (DRy3, LR13) may become (27684 2772)
and (2779, 2768). Table 19 shows (DR;3, LRy3) provided by the XE classes in
each PXE class. It is noted that only B4, B5, B67 B7, Blg, Blg, BlG; and Bl7
PXE class can provide DRi3 and LRy5 < 2764 only with 13 rounds. Moreover,
the most improved results (2784, 2=72) and (2770, 2758) can be provided by
By_5 and Bps_13, respectively.

Table 16. Best differential probability and correlation potential of 13-round
VARGIFT-64 in logz scale. The cell (DRi3, LR13) = (—62.0,—68.0) includes the result
of GIFT-64. The grey-colored cells present XE-classes which can improve the original
GIFT-64 in terms of resistance against single-trail differential and linear cryptanalysis.

[DR13 \LRi3][-52.0-58.0[-60.0 [-62.0 [-64.0 [ -66.0[-68.0 [ -70.0 [-72.0 |

-50.8 8 - - - - N 1] 4 ] -
-52.0 N N N _ 4 | - R -
-60.8 6 | - 4| 4 | - 8 [ 20 | 4 | -
61.8 1 - - - - - 8 | - -
62.0 1 12 | - 1 — 6% | - -
62.4 1 - - - - - N - -
62.8 32 | 4 | 12 | - - 8 N 1| -
63.4 1 - - - - - - -
64.0 ) N N - N 8 -
64.4 1 - - - - N E N N
66.4 N - N i | - - - 8 -
-66.8 4 | 4 | 8 N - - 4 | 4 | -
67.8 - - 1| - - 4 | - -
-68.0 1 - B B - 4 | - E -
68.4 N - _ - - N 4 | 4 | 4
70.0 N N - - N - 4 | - -
71.8 4 N _ B N - - . -

4.3 Implementation Evaluations

We utilize PEIGEN[7], which is based on LIGHTER[17] for getting the optimal
implementation, to compare software/hardware implementation cost of each S-
boxes. Since the implementations are equivalent under PE relation, we first par-
tition each of the 20 optimally BOGI-applicable PXE classes into the corre-
sponding PE classes. As shown in Table 4, each PXE class is partitioned into
the different number of PE classes. The whole PE classes amount to 4,608. As
the corresponding inverse S-box of an S-box has the exactly same implemen-
tation complexity as the S-box due to the searching way of PEIGEN, we only
consider the half of the whole PE classes(i.e., 2,304).
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Table 17. Best Differential Probability and Correlation Potential(DR13, LR13) of 13-
Round VARGIFT-64 in each PXE class. The original GIFT-64 has the underlined result
(-62.0, -68.0) while highlighted results can provide the resistance against single-trail
differential and linear cryptanalysis despite of using only 13 rounds. The bold results
can provide the best resistance against DC or LC in each PXE class.

PXE Best Differential Probability and Correlation Potential (DR13, LR13)

class of 13-Round VARGIFT-64

(-62.8, -66.0): 2, (-62.8, -52.0): 2, (-62.0, -68.0): 4, (-60.8, -68.0): 4,

(-52.0, -64.0): 2, (-50.8, -52.0): 2

(-62.8, -66.0): 2, (-62.8, -52.0): 2, (-62.0, -68.0): 4, (-60.8, -68.0): 4,

(-52.0, -64.0): 2, (-50.8, -52.0): 2

(-62.8, -70.0): 2, (-62.8, -52.0): 2, (-62.0, -68.0): 2, (-62.0, -64.0): 2,

(-60.8, -70.0): 2, (-60.8, -66.0): 2, (-52.0, -68.0): 2, (-50.8, -70.0): 2

(-62.8, -70.0): 2, (-62.8, 52.0): 2, (-62.0, -68.0): 2, (-62.0, -64.0): 2,

(-60.8, -70.0): 2, (-60.8, -66.0): 2, (-52.0, -68.0): 2, (-50.8, -70.0): 2

(-68.4, -72.0): 2, (-68.4, -68.0): 2, (-68.0, -66.0): 2, (-68.0, -52.0): 2,

(-67.8, -68.0): 2, (-67.8, -60.0): 2, (-62.8, -66.0): 2, (-62.8, -52.0): 2

(-68.4, -72.0): 2, (-68.4, -68.0): 2, (-68.0, -66.0): 2, (-65.0, -52.0): 2,

(-67.8, -68.0): 2, (-67.8, -60.0): 2, (-62.8, -66.0): 2, (-62.8, -52.0): 2

(-66.8, -68.0): 2, (-66.8, -58.0): 2, (-64.0, -70.0): 4, (-62.8, -60.0): 4,

(-62.8, -52.0): 4

(-66.8, -68.0): 2, (-66.8, -58.0): 2, (-64.0, -70.0): 4, (-62.8, -60.0): 4,

(-62.8, -52.0): 4

Bs |(-62.4, -52.0): 2, (-61.8, -52.0): 2, (-60.8, -60.0): 2, (-60.8, -52.0): 2

By |(-62.4, -52.0): 2, (-61.8, -52.0): 2, (-60.8, -60.0): 2, (-60.8, -52.0): 2
(-62.0, -68.0): 2, (-62.0, -60.0): 2, (-61.8, -68.0): 2, (-60.8, -68.0): 2,

(-60.8, -62.0): 2, (-60.8, -52.0): 4, (-50.8, -52.0): 2

(-62.0, -68.0): 2, (-62.0, -60.0): 2, (-61.8, -68.0): 2, (-60.8, -68.0): 2,

(-60.8, -62.0): 2, (-60.8, -52.0): 4, (-50.8, -52.0): 2

(-70.0, -68.0): 2, (-62.0, -60.0): 2, (-61.8, -68.0): 2, (-60.8, -68.0): 4,

(-60.8, -66.0): 2, (-60.8, -52.0): 2, (-50.8, -68.0): 2

(-70.0, -68.0): 2, (-62.0, -60.0): 2, (-61.8, -68.0): 2, (-60.8, -68.0): 4,

(-60.8, -66.0): 2, (-60.8, -52.0): 2, (-50.8, -68.0): 2

(-66.8, -60.0): 4, (-66.8, -52.0): 2, (-62.8, -60.0): 2, (-62.8, -52.0): 4,

(-62.0, -60.0): 2, (-62.0, -52.0): 2

(-66.8, -60.0): 4, (-66.8, -52.0): 2, (-62.8, -60.0): 2, (-62.8, -52.0): 4,

(-62.0, -60.0): 2, (-62.0, -52.0): 2

(-71.8, -52.0): 2, (-68.4, -70.0): 2, (-66.8, -70.0): 2, (-66.4, -70.0): 4,

(-66.4, -62.0): 2, (-64.4, -52.0): 2, (-62.8, -58.0): 2

(-71.8, -52.0): 2, (-68.4, -70.0): 2, (-66.8, -70.0): 2, (-66.4, -70.0): 4,

(-66.4, -62.0): 2, (-64.4, -52.0): 2, (-62.8, -58.0): 2

Bis |(-64.0, -52.0): 4, (-63.4, -52.0): 2, (-62.8, -52.0): 2

Bio |(-64.0, -52.0): 4, (-63.4, -52.0): 2, (-62.8, -52.0): 2

Bo

B

B>

B3

By

Bs

Bsg

By

Bis

Bl4

Bis

Bie

): 2
): 2

The implementation searching tool PEIGEN(LIGHTER) can get the optimal(not
always best) implementation of a given S-box within the invertible instruc-
tions(set B). The searching method is based on Bi-directional dijkstra algo-
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rithm[1], and expands the two sub graphs until their vertices match or the ex-
pansion limit. Showing the best implementation depends on how big the sub
graphs can be expanded. Considering our available resources(especially, RAM),
we restrict the expansion limit. Therefore, some of results here might not be the
best implementation results(Only some results of hardware implementation in
Bg,Bl4 and Blg).

Tweaking the set B, we can get the optimal implementations of S-boxes in
different environments. For more details, we refer the readers to [7].

Software Implementation As a measure of complexity of software implementa-
tion, BGC(Bitslice Gate Complexity)[24] is mainly used. Since BGC denotes the
number of instructions used, BGC affects directly the required cycles and code
size for bit-slice implementing an S-box. The set B includes invertible opera-
tions which consist of only software bitwise instructions{AND, XOR, OR, NOT
and ANDN}. We use the expansion option(A in the paper[17] and -1 in the corre-
sponding tool) as “8”, which means each sub graph can be expanded until the
sizes become 8. Since all the optimal implementation costs are smaller than 15,
all the implementations can be proved to be the best.

Hardware Implementation As a measure of complexity of hardware implementa-
tion, Gate Equivalent Complexity(GEC)[24] is mainly used. GEC affects directly
the logic size for an S-box in hardware implementation. The set B includes invert-
ible operations which consist of logics supported by UMC180nm cell library. We
apply the expansion option(\ in the paper[17] and -1 in the corresponding tool)
as “12” or “13”, which means each sub graph can be expanded until the sizes
become 12 or 13. The smaller expansion option(12) is applied to Bg_9, B14—15
and Byg_19 while the bigger expansion option(13) is applied to the other PXE
classes resulting in their best implementations.

5 Potentially Better than GIFT S-box

5.1 Choosing the best S-boxes of a BOGI-applicable PXE class

In this subsection, we present the best BOGI-applicable S-boxes in each of the
optimally BOGI-applicable PXE classes in terms of resistance against single-
trail differential and linear cryptanalysis and implementation costs based on
the analysis results in subsection and . Since there always exists a non-empty
intersection of an XE class and PE class as long as they are included in a PXE
class according to Proposition 8, one can choose the best BOGI-applicable S-
boxes, which can provide the best (DRy3, LR;3) and (BGC, GEC) in each PXE
class.

Proposition 8. There always exist S-bozes which are included in a given XE
class and PE class at the same time as long as the XE class and PE class are
included in a PXFE class. Moreover, we denote the mon-empty intersection as
XE-PE intersection.
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Table 18. Optimal(not always best) implementation costs. The cell (BGC, GEC) =
(11, 16) includes the result of GIFT S-box(including the inverse).

[ BGC\GEC || 16 [16.33][16.66]16.67][16.99] 17 [17.32]17.33]

10 - - [ 616 -T16] 2 ]10
11 18% [ 34 [ 50 [ 146 | 34 | 198 | 2 | 76
12 - 2420 [3 [ 6 [74] 4] 46
13 - - - - - - - -
14 - - - - - - - -
15 - - - - - - - -

[ BGC \GEC [[17.34]17.66[17.67] 18 [18.33]18.66]18.67]18.99]
10 12 [ - 2 [ - - - - -
11 106 [ 6 [ 22 [ 4 [ 2020 | 32 ] 14
12 34 | 2 |16 | 78 | 212 [ 250 [ 430 [ 60
13 - - - [26 [ 56 [ 56 [ 116 | 22
14 - - - - - - - -
15 - - - - - - - -

[ BGC\GEC [| 19 [19.32]19.33]19.34]19.66]19.67[19.99] 20 |
10 - - - - - - - -
11 2 - [ 416 |- - - -
12 326 | 4 |98 [ 36 | 6 | 10 [ 8 [ 10
13 118 2 [ 70 [ 10 | 76 | 124 | 54 | 242
14 6 | - | 8 | - 6 | 6 | 6 |14
15 - - - - - - - -

[ BGC \GEC [[20.32]20.33]20.34]20.66]20.67[20.99] 21 [21.32]
10 - - - - - - - -
11 - - - - - - - -
12 2 [’ 8 [ 12] 6 | - -
13 8 [ 212 | 84 | 66 | 104 | 16 | 36 | 2
14 - [ [ 6 [16 [ 28] 4 [ 28] -
15 - - - - - - - -

[ BGC \GEC [[21.33[21.66]21.67[21.99] 22 | \ \ |
10 - - - - -
11 - - - - -
12 - - - - -
13 4 18122 -
14 64 | 72 [ 40 | 22 | 20
15 - 2 [ 2 | - -

Proof. Assume that there exist a non-empty PE class P and a XE class X in a
PXFE class PX such that PN X = ¢. Let Sp € P and Sy € X. Since Sp and
Sy € PX, it is followed that

Sx(z) = P,Sp(Pi(z @ ¢;)) ® co

for some P;, P,, ¢; and c,. Let S;( be an S-box satisfying
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Sx(x) = Sy(x®e;) @ c,.

Since SlX (x@c; )Beo = PoSp(Pi(x®e;)) Do, and thus S,X(y) = P,Sp(Pi(y)) wherey =
T @ ¢y, it is followed that S;Y € X and S;Y € P. This contradicts the assumption
that PN X = ¢.

Note that there is no need to consider non-best options due to Proposition 8.
Figure 1 describes how to get the best S-boxes in a PXE class.

Partitioned | PE class

into PE classes
| PE class I
PXE class :>
| PE class I
| PE class I
Partitioned |1 l:Jgie\rsect
into XE classes s

pu——

N

~ >
= | |
| |
| |
I
I
|/

XE XE XE XE XE XE | | | | -:| | | | I |

class class class class class class | | I ||-|| | | | I |
I I

Best PE class
(Best Implementation) Best XE class

(Best Resistance)

Best
BOGlI-applicable
S-boxes in a PXE class

Fig. 1. The best BOGI-applicable S-boxes in a PXE class.

Based on the results in Table 16 and Table 18, we deduce the best options in
terms of implementation cost and the resistance against differential and linear
cryptanalysis. Since the bit-permutation of GIFT-64 is not involutory, an S-box
S and the inverse S~! do not always have the same (DRi3, LR13). However,
despite of the asymmetry, a PXE class and the inverse PXE class have the same
results of (DRy3, LRy3) on the whole. The best options in each PXE class are
presented in Table 20. The best BOGI-applicable S-boxes satisfying each of the
combinations of the best options are presented in Appendix A. Note that the
best XE-PE intersections consist of only 1 or 2 S-boxes depending on the PXE
class.

5.2 Get them all together
Trade-offs : As presented in Table 20, there obviously exist trade-offs between

(DR13, LRy3) and (BGC, GEC). The By and Bj can provide the most optimal
(BGC, GEC) while providing less optimal (DR;3, LR13) than the By and Bs.
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The best security strength : Although the By and Bs provide the best (DRy3,
LR;3) = (-68.4, 72.0), all the corresponding S-boxes have fixed-points with (BGC,
GEC) = (11, 18.33). The fixed-points may cause the whole block cipher to be
vulnerable to Invariant Attacks[27, 18]. Although the weakness can be mitigated
by using proper round constants as presented in [8], providing the proper round
constants could be another burden to designers. Fortunately, giving up BGC into
12, we could suggest the following S-boxes providing (DR13, LR13) = (-68.4, 72.0)
without fixed points.

(12,2,4,9,11, 7, 1, 14, 3, 5, 15, 10, 0, 8, 6, 13)[2, 14]
(12, 8, 1, 6, 3, 15, 10, 5, 7, 2, 11, 13, 0, 9, 4, 14)[2, 14]
(3,11, 4,0, 8,13, 7, 14, 6, 12, 9, 15, 1, 2, 10, 5)[2, 14]
(3,8,7,0,9,6,12, 15, 4, 11, 14, 13, 2, 5, 1, 10)[2, 14]
The first 2 S-boxes are included in the B4 while the others are included in the
Bs. Note that all of the above S-boxes consist of two sub-cycles of length 2 or
14, and do not have any non-trivial nonlinear invariants with linear structure.

Potentially Better than GIFT S-box : Despite of the above trade-offs, one can
easily see that the By and Bs can provide better (DR13, LR;3) than GIFT S-box
within the same (BGC, GEC) = (11, 16). The better S-boxes without fixed points
as follows.

(1,8,12,6, 11, 2, 7, 13, 10, 15, 3, 5, 4, 9, 0, 14)[5, 11]
(2,12, 4,9, 5, 3, 15, 10, 7, 11, 1, 14, 8, 0, 6, 13)[5, 11]
(2,11,15,5,8, 1, 4, 14, 9, 12, 0, 6, 7, 10, 3, 13)[5, 11]
(1,15,7,10, 6,0, 12,9, 4, 8, 2, 13, 11, 3, 5, 14)[5, 11]
(7,8, 3, 4, 10, 1, 12, 15, 0, 11, 13, 14, 5, 2, 6, 9)[5, 11]
(11,3, 4, 8,0, 14, 7, 13, 5, 12, 2, 15, 10, 9, 1, 6)[5, 11]
(5,2,6,9,0,11, 13, 14, 10, 1, 12, 15, 7, 8, 3, 4)[5, 11]
(10, 9,1, 6, 5,12, 2, 15, 0, 14, 7, 13, 11, 3, 4, 8)[5, 11]

The first 4 are included in the By while the others are included in Bs. Note that
all of the above S-boxes do not have any non-trivial nonlinear invariants with
linear structure as GIFT does not.

However, we do not insist that GIFT designers should have used the above
S-boxes. As presented in Table 12, Car L1 of By and Bs is worse than By and Bj.
As the weak point of PRESENT presented in [13], the more number of single bits
transitions may cause the more linear single-bit transitions, and make the whole
the block cipher venerable to multidimensional cryptanalysis. Thus, although the
(DR13, LRy3) is improved to (-62.8, -70.0) from the original (-62.0, -68), thorough
analyses are needed in order to “well-subsitute” the original GIFT S-box.

6 Conclusion

We conducted the exhaustive search for 4-bit BOGI-applicable S-boxes. By par-
titioning the S-boxes into the 20 PXE classes, we evaluated the S-boxes while
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presenting related propositions which have not been analyzed before. Moreover,
we suggested the best BOGI-applicable S-boxes considering implementation cost
and resistance against single-trail differential and linear cryptanalysis in each
BOGTI-applicable PXE class. Lastly we suggested several S-boxes which could be
potentially better for GIFT-64. Although we only concentrate the 64-bit block
version of GIFT here, we believe that our study can be the base for the extension
into the 128-bit version.
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Table 19. Available Implementation Costs(BGC, GEC) of the optimally BOGI-
applicable PXE classes. The implementation cost of GIFT S-box is deduced as (BGC,

GEC) =

(11, 16). The bold results can provide the best implementations in software or

hardware in each PXE class.

PXE
class

The optimal implementations(BGC, GEC)

Bo_1

(10, 16.66): 1, (10, 16.67): 4, (10, 17): 5, (10, 17.33): 2, (10, 17.34): 4
(11, 16): 4, (11, 16.33): 9, (11, 16.66): 11, (11, 16.67): 39, (11, 16.99): 10,
(11, 17): 46, (11, 17.33): 17, (11, 17.34): 28, (11, 17.66): 2, (11, 17.67): 7,
(11, 18): 1,(12, 16.33): 5, (12, 16.66): 6, (12, 16.67): 8, (12, 17): 21

(12, 17.32): 2, (12, 17.33): 14, (12, 17.34): 6, (12, 17.66): 1, (12, 17.67): 3

B>_3

(10, 16.66): 2, (10, 16.67): 4, (10, 17): 3, (10, 17.32): 1, (10, 17.33): 3,
(10, 17.34): 2, (10, 17.67): 1, (11, 16): 5, (11, 16.33): 8, (11, 16.66): 14,
(11, 16.67): 34, (11, 16.99): 7, (11, 17): 53, (11, 17.32): 1, (11, 17.33): 21
(11, 17.34): 25, (11, 17.66): 1, (11, 17.67): 4, (11, 18): 1, (12, 16.33): 7,
(12, 16.66): 4, (12, 16.67): 10, (12, 16.99): 3, (12, 17): 16,(12, 17.33): 9
(12, 17.34): 11, (12, 17.67): 5, (12, 18): 1

Bi_s

(11, 18.33): 2, (11, 18.66): 3, (11, 18.67): 3, (11, 18.99): 1, (11, 19): 6,
(11, 19.34): 1, (12, 18): 8, (12, 18.33): 19, (12, 18.66): 26, (12, 18.67): 53,
(12, 18.99): 9, (12, 19): 48, (12, 19.32): 1, (12, 19.33): 14, (12, 19.34): 2
(13, 18): 2, (13, 18.33): 7, (13, 18.66): 5, (13, 18.67): 21, (13, 18.99): 3,
(13, 19): 18, (13, 19.32): 1, (13, 19.33): 2, (13, 19.34): 1

Bs_7

(11, 18.33): 2, (11, 18.66): 2, (11, 18.67): 2, (11, 18.99): 3, (11, 19): 5,
(11, 19.33): 1, (11, 19.34): 1, (12, 18): 4, (12, 18.33): 21, (12, 18.66): 27,
(12, 18.67): 44, (12, 18.99): 6, (12, 19): 45, (12, 19.32): 1, (12, 19.33): 15,
(12, 19.34): 11, (13, 18): 5, (13, 18.33): 5, (13, 18.66): 4, (13, 18.67): 19
(13, 18.99): 3, (13, 19): 20, (13, 19.33): 8, (13, 19.34): 2

Bs_9

(12, 20.33): 4, (12, 20.66): 1, (12, 20.67): 3, (13, 20): 9, (13, 20.33): 19,
(13, 20.66): 16, (13, 20.67): 27, (13, 20.99): 4, (13, 21): 14, (13, 21.32): 1,
(14, 20): 1, (14, 20.33): 3, (14, 20.66): 7, (14, 20.67): 13, (14, 20.99): 2
(14, 21): 4

BlOfll

(11, 18.33): 2, (11, 18.66): 2, (11, 18.67): 7, (11, 18.99): 2, (11, 19): 2
(11, 19.34): 1, (12, 18): 15, (12, 18.33): 36, (12, 18.66): 34, (12, 18.67): 52
(12, 18.99): 8, (12, 19): 39, (12, 19.33): 11, (12, 19.34): 1, (13, 18): 2

(13, 18.33): 8, (13, 18.66): 13, (13, 18.67): 10, (13, 18.99): 2, (13, 19): 6,
(13, 19.33): 2, (13, 19.34): 1

B12—13

(11, 18.33): 4, (11, 18.66): 3, (11, 18.67): 4, (11, 18.99): 1, (11, 19): 3,
(11, 19.33): 1, (12, 18): 11, (12, 18.33): 30, (12, 18.66): 38, (12, 18.67): 66,
(12, 18.99) 7. (12, 19): 31, (12, 19.33): 9, (12, 19.34): 4, (13, 18): 4

(13, 18.33): 8, (13, 18.66): 6, (13, 18.67): 8, (13, 18.99): 3, (13, 19): 12

(13, 19.33): 2, (13, 19.34): 1

Bia-15

(12, 19.99): 1, (12, 20): 1, (12, 20.32): 1, (12, 20.33): 4, (12, 20.34): 4,
(12, 20. 66) , (13, 19.33): 4, (13, 19.66): 7, (13, 19.67): 18, (13, 19.99): 4,
(13, 20): 49, (13, 20.32): 1, (13, 20.33): 59, (13, 20.34): 34, (13, 20.66): 17,
(13, 20 67) 25, (13, 20.99): 4, (13, 21): 4, (14, 19.66): 1, (14, 19.99): 1
(14, 20): 2, (14, 20.33): 4, (14, 20.34): 3, (14, 20.66): 1, (14, 20.67): 1,
(14, 21): 1

Big—17

(12, 19.66): 3, (12, 19.67): 5, (12, 19.99): 3, (12, 20): 4, (12, 20.33): 1,
(13, 19): 3, (13, 19.33): 17, (13, 19.66): 31, (13, 19.67): 44, (13, 19.99): 23,
(13, 20): 63, (13, 20.32): 3, (13, 20.33): 28, (13, 20.34): 8, (14, 19): 3,

(14, 19.33): 4, (14, 19.66): 2, (14, 19.67): 3, (14, 19.99): 2, (14, 20): 4,

(14, 20.33): 2 23

Bis—19

(13, 21.33): 2, (13, 21.66): 4, (13, 21.67): 1, (13, 21.99): 1, (14 21): 9,
(14, 21.33): 32, (14, 21.66): 36, (14, 21.67): 20, (14, 21. 99) 1, (14, 22): 10,

(15, 21.66): 1, (15, 21.67): 1




Table 20. The best options of (DRy3, LR13) and (BGC, GEC) and the number of the
corresponding XE, PE classes

Optimal Optimal
PXE (DR13, LR13) (BGC, GEC)
class and # the corresponding and # the correponding
XE classes PE classes
5 B (-62.8, -66.0): 2 (10.0, 16.66): 1
0 =1 (-62.0, -68.0): 4 (11.0, 16.0): 4
. (10.0, 16.66): 2
B, Bs (-62.8, -70.0): 2 (110, 16.0): 5
_ (11.0, 18.33): 2
B, Bs (-68.4,-72.0): 2 (155 1570): 8
B B (-66.8, -68.0): 2 (11.0, 18.33): 2
6 =7 (-64.0, -70.0): 4 (12.0, 18.0): 4
B B (-62.4, -52.0): 2 (12.0, 20.33): 4
& 29 (-60.8, -60.0): 2 (13.0, 20.0): 9
. (11.0, 18.33): 2
Bio, Bn (-62.0, -68.0): 2 (12.0, 18.0): 15
. (11.0, 18.33): 4
Bz, Bis (-70.0, -68.0): 2 (20-180): 1
. (12.0, 19.99): 1
Bua, Bis (-66.8, -60.0): 4 (50 1933). 1
5B (-71.8, -52.0): 2 (12.0, 19.66): 3
16, =T (-68.4, -70.0): 2 (13.0, 19.0): 3
. (13.0, 21.33): 2
Bis, Bio (-64.0, -52.0): 4 (14.0.210): 9
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A Appendix

| F'P| denotes the number of fixed points of an S-box.

The optimal BOGI-applicable S-boxes in the 0 PXE class.

— (PR3, LRy3) = (-62.8, -66.0), (BGC, GEC) = (10.0, 16.66)
: 2(2 x 1) XE-PE intersections include 1 S-box each(totally 2 S-boxes)
1. (0,8, 5,14, 15,3, 6,9, 7, 13, 2, 11, 12, 10, 1, 4), |FP| = 4
2. (0, 10, 4, 13, 11, 1, 14, 7, 15, 9, 3, 6, 12, 2, 5, 8), |FP| = 4

— (DRy3, LRy3) = (-62.8, -66.0), (BGC, GEC) = (11.0, 16.0)
: 8(2 x 4) XE-PE intersections include 1 S-box each(totally 8 S-boxes)

1 (1, 4,159, 14,7, 8,2, 12, 3, 6, 10, 11, 0, 13, 5), |[FP| = 0
2. (2,15,8,6,12,9,3,5,13,4, 11, 1, 7, 14, 0, 10), |FP| =0
3.(2,4,12,9, 5,15, 3,10, 11,7, 1, 14, 0, 8, 6, 13), |FP| =0
4. (1,12, 8,6, 7.2, 11, 13, 10, 3, 15, 5, 0, 9. 4. 14), |[FP| = 0

5. (1,10, 4, 12, 2, 13, 11, 7, 6, 15, 3, 9, 5, 0, 8, 14), |FP| = 1
6. (2,8,5,12,9,3,15, 6,1, 7, 14, 11, 10, 4, 0, 13), |FP| = 1
7. (1,13, 8,7, 14, 6, 11, 0, 2, 4, 15, 10, 9, 3, 12, 5), |FP| = 0
8. (2,4, 14,11, 1, 15, 8, 5, 13,7, 9, 0, 6, 12, 3, 10), |FP| = 0

— (PR3, LRy3) = (-62.0, -68.0), (BGC, GEC) = (10.0, 16.66)

: 4(4 x 1) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
1. (0,8, 6,13,7, 14, 1, 11, 15, 3, 5, 10, 12, 9, 2, 4), | FP| = 2
2. (0, 10, 4, 13, 15,9, 3,6, 11, 1, 14, 7, 12, 2, 5, 8), |FP| = 2
3. (0,9, 4, 14, 15, 10, 3, 5, 11, 2, 13, 7, 12, 1, 6, 8), |[FP| = 2
4. (0,8, 5, 14,7, 13, 2, 11, 15, 3. 6, 9, 12, 10, 1, 4), |FP| = 2

— (DRy3, LRy3) = (-62.0, -68.0), (BGC, GEC) = (11.0, 16.0)

16(4 x 4) XE-PE intersections include 1 S-box each(totally 16 S-boxes)
1. (2,4, 15, 10,12, 3,5,9,13,7,8,1, 11,0, 14, 6), |[FP| =1

2. (2,15,8,6,13,4,11,1,12,9, 3,5, 7, 14, 0, 10), |[FP| =1

3. (1,15, 8,5, 14, 4, 11, 2, 12, 10, 3, 6, 7, 13, 0, 9), |FP| = 1

4. (1, 4, 15,9, 12, 3, 6, 10, 14, 7, 8, 2, 11, 0, 13, 5), |[FP| =1

5 (1412101172136153908514) |[FP| =0

6. (1,12, 8,6, 10, 3, 15,5, 7, 2, 11, 13,0, 9, 4, 14), |[FP| =0

7. (2,12, 8, 5,9, 3, 15, 6, 7, 1, 11, 14, 0, 10, 4, 13), |FP| = 0

8. (2,4,12,9,11, 7, 1, 14, 5, 15, 3, 10, 0, 8, 6, 13), |FP| = 0

9. (2,9, 4,12, 5, 15,3, 10, 1, 14, 11, 7, 6, 0, 8, 13), |[FP| = 0

10. (2,8, 5,12, 1,7, 14, 11, 9, 3, 15, 6, 10, 4, 0, 13), |FP| = 0

11. (1,8, 6, 12,2, 7, 13, 11, 10, 3, 15, 5, 9, 4, 0, 14), |FP| = 0

12. (1, 10, 4, 12, 6, 15, 3, 9, 2, 13, 11, 7. 5. 0, 8, 14). [FP| = 0 [GIFT S-box]
13. (2,1478 7, 1,4, 15 9,13, 5, 11, 0 10, 3, 12 6), |[FP| =0

14. (2,4, 14, 11, 13, 7,9, 0, 1, 15, 8, 5, 6, 12, 3, 10), |[FP| = 0

15. (1, 4, 13, 11, 14, 7, 10, 0, 2, 15, 8, 6, 5, 12, 3, 9), |FP| = 0

16. (1, 13, 8, 724 15, 10, 14 6, 11 0,9, 3, 12 5), |[FP| =0
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The optimal BOGI-applicable S-boxes in the 1 PXE class.

— (DRy3, LRy3) = (-62.8, -66.0), (BGC, GEC) = (10.0, 16.66)
: 2(2 x 1) XE-PE intersections include 1 S-box each(totally 2 S-boxes)
1. (0,15, 4, 3, 11, 8, 13, 6, 10, 9, 7, 12, 5, 2, 14, 1), |FP| = 4
2. (0, 8,15, 3, 5, 11, 6, 12, 7, 14, 4, 9, 10, 13, 1, 2), |FP| = 4

— (DRy3, LRy3) = (-62.8, -66.0), (BGC, GEC) = (11.0, 16.0)
: 8(2 x 4) XE-PE intersections include 1 S-box each(totally 8 S-boxes)

1. (7,4,9,2,0, 15, 12, 11, 13, 10, 14, 1, 6, 5, 3, 8), |FP| = 0
2. (11, 6,8, 1, 14, 13, 5, 2. 0, 12, 15, 7, 9, 3, 10, 4), |FP| = 0
3.(3,4,7,8,10,1,12, 15,0, 11, 13, 14, 9, 6, 2, 5), |[FP| = 0
4. (3,11,8,4,0,14,7,13,5,12, 2, 15,6, 1, 9, 10), |[FP| = 0
5.(7,8,11,12,0, 3, 14, 5, 1, 2, 4, 15, 10, 13, 9, 6), |FP| = 1
6. (11,7, 4,122, 8 1, 150, 13, 3, 10, 5, 6, 14, 9). |[FP| = 1
7. (13,6,8,11,0,15,3,4,2, 5,14, 1, 7, 12, 9, 10), |FP| = 0
8 (14.4.9,7, 1,13, 10,2, 0, 3, 15, 8, 11, 6, 12, 5), |[FP| = 0
— (DRy3, LRy3) = (-62.0, -68.0), (BGC, GEC) = (10.0, 16.66)

: 4(4 x 1) XE-PE intersections include 1 S-box each(totally 4 S-boxes)

1. (0,15, 4, 3,11, 8,14, 5,9, 10, 7, 12, 6, 1, 13, 2), |[FP| = 2

2. (0,8, 15, 3,6, 11,5, 12, 7, 13, 4, 10, 9, 14, 2, 1), |FP| = 2

3. (0,8,15,3,7,13, 4, 10, 6, 11, 5, 12, 9, 14, 2, 1), |[FP| = 2

4. (0,15, 4,3,9,10,7,12, 11, 8, 14, 5, 6, 1, 13, 2), |FP| = 2
— (DRy3, LRy3) = (-62.0, -68.0), (BGC, GEC) = (11.0, 16.0)

: 16(4 x 4) XE-PE intersections include 1 S-box each(totally 16 S-boxes)

1. (7,4,10,1,0, 15,12, 11, 14,9, 13, 2, 5, 6, 3, 8), |FP| = 1
2. (11,5,8,2,13, 14,6, 1,0, 12, 15, 7, 10, 3, 9, 4), |FP| = 1
3. (11,5,8,2,0, 12,15, 7, 13, 14, 6, 1, 10, 3, 9, 4), |FP| = 1
4. (7,4,10,1, 14, 9, 13, 2, 0, 15, 12, 11,56 3,8), |[FP| =1
5.(3,4,7,8, 9,2, 12,15, 0, 11, 14, 13, 10, 5. 1,6), |FP| =0
6. (3,11, 8, 4,0, 13, 7,14, 6,12, 1. 15, 5, 2, 10, 9), |FP| =0
7. (3,11,8,4,6,12,1,15,0, 13,7, 14, 5, 2, 10, 9), |FP| = 0
8. (3,4,7,8,0,11, 14, 13,9, 2, 12, 15, 10, 5, 1, 6), |FP| = 0
9. (7,8, 11, 12, 0, 3,13, 6,2 1.4, 15,9, 14, 10, 5), |FP| =0
10. (11,7, 4,12, 1,8, 2, 15,0, 14, 3, 9, 6, 5, 13, 10), |FP| = 0
11. (11,7, 4,12,0, 14, 3,9, 1, 8, 2, 15, 6, 5, 13, 10), |[FP| = 0
12. (7,8,11,12,2, 1,4, 15,0, 3, 13, 6, 9, 14, 10, 5), |[FP| = 0
13. (14, 5,8, 11,0, 15, 3, 4, 1, 6, 13, 2, 7, 12, 10, 9), |[FP| = 0
14. (13,4, 10, 7,2, 14,9, 1,0, 3, 15, 8, 11, 5, 12, 6), |[FP| = 0
15. (13,4, 10,7,0, 3,15, 8,2, 14, 9, 1, 11, 5, 12, 6), |FP| = 0
16. (14, 5,8,11,1,6,13,2,0, 15, 3, 4, 7, 12, 10, 9), |[FP| =0
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The optimal BOGI-applicable S-boxes in the 2 PXE class.

— (DRy3, LRy3) = (-62.8, -70.0), (BGC, GEC) = (10.0, 16.66)
: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
. (0, 9, 12 6 10, 3, 7, 13, 15, 2, 11, 5, 1, 4, 8, 14), |FP| = 1
2. (0,12, 6, 9. 15,7, 1, 10, 5, 11, 3, 14, 2, 4, 8, 13), |FP| = 1
3. (0, 9, 14 4,10, 3, 5,15, 7,2, 13, 11, 1, 12, 6, 8, | FP| = 2
4. (0,13,6,8, 11,14, 1, 7, 5, 10, 3, 15, 2, 9, 12, 4), |FP| = 2

— (DRys, LRy3) = (-62.8, -70.0), (BGC, GEC) = (11.0, 16.0)
: 10(2 x 5) XE-PE intersections include 1 S-box each(totally 10 S-boxes)

1. (1,8,12,6,11,2, 7,13, 10, 15, 3, 5, 4,9, 0, 14), |[FP| = 0
2. (2,12,4,9,5,3,15,10, 7,11, 1, 14, 8, 0, 6, 13), |FP| = 0
3.(2,8,12,5,9,3,6, 15, 1, 7, 11, 14, 10, 4, 13, 0), |[FP| = 1
4. (1,12, 4,10, 2, 7, 11, 13, 6, 9, 3, 15, 5, 14, 8, 0), |FP| = 1
5. (1,4,11,13,7, 10,0, 14, 6, 15, 8, 2, 12,5, 3, 9), |FP| = 1
6. (2,7,8,14,9,4,15, 1,11, 0, 5, 13, 12, 3, 10, 6), |FP| = 1
7. (2,11, 15,5, 8, 1, 4, 14,9, 12, 0, 6, 7, 10, 3, 13), |FP| = 0
8. (1,15, 7,10,6,0,12,9, 4, 8,2, 13, 11, 3, 5, 14), [FP| = 0
9. (1,15, 5, 8, 2, 4, 11, 14, 6, 12, 10, 3, 13, 7, 0, 9), |[FP| = 1
10. (2,10, 15,4,9,5,12,3, 1,7, 8,13, 14,0, 11, 6), |FP| = 1
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The optimal BOGI-applicable S-boxes in the 3 PXE class.

— (DRy3, LRy3) = (-62.8, -70.0), (BGC, GEC) = (10.0, 16.66)
: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
1. (0,7, 11,4, 9,2 12,15, 3, 8, 13, 14, 10, 5, 6, 1), |FP| = 1
2. (0,7, 11, 8, 3, 14, 4, 13, 6, 12, 1, 15, 5, 9, 10, 2), |FP| = 1
3. (0,15,12, 11,9, 2, 7, 4, 3, 8, 6, 5, 10, 13, 1, 14), |FP| = 2
4. (0,12,15,7, 3,9, 4,10, 6, 11, 1, 8, 5, 2, 14, 13), |FP| = 2

— (DRys, LRy3) = (-62.8, -70.0), (BGC, GEC) = (11.0, 16.0)
: 10(2 x 5) XE-PE intersections include 1 S-box each(totally 10 S-boxes)

1. (7,8,3,4,10,1, 12,15, 0, 11, 13, 14, 5, 2, 6, 9), |[FP| = 0
2. (11, 3,4, 8,0, 14,7, 13, 5,12, 2, 15, 10, 9, 1, 6), |FP| = 0
3. (15,8, 11,4,0,3, 6,13, 1,2, 12, 7,10, 5, 9, 14), [FP| = 1
4. (15,7,4,8,2,12,1, 11,0, 9, 3, 14, 5, 6, 10, 13), [FP| = 1
5. (6,5,8,3,13, 10,1, 14,0, 15, 11, 12, 7, 4, 2, 9), |FP| = 1
6. (9,4,10,3,0,7, 15,12, 14, 2, 5, 13, 11, 1, 8, 6), |[FP| = 1
7. (5,2,6,9,0,11, 13, 14, 10, 1, 12, 15, 7, 8, 3, 4), |FP| = 0
8. (10,9,1,6,5,12,2, 15,0, 14, 7, 13, 11, 3, 4, 8), |[FP| = 0
9. (7,12,10,9, 2, 5, 1, 14, 0, 15, 4, 3, 13, 6, 11, 8), |[FP| = 1
10. (11, 5,12, 6,0,8, 15,3, 1,2, 10, 13, 14, 7, 9, 4), |FP| = 1
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The optimal BOGI-applicable S-boxes in the 4 PXE class.

— (DRy3, LRy3) = (-68.4, -72.0), (BGC, GEC) = (11.0, 18.33)
: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
1. (0,11, 5,13, 7,2, 8, 14, 3, 12, 10, 6, 4, 9, 15, 1), |[FP| = 2
2. (0,10, 7,14, 3, 5,12, 9, 11, 4, 1, 13, 8, 15, 6, 2), |FP| = 2
3. (0,8, 6,13,3,5, 15,10, 11, 7, 1, 14, 12, 2, 4, 9), |FP| = 3
4. (0,9, 4,14, 7,2, 11, 13, 3, 15, 10, 5, 12, 8, 1, 6), |FP| = 3

— (DRys, LRy3) = (-68.4, -72.0), (BGC, GEC) = (12.0, 18.0)
: 16(2 x 8) XE-PE intersections include 1 S-box each(totally 16 S-boxes)

1. (4,12,2,9,7, 1,11, 14, 15, 3, 5, 10, 8, 6, 0, 13), |[FP| = 1
2. (8,1,12,6, 15, 10, 3,5, 11, 7, 2, 13,4, 0, 9, 14), |FP| = 1
3. (15,1, 7,10, 8, 4,2,13,0,6, 12,9, 3, 11, 5, 14), |[FP| = 1
4. (15,11, 2,5,0,12,9, 6,4, 1, 8, 14, 3, 10, 7, 13), |FP| = 1
5. (12,1, 4,10, 9, 6,3, 15,7, 2, 11, 13, 14, 5, 8, 0), |FP| = 1
6. (12, 8,2,5, 11,7, 1,14, 6, 3, 9, 15, 13, 4, 10, 0), |FP| = 1
7. (4,15,1,9,3,6, 12,10, 7,8, 14, 2, 0, 13, 11, 5), |FP| = 1
8. (8,2,15,6,11,13,4,1,3,12,9, 5,0, 7, 14, 10), |FP| = 1
9. (13,8, 1, 7, 4, 15, 2, 10, 6, 11, 14, 0, 3, 12, 9, 5), |FP| = 1
10. (14,2, 4,11,9,13,7,0,8, 1, 15,5, 3, 6, 12, 10), |[FP| = 1
11. (12,2, 4,9,11,7, 1, 14, 3, 5, 15, 10, 0, 8, 6, 13), |[FP| = 0
12. (128, 1, 6, 3, 15, 10, 5. 7. 2, 11, 13, 0, 9, 4, 14), [FP| = 0
13. (3,6, 12,10, 4, 15, 1, 9, 0, 13, 11, 5, 7. 8, 14, 2), |[FP| = 2
14. (3,12,9,5,0,7, 14, 10, 8, 2, 15, 6, 11, 13, 4, 1), |[FP| = 2
15. (7,2,8,14,0, 11, 5, 13, 4,9, 15, 1, 3, 12, 10, 6), |FP| = 1
16. (11,4, 1,13, 8, 15,6, 2,0, 10, 7, 14, 3, 5, 12, 9), |[FP| = 1
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The optimal BOGI-applicable S-boxes in the 5 PXE class.

— (DRys, LRy3) = (-68.4, -72.0), (BGC, GEC) = (11.0, 18.33)

: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)

1. (0, 6,3,9,10, 5, 13, 14, 15, 11, 4, 12, 1, 8, 2, 7), |FP| = 2

2. (
3. (
4. (

0,3,9,6,15,8,7, 12, 5, 14, 10, 13, 2, 1, 4, 11
0,8,7, 3,11, 14, 4, 13,5, 15, 10, 12,2, 1, 9, 6
0,11, 4, 3, 10, 5, 15, 12, 7, 8, 13, 14, 1, 6, 2, 9

)
)
),

|FP| =2
|FP| =3
|[FP| =3

— (DRys, LRy3) = (-68.4, -72.0), (BGC, GEC) = (12.0, 18.0)

: 16(2 x 8) XE-PE intersections include 1 S-box each(totally 16 S-boxes)

7,3,0,8,4, 13,11, 14, 10, 12, 5, 15,9, 6, 2, 1), |[FP| = 1

10, 12, 15, 8, 7, 14, 13, 6, 1, 9, 2
6,12, 9, 15, 8, 13, 7, 14, 3, 11, 4, 0
4,11, 14, 13,9, 6, 12, 15,3, 8, 7, 0
. 9,12, 10, 3, 8, 2, 11, 13, 6, 5, 1, 14
0 1,14, 6, 5, 12, 3,9, 2, 10, 13
13, 14, 10, 5, 4, 12, 15, 11, 2, 7, 1, 8
.8, 15,12, 7, 14, 5, 13, 10, 1, 2, 11, 4
11, 6,14, 1,5, 4,7, 15,0, 3, 9, 12, 10
7,8, 15,11, 0, 9, 2, 13, 10, 3, 12, 6, 5
,0,8, 13,7, 14, 6,12, 9, 15, 1, 2, 10, 5
0,9, 6,12, 15, 4, 11, 14, 13, 2, 5, 1, 10
. 4,15, 12,8, 7,6, 14,13, 9,0, 5, 3, 10
.9, 14, 13, 6, 15, 4, 12, 11, 0, 3, 10, 5
1,8,7, 15 12, 13,9, 6, 14, 3, 10, 0, 5
. 14,9, 6,13, 4, 15, 11, 12, 3, 0, 5, 10

=~

8
1
7
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);
);
);
)
)
)
);
);
);
)
)
);
)
)
)

\FP| =1
\FP| =1
|FP| =1
\FP| =1
\FP| =1
\FP| =1
\FP| =1
|FP| =1
\FP| =1
|FP| =0
|FP| =0
\FP| =2
|FP| =2
|FP| =1
\FP| =1



The optimal BOGI-applicable S-boxes in the 6 PXE class.

— (DRys, LRy3) = (-66.8, -68.0), (BGC, GEC) = (11.0, 18.33)
: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
1. (0, 11, 5, 13, 15, 2, 6, 8, 3, 4, 14, 10, 12,9, 1, 7), | FP| = 3

= (

= (

= (

PN T W= O

PN T RPN =0 O

>

LCHONITE WD = O

(0, 10, 7, 14, 3,13, 8, 5, 15, 9, 1, 4, 12, 2, 6, 11), |[FP| = 3
(0, 14, 10, 7, 5,13, 3,8, 15,9, 1, 4, 2, 6, 12, 11), |[FP| = 2
(0, 5,13, 11, 15, 2, 6, 8, 10, 3, 14, 4,1, 12, 9, 7), |FP| = 2

Ris, LRy3) = (-66.8, -68.0), (BGC, GEC) = (12.0, 18.0)
(2 x 4) XE-PE intersections include 1 S-box each(totally 8 S-boxes)

(5,8,15, 1,12, 7,10, 2, 14, 11, 0, 6, 3, 4, 13, 9), |FP| = 0
(10, 15, 4, 2, 13,0, 7, 9, 12, 5, 11, 1, 3, 14, 8, 6), |FP| = 0
(10,2, 15, 4,9, 7, 0, 13, 1, 5, 12, 11, 14, 8, 3, 6). |FP| = 1
(5,15, 1, 8,2, 12, 10, 7, 6, 0, 11, 14, 13, 3, 4, 9). |[FP| = 1
(10,7, 0, 14, 3, 8, 5, 13, 1, 4, 15, 9, 12, 11, 2, 6), |[FP| = 1
(5,0, 11, 13, 2, 15, 8, 6, 3. 10, 4, 14, 12, 1. 7. 9), |FP| = 1
(5,13, 0,11, 6, 8, 15, 2, 14, 10, 3, 4, 1, 7, 12, 9), |FP| = 0
(10,0, 14,7, 13, 3,5, 8,9, 15,4, 1, 2, 12, 11, 6), |FP| = 0

Ris, LRy3) = (-64.0, -70.0), (BGC, GEC) = (11.0, 18.33)
(4 x 2) XE-PE intersections include 1 S-box each(totally 8 S-boxes)

0,11, 6,14, 15, 1, 5, 8, 3, 4, 13, 9, 12, 10, 2, 7), |[FP| = 2
0,7,10, 14, 15, 1,9, 4, 3, 8, 13, 5, 12, 6, 2, 11), |[FP| = 2
0,9,7,13, 3,14, 8, 6, 15, 10, 2, 4, 12, 1, 5, 11), |[FP| = 2
0,5,11,13, 3, 14, 4, 10, 15, 6, 2, 8, 12, 1,9, 7), |[FP| = 2
0,13,9,7, 6,14, 3,8, 15, 10, 2, 4, 1, 5, 12, 11), |FP| =
0,13, 5,11, 10, 14, 3, 4, 15, 6, 2, 8, 1,9, 12, 7), |
0,6,14, 11,15, 1, 5, 8,9, 3, 13, 4, 2, 12, 10, 7), |
0 5,3,13,8,2 ), |

(
(
(
(
(
(
( 5,8
(0,10, 14,7, 15, 1,9, 4, 5, 3, 13, 8, 2, 12, 6, 11),

FP| =1
FP| =1
13, LR13) = (-64.0, -70.0), (BGC, GEC) = (12.0, 18.0)
(4 x 4) XE-PE intersections include 1 S-box each(totall
6,8, 15,2,12,7,9, 1, 13, 11, 0, 5, 3, 4, 14, 10), |FP
10, 4, 15, 2, 12, 11, 5,1, 13, 7,0, 9, 3, 8, 14, 6), |FP
9,15,4,1, 14,0, 7, 10, 12, 6, 11, 2, 3, 13, 8, 5), |FP
15, 8,1, 14, 0, 11, 6, 12, 10, 7, 2, 3, 13, 4, 9), |FP
1, 15,4, 10,7, 0, 14, 2, 6, 12, 11, 13, 8, 3, 5), |F'P
,11586110142101271343,9) |F'P
15,2, 8,1,12,9,7,5,0, 11, 13, 14, 3, 4, 10), |[FP

6),

5),

9

0

<

O OF N FDNRF RN N

,15,2,4,1,12, 5,11, 9,0, 7, 13, 14, 3, 8, |FP
70133861424151012111
, 11,0, 13, 3, 4, 10, 14, 2, 8, 15, 6, 12, 7, 1,
,0,11, 14,1, 15, 8,5, 3,9, 4,13, 12, 2, 7, 10),
0,0,7,14,1,15,4,9, 3, 5, 8, 13, 12, 2, 11, 6),
14,0, 11, 5, 8,15, 1, 13, 9, 3, 4, 2, 7, 12, 10), |F
0,14,0,7,9, 4,15, 1,13, 5, 3, 8, 2, 11, 12, 6), |F
) |F
) |F

\FP
) |[F'P
\FP
\FP
P

)

,0,13,7, 14, 3,6, 8, 10, 15, 4, 2, 1, 12, 11, 5),

(
(
(
(5,
(
(
(
(10
(
(
(
(
(
9,0
(5,0, 13, 11, 14, 3, 10, 4, 6, 15, 8, 2, 1, 12, 7, 9),

5
9,
5
6,
10
9
5
6
1
6,
10
9,0
9,0

EEE
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— (DRy3, LRy3) =

(11.0, 18.33)

The optimal BOGI-applicable S-boxes in the 7 PXE class.
(-66.8, -68.0), (BGC, GEC) =

: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)

1. (0,

2. (
3. (0,
4. (0

— (DRy3, LRy3) =

PN T W= O

— (DRy3, LRy3) =

PN T RPN =0 O

(
(
(
(0,
(
(
(
(

, 14, 13, 7,

— (DRy3, LRy3) =

16
1
2
3.
4.
5
6
7
8

1,12,

)

(1
(1
(5
(5
(9,
(9,
(6
(6
(87 )
(8
(4,
(4,
(8
(8,
(4,
(4,

© <

10.
11.
12.
13.
14.
15.
16.

1
6, 5,
.5, 6
9,1
10,

)

0,13, 6,3, 5, 14, 9,
0,9, 14,3, 7, 4, 11,
0,14,9,3, 7,11, 4
0,14, 13, 11, 3, 7, 8, 4, 10, 1,
0,13, 14, 11, 3, 8,
0,13, 14, 7, 5,
0 5

0,7, 4,1,13, 14, 9, 2,
0.4.7 1,13, 9, 14, 2.
11.8.2.12.0, 15,
18,11, 2,12, 15, 0, 7.
12, 7, 10, 4, 15, 0, 3.
7,12, 10, 4,0, 15, 3,2, 1. 6, 13, 11, 14, 5,
12,11, 5,1, 9,2, 14, 8, 15, 0, 3, 7, 10, 13,
14,8, 0, 15, 3, 7, 13
12, 2,9, 14, 13, 1, 4,

4
8
8
4
5,1,2,09, 4
0
12, 2,14, 9,13, 1, 7, 4, 10), |FP
5
5
9
9
6
6

3, 11, 15, 0,
13,11, 0, 15,
0,3, 1,6, 13,
9,

6,13, 3, 11,8, 7, 12, 5, 9, 14, 10, 2, 15, 4, 1)
0,14, 9, 3,10, 13,6, 5,7, 11, 4, 12, 1, 8, 15, 2), |[FP| = 3
14,13, 11,10, 1,6, 5,3, 7, 8,4, 9, 12, 15, 2), |FP| = 2
,14,13,7,3,4,11, 8,5, 9, 2, 10, 6, 15, 12, 1), |[FP| = 2

(-66.8, -68.0), (BGC, GEC) =
(2 x 4) XE-PE intersections include 1 S-box each(totally 8 S-boxes)
10,7, 4, 1, 12,0, 15, 11, 13, 14, 9, 2, 3, 5, 6, 8), |[FP| = 0
5,8, 11, 2, 14, 6, 13, 1, 12, 15, 0, 7, 3, 9, 10, 4),
9,12, 7, 10,2, 6,1, 13, 4, 15, 0, 3, 11, 5, 14, 8),
6,11, 12, 5,8, 0, 15, 3, 1, 2, 9, 14, 7, 13, 10, 4),
8,6,5,3,20, 14,13, 11, 15,0, 12, 1, 4, 7, 10), |FP|
4,10,9,3,7,0, 15, 12, 1, 13, 6, 14, 2, 11, 8, 5),
8,14, 5,11, 3, 0, 15, 4, 13, 1, 6, 2, 10, 7, 12, 9),
4,10,13,7,14,9,2,1, 3, 15, 0, 8, 5, 12, 11, 6),

(-64.0, -70.0), (BGC, GEC) =
(4 x 2) XE-PE intersections include 1 S-box each(totally 8 S-boxes)
0,6 13, 3 5, 9, 14

, |[EP|

(12.0, 18.0)

[P
[P

(11.0, 18.33)

=3

=0
=1

10, 11, 8,7, 12, 2,15, 4, 1), |FP| = 2

10, 11, 7, 8, 12, 2, 4,
12, 10, 6, 13, 5, 1, 15, 8, 2),

12, 10, 13, 6, 5, 1, 8,
12,
15,
.12,
1

6
A4, 1
10, 3,11,&
10, 1, 5,

(-64.0, -70.0), (BGC, GEC) =
4 x 4) XE-PE intersections include 1 S-box each(totall
12,0, 15, 11, 3, 5, 6, 8), |FP
12, 15, 0, 11, 3, 6, 5, 8), | FP
7,14, 13, 6, 1, 3, 10, 9, 4), |FP
14, 6,13, 1,3, 9
2,6, 1,13, 11, 5

14,7, 15, 0, 12, 2, 8,
3.1.13,6 14,7, 0, 15, 12, 2. 11, 8
14,5 11, 13, 1, 6, 2. 3. 0, 15, 4, 10, 7, 12
5,14, 11, 13, 6, 1, 2, 3, 15, 0, 4, 10, 12, 7,
13,10, 7, 3,0, 15,8, 14, 2, 9, 1, 5, 11, 12
10, 13,7, 3, 15, 0, 8, 14, 9, 2, 1, 5, 12, 11,

35

15, 1), | FP|
) [FP|
15, 2), [FP|
15,2), |FP|
12, 2), |FP|
15, 1), |FP
12, 1), |[FP

(12.0, 18.0)

10,
14,

), |FP
), |FP
), |FP
), |FP
);
);

10,
7,1

\FP
\FP

11,

)
)
)
%I
)
)

b

=2
=2
=2

1
1

<

= O O N RN RN e
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The optimal BOGI-applicable S-boxes in the 8 PXE class.

— (DRy3, LRy3) = (-62.4, -52.0), (BGC, GEC) = (12.0, 20.33)
: 8(2 x 4) XE-PE intersections include 2 S-box each(totally 16 S-boxes)
0,8,14,5,11, 15, 1,6, 3, 13, 7, 10, 4, 2, 12, 9), |FP| = 1

—_

(
2. (0,14,4,9,7, 1,15, 10, 3, 11, 13, 6, 8, 12, 2, 5), |FP| = 1
3. (0,8,13,6,3,14,7,9,11, 15, 2, 5, 4, 1, 12, 10), |FP| = 1
4. (0,13,4, 10, 3,11, 14,5, 7, 2, 15,9, 8, 12, 1, 6), |FP| = 1
5.(0,4,9,14,7, 15,10, 1, 13,11, 6, 3, 2, 12, 5, 8), |FP| = 1
6. (0,5,8,14,11,6,15,1,13,10, 7, 3,2, 9, 12, 4), |FP| = 1
7. (0,6,8,13, 14,9, 7,3, 11, 5, 15, 2, 1, 10, 12, 4), |[FP| = 1
8. (0, 4,10, 13, 14, 11, 5, 3, 7, 15, 9, 2, 1, 12, 6, 8), |FP| = 1
9. (0, 11, 13, 5, 3, 4, 10, 14, 15, 2, 8, 6, 12,9, 7, 1), |[FP| = 2
10. (0,13, 7,9, 3,6, 8, 14, 15, 4, 2, 10, 12, 11, 5, 1), |[FP| = 2
11. (0,14, 7,10, 15, 4, 1, 9, 3, 5, 8, 13, 12, 11, 6, 2), |[FP| = 2
12. (0,11, 14, 6, 15, 1, 8, 5, 3, 4, 9, 13, 12, 10, 7, 2), |FP| = 2
13. (0,6,8,13,7,9,3,14, 15,11, 5, 2, 4, 12, 10, 1), |[FP| = 1
14. (0, 4, 10,13, 11, 3, 5, 14, 15,9, 7, 2, 8, 6, 12, 1), |[FP| = 2
15. (0,5, 8,14, 15,11, 6, 1, 7, 10, 3, 13, 4, 12, 9, 2), |FP| = 2
16. (0,4, 9, 14,15, 10, 7, 1, 11, 3, 6, 13, 8, 5, 12, 2), |[FP| = 1

— (DRy3, LRy3) = (-62.4, -52.0), (BGC, GEC) = (13.0, 20.0)
: 18(2 x 9) XE-PE intersections include 2 S-box each(totally 36 S-boxes)
2,10, 15,4,5,1,12,11,7,9,0, 13, 8, 14, 3, 6), |FP| =1

(
2. (2,15,6,8,9,12, 1,7, 11,0, 5, 13, 4, 3, 14, 10), |FP| = 2
3. (1,9,15,4,7,10,0, 14, 6, 2, 12, 11, 8, 13, 3, 5), |FP| = 2
4. (1,15,5,8, 11,0, 6, 14, 10, 12, 2, 7, 4, 3, 13, 9), |FP| = 1
5. (8, 5,15, 1,11, 14, 0, 6, 7, 12, 10, 2, 4, 3, 13, 9), |FP| = 1
6. (4,15,9,1,7,0, 14, 10, 11, 6, 12, 2, 8, 13, 3, 5), |FP| = 1
7.(8,6,15,2,7,12,9, 1, 11, 13, 0, 5, 4, 3, 14, 10), |FP| = 1
8 (4,15, 10,2, 11,5, 12, 1, 7,0, 13, 9, &, 14, 3, 6), |[FP| = 1
9. (2,5, 8,12, 13, 6, 3, 11, 15, 10, 7, 1, 4, 9, 0, 14), |FP| = 0
10. (2,4,9,12,13,3,10,7, 15,11, 6, 1, 8,0, 5, 14), |[FP| = 1
11. (1,6, 8,12, 15,9, 7, 2, 14, 5, 3, 11, 4, 10, 0, 13), |FP| = 1
12. (1, 4, 10, 12, 15, 11, 5, 2, 14, 3,9, 7, 8, 0, 6, 13), |FP| = 0
13. (15,9, 7,2,8,6,12, 1,0, 4, 10, 13, 11, 3, 5, 14), [FP| = 1
14. (15,11, 5,2, 4,12, 10, 1, 0, 6,8, 13, 7, 9, 3, 14), |[FP| = 1
15. (15,10, 7, 1,0, 4,9, 14, 8,5, 12, 2, 11, 3, 6, 13), |[FP| = 1
16. (15,11, 6, 1,0, 5, 8, 14,4, 12,9, 2, 7, 10, 3, 13), |[FP| = 1
17. (11,0, 6, 14, 8,15, 1, 5, 4,9, 3, 13, 7, 2, 12, 10), |[FP| = 1
18. (7,10, 0, 14,4, 1, 15, 9, 8, 3,5, 13, 11, 12, 2, 6), | FP| = 2
19. (11,0, 5, 13,4, 10, 3, 14, 8, 15, 2, 6, 7, 1, 12, 9), |[FP| = 2
20. (7,9,0,13,8,3,6,14, 4,2, 15, 10, 11, 12, 1, 5), |FP| = 1
21. (8, 6,12, 1,15,9, 7,2, 11, 3, 5, 14, 0, 4, 10, 13), |FP| = 0
22. (4,12, 10, 1, 15,11, 5,2, 7, 9, 3, 14, 0, 6, 8, 13), |FP| = 1
23. (8,5, 12,2, 11,3, 6, 13, 15, 10, 7, 1, 0, 4, 9, 14), |FP| = 1
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24. (4,12, 9,2, 7,10, 3,13, 15,11, 6, 1, 0, 5, 8, 14), |FP| = 0
25. (12,8, 6,1,7,15,9,2, 3,5, 11, 14, 4, 10, 0, 13), |[FP| = 0
26. (12, 10, 4, 1, 11, 5, 15, 2, 3, 7, 9,14, 8, 0. 6, 13), |[FP| =1
27. (12,9, 4,2, 3,7, 10, 13, 11, 6 15,1,8,0,5,14%|P7ﬂ =0
28. (12,8, 5,2, 3,6, 11, 13,7, 15, 10, 1, 4, 9, 0, 14), |[FP| = 1
29. (12,9, 4,2, 7,10, 3,13, 1, 6, 11, 15, 14, 5, 0, 8), |[FP| = 0
30. (12,8, 5,2, 11, 3,6, 13,1, 7, 10, 15, 14, 0, 9, 4), |FP| = 2
31. (12, 10,4, 1,2, 5,11,15,7,9, 3, 14, 13, 6, 0, 8), |FP| = 2
32. (12,8, 6,1,2,7,9,15, 11, 3, 5, 14, 13, 0, 10, 4), |[FP| =0
33. (13,0,9,7, 6,3, 14, 8, 4, 15, 10, 2, 11, 12, 1, 5), |[FP| = 1
34. (13,5,0, 11, 10, 14, 3, 4, 8,6, 15,2, 7, 1, 12, 9), |[FP| = 1
35. (14, 6, 0, 11, 8, 5, 15, ,9,13,3,4,7,2,12,10%|E¥ﬂ =1
36. (14,0, 10,7, 4, 15,9, 1, 5, 3, 13, 8, 11, 12, 2, 6), |[FP| = 1
(DRy3, LRy3) = (-60.8, -60.0), (BGC, GEC) = (12.0, 20.33)

: 8(2 x 4) XE-PE intersections include 2 S-box each(totally 16 S-boxes)

: 18(2 x 9) XE-PE intersections include 2 S-box each(totally 36 S-boxes)
2,10, 15,4,7,9,0,13,5, 1,12, 11, 8,14, 3, 6), |FP| =1
9,12, 1, 7, 4, 3, 14, 10),
11,0, 6, 14, 4, 3, 13, 9),
7.10, 0, 14, 8, 13, 3, 5),

1.

—_ =

e A A B ol o o

15,1, 7, 12,

5
1
.6, 1
.5, 8
4,9,
6, 8

)

(
(2,
(1,
(1,
(4,
(8,
(4,
(8
(2
(2
(1

) )

15, 6, 8, 11, 0, 5, 13
15, 5, 8, 10, 12, 2, 7,
9,15, 4, 6, 2, 12, 11,
15,9, 1, 11, 6, 12, 2,
10, 2,
5,10, 2,7, 0, 13, 9,
5,2, 11, 13, 0, 5,
, 12, 15, 10, 7, 1,
12, 15, 11, 6, 1,
.12, 14, 5, 3, 11,

7,0, 14, 10, 8, 13, 3, 5

11,5, 12, 1, 8, 14, 3, 6),
7,12, 9, 1, 4, 3, 14, 10),

13, 6, 3, 11,
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4,9, 0, 14),
13, 3,10, 7, 8, 0, 5, 14),

)
)
)
)
11, 14, 0, 6, 4, 3, 13, 9),
)
)
)
)
15,9, 7, 2, 4, 10, 0, 13),

(0,14, 4,9, 3, 11,13, 6, 7, 1, 15, 10, 8, 12, 2, 5), |FP| = 1
(0, 8,14, 5,3, 13,7, 10, 11, 15, 1, 6, 4, 2, 12, 9), |FP| = 1
(0,8,13,6,11, 15,2, 5,3, 14,7, 9, 4, 1, 12, 10), |FP| = 1
(0,13 410,7.2,15.9, 3 11, 14, 5, 8, 12, 1, 6), |FP| =1
(0,4,9,14,13,11,6,3,7,15,10,1,2,12,5,8%|I?P|::3
(0, 5,8, 14, 13,10, 7, 3, 11, 6, 15, 1, 2,9, 12, 4), |FP| = 1
(0, 6,8, 13,11, 5,15,2, 14,9, 7, 3, 1, 10, 12, 4), |FP| = 3
(0, 4,10, 13,7, 15,9, 2, 14, 11, 5, 3, 1, 12, 6, 8), |FP| = 1
(0,11, 13, 5, 15, 2, 8, 6, 3, 4, 10, 14, 12,9, 7, 1), |FP| = 3
(0,13,7,9, 15, 4, 2,10, 3,6, 8, 14, 12, 11, 5, 1), |FP| = 2
(0,11, 14, 6, 3,4, 9, 13, 15, 1, 8, 5, 12, 10, 7, 2), |FP| = 2
(0, 14, 7, 10, 3, 5,8, 13, 15, 4, 1, 9, 12, 11, 6, 2), |FP| = 3
(0, 4, 10, 13, 15,9, 7, 2, 11, 3,5, 14, 8, 6, 12, 1), |FP| = 1
(0, 6,8, 13,15,11,5,2, 7,9, 3, 14, 4, 12, 10, 1), |[FP| = 2
(0, 5, 8,14, 7,10, 3,13, 15, 11, 6, 1, 4, 12,9, 2), |FP| = 1
(0, 4,9, 14, 11, 3, 6, 13, 15, 10, 7, 1, 8, 5, 12, 2), |FP| = 2
— (DRy3, LRy3) = (-60.8, -60.0), (BGC, GEC) = (13.0, 20.0)

|FP| =1
|FP| =1
|FP| =1
, |FP| =1
|FP| =0
|[FP| =0
|FP| =1
|FP| =1
|FP| =2
|FP| =2



12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

1,4,10,12, 14, 3,9, 7, 15, 11, 5, 2, 8, 0, 6, 13),
15,9, 7, 2,0, 4, 10, 13, 8, 6, 12 1, 11, 3, 5, 14),
15, 11, 5, 8,13,4,12, 10,1, 7,9, 3, 14),
15, 10, 7, 1 0, 4,9, 14, 11 3, 6, 13),
15, 11, 6,

7,10, 0, 1 5
11,0, 6, 1 3,
11, 0, 5, 13, 8, 15, 2,

7, 9 0,13, 4,2, 15,1
4,12,10,1,7,9, 3,14, 15, 1
8,6,12,1, 11, 3, 5, 14, 15, 9,
,12,9,2, 15,11, 6, 1, 7, 10,
5,12, 2, 15,10, 7, 1, 11, 3,

2,
2,9,

9 )

2,0, 6,
1,8,5,12, 2,
1,4,12,9, 2,0,
4,8,3,5,13, 4
4,4,9, 3,13, 8,
15,2, 6, 4
0,8, 3,6, 14, 11, 12, 1, 5),
15,11, 5, 2, 0, 6, 8, 13)
7,2,0, 4, 10, 13),
3,13,
6, 13,

6,13 5 11, 14,7, 15, 9, 2,
0.4,1,3 7.9 14,11, 5. 15, 2,

.10, 1, 3,6, 11, 13,4

4,

0,
0,
8,

1
1
1
1
1

9, 8,
4,9,
10, 0,
0, 6,
9,0
0,5

5,1, 3,7, 10, 13, 8,
5,7, 10, 3, 13, 14, 5,

, 1

5,8,14,7,10,3,13%
,1,15,9,11,12,2,6%
15,1, 5, 7, 2, 12, 10),
.10, 3,14, 7, 1,12, 9),

(1,
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

T e e e e e R

%%WOJI\J“MM[\DMMMM“

8,
1
8
9
9
8,
10
8
0
5
0
6

1
1,1
10, 1
, 9, 1
5,1
1
1
1

0
5
3,
3

9,
4,
4
’2’
2
8
4

11, 3, 6, 13, 14, 0,
2.5 11, 15, 13, 6,
979,15, 13,0, 1
6,3, 14, 8, 11, 12

.10, 1
4,15, 9, 1, 11, 12,
8,5, 15, 1,
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4,3, 4,7, 1, 12,

7, 2,12,

)

4
4
3
3
4
4

0,8

9, 4

0,8

0, 4

1,5

2,9

2,6
0

1

)
)
)
)
)
)
)
)
)
)
)
)
)
)

\FP| =1
|[FP| =1
IFP| =1
|[FP| =1
IFP| =1
|FP| =0
|FP| =2
IFP| =0
\FP| =2
\FP| =0
IFP| =1
IFP| =1
IFP| =0
IFP| =1
IFP| =0
FPl =0
FP| =1
IFP| =0
FP =0
PP =0
|FPl =0
PP =1
FP| =0
, [FPl =0
FP =1



The optimal BOGI-applicable S-boxes in the 9 PXE class.

— (DRy3, LRy3) = (-62.4, -52.0), (BGC, GEC) = (12.0, 20.33)
: 8(2 x 4) XE-PE intersections include 2 S-box each(totally 16 S-boxes)

1. (0,8,3,7,5, 15, 12,10, 11, 14, 13, 4,2, 1,6, 9), |FP| = 1
2. (0, 3,4, 11,9, 12, 15, 6, 7, 13 14,8, 2,10, 1, 5), |FP| = 1
3. (0, 3,4, 11,7, 14, 13, 8, 10, 12, 15,5, 1, 9, 2, 6), |FP| = 1
4. (0,8, 3,7, 11 13,14, 4, 6, 15, 12, 9, 1, 2 5, 10) |FP| =1
5. (0, 4, 15, 7, 13 11, 8, 2, 3, 10, 9, 12, 14 1,6,5), |FP| =1
6. (0, 15, 8, 11, 13,4, 7. 2.3, 5,6, 12, 14, 10, 19) |FP| =1
7. (0, 4 15.7,3,9,10, 12, 14, 11, 8, 1, 13, 2. 5. 6), |FP| =1
8. (0,15, 8, 11, 3, 6, 5, 12, 14, 4, 7.1,13.9. 2, 10) |FP| =1
9. (0, 5, 10, 3, 15,12, 7, 8, 6, 14, 9, 13, 1, 11, 4, 2), |FP| = 2
10. (0, 6,9, 3,15, 11, 12, 4, 10, 5, 14, 13, 1, 8, 7, 2), |[FP| = 2
11. (0, 6,9, 3,5, 13, 10, 14, 15, 12, 7,8, 2, 11, 4, 1), |[FP| = 2
12. (0,5, 10, 3,9, 6, 13, 14, 15, 11, 12, 4, 2, 8, 7, 1), |[FP| = 2
13. (0, 3,8, 7,15, 10, 5,12, 14, 4, 11, 13,9, 1, 6, 2), |FP| = 1
14. (0,4,3,11,15,9, 6,12, 14,7, 8,13, 5, 10, 1, 2), |[FP| = 2
15. (0, 3,8, 7,13, 4,11, 14, 15,9, 6, 12, 10 2 5,1), |[FP| =2
16. (0,4, 3,11, 13,7, 8, 14, 15, 10, 5, 12,6, 9, 2, 1), |FP| = 1
— (DRy3, LRy3) = (-62.4, -52.0), (BGC, GEC) = (13.0, 20.0)

: 18(2 x 9) XE-PE intersections include 2 S-box each(totally 36 S-boxes)

1. (6,3,12,5,9,10, 1, 14, 0, 8, 15, 11, 7, 13, 2, 4), |FP| = 2
2. (10,12, 3,9, 5, 1,6, 14, 0, 15,4, 7, 11, 2, 13, 8), |FP| = 1
3. (9,12, 3, 10,0, 15,4, 7,6,2, 5, 13,11, 1, 14, 8), |[FP| = 2
4. (5,3,12,6,0,8, 15,11, 10,9, 2, 13, 7, 14, 1, 4), [FP| = 1
5.(9,3,0,6,12, 4,15, 11, 14, 13, 10, 5,7, 2, 1, 8), |FP| = 1
6. (5,0,3, 10,12, 15,8, 7, 14, 6, 13,9, 11, 1, 2, 4), [FP| = 1
7. (10, 3,0, 5, 13, 14, 9, 6, 12, 4, 15, 11, 7, 1, 2, 8), |FP| = 1
8. (6,0,3,9,13,5,14, 10, 12, 15, 8, 7, 11, 2, 1, 4), [FP| = 1
9. (11 ,3 8,12,14,4,7,1,0,5, 6, 15, 9, 10, 13, 2), [FP| = 0
10. (7, ,3,12, 14,11, 8,1, 0, 10, 9, 15, 5, 13, 6, 2), |FP| = 1
11. (7,4, 3,12,0,9, 10, 15, 13, 11, 8, 2, 6, 14, 5, 1), |[FP| = 0
12. (11, 8 12,0, 6, 5, 15, 13,4, 7, 2, 10, 9, 14, 1), |[FP| = 1
13. (2, 1, 10,5, 13, 8, 7. 14, 12. 6, 9. 15, 11, 3, 4. 0), |FP| =1
14. (2,6, 1,9, 13, 11, 4, 14, 12, 5, 10, 15, 7, 8, 3, 0), |FP| = 1
15. (1,5, 2, 10, 12, 6, 9, 15, 14, 11, 4, 13,7, 8, 3, 0), |FP| = 1
16. (1,2,9, 6,12, 5,10, 15, 14, 8, 7, 13, 11, 3, 4, 0), |FP| = 1
17. (8, 1,2, 7,5, 10, 13, 14, 11, 15, 4, 12, 6, 0, 3, 9), |FP| = 2
18. (4,2,1,11,9, 13,6, 14, 7, 8, 15, 12, 10, 3, 0, 5), |FP| = 1
19. (8,2, 1,7, 11, 15, 4, 12, 6, 9, 14, 13, 5, 0, 3, 10), |FP| = 1
20. (4,1, 2, 11, 7,8, 15, 12, 10, 14, 5, 13, 9, 3, 0, 6), |FP| = 2
21. (3,0, 11, 4, 12, 9, 6, 15, 13, 7, 8, 14, 10, 2, 5, 1), |[FP| = 1
22. (3,7,0,8,12, 10, 5, 15, 13, 4, 11, 14, 6, 9, 2, 1), |[FP| = 0
23. (3,7,0,8,14, 4,11, 13,12, 9, 6, 15, 5, 10, 1, 2), |FP| = 1
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24. (3,0, 11,4, 14, 7,8, 13,12, 10, 5, 15,9, 1, 6, 2), |FP| = 0
25. (11,3, 4,0, 12, 6,9, 15, 13, 8, 7, 14, 2, 1, 10, 5), |FP| =0
26. (7,8,3,0,12, 5,10, 15, 13, 11, 4, 14, 2, 6, 1, 9), |[FP| = 1
27. (7,8,3,0, 14, 11, 4, 13,12, 6,9, 15, 1, 5, 2, 10) |[FP| =0
28. (11, 3, 4, 0, 14, 8, 7, 13, 12, 5, 10, 15, 1,20, 6), |FP| =1
29. (7,15, 4, 0,2, 8, 11, 13, 12 9.10.3, 5, 6, 1, 14) |FP| =2
30. (11,8, 15,0,2, 7, 4, 13,12, 6, 5, 3,9, 1, 10, 14), |[FP| =0
31. (11, 8, 15, 0, 12, 5, 6, 3, 1 7.4,14.10, 2, 9. 13), |[FP| =2
32. (7, 15, 4, 0, 12, 10,9 3 1.8, 11, 14, 6, 5. 2, 13), |FP| =0
33. (4,2,13,7, 11, 15, 8, 0, 14, 1, 10, 9, 5, 12, 3, 6) |FP| =1
34. (8,13,2, 11,7, 4,15, 0, 14, 6, 1, 5,9, 3, 12, 10), |FP| = 1
35. (4, 1,14, 7,13, 2,9, 10, 11, 15, 8, 0, 6, 12, 3, 5), |FP| = 1
36. (8,14, 1, 11, 13,5, 2, 6, 7, 4,15, 0, 10, 3, 12, 9), |FP| =1

(DRy3, LRy3) = (-60.8, -60.0), (BGC, GEC) = (12.0, 20.33)
: 8(2 x 4) XE-PE intersections include 2 S-box each(totally 16 S-boxes)

1. (0,3, 4,11, 10, 12, 15, 5, 7, 14, 13, 8, 1,9, 2, 6), |FP| = 1
2. (0,8,3,7,6,15, 12,9, 11, 13, 14, 4, 1, 2, 5, 10), |FP| = 1
3.(0,8,3,7,11, 14, 13, 4, 5, 15, 12, 10, 2, 1, 6, 9), |FP| = 1
4. (0,3,4 11,7, 13, 14, 8, 9, 12, 15, 6, 2, 10, 1, 5), |[FP| = 1
5. (0,4, 15,7, 14,11, 8, 1, 3,9, 10, 12, 13, 2, 5, 6), |FP| = 3
6. (0,15, 8, 11, 14, 471,36 5 12, 13,9, 2, 10), |[FP| =1
7. (0,4, 15,7, 3,10, 9, 12, 13, 11, 8, 2, 14, 1, 6, 5), | FP| = 1
8. (0,15, 8,11, 3,5, 6, 12, 13, 4, 7, 2, 14, 10, 1, 9), |FP| = 3
9. (0, 5,10, 3, 15, 11, 12, 4,9, 6, 13, 14, 2, 8, 7, 1), |[FP| = 2
10. (0, 6,9, 3, 15,12, 7,8, 5, 13, 10, 14, 2, 11, 4, 1), |FP| = 3
11. (0, 6,9, 3,10, 5, 14, 13, 15, 11, 12,4, 1, 8, 7, 2), |[FP| = 3
12. (0, 5, 10, 3, 6, 14, 9, 13, 15, 12, 7, 8, 1, 11, 4, 2), |FP| = 2
13. (0, 3,8, 7, 15,9, 6,12, 13, 4, 11, 14, 10, 2, 5, 1), |FP| = 2
14. (0, 4, 3, 11, 15, 10, 5, 12, 13, 7, 8, 14, 6, 9, 2, 1), |[FP| = 1
15. (0, 4, 3,11, 14, 7, 8, 13, 15, 9, 6, 12, 5, 10, 1, 2), |[FP| = 2
16. (0, 3,8, 7,14, 4,11, 13, 15, 10, 5, 12,9, 1, 6, 2), |FP| = 1

— (DRy3, LRy3) = (-60.8, -60.0), (BGC, GEC) = (13.0, 20.0)

: 18(2 x 9) XE-PE intersections include 2 S-box each(totally 36 S-boxes)

1. (5,3,12,6,10,9,2,13,0,8, 15, 11, 7, 14, 1, 4), |FP| = 1
2. (9,12, 3,10, 6, 2, 5,13, 0, 15,4, 7, 11, 1, 14, 8), |FP| = 1
3. (6,3,12,5,0,8,15, 11,9, 10, 1, 14, 7, 13, 2, 4), |[FP| = 1
4. (10,12, 3,9,0, 15,4, 7, 5,1, 6, 14, 11, 2, 13, 8), |[FP| = 1
5. (6,0,3 9,12, 15,8, 7, 13, 5, 14, 10, 11, 2, 1. 4), |[FP| = 1
6. (107305 12,4, 15,11, 13,14, 9,6, 7, 1, 2, 8), |[FP| = 0
7. (5, ,3,10, 14,6, 13,9, 12, 15,8, 7, 11, 1, 2, 4), |FP| = 0
8. (9,3,0,6, 14,13, 10, 5, 12, 4, 15,11, 7, 2, 1, 8), |FP| = 1
9. (11, 3, 8 12, 13,4,7,2,0,6,5, 15, 10,9, 14, 1), |FP| = 1
10. (7,4, 3,12, 13,11, 8, 2,0, 9, 10, 15, 6, 14, 5, 1), |[FP| = 2
11. (7,4, 3,12,0,10,9, 15, 14, 11,8, 1, 5, 13, 6, 2), |[FP| = 1
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12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

1,3,8,12,0,5,6, 15,14, 4, 7, 1, 9, 10, 13
19,6, 14, 8, 7, 13, 12, 5, 10, 15, 11, 3, 4
. 2,10, 14, 11, 4, 13, 12, 6, 9, 15, 7, 8, 3
1,912, 5,10, 15, 13, 11, 4. 14, 7. 8. 3

3, 4

) )

10, 5, 12, 6, 9, 15, 13, 8, 7, 14, 11, 3, 4,
1,7,6,9, 14, 13, 11, 15,4, 12,5, 0, 3, 1
, 11, 10, 14, 5, 13, 7, 8, 15, 12, 9,
, 11,7, 8,15, 12, 9, 13, 6, 14, 10,
7,11, 15, 4, 12, 5, 10, 13, 14, 6,

4,

7
i )

i )

9,6, 15, 14, 4, 11, 13, 5,
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The optimal BOGI-applicable S-boxes in the 10 PXE class.

— (DRy3, LRy3) = (-62.0, -68.0), (BGC, GEC) = (11.0, 18.33)
: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)

1. (0,6,8,15,3,13,5, 10, 11, 1, 7, 12, 4, 2, 14, 9), |FP| = 2

2. (0,4,9,15,7, 11,2, 12, 3, 10, 14, 5, 8, 13, 1, 6), |FP| = 2

3. (0,10,12,7,15,9, 5, 2,11, 13, 3,4, 8, 6, 14, 1), |[FP| = 2

4. (0,12, 5,11, 7, 3, 14, 8,15, 10, 6, 1, 4, 13, 9, 2), |[FP| = 2
— (DRy3, LRy3) = (-62.0, -68.0), (BGC, GEC) = (12.0, 18.0)

: 30(2 x 15) XE-PE intersections include 1 S-box each(totally 30 S-boxes)

1. (2,12,5,10,9, 15,0, 7, 13,11, 6, 1, 14, 4, 3, 8), |FP| = 1
2. (1,10, 12,5, 14,9, 7,2, 6,0, 15, 11, 13, 3, 8, 4), |FP| = 1
3. (15,8, 7,1, 2,13, 4, 10, 0, 11, 12, 6, 9, 14, 3, 5), |[FP| = 0
4. (15,11, 4,2,0,12,7,9, 1,8, 14, 5, 6, 3, 13, 10), |FP| = 0
5.(3,4,10,12,6,9,1,15,0, 11,13, 7, 5,2, 14, 8), |FP| = 1
6. (3,58 12,0, 14,7, 11,9, 2, 6, 15, 10, 13, 1, 4), [FP| = 1
7. (7,9,0,15, 12, 10, 5, 2, 8, 14, 3, 4, 11, 1, 6, 13), |FP| = 1
8. (11,0, 6, 15, 4, 3,13, 8,12, 10, 5, 1, 7,9, 2, 14), |[FP| = 1
9. (15,0, 8, 6, 10, 13, 3, 5,12, 11, 7,1, 9, 2, 4, 14), |[FP| = 0
10. (15, 4,0,9,12,11,7,2, 5, 3, 14, 10, 6, 8, 1, 13), |FP| = 0
11. (13,7, 1, 10,2, 4,8, 15,6, 0, 14, 9, 5, 11, 3, 12), |[FP| = 0
12. (14,2,11,5,9,13,0,6, 1, 4, 8, 15, 10, 3, 7, 12), |[FP| = 0
13. (3,13, 5,10, 0, 6, 8, 15, 4, 2, 14,9, 11, 1, 7, 12), |[FP| = 0
14. (3,10, 14, 5, 8, 13,1, 6, 0, 4, 9, 15, 7, 11, 2, 12), |[FP| = 0
15. (7,0, 12,10, 2, 9, 15, 5, 4, 11, 3, 13, 1, 6, 8, 14), |FP| = 0
16. (11,12, 0, 5,8, 3, 7, 14, 1, 15, 6, 10, 2, 4, 9, 13), |FP| = 0
17.(1594312611001478111325)|FP|:2
18. (15, 8,6, 3,0, 11, 13, 4, 12, 2,9, 5, 7, ,14 10), |[FP| =2
19. (6, 13,10, 0, 15, 8, 5, 3.9, 14. 1. 7, 4. 11, 2., 12), |FP| =0
20. (9, 5,14, 0, 6, 2, 13, 11, 15, 10, 4, 3, 8, 1, 7, 12), |[FP| = 0
21. (6,8,0,15,5,3,13, 10,1, 7, 11, 12, 14, 4, 2, 9), |[FP| = 0
22. (9,0, 4,15, 2,7, 11, 12, 10, 14, 3,5, 13, 1, 8, 6), |[FP| = 0
23. (3,8, 15, 5, 10, 13,0, 6, 12, 11, 4, 2, 1, 14,7, 9), |FP| = 0
24. (3,15, 4, 10,12, 8,7,1,5,0, 14,9, 2, 11, 13, 6), |FP| = 0
25. (15, 9.5 2,0, 10, 12, 7, 8, 6, 14, 1, 11, 13, 3, 4). |FP| = 3
26. (15,10, 6, 1, 4, 13,9, 2,0, 12, 5, 11, 7, 3, 14, 8), |FP| = 3
27. (7,12, 10,0, 2, 5,9, 15, 4, 3, 13, 11, 1, 14, 6, 8), |FP| = 2
28. (11,5, 12,0,8, 14, 3,7, 1, 6, 10, 15, 2, 9, 13, 4), |FP| = 2
29. (2,9,15,5,7,0,12,10, 1, 6, 8, 14, 4, 11, 3, 13), |FP| = 0
30. (1, 15, 6, 10, 2, 4, 9, 13, 11, 12, 0, 5, 8, 3, 7, 14), |[FP| = 0
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The optimal BOGI-applicable S-boxes in the 11 PXE class.

— (DRy3, LRy3) = (-62.0, -68.0), (BGC, GEC) = (11.0, 18.33)
: 4(2 x 2) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
1. (0,3,8, 14, 6,9, 15,5, 7, 4, 13, 11, 1, 10, 2, 12), |FP| = 2
2. (0,4, 3,13, 11, 14, 8, 7, 9, 15, 6, 10, 2, 1, 5, 12), |FP| = 2
3. (0,14, 3, 8, 15,9, 5, 6, 13, 7, 4, 11, 10, 12, 2, 1), |FP| = 2
4. (0, 3,13, 4, 14, 8,11, 7, 15, 10, 6, 9, 5, 1, 12, 2), |FP| = 2

— (DRys, LRy3) = (-62.0, -68.0), (BGC, GEC) = (12.0, 18.0)
: 30(2 x 15) XE-PE intersections include 1 S-box each(totally 30 S-boxes)

1. (9,7, 15,4, 14, 8,1, 2,0, 10, 12, 3, 11, 13, 6, 5), |FP| = 1
2. (6,15, 11,8,0,12,5,3,13,2, 4,1, 7,9, 14, 10), |FP| = 1
3. (2,9, 4, 10,12, 15, 3, 5, 1, 14, 13, 7, 11, 8, 6, 0), |[FP| = 0
4 (1.8.6,5, 2 14, 13, 11,12, 3. 15, 10, 7, 9, 4, 0). |[FP| = 0
5. (2.4, 15,12, 9,3,5 10,7, 1, 8, 11, 0, 14, 6, 13), |[FP| = 1
6. (1,15,8,12,11,4,2,7,6,10,3,5,0,9, 13, 14), [FP| = 1
7. (8,14,2,1,7,9,4, 15,13, 11, 5, 6, 10, 0, 3, 12), |FP| = 1
8 (4.1,13.2, 14,10, 7,9, 11, 8. 6, 15, 5, 3. 0, 12). |FP| =1
9. (4,11,8,2, 14,13, 3, 5,7, 12, 1, 15, 9, 10, 6, 0), |[FP| = 0
10. (8,4, 7,1,11,2, 12, 15, 13, 3, 14, 10, 6, 9, 5, 0), |FP| = 0
11. (6,5,9,15,8,3, 14,0, 1,2, 12, 10, 11, 4, 7, 13), |[FP| = 0
12. (9, 6,10, 15,2, 12, 1, 5, 4, 13, 3,0, 7, 11, 8, 14), |[FP| = 0
13. (1.2.9, 15,7, 8, 14, 4, 6, 5, 12, 10, 0. 11, 3, 13). |[FP| =0
14. (2,6, 1, 15,9, 12, 10, 5, 11, 13, 4, 8, 0, 3, 7, 14), |[FP| = 0
15. (4.2, 11,8, 3,13, 5, 14, 1, 7, 12, 15, 10, 0, 6, 9), |FP| = 0
16. (8,7, 1,4, 2,12, 11, 15, 3, 10, 14, 13,5, 9, 0, 6), |FP| = 0
17. (2,8,1419154711513612 10, 3, 0), |FP| =2
18. (1,13, 4,2, 7,14, 10, 9, 6, 8, 15, 11, 12, 3, 5, 0), |[FP| = 2
19. (12, 3. 5. 15, 10, 9, 2, 4. 11, 0, 8. 6, 13, 14, 7, 1), |FP| =0
20. (12, 10,3, 15,7, 4.0.9, 5, 1, 6, 8, 14, 11, 13, 2). |FP| = 0
21. (8,7, 4,14, 2,1, 15, 9, 11, 0, 13, 3, 5, 6, 10, 12). |FP| = 0
22. (4,8,11,13,7,14,0, 3,1, 15, 2, 6, 10, 5, 9, 12), |[FP| =0
23. (9,10, 4,2, 3,12, 15,5, 14, 13, 1, 7, 0, 11, 6, 8), |FP| = 0
24. (6,8, 5,1, 13,2, 14, 11, 3, 15,12, 10, 0, 9, 7, 4), |FP| = 0
25. (1,15, 2,9, 14, 8, 4, 7, 12, 6, 5, 10, 11, 13, 3, 0. |FP| = 3
26. (2,1, 15, 6, 12, 10, 9, 5, 13, 8, 4, 11, 7, 3, 14, 0), |[FP| = 3
27. (12, 2,15, 4,3,5,9, 10, 1, 11, 8, 7, 6, 0, 14, 13), |FP| = 2
28. (12,15, 1,8, 2,4, 7, 11, 3, 6, 10, 5, 9, 13, 0, 14), |FP| = 2
29. (5,3,10,9,2,12,4, 15,0, 6,13, 14, 11, 1, 7, 8), |FP| = 0
30. (10,5, 3. 6.0, 14,9, 13, 1. 8, 12, 15, 7, 11, 2, 4). |FP| = 0
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The optimal BOGI-applicable S-boxes in the 12 PXE class.

— (DRy3, LRy3) = (-70.0, -68.0), (BGC, GEC) = (11.0, 18.33)
: 8(2 x 4) XE-PE intersections include 1 S-box each(totally 8 S-boxes)

1. (0, 15,8, 6,13, 10, 3,5, 11, 12, 7, 1, 2, 9, 4, 14), |FP| = 1
2. (0,4,15,9,7, 11,12, 2, 14, 3,5, 10, 1, 8, 6, 13), |FP| = 1
3. (0,10, 7,12, 15,9, 2,5, 11, 13, 4, 3, 8,6, 1, 14), |FP| = 1
4. (0,11, 5,12, 7, 8,14, 3,15, 1, 6, 10, 4, 2, 9, 13), |[FP| = 1
5.(0,7,12,10,9, 2,15, 5, 11, 4, 3, 13, 6, 1, 8, 14), |FP| = 1
6. (0,12, 11,5, 7, 3,8, 14, 6, 15, 1, 10, 9, 4, 2, 13), [FP| = 1
7. (0, 6,15, 8,3, 13,10, 5, 11,1, 12, 7, 4,2, 9, 14), |FP| = 1
8. (0,15,9,4,7,12,2, 11, 3,5, 14, 10, 8, 6, 1, 13), |[FP| = 1

— (DRy3, LRy3) = (-70.0, -68.0), (BGC, GEC) = (12.0, 18.0)
: 22(2 x 11) XE-PE intersections include 1 S-box each(totally 22 S-boxes)

1. (7,0, 10,12, 2,9, 5,15, 4, 11, 13, 3, 1, 6, 14, 8), |FP| = 1
2. (11,5,0,12, 8,14, 7, 3, 1, 10, 6, 15, 2, 13,9, 4), |FP| = 1
3. (15,0,6,8, 10,13, 5,3, 12, 11,1, 7,9, 2, 14, 4), |FP| = 1
4. (15,9,0,4, 12,2, 7,11, 5, 10, 14, 3, 6, 13, 1, 8), |FP| = 1
5. (9,15, 5,2, 10,0, 12,7, 6, 8, 14, 1, 13, 11, 3, 4), |FP| = 1
6. (6,10, 15, 1,9,13,4,2,5,12,0, 11, 14, 3, 7, 8), |[FP| = 1
7.(6,0,8151335101117122414,9) |FP| =1
8. (9,4,0,15,2,11, 7,12, 14, 10, 3, 5, 1, 13, 8, 6), |FP| = 1
9.(3,1,10,46191507131151428)|FP|=1
10. (3,5, 12, 8,0, 14,11, 7, 9, 6, 2, 15, 10, 1, 13, 4), |FP| = 1
11. (15,9,0,7,12, 2,5, 10, 4, 14, 3, 8, 11, 13, 6, 1), |FP| = 1
12. (15,0, 6, 11,8, 3,13, 4, 12,10, 1, 5, 7,9, 14, 2), |FP| = 1
13. (10712,57279,7,0,15111613 14834) |FP| =0
14. (5,10,12,1,2,9,7, 14, 6,0, 11, 15, 13, 3, 4, 8), |[FP| = 0
15. (13,3,5,10,6,0,8,1524149111712) |FP| =0
16. (14,10, 3, 5, 1, 13,8, 6, 9, 4, 0, 15, 2, 11, 7, 12), |FP| = 0
17.(3,412106,9,15,1,01171352814) |FP| =0
18. (3,12,8,5,0, 11,7, 14,9, 15, 6, 2, 10, 4, 1, 13), |[FP| = 0
19. (7,13,1,10,4,2 8,15,0,6,14,9, 11, 5, 3, 12), |FP| = 1
20. (11,2, 14,5,0, 13,9, 6,8, 4, 1, 15, 7, 3, 10, 12), |FP| = 1
21. (10, 0,12, 7,9, 15, 5, 2, 13, 11, 3, 4, 6, 8, 14, 1), |[FP| = 1
22. (5,12, 0,11, 14, 3, 7, 8, 6, 10, 15, 1,9, 13, 4, 2), |FP| = 1
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The optimal BOGI-applicable S-boxes in the 13 PXE class.

— (DRy3, LRy3) = (-70.0, -68.0), (BGC, GEC) = (11.0, 18.33)

: 8(2 x 4) XE-PE intersections include 1 S-box each(totally 8 S-boxes)
0,11, 8,6, 14, 13, 7, 1, 3, 12, 5, 15, 9, 10, 2, 4), |[FP| = 1
0,4,7,9,3, 10,12, 15, 13, 11, 14, 2,6, 1, 5, 8), [FP| = 1
0,10, 3,12, 11, 13,5, 6, 9, 7, 4, 15, 14, 8, 2, 1), |[FP| = 1
3,5,12,6, 8,11, 15,7, 10, 14,9, 13, 1, 4, 2), |[FP| = 1

11,8, 7,13, 1, 14, 5, 3, 12, 15, 10, 4, 2, 9), |FP| = 1

, 1, 8,6),
4,2, 8),
3,4),

—_

)

6,
,79410123151121413 ,8,6), |[FP| =1
,312106131157491511,,8 |[FP| =1

(
(
(
(
(
E
(0,12, 3, 5,11, 6, 8, 15,9, 7, 14, 10, 2, 1, 13, 4

e IR

0,
0,
0
0
0 |FP| =1
— (DRy3, LRy3) = (-70.0, -68.0), (BGC, GEC) = (12.0, 18.0)

: 22(2 x 11) XE-PE intersections include 1 S-box each(totally 22 S-boxes)
2,15,12,3,9,5,10,1, 7,8, 11, 14, 0, 6, 13), |FP| =1

) 9

4,7,8,15,9,1, 2,13, 3,0, 11, 10, 12, 6, 5
1,13, 4, 14,0, 3,7,15,2,6,1, 5,9, 12, 10

|FP| =1
|FP| =1

(4,
2. (8,15, 1,12, 2, 4, 11, 7. 3, 10, 6, 5, 13, 9, 0, 14), |FP| = 1
3. (4,15, 12,2,10,9,3,5,7,8, 1, 11, 13, 14, 6, 0), |FP| = 1
4 (812,15, 1,11, 2, 4,7, 5, 3, 6, 10, 14, 9, 13, 0), |FP| = 1
5. (5,15, 6,9, 14, 8, 0, 3, 12, 2. 1, 10, 11, 13, 7, 4), |FP| = 1
6. (10,9, 15,6,12,2,1,5,13,0,4,3,7, 11, 14, 8), |[FP| = 1
7. (4,7,8,14,2,9,15, 1, 3,0, 13, 11, 5, 10, 6, 12), |FP| = 1
8. (8,4,11,13,3,14,0, 7, 1, 15, 6, 2, 10, 9, 5, 12), |[FP| = 1
9. (2,12, 15,4,5,3,9,10,11, 1, 8,7, 0, 6, 14, 13), |FP| = 1
10. (1, 15,12, 8, 7, 4, 2, 11, 10, 6, 3, 5, 0, 13, 9, 14), |FP| = 1
11. (8,2, 14, 1, 15,9, 4, 7, 5, 11, 13, 6, 10, 12, 3, 0), |[FP| = 1
12. (4,13,1,2,10, 14, 7,9, 15,8, 6, 11, 5, 3, 12, 0), |[FP| = 1
13. (9,15, 7,4, 2,8, 1, 14, 12, 10, 0, 3, 11, 5, 6, 13), |[FP| = 0
14. (6,11, 15, 8, 12, 0, 5, 3, 1, 2, 4, 13, 7, 9, 10, 1), [FP| = 0
15. (5,6, 9,15, 3,8, 14,0, 2, 1, 12, 10, 4, 11, 7, 13), |[FP| = 0
16. (10,6, 9,15, 1,12, 2, 5,3, 13,4, 0,8, 11, 7, 14), |FP| = 0
17. (2, 4,11, 8,13, 3, 5,14, 7, 1, 12, 15, 0, 10, 6, 9), |FP| = 0
18. (1, 7,8, 4, 11,12, 2, 15, 14, 10, 3, 13,0, 9, 5, 6), |[FP| = 0
19. (2, 1,9, 15, 8,7, 14, 4, 5, 6, 12, 10, 11, 0, 3, 13), |FP| = 1
20. (1, 6,2, 15, 10, 12, 9, 5, 4, 13, 11, 8, 7, 3, 0, 14), |[FP| = 1

(4,1 )

(81 )
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The optimal BOGI-applicable S-boxes in the 14 PXE class.

— (DRy3, LRy3) = (-66.8, -60.0), (BGC, GEC) = (12.0, 19.99)
: 4(4 x 1) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
1. (0, 15,11, 6, 3, 4, 12,9, 14, 5, 8, 1, 13, 2, 7, 10), |FP| = 1

(0,7, 15,9, 13, 4, 10, 2, 3, 12, 8, 6, 14, 11, 1, 5), |FP| = 1

. (0, 11, 15, 6, 14, 8, 5, 1, 3, 12, 4, 9, 13, 7, 2, 10), |[FP| = 1

. (0,15,7,9,3,8,12, 6,13, 10, 4, 2, 14, 1, 11, 5), |[FP| = 1

=N

— (DRy3, LRy3) = (-66.8, -60.0), (BGC, GEC) = (13.0, 19.33)
: 16(4 x 4) XE-PE intersections include 1 S-box each(totally 16 S-boxes)

1. (11,4, 1,12, 8,3, 14,7, 5, 2, 10, 15, 6, 9, 13, 0), |[FP| = 2
2. (7,2,8,12,10, 5, 1, 15, 4, 13, 3, 11, 9, 14, 6, 0), |FP| = 2
3. (11,1, 4, 12, 5, 10, 2, 15, 8, 14, 3, 7, 6, 13,9, 0), |[FP| = 3
4. (7,8,2,12, 4, 3,13, 11, 10, 1, 5, 15, 9, 6, 14, 0), |[FP| = 3
5. (15,2,7,8,4,13,0, 11, 12,9, 1, 6, 3, 14, 10, 5), |FP| = 2
6. (15,11, 1,4,12,2,6,9,8,0, 14, 7, 3, 5, 13, 10), |FP| = 2
7. (15,7,2,8,12,1,9,6, 4,0, 13, 11, 3, 10, 14, 5), |FP| = 3
8. (15,1, 11,4,8,14,0, 7,12, 6,2, 9, 3, 13, 5, 10), |FP| = 3
9. (10,1, 12, 5,9, 6, 3, 14, 4, 11, 15,2, 7, 0, 8, 13), |[FP| = 1
10. (5,12, 2, 10,8, 15,7, 1,6, 3,9, 13, 11, 4, 0, 14), |FP| = 1
11. (10,12, 1, 5,4, 15,11, 2,9, 3,6, 14, 7, 8,0, 13), |FP| = 1
12. (5,2, 12,10, 6,9, 3, 13,8, 7,15, 1, 11, 0, 4, 14), |[FP| = 1
13. (6,15,2,9,13,0,5, 10, 1, 12,8, 7, 14, 11, 3, 4), |[FP| = 1
14. (9,1, 15, 6, 2, 4, 12, 11, 14, 10, 0, 5, 13, 3, 7, 8), |FP| = 1
15. (6,2, 15,9, 1,8, 12,7, 13, 5,0, 10, 14, 3, 11, 4), |FP| = 1
16. (9, 15,1, 6, 14, 0, 10, 5, 2, 12, 4, 11, 13, 7, 3, 8), |FP| = 1
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The optimal BOGI-applicable S-boxes in the 15 PXE class.

— (DRy3, LRy3) = (-66.8, -60.0), (BGC, GEC) = (12.0, 19.99)
: 4(4 x 1) XE-PE intersections include 1 S-box each(totally 4 S-boxes)
1. (0,5, 10,9, 14, 6, 13, 3, 7, 12, 15, 2, 1, 11, 8, 4), |FP| = 1
2. (0, 5, 10, 6, 11, 15, 12, 1, 13, 14, 9, 3, 2, 4, 7, 8), |FP| = 1
3. (0,10, 5,9, 7, 15,12, 2, 14, 13, 6, 3, 1, 8, 11, 4), |FP| = 1
4. (0,10, 5,6,13,9, 14, 3, 11,12, 15, 1, 2, 7, 4, 8), |FP| = 1

— (DRy3, LRy3) = (-66.8, -60.0), (BGC, GEC) = (13.0, 19.33)
: 16(4 x 4) XE-PE intersections include 1 S-box each(totally 16 S-boxes)

1. (15,4, 1,12,8,2,7,11,6, 3, 10, 9, 5, 13, 0, 14), |[FP| = 2
2. (15,2,8,12,9,5,3,6,4,11, 1, 7, 10, 0, 14, 13), |FP| = 2
3. (15,1, 4,12, 6,10, 3,9, 8,7, 2, 11, 5, 0, 13, 14), |[FP| = 3
4. (15,8,2,12,4,1,11, 7,9, 3, 5, 6, 10, 14, 0, 13), |[FP| = 3
5.(9, 1,12, 2, 10, 15,6,5 414, 11,7, 3, 8, 13, 0), |FP| =2
6. (6,12,2,1,8,7, 13,11, 5, 9, 15, 10, 3. 14, 4,0), |[FP| =2
7. (9,12,1,2,4,11 14,7, 10, 6, 15, 5, 3, 13, 8, 0), |FP| = 3
8. (6,2,12,1,5,15,9, 10,8, 13, 7, 11, 3, 4, 14, 0), |FP| = 3
9. (7,2,11, 8, 4,12, 1, 15, 14, 5, 0, 13, 9, 3, 6, 10) |FP| =1
10. (11,7, 1,4, 13,0, 10, 14, 8, 2, 12, 15,6, 9, 3, 5), |FP| = 1
11. (7,11, 2,8, 14,0, 5,13, 4, 1, 12, 15, 9, 6, 3, 10), |FP| = 1
12. (11,1, 7, 4, 8, 12, 2, 15, 13, 10, 0, 14, 6, 3, 9 5), |FP| =1
13. (5,15, 10, 6,2, 9,12, 1, 8,0, 13, 3, 11, 14, 7, 4), |[FP| = 1
14. (10, 5, 15,9, 4, 14, 0, 3, 1, 12, 6, 2, 7, 11, 13 8), |FP| =1
15. (5, 10, 15, 6, 8, 13,0, 3, 2, 12,9, 1, 11, 7, 14, 4), |FP| = 1
16. (10, 15,5,9, 1, 6,12, 2, 4,0, 14, 3, 7, 13,11, 8), |FP| =1
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The optimal BOGI-applicable S-boxes in the 16 PXE class.

— (DRy3, LRy3) = (-71.8, -52.0), (BGC, GEC) = (12.0, 19.66)

: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)
. (0,5,14,9, 3,15, 8, 6, 7, 10, 13, 2, 12, 4, 11, 1), |FP| = 2
. (0,13, 10,6, 11, 14, 5, 1, 3,4, 15,9, 12, 7, 8, 2), |FP| = 2
. (0, 14,9, 5,15, 8,3, 6,7, 13,2, 10, 4, 11, 12, 1), |FP| = 1
. (0, 6,13, 10, 11, 1, 14, 5, 15, 3, 4,9, 8,12, 7, 2), |[FP| =1
- 2),
- (0, )

—

0, 15, 10, 7,6, 12, 1, 9, 3, 4, 13, 8, 5, 11, 14, |FP| =2
5,15, 11, 3, 14, 8,4, 9, 2, 12, 6, 10, 13, 7, 1), |FP| = 2

S ULk W N

— (DRy3, LRy3) = (-71.8, -52.0), (BGC, GEC) = (13.0, 19.0)
: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)
1. (7,9, 14, 2, 8, 15, 4, 1, 0, 10, 5, 13, 3, 12, 11, 6), |[FP| =0

2. (11,13, 6, 1,0, 10, 5, 14, 4, 8, 15, 2, 3, 7, 12, 9), |FP| = 0
3.(3,9,4,12,5,10,15,2,0, 14, 11, 7, 6, 1, 8, 13), [FP| = 0
4. (3,8,6,12,0,7, 13,11, 10, 15, 5, 1, 9, 4, 2, 14), |[FP| = 0
5.(3,12,9,4,5, 15,2, 10,0, 7, 14, 11, 6, 8, 13, 1), |FP| = 1
6. (3.6, 12,8, 0,13, 11, 7, 10, 1, 15, 5. 9. 14, 4, 2), |FP| = 1

— (DRys, LRy3) = (-68.4, -70.0), (BGC, GEC) = (12.0, 19.66)

: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)
(0,10, 13, 6, 11, 5, 14, 1, 3, 15, 4, 9, 12, 8, 7, 2), | FP| = 3
. (0,14,5,9,3,8,15,6, 7,13, 10, 2, 12, 11, 4, 1), |FP| = 3
. (0,13, 6,10, 11, 14, 1, 5, 15, 4, 3,9, 8, 7, 12, 2), |FP| = 1
(0,9, 14, 5,15, 3,8, 6,7, 2, 13, 10, 4, 12, 11, 1), |FP| = 1
- (0, )
- (0, )

—_

15, 5,11, 3, 8, 14, 4,9, 12, 2, 6, 10, 7, 13, 1), |[FP| = 1
10, 15, 7,6, 1, 12,9, 3, 13, 4, 8, 5, 14, 11, 2), |[FP| = 1

STk W

— (DRy3, LRy3) = (-68.4, -70.0), (BGC, GEC) = (13.0, 19.0)
: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)

1. (11,6,13,1,0, 5, 10, 14, 4, 15,8, 2, 3,12, 7, 9), |[FP| = 1
2. (7,14,9,2, 8,4, 15,1, 0, 5, 10, 13, 3, 11, 12, 6), |FP| = 1
3. (3,6,8,12,0,13,7,11, 10, 5, 15, 1, 9, 2, 4, 14), |[FP| = 0
4. (3,4,9,12,5,15,10,2,0, 11, 14, 7, 6, 8, 1, 13), [FP| = 0
5.(3,12,6,8,0,11,13,7,10,15, 1, 5, 9, 4, 14, 2), |FP| = 2
6. (3,9,12,4,5,2 15,10, 0, 14, 7, 11, 6, 13, 8, 1), |[FP| = 2
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The optimal BOGI-applicable S-boxes in the 17 PXE class.

— (DRy3, LRy3) = (-71.8, -52.0), (BGC, GEC) = (12.0, 19.66)

: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)
. (0,7,9,3, 15, 4, 12, 10, 14, 13, 6, 8, 1, 2, 11, 5), |FP| = 2
(0, 6,11, 3, 13,9, 14, 4, 15, 12, 8, 5,2, 7, 1, 10), |FP| = 2
. (0,3, 5,11, 15, 12, 8, 6, 10, 13, 14, 4,9, 2, 7, 1), |[FP| = 1
. (0,10, 3,7, 5,13, 14, 8, 15, 4, 12,9, 6, 11, 1, 2), |[FP| = 1
- ,
- ,

—_

0,6,14,5,9,3,13, 10, 15, 1, 8, 11, 2, 12, 7, 4), |FP| = 2
0,13,9, 10, 15,4, 2, 7, 6, 14, 3,5, 1, 11, 12, 8), |FP| = 2

S U W N

— (DRy3, LRy3) = (-71.8, -52.0), (BGC, GEC) = (13.0, 19.0)

: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)
(2,9, 1,7, 13, 10, 4, 14, 12, 15, 6, 8, 3, 0, 11, 5), | FP| = 0
. (1,2,6,11,12, 9, 15, 4, 14, 8, 5, 13, 3, 7, 0, 10), |FP| = 0
(2,8,11,12,7, 1, 4, 15, 13, 3, 5, 6, 0, 14, 10, 9), |FP| = 0
(1,7, 4,12, 14, 10, 3, 9, 11, 8, 2, 15, 0, 5, 13, 6), |[FP| = 0
- ( ),
- ( ),

[t

2,12, 7,4,15,1,8, 11,9, 3,13, 10, 0, 6, 14, 5), |[FP| = 1
1,11,12, 8,6, 14, 3, 5, 15, 4, 2, 7, 0, 13, 9, 10), |[FP| = 1

S O W N

— (DRys, LRy3) = (-68.4, -70.0), (BGC, GEC) = (12.0, 19.66)

: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)
(0,11, 5, 3, 15, 8, 12, 6, 14, 13, 10, 4, 1, 2, 7, 9), | FP| = 3
. (0,10, 7, 3, 13, 5, 14, 8, 15, 12, 4,9, 2, 11, 1, 6), |FP| = 3
. (0,3,9,7, 15, 12, 4, 10, 6, 13, 14, 8, 5, 2, 11, 1), |FP| = 1
. (0,6,3,11,9, 13, 14, 4, 15, 8, 12,5, 10, 7, 1, 2), |FP| = 1
- ( ,
- ,

—_

0,10, 14,9, 5,3, 13,6, 15, 1, 4,7, 2,12, 11, 8), |[FP| = 1
0,13,5,6,15,8,2 11, 10, 14, 3,9, 1, 7, 12, 4), |[FP| = 1

S U W N

— (DRy3, LRy3) = (-68.4, -70.0), (BGC, GEC) = (13.0, 19.0)

: 6(2 x 3) XE-PE intersections include 1 S-box each(totally 6 S-boxes)
1. (2,5, 1,11, 13, 6, 8, 14, 12, 15, 10, 4, 3, 0, 7, 9), | FP| = 1

2. (1,2,10,7,12, 5, 15, 8, 14, 4, 9, 13, 3, 11, 0, 6), | FP| = 1
3.(2,4,7,12,11, 1, 8, 15, 13, 3, 9, 10, 0, 14, 6, 5), |FP| = 0
4. (1,11, 8,12, 14, 6,3, 5,7, 4, 2, 15, 0, 9, 13, 10), |FP| = 0
5. (2,12, 11, 8,15, 1,4, 7, 5, 3, 13, 6, 0, 10, 14, 9), |FP| = 2
6. (1,7, 12, 4, 10, 14, 3, 9, 15, 8, 2, 11, 0, 13, 5, 6), |[FP| = 2
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The optimal BOGI-applicable S-boxes in the 18 PXE class.

— (DRy3, LRy3) = (-64.0, -52.0), (BGC, GEC) = (13.0, 21.33)
: 8(4 x 2) XE-PE intersections include 2 S-box each(totally 16 S-boxes)

1
0,7,15, 3,5, 12, 8,

14,1, 4, 9, 13, 6, 11,

1. (0, 11,4, 14, 3,6, 13,9, 7, 8, 15, 1, 12, 5, 10, 2), |FP| = 2
2. (0,8, 7,14, 3, 13,10, 5, 11, 15, 4, 1, 12, 6, 9, 2), |FP| = 2
3. (0,4,11,13,7,15, 8, 2, 3, 14, 5, 10, 12, 9, 6, 1), |FP| = 2
4. (0,7,8,13, 11, 4, 15, 2, 3,9, 14, 6, 12, 10, 5, 1), |[FP| = 3
5. (0,4, 11, 14, 3,13, 6,9, 7, 15, 8, 1, 12, 10, 5, 2), |FP| = 3
6. (0,7,8, 14, 3,10, 13, 5, 11, 4, 15, 1, 12, 9, 6, 2), |FP| =
7. (0,8, 7,13, 11, 15, 4, 2, 3, 14, 9, 6, 12, 5, 10, 1), |FP| = 2
8. (0,11,4,13,7,8,15,2 3,5, 14, 10, 12, 6, 9, 1), |FP| =
9. (0,11, 5,15, 13, 8, 2, 6, 3, 12, 10, 4, 14, 7,9, 1), |FP| =
10. (0,9, 7,15, 13,2, 4, 10, 3, 6, 12, 8, 14, 5, 11, 1), |FP| =
11. (0, 6,11, 15, 3,9, 12, 4, 14, 1, 8, 5, 13, 10, 7, 2), | FP| =
12. (0, 7,10, 15,3, 12, 5, 8, 14, 4, 1,9, 13, 11, 6, 2), |FP| = 1
13. (0,5, 11, 15, 13, 2, 8, 6, 3, 10, 12, 4, 14,9, 7, 1), |FP| = 1
14. (0, 7,9, 15,13, 4,2, 10, 3, 12, 6, 8, 14, 11, 5, 1), |FP| = 1
15. (0, 11, 6153129414815137102) |FP| =1
(0, 1 2),

— (DRy3, LRi3) =

(-64.0, -52.0), (BGC, GEC) =
: 36(4 x 9) XE-PE intersections include 2 S-box each(totally 72 S-boxes)

|FP| =2

(14.0, 21.0)

1. (15,4, 10,0,2,7,13,9,12, 3,5, 11, 1, 8, 6, 14), |[FP| = 1
2. (15,6, 8, 0,2, 13,11, 5,12, 9, 3, 7, 1, 10, 4, 14), |[FP| = 1
3. (15,9,4,0,12,6,3,11, 1, 14, 7, 10, 2, 5, 8, 13), [FP| = 0
4. (15, 8,5,0,12,3,10,7,1, 11, 14, 6, 2, 4, 9, 13), |FP| = 1
5. (15,10, 4,0, 2, 13,7,9,12,5, 3, 11, 1, 6, 8, 14), |[FP| = 1
6. (15, 8,6,0,2,11,13,5,12, 3,9, 7, 1, 4, 10, 14), [FP| = 0
7. (15,5, 8,0, 12, 10, 3,7, 1, 14, 11, 6, 2, 9, 4, 13), |FP| = 1
8. (15,4,9,0,12,3,6,11,1,7, 14, 10, 2, 8, 5, 13), |[FP| = 1
9. (11,2, 12,4,6,9,15,1,8, 13,7, 3, 5, 14, 0, 10), |FP| = 1
10. (7,12, 2, 8,10, 15, 5, 1, 4, 11, 13, 3,9, 0, 14, 6), |[FP| = 2
11. (11,12, 1,4, 8,7, 14, 3,5, 15, 10, 2, 6, 0, 13, 9), |[FP| = 1
12. (7,1,12, 8,4, 14, 11, 3,9, 6, 15, 2, 10, 13, 0, 5), |[FP| = 3
13.(1112246159187133501410) |FP| =3
14. (7,2,12,8,10, 5, 15, 1, 4, 13,11, 3, 9, 14, 0, 6), |[FP| = 1
15. (7,12, 1, 8 4, 11, 14, 3, 9, 15, 6, 2, 10, 0, 13, 5), |FP| = 1
16. (11,1,12,4, 8,14, 7, 3,5, 10, 15, 2, 6, 13, 0, 9), |FP| = 2
17. (15,0, 6, 8,2, 11, 5, 13,12, 7, 9, 3, 1, 4, 14, 10), |[FP| = 1
18. (15,10, 0,4,2,9,7,13,12,5,11, 3, 1, 14, 8, 6), |FP| = 0
19. (15,0, 9,4, 12, 11,6, 3,1, 7, 10, 14, 2, 8, 13, 5), |FP| = 2
20. (15, 5,0, 8, 12,10, 7, 3, 1, 6, 11, 14, 2, 13, 4, 9), |FP| = 1
21. (15,6, 0,8, 2, 5, 11, 13, 12, 9, 7, 3, 1, 14, 4, 10), | FP| = 2
22. (15,0, 10, 4, 2, 7,9, 13, 12, 11, 5, 3, 1, 8, 14, 6), |[FP| = 1
23. (15,9, 0,4, 12, 6,11, 3,1, 10, 7, 14, 2, 13, 8, 5), |FP| = 1
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24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
ol.
92.
53.
o4.
95.
96.
o7.
58.
99.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.

, 12,4,11,2,0,10,5,14,7,3,8,13
0 1, 71277,8,2,0,9,6,14,11,4,3,13

= Ot Ot Ot Ot Ot Ot Ot Ot O

N e e e e e e e

0
1
1
2
5
L,
6
2
9
2
3,

1
1114164
7,1, 14, 10, 8,
11, 13, 2, 5, 0,

5,
9,2 :
2, 5, 5, 4 9,11,12,3
8, 15, 0,

7.2.13,9, 0, 15, 4, 10,
5, 2,
2,9,

15,

, 14,7, 3, 12,
6 14, 11, 12, 3,
7,14, 1, 10, 8, 15,
11,1, 14, 6. 4.
7.2.8.12, 10, 1.
11, 4,2, 12, 6. 15,
7.8.1.12, 4,3, 14, 11,
11,1, 4, 12, 8, 14, 3,
$.2, 12,10, 15, 1,
11,2, 4,12, 6, 1, 15,
7.1,8.12, 4, 14, 3, 11,
11,4,1,12,8, 3. 14, 7.5, 5 , ,
9.12. 6,2, 4,151, 11, 10, 3, 13, 4
5,10, 12, 2, 8, 1, 15, 7, 6, 13, 4
10,5.12.1.9. 14, 3. 6. 4. 2. 15, .8,
6,12.9, 1,5, 3, 14, 10, 8, 15,2, 7, 11, 4, 13,
96,12, 2. 4.1, 15. 11, 10, 13, 3. 5. 7. 14, 8,
512,10, 2, 8. 15, 1. 7. 6, 3. 13,9, 11, 4, 14,
69,12, 1,5, 14,3, 10, 8. 2, 15. 7. 11, 13, 4,
10,12, 5, 1, 9,3, 14,6, 4, 15, 2, 11, 7, 8, 13,
11,15 4.1.12.6.9.2 0.8, 7, 14, 3, 13. 10
7.8.15, 1,12, 5. 10. 2, 0. 11, 4, 14, 3, 6. 13
11, 4,15, 2,0, 7. 8, 13,12, 10, 5, 1. 3. 9. 14
7.15.8,2. 0,4, 11,13, 12,9, 6,1, 3, 14 5, 1
7,15, 8, 1,12, 10, 5, 2, 0, 4, 11, 14, 3, 13, 6,
11,4.15.1,12,9.6.2.0. 7. 8, 14, 3, 10, 13,
11,15,4,2,0,8,7, 13, 12, 5, 10, 1, 3, 14, 9,
8,15,2,0, 11,4, 13,12,6,9, 1, 3, 5, 14, 1
6,4, 14, 0, 11, 10, 2, 12, 5, 15, 1, 7,
10, 8,0, 14, 7, 6, 12, 2, 9, 15, 11, 1,
59,12, 1,6, 4,0, 13, 11, 15, 7, 2,
9.5 1,12, 10. 8, 13, 0. 7, 15, 2, 11,
10,

(
(
(
(
(
(
(
(
(
(
(7,
(
(
(
(
(
(
(
(
(
(
(7,
(
(
(
(
(5,
(
(
(
(5,
(
(
(
(
(
(
(
(
(
(
(
(
E
( 8,14,0,7,6,2, 12,9, 15, 1, 11, 4

7,
13,9, 3,
13, 3, 5,
14, 3, 10,
14, 6, 3,
13, 5, 3,

o1

, |[FP| =

, |[FPl =1

, |[FP| =

, |[FP| =

, |[FP| =

7|FP| -

, |[FP| =

, |[FP| =
|FP| =1
FP| =1
FP| =2
FP| =1
|FP| =1
|FP| =1
PP =1
FP| =1
|FP| =2

FP =1

, |[FP| =

, |[FP| =

7|FP| =

, |[FP| =

, |[FP| =1

, |[FP| =

, |[FPl =1

, |[FP| =

, |[FP| =

, |[FP| =
, |[FPl =1
, |FP| =1
|FP| =2
, |[FPl =2
, |[FPl =1

|FP| =

, |[FP| =

FP =1

, |FPl =1
FP| =1
|FP| =1
FP| =1
PP =1
FP| =1
|FP| =1
FP| =1
PP =1
FP| =1



_

, 11,10, 12, 2, 5,15, 7, 1, 8), |FP| = 1
, 10,8, 0,13, 7,15, 11, 2, 4), [FP| = 1
2,6,4,13,0,11,15,2,7,8), |[FP| = 1
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The optimal BOGI-applicable S-boxes in the 19 PXE class.

— (DRy3, LRy3) = (-64.0, -52.0), (BGC, GEC) = (13.0, 21.33)
: 8(4 x 2) XE-PE intersections include 2 S-box each(totally 16 S-boxes)

51461511819101332471

1. (0,8,6,3,14,7, 13,9, 15, 5, 11, 12, 1, 2, 4, 10), |FP| = 2
2. (0, 10, 4, 3, 14, 13, 11, 5, 15,7, 9, 12, 1, 8, 2, 6), |FP| = 2
3. (0,4,9,3,15,10, 7, 12, 13, 11, 14, 6 2.1, 8. 5), |FP| =2
4. (0,5,8,3, 15,11, 6, 12, 13, 14, 7, 10, 2, 4, 1, 9), |[FP| = 3
5.(0,9,4,3,15,7,10, 12, 13, 14, 11, 6, 2, 8, 1, 5), |FP| = 2
6. (0,8,5,3,15, 6,11, 12,13, 7, 14, 10, 2, 1, 4, 9), |FP| = 2
7. (0, 4, 10, 3, 14, 11, 13, 5, 15,9, 7, 12, 1, 2, 8, 6), |FP| = 3
8. (0, 6, 8, 3.14,13,7, 9 15, 11, 5, 12, 1, 4, 2, 10), |[FP| =2
9. (0,9, 14, 10,15, 7,4, 1,5, 6, 13, 3, 2, 8, 11, 12), |[FP| = 1
10. (0, 14, 5, 6, 15, 8, 11, 1, 9, 13, 10, 3, 2, 7, 4, 12), |[FP| = 2
11. (0,13, 10,9, 6, 14, 5,3, 15,4, 7, 2, 1, 11, 8, 12), |[FP| = 1
12. (0, 6,13, 5,10, 9, 14, 3, 15,11, 8, 2, 1, 4, 7, 12), |FP| = 1
13. (0, 10, 13,9, 6, 5, 14, 3, 15, 7, 4, 2, 1, 8, 11, 12), |[FP| = 2
14. (0,13, 6,5, 10, 14,9, 3, 15,8, 11, 2, 1, 7, 4, 12), |FP| = 1
15. (0, 14,9, 10, 15,4, 7, 1, 5, 13, 6, 3, 2, s, 12), |[FP| =1
(0, 2)

|FP| =1

— (DRys, LRy3) = (-64.0, -52.0), (BGC, GEC) = (14.0, 21.0)
: 36(4 x 9) XE-PE intersections include 2 S-box each(totally 72 S-boxes)

1. (12,4,7,2, 3,10,13,9, 1, 11, 8, 15, 6, 5, 14, 0), |FP| = 1
2. (12,11, 8,2,3,13,6,5, 1,4, 7, 15, 10, 14, 9, 0), |FP| = 1
3. (12,8, 11, 1,2, 7, 4, 15, 3,5, 14, 6, 9, 10, 13, 0), |[FP| = 0
4. (12,7,4,1,2,8, 11, 15, 3, 14, 9, 10, 5, 13, 6, 0), |[FP| = 1
5.(12,4,7,1,2, 11,8, 15, 3,9, 14, 10, 5, 6, 13, 0), |FP| = 1
6. (12,11, 8, 1,2, 4, 7, 15, 3, 14, 5, 6, 9, 13, 10, 0), |[FP| = 1
7. (12,7, 4, 2,3,13,10,9, 1, 8, 11, 15, 6, 14, 5, 0), |FP| = 0
8 (12,8 11,2, 3,6, 13,5 1.7, 4, 15, 10, 9, 14, 0)., |[FP| = 1
9. (7,2,12,4,13,9, 3,10, 8, 15, 1, 11, 14, 0, 6, 5), |FP| = 2
10. (11,12, 2,8,13,3,5,6,4, 1,15, 7, 14, 10, 0, 9), |[FP| = 1
11. (11,1, 12, 8,4, 15,2, 7, 14, 6, 3,5, 13, 0, 9, 10), |[FP| = 3
12. (7,12, 1,4, 8,2, 15, 11, 14, 3, 10, 9, 13, 5, 0, 6), | FP| = 1
13. (7,1, 12, 4,8, 15, 2, 11, 14, 10, 3, 9, 13, 0, 5, 6), |[FP| = 1
14. (11,12, 1,8, 4,2, 15,7, 14, 3,6, 5, 13,9, 0, 10), |[FP| = 2
15. (7,12, 2, 4,13, 3,9, 10, 8, 1, 15, 11, 14, 6, 0, 5), |FP| = 3
16. (11,2, 12,8,13,5,3,6,4, 15,1, 7, 14,0, 10, 9), |FP| = 1
17. (8,12,11,2,3,6,5, 13, 1, 15, 4, 7, 14, 9, 10, 0), |FP| = 0
18. (4,7,12,2,3,9,10,13, 1,8, 15, 11, 14, 6, 5, 0), |FP| = 1
19. (4,12, 7,1,2, 15,8, 11, 3,9, 10, 14, 13, 6, 5, 0), |FP| = 2
20. (8, 11, 121241573651413910,0),|FP|:1
21. (8,12, 11, 1, 2, 15, 4, 7, 3, 5, 6, 14, 13, 10, 9, 0), |[FP| = 1
22 (4,7,12, 1,2, 8, 15, 11, 3. 10, 9, 14, 13, 5. 6, 0. | FP| = 0
23. (8,11,12,2,3,5,6,13, 1, 4, 15, 7, 14, 10, 9, 0), |FP| = 2
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24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
ol.
92.
53.
o4.
95.
96.
o7.
58.
99.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.

(4,12,7,2,3,10,9, 13, 1, 15, 8, 11, 145,6,0) |FP| =1
(2,5, 11, 1, 4, 10, 12, 15, 13, 8, 6, 14, 7, 3,9, 0), |FP| = 1
(2,7, 9,1, 8,12, 6, 15, 13, 10, 4, 14, 11, 5, 3, 0), |FP| = 1
(1,11,6,2, 14, 5, 8,13, 4, 12, 9, 15, 7, 10, 3, 0), |FP| = 1
(1,10, 7,2, 14, 4,9,13,8, 5,12, 15, 11, 3, 6, 0), |FP| = 1
(1,6, 11,2, 14, 8,5, 13,4, 9, 12, 15, 7, 3, 10, 0), |FP| = 1
(1,7, 10,2, 14, 9, 4,13, 8,12, 5, 15, 11, 6, 3, 0), |FP| = 1
(2,9,7,1,8,6,12, 15, 13, 4, 10, 14, 11, 3, 5, 0), |FP| = 1
(2,11, 5, 1,4, 12, 10, 15, 13, 6, 8, 14, 7,9, 3, 0), |FP| = 1
(1, 5,2, 11, 10, 15, 12, 4, 8, 6, 13, 14, 7, 0, 3, 9), |FP| = 2
(1,2,9,7, 6,12, 15, 8, 4, 13, 10, 14, 11, 3,0, 5), |FP| = 1
(2,10, 1,7, 4,9, 14, 13, 5, 15, 12, 8, 11, 0, 3, 6), |FP| = 1
(2,1,6, 11,8, 14, 5,13, 9, 12, 15, 4, 7, 3, 0, 10), |FP| = 1
(2, 1,10, 7, 4, 14, 9, 13, 5, 12, 15, 8, 11, 3, 0, 6), |FP| = 2
(2,61, 11. 8,5, 14, 13, 9, 15, 12, 4. 7, 0, 3, 10), |FP| = 1
(1,2,5, 11, 10, 12, 15, 4, 8, 13, 6, 14, 7, 3,0, 9), |FP| = 1
(1,9,2,7,6, 15,12, 8, 4, 10, 13, 14, 11, 0, 3, 5), |FP| = 1
(7,4,2,12,9, 3,13, 10, 8, 1, 11, 15, 6, 14, 0, 5), |FP| = 2
(11,2,8,12,5,13,3,6,4, 7, 1, 15, 10, 0, 14, 9), |FP| = 1
(11,8, 1,12, 4,2, 7,15, 6, 3, 14, 5, 9, 13, 0, 10), |FP| = 2
(7,1,4,12, 8,11, 2,15, 10, 14, 3, 9, 5, 0, 13, 6), |FP| = 1
(11,1, 8,12, 4,7,2,15, 6, 14, 3, 5, 9, 0, 13, 10), |FP| = 2
(7,4,1,12,8,2,11, 15, 10, 3, 14, 9, 5, 13, 0, 6), |FP| = 1
(7,2,4,12,9, 13, 3,10, 8, 11, 1, 15, 6, 0, 14, 5), |FP| = 2
(11,8, 2,12, 5, 3,13, 6,4, 1, 7, 15, 10, 14, 0, 9), |FP| = 1
(15,1, 7, 4,9, 14, 0, 10, 12, 8, 2, 11, 6, 3, 13, 5), |FP| = 2
(15,11, 1, 8, 5,0, 14, 6, 12, 2, 4, 7, 10, 13, 3, 9), |FP| = 1
(15.7,2, 4, 12, 1, 8, 11, 10, 0, 13, 9, 5, 14, 3, 6), |FP| = 1
(15,2, 11,8, 12,4,1,7, 6,13, 0, 5, 9, 3, 14, 10), |FP| = 2
(15,2, 7,4,12,8,1,11, 10,13, 0, 9, 5, 3, 14, 6), |FP| = 1
(15,11, 2,8,12,1,4,7,6,0, 13, 5, 9, 14, 3, 10), |FP| = 2
(15, 1, 11, 8. 5, 14, 0, 6, 12, 4, 2. 7, 10, 3, 13, 9), |FP| = 1
(15,7,1,4,9,0, 14, 10, 12, 2, 8, 11, 6, 13, 3, 5), |FP| = 2
(2,8,6,1,12,15,9,7, 13,5, 11, 14, 3, 10, 0, 4), |FP| = 1
(2, 10,4, 1,12, 5,15, 11, 13,7, 9, 14, 3,0, 6, 8), |FP| = 1
(1,5,8,2, 14, 11, 6, 13, 12, 10, 15, 7, 3,0, 9, 4), |FP| = 1
(1,4, 9,2, 14,10, 7, 13, 12, 15, 6, 11, 3, 5, 0, 8), |FP| = 1
(1,8,5,2, 14, 6,11, 13, 12, 15, 10, 7, 3,9, 0, 4), |FP| = 1
(1,9,4,2 14, 7,10, 13, 12, 6, 15, 11, 3,0, 5, 8), |FP| = 1
(2,4, 10, 1, 12, 15,5, 11, 13,9, 7, 14, 3,6, 0, 8), |FP| = 1
(2,6,8,1,12,9,15, 7,13, 11, 5, 14, 3, 0, 10, 4), |FP| = 1
(5,15161181401021294137,3) |FP| =1
(9,1, 15, 10, 7, 14, 4, 0, 6, 12, 2, 5, 8, 11, 13, 3), |FP| = 1
(6,2, 15, 5,9, 12, 1, 10, 11, 13, 8, 0, 4, 7, 14, 3), |FP| = 1
(10,15295112674130814113)|FP|:1
(10,2, 15,9,5,12,1,6,7,13, 4,0, 8, 11, 14, 3), |[FP| = 1
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70. (6,15,2,5,9,1,12,10, 11, 8,13, 0, 4, 14, 7, 3), |[FP| = 1
71. (9, 15,1, 10, 7, 4, 14, 0, 6, 2, 12, 5, 8, 13, 11, 3), |[FP| = 1
72. (5,1, 15, 6, 11, 14, 8, 0, 10, 12, 2, 9, 4, 7, 13, 3), |FP| = 1
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