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Abstract. Key-Alternating Feistel (KAF) ciphers are a popular variant
of Feistel ciphers whereby the round functions are defined as x — F(k; ®x),
where k; are the round keys and F is a public random function. Most
Feistel ciphers, such as DES, indeed have such a structure. However,
the security of this construction has only been studied in the classical
CPA/CCA models. We provide the first security analysis of KAF ciphers
in the key-dependent message (KDM) attack model, where plaintexts can
be related to the private key. This model is motivated by cryptographic
schemes used within application scenarios such as full-disk encryption or
anonymous credential systems.

We show that the four-round KAF cipher, with a single function F
reused across the rounds, provides KDM security for a non-trivial set of
KDM functions. To do so, we develop a generic proof methodology, based
on the H-coefficient technique, that can ease the analysis of other block
ciphers in such strong models of security.

1 Introduction

The notion of key-dependent message (KDM) security for block ciphers was intro-
duced by Black, Rogaway, and Shrimpton [5]. It guarantees strong confidentiality
of communicated ciphertexts, i.e., the infeasibility of learning anything about
plaintexts from the ciphertexts, even if an adversary has access to encryptions
of messages that may depend on the secret key. This model captures practical
settings where possibly adversarial correlations between the secret key and en-
crypted data exist, as is for example the case in anonymous credential and disk
encryption systems; see [2, 5, 13, 18] and references therein.

Typically, block ciphers are based on well-known iterative structures such as
substitution-permutation or Feistel networks. The Feistel network, introduced in
the seminal Luby—Rackoff paper [20], is a construction that builds an (n; + ns)-
bit pseudorandom permutation family from a smaller random function family
that takes mi-bit inputs and gives no-bit outputs. The general network is a
repetition of a simple network (the one-round Feistel network as shown in
Figure 1) based on pseudorandom functions, which can be the same or different
for different rounds. Starting from the Luby—Rackoff result that the 3-round Feistel
scheme is a pseudorandom permutation [20], Patarin [24] proved that four rounds



Fig. 1. Round functions of the Feistel network (left) and the KAF network (right).

is indistinguishable from a strong pseudorandom permutation, where chosen-
ciphertext attacks (CCAs) are considered. Other analyses gave better bounds for
r rounds with r > 4; see for example [22, 26, 23]. Dai and Steinberger [10] proved
that the 8-round Feistel network is indifferentiable from a random permutation,
and Barbosa and Farshim gave an analysis in the related-key attack model [3].

Some Feistel networks are balanced in that the input is split into two equal-
length values L and R and use an n-bit to n-bit round function. For instance, DES
and Simon [4] are balanced. Other designs, notably BEAR, LION [1], MISTY [21]
and RC6 [17], are unbalanced [16]. Usually, the round functions of a practical
block cipher are instantiated with a single public random function and a round
key as shown in Figure 1. This design is known as the key-alternating Feistel
(KAF) cipher [19] and is of interest due to its practical use cases. For instance,
DES is a 16-round balanced KAF where all round functions are identical and
where each round key is derived from a master key.

More formally, a KAF cipher is a Feistel network where the i-th round
function F; is instantiated by F;(k;, z) = fi(k; ® «) where the round functions
fi are public. The KAF construction is said to be idealized when the public
functions f; are modelled as random functions. Lampe and Seurin [19] analyzed
the indistinguishability of this construction and proved a security bound up to
2741 for 6r rounds using the coupling technique. In these settings the adversary
has to distinguish two systems (KAF, f1,..., f.) and (P, f1,..., f,) where f; are
the public random functions and P is a random permutation. They also observed
that two rounds of a KAF can be seen as a singly keyed Even—Mansour cipher.
Guo and Lin [14] proved that the 21-round KAF* construction, a variant of
KAF whereby the key k; is xored after the application of the functions f;, is
indifferentiable from a random permutation. A recent work [15] analyzes the
KAF construction with respect to short keys and in a multi-user setting. In the
following, we consider only balanced KAFs.

KEY-DEPENDENT MESSAGE (KDM) SECURITY. As mentioned above, the KDM
model gives the adversary the possibility of asking for encryptions of functions ¢
of the encryption key k (without knowing this key). An encryption scheme is said
to be KDM secure with respect to some set ® of functions ¢ mapping keys to
messages, if it is secure against an adversary that can obtain encryption of ¢(k)
for any function ¢ € ®. KDM security for symmetric encryption was defined by



Black, Rogaway and Shrimpton [5] and subsequently analyses for both symmetric
and asymmetric constructions were done in this model; see, e.g., [5, 13, 6, 7, 2].

The KDM security of the ideal cipher and the Even-Mansour construction [11]
were recently analyzed by Farshim, Khati, and Vergnaud [13]. They showed that
the ideal cipher is KDM secure with respect to a set ® of claw-free functions, i.e.,
a set where distinct functions have distinct outputs with high probability when
run on a random input. The Even—-Mansour (EM) is an iterated block cipher
based on public n-bit permutation. Farshim et al. proved that the 1-round EM
construction already achieves KDM security under chosen-ciphertext attacks if
the set of functions available to the attacker is both claw-free and offset-free. The
latter property requires that functions do not offset the key by a constant. On
the other hand, the 2-round EM construction achieves KDM security if the set
of functions available to the attacker is only claw-free (as long as two different
permutations are used). To achieve these results, Farshim et al. introduced a so-
called “splitting and forgetting” technique which is general enough to be applied
to other symmetric constructions and/or other security models. Unfortunately,
the analysis of KAF with r > 4 rounds and a unique round function makes this
technique difficult to use.

CONTRIBUTIONS. In this paper, we provide the first analysis of the KAF in
the key-dependent message attack model. To do so, we develop a generic proof
strategy, based on the H-coefficient technique of Patarin [24, 25, 28, 9], to analyze
the KDM security of block ciphers. We show how to adapt the H-coefficient
technique to take KDM queries into account. We show that the 4-round KAF,
where the internal functions are reused, is KDM secure for KDM sets ® that
are claw-free, offset-free, and offset-zor free. The latter property requires that
functions do not offset the xor of two round keys by a constant. Although our
security proofs are somewhat intricate, they still simplify the “splitting and
forgetting” technique of [13].

In order to allow a convenient application of the H-coefficient technique when
proving the KDM security of a block cipher, we introduce an intermediate world
(in addition to the classical ideal world and real world), that we call the perfect
world (pw) which dispenses with the key. We believe this technique (whose
game-based analogues appear in [13]) might be of independent interest and can
potentially be applied in other settings. In particular, using our techniques we give
an arguably simpler proof of the KDM-security of the 1-round EM construction
(which was analyzed in [13]) with respect to claw-free and offset-free functions
(see Appendix A).

Moreover, we show in Section 5 that if the adversary is only constrained to
claw-free functions, it can indeed break the KDM indistinguishability game. We
also give sliding KDM attacks on the basic KAF configuration with a single
internal public function and either a single or two intervening keys, that recovers
the key(s) and is adaptable for any number of rounds.



2 Preliminaries

NOTATION. Given an integer n > 1, the set of all functions from {0,1}" to
{0,1}™ is denoted Func(n). We let N := {0, 1, ...} denote the set of non-negative
integers, and {0, 1}* denote the set of all finite-length bit strings. For two bit
strings X and Y, X|Y (or simply XY when no confusion is possible) denotes their
concatenation and (X,Y") denotes a uniquely decodable encoding of X and Y.
By = «— S we mean sampling x uniformly from a finite set S. The cardinality of
the set S, i.e., the number of elements in the set .S, is denoted |S|. We let L « ||
denote initializing a list to empty and L : X denote appending element X to list
L. A table T is a list of pairs (x,y), and we write T'(x) < y to mean that the pair
(x,y) is appended to the table. We let Dom(T") denote the set of values x such that
(x,y) € T for some y and Rng(T) denote the set of values y such that (z,y) € T
for some x. Given a function F, we let Fi(z) := Fo---oF(z) denote the i-th iterate
of F. For integers 1 < b < a, we will write (a), == a(a—1)---(a—b+ 1) and
(a)o =1 by convention. Note that the probability that a random permutation
P on {0,1}™ satisfies ¢ equations P(z;) = y; for distinct x;’s and distinct y;’s is
exactly 1/(2"),.

BLOCK CIPHERS. Given two non-empty subsets K and M of {0, 1}*, called the
key space and the message space respectively, we let Block(1C, M) denote the set
of all functions E : I x M — M such that for each k € K the map E(k,-) is (1) a
permutation on M and (2) length preserving in the sense that for all p € M we
have that |E(k, p)| = |p|. Such an E uniquely defines its inverse D : K x M — M.
A block cipher for key space K and message space M is a triple of efficient
algorithms BC := (K, E, D) such that E € Block(C, M) and its inverse is D. In
more detail, K is the randomized key-generation algorithm which returns a key
k € K. Typically K = {0, 1}* for some k € N called the key length, and K endows
it with the uniform distribution. Algorithm E is the deterministic enciphering
algorithm with signature E : K x M — M. Typically M = {0,1}" for some
n € N called the block length. (3) D is the deterministic deciphering algorithm
with signature D : L x M — M. A block cipher is correct in the sense that for
all k € K and all p € M we have that D(k, E(k,p)) = p. A permutation on M is
simply a block cipher with key space K = {¢}. We denote a permutation with P
and its inverse with P~. A permutation can be trivially obtained from a block
cipher (by fixing the key). For a block cipher BC := (K, E, D), notation AB¢
denotes oracle access to both E and D for .A. We abbreviate Block({0, 1}*, {0, 1}")
by Block(k,n) and Block({e}, {0,1}") by Perm(n).

KEY-ALTERNATING FEISTEL (KAF) CIPHERS. For a given public function
F € Func(n) and a key k € {0,1}", the one-round KAF is the permutation
P € Func(2n) defined via

P*(LR) =RIFk®R)® L .

The values L and R are respectively the left and right n-bit halves of the input.
The left and right n-bit halves of the output are usually denoted S and T



respectively. Given r public functions Fy,Fs, ... F, and r keys ky, ko, ..., k., the
r-round KAF is defined as

KAFE:Z:::::,’Z (LR) =P} o+ 0P (LR) .

In the following, we write keys ki, ko, ..., k. as a key vector k = (k1, ko, ..., k).
When a single public function F is used we write r-round KAF as KAFIE.

H-COEFFICIENT. The H-coefficient technique [28] was introduced by Patarin
and is widely used to prove the security of block cipher constructions such as
the Even—Mansour cipher [8] or Feistel schemes [27]. Consider a deterministic
adversary A that takes no input, interacts with a set of oracles w (informally
called a world or a game), and returns a bit b. We write this interaction as
A" = b. Given two worlds wg and wy, offering the same interfaces, the advantage
of A in distinguishing wy and w; is defined as

Advy, v, (A) = |Pr[A"™ = 1] — Pr[A™ = 1]| .

A transcript 7 consists of the list of all query/answer pairs respectively made
by the adversary and returned by the oracles. Let X 4 ,, be the random variable
distributed as the transcript resulting from the interaction of A with world w.
A transcript 7 is said to be attainable for A and w if this transcript can be the
result of the interaction of A with world w, i.e., when Pr[X 4, = 7] > 0.

Lemma 2.1 (H-coefficient). Let wy and wy be two worlds and A be a distin-
guisher. Let T be the set of attainable transcripts for A in wo, and let Tgooa and
Thad be a partition of T such that T = Tgooa U Toaa- Then if for some epad

Pr[X.A,WO S 7Taad] < €bad >
and for some €go0a we have that for all T € Tyood

Pr[X g, = 7]
I ekt ST Sy [

Pr[XA’Wo = T] N Fgood
then Adeo,wl (./4) < €good + €bad-

For a given transcript Qf and a function F, we say that F extends Qf and
write F - OF if v = F(u) for all (u,v) € Q.

3 KDM Security and a Generic Lemma

3.1 Definitions

KDM FrUNCTIONS. A key-dependent-message (KDM) function for key space K
and message space M is a function ¢ : K — M computed by a deterministic
and stateless circuit. A KDM set ® is a set of KDM functions ¢ on the same key
and message spaces. We let @, denote the set of all constant KDM functions,



i.e., KDM functions ¢ such that for some xt € M and Vk € K,¢: k+— x. We
denote such functions by ¢ : k +— x and assume that the constant value x can be
read-off from (the description of) ¢. We also assume membership in KDM sets
can be efficiently decided. In what follows, even though we work in an idealized
model of computation where all parties have access to some oracle O, we do not
consider KDM functions computed by circuits with O-oracle gates. We start by
defining the following three properties for KDM sets.

Definition 3.1 (Claw-freeness). Let ® be a KDM set for key space K and
message space M. The claw-freeness of ® is defined as

f(P) = Prik «— K : ¢1(k) = ¢2(k)] .

CH(B) = max Prlk K 61(k) = 62 (8)

Definition 3.2 (Offset-freeness). Fix integers n,¢ > 0. Let ® be a KDM set
for key space KK = ({0,1}™)¢ and message space M = {0,1}". The offset-freeness
of ® is defined as

of (®) == ie?llaXE} Pr((ki,... ko) «= K:p(k1,.... ko) =k; D x] .
ped, 20,1}

Definition 3.3 (Offset-xor-freeness). Fix integers n,{ > 0. Let ® be a KDM
set for key space K = ({0,1}")¢ and message space M = {0,1}". The offset-zor-
freeness of @ is defined as

oxf(P) == #jg?}.cn " Pr(ki,... ko) «= K :o(k1,... ko) =ki ® k; @] .
ped, 2€{0,1}"

ExaMpPLE KDM SET. One may ask whether or not there are any KDM sets
that satisfy the above three conditions. Suppose K = {0,1}*. Let ®; be the
sets of all functions mapping (ki,...,k¢) to P(ki,...,k¢) where P is a multi-
variate polynomial over GF(2%) of total degree at most d, with @ being field
addition and multiplication defined modulo a fixed irreducible polynomial. We
consider a subset of ®, consisting of all P such that P(ky,...,k¢) ® k; and
P(ki,..., ko) ® k; ® k; are non-constant for any distinct ¢ and j. Then a direct
application of the (multi-variate) Schwartz-Zippel lemma [29] shows that this
KDM set satisfies the above three properties, with all advantages upper bounded
by d/2*, where d is the total degree of P. Note that this term is negligible for
total degree up to d = 2k—w(logk)

KDM SECURITY. Consider a block cipher BC® := (K, E©,DO) with key space
K and message space M based on some ideal primitive O sampled from some
oracle space OSp. We formalize security under key-dependent message and chosen-
ciphertext attacks (KDM-CCA) as a distinguishing game between two worlds
that we call the real and ideal worlds. Given a KDM set ®, the adversary A
has access to a KDM encryption oracle KDENC which takes as input a function
¢ € ® and returns a ciphertext y € M, a decryption oracle DEC which takes as
input a ciphertext y € M and returns a plaintext x € M, and the oracle O. We



do not allow the adversary to ask for decryption of key-dependent ciphertexts as
we are not aware of any use cases where such an oracle is available. In the real
world, a key k is drawn uniformly at random from I and KDENC(¢) returns
EC(k, ¢(k)) while DEC(y) returns DO(k, y). The ideal world is similar to the real
world except that E(k, ) and D(k, -) are replaced by a random permutation P and
its inverse. To exclude trivial attacks, we do not allow decryption of ciphertexts
that were obtained from the encryption oracle and such queries are answered
by L in both worlds. (Otherwise the key can be recovered by decrypting the
encryption of ¢(k) if ¢ is easily invertible.) The real and ideal world are formally
defined in Figure 2 (ignore the additional world pw for now). The KDM-CCA
advantage of an adversary A against BC with respect to @ is defined as

AdVEEE (A, @) == Adviwm(A) .

Without loss of generality we assume throughout the paper that the adversary
does not place repeat queries to its oracles. This is indeed without loss of generality
since all oracles are deterministic and repeat queries can be handled by keeping
track of queries made so far.

3.2 A generic lemma

In order to allow a convenient application of the H-coefficient technique when
proving the KDM security of a block cipher BCO, we introduce an intermediate
world, called the perfect world (pw), defined in Figure 2. Note that this world
does not involve any key. The encryption and decryption oracles lazily sample
two independent random permutations stored respectively in tables To,. and
Tdec, except that consistency is ensured for constant functions ¢ € @ x4: when a
decryption query DEC(y) is made with y ¢ Dom(Tgec), a plaintext z is sampled
from M\ Rng(Tgec) and the world assigns Tgec(y) == x and Tene(P) = y, where
¢ is the constant function k +— .

The following lemma upper-bounds the distinguishing advantage between
the ideal and the perfect worlds. It does not depend on the block cipher at
hand (neither the ideal nor the perfect world depends on it) nor on the oracle O
(since neither in the ideal nor in the perfect world the encryption and decryption
oracles depend on it). For specific block ciphers, this allows us to focus on the
distinguishing advantage between the perfect and the real worlds, since by the
triangular inequality

Adviy w(A) < Adviy pw(A) + Advpy w(A) . (1)

Lemma 3.1. Let ® be a KDM set for key space K and message space M. Let
A be an adversary making at most q queries to KDENC or DEC. Then

q2

.
M| —q

Proof. We apply the H-coefficient technique with wy := pw and w; = iw. Fix

a, without loss of generality, deterministic distinguisher A making at most ¢

encryption or decryption queries. We assume, without loss of generality, that

Adviy, pu(A) < ¢* - cf(D)



Game rw // real

O « OSp
k« K
L+

Proc. KDENC(¢)
if ¢ ¢ ® return L
z <+ (k)

L+« L:{E%k,z)}

return E°(k, z)

Proc. DEC(y)

Game pw  // perfect

Game iw  // ideal

O « OSp
Tenc — H7 Tdec <~ []

Proc. KDENC(¢)

O « OSp
kE« KL<+
P «— Perm(M)

Proc. KDENC(¢)

if ¢ ¢ ® return L
if ¢ ¢ Dom(Tenc) then

Tenc(@) «= M\ Rng(Tenc)

return Tenc(9)

Proc. DEC(y)

if y € L return L

else return D°(k,v)

Proc. O(z)

return O(x)

if ¢ ¢ ® return L
z < ¢(k)
L+« L:{P(z)}

return P(z)

Proc. DEC(y)

if y € Rng(Tenc) return L

if y ¢ Dom(T4ec) then
x 4— M\ Rng(Taec)
Taec(y) «+ =
Tenc(¢: k—z) «y

return Tgec(y)

Proc. O(z)

return O(z)

if y € L return L

else return P~ (y)

Proc. O(xz)

return O(z)

Fig. 2. The real world rw (left) and the ideal world iw (right) defining KDM-CCA
security. The intermediate perfect world pw (middle) is used in Lemma 3.1. Here K
denotes a key-generation algorithm.

— the adversary never repeats a query;
— the adversary never queries the constant function ¢ : k — = to KDENC if it

has received z as answer to some query DEC(y) before (since in both worlds

such a query would be answered by y); and
— the adversary never queries y to DEC if it has received y as answer to

some query KDENC(¢) before (since in both worlds such a query would be

answered by ).

We will refer to this as the no-pointless-query assumption.

We record the queries of the adversary to oracles KDENC or DEC in a list
Ogc: it contains all tuples (+, ¢, y) such that A queried KDENC(¢) and received
answer y, and all tuples (—, x, y) such that A queried DEC(y) and received answer
x. The queries of the adversary to oracle O are recorded in a list Qg. After the



adversary has finished querying the oracles, we reveal the key k in case the
adversary interacts with the ideal world, while in the perfect world we reveal a
uniformly random key independent of the oracle answers. Hence, a transcript is
a triple (Qpc, Qo, k).

Let 7 be the set of attainable transcripts for A and pw. An attainable
transcript 7 = (Qpc, Qo, k) is said to be bad iff any of the following holds.

(C-1) there exist (+,¢,y) # (+,¢’,y") € Qpc such that
(a) ¢(k) = ¢'(k) or
(b) y=1y';

(C-2) there exist (+,¢,y), (—,z,y") € Opc such that
() 6(k) = or
(b) y=y"

(C-3) there exist (—z,y) # (—,2',y") € Opc such that
(a) =2’ or
(b) y=y"

Let Traa denote the set of bad transcripts and let Tgo0a =T \ Tpad. We first
upper bound the probability of getting a bad transcript in the perfect world.

Claim. Pr[X apw € Trad) < ¢ - cf(®) + ¢*/(IM| — q).

Proof. We consider the probability of each condition in turn. Recall that in the
perfect world, the key k is drawn at random independently of the oracle answers.

(C-1) Fix two queries (+,¢,y) # (+,¢',y') € Opc.
(a) By Definition 3.1, ¢(k) = ¢'(k) with probability at most cf(®) over the
choice of a random key k.
(b) By the no-pointless-queries assumption, ¢ # ¢’ and hence necessarily
y#y'.
Summing over all possible pairs, (C-1) happens with probability at most
q?/2 - cf(®P).

(C-2) Fix two queries (+,,y), (=, z,y") € Opc.

(a) If query (+,¢,y) came first, then z is uniformly random in a set of
size at least | M| — ¢ and independent of ¢(k). Hence ¢(k) = x with
probability at most 1/(]JM| — q). If query (—,z,%’) came first, then by
the no-pointless-query assumption, ¢ # (k — ), so that ¢(k) = = with
probability at most cf(®) (otherwise it would constitute a claw with
the constant function). All in all, ¢(k) = a with probability at most
1/(IM] = q) + cf(®).

(b) If query (+, ¢, y) came first, then by the no-pointless-query assumption
y # y. If query (—,z,y’) came first, then y is uniformly random in a
set of size at least |[M| — ¢ and independent of 3. Hence y = y’ with
probability at most 1/(|M| — q).

Summing over all possible pairs of queries, (C-2) happens with probability at

most ¢2/2 - (2/(IM] — q) + cE(®)).



(C-3) Fix two queries (—,z,y) # (—,2',y') € Opc. Then, by the no-pointless-
queries assumption, y # 3" and hence x # #’, so that condition (C-3) cannot
hold.

The result follows by applying the union bound.
Claim. Fix a good transcript 7 = (Qpc, Qo, k). Then

PI‘[XAJW = T]

>1.
Pr[X_A7pW = 7’] -

Proof. Let @enc, resp. qqec, denote the number of queries to KDENC, resp. DEC,
in Opc (With genc + gdec = ¢). In the perfect world, queries to KDENC and DEC
are answered by lazily sampling two independent injections lene: [genc] — M and
ldec: [@dec] — M. This follows from the no-pointless-queries assumption which
implies that for any query KDENC(¢) we have ¢ ¢ Dom(Tep.) and for any query
DEec(y) we have y ¢ Dom (T 4ec). Hence, letting Qene and Qge. respectively denote
the set of encryption and decryption queries in Qpc and K the key-generation
algorithm we have

Pr[X.A,pW = T] = k:’];::—rK[k/ = k] . O«E)E)Sp[o F QO] . IPr[Ienc [ Qenc} . EF“dec F Qdec]
1
= Pr [K'=k- - Pr [OF Qo] .
B =M 0. B8O Qo M

We now compute the probability of obtaining a good transcript 7 in the
ideal world. Consider the modified transcript Qf containing pairs (z,y) € M?
constructed from Qpc as follows. For each triplet (+,6,y) € Opc, append
(¢(k),y) to Qpc and for each (—,z,y) € Opc, append (z,y) to Qp. Then, for
any (z,y) # (2/,y') € Qpc, we have x # 2’ (as otherwise condition (C-la),
(C-2a), or (C-3a) would be met) and y # y’ (as otherwise condition (C-1b),
(C-2b), or (C-3b) would be met). Hence,

P = ! = . . /
Pr{X g w = 7] k/lz-rK[k ] O«E)(];Sp[o - Qo] P«—Plzrrrn(M)[P " Qrcl
1
— I __ . .
= R E =k o[0T Qo] (IMDg
Thus,
PrXaim =7 _ (Mg (Mg

Pr[X A ow = 7] (IM])q

where the inequality follows from genc + gdec = g-

Lemma 3.1 follows by combining the above two claims with Lemma 2.1.

4 Four-Round KAF

In this section we study the 4-round KAF cipher with a single round function
F: {0,1}" — {0,1}" and key k = (ky,ko, ks, ks) € ({0,1}")* where k; and
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k4 are uniformly random. Our results do not rely on any assumptions on the
distributions of ks and k3 (which could be, for example, both set to 0). Given a
KDM function ¢ with range {0,1}?", we let ¢, and ¢r to respectively denote
the functions that return the n leftmost and the n rightmost bits of ¢. Given a
KDM set ® for message space M = {0,1}?", we define ®, := {¢r : ¢ € ®} and
Or = {pr:¢c D}

The theorem below states that the 4-round KAF with the same round function
and uniformly random round keys k; and k4 is KDM-CCA secure if the set ®
of key-dependent functions has negligible claw-freeness (cf. Definition 3.1) and
®p has negligible offset-freeness and offset-xor-freeness (cf. Definition 3.2 and
Definition 3.3).

Theorem 4.1. Let KAFIF( be the 4-round key-alternating Feistel cipher based on
a single round function F: {0,1}™ — {0,1}"™ where the key k = (k1, ko, k3, k4)
is such that k1 and kg are uniformly random and independent. Let A be an
adversary making at most ¢ < 2™ queries to KDENC or DEC and at most g¢
queries to F, which is modeled as a random oracle. Then,

Advﬁfj\f;lim(A, D) < % (2-cf(®)+3/2-0xf(PR)+22/2") +qqs (of (Pr)+7/2") .

Proof. Fix an adversary A attempting to distinguish the real and ideal worlds
defined in Figure 2, where OSp := Func(n) and BC = KAF". Assume that A
makes at most ¢ < 2" queries to KDENC or DEC and ¢f queries to F. By
Equation 1 and Lemma 3.1, we have

AdViGE (A, @) < ¢* - cf(®) +¢*/(IM]| — q) + AdVpuu(A)
< ¢ cf(®) +¢°/2" + Advpw,m(A) |

where we used that |[M| = 22" and 1/(22" — q) < 1/2". Hence, it remains to
upper bound Advpy w(A). We prove below that

Advyy w(A) < - (cf(®) 4+ 3/2- oxf(Pg) + 21/2") + qq¢ - (of (Pg) + 7/2") ,
(2)

from which the result follows.

The remainder of this section is devoted to the proof of Equation 2. Without
loss of generality, we make the same no-pointless-query assumption that we made
in the proof of Lemma 3.1. Our proof will use the H-coefficient technique. A
transcript 7 is a tuple (Qpc, QF, k), where Qpc is the list of all forward queries
(4, ¢, ST), with ¢ € ® the query to KDENC and ST the corresponding answer,
together with all backward queries (—, L'R’, S’"T") with L'R, S"T" € ({0,1}")?
and L'R’ the answer of DEC when called on S'T”. List Of contains queries
(u,v) € ({0,1}™)? to the public function F, where v is the answer of the oracle
F when called on input u. The key k is only revealed to the adversary after it
has finished its queries, and is drawn independently of the oracle answers in
the perfect world using the key-generation algorithm K (whose first and fourth
components are uniform but not necessarily its second or third components).
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We first define bad transcripts and upper bound the probability of obtaining
such a transcript in the perfect world. Informally, a transcript is said to be
bad if an unexpected collision occurs in the set of all inputs to the first or the
fourth round functions. Note that the adversary can let some inputs collide with
probability 1, for example by querying DEC(ST) and DEC(ST”); bad transcripts
only capture collisions that happen “by chance.” We formalize this next.

Definition 4.1. A transcript 7 = (Qpc, Qr, k) with k = (k1, ko, k3, k4) in the
perfect world is said to be bad iff any of the following holds.

(C-1) there exist (+,¢,ST) € Qpc and (u,v) € Qf such that
(a) dr(k) ® k1 =u or
(b) S&ky=u;

(C-2) there exist (—, LR, ST) € Qpc and (u,v) € QF such that
(a) R@ ki =u or
(b) S®ky = u;

(C-3) there exist (+,¢,ST) # (+,¢',S'T'") € Opc such that
(a) ¢(k) = ¢'(k) or
(b) =15

(C-4) there exist (+,,ST), (+,¢',S"T") € Qpc (not necessarily distinct) such that
Or(k) © k1 =5 @ ky;

(C-5) there exist (—, LR,ST) # (—,L'R',S'T") € Qpc such that R = R/';

(C-6) there exist (—, LR, ST),(—,L'R',S'"T") € Qpc (not necessarily distinct) such
that R® ki = S' o ky;

(C-7) there exist (+,¢,ST),(—, L'R',S"T") € Qpc such that
(a) (k) =L'R' or
(b) ST =S'T or
(C) ¢R(k) Sk =85 Dks or
(d) S&kys=R k.

Let Toaa denote the set of bad transcripts and let Tgood =T \ Toad-

Lemma 4.1. Let A be a distinguisher making at most ¢ < 2™ queries to KDENC
or DEC and q; queries to F. With Tp.q defined as above,

Pr[X apw € Toad] < ¢*- (cf(®) +3/2- oxf(PR) +6/2") + qgs - (of (PR) +3/2") .

Proof. We compute the probability of each condition in turn. Recall that in pw,
the key k = (kq, k2, k3, k4) is drawn at random and independently of all oracle
answers at the end.

(C-1) Fix an encryption query (4, ¢, ST) € Qpc and a query to the public function
(u,v) € Q.
(a) By Definition 3.2, ¢r(k) = k; & u with probability at most of (Pg);
(b) Since ky4 is uniformly random and independent of the query transcript,
ks = S @ u with probability at most 1/2™.

12



Summing over all possible pairs, condition (C-1) happens with probability at
most gge(of (Pr) + 1/2™).

Fix a decryption query (—, LR, ST) € Opc and a query to F (u,v) € OF.

(a) Since k; is uniformly random and independent of the query transcript,
R @ u = ky with probability at most 1/2".

(b) Since k4 is uniformly random and independent of the query transcript,
S @ u = k4 with probability at most 1/2™.

Summing over all possible pairs, condition (C-2) happens with probability at

most 2qqe/2™.

Fix two queries (4, ¢, ST) # (+,¢', S'T’) € Qpc. Since the adversary never

repeats queries, we have ¢ # ¢'.

(a) By Definition 3.1, ¢(k) = ¢’(k) with probability at most cf(®) over the
choice of a random k.

(b) Since ¢ # ¢', the output S’'T” is sampled uniformly at random in a set
of size at least 22" — ¢ and independently of ST. Thus S = S’ with
probability at most 27 /(22" — ¢) < 1/(2" — 1) < 2/2".

Summing over all possible distinct pairs, condition (C-3) happens with

probability at most ¢2/2 - (cf(®) + 4/2™).

Fix two queries (+, ¢, ST), (+,¢’,5'T’) € Qpc. By Definition 3.3, ¢r(k) =
S' @ k1 @ k4 with probability at most oxf(®r) over the choice of k. Summing
over all possible pairs, condition (C-4) happens with probability at most
q? - oxf(®g).

Fix two decryption queries (—, LR, ST) # (—,L'R',S"T") € Qpc. The value
L'R’ is sampled uniformly at random in a set of size at least 22" — ¢ and
independently of LR. Thus, R = R’ with probability at most 2" /(22" — q) <
1/(2™ — 1) < 2/2™. Summing over all possible distinct pairs, condition (C-5)
happens with probability at most ¢?/2".

Fix two decryption queries (—, LR, ST),(—,L'R',S'"T") € Qpc. As k1 and
k4 are randomly sampled, R & S’ = k1 & k4 with probability at most 1/2™.
Summing over all possible distinct pairs, condition (C-6) happens with
probability at most ¢2/2".

Fix an encryption query (+,¢,ST) € Opc and a decryption query

(-, L'R',S'T") € Opc.

(a) By Definition 3.1, ¢(k) = L’R’ with probability at most cf(®P).

(b) We distinguish two cases. If the encryption query occurs before the
decryption query, then necessarily ST # S’T’ due to the no-pointless-
query assumption (the adversary cannot ask DEC to decrypt a value that
was received as an answer to the KDENC oracle). If the decryption query
occurs before the encryption query, then ST is uniformly random in a
set of size at least 22" — ¢ and independent of S’T". Hence, the condition
occurs with probability at most 1/(2%" — ¢) < 1/2".

(¢) By Definition 3.3, ¢r(k) = S’ @ k1 @ k4 with probability at most oxf(®g)
over the choice of k.

13



(d) Since k1 and k4 are drawn uniformly at random and independently of the

query transcript, the probability that k1 @& k4 = S @ R’ is at most 1/2™.
Summing over all possible distinct pairs, condition (C-7) happens with
probability at most ¢?/2 - (cf(®) + oxf(®g) + 4/2").

The result follows by applying the union bound over conditions (C-1) to
(C-7).

We now lower bound Pr[X 4 = 7]/ Pr[X 4 pn = 7] for a good transcript
7. To this end, we introduce the following definition of a bad function F with
respect to a good 7. Informally, this definition states that there is a collision
among the set of all inputs to the second or third-round functions (conditions
(C’'-3), (C'-5), and (C'-7)) or among these and direct, first-round, or second-round
queries (conditions (C’-1) and (C'-2)).

Definition 4.2. Fiz a good transcript 7 = (Qpc, OF, k). Let

Dom(F) == {u € {0,1}" : I(u,v) € Q¢}, and
3(+,¢,ST) € Qc,u = ¢r(k) ® k1 V
/ L nlﬂ(-‘r,(b,ST)EQBc,u:SEB/m\/
Dom'(F) .= ¢ ue{0,1}": . LR, ST) € One,u — R by
3(—,LR, ST) € Opc,u=5®ky

A function F is said to be bad with respect to 7, denoted Bad(F, ), iff any
of the following holds.

(C'-1) there exists (+,¢,ST) € Qpc such that
(a) ¢1(k) ® F(pr(k) ® k1) ® ka € Dom(F) U Dom'(F) or
(b) T ©F(S D ky) @ ks € Dom(F) UDom’(F);

(C'-2) there exists (—, LR, ST) € Qpc such that
(a) L®F(RS k1) ® ko € Dom(F) U Dom'(F) or
(b) T ®F(S @ kq) ® ks € Dom(F) U Dom’(F);

(C'-3) there exist (+,¢,ST) # (+,¢',5'T") € Qpc such that
(a) ¢1(k) ©F(or(k) ® k1) = ¢, (k) & F(dg(k) ® k1) or
(b)) TOF(S@ks) =T ®F(S D ka);
(C'-4) there exist (+,¢,ST), (+,¢',S'T") € Qpc (not necessarily distinct) such that
pr(k) © F(or(k) © k1) @ ko =T ©F(S" © ka) @ k3;
(C'-5) there exist (—, LR, ST) # (—,L'R',S"T") € Opc such that
(a) LOF(R® k) =L ®F(R ® k1) or
(b)) TOF(S D ks) =T ®F(S" D kyg);
(C'-6) there exist (—, LR, ST),(—,L'R',S'"T") € Qpc (not necessarily distinct) such
that L& F(R® k1) @ ke = T' @ F(S' ® ka) @ ks;
(C'-7) there exist (+,¢,ST), (—, L'R',S"T") € Qpc such that
(a) (k) ® F(or(k) ® k1) = L' ® F(R' @ k1) or
(b)) TOF(S®ky) =T ®F(S" ®ky) or
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(c) ¢or(k) ®F(or(k) D k1) ko =T D F(S" D ky) ® ks or
(d) T&F(S S k)@ ks = L' & F(R & ky) @ k.

Lemma 4.2. Fiz a good transcript T = (Qpc, QF, k). Then

Pr  [Bad(F,7)|FF Qf] <4-qq /2" + 14 - ¢*/2" .

F«—Func(n)

Proof. First, note that |Dom(F)| = ¢; and |Dom’(F)| < 2¢q. We now consider each
condition in turn.?

(C’-1) Fix an encryption query (4, ¢, ST) € Qpc.

(a) By —=(C-1a), ¢r(k) @ k1 is a fresh input for the function F and hence
F(¢r(k) @ k1) is uniformly random. Thus, ¢1,(k) ® F(¢r(k) D k1) D ks €
Dom(F) U Dom’(F) with probability at most (g + 2¢)/2".

(b) By =(C-1b), S@® ky4 is a fresh input for the function F and hence F(S @ ky4)
is uniformly random. Thus, T'® F(S @ k4) © k3 € Dom(F) UDom’ (F) with
probability at most (gr + 2¢)/2™.

Summing over all encryption queries, condition (C’-1) happens with proba-

bility at most 2¢(gs + 2q)/2™.

(C’-2) Fix a decryption query (—, LR, ST) € Qgc.

(a) By =(C-2a), R@k; is a fresh input for the function F and hence F(R® k1)
is uniformly random. Thus, L & F(R® k1) @ k2 € Dom(F) UDom’ (F) with
probability at most (g¢ + 2¢)/2™.

(b) By —(C-2b), S @ k4 is a fresh value for the function F and hence T &
F(S®k4) @ ks € Dom(F)UDom’(F) with probability at most (g +2¢q)/2".

Summing over all decryption queries, condition (C’-2) happens with proba-

bility at most 2¢(gr + 2¢)/2".

(C'-3) Fix (+,6,ST) # (+, ¢, 8'T") € Opc.

(a) By =(C-1a), we have ¢r(k) & k1 ¢ Dom(F) and ¢/;(k) ® k1 ¢ Dom(F).
Moreover, by —(C-3a), we have that ¢(k) # ¢’(k). We distinguish two
cases. If ¢pr(k) # ¢»(k), then F(¢r(k) ® k1) and F(¢r(k) @ k1) are
uniformly random and independent, so that ¢ (k) ® F(¢pr(k) ® k1) =
¢ (k) & F(¢lr(k) @ k1) with probability 1/2™. If ¢r(k) = ¢r(k), then
necessarily ¢r (k) # ¢7(k), so that the condition cannot hold. Hence,
this condition holds with probability at most 1/2™.

(b) By —(C-1b), S @ k4 ¢ Dom(F) and S’ @ k4 ¢ Dom(F); moreover, by
—(C-3b), S # 57, so that F(S @ ky4) and F(S’' & ky) are uniformly random
and independent; hence, T® F(S @ ky) = T' ® F(S’' @ ky) with probability
at most 1/2™.

Summing over all possible pairs of distinct encryption queries, condition

(C’-3) happens with probability at most ¢2/2".

4 In what follows, we will argue using the fact that the transcript is good by referring
to which specific condition defining a bad transcript would hold, saying e.g., “By
—(C-iz), ...
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(C™-4)

(C-5)

(C-6)

(C-7)

Fix two (possibly equal) encryption queries (+, ¢, ST), (+,¢',S'T") € Opc.
By —(C-1a), ¢r(k) ® k1 ¢ Dom(F) and by —(C-1b), S’ @ ks ¢ Dom(F);
moreover, by =(C-4), we have ¢r(k) ® k1 # S’ @ kq, so that F(¢r(k) ® k1)
and F(S' @ ky) are uniformly random and independent; hence, ¢ (k) @
Flor(k) @ k1) ® ko = T' & F(S" @ ky4) ® k3 with probability at most 1/2™.
Summing over all possible pairs, condition (C’-4) happens with probability
at most ¢2/2".

Fix two decryption queries (—, LR, ST) # (—,L'R', S'T") € Opc.

(a) By —=(C-2a), R® k1 ¢ Dom(F) and R’ @ k1 ¢ Dom(F); moreover, by
—(C-5), R # R’ so that F(R @ k1) and F(R' @ k) are uniformly random
and independent. Hence, L&F(R® k) = L' ® F(R' @ k;) with probability
at most 1/2".

(b) By =(C-2b), S@®ky ¢ Dom(F) and S’ & k4 ¢ Dom(F). We distinguish two
cases. If S # S then F(S @ ky) and F(S’ @ k4) are uniformly random and
independent and hence T & F(S @ ky) = T & F(S” @ k4) with probability
at most 1/2". If S = S’ then necessarily T # T’ since the adversary does
not repeat queries and hence the condition cannot hold. In all cases, the
conditions hold with probability at most 1/2™.

By summing over all possible pairs of distinct decryption queries, condition

(C’-5) happens with probability at most ¢2/2".

Fix two (possibly equal) decryption queries (—, LR, ST),(—,L'R',S'T") €
Opc. By —(C-2a), R ® k1 ¢ Dom(F) and by —(C-2b), S’ & k4 ¢ Dom(F);
moreover, by =(C-6), R® k1 # S’ & k4 so that F(R & k1) and F(S' @ ky)
are uniformly random and independent; hence, L®F(R® k1) Dk =T @
F(S' @ k4) @ k3 with probability at most 1/2". Summing over all possible
pairs, condition (C’-6) happens with probability at most ¢%/2".

Fix an encryption query (+,¢,ST) € Opc and a decryption query

(=, L'R',S'T") € Qpc. By respectively —(C-1a), —(C-1b), =(C-2a), and

—(C-2b), ¢pr(k) ® k1, S ® kg, R ® k1, and S” @ k4 are all fresh input values

to F.

(a) By =(C-7a), ¢(k) # L'R’. We distinguish two cases. If ¢r(k) # R’, then
F(pr(k) ® k1) and F(R' @ k1) are uniformly random and independent
and thus ¢ (k) ® F(¢r(k) ® k1) = L' @ F(R' & k1) with probability at
most 1/2™. If ¢pr(k) = R/, then necessarily ¢ (k) # L' and hence the
condition cannot hold. In all cases, the condition holds with probability
at most 1/2".

(b) By —(C-Tb), ST # S'T'. If S # S’, then F(S @ ky4) and F(S’ @ ky)
are uniformly random and independent and hence T @ F(S @ ky) =
T ®F(S’ @ k4) with probability at most 1/2™. If S = S’ then necessarily
T # T’ and the condition cannot hold. In all cases, the condition holds
with probability at most 1/2™.

(¢) By =(C-Tc), ¢pr(k)Dk1 # S’ ®ky so that F(¢r(k)Dk1) and F(S' @ ky) are
uniformly random and independent and thus ¢, (k) ®F(¢r(k)Dk1)Dke =
T @ F(S" & k4) ® ks with probability at most 1/2™.
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(d) By —(C-7d), S®ky # R' @k so that F(S@k,) and F(R' @k, ) are uniformly
random and independent and thus T®F(S®ky)Dks = L' GF(R' ©k1) Dko
with probability at most 1/2™.

By summing over all possible pairs, condition (C’-7) happens with probability

at most 2¢%/2".

The result follows by applying the union bound over all conditions.

Lemma 4.3. Fiz a good transcript 7 = (Qpc, QF, k). Then

P KAFF |- FF O A —Bad(F.7)] = .
F«—Fuﬁc(n)[ k QBC| QF 2 ( 77—)] (2”)2‘1

Proof. Let genc and gqgec respectively denote the number of queries to KDENC
and DEC in Qpc (With gene + Gdec = ¢). Using an arbitrary ordering, let

Opc = [(Jﬁ é1, SlT1)> ) (Jra ¢qenc7 SQenCTQenc)7
(_a chnc+1Rqenc+1a chnc+1chnc+1)v ceey (_7 Lqqu SqTq)] .

For a given function F, let w; and z; be the i-th input to F in the second and
third rounds respectively, i.e.,

w; = ¢i,L(k) ©® F((bz,R(k) &) kl) ©® k2 for 1 S 1 S Genc
=L, &F(R; @ k1) P ko for genc +1<i <gq
zi=T, ®F(S; ®ks) ® ks for1<i<gq.

Then event KAFE F Ogc is equivalent to
for 1 <i<genc (3)

{ F(w;) = ¢i,r(k) & T; @ F(S; @ ky)
F(
EE for gene +1 <i<gq. (4)

Zii) =5 ® ¢i,r(k) D F(di,r(k) ® k1)

w;) =R; ®T; ® F(S; ® ka)
%) =8; ®L; ®F(R; ® ky)

Conditioned on event ~Bad(F, 7), we have that wi,...,wy, 21, ..., 24 are 2¢q
distinct values as otherwise one of the conditions (C’-3)—(C’-7) would be fulfilled.
Moreover, all these 2¢ values are distinct from values in Dom(F) U Dom’(F), as
otherwise condition (C’-1) or (C’-2) would be fulfilled. This implies that, even
conditioned on F - Qf, the 2¢ random values F(w1),...,F(wq),F(21),...,F(2q)
are uniform and independent of F(¢; r(k) @ k1) for 1 < i < genc, F(R; @ k1) for
Genc +1 < i < g, and F(S; ® ky) for 1 <14 < q. Hence, Equations (3) and (4) hold
with probability (1/27)2.

Lemma 4.4. Fix a good transcript T = (Qpc, OF, k). Then,

PI”[XAJW = T]

AW T Tl g 2" —15-4%/2" .
g a4t/ 7/
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Proof. Let 7 = (Qpc, QF, k) with k = (kq, ks, k3, k4) be a good transcript, and
let Genc, r€SP. gdec, denote the number of queries to KDENC, resp. DEC, in Qpc,
with Genc + Gdec = ¢-

Exactly as in the proof of Lemma 3.1, one can show that

1 1 1

PriXapy =] = k'P«—rK[k, =k @M% (22 g (22)gue )

Genc

where K is the key-generation algorithm.
We now lower bound the probability that X4 . = 7.

Pr(XAomw =T (6)
= Pr [K'=k]- Pr [KAFLF Qpc A FF QF]
k’«K F«—Func(n)
= Pr [K=Kk]- Pr [FFQf]- Pr [KAFLF Qpc|FF Qf
k/«—K F«—Func(n) F«—Func(n)
1
= Pr K =k]- . Pr  [KAFL F F
k’«-rK[ ] (2m)a F«—Fuﬁc(n)[ k- Qoo ]
1
= Pr [K =k]- . Pr [KAFL F F -Bad(F
k’é&rK[ ] (2”)‘“ F«—Fuﬁc(n)[ k QBC' QF A ad( 77—)]
-(1—=_ Pr [Bad(F,7)|FF Qf]) . (7)
F«—Func(n)

Combining Equation 7 and Equation 5 we get

PI"[X_A,,W = T}

o 2n
PriXapw=1] ™)

(2%)4uo. - Pr[KAFE - Qpc | FF QF A —Bad(F, 7)]

Genc

- (1 =Pr[Bad(F,7) |F F Qf]) ,

where all probabilities are over F «— Func(n). Using Lemma 4.3 and Lemma 4.2,
we obtain

Pr[XA,rw = T] > (22n)Qenc ) (22n)qdec 1= 4qqs _ 14(]2 (8)
Pr(X 4 pw = 7] (27)2q n on
enc—1 . Qdec—1 .
dgqr  14¢? e i i
(1 on 9n ’ H 172% ’ H 172%
i=0 i=0
9)
dgqr 1447 qz a3
>(1—-—=—— - ==].11- o 10
B ( 2n 2 2.22n 2. 22n (10)
4 15¢>
> daa 5 (11)
2n 2n

Combining Lemma 2.1 with Lemma 4.1 and Lemma 4.4, we finally obtain
Equation 2, which concludes the proof of Theorem 4.1.
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5 Attacks

5.1 Necessity of offset-freeness

We start by showing that the condition that ®p is offset-free is necessary for
the KDM-CPA security of 4-round KAF (with the same round function F and
independent keys k = (ky, k2, k3, k4)).> This attack takes advantage of a collision
at the inputs to the third-round F within two encryption queries:

— Adversary A chooses two distinct values z and z’ and obtains F(z), F(a'),
F2(x) and F2(2’) and builds the values

A =P@) @, Ap = F(x), Ay = P@) 0o/, A = F(')

— A then calls the KDENC oracle twice on inputs ¢ = (¢r,dgr) and ¢' =
(¢, ¢r) where

or(k) =k ®Ar and ¢gr(k) =k @© Agr,

¢L(k) =ke® AL and ¢Rr(k) =k & A .

The adversary receives ST and S'T’ as the respective answers. Note that any
set @ containing both ¢r and ¢’; is not offset-free.

— Areturns 1if S S =2 @ 2'.

The adversary returns 1 with probability 1 in the real world whereas it returns 1
with probability 1/2™ in the ideal world. To see the former, note that the input
ko @ F2(x) @ x|k; @ F(z) is processed though the first three rounds as follows:

ky @ F?(x) @ x|ky @ F(x)
1
k1@ F(z)|z © ke
1
x @ kalky

+
ki|z @ ko @ F(k1 @ ks3).
Thus the left half of the output is « @ ko ® F(k1 @ k3). Hence the xor of the left
halves of two encryptions with constants z and z’ is x @ z’. Note that this attack

triggers a collision in the third round function.

5 Note that for a set ®, if ®r is offset-free then so is ®, but not necessary the other
way round.
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ko F(A) @ F(FA(A) @ A)
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ko F(A)

E® A

T=k

Fig. 4. Sliding attack on 4-round KAF with reuse of keys and round functions.



5.2 Sliding attacks

We now analyze the most simple KAF configuration whereby all round functions
and keys are identical. This construction is already known to be insecure in the
CPA model for any number of rounds: using two encryption queries we have
KAF(LR) = ST and KAF(T'S) = LR, which is unlikely for the ideal cipher. In
the KDM model, however, we are able to give a stronger key-recovery attack
using a single query. The adversary chooses an arbitrary value A € {0,1}" and
calls KDENC on function ¢, where

or(k) =k ®F(A) @ F(F*(A)® A)
or(k) =k ®F(A) @ Ad F(F(A) @ F(FX(A) @ 4)) .

It receives a value ST as the answer and returns 7" as its guess for the k. This
attack is depicted in Figure 4.

This attack can be generalized for any number of rounds. Instead of giving
a direct expression for any number of rounds r (which we believe would be
somewhat hard to read) we give a recursive definition based on Figure 4. The idea
is that we arrange an input L. |R, to the r-round KAF so that its output S|T is
Lo|Ry = k& Alk. To this end, following the decryption circuit (see Figure 3), for
i > 0 we define

Observe that L, |R, corresponds to the decryption of Ly| Ry and hence an encryp-
tion of L,|R, will result in Lo|Ry. We also let L | Ry := A | 0™ and similarly
define
L, | Rl =F(LD) @ R | L .
We claim that for any i > 0,
Li|Ri=L;ok| R &k.

Now since L}, | R}, is independent of k, we can define two maps ¢ (k) =
L: @ k and ¢r(k) = R: @ k that offset the key by constants. Next we query
KDENC on (¢, ¢r), which corresponds to encrypting L, |R,., the result of which
will be Lo| Ry, and from which the key k can be read off.

We now prove the claim inductively. The claim trivially holds for ¢ = 0.
Suppose now that the claim holds for i. We show that it holds for i 4 1:

Liyi | Ripn =F(Li®k)® R; | Ly
=FLiokok)®oR, k| L ok
=FL;)®R;®k|L;®k
=Li @k | R, @k .
In the above, the first equality is by the definition of L;1+1 | R;+1, the second by
the induction hypothesis, and the last by the definition of L} | | R}, ;.

The attack generalizes further to r-round KAF where two keys k1 and kg
are alternatively used in odd and even-numbered rounds. We define Ly =
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kr mod 2 @ A, Ry = k41 mod 2, L§ = 4, and Rj := 0" . Following the decryption
circuit we set

Liy1 | Riv1 =F(Li ®kitr mod2) ® Ri | L;, and
L;‘F+1 | Rf+1 =F(L))o R, | L] .

Note, once again, that L} , | Ry, is independent of the key and the sequence
can be computed via access to F. We prove inductively that

Li | Ry = L] ®kiyrmod2 | R ®Kigyri1mode -
This is trivial when ¢ = 0. Furthermore,

( @kz+rmod2)@R |L
( : S kz+r mod 2 ® kH—r mod 2) S R S kz+7‘+1 mod 2 ‘ L S kz-l—r mod 2
(L

Lit1 | Rita

F
F
F )®R @ki+r+1 mod 2 ‘ L @ki+rmod2

L +1 S k(z+1)+r mod 2 | Rz+1 S k(z+1)+r+1 mod 2 -

Hence keys ki and ko can be extracted by querying KDENC(¢y, ¢r), where
or(k) = Lf @ ko and ¢r(k) = RE @ ki as the response will be Lg|Ry =
kr mod 2 D A|kr+1 mod 2-

6 Discussion

We developed a generic proof strategy, based on the H-coefficient technique to
analyze the KDM security of block ciphers. In Appendix A, we show that our
technique can be applied in other settings and we revisit the KDM security of
the basic Even—Mansour cipher with only a single round [13, Section 6.1]. We
obtain another (arguably simpler) proof of the KDM security of the 1-round
EM construction if the set of functions available to the attacker is claw-free and
offset-free.

We studied the KDM-CCA security of the 4-round KAF cipher with a single
round function if the set of key-dependent functions has negligible claw-freeness,
offset-freeness and offset-xor-freeness. An important open problem is to find the
minimal & such that the k-round KAF cipher with a single round function achieves
KDM-CCA security assuming only that the set of key-dependent functions has
(only) negligible claw-freeness. Our attack shows that necessarily k& > 5. Our
proof strategy does go through directly for k& € {5,6,7} since an adversary can
cause a collision in inputs to the first and third round function if it can use offsets
as key-dependent functions. We do not claim that k-round KAF for k € {5,6,7}
are KDM-CCA-insecure for some class of claw-free key-dependent functions but
only that our technique cannot disprove it. It seems doable to prove the security
of 8-round KAF in this setting using our technique but the proof would be much
harder along lines we have considered.
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A KDM Security of Even—Mansour via H-Coefficient

Following [13], the r-round Even—-Mansour (EM) cipher in a model of computa-
tion with access to r permutations PE, ..., P¥ with domain M = {0,1}" is a
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block cipher with key space K = {0,1}"+1)" and enciphering and deciphering
algorithms

EP P (kr, - Brg)o0) = Py Pa(Py(p® k1) @ h) ) @ b
D1 P (krs v ko)) = Py (- Py (P (p @ kn) @ Fp) ) © Kt
We revisit the KDM security of the basic Even-Mansour cipher with only a
single round [13, Section 6.1]. We obtain another (arguably simpler) proof of the
KDM security of the 1-round EM construction if the set of functions available to

the attacker is claw-free and offset-free. The same restrictions are made in [13,
Section 6.1].

Theorem A.1. Let ® be a KDM set that is claw-free and offset-free. Then
EMZ1,]€2 is ®-KDM-secure. More precisely,

AdVEFE (A, @) < 2¢° - cf (@) + qgp - of (®) +3/2- %/ (2" — 1) + 3qq, - 1/2"
1:72

where q is the number of queries of A to either KDENC or DEC and g, is the
number of its queries to PT in either direction.

Proof. By Equation 1 and Lemma 3.1, we have
2

AdvEImeea( 4 §) < g2 cf(®) + —1— + AdVpyw(A) .
k1,k2 2" —q

Applying the H-coefficient technique to the perfect and real worlds as well as
Lemma A.1 and Lemma A.2 below gives

Advyymw(A) < ¢° - cf(®) + qqp - of (®) + ¢°/2-1/(2" — q) + 3qg,/2" .

Combining the above two inequalities gives the result.

REAL vs. PERFECT. In the following, we give the analysis that bounds the
advantage of any adversary distinguishing the perfect world pw and the real
world rw. We define the bad transcripts for 1-round Even—Mansour as transcripts
that contain queries where non-trivial/unexpected collisions exist.

Definition A.1. A transcript 7 = (Qem, ¢p, k) with k = (k1, k2) is said to be
bad iff any of the following conditions holds.

(C-1) there exist (+,¢,y) # (+,¢',y") € Qem such that
(a) ¢(k) = ¢'(k) or
(b) y=y';
(C-2) there exist (+,¢,y) # (—,2',y’) € Qem such that
(a) (k) =2’ or
(b) y=vy';
(C-3) there exist (+,¢,y) € Qem and (u,v) € Qp such that
(a) (k) D ks =u or

25



(b) y @k =v;

(C-4) there exist (—,x,y) € Qem and (u,v) € Qp such that

(a) Dk =u or
(b) y® ks =nw.

Lemma A.1. Let OSp := Perm(n) and BC = EMthQ. Let A be a distinguisher
making at most ¢ < 2" queries to KDENC or DEC and q, queries to P+ in either
direction. Then with Toaq as defined above,

Pr[X A pw € Toad] < ¢ - cf(®) +¢*/2-1/(2" — q) + qqp - of () + 3qq,/2" .

Proof. We analyze the probability of each condition in Definition A.1 in the
perfect world pw where the keys k; and ko are sampled at random independently

of the oracle answers.

(1)

(C-2)

6

For two encryption queries in Qgp, by Definition 3.1, the probability of
condition (C-1a) is at most cf (®). The probability of condition (C-1b) is zero
by the no-pointless-query assumption. Summing over all the possible distinct
pairs, condition (C-1) happens with probability at most ¢?/2 - cf(®).

Fix an encryption query (+, ¢,y) € Qem and a decryption query (—,z’,y’) €

QEm.

(a) Here the function ¢ is different from the constant function k — ' as
otherwise there is a repeat/pointless query (+,¢,y) = (—,2',y’) € Qgm.
As the key vector k is sampled uniformly at random after all encryp-
tion/decryption query, the probability that ¢(k) = 2’ is, by Definition 3.1,
at most cf(®).

(b) The decryption query has to come before the encryption query in the
transcript as otherwise the encryption query would be a pointless one.
Thus the value y is sampled in a set of size at least 2 — ¢ independently of
the value y’. Hence the probability that ¢(k) = 2’ is at most 1/(2™ — q).

Summing over all the possible distinct pairs, condition (C-2) happens with

probability at most ¢2/2-1/(2" — q) + ¢*/2 - cf(®).

Fix a query to the encryption oracle (+,¢,y) € Qem and a query to the

public permutation (u,v) € Qp.

(a) By Definition 3.2, ¢(k) @ k1 = u with probability at most of (®).

(b) As ks is sampled uniformly at random and independently of all queries,
the collision y & ko = v happens with probability at most 1/2".

Summing over all the possible pairs, condition (C-3) happens with probability

at most qqp, - of (®) + qg,/2™.

Fix a decryption query (—,z,y) € Qgm and a public permutation query

(u,v) € Qp. The keys ky and ks are drawn uniformly and independently at

random at the end. Thus collisions due to (C-4a) and (C-4b) each happen

with probability at most 1/2". Summing over all possible pairs, condition

(C-4) happens with probability at most 2¢g,/2".

6 We note that the analysis also holds when k1 and k2 are set to a common random
value.
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The result follows by applying the union bound.
Lemma A.2. Let 7 be a good transcript. Then

PY[XAJW = T}

>1.
PI[X_A’F,W = 7‘] -

Proof. Let T = (Qgm, Qp, k) with k = (k1, k2) be a good transcript, and let gene
and ggec respectively denote the number of queries to KDENC and DEC, with
Qenc + Gaec = q. Recall that one has

1 1 1 1
Pr [Xagpw=7]= | (12)

P«—Perm(n) ﬂ (2n)qenc ' (2n)qdcc . (2n)qp ’

where K = ({0,1}")? denotes the key space of 1-round Even—Mansour.
In the real world, one obtains the transcript (Qem, Qp, k) iff P satisfies ¢+ ¢,
distinct and “compatible” equations. Thus

1 1
Pr [Xaw=7]=

_— . 13
P«—Perm(n) ‘K:| (2")q+qp ( )

Combining Equation 12 and Equation 13 we obtain Lemma A.2.
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