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Abstract

Revocable hierarchical identity-based encryption (RHIBE) is an extension of HIBE that provides the
efficient key revocation function by broadcasting an update key per each time period. Many RHIBE
schemes have been proposed by combining an HIBE scheme and a tree-based revocation method, but
a generic method for constructing an RHIBE scheme has not been proposed. In this paper, we show
for the first time that it is possible to construct RHIBE schemes by generically combining underlying
cryptographic primitives and tree-based revocation methods. We first generically construct an RHIBE-
CS scheme by combining HIBE schemes and the complete subtree (CS) method, and prove the adaptive
security by using the adaptive security of the HIBE schemes. Thus, we obtain RHIBE schemes under
the quadratic residuosity assumption, CDH assumption, and factoring assumption. Next, we generically
construct an RHIBE-SD scheme with shorter update keys by combining HIBE and hierarchical single
revocation encryption (HSRE) schemes, and the subset difference (SD) method to reduce the size of up-
date keys. Finally, we generically construct an RHIBE-CS scheme with shorter ciphertexts by combining
HIBE schemes with constant-size ciphertext and the CS method. Through different kind of generic com-
binations, we obtain various RHIBE schemes that provide a trade-off between shorter ciphertexts and
shorter update keys.
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1 Introduction

Hierarchical identity-based encryption (HIBE) is an extension of IBE that represents an identity as a hi-
erarchical identity vector and reduces the load of a key generation center by providing the key delegation
function [24]. An HIBE scheme is suitable for use in an organization with a hierarchical structure, and can
be applied to various fields such as identity-based signature, forward-secure encryption, chosen-ciphertext
secure encryption, and public-key broadcast encryption [7,8,/14,[22]]. An important extension of HIBE is
revocable HIBE (RHIBE) that supports efficient key revocation of users. In order to add the key revocation
function to an HIBE scheme, Seo and Emura [39]] proposed the first RHIBE scheme by following the design
principle of the revocable IBE scheme of Boldyreva et al. [3]] that associates the path of a binary tree with
a private key and associates the cover of the binary tree with an update key. After the first RHIBE scheme,
various RHIBE schemes with improved efficiency have been proposed and research in this field is actively
conducted [18],25,28l,32,(38L/41]].

Research on RHIBE that supports the key revocation is important because it is essential to efficiently
revoke the private key of a user when the private key is exposed in a real environment. However, the existing
RHIBE schemes have the disadvantage of having to modify the underlying HIBE scheme for building an
RHIBE scheme, and perform a completely new analysis to prove the security of this RHIBE scheme. In the
case of HIBE schemes from bilinear maps, the construction of RHIBE schemes is somewhat easier since the
design methodology of RHIBE is already known [32/,39/41]], but in the case of HIBE schemes from different
mathematical structures, a completely different design methodology is required to build an RHIBE scheme.
In order to overcome this problem, a generic design method of building an RHIBE scheme by using the
underlying cryptographic schemes as black-box is required. In this paper, we ask whether it is possible to
design an RHIBE scheme that supports efficient user key revocation by generically combining underlying
cryptographic primitives.

1.1 Our Contributions

In this section, we show for the first time that it is possible to construct RHIBE schemes by generically
combining underlying HIBE schemes (or a variant of HIBE). Thus, we additionally obtain various RHIBE
schemes under various assumptions such as the quadratic residuosity assumption, the computational Diffie-
Hellman assumption, and the factoring assumption by the work of [[15,|16]. The results of our RHIBE
schemes are summarized as follows.

RHIBE with Complete Subtree. We first show that it is possible to design an RHIBE-CS scheme by
generically combining HIBE schemes and the complete subtree (CS) method of a binary tree. We then
prove the adaptive security of the proposed RHIBE-CS scheme based on the adaptive security of the HIBE
schemes and the properties of the CS method. For the generic construction of an RHIBE-CS scheme, we
extend the idea of Ma and Lin [[35]] used to design a generic RIBE scheme to an HIBE scheme. That is, since
the hierarchical identity of HIBE has an identity for each level, each identity of the level is independently
associated with a binary tree. At this time, a ciphertext is composed of HIBE ciphertexts associated with the
path of the binary tree, and an update key is composed of the HIBE secret key associated with the cover of
the binary tree. In our RHIBE-CS scheme, a ciphertext consists of approximately O(¢n) HIBE ciphertexts,
a private key consists of only O(1) HIBE private keys, and an update key consists of approximately O(rn)
HIBE private keys where 7 is the level of hierarchical identity, n is the depth of a binary tree, and r is the
number of revoked users.

RHIBE with Subset Difference. Next, we show that it is possible to design an RHIBE-SD scheme by



generically combining an HIBE scheme, a hierarchical single revocation encryption (HSRE) scheme, and
the SD method. The SD method is a type of the subset cover framework proposed by Naor et al. [36] to
construct revocation and tracing schemes, and it enables to construct a cover set more efficiently compared
to the CS method. We define HSRE in which the key delegation function was added to the SRE scheme
which was introduced by Lee et al. [29] to build a public-key revocation scheme by using the SD method,
and propose an HSRE scheme by combining HIBE and SRE schemes in bilinear groups. The design idea of
the RHIBE-SD scheme is to associate a ciphertext with the path set of a binary tree and associate an update
key with the cover set of a binary tree. In our RHIBE-SD scheme, a ciphertext consists of O(¢n?) HSRE
ciphertexts, a private key consists of O(1) HIBE private keys and HSRE private keys, and an update key
consists of O(r) HSRE private keys.

RHIBE with Shorter Ciphertexts. Finally, we propose an RHIBE-CS scheme with shorter ciphertexts to
reduce the ciphertext size of the previous RHIBE-CS scheme. The ciphertext of the RHIBE-CS scheme has
a disadvantage of increasing the ciphertext size because the identity of each level is associated with the path
of a binary tree, so the HIBE ciphertext is independently required for each path node. To solve this problem,
we use a method of encoding and encrypting the information of the path nodes at once by using an HIBE
scheme with a constant size ciphertext. In this case, it is possible to decrypt the ciphertext when a common
node exists in the cover set and the path set by using the key delegation property of the HIBE scheme. The
RHIBE-CS scheme with shorter ciphertexts has the advantage that the ciphertext size decreases compared
to the previous RHIBE-CS scheme, but has the disadvantage that the update key size increases. In order to
solve the problem of increasing update key size, we may consider that a cloud server stores all update keys
and transmits the corresponding keys in update keys for each user.

1.2 Related Work

IBE and Revocable IBE. The concept of IBE was first introduced by Shamir [42]] to solve the key man-
agement problem of existing public-key encryption and the first IBE scheme was proposed by Boneh and
Franklin [6] by using bilinear maps. Since then, various IBE schemes have been proposed in bilinear
groups [4,20,/44]], and a number of IBE schemes from different mathematical structures have also been
proposed [13}/16,[21]. Revocable IBE (RIBE) is an extension of IBE that provides the revocation of private
keys and the first efficient RIBE scheme that uses a binary tree was proposed by Boldyreva et al. [3]]. After
that, an RIBE scheme with adaptive security and an RIBE scheme that provides decryption key exposure
resistance were proposed [34,/40]. To reduce the size of update keys, an RIBE scheme from multilinear
maps was proposed [[37]]. Most of the previous RIBE schemes use the complete subtree (CS) method of a
binary tree, but an RIBE scheme that reduces the size of update keys by using the subset difference (SD)
method of a binary tree was proposed by Lee et al. [30]. In lattices, RIBE schemes that use binary trees
have been proposed [11},/12/25,43]]. Recently, Ma and Lin showed that an RIBE scheme can be constructed
by generically combining HIBE and IBE schemes [35]]. Lee also showed that a generic RIBE scheme that
uses the SD method can be built by combining HIBE and single revocation encryption (SRE) schemes [26].
An RIBE scheme that delegates the generation of update keys to a semi-trusted cloud server and verifies the
correctness of these update keys was also proposed [27].

HIBE and Revocable HIBE. Hierarchical IBE (HIBE) is an extension of IBE that represent an identity
into a hierarchical structure in order to reduce the load of private key generation in IBE. Horwitz and Lin
introduced the concept of HIBE and proposed a two-level HIBE scheme [24]. Since then, many HIBE
schemes have been proposed in bilinear groups [4},5122/[33/45]]. Different HIBE schemes have been proposed
from lattices by using the basis delegation method of lattices [1,2,(9]. Additionally, selectively secure HIBE



can be generically obtained from selectively secure IBE [15]]. The first revocable HIBE (RHIBE) scheme
that provides the user key revocation function was proposed by Seo and Emura [39]. Similar to the RIBE
scheme, they constructed an RHIBE scheme by using binary tree such that the path of a binary tree is
associated with a private key and the cover of a binary tree is associated with an update key. Later, Seo
and Emura proposed an efficient RHIBE scheme by using the history-free update method that reduces the
size of private keys [41]. Lee and Park proposed RHIBE schemes with shorter private keys and update
keys by carefully modifying the underlying HIBE scheme to support intermediate private keys [32]]. Later,
Lee proposed RHIBE schemes with adaptive security by using the dual system encryption method [28]].
Recently, an adaptively secure RHIBE scheme under the standard assumption was proposed by Emura et
al. [18].

1.3 Concurrent Work

In a concurrent and independent of our work, Emura et al. [[19] also proposed a generic construction of
RHIBE from HIBE. Their basic RHIBE scheme which is a combination of an HIBE scheme and the CS
method is almost similar to our first RHIBE-CS scheme. In addition, they proposed a variant RHIBE scheme
to reduce the ciphertext size by replacing the underlying HIBE scheme to a hierarchical identity-based IBBE
(HIIBBE) scheme, and another RHIBE scheme to reduce the update key size by replacing the HIBE scheme
to a hierarchical identity-based dual IBBE (HDIBBE) scheme. However, unlike our work, they did not
propose an RHIBE scheme that uses the SD method and an RHIBE scheme with shorter ciphertexts by
using a compact-ciphertext HIBE scheme.

2 Preliminaries

In this section, we review the syntax and security model of the HIBE, HSRE, and RHIBE schemes.

2.1 Hierarchical Identity-Based Encryption

Hierarchical IBE (HIBE) is an extension of IBE that supports the identity of a user to have a hierarchical
structure. The concept of HIBE was introduced by Horwitz and Lin [24] and an HIBE scheme supporting
multiple levels was proposed by Gentry and Silverberg [22]]. In an HIBE scheme, a private key is associated
with a hierarchical identity /D" = (I},...,1I;), and a ciphertext is associated with a hierarchical identity
ID = (Iy,...,I;). If ID' € Prefix(ID) is established, a user having the corresponding private key can decrypt
the ciphertext. The detailed syntax of HIBE is given as follows:

Definition 2.1 (Hierarchical Identity-Based Encryption, HIBE). An HIBE scheme consists of five algo-
rithms Setup, GenKey, Delegate, Encrypt, and Decrypt, which are defined as follows:

Setup(1*,L). The setup algorithm takes as input a security parameter 1* and maximum hierarchical depth
L. It outputs a master key MK and public parameters PP.

GenKey(/D|;, MK, PP). The key generation algorithm takes as input a hierarchical identity ID|, = (I, ..., Ix),
the master key MK, and the public parameters PP. It outputs a private key SKjp,.

Delegate(/D|y, SK;p, ,,PP). The delegation algorithm takes as input a hierarchical identity ID|y, a private
key SKip,,_, for ID|;_1, and the public parameters PP. It outputs a delegated private key SKip|,-




Encrypt(ID|;,M, PP). The encryption algorithm takes as input a hierarchical identity ID|, = (I1,...,I;), a
message M, and public parameters PP. It outputs a ciphertext CTjp), .

Decrypt(CTjp),,SK;py |, PP). The decryption algorithm takes as input a ciphertext CTjp,,, a private key
SK)p,, and public parameters PP. It outputs a message M or L.

The correctness of HIBE is defined as follows: For all MK, PP generated by Setup(1*,L), all ID|,ID’
any SK;py| generated by GenKey(ID'|;, MK, PP), it is required that

k>

lk

o If ID|k,1 € Preﬁx(ID\k), then Delegate(ID]k,SKID‘k_l ,PP) = SKID\A,-

o If ID'|; € Prefix(ID|,), then Decrypt(Encrypt(ID|;,M,PP),SK;p ,PP) = M.

lis

Definition 2.2 (IND-CPA Security). The security of HIBE is defined in terms of the indistinguishability
under chosen plaintext attacks (IND-CPA). The security game is defined as the following game between a
challenger C and a PPT adversary A:

1. Setup: C runs Setup(1*,L) to generate a master key MK and public parameters PP. It keeps MK to
itself and gives PP to A.

2. Query 1: A adaptively requests private keys for hierarchical identities /Dy, ...,ID,,. In response, C
gives the corresponding private keys SKi,...,SK;, to A by running GenKey(/D;, MK, PP).

3. Challenge: A submits challenge labels /D*|, and two messages M, M} with the equal length subject
to the restriction: for all ID; of private key queries, it is required that /D ¢ Prefix(ID*|,). C flips a ran-
dom coin p € {0, 1} and gives the challenge ciphertext CT* to .A by running Encrypt(/D*(,, M}, PP).

4. Query 2: A may continue to request private keys for hierarchical identities /D, 11,...,ID,.
5. Guess: A outputs a guess 1’ € {0, 1} of u, and wins the game if u = p’.

The advantage of A is defined as Adv3/PE (1) = ‘Pr[,u =u']—- %! where the probability is taken over all
the randomness of the game. An HIBE scheme is IND-CPA secure if for all probabilistic polynomial-time
(PPT) adversary A, the advantage of A is negligible in the security parameter A.

2.2 Hierarchical Single Revocation Encryption

Single revocation encryption (SRE) is a new type of public-key encryption introduced by Lee et al. [[29]
to design an efficient public key revocation scheme. In SRE, a private key is associated with group and
member labels (GL',ML’), and a ciphertext is associated with group and revoked member labels (GL, ML).
At the decryption step, if GL = GL' A ML # ML’ is established, a user having the corresponding private
key can decrypt the ciphertext. We extend the concept of SRE to define hierarchical SRE (HSRE) that
supports private key delegation. In HSRE, a key is divided into a delegate key and a private key. The
delegate key of HSRE is associated with a hierarchical identity ID = (I,...,1I;) similar to the private key
of HIBE that support the key delegation. The private key of HSRE is associated with a hierarchical identity
ID and labels (GL',;ML'), and a ciphertext is also associated with ID and labels (GL,ML). In this case, if
ID = ID' NGL = GL' AML # ML is established, a user having the corresponding private key can decrypt
the ciphertext. The detailed syntax of HSRE is described as follows:

Definition 2.3 (Hierarchical Single Revocation Encryption, HSRE). An HSRE scheme consists of six algo-
rithms Setup, GenKey, Delegate, MakeKey, Encrypt, and Decrypt, which are defined as follows:



Setup(1*,L): The setup algorithm takes as input a security parameter 1*. It outputs a master key MK and
public parameters PP.

GenKey(ID|;, (GL,ML), MK, PP): The private key generation algorithm takes as input a hierarchical iden-
tity ID|y, labels (GL,ML), the master key MK, and public parameters PP. It outputs a private key

SKip,(GLML)-

Delegate(/D|;, SK 1p|,_,»PP): The delegation algorithm takes as input a hierarchical identity ID|y, a private
key SKjpj,_,, and public parameters PP. It outputs a delegate key SKjp|, -

MakeKey((GL,ML),SKp|,,PP): The key making algorithm takes as input labels (GL, ML), a delegate
key SKip,,, and public parameters PP. It outputs a private key SKjp,, (Gr.m1)-

Encrypt(ID|;,(GL,ML),M, PP): The encryption algorithm takes as input a hierarchical identity ID|,, la-
bels (GL,ML), a message M € M, and public parameters PP. It outputs a ciphertext CTip),.(GLML)-

Decrypt(CTip), GL.mr)»SKip/|,. (6L mry PP): The decryption algorithm takes as input a ciphertext CTjp), (GL.mL)>
a private key SKjp|, (61’ mr)» and public parameters PP. It outputs a message M.

The correctness of HSRE is defined as follows: For all MK and PP generated by Setup(l’l,L), SK;p gener-
ated by GenKey(/D'|;,(GL',ML"),MK, PP) for any (GL',ML’), and any (GL,ML) and any M, it is required
that

. IfID|k S PreﬁX(IDV), MakeKey((GL,ML),Delegate(ll)‘g,SK]le,PP),PP) = SKID|[,(GL,ML)'
o If (ID‘[ = ID/|5) AN (GL = GL/) A (ML # ML/), Decrypt(CY}DV’(GL’ML),SKID/V’(GL/’ML/),PP) =M.

Definition 2.4 (IND-CPA Security). The security of HSRE is defined in terms of the indistinguishability
under chosen plaintext attacks (IND-CPA). The security game is defined as the following game between a
challenger C and a PPT adversary A:

1. Setup: C runs Setup(1*,L) to generate a master key MK and public parameters PP. It keeps MK to
itself and gives PP to A.

2. Query 1: A adaptively requests delegate keys and private keys. If a delegate key for /D]y is requested,
then it generates SK;p|, by running Delegate(ID|i,SKjp), ,,PP). If a private key for ID|x, (GL,ML)
is requested, then it generates SKp|, (2 mr) by running GenKey(/D|y, (GL,ML), MK, PP).

3. Challenge: A submits a challenge hierarchical identity /D* |y, challenge labels (GL*, ML*) and two
messages M;, M with the equal length subject to the restrictions: (1) For all ID|; of delegate keys, it
is required that ID|; ¢ Prefix(ID*|¢). (2) For all ID|y,(GL,ML) of private key queries, it is required
that (ID|y,GL) # (ID*|;,GL*) or (ID|y,GL) = (ID*|;,GL*) N (ML = ML").

C flips a random coin u € {0,1} and gives the challenge ciphertext CT* to A by running En-
crypt(ID*|;, (GL*,ML"),M,;, PP).

4. Query 2: A may continue to request delegate keys and private keys.
5. Guess: A outputs a guess 1’ € {0, 1} of u, and wins the game if u = p’.

The advantage of A is defined as Adv’{*** (1) = | Pr[u = p/] — J | where the probability is taken over all the
randomness of the game. An HSRE scheme is IND-CPA secure if for all PPT adversary .4, the advantage
of A is negligible in the security parameter A.



2.3 Revocable Hierarchical Identity-Based Encryption

Revocable HIBE (RHIBE) is an extension of HIBE that additionally supports the revocation of private
keys, and Seo and Emura first introduced the concept of RHIBE and proposed RHIBE schemes [39,141]].
RHIBE schemes are classified into history-preserving type and history-free type according to the method of
generating an update key. Since the RHIBE schemes of this paper are history-preserving type that requires
all update keys related with a user’s private key when deriving a decryption key, we define the history-
preserving RHIBE scheme. The detailed syntax of history-preserving RHIBE is described as follows:

Definition 2.5 (Revocable HIBE). An RHIBE scheme with history-preserving updates for the identity space
7, the time space 7T, and the message space M, consists of seven algorithms Setup, GenKey, UpdateKey,
DeriveKey, Encrypt, Decrypt, and Revoke, which are defined as follows:

Setup(1%, L): This algorithm takes as input a security parameter 1%, the maximum depth L of a hierarchical
identity. It outputs a master key MK, an (empty) revocation list RL¢, and public parameters PP.

GenKey(ID|;, SK;p), ,,PP): This algorithm takes as input a hierarchical identity ID|; = (I1,...,I) € Tk,
a private key SKjpj, ,, and public parameters PP. It outputs a private key SK;pj,.

UpdateKey(7,RL;p,, ,,SK;pj, ,,PP): This algorithm takes as input time T € T, a revocation list RL;p),
a private key SKjp|, ,, and public parameters PP. It outputs an update key UKjp|, , 7-

DeriveKey(SK;p,,,UKipj,r;--- UKip|,_, r,PP): This algorithm takes as input a private key SKjp|, for a
hierarchical identity ID|;, update keys U Kipjo,1s---UKjpj,_, r for time T, and the public parameters
PP. Tt outputs a decryption key DKjp|, 7.

Encrypt(ID|,, T,M, PP): This algorithm takes as input a hierarchical identity ID|, = (I1,...,I;) € Z, time
T, amessage M, and the public parameters PP. It outputs a ciphertext CTpj, 7.

Decrypt(CTip), r,DKip, 1, PP): This algorithm takes as input a ciphertext CTjp|, 7, a decryption key
DKpy|, 1+ and the public parameters PP. It outputs an encrypted message M.

Revoke(ID|;, T, RLp),_,): This algorithm takes as input a hierarchical identity ID|y, revocation time 7,
and a revocation list RL;p|, . It updates the revocation list RL;pj, .

The correctness of RHIBE is defined as follows: For all MK and PP generated by Setup(lﬂL s L, Ninax), SKip),
generated by GenKey(ID|i,SK;p|, ,,PP), UK;p|, ,r generated by UpdateKey(7,RLp|, ,,SK;p|, ,,PP),
CTyp), r generated by Encrypt(I/D|;,T,M,PP), it is required that

* IfID|; is notrevoked in RL;p, , to the time 7 for all j € [k], then DeriveKey(SK;p,,,UKp|,_, r,PP) =
DK;p), 1

* If (ID|; = ID'|¢) N(T = T'), then Decrypt(CT;p), 7,DK;py|, 1/, PP) = M.

Definition 2.6 (IND-CPA Security). The IND-CPA security of RHIBE is defined in terms of the following
experiment between a challenger C and a PPT adversary A:

1. Setup: C obtains a master key MK, a revocation list RLg, and public parameters PP by running
Setup(1%,L). It keeps MK, RL, to itself and gives PP to A.

2. Phase 1: A adaptively requests a polynomial number of queries. These queries are processed as
follows:



* Create key: If it is a create key query for a hierarchical identity ID|, then C creates a private key
SKipj, by running GenKey(ID|x,SK;p), ,,PP) with the restriction that the private key SKjp,, ,
was already created.

* Private key: If it is a private key query for a hierarchical identity ID|, then C reveals the private
key SK;p,, that was already created.

 Update key: If it is an update key query for a hierarchical identity /D|;_; and time T, then C gives
an update key UK;p|, , r by running UpdateKey(T,RL;p,, ,,SK;p|,_,,PP) with the restrictions
that SK;p|,_, was already created and ID|;_1 or one of its ancestor was not revoked on time 7.
Although we described this update key as a key query, we can assume that all update keys for
created private keys are broadcasted to A.

* Decryption key: If it is a decryption key query for a hierarchical identity ID|; and time T, then
C gives a decryption key DK;p,, r by running DeriveKey(SK;p,,,UKpj, ;- - - 7UK1D\k_1,T;PP)
with the restriction that SKjp|, | was already created and IDjp|, is not revoked in UK;p,, | r-

* Revocation: If it is a revocation query for a hierarchical identity /D|; and time T, then C updates
arevocation list RL;p|, , by running Revoke(ID|, T, RL;p), ,) with the restriction: A revocation
query for ID|; on time T cannot be requested if an update key query for ID|; on the time T was
requested.

Note that we assume that update key, decryption key, and revocation queries are requested in non-
decreasing order of time.

3. Challenge: A submits a challenge hierarchical identity /D*|, = (I,...,I}), challenge time 7, and
two challenge messages Mj, M| with the following restrictions:

« If a private key query for ID|; € Prefix(ID*|;) was requested, then ID|; or one of its ancestors
must be revoked at some time 7 < T*.

* A decryption key query for ID|; € Prefix(ID*|;) on the challenge time 7* was not requested.

C flips a random coin u € {0,1} and gives the challenge ciphertext CTipe, 1+ 10 A by running En-
crypt(ID*|o, T*, M, PP).

4. Phase 2: A may continue to request a polynomial number of queries subject to the restrictions of the
challenge step.

5. Guess: Finally, A outputs a guess y’ € {0, 1}, and wins the game if = p’.

The advantage of A is defined as Adv<E (1) = }Pr[u =u'l— %’ where the probability is taken over all
the randomness of the experiment. An RHIBE scheme is IND-CPA secure if for all PPT adversary A, the
advantage of A is negligible in the security parameter A.

3 Revocable HIBE with CS

In this section, we generically construct an RHIBE scheme by combining HIBE schemes and the complete
subtree method and prove the adaptive security of this scheme.



3.1 Binary Tree

A perfect binary tree BT is a tree data structure in which all internal nodes have two child nodes and all leaf
nodes have the same depth. Let N = 2" be the number of leaf nodes in B7 . The number of all nodes in BT
is 2N — 1 and we denote v; as a node in B7 for any 1 <i <2N — 1. The depth d; of a node v; is the length of
the path from a root node to the node. The root node of a tree has depth zero. The depth of BT is the length
of the path from the root node to a leaf node. A level of BT is a set of all nodes at given depth.

Each node v; € BT has an identifier L; € {0,1}* which is a fixed and unique string. An identifier of
each node is assigned as follows: Each edge in the tree is assigned with O or 1 depending on whether it is
connected to the left or right child node. The identifier L; of a node v; is obtained by reading all labels of
edges in a path from the root node to the node v;. The root node has an empty identifier €. For a node v;, we
define Label(v;) be the identifier of v; and Depth(v;) be the depth d; of v;.

A subtree 7; in BT is defined as a tree that is rooted at a node v; € BT . A subset S; is defined as a set of
all leaf nodes in 7;. For any two nodes v;,v; € BT where v; is a descendant of v;, 7; ; is defined as a subtree
T; —T;, that is, all nodes that are descendants of v; but not v;. A subset S; ; is defined as a set of leaf nodes
in 7; j, thatis, S; j = S; \ S;. For a perfect binary tree 37 and a subset R of leaf nodes, ST (R) is defined as
the Steiner Tree induced by the set R and the root node, that is, the minimal subtree of BT that connects all
the leaf nodes in R and the root node.

3.2 Complete Subtree Method

The complete subtree (CS) method is a type of the subset cover framework proposed by Naor et al. [36]
to design revocation schemes for stateless receivers. The detailed description of the CS method is given as
follows.

CS.Setup(N): Let N = 2" for simplicity. It sets a perfect binary tree B7 of depth n. It outputs the binary
tree B7. Note that a user is assigned to a leaf node v € BT and the collection S is defined as {S;}
where S; is the set of all leaves in a subtree 7; with a subroot v; € BT .

CS.Assign(B7,v,): Let v, be a leaf node of BT that is assigned to a user u. Let (vg,, vk, ..., Vx,) be the
path from the root node vy, = v to the leaf node vy, = v,. It initializes a path set PV as an empty one.
Forall j € {ko,...,k,}, it adds S; into PV. It outputs the path set PV = {S;}.

CS.Cover(BT,R): This algorithm partitions A/ \ R into disjoint subsets S;,,...,S; as follows: It first builds
the Steiner Tree ST (R) which is the minimum subtree of B7 that connects all the leaf nodes in R and
the root node. Let T, ,... 7T, be all the subtrees of BT that hang off ST (R), that is all subtrees whose
I00ts Vg, ,...Vk, are not in ST (R) but adjacent to nodes of outdegree 1 in ST (R). It initializes a cover
set CV as empty one. For all i € {ki,...,ky}, it adds S; into CV. It outputs the cover set CV = {S;}.

CS.Match(CV,PV): It finds a common subset S; such that Sy € CV and S, € PV. If S; exists, it outputs
(Sk,Sk). Otherwise, it outputs L.

Lemma 3.1. Let PV be a path set obtained by the CS.Assign algorithm for a leaf node v, and CV be a cover
set obtained by the CS.Cover algorithm for a set R of leaf nodes. In this case, the CS method satisfies the
following two properties: 1) If v ¢ R, there is only one subset Sy € PVNCV. 2)Ifv e R, PVNCV is an
empty set.
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Proof. We prove the first property. If v ¢ R, then v belongs to only one subset S; € CV since the CS.Cover
algorithm outputs disjoint subsets S; ,...,S;, . Since the subtree 7} of S contains v as a leaf node, the root
node vy of T is an ancestor of v. Thus, there is only one S; € CV NPV since vy is one of the path nodes of v.

Next, we prove the second property. If v € R, the path nodes of v belong to the tree ST (R). Because
disjoint subtrees 7;,...,7;, are created by removing ST (R) by the CS.Cover algorithm, these subtrees

im

cannot include v. Thus, CV NPV is an empty set. O

3.3 Generic Construction

We first define three encoding functions E, E», and E3. We define the function E;(x) takes a string x as input
and returns i||x. In this case, if i # j, then E;(x) # E;(y) for any strings x and y. If X = (x1,x2,...,x¢), the
function E;(X) returns a vector (E;(x1),...,E;(x;)). An RHIBE-CS scheme that is designed by generically
combining HIBE schemes and the CS method is described as follows:

RHIBE-CS.Setup(1*,L): Let Z = {0,1}" be the identity space and L be the maximum depth of a hierar-
chical identity.

1. It first obtains MKHhpE, , PPuiBE, by running HIBE.Setup(l’l , L+ 1) It obtains MKHuiBE, , PPiBE,
by running HIBE.Setup(1*,L).

2. Ttdefines a binary tree 37 by running CS.Setup(2") where an identity / € Z is uniquely assigned
to a leaf node v such that Label(v) = I.

3. It outputs a master key MK = (MKp g, , MKnisg, ), a revocation list RL; = @, and public pa-
rameters PP = (PPyipE, , PPuige,, BT).

RHIBE-CS.GenKey(ID|i, SK;p|, ,,PP): LetID|, = (I1,...,I) € TF where k > 1. Let SKip|, = MK where
SKrisE, 10|y = MKuise, and SKypg, 1p|, = MKHiBE, -

1. It obtains SKypg, jp|, by running HIBE.Delegate(E (ID|x),SKy sk, ip|, ,>PPHiBE, ), and ob-
tains SKHIBE2,1D|k by running HIBE.Delegate(E] (ID|k), SKHIBE271D|/(_] 7PPH[BE2)-
2. Finally, it outputs a private key SK;p|, = (SKu1pE, 1p|,» SKn18E, D), )-

RHIBE-CS.UpdateKCY(T,RL]D‘IHI,SK]D‘kil,PP): Let SKID\;{ = (SKHIBE1 ,ID|kaSKHIBE2,ID\k)' To generate
an update key for ID|;_; and T, it proceeds as follows:

1. It initializes RV = 0. For each tuple (ID;,T;) € RL;p, , where ID; = (I,...,Ix—1,Ix), it adds
a leaf node v; € BT which is associated with J; such that Label(v;) = I into RV if T; < T. It
obtains CV;_; by running CS.Cover(B7T,RV).

2. For each S; € CVj_y, it sets L; = Label(S;) and obtains SKypg, 5, by running HIBE.Delegate
((E1(ID|x-1),E2(Lil|T)), SKn18E, ip), . » PPHIBE,)-

3. Finally, it outputs an update key UKjp|, , 7 = (CVk_l ASKHIBE, 5, }s:ccv,_ )

RHIBE-CS.DeriveKey(SKID|k, UKID|0,T7 ceny UKID\k,l,T7PP): Let SKID|k = (SKHIBE] ,ID\k>SKHIBE2,ID|k)’ To
derive a decryption key for ID|, = (I1,...,I;) and T, it proceeds as follows:

1. It obtains SKHIBE1 D, T by running HIBE.Delegate((E1 (ID|k))E3(T)))SKHIBE1 71D|1(,PP[-1[BE1 )
2. For each u € [k], it proceeds as follows:
(a) It obtains PV, by running CS.Assign(5B7,v,) where v, is a leaf such that Label(v,) = I,.
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(b) It finds (S;,,S;,) by running CS.Match(CV,,_,PV,,). If it fails to find, it returns L.
(c) Itretrieves SKuipg, s, from UKyp), , r and sets SKyipg, v = (Si,,SKn1BE, s, )-
3. Finally, it outputs a decryption key DKp|, r = (SKHIBE1,1D|k,T7SKHIBEz,l so s SKHIBE, k)-

RHIBE-CS.Encrypt(ID|;,T,M,PP): To generate a ciphertext for ID|, = (Iy,...,I;) and T, it proceeds as
follows:

1. It selects random Ry 1,...,Ry and sets Ry = M @ (Ry1 @ --- ® Ray). It obtains CType, by
running HIBE.Encrypt((E,(ID|;),E3(T)),R1,PPuisg, ).
2. For each k € [¢], it performs the following steps.
(a) It obtains PV by running CS.Assign(B7,v;) where vy is a leaf such that Label(vy) = I.
(b) Foreach S; € PV, it sets L; = Label(S;) and obtains C ThisE, s, by running HIBE.Encrypt
((E1(IDg-1), E2(L;||T)), R e, PPuiBE, )-
(c) It creates CTPVk = (PVk, {CTHIBEZ,S]- }SjEPVk) .
3. Finally, it outputs a ciphertext CTyp, 7 = (CTuisE,,CTpv, - - . CTpy,).

RHIBE-CS.DCCI‘ypt(CT[DMT,DK]D/“’T/,PP): Let CTID\/,T = (CTHIBEI ,CTPV] g ,CTPV() and DKID’V,T’ =
(SKHIBEl 7SKHIBE2,17- .. ’SKHIBEz,k) where CTPVk = (PVk, {CTHIBEZ,SJ-})- If (1D|g 75 ID/‘E) V (T 75 T/),
then it returns L.

1. It first obtains R by running HIBE.Decrypt(CTx pE, , SKHiBE, , PPrHiBE, )-

2. For each k € [¢], it performs the following steps:
(a) It gets S;, from SKy g, k = (SikaSKHIBEz,S,-k) and retrieves CThisE, s, from CTpy,.
(b) It obtains R; ; by running HIBE.Decrypt(C THiBE, s, »SKHIBE, 5, o PPuiBE,)-

3. Finally, it outputs a message M = R G Ry 1 D --- © Ry y.

RHIBE-CS.Revoke(ID|i, T, RL;p|, ,): If (ID|y, ) already exists in RL;p), ,, it outputs RL;p, ,. Otherwise,
itadds (ID|;—1,T) to RLjp),_, and outputs the updated RL;p|, .

3.4 Correctness

In order to show that our RHIBE-CS scheme is correct, we must show that the original message can be
recovered when a ciphertext is decrypted with a valid decryption key. First, we show that if the hierarchical
identity ID|;, = (Iy,...,I;) of a user is not revoked in revocation lists RLpy;---,RLyp|, , before time T', a
valid decryption key can be derived. It is easy to derive a valid key component SKy;pg, 1p,,r by using the
delegation property of HIBE. For each u € [k], the path nodes PV,, of a ciphertext can be determined since a
private key is associated with ID|; and the leaf node v, for I, in a binary tree is fixed in advance, and we get
a common subset S;, of CV,,_| and PV, by the first property of the CS method in Lemma 3.1} Thus, we can
obtain valid decryption key components SKMBEL&1 Yo ,SKHIBEZ’S% associated with §; , ..., S;, respectively.

Next, we show that a ciphertext for ID|; and T can be decrypted by using a decryption key for ID'|,
and T’. At this time, a ciphertext C Tip|,,r 18 composed of a ciphertext CTy;pg, and multiple ciphertexts
CTpy,,...,CTpy,, and a decryption key DKp), 1 consists of a private key SKyjpr, and a number of tuples
(Si, SKH1BE,.s;, )yenes (Si“SKHIBEz,S,-A ). If ID|; = ID'|; and T = T" are satisfied, we can obtain the correct R;
by decrypting CTyjpg, with the private key SKgipg, from the correctness of the HIBE scheme. Next, for
each k € [¢], we can derive the correct R> i by decrypting the ciphertext C THIBE27S,~k € CTpy, with the private
key SKHIBE;,S,-k by the correctness of the HIBE scheme. Therefore, we can correctly derive the original
message M by computing Ry @Ry 1 D --- DRy .
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3.5 Security Analysis

In this section, we prove the security of our RHIBE-CS scheme by using the security of the underlying
HIBE schemes and the properties of the CS method. The basic idea of this proof is to separate adversaries
into £+ 1 types and perform independent proofs for these individual types.

Theorem 3.2. The generic RHIBE-CS scheme is IND-CPA secure if the underlying HIBE schemes are IND-
CPA secure.

Proof. Let ID*|; = (I},...,I}) be the challenge hierarchical identity and 7" be the challenge time. We
divide the behavior of an adversary as £+ 1 types: Type-1, ---, Type-£ + 1, which are defined as follows:

Type-t. Anadversary is Type-7 for 7 € {1,..., ¢} if it does not request a private key for ID|; € Prefix(ID*|;_),
but it must request a private key for ID|;, = ID*|;.

Type-¢+ 1. An adversary is Type-¢ + 1 if it does not request a private key for ID|; € Prefix(ID*|).

Let E; be the event that .4 behaves like Type-7 adversary. From Lemma 3.3]and Lemma [3.4] we obtain
the following result

041
AdVEITPE(2) < Y PrE-JAQVEPE (L) < O(tn)AdvEPF (L) + Advi™PF (1).
=1

This completes our proof. O

Lemma 3.3. For the Type-t adversary such that T € {1,...,(}, the generic RHIBE-CS scheme is IND-CPA
secure if the HIBE scheme is IND-CPA secure.

Proof. LetCT* = (CTypg,,CTpy, - --,CTpy,) be the challenge ciphertext. For the security proof, we define
hybrid games Ho, Hy, ..., H, | as follows:

Game Hy. This game is the original security game defined in the security model except that the challenge
bit u is fixed to 0.

Game H,, In this game, the generation of CTpy, = (PVe,{CTypp, s, }s,,epv;) in the challenge ciphertext
T k) [[
CT* is changed. The simulator of this game sets Ry ; = M{ © R1 @ <zc<¢Rox and Ry r = My @
R D1 <ktr<¢Rao k- The game Hy is similar to the game Hy_; except that CT§13E2,Sjp is an encryption
on the value RIZ,‘L" Specifically, CT;}IBEZ’SM for d < p is an encryption on R’M and CT;IBELSM ford > p
is an encryption on Ry ;.

Game H,,; | This game is the original security game in the security model except that the challenge bit  is
fixed to 1.

Suppose there exists a Type-7 adversary A that distinguishes between H,_; and H, of the RHIBE
scheme with a non-negligible advantage. An algorithm B that attacks the HIBE scheme is initially given
public parameters PPy pg, by a challenger C. Then 13 that interacts with A is described as follows:

Setup: B generates MKyipg, , PPrige, by running HIBE.Setup(17L ,L+1). It initializes RL, = 0 and gives
PP = (PPHIBE| ;PPHIBEzaBT) to A.

Phase 1: A adaptively requests a polynomial number of private key, update key, decryption key, and revo-
cation queries.

13



* For a private key query with ID|;, B proceeds as follows: It generates SKypg, ;p|, by running
HIBE.GenKey(E; (ID|;), MKuipg, , PPuigg, ). It receives SKHiBE,,ip|, from C by querying a private
key for E] (ID’]() It gives SKID‘/\, = (SKHIBE171D|k7SKHIBEZ,ID‘k) to A.

* For an update key query with ID|;_; and time T, BB proceeds as follows:
1. Itinitializes RV = 0. For each (ID;,T;) € RL;pj, ,,itadds aleafnode v; € BT into RV if T; < T.

It obtains CVj._; by running CS.Cover(B7T,RV).

2. For each S; € CVy_y, it sets L; = Label(S;) and receives SKp;z, s, from C by querying a private
key for (E|(ID|x—1),E>(Li||T)).

3. It creates UKp|, , 7 = (CVi—1,{SKniE, .5, }s,ccv,_,) and gives UKp), , 7 to A.
* For a decryption key query with ID|; and time 7', B proceeds as follows:

1. It generates SKHIBE],ID\k,T by running HIBE.GenKey((E1 (ID’k)aE3<T));MKHIBE1 7PPHIBE1 )

2. Next, it obtains update keys UKp|, r,-..,UKip,_, r by querying its own update key oracle for
(ID|o,T),...,(ID[;-1,T). For each u € [k], it obtains SKy gk, 4 if I, is not revoked in UKp|, , r
by following the procedure in the RHIBE-CS.DeriveKey algorithm.

3. If I, wasrevoked in UKjp), , r forany u € [k], then it gives L to 4. Otherwise, t gives DKip),,r =
(SKw18E, 10|, 7+ SKHIBE 1, - - -, SKHIBE, &) tO A.

* For a revocation query with a hierarchical identity /D|; and time T, B adds (ID|y,T) to RL;pj, , if
ID|; was not revoked before.

Challenge: A submits a challenge hierarchical identity ID*|, = (If,...,I}), challenge time 7*, and two
challenge messages M;,M;. B proceeds as follows:

1. It first selects random Ry, {R5;}i<izr<¢ and computes Ry = Di<izr<iRoi Itsets Ry o =My R @

Ry and Ry | = M ® R ©Ry. Next, it generates CTjj g, by running HIBE.Encrypt((E) (ID*|,), E5(T™)),
Ry, PPypE, ).

2. For each k € [¢], it performs the following steps:

(a) It obtains PVj by running CS.Assign(B7,v) where a leaf node vy is associated with [;/.
(b) Case k # 7: For each S; € PVj, it obtains L; = Label(S;) and generates CTI_’;IBELS/_ by running
HIBE.Encrypt((E\(ID*|x—1),E>(L;||T*)),R2,i, PPriBE, )-
It creates CTpy, = (PVk, {CTﬁIBEZ,S,—}SjEPVk)‘
(c) Case k = t: For each S, € PV; = {S;,,...,Sj,., }. it obtains L;, = Label(S;,) and proceeds as
follows:
* If d < p, then it generates CT;;,BEZ’SM by running HIBE.Encrypt((E| (ID*|—1),E>(Lj,|T™)),
R> 1.1, PPHIBE, ).
* If d = p, then it receives CTyy pp. Sip from C by submitting a challenge hierarchical identity
(E\(ID*|;-1),E> (Ljp ||T*)) and challenge messages R 0,R2¢,1-
* If d > p, then it generates CT;},BELSM by running HIBE.Encrypt((E| (ID*|:_1),E>(Lj,[|T™)),
R> .0, PPHiBE, ).
It creates CTpy, = (PVe,{CT}; 1BE,.S), }si,e PV, )-
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3. It gives a challenge ciphertext CT* = (CTy,pg, ,CTpy,, - --,CTpy,) to A.

Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess i’ € {0,1}. B also outputs p’.

To complete the proof of this lemma, we must show that the simulator can correctly handle private key,
update key, and decryption key queries of the adversary. At this time, the HIBE, private key queries and
the HIBE; challenge ciphertext requested by the simulator to the challenger must satisfy the constraint of
the HIBE security model. To simplify the analysis, we first analyze the HIBE, challenge ciphertext of the
challenge ciphertext and check whether the HIBE, private keys of private keys, update keys, and decryption
keys satisfy the constraint.

* Challenge ciphertext: The challenge ciphertext consists of multiple HIBE, ciphertexts, and the HIBE,
challenge ciphertext is CTj ., Sip € CTpy,. In this case, the HIBE; challenge ciphertext is associated

with (E|(ID*|—1),E2(Lp||T*)) where L, is the label of a path node defined by a leaf node I7.

* Private key: Since the adversary is Type-7, he cannot request a private key for ID*|; and k < 7, but
must request a private key for /D*|;. To simplify the analysis, we divide the private key generation of
the simulator into the following cases:

— Case ID|; ¢ Prefix(ID*|;): In this case, the constraint of the HIBE; security model is satisfied,
S0 it can generate a private key by using the HIBE, private key query.

— Case ID|; € Prefix(ID*|;) Nk = 7: In this case, we have ID|; = ID*|; = (I{,...,I;), and the
simulator requests an HIBE, private key for E|(ID*|;) = (E|(I}),...,Ei(I})) to the challenger.
Since the encoding functions satisfy E (x) # E»(y) for any x and y, it is established that E (I*|;) #
E»(Ly||T*). Thus, it can generate a private key by using the HIBE; private key query since the
constraint of the HIBE, security model is satisfied.

- Case ID|; € Prefix(ID*|;) Ak > T: This case also includes the index i = 7, so the same logic as
in the previous case is applied. Thus, it can generate a private key by using the HIBE; private
key query.

* Update key: The simulator must be able to generate an update key for any ID|;_; and 7. To simplify
the analysis, we divide the update key generation of the simulator into the following cases:

— Case T # T*: In this case, the hierarchical identity of an HIBE, private key in an update key
contains a string E»(L;||T) and the challenge hierarchical identity of the HIBE, challenge ci-
phertext contains a string E>(L;||T*), so it is established that E5(L;||T) # E>(L;||T*). Thus, it
can generate an update key by using the HIBE; private key query.

— Case T =T*AID|y_; ¢ Prefix(ID*|;_1): In this case, it is established that (E| (ID|x_1), E2(Li||T*))

¢ Prefix((E(ID*|;—1),E2(Ly||T*))) in the HIBE, scheme. Thus, since this HIBE, private key
query is allowed in the HIBE security model, it can generate an update key.

— Case T =T* ANID|;_; € Prefix(ID*|;_;) Nk < T — 1: In this case, the HIBE, private key of an
update key is associated with a string (E (ID|x—1),E2(Li||T*)), and we have E»(L;||T*) # E1 (I};)
by the encoding function. This means that (E|(ID|;_1),E>(L;||T*)) ¢ Prefix((E;(ID*|;-1),
E>(Lp||T*))). Thus, it can generate an update key since this HIBE; private key query is al-
lowed in the HIBE security model.
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- Case T =T* ANID|;_ € Prefix(ID*|;—1) Ak = 7: In this case, by the constraints of the RHIBE
security model, the identity I; must be revoked in this update key. From the second property
of the CS method in Lemma@ we have that PV; NCV;_; is an empty set. That is, a label L;
of the cover CV;_ is different from the label L;, of the path node PVz, so we have L; # L;,.
This means that (E1(ID*|¢—1), E2(Li||T*)) # (E1(ID*|z-1),E2(Lj,||[T*)). Thus, it can generate
an update key by using the HIBE, private key query.

* Decryption key: In the case of the decryption key, if the simulator can correctly generate update keys,
then it can also correctly generate a decryption key.

Finally, we analyze the advantage of the simulation. Let Sfi" be the event that A outputs 0 in a game H;.
Since this lemma consists of a number of hybrid games, we get the following result

n+1

AdvRIIBE (3) < % Pr{s™h] — Prs™]| < % y )Pr[Sz’H] —Pr[S]| < O(n) AdVEE ().
p=1

This completes our proof. O

Lemma 3.4. For the Type-f + 1 adversary, the generic RHIBE scheme is IND-CPA secure if the HIBE
scheme is IND-CPA secure.

Proof. Suppose there exists a Type-£ + 1 adversary A that attacks the RHIBE scheme with a non-negligible
advantage. An algorithm B that attacks the HIBE scheme is initially given public parameters PPy;pg, by a
challenger C. Then B that interacts with 4 is described as follows:

Setup: B generates MKppe,, PPysg, by running HIBE.Setup(1*,L). It initializes RLe = 0 and gives
PP = (PPy;gE,, PPuise,, BT) to A.

Phase 1: A adaptively requests a polynomial number of private key, update key, decryption key, and revo-
cation queries.

* For a private key query with ID|;, B proceeds as follows: It receives SKy;pE, ip|, from C by querying a
private key for ID|;. It generates SKHiBE, ip|, by running HIBE.GenKey(E(ID|;), MKuisE, , PPuise, )-
It gives SKip|, = (SKu1sE, 10| » SKuisE, 10),) t© A

* For an update key query with ID|;_; and T, B proceeds as follows: It generates UK|p|, , 7 by running
RHIBE-CS.UpdateKey algorithm since it knows MKppg, . It gives UKp), , r to A.

* For a decryption key query with ID|; and T, B proceeds as follows:

1. Tt receives SKypg, 1p| 7 from C by querying a private key for (E1(ID|x),E3(T)).

2. Next, it obtains update keys UKjpj, r,...,UKjp|,_, r by querying its own update key oracle for
(ID|o,T),...,(ID[;-1,T). For each u € [k], it obtains SKy gk, 4 if I, is not revoked in UK;p|, , 7
by following the procedure in the RHIBE-CS.DeriveKey algorithm.

3. If I, was revoked in UK)p), , r for any u € [k], then it gives | to A. Otherwise, t gives DKjp), 7 =
(SKui1sE, D)7 SKHIBE, 15 - - -, SKHIBE, &) tO A.

* For a revocation query with a hierarchical identity /D|; and time T, B adds (ID|y,T) to RL;pj, , if
ID|; was not revoked before.
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Challenge: A submits a challenge hierarchical identity /D*|s, challenge time 7*, and two challenge mes-
sages My, M;. B proceeds as follows:

1. It first selects random {R; ; }1<i<¢ and computes Ry = Di<i<i R Itsets Rigp =My DRy and Ry | =
M} @ Ry. It receives CTypg, from C by submitting challenge identity (E;(ID*|¢), E3(T*)) and chal-
lenge messages Ry o, R 1.

2. For each k € [¢], it proceeds as follows:

(a) It obtains PV} by running CS.Assign(B7,vx) where a leaf node vy is associated with [;/.

(b) ForeachS; € PV, itobtains L; = Label(S;) and generates CT; IBE,.S; by running HIBE.Encrypt
((E1(ID*|3-1),E2(L;|IT*)), R2x, PPriBE, )-
(c) It creates CTpy, = (PVi, {CT,_*;,BEzysj}Sjepvk).

3. It gives a challenge ciphertext CT* = (CTy,pg, ,CTpy,,---,CTpy,) to A.

Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess p’ € {0,1}. B also outputs g’

To complete the proof of this lemma, we must show that the simulator can correctly generate private
keys, update keys, decryption keys, and the challenge ciphertext by using HIBE, private keys and HIBE;
challenge ciphertext while satisfying the constraint of the HIBE security model.

* Challenge ciphertext: The adversary submits /D*|; and T* as challenges, and the simulator requests
the HIBE, challenge ciphertext after applying additional encoding. Therefore, the challenge hierar-
chical identity of the HIBE, scheme is set to (E; (ID*|),E3(T*)).

* Private key: Since the adversary is Type-¢ + 1, he can query a private key for ID|; ¢ Prefix(ID*|),
but he cannot query a private key for ID|; € Prefix(ID*|;). Therefore, the HIBE private key satisfies
E\(ID|;) ¢ Prefix(E| (ID*|y)), so the simulator can generate a private key by using the HIBE; private
key query.

» Update key: Since an update key is composed of only HIBE, private keys, the simulator can easily
generate an update key by using MKy, -

* Decryption key: The adversary can query a decryption key for ID|; ¢ Prefix(ID*|;) or T # T* due to
the constraints of the RHIBE security model. At this time, a decryption key is composed of an HIBE;
private key and a number of update keys, and update keys are easily generated as previously analyzed.
To simplify the analysis, we divide the decryption key generation into the following cases and analyze
the decryption key by checking whether it is possible to create an HIBE; private key.

— Case ID|; ¢ Prefix(ID*|y): In this case, we have E|(ID|y) ¢ Prefix(ID*|;), so an HIBE, private
key satisfies (E;(ID|y),E3(T)) ¢ Prefix(E,(ID*)|¢),E3(T*)). Thus, the simulator can generate
a decryption key since the constraint of the HIBE security model is satisfied.

— Case T # T* Nk < £: In this case, we have E3(T) # E1(I*|x+1) by the property of encoding func-
tions, so an HIBE, private key satisfies (E;(ID|i),E3(T)) ¢ Prefix(E;(ID*|;),E3(T*)). Thus,
the simulator can generate a decryption key since the constraint of the HIBE security model is
satisfied.
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— Case T # T* ANk = {: In this case, we have E3(T) # E3(T*), so an HIBE, private key satisfies
(E1(ID|),E5(T)) ¢ Prefix(E|(ID*|;),E3(T*)). Thus, the simulator can generate a decryption
key since it satisfies the constraint of the HIBE security model.

— Case T # T* Ak > ¢: In this case, we have E| (Iy11) # E3(T*), so an HIBE, private key satisfies
(E1(ID|),E5(T)) ¢ Prefix(E1(ID*)|s),E3(T*)). Thus, the simulator can generate a decryption
key since it satisfies the constraint of the HIBE security model.

This completes the proof. O

3.6 Discussions

Efficiency Analysis. We analyze the efficiency of our RHIBE-CS scheme. Let n be the depth of a binary
tree and ¢ be the level of a hierarchical identity. Note that in order to handle an arbitrary identity string,
the depth n must be the length of a hash output which is 2A4. In our RHIBE-CS scheme, a private key is
compact since it consists of two HIBE private keys. An update key is roughly composed of O(rn) HIBE
private keys since it is composed of HIBE private keys that are related to the cover nodes of the CS method
where r is the number of revoked users in a binary tree. A decryption key is composed of £+ 1 HIBE private
keys since it only needs some HIBE private keys in update keys that match to the path nodes of the private
key’s identity. A ciphertext is consists of approximately ¢(n + 1) HIBE ciphertexts since it is composed of
one HIBE ciphertext and HIBE ciphertexts associated with path nodes. The decryption algorithm is efficient
because it only requires ¢ + 1 HIBE decryption operations.

Reducing the Transmission of Update Keys. In our RHIBE-CS scheme, an update key has a disadvantage
of a large size since it is generated for each individual user and it is composed of approximately O(rn) HIBE
private keys. In order to improve the efficiency of the update key transmission, we can consider to delegate
the generation of update keys to a semi-trusted cloud server and to store these update keys on the cloud
server by using the technique of [27]. It is possible to delegate the generation of update keys to the cloud
server since the HIBE, private key of a user’s private keys is only used to generate an update key. If a user
with a hierarchical identity /D[ requests update keys U Kipjo,rs---UKjpy,_, 1> the cloud server transmits
HIBE, privates keys that match to path nodes associated with ID|; instead of transmitting all update keys.
Recall that this approach is similar to the procedure of the decryption key algorithm. This approach has the
disadvantage of requiring that each user have to query the cloud server, but it can reduce the transmission
cost of update keys.

Reducing the Size of Ciphertexts. In our RHIBE-CS scheme, a ciphertext is composed of ¢(n+ 1) HIBE
ciphertexts since it consists of one HIBE ciphertext and ¢ CTpy ciphertexts where each CTpy contains n+ 1
HIBE, ciphertexts. In this case, the number of HIBE ciphertexts included in the ciphertext is quite large
since n is the depth of a binary tree. One way to reduce the ciphertext size of our RHIBE-CS scheme is
to change the underlying HIBE scheme to the compact HIBE scheme with short ciphertexts [5,(10]]. That
is, the ciphertext generation algorithm creates a compact HIBE ciphertext by setting a binary tree path as
a hierarchical identity, and the update key generation algorithm generates compact HIBE private keys by
setting the binary tree path up to a curve node as a hierarchical identity. If there is a matching node among
the curve set of an update key and the path set of a ciphertext, decryption of the ciphertext can be done by
using the key delegation property of the HIBE scheme. Thus, the ciphertext of this method is very efficient
since it consists of only ¢ compact HIBE ciphertexts, but the size of the update key increases since the private
key of the compact HIBE scheme contains additional elements for key delegation. The description of this
scheme is given in Section 5]
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4 Revocable HIBE with SD

In this section, we generically construct an RHIBE scheme by combining an HIBE scheme, an HSRE
scheme, and the SD method and prove the adaptive security of this scheme.

4.1 Subset Difference Method

The subset difference (SD) method is a type of the subset cover framework proposed by Naor et al. [36]]. We
use the SD method newly defined by Lee et al. [29] that separates the subset definition and key assignment.
The detailed definition of the SD method is given as follows.

SD.Setup(N): Let N = 2" be the number of leaf nodes. It sets a perfect binary tree BT of depth n and
outputs B7 . Note that a user is assigned to a leaf node in 37 and the collection S of SD is the set of
all subsets {S; ;} where v;,v; € BT and v; is a descendant of v;.

SD.Assign(B7,v): Let v be the leaf node of BT that is assigned to a user ID. Let (vg,,Vk,,...,V,) be a
path from the root node vy, to the leaf node v;, = v. It initializes a path set PV as an empty one. For
all i, j € {ko,...,k,} such that v; is a descendant of v;, it adds a subset S; ; defined by two nodes v; and
v; in the path into PV. It outputs the path set PV = {S; ;}.

SD.Cover(BT,R): Let R be a revoked set of leaf nodes (or users). It first sets a subtree 7 as ST (BT,R),
and then it builds a cover set CV iteratively by removing nodes from 7 until 7 consists of just a single
node as follows:

1. It finds two leaf nodes v; and v; in 7 such that the least-common-ancestor v of v; and v; does
not contain any other leaf nodes of 7 in its subtree. Let v; and v; be the two child nodes of v
such that v; is a descendant of v; and v; is a descendant of vy. If there is only one leaf node left,
it makes v; = v; to the leaf node, v to be the root of 7 and v; = vy = v.

2. If v; # v;, then it adds the subset S ; to CV'; likewise, if v; # v;, it adds the subset Sy ; to CVi.

3. It removes from 7 all the descendants of v and makes v a leaf node.
It outputs the cover set CV = {S; ;}.

SD.Match(CV,PV): Let CV = {S; ;} and PV = {S; ;}. It finds two subsets S; ; € CV and Sy y € PV such
that (v =vy) A (dj =dj) AN (vj # v;) where d; is the depth of v;. If two subsets exist, then it outputs
(Si,j,S7.j7). Otherwise, it outputs L.

Lemma 4.1 ( [36]). Given any set of revoked leaves R, the SD.Cover algorithm partitions N'\ R into at most
2r — 1 disjoint subsets where N is the set of all leaves and r is the size of R.

Lemma 4.2. Let PV be a path set obtained by the SD.Assign algorithm for a leaf node v, and CV be a cover
set obtained by the SD.Cover algorithm for a revoked leaves R. In this case, the SD method satisfies the
following two properties: 1) If v & R, there is only one subset pair (S; j,Sy j/) of Si.j € PV and Sy j € CV such
that vi =vy Ndj =dy \Nvj#vj. 2) If v € R, there is no subset pair (S; j,Sy j) of Si; € PV and Sy y € CV
such that v; = vy /\dj = dj/ AV #* V.

Proof. We prove the first property. From Lemma (4.1] the SD.Cover algorithm partitions all leaf nodes

except R into disjoint subsets Sy i ,...,Si ;o . It means that the leaf node v ¢ R must belong to one partitioned
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subset Sy . According to the definition of the subset Sy j/, if v € Sy i, v belongs to the leaves of the subtree
7T, but not the leaves of the subtree 7. Thus, the path nodes of v include the root node v; of 7, and not the
root node v of ’7;-/. Also, since v is a descendant of vy, there exists a node v; in the path nodes of v such
that the depth d; of v; is the same as the depth dj» of v;. Therefore, the subset S; ; defined by v; = vy and v;
belongs to PV and satisfies v = vy Ad; =dy A\v; #vj.

Next, we prove the second property. Suppose that there is a subset Sy » € CV that satisfies the condition
vi=vyANdj=dy \vj# vjy. By the definition of subsets, the leaf node v is the leaf node of the subtree 7y,
but not the leaf node of the subtree 7}. Thus, v belongs to the subset Sy . However, this contradicts that v
belongs to R. Therefore, there is no subset pair that satisfies the condition if v € R. O

4.2 Generic Construction

An RHIBE-SD scheme that is designed by generically combining an HIBE scheme, an HSRE scheme, and
the SD method is described as follows:

RHIBE-SD.Setup(1*,L): Let Z = {0,1}" be the identity space and L be the maximum number of hierar-
chical depth.

1. It first obtains MKy pg, PPyipe by running HIBE.Setup(lA L+ 1) It obtains MKy sre, PPysrE
by running HSRE.Setup(1*,L— 1).

2. Itdefines a binary tree 37 by running SD.Setup(2") where an identity / € Z is uniquely assigned
to a leaf node v such that Label(v) = I.

3. It outputs a master key MK = (MKpypr, MKy srg ), a revocation list RLg = (), and public param-
eters PP = (PPH[BE,PPHSRE,BT).
RHIBE-SD.GenKey(ID|i, SK;py, ,,PP): Let ID|, = (I1,...,Ix) € T* where k > 1.
1. Tt obtains SKy g 1p), by running HIBE.Delegate(E | (ID|x), SKu e ip), > PPuise), and obtains
SKHSREJD‘k by running HSRE.DelegatE(E] (ID|k), SKHSRE,ID‘/(,| 7P})[-]SRE).
2. Finally, it outputs a private key SK;p|, = (SKu1E ip|» SKHSRE D], )-

RHIBE-SD.UpdateKey(T',RL;p, ,,SKp),_,,PP): To generate an update key for 7', it proceeds as follows:

1. It initializes RV = 0. For each tuple (ID;,T;) € RL;p), , where ID; = (I1,...,Ix—1,Ix), it adds
a leaf node v; € BT which is associated with I such that Label(v;) = [y into RV if T; < T. It
obtains CVj._; by running SD.Cover(B7T,RV).

2. For each S;; € CV;_y, it sets (GL,ML) = GMLabels(S; ;) and obtains SKysgg.s,; by running
HSRE.MakeKey((Ex(GL||T),E2(ML)),SKysge 1p|,_, » PPusrE)-

3. Finally, it outputs an update key UK,D|H7T = (CVk,l , {SKHSRE,S,;,}S,-J-ECVH )

RHIBE-SD.DeriveKey(SKImk, UKID|0,T7 ceey UKID‘/(,|,T7PP): Let SKID‘k = (SKHIBE,ID|k7SKHSRE7ID|k)' To
derive a decryption key for ID|; = (I;,...,I;) and T, it proceeds as follows:

1. It obtains SKHIBE,ID‘I(,T by running HIBE.Delegate((E1 (ID|k);E3(T))7SKHIBE,ID|kaPPHIBE)-
2. For each u € [k], it proceeds as follows:

(a) It obtains PV, by running SD.Assign(5B7,v,) where v, is a leaf such that Label(v,) = I,.
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(b) It finds (S;,,j,, S ;) by running SD.Match(CV,,_1,PV,). If it fails to find, it returns L.
(C) It retrieves SKHSRE,S ~ from UKID|M,1,T and sets SKHSRE,M = ((Simju7Si;;j{,)7SKHSRE7Siu.ju )

TusJu

3. Finally, it outputs a decryption key DK;p|, = (SKHIBEJD‘,“T,SKHSRE,I vo - SKHSRE k)

RHIBE-SD.Encrypt(ID|;,T,M,PP): To generate a ciphertext for ID|, = (I},...,I;) and T, it proceeds as
follows:

1. It selects random R, 1,...,R,, and sets Ry = M @ (Ry1 ©--- @ Ray). It obtains CType, by
running HIBE.Encrypt((E,(ID|;),E3(T)),R1,PPuisE).
2. For each k € [¢], it performs the following steps.

(a) It obtains PV by running SD.Assign(B7,v,) where vy is a leaf such that Label(v;) = Ii.

(b) For each S; j € PV}, it sets (GL,ML) = GMLabels(S; ;) and obtains CTysge s, ; by running
HSRE.EHCI‘ypt(El (ID|k_1), (Ez(GLHT),Ez(ML)),RZ,k,PPHSRE).

(c) It creates CTPVk = (PVk, {CTHSREysi,j}Si,jGPVk) .
3. Finally, it outputs a ciphertext CTyp|, 7 = (CTu1pe,CTpy,, - ..CTpy,).
RHIBE-SD.Decrypt(CTIDVj,DK,D%T/,PP): Let CTID\@,T = (CTHIBE,CTPVI yoes ,Cpr) and DKID’\[,T/ =
(SKHIBEysKHSRE,l yeen ;SKHSRE,Z)- If (ID‘E 7é ID/’g) V (T 7é T/), then it returns L.
1. It first obtains R; by running HIBE.Decrypt(CTy g, SKu e, PPriBE)-
2. For each k € [¢], it performs the following steps:
(a) It gets Sy ;i from SKpsrex = ((S

CTpy, = (PVi,ACTusre s, })-
(b) It obtains R, x by running HSRE.Decrypt(CTysrE s, F JSKHSRE s
" lk

i, S, j;(),SKHSRE,S,-k?,-k) and retrieves CTHSRE’Si,k y from

PPysgE).

ik

3. Finally, it outputs a message M = R{ @Ry 1 ®--- DRy y.

RHIBE-SD.Revoke(ID|i,T,RLp, ,): If (ID|y, *) already exists in RL;p, ,, it outputs RL;p, ,. Otherwise,
itadds (ID[;—1,T) to RL;p|,_, and outputs the updated RL;pj, ,.

4.3 Correctness

In order to show that our RHIBE-SD scheme is correct, we must show that the original message can be
recovered when a ciphertext is decrypted with a valid decryption key. First, we show that if the hierarchi-
cal identity ID|; = (Iy,...,I;) of a user is not revoked in revocation lists RLpj,;---,RLp),_, before time
T, a valid decryption key can be derived. It is easy to derive a valid key component SKy;pg ip|,,v by
using the delegation property of HIBE. For each u € [k], the path nodes PV, of a ciphertext can be deter-
mined since a private key is associated with ID|; and the leaf node v, for I, in a binary tree is fixed in
advance, and we get subsets S; ; € CV;_1 and Sy y € PV, by the first property of the SD method in Lemma
Thus, we can obtain valid decryption key components SKysrE s ~7SKHSRE,S,-k,jk associated with
SivjisSi i)+ (Sijin Si jr ) Tespectively.

Next, we show that a ciphertext for ID|; and T can be decrypted by using a decryption key for ID'|,
and T’. At this time, a ciphertext CTip),,r is composed of a ciphertext CTypr and multiple ciphertexts
CTpv,,...,CTpy,, and a decryption key DKjpy|, 7 consists of a private key SKy pe and a number of tuples
((Siyj, S, ),SKHSRE7S,.1J.1 ) ((S,-[,jé,S,Q?jz), SKHSRE,S,-[,]-[)- If ID|y=1ID'|pand T = T' are satisfied, we can
obtain the correct R by decrypting CTy;pe with the private key SKy;pe from the correctness of the HIBE

IWIRE
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scheme. Next, for each k € [¢], we can derive the correct R; ; by decrypting the ciphertext CTysgE s, s €
&k

CTpy, with the private key SKHSRE,Sik,jk by the correctness of the HSRE scheme. Therefore, we can correctly
derive the original message M by computing Ri © Ry 1 B --- DRy .

4.4 Security Analysis

Theorem 4.3. The generic RHIBE-SD scheme is IND-CPA secure if the underlying HIBE and HSRE
schemes are IND-CPA secure.

Proof. Let ID*|; = (I},...,I}) be the challenge hierarchical identity and 7 be the challenge time. We
divide the behavior of an adversary as £+ 1 types: Type-1, ---, Type-¢ + 1, which are defined as follows:

Type-t. Anadversary is Type-7 for 7 € {1,..., ¢} if it does not request a private key for ID|; € Prefix(ID*|;_),
but it must request a private key for ID|;, = ID*|..

Type-¢+ 1. An adversary is Type-¢ + 1 if it does not request a private key for ID|; € Prefix(ID*|).

Let E; be the event that A behaves like Type-7 adversary. From Lemma[4.4]and Lemma4.5] we obtain
the following result

/+1
AdvRIBE(Q) < ) Pr(E|AdvRIBE (L) < O(en*) AdVESRE (L) + AdvEBE Q).
=1

This completes our proof. O

Lemma 4.4. For the Type-T adversary, the generic RHIBE-SD scheme is IND-CPA secure if the HSRE
scheme is IND-CPA secure.

Proof. Let CT* = (CTgpg,CTpy, ,- - .,CTpy,) be the challenge ciphertext and m = n(n — 1) /2 be the number
of subsets in PV;. For the security proof, we define hybrid games Hy, Hy, ..., H,, as follows:

Game Hy. This game is the original security game defined in the security model except that the challenge
bit u is fixed to 0.

Game H,, In this game, the generation of CTj,, = (PVz, {CT}jge .Sy
CT* is changed. The simulator of this game sets Ry . = M{ © R1 @ <</ Rox and Ry = My @
Ri @) <kx7r<¢Ro - The game H,, is similar to the game Hy,_; except that CTj gy Sip o is an encryption

s. . epv.) in the challenge ciphertext
igda =T gecip

on the value R) ;. Specifically, CTI;SRE,Sid,jd for d < p is an encryption on R) ; and CT,_’;SRE’S[{[?M for
d > p is an encryption on R; ;.

Game H,, This game is the original security game in the security model except that the challenge bit u is
fixed to 1.

Suppose there exists an adversary A that distinguishes between H,_; and H, of the RHIBE scheme
with a non-negligible advantage. An algorithm B that attacks the HSRE scheme is initially given public
parameters PPysge by a challenger C. Then B that interacts with A4 is described as follows:

Setup: B generates MKpypr, PPyipg by running HIBE.Setup(l’l,L + 1). It initializes RL, = 0 and gives
PP = (PPHIBE,PPHSREyBT) to A.

Phase 1: A adaptively requests a polynomial number of private key, update key, decryption key, and revo-
cation queries.
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* For a private key query with ID|;, B proceeds as follows: It first generates SKy g jp|, by running
HIBE.GenKey(E| (ID|r), MKype, PParge ). It receives SKysgr ip), from C by querying a private key
for E] (ID’]() It giVCS SKID‘k = (SKHIBE7ID|k7SKHSRE,ID‘/() to A.

* For an update key query with ID|;_; and time T, BB proceeds as follows:

1. It initializes RV = 0. For each (ID;,T;) € RL, it adds a leaf node v; € BT into RV if T; < T. It
obtains CVj._; by running SD.Cover(B7,RV).

2. For each S; ; € CV;_1, it sets (GL,ML) = GMLabels(S; ;) and receives SKysre,s;; from C by
submitting E; (ID|x—;) and (E2(GL||T),E2(ML)).
3. It creates UKID\kfuT = (Cvk—la{SKHSRE,S,-J}S,-,,-ECVIC,I) and gives UK[D|k,1,T to A.

* For a decryption key query with ID|; and time 7', B proceeds as follows:

1. It generates SKHIBE,ID\L,,T by running HIBE.GenKey((E1 (ID’k),E3(T)),MKH]BE,PPH]BE).

2. Next, it obtains update keys UKp|, r,-..,UKip,_, r by querying its own update key oracle for
(ID|o,T),...,(ID[;-1,T). For each u € [k], it obtains SKysrE., if I, is not revoked in UKpj, | 7
by following the procedure in the RHIBE-SD.DeriveKey algorithm.

3. If I, wasrevoked in UKjp,, , r forany u € [k], then it gives L to 4. Otherwise, t gives DKip),,r =
(SKuie i), 7>SKHSRE 15 - - -, SKHSRE &) t0 A.

* For a revocation query with a hierarchical identity /D|; and time T, B adds (ID|y,T) to RL;pj, , if
ID|; was not revoked before.

Challenge: A submits a challenge hierarchical identity ID*|, = (If,...,I}), challenge time 7*, and two
challenge messages M, M;. BB proceeds as follows:

1. It first selects random Ry, {R2;}i<izr<¢ and computes Ry = Di<izr<iRoi Itsets Ryro =My ORI @
Rrand R; ;1 = M{ ®R| ®R,. Next, it generates CTyj;p, by running HIBE.Encrypt((E, (ID*|¢), E3(T™)),
Ry, PPHiBE).

2. For each k € [¢], it performs the following steps:

(a) It obtains PVj by running SD.Assign(B7,v) where a leaf node vy is associated with [;/.
(b) Case k # 7: For each S; ; € PV}, it obtains (GL, ML) = GMLabels(S; ;) and generates CTIZ;SRE,S,;/-
by running HSRE.Encrypt((E; (ID*|x—1), (E2(GL||T*),E2(ML))),R2.i, PPusgE)-
It creates CTpy, = (PVk, {CTﬁSRE,S,»,,}Si.jGPVk)'
(c) Casek=1:ForeachsS;, j, € PV:={Si js---+Si,.jn}>itobtains (GLs, ML;) = GMLabels(S;, j,)
and proceeds as follows:
* Ifd <p, thenit generates CTyjgpp Sy by running HSRE.Encrypt(E| (ID*|._1), (E2(GL4||T*),
E>(MLg)),Ra 21, PPusrE ).
 If d = p, then it receives CTjqp E.Sip from C by submitting a challenge hierarchical identity
E(ID*|;_1), (E2(GL,||T*),E2(ML,)) and challenge messages R 1,0, R2.7,1.
* If d > p, then it generates CT;}SRE’S% by running HSRE.Encrypt(E; (ID*|c_1), (E2(GL4||T™),
Ex(MLyg)),R2, .0, PPusrE).-
It creates CTpy, = (PVe, {CTjjspe s

Jd

iid }S,‘dﬁjdGPVf) .
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3. It gives a challenge ciphertext CT* = (CTypg,CTpy, ..., CTpy,) to A.

Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess i’ € {0,1}. B also outputs p’.

To complete the proof of this lemma, we must show that the simulator can correctly handle private key,
update key, and decryption key queries of the adversary. At this time, the HSRE private key queries and
the HSRE challenge ciphertext requested by the simulator to the challenger must satisfy the constraints of
the HSRE security model. To simplify the analysis, we first analyze the HSRE challenge ciphertext of the
challenge ciphertext and check whether the HSRE private keys of private keys, update keys, and decryption
keys satisfy the constraints.

* Challenge ciphertext: The challenge ciphertext consists of multiple HSRE ciphertexts, and the HSRE
challenge ciphertext is CTyjgpp Sip i € CTpy,. In this case, the HSRE challenge ciphertext is associated
with a hierarchical identity E1(ID*|;_;) and labels (E»(GL,||T*),E2(ML,)) where GL,,ML,, are
group and member labels in path nodes defined by a leaf node /7.

* Private key: By the restriction of the adversary type, the adversary of Type-7 cannot request a private
key for ID*|; Ak < T, but must request a private key for /D*|;. To simplify the analysis, we divide the
private key generation of the simulator into the following cases:

— Case ID|;. ¢ Prefix(ID*|): In this case, the constraint of the HSRE security model is satisfied,
S0 it can generate a private key by using the HSRE delegate key query.

— Case ID|; € Prefix(ID*|;) ANk = 7: In this case, we have ID|, = ID*|; = (I{,...,I}), and the
simulator requests an HSRE delegate key for E; (ID*|;) = (E|(I}),...,Ei(I})) to the challenger.
Since the encoding functions satisfy E (x) # E,(y) for any x and y, it is established that E (I*|;) #
E»(GL,||T*). Thus, it can generate a private key by using the HSRE delegate key query since
the constraint of the HSRE security model is satisfied.

— Case ID|; € Prefix(ID*|;) Ak > t: This case also includes the index i = 7, so the same logic as
in the previous case is applied. Thus, it can generate a private key by using the HSRE delegate
key query.

* Update key: The simulator must be able to generate an update key for any ID|;_; and T. To simplify
the analysis, we divide the update key generation of the simulator into the following cases:

— Case T # T*: In this case, the hierarchical identity of an HSRE private key in an update key
contains a string E>(GL;||T) and the challenge hierarchical identity of the HSRE challenge ci-
phertext contains a string E>(GL4||T*), so it is established that E> (GL;||T) # E2(GL4||T*). Thus,
it can generate an update key by using the HSRE private key query.

— Case T =T*AID|y_; ¢ Prefix(ID*|;_): In this case, we have E| (ID|;_) ¢ Prefix(E; (ID*|;—).
Thus, it can generate an update key since this HSRE private key query is allowed in the HSRE
security model.

- Case T =T* NID|y_; € Prefix(ID*|;—1) Ak < T— 1: In this case, the HSRE private key of an up-
date key is associated with E| (ID|y—) and (E2(GL;||T*),E2(ML;)), and we have E>(GL;||T*) #
E/(I) by the encoding functions. This means that (E1 (ID|x—1), E2(GL;||T*)) ¢ Prefix(E{ (ID*|-1)).
Thus, it can generate an update key since this HSRE private key query is allowed in the HSRE
security model.
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- Case T =T* ANID|;_ € Prefix(ID*|;—1) Ak = 7: In this case, by the constraints of the RHIBE
security model, the identity /; must be revoked in this update key. From the second property of
the SD method in Lemma there is no subset tuple (S; ; € CV;_y, Sy, i€ PV;) such that v; =
viNdj=dy ANvj#vy. Thatis, GL; # GL, or GL; = GL, AML; = ML, where (GL,,ML,) =
GMLabels(Sy ;) and (GL;, ML;) = GMLabels(S; ;). This means that (E; (ID*|,_1), E2(GL;||T*))
4 (EV(ID"|e1), Ea(GL|T*)) or (E\(ID*|¢-1), Ex(GLI|T*)) = (E1(ID"|s1), E2(GLy | T*)) A
(E2(ML;) = E;(MLy)). Thus, it can generate an update key by using the HSRE private key
query.

* Decryption key: In the case of the decryption key, if the simulator can correctly generate update keys,
then it can also correctly generate a decryption key.

Finally, we analyze the advantage of the simulation. Let SZ" be the event that .4 outputs O in a game H;.
Since this lemma consists of a number of hybrid games, we get the following result

AdvEHIBE (1) < % Pr(s™] — pr(sth < O(m)AQVESFE (1),

l m
<5 Y [PrIsiy ] —Prisiy)
p=1

This completes our proof. 0

Lemma 4.5. For the Type-£ + 1 adversary, the generic RHIBE-SD scheme is IND-CPA secure if the HIBE
scheme is IND-CPA secure.

Proof. Suppose there exists a Type-f + 1 adversary A that attacks the RHIBE scheme with a non-negligible
advantage. An algorithm B that attacks the HIBE scheme is initially given public parameters PPy g by a
challenger C. Then B that interacts with 4 is described as follows:

Setup: B generates MKysgre, PPysge by running HSRE.Setup(lA,L). It initializes RL; = @ and gives
PP = (PPHIBE,PPHSRE,BT) to A.

Phase 1: A adaptively requests a polynomial number of private key, update key, decryption key, and revo-
cation queries.

* For a private key query with ID|;, B proceeds as follows: It receives SKy;pg p|, from C by querying a
private key for ID|;. It generates SKysgg 1p|, by running HSRE.GenKey(E (ID|i), MKgsrE , PPusrE).-
It gives SKip|, = (SKpu1sE 10|, » SKnsre i), ) t0 A.

* For an update key query with ID|[;_1 and T, B proceeds as follows: It generates UKjp), , 7 by running
RHIBE-SD.UpdateKey algorithm since it knows MKpsre. It gives UKp), | r to A.

* For a decryption key query with ID|; and T, B proceeds as follows:

1. Ttreceives SKypg ip),,r from C by querying a private key for (ID|, T).

2. Next, it obtains update keys UKp|, r,-..,UKip,_, r by querying its own update key oracle for
(ID|o,T),...,(ID[;-1,T). For each u € [k], it obtains SKxsrE., if I, is not revoked in UKpj, | 7
by following the procedure in the RHIBE-SD.DeriveKey algorithm.

3. If I, was revoked in UKp,, , r for any u € [k], then it gives 1 to A. Otherwise, t gives DKp|, r =
(SKw1E i), 7>SKHSRE 15 - - -, SKHsrE &) 10 A.

* For a revocation query with a hierarchical identity ID|; and time T, B adds (ID|x,T) to RL;pj, , if
ID|; was not revoked before.
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Challenge: A submits a challenge hierarchical identity /D*|s, challenge time 7*, and two challenge mes-
sages My, M;. B proceeds as follows:

1. It first selects random {R5 ; } 1<j<¢ and computes Ry = @ ;< Ro;. It sets Ry g = M ® Ry, R 1 = M| ©
R;. Tt receives CTy;,pp from C by submitting challenge identity (E|(ID*|;),E3(T*)) and challenge
messages Ry o,Rq 1.

2. For each k € [], it proceeds as follows:

(a) It obtains PVj by running SD.Assign(B7 ,v) where a leaf node vy is associated with [;’.

(b) For each S; ; € PV;, it obtains (GL,ML) = GMLabels(S; ;) and generates C TI_’;SRES”_ by running
HSRE.EHCI‘ypt(El (ID* |k—l ), (Ez(GLHT*),Ez (ML)),Rzﬂk,PPHSRE).

(c) It creates CT;Vk = (PVk, {CT}?SRE,S;, j}Si.jePVk)-
3. It gives a challenge ciphertext CT* = (CTypg,CTpy, - .., CTpy,) to A.

Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess i’ € {0,1}. B also outputs g’

To complete the proof of this lemma, we must show that the simulator can correctly generate private
keys, update keys, decryption keys, and the challenge ciphertext while satisfying the constraints of the
HIBE security model. Since the simulator sets the HSRE scheme by itself, the simulator can proceed with
the simulation of the RHIBE queries while satisfying the constraints of the HIBE security model in the same
way as Lemma[3.4l We omit the details of the analysis. O

4.5 Discussions

Efficiency Analysis. We analyze the efficiency of our RHIBE-SD scheme. Let n be the depth of a binary
tree and ¢ be the depth of a hierarchical identity. In our RHIBE-SD scheme, a private key is compact since
it consists of an HIBE private key and an HSRE private key. An update key is roughly composed of O(r)
HSRE private keys since it is composed of HSRE private keys that are related to the cover nodes of the SD
method where r is the number of revoked users in a binary tree. A decryption key is composed of one HIBE
private key and ¢ HSRE private keys since it only needs some HSRE private keys in update keys that match
to the path nodes of the private key’s identity. A ciphertext is consists of one HIBE ciphertext and O(¢/n?)
HSRE ciphertexts since it is composed of one HIBE ciphertext and HSRE ciphertexts associated with path
nodes. The decryption algorithm is efficient because it only requires one HIBE decryption operation and ¢
HSRE decryption operations.

5 RHIBE-CS with Shorter Ciphertexts

In this section, we construct an RHIBE scheme with shorter ciphertexts by combining HIBE schemes with
constant size ciphertext and the CS method and prove the adaptive security of this scheme.

5.1 Generic Construction

An RHIBE-CS scheme with shorter ciphertexts that is designed by generically combining HIBE schemes
with constant-size ciphertext and the CS method is described as follows:
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RHIBE-CS.Setup(1*,L): Let Z = {0, 1}" be the identity space and L be the maximum depth of a hierar-
chical identity.

1. It first obtains MKHhBE, , PPHiBE, by running HIBE.Setup(l’l , L+ 1) It obtains MKHuiBE, , PPuiBE,
by running HIBE.Setup(1*,L +n).

2. Ttdefines a binary tree 37 by running CS.Setup(2") where an identity / € Z is uniquely assigned
to a leaf node v such that Label(v) = 1.

3. It outputs a master key MK = (MKp g, , MKnisE, ), a revocation list RL; = @, and public pa-
rameters PP = (PPyipg, , PPuise,, BT).

RHIBE-CS.GenKey(ID|x,SKp|, ,,PP): LetID|y = (L,...,Ix) € TF where k > 1. Let SK;p|, = MK where
SKyiE, 10|, = MKnipe, and SKy g, 1p|, = MKhisE,-

1. It obtains SKHIBE] D[ by running HIBE.Delegate(E1 (ID|/<)7SKHIBE171D|/<_] 7P1)1—1[BEI), and ob-
tains SKHIBEz,ID|k by running HIBE.Delegate(E1 (ID|k), SKHIBEz,IDh(,] ,PPH[BEz).
2. Finally, it outputs a private key SKID\;{ = (SKHIBE1 ,ID\pSKHIBEz,ID\k)'

RHIBE-CS.UpdateKCY(T,RL]D‘IHI,SK[D‘kil,PP): Let SKID\k = (SKHIBE1 ,1D|kaSKHIBE2,ID\k)' To generate
an update key for ID|;_; and T, it proceeds as follows:

1. Itinitializes RV = 0. For each tuple (ID;,T;) € RL;p|, , where ID; = (Iy,...,lx1,1x), it adds a
leaf node v; € BT which is associated with J; such that Label(v;) = I into RV if T; < T.

2. Tt obtains CVy_; = {S,,,...,S;, } by running CS.Cover(BT,RV).

3. For each S;, € CVj_, it performs the following steps:

(a) It obtains path nodes PN = {vj,,...,v;, } from the root node v;, = vy to the node v;, of the
subset S;, .

(b) It encodes a node identity vector NID, = (Lo||T,...,L,||T) where L; = Label(v;,).
(c) It obtains SKppE, s, by running HIBE.Delegate((E (ID|x—1),E2(NIDy)), SKuisE, 1p);_, »
PPyiBE, ).

4. Finally, it outputs an update key UK;p|, , 7 = (CVk,l ASKH1BE, 5, } siccv,_, )

RHIBE-CS.DeriveKey(SK;p| ,UKp|,1;---,UKp|, , 7,PP): Let SKip|, = (SKyygE, ip|,» SKnisE, i), )- TO
derive a decryption key for ID|; = (I;,...,I;) and T, it proceeds as follows:

1. Tt obtains SKy g, ip|,,r by running HIBE.Delegate((E (ID|x), E3(T)), SKuisE, ip|,» PPr1BE, )-

2. For each u € [k], it proceeds as follows:
(a) It obtains PV, by running CS.Assign(B7,v,) where v, is a leaf such that Label(v,) = I,.
(b) It finds (S,,,S;,) by running CS.Match(CV,_;,PV,). If it fails to find, it returns L.
(c) Itretrieves SKuiE, s, from UKyp,, , r and sets SKyipg, u = (Si,,SKn1BE, s, )-

3. Finally, it outputs a decryption key DKp|, 7 = (SKggE, p|,,7SKHIBE, 1, - - -, SKHIBE, )-

RHIBE-CS.Encrypt(ID|;,T,M,PP): To generate a ciphertext for ID|; = (Iy,...,I;) and T, it proceeds as
follows:

1. It selects random Ry 1,...,Ry and sets Ry = M @ (Ry; & --- @ Ray). It obtains CTyjpg, by
running HIBE.Encrypt((E, (ID|¢),E3(T)),R1, PPuisEg, ).
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2. For each k € [¢], it performs the following steps.
(a) It obtains PV = {Sj,,...,Sj,} by running CS.Assign(537,vx) where vy is a leaf such that
Label(vy) = I
(b) It encodes a path identity vector PID; = (L;,||T,...,L;,||T) where L;, = Label(S;,).
(c) It obtains CTyp, « by running HIBE.Encrypt((E; (ID|i—1),E2(PIDy)),Ra k., PPuiBE, ).
3. Finally, it outputs a ciphertext CTyp, 7 = (CTuisE, ,CTHiBE, 1, - - - CTHIBE, ¢)-
RHIBE-CS.Decrypt(CT;p|, 7, DKy, 7, PP): LetCTipy, 7 = (CTiige,, CTuisgs 1 - - CTrise, ¢) and DKy, 1
= (SKuise, , SKuiBE, 1, - - - »SKuipe, k). If (ID|g # ID'|) vV (T # T'), then it returns L.
1. It first obtains R; by running HIBE.Decrypt(CTy gk, , SKniBE, , PPuisE, )-
2. For each k € [¢], it performs the following steps:

(a) Let (Ei(ID|x—1),E2(NID,)) be the identity vector of SKypE,  and (E1(ID|x_1),E2(PIDy))
be the identity vector of CTypE, k-

(b) Itderives SKI’,“BEL,( by running HIBE.Delegate((E; (ID|c_1),E>(PIDy)),SKuisE, k, PPaise, )
since NID,, € Prefix(PIDy).

(c) It obtains R; x by running HIBE.Decrypt(CTy 5, k. SKI’LHBE2 o PPHIBE,)-
3. Finally, it outputs a message M =R O R 1 D --- DRy .

RHIBE-CS.Revoke(ID|i,T,RL;p|, ,): If (ID|;, ) already exists in RL;p, ,, it outputs RL;p, ,. Otherwise,
itadds (ID;—1,T) to RL;p|, , and outputs the updated RL;p,, , .
5.2 Security Analysis

Theorem 5.1. The generic RHIBE-CS scheme with shorter ciphertexts is IND-CPA secure if the underlying
HIBE schemes are IND-CPA secure.

Proof. Let ID*|; = (I},...,I}) be the challenge hierarchical identity and 7* be the challenge time. We
divide the behavior of an adversary as £+ 1 types: Type-1, ---, Type-f + 1, which are defined as follows:

Type-t. Anadversary is Type-7 for 7 € {1,..., ¢} if it does not request a private key for ID|; € Prefix(ID*|;_1),
but it must request a private key for ID|; = ID*|;.

Type-¢ + 1. An adversary is Type-¢ + 1 if it does not request a private key for ID|; € Prefix(ID*|y).

Let E; be the event that A behaves like Type-7 adversary. From Lemma 5.2 and Lemma[5.3] we obtain
the following result

41
AAvEITPE (2) < Y PriEJAQVETPE (A1) < (€+ 1) Advi™PF (1).
=1
This completes our proof. O

Lemma 5.2. For the Type-T adversary such that T € {1,...,(}, the generic RHIBE-CS scheme with shorter
ciphertexts is IND-CPA secure if the HIBE scheme is IND-CPA secure.
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Proof. Suppose there exists a Type-t adversary A that attacks the RHIBE scheme with a non-negligible
advantage. An algorithm B that attacks the HIBE scheme is initially given public parameters PPypg, by a
challenger C. Then B that interacts with A is described as follows:

Setup: B generates MKypg, , PPrige, by running HIBE.Setup(17t ,L+1). It initializes RL, = 0 and gives
PP = (PPHIBE| ,PPH[BEZ,BT) to A.

Phase 1: A adaptively requests a polynomial number of private key, update key, decryption key, and revo-
cation queries.

* For a private key query with ID|;, B proceeds as follows: It generates SKypg, p|, by running
HIBE.GenKey(E| (ID|r), MKyipE, , PPuisE, ). 1t receives SKypg, p|, from C by querying a private
key for E; (ID’]() It gives SKID\;{ = (SKHIBE1 ,ID|k7SKHIBE2,ID\k) to A.

* For an update key query with ID|;_; and time T, B proceeds as follows:
1. Itinitializes RV = 0. For each (ID;,T;) € RL;pj, ,,itadds aleafnode v; € BT into RV if T; < T.
It obtains CVj._; by running CS.Cover(B7T,RV).
2. For each S;, € CVj_y, it proceeds as follows:

(a) It obtains path nodes PN = {v;,...,v;,} of the node v;, related to the subset S, .

(b) It encodes a node identity vector NID, = (Lo||T,...,L,||T) where L; = Label(v;,).

(c) Itreceives SKyipE, s, from C by querying a private key for (E{(ID|i_1), E2(NID,)).
3. Itcreates UKp|, 7 = (CVk_l ) {SKHIBEZ,S,.}SI.GCW,) and gives UKp|, , r to A.

* For a decryption key query with ID|; and time 7', B proceeds as follows:

1. It generates SKy g, p|,,r by running HIBE.GenKey((E|(ID|x),E3(T)), MKuigE, , PPuiBE, )-

2. Next, it obtains update keys UKjpj, r,...,UKjp|, , r by querying its own update key oracle for
(ID|o,T),...,(ID|-1,T).

3. For each u € [k], it obtains SKppE, . if I, is not revoked in UK;p|, , r by following the procedure
in the RHIBE-CS.DeriveKey algorithm.

4. If I, was revoked in UK;p),_, v forany u € [k], then it gives L to A. Otherwise, t gives DKip),,r =
(SKui1sE, D)7 SKHIBE, 15 - - -, SKHIBE, k) tO A.

* For a revocation query with a hierarchical identity ID|; and time T, B adds (ID|y,T) to RL;pj, , if
ID|; was not revoked before.

Challenge: A submits a challenge hierarchical identity ID*|, = (If,...,I}), challenge time 7*, and two
challenge messages Mj,M|. B proceeds as follows:

1. Tt first selects random Ry, {R2,;}1<i7<¢ and computes Ry = @ <;2c<¢Ra. It sets Ry r0 = My O R @

Ry and Ry | = M ® R ©Ry. Next, it generates CTjj by running HIBE.Encrypt((E; (ID*|,), E3(T™)),

Ry, PPuiBE, ).
2. For each k € [¢], it performs the following steps:

(a) It obtains PVy = {Sj,,...,S;,} by running CS.Assign(B7,v,) where a leaf node vy is associated
with I}

29



(b) It encodes a path identity vector PID} = (L;,||T*,...,L;,||T*) where L;, = Label(S;,).
(c) Case k # 7: It generates CT}y g by running HIBE.Encrypt((E) (ID*|-1), E2(PID;)), Ra i,
PPuiBE,)-

(d) Case k = 7: It receives CTypp, . from C by submitting a hierarchical identity (E;(/D*|;-1),
E»(PID})) and challenge messages R ¢ 0,R2.7.1.

3. It gives a challenge ciphertext CT* = (CTjj g, CTypg, 1+- - -»CTgpg, o) t0 A

Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess i’ € {0,1}. B also outputs g’

To finish the proof, we show that the simulator can correctly handle private key, update key, and de-
cryption key queries of the adversary. At this time, the HIBE; private key queries and the HIBE, challenge
ciphertext requested by the simulator to the challenger must satisfy the constraint of the HIBE security
model. To simplify the analysis, we first analyze the HIBE; challenge ciphertext of the challenge ciphertext
and check whether the HIBE; private keys of private keys, update keys, and decryption keys satisfy the
constraint.

* Challenge ciphertext: The challenge ciphertext consists of multiple HIBE, ciphertexts, and the HIBE,
challenge ciphertext is CThpg, ;- In this case, the HIBE, challenge ciphertext is associated with
(E1(ID*|¢-1),E>(PID})) where PID; = (L;,||IT*,...,L; || T").

* Private key: Since the adversary is Type-7, he cannot request a private key for ID*|; and k < 7, but
must request a private key for /D*|;. To simplify the analysis, we divide the private key generation of
the simulator into the following cases:

— Case ID|; ¢ Prefix(ID*|;): In this case, the constraint of the HIBE; security model is satisfied,
S0 it can generate a private key by using the HIBE, private key query.

— Case ID|; € Prefix(ID*|;) Nk = 7: In this case, we have ID|; = ID*|; = (I{,...,I}), and the
simulator requests an HIBE, private key for E|(ID*|;) = (E{(I}),...,Ei(I})) to the challenger.
Since the encoding functions satisfy E (x) # E,(y) for any x and y, it is established that E (I*|;) #
E>(PID%). Thus, it can generate a private key by using the HIBE, private key query since the
constraint of the HIBE, security model is satisfied.

— Case ID|; € Prefix(ID*|y) ANk > T: This case also includes the index i = 7, so the same logic as
in the previous case is applied. Thus, it can generate a private key by using the HIBE, private
key query.

* Update key: The simulator must be able to generate an update key for any ID|;_; and T'. To simplify
the analysis, we divide the update key generation of the simulator into the following cases:

— Case T # T*: In this case, the hierarchical identity of an HIBE; private key in an update
key contains a string E>(NID,) that contains 7 and the challenge hierarchical identity of the
HIBE, challenge ciphertext contains a string E»(PID’) that contains 77, so it is established that
E>(NID,) # E»(PID}) from T # T*. Thus, it can generate an update key by using the HIBE,
private key query.

— Case T =T*AID|i_; ¢ Prefix(ID*|;_1): In this case, it is established that (E| (ID|;—1), E2(NID,,))
¢ Prefix((E1(ID*|¢—1),E>(PID%))) in the HIBE, scheme. Thus, since this HIBE, private key
query is allowed in the HIBE security model, it can generate an update key.
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— Case T =T*ANID|y—y € Prefix(ID*|;—;) Nk < T — 1: In this case, the HIBE, private key of an
update key is associated with a string (E; (ID|i—1),E2(NID,)), and we have E>(NID,) # E; (I})
by the encoding function. This means that (E;(ID|x_1),E2(NID,)) ¢ Prefix((E;(ID*|:-1),
E>(PID))). Thus, it can generate an update key since this HIBE, private key query is allowed
in the HIBE security model.

- Case T =T* AID|;— € Prefix(ID*|;—1) Ak = 7: In this case, by the constraints of the RHIBE
security model, the identity /; must be revoked in this update key. From the second property of
the CS method in Lemma [3.1] we have that PV; NCV;_; is an empty set. That is, a label L; of
the cover CV;_; is different from the label L i of the path node PV, so we have NID, # PID3.
This means that (E|(ID*|¢_1),E2(NIDy)) # (E1(ID*|¢—1),E2(PID})). Thus, it can generate an
update key by using the HIBE, private key query.

* Decryption key: In the case of the decryption key, if the simulator can correctly generate update keys,
then it can also correctly generate a decryption key.

This completes our proof. O

Lemma 5.3. For the Type-£ + 1 adversary, the generic RHIBE scheme with shorter ciphertexts is IND-CPA
secure if the HIBE scheme is IND-CPA secure.

We omit the proof of this lemma since it is almost the same as that of Lemma 3.4

6 Instantiations

In this section, we look at how to instantiate our generic RHIBE constructions in bilinear groups or lattices.

6.1 Construction from Bilinear Maps

We first instantiate an RHIBE-CS scheme in bilinear groups. To instantiate an RHIBE-CS scheme that
provides the adaptive security, we can choose the compact HIBE scheme with short ciphertexts of Chen
and Gong [10] or the unbounded HIBE scheme of Gong et al. [23]], which are adaptively secure under the
standard assumption in prime-order bilinear groups. In the compact HIBE scheme of [10], a private key is
composed of O(1) main key elements and O(L — /) delegation key elements, and a ciphertext is composed
of O(1) group elements. Thus, the private key, update key, and ciphertext of the RHIBE-CS scheme using
the compact HIBE scheme are composed of O(L),O(rn), and O(¢n) group elements, respectively since the
delegation key elements of HIBE in the update key can be simply discarde(ﬂ In the unbounded HIBE
scheme of [23]], a private key is composed of O(¢) group elements, and a ciphertext is composed of O(¢)
group elements. Thus, the private key, update key, and ciphertext of the RHIBE-CS scheme using the
unbounded HIBE scheme are composed of O(£), O(¢rn), and O(¢*n) group elements, respectively.

Next, we instantiate an RHIBE-SD scheme in bilinear groups. To instantiate an RHIBE-SD scheme
that provides the selective security, we choose the compact HIBE scheme with short ciphertexts of Boneh,
Boyen, and Goh [5]], and the HSRE scheme with short ciphertexts in Section [6.3] The private key and
ciphertext of the compact HIBE scheme are composed of O(L — ¢) and O(1) group elements respectively.
The delegate key, private key, and ciphertext of the HSRE scheme are composed of O(L—¢), O(1), and O(1)

IThe fact that the delegation key elements of the compact HIBE scheme in the update key can be discarded was noticed by
Emura et al. [[19].
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Table 1: Comparison of RHIBE schemes in bilinear groups

Scheme PP Size SK Size UK Size CT Size Model Generic
SE [39] Oo(L) O(*logN) O(trlog) o) SE No
SE (CS) [41] O(L) O(LlogN) O(Lrlog g) o(1) SE No
SE (SD) [41] O(L) O(Llog*N) O(Lr) o(1) SRL No
RLPL [38] o(1) O({logN) O(¢rlogh) o) SE No
ESY [17] O(L) O({logN) O(trlog) o) SE Semi
LP (CS) [32] o(1) O(logN) O(f—krlogg) o(¢) SE No
LP (SD) [32] o(1) O(log’N) Ol +r) o) SRL No
Lee (CS) [28] Oo(L) O(LlogN) 0(L+r10g¥) o(1) AD No
Lee (SD) [28] O(L) O(Llog*N) O(L+7) o(1) AD No
ETW [18] + [[10] O(L) O(LlogN+LN) O(Lrlog %) o(1) AD Semi
ETW [18] + [23] o(1) O(LlogN +¢N) O(¢rlog %) o) AD Semi
ETW-1 [19] + [10] O(L) O(L) O(rn+1¢) O(¢n) AD Yes
ETW-1 [19] + [23] o(1) o(t) O(lrn+ %) O(%n) AD Yes
ETW-2 [19] O(L+m) O(L+m) O(rnm—+1) O(¢n/m) AD Yes
ETW-3 [19] O(L+m) O(L+m) O(rn/m+1) O(fnm) AD Yes
Ours-1 (CS) + [10] O(L) O(L) O(rn) O(¢n) AD Yes
Ours-1 (CS) + [23] o(1) o(0) O(trn) O(%n) AD Yes
Ours-2 (SD) Oo(L) O(L) o(r) O(tn?) SE Yes
Ours-3 (CS) O(L+n) O(L+n) O(rn?) o) AD Yes

Let N be the number of maximum users in each level, r be the number of revoked users, L be the maximum
level of a hierarchical identity, ¢ be the level of a hierarchical identity, m be the maximum size of a broadcast set
in broadcast encryption, and n be the depth of a binary tree in generic constructions. We count the number of
group elements to measure the size. We use symbols SE for selective IND-CPA, SRL for selective revocation list
IND-CPA, and AD for adaptive IND-CPA.

32



group elements, respectively. Thus, the private key, update key, and ciphertext of the RHIBE-SD scheme
are composed of O(L),0(r), and O(¢n*) group elements, respectively. Although we don’t give an HSRE
scheme with the adaptive security, an adaptively secure HSRE scheme can be built without difficulty by
combining the adaptively secure HIBE of Lewko and Waters [33]] and the adaptively secure SRE scheme
of Lee and Park [31]] since these schemes are designed in the same composite-order bilinear groups and the
security are proven by using the similar dual system encryption technique.

Finally, we instantiate an RHIBE-CS scheme with shorter ciphertexts in bilinear groups. We choose the
compact HIBE scheme with short ciphertexts of Chen and Gong [[10] for underlying two HIBE schemes. In
the second HIBE scheme of this RHIBE-CS scheme, an HIBE private key for an update key is composed
of O(1) main key elements and O(L + n — ¢) delegation key elements. We can notice that O(n) delegation
key elements are only needed for decryption and the remaining O(L — ¢) delegation key elements can be
simply discarded. Thus, the private key, update key, and ciphertext of the RHIBE-CS scheme with shorter
ciphertexts are composed of O(L+n),0(rn?), and O(¢) group elements, respectively since some delegation
key elements in the update key can be discarded.

In Table[I] we compare our RHIBE schemes with other RHIBE schemes in bilinear groups. Independent
and concurrent of our work, Emura et al. also proposed general RHIBE schemes [19]. There are some
similarities and differences in design between our generic RHIBE schemes and their RHIBE schemes. We
briefly compare these generic RHIBE schemes with each other in terms of asymptotic efficiency. Our first
RHIBE scheme with CS in Section[3|and the basic RHIBE scheme of Emura et al. (ETW-1 in the Table) have
the same asymptotic efficiency since the design method is similar to each other. Our second RHIBE scheme
with SD in Section ] and the shorter update key RHIBE scheme of Emura et al. (ETW-3 in the Table) have
the similar asymptotic efficiency in terms of update key and ciphertext size when m = n although the design
method of these schemes are quite different, but our RHIBE scheme can provide better efficiency in terms
of public parameters and private key size. Our third RHIBE scheme with shorter ciphertexts in Section 3]
can be compared to the shorter ciphertext RHIBE scheme of Emura et al. (ETW-2 in the Table) since they
have the similar asymptotic efficiency when m = n.

6.2 Construction from Lattices

We instantiate an RHIBE-CS scheme from lattices. First, in order to instantiate an RHIBE-CS scheme
that provides the selective security, we select the HIBE scheme of Agrawal, Boneh, and Boyen [1] that is
selectively secure under the LWE assumption. In order to instantiate an RHIBE-CS scheme with shorter
ciphertexts from lattices, we can select the HIBE scheme of Agrawal, Boneh, and Boyen [2]] with shorter
ciphertext. Unfortunately, we cannot instantiate an RHIBE-SD scheme from lattices since a lattice-based
HSRE scheme does not exist yet.

6.3 An HSRE Scheme from Bilinear Maps

An HSRE scheme with short ciphertexts can be designed by combining the HIBE scheme of Boneh, Boyen,
and Goh [5]] and the SRE scheme of Lee and Park [31]]. This HSRE scheme is described as follows:

HSRE.Setup(1*,L): It first generates a bilinear group G of prime order p of bit size O(A). Let g be a gener-

ator of G. It chooses a random exponent & € Z, and random elements &, u, ... ,ur,wi,vi,wz,v2 € G.
It outputs a master key MK = «a and public parameters as

PP = ( (p>G>GTve)a 8, haula-“vuL, Wi1,V1,W2,V2, Q:e(g,g)a )
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We define F(ID|) = (hTI5_, ul) for ID|y = (I1,.... ).

HSRE.GenKey(/D|i, (GL,ML),MK,PP): It selects random exponents ry,r2,r3 € Z, and outputs a private
key SKip|, (GLmL) as

Ko =g*F(ID|)" (wi™v1) w5, K1 =g ", K =g ",
K3 =g r37 Ky = (WZ va)rz'

HSRE.Delegate(/D|, SK;p|,_,,PP): If k = 1, we let SKjp|, = (Ky = g% K| = lg,{K5,; = 1g}E ) which
can be simply derived from MK. Otherwise, we let SK;p|, , = (Kj, K], {KgJ}iL:k). It selects a random
exponent r| € Z, and outputs a delegate key SK D], @S

KO:K(/J(Kg,k)IkF(ID|k)rI', Ki=Kig™", {Ks; =K u;' }, —kt1°

HSRE.MakeKey((GL,ML),SK,p,,,PP): Let SK;p|, = (Ky, K}, {K5 }7,)- It selects random exponents
r\,r2,r3 € Z, and outputs a private key SKip|GLML) 8S

Koy :KO (ID|k) ( GL )rZW;, K :K{g_r/l’ K> :g_r27
Ky =g™", Ky = (wh'v)".

HSRE.Encrypt(ID|;,(GL,ML),M,PP): It chooses a random exponent ¢ € Z, and outputs a ciphertext
CTip|, (LML) 28

C=Q" M, Cy=g',Ci=F(ID|,)", C, = (wi" 1) , C3 = (Wi,

HSRE.Decrypt(C’T[DV7(GL7ML),SKID/M(GL/’ML/),PP): If (ID‘[ = ID/’[) A (GL = GL/) VAN (ML # ML/), then it
outputs a message as

2 —1

M= (TTe(CK)- (eCos)-elCa.k) ™)

Otherwise, it outputs L.

Assumption 1 (Weak Bilinear Diffie-Hellman Inversion [5]). Let (p,G,Gr,e) be a bilinear group of prime
order p. Let g be a random generator of G. The decisional g-weak Bilinear Diffie-Hellman Inversion*
(¢-wBDHI*) assumption in G is that if the challenge tuple

2

D= ((p,G,Gr,e),8,8%8" ,...,8",g") and Z

are given, no PPT algorithm A can distinguish Z = Zy = e(g,¢)*"'? from Z = Z; = e(g,g)° with more
than a negligible advantage. The advantage of A is defined as Adv%"”*""(1) = | Pr[A(D,Zy) = 0] —
Pr[A(D,Z,) = OH where the probability is taken over the random ch01ce of g 6 G, the random choice of
a,b,c € Z,, and the random bits used by A.

Theorem 6.1. The HSRE scheme is selectively IND-CPA secure if the L-wBDHI* assumption holds.
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Proof. Suppose there exists an adversary .A that breaks the security of HSRE with a non-negligible ad-
vantage. A simulator 5 that solves the L-wBDHI* assumption using .4 is given: a challenge tuple D =
((p,G,GT,e),g,g“,g“Z, ... ,g“L,gb) and Z where Z = e(g,g)““lb or Z =e(g,g)¢. Then B interacts with A
as follows:

Init: A initially submits a challenge hierarchical identity ID*|, = (I{,...,I;) of depth £ < L and challenge
labels (GL*,ML*).
Setup: B selects random exponents 7', u}, ..., u; ,w,v|,wh,v, € Z, and creates public parameters implicitly
setting o = a’*! as

aL+1—i

4

L+1—i I L / 1 /

g h=[1("" )7"g" m=g"g", ... ui=g"" g" ..., u=g"g",
i=1

—GL*

wi =g%g"1, vi = (g%) " g", wa=g%g"2va = (g) M g, Q=e(g% 8" ).

Query 1: A adaptively request delegate keys and private keys. If this is a delegate key query for ID
it handles this query as follows:

&, then

* Case ID|y ¢ Prefix(ID*|,): In this case, there is an index j € [k] such that /; — I} # 0. It selects random

exponents r{,r2,r3 € Z, and creates a delegate key by implicitly setting r| = —al /(I = Ij*) +7r) as
k
Lit=iviy (=I7) [(1;=13) ¢ _ai\ =W+ X5 ) /(=1 NG
Ky = H (ga f)( )/ Uj _,)(gaf) ( yuidi) /(1 _1)(hHui)rl’
1<i j<k i=1

K| = (gaf)1/(1,‘*1_,*)(3;/17 {KSJ _ (ga”l*”f)*l/(lfl_}-’)(gaf')fu,’-/(ljflf)ulfi }f:k+1'

If this is a private key query for ID|; and (GL,ML), then it handles this query as follows:

* Case ID|y ¢ Prefix(/D*|,): In this case, there is an index j € [k] such that /; — I # 0. It selects random

exponents {5, 73 € Z, and creates a private key by implicitly setting r| = —a’/(I; — I) + r{ as
k
—itjN ([ —T* I i\ — (W Y5 I i—I NG
Ky — H (gaLH ﬂ)(z, )/ (1) (g“’) (WX wils) /(I =1}) (hHuf’)r‘ ~(W1GLV])r2W;3,
1<ij<k i=1

K] — (gaj)l/(ljfl}f)g—r’17 K2 :gfrz7 K3 :g7}’37 K4 _ (WIZWLVQ)}B'

* Case ID|; = ID*|; AGL # GL*: It selects random exponents ry,r5,r3 € Z, and creates a private key
by implicitly setting r» = —a*/(GL — GL*) + 1} as

Ky — (hﬁu;’")” . (gaL)f(w/lGLﬂ/l)/(GLfGL*)(W?Lm)r/zw?’ P
i=1
K, = (gaL)l/(GLfGL*)gfréj K; = g7r3’ Ky = (Wg/ILVZ)r3.

* Case ID|; = ID*|y AN\GL = GL* AML = ML*: 1t selects random exponents ry,r»,ry € Z, and creates
a private key by implicitly setting 3 = —al + r} as

g / J
Ko= (h]Tui)" (wf"0)" - () "wh, Ki=g"" Ka=g 7",
i=1
K; = gal‘gfrg7 K, = (gaL)*(leML+V,2)(W]2VILv2)rg.
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Challenge: A submits two messages M, M. B flips a random coin u € {0, 1} internally. Next, it implicitly
sets t = b and creates a challenge ciphertext as

C:Z'MZ, Co = gb’ C, = (gb)h/+2f:luf-1i*’ C, = (gb)w’lGL*Jrv/l’ C; = (gb)w’zML*+v’2'

Query 2: Same as Query 1.
Guess: Finally, A outputs a guess p'. If 4 = u’, B outputs 0. Otherwise, it outputs 1. 0

7 Conclusion

In this paper, we have shown for the first time that it is possible to construct RHIBE schemes that provide
the key revocation function by generically combining underlying cryptographic primitives and tree-based
revocation methods. The first result is the RHIBE-CS scheme which combines HIBE schemes and the CS
method. In this scheme, a ciphertext consists of O(¢n) HIBE ciphertexts and an update key consists of O(rn)
HIBE private keys where / is the level of a hierarchical identity, n is the depth of a binary tree, and r is the
number of revoked users. The second result is the RHIBE-SD scheme which combines HIBE and HSRE
schemes, and the SD method. In this scheme, a ciphertext consists of one HIBE ciphertext and O(¢n?®)
HSRE ciphertexts, and an update key consists of O(r) HSRE private keys. The third result is the RHIBE-CS
scheme with shorter ciphertexts that uses an HIBE scheme with constant-size ciphertext and a better identity
encoding method. In this scheme, a ciphertext consists of O(¢) HIBE ciphertexts and an update key consists
of O(rn) HIBE private keys.

From this study, we left some interesting problems. The first one is to construct a revocable attribute-
based encryption (RABE) scheme by generically combining an ABE scheme and the tree-based revocation
method. In HIBE, it is possible to associate an identity with a leaf node in a binary tree, but in ABE, it is not
easy to do that. The second one is to improve the RHIBE-SD scheme to have shorter ciphertexts. In order
to reduce the ciphertext size of the RHIBE-SD scheme, a method of aggregating multiple HSRE ciphertexts
into a single ciphertext is needed. The third one is to improve the update key size of the RHIBE-CS scheme
with shorter ciphertexts.
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