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Abstract

In 2018, the longest vector problem and closest vector problem in local fields were
introduced, as the p-adic analogues of the shortest vector problem and closest vector
problem in lattices of Euclidean spaces. They are considered to be hard and useful
in constructing cryptographic primitives, but no applications in cryptography were
given. In this paper, we construct the first signature scheme and public-key encryp-
tion cryptosystem based on p-adic lattice by proposing a trapdoor function with
the orthogonal basis of p-adic lattice. These cryptographic schemes have reason-
able key size and efficiency, which shows that p-adic lattice can be a new alternative
to construct cryptographic primitives and well worth studying.
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1. Introduction

Since Diffie and Hellman invented public-key cryptography in 1976 [4], quite a few
public-key cryptosystems based on computationally hard mathematical problems
have been proposed.

Two famous hard problems are integer factorization and discrete logarithm prob-
lem, based on which lots of cryptosystems have been constructed. For example, the
first practical public-key cryptosystem RSA [21] is based on integer factorization.



The ElGamal cryptosystem [7] is based on the discrete logarithm problem in finite
fields. The elliptic curve cryptosystem is based on discrete logarithm of elliptic
curves over finite fields [10, 17], and hyperelliptic curve cryptosystem is based on
discrete logarithm of Jacobian of hyperelliptic curves over finite fields [11]. The two
problems have not been proven to be NP-hard yet, and Peter Shor [23] found quan-
tum polynomial time algorithms in 1994 for them, which yields that the classical
public-key cryptosystems such as RSA and ElGamal would be broken under future
quantum computer.

However, there are also other computationally hard mathematical problems that
can be employed to construct public key cryptosystems. For instance, multivariate
cryptography [14] is based on solving system of nonlinear equations over finite fields.
The McEliece system [15] is based on decoding a random linear code over finite
fields. Lattice-based cryptography [16, 8] is based on the shortest vector problem
and closest vector problem in lattices of Euclidean spaces. These computational
problems have been shown to be NP-hard, and the corresponding cryptosystems
are widely believed to be quantum-resistant, which are the main candidates in the
standardization of post quantum cryptography initiated by NIST [26]. Specially,
some new hard computational problems have been proposed in the standardization,
such as computing isogeny between elliptic curves [6, 13]. But it is still unknown if
computing isogeny between elliptic curves is NP-hard or not.

Motivated by lattice-based cryptosystems, one of the most promising post quan-
tum cryptosystems, Deng et al. [2, 3] introduced some new computational problems
in p-adic lattices of local fields, the longest vector problem and closest vector prob-
lem which are the p-adic analogues of the shortest vector problem and closest vector
problem in lattices of Euclidean spaces. It was expected in [2, 3] that the new prob-
lems can be used to construct public key cryptosystems, which was left as an open
problem.

In this paper, we try to solve the problem by constructing a signature scheme and
a public-key encryption scheme. The basic idea is very similar to the code-based
McEliece system [15] or the lattice-based GGH scheme [8], that is, we adopt a good
basis as the private key and transform it into a bad basis as the public key. With
the good basis, we can efficiently solve the hard problem in p-adic lattice, while
the bad basis looks random that may not help solve the hard problem. We show
that an orthogonal basis for a given p-adic lattice can be the good basis. More
precisely, we show that if there is an orthogonal basis for a given p-adic lattice,
then the longest vector problem and closest vector problem in local fields are easy
to solve. Then the orthogonal bases can be used to construct trapdoor information
for cryptographic schemes. Finally we propose a signature scheme and a public-key
cryptosystem based on p-adic lattices.

We would like to point out that as main candidate of the post quantum cryptog-
raphy, cryptography based on lattices in Euclidean spaces have obtained extensive



study in recent years. However, p-adic lattices do not gain any attention. As the
p-adic analogues of the lattices in Euclidean spaces, it is reasonable to expect that
the problem could be quantum-resistant. Our results shows that p-adic lattices may
be useful in cryptography and it is worth for further study, which provides a new
alternative candidate to construct cryptographic primitives. Just as Neal Koblitz
said in the Preface of his book [12]: “But in the rapidly growing field of cryptogra-
phy it is worthwhile to continually explore new one-way constructions coming from
different areas of mathematics.”

Roadmap. The paper is organized as follows. We recall basic fact about local
fields, the p-adic lattices, the longest vector problem (LVP) and closest vector prob-
lem (CVP) in Section 2 and present the fast algorithms to solve LVP and CVP in
local fields with the help of an orthogonal basis in Section 3. We then construct a
signature scheme in Section 4 and a public-key cryptosystem in Section 5. We give
some possible attacks to our schemes in Section 6 and we report our experimental
results in Section 7. We present some improvements to the public-key encryption
scheme for the purpose of efficiency in Section 8.

2. Local fields and p-adic lattices

In this section, we recall some basic facts about local fields, see [2, 3]. For detailed
study of local fields, please see [9, 1, 22].

2.1. Basic facts about local fields

Let p be a prime number. For x € Q with x # 0, write x = pt% with t,a,b € Z
and p t ab. Define | z [,= p~* and | 0 |[,= 0. Then | - |, is a non-Archimedean
absolute value on Q. Namely, we have: (1) | = |,> 0 and | z |,= 0 if and only if
2=0; (2) | zy [p=l 2 [l y |p; 3) [z +y [p< max(| z |p, [y |p). If |z [,#] y [p, then
o+ g lp= max(| @ |ps | y |).

Let @, be the completion of @ with respect to | - |,. Denote Z, = {z € Q, ||
x [p< 1}. We have

(oo}
Qp={>_ap'|a; €{0,1,2,...,p—1},i > j,j € Z},

1=y
and

(oo}
Zp:{Zaipi |a; €{0,1,2,...,p—1},i > 0}.
i=0

Zy is compact and Q, is locally compact. Z, is a discrete valuation ring, it has
a unique nonzero principal maximal ideal pZ, and p is called a uniformizer of Q,.



The unit group of Z, is Z; = {z € Q, || z [,= 1}. The residue class field Z,/pZ,
is a finite field with p elements.

Let n be a positive integer, and let K be an extension field of Q, of degree n.
We fix some algebraic closure @p of Qp and view K as a subfield of @p. Such K
exists. For example, let K = Q,(a) with o™ = p. Because X" — p is an Eisenstein
polynomial over Q,, it is irreducible over Q,, then K has degree n over Q,. Further,
there are only finitely many extension fields of @, of degree n contained in @p, see
[18]. The p-adic absolute value (or norm) | - |, on Q, can be extended uniquely to

1

K, ie., for z € K, we have | z |,=| Ng/q, () |p, where Ng /g, is the norm map
from K to Q,. K is complete with respect to | - |,. See [1] for a proof.

Denote O = {z € K || z [,< 1}. Ok is also a discrete valuation ring, it has
a unique nonzero principal maximal ideal TOg and 7 is called a uniformizer of K.
Ok is a free Z,-module of rank n. O is compact and K is locally compact. The
unit group of Ok is O = {z € K || = |,= 1}. The residue class field Ok /7Ok
is a finite extension of Z,/pZ,. Call the positive integer f = [Ox /7Ok : Z,/pZy)
the residue field degree of K/Q,. As ideals in Ok, we have pOx = 7°Ok. Call
the positive integer e the ramification index of K/Q,. We have n = [K : Q,] = ef.
When e = 1, the extension K/Q, is unramified, and when e = n, K/Q, is totally
ramified. Each element x of the multiplicative group K* of nonzero elements of K
can be written uniquely as x = un® with u € O} and t € Z. We have p = ur® with
uwe Ok, s0| 7= p~c. The valuation group of K is

z
(ol e e K*}=pf.

2.2. Efficient computations in local fields

In this subsection, we describe how to do efficient computations in local fields.

We give a degree-n extension field K of Q, by giving a monic degree-n irreducible
polynomial f(z) € Zy[z]. Let 6 € Q, be a root of f(x) =0, then let K = Q,(0). If
f(z) is an Eisenstein polynomial, then K is totally ramified over Q,, see [1].

Let ao € K, we express « as a polynomial of § of degree < n with coefficients in
Qp- The map

a: K — K

is defined as a(f8) = « - 8, i.e., the map from K to K by multiplying «. This
map is Qp-linear. The norm N /g, () is the determinant of the map a. We can
take the basis (1,60,60%,...,0"!) of K over Q,, then representing the map @ by an
n x n-matrix over Q,. The determinant of this matrix is the norm Ng/q (). So
we can efficiently calculate the p-adic absolute value |a],.

Let a,...,ay be a basis of K over Q,, and let 5 € K. Using the following



method, we can represent 3 as a Q,-linear combination of ay, ..., a,. Write
(651 1
Q9 0
=B
ay, gnfl

with B € GL,,(Qp). It is clear that

1 aq
0 ) o2

ﬁ:(bl,bg,...,bn)' : :(bl,bg,...,bn)-B_ .
9n—1 ay,

2.3. p-adic lattices, LVP and CVP

In [2, 3], two new computational problems in p-adic lattices are introduced, they
are the Longest Vector Problem and Closest Vector Problem. We first review it
briefly.

Let p be a prime number, and let K be an extension field of Q, of degree n,
where n is a positive integer. Let m be a positive integer with 1 < m < n. Let
o1,...,0a, € K be m many Qp-linearly independent vectors. A lattice in K is the
set

Llag,...,qm) = {Zaiai | a; € Zp,1 <i<m}
i=1

of all Z,-linear combinations of a1, ..., a,,. The sequence of vectors oy, ..., ay, is
called a basis of the lattice L(av, ..., ). The integers m and n are called the rank
and dimension of the lattice, respectively. When n = m, we say that the lattice is
of full rank.

2.3.1. Longest Vector Problem(LVP)

For any element o = > | a;; € L, since each a; € Z,,, we have

m
| o [p=| ;ai@i [p< 1?%%”“ a;a; [p) < 121%);1“ @ |p)-
1=
This indicates that the length | « |, of any element of the p-adic lattice £ is bounded
above. Since the valuation group of K is discrete, as a subset of K, the set of lengths
of elements of the lattice L is also discrete.

Definition 2.1. [2, 3] Let L = L(ay,...,qy) be a lattice in K. We define recur-
sively a sequence of positive real numbers: A1, Az, A3, ... as follows.



AL = ,
1= max (| i |p)

N1 =max{| z |p|z € L,| z |p< A\j} for j > 1.
We have A\; > Ay > A3 > ... and limj_,oo )\j = 0.

Definition 2.2. [2, 3] Given a lattice L = L(a1, ..., anm) in K, the longest vector
problem (LVP) is to find a lattice vector v € L such that | v |,= Aa.

Theorem 2.3. [2, 3] Given a lattice L = L(av, ..., qn) in K. Fiz an integer j > 2.
There exists an algorithm to find a lattice vector v; € L satisfying | vj [,= \;. The

algorithm takes O(pm(j’l)) many p-adic absolute value computations of elements of
K.

2.3.2. Closest Vector Problem(CVP)

Given a target vector t € K. Since the function
L—Ruv—|t—v],

is continuous on the compact set L, it can take the minimum and maximum on L.
Set

MminZIvnei£1|t—v|p andumaxzrglea2<|t—v|p.

If t € L, it is obvious that we have ppi;, = 0 and pimax = A1. Here \p is the same as
in Definition 2.1. So we below assume ¢ ¢ £. Hence pmin > 0. Since the valuation
group of K is discrete, the above distance function will take only finitely many
values. So we have the following definition.

Definition 2.4. [2, 3] Let L = L(a, . .., ) be a lattice in K and lett € K —L be
a target vector. Define s positive real numbers py > pg > ps > -+ > g as follows,
where s is a positive integer.

{/-1’15/-1’27M37"'5/J’S} = {| t—wv |P‘ v € ‘C}
S0 fimax = p11 and fimin = fbs-

If | t [p> A1, since | ¢t — v |p=]| ¢ |p, We have fimin = fmax =| t |p. So we below
assume | ¢ [,< Ap.

Definition 2.5. [2, 3] Let L = L(a1,...,am) be a lattice in K and let t € K — L
be a target vector with | t |,< A\1. The closest vector problem (CVP) is to find a
lattice vector v € L such that | t — v |p= lmin.



3. Solving LVP and CVP with orthogonal bases

3.1. Orthogonal bases

Let p be a prime. Let V' be a left vector space over Q,. A norm on V is a function

|-1:V—R
such that:
(#1) |v| =0,Yv €V, and |v| =0 if and only if v = 0;
(1) |av| =z|p - [v|,Vz € Qp,v € V5
(153) v+ w| < max(|v], |w|),Vv,w € V.
If | - | is a norm on V, and if |v| # |w| for v,w € V, then we have |v + w| =

max(|v], Jw|). Weil [25] proved the following proposition:

Proposition 3.1. [25, p.26] Let V be a left vector space over Q, of finite dimension
n >0, and let || be a norm on V. Then there is a decomposition V=V +---+V,
of V into a direct sum of subspaces V; of dimension 1, such that

n
|sz| = max lvi|, Vv, € Viyi=1,...,n.
i=1 =r=n
So we can define the orthogonal basis.

Definition 3.2 (Orthogonal basis). Let V' be a left vector space over Q, of finite
dimension n > 0, and let | - | be a norm on V. We call a1,...,a, an orthogonal
basis of V' over Q, if V' can be decomposed into the direct sum of n I-dimensional
subspaces V;’s (1 <1i <n), such that

n
vi| = max |v;|,Vv; € Vi, i=1,...,n
|Z l| 1Si§n‘7’|’ K3 1 9 s Iy
=1
where V; is spanned by «;.

Weil’s proof is not constructive, and he did not give a method to find out an
orthogonal basis. The following is immediate.

Proposition 3.3. Let V be a left vector space over Q, of finite dimension n > 0,
and let | -| be a norm on V. Let ai,...,ay be a basis of V over Q,. If

{loil | vi € Qp- i} (vl | v; € Qp-ay} = {0}, Vi, j = 1,... .m0 # j,

then o, ..., ap is an orthogonal basis of V' over Qp.



Proposition 3.4. Let K be an extension field of degree n of Q,. Let m be a
uniformizer of K. Set
e—1
v-S g,
i=0

where e is the ramification index of K/Q,. Then V is an e-dimensional Q,-vector
subspace of K, and 1,m,..., 77! is an orthogonal basis of V.

Proof. We know 1,m,...,m¢"! is Qp-linearly independent, see [1, p.125, Lemma
1

5.4]. Since |7|, =p~ ¢,

i

{llp | = € Q- 7'} = {0} Up* ¢

Now the result follows from Proposition 3.3. O

3.2. Solving LVP with orthogonal bases
We can prove the following theorem.

Theorem 3.5. Given a lattice L = L(a1, ..., Q) in K. Assume ai, ..., is an
orthogonal basis. Fix an integer j > 2. There exists an algorithm to find a lattice
vector v; € L satisfying

| vj [p=A;.

The algorithm takes O(m) many p-adic absolute value computations of elements of
K.

Proof. Without loss of generality, we can assume
{lailp |i=1,....m} ={v1,...,vs} with vy > -+ > v,

and
lailp =vii=1,...,s.

Then, obviously,
{log, vl [v e Lyv#0} ={log,v;i —k|i=1,...,5k=0,1,2,---}.
Consider the set of valuations
S = {1ogp1/i—k: |0<k<j—i,1<i<min(s,j)}.

Obviously, in decreasing order, the first number of the set S is ;1 = A1, and the
J-th number is A;. If \; = log,, v; — k, we can take the vector v; = pFa;.
The algorithm needs to compute the m many p-adic absolute values of the basis
vectors. We ignore the time of comparing.
O



3.3. Solving CVP with orthogonal bases

We can prove the following theorem.

Theorem 3.6. Let L = L(ai,...,am) be a lattice in K. Lett € K — L be a
target vector with | t |,< A1. Let V(D L) be a k-dimensional Qp-vector subspace
of the field K. Let aq,...,Qm, Qmi1,...,0(k > m) be an orthogonal basis of V.
Suppose the target vector t € V.. There is an algorithm to find a vector v; € L such
that |t — vi|p = pi, for each i =1,2,...,s. The algorithm takes O(n) many p-adic
absolute value computations of elements of K, where n is the degree of K over Q.

Proof. Write

k
t:Zbl-ai, biEQp,iil,...,k.

i=1
For any lattice vector

v:Zaioz,- €L, a; € lp,i=1,...,m,
i=1
we have
[t — v, = max{[b; — ail, - |ail,(1 < i <m), [bja;l,(m+1 <5 <k}
If b; € Zp, then ‘bl — ai|p = |bz‘p > 1. Ifb; € Zp, then
{1bi —ailp [ ai € Zp} ={0,p7(c=10,1,2,...)}.

Assume b; € Zy, for 1 <i <l and b; € Z, for [ +1 <4 < m, where [ is an integer
with 0 <[ < m. Thus,

{It = vlp [ v € L} = {max{|bilp - [elp(1 <@ <1); [bjaslp(m +1 < < k);

P lonlp | 6w =0,1,2,3,. 00(l+ 1 <u<m)}},

where we set p~>° = 0.
Set
N = max{|bi|p - |ilp(1 <1 <1);|bja|p(m+1 <7 < k)}.

Since t € L, we have N > 0. Obviously, s = pimin = N. To obtain the value
max{N,p~ - laylp | ¢, =0,1,2,3,...,00(l+ 1 <u<m)},

we can only consider those indices [ + 1 < u < m for which \au|p > N. Denote d,,
the largest non-negative integer with

p~ . |y lp > N.
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Consider the set
T={N,p - |aylp | cu =0,1,...,dy, with o], > NI+ 1<u<m)}.

Listing the number of the set T', in decreasing order, we get the values of the distance
function |t —v|p, v € L, i.e. the s many positive real numbers pq > po > pz > - >
s such that

{p, o, pss - psy ={lt—v[plve L}

And it is easy to find all vectors v; € £ such that |t — v, = i, i =1,2,...,s.
O]

Similar to Theorem 2.3, if there is no any orthogonal bases, exponential time
algorithms are given in [2, 3].

4. A signature scheme

We present our signature scheme as follows.

Key Generation: We first choose a totally ramified K of degree n over Q,, i.e.,
choose an Eisenstein polynomial f(z) = 2™ + fiz" ™' + ... + fr12 + fn € Zp[a]
satisfying | f,|, = p~" and |f;|, < 1 for 1 <i <n—1. Let 6 be a root of f(z) = 0.
Choose another ¢ € Og = Z,[0] such that Z,[¢] = Z,[0]. Then K = Q,(¢). Let
F(z) € Zy[z] be the minimum polynomial of { over Q, which is also monic and of
degree n. Choose n non-negative integers j; € Z such that the j; (mod n)(1 <14 <
n) are distinct. Set a; = 7i(1 <4 < n). Then a,...,q, are linearly independent
over Qp, thus a1,...,a, is an orthogonal basis. All elements of Ok should be
expressed as polynomials in ¢ of degree < n with coefficients in Z, and ¢ is just a
formal symbol.

Choose a matrix A € GL,,(Z,). Put

B1 ay
e
Brm m
such that the m vectors fB1,..., 05, have the same length or have almost same

lengths. Set
E:Zp-61+...+Zp-Bm:Zp-a1+...+Zp-am.
We need a hash function

H:{0,1} — W:={z|ze K—-L,|z|, =M},
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where A; is the maximum value of the lengths of all vectors in £. This hash
function can be implemented as follows. For the message M € {0,1}*, compute
seed = SHA — 3(M), then using this seed to generate a random element in .
Public key is set to be: (F(z),H,(81,...,0m))-
Private key is set to be: (a1,..., Qm, Qmp1, ..o, Q).
Signing algorithm: For any message M € {0,1}*, choose a random number r of
fixed length, say, r € {0,1}2°¢. Compute

t=H(M | r).

Using the orthogonal basis (a1, ..., @m, @mi1, - .-, &), Bob computes a lattice vec-
tor v € £ which is the closest one to t. If the minimum value of the distance from ¢
to L is strictly less than \;, then output the signature (r,v). If the minimum value
of the distance from ¢ to £ is equal to A1, then choose a new r € {0, 1}256 until the
minimum value of the distance from ¢ to £ is strictly less than A;.

Verification algorithm: The signature is valid if and only if t = H(M || r),v € £
and |t — v, < A1.

The correctness is obvious. For the efficiency, what needs to illustrate is how
many random r’s can yield a valid signature. We have not proven it in theory by
now, but in our experiments, we always generated a valid signature with just one
r. Hence, our signature scheme is very efficient.

Remark. Notice that, if (r,v) is a true signature, then we must have |v|, = A;.
Keeping the notation in the proof of Theorem 3.6, if there is an index w with
l+1 <wu < m such that |byay|, > N, then it holds that the minimum distance
from ¢ to L is strictly less than |¢|,.

5. A public-key cryptosystem

We first present an original public-key cryptosystem as follows.
Key Generation For the sake of clarity, we repeat the necessary notation. We
first choose a totally ramified K of degree n > 1 over Qy, i.e., choose an Eisenstein
polynomial f(z) = 2™ + fiz" ' + ... + fo1z + fn € Zpla] satistying |ful, = p~*
and |fil, < 1for 1 < i <n—1. Let 6 be a root of f(z) = 0. Choose another
¢ € Ok = Zy[8] such that Z,[¢] = Zp[6]. Then K = Q,(¢). Let F(x) € Zy[z] be
the minimum polynomial of ¢ over Q, which is also monic and of degree n. Choose
n non-negative integers j; € Z such that the j; (mod n)(1 < i < n) are distinct.
Set a; = ¢i(1 < i < n). Then ay,...,q, are linearly independent over Q,, thus
ai, ..., 0, is an orthogonal basis.

Choose a positive integer m < n. Choose a real number § > 0. All elements of
Ok should be expressed as polynomials in ¢ of degree < n with coefficients in Z,,.



12

Choose a matrix A € GL,,(Z,). Put

B1 ai
L] =4
B Qm,
such that the m vectors f1,..., 05, have the same length or have almost same

lengths. Set
L=Dp B+ ...+ Ly By =ZLp- 01+ ...+ Ly .

Public key is set to be: (F(x),0, (B1,.--,0m))-

Private key is set to be: (A, (a1,...,ay)).
Encryption: For any plaintext (ay,...,a,) € {0,1,...,p—1}™, Alice first chooses
randomly 7 € K with |r|, < p~?, computes the ciphertext

C=a1pi+ - +apbm+rekK

and sends C' to Bob.

Decryption: When Bob receives the ciphertext C, using Theorem 3.6 with the
orthogonal basis (aq,...,qa,), he computes a lattice vector v € L which is the
closest one to C'. Write

v=bra; + ...+ bpam, biGZp,
then the plaintext is
(bi,...,bm)-A71 (mod p).
For the correctness, we can prove that:

Theorem 5.1. The decryption is correct if it holds that j; < én for 1 <i < m.

Proof. Since there is a lattice vector a1 51 + - - - + @y B such that |C' — (a1 81+ -+
amBm)lp < p~°, we have |C —v[, < p~°. Write C = v + 7/ with ||, < p~%. We
have

C’z(al,...,am)~A +T:(b1,...,bm)- + 7

Set
(c1,.. . 0m) =(a1,...,am) - A, ¢ €Z,.

We have

m

| (e = ba) i [p= [ — 7l < max{|ry, 1]} < p~°.
=1
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Since aq, . .., q,, is an orthogonal basis, we have

m

| z;(cz — b)) |p= lfgﬂifg;ﬂci —bilp - |aulp) <p™
i

)

Since

Jq

|ailp =107, =p"
if there is some index 1 < i < m with ¢; — b; € Z;7 then we have

_di _

p n <p g
i.e.,(5<%’. So ¢; = b; (mod p) for each 1 < i < m if we have j; < dnfor 1 <i<m.
O

For the efficiency, what needs to illustrate is how efficient to generate a random
r € K with |r], < p~°. As & becomes bigger, it is harder to generate such r. In
Section 7, we present some experimental results.

Remark. Our scheme is similar in its algorithmic nature to GGH scheme [§]
based on lattices in Euclidean spaces and McEliece scheme [15], but the domains in
which these operations take place are vastly different.

6. Heuristic security analysis

We do not present any formal security proof for our cryptosystems since the prob-
lems in local fields are relatively very new. Instead, we give some possible attacks
to our schemes in this section.

6.1. Recovering a uniformizer

Given a local field K, even a special local field, e.g., a totally ramified one, if
we could find out a uniformizer of K, then the above public-key cryptosystem
and signature scheme would be broken completely. However, as mentioned in [2,
3], uniformizers are just the second longest vectors in the p-adic lattice Ok, so
recovering a uniformizer is a special LVP-instance in O . Since there is no second
algorithm to compute it except the one mentioned in [2, 3], which is exponential in
the dimension of the lattice, we believe that it is hard to recovering a uniformizer
of a given local field.

6.2. Finding an orthogonal basis

Now, given a general basis of a p-adic lattice, there are no any known algorithms
to find out an orthogonal basis of the lattice if it has. Notice that, not all p-adic
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lattices necessarily have orthogonal bases. If we assume that an orthogonal basis
of p-adic lattices is hard to compute, then it is difficult to recover the private key
from the public key.

6.3. Solving CVP-instances

Obviously, if we could efficiently solve the CVP-instances, then the above public-key
cryptosystem and signature scheme would be broken completely. If we assume the
CVP is hard under a random basis of a lattice, then an illegal user is difficult to
forge a true signature and recover the plaintext from the ciphertext.

One may argue that it may be not necessary to solve the CVP problem to break
the encryption cryptosystem, since what we need to recover the plaintext is not
(di,...,dp) = (by,...,bm) - AL, but just (di,...,d,) mod p. Notice that the

B
ciphertext C' is closest to (di,...,dm) : by the decryption process. Giv-
Bm
en an m-dimensional p-adic lattice basis B and a target ¢, we define CVP,(B,?)
as the problem to recover (di,...,d,,) mod p, where (di,...,d,,) is the coeffi-

cients of some lattice vector closest to ¢ under the basis B. It is easy to show
that given an oracle to solve CVP,(B,t), we can find a very good approxima-
tion of the vector in L£(B) closest to t, which means that even to find the coeffi-
cients modulo p is very difficult. Roughly speaking, we can run the oracle to solve
CVP,(B,t) and get a returned solution (di,...,d,,). Then we know there exists
(d1,...,dm) € Zy' such that (dy,...,dm) - B is a lattice vector closest to ¢, and

(di,...,dn) modp = (di,...,dn). We can continue to run the oracle to solve
CVP,(pB,t — (d1,...,dy,)B) and get a returned solution (dy,...,d,,). Then we
know there exists (di,...,d,) € Z;' associated with a closest vector, such that

(dy,...,dp) mod p? = (di + pdy, ... dm + pczl)‘ Repeating the process several
times, we can recover (di,...,d,,) mod p* for k polynomial in m, which is enough
to yield a lattice vector that is very close to the target. Hence, to find the coefficients
modulo p is still very difficult.

6.4. Modulo p attack

We look at a so-called Modulo p attack for the above public-key cryptosystem. It
is similar to Nguyen’s attack [19] for the GGH cryptosystem.
For the ciphertext
C=a181+ - +anbm+r

with |r|, < p~%. Denote the ring of integers of K by Ok, i.e., those elements z of
K with |z|, < 1. We know Ok = Z,[¢]. We express C, S, ..., Bm,r as polynomials
of ¢ with coefficients in Z,, then equating the coefficients of 1,¢,...,¢(" ! of the
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two sides of the above equation, we obtain a system of n linear equations with
coefficients in Z,. Write

n—1
r= Zﬁ"(i, s € Lip.
i=0
If ¢ would be a uniformizer of K, then since |¢*|, = p~#, we have

).

Sl

rlp = Ogrglgaf_l(lrﬂp "D

Since |r|, < p~°, we have
i—dn

rilp <p™=

If i < én, then p | ;. Since the ris are unknown, reducing the above system of
linear equations modulo p, we get a system of R linear equations over the finite
field F,, and the unknowns are just the plaintext (ai,...,a;), where R is the
number of indices 0 < i < n — 1 with ¢ < én. Assume the linear equations are
linearly independent over F,, we can determine R unknowns as functions of other
unknowns. We have proved the following.

Proposition 6.1. If  would be a uniformizer of K, then the above Modulo p attack
can at most reduce the search space of plaintexts from p™ to p™ T, where R is the
number of indices 0 < i <n—1 with i < n.

However, in general, ¢ is not a uniformizer of K, so 1,(,...,¢" ! is not an
orthogonal basis, so the above Modulo p attack fails. Further, we can let { be a
unit of Og. Usually, the positive real number ¢ is < 1. Otherwise, if § > 1, it is
easily seen that, when writing r as a polynomial of {, the coefficients are all divisible
by p and the above Modulo p attack will apply.

6.5. Transcript attacks to our signature

Given some pairs (message, signature), the authors in [20, 5] described successful
transcript attacks to GGH signature and NTRU signature. However, these signa-
tures are based on lattices in Euclidean spaces. Our p-adic lattices are completely
different from lattices in Euclidean spaces. We believe that the transcript attacks
in [20, 5] are not suitable to p-adic lattices.

7. Experimental results

To verify the efficiency of our cryptosystems, we did some experiments on a personal
laptop with Windows 10 operation system, i5-10210U CPU and 8-GB memory. We
report some experimental results in this section.
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7.1. General strategies

Denote Z,) := {x € Q| |z|, < 1}, i.e., the localization of Z at p. We can choose an
Eisenstein polynomial f(z) = 2™ + fiz" ™' + ... 4+ fa_12 + fn € Zy)[2] satisfying
|falp =p ' and |f;], <1for 1 <i<n—1. Choose ¢ € Z) (0] such that § € Z,)[¢].
Then F(x) € Zy)[z]. Choose the matrix A € GLy,(Z(y)). Let

1 1
¢ 0
. =B
Cn.—l en.— 1

such that the matrix B is in GL,(Z()), then we have 6 € Z,)[¢]. Then all com-
putations can be done via polynomials in ¢ of degree < n with coefficients in Z,)
and (¢ is just a formal symbol. Note that Z C Z,) C Z, and Z is dense in Zj, so
Zp) is large enough to work with.

For a positive integer D, denote

C(D) = {%|a,bez,\a| gD,o<bgD,p+b} C Zy

In our experiments, when randomly choosing elements of K, we choose a poly-
nomial of ¢ with coefficients in C(D) for some D > 0.

7.2. Generating the keys

It is easy to generate the keys needed in our signature scheme and public-key cryp-
tosystem. We provide a relatively small example as follows.

For n = 200 and p = 2, we construct polynomials f(z) = 2% + leigl fi2zt + 2
with f; € {0,1}. The calculations are all in GP/PARI Version 2.13.0. For instance,

F(z) = 2200 4 25197 4 97195 | 94,190 | 9,189 | 9,185 | 9,180 | 9,179 | 9,175
1074 4 9171 4 9 167 | 9,163 4 o 161 | 9 158 4 9,157 | 9153 | o, 152
10150 4 9,149 | 9145 | 9 144 4 o 143 | 9 141 4 9,138 | 9 137 | 9,135
+ 22132 4 2131 4 94126 4 22122 4 95120 4 94116 4 9p 115 | 9g 114 4 94113
4 2z 4 22199 4 9108 | 9,106 | 9,105 4 99,104 4 9998 1 9495 4 2293
10290 | 088 | 08T | 985 | 983 | 982 4 981 4 9,79 4 o734 o) 72
+ 2296 4 2203 4 2202 4 2201 4 2259 4 2258 4 2257 4 2255 4 2253
10252 051 | 0249 | 048 | 9 dd | 942 | 938 | 936 4 o35 | o034
42232 0230 | 9028 | 9027 | 9024 4 9023 4 9013 4 9012 4 9011 4 9,10
+ 2% + 228 + 227 4 225 + 225 4 223 + 22 + 2.
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Let ( =1+ 211291 Bs ;416" with B ;41 € {0,1}. We use the function “random()”
to construct ¢ in GP/PARI. Moreover, we get the matrix B and compute whether
B € GL2go(Z(p)) or not. In this example, we construct 20 (’s and there are 9 (’s
satisfying Z9)[C] = Z(2)[0)].

In our experimental results, for a fixed f(x), the probability of Z,[(] = Z)[0] is
about 1 —1/p. Note that we do not need to prove the probability. Our experimental
results show that it is easy to construct B such that Z,)[C] = Z, [0].

For m = 100, we construct a lattice £ = @;c5Z26" with rank 100, where S =
{0,1,6,8,9,11,14,15,17, 19, 20, 21, 22, 23, 25, 27, 28, 29, 30, 31, 32, 42, 43,45, 47, 48,

49,50, 51,53, 54, 55, 61, 67, 70, 72, 75, 80, 82, 83, 84, 87, 89, 91, 96, 97, 98, 101, 104, 106
107,108,109, 110, 111,112, 113,114, 117, 118, 119, 120, 124, 126, 127, 130, 131, 132,
137,138, 139, 140, 147, 149, 150, 152, 154, 156, 158, 159, 161, 162, 163, 164, 165, 167,

170,173,177,178,180, 181, 183,185, 187,190, 191, 192, 194, 198}.
Let

C:1+9+96+911+914+915+921+022+927+028+930+943+948+950
4 951 + 955 4 961 + 970 + 983 + 984 4 991 =+ 997 + 0101 + 9104 + 9109 + 9112
4 9117 4 9119 4 9120 + 9124 + 9126 + 9127 + 9130 + 9131 4 9138 T 9139 4 9150
4 9154 4 9161 4 9167 4 9170 + 9177 + 9180 + 9187 + 9190 T 9191 T 9194 4 9198.

We have that Z)[¢] = Z)[f]. Moreover, let 3; = ¢!, we can construct a
matrix A € GLjgo(Z(2)) and get a basis i, ..., B100 of £ and all By, ..., B100 have
length 1.

7.3. Generating a valid signature is easy

Using the example in the previous section, for any element in W (see Section 4),
we find that we can always generate a valid signature with just one r. That is, for
any generated ¢ € W in our experiments, i.e., t € K — £ and |t|]a = A\ = 1, we
can always find a lattice vector v € L such that |t — v]a < 1. So it is very easy to
generate a valid signature for a legal user.

7.4. Generating error vectors in the public-key cryptosystem

. 199 .
In our experiments, we choose r = > .7 (", where the r; can be chosen randomly.

For instance, we assume r; € {0,1,2,3}. We choose randomly 1000 such r’s, the
length distribution is as follows.

2 3 4 5 6 7 8 9 _ 10
logy |rf2| 0 ~ 200 200 200 200 200 200 200 200 _ 200 _ 200

#ofr’s| 531 232 114 54 32 15 12 3 2 4 1
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Thus, when we choose a suitable positive number §, which depends on n, it is
relatively easy to generate an error vector r needed in our public-key cryptosystem
when ¢ is small. Notice that by modulo p attack, if ¢ is small, the schemes appear
more secure. However, by Theorem 5.1, if § is small, the size of plaintext should be
also small to ensure the correct decryption. Our experiments show that the scheme
can at least work well for short messages.

7.5. A toy example

In order to illustrate the encryption and decryption of our public-key cryptosystem,
we provide a simple example in this subsection.

For n = 20 and p = 2, we choose an Eisenstein polynomial f(z) = 220 + 2213 +
2212 4+ 221 + 2210 4+ 229 4 228 4+ 227 + 225 + 225 + 223 + 22 + 2. Let 6 be a root
of f(z). Let ( = 1+ 60+ 63, and we can prove that Zs[¢] = Z3[f]. The minimal
polynomial of ¢ is

F(x) =220 — 202" + 19028 — 112027 + 455526 — 1347025 + 296702
— 485003 + 54972212 — 266502t — 57366210 4+ 20268427 — 37805228

+ 50497027 — 5024442°% + 3703062° — 200173z + 790342 — 21942422
+ 3548z — 167.

Choosem=4,5:%,a1:1,a2:9,a3:93,a4:94anda5:92and

a; = 67! for 6 < i < 20. We also choose a matrix

1 0 0 0
1 1 10
A= 1 01 0|’
1 0 0 1
such that
51 a1
B2 as
=A
B3 as
Ba oy
Set

£:Z2~ﬁ1+...—|—Z2-ﬁ4:Z2~0¢1—|—...—|—ZQ'O(4.

By simple computation, 81 =1 and (2 = (.
Denote ¢ = 755873885678037304696930874820307, and we use {1,¢,...,(*} to



represent 3 and (4 as follows.

B3 = — 27108923760453500594114368147861 /¢ - ¢1*
+ 521865611374523349857486121811703 /¢ - ¢'8
— 4760849839441657400327526846175084 /¢ - (17
+ 26816406582145252327839682159453914 /¢ - (16
— 103574920689378774115698374019031382/c - ¢*°
+ 288537866250541205172041717367828630/c - ¢
— 591666988994440980962096953798261066 /¢ - ¢*3
+ 880486236199407313977260487157615142 /¢ - ¢**
— 847065367242050264224160859445656349 /¢ - ¢1*
+ 108784039738974345225480374806101259 /¢ - ¢1©
+ 1622622535668312013674731473089538162/c - ¢°
— 4291035648498285373550387869383382644 /¢ - ¢
+ 7094982023780788047526123629913039130/c - ¢7
— 8499558345651875542941790231225642428 /¢ - ¢°
+ 7430432812182187849978710739691760199/c - ¢°
— 4649814507849649080544670183272509081 /¢ - ¢*
+ 2064853893471783755461823390280876643 /¢ - ¢3
— 649379287606029887924510269811865169 /¢ - ¢*
+ 123558509986637049018722991077975950 /¢ - ¢
— 5663239729863841192248147669379477 /¢,

19
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ﬂ4::-—14485353108585552555664586328940/0-(19
+ 282142360554280824676857770025148 /¢ - ¢'®
—-2604335662044401629564144838581234/c~C17
%—14854085039919474501903159588121940/6-C16
—-58145345752844012352543292792092682/8-C15
%*164358157674744212292212426862311214/0~C14
4’342605897386084548079649731170297612/0~C13
%—520399035260841934352319686515883387/0'C12
—-519018682404601896574333009249126758/6-Cll
%—108673223779901487310589235888361376/0-Clo
+890836547840047572823549831049505128/0-C9
—-2464539733980196316682341667727910069/0~C:8
%—4166799880982851676557591639445455750/0~C7
—-5096461474619379338821764808556998440/6-C6
—}—4561219484901653035247116656975063782/6-C5
4’2930760364594071396988494221887661812/c~C4
+1336303410742836395646485681855463078/6'C3
—»431029975161625093731859240266028328/0'C2
+ 85030353159786174819149798559520150/¢ - ¢
— 3439240388429674931731785244955445 / c.
Public key is set to be: (F(x),0 = %, (81, P2, B3, P4))-
Private key is set to be: (A, (a1, as,...,a)).

Encryption: For the plaintext (1,1,0,1) € {0,1}*—{(0,0,0,0)}, Alice first chooses

= (194 (184 3¢16 1 9¢15 L3¢ 14 (18312 9010 4 3¢9 4 90T 4 906 304 3084 ¢

K — L with 27t < |r]y = 2-% < 279 computes the ciphertext

C=pB+B2+Bs+reK

as a polynomial in ¢ and sends C' to Bob.
Decryption: When Bob receives the ciphertext C, using the orthogonal basis
(a1,...,a9), he computes
C = 6945933660 + 36454002008 + 76725586907 + 125642570506

+ 17775907260 + 223444348160 + 24831163820*3 4 2472733089612

+ 24329033500 + 2353654088010 + 222761591260° + 20538044446°

+ 184082508507 + 16117496550° + 14081433276° + 12919864716*

+ 120661890362 + 93638625802 + 6772589230 + 239627447.
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By Theorem 3.6, he computes a lattice vector v = a1 + a2 + as + a4 which is
the closest one to C'. The plaintext is

(1,1,1,1)- A~ = (1,1,0,1) (mod 2).

8. Improvements to the public-key scheme

In this section, we present some improvements to increase the efficiency of the
public-key encryption scheme.

8.1. Expanding the plaintext

Note that we require j; < dn for 1 < ¢ < m for which the decryption is correct,
see Theorem 5.1. Usually, the number of indices j;(1 < i < n) such that j; < dn is
small, so we can only encrypt short messages.

For simplicity, let us suppose the first {(< m) indices j;(1 < ¢ < [) satisfying
ji < dn. Checking carefully the proof of Theorem 5.1, if we let the transform matrix
A between the public basis and private basis have the property that those last m —1
elements of the first | columns of A™! are divisible by p (i.e., let A~ = (b;;) where
the (i, j)-element of A~ is b;;, then we require b;; =0 (mod p) for I +1<i<m
and 1 < j < I), then the decryption algorithm can correctly recover the first [
components of the plaintext. Of course, this will decrease partially the randomness
of the transform matrix A (i.e., we prespecify [(m — ) elements of A~1). However,
the advantage is that we can expanding the plaintext via a random padding as
follows.

We revise the original cryptosystem a bit. In the key generation, after generating
ji’s and 6, denote by I the set of indices j; with j; < én. Alice additionally chooses
a set Z C I and sends the size [ = #Z to Bob. Then Alice can permute the set of
a;’s such that {aq,--+, oy} = {#7i|j; € Z} and generates public key as before.

In the encryption algorithm, the plaintext becomes (a1,...,q;) € {0,1,...,p —
1}!. For any plaintext (ay,...,a;), Bob firstly extends it into

(a1 am) € 10,1, p— 1}"
with random a;41,...,an,, then encrypts it as before. In the decryption algorithm,
Alice just accepts the first [ components of the recovered vector.

8.2. Parameters selection

The main parameters in our public-key cryptosystem are n,m,d and p. We first
look at the distribution of error vectors. An error vector r € K is a polynomial in
¢ of degree < n. We can think that r is a random polynomial in the uniformizer 6
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of degree < n:
T=To —+ 7’19 —+ 7‘292 + ...+ ’I”n_lenil

with r; € Z, for 0 <¢ <n — 1. Since

_ 110y = qopTw
|T|p—0SI?§af_l{|rz|p 101} Ogrglgaf_l{‘rﬁp P}

we see that, [r[, = 1if ro € Z,’. So the probability of [r[, =1 is pp;l. If rg € pZ,
and ry € Z,, then we have |r|, = p~ . So the probability of Irlp, = P s % . %.

Similarly, the probability of |r|, = pw s

1\ p—1
()-p for0<i<mn—1,
p p

and the probability of |r|, < p~!is %_

For p = 2, we see from above, the probability of |r|y = 2% is QL% for 0 <
i < n—1, and the probability of |r|s < 27! is 5. This explains very well the
experimental results in section 7.4.

When choosing an error vector r in K, if the allowable error probability is at
most 1/10, i.e., to choose one suitable r, we need to produce at most 10 7’s, then
we suggest the parameters selected as follows. p should be at most 7. Of course, if
we can allow smaller error probability, we will have more free choice of parameters.

For p = 2, 6 = 0,1/n,2/n, the error probability is 1/2,1/4,1/8, respectively.
Using the technique in section 8.1, we can always assume m = n. We can encrypt
messages of 1, 2, 3 bits, respectively. To obtain a cryptographic security level at
least 289, n should be at least 80.

For p = 3, § = 0, 1/n, the error probability is 1/3,1/9, respectively. m = n > 50.

For p =5, 6 = 0, the error probability is 1/5. m =n > 34.

For p =17, 6 = 0, the error probability is 1/7. m =n > 28.

8.3. The coefficient expansion problem

For the open basis (81, .. ., Bm), since we finally perform a modulo p operation in the
decryption procedure, it is obvious that we can publish (5i,...,8y,) (mod p) only.
This can solve the problem of coefficient expansion in the open basis (81, ..., Bm)-
For example, in the section 7.5, we can publish the open basis as follows.

(Br, B2, B3, B1)  (mod 2) = (1,(, ¢4+ B+ +C O+ CHCHCHCH, P+ +1).

Another problem is the coefficient expansion of the open field polynomial F(z)
of K. For the private field polynomial f(x), we can choose small numbers as coef-
ficients of f(z). But, in general, F'(z) will have large coefficients. The example in
the section 7.5 yields this phenomenon.
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For an element r € K, we use the method in section 2.2 to compute |r|,. Le.,

Irlp = [Niya, ()"

and Ng/q,(r) is the determinant of the n x n-matrix M of the multiplication-by-
r linear map. That is, multiply every element in the set {1,(,...,¢(" "'} by r,
write the results as Z,-linear combinations of 1,¢,...,¢" . For a random r, the
probability of |r|, < p~! is 1/p", see section 8.2. So it is impossible to get a r
with |r|, < p~!. Hence, computing the determinant of the n x n-matrix M = (¢;;),
for any element in M, we can drop the part divisible by p™. That is, we can only
compute the determinant of the n x n-matrix M = (¢;; (mod p")) without affect
the final answer. Therefore, we can only publish F(x) (mod p™).

Furthermore, for example, if we choose p = 2,6 = 2/n, we can drop the parts
divisible by 23. We can only publish F(z) (mod 23).

Therefore, using this technique, we solve perfectly the coefficient expansion prob-
lem in the public key and norm computation.

9. Conclusion

LVP and CVP in local fields may have further applications in cryptography and oth-
er areas. In this paper, we just mention one possibility. The signature scheme and
the public-key cryptosystem constructed in this paper are just an illustration. LVP
and CVP in local fields are new computationally difficult mathematical problems,
it is worth for further study and there are much work to do.

For example, is there a p-adic analogue of the Gram-Schmidt orthogonalization
process in Fuclidean spaces? Notice that the Gram-Schmidt orthogonalization is
only for an lo-norm, not for any norm. We suspect that there is a p-adic orthogonal-
ization process for the norm defined in this paper. Is there a p-adic analogue of the
LLL algorithm for lattices in Euclidean spaces? Is there a p-adic analogue of the
Minkowski’s theorems for lattices in Euclidean spaces [24]? More importantly, we
do not know whether the LVP and CVP are NP-hard, if so, how to do complexity
reduction. We believe that there are many other problems to study.
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