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Abstract

Revocable identity-based encryption (RIBE) is an extension of IBE that satisfies a key revo-
cation mechanism to manage a number of users dynamically and efficiently. To resist quantum
attacks, two adaptively secure lattice-based RIBE schemes are known in the (quantum) random
oracle model ((Q)ROM). Wang et al.’s scheme that is secure in the ROM has large secret keys
depending on the depth of a binary tree and its security reduction is not tight. Ma and Lin’s
scheme that is secure in the QROM has large ciphertexts depending on the length of identi-
ties and is not anonymous. In this paper, we propose an adaptively secure lattice-based RIBE
scheme that is secure in the QROM. Our scheme has compact parameters, where the ciphertext-
size is smaller than Wang et al.’s scheme and the secret key size is the same as Ma and Lin’s
scheme. Moreover, our scheme is anonymous and its security reduction is completely tight. We
design the proposed scheme by modifying Ma-Lin’s scheme instantiated by the Gentry-Peikert-
Vaikuntanathan (GPV) IBE. We can obtain the advantages of our scheme by making use of
Katsumata et al.’s proof technique of the GPV IBE in the QROM.
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1 Introduction

1.1 Background

Identity-based encryption (IBE) whose notion was introduced by Shamir [Sha84] is an advanced
form of public key encryption (PKE). As opposed to the traditional PKE, the common master
public key MPK can be used to encrypt a plaintext for arbitrary users. In particular, encryptors
take MPK and an arbitrary string ID such as user names, e-mail addresses, and so on, like a
public key for a user identified as ID. Due to the feature, an IBE system does not require a
public key infrastructure (PKI). Furthermore, if we consider a system in which numerous users
want to communicate with each other, PKE requires public keys whose number is the same as
that of users, while IBE requires only one MPK. Thanks to these benefits, IBE has been discussed
in the context of several practical applications such as Health care [TWZL08, TWZL09, PSK18],
IoT [MSW15, Sanl6], delay tolerant network [AKGLO07, SKO05], wireless ad hoc network [ddALOS],
P2P network [BRTMO09], private matching [ZC11], cloud computing [KBL13], and so on. The first
practical IBE scheme was proposed by Boneh and Franklin [BF01] over bilinear groups.

Due to the absence of PKI, an IBE system does not have a trivial way to revoke malicious
users dynamically as opposed to the traditional PKE. Therefore, the key revocation mechanism is
indispensable in a practical case. Boneh and Franklin [BF01] addressed the issue and claimed a
naive solution. Simply speaking, if the key generation center (KGC) of an IBE system sends each
non-revoked user ID a secret key of an identity ID||T in every time period T, only revoked users
lose their decryption capabilities. Unfortunately, the solution is inefficient since the KGC has to
sends many secret keys in each time period if a large number of users participate in the system.

Boldyreva et al. [BGKO8] proposed a novel solution to achieve efficient revocation called revo-
cable IBE (RIBE). A RIBE system has three types of keys, i.e., secret key, key update, decryption
key. A RIBE ciphertext depends on a receiver’s identity ID and a time period T as well as a plain-
text M. When a user ID joins the system, he/she receives a secret key skip depending on ID. In
every time period T, the KGC broadcasts a key update kut depending on T. After receiving the
key update, each user ID combines their own secret key skjp and the broadcast key update kut and
derives a decryption key dkip T depending on ID and T. Here, only non-revoked users can derive
well-formed decryption keys. In other words, revoked users ID cannot decrypt ciphertexts ctjp 7 if
they are revoked by a time period T. Compared with Boneh-Franklin’s naive solution, Boldyreva
et al.’s RIBE scheme is efficient since the size of a key update kut is logarithmic in the number of
system users.

In this paper, we propose a RIBE scheme that has several attractive features. To illustrate the
advantages, we explain several factors to be considered in RIBE construction.

Adaptive Security. Adaptive security is desirable security of RIBE that ensures a ciphertext
of any identity ID does not reveal the information for a plaintext M. In contrast, the weaker
notion called selective security only ensures that a ciphertext of a fixed identity ID* who is specified
before launching a RIBE system does not reveal the information for a plaintext M. In other words,
selective security does not ensure the security of the other users ID # ID*.

Post-quantum Security. Since Shor’s quantum algorithm [Sho94] can compute factoring and
discrete logarithm in polynomial time, RIBE schemes based on factoring and Diffie-Hellman-like
assumptions [BGK08, ETW20, ETW21, GW19, HLCL18, LK21, LV09, SE13, Tak21, WES17]
are vulnerable against quantum attacks. Thus, we want a RIBE scheme satisfying post-quantum
security. So far, several RIBE schemes based on the learning with errors (LWE) assumptions [Reg05]
have been proposed [CLLT12, KMT19, Leel9, ML19, TW17, TW21, WZH"19]. Among them, Ma-
Lin’s scheme [ML19] and Wang et al.’s scheme [WZH"19] are the only known schemes with adaptive



security proposed in 2019. To be precise, Ma and Lin [ML19] proposed a generic construction of
RIBE from any IBE. Throughout this paper, we use the Gentry-Peikert-Vaikuntanathan (GPV)
IBE [GPVO08] to instantiate Ma-Lin’s scheme since the GPV IBE is more efficient than other
adaptively secure lattice-based IBE schemes [Boy10, Kat17, KY16, Yam16, Yam17]. Wang et al.’s
scheme [WZH"19] is a modification of the Agrawal-Boneh-Boyen HIBE [ABB10b).

Wang et al.’s RIBE scheme achieves adaptive security in the classical random oracle model
(ROM). In contrast, the security of Wang et al.’s scheme has not been discussed in the quantum
random oracle model (QROM) introduced by Boneh et al. [BDFT11]. If we want to ensure post-
quantum security, a scheme that is secure in the ROM based on the post-quantum computational
assumption is insufficient. Indeed, Yamakawa and Zhandry [YZ20] claimed that there is a natural
cryptographic scheme that is secure in the ROM; however, insecure in the QROM. Thus, Wang et
al.’s RIBE scheme is still insufficient to achieve post-quantum security. We note that there may be
a proof of Wang et al.’s RIBE scheme in the QROM since the Agrawal-Boneh-Boyen HIBE is secure
in the QROM proved by Zhandry [Zhal2b]. In contrast, Zhandry [Zhal2b] proved that the GPV
IBE is also secure in the QROM. Thus, Ma-Lin’s RIBE scheme achieves post-quantum security.

Tight Security. The efficiency of cryptographic schemes depends on the tightness of security
reduction. If the reduction is loose, we should set larger parameters to ensure the concrete security
of cryptographic schemes. Unfortunately, the security of Wang et al.’s RIBE scheme is loosely
reduced from the LWE assumption since the reduction loss depends on the number of secret key
queries made by an adversary and a lifetime of a RIBE system. In contrast, the security of Ma-Lin’s
scheme is almost tightly reduced from the GPV IBE since the reduction loss only depends on the
length of an identity. Moreover, Katsumata et al. [KYY18] proved that the security of the GPV
IBE is tightly reduced from the LWE assumption in the QROM. Thus, Ma-Lin’s RIBE scheme can
rely on the hardness of the weaker LWE problem than Wang et al.’s scheme. As we claimed above,
Wang et al.’s scheme may be secure in the QROM since the Agrawal-Boneh-Boyen HIBE is secure
in the QROM [Zhal2b]. However, the reduction loss of the Agrawal-Boneh-Boyen HIBE in the
QROM is larger than that in the ROM. Thus, even if Wang et al.’s scheme is proven secure in the
QROM, it will suffer from a larger reduction loss.

Anonymity. Most lattice-based IBE schemes satisfy anonymity. The anonymity ensures that a
ciphertext ctjp of anonymous IBE schemes do not reveal not only the information of a plaintext M
but also that of an identity ID. Thus, even if an adversary of an anonymous IBE system successfully
obtains a ciphertext ctp, it cannot guess not only the secret document encrypted as ctjp but also
which user communicated with each other. Although Wang et al.’s RIBE scheme [WZH"19] does
not achieve anonymity, their scheme satisfies another security notion called decryption key exposure
resistance (DKER) [SE13] (that will be explained below). Moreover, we can easily modify Wang et
al.’s RIBE scheme to satisfy anonymity by sacrificing DKER. In contrast, although the GPV IBE
satisfies anonymity, Ma-Lin’s RIBE scheme does not satisfy anonymity.

(Bounded) Decryption Key Exposure Resistance. DKER is the security notion of RIBE
introduced by Seo and Emura [SE13]. As opposed to RIBE without DKER, RIBE with DKER
ensures that a RIBE scheme is secure even when an adversary obtains polynomially many decryption
keys of the target identity ID*. Although DKER is an important security notion, Katsumata et
al. [KMT19] showed that RIBE without DKER can become RIBE with DKER by combining with
2-level HIBE. Since there are adaptively secure lattice-based HIBE schemes [ABB10a, ABB10b,
CHKP12] in the QROM [Zhal2b], constructing RIBE without DKER is sufficient for obtaining
RIBE with DKER.

All the currently known RIBE schemes with DKER do not satisfy anonymity. Thus, anonymity
and DKER does not seem to coexist. In contrast, Takayasu and Watanabe [TW17, TW21] proposed



lattice/pairing-based RIBE schemes with bounded DKER, where an adversary can obtain a-priori
bounded number of decryption keys of ID*, that simultaneously satisfy anonymity. Therefore,
constructing an anonymous RIBE scheme without DKER and that with bounded DKER is sufficient
for obtaining all desirable RIBE schemes. Here, we note that Takayasu and Watanabe’s lattice-
based anonymous RIBE scheme with bounded DKER does not satisfy adaptive security.

Compact Parameters. To achieve a key revocation mechanism, a RIBE scheme tends to sacrifice
the efficiency of the underlying IBE scheme. Let N be the maximum number of users in a RIBE
system. Roughly speaking, a secret key of Wang et al.’s RIBE scheme consists of log NV secret keys
of the underlying Agrawal-Boneh-Boyen IBE scheme [ABB10b]. Thus, Wang et al.’s RIBE scheme
suffers from a large secret key. Let xp be the length of an identity. Roughly speaking, a ciphertext
of Ma-Lin’s RIBE scheme consists of (kip + 1) GPV ciphertexts [GPV08]|. Thus, Ma-Lin’s RIBE
scheme suffers from a large ciphertext.

1.2 Our Contribution

In this paper, we propose a lattice-based RIBE scheme that enjoys several attractive features
simultaneously. At first, our proposed scheme achieves adaptive security in the quantum random
oracle model. Moreover, the adaptive security of our proposed RIBE scheme is tightly reduced
from the LWE assumption. Our proposed RIBE scheme also satisfies anonymity. Finally, a secret
key-size and a ciphertext-size of our proposed scheme are almost the same as those of the GPV
IBE. Moreover, we can modify our proposed scheme to achieve bounded DKER without sacrificing
anonymity.

Table 1: Security comparison among adaptively secure lattice-based RIBE schemes

Scheme reduction loss anonymity model

WZH+19 [WZH'19] O(QskTmax) Yes ROM
ML19 [ML19]+GPV08 [GPVO08§] O(kip) No QROM
Ours O(1) Yes QROM

Table 1 compares the security of our proposed RIBE scheme and those of the other adaptively
secure lattice-based RIBE schemes [ML19, WZH"19]. Here, Qs, Tmax, and kjp denote the number
of secret key queries made by an adversary, a lifetime of the system, and the length of an identity.
Wang et al.’s scheme suffers from a huge reduction loss depending on Q¢ and Tp,ax. Although the
reduction loss of Ma-Lin’s scheme is not very large, it is strictly larger than ours. Furthermore,
Ma-Lin’s scheme does not satisfy anonymity and Wang et al.’s scheme was proved to be secure only
in the ROM, i.e., there has been no proof in the QROM.

Table 2 compares the efficiency of our proposed RIBE scheme and the other adaptively secure
lattice-based RIBE schemes [ML19, WZH'19]. Let IMPK|, |ct|, |sk|, |ku|, and |dk| denote the sizes
of the master public key, ciphertext, secret key, key update, and decryption key, respectively. Let
N, kip, and R denote the number of users in the system, the length of an identity, and the number
of revoked users, respectively. m,q, and o are parameters depending on n although we do not
specify the values in detail. As illustrated in Table 1, our proposed scheme achieves tight security,
while the other schemes [ML19, WZH*19] suffer from reduction losses. In other words, we can use
shorter lattice parameters n in Table 2 than the other schemes [ML19, WZH"19]. Even when we



Table 2: Efficiency comparison among adaptively secure lattice-based RIBE schemes

Scheme IMPK| |ct] |sk|
WZH+19 [WZH*19] n(2m + 1) logq (2m +1)loggq mlogo - O(log N)
ML19 [ML19]+GPV08 [GPV0§] nmlogq (kip+ 1)(m + 1) loggq mlogo
Ours nmlog q (m+ kip+1)logqg mlogo
Scheme |kul |dk]

WZH+19 [WZH'19] mlogo - O(R(log N —log R)) 2mlogo

ML19 [ML19]+GPV08 [GPVO08] mlogo - O(R(kip —logR)) 2mlogo

Ours mlogo - O(R(kip — log R)) mlog o

ignore the benefit, our scheme achieves the best efficiency. Since kjp < m holds, our scheme has the
shortest master public key, ciphertext, secret keys, and decryption keys. Since log N < xjp holds,
our scheme has larger key updates than Wang et al.’s scheme. However, we can easily overcome
the drawback with a collision resistant hash function.

1.3 Technical Overview

Here, we briefly summarize the spirit of our construction. Our proposed scheme is a modification
of Ma-Lin’s scheme [ML19] instantiated by the GPV IBE [GPVO08]. Thus, we start from Ma-Lin’s
scheme and modifies it to be our scheme via several changes.

GPV IBE. At first, we explain the non-revocable GPV IBE. A master public key is a uniformly
random matrix A € Zy*™. A ciphertext for a plaintext M and an identity ID is ctip = (aipo,€iD1) €
Zq x Ly, where s € Zj is a uniformly random vector and

ap,o = uE)s + noise + M - |¢/2|, cpp1 = As + noise.

Here, a vector uip = H(ID) is computed by a hash function H(:) that is modeled as a random
oracle in a security proof. A secret key is a vector ep € Z™ sampled according to a discrete
Gaussian distribution subject to Aejp = upp. A user ID can recover M € {0,1} by computing
c=cy— eﬁjcl € Zq and checking whether ¢ € Z is closer to 0 or ¢/2.

Katsumata et al. [KYY18] proved tight security of the GPV IBE in the QROM. For simplicity,
we explain an overview of the security proof in the ROM. To answer an adversary’s random oracle
queries on ID, the reduction algorithm samples e|p from a discrete Gaussian distribution over Z™
and sets uip = Ae|p. Under the appropriate parameter setting, ujp follows a uniform distribution
over Zg and e|p follows a discrete Gaussian distribution subject to ujp = Ae|p from an adversary’s
view as required. Thus, the reduction algorithm can answer an adversary’s all random oracle queries
and secret key queries. Let ID* denote a target identity. Here, the reduction algorithm knows a
secret key ep«. The reduction algorithm is given an LWE instance (A,b) € Zy*™ x Ly, where
b = A's + noise holds or b is a uniformly random vector, and creates a challenge ciphertext by
computing’

co=epb+M-|[q/2], c=h.

'Here, we ignore the distribution of noise for simplicity.



If b = ATs+ noise holds, the challenge ciphertext follows the same distribution as the real scheme.
Otherwise, the challenge ciphertext follows a uniform distribution over Zj*™ x Z* since an adver-
sary does not know ejpx. The uniformity ensures that the GPV IBE satisfies anonymity.

Ma-Lin’s RIBE Scheme. Ma-Lin’s RIBE scheme instantiated by the GPV IBE has the same
master public key A and secrete keys e|p as the GPV IBE. In contrast, Ma-Lin’s ciphertext consists
of (kip + 1) GPV ciphertexts. Let M; and My denote uniformly random elements in a plaintext
space subject to My + Mg = M. The first sjp ciphertexts ctipij|T, - - - ; Ctip[x,p]|T @€ encryptions of
M; for identities ID[1]||T,...,ID[kip]||T;

Cpji)|T.0 = WppyTSi + noise + My - [¢/2],  cppT,1 = A'si + noise,

where ID[i]|| T is a concatenation of the first i-bit of ID and T. The last ciphertext ctp is an
encryption of My for an identity ID;

T . T .
CID,0 = WpSkp+1 + Noise + Ma - [¢/2], cip,1 = A S, 41 + noise.

Users ID can recover My with a secret key e|p; however, cannot recover M; by themselves. For
each time period, the KGC broadcast a key update. Then, all non-revoked users ID can obtain
ep[q)|T for some unique d € {1,2,...,kip}, while all revoked users ID cannot obtain ejp[q)T for any
de {1,2,...,/€|D}.

When an adversary receives a secret key ep* such that Aeps = up+ in a security proof, the
target user ID* must be revoked by the challenge time period T*. In this case, an adversary does not
receive any key updates epx[1)|T*; - -, €ID*[xp) T+ Such that Aejp«j; 1+ = wp=[T+. Thus, by apply-
ing Katsumata et al.’s proof kp times, we can successfully change each ctip*[jj1+, - - -, CtiD* [ | T*
to be a uniformly random element in Zg ™ x Zg"'. Since the challenge ciphertext does not have
the information of M; after the change, the information of M is completely hidden. On the other
hand, in this case, Ma-Lin’s scheme does not satisfy anonymity since there is no way for changing
(kip + 1)-th ciphertext element ctjp« to be a uniformly random element in Zp*™ x Zj* since an
adversary knows a secret key e|p+.

When an adversary does not receive a secret key e;p~ such that Aejp~ = ujp* in a security proof,
we can successfully change (kip + 1)-th ciphertext element ctjp* to be a uniformly random element
in Zy*™ x Zg* by applying Katsumata et al.’s proof. Since the challenge ciphertext does not have
the information of Ms, the information of M is completely hidden. On the other hand, the target
user ID* may not be revoked by the challenge time period T*. In this case, an adversary receives a
key update € p«(g 1+ for some unique d € {1,2,...,kip} such that Aepsig = = Wp+q 7+ Thus,
in this case, Ma-Lin’s scheme does not satisfy anonymity since there is no way for changing the
ciphertext elements ctip+[g 7+ to be a uniformly random element in Zy*™ x Z".

Modification for Short Ciphertexts and Tight Security. At first, we modify Ma-Lin’s RIBE
scheme to obtain short ciphertexts and achieve tight security that does not depend on the length
of an identity xip. To compress the ciphertext of Ma-Lin’s RIBE scheme, we use the structure
of multi-bit encryption schemes and obtain a single-bit RIBE scheme. As we explained above,
Ma-Lin’s ciphertext consists of (kip + 1) single-bit GPV ciphertexts whose first kp ciphertext is
an encryption of M; and the last ciphertext is an encryption of Ms. In contrast, our ciphertext is
a (kp + 1)-bit single GPV ciphertext whose first kp bits are encryptions of M; and the last bit is
an encryption of Msy. As the case of Ma-Lin’s RIBE scheme, the first xjp-bit is encryptions of My
and the last bit is an encryption of My as follows:

CD[||T,0 = uITD[i]HTS + noise + My - [¢/2] fori=1,2,... kD,



ap,o = u%s + noise + Ma - | ¢/2], Cip1 = ATs + noise.

Here, the same secret key and key update as Ma-Lin’s scheme are sufficient for decrypting the
ciphertext.

As the case of Ma-Lin’s proof, when an adversary receives a secret key ejp~, we can successfully
change cip*[1]T+,05 - - - » CID*[p] | T*,0 @0 €|p# 1 to be a uniformly random element in Zg'® x Zg'. As
opposed to Ma-Lin’s scheme, we can apply the change at once since all of them depend on the same
uniformly random vector s; hence, a single LWE instance is sufficient for the change. Similarly,
when an adversary does not receive a secret key ejp+, we can successfully change ¢p+ ¢ and ¢p+ 1 to
be a uniformly random element in Z, x Z;". After these changes, the information of M is completely

hidden.

Modification for Anonymity. Our modification above does not still achieve anonymity. Indeed,
there is no way for changing cjpx ¢ to be a uniformly random element in Z; when an adversary
receives a secret key e|p+, while there is no way for changing ¢p*(g)T+,0 to be a uniformly random
element in Z, when an adversary does not receive a secret key ep~ but receives a key update
eip*[q)|T+ for some unique d € {1,2,...,Kip}.

To achieve anonymity, we aggregate each cipj1)|T,0s- - - CID[xp]||T,0 @0d CD o as

apTo = (Wp + Wby r)s + noise + M- |g/2].

Non-revoked users can decrypt the ciphertext with a secret key ep such that Aep = up and a
key update epq)t such that Aep(q T = Wpjq) T by computing ¢ = cippij|T,0 — (e/p + eL[d]”T)ClD,l'

As in the previous discussion, when an adversary receives a secret key ejp+, we can successfully
change uE*[l]\\T*S + noise, . .. ’ul—E)*[mD]HT*S + noise and c¢|p+ ; to be a uniformly random element in
Zyg® x Zg'. Thus, the challenge ciphertext is a uniformly random element in Zg'® x Zg*. When an
adversary does not receive a secret key e|p+ but receives a key update e|p«[q) 7+, we can successfully

T . T . T . T .

change ulD*[lHlT*.s + noise, ..., uID*[n.D]HT*'S 4+ noise only except W gy 1+S T r'10|se, uID*.s + n0|§e, and
¢ip*,1 to be a uniformly random element in Z;'™® x Zg". Thus, the challenge ciphertext is a uniformly
random element in Zg'® x Z;'. Therefore, the RIBE scheme satisfies anonymity.

1.4 Roadmap

In Section 2, we review lattice preliminaries. In Section 3, we review the definition of RIBE. In
Section 4, we propose our RIBE scheme without DKER. A proof of the scheme in the QROM may
be technically difficult to follow. Thus, in Section 5, we first show a security proof of our scheme in
the ROM. Then, in Section 6, we show a security proof of our scheme in the QROM. In Section 7,
we extend the scheme for achieving bounded DKER without sacrificing anonymity.

2 Preliminaries on Lattices

Notation. Let A denote the security parameter throughout the paper. For integers a,b € N such
that a < b, let [a,b] == {a,a+1,...,b} and [a] :={1,2,...,a}. For two binary strings a and b, let
al||b denote their concatenation. For a finite set S, let s +—r S denote the operation of sampling
s from S uniformly at random. For a probability distribution S, let s <— S denote the operation
of sampling s according to §. For two random variables X and Y over S, the statistical distance
A(X,Y) between X and Y is defined as A(X,Y) = > ¢ |Pr[X = s] — Pr[Y = s]|. We say that
the two distributions X and Y are statistically close when A(X,Y") is negligible in the security
parameter. Throughout the paper, the base of the logarithm is 2. The min-entropy of a random



variable X is defined as Hy = —log(max, Pr[X = z]|). For two sets X and Y, let Func(X,))
denote the set of all functions from X to ).

We use a lowercase bold letter b and an uppercase bold letter B to denote a vector and matrix,
respectively. Let 0, denote an n-dimensional zero vector. Let I,,, denote an identity matrix of the
size m x m. For a matrix R € R"*", let ||R|| denote the length of the longest column of R and let
|IR||cs denote the longest column of the Gram-Schmidt orthogonalization of R.

Lattices. A (full-rank) m-dimensional integer lattice A C Z™ is a set of m-dimensional integer
vectors with the form {3, xibilz; € Z}, where {by,--- by} is called the basis of the lattice
A. For any positive integers n,m, and ¢ > 2, a matrix A € Z;*™, and a vector u € Zy, we define
Af(A) ={z € Z™Az=0, mod ¢} and A%(A) :=={z € Z™"|Az =u mod ¢}.

Gaussian Measures. Let Dy, denote a discrete Gaussian distribution over A with a Gaussian
parameter o. In the following, we review some basic properties of discrete Gaussian distributions.

Lemma 1 ([GPVO08]). Let n,m,q be positive integers such that m > 2nlogq, where q is prime. Let
o be any positive real number such that o > \/n+logm. Then for A < Z3*™ and e < Dzm 4,
the distribution of u = Ae mod q is 2= _statistically close to uniform over Ly . Furthermore,
for a fired u € Zy, the conditional distribution of € <= Dzm ,, given Ae =u mod q for a uniformly
random A in Zy=™ is DA}II(A)J.

Lemma 2 ([GPV08, MRO7]). Let o0 > 16+/log2m/m and u be any vector in Zg. Then, for all but
q " fraction of A € Zy*™, we have

Pro [lxl| > ovm] < 270D,

*Dytayo

Lemma 3 ([GPV08, Pei07, PRO6]). Let o > 164/log2m/m and u be any vector in Zy. Then, for
all but ¢~ fraction of A € Zy™™, we have

Hoo(Dpg(ayo) 2m—1.

Lemma 4 (Noise Re-randomization, [KY16], Lemma 1). Let q,¢,m be positive integers and r a
positive real satisfying r > max{w(v/logm),w(vlogl)}. Let b € Z;' be arbitrary and z chosen
from Dzm .. Then there exists a PPT algorithm ReRand such that for any V € 7%t and positive
real 0 > [[V|2, ReRand(V,b + z,7,0) outputs b'" = b'V + 2’7" € Z{ where 2’ is distributed
22 _statistically close to Dyt 96

Sampling Algorithms. We review some of the algorithms for sampling short vectors from a given
lattice.

Lemma 5. Let n,m,q > 0 be positive integers with m > 3n[logq| and q a prime. Then, we have
the following polynomial time algorithms:

TrapGen(1™,1™,q) — (A, Ta)(/MP12, Ajt99, AP11]): a PPT algorithm that outputs a full rank
matriz A € Zg*™ and a basis Tao € Z™*™ for AqL(A) such that A is 2~ _statistically
close to uniform and | Talles = O(v/nlogq).

SamplePre(A, Ta,u,0) — e([ABB10a, MP12]): a PPT algorithm that is given a full rank matriz
A € Zy™, a basis Ta € Z™*™ of a lattice AqL(A), a vector u € Zy, and 0 > || Tal|cs -
w(v/logm), and outputs a vector e € Z™ sampled from a distribution 2700 statistically close
to DAg(A),U'



SampleZ(o): a PPT algorithm that is given o > w(y/logm) and outputs a vector e € Z™ sampled
from a distribution 2= _statistically close to Dym .

Learning with Errors Assumption. The security of our RIBE scheme is reduced to the learning
with errors (LWE) assumption introduced by Regev [Reg05].

Definition 1 (Learning with Errors). For integers n = n(\),m = m(n), a prime q¢ = q(n) > 2,
an error distribution x = x(n) over Z, and a quantum polynomial time algorithm A, the advantage
for the learning with errors problem LWE,, ,,, ,  of A is defined as follows:

Adv;WE”’m‘q’X = ‘ Pr [A(A,ATS + z) = 1] —Pr [A(A,w + z) = 1]‘

where A g ngm, S <R Zy, W <R Ly, z < X". We say that the LWE assumption holds if
LWE

Adv "% s negligible for all quantum polynomial time algorithm A.
Regev [Reg05] gave a quantum reduction from the worst-case hardness of lattice problems to
the average-case hardness of the LWE,, , ¢ D, ,,, for ag > 2y/n.

3 Revocable Identity-Based Encryption

In this section, we review the definition of RIBE by following [KMT19]. In the following syntax, a
revocation list RLt of a time period T is a subset of an identity space ZD such as RLt C ZD. A
revoke algorithm of a RIBE scheme is just adding a set of newly revoked users to the revocation
list. Hence, the algorithm does not explicitly appear in the following syntax.

Syntax. A RIBE scheme II consists of the following six algorithms (Setup, Enc, GenSK, KeyUp,
GenDK, Dec):

Setup(1*) — (MPK,MSK) : This is the setup algorithm that takes the security parameter 1* as
input, and outputs the master public key MPK and master secret key MSK.
We assume that the plaintext space M, the time period space T = {1,2,..., Tnax}, where
Tiax is polynomial in A\, and the identity space ZD, are determined only by the security
parameter A, and their descriptions are contained in MPK.

Enc(MPK,ID, T,M) — ctipt : This is the encryption algorithm that takes a master public key
MPK, an identity ID € ZD, time period T € T, and plaintext M € M as input, and outputs
a ciphertext ctip T.

GenSK(MPK, MSK, ID) — skjp : This is the secret key generation algorithm that takes the master
pubic key MPK, master secret key MSK, and identity ID € ZD as input, and outputs a secret
key skip for the identity ID.

KeyUp(MPK, T, MSK, RLt) — kut : This is the key update information generation algorithm that
takes the master pubic key MPK, time period T € T, master secret key MSK, and revocation
list RLt € ZD as input, and outputs a key update kut for a time period T € 7.

GenDK(MPK, skip, kut) — dkjp 7 or L : This is the decryption key generation algorithm that takes
the master public key MPK, secret key skip of a user ID € ZD, and key update kut as input,
and outputs a decryption key dkjp T for a time period T € 7 or the spacial symbol L indicating
that ID has been revoked.

Dec(MPK, dkip 7,ctip, 1) — M : This is the decryption algorithm that takes the master public key
MPK, decryption key dkip 1, and ciphertext ctip T as input, and outputs the decryption result
M.
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Correctness. We require a ciphertext corresponding with (ID, T) to be properly decrypted by a
decryption key dkip 1 of the same (ID, T) if the user is not revoked by T. To fully capture this,
we consider all the possible scenarios of creating the secret key for user ID. Namely, for all n € N,
(MPK, MSK) <« Setup(1™),ID € ID, T € T,M € M, RLy C ZD, if ID ¢ RLy holds, then we require
M’ = M to hold after executing the following:

skip < GenSK(MPK, MSK, ID),
kut «+ KeyUp(MPK, T, MSK, RLt),
dkip, T <~ GenDK(MPK, sk|p, kuT),
e ctip < Enc(MPK,ID, T,M), and
e M’ « Dec(MPK, dkip 1, ctip,T)-

Security Definition. Let II be a RIBE scheme. The adaptive-identity anonymity is defined via
a game between an adversary A and the challenger C parameterized by the security parameter 1*.
The game has the global counter T, initialized with 1 to denote the “current time period” and the
subscript “ct” stands for current. C’s responses to A’s queries are controlled by T.,. The game
proceeds as follows:

C first runs (MPK, MSK) < Setup(1?), and prepares SKList and into which identity/secret key
pairs (ID, skp) generated during the game will be stored. Whenever a new secret key is generated
for an identity ID € ZD due to the execution of GenSK, C will store (ID, skp) in SKList, and we will
not explicitly mention this addition. Then, C executes ku; < KeyUp(MPK, T, = 1, MSK,RL; = )
for generating a key update for the initial time period T, = 1, and gives MPK and ku; to A.

Then, A may adaptively make the following four types of queries to C:
Secret Key Generation Query: Upon a query ID € ZD from A, C checks if (ID,*) ¢ SKList,

and returns L to A if this is not the case. Otherwise, C executes skip - GenSK(MPK, MSK, ID)
and returns nothing to A.

Secret Key Reveal Query: Until the challenge query, upon a query ID € ZD from A, C finds
skip from SKList, and returns it to A. After the challenge query, C checks

— If Tew > T* and ID ¢ RL%, then ID # ID*.

If the condition is not satisfied, then C returns | to A. Otherwise, C finds skp from SKList,
and returns it to A.

Revoke & Key Update Query: Until the challenge query, upon a query RL C ZD (which de-
notes the set of identities that are going to be revoked in the next time period) from A, C
checks if the following condition is satisfied:

— RLt,, CRL.?
After the challenge query, C also checks

— If Tew = T — 1 and sk,p» has already been revealed by the secret key reveal query, then
ID* € RL.

If the conditions are mot satisfied, then C returns 1 to A.
Otherwise C increments the current time period by Tey <= Tcy + 1, and executes RLt_, + RL,
kut,, < KeyUp(MPK, Ty, MSK,RLt,,). Finally, C returns kut_, to A.

Challenge Query: A is allowed to make this query only once. Upon a query (ID*, T*, M*) from
A, C checks if the following condition is satisfied:

— If T* < T, and skp* has been revealed to A, then ID € RLt+«.

2This check ensures that the identities that have already been revoked will remain revoked in the next time period.
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C picks coin < {0,1}. If coin = 0, C runs ct* < Enc(MPK,ID*, T*,M*). Otherwise, C
samples ct* from a ciphertext space uniformly at random. Finally, C returns the challenge
ciphertext ct* to A.

At some point, A outputs coin € {0,1} as its guess for coin and terminates.

The above completes the description of the game. In this game, A’s adaptive-identity anonymity
advantage is defined by Advi{5f(A) := 2 - | Prlcoin = coin] — 1/2].

Definition 2. We say that a RIBE scheme 11 satisfies adaptive-identity anonymity, if the advan-
tage AdvRH{i‘\E(/\) 1s negligible for all PPT adversaries A.

4 Construction

In this section, we propose a RIBE scheme. Let n, m,q be positive integers, where ¢ is prime. Let
o,a,a’ be positive real numbers that will serve as discrete Gaussian parameters. Let a plaintext
space be M := {0,1}. An identity space is a set of (kjp + 1)-bit binary strings whose first bit is
always 0. Thus, |ZD| = 2% holds. A time period space is a set of kt-bit binary string without
0. Let H : {0, 1}(motrr+1) Zy be a hash function that will be modeled as a (quantum) random
oracle in a security proof.

Binary Tree Data Structure. We use a binary tree BT with 2P leaves to realize a scalable
revocation. Each node 6 € BT is labeled by a binary string of an appropriate length. Specifically,
the root node is labeled as 0 and other nodes of depth d are labeled as (d 4 1)-bit binary strings
whose first bit are always 0. For a node with a label 8 € BT, its left and right children are labeled
as 0]|0 and 6|1, respectively. Note that all leaf nodes are labeled by some binary strings ID € ZD.
For an identity ID of a (kp 4 1)-bit binary string, we use ID[i] to denote the first (i 4+ 1)-bit of ID.
By definition, ID[i] denotes a depth-i ancestor of a leaf node ID in BT. Furthermore, a set of nodes

{ID[0] = 0,ID[1],...,ID[kip] = ID} denotes all nodes in a path from the root to the leaf ID. It is
known that KUNode algorithm [NNLO1] takes a description of a binary tree BT and a set of its
leaves RLt = {IDq,...,IDg} as input, then outputs a set of nodes KUt := {61,...,6,} such that

e If ID ¢ RLy, there is a unique node ID[d] € KUt for some d € [0, kip].

e If ID € RLy, there is no node ID[d] € KUt for all d € [0, kip].
In particular, |[KUt| = O(|RLt|(kip — log |RLt|)) holds.
Construction. We show our RIBE scheme.

Setup(1*) — (MPK, MSK): Run (A, Ta) < TrapGen(17,1™, ¢) and output MPK := A and MSK :=
TAa.

Enc(MPK,ID, T, M) — ctip t: Sample a uniformly random vector s <-pg Zj. Sample a random
vector X < Dzm o4 and random integers x; <— Dy o4 for i € [0, kip] from discrete Gaussian
distributions. Set wp := H(ID|0) and wpp;,1 == H(ID[i][|T) for all i € [0, kip]. Compute

c=ATs+x, ¢ = (u,TD + uITD[z‘],T)S +xz; +M EJ for i € [0, kp]

. 1
and output ctip T := (¢, (¢i)ico,mp]) € Zy' X ZiPH.
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GenSK(MPK, MSK, ID) — skip: Run
ep < SamplePre(A,up, Ta,0)

and output skp = e|p.

KeyUp(MPK, T, MSK, RLt) — kut: Run the KUNode algorithm to obtain a set of nodes KUt. For
every ¢; € KUT, run

g, T < SamplePre(A,uy, 1,Ta,0)

and outputs kut := (€, T);eKU7-
GenDK(MPK, skip, kut) — dkip T or L: Find a node ID[d] € KUt for some d € [0, kip]. If it does
not exist, output L. Otherwise, output dkip, v :=dip,7 := ep + €|p[q),T-
Dec(MPK, dkip 7,ctip. 1) = M: Let d € [0,xp] be a number such that ID[d] € KUt. Compute
d =cq—c'dipT € Zy and output 0 if ¢ is closer to 0 than |4]. Otherwise, output 1.

Correctness. Thanks to the property of the KUNode algorithm, a non-revoked user can derive a
valid decryption key dip 1 = ep + ejpg,T- Observe that

C, = Cq — CTd|D7T

q
= (wp + wpg7)s +za + M bJ — (ATs+x) " (ep + eppa 1)
=M {%J +2q—x' (e + epT) -
error term

Here, we use the fact that

Aep = up and  Aepjg,T = Wp[a,T
hold since ep € AﬁID (A) and eg, T € AﬁlD[d] +(A) hold by construction. The decryption succeeds
if the absolute value of the error term x4 — x' (ejp + eip[q,7) is smaller than ¢/4. By Lemma 5,

the distributions of ejp and e|p(g, 7 sampled by the SamplePre algorithm are 20 _gtatistically

close to Dp1 (a), and Dy (A),0» Tespectively. Therefore, by Lemma 2, [lep| < oy/m and
up ’ UID[d],T ’

leip, ]l < oy/m hold. Similarly, by Lemma 2, |z4] < oq and ||x|| < o’qy/m also hold. Thus, the
absolute value of the error term is bounded by

)

zg —x ' (eip + e )| < |zal + %] - (el + et

< 3d/qom.

We will set the parameters as specified below so that the upper bound is less than ¢/4.

Parameter Selection. We set the parameters of the scheme to satisfy the following conditions:
e The absolute value of the error term is less than ¢/4 (i.e., 3a/qgom < ¢/4).
e TrapGen works correctly (i.e., m > 3nlogq).

e SamplePre and SampleZ(o) works correctly (i.e., o > ||Talles - /log(2m+4)/7 =

O(v/nlogmlogq)).
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e o is sufficiently large to apply Lemmas 1-3 (i.e., o0 > v/n + logm, 16/log 2m /7).

e ReRand works correctly (i.e., @//2a > /n(o?m + 1)).
e LWE is hard (i.e., ag > 2y/n).
To satisfy all the requirements, we can set the parameters as follows:

8.5+43 — 0549

m=mn_", q=10n
o'qg= n2+25, aq = 2y/n,

g )

where 0 > 0 can be set an arbitrarily small constant.

5 Security in the Random Oracle Model

In this section, we prove the following theorem.

Theorem 1. If the L\WEy, ;s 4 D, ., assumption holds, our proposed RIBE scheme in Section /
achieves adaptive-identity anonymity security in the random oracle model. In particular, for any
classical PPT adversary A making at most Qu random oracle queries to H and Q\p secret key
generation queries, there exists a classical PPT reduction algorithm B such that

LWEn»ma i o —
AVEEEE(A) < Advg TR L (Qu - Qip + Y #kur) - 270N
TeT

and

Time(B) = Time(A) + (Qn + Qo + Y _ #kur) - poly()),
TeT

where ) g #kut denotes the number of key update vectors €, T created during the security game.

Proof of Theorem 1. The proof proceeds with a sequence of games.

Game-0. This is adaptive-identity anonymity security game. Specifically, the challenger C behaves
as follows:

e Upon an adversary A’s random oracle query on (ID]|0), C returns wp = H(IDJ|0). Similarly,
upon A’s random oracle query on (ID[][|T), C returns up;) v = H(ID[i][|T).

e Upon A’s secret key generation query on ID, C runs ep <— SamplePre(A,up, Ta,0).

e Upon A’s revoke & key update query on T, to create ey 1, C rtuns ey 1 <
SamplePre(A,ug, 1, Ta,0).

e Upon A’s challenge query, C returns ct* «<— Enc(MPK, ID*, T*, M*) if coin = 0 and a uniformly
random element in Z?*“'DH if coin = 1.
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Throughout the proof, we use Adv;(\) to denote A’s advantage in Game-j.

Game-1. This is the same as Game-0 except the way C answers the random oracle queries. Upon A’s
random oracle query on (ID,0) in Game-1, C first samples €|p <— SampleZ(o) and sets up = Aep.
Similarly, upon A’s random oracle query on (0;, T), C first samples &y, T < SampleZ(c) and sets
ug, T = Aégj;r. Then, C returns u)p and ug, T to A. Whenever C answers the random oracle
queries, it stores (ID, 0, up, €p) and (0, T, us; T, €9, T)-

Based on our choice of parameters, we can apply Lemma 1 which ensures that all up and
upp,7 are statistically close to uniform as in Game-0. Thus, the change of A’s advantage between

Game-0 and Game-1 is negligible. In particular, |Advo(\) — Advi(\)| < Qn - 279 holds.

Game-2. This is the same as Game-1 except the way C creates secret key vectors ep and key
update vectors ey, 1. In particular, C does not use a master secret key Ta to create them. When
C creates e|p, it does not run the SamplePre algorithm but sets ejp = €p which was created upon
A’s random oracle queries on (ID,0). Similarly, when C creates €y, T, it does not run the SamplePre
algorithm but sets e, T = €, T which was created upon A’s random oracle queries on (6;, T).

Based on our choice of parameters, we can apply Lemma 5 which ensures that ep and

€p, T in Game-1 sampled by the SamplePre algorithm distribute statistically close to D AID (A)

o

and DAu9j7T(A) , respectively. In contrast, based on our choice of parameters, we can apply
q 0

Lemma 1 which ensures that ejp and €y, T in Game-2 distribute statistically close to D AID(A) and

Auej,T(A) conditioned on wip and uy, 1, respectively. Thus, the change of A’s advantage between
q i

Game-1 and Game-2 is negligible. In particular, |Advi(A) — Adva(A)| < (Qip + D reg #kuT) - 9—(n)
holds.

Game-3. This is the same as Game-2 except the way C creates a master public key A. In Game-3,
C does not run the TrapGen algorithm but samples a uniformly random matrix A < Zg*™. Since
C did not use a master secret key T o to answer A’s queries in Game-2, it can answer all A’s queries
in the same way.

Based on our choice of parameters, we can apply Lemma 5 which ensures that A in Game-2
distributes statistically close to uniform in Zp*™. Thus, the change of A’s advantage between
Game-2 and Game-3 is negligible. In particular, |[Adva(\) — Advs(\)| < 279" holds.

Game-4. This is the same as Game-3 except the way C creates a challenge ciphertext ct* when
coin = 0. In Game-3, C samples s < Zf, X < Dzgm o¢, and x; <= Dz for i € [0, xip], then
computes

C = ATS =+ X, c;i = (ul—rD* =+ ulTD*[Z-]yT*)S + ZT; + M* [gJ .
In Game-4, C samples s <—pg Zy, X < Dzm o4 and computes
c=A's+x (1)

Then, C finds (ID*,0,wp+,&p+) and (ID*[i], T*, wp[;}, 1+, €p*[;),7+) for i € [0, xip] that are stored
locally. C applies the noise rerandomization algorithm in Lemma 4 to obtain

/

_ _ _ _ _ _ _ «
[cllcol] - - - [|Chip] < ReRand([Ly|€p* + €p*[o),1+] " - - [€1D* + €iD*[p),T+)> €5 G, ;q)- (2)
C sets
ci = ¢ +M* {gJ (3)
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for i € [0, kip] and outputs ct* = (c, (¢i)ic[o,mp])-

Based on our choice of parameters, C can run the noise re-randomization algorithm in Lemma 4
which ensures thats

[ell@oll - - [|Enp) = [Tml€ip* + €ipr(o)7+| - - [€1D* + €1p* o)) | (ATS) + X/ (4)
= (A - [Lnlep + &p+po)7+| - [€p* + €ip* [y 1)) '8+ X’
= [Alup+ + wp+(o),7+| - - - [wp* + u|D*[H|D],T*]TS +x'

holds, where X’ distributes statistically close to Dym+rp+1 414 @s In Game-3. Thus, the change of A’s

advantage between Game-3 and Game-4 is negligible. In particular, |Advz(\) — Adv4(\)] < 279%™
holds.

Game-5. This is the same as Game-4 except the way C creates ¢ of the equation (1) when coin = 0.
In Game-5, C sets € = v + x, where v <—g Z" and x <= Dzm 4.

The LWE;, i q,D;,, a@ssumption ensures that Game-4 and Game-5 are computationally indis-
tinguishable. In particular, for any classical PPT adversary A, there exists a classical reduction
LWE
algorithm B such that |[Adv4(\) — Advs(A)| < Advg
Reduction from LWE. Given the LWE,, , 4 D, ,,, instance (A, b), where b = ATs+xorb =v+x
and s <—g Z", X < Dzm oq, V <—r Z™, the reduction algorithm B gives MPK = A to A. Here, MPK
distributes in the same way as that in Game-4. B behaves in the same way as C in Game-4 upon A’s
random oracle queries, secret key generation queries, secret key reveal queries, and revoke & key
update queries. Upon A’s challenge query, B behaves in the same way as C in Game-4 if coin = 1.
If coin = 0, B sets

n,m.4,D7, 0

c=b

in place of (1). The remaining procedures for computing ct* = (c, (¢;)ic[0,s,5]) are unchanged. After
B receives coin from A, it outputs coin.

If b= ATs+x, where s < Z", x Dym ag, € = ATs + x follows the same distribution as in
Game-4. Otherwise, ¢ = v + x follows the same distribution as in Game-5. Thus, we complete the
reduction.

Game-6. This is the same as Game-5 except the way C computes [c||col| - - ||¢xp] Of (2) when
coin = 0. In Game-6, C does not apply the noise re-randomization algorithm in Lemma 4 but
samples € <—p Zg", x' Dym+rp+1 o1 and computes

Te+%. (5)

[clicoll -+ Ienip] = Im|€ip* + €ip=jo),7+| - - [€1D* + €1D* (), T+]

Based on our choice of parameters, C can run the noise re-randomization algorithm in Lemma 4

which ensures that [c||g]| - - - ||€x,p] in Game-5 distributes statistically close to (5). Thus, the change

of A’s advantage between Game-5 and Game-6 is negligible. In particular, |Advs(A) — Advg(N)| <
2790 holds.

Game-7. This is the same as Game-6 except the way C computes the challenge ciphertext ct* =
(¢, (¢i)ig[o,rp)) When coin = 0. In Game-7, regardless of the value coin <—g {0,1}, C samples
ct* = (¢, (¢i)igfo,mp]) <R Zg' X Zg‘D‘H. Thus, A’s advantage in Game-7 is exactly zero. In particular,
Adv7(A) = 0 holds.
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We show that Game-6 and Game-7 are statistically indistinguishable by proving that [L,|€p* +
€ip*[o],T+| - - [€ip* + é|D*[,ﬂDLT*]Té in the right hand side of (5) distributes statistically close to the
uniform distribution on Zj*+rL+1,

At first, we consider the case when ID* is revoked by T*. In this case, A may receive €p= but does
not receive €px[o] T+, - - - €D*[xp], T+ that distribute according to DA:'D*[O] (Ao’ 7DA;"D*[F~|D] (Ao’

respectively. Based on our choice of parameters, Lemma 3 ensures that Hoo(Dpar  (A)0) =
WD* 3] ’

m — 1 for all but 272" fraction of A. Then, we apply the leftover hash lemma to conclude that
(L |€p*[0),T+] - - - [€1D* [Hm],T*]Té distributes (kip + 1)4/¢/2™ -close to the uniform distribution on
zpeotL - Thus, [Ly|€p+ + €p+(o),7+| - - [€1D* + €p*[sp),7+] € in the right hand side of (5) also
distributes (kip + 1)/¢/2™!-close to the uniform distribution on Z{**=0+1,

Next, we consider the case when ID* is not revoked by T*. In this case, A does not receive
€p~ but receives €p«[; v+ for only one i € [0, kip]. By following the same discussion as above,
Lemma 3 ensures that [L,[€p*|€p+o),7+| - - [€D*[j—1), 7+ [€D*[j+1),7+| - - |€D* [HIDLT*]TE is distributed
uniformly at random in Z**0*! Thus, [Ly,|€p+ + €1p(o)7+| - * - [€1p* + €1p*[sp),T+] | € in the right
hand side of (5) also distributes (rip + 1)1/q/2™!-close to the uniform distribution on Z{**"0+1,

To summarize the above discussion, we have |Advg(\) —Adv7 ()| < 2790 4 (kp+1)/q/2m—1 <
2~ SUn),

O

6 Security in the Quantum Random Oracle Model

In this section, we prove the security of our proposed RIBE scheme in the quantum random oracle
model (QROM). In advance, we review the basic of the quantum random oracle model in Section 6.1
and prove the security in Section 6.2.

6.1 Preliminaries on Quantum Random Oracle Model

Quantum Computation. Let [0) := (1,0)" and |1) := (0,1)T denote the state of 1 qubit. Let
V) =D seqoayn Qal®) € C?" denote the state of n qubits, where a, € C satisfying 2 ozef01}n oz |2 =
land |z) = [z122 - 2p) = |21) @ |22) ® - - - @ |2y) fOr 1,0, ..., 2, € {0,1} is an orthonormal basis
on C2" called the computational basis. If we measure the state |1) in the computational basis, the
classical bit z € {0,1}" is observed with probability |o;|* and the state becomes |z).

An arbitrary evolution of quantum state from |¢) to [¢)') is described by a unitary matrix U,
where |¢) = Ul). In short, a quantum algorithm is described by quantum evolutions that consist
of evolutions with unitary matrices and measurements. The running time Time(A) of a quantum
algorithm A is defined to be the number of universal gates and measurements required for running
A. If Ais a quantum oracle algorithm, we assume that A runs in a unit time. Any efficient classical
computation can be achieved by a quantum computation efficiently. In particular, for any function
f that is classically computable, there exists a unitary matrix Uy such that Uy|z,y) = |z, f(z) ®y),
and the number of universal gates to express Uy is linear in the size of a classical circuit that
computes f.

Quantum random oracle model. The notion of the QROM was introduced by Boneh et al.
[BDF"11] as an extension of the (classical) random oracle model (ROM) in a quantum world. As
the case of the ROM, the QROM is an idealized model, where a hash function is idealized to be
an oracle that simulates a random function. On the other hand, as opposed to the ROM, the hash
function in the QROM is a quantumly accessible oracle. In security proofs in the QROM, a random
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function H : X — ) is uniformly chosen at the beginning, and an adversary can make queries on a
quantum state ), @z y|z)|y) to the oracle and receive >,  agy|2)|H(z) & y).

Let AN denote a quantum algorithm that can quantumly access to the oracle |H). Boneh et
al. [BDFT11] proved the following useful lemma to simulate the quantum random oracle.

Lemma 6. (/[BDF'11].) Let A be a quantum algorithm that makes at most Q oracle queries, and X
and Y be arbitrary sets. Let H be a distribution over Func(X,)) such that when we take H <—p H,
for each x € X, H(x) is identically and independently distributed according to a distribution D
whose statistical distance is within € from uniform. Then for any input z, we have

A(ARF (2), AR (2)) < 4Q°v/e
where RF <—r Func(X,Y) and H < H.

Quantum-accessible Pseudorandom Function. We review the definition of quantum-
accessible pseudorandom functions (PRFs) [BDF11].

Definition 3 (Quantum-accessible PRF). We say that a function F : KK x X — Y is a quantum-
accessible pseudorandom function if for all quantum polynomial time adversaries A, its advantage
defined below is negligible:

AV () = ‘Pr [AIRF) (12) = 1] — Pr [AFED (11) = 1])
where RF <—r Func(X,Y) and K «g K.

Zhandry [Zhal2a] showed that there are some known constructions for quantum-accessible
PRFs [BPR12, GGMS86]. On the other hand, their reductions are non-tight. In other words, if
we rely on the constructions, we cannot achieve tight security. In turn, we use the following lemma
which states that we can use a quantum random oracle as a PRF similarly to the classical case.

Lemma 7. ([SXY18, Lem. 2.2]) Let £ be an integer. Let H: {0,1}* x X =Y and H: X — Y be
two independent random functions. If an unbounded time quantum adversary A makes queries to
H at most Qu times, then we have

—0+1

Pr[AMHED 1N = 1| K« {0,1}1] — PriAM M 0N = 1) < Qu-272 .

LWE Assumption relative to the QROM. We review the LWE assumption against adversaries
that can access to a quantum random oracle defined in [KYY18].

Definition 4 (Learning with Errors relative to the QROM). Let n, m, q and x be the same as
in Definition 1, a and b be some positive integers. For a quantum polynomial time algorithm A,
the advantage for the learning with errors problem LWE,, ,,, 4 of A relative to a quantum random
oracle is defined as follows:

AV GRS () = | Pr[AM (A, ATs +2) = 1] = Pr[A (A, w + 2) = 1]

where A <—pg Zy*™, s <R Lj, W <R Zy', 7 < X", H =g Func({0, 1}*,{0, 1}%). We say that the
LWE assumption relative to an (a,b)-quantum random oracle holds if Adviw(gﬁg’q’:()\) s negligible

for all quantum polynomial time algorithm A.
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If we assume the existence of a quantum-accessible PRF, the LWE assumption relative to the
QROM in Definition 4 is tightly reduced from the LWE assumption in Definition 1 as follows.

Lemma 8. Let F: K x {0,1}% — {0,1}® be a quantum-accessible PRF. For any n, m, q, X, a, b
and a quantum polynomial time algorithm A making at most Q oracle queries, there exists quantum
polynomial time algorithms B and C such that

AV QRO (V) < Advig X (A) + AdvERE (A)

and Time(B) ~ Time(A) + Q - Tr and Time(C) ~ Time(A), where Tr denotes the time to evaluate
F.
6.2 Security

In this subsection, we prove the following theorem.

Theorem 2. If the L\WE;, s 4,0, ,, assumption holds, our proposed RIBE scheme in Section /
achieves adaptive-identity anonymity security in the quantum random oracle model. In particular,
for any quantum polynomial time adversary A making at most Qu random oracle queries to |H)
and Q\p secret key generation queries, there exists a quantum polynomial time reduction algorithm
B making Qu + Qip + >_teg #kut quantum random oracle queries such that
AAEEEE()) < Advg gra ™"+ Q4+ Qo+ 3 #kur) - 2720
LAY = "HIB.QRO . 4 p1,0 HTER TeT !

and

Time(B) = Time(A) + (Qn + Qip + » , #kur) - poly(}),
TeT

where £ denotes the length of randomness for SampleZ and ) 1. #kut denotes the number of key
update vectors g, T created during the security game.

Proof of Theorem 2. The proof proceeds with a sequence of games.

Game-0. This is adaptive-identity anonymity security game. Specifically, the challenger C behaves
as follows:

e At the beginning of the game, C chooses a random function H : {0, 1} FsTHl — 71

e Upon an adversary A’s quantum random oracle query on a state > p 1, aip7,y/(IDIT))[y),
C returns 3 p 1, p| T,/ (ID[|T))[H(ID[|T) & y).

e Upon A’s secret key generation query on ID, C runs ep <— SamplePre(A,uip, Ta,0).

e Upon A’s revoke & key update query on T, to create ey, 1, C runs ey 1 <
SamplePre(A,ug, 1, Ta,0).

e Upon A’s challenge query, C returns ct* < Enc(MPK,ID*, T*, M*) if coin = 0 and a uniformly
random element in Z* %0+ if coin = 1.
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Throughout the proof, we use Adv;(\) to denote A’s advantage in Game-j.

Game-1. This is the same as Game-0 except the way C answers the quantum random ora-
cle queries. C first chooses a random function H <z Func({0,1}#o+*7+1 {0 1}¥) and define
H : {0,1}metsr+l — 7% by H(ID||T) := Aep,r, where epr = SampleZ(o; H(ID||T)). Here,
SampleZ(o; H(ID||T)) denotes running SampleZ(c) algorithm with a random coin H(ID||T). If T = 0,
we may simply write up and ep.

By following the same argument in Game-1 of the proof of Theorem 1, up and upp) T are
statistically close to uniform as in Game-0. Thus, Lemma 6 ensures that |Advg(A) — Advi(A)] <

272 4 4Q2 . V20 = Q7 . 27,
Game-2. This is the same as Game-1 except the way C creates secret key vectors ep and key

update vectors ep; 7. In particular, C does not use the master secret key Ta to create them. When

C creates e|p, it does not run the SamplePre algorithm but sets ejp = €p = SampleZ(o; ﬁ(lDHO))
which was created upon A’s quantum random oracle queries on (ID||0). Similarly, when C creates
€y, T, it does not run the SamplePre algorithm but sets ey, T = &y, T = SampleZ(o; ﬁ(HJHT)) which
was created upon A’s quantum random oracle queries on (6;]|T).

By following the same argument in Game-2 of the proof of Theorem 1, we have |Advi(\) —
Adva(M)| < (Qip + Yorer #kur) - 2790

Game-3. This is the same as Game-2 except the way C creates a master public key A. In Game-3,
C does not run the TrapGen algorithm but samples a uniformly random matrix A <—pg Zg*"™. Since
C did not use a master secret key T A to answer A’s queries in Game-2, it can answer all A’s queries
in the same way.

By following the same argument in Game-3 of the proof of Theorem 1, we have |Adva(\) —
Advs(A)| <2790,

Game-4. This is the same as Game-3 except the way C creates a challenge ciphertext ct* when
coin = 0. In Game-3, C samples s <—r Zy, X < Dzm ¢, and x; < Dz o for i € [0, kip], then
computes

c=A"s+x, ¢ = (UIJ* + uﬁ)*[z‘],T*)s +ai+ M [gJ ’

In Game-4, C samples s <—g Zy, X < Dzm o4 and computes
c=ATs+x (6)

Then, C computes &p+ = SampleZ(o; H(ID*||0)) and ep[i), T+ = SampleZ(o; H(ID*[4]|| T*)) for i €
[0, kip]. C applies the noise rerandomization algorithm in Lemma 4 to obtain

/

_ _ _ _ _ _ _ «
[CHCOH cee HCMD] — ReRand([Im|e|D* + eID*[O},T*’ cee \e”y + e|D*[H|DLT*], c, aq, Iq) (7)
C sets
ci =&+ M* gJ 8)

for i € [0, kip] and outputs ct* = (c, (¢i)ic[o,mp])-

By following the same argument in Game-2 of the proof of Theorem 1, we have |Advs(\) —
Advy(\)| < 2790,
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Game-5. This is the same as Game-4 except the way C creates ¢ of the equation (6) when coin = 0.
In Game-5, C sets € = v + x, where v <—g Z;" and x <= Dzm 4.

The LWEy, 14,0, ., assumption relative to a quantum random oracle H: {0, 1}rotrr+l 5 10, 1}¢
ensures that Game-4 and Game-5 are computationally indistinguishable. In particular, for any
quantum PPT adversary A, there exists a quantum reduction algorithm B such that |Advy()) —

LWE
Advs (M) < Advg
Reduction from LWE. Given the LWE,, , 4 D, ,,, instance (A, b), where b = ATs+xorb =v+x
and s < Z", X < Dzm oq, V < Z™, the reduction algorithm B gives MPK = A to A. Here, MPK
distributes in the same way as that in Game-4. To answer A’s quantum random oracle queries on
a state > ip| 1, p|Ty/(ID[|T))|y), B can answer A’s quantum random oracle queries to compute

H(ID||T) = Aep, T, where €p 1 = SampleZ(o; ﬁ(IDHT)), by accessing their own quantum random
oracle H : {0, 1}rotrT+l 5 10 1}*. B behaves in the same way as C in Game-4 upon A’s secret, key
generation queries, secret key reveal queries, and revoke & key update queries. Upon A’s challenge
query, B behaves in the same way as C in Game-4 if coin = 1. If coin = 0, B sets

n,m,q,D7 oq

c=b

in place of (1). The remaining procedures for computing ct* = (c, (¢;)ig[o,xp)) are unchanged. After
B receives coin from A, it outputs coin.

If b= ATs+x, where s <5 Ly, x < Dzm oq, € = ATs + x follows the same distribution as in
Game-4. Otherwise, ¢ = v + x follows the same distribution as in Game-5. Thus, we complete the
reduction.

Game-6. This is the same as Game-5 except the way C computes [c||col| - - ||Cxp] Of (7) when
coin = 0. In Game-6, C does not apply the noise re-randomization algorithm in Lemma 4 but
samples € < Zg", x Dym+rp+1 41 and computes

[cllcoll - - [1Enp) = [Tml€1D* + €ip*(o),7+| -+ - €10+ + €1p*[ryp),T+] '€+ X' (9)

By following the same argument in Game-6 of the proof of Theorem 1, we have |Advs(\) —
Advg(\)| < 27" holds.

Game-7. This is the same as Game-6 except the way C computes the challenge ciphertext ct* =
(¢, (¢i)ie[o,kpp)) When coin = 0. In Game-7, regardless of the value coin <—g {0,1}, C samples
ct* = (¢, (¢i)igfo,mp]) <R Zg' X Zg'D“. Thus, A’s advantage in Game-7 is exactly zero. In particular,
Adv7(\) = 0 holds.

By following the same argument in Game-7 of the proof of Theorem 1, we have |Advg(\) —

Advz(\)| < 27U 4 (kyp + 1)4/q/2m—1 < 2790,
O

7 Achieving (Bounded) Decryption Key Exposure Resistance

In this section, we briefly summarize the modification of our RIBE scheme for achieving the stronger
security requirement called (bounded) decryption key exposure resistance (DKER).
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7.1 RIBE with DKER

Seo and Emura [SE13] introduced a security notion called DKER. Compared with the security
definition in Section 3, RIBE with DKER has the following decryption key reveal queries:

Decryption Key Reveal Query: Until the challenge query, upon a query (ID, T) € ZD X T from
A, C checks

— If T < Tey holds.
— If ID ¢ RLt holds.
After the challenge query, C also checks
— If (ID, T) # (ID*, T*) holds.
If the conditions are not satisfied, then C returns L to A. Otherwise, C finds sk;p from SKList,

runs dkip T <= GenDK(MPK, skip, kuT), and returns dkjp 1 to A.
To capture the additional queries, upon A’s challenge query, C also checks

o If T* < Ty, A has not submitted (ID*, T*) as a decryption key reveal query.

The security of RIBE with DKER is strictly stronger than RIBE without DKER. Indeed, our
RIBE scheme in Section 4 has a concrete attack in the security model of RIBE with DKER. If
an adversary A does not revoke ID* at a time period T* and receives a key update ey, v and a
decryption key dkjps 1 = ep+ + €y, 7 for the same T, it can retrieve ID*’s secret key by computing
dkipx T — e, T = ejp~. Then, an adversary can compute a decryption key dkjp+ 1+ = e|p + eq, 7+
by using the retrieved secret key ep~ and the broadcast key update eq, T+.

Nevertheless, we can transform our RIBE scheme to satisfy DKER. Katsumata et al. [KMT19]
proved that we can obtain RIBE with DKER by combining RIBE without DKER and 2-level
HIBE scheme. Thus, we can obtain a RIBE scheme with DKER by combining our RIBE scheme
in Section 4 and adaptively secure lattice-based HIBE schemes in the QROM [ABB10a, ABB10b,
Zhal2b]. A point to note is that this transformation sacrifices two benefits of our RIBE scheme.
At first, the transformation sacrifices anonymity. However, the fact is not very pessimistic since
all known RIBE schemes with DKER, do not satisfy anonymity. Next, since all known adaptively
secure lattice-based HIBE schemes in the QROM [ABB10a, ABB10b, Zhal2b] suffer from loose

reduction, we have to sacrifice the tight reduction.

7.2 Anonymous RIBE with Bounded DKER

Takayasu and Watanabe [TW17] formalized bounded DKER which is a weaker security notion than
the above full DKER. The main difference between the security definition with bounded DKER
and full DKER is that there is a-priori bounded number ) and an adversary A is allowed to make
decryption key queries at most @ times on ID*. Compared with the security definition in Section 3,
RIBE with bounded DKER has the following decryption key reveal queries:

Decryption Key Reveal Query: Until the challenge query, upon a query (ID, T) € ZDx T from
A, C checks

— If T < Tg holds.
— If ID ¢ RLt holds.

After the challenge query, C also checks
— If (ID, T) # (ID*, T*) holds.

— If Tey > T* and dkjp+ 1 has been revealed to A @ times by the decryption key reveal
queries, ID # ID*.
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If the conditions are not satisfied, then C returns L to A. Otherwise, C finds sk;p from SKList,
runs dkip T <= GenDK(MPK, skip, kuT), and returns dkjp 1 to A.
To capture the additional queries, there are two modifications. At first, upon A’s revoke & key
update query, after the challenge query C also checks that
o If Ty = T* — 1 and dkjp~ 7 has been revealed to A () times by the decryption key reveal
queries, then ID* € RL.
Next, upon A’s challenge query, C also checks that

o If T* < Ty, A has not submitted (ID*, T*) as a decryption key reveal query.

o If T* < T, and dkjp+ 1 has been revealed to A more than @ times, then ID* € RLy+.

As we discussed above, bounded DKER itself is a weaker security notion than full DKER. In
contrast, the benefit of bounded DKER is that there are anonymous RIBE schemes with bounded
DKER [TW17, TW21] although there are no anonymous RIBE schemes with full DKER. The
constructions [TW17, TW21] make use of cover free families (CFF) [TW17, TW21]. Thus, we also
apply CFF to our RIBE scheme in Section 4 and transform the scheme to satisfy bounded DKER
without sacrificing anonymity. Although Takayasu and Watanabe’s anonymous RIBE scheme with
bounded DKER under the LWE assumption does not satisfy adaptive security, our scheme in the
QROM achieves adaptive security.

Cover Free Family. We use the following result of CFF in our construction.

Definition 5 (Cover Free Families [EFF85]). Let a,t,Q be positive integers, and F := {F,} e[a) be
a family of subsets of [t|, where |F,| =w for all p € [a]. F is said to be w-uniform Q-cover-free if
it holds that U?=1 Fi; D Figp Jor any Fiy, Fiyy ooy Figy € F such that Fi, # Fi, for any distinct
ktelQ+1].

Lemma 9 ([KRS99]). There is a deterministic polynomial time algorithm CFF.Gen that, on input
of positive integers a and @, returns d € N and a family F = {fu}#e[a], such that F is Q-cover
free over [d] and w-uniform, where t < 16Q?loga and w = d/4Q.

Construction. Let H : {0, 1}(mo+logt+r1+1) _ 7n be 4 hash function that will be modeled as a
quantum random oracle.

Setup(1") — (MPK, MSK): Run (A, Ta) < TrapGen(1™,1™, q) and output MPK := A and MSK =
Ta.

Enc(MPK,ID, T,M) — ctjp 7: Sample a uniformly random vector s «-g Zj. Sample a random
vector X <~ Dzm o/, and random integers x; <— Dy o/ for ¢ € [0, kip] from discrete Gaussian
distributions. Set wp = H(ID[|k[|0) for & € Fr and wpp; 1 = H(ID[i][|0]|T) for all i €
[0, kip]. Compute

c=A"s+x, ¢= Z uﬁ),k + UEM,T s+xz;+M EJ for i € [0, kip]
keFt

and output ctip 1 = (¢, (¢i)ig(o,mp]) € Zg' X ZgID'f‘l‘
GenSK(MPK, MSK, ID) — skp: Run

eip,y < SamplePre(A,up i, Ta,0) for k € [t]

and output skip = (elDJc)ke[t]-
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KeyUp(MPK, T, skip, RLT) — kut: Run the KUNode algorithm to obtain a set of nodes KUt. For
every ¢; € KUT, run

ep; T < SamplePre(A,ug, 1, Ta,0)

and outputs kut := (eg, T)s;eKus-
GenDK(MPK, skip, kut) — dkip T or L: Find a node ID[d] € KUt for some d € [0, kip]. If it does
not exist, output L. Otherwise, output dkjp T :=dip 1 == Zke]—} e,k + €pq,T-

Dec(MPK, dkip 1,ctip,1) = M: Let d € [0,kp] be a number such that ID[d] € KUt. Compute
d =cq— ch|D7T € Zq and output 0 if ¢’ is closer to 0 than [Z]. Otherwise, output 1.

Correctness. Thanks to the property of the KUNode algorithm, a non-revoked user can derive a
valid decryption key dip 1 = > e 7, €Dk + €pjg,T- Observe that

C/ = Cq — CTd|D7T

q
keFr keFr

q
=M bJ tazg—x" | Y epk+epaT
keFT

TV
error term

Here, we use the fact that

Aepr=upyr and  AepT = Up,T
hold since ep € Af;lD,k (A) and €y, T € Aio[d],T(A) hold by construction. The decryption succeeds
if the absolute value of the error term zq — x ' (Zkeﬁ e,k + elD[d],T) is smaller than ¢/4. By
Lemma 5, the distributions of ejp; and ejpg, v sampled by the SamplePre algorithm are 2—8(n).

statistically close to Dy1  (a), and Dy (A),0» Tespectively. Therefore, by Lemma 2, |lep k|| <
uip, k ’ p[d],T ’ ’

oy/m and |le|pq 7]l < oy/m hold. Similarly, by Lemma 2, |z4] < o/q and [|x|| < a’qy/m also hold.
Thus, the absolute value of the error term is bounded by

za —x" (D ek +epar)| < lza + 1% - (D lenkl + lenaT!)
keFT keFT
< (w + 2)d’qom.

We will set the parameters as specified below so that the upper bound is less than ¢/4.

Parameter Selection. We set the parameters of the scheme to satisfy the following conditions:
e The absolute value of the error term is less than ¢/4 (i.e., (w+ 2)d/qom < q/4).
e TrapGen works correctly (i.e., m > 3nlogq).
e SamplePre and SampleZ(o) works correctly (i.e., o > ||Talles - log(2m+4)/7 =

O(y/nTogmTogy)).
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e o is sufficiently large to apply Lemmas 1-3 (i.e., o0 > v/n + logm, 16/log 2m /7).

e ReRand works correctly (i.e., a//2a > y/n(c?m + 1)).
e LWE is hard (i.e., ag > 2y/n).
To satisfy all the requirements, we can set the parameters as follows:
m = n1+5, q = 10wn
a/q:n2+25, aq:2\/ﬁ,

8:5+43 — 0548

g )

where 0 > 0 can be set an arbitrarily small constant.

Security. A proof of the security is almost the same as those of Theorems 1 and 2. The only
difference is the analysis of Game-7 since the equation (5) is replaced by
-

[elloll - - o) = [Tm| D @px s+ e+l | D @bk + €] '€+ X,

keFT keFT

Even when an adversary A obtains at most ) decryption keys dkp«t for T # T*, CFF en-
sure that there is at least one index k* € [t], where €+« is not revealed to A. Thus,

as [Im|é|D* |é|D*[0{’T*| s ’éID*[j—l],T*|é|D*[j+1],T*| s |é|D*[ﬁ|D],T*]TE is distributed uniformly at ran-
dom in Z™*** in the proofs of Theorems 1 and 2, [Ln| Y ycx, €+ k€D [0),T+] -+ [€1D*[j—1],T]
1D+ [j+1],T+| - * |€1D* ), T+ | € is distributed uniformly at random in Z™+ro+,
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