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Abstract. Affine message authentication code (AMAC) (CRYPTO’14)
is a group-based MAC with a specific algebraic structure. Downgradable
AMAC (DAMAC) (CT-RSA’19) is an AMAC with a functionality that
we can downgrade a message with an authentication tag while retain-
ing validity of the tag. In this paper, we revisit DAMAC for two in-
dependent applications, namely downgradable identity-based signatures
(DIBS) and trapdoor sanitizable signatures (TSS) (ACNS’08). DIBS are
the digital signature analogue of downgradable identity-based encryption
(CT-RSA’19), which allow us to downgrade an identity associated with
a secret-key. In T'SS, an entity given a trapdoor for a signed-message can
partially modify the message while keeping validity of the signature. We
show that DIBS can be generically constructed from DAMAC, and DIBS
can be transformed into (wildcarded) hierarchical/wicked IBS. We also
show that T'SS can be generically constructed from DIBS. By instanti-
ating them, we obtain the first wildcarded hierarchical/wicked IBS and
the first invisible and/or unlinkable T'SS. Moreover, we prove that DIBS
are equivalent to not only TSS, but also their naive combination, named
downgradable identity-based trapdoor sanitizable signatures.

Keywords: Downgradable Identity-Based Signatures - Trapdoor Sanitizable
Signatures - Downgradable Affine Message Authentication Codes - (Wildcarded)
Hierarchical /Wicked Identity-Based Signatures.

1 Introduction

Identity-Based Cryptosystems. In public-key encryption (PKE) system, a sender
encrypts a plaintext using a public-key of a receiver, then the receiver decrypts
it using her secret-key. Identity-based encryption (IBE) [28] is a PKE with an
advanced functionality, where a receiver can choose any identity id € {0,1} for
[ € N as her public-key. In IBE, we assume the existence of a trusted authority
which privately generates a secret-key for an id. Hierarchical IBE (HIBE) [18,20]
expresses each id as a vector of some sub-IDs, i.e., id € ({0, 1}*)S”. A secret-key
for an id generates one for any of its descendants. Wicked IBE (WKIBE) [2]

generalizes HIBE, where we can leave some sub-IDs blank to be determined in



upcoming delegation. Wildcarded IBE (WIBE) [1,6] generalizes IBE, where each
ciphertext ID can be wildcarded, i.e., id € {0,1,*}'.

Digital signature is a tool to verify by using a public-key of a signer that a
digital signature on a digital document was produced from her secret-key. There
exist the digital-signature analogue of the IBE primitives, namely identity-based
signatures (IBS) [28], HIBS, WkIBS and WIBS. We have known that any (n+1)-
level HIBE can be transformed into an n-level HIBS [21,18]. Analogously, 2-level
HIBE (resp. IBE) can be transformed into IBS (resp. digital signature). The
technique cannot be straightforwardly applied to wildcarded IBS primitives.

Affine MACs (AMACs). We have known that AMAC [8] is useful to construct
various ID-based cryptosystems with (almost) tight security reduction. AMAC
is an algebraic MAC with a group description (G, p, g), where G is a group, p is a
prime and g is a generator of G. For a € Zj, let [a] denote (g™, - - - ,ga"')T e G".
A tag 7 = ([t], [u]) on msg € M consists of a randomness [t] € G™ and a message-
depending [u] € G, satisfying u = Zé:o fi(msg)x[t + Zlilzo fl(msg)x; € Zy,
where f;, f/ : M — Z,, are public functions, and z; € Z, and x; € Z;, are from
the secret-key skyiac. Pseudo-randomness [8] guarantees that no PPT adversary,
who arbitrarily chooses msg* then receives ([h], [Ro];, [R1]7), can distinguish the
case where they are honestly generated, i.e., h « Zp, hy = Zi:o filmsg*)x;h
and hy == Zé;o fl(msg*)x;h, from the case where they are randomly generated'.
Note that the adversary can arbitrarily chooses msg # msg* to get a tag on it.
Blazy et al. [8] proposed two AMAC schemes, one of which is based on a hash-
proof system (HPS) [16] and pseudo-random under k-Lin assumption.

Blazy et al. [3] proposed a generic construction of anonymous identity-based
KEM (IBKEM) with identity-length [ € N from an AMAC scheme with message-
length [. The key-issuing authority randomly generates skyac for the AMAC
and perfectly-hiding commitments {Z;} (resp. {z;}) to {x;} (resp. {z;}). A
secret-key for an identity id is identical to a Bellare-Goldwasser (BG) signature
[5]. Specifically, it consists of an AMAC tag ([t],, [u],) on a message id and an
NIZK-proof [19] [u], w.r.t. the commitments which proves that the tag has been
correctly generated. Key-encapsulation and key-decapsulation are a randomized
variant of the verification of the NIZK proof. They proved that its adaptive
security is tightly reduced to the pseudo-randomness of the AMAC.

In delegatable AMAC (DIgAMAC) [8], each message is a vector of some
sub-messages. We can transform a valid tag on a message into another valid
tag on any of its descendant messages. The pseudo-randomness for DIgAMAC
is a natural extension from the one for AMAC, where the tag-generation oracle
returns not only a tag but also variables for delegating or re-randomizing the tag.
They [8] showed that their HPS-based AMAC is delegatable. Their anonymous
HIBKEM based on DIgAMAC is a natural extension from the AMAC-based
AIBKEM. Each secret-key for a hierarchical ID consists of a BG-signature on
the ID and variables for delegating or re-randomizing the BG-signature.

! In this paper, « means that we select an element uniformly at random from a space.



Sanitizable Signatures (SS). If we modify a message signed by an ordinary digital
signature scheme, the signature becomes invalid. SS [3] allow a sanitizer to par-
tially modify a (signed-)message. A signer signs msg € {0,1}™ with choosing a
(public-key of ) sanitizer and a set T C [1,m] of its modifiable bits. The sanitizer
can modify msg to msg’ according to the rule T by using her secret-key. Vari-
ous security notions, i.e., (existential) unforgeability, immutability, transparency,
privacy, invisibility, unlinkability and signer/sanitizer-accountability, have been
formally defined [9,10,22,13,4]. Invisibility [13] guarantees that the set T of mod-
ifiable bits is hidden. Camenisch et al. [13] proposed the first invisible SS scheme.
Beck et al. [4] proposed one achieving stronger security notions. Unlinkability
[10] guarantees that a sanitized signature cannot be linked to its source. Unlink-
able (and non-invisible) SS schemes were proposed in [10,17,11]. Bultel et al. [12]
proposed a simple generic construction of (accountable) sanitizable signatures
(SS) from non-accountable SS (NASS) and verifiable ring signatures (VRS), from
which they obtained the first invisible and unlinkable SS (IUSS), which is an af-
firmative answer to an open problem posed in [13]. However, their NASS scheme
based on equivalence class signatures is secure in the generic group and random
oracle model. Such a strong assumption is inherited by their ITUSS scheme.

Trapdoor Sanitizable Signatures (TSS). In TSS [14,29], each signer does not
choose a public-key of a sanitizer in signing. Each signature is associated with
a trapdoor, which enables any user sanitize the signature. An advantage of T'SS
is that each signer can designate any single (or multiple) user as sanitizer at
anytime. We believe that an overlooked significant advantage is that it could
be a building block of the ordinary SS. We believe that a simple generic SS
construction based on TSS and PKE? can be the NASS scheme in the IUSS by
Bultel et al., where its invisibility (resp. unlinkability) is implied by the same
security of the TSS. We propose the first invisible and unlinkable T'SS scheme
secure under standard assumptions. As a result, we could obtain the first IUSS
secure under standard assumptions. Justifying the idea is a future work.

1.1 This Work

Downgradable AMACs. In downgradable affine MAC (DAMAC) [7], we can
downgrade a message msg € {0,1}"™ with an authentication tag to another
msg’ € {0,1}™. The downgrade relation holds when, for every ¢ € [1,m], if
msgli] # msg'[i], then msg[i] = 1. Differently from the definition of DAMAC [7],
we introduce an algorithm Weaken which weakens downgradability of a tag. Each
fresh tag on msg has the full downgradability I; (msg)?, which means that every
bit of the message whose value is 1 can be changed to 0. The downgradability
can be weakened by Weaken to any of its subset J C I; (msg).

2 A signer generates a TSS signature and its trapdoor using her TSS secret-key, then
encrypts the trapdoor under a PKE public-key of a sanitizer. The sanitizer decrypts
the ciphertext using his PKE secret-key.

3 For a binary string str € {0,1}™, T1(str) denotes a set {i € [1,m] s.t. str[i] = 1}.



Our definition of pseudo-randomness for DAMAC is not a naive extension
from the one for AMAC (DIgAMAC) in [8], but weaker one. We neither consider
the pseudo-randomness of [hg]; nor allow the adversary to use tag-generation
oracle after the challenge phase. We prove that the HPS-based AMAC [8] is a
DAMAC which satisfies the pseudo-randomness under the k-Lin assumption.

Downgradable IBS. In downgradable IBE (DIBE) [7], we can transform a secret-
key for an id € {0,1}! into one for a downgraded id’ < id. Our downgradable IBS
(DIBS) are not the digital-signature analogue of DIBE [7], but stronger because
of Weaken, which weakens downgradability of a secret-key. As explained below,
the algorithm works to construct various more efficient non-wildcarded IBS. We
formally define EUF-CMA security and (statistical) signer-privacy which means
that each signature has no specific info about the secret-key generating it.

We propose a generic DIBS construction from DAMAC. First, we consider
a natural extension from the DIgAMAC-based AHIBKEM [8] to a DAMAC-
based DIBKEM. Second, we transform it into a DAMAC-based DIBS using the
same technique as the HIBE-to-HIBS transformation [21,18]. Our DIBS (with
identity-length [ and message-length m) adopt a DAMAC with message-length
I +m. A secret-key for id € {0,1}! with downgradability J C I, (id) consists of
a BG-signature ([t],, [u],,[u],) on a message id||1™ and some information for
re-randomization or downgrade. Each secret-key initially has the full downgrad-
ability i.e., I; (id) J[l + 1,1 + m]. It can be weakened to any J|J[I + 1,1+ m] s.t.
J C T;(id). A signer with id generates a signature on msg by re-randomizing
the secret-key then downgrading the BG-signature on id||1™ to one on id||msg.
To verify the signature, we firstly encapsulate a random key under id||msg then
decapsulating it using the signature (being a DIBKEM-secret-key for id||msg).

We propose two transformations from DIBS to various IBS, i.e., (W)IBS,
(W)HIBS and (W)WKIBS, where the initial W means wildcarded. The first
transformations adopt the same technique as the ones from DIBE to various
IBE [7]. The transformations effectively work for all of the IBS (incl. wildcarded
ones). We show that by instantiating them by the DAMAC-based DIBS, we
obtain a WIBS scheme whose reduction-cost for unforgeability is O(q)*, which
is (asymptotically) smaller than O(g?) of the WIBS scheme instantiated from
the ABS scheme [27], and also obtain the first WHIBS and WWKIBS schemes
secure under standard assumptions. The second transformations effectively use
the algorithm Weaken and work for only non-wildcarded IBS. We show that the
second transformations can produce more efficient IBS schemes than the first
ones especially in size of public-parameter.

Trapdoor SS. Our TSS are functionally stronger than the original TSS [14].
Firstly, each signature (and its trapdoor) can be re-randomized. In other words,
the sanitizing algorithm Sanit® is fully-probabilistic. The property is necessary

4 ¢ denotes the number that key-generation and signing oracles are used.
5 sanit takes a signature o and trapdoor td ((Ea message msg and T), and a modified
msg and T, then returns a modified & and td



to achieve our definition of unlinkability. Either of the existing T'SS constructions
[14,29] cannot achieve it because its Sanit is not fully-probabilistic. Secondly,
each signature can modify its modifiable parts T to any subset T C T. The
original T'SS assume that T is permanently fixed.

We define (existential) unforgeability, transparency, (weak) privacy, unlinka-
bility and invisibility. Analogously to the SS, either of transparency and unlink-
ability implies privacy. We originally define strong privacy, which implies either
of transparency and unlinkability.

We show that TSS (with message-length m) are constructed from DIBS (with
identity-length m). A function @7 transforms a message. @1(msg)(=: msg’) €
{0,1}™ is identical to msg except that for any ¢ € [1,m] if i € T and msg[i] =0
then msg’[i] becomes 1. In general, a TSS signature on a message msg with
modifiable parts T and its trapdoor are a DIBS secret-key for identity msg
with downgradability § and one for identity @1(msg) with downgradability T,
respectively. In verification, we verify the DIBS secret-key for identity msg.
Specifically, we make it generate a DIBS signature on a random DIBS message
then verifies it. We prove that it is secure if the underlying DIBS scheme is
secure. As a result, we obtain the first invisible and/or unlinkable TSS scheme.

Equivalence among DIBS, TSS and DIBTSS. We also show that DIBS are gener-
ically constructed from TSS. Thus, DIBS and TSS are equivalent.

Moreover, we naturally combine the two primitives, and name it downgrad-
able identity-based TSS (DIBTSS). In DIBTSS, each identity for a secret-key
can be downgraded, and each signature can be sanitized by a trapdoor. We
show that DIBTSS are equivalent to either of DIBS and TSS.

1.2 Paper Organization

In Sect. 2, we explain some notations, asymmetric bilinear pairing, matrix Diffie-
Hellman assumption, and (wildcarded) wicked identity-based signatures. In Sect.
3, we define syntax and pseudo-randomness security for DAMAC, then propose a
secure DAMAC system. In Sect. 4, we define syntax and security for DIBS, then
propose a generic construction based on DAMAC. In Sect. 5, we define syntax
and security for TSS, then propose a generic construction from DIBS. We also
prove that TSS generically construct DIBS. In Sect. 6, we introduce DIBTSS.

2 Preliminaries

Notations. 1* for A € N denotes a security parameter. PPTAy denotes a set of
all probabilistic algorithms which runs in time polynomial in A. PA denotes all
probabilistic algorithms. We say that a function f : N — R is negligible if Vc € N,
Jxp € N sit. Vo > g, f(x) < 2z7¢ NGL, denotes a set of all negligible functions
in A. For a binary string x € {0,1}", z[i] € {0,1} for ¢ € [1,n] denotes the value
of its i-th bit. For a string = € X", e.g., X is {0,1} or {0,1,*}, Iy(z) for b € X
denotes the set {i € [1,n] s.t. x[i]] = b}. For x,y € {0,1}", the relation z < y



holds if A;¢( ,, #lil =1 = yli] = 1. For z,y € {0,1}" and a set J C I1(y), the
relation z =y y holds if A,y ,py2li] = ylif \igyzlil =1 = ylij=1.a~ A
means that we extract an element a uniformly at random from a set A. For a
matrix A € N+DxE - 4 e NF*F denotes the square matrix composed of the first
k rows of A, and A € N*** denotes the lowest row of A.

Maitriz Diffie-Hellman Assumption. Let Ggg denote a generator of asymmetric
bilinear pairing. Let A € N. Gpg takes 1%, then generates (p, G1,Go,Gr, e, g1,
g2)- p is a prime of length A. (G1, Gy, Gr) are multiplicative groups of order p.
g1 and g9 are generators of Gy and Gg, respectively. e : G; x Go — Gp is an
asymmetric function, computable in polynomial time and satisfying both of the
following conditions: (i) Bilinearity: For every a,b € Z,, e(g¢, g5) = e(g1, g2)?.
(ii) Non-degeneracy: e(g1, g2) # lg,, where 1g,. denotes the unit element of Gr.
Note that g7 == e(g1, g2) is a generator of Gp. For s € {1,2,T} and a € Z,,
[a], denotes g¢ € G;. Generally, for s € {1,2,T} and a matrix A € Zy*"™ whose
(i,4)-th element is a;; € Z,, [A], € G"*™ denotes a matrix whose (i, j)-th
element is g5 € G4. Obviously, from [a], and an integer x € Z,, [za], € G; is
efficiently computable. From [a], and [b], (for b € Z,), [ab], is also efficiently
computable. Note that for a,b € Zy, [aTb] ., = e([a],, [b],) = e([b];, [a],).
Based on [16,8,23], we define matrix Diffie-Hellman assumption.

Definition 1. Let k,l € N s.t. | > k. We call a set D, , a matriz distribution if
it consists of matrices in ZéXk of full rank k and extracting an element from it
uniformly at random can be efficiently done.

In this paper, Dy denotes Dyi1,. W.lo.g., we assume that the first k rows of
A « Dy, form an invertible matrix (which implies that A is of full rank k).

Definition 2. Let Dy be a matriz distribution. Let s € {1,2,T}. Dy -matrix
Diffie-Hellman (MDDH) assumption holds relative to Gpg in group Gs, if for
every A € PPTA,, there exists e € NGLy s.t. Advifg;;{ﬁgf()\) = |Pr[l «
Algd, [A],, [Aw],)] — Pr[l < A(gd, [A],, [u],)]| < €, where gd = (p,G1, G, Gr,

e.91,92) < Gpa(1), A« Dyj, w « Zk and w « Z,.
Following lemma guarantees that the assumption is self-reducible [10].

Lemma 1. For any k,l € N s.t. | > k and any matriz distribution Dy, the
D x-MDDH assumption is random self-reducible. In particular, for any m € N
s.t. m>1 and any A € PPTA), there exists B € PPTA, s.t.

Dy 1, —MDDH 1
(I =k)Adv, 5,  c.(N) + 1

> Adviy =P (0) = [Pr(1 - Blgd, [A],, [AW],)] = Pr[1 + B(gd, [A],,[U],)]],

where gd = (valvGQaGTaevglng) — gBG(]-/\); A e Dl,k; W e ngm and
U e~ Zéxm.
Corollary 1 is directly obtained from Lemma 4 in [24].

Corollary 1. For any prime p and n € N, Pr[rank(S) #n | S « Zn*"] < 5.



2.1 Wicked IBS and Wildcarded Wicked IBS (WkIBS, WWKIBS)

We define WWKIBS and WKIBS. Definitions of IBS and wildcarded IBS (WIBS)
can be seen in Sect. A.

Syntaz. WWKIBS consist of following 4 polynomial time algorithms.

Setup Setup: Z,i = ({0, 1} U{#D" (resp. Zuwwr = ({0, 1, U{#})") de-
notes the space of identity associated with a secret-key (resp. signature),
where # means that sub-identity for the block is undetermined. m denotes
length of a message. Setup takes 1%, I, m and n, then returns master public-
key mpk and master secret-key msk (identically a secret-key for #™). We
write (mpk, msk) < Setup(1*,1,m, n).

Key-Generation KGen: It takes a secret-key sk, an id € Z,,;, and an id’ € Ty,
then outputs a secret-key sk’. We write sk’ < KGen(sk, id, id’).

Siging Sig: It takes a secret-key sk, an id € Z1, a wildcarded wid € Ty, and
a message msg € {0,1}™, then outputs a signature o. We write o < Sig(sk,
id, wid, msg).

Verification Ver: It takes a signature o, a wildcarded wid € Z 1 and a mes-
sage msg € {0,1}™, then outputs 1 or 0. We write 1/0 < Ver(c, wid, msg).

We require every WWKIBS scheme to be correct. Let Z := {0, 1}! and Z,, :==
{0,1, *}l. We define three relation algorithms. R,, takes id € Z and wid € T,
then outputs 1 if Vi € [1,1], id[i] # wid[i] = wid[i] = *, or 0 otherwise. Ry
takes id,id € L, then outputs 1 if Vi € [1,n], id; # id, = id; = #, or 0
otherwise. Ry takes id € T, and wid € Ty, then outputs 1 if Vi € [1, n],
wid; = # — id; = # and wid; € {071,*}1 = 1 « Rw(ldl,wldl),
or 0 otherwise. We say that a WWKIBS scheme is correct, if VA, I,m,n € N,
V(mpk, msk(= skyn)) < Setup(1*,l,m,n), Vidy € Ly, Vskia, < KGen(skyn,
#", idl), Vidy € Ty s.t. 1 < ka(idl, ids), Vskid, KGen(Sk‘idl,idl, idg), SN
Vidg € Ty s.t. 1+ Ry (idi—1,idy), Vskid, KGen(Sk‘idkfl,Z'dk_l, idg), Vmsg €
{0,1}™, Ywid € Lk 8.t. 1 < Rk (idg, wid), Yo « Sig(skiq,,idy, wid, msg),
1 + Ver(o, wid, msg).

Existential Unforgeability. We define existential unforgeability against chosen-
messages attacks (EUF-CMA). For a probabilistic algorithm A, the experiment
Exptir-crs w.r.t. a WWKIBS scheme Yywwiins is defined as follows.

Pwwkis,A

Ea:pt%’iv_&qims’f‘(l)‘, l,m,n):
(mpk, msk(= skyn)) < Setup(1*,1,m, n).

(0™, wid"* € Tuwk, msg™ € {0,1}™) = ARS8 (mpky) where

—Reveal(id € Zyk): sk + KGen(msk, #",id). Q, = Q. J{id}. Rtn sk.
—Gign(id € Lk, wid € Tywk, msg € {0,1}™): Rtn L if 0 + Rywk (id, wid).
o < Sig(KGen(msk, #",id), wid, msg). Qs = Qs J{(wid, msg,0)}. Rtn o.

Rtn 0if V, cq, 1 ¢ Ruwwk(id, wid™) V (i4.msg,.)cq, (Wid, msg) = (wid",msg”)
Rtn 1if 1 < Ver(c*, wid*, msg"). Rtn 0.




Definition 3. A scheme Ywwiass 15 EUF-CMA, if VA, I,m,n € N, VA € PPTA,,
Je € NGLy s.t. 4dvi7r ™ 1 (X)) = Pr[l « Exptl™ (1}, 1,m,n)] <e.
Signer-Privacy. Signer-privacy means that a signature associated with a wild-
carded identity wid € L,k does not leak any information about the secret-key
for id s.t. 1 < Rywi(id, wid) which has generated the signature. For an algo-
rithm A, we consider the following two experiments. In the experiment with
b =0, every command with grey background is ignored.

Expty

sEWWkIBS»-Avb(lA7l7m7 n): // be{0,1}.
(mpk, msk(: Sk#n)) — Se:tllp(l’\’ I,m, ’I’L) (mpk,msk'(a Sk#n)) . Setup'(lA,l,m, n)
Rtl’l b — A%wcu[,@e[egatc,@qm(mPk’msk)’ Where

—Reveal(id € Zyk): sk < KGen(skyn, #",id). sk < KGen'(msk’, #",id).

Q = QU{(sk,id)}. Rtn sk.
—Delegate(sk,id,id € Tyi): Rtn L if (sk,id) € QV 0 + Ry (id,id’).

sk’ < KGen(sk,id,id’). sk’ < KGen'(sk,id,id"). Q = QJ{(s¥k',id’)}. Rtn sk’.
—G&ign(sk,id € Lk, wid € Lywk, msg € {0,1}™):

Rtn L if (sk,id) ¢ QV 0 ¢ Ruwr(id, wid).

o < Sig(sk,id, wid, msg). o + Sig'(msk’, wid, msg). Rtn o.

Definition 4. A scheme Xwwyxiss s statistically signer private, if for every
A lLm,n € N and every probabilistic algorithm A, there exist polynomial time
algorithms X{wips = {Setup’,KGen', Sig'} and a negligible function e € NGLy

— A
such that AdUSEPWWkIBs,E(NWkIBS,A,l,m,n(A) = |Pr[l « Expty, 401N 1,m,n)]—
Pr[l < Expt¥ (1% 1,m,n))]| is less than e.
Remarks on WEKIBS. WKIBS are the same as WWXKIBS except that each identity
wid associated with a signature is non-wildcarded, i.e., wid € Z,;. We do not
consider signer-privacy for WkIBS.

3 Downgradable Affine MACs (DAMACSs)

A randomized message authentication code (MAC) consists of following 3 polynomial-
time algorithms. Key-generation Genyac takes a system parameter par, then
randomly generates a secret-key skyac. Tag-generation Tag takes a secret-
key skyac and a message msg € M, then randomly generates a tag 7. Tag-
verification Ver takes a secret-key skyac, msg € M and a tag 7, then (deter-
ministically) returns a bit 1 or 0.

3.1 Owur Model

Affine MACs (AMAGs) [3] over Zy (for n € N) are group-based MACs with
a specific algebraic structure. Downgradable AMACs (DAMACSs) with message
space M = {0, 1} are AMACSs, where we can downgrade a message msg € {0,1}!
with a tag to another msg’ € {0,1}! s.t. msg’ < msg while keeping validity of



the tag (using the algorithm Down). Each tag is associated with a special key
for downgrade. Initially, the key has the full downgradability. We can arbitrarily
weaken the downgradability (using the algorithm Weaken). Our definition for
DAMAC is a natural extension from the one for AMACs in [8] and essentially
different from the one for DAMACsS in [7].

Definition 5. We say that a MAC system YXyac = {Genpyac, Tag, Weaken,
Down, Ver} is downgradable over Zj, if it satisfies the following conditions.

— Genpac(par) takes a public parameter par including the bilinear groups de-
scription (p,G1,Ga,Gr, e, g1,92), then returns skyac. We parse skyac as
(B, xg, @1, ,x1,x), where B € ngnl, x; € Zy, and x € Zy, for integers
n, n' and 1. Let M = {0,1}!.

— Tag(skmac, msg € M) chooses s « Z" , computes t .= Bs € Zy, for every
i € I1(msg), d;i == hi(msg)x]t € Z,, and

l

u = Z filmsg)x]t +x € Z,, (1)
=0

where the functions f;, h; : M — Z, are public ones which satisfy that for
every msg, msg’ € {0,1} s.t. msg’ < msg and every i € [1,1], it holds that

fi(msg') = fi(msg) (if msg'[i] = msgli]),
e filmsg) — hi(msg) (otherwise).
It returns w{é;“” ([tly, [u)y, {[di], | i € I1(msg)}) € GF x G X Glhmsol,
— Weaken(7,,,,msg € /\/l J CTi(msg), I C ) parses 7,4 as ([t]y, [uly, {[di], |

i € J}), then returns v = ([t]y, [u]y, {[di]y | i € T'}) € Gy x Gy x (Glzjl‘.

msg

— Down(7,,,,, msg € M, I C Ii(msg), msg’ <y msg) parses 73,., as ([t], [uly, {[di], |

i € I}), computes [u']y = |u— ZieJﬂHo(msg’)diL7 then returns Tgsg,

(2], )y, {[di], | i € I'}) € GF x G x G, where ' := T\ Io(msg’).
— Ver(skmac, msg, 73,s,) returns 1 if the equation (1) holds, or 0 otherwise.

Pseudo-Randomness. For the pseudo-randomness of DAMAC, we consider the
experiments given below. Our definition is not a natural extension from the one
for AMAC (or DIgAMAC) in [8], but weaker in some respects. Firstly, among the
3 variables in the challenge instance, i.e., ([h];, [Ro];, [h1];), pseudo-randomness
of [ho]; is not considered. Secondly, tag-generation oracles cannot be used after
the challenge instance is issued. We introduce two types of tag-generation oracles,
one of which generates only a tag, and the other of which generates a tag plus
variables used to re-randomize or downgrade the tag.

PR-CHAT PR=CHAT
Expty 1. a0par): [/ Bxepts " a4 /
skyac = (B, xo, -+ , @, x) < Genmac(par), where B € Zy™" |, @; € Zy and x € Zy,.

(msg* € {0,1}', st) < A5 (par), where



—&valy(msg € {0,1},J C T;(msg)):
([t]y, [uly, {[dil, | ¢ € Li(msg)}) ¢ Tag(skmac, msg).
S e Zy ™™, T:=BS, w:= Zi:o fi(msg)x]T. For i € J: e; = hi(msg)x, T.
Qo = Qo U{(msg, )} Rtn ([t], [uly, [T],, [w],, {[d:],, [e:], | i € T}).
—Cvaly(msg € {0, 1}"):
([tly: [uly, L) < Tag(skmac, msg). 7 = ([t],, [u],). Q1 == Qi U{(msg,7)}. Rén 7.

Abt if V(msg,J)ng msg” 23 msgV,,.,co, MSg" = msg.
h e Zp, ho =S\, fi(msg*)@ih, hy == zh. hy &~ Z,
Rtn b’ « Ai(st, [h], [holy, [Pa],)-

Definition 6. A DAMAC YXpamac is PR-CMAL if VA € N, VA € PPTA,, Je €
NGLy s.t. AQBE-O™1  (\) == |3, (=1)" Pr[l + Expt (par)]| < e.

YDAMAC,A Ypamac,A,b

3.2 Construction

Our DAMACSs scheme ITpayac is formally described below. The scheme is essen-
tially the same as the AMACSs scheme based on hash-proof system in [3] except
for the downgrading-key associated with each tag, i.e., {[d;], € G2 | ¢}, and the
newly-introduced algorithms, i.e., Weaken, Down. Thus, the AMACs scheme is
not only delegatable as shown in [8], but also downgradable.

Genmac (par):
Rtn skmac = (B, xo, - , &, ), where B « Dy, @o, -+ , &1 < ZI; and  « Zp.
Tag (skmac = (B, xo, -, a1, x),msg € {0,1})):
Rtn 715" = ([t],, [u],, {[di], | i € T (msg)}), where
seZh t:=DBs€Z u=(z} + 2 et (msg) x)t+x €Zpand d; ==zt € Zy.
Weaken (75,5 = ([t]y, [ul,, {[di], | i € J}) ,msg € {0,1},J C 1 (msg),J” C L1 (msg)):

Rtn Lif J' ¢ J. Rtn 7, = ([t],, [ul,. {[di], | i € T'}).
Down (Treg = ([tlo, [Uly, {[dil, [ 1 € T}),msg € {0,1},J C 1 (msg), msg’ € {0,1}):
Rtn L if msg’ A5 msg. Rtn Tiisg, = ([t],, [u']y, {[di], | 1 € T'}),
where [u], = [u — il Nl (msg) diL and J' == J\ Io(msg’).
Ver (skMAc = (B, xo, - ,xi,x),msg € {0, l}l,T,J;LSg = ([t]z, [ul,, {[di]2 i€ J})):

Rtn 1 if [u], = [(azg + 22:1 msglile! )t + m] . Rtn 0, otherwise.
2

3.3 Pseudo-Randomness

Theorem 1 guarantees that IIpamac is pseudo-random under the MDDH as-
sumption. A proof of the theorem is skipped to Subsect. B.1 because of the
page restriction. We modify the proof of a theorem for pseudo-randomness of
the delegatable AMACSs sheme in [3].

Theorem 1. The DAMAC scheme IIpavac 18 PR-CMAL if the Dy-MDDH as-
sumption w.r.t. Gpg and Go holds. Formally, VA € PPTA,, 3B € PPTA, s.t.

Advp it | (A) < 2{(k+1)ge+ a0} + i) + %5 +2(qe + gl ) Adug'g T (V).
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4 Downgradable Identity-Based Signatures (DIBS)

4.1 Owur DIBS Model

Syntaz. DIBS consist of following 6 polynomial time algorithms, where Setup,
KGen, Weaken, Down and Sig are probabilistic and Ver is deterministic.

Setup Setup: Let [ € N (resp. m € N) denote length of an identity (resp. a
message). It takes 1%, [ and m as input, then outputs a master public-key
mpk and a master secret-key msk. We write (mpk, msk) « Setup(1*,1,m).

Key-generation KGen: It takes msk, an identity id € {0,1}!, then outputs a
secret-key ski-]d for the identity and a set J := I; (id) indicating its downgrad-
able bits. We write sk., « KGen(msk, id).

Weakening Weaken: It takes a secret-key skfd for an identity id € {0,1}' and
a set J C T;(id) indicating its downgradable bits, and a set J' C J, then
outputs a secret-key sk% for id and J'. We write sk% — \nleaken(skzjilgl7 id, J,
).

Downgrade Down: It takes a secret-key sk’fd for an identity id € {0,1}' and a
set J C I;(id), and a downgraded identity id" € {0,1}! s.t. id’ <7 id, then
outputs a secret-key sk%, for id" and J' = J \ Io(id'). We write sk%, —
Down(sk‘fd7 id, J,id').

Signing Sig: It takes a secret-key skfd for an identity id and a set J C I (id),
and a message msg € {0,1}™, then outputs a signature o. We write o +
Sig(skjfd,id, J,msg).

Verification Ver: It takes a signature o, an identity id € {0,1}! and a message
msg € {0,1}™, then outputs a bit 1/0. We write 1/0 < Ver(o,id, msg).

We require every DIBS scheme to be correct. We say that a DIBS scheme Y'pipg
is correct, if YA € N, VI € N, Vm € N, VY(mpk, msk) < Setup(l)‘,l,m) Yidy €
{0,1}¢, Vs k‘Hl (ido) KGen(msk, idy), VI, C I (idy), Vsklg — Weaken(sk;]Il (ido)
ido, 11 (ido), J]O) Vidy € {0,1} s.t. id; =y, ido, Vsk“; — Down(skzd yido, I, idy),
where J1 == Jy \ Io(idy), -+, VI,_1 C Jpn—1, Vskzg 11 + Weaken(s k“; Y idy, 1,
o1, By), Vidy € {0,1}! st idy <y idy_y, Yskl; < Down(skiy ' idn 1,

'y, idy,), where J, == J!, _; \Io(id,), Vmsg € {0,1}"™, Vo < Sig(skys ,idn,Jn,
msg), 1 < Ver(o,id,, msg).

Ezistential Unforgeability [25,27]. For a scheme Ypigg and a probabilistic algo-
rithm A, we define the (weak) EUF-CMA by Def. 7 using the following experiment.

Expti 0% (1%, 1,m): N
(mpk, msk) < Setup(1*,1,m). (¢*,id*, msg*) + AT*HS8 (1mpk) where

—Reveal(id € {0,1},J C I1(id)):
sk < KGen(msk, id). sk’ < Weaken(sk,id,[1(id),]). Q. == Q. U{(id,])}. Rtn sk’.
—Gign(id € {0,1}',msg € {0,1}™):
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sk < KGen(msk, id). o < Sig(sk,id,Ii(id), msg). Qs = Qs |J{(id,msg,0)}. Rtn o.

Rtn 0 if 0 < Ver(o™,id", msg™) V ;4 5)cq, 1d" =1 id.
Rtn 1if Ay msg. )0, (1d, msg) # (id", msg”). Rtn 0.

Definition 7. A scheme Xpigs is EUF-CMA, if VA € N, VI,m € N, VA € PPTA,,
Je € NGLy, s.t. Adv5E ), (A) = Pr[l « Empt%”}f;gng(lA,l,m)] <e.

Signer Privacy. For a DIBS scheme Ypigg, simulation algorithms Xfpgq =
{Setup’,KGen’, Weaken’, Down’, Sig'}, and a probabilistic algorithm A, we con-
sider the following two experiments. In the experiment with b = 0, every com-
mand with grey background is ignored.

Bapt, . as(.Lm): /] be (0.1},
(mpk, msk) Setup(lk,l,m).. (mpk, msk’) < Setup’(1*,1,m).
Rtn b «— A%cueu[,ﬁﬂeukm,@umn,Gvgn(mpk’msk,)’ where

—Reveal(id € {0,1}):
sk <+ KGen(msk, id). sk < KGen'(msk',id). Q := Q{(sk,id,I1(id))}. Rtn sk.
—Weaken(sk,id € {0,1}', 1,1 C [1,1]): Rtn L if (sk,id,J) ¢ QI Z J.
sk’ < Weaken(sk,id,J,]’). sk’ < Weaken'(sk,id,J,J’).
Q= QU{(sk",id,I")}. Rtn sk’.
—Doron(sk, id,id’ € {0,1}',J C [1,1]): Rtn L if (sk,id,J) ¢ Q\/id' #; id.
sk’ < Down(sk,id,J,id"). sk’ < Down’(sk,id, J,id").
Q = QUI{(sk',id', I\ Io(id'))}. Rtn sk'.
—Gign(sk, id,id" € {0,1},J C [1,1], msg € {0,1}™):
Rtn L if (sk,id,J) ¢ Q\/id' #; id.
sk’ < Down(sk,id,J,id"). o + Sig(sk,id',J \ Io(id"), msg).
o + Sig/(msk’,id’ ,msg). Rtn o.

Definition 8. A DIBS scheme Xpips is statistically signer private, if for every
A lL,m € N, and every probabilistic algorithm A, there exist polynomial time al-
gorithms Xy pg = {Setup’,KGen', Weaken’, Down’, Sig'} and a negligible function

1
e € NGL, s.t. AdngIBS,E{DIBS,A,l,m(A) =Y o (=1)"Pr[l « Exptd (1% 1,m)]|
is less than e.

4.2 Our DIBS Construction (DAMACtoDIBS)

DAMAC+toDIBS (interchangeably 25133, .) with {Setup,KGen, Weaken, Down,
Sig,Ver} is described in Fig. 1.
The idea behind DAMACtoDIBS comes from anonymous hierarchical IBKEM
based on delegatable AMAC (shortly DIgAMACtoAHIBKEM) in [3]. DIgAMACtoAHIBKEM
uses a DIgAMAC with message-length I. mpk includes ({Z; | i € [0,1]}, z), which
are perfectly hiding commitments to ({&; | i € [0,1]},z) in skmac. Each secret-
key for id € {0,1}" includes ([t],, [u,, [u],), where t € Z, u = 3\_, fi(id)z] t+
z and u = Zi:o fi(id)Y;"t + yT. Actually, they are Bellare-Goldwasser (BG)
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signature [5] on a message id, where ([t],, [u],) are a DIgAMAC-tag on the mes-
sage id and [u], is the NIZK-proof [19] which proves that the DIgAMAC-tag has
been correctly generated w.r.t. the commitments ({Z; | ¢ € [0,1]}, 2).

In DAMACtoDIBS, we adopt a DAMAC with message space {0,1}*™. To
generate a secret-key for id € {0,1}!, we firstly generate a BG-signature on
id||1™, specifically a DAMAC-tag ([t],, [uly, {[d:]5}) on id||1™ and the [u],. We
also generate auxiliary variables, namely [T'],, (w],, [W],, {[di],, [€i],, [Eils | | €
I (¢d||1™)}, which are used to re-randomize or downgrade the BG-signature. To
generate a signature on msg € {0,1}™ by using a secret-key sk for id € {0, 1},
we firstly re-randomize the BG-signature on id||1™ included in sk, then down-
grade it to a BG-signature on id||msg. Note that a signature on msg and id in
DAMAC+toDIBS is identical to a secret-key for id||msg in DIgAMACto AHIBKEM.
To verify a signature on msg and id, we firstly encapsulate a (random) key,
then attempt to decapsulate it by using the signature (being the secret-key for
id||msg). If the decapsulation is successfully done, the signature is judged as a
correct one.

Its correctness and security are guaranteed by Theorem 2, proven in B.2.

Theorem 2. 2D'B%, . is correct. Q5135 is EUF-CMA if the Dy-MDDH as-
sumption on Gy holds and the underlying X’panvac is PR-CMAL. QB}&?AC 18 sta-

tistically signer-private.

4.3 Generic Transformations from DIBS into the Major IBS

We propose two types of generic transformation from a DIBS into one of the 6
types of IBS-primitives, namely (W)IBS, (W)HIBS and (W)WXkIBS. The first-
type transformations work for all of the IBS-primitives. The second-typpe ones
work for only the non-wildcarded IBS-primitives.

The First-Type Transformations. The transformations work for all of the IBS-
primitives. Their technique is basically the same as the one to transform any
DIBE into the major IBE-primitives in [7]. They do not use Weaken of the
DIBS scheme. We only present the details of the transformation into WWk-
IBS, denoted by DIBStoWWXkIBS1. The transformations into the weaker IBS-
primitives, i.e., (W)IBS, (W)HIBS and WkIBS, are obtained from it.
DIBStoWWZXkIBS1 uses a DIBS scheme with identity-length 2in. We trans-
form each (wildcarded) identity id € T, into an identity did € {0, 1} based
on two functions ¢ and ¢,k ¢ takes id € {0,1,x}!, then outputs ||i:1didi €
{0,1}%, where did; is set to 01 (if id[i] = 0), 10 (if id[i] = 1), or 00 (if id[i] = *).
Guwwi takes id € Ty, then outputs ||;_, did; € {0,1}*'", where did; is set to
128 (if id; = #), or ¢(id;) (if id; € {0,1,%}!). A secret-key for an id € T, is a
(randomly-generated) DIBS secret-key for ¢k (id) € {0,1}2™. Any secret-key
for an id € T, can generate a secret-key for any of its descendant id’ € T s.t.
1 <+ Ry (id,id") based on Down’ of the DIBS scheme since did’ =1, (dia) did holds,
where did := ¢k (id) and did' = @i (id'). It can also generate a signature on
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Setup(1*,1,m):

A « Dy. skvac GenMAc(lA,l +m).
Parse skvac = (B, @o, -+ , Titm, ).

/| BT @ € I, x € Ly
For i € [0,1 + m)]:

Y e Zp**, Zi = (Vi | @i) A € Zyp k.
Yo I, 2= (y | 2) A € ZYE,
mpk = ([A]p {[Zih lie [OJ—I—m]} ) [z]l)‘
msk = (skmac, {Yi |1 € [0,l +m]},y).
Rtn (mpk, msk).

Down(sk],, id,J C I, (id), id'):
Rtn L if id £jid.
(sk};) < KRnd(sk),, id, J).
Parse (Sk.i']d)/ as ([t]27 [u]za [u]z’ [T}27 [w]27
[W]zv {[di]w [di]gv [ei]2> [EZ]2 | (S JUK})
J = I\ To(id"). T* =Ty (id) N Io (id’).
[u,b = [u— Zie]l* di}g'
(W], == i dil

[w/}Q = [w - Zieﬂ* ej .
W, ::/ [W = Dierr Eﬁ 2’
Rtn skfd, = ([t]27 [u']y, [u'],, [T],, [w'],,

[Wl]w {[di]w [di]27 [eibv [EZ}Q | (S J/ UK})

Sig(skl,,id,J C T;(id), msg € {0,1}™):
(sk];) < KRnd(sk],,id,J).
Parse (sk;,)" as ([l [uly, [ul,, [T],, [w],,
[W]zv {[di]27 [di]Qv [ei]zv [EZ]Q ‘ (AS JUK})
I* = Io(1"Jmsg). [u'], = [u— - dil,.
[w]y = [ = 3y dil,-
Rtn o := ([t],, [v'],, [u'],).

Ver(o,id € {0,1}/,msg € {0,1}™):
Parse o as ([t],, [u,, [u],). » « Zj.
[vo], = [Ar], € G*'!. [v], = [27], € G.
[v1], = [zg:; i(idesg)Zi'r]l €G™.

U)ol

Rtn life <[’Uo]17
2
Rtn 0 otherwise.

= e ([, [1],).

KGen(msk, id € {0,1}"):
T < Tag(skmac, id||1™).
Parse 7 = ([t],, [u], {[di], | 7 € L (id[[1™)}).
/] 8Ly ,t:=DBscZy.
// di == hi(id][1™)x] t.
/] u= Zi:g” SGd|[ 1™ t + @ € Zy,.
wi= L0 fi(id[1MY T+ yT € 2.
S e ZE X" T = BS € 2
w =30 fi(id| |12 T e Z2.
W= £ Gd||[ 1Y T € ZE
For i € Ty (id|[1™): d; := h;(id||[1™)Y;"t,
e; = hi(id||1™)x] T, E; := h;(id||1™)Y; T
Rtn sk%b(ld) =
([t]zv [uly, [uly, [Ty, [w]y, W],
{[di],, [dil,, [eil,, [Ei], | i € Li(id) UKY}).

Weaken(sk',,id,J C I1(id), ]’ C I, (id)):
Rtn L if J' Z J. (skj,;)’ < KRnd(skl,,id, J).
Parse (Skfd)l as ([t]27 [u]w [u]w [T}Q’ [w]27
[W]zv {[fll]za [di]zv [ei]zv [Ez}z ‘ S JUK})
Rtn Sk’lz']d = ([t]zv [uly, [uly, [T],, [w],,
[W]zv {[di]zv [di]zv [ei]27 [Elb ‘ iel UK})

KRnd(sk_,, id € {0,1}',J C I, (id)):
Parse ski, as ([, [u]y, [u]y, [T],, [w],,
[W]zv {[/dl]z’ [di]Qv [/ei]gv [E'L}Q ‘ (&S JUK})
S/WZ;L,S/WZZ xn
[TI]Q = [TS/]Q’ [wl]z = [wsl]w
(W', = WS, [t], =[t+T's],,
W], = [u+w's],, W], =[u+W's],.
For i € JUK:

lei], = [eiS"],, [Ei], = [E:S'],,

[d;]z = [d; + 623/]27 [di]Q = [di + E{s']2.
Rtn (sk);)
([tl]zv [ul]z’ [ul]27 [T/]27 [w/]w [WI]Q
{[di,, [dily, [edl,, [E), | i € TUKY).

Fig. 1. Our DIBS scheme DAMACtoDIBS (interchangeably 25%334c) with {Setup,
KGen, Weaken, Down, Sig,Ver} (and a sub-routine key-randomizing algorithm KRnd)
based on a DAMAC scheme Y'pamac = {Genmac, Tag, Weaken, Down, Ver}. Note that
K denotes a set [l + 1,1 + m] of successive integers.
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any wildcarded wid € Tk s.t. 1 < Rywr (id, wid) by firstly generating a secret-
key for wid based on Down’ (note: this correctly works since dwid =y, (4iq) did,
where did = Pk (id) and dwid = Pywi(wid)), then secondly generating a

signature based on Sig’. The transformation is formally described below.
WWKIBS.Setup(1%, 1, m, n):

(mpk, msk) < Setup’ (1%, 2in, m).

skyn = sk]ilz(,fl") + KGen' (msk, 12'™). Rtn (mpk, skyn).
WWKIBS KGen(sk;q, id € Zyk,id € Lyk):

did < Puwk(id). did’ < o (id'). Let skt denote skia.

Rtn sk'L ") pown’ (sk'L Y did, I (did), did').
WWEKIBS.Sig(skia, id € Lyk, wid € Lywk, msg € {0,1}7):

did < Puw (id). dwid < Guwwr(wid). Let sk0" denote skyg.

sk D o pown! (skLS | did, T, (did), dwid).

Rtn o « Sig/(skL 9" | dwid, I (dwid), msg).
WWEKIBS .Ver (o, wid € Zwwk, msg € {0,1}™):

dwid + ¢ywr(wid). Rtn 1 / 0 « Ver'(o, dwid, msg).

Its security is guaranteed by Theorem 3. It is proven in Subsect. B.3.

Theorem 3. DIBStoWWKkIBSI1 is EUF-CMA if the underlying DIBS scheme X pips
is EUF-CMA. DIBStoWWKkIBSI1 is signer-private if Xpigg @s signer-private.

The Second-Type Transformations. The transformations work for only the non-
wildcarded IBS-primitives. They effectively use Weaken of the DIBS. We explain
the details of the one for WKIBS, denoted by DIBStoWkIBS2. The ones for IBS
and HIBS are obtained from it.

Assume that DIBStoWkIBS2 has identity space ({0, 1} \ {U'}U{#}H". Tt
uses a DIBS scheme with identity-length In. A secret-key for an id € ({0,1}'\
{11 (J{#})™ is a DIBS secret-key for did € {0, 1}" partially-losing its downgrad-
ability. We parse did as ||\, did; (where did; € {0,1}'). Each id; is transformed
into did,. Precisely, if id; = #, then it is transformed into did; := 1! equipped
with the full downgradability. Else if id; € {0,1}' \ {1'}, then it is transformed
into did; = id; with no downgradability. The details can be seen in Sect. C.

Instantiation and Efficiency Analysis. We instantiate the transformations by
our DIBS scheme. In this paper, we mainly focus on the instantiations of wild-
carded IBS primitives, i.e., the ones of DIBStoWIBS1, DIBStoWHIBS1 and
DIBStoWWZXkIBSI1, since their contribution is clear. Their features are summa-
rized as in Table 1. WIBSgapy [27] is attractive because of the constant size of
secret-keys and perfect privacy. The instantiation of DIBStoWIBS1 is attractive
because of size of signatures which is constant (in other words, independent of
1) and security loss which is asymptotically-smaller than WIBSgag. To the best
of our knowledge, the instantiations of DIBStoWHIBS1 and DIBStoWWKkIBS
are the first WHIBS and WWKIBS schemes.

There is a transformation from any n-level HIBE into an (n — 1)-level HIBS
[21,18]. We believe that, a transformation from n-level WKIBE into (n — 1)-
level WKIBS, based on the same technique, correctly works. For instance, the
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Schemes |mpk]| |sk| lo| Sec. Loss |Assum.|SP
WIBSsan [27] O(l)|g2| OM)(lg] +lg2l) [OW)(|ga] + |g2]) | O((gr + 4)?) [SXDH [P
DIBStoWIBS1 O((I+m)k*)|g1| [O((1+m)k?)|g2] | (2K + 2)]|go] O(qr —|—q9) k-Lin |S
DIBStoWHIBS1 [O((In + m)k?)[g1|[|O((In + m)k?)|g2]] (2k + 2)]g2] O(q-+qs) |k-Lin |[S
DIBStoWWKIBS1|O((In + m)k?) g1 ]| O((In + m)k?)|g=| | (2k + 2)]|g2] O(qr +¢s) |k-Lin [S

Table 1. Comparison among existing wildcarded IBS schemes which are adaptively
and weakly (existentially) unforgeable under standard (static) assumptions. The mes-
sage space is {0,1}™. For the WIBS, WHIBS and WWXkIBS schemes, the ID space
is {0,1}, ({0,1}")=™ and ({0,1}" U{#})", respectively. For schemes based on asym-
metric bilinear map e : G1 X G2 — Gr, |g1]| (resp. |g2], |gr|) denotes bit length of
an element in G1 (resp. G2, Gr). ¢r (resp. gs) denotes total number that A issues a
query to Reveal (resp. Sign). For the column for signer-privacy (SP), S and P denote
statistical and perfect security, respectively. WIBSsan is the WIBS scheme obtained
as an instantiation of the ABS scheme in [27].

instantiation of DIBStoWkIBS2, the one of DIBStoWkIBS1 and the WkIBS
scheme transformed from the WKIBE scheme proposed in [7] achieve asymptot-
ically equivalent efficiency in data size and security loss. However, their actual
efficiency can greatly differ. Especially, the instantiation of DIBStoWkKIBS2 has
a master public-key whose size is almost two thirds of either of the others. The
details are explained in Subsect. C.

5 Trapdoor Sanitizable Signatures (TSS)

In the ordinary digital signature, no modification of a signed-message is allowed.
Sanitizable signatures (SS) [3] allow an entity called sanitizer to partially modify
the message while retaining validity of the signature. In SS [3,9,13,12], the signer
chooses a public-key of a sanitizer. The sanitizer modifies the message using her
secret-key. In trapdoor SS (TSS) [11], each signed-message is associated with a
trapdoor. Any entity can correctly modify the message using the trapdoor.

5.1 Our TSS Model

We define syntax and security of T'SS. As we explain in Subsect. 5.2, our model
is different from and stronger than the original in [14,29].

Syntazx. TSS consist of following 4 polynomial time algorithms, where KGen, Sig
and Sanit are probabilistic and Ver are deterministic.

Key-generation KGen: | € N denotes length of a message. It takes 1* and I,
then outputs a key-pair (pk, sk). We write (pk, sk) < KGen(1*,1).

Signing Sig: It takes sk, a message msg € {0,1}' and a set T C [1,]] of its
modifiable parts, then outputs a signature ¢ and a trapdoor td. We write
(0,td) < Sig(sk,msg,T).
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Sanitizing Sanit: It takes pk, msg, T, o, td, a message msg and a set T C T,
then outputs a signature @ and a trapdoor td. We write (7, td) < Sanit(pk,
msg, T, o0, td, msg, T).

Verification Ver: It takes pk, o and msg, then returns 1 or 0. We write 1/0 +
Ver(pk, msg, o).

We require every TSS scheme to be correct. We say that a T'SS scheme Xrgg is

correct, if VA € N, VI € N, V(pk, sk) < KGen(1*,1), Ymsg, € {0,1}!, VT, C [1,1],

V(oo tdy) < Sig(pk, sk,msgy, To), Vmsg, € {0,1}! s.t. Nie1,] st mogy [1#£msayil

To, VT C Ty, V(o1,tdy) < Sanit(pk, msgy, To, 00, tdy, msg;, T1), - - -, Vmsg,, €

{0, 1} s:te Aicpig . mosg, [ilsmsg, 1% € Tn—1, YTn C T, V(o tdy)

Sanit(pk, msg,_1, Tn—1,0n-1,tdn—1,m89,,Tn), Ni_y 1 < Ver(pk,o;, msg;).

i€

Security. We mainly consider the following 5 security requirements. Unforge-
ability (UNF) guarantees that any entity except for the signer, even if he can
arbitrarily acquire any signature with or without its trapdoor, cannot forge an
original correct signature. Transparency (TRN) guarantees that any entity, given
a pair of signature and trapdoor, cannot correctly guess whether the signature
has been sanitized. (Weak) privacy (wPRV) guarantees that any entity, given a
pair of sanitized signature and trapdoor, cannot get any information about the
original message. Unlinkability (UNL) guarantees that any entity, given a pair of
sanitized signature and trapdoor, cannot get any information about the original
signature. Invisibility (INV) guarantees that any entity, given a signature without
its trapdoor, cannot get any information about its modifiable parts T.

We introduce the sixth security notion, strong privacy (sPRV). It informally
means that any sanitized signature and its trapdoor distribute identically to a
fresh pair of signature and trapdoor generated by Sig.

They are defined by Def. 9, 10 using the experiments for the first 5 notions
depicted in Fig. 2 and the following experiment for sPRV. Theorem 4 (proven in
Subsect. B.4) says that 5 implications hold between the 6 notions.

Ewptszl‘)r};vss,A,b(l)\vl): // bE {071}
pk, sk) < KGen(1",1). Rtn b’ < ign,Gan/Sig (1 sk, where
k, sk 1%,1). Rtn b’  ASS/Sia(pr sk) wh

—Gign(msg € {0,1}', T C [1,1]):
(0,td) < Sig(pk, sk, msg,T). Q := QU{(msg, T,o,td)}. Rtn (o,td).
—Gan/Gig(msg € {0,1}', T C [1,1], 0, td,msg € {0,1}',T C [1,1]):
Rtn L if T Z T\ (msg,T,o,td) ¢ Qvie[l,l] s.t. msgli]£msgli b ¢ T.
(7,td) <+ Sanit(pk, msg,T,o,td,msg,T). (7,td) + Sig(pk, sk, msg, T).
Q = QU{(m3g,T,7,td)}. Rtn (7,td).

Definition 9. A TSS scheme Yrgs is EUF-CMA, if VA € N, VI € N, VA €
PPTA), Je € NGLy s.t. 4dv5r ™ (A) = Pr[l + Empt%’TFs‘g’j(lx,l)] < e.

Definition 10. Let Z € {TRN, wPRV, UNL, INV, sPRV}. A scheme Xrsg is statisti-
cally (resp. perfectly) Z, if VA, 1 € N, VA € PA, Je € NGL,, s.t. Ad'uZETSS’AJ(/\) =

1
| > p—o(—1) Prll « EwptZETSS’A,b(l)‘,l)H <€ (resp. Advs, . 4,(N) = 0).°

5 If we say a TSS scheme is Z secure, that means the scheme is statistically Z secure.
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E:I:ptEUF CMA (1)\ l)

Zrss,A e
(pk, sk) < KGen(l/\7 ). (6%, msg") « ASian Sanitise, GanitizeTd (pk), where

—Gign(msg € {0, 1}, T C [1,1]):

(0,td) < Sig(pk, sk, msg,T). Q := QU{(msg,T,o,td)}. Rtn o.
—Banitize(msg € {0,1}, T C [1,1],0,m5g € {0,1},T C [1,1]):

Rtn L if (msg,T,0,-) ¢QVT ;(_ T\/z‘e[l,l] s.t. m[z‘];émsg[i]i ¢ T.

I(msg, T, o,td) € Q for some td.

(7, td) + Sanit(pk,msg,T,o,td, msg, T). Q = QU{(msg T,,td)}. Rtn .
—BanitizeT0(msg € {0, 1}, T C [1,1],0,m5g € {0,1},T C [1,1]):

Rtn L if (msg,T,0,-) ¢ QVT ¢ TViepny st msglijzmsgli ¢ € T-

d(msg, T, o,td) € Q for some td.

(7, td) + Sanit(pk,msg,T,o,td, m5g, T). Qi = Qua U{(5g, T,7)}. Rtn (7, td).

Rtn 0if 0 Ver(g , Msg ) v(msg,T,a)E@td /\16[1 1] s.t. msg*[i]#msgli] Z eT.
Rtn 1 if /\(msg,T,a,td)eQ msg # msg”. Rtn 0.

ExptTy . a(1%,1): 70101}
(pk, sk) < KGen(1*,1). Rtn b + A®™/S9(pk, sk), where

—Gan/Gig(msg € {0,1}', T C [1,1],msg € {0,1}',T C [1,1]):
Rtn L if T 7¢~ T\/ze[l 1] s.t. msg[i]#msgli] i ¢ T.
(o,td) + Sig(pk, sk,msg,T). (7,td) + Sanit(pk, msg, T, o,td, msg, T).
(7, td) « Sig(pk, sk, msg, T). Rtn (7, td).

Empt‘givss,A,b(lka l) // b S {Oa 1} e
(pk, sk) < KGen(1*,1). Rtn b/ <+ AS9S™ R (pk sk), where

—GigSanLR(msgy, msg, € {0,1}',T C [1,1],msg € {0,1}', T C [1,1]):
Rtn Lif T ¢ T\/Be{o,n \/ie[l 1] st. msgglil#msgl ]i ¢ T.
(o,td) < Sig(pk, sk,msg,,T). (7,td) + Sanit(pk, msg,, T, o, td, msg, T). Rtn (7, td).

Emptugé‘ssAb(:l)\?l): //be {O 1} .. . N
(pk, sk) < KGen(1*,1). Rtn b/ < ASomSonitize.GamsRp op) where

~Sign(msg € {0,177 C [T, 1))
(0,td) < sig(pk, sk,msg,T). Q := QU{(msg, T,0,td)}. Rtn (o,td).
—Banitize(msg € {0,1}, T C [1,1], 0, td, msg € {0,1}},T C T):
Rtn L if (msg,T g, td) ¢ Q/\T g TVZE[I 1] s.t. msgli]#msgli] i ¢ T.
(7, td) + Sanit(pk, msg,T o,td,msg, T). Q QU{(m=g,T,7,td)}. Rtn (7,td).
—BanfR(msg, € {0,1},To C [1,1], 00, tdo, msg, € {0,1}}, Ty C [1,1], 01, td1, B
msg € {0,1}, T C [1,1]):
Rtn L if \/,36{0 1} [T ,¢— Ts V msgﬁ7Tﬁvg[37tdﬁ) ¢ QVze[l 1] s.t. msggli]#msg Z ¢ Tﬁ]
(7, td) + Sanit(pk, msgy, Tp, 0p, tdy, m5g, T). Rtn (7, td).

Exzpty 4,100 //bef0,1}.
(pk, sk) < KGen(1*,1). Rtn b’ + ASW9EHCmEN (L k) where

—&ig€R(msg € {0, 17, To, 1 € [1,1]):
(0,td) < Sig(pk, sk, msg,Ts). Q := QU{(msy, To, T4, O’i,td)}. Rtn o.
—~GanR(msg € {0,1},To, Ty C [1,1],0,m5g € {0,1},To, T1 C [1,1]):

Rtn Lif VVgco1y [TB ¢ Ts Viena st msgﬁ[i]¢m[i]i ¢ Tﬁ] \(msg,To,T1,0,-) ¢ Q.
3(msg, To, T1,0,td) € Q for some td. -
(7,td) < Sanit(pk,msg, Ty, o,td, msg, Tp). Q := QJ{(msg, To, T1,7,td)}. Rtn &.

Fig. 2. Experiments for (weak) existential unforgeability, transparency, weak privacy,
unlinkability and invisibility w.r.t. a TSS scheme Yrss = {KGen, Sig, Sanit, Ver}.
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Theorem 4. For any TSS scheme, (1) TRN implies wPRV, (2) UNL implies wPRYV,
(3) sPRV implies TRN, (4) sPRV implies UNL, and (5) TRN )\ UNL implies sPRV. The
implications holds even if the security notions are perfect ones.

5.2 Difference from the Existing TSS Models [14,29]

They differ in how to generate a trapdoor associated with a signature. In the ex-
isting models, they are simultaneously generated by Sig. In the original model,
the trapdoor is generated from the signature by a trapdoor-generation algo-
rithm using the secret-key. Practical significance of the algorithm is limited. In
a situation where someone demands the trapdoor associated with a previously-
generated signature, the signer would (ignore the signature and) newly generate
a signature and its trapdoor on the same message and T.

Furthermore, our model differs in the following 3 respects. Firstly, Sanit is
fully-probabilistic. The property is necessary to achieve either of sPRV and UNL.
Note that the Sanit of the scheme in [14] is fully-deterministic, and the one
of the scheme in [29] is semi-probabilistic. Actually, their schemes can achieve
neither UNL nor sPRV. Secondly, both of a signature and its trapdoor can be re-
randomized. This is done by executing Sanit with (msg, T) = (msg, T). Thirdly,
the modifiable parts for a signature can be downsizable. This is done by running
Sanit with msg = msg and T C T. The original model assumes that the trap-
door and modifiable parts are permanently fixed.

5.3 Generic TSS Construction from DIBS

In this subsection, we propose a generic T'SS construction from DIBS. We require
the underlying DIBS scheme to be key-invariant (KI). Informally, the property
means that each secret-key generated by Weaken or Down distributes identically
to fresh one generated by KGen and Weaken. Formally, we define it by Def. 11
using the following experiment.
Ea:ptKEIDIBsﬂA’b(lx,l,m): // be{0,1}.

(mpk, msk) < Setup(1*,l,m). Rtn b + A%eveatWeaten,Down (k1 5k), where

—Reveal(id € {0,1}):
sk < KGen(msk, id € {0,1}"). Q .= QU{(sk,id,T:(id))}. Rtn sk.
—Weaten(sk,id € {0,1}',J C [1,1],J" C [1,1]):
Rtn L if (sk,id,J) ¢ QI £ J.
sk’ < Weaken(sk,id,J,J’). sk «+ KGen(msk,id). sk’ < Weaken(sk, id,; (id),J’).
Q= QU{(sk',id,])}. Rtn sk'.
—Doron(sk,id € {0,1},J C [1,1],id" € {0,1}"):
Rtn L if (sk,id,J) ¢ Q\/id" £y id. sk’ < Down(sk,id,J,id").
sk <+ KGen(msk,id'). sk’ < Weaken(sk,id’,I;(id"),J \ Io(:d")).
Q = QU{(sk',id, J\Tp(id"))}. Rtn sk’.

Definition 11. A DIBS scheme Xpigs is statistically (resp. perfectly) KI, if
YA L,m €N, VA €PA, 3e € NGLy s.t. ddvE ) (A) = | 3, _o(—1)" Pr[l
Expt] (10 1,m)]| <e (resp. Adv - 4. () =0).
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Theorem 5 is proven in Subsect. B.5.

Theorem 5. Our DAMAC-based DIBS 25153, (in Fig. 1) is statistically KI.

The TSS construction DIBStoTSS (interchangeably 2755¢) with message-
length [ uses a DIBS scheme with identity /message-length I. In general, a TSS
signature and its trapdoor are DIBS secret-keys. Specifically, a T'SS signature
w.rt. (msg € {0,1}, T C {0,1}))7 is a DIBS secret-key w.r.t. (msg,0)%, and
its trapdoor is one w.r.t. (dr(msg), T). The function @ takes a message msg €
{0,1}! then outputs msg’ € {0,1}, where msg’ is identical to msg except that
for every i € [1,1] s.t. i € T A msg[i] = 0, msg'[i] becomes 1. In verification, we
verify whether the TSS signature is a correct the DIBS secret-key for the identity
msg. Specifically, we generate a signature on a random message for the identity
msg using the secret-key, then verifies it. In either of signing and sanitizing, we
firstly generate a TSS trapdoor (= a DIBS secret-key w.r.t. (@r(msg), T)), then
generate a TSS signature (= one w.r.t. (msg,)) using the trapdoor. In signing,
we generate a TSS trapdoor (= one w.r.t. (&r(msg),T)) from the DIBS master
secret-key. In sanitizing, we generate a modified TSS trapdoor (= one w.r.t.
(P5(msg), T)) from the original TSS trapdoor. The TSS construction based on
Ypies = {Setup’,KGen’, Weaken’,Down’, Sig’, Ver’} is described as follows.

KGen(1*,1): (pk,sk) = (mpk, msk) « Setup’(1*,1,1).
Sig(pk, sk, msg € {0,1},T C [1,1]):
msg + dr(msg). sk« KGen' (msk, msg').

msg’
I, (msg’
td = sk, g < Weaken'(skwllig, 9 msg’, Iy (msg’), T).
Skmag (59 Down’ (sky,.,, msg’, T, msg).

0= skb ., Weaken' (skmio ("9 msg, T \ Io(msg), §). Rtn (o, td).
Sanit(pk, msg,T,o,td, msg € {0,1}, T C [1,1]):
msg' < dr(msg), msg < dr(msg). Write td as sk,

skT\o(msg") Down’ (sk? msg’, T, msg’).

msg’ msg’) o0 B
td = sky o Weaken’(skil\f;,(msw, msg , T \ Io(msg), T).

skzzl\fg(m) — Down'(sk?nsg,7 msg , T, msg).

G = sk . Weaken'(sklrn\gz(misg), msg, T \ Io(mM59), 0). Rtn (7, td).
Ver(pk, o, msg € {0,1}):

o as skgmg. misg «~ {0,1}. 6 « Sig'(sk&sg,msg, 0, msg).

Rtn 1/0 + Ver'(6, msg, msg).

KI of X'pigs implies sPRV of DIBStoTSS, which implies its TRN, wPRV and UNL
because of Theorem 4. A sanitized (or non-sanitized) signature & w.r.t. (imsg, T)
and its trapdoor are a DIBS secret-key w.r.t. (msg, #) and one w.r.t. (P5(msg),

T), respectively. Either one is generated from a DIBS secret-key using the Weaken

" For msg € {0,1}" and T C [1,1], by a TSS signature w.r.t. (msg, T), we mean a TSS
signature on the message msg modifiable on T.

8 For id € {0,1}' and J C [1,1], by a DIBS secret-key w.r.t. (id,J), we mean a secret-
key for the identity id with the downgradability J.
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algorithm. The KI guarantees that they distribute identically to ones generated
directly from the master secret-key. Thus, a sanitized signature and its trapdoor
distribute identically to fresh ones generated from the signer’s TSS secret-key.

INV is also implied by the KI. A TSS signature (= a DIBS secret-key w.r.t.
(msg,0)) is generated from a trapdoor (= a DIBS secret-key w.r.t. (Sr(msg),
T)). The KI guarantees the TSS signature distributes identically to fresh one
generated from the signer’s T'SS secret-key. Thus, it does not include any infor-
mation about the modifiable parts T.

It can achieve perfect wPRV. For any msg,, msg; and T queried to the oracle
GigSanflR, since it holds that Pr(msg,) = Pr(msg;), the sanitized signature
& and its trapdoor td are generated from a DIBS secret-key w.r.t. (®r(msg,),
T) in either of the two wPRV experiments.

EUF-CMA of the TSS is reduced to EUF-CMA and KI of the DIBS. The reduction
is almost straightforward.

We obtain the following theorem. We rigorously prove it in Subsect. B.6.

Theorem 6. .lesgs is EUF-CMA if the underlying DIBS scheme Y'pips is EUF-CMA
and KI. Q5354 is sPRV and INV if Ypips is KI. 2555 is sPRV and INV if Xpips
is KI. 25554 is perfectly wPRV.

5.4 Equivalence between TSS and DIBS

TSS and DIBS are equivalent. We have shown that TSS can be (generically)
constructed from DIBS. We show that DIBS can be constructed from TSS.

We construct DIBS with identity-length [ and message-length m from TSS
with message-length [ + m. The first [ bits (resp. the last m bits) of the TSS
message are used for the DIBS identity (resp. message). In general, a DIBS
secret-key w.r.t. (id € {0,1},J C T;(id)) is a TSS signature w.r.t. (id|[1™,
JUI[l+ 1,1+ m]) and its trapdoor, and a DIBS signature on msg € {0,1}™
under id € {0,1}' is a TSS signature w.r.t. (id||msg, ) (and its trapdoor?).
The construction TSStoDIBS (interchangeably 22185) based on a TSS scheme
Yrss = {KGen’,Sig/, Sanit’, Ver'} is formally described as follows.

Setup(1*,1,m): Rtn (mpk, msk) = (pk, sk) < KGen'(1*,1+ m).
KGen(msk, id € {0,1}}): Rtn sk]iil(id) « Sig'(pk, sk,id||1™, 1, (id) U[l + 1,1 + m]).
Weaken(sk.,,id € {0,1},J C I, (id),J C L1 (id)):

Rtn L if J' ¢ J. Parse sk, as (o, td).

Rtn sk‘f; = (7, td) + Sanit’(pk,id|[1™, JU[I+1,14+m], o, td, id||[1™, ] U[+1,14+m]).
Down(sk,,,id € {0,1},J C I, (id), id" € {0,1}"):

Rtn L if id' #; id. Parse ski, as (o,td). J' = JU[L + 1,1 +m] \ To(id").

Rtn skl = (5,td) « Sanit'(pk,id|[1™, JU[l + 1,1 + m], 0, td, id'||1™, J").
Sig(sky,,id € {0,1}',J C Ty (id),msg € {0,1}™ \ {1™}):

Parse sk, as (o, td).

(0,td) < Sanit’(pk,id|[1™, JU[l + 1,1 + m], 0, td, id||msg, D). Rtn 7.
Ver(o,id € {0,1}',msg € {0,1}™ \ {1™}): Rtn 1/0 < Ver'(pk, 0, id||msg).

9 The trapdoor is unnecessary since the TSS signature cannot be sanitized.
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EUF-CMA of the DIBS is tightly reduced to EUF-CMA of the underlying TSS.
The reduction is straightforward.

If the TSS satisfy both UNL and TRN, then the DIBS satisfy SP. Informally,
SP (under Def. 8) is a property guaranteeing that a signature o w.r.t. (id <y id,
msg) generated from a secret-key sk w.r.t. (id,J) does not include any specific
info about the secret-key. Specifically, the secret-key sk generates a secret-key sk’
for id’ by Down, then sk’ generates the signature o. In TSStoDIBS, sk, sk’ and
o are a TSS signature on a message id||1!, id'||1! and id'||msg, respectively, and
sk (resp. sk’) generates sk’ (resp. o) by Sanit’. UNL and TRN of TSS guarantee
that sk’ distributes identically to a flesh TSS signature on the same message
id'||1" generated by Sig’. Furthermore, TRN of TSS guarantees that o distributes
identically to a flesh TSS signature on the same message id’||msg generated by
Sig’. Hence, o does not include any information about sk.

We obtain the following theorem. We rigorously prove it in Subsect. B.7.

Theorem 7. QTDé]SS is EUF-CMA if the underlying T'SS scheme YXrgs is EUF-CMA.
PIBS s SP if Yrgs is UNL and TRN.

5.5 Security Analysis of Existing Generic TSS Constructions

We investigate whether existing generic TSS constructions, the IBCH-based one
[141] and the digital-signature-based one [29], are secure under our definitions.

The former one (TSScry) uses an IBCH and digital signature scheme. It
adopts (IB)CH-then-Sign approach. Signer’s secret-key consists of a master
secret-key M SK of the IBCH and a secret-key SK of the digital signature.
She signs a message msg = ||/_;msg; € ({0,1}))" with T C [1,n] as follows.
For every i € T, she computes the hash h; of the sub-message msg, under iden-
tity msg and a randomness r;. Let msg; := h;. For every ¢ € [1,n] \ T, simply
msg,; = msg,;. Then, she computes the hash h of msg under identity msg and
a randomness r. Then, she generates a signature & on msg,|| - - ||msg, ||k using
SK. Finally, the signature consists of (6,{h;,r; | ¢ € T}, h,r). Its trapdoor is
a secret-key for the identity msg generated from MSK. We have proven that
TSScrMm is not wPRV (implying that it is neither TRN, UNL nor sPRV because of
Theorem 4), and that it is not INV. The proofs can be seen in Sect. D.

The latter one (T'SSysy,) is simple. Signer’s key-pair is (VK,SK) of the
signature scheme. To sign a message msg € {0,1}! for T C [1,l], the signer
generates a new key-pair (Vk, Sk), then makes a message mssg = ||i:1mfsgi,
where msg; is set to a special symbol, e.g., %, (if i € T) or msg, (otherwise).
The signature consists of (V}(, 00,01), where o( is a signature on a message
V'K ||misg generated by SK, and o, is a signature on VK||misg||/msg by SK.
The trapdoor is SK. We have proven that TSSygy, is perfectly TRN (implying
that it is perfectly wPRV), that it is not UNL (implying that it is not sPRV), and
that it is not INV. The proofs can be seen in Sect. D.

TSSous denotes the DIBS-based T'SS construction in Subsect. 5.3, instanti-
ated by the DAMAC-based DIBS construction in Subsect. 4.2. TSSous is the
first one achieving UNL and/or INV (and sPRV). As a result, we obtain Table 2.
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Gene. Const.|Building Blo. | UNF(IMM) | TRN |wPRV |UNL|INV|sPRV Assumptions
TSScrum [14] [IBCH, DS |sEUF-CMA| X | X | X | X | X |CR (IBCH), sEUF-CMA (DS)
TSSvysr [29] [DS EUF-CMA | P | P | X | X | X |EUF-CMA (DS)

TSSours DAMAC EUF-CMA | S | P | S| S | S |PR-CMA1 (DAMAC), MDDH

Table 2. Comparison among existing generic TSS constructions. X means that even
the statistical security cannot be achieved. P (resp. S) means perfect (resp. statistical).
CR means collision-resistance. sEUF-CMA means the strong existential unforgeability.

6 Equivalence among DIBS, TSS and DIBTSS

Downgradable identity-based TSS (DIBTSS) are DIBS, where each signature
can be sanitized using its trapdoor. Its syntax and security are formally defined
in Subsect. E.1. A DAMAC-based generic construction is described in Subsect.
E.2. Implication from DIBTSS to either of DIBS and TSS is obvious. We prove
implications from either of TSS and DIBS to DIBTSS in Subsections E.3, E.4.
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A Identity-Based Signatures (IBS) and Wildcarded IBS
(WIBS)

Syntaz. IBS (resp. WIBS) consist of following 4 polynomial time algorithms: Let
I € N denote length of an identity. Setup algorithm Setup takes 1*, [ and m
as input, then outputs mpk and msk. We write (mpk, msk) + Setup(1*,1,m).
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Key-generation algorithm KGen takes msk and an identity id € {0,1}!, then
outputs a sk;q for the identity. We write sk;q < KGen(msk,id). Signing al-
gorithm Sig takes a skiq, an identity id’ € {0,1} (resp. a wildcarded iden-
tity id’ € {0,1,%}!), and a msg € {0,1}", then outputs a signature o. We
write o < Sig(skiq,id’,msg). Verifying algorithm Ver takes a signature o, an
id € {0,1} (resp. id" € {0,1,x}!) and a msg € {0,1}™, then outputs 1/0. We
write 1/0 < Ver(o,id’, msg).

Every IBS or WIBS scheme is required to be correct under the following
definition.

Definition 12. An IBS scheme (resp. A WIBS scheme) is correct, if VA, I, m €
N, V(mpk, msk) + Setup(1*,1,m), Vid € {0,1}!, Vsk;q < KGen(msk,id), Vid' €
0,1} s.t. id' = id, (resp. Vid' € {0,1,%}" s.t. Nicpyyy or sarpiges i) = id'[i],)
Vmsg € {0,1}™, Vo < Sig(sk;q,id',msg), 1 <+ Ver(o,id’ , msg).

Ezistential Unforgeability for IBS and WIBS. We require an IBS or WIBS
scheme to be existentially unforgeable (EUF-CMA). For a probabilistic algo-
rithm A, the EUF-CMA experiment w.r.t. a WIBS scheme Expt§T " , is de-
fined as in Fig. 3. Analogously, the experiment w.r.t. an IBS scheme Expt§y
is defined. The difference is that every identity queried to the signing oracle id

and the target identity wid* must be a non-wildcarded identity.

Definition 13. An IBS scheme Xiggs (resp. A WIBE scheme YXwigs) is existen-
tially unforgeable, if VA, 1,m € N,V.A € PPTA,, Je € NGL,, s.t. Adv5E- ™

Prfl « BEaptfF o o (1Mm)] <e

Yips(resp. Ywiss),A,l,m

Signer-Privacy for WIBS. We require a WIBS scheme to be signer-private. For
a probabilistic algorithm A, we consider two experiments described in Fig. 3.

Definition 14. A WIBS scheme Xwips is statistically (resp. perfectly) signer
private, if for every X\,l,m € N and every probabilistic algorithm A, there exist
polynomial time algorithms X{yps = {Setup’,KGen', Sig'} and a negligible func-

tion e € NGLy such thatAd'ugwm&E, AlmA) = |Pr[l « E:cpt%JWIBS’A’O(IA, I,m)]—

WIBS?

Pr[l « Expty, 4 (1*,1,m))]| is less than € (resp. equal to 0).

B Omitted Proofs

B.1 Proof of Theorem 1 (on PR-CMA1 of IIpamac)

Let Expty (resp. Expt;) denote the pseudo-randomness experiment in Fig. 7?7
parameterized by b = 0 (resp. b = 1) w.r.t. or DAMAC scheme IIpamac,
ie., Bxpth-®% (resp. Expti ™" ). To prove the indistinguishability
between them, we introduce multiple experiments (Expty. o j, Expt; j) where
b € {0,1} and j € [0,¢], and (Ezpty.;, Expt,, ;), where b € {0,1} and

J € [0,q.]. Their formal definitions are described in Fig. 4. Note that, for each
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EUF-CVA
EwptEWIBS yA

(1*,1,m):
(mpk, msk) < Setup(1*,1,m). _
(o, wid* € {0,1,%}',msg* € {0,1}™) + ANLS 9 (1mpk) where

—Reveal(id € {0,1}!): sk < KGen(msk, id). Q, = Q, [J{id}. Rtn sk.
—Gign(id € {0,1},wid € {0,1,%}},msg € {0,1}™):

Rtn L if \/; oy ,lid[i] # wid[i] = wid[i] # «].

o < Sig(KGen(msk, id), wid, msg). Qs = Qs |J{(wid, msg,c)}. Rtn o.

Rtn 1if 1 < Ver(o™, wid™, msg”) N\, scq, Niep ylidli] # wid[i] = wid"[i] = ]
/\gun'd,msg,)e@s (wid, msg) # (wid*, msg”). Rtn 0.

Expts,, o ap(17,1,m): //be{0,1}.
(mpk, msk) < Setup(1*,1,m). (mpk, msk') < Setup’(1*,1,m).
Rtn b A%eoeebS80 (mpk msk), where

—Reveal(id € {0,1}"): sk + KGen(msk,id). sk + KGen'(msk’,id).
Q = QU{(sk,id)}. Rtn sk.

—Gign(sk,id € {0, 1}, wid € {0,1,*}},msg € {0,1}™):
Rtn L if (sk,id) ¢ QV,cy ylidli] # widli] = wid[i] # «].
o + Sig(sk,id, wid, msg). o + Sig'(msk’, wid, msg). Rtn o.

Fig. 3. Experiments for EUF-CMA and signer-privacy w.r.t. a WIBS scheme Ywips

b€ {0,1}, Expt, (vesp. Expty, , ) is identical to Expt), , (vesp. Expty | ).

Based on the definitions of the experiments and the triangle inequality, we

obtain

PR-CMA1
AdeDAMAC A

(A) = |Pr[1 « Ezpty(par)] — Pr[1 « Expt,(par)]|

1
< 3" {|Pr[1  Eapty(par)] - Pr[1 « Bapty o (par)]|

b=0

qe
+ Z }Pr [1 — Emptg_olj_l(par)] —Pr[l + Exptyo,, (par)”
j=1

+ i |Pr[1 < Expty o j(par)] — Pr [1 < Expty,, ;(par)]|
=1

+ TPr [1 < Expty , (par)] — Pr[l < Expt, , o(par)]|

+ i }Pr [1 «— Emptg_l_j_l(par)] —Pr[l + Ezpty 1, (par)”
];1

+ Z |Pr[1 < Exptyq j(par)] — Pr [1 < Expty,, ;(par)]|
j=1

+ ’Pr [1 « Ezpty 4 (par)} —Pr {1 < Ezxpt! , (par)] ‘ :
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Expty o ;(par): //[Expty, ]| Expty. ;(par): [/ [Expty

skvac = (B, xo, - ,x1,x), where B « Dy, x; € Z’;“ and x « Zp.
(msg* € {0,1}!, st) « AS 01 (pgr):

—Cvalg(msg, € {0,1}',J, C Ti(msg,)):

//L € [17 Qe]
If L > j: B . .
o7k t.— Bs €valo(msg, € {0,1},J, C I1(msg,)):
Pt DS T /] vl qe]
u = (wg +/Zi:1 msg,[i]z; )t + . t e ZEVL T oo Zékal)xk.
S e Zy *"™, T := BS. W Do o ZLXE
— T l 1.7 T . P P ' 1xk
w = (20 + 30, msg, [i]x;) : For i € J,: di e Ly, €; «~ ZL¥F.
Fori€l: di=at e =T Rtn 7 = ([t],, [ul,, [T],, [w],,
e < {[di, [edl, | i € 1.}

t e ZETL T Zl(,k+1)><k
p .
U o Lpy w o L5,
Fori e J.: di & Zp, eiWZ;Xk.

If L = j: —@vali(msg, € {0,1}): //0 € [1,4.]
th’;+1,TWZ1(3k+1)Xk. If 0 > j:
wi= (@ + Ly msg @]t + 2. L~ 7, ] s« Zg, t = Bs. §
= () L NaeT. lw «~ Z1%F. wi= (xg + .., msgyli]z; )t + x.
w = (@] + iy msg, [2])T fw < Z7F] po T B0t 2o megelil:)
Foriel,: di=z;t, e, =x,;T. 19<J_~t“‘” p > U Lp.
di Ly, €; < Z;Xk" it at:«\]»:ZkJrl
Rtn 7 = ([t],, [ul,, [T],, [w],, . T
{ldily, leily [ i € J.}). u = (@g + >, msgolilw; )t + .
—€valy (msg, € {0, 1}l): //0¢€ll,q] o Lp.
8 ¢~ ZPIf’ t .= Bs. Rtn 7 := ([t]Q’ [U]Q)

ui= (@) + S\ msgylile] )t + .
Rtn 7 = ([t],, [u],).

Abt if \/%  'msg, =1, msg” \/g‘/;1 msg, = msg”.
h e Zp, ho = (zo + >ty msg*[i]lz:)h. b =0, hy == zh. I b =1, hy « Z,.
Rtn b’ + Ai(st,[h],, [ho];, [h1]y).

Fig. 4. 2(ge+q.+2) experiments to prove PR-CMA1 of ITpamac = {Genmac, Tag, Weaken,
Down, Ver}: {E:cptb,o,j,Eazpt;,'O.j | b€ {0,1},5 € [0,¢e]}, {Ea:ptb,l,j,E:cptf,‘l,j | b€
{0,1},5 € [0, ¢c]}-
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We provide 7 lemmata, i.e., Lemmata 2, 3, 4, 5, 6, 7, 8, below, each of which is
accompanied by a proof, except for Lemmata 2, 5. Each of the two lemmata is
obviously true since (as we mentioned earlier) the two experiments (considered
in the lemma) are identical. By the 7 lemmata, we conclude that for every
A € PPTA,, there exist B € PPTA, such that AdviR- " (\) < 2{(k + 1)g. +

N D uDDH IIpamac,A
QY5+ o) + 5%+ 2(ge + qL)Advg'g TE (V). i

Lemma 2. Vb € {0,1}, [Pr[l - Expt,(par)] — Pr[l < Expt, , ,(par)]| = 0.

Lemma 3. Vb € {0,1}, Vj € [1,q.], 3B1 € PPTA,, | Pr[l <~ Ezpt, , ; ,(par)]—
Pr[l < Expty o j(par)]| < Advgféglfféz()\) + ﬁ,

Proof. By is a PPT algorithm attempting to break (Dg,k + 1)-MDDH as-
sumption w.r.t. Ggg and G by using A as a subroutine. B, behaves as de-
scribed in Fig. 5. Obviously, if V = BW (resp. V = U), By perfectly simulates
Ezpty,, ;_, (vesp. Exptyo.;) to A, and if (and only if) A acts in a way let-

ting the experiment return 1, By returns 1. Thus, Pr [1 — E:cptgloij_l(par)} =

Pr [1 « B (gd7 (Bl [BWL)} (resp. Pr[1 < Expt, o ;(par)] = Pr [1 « By (gd’ [Bla {UL)])

holds. Hence, | Pr {1 — Ewptg.o_j_l(par)} —Pr[1 « Expty o ;(par)] | = AdV(P’“’k+1)7MDDH()\).

Bi,9c,G2
5 D, ,k+1)—MDDH D), —MDDH
By Lemma 1, VB, € PPTAy, 3B, s.t. Advy " "= () < navph W% () +
1 0
p—1

Lemma 4. Vb € {0,1}, V5 € [1,q.],

(k+1)(5 + 5er) + 527

Pr (1 « Ezpty  ;(par)] — Pr [1 — Ewptglo_j (par)} ‘ <

Proof. Let E; denote the event where t' « Z},X(kﬂ) is not the zero vector.

- Zl;x(kJrl)

Let Ey denote the event where any row vector in 77 is not the

zero vector. Let E5 denote the event where t7 «- Z},X(kﬂ) is not in the span

of BT ¢ ng(kﬂ) (where B «~ Dy). Let E4 denote the event where any row
vector in 7T e Z];X(kﬂ) is not in the span of BT € Zlgx(kﬂ) (where B « Dy,).
Let E; denote the event where ¢T « Z,l,x(kﬂ) and TT e Z];X(kﬂ) are linearly
independent. The proof proceeds under the assumption that all of the events have
occurred. Later we rigorously prove that the probability that at least one of the
events does not occur is negligibly small, which implies that the assumption is
reasonably valid.

Obviously, A\, (1 4. m89" £3, msg, implies that [3i € Iy(msg,) s.t. msg*[i] =
11V[3 € I (msg,) \ J, s.t. msg*[i] = 0].

To make the proof simpler, we assume that the adversary A knows « € Z, and
{w; e ZET i e 1, l]\{i}\]ll(msgj)}. We parse I (msg;) as {1, , kn}, where
n = |I;(msg;)|. Note that some information about xo, x;, xx,, ---, s, are
leaked through the DAMAC ([t],, [uly, [T, [w]y, {[di]s, [dil5 | @ € Ii(msg,,)}) on
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Bl(gd7 [B}m [V]2) // gd = (p7 G17627GT767 91,92) — gBG(]‘)\)' B « Dy.

/| V=AW or U (where W « ng(kﬂ), U e Z;kﬂ)x(kﬂ)).
Fori € [0,1), ; € ZT'. @ e Zy.
(msg* € {0,1}!, st) < AS°0°° (par):

—€valo(msg, € {0,1}',J, C Ti(msg,)):

Ife > g:
s« Zf, [, = [Bsl,. [ul, = [(28 + Si_, msg,[il2])t + ] .
S ez X" (T, = [BS],.
[w], = [(mg + Zi’:l msg, [z]mI)T} )
For i € J,, [di], = [wiTt]2 and [e;], = [:ciTT]Q.

Ifuv<g:
t e ZEYL T o ZETF oy Ty, w e ZIYE
Fori € J,, d; ~ Z, and e; « Z;,Xk.

Ife=y:
For V e Z{ X iy (1], e GRHDX (D),

parse V = (v|V’), where v € ZF*! and V' € ZFTIxE,

[ty = ol [Tl = [V, [uly = (28 + 20 msg, [ial)t + ] .

[l = [(@8 + LIy msg, [le])T)|
For i€, [di], == [#]t], and [e], = [2]T],.
Rtn 7 = ([t],, [ul,, [T],, [w]y, {[di],, [ei], | i € I.}).
—Cvaly(msg, € {0,1}'):
s« ZF [t], = [Bs],. [u], = [(mg + Zlizl msgglilz] )t + x]Q.
Rtn 7 := ([t],, [u],).

Abt if /% msg, =5, msg* /g, msg, = msg”.
h e Zp, ho = (zo + 3\, msg*[i]lz:)h. b =0, h1 == xh. I b=1, hy « Z,.
Rtn b + Ay (St, [h]l, [ho]17 [hl]l)

Fig. 5. Simulator B; introduced to prove Lemma 3
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the /(> j)-th query to Evaly and the MAC ([t],, [u],) on every query to Eval; in
the form of BTz, Bng, Bz, ,--- BTz, . Thus, A information-theoretically
obtains the following information.

BTz BT
BT:BHI BT
BTﬂj,{n BT
ho hlpi1 hlpyr msg*[k1]hdpyr - - - msg*[kn]hdp 1
u—x - tT tT .. tT
w’ 7 T7 e T7
dml tT
dml TT
di, . . . tT
dnn TT

where the introduced matrix M is in Z§Z" PRk (n2)}

We prove that, under the assumption that /\?:1 E;, every row vector which
is in from the {(n + 3)k + 2}-th row to the {(2n + 5)k + n + 3}-th row in M is
linearly independent from every one of the other row vectors.

Firstly, we prove the linear independence of (tT ot’ ... tT). Because of E; A E3,
the vector t' is linearly independent of BT. Hence, the vector is linearly inde-
pendent of (BT 00--- 0)7 (OOBT O)7 e (OOO~-~ BT). The vector is also
linearly independent of

(0BT0---0

(TT0TT .. TT

)

(hIk+1 hlxy1 msg*[k1|hlks1 - - - msg*[ky hIkH)
)

(00¢ - 0)

=
S
-

(000~~f;T) (. Eq),
(0077 ---0) (. By \Ea),

(000~~~fT) (- By \Eo).

Secondly, we prove the linear independence of every row vector in the ma-
trix (TT 0Tt --. TT). Because of Ey A\ Ey4, every row vector in T is linearly

independent of BT. Hence, every row vector in the matrix is linearly indepen-
dent of (BT00~-~O), (OOBT -~-0), s (OOO--~BT). Every row vector in
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the matrix is also linearly independent of

(0BT0---0) (. Ey A\ rank(B") =k.),
(hIkH hlgi1 msg*[ki1)hlgs1 - - - msg*[kn hIkH) (. Eg),
(tToeT---tT) (. Es),
0087 0) (. By /\E),

(000---#) (. Bi \Ea),
(00TT---0) (. Ep),

(000--- fT) (. Eg).

Analogously, we can prove the linear independence of every row vector which
is in from the {(n + 4)k + 3}-th row to the {(2n + 5)k + n + 3}-th row in M.

Lastly, we prove the probability that at least one of {Ej,--- ,Es} does not
occur is negligibly small as follows. Since Pr[-E;] = 1/p**!, Pr[-Ey] < k/pFt!,
Pr[-E;] = 1/p, Pr[-E4] < k/p and Pr[ﬂE5] < 1/( - 1) bccausc of Corollary 1,
Pr[\/?:l _‘Ei] < Z?:l Pr[_‘Ei] = k+1 + k+1 + + +

In conclusion, |Pr[l « Emptb_o.j(par)] Pr[l <— Eccptbo (par)]| < (k+
D + ) + 547 0
Lemma 5. Vb € {0,1},
0.

Pr {1 < Ezpty, , (par)| — Pr[l < Ezpty , ((par)]| =

Lemma 6. Vb € {0,1}, Vj € [1,q.], 3B> € PPTA,, | Pr[l < Ezpt; , ; ,(par)|—
Pr[l + Exptyy (par)]| = Advg* g™, (N).

Proof. By is a PPT algorithm attempting to break D,-MDDH assumption w.r.t.
Gpc and Gy by using A as a subroutine. By behaves as described in Fig. 6.
Obviously, if v = Bw (resp. v = @), By perfectly simulates Expt; ; ;_; (resp.
Expty 1 ;) to A, and if (and only if) A acts in a way letting the experiment return

1, By returns 1. Thus, Pr [1 — Ewptghl_j_l(par)} =Pr[1 «+ By (9d, [B],, [Bw],)]
(resp. Pr[l < Expty 1 j(par)] = Pr[l < By (gd,[B],, [],)]) holds. O

Lemma 7. Vb e {0,1},Vj € [1,4.],
1/p+1/pFtt.

Pr[l ¢ Eapty,;(par)] - Pr [1 < Eapt;,, ,(par)]| <

1><(k+1) is not the zero vector. Let

E; denote the event where tT « 7, is not in the span of BT € ka(kﬂ)
(where B «~ Dy). The proof proceeds under the assumption that both of the

Proof. Let E; denote the event where t7 «
1x(k+1) .
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Bs(gd, [Bly, [v],): // 9d = (p,G1,Gz2,Gr,e,91,92) < Gra(1Y). B « Dy.
// v = Aw or @ (where W « ZE, i «~ ZF).
skmac = (B, zo, -+ , @i, x), where x; € Z';“ and © «~ Z,.
(msg* € {0,1}!, st) « AZ""0 1 (par):

—€valg(msg, € {0,1}',J, CTi(msg,)):
o ZET T er ZFTE e Ty w e ZEF For i € It dy e Ty, €5 o ZHXE
Rtn 7 = ([t], [uly, (T, [wl,, {[di] [ei], [ € 1.}).

—&valy (msg, € {0,1}'):
If 0 > j: s « Z}, [t], = [Bs],. [u], = [(:cg + 3 msgglilal )t + x]Q.
If0<j:tWZ’;+1,uWZp.
If § = j: [t], = [v],. [u], = [(:cg + 3 msglilzl )t + xL.
Rtn 7 = ([t],, [u],).

Abt if \/% | msg, =1, msg* \/g;l msgy = msg”.

h e Zp, ho == (xo + 2221 msg* il )h. fb=0, hy =zh. Ifb=1, hy « Z,.
Rtn b < Ai(st, [h],, [ho],, [h1],).

Fig. 6. Simulator B2 introduced to prove Lemma 6

events have occurred. Later we will prove that the probability that at least one
of the two events does not occur is negligibly small, which implies that the
assumption is reasonably valid. R R

Obviously, /\96[1,%] msgy # msg* implies that 31 € [1,1] s.t. msgy[i] #
msg* m To make the proof simpler, we assume that the adversary A knows
x € Zy and {x; € ZE! | i e [1,1]\ {i}}. Note that some information about
xo € ZEtT and x; € Zit are leaked through the MAC ([t],,[u],) on the
0’ (> j)-th query to €val; in the form of BTz and BT:c%. Thus, A information-
theoretically obtains the following information.

BTz BT 0

BT:B; _ 0 BT xq
ho | | msg*[ki]hlpt1 msg®[ka]hliyr | \@;

u—x tT msggli] - "

Since we have assumed that E; A Es, the vector t7 s linearly independent of
BT. Thus, the row vector (¢7 msgy[i] - tT) € Z},X{z(kﬂ)} is linearly indepen-
dent of both of (BT 0) € Zzl,x{z(kﬂ)} and (0 BT) € Z,l,x{2(k+1)}. If msggli] =
0 Amsg*[i] = 1, because of Ej, the row vector (tT0) € Z;,X{Q(kﬂ)} is (lin-

early) independent of (msg*[k1]hlj1 msg*[k1]hles1) € Z;,X{Z(kﬂ)
4T tT) c le)x{2(k+1)}

3 Likewise,
if msggli] = 1 \msg*[i] = 1, because of Ej, ( is (linearly)
independent of (msg*[k1]hlx41 0) € Z;,X{z(kﬂ)}.

Lastly, we prove the probability that at least one of E; and Es does not
occur is negligibly small as follows. Pr[-E; \/ “Es] < Pr[-E;] + Pr[-Ey] =

1/p+1/pFtt.
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In conclusion, || Pr(l «- Exzpty.1 j(par)] — Pr[l < Expty, ;(par)]| < 1/p +
1/pk7+1' O

Lemma 8. ’Pr [1 < Expty (par)} —Pr {1 < Ezpt! , , (par)] ‘ =0.

Proof. In Exptyiq, v € Z, is used only once to compute hy = xh € Z,.
Hence, h; is uniformly at random in Z, because of the uniform randomness of
T e Lp. O

B.2 Proof of Theorem 2 (on the Security of DAMACtoDIBS)

The theorem consists of the following three thereoms, namely Theorem 8, The-
orem 9 and Theorem 10.

Theorem 8. 2D'BS, - is correct.

Proof. If we say that a secret-key skfd = ([t],, [uly, [uly, [T, [w]y, W], {[di],
(i), [€)y, [Eily |4 € TU[l+ 1,1+ m]}) wr.t. (id € {0,1},,J C [1,1]) is correct
(under an honestly-generated (mpk, msk)) if it satisfies that

tezr, Tezpv,
u= Y0 fild [l t+a, w= S0 fGdm)Y T+ yT
w= Y10 fiid[mel T, W= S fiid 1Y,
(Forie JU[L+1,14+m]:) d;i =hi(id|[1™)a]t, d; = h(id||1™)Y;"¢,
e; = h;(id||1™)x] T, E; = h;(id|[1™)Y;"T.
(2)

The theorem is proven by the following 5 lemmata. a

Lemma 9. For any \,l,m € N, any (mpk, msk) + Setup(1*,1,m), any id €
{0,1}, sk%(m) < KGen(msk,id) is correct.

Proof. Obviously true from the definition of the KGen algorithm. ad

Lemma 10. Assume that skfd w.r.t. id € {0,1} and J C T,(id) is correct.
(skfd)’ — KRnd(skfd,id, J) is correct.

Proof. We parse Skfd as ([t]y, [uly, [uly, [Ty, [wly, Wy, {[dily, [dily, [eily, [Eily |
i€ JU[l+ 1,14+ m]}). It satisfies (2).
We parse (Ski']d)/ as ([t']y, [W]y, [u']y, [T']y, [w']y, (WWo, {[dily, [di]y, [€7]y, [Eil, |

i€ JU[l+ 1,1+ m]}). It is generated as follows.

— 5 e ZZ/X”/.

= [T"]y = [T,

= [w')y = [wS'), = [ L5 filid|[1™)2 ] TS'),.

— Wy = (WS, =[S0 £ilid][1)Y,T TS,
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[t,]Q [tJFT/ /}2 =t +TS’s’]2.

— W]y = [u+w's), = [0 fiGid||[ V)] (8 + TS's') + ..
[ o= [ W], = [SSe £ ( + TS's") + g7,

— ForieJU[I+ 1,1+ m]:

lef], = [eiS"], = [hi(id|[1™) 2] TS,

[Ez/]Q = [Eisl]z [h (idHlm)YTTS]

[d}), = [d; + €]s'], = [hi(id|[1™)] (t + T'S"s")],.

[d], = [d; + E!s'], = [h, (zd|\1m)YT(t+TS’ -

It satisfies (2). Thus, it is correct. O

Lemma 11. Assume that skj; w.r.t. id € {0,1}' and J C I,(id) is correct. For
any J' C J, sk% — Weaken(skfd,id,J,J’) s correct.

Proof. The algorithm Weaken firstly re-randomizes sl-c“i.] 4 to get (sk‘fd)’ . Because
of Lemma 10, (sk],)’ satisfies (2). Weaken secon(lﬂy generates sk;% from (sk,)".
It is obvious that if (sk“fd)’ satisfies (2), then sk‘f 4 also satisfies it. O

Lemma 12. Assume that skfd w.r.t. id € {0,1} and J C 1y (id) is correct. For
any id =<y id, sk%ﬂwd) — Down(skfd,id, J,id'") is correct.

Proof. The algorithm Down firstly re-randomizes sk“fd to get (sk 2)- Because of
Lemma 10, (skfd)' satisfies (2). Down secondly generates ski}}la(ld) from (sk:J ).

It is obvious that if (skj,)’ satisfies (2), then sk%}b(id,) also satisfies it. O

Lemma 13. Assume that skfd w.r.t. id € {0,1} and J C 1,(id) is correct. For
any msg € {0,1}™, any o « Sig(skfd,id,,ﬂ,msg), it holds that 1 < Ver(o,id,
msg).

Proof. The algorithm Sig firstly re-randomizes skfd to get (skfd)’ . Because of
Lemma 10, (sk:’fd)' satisfies (2). We parse (skfd)’ as ([t'],, [u'],, [u]y, [T']5, [w'],,
W'y, {[di],, [di],, [€f]s, [Efly | © € JU[I41,1+m]}). We generate a signature o =
l+m . m
(¢ [ [u”),), where [u”], = [0 — X e sy 44, = [0 il 17Tt 4 al,
+m . m

and [u”], = [u' = 31, (11| jmeg) @i, = [ilo filid][1™)YTE + 4T,

Ver verifies the signature as follows.

Ver firstly choose r «~ Z’;. Then, Ver computes the following variables.

l+m
[vol, = [Ar],, [v], = [2r], [vi], = lz fi(id||msg)Zir

1
Ver outputs 1 if the following condition holds.

U

(oot = ([, 2] ) -e (ol 1) 3)
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The following three equations hold.
T T 7 y'
v=zr=r'z" =1 ((y|z)A) =r"AT (y|2) =r" (AT | 47) <x>
=r" (ATy" + AT2) (4)
" " 1
Vo (Z//) — T AT (Z”) — T (AT |AT) <le> — T (ATu// JrATU//) (5)

-
I+m I+m

vit' = (Z fi(idlmsg)zir> t'=r" > fiid]|msg)Z]t'
1=0

i=0
I4+m
=Y filidmsg) {(Vi | &) A} ¢
i=0
I+m
=T filid]|msg) (VA +a,A) " ¢
i=0
I+m
=7 filid|lmsg) (ATY;" + ATa]) t/
i=0
I+m l+m
=r' {AT (Z fl-(id||msg)YiTt'> + AT <Z fi(id||msg)m2t/>}
i=0 1=0
_ ,,,T {AT (u// o yT) JrAT (u" . I)} (6)

From (4), the left side of (3) is [T (ATy" 4+ ATz)],,. From (5) and (6), the right
side of (3) is
[,’,T (AT’U,// +AT'LLH) 7rT {AT (u// 7,yT) +AT (u// 7%)}] _ [,’,T (ATyTJrATx)]

T T

Thus, the equation (3) holds. O

Theorem 9. QD'BS, . is EUF-CMA if the Dy-MDDH assumption on G1 holds
(under Def. 2) and the underlying X'pamac s PR-CMA1 (under Def. 6). For-
mally, VA € PPTAy, 3B, By € PPTA, s.t. Adugbil | (\) < Adugy o775 (A)+
Advy .. (A) +1/p.

Proof. For the proof, we introduce 7 experiments. Their formal definitions are
described in Fig. 7. The first one Expt is identical to the standard experiment

for the DIBS scheme, i.e., Ea:ptgjgfg}s“‘ 4+ The other ones are associated with
DAMAC?
different types of rectangles, i.e., 1, C J, [_J, 7, Jand . For every

i € [1, 6], the experiment Expt; is identical to the previous experiment Expt; 1
except for each command surrounded by the rectangle with whom the experi-
ment Expt; is associated. In Expt;, all such commands are recognized. On the
other hand, in Expt;_, they are ignored. We obtain AdvEst* (X)) = Pr[l <

DIB
‘QDAI\AAC’

Expty(1*,1,m)] < %, | Pr[l « Expt,_,(1*,1,m)]—Pr[l + Expt;(1*,1,m)]|+
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Pr[l < Ezpts(1*,1,m)], where the first transformation is simply because of the
definition of Expty, and the second transformation is because of the triangle in-
equality. By the inequality and seven lemmata given below with proofs, i.e., Lem-
mata 14-20, we conclude that for every A € PPTA), there exist B; € PPTA, and
By € PPTAy st AdvEEIE  (3) < Advyt MOV (\) 4 aavBEoe o () +1/p.

DIBS
NI Ypamac,B2 0

Lemma 14. }Pr [1 < Expto(1*,1,m)| — Pr[1 + Expt, (17, l,m)” =0.

Proof. In Expt, each element in a returned signature o = ([t'],, [u"],, [u"],) is
described as follows: ¢’ = t+T75's’ = B(s+S55's'), v’ = Ziigb i(id||msg)z ]t +
z and w’ = YU fi(id||msg) YTt +yT, where 5,8’ « ZI and S, S’ e Z2 X"
On the other hand, in Expt;, each element in a returned signature o =
([t']5, [u"]5, [u"],) is described as follows: t' = Bs, u” = Ziigﬂ i (id||msg)x ]t +
x and v’ = Ziigb i(id||msg)Y;"t' + yT, where s « Z,,.
Obviously, ¢’ in Expt, distributes identically to B for § «- ZZl, because of

the uniform randomness of s « Zz’}/. Thus, ¢’ in Expty distributes identically
to t' in Expt;, which implies that the signature in Expt, distribute identically
to one in Expt;. a

Lemma 15. |Pr[1 « Ezpt,(1*,1,m)] — Pr [1 <~ Expty(1*,1,m)]| = 0.

Proof. In Expt,, since z = (y|z)A and vy = Ar, we obtain zr = {(y|z)A}r =
(y|x)vo. Since, for every i € [0,1 + m], Z; = (Yi|z;)A, and vg = Ar, we
obtain v; = (Zizgn (id™||msg*) Z)r = {ZZ;B" (id"||msg*) (Yi|x;)A}r =
S filid' ([msg®) (Yil@i)vo. 0
Lemma 16. dB; € PPTA,,

D). —MDDH
AdelkygBG-,Gl ()\)

Pr[1 + Expty(1*,1,m)] — Pr [1 < Expts(1*,1,m)]| =

Proof. By is a PPT algorithm attempting to break Di-MDDH assumption w.r.t.
Gpc and G; by using A as a black-box. By behaves as follows.

Bi(gd = (p,G1,G2,Gr, e, 91, 92), [A]}, [v],):  //9d + Gpa(1*). A « Dy.
// v =Ar or u (where r « Zk, u « ZET!).
SkMAC = (By Lo, Litm, :1:) <~ GenMAC(PaT)-
For i € [0,1+m), Y; & Zp** and [Zi], = [(Vi | ;) Al,.
y L% (2], = [(y | ©) A],. mpk = ([A],,{[Zi], | i € [0, + m]}, [2],).
msk = (skmac, {Yi | ¢ € [0, +m]}, y).
(o*,id* € {0,1}',msg* € {0,1}™) < ATCobS8 (mpk) | where

—Reveal(id € {0,1},J C I, (id)), Sign(id € {0,1},msg € {0,1}™):
B correctly replies by using msk.

Parse o™ as ([t"],, [u"],, [u"],).
[vo], = [v],. [v], = [(y | @) wo];. [v1], = [Zii;" i(id" [Imsg™) (Yi | wi)”@]lv
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Expto(1%,1,m)(:= Bxptypns  ((1%,1,m)):  // [Ezpti], (Ezpty) [Ezpts|, Ezpts, Expts,

A e Dy. skmac = (B, xo, ++ , Tigm, T) GenMﬂC,(Ifaf,); -

For i € [0,1+m]: Yi e Z2F, Zi = (Vi | i) A. 1Z; o Ly ¥F ]

—Reveal(id € {0,1},J C T (id)):

([tly, [y, {[di], | i € Li(id|[1™)}) <= Tag(skmac, id|[17),

where s «~ Z;’/, t:= Bs, u = Ziigl (id||1™) &t + = and d; = h;(id||]1™)x] t.
wi= 0 f G ™Yy ' = TS fi(id]|[ 1™ 2+ 2 — uAFAT
S e 22 T = BS. w = Y7 fi(id||1™) 2] T.
W= £Gd||[ 7)Y T W = (AT £ ad| 1) 2 T — ATw)
Fort e JU[l + 1,1+ m]:

d; = h;(id|[1™)Y;"t. 'd} = (h;(id|[1™)t' Z; — d; A)A™".

e; = hi(id||1™)x! T, E; = h;i(id||1™)Y; T. iE; = A~ (h;(id||1™) Z] T — A"e;).
Qr = Q. U{@d, 1)}

Rtn sk = ([t],, [ul,, [uly, [T],, [wy, Wy, {[dil,, [dil,, [eil,, [Eil, [ 1 € TUL+ 1,14+ m]}).

—Gign(id € {0,1}',msg € {0,1}™):
([tly, [uly, {ldi], | 7 € T (@d[[1™)}) < Tag(skmac,id||1™),
where s « Z' | t == Bs, u = Y\ fi(id||1™) 2t + = and d; = h;(id|[1™) =] t.
wi= 00 fi(id 1Mt 4y
S e Zp ™ T = BS. w =Y fi(id|[1™)a] T. W = S0 f;(id|[1™) Y T
For i € I (id||1™): d; := hi(id|[1™)Y;'t, e; = hi(id||1™) @] T, E; = hi(id|[1™)Y; T.
P A U/ [T’][2 = [T8"],, [w'], == [wS],, [W'], = [W5'],,
= |u

[tl]Q =[t+ T/s,}z’ [u/]z =|u+ wls/]Qv [u/]Q =[u+ WISI]Q'
For i € Juziﬁl{j}:

leil, = [eiS"]y, [Ef], = [EiS']y, [di], = [di + €is'],, [di], = [di + Eis'],.
[u"], = [ul B Z:ieﬂo(lll\msg) d;L' [u"], = [u' - Zieﬂo(llesg) d;L'
([t']y, [u"]y, L) < Tag(skmac, id||msg), where s « ZZ/, t' := Bs and
u = ST fi(id|msg)el t 4+ x. w = S0 fiid||msg) YTt +y”.
(u")" = {(#) S fi(id|lmsg) Zi + 2 — u” A}ATL
Qs := Qs U{(id, msg,0)}. Rtn o = ([t'],, [u"],, [u"],).

Parse o™ as ([t*],, [u™],, [u”],).
v T vo = Ar. w0 ~ 28U ||Ih - 2, w0 ~ 7, vy = h+ AA wy |

V= zZTr. W= 2A" 0o + zh. v e Zp.
vy = (S fi(id” |Imsg™) Zo)r. for = ST filid [Imsg®) (Y | @) vo
vy = S f(id* | |msg*)(Zi A" oo + aih).

u* . w1\ —1
e (bl [11) = e ([ooly [ 2] )+ (il 6
If 2 , then Rtn 1.
/\ id" Ay id /\ (id,msg) # (id*, msg™)
(id,J)€Qy (id,msg,-)€Qs
Else, then Rtn 0.

Fig. 7. Seven experiments introduced to prove EUF-CMA of Qgﬂ?Ac
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e (w11 = e (I, 15] ) e (ilale)

If , Rtn 1.
/\ id" Ay id /\ (id,msg) # (id*, msg™)
(id,J)€Qy (id,msg,-)€Qs
Else, Rtn 0.

Obviously, if v = Ar (resp. v = wu), By perfectly simulates Expty (resp.
Expts) to A, and if (and only if) A makes the experiment return 1, By re-
turns 1. Thus, Pr[1 + Exzpty(1*,1,m)] = Pr[l « By (g9d, [A];,[Ar],)] (resp.
Pr [1 «— Expts(17,1, m)] = Pr[l « By (9d, [A];, [u],)]) holds. O

Lemma 17. }Pr [1 — Emptg(l)‘,l,m)] —Pr [1 + Expt,(1*1,m ” =0.

Proof. There are 8 variables surrounded by ia dashed rectangle; i.e., 4 variables
u, W, d; and E; on PReveal, 1 variable u” on Gign, and 3 variables vg, v and
v1. Each variable in Expt, is information-theoretically equivalent to the one in
Expts. For the 6 variables other than u” and wvg, it holds that

I4+m I4+m
T=t" > fGd™Yi+y (cou=) fGd1mM)Yt+yT")
i=0 =0
l+m
= Z fi(id|1™)(Z; — 2 A)A™ + (2 —2A)A™Y (0 Zi =Y A+ xA, 2 =yA+zA)
i=0
I+m I+m
= [tT > fiid| 1™ Zi + 2 — {tT > filid|[1™)a; + x}A At
i=0 =0
+m l+m
= {tT Z fiGd|1™Z; + z — uA} AL (u= Z fiGid|[1™)xt + z),
i=0 =0
+m T +m
W =Y f(id|[1™YT = (A7Y)" Y (d|1")(Z] - ATe)T (o Zi = YA+ x,A)
i=0 i=0
T +m I+m
~ (zudnv’»zﬁ —ATw) w3 f )
i=0 i=0

hi(id|[1™)t"Y; (. dy = hi(id||]1™)Y;"#)
hi(id| 1™t (Z; — 2, A)A™ = (b (id||1™ )t Z; — d; A) A1 (0 dy = hy(id||1™)t T 2;),
hi(

zwwww hi(id|[1™) (A1) (2] — AT])T

N (hid1™ZIT — ATer) (2 e; = hi(id|[1™)2] T),
y|z)ve = Yoo + 2w = (2 — 2A) A 00 + x(h + AA D)
(- z=yA+zA, vo=h+AA D)

E;

= (A~
(

= ZA7150 —+ Ih,
l4+m l+m

= > filid*||msg") (Yilm:)vo = Y _ filid"||msg™)(Yivo + @:vo)
=0 =0

38



l4+m
=0

l4+m
=0

Based on the same argument as w" on fReveal, (u”)" on SGign is shown to be

(information-theoretically) equivalent to the one in Expts. Lastly, vo € Z, in
Expt, distributes uniformly at random in Z,, because of the uniform random-
ness of h « Z,, which implies that v € Z’;‘H distributes uniformly at random
in Z’;H because of vy « Z’;,. O

Lemma 18. |Pr[1 + Expty(1*,1,m)] — Pr [1 < Expt;(1*,1,m)]| = 0.

Proof. The variables ({Z; | i € [0,l +m]}, z) in Expt, are described as Z; =
(Yi|®)A = V;A+ xzA and z = (ylz)A = yA + x4, respectively. We remind
us that we have assumed (without loss of generality) that the square matrix
composed of the first £ rows of A € Zz(,kH)Xk, ie., A € Z’;Xk’, has full rank
k. Hence, yA distributes uniformly at random in Z;Xk , because of the uniform
randomness of y € Z}ij, which implies that z in Expt, distributes uniformly
at random in Z;)Xk. Likewise, Y;A € ZZXk distributes uniformly at random in
Z;‘Xk, because of the uniform randomness of Y; € Z;‘Xk, which implies that Z;
in Expt, distributes uniformly at random in ZZX’“. a

Lemma 19. 3B, € PPTA,, |Pr [1 — Emptg,(l)‘,l,m)] —Pr [1 — EmptG(l)‘,l,m)H =
Ad,UPR—CMAl ()\)

Ypamac,B2 :
Proof. Let Ba = (Ba,9, B2,1) denote the PPT adversary in one of the two PR-CMA1
experiments w.r.t. Ypamac, i.e., Expti P o for b€ {0,1}. By uses A as

a black-box to break the PR-CMA1. B behaves as follows.
Bgt())a[o,e"nu[l (pCLT')Z

A e Dy. For i € [0,l+m], Z; e Zp*F. 2« ZL*F.

mpk = ([A]}, {[Z], | i € 0,1+ m]},[2],).

(o*,id* € {0,1},msg* € {0,1}™) + ATLS (mpk) | where

—Reveal(id € {0,1}',J C 11 (id)):
JV=JUl+1,14+m]
7 = ([tly, [uly, [Ty, [w]y, {[dil,, [€i], | i € I'}) < Cvalo(id||1™, I').
[w'], = [{t" S5 FiGdll™) 2+ 2 = ua} A7

W, = [(A){S fGd™) 2] T — ATw}]
Foriel:
[df], = [(hi(id|[ 1)t  Z; — d; A)AT] .
[Eil, = [A7 (hi(id|1™) Z] T — ATes)] .

— i n sk — [t],, [uly, [uly, [T],, [w]y, [W],,
Q= QUL 2} R ok ({[diJz,[dib,[ei]?,[mz|z‘eJ’})‘

2.

2
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—Gign(id € {0,1},msg € {0,1}™):
T = ([t]y, [ul,) + €vali(id||msg). Qs = Qs U{(id, msg, o)}
[uT}Q = [{tT Ziig” i (id||msg) Z; + z — uA}Afl] ) Rtn o = ([t],, [u],, [u],).

Let st include all information B0 has acquired.
If F(id*,msg”) =1, Rtn (id*, msg", st).
Else, arbitrarily choose (id, msg) s.t. F(id,msg) = 1 and Rtn (id, msg, st).
Bz (st, ], Thol,, [Ma],):
If F(id*,msg*) =1, do:
Parse o as ([t*],, [u]y, [u*],). Do « Zk, [vo], = [h—i—AA*l{;Oh.

], = [2A" Do + hl}l. [v1], = [Ziig” 3 (id*||msg*) Z: A Bo + ho]1

It e ([o],, [1],) = e ([’vo]l, {ZL) ¢ (1], [¢7],) ", Rén 1. Else, Rén 0.
Else, Rtn 1.

If the experiment that By (unconsciously) plays is Exptii ¢t . . the

variables h € Zp, ho € Z; and hy € Z, are generated by h « Z,, hy =
Eiigl i (id™||msg*)x;h and hy = xh. In this case, By perfectly simulates Expts

to A. We obtain Pr[1 < Exzpts(1*,1,m)] = Pr[l + Expts(1*,1,m) \ F(id*, msg*) =
14Pr[l < Expts(1*,1,m) \ F(id",msg*) = 0] = Pr[l < Expti ™ . (par)]+
1.

On the other hand, if the experiment that By plays is Expt5 % . | (par),

the variable h; is randomly chosen, i.e., hy « Zj. In this case, By perfectly sim-
ulates Expts to A. We obtain Pr[l «+ Exzpts(1*,l,m)] = Pr[l + Expts(1*,1,
m) \ F(id*,msg*) = 1]+Pr[1 + Ezpts(1*,l,m) \ F(id",msg*) = 0] = Pr[l +
Exptiioiat 1(par)] + 1.

Ypamac,Bz2,
Hence, we obtain |Pr[l < Expts(1*,1,m)] — Pr[l + Ezpts(1*,1,m)]| =
| Pr[l «+ Exptih it (par)]—Pr[l < Exptii Al (par)]| = AQvERCMAL . ().

Ypamac,B2,0 Ypamac,Bsz,1 Ypamac;B2

Lemma 20. Pr [1 — Emptﬁ(l/\,l,m)] <1/p.

Proof. In Expts, v € Z, is chosen uniformly at random from Z,, which implies

that it holds that e ([v],,[1],) = e ([vo]l, [ZL) e ([v1]y, [t*],) " with prob-

ability 1/p at most. The condition is satisfied when the experiment returns 1.
Thus, Pr [1 + Expts(1*,1,m)] < 1/p. O

Theorem 10. QDD}sBN?Ac is statistically signer-private. Formally, for every prob-

abilistic adversary A, there exist four polynomial-time algorithms QDDE\?AC =

{Setup’,KGen’, Weaken’, Down’, Sig'} s.t. Adv"F, .. —_ (\) < %'
2pamac 2paracAlm P

Proof. Four experiments introduced to prove the theorem are formally described
in Fig. 9. The first one Expt is identical to the standard real-world experiment

parameterized by 0 for 25589, ., namely E;cptsé’gg\?w’ 0 The other ones are

associated with different types of rectangles, i.e., [, i iand . Each one
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of them is identical to the previous one except for the commands surrounded by
the associated rectangle.

We define five polynomial-time simulation algorithms 28135, == {Setup/,
KGen',Weaken’, Down’, Sig'} as follows. The setup algorithm Setup’ is completely
the same as the original one, i.e., Setup. KGen’ is the same as KGen except that
it aborts if the randomly-chosen square matrix S € ZZ/X”, does not have the
full rank. Weaken’ (resp. Down’) is the same as Weaken (resp. Down) except that
it aborts if the randomly-chosen square matrix S’ € ZZlX”' does not have the
full rank. Sig’ generates a signature on msg for id directly from msk. They are
formally described in Fig. 8.

We obtain AdvgBL’ﬁAC,QBEﬁ‘;C,A,l,m</\) = | Pr[l < Expto(1*,1,m)] — Pr[1 +

Exptfom: (1% Lm)]| < S |Pr[l < Expt; 1 (1*,1,m)]—Pr[l < Expt;(1*,1,m)]|+
| Pr[1 + Expts(1*,1,m)] — Pr[l « Ea:pt%’ggv?A 7A)1(1>‘,l,m)]\, where the first

transformation is because of the definition of Eil:;to, and the second transforma-
tion is because of the triangle inequality. Based on the inequality and five lem-
mata given below with proofs'?, i.e., Lemmata 21-23, we conclude that for every
probabilistic algorithm A, there exist probabilistic polynomial time algorithms

!
NDIBY, o = {Setup’,KGen’, Weaken’, Down’, Sig'} such that AV ns o aim@A) =
+qdd+qd+q DAMAC’ “DAMAC ™™
4r7T4ddT9ddTgs
p—1 : O

Lemma 21. }Pr [1+ Expto(1*,1,m)] —Pr |1+ E:cptl(l/\,hm)H =0.

Proof. In Expt,, each element in a returned signature o = ([t"],, [u""],, [u""],) is
described as follows: t"/ = t+T's'+T"s" =t+TS5's'+T5'S"s" = B(s+55's'+
SKTS"S”S”)7 W =Y g Gid || msg) Tt +x and o = ST £ (id ||msg) YT +
Y.
On the other hand, in Expt;, each element in a returned signature o =
([t'],, [w"]5, [u"]5) is described as follows: t' =t +T's’ = B(s + SS5's'), v =
Ziigﬂ i(id'|/msg)x [t + z and v = Zizgl (id'|lmsg) YTt +yT.

Thus, ¢’ in Expty distributes identically to ¢’ in Expt;, since either of them
distributes identically to B(s + SS’s’), where " e~ Z3 *™ and s’ « Z . O

Lemma 22. }Pr [1 — E:cptl(lA,l,m)] —Pr [1 — Ea:th(lA’Lm)” < %_

Proof. To prove the lemma, we reuse Corollary 1 which was introduced to prove
Lemma 4 in Subsect. 3.3. Obviously, both Expt,; and Expt, are completely the
same except for the case where Expts aborts, namely Abt, which implies that
it holds that | Pr[l «+ Expt;(1*,1,m)] — Pr[l < Expty(1*,1,m)]| < Pr[Abt].
In Expt,, at each query to Reveal, Weaten, Doton or Sign, the event where
the experiment aborts can independently occur. For i € [1,¢,] (resp. i € [1, qaal,
i€[l,q4), % €[1,qs)), let AbtR; (resp. AbtDD;, AbtD;, AbtS;) denote the event
where, at i-th query to PReveal (resp. Weaten, Doton, Sign), the experiment

10 Lemma 24 is obviously true. We omit its proof.
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Setup’(1*,1,m):
A «~ Dy. sknvac +— GenMAc(l)‘,l+ m)
Parse skvac = (B, o, , Titm, ).
/| BeZ™ @ € 1, x € L,
For i € [0,1 + m]:
Y; e Z2F Zs = (Y; | i) A € Zy <.
y e Z)F 2= (y|z) A€z
mpk = ([A],,{[Z], | i € [0,l+m]},[2],).
msk = (skmac, {Yi | i € [0,l + m]},y).
Rtn (mpk, msk).

Weaken'(skj,,id € {0,1},J C I;(id),J’ C I, (id)):
Rtn L if J' Z J. (sk],;)’ + KRnd(skj,,id,J).
Parse (Skgd), as ([t]w [uly, [u],, [T],, [w],,

[W]zz/{[di]zv [di]Q’ [ei]zv [El]z ‘ (RS JUK})
Rtn Ski']d = ([t}zv [u]zv [u]27 [T]Q’ [wbv [W]Q’
{[di]y, [dil,, [eil,, [Ei], | i € I UK}).

KGen'(msk,id € {0,1}"):
T « Tag(skmac, id||1™).
Parse 7 = ([t],, [u],, {[di], | ¢ € Tu(id|[1™)}).
/] 8Ly ,t:=DBscl,.
// di = h;(id|]|1™)x]t.
/] u= Ziigl SGd| 1™t + x € Z,,.
wi= S fiGid| 1Y+ yT € ZE
S e 72> T = BS € 727"
Abt if rank(S) # n'.
w =0T f(id| 1) 2] T e ZL.
W= S0 fiid|1m)YTT € 2
For i € I, (4d||1™):
d; == h;(id||[1™)Y;'¢,
e; = hi(id||1™)x] T,
E; = hi(id||[1™)Y;'T.
Rtn sk‘gld(ld) =
([t}zv [u}zv [u}zv [T]27 [w}zv [W]27
{[dily, [dily, ey, [Bi], | i € Li(id|[1™)}).

Down’(sk],,id € {0,1},J C T1(id), id" € {0,1}"):
Rtn L if id' #;id. (sk!,)" < KRnd(sk!,, id,J).
Parse (skfd)’ as ([t]27 [uly, U]y, [T],, [w],, W]y,

{ldi]y, [dil,, [eil,, [Ei], | i € JUK}).
,,]]/ = J] \ ]Io (Zd/) I* = ]Il (Zd) n Ho(idl).
[“l]g = [u - Zie]l* di]g'

[u,}z = [u— ZiEH* di]Q'

{’w/b =

[w =23 e €il,-
W', 5:/ W - Zieﬂ* Ei}z'
Rtn skfd, = ([t]z, [u,]ga [’u/]g, [T, [wl]zv

[W/]w {[d’i]w [di}m [ei}m [El]Q | iel UK})

Sig’(msk,id,J C I;(id), msg € {0,1}"™):
T < Tag(skmac, id||msg).
Parse 7 as ([t],, [u'],,L).
// stgl, t:=DBscZ,.
/] =T fi(id|msg)®l t + @ € Zp.
u =S fi(id||msg) Yt +y" € ZE.
Rtn o := ([t],, [ul,, [u],).

KRnd'(sk],,id € {0,1},J C I1(id)):

Parse sk, as ([t)y, [y, [uly, [Ty, [w]y, W],
{[di]Q; [di]s, [61‘]2/, [E/z]Q | i€ JUK})
s e Zy, S ~Zy " . Abt if rank(S’) £ n'.
[T/]2 = [TSl]zv [w/}z = [wSl]Qv
W', = [WS'],, [t'], =t +T's],,
W], =[u+w's],, W], =[u+Ws],.
Fori € Jugiﬁl{j}:
lei], = [eiS"],, B, = [E:S'],,
[d;b = [di + egs']Q, [d;']z = [d; + Ez{s/b'
Rtn (Ski']d)/ = ([t/]Q’ [u/}zv [u/]Q’ [T,}27 [w,]27
(W], {1dil,, [di)y, lei],s B, | i € TUKY).

Fig.8. Five polynomial-time simulation algorithms 2RB$.o with {Setup’,KGen’,
Weaken',Down’,Sig’} (and a sub-routine KRnd') based on a DAMAC Xpamac =
{Genmac, Tag, Weaken, Down, Ver}. Each algorithm differs from each algorithm of the
original 28i35,c in Fig. 1 in the commands with gray background. Note that K de-

notes a set [l + 1,1 4+ m] of successive integers.
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Expto(1*,1,m) (= Exptopms 4o L,m)): /] [Ezpti], Ezpts, Expts.
A e~ Dy. skmac = (B, o, , Ti4m, ) < Genmac(par).
For i € [0, +m]: Vi « Zp*F, 2; = (Y; | ;) A.
y 2k, 2= (y | z) A
mpk = ([4],, {[Zih |ie [O,l—|—m}} ,12],)- msk = (skmac, {Yi | i € [0,l +m]},y).
Rtn b < A%evcabDewnSionppk msk), where

—Reveal(id):
([tly, [uly, {[dil, | i € (ad|[1™)}) < Tag(skmac, id|[1™),
where s « Z;}/, t = Bs, u:= Y"1 fi(id||1™) 2t + = and d; = h;(id|[1™) =] t.
wi=Y 5 Gd| 1YY T+ y T S e 22T = BS. {Abt if rank(S) £ n'l

i=0 Ji
w =30 (1™ el T W o= S £ (id|[1™) YT

For i € I (4d||1™): d; := hi(id|[1™)Y; t. e; = hi(id||1™) @] T, E; = hi(id|[1™)Y; T.
= ([, [l [y, [Ty, [wlys (W] {[di]s [l eilys (B, | € (idl|17)}):
Q = QU{(sk,id,I1(id))}. Rtn sk.

—Weaken(sk,id,J,J'):
Rtn L if (sk,id,]) ¢ QI € J.
Parse sk as ([t],, [ul,, [ul,, [T],, [w]y, W]y, {[dil,, [dil,, [eil,, [Eil, | i € JU?:ﬁ.l{J}})
Re-randomize sk for (id,J) to obtain sk’ as follows.

-8 w2V S ez X [Abt if rank(S7) £ 0’

- [T7], = [TS'],, [w']y = [wS'],, W], = [WS'],,

-ty =+ TS, W], = u+w's],, W], = [u+ WS,

-Forie J]Ué.':lj_l{j}:

leil, = [eiS"]y, [Ei], = [EiS'],, [di], = [di + €}s'],, [di], = [di + Eis'],.

- sk’ = ([, W]y, [y, [T], (0], (W {[di],, [di],, ledly, [, 6 € TUSEY {53
sk” = ([t/]zv [u/}zv [u/]zv [T/}za [w/]zv [W/]27 {[d;]zv [d;]zv [eﬂzv [E;]Q liel Ué-:lrfu{j}})
Q= QU{(sk",id,J")}. Rtn sk”.

—Doton(sk,id,J,id’):
Rtn L if (sk,id,J) ¢ QVid Ayid. J' =T\ To(id').
In the same manner as Qeaken, parse sk, re-randomize sk to obtain sk’, and parse sk’.

[u"]z = - Zieh(id\\l’")ﬂHo(id’Hl’") d{i]g' [“"]2 = [u' - Zie]ll(idﬂlm)ﬂ]lo(id’\llm) dg]Q-
sk’ = ([t']y, [u"]y, ("], [Ty, [w']y, Wy, {[di],, [di),, el (B, | i € U {0}
Q= QU{(sk",id’',J'}. Rtn sk”.

—Gign(sk,id, J,id' ,msg € {0,1}™):
Rtn L if (sk,id,J) ¢ Q\/id' %y id.

sk’ < Down(sk,id,J,id’). o + Sig(sk’,id’,J \ To(id'), msg).

In the same manner as 20eaten, parse sk, re-randomize sk to obtain sk’, and parse sk’.

[U/I]Z = [ul N Zl’elll(l'dl\lm)ﬁﬂo(id’HMSg) d”g' [uu]2 = [u' - Zieh(id”lm)ﬂ]lg(id’Hmsg) dHQ-
o= ([t'],, [u"],, [u"],).
([t],, [u],, L) « Tag(skmac,id'||msg),
where s «~ Z;,”I, t:= Bs, u:= Zf;gn i (id' ||msg)x t + .
w =220 fi(id |l msg) Yt + 4. o = ([t], [ul, [u],)-
Rtn o.

Fig. 9. Four experiments introduced to prove the statistical signer-privacy of Qgﬂ%Ac
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aborts. Based on the fact that every event is independent from all of the other
events and Corollary 1, we obtain

qr ddd dd qs
Pr[Abt] = Pr[\/ AbtR; \/ AbtDD; \/ AbtD; \/ AbtS;]
=1 1=1 =1 =1
qr qdd qd qs
= Pr[AbtR;]+ Y Pr[AbtDD;] + Y Pr[AbtD;]+ Y Pr[AbtS,]
i=1 i=1 i=1 =1
qr+9dd+9d+gs
— Z Pr[rank(S) 7é’I’LI ‘ SWZ;L,X”/] < Q7+Qt;1jfd+Q6
1

%

Lemma 23. ‘Pr [1+ Expty(1*,1,m)| — Pr[1 < Expts(1*,1,m)] ’ =0.

Proof. In Exzpt,, each element in a returned signature o = ([t'],, [u"],, [u"], is
described as follows: #' = t+T5's' = B(s+85's'), v’ = Y"1 f,(id'||msg) ]t/ +

i=0 Ji
x and v’ = Ziigl i(id'||msg)Y;"t' +yT, where s’ « Zgl and S’ e ZZ/X”/.
On the other hand, in Expts, each element in a returned signature o =
([t]y, [u]y, [u],) is described as follows: ¢ = Bs, u = Zﬁil}” i(id'|lmsg)x [t +
and w = S\ T fi(id'||msg) YTt + yT, where s « Z,.
In Expt,, since both S and S’ are square matrices with full rank n’, their
multiplication SS’ is also a square matrix with full rank n’. Hence, the vector

SS5’s’ (or s + 55's") distributes uniformly at random in Zz,, because of the

uniform randomness of s’ « Z;Ll. The uniform randomness of S.S’s’ implies that
the vector t' in Expts has a distribution identical to the one of t in Expts, i.e.,
Bs, where s e Z . a

Lemma 24.
0.

Pr[1 « Bapts(1,m)] - Pr[1 & Bapte. (1% Lm)]| =

B.3 Proof of Theorem 3 (on Security of DIBStoWWKkIBS1)
The theorem consists of the following two theorems.

Theorem 11. DIBStoWWXkIBS1 is EUF-CMA (under Def. 3) if the underlying
DIBS scheme is EUF-CMA (under Def. 7). Formally, VA € PPTA,, 3B € PPTA,,
AdUEZ?‘U;;FV_VSZ[IIBS,A,lmL,n()‘) = Advg‘[]gl_ggf&ﬂn,m()‘)'

Proof. The simulator B behaves as shown in Fig. 10. It is obvious that B perfectly
simulates Exptii ™ to A Tt is also obvious that iff A outputs o, wid”
and msg* s.t. 1 < WWkIBS.Ver (o™, wid",msg*) Njycq, 0 < Ruwwk(id, wid")
Nwidmsg,eq, (Wid, msg) # (wid*, msg*), B outputs ¢*, dwid* and msg* s.t.
1 + DIBS.Ver(o*, dwid", msg*)

Naia 1, (did))c@. dwid” £y, (gia) did \(quiamsg,)eq. (dwid, msg) # (dwid", msg”).

EUF-CMA _ EUF-CMA
Hence, AdvEWWkIBSy-AJvman - AdvEDIBs,Ban,m' O
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T s T
B%eueul ,Gign (mpk):

(0%, wid* € Th . msg® € {0,1}™) « ATSON (1mpk) where
“Reveal(id € Lon): did < Gur(id).

sk« Reveal’ (did, I (did)).

Qr == Q- U{id}. Rtn sk.
—Gign(id € Zyk, wid € Lywk,msg € {0,1}™):

dwid + Puwr(wid). o + Sign’ (dwid, msg).

Qs = Qs U{(wid,msg,0)}. Rtn o.
Rtn (¢*, dwid*, msg™), where dwid® < ¢ywr(wid®).

Fig. 10. Simulator B in the proof of Theorem 11

Theorem 12. DIBStoWWXkIBS1 is statistically private (under Def. /) if the
underlying DIBS scheme is statistically private (under Def. 8). Formally, VA €
PPTA,, 3B € PPTA), 3 wimns: EIE]EIBS: Advg’wwuss,x A\ =

Adv*F A).
EDIBS’E]gIBs:szln7m( )

’
WwiissALm,n

Proof. We remind us that, what we must do to prove that the WWKkIBS scheme
Xwwiiss is private under Def. 4 is to prove that for every A, I, m,n € N and every
probabilistic algorithm .4, there exist polynomial time algorithms {Setup’, KGen',
Sig'} ande € NGLy s.t. AdvsE (\) == | Pr[l + Ezpt¥

wwiass A Lm,n

Pr(l « Expty (% Lmn))]| <e
Since we have assumed that the DIBS scheme Ypigs = {Setup, KGen, Weaken,
Down, Sig,Ver} with I’ := 2In and m' := m is private under Def. 8, it is true
that for every A € N and every probabilistic algorithm B, there exist polyno-
mial time algorithms {Setup',KGen', Weaken’ Down' Sigl} and ¢ € NGL, s.t.

AdvF \) =

Zoiss, Ehipg.B:2in,m
|Pr[l < Expty  5,(1%,2in,m)] — Pr[l < Expt$ 5, (1%,2ln,m))]| <e.

We define the algorithms {Setup’,KGen’,Sig'} for Ywwiins as described in
Fig. 12.

Let A (resp. B) denote an algorithm in the statistical privacy experiment
w.r.t. Ywwkiss (resp. Xpips). Let B run as described in Fig. 11. B uses A as a
black box (or subroutine) to break the (statistical) privacy of Xpips.

It is obvious that if the experiment that B plays is Eacpt%’DIBS’ B.0- B perfectly
s to A. It is also obvious that if the experiment that
B plays is ExptS; 5, (Wrt. EEIBS), B perfectly simulates Expt$ =
(w.r.t. X{ywians) to A. Moreover, it is also obvious that iff A takes a behaviour
which makes the experiment output 1, B’s behaviour eventually makes the exper-
iment output 1. Hence, Az 1y Pr[l < Expts, 5.3(1%,2ln,m)] = Pr[l

XpiBs,

simulates Expty, - 19
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pReveal, DownT Gign’ (mpk,msk): ]/ (mpk, msk) < Setup(1*, 2In, m).
// (mpk, msk’ (3 msk)) + Setup'(1*, 2In, m).
skyn < KGen(msk,1%'™).
Rtn b « Amwea[,Dc[egatc,Gign(mpk7Sk#n)’ where
—Reveal(id € Zyy): did < ¢uwi(id). sk < Reveal' (did).
// sk < Down(skyn, 12" [1,2In], did). sk < Down' (skyn, 12", [1, 2in], did).
Q = QU{(sk,id)}. Rtn sk.
—Delegate(sk,id,id € Tyi): Rtn L if (sk,id) € QV 0 + Ry (id,id’).
did  ¢ui.(id). did < Pur(id'). sk’ < Dovon' (sk, did, I, (did), did’).
// sk < Down(sk, did, T, (did), did'). sk + Down'(sk, did, I (did), did’).
Q= QU{(sk',id")}. Rtn sk'.
—Gign(sk,id € Lk, wid € Lywk, msg € {0,1}™):
Rtn L if (sk,id) ¢ QV 0 < Ruywk(id, wid).
did < Pu.(id). dwid < Pur(wid). Rtn o < Sign' (sk, did, 11 (did), dwid).
// sk’ < Down(sk, did, 1 (did), dwid). o + Sig(sk’, dwid, I (dwid), msg).
/] o « Sigt(msk’, dwid, msg).

Fig. 11. Simulator B in the proof of Theorem 12

Setup’(1*,1,m, n):

(mpk, msk') < Setupf(1*,2in,m). skyn < KGen'(msk', 1%™). Rtn (mpk, skyn).
KGen'(sk;d,id € Zwk,id € Lyk):

did < Pk (id). did' < ¢ (id’). Rtn sk;g < Down'(skia, did, 11 (did), did').
Sig' (msk,wid € Lywk, msg € {0,1}™):

dwid < ¢k (wid). Rtn o « Sigl (msk!, dwid, msg).

Fig. 12. Three simulation algorithms (Xywiigs =){Setup’,KGen’, Sig’} introduced for
statistical privacy of the WWKIBS scheme Ywwyips, where (E]TDIBS =){Setup',KGen",
Weaken', Down', Sig'} are the five simulation algorithms which make the DIBS scheme
Ypigs be statistically private

EwpthWkIB&Aﬁ(l/\’ L,m, n)] Hence, AdVSZ?DIBs,Ban,m()\) = Adv%’WWkIB&A,Ln,m()\)'
O

B.4 Proof of Theorem 4 (on Five Implications among the Security
Notions of TSS)

The theorem consists of the five implications. Each implication holds in any of
the statistical and perfect formalization. For an instance of the first implication,
statistical (resp. perfect) TRN implies statistical (resp. perfect) wPRV. We only
prove the implications in the statistical formalization. The implications in the
perfect formalization can be proven analogously.

(1) TRN Implies wPRV. Let Aypry denote a probabilistic algorithm in the wPRV
experiments w.r.t. Ypgg, namely EwpthP?Zs,Awm,O and ExptiY 1- We in-

. Xrss ;. Auray,
troduce an experiment Expt;c,,, defined as follows.
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Exptiemp(17,1): // be {0,1}. o
(pk, sk) < KGen(1*,1). Rtn b/ <+ AS9™ R (pk sk), where

—GigSantR(msg,y, msg, € {0,1},T C [1,1],msg € {0,1}', T C [1,1)):
Rtn Lif TE TV e 01y Vien oi. msgylizmsgtn @ € T-
(7,td) « Sig(pk, sk,m3g,T). Rtn (7, td).

We obtain Advigry 4 = |Pr[l < Exptir 4 (1%, 1)]=Pr[l < Exptrr. 4, (12,1)]] <
|Pr[l < Expt$™ (1%, 1)]=Pr[l <= Expticm,(1*, )]+ Pr[l <= Exptiemp(1*,1)]—
Prl « Exptir (1% 1)]].
Let d € {0,1}. Let Bray,q¢ denote a probabilistic algorithm in the TRN experi-
ments w.r.t. Xrgs. Bray,a uses Aypry which tries to distinguish Ea:pt"’g’?ZS,Amw
from Ea:pt‘t’gfg’p as a sub-routine to distinguish the TRN experiments. Bray,qa be-

haves as follows.

Bi;:‘c{sig(pk,sk): // (pk,sk) < KGen(1*,1).
Rtn b’ — ASET R (pk, sk), where

msg, € {0,1} ,msg, € {0,1}", T C [1,1],
_ GigSantR 90 € { } g1 €4 } [
msg € {0,1}, T C [1,1]
Rtn L if ’H‘ 7¢— TVﬂe{O 1} \/16 1,]] s.t. msgg 2];£msq[z] T
Rtn (M5g, td) + San/Gig(msg,, T, msg, T).

For each d € {0,1}, if the experiment whom By ¢ (unconsciously) does is

ExptH 5. .0 (tesp. Exptd Brar.a,1)s Bran,a (unconsciously) perfectly sim-

ulates Ewpt‘gg‘s’& Apme.d (16D ETPticyp) to Auppy. Hence, we obtain Pr[l «

E'a:pt‘g;f‘sls’Aum,O(l)‘, )] = Pr[l + Expt™ (1*,1)], and Pr[1 + E:l:pttemp(V7

X1ss,Brean,0,0

)] = Pr[l + Expt™ (1*,1)]. We also obtain Pr[1 - Exptiry 4 - (1*,1)] =

Xrss,Bren,0,1 Xrss,

Pr[l « Expt® 5 1’0(1)‘, 1)], and Pr[1 += Expticr,p(17,1)] = Pr[l < Expt™ (1*,1)].

Xrss,Bran,1,1

Hence, | Pr[1 + E:cpt"z"q‘f‘s’syA,d(lﬁ D)]=Pr[l + Exptiem,(1*,1)]| = AdvEY \)

Yrss,Bran,d,l

for each d € {0, 1}. Therefore, we obtain Adv§itr 4 (A) < AdviE) N+

Yrss,Bran,o,l

AdVTZR;“SS Bras, J(A\). Let d' == arg{ma}X{AdvggsszTR“‘dl()\)}. Let Brpy denote Brgy, g
de{o,1

In conclusion, we obtain Advirt 4 (X)) <2-AdviH 5 (A). 0
(2) UNL Implies wPRV. Let Aypry denote a probabilistic algorithm in the wPRV
experiments w.r.t. Xrgs. Let Byy denote a probabilistic algorithm in the UNL
experiments w.r.t. Xrgs. Byy uses Aypry distinguishing the two wPRV experiments
as a sub-routine to distinguish the two UNL experiments. By behaves as follows.

8&3“ sSanitize, 6‘m‘(‘\m(pl@, sk): ]/ (pk,sk) < KGen(1*,1).
Rtn b’ «— ASES" R (pk sk), where

msg, € {0,1}",msg, € {0,1}',T C [1,1],
_ GigSantR 90 €1 } 9, €10, } [ :
msg € {0,1}, T C [1,]]
Rtn L if T g T\/ﬁe{o 1} V'LG 1,1] s.t. msggli ]#msg[z] T
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(00,tdo) < Gign(msgy, To), (01,td1) + Sign(msg,, T1).
Rtn (m3g, td) + SanfR(msgy, To, 00, tdo, msg,, T1, 01, tdy, m5g, T).

If the experiment whom Byy (unconsciously) does is the UNL experiment
parameterized by b € {0,1}, i.e., EwthEN;“SS,Bm,bv Buy. (unconsciously) flaw-
lessly simulates the wPRV experiment parameterized by b, i.e., Empt"gif‘s’& Ao b

to Aypry. Additionally, Byy, directly outputs the bit outputted by Ayprv. Hence,

we obtain Pr[l « Exptvggzs’“““"‘“lf(l/\’l)lRN: Pr[l + Ewpt‘%&s By (175 1)] for
each b € {0, 1}. Therefore, we obtain Advyl (4 . (A) =Advyr g (A). O

(8) sPRV Implies TRN. Let Amy denote a probabilistic algorithm in the TRN
experiments w.r.t. Xrsg. Let Bgpry denote a probabilistic algorithm in the sPRV
experiments w.r.t. Yrss. Bgpry uses Arpy as a sub-routine to distinguish the two
sPRV experiments. Bgpry behaves as follows.

Bawy O™ S (pk, sk): /] (pk, sk) « KGen(1*,1).
Rtn b+ Age™ € (pk, sk), where

—Gan/Gig(msg € {0, 1}, T C [1,1],m3g € {0, 1}l T C [1,1]):
Rtn L if T g T\/ZG[l 1] s.t. msg[i]#msgli] i ¢ T
(0,td) + Gign(msg, T). (Msg, td) < San/Gig(msg, T, o, td, msg, T).

Ritn (7, td).
If the experiment in whom Bgpgy (unconsciously) engages is the sPRV-experiment
with b € {0,1}, i.e., Expt¥ 5, Bery (unconsciously) flawlessly simu-

lates the transparency-experiment with b, i.e., Exptsi 5 . to Amy. Ad-
ditionally, Bgpry outputs the bit outputted by Argy. Hence, we obtain Pr[l «+
ExptT (N0 = Prl « Expt$y 5 (17,1)] for each b € {0,1}.

Therefore, we obtain Advi . 4 (\) = Advszl.’?‘s’s765m7l()\). 0

(4) sPRV Implies UNL. Let Ayy. denote a probabilistic algorithm in the UNL
experiments w.r.t. Yrss, namely ExptS- o and Expts- 4 . We tem-

porarily introduce an experiment Exptic,,;, defined as follows.

Bxptis  avemp(170): [/ b€ {0,13. 1
(pk, sk) < KGen(1*,1). Rtn b/ < AS'omSonitize.GasR,p k) where

—Gign(msg € {0,1}', T C [1,1]):
(o, td) < Sig(pk, sk msg, T). Q = QU{(msg,T,o,td)}. Rtn (o,td).
—Ganitize(msg € {0, 1} T C [1,1], 0, td, m3g € {0, l}l TCT):
Rtn L if (msg,T,o,td) ¢ QAT g 'I[‘\/%E[1 1] s.b. TSgli]Emsgli] 1 ¢ T.
(T, td) + Sig(pk, sk msg, T). Q :== QU{(msg,T,7,td)}. Rtn (7, td).
msg, € {0,1}', To C [1,1], 00, tdo, msg, € {0,1},T1 C [1,1],01,tds,
msg € {01}, T C [1,1] '
T g_ Tﬁ \/(msgﬁ, Tﬁ,O’ﬁ,tdﬁ) ¢ Q
Rtn L if VBE{O,l} \/ ’L%T
i€[1,l] s.t. msggli]#msgli]
(7,td) « Sig(pk, sk,m3g,T). Rtn (7, td).

—GanfR
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We obtain Advi- 4 = |Pr[l < Expty- A o(1 D]=Pr[l « ExptR: (1% 1)]] <
|Pr[1 < ExptR: 4 o1 D]=Pr[l <= Exptiem,(1*,1)]|+| Pr(l < Exptiem,(17,1)]—
Pr[l «+ Eiﬂptlgiss,fm(l)\’ D]|-
Let d € {0,1}. Let Bgpry,q denote a probabilistic algorithm in the sPRV exper-
iments w.r.t. Xrss. Bsprv,a uses Ay, which tries to distinguish Exptfre. 4
from Expticpp as a sub-routine to distinguish the two sPRV experiments. Bgpry,q
behaves as follows.

Baur ™ % (pk, sk): // (ph, sk) « Keen(1*,1).
Rtn b/ « Aalgn,eanttlge,bansm(pk’ Sk), where

—Gign(msg € {0,1}', T C [1,1]):
(0,td) + Sign(msg, T). Q := QU{(msg,T,o,td)}. Rtn (o,td).
—Ganitize(msg € {0,1}',T C [1,1], 0, td, sg € {0,1}', T C T):
Rtn L if (msg, T,o,td) ¢ QAT ¢ TVie s.v. msglilzmsgli ¢ € T-
(7,td) + Gan/Glg(msg,'H‘ o,td, msg, T). Q == QU{(msg,'H‘ o,td)}. Rtn (7, td).
msg, € {0,1}',To C [1,1], 00, tdo, msg, € {0,1},T; C [1,l},01,td1,>

msg € {0,1}',T C [1,1]
T g_ Ts \/(msgﬁ,T@70'5,tdg) ¢Q
Rth_lf Vﬁe{o,l} \/ Z¢T

€[1,1] s.t. msgs[i]£msgli]
(7,td) + Gan 61g(msgd,’]1‘d,od,tdd,msg, T). Rtn (7,td).

—GanfR (

For each d € {0,1}, if the experiment whom Bgppy ¢ (unconsciously) does
is ExptsitY (resp. Expts? ), Bspry,a (unconsciously) perfectly

2rss,Bsprv,d,0 Yrss,Bsprv,d,1/?

simulates Expt§i- 4 ; (resp. Exptiemp) to Auw. Hence, we obtain Pr[l <

Emptlg;“SSA’AUM’O(l)‘, )] = Pr[1 + Expt$Ry o(1%, D], and Pr[1 < Exptienm, (17,

Yrss,Bspry,05

)] = Pr[1 + Expt$t! (1*,1)]. We also obtain Pr[l - ExptR:_ , . (1*,1)] =

Xrss,Bsprv,0,1

Pr[l + Expt™ . (1M, 1)], and Pr[1 <= Exptiemp(17,1)] = Pr[l + ExptsY (1*,1)].

X7ss,Bsprv,1,0 Y1ss,Bsprv,1,1

Hence, | Pr[1 + Ewptlg;ss,A,d(lAvl)]_Pr[l « Exptienm,(1*,1)]] = AdvsERY \)

YrssBsprv,d»l

for each d € {0, 1}. Therefore, we obtain AdvSi- 4 (A) < AdvSEr (A)+

Xrss;Bsprv,0,!

AdVSZE?Zs,BspRv 1,1 ()‘) Let d’ = a;g{éngx{AdVEE?ZsyBsPRv,d-,l ()\)} Let Bepy denote BSPRV;d/ .

In conclusion, we obtain AdvSy: . 4 (A) < 2-AdvEER 5 o (A). 0

For each d € {0,1}, if the experiment whom Bgppy,q¢ (unconsciously) does
is Expt™ (resp. Expt™ ), Bran,a (unconsciously) perfectly

Y1ss,Bsprv,d,0 Xrss,Bran,d,1

simulates Exptiry . 4 (resp. Exptiemp) to Aupry. Hence, we obtain Pr[l <

Exptf™ (1% 1)] =Pr[l « ExptF B o, o(1*, D], and Pr[l + Exptiem, (17,

Xrss,Awry,0

)] = Pr[l + Expt?®¥ (1%,1)]. We also obtain Pr[1 - Exptiry, 4 (1%,1)] =

2rss,Brean,0,1

Pr[l + Expt™ 0(1>‘, 1)], and Pr[1 - Exptien,p(17,1)] = Pr[l < ExptT™ (1*,1)].

2rss,Brav,1, Yrss,Bran,1,1

Hence, | Pr[1 + Ea}pt"’;?‘sls’A’d(lA, D]=Pr[1 + Exptiem,(1*,1)]| = AdvEY (\)

Xrss,Bra,d,l

for each d € {0, 1}. Therefore, we obtain AdvRy () < AV g o (M)

49



Advi Bra i V) Let d' = arg{meix{AdvggssTBm 1N} Let Brry denote Bray,a-
def{0,1

In conclusion, we obtain Adv§irr. 4 (A) <2-AdviE 5 (M) o
(5) Conjunction of TRN and UNL Implies sPRV. Let Agpry denote a probabilistic
algorithm in the sPRV experiments w.r.t. Yrss, namely Expt3i. 4, and
Expt$ 4.1 We introduce an experiment Expt(;. The three experiments
are described as follows.

Ewptszl‘)r};vss,Aspw,O(1>\7 l) // Emptsg‘?,ss,AspRv,temp(l/\ l): ’Emptszl?r};vss,Asprl (1>\7 l)‘
(pk, sk) < KGen(1*,1). Rtn b + ASEMS/S9 (pk sk), where

—Gign(msg € {0,1}', T C [1,1]):
(o, td) < Sig(pk, sk, msg,T). Q := QU{(msg, T, o, td)} Rtn
—Gan/Gig(msg € {0, l}l T C [1,1],0,td, msg € {0, l}l T [ 1]
Rtn L if T € T\ (msg,T,o0,td) ¢ Q\ s3lil
(7, td) + Sanit(pk,msg,T,o,td,msg, T).
(o', td") < Sig(pk, sk,msg,T). (7,td) < Sanit(pk, msg,T,o’,td',msg, T).
’(E, td) < Sig(pk, sk,msg,T).‘ Q = QU{(msg,T,7,td)}. Rtn (7, td).
We obtain AdvSiRY . 4 = |Pr[l <= Expt$y . 4 (1%, 1)]=Pr[l < Expt. 4 (12,1)]] <
| Pr[l «+ Empt?ql?gs’A’O(lA, D]=Pr[1 + Exptiem,(1*,1)]|+| Pr[l < Exptiem,(1*,1)]—

Prl < Expt3™ (1% 1)]].

Let Byyr denote a probabilistic algorithm in the UNL experiments w.r.t. Xrgs.
Buw. uses Agpry which tries to distinguish Expt$re, 4 o from Exptic,, as a

sub-routine to distinguish the two UNL experiments. By behaves as follows.

B St RESER (ks sk): /[ (pk, sk) + KGen(1*,1).
Rtn b/ « A" San/Gig (pk, sk), where

(o,
):
i¢T

1€[1,l] s.t. msg[i

—Gign(msg € {0,1}!, T C [1,1)):
(0,td) « Gign(pk, sk msg, T). Q= QU{(msg,T,o,td)}. Rtn (o,td).
—&an/Gig(msg € {0,1}', T C [1,1], 0, td, msg € {0, 1}l T C [1,1)):
Rtn Lif T SZ T\/ msg,T g, td) ¢ Q\/ze[ll s.t. msgli]#msg[i] Z ¢ T.
(o, td') < Gign(pk, sk,msg, T). (7,td) + SanfR(msg, T, o, td, msg, T,o’ td',msg, T).
Q= Q{(m3g,T,7,td)}. Rtn (7,td).
UNL

If the experiment whom Byy, (unconsciously) does is Expty: 5 o (resp.
Expt$ 5. 1), Bow (unconsciously) perfectly simulates Exptsity, 4 o (vesp.
Expticryp) to Aspry. Hence, we obtain Pr(1 «+ E‘Bptszpi‘sls,Asm,o(l)\ )] =Pr[1 «
Expt®- 5 o1 D] and Pr[l < Exptien,(1*,1)] = Pr[l « ExptR-_ 5 (1%,1)].
Hence, | Pr[l < ExptSrl. 4 (1%, D]=Pr[l < Expticm,(1*, )] = AdvSE_ 5 ().

In the same manner, we can prove that |Pr[l « Expt$™_ , (1*,1)] —
Pr(l < Exptiem,(1*,1)]| = AdvEr 5 ()), based on the simulator By de-
fined as follows.

BasM S (pk, sk): /] (pk, sk) « KGen(1*,1).
Rtn b + ASEMS/S9 (pp sk, where
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—Gign(msg € {0,1}', T C [1,1]):

(0,td) < Sign(pk, sk,msg,T). Q := QU{(msy, T, o, td)} Rtn (o,td).
—Gan/Gig(msg € {0, 1}l T C [1,1],0,td, msg € {0, l}l T C [1,1]):
Rtn Lif T ¢ TV( msg,T,0,td) & QVici1 1 st. msglijzmsalil l¢

(7,td) + Gan/Gig(msg, T,msg, T). Q = QU{(msg,T,7,td)}. Rtn (7, td).
Therefore, we obtain Adv$iE (A) < AdviiE J(A) + AdviEY (N).

2rss s Aspry,l Yrss, Bl Yrss,Bran,l

B.5 Proof of Theorem 5 (on Statistical Key-Invariance of
DAMACtoDIBS)

For the proof, we introduce 5 experiments. The first 2 (resp. The last 2) experi-
ments are formally described in Fig. 13 (resp. Fig. 15). Expt, (resp. Expty) is
identical to the standard experiment parameterized by 0 (resp. 1) w.r.t. 25155,
ie., Ewptggﬂ?AC,A,o (resp. E:cptgg}%BﬁAch’l). Expt, (resp. Expts) is identical
to Expty (resp. Expt,) except for the case where at least one square matrix S,
uniform-randomly chosen from ZZ'X”, at each oracle, does not have full-rank. A
remaining intermediate experiment Expts is in Fig. 14. In the experiment, each
secret-key at Weaten or Doton is generated directly from msk.

‘We obtain AvaDIBS A,l,m(/\) = | Pr[1 + Expto(1*,1,m)]—Pr[l + Expty(

1 m)]| <

Eizl | Pr[1 Ewptl,l(m l,m)]=Pr[l + Expt;(1*,1,m)]|+Pr[l + Expts(1*,1,m)],

where the first transformation is because of the definition of key-invariance,
and the second transformation is because of the triangle inequality. We pro-
vide 4 lemmata below. Lemma 28 can be proven in the same way as Lemma
25. Lemmata 26 and 27 can be proven easily. Based on the above inequal-

ity and the 4 lemmata we conclude that for every probabilistic algorithm A,
(\) < 2qr+3(gda+4gq) 0
p—1 ’

Adv¥%
QBLBI\/%AC”AJ?"L -

Lemma 25. |Pr[1 < Ezpto(1*,1,m)] — Pr[1 + Expti(1*,1,m)]| < 4:F9adtds

p—

Proof. To prove the lemma, we reuse Corollary 1. Obviously, both Exptg
and Expt; are completely the same except for the case where Expt; aborts,
namely Abt, which implies that it holds that | Pr[1 < Expto(1*,1,m)] — Pr[l
Expt,(1*,1,m)]| < Pr[Abt].

In Expt,, at each query to Reveal, Weaten or Doton, the event where the
experiment aborts can independently occur. For i € [1,¢q,] (resp. i € [1,qqal,
i € [1,q4]), let AbtR; (rvesp. AbtDD,;, AbtD;) denote the event where, at i-th
query to PReveal (resp. Weaken, Doton), the experiment aborts. Based on the
fact that every event is independent from all of the other events and Corollary
1, we obtain

ddd
Pr[Abt] = Pr \/AbtR \/ AvtDD; \/Ath
i=1 i=1 i=1
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X — KT D) . :
Expto(1*,1,m)(:= Emptfzgﬁ?Ac,A,O(l Jm)): /)

A « Dy. skyvac = (B, o, -+, itm, T)  Genmac(par).

For i € [0, +m]: Vi « Zp*F, 2; = (Y; | ;) A.

y o~ Ly, 2= (y | 2) A

mpk = ([4],, {[Zi]l | i€ [O,ler}} ,[2],)- msk = (skmac, {Yi | i € [0,1 +m]}, y).
Rtn b < A%eveatWeaten,Down (401 1msk), where

—Reveal(id):
([tly, [uly, {ldi], | 7 € T (@d][1™)}) < Tag(skmac,id||1™),
where s « ZI' | t == Bs, u = Y .17 fi(id||1™)at + = and d; = h;(id|[1™) =] t.

i=0 Ji
wi= S £i(id||1™)Y -y T S e« Z2 X" T == BS. {Abt if rank(S) # n’|
w =S f(d|[1™)e] T W= S £ (6d| 1) YT

For i € I (id||1™): d; := hi(id|[1™)Y;"t. e; = hi(id||1™)®] T, E; := hi(id||1™)Y; T.
sk = ([t]y, [uly, [u]y, [Ty, [wly, W]y, {[di]y, [dily, [ed]y, [Ei]y | 4 € T(id][17)}).
Q = QU{(sk,id,I1(id))}. Rtn sk.
—Weaken(sk,id,J,J'):

Rtn L if (sk,id,]) ¢ Q\V Y € J.
Parse sk as ([t],, [ul,, [ul,, [T],, [w]y, W]y, {[dil,, [dil,, [eily [Bi], |1 € JUSET L {51)-
Re-randomize sk for (id,J) to obtain sk’ as follows.

-8~z S ez X TADE if rank(S7) £ ')

- [T, = (TS, [w'], = [wS'],, W], = [WS],,

- [t/}z =[t+ TlS/]z: [ul]z =[u+ wlsl]zv [u/]z =[u+ W/SI]Q'

-Forie JU;iﬁl{j}:

[eﬂz = [eiS,}Qv [E'Z]z = [EiSl]Qv [d;}z = [d; + e;s']Q, [dfi]z =[di + Ez{sl}z'
(i [dil,s moq
- sk = | [y [0y, [W]y, [T], [0y, (W5, ¢ 2 2 i € TUSET {3 ¢ )
lei]y, [Eil,
. l+m .
sk” = ([t']y, [u]y, [W]y, [T, [w'ly, W]y, {[dilys [dil,s €]y, [Eily [ 1 €T Ujil-‘-l{]}})'
Q= QU{(sk",id,J")}. Rtn sk”.
—Doton(sk,id,J,id’):

Rtn L if (sk,id,J) ¢ Q\/id" £;id.
In the same manner as Qeaken, parse sk, re-randomize sk to obtain sk’, and parse sk'.
[W']y = [ - ZiGh(idHl’”)ﬂHo(id’) d;]g' [u"]y = [u' — Zieh(id\ll"”)ﬂﬂo(id') dﬂa‘

"o / " " / / / [d;]Q? [d;]27 . I+m . -
sk = [t]Q,[u ]2,[’(1. }27[T]27[w]2’[W}27 [e(] [E/] ZEJUj:l+1{]}\HU(7'd) :
Q= QU{(sk",id, I\ Io(id')}. Rtn sk”.

Fig. 13. The first 2 experiments introduced to prove the statistical key-invariance of

n

DIBS
DAMAC
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Expt.(17,1,m):.
A e Dy. skmac = (B, xo, ++ , Ti4m, ) < Genmac(par).
For i € [0,1+m]: Y; e Zp*F, 2, == (Y; | ;) A.
y e 23k 2= (y | z) A
mpk = ([A],, {[Zi], | i € [0,l4+m]},[2],). msk = (skmac, {Yi | i € [0,l +m]},y).
Rtn b < A%evcabWeaten,Down 0k imsk), where
—Reveal(id):
([tly, [uly, {[dil, | i € I (id|[1™)}) < Tag(skmac, id|[1™),
where s «~ Z;’/, t:= Bs, u:= Ziigl (id||1™) &t + = and d; = h;(id||]1™)x] t.
wi= " £ Gd[ 1Yt 44T S e 22X Abt if rank(S) # n'. T == BS.

i=0 Ji
w =Y f(d|[1™) el T W o= S £ (id| 1) YT

For i € I, (id||1™): d; := hi(id||[1™)Y; t. e; == h;(id||1™) 2 T, E; :== h;(id||1™)Y;' T.
k= (8] [uls [y, [Ty, [0l W]y, {[d: ] [di]ys (e [Bily | € Ta(id]|17)}).
Q = QU{(sk,id,I1(id)) }. Rtn sk.
—Weaken(sk,id,J,J'):
Rtn L if (sk,id,J) ¢ QI Z I
(1t [l {d:), | § € LGd][1™))) + Tag(skainc, id]|1™),
where s e~ ZI | t := Bs, u = Y .17" f;(id||1™)2]t + = and d; := h;(id||1™)x] t.

i=0 Ji
wi= " £ d||1™)Y Tty T S e Z0 X" Abt if rank(S) # n/. T == BS.
w =S f(d|[1™) el T W= S £ (6d| 1) YT
For i € J' UL {i}: di = ha(id|[1™)Yi't. €; = hy(id|[1™)a] T, E; = hy(id|[1™)Y; T

sk = ([t],, [uly. [ul,, [Ty, [w]y, W]y, {[dily, [dil,, [ed,, [Eil, | € I U {G1)).
Q = QU{(sk,id,J)}. Rtn sk.
—Dovon(sk, id, I, id'):
Rtn L if (sk,id,J) ¢ Q\/id %y id.
([8, [ul,y, {[di), | ¢ € 11 (3d'[|1™)}) < Tag(skmac,id'||[1™),
where s ¢~ Z;’l, t = Bs, u=Y"T" fi(id'|[1™)x]t + = and d; == h;(id'||1™)x] t.

i=0 Ji
wi=" fGd|1M)Y Ty L S e Z X Abt if rank(S) #n'. T = BS.
w = fGd |1l T W= ST fi(id |1 YT T
For i € J' UL {5} di = hi(id'[|[1™)Y;"t. €; = hy(id'[[1™)&] T, E; = hi(id'|[1™)Y;'T.

sk = ([tly, [uly, [uly, [T, [wly, W]y, {[di]ys [dil,y [ed]ys [Eil, [ i €T\ Io (id’) Uiiﬁ1{z}})
Q= QU{(sk,id , I\ To(id")}. Rtn sk”.

Fig. 14. An intermediate experiment Expts introduced to prove the statistical key-
invariance of 25553,
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Expt,(1*,1,m)(= Emptﬁigﬁ?AC,A,l(l*,l,m)): // [Expts]

A « Dy. skyvac = (B, o, -+, Titm, T)  Genmac (par).

For i € [0, +m]: Vi « Zp*F, 2; = (Y; | ;) A.

y o~ Ly, 2= (y | 2) A

mpk = ([4],, {[Zi]l i€ [O,ler}} ,[2],). msk = (skmac,{Yi | ¢ € [0,l +m]}, y).
Rtn b < A%eveateaten,Down (0L 1msk), where

—Reveal(id):
Generate sk for id as follows.
- ([tly, [uly, {[di], | 7 € Ti(4d|[1™)}) < Tag(skmac,id||1™),
where s «~ Z;’I, t:= Bs, u:= Zi":’gl 3 (id||1™) & t + = and d; = hi(id||]1™)x] t.
sw= YT A1)+ y T S e 225 [Abt if rank(S) £ 0/ T == BS.
~w = Y fiGd|[ 1] T W= S fiGd| 1) YT
- For i € I, (id||1™): d; = hi(id||1™)Y;"t. e; == hi(id|[1™)x] T, E; = h;(id|[1™)Y;' T
- sk = ([tly, [uly, [uly, [T],, [w]y, W]y, {ldily, [dil,, [e:]s, [Eil, [ © € T(id][1™)}).
Q = QU{(SIC,ZCZ, I (Zd))} Rtn sk.
—Weaken(sk,id,J,J'):
Rtn L if (sk,id,J) ¢ QV I € J.
In the same manner as fReveal, generate sk for id and parse sk.
Re-randomize sk for (id,I;(id)) to obtain sk’ as follows.
-8 w7, S e z2 " [Abt if rank(S) # n']
- [T, = [TS],, [w'], = [wS'],, W], = [WS],,
- [t/}z =[t+ TlS/]z: [UI]Q =[u+ wlsl]zv [u/]z =lu+ W/SI]Q'
- For i € Iy (id) U7, {4}
[eﬂz = [eisl}zv [E’Z]Q = [EiSl]zv [d;}z =di + 6;8,]2, [dg]z = [di + Egs/b.
di),, [d;
ot = (e s e [ 0, W, 2 B iy U, 4 )
les]y, [Eil,
sk = ([t'] [y, ['],, [T'],, (0], W)y, {[dils [di,, (€], [EX, | 6 € 3T USET {63 D)
Q= QU{(sk",id,J")}. Rtn sk”.
—Doton(sk,id,J,id’):
Rtn L if (sk,id,J) ¢ Q\/id" £jid.
In the same manner as PReveal, generate sk for id’ and parse sk.
In the same manner as 2eaten, re-randomize sk for (id’,I;(id")) to obtain sk’, and parse sk’.

"o ’ 7 ’ / / ’ [d;]27 [d;]27 . 74 I4+m .
sk” = | [t'],, [W]y, [w']y, [T7],, [w'],, W]y, €], [E] | ZGJ\HO(Zd)Uj:Hl{]} .
Q = QU{(SkJ//,id/,J \ Ho(id/)}. Rtn Sk”.

Fig. 15. The last 2 experiments introduced to prove the statistical key-invariance of

2
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qdd qd

= i PI‘[AbtR,‘] + Z PI‘[AthD,‘] + Z PI‘[Athl]

=1 i=1 i—1
qr+qdd+qd
=Y Prlrank(s) £ | § ez <] < O F Gt
‘ p—
=1

Lemma 26. |Pr [l < Exzpt,(1*,l,m)] — Pr[1 < Expty(1*,1,m)]| = 0.

Lemma 27. }Pr [1 — E:Bptg(lk,l,m)] —Pr [1 — E:I:pt3(1)‘,l,m)]{ =0.

Lemma 28. |Pr [l < Expts(1*,l,m)] — Pr[1 < Expts(1*,1,m)]| < 2r+2(9dat+qa)

p—1

B.6 Proof of Theorem 6 (on Security of DIBStoTSS)
The theorem consists of the following three theorems.

Theorem 13. Q585 is EUF-CMA if the underlying DIBS Xpips is EUF-CMA
and KI. Formally, VA € PPTAy, 3B, € PPTA,, 3By € PA, Advf%E3 () <

25 TEs Al
EUF-CMA KT
Ad'UEDIBS,Bl Wl (A) + AdUEDIBS ,Ba,l,1 (A) ’

Proof. Let A denote a probabilistic algorithm in the EUF-CMA experiment w.r.t.
DIBStoTSS, namely Exptiizdisrss 4- Let the experiment be denoted by Expt.
We introduce a temporary experiment Expt,, which is defined in Fig. 16. We
obtain Advppdiarss 41(A) = Pr[l « Expto(1*,1)] < |Pr[l « Expto(1*,1)] —
Pr[l + Expt,(1*,1)]|+Pr[l + Expt,(1*,1)]. We define two simulators B and
Buyr as follows.

Bﬁwm[’mmem’@m"(mpk, msk): // (mpk,.msk) — Set}lp'(lk, L.
(pk, Sk) — (mp/c,msk) (a*7msg*) . AGLgn,Gamtl:,e,Gumtljch(pk)’ where

—Gign(msg € {0,1}', T C [1,1]):
msg’ < ®r(msg).
sk(m9) o Reveal(msg'). td == Sk agr Qﬁeaken(ska(msg ) msg’, 11 (msg’),T).

msg’ sg’

skmo(m<9) o Doron(skT, . ., msg’, T, msg).

msg’
0= skY,., Weaten(skmeo ™ msg, T \ To(msg), ).
Q :=QU{(msyg,T,o,td)}. Rtn o.
—Ganitize(msg € {0,1}',T C [1,1],0,735g € {0,1}}, T C T):
Rtn L if (msg, T,0,) ¢ QAT L TV, o msglilzmsgii] € T-
I(msg, T, o,td) € Q for some td.
msg' < dr(msg), msg < dr(Mmsg). Write td as sk,

skl s Dovon(skr . ., msg’, T, m57g ).

msg’ msg’»

td = skX__, + QBeaEen(skT\HO(m/>, msg , T\ Io(msg’), T).

msg msg’

skD\o(m59) Qomn(skT msg , T, msg).

msg msg’ s
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7= sk« Qﬂea?en(skT\H‘)(m), msg, T \ Io(M5g), 0).

msg msg
Q= QU{(msg,T,7,td)}. Rtn 7.
—GanitizeTd(msg € {0,1}, T C [1,1],0,m5g € {0,1}, T C T):
Rtn L if (msg, T7 o, ) ¢ Q/\T 7¢— T\/ie[l,l] s.t. msg[i]#msg[i] i ¢ T.
I(msg, T, o,td) € Q for some td.
msg’ < dr(msg), msg' « Px(Msg). Write td as sk, ..

skE}L(mﬁSg” <~ Doron(skr . ., msg’, T, msg ).

5g’ msg’

td = ski_, « Weaten(sk" 109 7msg T\ Io(msg’), T).

msg msg

skD0 (59 D omn sk

sg msg

7=skl__ Qﬂeufen(skﬁ\ﬂo(m), msg, T \ Io(3g), 0).

msg msg

Qta = Qua J{(M3g, T, 7)}. Rin (7, td).

,,msg’, T, msg).

Write o* as skgmg*. misg «~ {0,1}. 6 « Sig'(sk?nsg*,msg*, 0, msg).
1« Ver/(&, msg, msqg) /\ msg # msg”
msg,T,o,td
Rtn 1 if (mag Tt
\V} i¢T
(msg,T,0)€EQuq i€[1,l] s.t. msg*[i]#msg[i]
Rtn 0.

BRSO (mpk, msk): /] (mpk, msk) < Setup’(1*,1,1).

(pk, Sk’) — (mpk,msk) (U*,msg*) — AGign,Ganikige,Gunitije‘Zb(pk)’ where

—Gign(msg, T):
msg’ < ®r(msg). o = sk?nsg + Reveal(msg, 0).
Q:=QU{(msg,T,o,L)}. Rtn o.

—Ganitize(msg, T, o,msg, T):
Rtn L if (msg,T,0,-) ¢ QAT Z Tvie[l,l] 5.6, Tsgli]£msali] | ¢ T.
msg' < Or(msg), msg < P=(Msg). & = skb, « Gign(msg, ).
Q :=QU{(msg,T,7,L1)}. Rtn 7.

—GanitizeTo(msg, T, 0, msg, T):
Rtn L if (msg,T,0,) ¢ QAT ¢ TV st msglijgmsgli) © ¢ T-
msg’ < dr(msg), msg  $r(Msg). td == sk?nsg/ + Reveal(msg’, T).
7 = skl ., < QReveal(msg, 0).

Qta = Qua J{(M3g, T, 7)}. Rin (7, td).

Write o* as skgmg*. misg «~ {0,1}. 6 « Sig'(sk?nsg*,msg*, 0, msg).

Rtn (6, msg*, msg) if 1 < Ver’(6, msg, msg) /\(ang,T,a,td)eQ msg # msg”

/\(msg,'ﬂ’,a)EQtd Vie[l,l] s.t. msg*[i];ﬁmsg[i]i ¢ T.
Rin 0

Based on the two simulators, we can easily verify that the 2 terms in the last

. : KT UNF
inequality are upper-bounded gg (iI(AiVEDIBSgBKI,l’l(A) and Advyy’ g 0(A), Te-

spectively. Thus, we obtain Advifeitrag 4, (N) < AQVE g ) (A)FAQVSE (A,
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Expto(:= Exptiipererss,a)(1%,1): //Expt

(pk, sk) == (mpk, msk) + Setup’ (1*,1,1). (¢*, msg*) « ASEmSanitize,SanitizeT (1,1) where

—Gign(msg € {0,1}},T C [1,1]):
msg’ « ®&r(msg).
skfjfszl,sg ) KGen'(msk,msg'). td := Sk agr Weaken'(skfi(sgl,sg ) msg',T1(msg'), T).
skma0(™#9) ¢« Doyn’ (skpyagr»msg’, T, msg).
o = sk?,., « Weaken’ (skmi2l™9) msg T\ To(msg), 0).
skt (79 « KGen'(msk, msg). o = k2, 0g Weaken' (skih (79 msg, T (msg), 0).
Q :=QU{(msg,T,o,td)}. Rtn o. B
—Ganitize(msg € {0,1},T C [1,1],0,msg € {0,1}', T C [1,1]):
Rtn L if (msg7 T7 g, ) ¢ Q/\T >¢— Tvie[l,l] s.t. msgli]#msgl[i] i ¢ T.
El(msg7 T, o,td) € Q for some td.
msg’ <+ Pr(msg), msg « Pp(msg). Write td as skglsg,
ski\gg(msg ) ¢ Down’ (Skpagrs

td = skgwg/ < Weaken (sk};\fg(msw msg’, T \ Io(msg'), T).
sk20™9) . kgen’ (msk,msg'). td = sk Skw,)

msg’, T, msg’).

,  Weaken'( ,msg’, 11 (msg"), T).

msg' msg
sklrn\jg<msg) + Down' (skmsg,, msg , T, msg).
T = sk?nsg + Weaken’ (sk:lrn\fg(msg), msg, T \ Io(m39), 0).
sk]i;(;gnsg) <+ KGen'(msk, msg). o = skmsg + Weaken’ (sk]i;gy;sg) msg, 11(msg), 0).

Q= QU{(msg,T,7,td)}. Rtn &.

—GanitizeT0(msg € {0,1}, T C [1,1],0,m5g € {0,1},T C [1,1]):
Rtn L if (msg, T,0,) ¢ QAT L TV,cy o msglijsmsgli) ¢ € T-
I(msg, T, o,td) € Q for some td.
msg' < dr(msg), msg' < dr(Msg). Write td as sk,

skj;\gg(m/) <+ Down’ (sk’msg/,msg'7 T, msg’).

td = skmsg/ + Weaken' (sk1"0\™ fsg, T\ Io(msg'), T).

sk:]i;(szlsg ) + KGen’ (msk,msq). td = sk:msg, < Weaken’ (skill(sm,sg ) msg, Iy (msg), ).
sklrn\;lg(msg) < Down’ (skmgg/, msg , T, M8g)-

T = skmsg + Weaken’ (skT\HO(mSQ) msg, T \ Io(msg), D).

Skil@iztsg) <+ KGen'(msk,msg). = skmsg +— Weaken'(sk%ﬁ),misg, I, (msg), 0).

Qta = Qta U{(msg,T 7)}. Rtn (7, td).

Write o* as sk? .. msg «~ {0,1}. 6 « Sig'(s kmgg ,msg”, 0, msg).

msg*

1 + Ver'(6, msg, msg) /\ msg % msg*
Rtn 1 if (msg,T,o,td)€Q
V i¢T
(msg,T,0)EQyq i€[1,1] s.t. msg*[i]#msgl[i]
Rtn 0.

Fig. 16. Experiments for EUF-CMA w.r.t. DIBStoTSS
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Theorem 14. lesgs is sPRV if the underlying DIBS Xpigs is KI. Formally,

VA€ PPTA,, 3B, Adviyite 4i(V) <2- 4805, 0 510 (V)-

Proof. Let A denote a probabilistic algorithm in the sPRV experiments w.r.t.
DIBStoTSS, namely Exptfls,,rgs 45 for b € {0,1}. Let them be shortly
denoted by Expt;. Let us introduce a temporary experiment Expticy,,, which
is defined in Fig. 17. We obtain Adv¥s,rgs 4.(A) = | Pr[l < Expto(1*,1)] —
Pr[l «+ Ezxpt,(1*,1)]| < |Pr[l « Expto(1*,1)] — Pr[l + Exptien,,(17,1)]| +
| Pr[l < Exptiem,(1*,1)] — Pr[l + Expti™(1*,1)]|. We define two simulators
By and B, as follows.

pieceet WeatenDown (b msk): ]/ (mpk, msk) < Setup’(1*,1,1).
(pk, sk) == (mpk, msk). Rtn b’ « AS9mSa/Si9 (L k) where

_Gign(ms.g € {07 1}Z7T - [17 l])
msg’ + ®r(msg).
skiLmsd’) Reveal(msg'). td = sk, . %eaéen(skh(mgg ) msg’, I (msg'), T).

msg’ msg
skT\HO(msg) — Qomn(skmsql, msg’, ']I‘, msg).
0= skY,., Weaten(skmeo ™9 msg, T\ Io(msg), 0).

Q =QU{(msg,T,o, td)} Rtn (o, td).
—Gan/Gig(msg € {0,1}', T C [1,1],0,/msg € {0,1}}, T C [1,1]):
Rtn LifT ¢ TVien,y so. msglijzmsgli ¢ & TV (msg,T,0,-) ¢ Q.
A(msg, T, o,td) € Q for some td.
msg’ @T(msg) msg < Op(msg). Write td as sk,

skD\OMST) o oron(skT

msg’ msg’

td = skr__, + Weaten(sk"2™9 g’ T\ Io(msg), T).

msg msg

sk o(Msg) ’Domn(sk

msg

7 =skl__ Qﬁeafen(skm%(msg) msg, T \ Io(Msg), 0).

msg
Q := QU{(msg,T,7,td)}. Rtn (7,td).

B?wm{’wmh"’@m"(mpk,msk): // (mpk,n}sk) — Setup’(1*,1,1).

(pk, sk) == (mpk, msk). Rtn b’ « AS9S/Si9(pL k) where

msg’, T, msg’).

,,msg’, T, msg).

msg

—Gign(msg € {0,1}, T C [1,1]): The same as Bo.
—Gan/Gig(msg € {0, l}l T C[1,l],0, msg € {0,131, T C [1,1]):
Rtn Lif TETV, ey eo magijzmsgi ¢ & T V(msg, T,0,-) ¢ Q.
I(msg, T, o,td) € Q for some td.
msg’ @T(msg), msg < Op(msg). Write td as sk,
skiLmsa) Reveal(msg').

msg’
I (M5g") —— )\
td = skl __, + Qﬂeaéen(sk%gg, 9) msg, 11 (msg), T).

msg

Sk (TS9) o Do (skL

msg

7 = sk« Weaten(sk-\ 2™ 7m5g T\ Io(75g), 0).

msg msg

Q = QU{(msg,T,7,td)}. Rtn (7,td).

Based on the two simulators, we can easily verify that the 2 terms in the
last inequality are upper-bounded by Adv () and Adv 5 (M),

msg , T, msg).

msg’
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Expto(:= Exptiiss.orss, a0) (1 0): /) Exptiemp, (Ewpﬁ(f Ew_ptsDP{gStoTSS,A,I)J'
(pk, sk) = (mpk, msk) « Setup’(1*,1,1). Rtn b’ « AS'HC/Si8(pL sk where

7619“(""89 € {03 l}lvT - [17 lD
msg’ + ®r(msg).
skimsa) KGen'(msk, msg’). td == skfnsgf — Weaken'(sk]i}l(szz,sg ) msg’, I (msg'), T).

msg’
skmag (59 Down’ (sky, .., msg’, T, msg).
o= skb . Weaken'(sklr,gg(msg),msg, T\ Io(msg), D).

skibmo9) « KGen'(msk, msg). o == skY, .y Weaken' (skih\*? msg, I (msg), 0).

[sklr,}g!‘;(msg) < Down’(sk,,,,,msg’, T, msg)}
{a = skgmg — Weaken'(sk};}gg(msg), msg, T \ Io(msg), @)J
Q =QU{(msg,T,o,td)}. Rtn (o,td).
—Ban/Gig(msg € {0,1}}, T C [1,1],0,m35g € {0,1}},T C [1,1]):
Rtn Lif TE TV, s msglijzmmsga @ € T V(msg, T,0,) ¢ Q.
I(msg, T, o,td) € Q for some td.
msg’ < $r(msg), msg < Pz(Mmsg). Write td as sk, ..
skirn\g;,(ml) — Down'(sklrnsg,,msg’, T, msg’).

td = skl ., « Weaken'(sk0™%9) mmgg’ T\ Iy(msg), T).

msg msg’ .,
, + Weaken' (sk':""9) msg’ 1, (msg’), T).

msg

skLC™ST) o gGen'(msk, msg'). td = sk

sg’ msg

skDMo(TS9) oo (Sk:T

msg msg

,,msg’, T,msg).

7= skbos Weaken'(ski\gg<m),m7m,T \ Io(7259), 0).

sk]}}qiﬁ) <+ KGen'(msk,msg). 7 = sk?nsg — Weaken'(sk]i;gﬁ),misg, I, (msg), 0).
@k%(m) <+ Down’ (sk%, ,msq , T, W)}

{E = kb o Weaken'(sk%<m)7W7T \ Io(m5g), @)]

Q = QU{(msg, T,7,td)}. Rtn (7, td).

Fig. 17. Three experiments used in the proof of Theorem 14

respectively. Thus, we obtain AdVB\]IvBStoTSS,.A,l(/\) < 2. max{AdvIgDIBS’BOU(/\),
Advis s (V)T O
DIBS P15,

Theorem 15. QEISBSS is INV if the underlying DIBS Ypips is KI. Formally,
VA € PPTAy, 3B, ddvgrss 4 (A) < 2-Advi o 5y, (A).-

Proof. Let A denote a probabilistic algorithm in the INV experiments w.r.t.
DIBStoTSS, namely Exptfipg.,rgs a5 for b € {0,1}. Let them be shortly
denoted by Expt;. Let us introduce a temporary experiment Expti;cy,,, which
is defined in Fig. 18. We obtain Adv)hg,orss, ai(A) = [ Pr[l < Expto(1*,1)] —
Pr[l «+ Ezxpt,(1*,1)]| < |Pr[l < Expto(1*,1)] — Pr[l «+ Exptien,,(17,1)]] +
| Pr[1 < Exptiem,(1*,1)] — Pr[l + Expt{™™(1*,1)]]|. We define two simulators
By and By as follows.

Bg‘wm[’mwhn’gnmn(mpk, msk): /[ (mpk, msk) < Setup’ (1%, 1, 1).
(pk, sk) = (mpk, msk). Rtn b — AS9EEMER(pp k) where
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fGigSJER(msg € {0,1}, Ty, Ty C [1,1]):
msg’ + Pr,(msg).
skilqi:;wg )« Reveal(msg'). td == skT” o Qﬁea?en(skﬂl(msg ) msg’,I1(msg’), Tp).

skT”\HO(msg) — ©0mn(skwfsg,,msg Tb,msg)
o = sk¥,., « Weaten(skrtay® ™ msg, Ty \ Io(msg), 0).
Q QU{(mSg7TO7T17O' td)} Rtn 0.
—San£R(msg € {0,1}},To, T1 C [1,1],0,m5g € {0,1},To, Ty C [1,1)):
Ts £ Ts
Rtn L if Vg0 \/ i¢Ts V(msg,To,T1,0,-) ¢ Q.
1€(1,] s.t. msggli]#msg[i]
3(msg, To, T1, 0,td) € Q for some td.
msg’ < P, (msg), msg' < g, (Msg). Write td as skzgfsg/.
skIn o) Dorn(sk)?,,
td = ska e meaEen(ska;j9<W>,msg',m \ Io(m3g), Ts).
Sk};i)s\gﬂ()(msg) - gomn(Skmsgu
= skmsg — Qﬂiakeﬁ(sk%mmsg), msg, Ty \ Io(M3g), 0).
Q = QU{(msg, Ty, T1,7,td)}. Rtn 7.

,,msg’, Ty, m3g").

msg , Ty, M5G).

Based on the two simulators, we can easily verify that the 2 terms in the
last inequality are upper-bounded by Adv s () and Adv 5 (M),
respectively. Thus, we obtain Advipg,,rgs 4;(A) < 2 - max{Adv 5, (N),

AdeEIDIBSﬁlJJ()\)}' o

B.7 Proof of Theorem 7 (on Security of TSStoDIBS)
The theorem consists of the following two theorems.

Theorem 16. QRIES is EUF-CMA (under Def. 7) if the underlying TSS Xrss is
EUF-CMA (under Def. 9). Formally, VA € PPTAy, 3B € PPTA, s.t. AdvE¥ 5 (\) =

QDIES A lm
EUF-CMA
AdvETss,B,l-‘rm ()\) :

Proof. Let A denote a probabilistic algorithm in the EUF-CMA experiment w.r.t.
TSStoDIBS, namely Ewpt”EstsgoDIBs - Because of the definition, Advigsiabips 4. 1.m(A) =

Pr[l < Exptigiitips 4 (1%, 1,m)]. We define a PPT simulator By as follows.

BUGN;_gn ,Ganitize, bumbae‘fb(pk7 Sk‘): // (pk, Sk) P KGen’(lj.\, i F ’ITL)
(mpk, msk) = (pk, sk). (c*,id*, msg*) « AW (1mpk) where

~Reveal(id, J): o Gign(id||1™, L1 (id) UL ).
sk = (7,td) < GanitizeT0(:d||1™, 11 (id) Uiiﬁl{i},g, id||1m,JUiZﬁ1{i})).
Qr = Q- U{(id,])}. Rtn sk.
—Gign(id, msg): o « Gign(id||1™, 11 (id) ;T {i})).
(@, td) + Ganitize(id|[1™, T, (id) U= rili}, 0,id|lmsg, 0). Qs = Qs U{(id, msg,7)}.
Rtn o.
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Expt, (= Exptiipscorss, as)(1,1): [/ BEPtiemp. o
(pk, sk) = (mpk, msk) < Setup’(1*,1,1). Rtn b’ < ASWECMER (b sk) | where

—GigLR(msg € {0,1}, Ty, T, C [1,1]):
msg’ + Pr,(msg).
skh&?sgl) <+ KGen'(msk,msg’). td .= skgfsg/ — Weaken'(skfjli’gn,sgl>,msg’,]11 (msg’), Tp).
skatago(ms9) Down'(sk};fsg,,msg’, Tp, msg).

skﬂ,;fs\g(’(msg), msg, Ty \ Io(msg), 0).

o= sk?nsg + Weaken'(
sk o« KGen'(msk, msg). o = kL, 0g Weaken' (skit7*? msg, I1 (msg), 0).
Q = QU{(msg, Ty, T1,0,td)}. Rtn o.
—GangR(msg € {0,1},To, Ty C [1,1],0,msg € {0,1},To, T1 C [1,1]):
Rtn L if Vﬁe{o,u [Tﬂ $Z Tps vie[l,l] s.t. msgﬁ[i]¢m[i]i ¢ Tﬁ] V(msg, To, T1,0,-) ¢ Q.
3(msg, To, T1,0,td) € Q for some td.
msg' < P, (msg), msg' « g, (Msg). Write td as sk?:sg,.

kleMo(msg) Down’(sk'® , msg’, Ty, msg').

msg’ msg

td = skoves Weaken'(5k:il‘n”is\j?(misg)7 msg’, Ty \ Io(m3g), ).

sk M0 (TS9) o poym! (skb

msg , Tp, M3G).

msg msg’’ - 7
T = skgnsg — Weaken’(sklr,%\;b(msg), msg, Tp \ Io(m3g), 0).
sk]i}l(;gnsg) <+ KGen'(msk,msg). o = sk?nsg — Weaken'(skg(;;sg), msg, 11 (msg), 0).

Q := QU{(msg, To,T1,7,td)}. Rtn 7.

Fig. 18. Three experiments used in the proof of Theorem 15

EmptE’%‘]SFéi%?DIBS,A(1>\7 l7 m):
(mpk, msk) = (pk, sk) < KGen'(1*,1 4+ m). (¢*,id*, msg*) < AWS (mpk), where

—Reveal(id € {0,1},J C T1(id)): (o, td) + Sig (sk,id|[1™ L1 (id) UL}, {i}).
sk := (7,td) < Sanit’(id||1™, I (id) U} {i}, o, td, id] 1™, T UL {i}).
Qr = Q- U{@id,D)}. Rtn sk.
~Gign(id € {0,1}',msg € {0,1}™): (o, td) + Sig'(sk,4d|[1™ L1 (id) UL {i})).
(7, td) + Sanit’(id|[1™, 11 (id) UL} {i}, 0, td, id||msg, 0).
Qs == Qs U{(id,msg,7)}. Rtn 7.

Rtn 1if 1  Ver'(pk,0”,id"[[msg”) \(;a.1)c0, 14" 2y id

/\(id,msg,jg@s (Zd> mSg) # (id*a msg*).
Rtn 0.

Fig. 19. Experiment for unforgeability w.r.t. TSStoDIBS
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1 < Ver'(pk,o”,id"||msg") /\ id" Ay id

Ren 1 if (e
/\  (id, msg) # (id",msg")
(id,msg,)€Qs
Rtn 0
: EUF-CMA _ UNF
We obtain Advigsiobips,a,,m(A) = AAVEL . B i4m(A)- a

Theorem 17. QRIBS is statistically signer private (under Def. 8) if the un-
derlying TSS Xrss is statistically TRN and UNL (under Def. 10). Formally, for
every probabilistic algorithm A, there exist probabilistic algorithms By and Bo
and four polynomial-time algorithms II{y s = {Setup’,KGen’, Down’, Sig'} such

that Advff%gsﬂ, amN) S AL g (A) 2 AdVEY g (V).

DIBS?
Proof. Let A denote a probabilistic algorithm in the statistical signer-privacy ex-
periments, namely Expt$ ==, and ExptS . The latter experiment is
associated with simulation algorithms {SimSetup, SimKGen, SimDisD, SimDown, SimSig},
defined as follows.

SimSetup, SimKGen, SimDisD, SimDown: The same as the original ones of TSStoDIBS.
SimSig(msk, id € {0,1}', msg € {0,1}™): Write msk as sk. (o, td) < Sig(sk, id||msg, 0).
The two experiments are shortly denoted by Expty and Expts, respectively.

We introduce two experiments, namely Expt, and Expt,. The four experiments
are described in Fig. 20.
We obtain Advyy

I/)IBS’A’l’m(A) = |Pr[l < Expty(1*,1,m)] — Pr[l +
Expt;(1*,1,m)]| < 322, |Pr[l « Expt,_1(1*,1,m)]-Pr[1 + Expt;(1*,1,m)]|.
We define three simulators Byyy, Brey and Bigy as follows.

Bﬁiﬂmewmﬁbwgm(mpk, msk): /] (mpk, msk) + KGen(l’\, l+m).
Rtl’l b — A%weu[,ﬂﬂmém,@omn,@ign(mpk msk) Where

—Reveal(id € {0,1}):
sk = (o, td) + Sign(id||1™, 1L (id) Ul + 1,1 + m)).
Q = QU{(sk,id,I,(id))}. Rtn sk.
—Weaten(sk,id € {0,1},J C [1,1],J" C [1,1)):
Rtn L if (sk,id,J) ¢ Q\/J ¢ J. Parse sk as (o, td).
sk’ = (7, td) + Ganitize(id||1™, JU[l + 1,1+ m], o, td,3d||1™, T U[l + 1,1+ m)]).
Q = QU{(sk,id,J')}. Rtn sk'.
—Down(sk,id € {0,1}',J C [1,1],id" € {0,1}"):
Rtn L if (sk,id,J) ¢ Q\/id A;id. Parse sk as (o,td). J' :=J\ Io(id").
sk! = (7,td) « Ganitize(id|[1™, JU[L + 1,1+ m], o, td, id'||[1™, ' U[l + 1,1 + m]).
Q = QU{(sk,id’,J")}. Rtn sk'.
—Gign(sk,id € {0,1}',J C [1,1],4d" € {0,1}},msg € {0,1}™):
Rtn L if (sk,id,J) ¢ Q\/id" Ay id. Parse sk as (0,td). J' :== J\ Ly(id').
(o, td') « Gign(id||]1™, TU[L + 1,1+ m)).
(@, td) + SanCR(d||1™, JU[l + 1,1+ m], 0, td,
id||1™, JUL + 1,1 +m], o’ td’,id'||[1™, I UL + 1,1 + m]).
(7,td) + Sanitize(id’|[1™, I U[l + 1,1 + m], 7, td, id'|msg, §). Rtn &.
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Expto(:= E$Ptsfpsst1Bs,A,0)(1kv I,m): /[ [Exzpti], iExpty, Expts(= EwptsTPSStoDIBS,TSStoDIBS’,A,l)'
(mpk, msk) < KGen’(1*,1 + m).
Rtn b « Amebcu[,ﬂﬂcuém,Domn,Gign(mpk7msk)’ where
—Reveal(id € {0,1}):
sk = (0,td) + Sig'(msk,id||1™, 11 (id) U[l + 1,1 + m]).
Q = QU{(sk,id,1,(id))}. Rtn sk.
—Weaken(sk,id € {0,1}',J C [1,1],T C [1,1)):
Rtn L if (sk,id,J) ¢ QI € J. Parse sk as (o,td).
sk’ = (7,td) + Sanit’(id||[1™, JU[l + 1,1 + m], o, td,id||1™, I Ul + 1,1 + m]).
Q= QU{(sk',id,J')}. Rtn sk’.
—Doron(sk,id € {0,1},J C [1,1],id" € {0,1}"):
Rtn L if (sk,id,J) ¢ Q\/id" £y id. Parse sk as (o,td). J' == J\ Lo(id’).
sk’ = (7, td) < Sanit’(id|[1™, JU[ + 1,1 +m], o, td, id'||1™, T U[l + 1,1 4+ m]).
Q= QU{(sk',id, JU[l + 1,1 +m])}. Rtn sk'.
—Gign(sk,id € {0,1},J C [1,1],id" € {0,1}',msg € {0,1}™):
Rtn L if (sk,id,J) ¢ Q\/id Zjid. Parse sk as (o, td).
[(o,td) « sig/(msk,id[[1™, JU[ + 1,1 + m])]
(7,td) < Sanit’(id|[1™, JU[ + 1,1 + m], o, td,id'||1™, I\ To(sd’) U[l + 1,1 + m]).
Jtd) « Sig'(msk,id ||[1™, I\ To(id") J[l + 1,1 + m]).
,td) + Sanit/(id'||[1™, I\ To(id’) J[l + 1,1 + m], T, td, id'||msg, 0).
,td) + Sig/(msk,id'||msg,0). Rtn .

al

—
Il

Q9

Fig. 20. Four experiments used in the proof of Theorem 17

B O (mpk, msk): /] (mpk, msk) < KGen(1*,1 4+ m).

Rtn b «— .Aﬁ‘icmul,i’ﬂcaém,@nmn,Glgn(Wlpk,’Wlsk)7 where

—Reveal(id € {0,1}'):
sk = (0,td) + Sig'(msk,id||1™, 11 (id) U[l + 1,1 + m]).
Q = QU{(sk,id,I,(id))}. Rtn sk.

—Weaten(sk,id € {0,1},J C [1,1],J" C [1,1)):
Rtn L if (sk,id,J) ¢ Q\/J ¢ J. Parse sk as (o, td).
sk = (7, td) + Sanit’(id||1™, JU[l + 1,1+ m], o, td,id||1™, TU[l + 1,1 4+ m]).
Q = QU{(sk,id,J)}. Rtn sk.

—Doton(sk,id € {0,1},J C [1,1],id" € {0,1}"):
Rtn L if (sk,id,J) ¢ Q\/id' Ay id. Parse sk as (o,td). J' := J\ Io(:id).
sk’ = (7,td) + Sanit’(id||1™, JU[ + 1,1+ m)], o, td,id'||[1™, T U[l + 1,1 + m]).
Q = QU{(sk,id’,J")}. Rtn sk'.

—Gign(sk,id € {0,1}',J C [1,1],4d" € {0,1}},msg € {0,1}™):
Rtn L if (sk,id,J) ¢ Q\/id" £y id. Parse sk as (o,td). J' :== J\ Lo(id').
(0, td) + Sig'(msk,d||1™, JU[l + 1,1 + m]).
(@, td) + Gan/Gig(id|[1™, JU[ + 1,1 +m),id'||1™, T U[l + 1,1 + m]).
(@, td) « Sanit’(id'|[1™, I U[l + 1,1 + m], 7, td, id’||msg, #). Rtn 7.

Bia" ™ (mpk, msk): ]/ (mpk, msk) < KGen(1*, 1+ m).
Rtn b «— A%cueu[,ﬁﬂeukm,@umn,Gign(mpk’msk,)’ where
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—Reveal, Weaken, Doton:  Same as Brgy.
—Gign(sk,id € {0,1},J C [1,1],id" € {0,1}',msg € {0,1}™):
Rtn L if (sk,id,J) ¢ Q\/id" Ay id. Parse sk as (o,td). J' := J\ Lo(:id).
(@, td) « Sig'(msk,id’||1™, I Ul + 1,1 + m]).
(7,td) + San/&ig(id'|[1™,J' Ul + 1,1 + m],id’||msg, ). Rtn 7.
We can easily verify that the 3 terms in the last inequality are upper-bounded

UNL TRN TRN :
by AdVsr o g tim(A)s AAVEE p (A AdvETss,BﬁN,Hm()‘)’ respectively. Thus,

we obtain AdvS? (A) < AdviiE (A)+2-max{AdvTRY ),

IIpies,Ifgg:Asl,m X1ss,Buw,l+m Yrss,Bra,l4+m

AdvTRY y tm M} O

2rss,Biay

C The Second Transformations from DIBS into
Non-Wildcarded IBS Primitives

Transforming DIBS into IBS (DIBStoIBS2). An IBS scheme (w. identity length
I € N) can be generically transformed from a DIBS scheme (w. the same identity
length 1) Xpigs = {Setup’,KGen', Weaken’, Down’, Sig’, Ver'} as follows.
IBS.Setup(1*,1,m): Rtn (mpk, msk) < Setup’ (1,1, m).
IBS.KGen(msk, id € {0,1}"):
skg(id) + KGen'(msk,id). Rtn sk?, « Weaken'(sk’gb(id), id, 11 (id), 0).

IBS.Sig(skia(= sk%)),id € {0,1}",msg € {0,1}™): Rtn 044 « Sig'(sk?,,id, msg).
IBS.Ver(0iq,id € {0,1}',msg € {0,1}™): Rtn 1 / 0 < Ver(gia, id, msg).

Its correctness and security are reduced to those of the underlying DIBS
scheme. Theorem 19 is proven below.

Theorem 18. DIBStoIBS2 is correct if the underlying DIBS scheme is correct.

Theorem 19. DIBStoIBS2 is existentially unforgeable (under Def. 13) if the
underlying DIBS scheme is existentially unforgeable (under Def. 7). Formally,
VA € PPTA,, 3B € PPTA,, Advgﬁggﬁle,A,l,m(}‘) = AdEUE-CMA (N).

Ypiss,B,l,m

Proof. The simulator B behaves as follows.

7 - 7
Biﬂeucn[ ,Gign (mpk)

Rtn (o*,id* € {0,1},msg* € {0,1}™) + A”°LS18" (mpk)| where

—Reveal(id € {0,1}"): sk’ < Reveal (id, ).

Qr = Q- U{id}. Rtn sk.
—~Gign(id € {0,1}},msg € {0,1}™): ¢ « Gign'(id, msg).

Qs == Qs | J{(id, msg,0)}. Rtn o.

It is obvious that B perfectly simulates Exptiipiersss 4m t0 A It is
also obvious that iff A outputs o*, id* and msg* s.t. 1 + IBS.Ver(oc*,id",
msg*) Nideq, 14 7 14" N(iqmsq,)eq, (id: msg) # (id",msg*), B outputs the ones
s.t. 1 < Ver/(o*,id", msg*) Na0yeq, id" Ay id Nid,msg, e, (id, msg) # (id*,

msg*) (note: id" Ay id is logically equivalent to id" # id). Hence, Advp{5Starpse, 4.1.m(A) =
AQvETFMA L (N). g
DIBS,0,L,m

64



Transforming DIBS into Wicked IBS (DIBStoWkIBS2). A WKIBS scheme pa-
rameterized by [, n can be generically transformed from a DIBS scheme Y'pips =
{Setup’,KGen’, Weaken’, Down’, Sig’, Ver'} with identity length I’ := in as follows.
WKIBS.Setup(1*, 1, m, n):

(mpk, msk) < Setup’ (1%, In, m). skyn = skﬂlllil ")« KGen'(msk, 1'™).

Rtn (mpk, skun).
WKIBS KGen(skid,id € ({0, 1} \ {1I'}U{#})",id € ({0, 1} \ {1} U{#H"):

Write skiq as sk, where did := ¢,k (id) and J == Usepion s, iaymgell- (G—=1)+1,1-4].

skiMlo(did) Dov:m'(sk‘gid, did, ], did’), where did' = pun(id').
Rtn sk;qy = sk:i]“d, — Weaken'(skilﬂﬁ(dld), did', J \ To(did"),J"),
where J' == Uietn st sar—gll- (0 —1) +1,1-4].

WKIBS.Sig(skiq,id € ({0, 1} \ {1} U{#}", msg € {0,1}™):

Write skiq as sky,,, where did = ¢ur(id) and J = Ujcpy ) s, 1a,—p [l ((—1)+1,1-].

Rtn ;g = Ogiq Sig’(skﬂid,did,qﬂ, msg).
WKIBS.Ver(oiq4,id € ({0, 1} \ {1} U{#})", msg € {0,1}™):

Write 0iq as 0gia, where did < ¢uwi(id). Rtn 1 / 0 « Ver' (044, did, msg).

Its correctness and security are reduced to those of the underlying DIBS
scheme.

Theorem 20. DIBStoWKkIBS?2 is correct if the underlying DIBS scheme is cor-
rect.

Theorem 21. DIBStoWKIBS?2 is existentially unforgeable (under Def. 3) if the
underlying DIBS scheme is existentially unforgeable (under Def. 7). Formally,
VA € PPTA,, 3B € PPTA,, AdvEDUI%gtOWkIBSQ Almn(N) = AdoEYE-CtA (N).

Ypiss,B,ln,m

Proof. The simulator B behaves as follows.

B%enca[' Gign’ (mpk)

o*yid" € ({0, 1} \ {1 U{#})", msg™ € {0,1}™) ¢ AT S8 (mpk), where

—Reveal(id € ({0, 13\ {1 U{#H™):
sk’ < Reveal’ (did, J),
where did < ¢ui(id) and J:= U;c(1 n) s iayepell- (0= 1) +1,1-1]

Q- = Q. U{id}. Rtn sk.
—6ign(id € ({0, 13" \ {1} U{#})", msg € {0,1}"™):
o + Gign’(did, msg), where did + ¢ (id).

Qs = Qs J{(id,msg,0)}. Rtn o.

Rtn (0", did", msg”), where did" = ¢ (id").

It is obvious that B perfectly simulates EmptEDUI%gbt’[ngIBsz Alm to ATt is
also obvious that iff A outputs o*, id* and msg* s.t. 1 + WKIBS. Ver(c*,id",
msg*) Nigeg, 0 < Ru(id, id™) A(id,msg,»)é@s (id,msg) # (id*,msg*), B outputs
the ones s.t. 1 < Ver'(0*, did", msg*) \(gia,0yeq, @d" 2 did \(gia,msg, e, (did,
msg) # (did*, msg*) (note: did* £y did is logically equivalent to 0 < Ry (id,

id")). Hence, AdvETa&iawiinse, A 1n.m(A) = AdVSE-Cthe ) (V). O
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Instantiations and Efficiency Analysis. Existing and our non-wildcarded IBS
schemes are compared in Table 3. Although we present a discussion on Wk-
IBS schemes, basically the same discussion can be applied to IBS and HIBS
schemes. Firstly note that DIBStoWkIBS1 instantiated by our DIBS scheme
DIBSours (which is the one obtained by instantiating our DAMAC-based DIBS
in Sect. 4 by our DAMAC scheme in Sect. 3) and WkIBEtoWkIBS instantiated
by WKIBEggp are basically the same WKIBS scheme. Thus, their efficiency are
identical. DIBStoWKIBS2 instantiated by DIBSous and either of them achieve
asymptotically the equivalent efficiency. However, their actual efficiency greatly
differ, in terms of size of master public/secret-key and (user) secret-key. The
WXKIBS scheme via DIBStoWkIBS2 has

mpk = ([A],{[Zi], |1 € [0,l +m], [2],}),
msk = (skmac, {Yi |7 € [0, +m]},y),

where skvac = (B,{x; | i € [0, + m|},z). On the other hand, the WiIBS
scheme via DIBStoWkIBS1 has

mpk = ([A];,{[Zi], | i € [0,20 + m], [2],}),
msk = (skyac, {Y; | i € 0,20 +m]},y),

where skyac = (B, {z; | i € [0,2l+m]}, x). In the WKIBS scheme via DIBStoWkIBS2,
a secret-key for a (wicked) identity id is

[ty [uly, [uly, [T],, [w]y, W]y,
l+m

Sl mLie U U W

JELI] s.t. dd[j]=# j=Il+1

On the other hand, in the WkIBS scheme via DIBStoWkIBS1, it is

[t]y, [uly, [uly, [T, [w]y, Wy,
2l+m

skia = . . . .
[dily, [di]y, [€ily, [Ei],|i € U {25 — 1,25} U {7}
JELI] s.t. id[j]=# j=20+1

Thus, for master-public/secret-key and (user) secret-key, size of the former be-
comes approximately two thirds of the size of the latter if [ =~ m. Note that for
signature, there is no difference between them.
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D Security Analysis of the Existing TSS Constructions

Security Analysis of TSSysr,. We present three theorems related to the security
of TSSYSL.

Theorem 22. TSSygy, is perfectly TRN.

Proof. In the experiment Expty, w.r.t. TSSysy, to generate the signature o =
(00,01, VK) on Gan/Gig, we firstly generate o1 on VK ||misg||msg by SK, then
71 on VK||msg|[msg by the same SK. 7, is independent of o;. Hence, the
signature o distributes identically to the one in Expt; w.r.t. TSSysr. O

Theorem 23. TSSygy, is not statistically UNL.

Proof. We consider a probabilistic adversary A which behaves in Expt]"" w.r.t.
TSSvsi, as follows.

A arbitrarily chooses (msg, T), then asks them to Gign to get (09, tdo), where
op = (VAKO, 000,010) and tdy = SKO A secondly asks the same (msg7 T) to Sign
to get (Jl,tdl), where g1 = (VKlao—Ol,Ull) and tdl SKl If VKO = VKl,
then A aborts. Then, A asks (msg, T, 0, tdg, msg, T, 01, td1, msg, T) to SanlR
to get (7, td).

A outputs b = 0 if the first element of & is VK. A outputs b’ := 1 if the
first element of 7 is VK. A correctly guesses b except for the case where A
aborts with a negligible probability. a

Theorem 24. TSSygy, is not statistically INV if the underlying digital signature
scheme is EUF-CMA.

Proof. We consider a probabilistic adversary A which behaves in Ezpti™ w.r.t.
TSSYSL as follows.

A arbitrarily chooses (msg, To, T1) s.t. Top # T to GiglR, then gets o =
(VK,00,01). For each 8 € {0,1}, let msgs = ||li:1mfsg[i], where msg[i] is set
to % (if i € Tg) or msg[i] (otherwise).

We consider the following three cases.

1. og is (resp. is not) a correct signature on V:I(||m%go (resp. V:KHmfsgl).
2. 0¢ is not (resp. is) a correct signature on V K||msg, (resp. V K||misg,).
3. oy is (resp. is) a correct signature on V K||msg, (resp. VK||msg,).

Because of correctness of the digital signature scheme, either of the three
cases must occur.

If the first case occurs, because of the correctness, b must be 0. A outputs
b’ = 0. Else if the second case occurs, because of the correctness, b must be 1.
A outputs b’ = 1.

Else if the third case occurs, in any case of b = 0 and b = 1, that contradicts
to the EUF-CMA of the digital signature scheme. Let us consider the case of b = 0.
0o has been generated as a signature on V}(||m3g0. The fact that og is a correct
signature on VK||m’sg, implies that A found a correct forged signature. O

68



Security Analysis of TSScry- We present two theorems related to the security
of TSSCLM.

Theorem 25. TSScp s is not statistically wPRV if the underlying IBCH scheme
is collision-resistant under the definition in [1/].

Proof. We consider a probabilistic adversary A which behaves in Exzpti™® w.r.t.
TSScrm as follows.

A arbitrarily chooses (msgq, msg,, T, msg) s.t. msgy # msg, to SigSanLR
to get (7,td), where & = (-,{-,- | i € T}, h,7). We remind us that h is an IBCH
hash of the message msg and the randomness 7 under the message msg, as an
ID, and that td is an IBCH secret-key for the message msg, as an ID.

Let us consider the following three cases, where msg ¢ {msgy, msg,} is an
arbitrarily chosen message.

1. h is identical to the hash value of (Tn5g, ) under msg,, and is not identical
to the one under msg;.

2. h is identical to the hash value of (7759, 7) under msg;, and is not identical
to the one under msg,.

3. h is identical to the hash value of (75g,7) under msg,, and is identical to
the one under msg,. Moreover, A finds a pair of a message msg ¢ {msg,,
msg;} and a randomness 7 whose hash value under msg, is identical to h
by the collision-finder algorithm using the IBCH secret-key td. A also finds
a pair of a message msg ¢ {msg,, msg,} and a randomness 7 whose hash
value under msg; is identical to h by the collision-finder algorithm using the
IBCH secret-key td.

Because of correctness of IBCH, either of the three cases must occur.

If the first case occurs, because of the correctness of IBCH, b must be 0. A
outputs b’ := 0.

If the second case occurs, because of the correctness of IBCH, b must be 1.
A outputs b’ = 1.

If the third case occurs, in any case of b = 0 and b = 1, that contradicts to
the collision-resistance of IBCH under the definition in [14]. Let us consider the
case of b = 0. td has been generated as an IBCH secret-key for the message msg,
as an ID. The fact that the third case occurs implies that A found a collision
under msg; even though A is not given any secret-key for msg;. ad

Theorem 26. TSScyy is not statistically INV.

Proof. We consider a probabilistic adversary A which behaves in Ezpti™ w.r.t.
TSScLm as follows.

A arbitrarily chooses (msg, To, T1) s.t. To # T1 A|To| # |T1] to Gig€R, then
gets o = (-, {hiyri | € Tp}, ).

A correctly guesses the bit b by counting number of the randomness {r;}.
If the number is |Ty|, A outputs b’ := 0. Else if the number is |T;|, A outputs
b =1. O
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E Downgradable Identity-Based Trapdoor Sanitizable
Signatures (DIBTSS)

E.1 Owur DIBTSS Model

Syntax. Downgradable Identity-Based Trapdood Sanitizable Signatures (DIBTSS)
consist of following 7 polynomial time algorithms, where Ver is deterministic and
the others are probabilistic.

(mpk, msk) < Setup(1*,1,m): The same as the one for DIBS (in Subsect. 4.1).

skfd <+ KGen(msk,id): The same as the one for DIBS.

sk‘% — Weaken(sk'fd, id,J,J"): The same as the one for DIBS.

sk:‘l,]:i, — Down(ski-]d, id,J,id"): The same as the one for DIBS.

(o,td) + Sig(skfd,id, J,msg, T): The signing algorithm Sig takes a secret-key
skfd for an identity id € {0,1}! and a set J C I;(id), a message msg € {0,1}™
and a set T C [1,m] indicating modifiable parts, then outputs a signature o
and a trapdoor td.

(7,td) < Sanit(id, msg,T,o,td,msg, T): The sanitizing algorithm Sanit takes
an identity id € {0,1}!, a message msg € {0,1}™, a set T C [1,m], a
signature o, a trapdoor td, a modified message msg € {0, 1} and a modified
set T C T, then outputs a sanitized signature  and a trapdoor td.

1/0 < Ver(o,id, msg): The same as the one for DIBS.

We require every DIBTSS scheme to be correct.

Definition 15. A DIBS scheme Xpiprss = {Setup,KGen,Weaken, Down, Sig,
Sanit,Ver} is correct, if YA € N, VI € N, ¥m € N, V(mpk, msk) < Setup(1?,
L,m), Vidy € {0,1}, Vskii'™ « Keen(msk,idy), ¥y C T,(idy), Vskis +
Weaken(skglligido),ido,ﬂl(ido),Jo), Vidy € {0,1} s.t. idy =y, ido, Vskfél — Down(skfgo,
ido, J6,id1), where J1 = Jo\lo(idy), -+, VIh,_1 C Jn—1, Vskf;;’:l — Weaken(sk:f(;’:17

idn 1, Jn 1,00 1), Vidy € {0,1}0 s.t. idy =y idy_y, Vskl; < Down(skiy ",
idn—1,d0,_1,idy), where J,, = I, _; \ Io(idy,), Ymsg, € {0,1}™, VT C [1,m)],
V(oo,tdy) Sig(sk%n, idn, Jn, msgy, To), Vmsg, € {0,1}™ s.t. Ymsg, € {0,1}™
s.t. /\ie[l,m] s.t. msg,[i]£msgoli) b € Ty, VT1 C Ty, V(o1,td1) < Sanit(id,, msg,
To, 00, tdg, msg,, T1), -+, Ymsg,, € {0,1}™ s.t. /\ie[l,m] 5.t msg,s[ij#msg,s it €
Th—1, VT, C Tyq, Y(ow,tdy) < Sanit(id,, msg, 1, Tn'—1,0n/ —1,tdn —1,

msg,, Tnr), Niey 1 < Ver(o;,id;, msg;).

Security of DIBTSS. We require a DIBTSS satisfy the following seven security
notions, namely (weak) EUF-CMA (EUF-CMA), signer-privacy (SP), transparency
(TRN), weak privacy (wPRV), unlinkability (UNL), invisibility (INV) and strong
privacy (sPRV). We introduced key-invariance for DIBS in Subsect. 5.3. We in-
troduce it for DIBTSS. The eight security notions are defined by the following
three definitions, namely Def. 16, Def. 17 and Def. 18, using the four experiments
depicted in Fig. 21, Fig. 22, Fig. 23 and Fig. 24.
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Eil}ptEUF_CMA (1>\7 l)

ZpIiBTss,A
(mpk, msk) < Setup(1*,1,m).

(U*,id*, msg*) « Amweu(,Glgn,Gumt\ac,baﬂ\tlgz‘fh (n,ka.)7 where

—Reveal(id € {0,1},J C T, (id))
Skg(id) < KGen(msk, id). ski; « Weaken(skglli(id),id, I, (id), J).
Qr = Q- U{(id,])}. Rtn sk,
—Gign(id € {0,1}},msg € {0,1}™, T C [1,m]):
skg(id) + KGen(msk, id). (o, td) Sig(sk‘gld(id),id, I, (id), msg, T).
Qs = Qs U{(id,msg, T,o,td)}. Rtn o.
—Ganitize(id € {0,1}},msg € {0,1}™,T C [1,m], 0, msg € {0,1}™, T C [1,m]):
Rtn L if (id,msg, T,0,") € Qs VT € TVie[l,m] s.t. msglil#msgli] * ¢ T.
3(id, msg, T, o,td) € Qs for some td.
(7,td) < Sanit(id, msg,T,o,td, msg, T). Qs = Qs J{(id, m3g,T,7,td)}. Rtn 7.
—GanitizeT0(id € {0,1},msg € {0,1}™, T C [1,m], 0,m5g € {0,1}™,T C [1,m]):
Rtn L if (id,msg,T,0,-) € Qs VT € TV.c ) ot msglijmsgli] ¢ € T-
3(id, msg, T, o,td) € Qs for some td.
(7,td) < Sanit(id, msg,T,o,td,msg, T). Qs: = Qs U{(id,m3g, T)}. Rtn (7,td).

Rtn 0if 0 <= Ver(o™,id", msg") V ;4.3 cq, 1d" 2y id

\/('Ld,msg,T)EQst /\iG[l,m] s.t. msg*[i]#msg[i]i eT.
Rtn 1if Ay nsg..0e0, (id, msg) # (id”,msg”). Rtn 0.

Fig. 21. Experiments for weak EUF-CMA w.r.t. a DIBTSS scheme X'pigrss = {Setup,
KGen, Weaken, Down, Sig, Sanit, Ver}.

Expty . ap(1*1,m): //be{0,1}.
(mpk, msk) < Setup(1*,1,m). (mpk, msk’) < Setup’(1*,1,m).
Rtn b «— Amcnea[,ﬂﬂcaécn,’Domn,Gign(mpk,msk)’ where
—Reveal(id € {0,1}):
sk < KGen(msk, id). sk < KGen'(msk’,id).
Q = QU{(sk,1id,I1(id))}. Rtn sk.
—Weaten(sk,id € {0,1}',7,7 C [1,1)):
Rtn L if (sk,id,J) ¢ QV I < J.
sk’ < Weaken(sk,id,J,J’). sk' < Weaken'(sk,id,J,J).
Q=QU{(sk',id,J')}. Rtn sk'.
—Doron(sk, id,id" € {0,1},J C [1,1]):
Rtn L if (sk,id,J) ¢ Q\/id" Ay id.
sk’ < Down(sk,id,J,id'). sk’ «+ Down’(sk,id, J,id").
Q= QU{(sk',id', I\ To(id"))}. Rtn sk'.
—Gign(sk, id,id € {0,1},J C [1,1],msg € {0,1}™, T C [1,m)]):
Rtn L if (sk,id,J) ¢ Q\/id' #; id.
sk’ < Down(sk,id,J,id'). o < Sig(sk,id’',J \ Io(id'), msg, T).
o + Sig/(msk’,id', msg,T).
Rtn o.

Fig. 22. Experiments for signer-privacy w.r.t. a DIBTSS scheme YpigTss and its sim-
ulation algorithms Xpy;grgg = {Setup’,KGen', Weaken’, Down’, Sig’, Sanit’'}
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Expt®! (1*,1,m): // b€ {0,1}.

ZpIBTSS »A,b )
mpk, msk) < Setup(1*,1,m). Rtn b’ < A®/S9(mpk, msk), where
P

—Gan/Gig(id € {0,1}',msg € {0,1}", T C [1,m], msg € {0,1}"", T C [1,m]):
Rtn ‘Jd- if T ¢ Tvie[l,m] s.t. msgli]£msgli] ¢ ¢T.
skf}i(l )« KGen(msk, id).
(o, ﬁ) — Sig(sk%(l‘d), id, 11 (id), msg, 13) (7,td) <—7Sanit(id, msg, T, o, td, msg, T).
(@, td)  sig(sk;\"?,id, T, (id), msg, T). Rtn (5, td).

Expt (1*1,m): //be{0,1}.

XpiBTssA:b N .
(mpk, msk) < Setup(1*,1,m). Rtn b’ + AS9S" R (mpk msk), where

—Gig&anLR(id € {0, 1}, msgy, msg, € {0,1}™,T C [1,m],msg € {0,1}",T C [1,m]):
Rtn ‘J- ifT ¢ Tvﬂe{o,l} Vieu,m] s.t. msgg[i)#msgli] i¢T.
Skf}i(m> + KGen(msk, id). (o,td) + Sig(sk%b(ld),id, I, (id), msg,, T).
(7,td) < Sanit(id, msg,,T,o,td,m3g, T). Rtn (7, td).

Expty- (a*1,m): //be{0,1}.

ZpIBTSS »Ab ) e
(mpk, msk) < Setup(1*,l,m). Rtn b’ « AS'enGanitize,GantR (1 pp 1 sk), where

—Gign(id € {0,1},msg € {0,1}™, T C [1,m)]):

skg(m) + KGen(msk, id).

(0,td) + sig(skiy"?, id, Ty (id), msg, T). Q == QU{(id, msg, T, 0, td)}. Rtn (o, td).
—Ganitize(id € {0,1},msg € {0,1}™, T C [1,m], 0, td, msg € {0,1}™, T C T):

Ren L if (id,msg, T,o,td) ¢ QAT le‘ Vienm] st. TrsglilAmsgli] ¢ i’]l‘. B

(7,td) < Sanit(id,msg,T,o,td, msg,T). Q = QU{(id,msg,T,7,td)}. Rtn (7, td).
—SangR(id € {0,1}',msg, € {0,1}™,To C [1,m], 00, tdo, msg, € {0,1}", T1 C [1,m], 01, tds,

msg € {0,1}™, T C [1,m]):

Rtn Lif Ve o, [T Z Tp \(id, msg,, Ts,08,tds) & QViep1,m) s.t. msgglil#mmsgliy ¢ & Tﬁ]
(7,td) < Sanit(id, msg,, Ts, 0p, tds, m5g, T). Rtn (7, td).

Expty’ (1*1,m): //be{0,1}.

ZpIBTSS »A,b AR Sane
(mpk, msk) < Setup(1*,1,m). Rtn b’ < ASWESMER () pk msk), where

—Gig€Ri(id € {0,1}',msg € {0,1}™ Ty, T1 C [1,m)]):
skglli(’d) <+ KGen(msk, id).
(o,td) + Sig(sk]iil(ld), id, I (id), msg, Tv). Q = QU{(id, msg, To, T1,0,td)}. Rtn o.
—GanlR(id € {0, 1}l,msg € {0,1}™,To, Ty C [1,m],0,msg € {0,1}™, Ty, T1 C [1,m]):
REn L i Vg 01y [T5 € T Vicitmg s mogptismsgia @ & To] V(idsmsg, To, T, 0,) ¢ Q.
3(id,msg, To, T1, 0,td) € Q for some td. - B
(T, td) < Sanit(id, msg, Ts, 0, td,msg, Ts). Q = QUJ{(id,msg, To, T1,7,td)}. Rtn &.

Fig. 23. Experiments for transparency, privacy, unlinkability and invisibility w.r.t. a
DIBTSS scheme Ypiprss = {Setup, KGen, Weaken, Down, Sig, Sanit, Ver}.
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Exptyy o as(1N1,m): [/ be{0,1}.
(mpk, msk) < Setup(1*,l,m). Rtn b + AS# /S8 (nk msk), where
—Gign(id € {0,1},msg € {0,1}™, T C [1,m)]):
skgfi(id) < KGen(msk,id). (o,td) + Sig(sk‘gld(id),id, I, (id), msg, T).
Q = QU{(id,msg, T,o,td)}. Rtn (o,td).
—Ban/Gig(id € {0,1}},msg € {0,1}™, T C [1,m], 0, td, m5g € {0,1}™, T C [1,m]):
Rtn Lif T ¢ TV (id,msg,T,o,td) ¢ QViep,m st msglijzmmsgr @ € T-
(,td) « Sanit(id, msg, T,o,td,msg,T).
sk]i}i(id) + KGen(msk,id). (7, td) < Sig(skﬁb(id),id, I (id), msg, T).

Q = QU{(id, msg,T,7,td)}. Rtn (7, td).

Fig. 24. Experiments for strong privacy w.r.t. a DIBTSS scheme Ypigrss = {Setup,
KGen, Weaken, Down, Sig, Sanit, Ver}.

Eapt e, as(1,Lm): [/ b€ {01}
(mpk, msk) < Setup(1*,1,m).
Rtn b «— Amebeul,‘lﬁeuken,DU\Un(mpk,msk,)7 where

—Reveal(id € {0,1}"): sk < KGen(msk,id € {0,1}"). Q :== QU{(sk, id,I1(id))}. Rtn sk.
—Weaten(sk,id € {0,1}',J C [1,1],J C [1,1]): Rtn L if (sk,id,]) ¢ Q\V I Z J.
sk’ < Weaken(sk,id,J,J’). sk + KGen(msk,id). sk’ <+ Weaken(sk, id, 1 (id),J’).
Q=QU{(sK',id,])}. Rtn sk’.
—Doton(sk, id € {0,1},J C [1,1],id" € {0,1}"): Rtn L if (sk,id,J) ¢ Q\/ id’ £; id.
sk’ < Down(sk,id, J,id’). sk + KGen(msk,id"). sk’ + Weaken(sk,id’,I;(:id’),J \ To(id")).
Q= QU{(sk',id',J)}. Rtn sk’.

Fig. 25. Experiments for key-invariance w.r.t. a DIBTSS scheme Ypigrss = {Setup,
KGen, Weaken, Down, Sig, Sanit, Ver}
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Definition 16. A DIBTSS scheme YXpiprss is EUF-CMA, if YA € N, VI € N,
vm € N, VA € PPTA,, Je € NGL,, s.t. AdvEF-CMA (A) :== Pr[l + Expt o

YpiBTss,A,l Ypierss,A
€.

Definition 17. A DIBTSS scheme Xpiprss is statistically signer private, if
for every A € N, every | € N, every m € N, and every probabilistic algorithm
A, there exist polynomial time algorithms X[ pres = {Setup’,KGen’, Weaken’,
Down’,Sig'} and a negligible function e € NGLy s.t. AdvS, (\) =

1
IS o (=1)P Pr[l « Emptg’DIBTSS}A’O(mz, m)]| < e.

’
bieTssALm

Definition 18. Let Z € {TRN, wPRV, UNL, INV, sPRV}. A DIBTSS scheme Xpiprss

is statistically (resp. perfectly) Z, if YA,l,m € N, VA € PA, e € NGL, s.t.
1

A% s at(N) = [ Dimg(CD (L = Bapthy o (D) < € (resp.

Ad’UZDIBTSS,.A,l(A) = 0)'

Theorem 4 guarantees that the five implications among the four security
notions for TSS, i.e., TRN, wPRV, UNL and sPRV, hold. The same implications
hold in DIBTSS. The following theorem can be proven in the same manner as
Theorem 4.

Theorem 27. For any DIBTSS scheme, (1) TRN implies wPRV, (2) UNL implies
wPRV, (3) sPRV implies TRN, (4) sPRV implies UNL, and (5) TRN )\ UNL implies
SPRV. Note that they hold even if the security notions are perfect ones.

Definition 19. A DIBTSS scheme Ypiprss = {Setup, KGen, Weaken, Down, Sig,
Sanit,Ver} is statistically key-invariant, if YA € N, VI € N, Vm € N, VA € PA,

(1 0)] <

Je € NGLy, s.t. AdvL (\) = Xp_o(—1)PPr[l + Expth? (1% 1,m)]| <

YpieTss,A,lL,m
€.

E.2 Our DIBTSS Construction DAMACtoDIBTSS

A formal description of our DAMAC-based DIBTSS construction is divided
into Fig. 26 and Fig. 27. Its security, i.e., statistical signer-privacy, statistical
strong privacy, EUF-CMA, perfect privacy, perfect invisibility and statistical
key-invariance are guaranteed by Theorems 28-32.

Theorem 28. (2DBTSS s statistically signer-private.

Theorem 29. Q5IETS3 is statistically sPRV.

Theorem 30. 2D8T88 s EUF-CMA if the Dy,-MDDH assumption on Gy holds
and the underlying Xpamac ts PR-CMAL.

Theorem 31. QB/&%E% is perfectly wPRV and perfectly INV.
Theorem 32. QBIETSS is statistically key-invariance.

From Theorem 27 and Theorem 29, we obtain Corollary 2.

Corollary 2. QDIBTSS s statistically TRN and statistically UNL.
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Setup(1*,1,m):
A «~ Dy. skyiac +— GenMAc(l)‘, l+m).
Parse skmac = (B, @o, "+ ,Zi4m,z). [/ B € Z;Xn/7 @i € ZZ, vEZ,
Fori € [0,l+m]: Yi e Zp*F, Z; = (Yi| @) A € Zp**.
y e I, 2= (y | 2) A € ZLE)
mph = (Al {[Zi], 11 € 0,1+ m]},[2],), msk = (skuac, {¥; |7 € 0,1+ m]}, ).
Rtn (mpk, msk).

KGen(msk, id € {0,1}"):
T < Tag(skmac, id||1™).
Parse 7 = ([t],, [u]y, {[dil, [ ¢ € i (@d[[1™)}).
/] 8~ L3, t=Bs €7l di = hi(id|[1™)a&[t, u= 3T f;(id|1™)x]t + 2 € Zp.
u = Zi;l)", Gd1m)YTt 4y € Zy.
S e 22 T = BS € Z2*".
w =S pd U] T € ZXY, W= ST £ d|[ 1Y T € ZE<
For i € I (#d||1™): d; = hi(id|[1™)Y;'t, e; := hi(id||1™) @] T, E; := hi(id||1™)Y; T.
Ren sk} = ([t]y, [uly, [uly, [Ty, [wly, Wy, {[dily, [dil,, [ei],, [Eil, | i € Li(id][1™)}).

Weaken(skj,,id € {0,1},J C 1 (id),J’ C I1(id)):
Rtn LifJ' € J.
(skiq)' + VRnd(shi, id|[1™, JUE)L (i)
Parse (Ski‘]d)/ as ([t]zv [u]zv [u]zv [T]27 ['w]zv [W]27 {[di}w [di}zv [ei]w [El]z ’ (XS JUK})

Rtn Skf:i = ([t}zv [u]27 [u]27 [T]Q’ [w}zv [W]Q’ {[di]zv [di]z’ [ei]zv [E’L]Q | icl UK})

Down(sk],,id € {0,1},J C I, (id), id" € {0,1}"):
Rtn L if id A; id.
(skyq)' = VRnd(sky, id|[1™, TUE)L (i)
Parse (Ski‘]d)/ as ([t]z’ [U]Q’ [U]Q’ [T]27 [w]z’ [W]27 {[dibv [di}zv [ei]Qv [El]z ’ i€ JUK})
J]l = J] \ ]Io(id/)A H* = ]Il (Zd) nﬂo(id/).
W]y = [u—Yiepe i, W]y = [u = 3 dil,.
[w'], = /[w - Yier ejz' W]y =W = Xar Ei]z'
Rtn Ski']d/ = ([t]27 [u'],, [u'],, [Ty, [w']y, [W],, {[di]zv [di],, [ei]y, [Eil, | iel UK})

VRnd(var, str € {0, 1} 7™ R C [1,1 + m]):
Parse Uqr as ([tbv/[u]y [u]27 [T]zv ['w}zv [W]zv {[di]Qv [di]2v [ei]zv [EZ]Q lie€ R})
s e Zy, S 2y, 1], = [T5),.
(W], = [wS'],, [W'], = [W5'],, [t'], = [t +T's],.
W], = [u+w's'],, [u], = [u+W's],.
For i € R:
[62]2 = [eisl]zr [Ez/}z = [EiSI]Qv [dfi]z = [di + egsl]w [d;}z = [di + Ez{sl]z'
Rtn var’ = ([t/ 2 [“/}27 [u,}m [T/]2> [wl]27 [W,}m {[d;]zv [d;]w [62]2’ [E{]Q | (S R})

Fig.26. The first 4 algorithms of Our DIBTSS scheme DAMACtoDIBTSS (or in-
terchangeably 2B5kxisc) with {Setup, KGen, Weaken, Down, Sig, Sanit,Ver} (and a sub-
routine variable-randomizing algorithm VRnd) based on a DAMAC scheme Ypamac =
{Genmac, Tag, Weaken, Down, Ver}. Note that K denotes a set [l + 1,1+ m] of successive

integers.
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Sig(skl,,id € {0,1}',J C T, (id), msg € {0,1}™, T C [1,m]):
(skja) < VRnd(ski,, id|[1™, JUZT}  {d}).
Parse (skl,)" as ([t [uly, [uly, [T]y, [w]y, Wy, {[di]ys [dils feilos (B, | € JURTL (G} ).
msg’ = &1(msg).
I* := Io(1Y|msg). I' := T (1"||msg’).

[w]; = [u = Zzell* d'}z‘ [u], = [u— 3, di]2.

“]2 ([ ][ s Z[EH’ ]2}2 [”/]2 = [u_zieﬂ’ di]Q
e (£ o [ [T, [0l (W] ]y, [y e (B, |7 € Ul +))).
Rtn (o,td).

Sanit(id € {0,1}},T C [1,m], msg € {0,1}™, 0, td,
msg € {0,1}™, T C T):
Rtn L if 0« Ver(o,id, msg) Vic(1 m) «. msglil£msgli]
td' < VRnd(td, id||msg’, ;e {l + 1}).
Parse td' as ([t],, [ul,, [ul,, [T],, [w],y, (W], {[di],, [di],. [ei], ! i€ User{l +1i}}).
msg = Pr(msg).
I* == To(1Y|[msg). I == Io(1!||m5g).
(], = [u— Yep di], ('], = [ — 3,0 di],.
(W], = [u— 3, cp di] o [y = [u = er di] 2
o= ([t [u™],, [u"]y)-
td = ([t]zia [u/}zv [u/]27 [T]27 [w]27 [W]27 {[di}zv [di}za [ei]za [El]Q ’ S Uie'ﬂ‘{l + Z}})
Rtn (7,td).

i ¢ T

Ver(o,id € {0,1}',msg € {0,1}™):
Parse o as ([t]Q, [ul,, [u]z)
e ZE. [vo], = [Ar], € G [u], = [27], €G. 1], = [zg;g" i(id||msg)Zir]1 € G".
Ren vt e (fooly [2] ) e (il 07 = e (00, 10,)

Rtn 0 otherwise.

Fig.27. The last 3 algorithms of Our DIBTSS scheme DAMACtoDIBTSS (or in-
terchangeably 25kaise) with {Setup, KGen, Weaken, Down, Sig, Sanit,Ver} (and a sub-
routine variable-randomizing algorithm VRnd) based on a DAMAC scheme Ypamac =
{Genmac, Tag, Weaken, Down, Ver}.
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Setup(1*,l,m): Rtn (mpk, msk) = (pk, sk) < KGen'(1*,1 + m).

KGen(msk, id € {0,1}"): Rtn ski)U? = (0, td) « Sig' (pk, sk, id|[1™, T, (id) J[l + 1,1 + m]).

Weaken(sk’,,id € {0,1}',J C I, (id),J’ C I1(id)):
Rtn L if J' ¢ J. Parse sk, as (o, td).
Rtn skf; = (7, td) < Sanit’(pk,id|[1™, JU[l + 1,1+ m], o, td,id|[1™, T U[ + 1,1 + m]).

Down(sk],,id € {0,1},J C I, (id), id" € {0,1}"):
Rtn L if id' #; id. Parse ski, as (o,td). J' = JU[L + 1,1 +m] \ Io(id").
Rtn sk’ = (5, td) < Sanit'(pk,id|[1™, JU[l + 1,1 + m], o, td, id'||1™, T').

sig(sky,,id € {0,1},J C T (id), msg € {0,1} \ {1™}, T C [1,m]):
Parse sk, as (o, td).
Rtn (7,td) < Sanit’(pk,id|[1™, JU[l + 1,1+ m], 0, td, id||msg, {1 + i}).

Sanit(id, msg, T,o,td, msg € {0,1}™, T C [1,m]): B
Rtn L if 0 < Ver(o,id,m39) Vic(1.m) st msglijmsg 0 € TVT £ T.
Rtn (E’ g) — Sanit/(pk’ Zd| |m8.ga Uie']l‘{l + Z}’ J? tda Zd| |m8.ga UzET{l + 7’})

Ver(o,id € {0,1},msg € {0,1}™\ {1™}): Rtn 1/0 < Ver'(pk, o, id||msg).

Fig. 28. A generic DIBTSS construction TSStoDIBTSS (or interchangeably 2R55759)
with {Setup,KGen, Weaken,Down,Sig, Sanit,Ver} from a TSS construction Yrgs =
{KGen',Sig’, Sanit’, Ver'}.

E.3 Implication from TSS to DIBTSS (TSStoDIBTSS)

A generic DIBTSS construction TSStoDIBTSS (interchangeably 22IBT55) from
a TSS scheme is described in Fig. 28. Its existential unforgeability, statistical
signer-privacy, transparency, weak privacy, unlinkability, invisibility and strong
privacy are guaranteed by the following three theorems. The first two can be
proven in the same manner as the corresponded ones for TSStoDIBS, i.e., The-
orems 16, 17. The last one is obviously true.

Theorem 33. QTD%TSS is EUF-CMA if the underlying TSS Yrsg is EUF-CMA.

Theorem 34. QRIETSS js signer private if the underlying TSS Yrss is TRN and
UNL.

Theorem 35. For each Z € {TRN,wPRV, UNL, INV, sPRV}, QRIBTSS s 7 if the
underlying TSS Xrss is Z.

E.4 Implication from DIBS to DIBTSS (DIBStoDIBTSS)

A generic DIBTSS construction DIBStoDIBTSS (interchangeably £25IETSS) ig
described in Fig. 29. Its EUF-CMA, strong privacy, invisibility, signer-privacy
and key-invariance are guaranteed by the following five theorems. The first
three can be formally proven in the same manner as the corresponded ones
for DIBStoTSS, i.e., Theorems 13, 14, 15. The last two are obviously true.

Theorem 36. QDDIIBBgSS is EUF-CMA if the underlying DIBS Ypips is EUF-CMA
and key-invariant.
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Setup(1*,1,m):
(mpk, msk) < Setup’ (1,1 4+ m,m).

KGen(msk, id € {0,1}):

; L (id) Ut (6
sk:g(“i) = skiil?‘l,),iul:l“{ b e KGen' (msk,d||1™).

Weaken(skfd,id € {0, 1}l,J C I (id), J' C I, (id)):
+m i
Rtn L if J' ¢ J. Parse sk, as skfﬁ"ﬁﬁﬁ '

, J]' l_+m ) 7 I‘,+7n, .
Rtn Sk;];]d = Skidhjf;lﬂ{z} «— Weaken(‘gkiot.ljrlzwlbﬂ{l}:idHlm’JUiiﬁl{i},J/ Uiiﬁl{l})

Down(sk],,id € {0,1},J C I, (id), id" € {0,1}):

UL G
Rtn L if id’ A; id. Parse skfd as ski;ﬁ"’f,,",“{ ’

' VU JUET ) m oo s
Rbn skl = sk, e Down(skyg ) id 1, DU (i), id)),

where J' == J \ Io(id").

Sig(skl,,id € {0,1},J C T, (id),msg € {0,1}™,T C [1,m]):
JUL™ G
Write sk., as ski:ﬁl”;’ﬁ'l{l}. msg’ + Pr(msg).
msa’ J ’tm 3 . .
skiQhlmsg) Down/(ski;}ﬁ;ﬂ““},zd,JUéiﬁl{z},demsg/).

id||msg’ ,
td = sk?d”msg, — Weaken'(sk%flkgl,sg ) id||msg’, JJT1(msg’), T).
skz.rd\lﬂﬁizgsg) — Down’(sk?dumsg,, id||msg’, T, msg).

+ Weaken'(sk" 2™ id|imsg, T\ To(msg), 0).

— 1]
o= sk id||msg

id||msg

Rtn (o,td).

Sanit(id, msg, T, o, td, msg € {0,1}™, T C [1,m]):
Rtn L if T fq— TViE[l,m] s.t. msgli]#msg’[i] g g T. T
msg' < dr(msg), msg < Pp(msg). Write td as skg)|msq -
T\l (msg’) Down'(sk
Sid| sy’ o Ll B
td = Skjirdﬂmsg/ — Weaken'(skid\‘ ﬁr(:;s,g), id||msg’, T \ Io(msg), T).

skT\0Ums9) Down’ (sk_, id||msg’, T, id||m3g).

id||msg id||msg’»

7 = sk’ — Weaken'(skT\H°<m),id||msg,T \ Io (m3g), 0).

id||msg id|[msg

Rtn (7,td).

'L’]‘I‘desg’ ’ Zd' |ms.gl7 T? Zd' |ms.gl)

Ver(o,id € {0,1},msg € {0,1}™):
Write o as sk?d”msg. msg «~ {0,1}™.
G+ Sig/(Sk?desg7 id||msg, 0, msg).

Rtn 1/0 + Ver'(6,id||msg, msg).

Pr(msg € {0,1}™): // T C [1,m]
msg’ = msg. For every i € T s.t. msg[i] = 0, let msg'[7] == 1.
Rtn msg’ € {0,1}".

Fig.29. A generic DIBTSS construction DIBStoDIBTSS (or interchangeably
NDIBYSS) with {Setup, KGen, Weaken, Down, Sig, Sanit, Ver} from a DIBS construction
Ypigs = {Setup’,KGen’, Weaken’, Down’, Sig’, Ver’}
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Theorem 37. QBIBISS s sPRV if the underlying DIBS Xpips is KI.
Theorem 38. 2BIBISS s 1hv if the underlying DIBS Xpips is KI.

Theorem 39. Qg%ggss 18 signer-private if the underlying DIBS Xpigs is signer-
private.

Theorem 40. QDD%ggSS 18 KI if the underlying DIBS Y'pigs is KI.
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