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Abstract. Affine message authentication code (AMAC) (CRYPTO’14)
is a group-based MAC with a specific algebraic structure. Downgradable
AMAC (DAMAC) (CT-RSA’19) is an AMAC with a functionality that
we can downgrade a message with an authentication tag while retain-
ing validity of the tag. In this paper, we revisit DAMAC for two in-
dependent applications, namely downgradable identity-based signatures
(DIBS) and trapdoor sanitizable signatures (TSS) (ACNS’08). DIBS are
the digital signature analogue of downgradable identity-based encryption
(CT-RSA’19), which allow us to downgrade an identity associated with
a secret-key. In TSS, an entity given a trapdoor for a signed-message can
partially modify the message while keeping validity of the signature. We
show that DIBS can be generically constructed from DAMAC, and DIBS
can be transformed into (wildcarded) hierarchical/wicked IBS. We also
show that TSS can be generically constructed from DIBS. By instanti-
ating them, we obtain the first wildcarded hierarchical/wicked IBS and
the first invisible and/or unlinkable TSS. Moreover, we prove that DIBS
are equivalent to not only TSS, but also their naive combination, named
downgradable identity-based trapdoor sanitizable signatures.

Keywords: Downgradable Identity-Based Signatures · Trapdoor Sanitizable
Signatures · Downgradable Affine Message Authentication Codes · (Wildcarded)
Hierarchical/Wicked Identity-Based Signatures.

1 Introduction

Identity-Based Cryptosystems. In public-key encryption (PKE) system, a sender
encrypts a plaintext using a public-key of a receiver, then the receiver decrypts
it using her secret-key. Identity-based encryption (IBE) [28] is a PKE with an
advanced functionality, where a receiver can choose any identity id ∈ {0, 1}l for
l ∈ N as her public-key. In IBE, we assume the existence of a trusted authority
which privately generates a secret-key for an id. Hierarchical IBE (HIBE) [18,20]

expresses each id as a vector of some sub-IDs, i.e., id ∈ ({0, 1}∗)≤n. A secret-key
for an id generates one for any of its descendants. Wicked IBE (WkIBE) [2]
generalizes HIBE, where we can leave some sub-IDs blank to be determined in



upcoming delegation. Wildcarded IBE (WIBE) [1,6] generalizes IBE, where each
ciphertext ID can be wildcarded, i.e., id ∈ {0, 1, ∗}l.

Digital signature is a tool to verify by using a public-key of a signer that a
digital signature on a digital document was produced from her secret-key. There
exist the digital-signature analogue of the IBE primitives, namely identity-based
signatures (IBS) [28], HIBS, WkIBS and WIBS. We have known that any (n+1)-
level HIBE can be transformed into an n-level HIBS [21,18]. Analogously, 2-level
HIBE (resp. IBE) can be transformed into IBS (resp. digital signature). The
technique cannot be straightforwardly applied to wildcarded IBS primitives.

Affine MACs (AMACs). We have known that AMAC [8] is useful to construct
various ID-based cryptosystems with (almost) tight security reduction. AMAC
is an algebraic MAC with a group description (G, p, g), where G is a group, p is a

prime and g is a generator of G. For a ∈ Znp , let [a] denote (ga1 , · · · , gan)
T ∈ Gn.

A tag τ = ([t], [u]) onmsg ∈M consists of a randomness [t] ∈ Gn and a message-

depending [u] ∈ G, satisfying u =
∑l
i=0 fi(msg)xT

i t +
∑l′

i=0 f
′
i(msg)xi ∈ Zp,

where fi, f
′
i :M→ Zp are public functions, and xi ∈ Znp and xi ∈ Zp are from

the secret-key skMAC. Pseudo-randomness [8] guarantees that no PPT adversary,
who arbitrarily chooses msg∗ then receives ([h]1, [h0]1, [h1]T ), can distinguish the

case where they are honestly generated, i.e., h  Zp, h0 :=
∑l
i=0 fi(msg

∗)xih

and h1 :=
∑l′

i=0 f
′
i(msg

∗)xih, from the case where they are randomly generated1.
Note that the adversary can arbitrarily chooses msg 6= msg∗ to get a tag on it.
Blazy et al. [8] proposed two AMAC schemes, one of which is based on a hash-
proof system (HPS) [16] and pseudo-random under k-Lin assumption.

Blazy et al. [8] proposed a generic construction of anonymous identity-based
KEM (IBKEM) with identity-length l ∈ N from an AMAC scheme with message-
length l. The key-issuing authority randomly generates skMAC for the AMAC
and perfectly-hiding commitments {Zi} (resp. {zi}) to {xi} (resp. {xi}). A
secret-key for an identity id is identical to a Bellare-Goldwasser (BG) signature
[5]. Specifically, it consists of an AMAC tag ([t]2, [u]2) on a message id and an
NIZK-proof [19] [u]2 w.r.t. the commitments which proves that the tag has been
correctly generated. Key-encapsulation and key-decapsulation are a randomized
variant of the verification of the NIZK proof. They proved that its adaptive
security is tightly reduced to the pseudo-randomness of the AMAC.

In delegatable AMAC (DlgAMAC) [8], each message is a vector of some
sub-messages. We can transform a valid tag on a message into another valid
tag on any of its descendant messages. The pseudo-randomness for DlgAMAC
is a natural extension from the one for AMAC, where the tag-generation oracle
returns not only a tag but also variables for delegating or re-randomizing the tag.
They [8] showed that their HPS-based AMAC is delegatable. Their anonymous
HIBKEM based on DlgAMAC is a natural extension from the AMAC-based
AIBKEM. Each secret-key for a hierarchical ID consists of a BG-signature on
the ID and variables for delegating or re-randomizing the BG-signature.

1 In this paper,  means that we select an element uniformly at random from a space.
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Sanitizable Signatures (SS). If we modify a message signed by an ordinary digital
signature scheme, the signature becomes invalid. SS [3] allow a sanitizer to par-
tially modify a (signed-)message. A signer signs msg ∈ {0, 1}m with choosing a
(public-key of) sanitizer and a set T ⊆ [1,m] of its modifiable bits. The sanitizer
can modify msg to msg′ according to the rule T by using her secret-key. Vari-
ous security notions, i.e., (existential) unforgeability, immutability, transparency,
privacy, invisibility, unlinkability and signer/sanitizer-accountability, have been
formally defined [9,10,22,13,4]. Invisibility [13] guarantees that the set T of mod-
ifiable bits is hidden. Camenisch et al. [13] proposed the first invisible SS scheme.
Beck et al. [4] proposed one achieving stronger security notions. Unlinkability
[10] guarantees that a sanitized signature cannot be linked to its source. Unlink-
able (and non-invisible) SS schemes were proposed in [10,17,11]. Bultel et al. [12]
proposed a simple generic construction of (accountable) sanitizable signatures
(SS) from non-accountable SS (NASS) and verifiable ring signatures (VRS), from
which they obtained the first invisible and unlinkable SS (IUSS), which is an af-
firmative answer to an open problem posed in [13]. However, their NASS scheme
based on equivalence class signatures is secure in the generic group and random
oracle model. Such a strong assumption is inherited by their IUSS scheme.

Trapdoor Sanitizable Signatures (TSS). In TSS [14,29], each signer does not
choose a public-key of a sanitizer in signing. Each signature is associated with
a trapdoor, which enables any user sanitize the signature. An advantage of TSS
is that each signer can designate any single (or multiple) user as sanitizer at
anytime. We believe that an overlooked significant advantage is that it could
be a building block of the ordinary SS. We believe that a simple generic SS
construction based on TSS and PKE2 can be the NASS scheme in the IUSS by
Bultel et al., where its invisibility (resp. unlinkability) is implied by the same
security of the TSS. We propose the first invisible and unlinkable TSS scheme
secure under standard assumptions. As a result, we could obtain the first IUSS
secure under standard assumptions. Justifying the idea is a future work.

1.1 This Work

Downgradable AMACs. In downgradable affine MAC (DAMAC) [7], we can
downgrade a message msg ∈ {0, 1}m with an authentication tag to another
msg′ ∈ {0, 1}m. The downgrade relation holds when, for every i ∈ [1,m], if
msg[i] 6= msg′[i], then msg[i] = 1. Differently from the definition of DAMAC [7],
we introduce an algorithm Weaken which weakens downgradability of a tag. Each
fresh tag on msg has the full downgradability I1(msg)3, which means that every
bit of the message whose value is 1 can be changed to 0. The downgradability
can be weakened by Weaken to any of its subset J ⊆ I1(msg).

2 A signer generates a TSS signature and its trapdoor using her TSS secret-key, then
encrypts the trapdoor under a PKE public-key of a sanitizer. The sanitizer decrypts
the ciphertext using his PKE secret-key.

3 For a binary string str ∈ {0, 1}m, I1(str) denotes a set {i ∈ [1,m] s.t. str[i] = 1}.
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Our definition of pseudo-randomness for DAMAC is not a naive extension
from the one for AMAC (DlgAMAC) in [8], but weaker one. We neither consider
the pseudo-randomness of [h0]1 nor allow the adversary to use tag-generation
oracle after the challenge phase. We prove that the HPS-based AMAC [8] is a
DAMAC which satisfies the pseudo-randomness under the k-Lin assumption.

Downgradable IBS. In downgradable IBE (DIBE) [7], we can transform a secret-
key for an id ∈ {0, 1}l into one for a downgraded id′ � id. Our downgradable IBS
(DIBS) are not the digital-signature analogue of DIBE [7], but stronger because
of Weaken, which weakens downgradability of a secret-key. As explained below,
the algorithm works to construct various more efficient non-wildcarded IBS. We
formally define EUF-CMA security and (statistical) signer-privacy which means
that each signature has no specific info about the secret-key generating it.

We propose a generic DIBS construction from DAMAC. First, we consider
a natural extension from the DlgAMAC-based AHIBKEM [8] to a DAMAC-
based DIBKEM. Second, we transform it into a DAMAC-based DIBS using the
same technique as the HIBE-to-HIBS transformation [21,18]. Our DIBS (with
identity-length l and message-length m) adopt a DAMAC with message-length
l + m. A secret-key for id ∈ {0, 1}l with downgradability J ⊆ I1(id) consists of
a BG-signature ([t]2, [u]2, [u]2) on a message id||1m and some information for
re-randomization or downgrade. Each secret-key initially has the full downgrad-
ability i.e., I1(id)

⋃
[l+ 1, l+m]. It can be weakened to any J

⋃
[l+ 1, l+m] s.t.

J ⊆ I1(id). A signer with id generates a signature on msg by re-randomizing
the secret-key then downgrading the BG-signature on id||1m to one on id||msg.
To verify the signature, we firstly encapsulate a random key under id||msg then
decapsulating it using the signature (being a DIBKEM-secret-key for id||msg).

We propose two transformations from DIBS to various IBS, i.e., (W)IBS,
(W)HIBS and (W)WkIBS, where the initial W means wildcarded. The first
transformations adopt the same technique as the ones from DIBE to various
IBE [7]. The transformations effectively work for all of the IBS (incl. wildcarded
ones). We show that by instantiating them by the DAMAC-based DIBS, we
obtain a WIBS scheme whose reduction-cost for unforgeability is O(q)4, which
is (asymptotically) smaller than O(q2) of the WIBS scheme instantiated from
the ABS scheme [27], and also obtain the first WHIBS and WWkIBS schemes
secure under standard assumptions. The second transformations effectively use
the algorithm Weaken and work for only non-wildcarded IBS. We show that the
second transformations can produce more efficient IBS schemes than the first
ones especially in size of public-parameter.

Trapdoor SS. Our TSS are functionally stronger than the original TSS [14].
Firstly, each signature (and its trapdoor) can be re-randomized. In other words,
the sanitizing algorithm Sanit5 is fully-probabilistic. The property is necessary

4 q denotes the number that key-generation and signing oracles are used.
5 Sanit takes a signature σ and trapdoor td (on a message msg and T), and a modified
msg and T, then returns a modified σ and td
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to achieve our definition of unlinkability. Either of the existing TSS constructions
[14,29] cannot achieve it because its Sanit is not fully-probabilistic. Secondly,
each signature can modify its modifiable parts T to any subset T ⊆ T. The
original TSS assume that T is permanently fixed.

We define (existential) unforgeability, transparency, (weak) privacy, unlinka-
bility and invisibility. Analogously to the SS, either of transparency and unlink-
ability implies privacy. We originally define strong privacy, which implies either
of transparency and unlinkability.

We show that TSS (with message-length m) are constructed from DIBS (with
identity-length m). A function ΦT transforms a message. ΦT(msg)(=: msg′) ∈
{0, 1}m is identical to msg except that for any i ∈ [1,m] if i ∈ T and msg[i] = 0
then msg′[i] becomes 1. In general, a TSS signature on a message msg with
modifiable parts T and its trapdoor are a DIBS secret-key for identity msg
with downgradability ∅ and one for identity ΦT(msg) with downgradability T,
respectively. In verification, we verify the DIBS secret-key for identity msg.
Specifically, we make it generate a DIBS signature on a random DIBS message
then verifies it. We prove that it is secure if the underlying DIBS scheme is
secure. As a result, we obtain the first invisible and/or unlinkable TSS scheme.

Equivalence among DIBS, TSS and DIBTSS. We also show that DIBS are gener-
ically constructed from TSS. Thus, DIBS and TSS are equivalent.

Moreover, we naturally combine the two primitives, and name it downgrad-
able identity-based TSS (DIBTSS). In DIBTSS, each identity for a secret-key
can be downgraded, and each signature can be sanitized by a trapdoor. We
show that DIBTSS are equivalent to either of DIBS and TSS.

1.2 Paper Organization

In Sect. 2, we explain some notations, asymmetric bilinear pairing, matrix Diffie-
Hellman assumption, and (wildcarded) wicked identity-based signatures. In Sect.
3, we define syntax and pseudo-randomness security for DAMAC, then propose a
secure DAMAC system. In Sect. 4, we define syntax and security for DIBS, then
propose a generic construction based on DAMAC. In Sect. 5, we define syntax
and security for TSS, then propose a generic construction from DIBS. We also
prove that TSS generically construct DIBS. In Sect. 6, we introduce DIBTSS.

2 Preliminaries

Notations. 1λ for λ ∈ N denotes a security parameter. PPTAλ denotes a set of
all probabilistic algorithms which runs in time polynomial in λ. PA denotes all
probabilistic algorithms. We say that a function f : N→ R is negligible if ∀c ∈ N,
∃x0 ∈ N s.t. ∀x ≥ x0, f(x) ≤ x−c. NGLλ denotes a set of all negligible functions
in λ. For a binary string x ∈ {0, 1}n, x[i] ∈ {0, 1} for i ∈ [1, n] denotes the value
of its i-th bit. For a string x ∈ Xn, e.g., X is {0, 1} or {0, 1, ∗}, Ib(x) for b ∈ X
denotes the set {i ∈ [1, n] s.t. x[i] = b}. For x, y ∈ {0, 1}n, the relation x � y
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holds if
∧
i∈[1,n] x[i] = 1 =⇒ y[i] = 1. For x, y ∈ {0, 1}n and a set J ⊆ I1(y), the

relation x �J y holds if
∧
i∈[1,n]\J x[i] = y[i]

∧
i∈J x[i] = 1 =⇒ y[i] = 1. a  A

means that we extract an element a uniformly at random from a set A. For a
matrix A ∈ N(k+1)×k, Ā ∈ Nk×k denotes the square matrix composed of the first
k rows of A, and A ∈ N1×k denotes the lowest row of A.

Matrix Diffie-Hellman Assumption. Let GBG denote a generator of asymmetric
bilinear pairing. Let λ ∈ N. GBG takes 1λ, then generates (p,G1,G2,GT , e, g1,
g2). p is a prime of length λ. (G1,G2,GT ) are multiplicative groups of order p.
g1 and g2 are generators of G1 and G2, respectively. e : G1 × G2 → GT is an
asymmetric function, computable in polynomial time and satisfying both of the
following conditions: (i) Bilinearity: For every a, b ∈ Zp, e(ga1 , gb2) = e(g1, g2)ab.
(ii) Non-degeneracy: e(g1, g2) 6= 1GT , where 1GT denotes the unit element of GT .

Note that gT := e(g1, g2) is a generator of GT . For s ∈ {1, 2, T} and a ∈ Zp,
[a]s denotes gas ∈ Gs. Generally, for s ∈ {1, 2, T} and a matrix A ∈ Zn×mp whose
(i, j)-th element is aij ∈ Zp, [A]s ∈ Gn×m denotes a matrix whose (i, j)-th
element is g

aij
s ∈ Gs. Obviously, from [a]s and an integer x ∈ Zp, [xa]s ∈ Gs is

efficiently computable. From [a]1 and [b]2 (for b ∈ Zp), [ab]T is also efficiently
computable. Note that for a, b ∈ Znp ,

[
aTb

]
T

= e([a]1, [b]2) = e([b]1, [a]2).
Based on [16,8,23], we define matrix Diffie-Hellman assumption.

Definition 1. Let k, l ∈ N s.t. l > k. We call a set Dl,k a matrix distribution if
it consists of matrices in Zl×kp of full rank k and extracting an element from it
uniformly at random can be efficiently done.

In this paper, Dk denotes Dk+1,k. W.l.o.g., we assume that the first k rows of
A  Dl,k form an invertible matrix (which implies that A is of full rank k).

Definition 2. Let Dl,k be a matrix distribution. Let s ∈ {1, 2, T}. Dl,k-matrix
Diffie-Hellman (MDDH) assumption holds relative to GBG in group Gs, if for

every A ∈ PPTAλ, there exists ε ∈ NGLλ s.t. Adv
Dl,k−MDDH
A,GBG,Gs(λ) := |Pr[1 ←

A(gd, [A]s, [Aw]s)] − Pr[1 ← A(gd, [A]s, [u]s)]| < ε, where gd := (p,G1,G2,GT ,
e, g1, g2)← GBG(1λ), A  Dl,k, w  Zkp and u  Zlp.

Following lemma guarantees that the assumption is self-reducible [16].

Lemma 1. For any k, l ∈ N s.t. l > k and any matrix distribution Dl,k, the
Dl,k-MDDH assumption is random self-reducible. In particular, for any m ∈ N
s.t. m > 1 and any A ∈ PPTAλ, there exists B ∈ PPTAλ s.t.

(l − k)Adv
Dl,k−MDDH
A,GBG,Gs(λ) +

1

p− 1

≥ Adv
(Dl,k,m)−MDDH
B,GBG,Gs (λ) := |Pr [1← B(gd, [A]s, [AW ]s)]− Pr [1← B(gd, [A]s, [U ]s)]| ,

where gd = (p,G1,G2,GT , e, g1, g2) ← GBG(1λ), A  Dl,k, W  Zk×mp and

U  Zl×mp .

Corollary 1 is directly obtained from Lemma 4 in [24].

Corollary 1. For any prime p and n ∈ N, Pr[rank(S) 6= n | S  Zn×np ] ≤ 1
p−1 .
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2.1 Wicked IBS and Wildcarded Wicked IBS (WkIBS, WWkIBS)

We define WWkIBS and WkIBS. Definitions of IBS and wildcarded IBS (WIBS)
can be seen in Sect. A.

Syntax. WWkIBS consist of following 4 polynomial time algorithms.

Setup Setup: Iwk := ({0, 1}l
⋃
{#})n (resp. Iwwk := ({0, 1, ∗}l

⋃
{#})n) de-

notes the space of identity associated with a secret-key (resp. signature),
where # means that sub-identity for the block is undetermined. m denotes
length of a message. Setup takes 1λ, l, m and n, then returns master public-
key mpk and master secret-key msk (identically a secret-key for #n). We
write (mpk,msk)← Setup(1λ, l,m, n).

Key-Generation KGen: It takes a secret-key sk, an id ∈ Iwk and an id′ ∈ Iwk,
then outputs a secret-key sk′. We write sk′ ← KGen(sk, id, id′).

Siging Sig: It takes a secret-key sk, an id ∈ Iwk, a wildcarded wid ∈ Iwwk and
a message msg ∈ {0, 1}m, then outputs a signature σ. We write σ ← Sig(sk,
id, wid,msg).

Verification Ver: It takes a signature σ, a wildcarded wid ∈ Iwwk and a mes-
sage msg ∈ {0, 1}m, then outputs 1 or 0. We write 1/0← Ver(σ,wid,msg).

We require every WWkIBS scheme to be correct. Let I := {0, 1}l and Iw :=
{0, 1, ∗}l. We define three relation algorithms. Rw takes id ∈ I and wid ∈ Iw,
then outputs 1 if ∀i ∈ [1, l], id[i] 6= wid[i] =⇒ wid[i] = ∗, or 0 otherwise. Rwk
takes id, id′ ∈ Iwk, then outputs 1 if ∀i ∈ [1, n], idi 6= id′i =⇒ idi = #, or 0
otherwise. Rwwk takes id ∈ Iwk and wid ∈ Iwwk, then outputs 1 if ∀i ∈ [1, n],
widi = # =⇒ idi = # and widi ∈ {0, 1, ∗}l =⇒ 1 ← Rw(idi, widi),
or 0 otherwise. We say that a WWkIBS scheme is correct, if ∀λ, l,m, n ∈ N,
∀(mpk,msk(= sk#n)) ← Setup(1λ, l,m, n), ∀id1 ∈ Iwk, ∀skid1 ← KGen(sk#n ,
#n, id1), ∀id2 ∈ Iwk s.t. 1 ← Rwk(id1, id2), ∀skid2 ← KGen(skid1 , id1, id2), · · · ,
∀idk ∈ Iwk s.t. 1← Rwk(idk−1, idk), ∀skidk ← KGen(skidk−1

, idk−1, idk), ∀msg ∈
{0, 1}m, ∀wid ∈ Iwwk s.t. 1← Rwwk(idk, wid), ∀σ ← Sig(skidk , idk, wid,msg),
1← Ver(σ,wid,msg).

Existential Unforgeability. We define existential unforgeability against chosen-
messages attacks (EUF-CMA). For a probabilistic algorithm A, the experiment
ExptEUF-CMAΣWWkIBS,A w.r.t. a WWkIBS scheme ΣWWkIBS is defined as follows.

ExptEUF-CMAΣWWkIBS,A(1λ, l,m, n):

(mpk,msk(= sk#n))← Setup(1λ, l,m, n).
(σ∗, wid∗ ∈ Iwwk,msg∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ Iwk): sk ← KGen(msk,#n, id). Qr := Qr
⋃
{id}. Rtn sk.

−Sign(id ∈ Iwk, wid ∈ Iwwk,msg ∈ {0, 1}m): Rtn ⊥ if 0←Rwwk(id, wid).
σ ← Sig(KGen(msk,#n, id), wid,msg). Qs := Qs

⋃
{(wid,msg, σ)}. Rtn σ.

Rtn 0 if
∨
id∈Qr 1←Rwwk(id, wid∗)

∨
(wid,msg,·)∈Qs(wid,msg) = (wid∗,msg∗)

Rtn 1 if 1← Ver(σ∗, wid∗,msg∗). Rtn 0.
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Definition 3. A scheme ΣWWkIBS is EUF-CMA, if ∀λ, l,m, n ∈ N, ∀A ∈ PPTAλ,
∃ε ∈ NGLλ s.t. AdvEUF-CMAΣWWkIBS,A,l,m,n(λ) := Pr[1← ExptEUF-CMAΣWkIBS,A(1λ, l,m, n)] < ε.

Signer-Privacy. Signer-privacy means that a signature associated with a wild-
carded identity wid ∈ Iwwk does not leak any information about the secret-key
for id s.t. 1 ← Rwwk(id, wid) which has generated the signature. For an algo-
rithm A, we consider the following two experiments. In the experiment with
b = 0, every command with grey background is ignored.

ExptSPΣWWkIBS,A,b(1
λ, l,m, n): // b ∈ {0, 1}.

(mpk,msk(= sk#n))← Setup(1λ, l,m, n). (mpk,msk′(3 sk#n))← Setup′(1λ, l,m, n).
Rtn b← AReveal,Delegate,Sign(mpk,msk), where

−Reveal(id ∈ Iwk): sk ← KGen(sk#n ,#
n, id). sk ← KGen′(msk′,#n, id).

Q := Q
⋃
{(sk, id)}. Rtn sk.

−Delegate(sk, id, id′ ∈ Iwk): Rtn ⊥ if (sk, id) /∈ Q
∨

0← Rwk(id, id′).
sk′ ← KGen(sk, id, id′). sk′ ← KGen′(sk, id, id′). Q := Q

⋃
{(sk′, id′)}. Rtn sk′.

−Sign(sk, id ∈ Iwk, wid ∈ Iwwk,msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id) /∈ Q

∨
0←Rwwk(id, wid).

σ ← Sig(sk, id, wid,msg). σ ← Sig′(msk′, wid,msg). Rtn σ.

Definition 4. A scheme ΣWWkIBS is statistically signer private, if for every
λ, l,m, n ∈ N and every probabilistic algorithm A, there exist polynomial time
algorithms Σ′WWkIBS := {Setup′, KGen′, Sig′} and a negligible function ε ∈ NGLλ
such that AdvSPΣWWkIBS,Σ′WWkIBS,A,l,m,n

(λ) := |Pr[1← ExptSPΣWWkIBS,A,0(1λ, l,m, n)]−
Pr[1← ExptSPΣWWkIBS,A,1(1λ, l,m, n))]| is less than ε.

Remarks on WkIBS. WkIBS are the same as WWkIBS except that each identity
wid associated with a signature is non-wildcarded, i.e., wid ∈ Iwk. We do not
consider signer-privacy for WkIBS.

3 Downgradable Affine MACs (DAMACs)

A randomized message authentication code (MAC) consists of following 3 polynomial-
time algorithms. Key-generation GenMAC takes a system parameter par, then
randomly generates a secret-key skMAC. Tag-generation Tag takes a secret-
key skMAC and a message msg ∈ M, then randomly generates a tag τ . Tag-
verification Ver takes a secret-key skMAC, msg ∈ M and a tag τ , then (deter-
ministically) returns a bit 1 or 0.

3.1 Our Model

Affine MACs (AMACs) [8] over Znp (for n ∈ N) are group-based MACs with
a specific algebraic structure. Downgradable AMACs (DAMACs) with message
spaceM = {0, 1}l are AMACs, where we can downgrade a messagemsg ∈ {0, 1}l
with a tag to another msg′ ∈ {0, 1}l s.t. msg′ � msg while keeping validity of
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the tag (using the algorithm Down). Each tag is associated with a special key
for downgrade. Initially, the key has the full downgradability. We can arbitrarily
weaken the downgradability (using the algorithm Weaken). Our definition for
DAMAC is a natural extension from the one for AMACs in [8] and essentially
different from the one for DAMACs in [7].

Definition 5. We say that a MAC system ΣMAC = {GenMAC, Tag, Weaken,
Down, Ver} is downgradable over Znp if it satisfies the following conditions.

– GenMAC(par) takes a public parameter par including the bilinear groups de-
scription (p,G1,G2,GT , e, g1, g2), then returns skMAC. We parse skMAC as
(B,x0,x1, · · · ,xl, x), where B ∈ Zn×n′p , xi ∈ Znp and x ∈ Zp, for integers

n, n′ and l. Let M := {0, 1}l.
– Tag(skMAC,msg ∈ M) chooses s  Zn′p , computes t := Bs ∈ Znp , for every

i ∈ I1(msg), di := hi(msg)xT
i t ∈ Zp, and

u :=

l∑
i=0

fi(msg)xT
i t+ x ∈ Zp, (1)

where the functions fi, hi : M → Zp are public ones which satisfy that for
every msg,msg′ ∈ {0, 1}l s.t. msg′ � msg and every i ∈ [1, l], it holds that

fi(msg
′) =

{
fi(msg) (if msg′[i] = msg[i]),

fi(msg)− hi(msg) (otherwise).

It returns τ
I1(msg)
msg := ([t]2, [u]2, {[di]2 | i ∈ I1(msg)}) ∈ Gn2 ×G2×G|I1(msg)|2 .

– Weaken(τ Jmsg,msg ∈M, J ⊆ I1(msg), J′ ⊆ J) parses τ Jmsg as ([t]2, [u]2, {[di]2 |
i ∈ J}), then returns τ J

′

msg := ([t]2, [u]2, {[di]2 | i ∈ J′}) ∈ Gn2 ×G2 ×G|J
′|

2 .

– Down(τ Jmsg,msg ∈M, J ⊆ I1(msg),msg′ �J msg) parses τ Jmsg as ([t]2, [u]2, {[di]2 |
i ∈ J}), computes [u′]2 :=

[
u−

∑
i∈J

⋂
I0(msg′) di

]
2
, then returns τ J

′

msg′ :=

([t]2, [u
′]2, {[di]2 | i ∈ J′}) ∈ Gn2 ×G2 ×G|J

′|
2 , where J′ := J \ I0(msg′).

– Ver(skMAC,msg, τ
J
msg) returns 1 if the equation (1) holds, or 0 otherwise.

Pseudo-Randomness. For the pseudo-randomness of DAMAC, we consider the
experiments given below. Our definition is not a natural extension from the one
for AMAC (or DlgAMAC) in [8], but weaker in some respects. Firstly, among the
3 variables in the challenge instance, i.e., ([h]1, [h0]1, [h1]1), pseudo-randomness
of [h0]1 is not considered. Secondly, tag-generation oracles cannot be used after
the challenge instance is issued. We introduce two types of tag-generation oracles,
one of which generates only a tag, and the other of which generates a tag plus
variables used to re-randomize or downgrade the tag.

ExptPR-CMA1ΣDAMAC,A,0(par): // ExptPR-CMA1ΣDAMAC,A,1

skMAC = (B,x0, · · · ,xl, x)← GenMAC(par), where B ∈ Zn×n
′

p , xi ∈ Znp and x ∈ Zp.
(msg∗ ∈ {0, 1}l, st)← AEval0,Eval1

0 (par), where
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−Eval0(msg ∈ {0, 1}l, J ⊆ I1(msg)):
([t]2, [u]2, {[di]2 | i ∈ I1(msg)})← Tag(skMAC,msg).

S  Zn
′×n′
p , T := BS, w :=

∑l
i=0 fi(msg)xT

i T . For i ∈ J: ei := hi(msg)xT
i T .

Q0 := Q0

⋃
{(msg, J)}. Rtn ([t]2, [u]2, [T ]2, [w]2, {[di]2, [ei]2 | i ∈ J}).

−Eval1(msg ∈ {0, 1}l):
([t]2, [u]2,⊥)← Tag(skMAC,msg). τ := ([t]2, [u]2). Q1 := Q1

⋃
{(msg, τ)}. Rtn τ .

Abt if
∨

(msg,J)∈Q0
msg∗ �J msg

∨
msg∈Q1

msg∗ = msg.

h  Zp, h0 :=
∑l
i=0 fi(msg

∗)xih, h1 := xh. h1  Zp
Rtn b′ ← A1(st, [h]1, [h0]1, [h1]1).

Definition 6. A DAMAC ΣDAMAC is PR-CMA1 if ∀λ ∈ N, ∀A ∈ PPTAλ, ∃ε ∈
NGLλ s.t. AdvPR-CMA1ΣDAMAC,A(λ) := |

∑1
b=0(−1)b Pr[1← ExptPR-CMA1ΣDAMAC,A,b(par)]| < ε.

3.2 Construction

Our DAMACs schemeΠDAMAC is formally described below. The scheme is essen-
tially the same as the AMACs scheme based on hash-proof system in [8] except
for the downgrading-key associated with each tag, i.e., {[di]2 ∈ G2 | i}, and the
newly-introduced algorithms, i.e., Weaken, Down. Thus, the AMACs scheme is
not only delegatable as shown in [8], but also downgradable.

GenMAC (par):
Rtn skMAC := (B,x0, · · · ,xl, x), where B  Dk, x0, · · · ,xl  Zkp and x  Zp.

Tag
(
skMAC = (B,x0, · · · ,xl, x) ,msg ∈ {0, 1}l

)
:

Rtn τ
I1(msg)
msg := ([t]2, [u]2, {[di]2 | i ∈ I1(msg)}), where

s  Zkp, t := Bs ∈ Zk+1
p , u := (xT

0 +
∑
i∈I1(msg) x

T
i )t+ x ∈ Zp and di := xT

i t ∈ Zp.
Weaken

(
τ Jmsg =

(
[t]2, [u]2,

{
[di]2 | i ∈ J

})
,msg ∈ {0, 1}l, J ⊆ I1(msg), J′ ⊆ I1(msg)

)
:

Rtn ⊥ if J′ 6⊆ J. Rtn τ J
′

msg′ := ([t]2, [u]2, {[di]2 | i ∈ J
′}).

Down
(
τ Jmsg =

(
[t]2, [u]2,

{
[di]2 | i ∈ J

})
,msg ∈ {0, 1}l, J ⊆ I1(msg),msg′ ∈ {0, 1}l

)
:

Rtn ⊥ if msg′ �J msg. Rtn τ J
′

msg′ := ([t]2, [u
′]2, {[di]2 | i ∈ J

′}),

where [u′]2 :=
[
u−

∑
i∈J

⋂
I0(msg′) di

]
2

and J′ := J \ I0(msg′).

Ver
(
skMAC = (B,x0, · · · ,xl, x) ,msg ∈ {0, 1}l, τ Jmsg =

(
[t]2, [u]2,

{
[di]2 | i ∈ J

}))
:

Rtn 1 if [u]2 =
[
(xT

0 +
∑l
i=1msg[i]xT

i )t + x
]
2
. Rtn 0, otherwise.

3.3 Pseudo-Randomness

Theorem 1 guarantees that ΠDAMAC is pseudo-random under the MDDH as-
sumption. A proof of the theorem is skipped to Subsect. B.1 because of the
page restriction. We modify the proof of a theorem for pseudo-randomness of
the delegatable AMACs sheme in [8].

Theorem 1. The DAMAC scheme ΠDAMAC is PR-CMA1 if the Dk-MDDH as-
sumption w.r.t. GBG and G2 holds. Formally, ∀A ∈ PPTAλ, ∃B ∈ PPTAλ s.t.
AdvPR-CMA1ΠDAMAC,A(λ) ≤ 2{(k+1)qe+q′e}( 1

p + 1
pk+1 )+ 4qe

p−1 +2(qe+q′e)Adv
Dk−MDDH
B,GBG,G2

(λ).
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4 Downgradable Identity-Based Signatures (DIBS)

4.1 Our DIBS Model

Syntax. DIBS consist of following 6 polynomial time algorithms, where Setup,
KGen, Weaken, Down and Sig are probabilistic and Ver is deterministic.

Setup Setup: Let l ∈ N (resp. m ∈ N) denote length of an identity (resp. a
message). It takes 1λ, l and m as input, then outputs a master public-key
mpk and a master secret-key msk. We write (mpk,msk)← Setup(1λ, l,m).

Key-generation KGen: It takes msk, an identity id ∈ {0, 1}l, then outputs a
secret-key skJid for the identity and a set J := I1(id) indicating its downgrad-

able bits. We write skJid ← KGen(msk, id).

Weakening Weaken: It takes a secret-key skJid for an identity id ∈ {0, 1}l and
a set J ⊆ I1(id) indicating its downgradable bits, and a set J′ ⊆ J, then

outputs a secret-key skJ
′

id for id and J′. We write skJ
′

id ← Weaken(skJid, id, J,
J′).

Downgrade Down: It takes a secret-key skJid for an identity id ∈ {0, 1}l and a
set J ⊆ I1(id), and a downgraded identity id′ ∈ {0, 1}l s.t. id′ �J id, then

outputs a secret-key skJ
′

id′ for id′ and J′ := J \ I0(id′). We write skJ
′

id′ ←
Down(skJid, id, J, id

′).

Signing Sig: It takes a secret-key skJid for an identity id and a set J ⊆ I1(id),
and a message msg ∈ {0, 1}m, then outputs a signature σ. We write σ ←
Sig(skJid, id, J,msg).

Verification Ver: It takes a signature σ, an identity id ∈ {0, 1}l and a message
msg ∈ {0, 1}m, then outputs a bit 1/0. We write 1/0← Ver(σ, id,msg).

We require every DIBS scheme to be correct. We say that a DIBS scheme ΣDIBS

is correct, if ∀λ ∈ N, ∀l ∈ N, ∀m ∈ N, ∀(mpk,msk) ← Setup(1λ, l,m), ∀id0 ∈
{0, 1}l, ∀skI1(id0)id0

← KGen(msk, id0), ∀J′0 ⊆ I1(id0), ∀skJ
′
0

id0
← Weaken(sk

I1(id0)
id0

,

id0, I1(id0), J0), ∀id1 ∈ {0, 1}l s.t. id1 �J′0 id0, ∀skJ1id1 ← Down(sk
J′0
id0
, id0, J′0, id1),

where J1 := J′0 \ I0(id1), · · · , ∀J′n−1 ⊆ Jn−1, ∀skJ
′
n−1

idn−1
← Weaken(sk

Jn−1

idn−1
, idn−1,

Jn−1, J′n−1), ∀idn ∈ {0, 1}l s.t. idn �J′n−1
idn−1, ∀skJnidn ← Down(sk

J′n−1

idn−1
, idn−1,

J′n−1, idn), where Jn := J′n−1 \ I0(idn), ∀msg ∈ {0, 1}m, ∀σ ← Sig(skJnidn , idn, Jn,
msg), 1← Ver(σ, idn,msg).

Existential Unforgeability [25,27]. For a scheme ΣDIBS and a probabilistic algo-
rithm A, we define the (weak) EUF-CMA by Def. 7 using the following experiment.

ExptEUF-CMAΣDIBS,A(1λ, l,m):

(mpk,msk)← Setup(1λ, l,m). (σ∗, id∗,msg∗)← AReveal,Sign(mpk), where

−Reveal(id ∈ {0, 1}l, J ⊆ I1(id)):
sk ← KGen(msk, id). sk′ ← Weaken(sk, id, I1(id), J). Qr := Qr

⋃
{(id, J)}. Rtn sk′.

−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m):
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sk ← KGen(msk, id). σ ← Sig(sk, id, I1(id),msg). Qs := Qs
⋃
{(id,msg, σ)}. Rtn σ.

Rtn 0 if 0← Ver(σ∗, id∗,msg∗)
∨

(id,J)∈Qr id
∗ �J id.

Rtn 1 if
∧

(id,msg,·)∈Qs(id,msg) 6= (id∗,msg∗). Rtn 0.

Definition 7. A scheme ΣDIBS is EUF-CMA, if ∀λ ∈ N, ∀l,m ∈ N, ∀A ∈ PPTAλ,
∃ε ∈ NGLλ s.t. AdvEUF-CMAΣDIBS,A,l,m(λ) := Pr[1← ExptEUF-CMAΣDIBS,A(1λ, l,m)] < ε.

Signer Privacy. For a DIBS scheme ΣDIBS, simulation algorithms Σ′DIBS :=
{Setup′, KGen′, Weaken′, Down′, Sig′}, and a probabilistic algorithm A, we con-
sider the following two experiments. In the experiment with b = 0, every com-
mand with grey background is ignored.

ExptSPΣDIBS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). (mpk,msk′)← Setup′(1λ, l,m).
Rtn b← AReveal,Weaken,Down,Sign(mpk,msk), where

−Reveal(id ∈ {0, 1}l):
sk ← KGen(msk, id). sk ← KGen′(msk′, id). Q := Q

⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id ∈ {0, 1}l, J, J′ ⊆ [1, l]): Rtn ⊥ if (sk, id, J) /∈ Q
∨
J′ 6⊆ J.

sk′ ← Weaken(sk, id, J, J′). sk′ ← Weaken′(sk, id, J, J′).
Q := Q

⋃
{(sk′, id, J′)}. Rtn sk′.

−Down(sk, id, id′ ∈ {0, 1}l, J ⊆ [1, l]): Rtn ⊥ if (sk, id, J) /∈ Q
∨
id′ �J id.

sk′ ← Down(sk, id, J, id′). sk′ ← Down′(sk, id, J, id′).
Q := Q

⋃
{(sk′, id′, J \ I0(id′))}. Rtn sk′.

−Sign(sk, id, id′ ∈ {0, 1}l, J ⊆ [1, l],msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id.

sk′ ← Down(sk, id, J, id′). σ ← Sig(sk, id′, J \ I0(id′),msg).
σ ← Sig′(msk′, id′,msg). Rtn σ.

Definition 8. A DIBS scheme ΣDIBS is statistically signer private, if for every
λ, l,m ∈ N, and every probabilistic algorithm A, there exist polynomial time al-
gorithms Σ′DIBS := {Setup′, KGen′, Weaken′, Down′, Sig′} and a negligible function

ε ∈ NGLλ s.t. AdvSPΣDIBS,Σ′DIBS,A,l,m
(λ) := |

∑1
b=0(−1)b Pr[1← ExptSPΣDIBS,A,0(1λ, l,m)]|

is less than ε.

4.2 Our DIBS Construction (DAMACtoDIBS)

DAMACtoDIBS (interchangeably ΩDIBS
DAMAC) with {Setup, KGen, Weaken, Down,

Sig, Ver} is described in Fig. 1.
The idea behind DAMACtoDIBS comes from anonymous hierarchical IBKEM

based on delegatable AMAC (shortly DlgAMACtoAHIBKEM) in [8]. DlgAMACtoAHIBKEM
uses a DlgAMAC with message-length l. mpk includes ({Zi | i ∈ [0, l]}, z), which
are perfectly hiding commitments to ({xi | i ∈ [0, l]}, x) in skMAC. Each secret-

key for id ∈ {0, 1}l includes ([t]2, [u]2, [u]2), where t ∈ Znp , u :=
∑l
i=0 fi(id)xT

i t+

x and u :=
∑l
i=0 fi(id)Y T

i t + yT. Actually, they are Bellare-Goldwasser (BG)
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signature [5] on a message id, where ([t]2, [u]2) are a DlgAMAC-tag on the mes-
sage id and [u]2 is the NIZK-proof [19] which proves that the DlgAMAC-tag has
been correctly generated w.r.t. the commitments ({Zi | i ∈ [0, l]}, z).

In DAMACtoDIBS, we adopt a DAMAC with message space {0, 1}l+m. To
generate a secret-key for id ∈ {0, 1}l, we firstly generate a BG-signature on
id||1m, specifically a DAMAC-tag ([t]2, [u]2, {[di]2}) on id||1m and the [u]2. We
also generate auxiliary variables, namely [T ]2, [w]2, [W ]2, {[di]2, [ei]2, [Ei]2 | | i ∈
I1(id||1m)}, which are used to re-randomize or downgrade the BG-signature. To
generate a signature on msg ∈ {0, 1}m by using a secret-key sk for id ∈ {0, 1}l,
we firstly re-randomize the BG-signature on id||1m included in sk, then down-
grade it to a BG-signature on id||msg. Note that a signature on msg and id in
DAMACtoDIBS is identical to a secret-key for id||msg in DlgAMACtoAHIBKEM.
To verify a signature on msg and id, we firstly encapsulate a (random) key,
then attempt to decapsulate it by using the signature (being the secret-key for
id||msg). If the decapsulation is successfully done, the signature is judged as a
correct one.

Its correctness and security are guaranteed by Theorem 2, proven in B.2.

Theorem 2. ΩDIBS
DAMAC is correct. ΩDIBS

DAMAC is EUF-CMA if the Dk-MDDH as-
sumption on G1 holds and the underlying ΣDAMAC is PR-CMA1. ΩDIBS

DAMAC is sta-
tistically signer-private.

4.3 Generic Transformations from DIBS into the Major IBS

We propose two types of generic transformation from a DIBS into one of the 6
types of IBS-primitives, namely (W)IBS, (W)HIBS and (W)WkIBS. The first-
type transformations work for all of the IBS-primitives. The second-typpe ones
work for only the non-wildcarded IBS-primitives.

The First-Type Transformations. The transformations work for all of the IBS-
primitives. Their technique is basically the same as the one to transform any
DIBE into the major IBE-primitives in [7]. They do not use Weaken of the
DIBS scheme. We only present the details of the transformation into WWk-
IBS, denoted by DIBStoWWkIBS1. The transformations into the weaker IBS-
primitives, i.e., (W)IBS, (W)HIBS and WkIBS, are obtained from it.

DIBStoWWkIBS1 uses a DIBS scheme with identity-length 2ln. We trans-
form each (wildcarded) identity id ∈ Iwwk into an identity did ∈ {0, 1}2ln based

on two functions φ and φwwk. φ takes id ∈ {0, 1, ∗}l, then outputs ||li=1didi ∈
{0, 1}2l, where didi is set to 01 (if id[i] = 0), 10 (if id[i] = 1), or 00 (if id[i] = ∗).
φwwk takes id ∈ Iwwk, then outputs ||ni=1didi ∈ {0, 1}2ln, where didi is set to
12l (if idi = #), or φ(idi) (if idi ∈ {0, 1, ∗}l). A secret-key for an id ∈ Iwk is a
(randomly-generated) DIBS secret-key for φwwk(id) ∈ {0, 1}2ln. Any secret-key
for an id ∈ Iwk can generate a secret-key for any of its descendant id′ ∈ Iwk s.t.
1← Rwk(id, id′) based on Down′ of the DIBS scheme since did′ �I1(did) did holds,
where did := φwwk(id) and did′ := φwwk(id′). It can also generate a signature on
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Setup(1λ, l,m):

A  Dk. skMAC ← GenMAC(1λ, l +m).
Parse skMAC = (B,x0, · · · ,xl+m, x).

// B ∈ Zn×n
′

p , xi ∈ Znp , x ∈ Zp.
For i ∈ [0, l +m]:

Yi  Zn×kp , Zi := (Yi | xi)A ∈ Zn×kp .

y  Z1×k
p , z := (y | x)A ∈ Z1×k

p .
mpk :=

(
[A]1,

{
[Zi]1 | i ∈ [0, l +m]

}
, [z]1

)
.

msk := (skMAC, {Yi | i ∈ [0, l +m]} ,y).
Rtn (mpk,msk).

Down(skJid, id, J ⊆ I1(id), id′):
Rtn ⊥ if id′ �J id.

(skJid)
′ ← KRnd(skJid, id, J).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2,

[W ]2,
{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J⋃K}).

J′ := J \ I0(id′). I∗ := I1(id)
⋂
I0(id′).

[u′]2 := [u−
∑
i∈I∗ di]2.

[u′]2 := [u−
∑
i∈I∗ di]2.

[w′]2 :=
[
w −

∑
i∈I∗ ei

]
2
.

[W ′]2 :=
[
W −

∑
i∈I∗ Ei

]
2
.

Rtn skJ
′

id′ :=
(
[t]2, [u

′]2, [u
′]2, [T ]2, [w

′]2,
[W ′]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ J′⋃K}).
Sig(skJid, id, J ⊆ I1(id),msg ∈ {0, 1}m):

(skJid)
′ ← KRnd(skJid, id, J).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2,

[W ]2,
{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J⋃K}).

I∗ := I0(1l||msg). [u′]2 := [u−
∑
i∈I∗ di]2.

[u′]2 := [u−
∑
i∈I∗ di]2.

Rtn σ :=
(
[t]2, [u

′]2, [u
′]2
)
.

Ver(σ, id ∈ {0, 1}l,msg ∈ {0, 1}m):

Parse σ as
(
[t]2, [u]2, [u]2

)
. r  Zkp.

[v0]1 := [Ar]1 ∈ G
k+1. [v]1 := [zr]1 ∈ G.

[v1]1 :=
[∑l+m

i=0 fi(id||msg)Zir
]
1
∈ Gn.

Rtn 1 if e

(
[v0]1,

[
u
u

]
2

)
· e
(
[v1]1, [t]2

)−1

= e
(
[v]1, [1]2

)
. Rtn 0 otherwise.

KGen(msk, id ∈ {0, 1}l):
τ ← Tag(skMAC, id||1m).
Parse τ = ([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)}).

// s  Zn
′
p , t := Bs ∈ Znp .

// di := hi(id||1m)xT
i t.

// u :=
∑l+m
i=0 fi(id||1m)xT

i t + x ∈ Zp.
u :=

∑l+m
i=0 fi(id||1m)Y T

i t + yT ∈ Zkp.

S  Zn
′×n′
p , T := BS ∈ Zn×n

′
p .

w :=
∑l+m
i=0 fi(id||1m)xT

i T ∈ Z1×n′
p .

W :=
∑l+m
i=0 fi(id||1m)Y T

i T ∈ Zk×n
′

p .

For i ∈ I1(id||1m): di := hi(id||1m)Y T
i t,

ei := hi(id||1m)xT
i T , Ei := hi(id||1m)Y T

i T .

Rtn sk
I1(id)
id :=(

[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ I1(id)
⋃
K
})

.

Weaken(skJid, id, J ⊆ I1(id), J′ ⊆ I1(id)):

Rtn ⊥ if J′ 6⊆ J. (skJid)
′ ← KRnd(skJid, id, J).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2,

[W ]2,
{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J⋃K}).

Rtn skJ
′

id :=
(
[t]2, [u]2, [u]2, [T ]2, [w]2,

[W ]2,
{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J′⋃K}).

KRnd(skJid, id ∈ {0, 1}
l, J ⊆ I1(id)):

Parse skJid as
(
[t]2, [u]2, [u]2, [T ]2, [w]2,

[W ]2,
{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J⋃K}).

s′  Zn
′
p , S′  Zn

′×n′
p .

[T ′]2 := [TS′]2, [w′]2 := [wS′]2,
[W ′]2 := [WS′]2, [t′]2 := [t + T ′s′]2,
[u′]2 := [u+ w′s′]2, [u′]2 := [u +W ′s′]2.
For i ∈ J

⋃
K:

[e′i]2 := [eiS
′]2, [E′i]2 := [EiS

′]2,
[d′i]2 := [di + e′is

′]2, [d′i]2 := [di + E′is
′]2.

Rtn (skJid)
′ :=(

[t′]2, [u
′]2, [u

′]2, [T
′]2, [w

′]2, [W
′]2{

[d′i]2, [d
′
i]2, [e

′
i]2, [E

′
i]2
∣∣ i ∈ J⋃K}).

Fig. 1. Our DIBS scheme DAMACtoDIBS (interchangeably ΩDIBS
DAMAC) with {Setup,

KGen, Weaken, Down, Sig, Ver} (and a sub-routine key-randomizing algorithm KRnd)
based on a DAMAC scheme ΣDAMAC = {GenMAC, Tag, Weaken, Down, Ver}. Note that
K denotes a set [l + 1, l +m] of successive integers.

14



any wildcarded wid ∈ Iwwk s.t. 1← Rwwk(id, wid) by firstly generating a secret-
key for wid based on Down′ (note: this correctly works since dwid �I1(did) did,
where did := φwwk(id) and dwid := φwwk(wid)), then secondly generating a
signature based on Sig′. The transformation is formally described below.

WWkIBS.Setup(1λ, l,m, n):
(mpk,msk)← Setup′(1λ, 2ln,m).

sk#n := sk
I1(12ln)
12ln

← KGen′(msk, 12ln). Rtn (mpk, sk#n).
WWkIBS.KGen(skid, id ∈ Iwk, id′ ∈ Iwk):

did← φwwk(id). did′ ← φwwk(id′). Let sk
I1(did)
did denote skid.

Rtn sk
I1(did′)
did′ ← Down′(sk

I1(did)
did , did, I1(did), did′).

WWkIBS.Sig(skid, id ∈ Iwk, wid ∈ Iwwk,msg ∈ {0, 1}m):

did← φwwk(id). dwid← φwwk(wid). Let sk
I1(did)
did denote skid.

sk
I1(dwid)
dwid ← Down′(sk

I1(did)
did , did, I1(did), dwid).

Rtn σ ← Sig′(sk
I1(dwid)
dwid , dwid, I1(dwid),msg).

WWkIBS.Ver(σ,wid ∈ Iwwk,msg ∈ {0, 1}m):
dwid← φwwk(wid). Rtn 1 / 0← Ver′(σ, dwid,msg).

Its security is guaranteed by Theorem 3. It is proven in Subsect. B.3.

Theorem 3. DIBStoWWkIBS1 is EUF-CMA if the underlying DIBS scheme ΣDIBS

is EUF-CMA. DIBStoWWkIBS1 is signer-private if ΣDIBS is signer-private.

The Second-Type Transformations. The transformations work for only the non-
wildcarded IBS-primitives. They effectively use Weaken of the DIBS. We explain
the details of the one for WkIBS, denoted by DIBStoWkIBS2. The ones for IBS
and HIBS are obtained from it.

Assume that DIBStoWkIBS2 has identity space ({0, 1}l \ {1l}
⋃
{#})n. It

uses a DIBS scheme with identity-length ln. A secret-key for an id ∈ ({0, 1}l \
{1l}

⋃
{#})n is a DIBS secret-key for did ∈ {0, 1}ln partially-losing its downgrad-

ability. We parse did as ||ni=1didi (where didi ∈ {0, 1}l). Each idi is transformed
into didi. Precisely, if idi = #, then it is transformed into didi := 1l equipped
with the full downgradability. Else if idi ∈ {0, 1}l \ {1l}, then it is transformed
into didi = idi with no downgradability. The details can be seen in Sect. C.

Instantiation and Efficiency Analysis. We instantiate the transformations by
our DIBS scheme. In this paper, we mainly focus on the instantiations of wild-
carded IBS primitives, i.e., the ones of DIBStoWIBS1, DIBStoWHIBS1 and
DIBStoWWkIBS1, since their contribution is clear. Their features are summa-
rized as in Table 1. WIBSSAH [27] is attractive because of the constant size of
secret-keys and perfect privacy. The instantiation of DIBStoWIBS1 is attractive
because of size of signatures which is constant (in other words, independent of
l) and security loss which is asymptotically-smaller than WIBSSAH. To the best
of our knowledge, the instantiations of DIBStoWHIBS1 and DIBStoWWkIBS
are the first WHIBS and WWkIBS schemes.

There is a transformation from any n-level HIBE into an (n− 1)-level HIBS
[21,18]. We believe that, a transformation from n-level WkIBE into (n − 1)-
level WkIBS, based on the same technique, correctly works. For instance, the
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Schemes |mpk| |sk| |σ| Sec. Loss Assum. SP

WIBSSAH [27] O(l)|g2| O(1)(|g1|+ |g2|) O(l)(|g1|+ |g2|) O((qr + qs)
2) SXDH P

DIBStoWIBS1 O((l +m)k2)|g1| O((l +m)k2)|g2| (2k + 2)|g2| O(qr + qs) k-Lin S

DIBStoWHIBS1 O((ln+m)k2)|g1| O((ln+m)k2)|g2| (2k + 2)|g2| O(qr + qs) k-Lin S

DIBStoWWkIBS1 O((ln+m)k2)|g1| O((ln+m)k2)|g2| (2k + 2)|g2| O(qr + qs) k-Lin S

Table 1. Comparison among existing wildcarded IBS schemes which are adaptively
and weakly (existentially) unforgeable under standard (static) assumptions. The mes-
sage space is {0, 1}m. For the WIBS, WHIBS and WWkIBS schemes, the ID space
is {0, 1}l, ({0, 1}l)≤n and ({0, 1}l

⋃
{#})n, respectively. For schemes based on asym-

metric bilinear map e : G1 × G2 → GT , |g1| (resp. |g2|, |gT |) denotes bit length of
an element in G1 (resp. G2, GT ). qr (resp. qs) denotes total number that A issues a
query to Reveal (resp. Sign). For the column for signer-privacy (SP), S and P denote
statistical and perfect security, respectively. WIBSSAH is the WIBS scheme obtained
as an instantiation of the ABS scheme in [27].

instantiation of DIBStoWkIBS2, the one of DIBStoWkIBS1 and the WkIBS
scheme transformed from the WkIBE scheme proposed in [7] achieve asymptot-
ically equivalent efficiency in data size and security loss. However, their actual
efficiency can greatly differ. Especially, the instantiation of DIBStoWkIBS2 has
a master public-key whose size is almost two thirds of either of the others. The
details are explained in Subsect. C.

5 Trapdoor Sanitizable Signatures (TSS)

In the ordinary digital signature, no modification of a signed-message is allowed.
Sanitizable signatures (SS) [3] allow an entity called sanitizer to partially modify
the message while retaining validity of the signature. In SS [3,9,13,12], the signer
chooses a public-key of a sanitizer. The sanitizer modifies the message using her
secret-key. In trapdoor SS (TSS) [14], each signed-message is associated with a
trapdoor. Any entity can correctly modify the message using the trapdoor.

5.1 Our TSS Model

We define syntax and security of TSS. As we explain in Subsect. 5.2, our model
is different from and stronger than the original in [14,29].

Syntax. TSS consist of following 4 polynomial time algorithms, where KGen, Sig
and Sanit are probabilistic and Ver are deterministic.

Key-generation KGen: l ∈ N denotes length of a message. It takes 1λ and l,
then outputs a key-pair (pk, sk). We write (pk, sk)← KGen(1λ, l).

Signing Sig: It takes sk, a message msg ∈ {0, 1}l and a set T ⊆ [1, l] of its
modifiable parts, then outputs a signature σ and a trapdoor td. We write
(σ, td)← Sig(sk,msg,T).
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Sanitizing Sanit: It takes pk, msg, T, σ, td, a message msg and a set T ⊆ T,
then outputs a signature σ and a trapdoor td. We write (σ, td)← Sanit(pk,
msg,T, σ, td,msg,T).

Verification Ver: It takes pk, σ and msg, then returns 1 or 0. We write 1/0←
Ver(pk,msg, σ).

We require every TSS scheme to be correct. We say that a TSS scheme ΣTSS is
correct, if ∀λ ∈ N, ∀l ∈ N, ∀(pk, sk)← KGen(1λ, l), ∀msg0 ∈ {0, 1}l, ∀T0 ⊆ [1, l],
∀(σ0, td0)← Sig(pk, sk,msg0,T0), ∀msg1 ∈ {0, 1}l s.t.

∧
i∈[1,l] s.t. msg1[i]6=msg0[i]

i ∈
T0, ∀T1 ⊆ T0, ∀(σ1, td1)← Sanit(pk,msg0,T0, σ0, td0,msg1,T1), · · · , ∀msgn ∈
{0, 1}l s.t.

∧
i∈[1,l] s.t. msgn[i] 6=msgn−1[i]

i ∈ Tn−1, ∀Tn ⊆ Tn−1, ∀(σn, tdn) ←
Sanit(pk,msgn−1,Tn−1, σn−1, tdn−1,msgn,Tn),

∧n
i=0 1← Ver(pk, σi,msgi).

Security. We mainly consider the following 5 security requirements. Unforge-
ability (UNF) guarantees that any entity except for the signer, even if he can
arbitrarily acquire any signature with or without its trapdoor, cannot forge an
original correct signature. Transparency (TRN) guarantees that any entity, given
a pair of signature and trapdoor, cannot correctly guess whether the signature
has been sanitized. (Weak) privacy (wPRV) guarantees that any entity, given a
pair of sanitized signature and trapdoor, cannot get any information about the
original message. Unlinkability (UNL) guarantees that any entity, given a pair of
sanitized signature and trapdoor, cannot get any information about the original
signature. Invisibility (INV) guarantees that any entity, given a signature without
its trapdoor, cannot get any information about its modifiable parts T.

We introduce the sixth security notion, strong privacy (sPRV). It informally
means that any sanitized signature and its trapdoor distribute identically to a
fresh pair of signature and trapdoor generated by Sig.

They are defined by Def. 9, 10 using the experiments for the first 5 notions
depicted in Fig. 2 and the following experiment for sPRV. Theorem 4 (proven in
Subsect. B.4) says that 5 implications hold between the 6 notions.

ExptsPRVΣTSS,A,b(1
λ, l): // b ∈ {0, 1}.

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASign,San/Sig(pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sig(pk, sk,msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l], σ, td,msg ∈ {0, 1}l,T ⊆ [1, l]):
Rtn ⊥ if T * T

∨
(msg,T, σ, td) /∈ Q

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sanit(pk,msg,T, σ, td,msg,T). (σ, td)← Sig(pk, sk,msg,T).
Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

Definition 9. A TSS scheme ΣTSS is EUF-CMA, if ∀λ ∈ N, ∀l ∈ N, ∀A ∈
PPTAλ, ∃ε ∈ NGLλ s.t. AdvEUF-CMAΣTSS,A,l(λ) := Pr[1← ExptEUF-CMAΣTSS,A(1λ, l)] < ε.

Definition 10. Let Z ∈ {TRN, wPRV, UNL, INV, sPRV}. A scheme ΣTSS is statisti-
cally (resp. perfectly) Z, if ∀λ, l ∈ N, ∀A ∈ PA, ∃ε ∈ NGLλ s.t. AdvZΣTSS,A,l(λ) :=

|
∑1
b=0(−1)b Pr[1← ExptZΣTSS,A,b(1

λ, l)]| < ε (resp. AdvZΣTSS,A,l(λ) = 0).6

6 If we say a TSS scheme is Z secure, that means the scheme is statistically Z secure.
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ExptEUF-CMAΣTSS,A(1λ, l):

(pk, sk)← KGen(1λ, l). (σ∗,msg∗)← ASign,Sanitize,SanitizeTd(pk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sig(pk, sk,msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn σ.

−Sanitize(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if (msg,T, σ, ·) /∈ Q
∨
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

∃(msg,T, σ, td) ∈ Q for some td.

(σ, td)← Sanit(pk,msg,T, σ, td,msg,T). Q := Q
⋃
{(msg,T, σ, td)}. Rtn σ.

−SanitizeTd(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if (msg,T, σ, ·) /∈ Q
∨
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

∃(msg,T, σ, td) ∈ Q for some td.

(σ, td)← Sanit(pk,msg,T, σ, td,msg,T). Qtd := Qtd
⋃
{(msg,T, σ)}. Rtn (σ, td).

Rtn 0 if 0← Ver(σ∗,msg∗)
∨

(msg,T,σ)∈Qtd

∧
i∈[1,l] s.t. msg∗[i] 6=msg[i] i ∈ T.

Rtn 1 if
∧

(msg,T,σ,td)∈Qmsg 6= msg∗. Rtn 0.

ExptTRNΣTSS,A,b(1
λ, l): // b ∈ {0, 1}.

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASan/Sig(pk, sk), where

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l],msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if T * T
∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sig(pk, sk,msg,T). (σ, td)← Sanit(pk,msg,T, σ, td,msg,T).

(σ, td)← Sig(pk, sk,msg,T). Rtn (σ, td).

ExptwPRVΣTSS,A,b(1
λ, l): // b ∈ {0, 1}.

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASigSanLR(pk, sk), where

−SigSanLR(msg0,msg1 ∈ {0, 1}l,T ⊆ [1, l],msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if T * T
∨
β∈{0,1}

∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ T.

(σ, td)← Sig(pk, sk,msgb,T). (σ, td)← Sanit(pk,msgb,T, σ, td,msg,T). Rtn (σ, td).

ExptUNLΣTSS,A,b(1
λ, l): // b ∈ {0, 1}.

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASign,Sanitize,SanLR(pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sig(pk, sk,msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−Sanitize(msg ∈ {0, 1}l,T ⊆ [1, l], σ, td,msg ∈ {0, 1}l,T ⊆ T):

Rtn ⊥ if (msg,T, σ, td) /∈ Q
∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sanit(pk,msg,T, σ, td,msg,T). Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−SanLR(msg0 ∈ {0, 1}l,T0 ⊆ [1, l], σ0, td0,msg1 ∈ {0, 1}l,T1 ⊆ [1, l], σ1, td1,

msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if
∨
β∈{0,1}

[
T * Tβ

∨
(msgβ ,Tβ , σβ , tdβ) /∈ Q

∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ Tβ
]
.

(σ, td)← Sanit(pk,msgb,Tb, σb, tdb,msg,T). Rtn (σ, td).

ExptINVΣTSS,A,b(1
λ, l): // b ∈ {0, 1}.

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASigLR,SanLR(pk, sk), where

−SigLR(msg ∈ {0, 1}l,T0,T1 ⊆ [1, l]):
(σ, td)← Sig(pk, sk,msg,Tb). Q := Q

⋃
{(msg,T0,T1, σ, td)}. Rtn σ.

−SanLR(msg ∈ {0, 1}l,T0,T1 ⊆ [1, l], σ,msg ∈ {0, 1}l,T0,T1 ⊆ [1, l]):

Rtn ⊥ if
∨
β∈{0,1}

[
Tβ * Tβ

∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ Tβ
]∨

(msg,T0,T1, σ, ·) /∈ Q.

∃(msg,T0,T1, σ, td) ∈ Q for some td.

(σ, td)← Sanit(pk,msg,Tb, σ, td,msg,Tb). Q := Q
⋃
{(msg,T0,T1, σ, td)}. Rtn σ.

Fig. 2. Experiments for (weak) existential unforgeability, transparency, weak privacy,
unlinkability and invisibility w.r.t. a TSS scheme ΣTSS = {KGen, Sig, Sanit, Ver}.
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Theorem 4. For any TSS scheme, (1) TRN implies wPRV, (2) UNL implies wPRV,
(3) sPRV implies TRN, (4) sPRV implies UNL, and (5) TRN

∧
UNL implies sPRV. The

implications holds even if the security notions are perfect ones.

5.2 Difference from the Existing TSS Models [14,29]

They differ in how to generate a trapdoor associated with a signature. In the ex-
isting models, they are simultaneously generated by Sig. In the original model,
the trapdoor is generated from the signature by a trapdoor-generation algo-
rithm using the secret-key. Practical significance of the algorithm is limited. In
a situation where someone demands the trapdoor associated with a previously-
generated signature, the signer would (ignore the signature and) newly generate
a signature and its trapdoor on the same message and T.

Furthermore, our model differs in the following 3 respects. Firstly, Sanit is
fully-probabilistic. The property is necessary to achieve either of sPRV and UNL.
Note that the Sanit of the scheme in [14] is fully-deterministic, and the one
of the scheme in [29] is semi-probabilistic. Actually, their schemes can achieve
neither UNL nor sPRV. Secondly, both of a signature and its trapdoor can be re-
randomized. This is done by executing Sanit with (msg,T) = (msg,T). Thirdly,
the modifiable parts for a signature can be downsizable. This is done by running
Sanit with msg = msg and T ⊂ T. The original model assumes that the trap-
door and modifiable parts are permanently fixed.

5.3 Generic TSS Construction from DIBS

In this subsection, we propose a generic TSS construction from DIBS. We require
the underlying DIBS scheme to be key-invariant (KI). Informally, the property
means that each secret-key generated by Weaken or Down distributes identically
to fresh one generated by KGen and Weaken. Formally, we define it by Def. 11
using the following experiment.

ExptKIΣDIBS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). Rtn b← AReveal,Weaken,Down(mpk,msk), where

−Reveal(id ∈ {0, 1}l):
sk ← KGen(msk, id ∈ {0, 1}l). Q := Q

⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id ∈ {0, 1}l, J ⊆ [1, l], J′ ⊆ [1, l]):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ 6⊆ J.

sk′ ← Weaken(sk, id, J, J′). sk ← KGen(msk, id). sk′ ← Weaken(sk, id, I1(id), J′).
Q := Q

⋃
{(sk′, id, J)}. Rtn sk′.

−Down(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. sk′ ← Down(sk, id, J, id′).

sk ← KGen(msk, id′). sk′ ← Weaken(sk, id′, I1(id′), J \ I0(id′)).
Q := Q

⋃
{(sk′, id′, J \ I0(id′))}. Rtn sk′.

Definition 11. A DIBS scheme ΣDIBS is statistically (resp. perfectly) KI, if

∀λ, l,m ∈ N, ∀A ∈ PA, ∃ε ∈ NGLλ s.t. AdvKIΣDIBS,A,l,m(λ) := |
∑1
b=0(−1)b Pr[1←

ExptKIΣDIBS,A,b(1
λ, l,m)]| < ε (resp. AdvKIΣDIBS,A,l,m(λ) = 0).
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Theorem 5 is proven in Subsect. B.5.

Theorem 5. Our DAMAC-based DIBS ΩDIBS
DAMAC (in Fig. 1) is statistically KI.

The TSS construction DIBStoTSS (interchangeably ΩTSS
DIBS) with message-

length l uses a DIBS scheme with identity/message-length l. In general, a TSS
signature and its trapdoor are DIBS secret-keys. Specifically, a TSS signature
w.r.t. (msg ∈ {0, 1}l,T ⊆ {0, 1}l)7 is a DIBS secret-key w.r.t. (msg, ∅)8, and
its trapdoor is one w.r.t. (ΦT(msg),T). The function ΦT takes a message msg ∈
{0, 1}l then outputs msg′ ∈ {0, 1}l, where msg′ is identical to msg except that
for every i ∈ [1, l] s.t. i ∈ T ∧msg[i] = 0, msg′[i] becomes 1. In verification, we
verify whether the TSS signature is a correct the DIBS secret-key for the identity
msg. Specifically, we generate a signature on a random message for the identity
msg using the secret-key, then verifies it. In either of signing and sanitizing, we
firstly generate a TSS trapdoor (= a DIBS secret-key w.r.t. (ΦT(msg),T)), then
generate a TSS signature (= one w.r.t. (msg, ∅)) using the trapdoor. In signing,
we generate a TSS trapdoor (= one w.r.t. (ΦT(msg),T)) from the DIBS master
secret-key. In sanitizing, we generate a modified TSS trapdoor (= one w.r.t.
(ΦT(msg),T)) from the original TSS trapdoor. The TSS construction based on
ΣDIBS = {Setup′, KGen′, Weaken′, Down′, Sig′, Ver′} is described as follows.

KGen(1λ, l): (pk, sk) := (mpk,msk)← Setup′(1λ, l, l).
Sig(pk, sk,msg ∈ {0, 1}l,T ⊆ [1, l]):

msg′ ← ΦT(msg). sk
I1(msg′)
msg′ ← KGen′(msk,msg′).

td := skTmsg′ ← Weaken′(sk
I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅). Rtn (σ, td).

Sanit(pk,msg,T, σ, td,msg ∈ {0, 1}l,T ⊆ [1, l]):
msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
T\I0(msg′)
msg′ ← Down′(skTmsg′ ,msg

′,T,msg′).
td := skTmsg′ ← Weaken′(sk

T\I0(msg)
msg′ ,msg′,T \ I0(msg),T).

sk
T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅). Rtn (σ, td).

Ver(pk, σ,msg ∈ {0, 1}l):
σ as sk∅msg. m̂sg  {0, 1}l. σ̂ ← Sig′(sk∅msg,msg, ∅, m̂sg).
Rtn 1/0← Ver′(σ̂,msg, m̂sg).

KI of ΣDIBS implies sPRV of DIBStoTSS, which implies its TRN, wPRV and UNL

because of Theorem 4. A sanitized (or non-sanitized) signature σ w.r.t. (msg,T)
and its trapdoor are a DIBS secret-key w.r.t. (msg, ∅) and one w.r.t. (ΦT(msg),
T), respectively. Either one is generated from a DIBS secret-key using the Weaken

7 For msg ∈ {0, 1}l and T ⊆ [1, l], by a TSS signature w.r.t. (msg,T), we mean a TSS
signature on the message msg modifiable on T.

8 For id ∈ {0, 1}l and J ⊆ [1, l], by a DIBS secret-key w.r.t. (id, J), we mean a secret-
key for the identity id with the downgradability J.
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algorithm. The KI guarantees that they distribute identically to ones generated
directly from the master secret-key. Thus, a sanitized signature and its trapdoor
distribute identically to fresh ones generated from the signer’s TSS secret-key.

INV is also implied by the KI. A TSS signature (= a DIBS secret-key w.r.t.
(msg, ∅)) is generated from a trapdoor (= a DIBS secret-key w.r.t. (ΦT(msg),
T)). The KI guarantees the TSS signature distributes identically to fresh one
generated from the signer’s TSS secret-key. Thus, it does not include any infor-
mation about the modifiable parts T.

It can achieve perfect wPRV. For any msg0, msg1 and T queried to the oracle
SigSanLR, since it holds that ΦT(msg0) = ΦT(msg1), the sanitized signature
σ and its trapdoor td are generated from a DIBS secret-key w.r.t. (ΦT(msg0),
T) in either of the two wPRV experiments.

EUF-CMA of the TSS is reduced to EUF-CMA and KI of the DIBS. The reduction
is almost straightforward.

We obtain the following theorem. We rigorously prove it in Subsect. B.6.

Theorem 6. ΩTSS
DIBS is EUF-CMA if the underlying DIBS scheme ΣDIBS is EUF-CMA

and KI. ΩTSS
DIBS is sPRV and INV if ΣDIBS is KI. ΩTSS

DIBS is sPRV and INV if ΣDIBS

is KI. ΩTSS
DIBS is perfectly wPRV.

5.4 Equivalence between TSS and DIBS

TSS and DIBS are equivalent. We have shown that TSS can be (generically)
constructed from DIBS. We show that DIBS can be constructed from TSS.

We construct DIBS with identity-length l and message-length m from TSS
with message-length l + m. The first l bits (resp. the last m bits) of the TSS
message are used for the DIBS identity (resp. message). In general, a DIBS
secret-key w.r.t. (id ∈ {0, 1}l, J ⊆ I1(id)) is a TSS signature w.r.t. (id||1m,
J ∪ [l + 1, l + m]) and its trapdoor, and a DIBS signature on msg ∈ {0, 1}m
under id ∈ {0, 1}l is a TSS signature w.r.t. (id||msg, ∅) (and its trapdoor9).
The construction TSStoDIBS (interchangeably ΩDIBS

TSS ) based on a TSS scheme
ΣTSS = {KGen′, Sig′, Sanit′, Ver′} is formally described as follows.

Setup(1λ, l,m): Rtn (mpk,msk) := (pk, sk)← KGen′(1λ, l +m).

KGen(msk, id ∈ {0, 1}l): Rtn sk
I1(id)
id ← Sig′(pk, sk, id||1m, I1(id)

⋃
[l + 1, l +m]).

Weaken(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), J′ ⊆ I1(id)):

Rtn ⊥ if J′ * J. Parse skJid as (σ, td).

Rtn skJ
′

id := (σ, td)← Sanit′(pk, id||1m, J
⋃

[l+1, l+m], σ, td, id||1m, J′
⋃

[l+1, l+m]).

Down(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), id′ ∈ {0, 1}l):

Rtn ⊥ if id′ �J id. Parse skJid as (σ, td). J′ := J
⋃

[l + 1, l +m] \ I0(id′).

Rtn skJ
′

id′ := (σ, td)← Sanit′(pk, id||1m, J
⋃

[l + 1, l +m], σ, td, id′||1m, J′).
Sig(skJid, id ∈ {0, 1}

l, J ⊆ I1(id),msg ∈ {0, 1}m \ {1m}):
Parse skJid as (σ, td).
(σ, td)← Sanit′(pk, id||1m, J

⋃
[l + 1, l +m], σ, td, id||msg, ∅). Rtn σ.

Ver(σ, id ∈ {0, 1}l,msg ∈ {0, 1}m \ {1m}): Rtn 1/0← Ver′(pk, σ, id||msg).

9 The trapdoor is unnecessary since the TSS signature cannot be sanitized.
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EUF-CMA of the DIBS is tightly reduced to EUF-CMA of the underlying TSS.
The reduction is straightforward.

If the TSS satisfy both UNL and TRN, then the DIBS satisfy SP. Informally,
SP (under Def. 8) is a property guaranteeing that a signature σ w.r.t. (id′ �J id,
msg) generated from a secret-key sk w.r.t. (id, J) does not include any specific
info about the secret-key. Specifically, the secret-key sk generates a secret-key sk′

for id′ by Down, then sk′ generates the signature σ. In TSStoDIBS, sk, sk′ and
σ are a TSS signature on a message id||1l, id′||1l and id′||msg, respectively, and
sk (resp. sk′) generates sk′ (resp. σ) by Sanit′. UNL and TRN of TSS guarantee
that sk′ distributes identically to a flesh TSS signature on the same message
id′||1l generated by Sig′. Furthermore, TRN of TSS guarantees that σ distributes
identically to a flesh TSS signature on the same message id′||msg generated by
Sig′. Hence, σ does not include any information about sk.

We obtain the following theorem. We rigorously prove it in Subsect. B.7.

Theorem 7. ΩDIBS
TSS is EUF-CMA if the underlying TSS scheme ΣTSS is EUF-CMA.

ΩDIBS
TSS is SP if ΣTSS is UNL and TRN.

5.5 Security Analysis of Existing Generic TSS Constructions

We investigate whether existing generic TSS constructions, the IBCH-based one
[14] and the digital-signature-based one [29], are secure under our definitions.

The former one (TSSCLM) uses an IBCH and digital signature scheme. It
adopts (IB)CH-then-Sign approach. Signer’s secret-key consists of a master
secret-key MSK of the IBCH and a secret-key SK of the digital signature.
She signs a message msg = ||ni=1msgi ∈ ({0, 1}l)n with T ⊆ [1, n] as follows.
For every i ∈ T, she computes the hash hi of the sub-message msgi under iden-
tity msg and a randomness ri. Let m̂sgi := hi. For every i ∈ [1, n] \ T, simply
m̂sgi := msgi. Then, she computes the hash h of msg under identity msg and
a randomness r. Then, she generates a signature σ̂ on m̂sg1|| · · · ||m̂sgn||h using
SK. Finally, the signature consists of (σ̂, {hi, ri | i ∈ T}, h, r). Its trapdoor is
a secret-key for the identity msg generated from MSK. We have proven that
TSSCLM is not wPRV (implying that it is neither TRN, UNL nor sPRV because of
Theorem 4), and that it is not INV. The proofs can be seen in Sect. D.

The latter one (TSSYSL) is simple. Signer’s key-pair is (V K, SK) of the
signature scheme. To sign a message msg ∈ {0, 1}l for T ⊆ [1, l], the signer

generates a new key-pair ( ˆV K, ˆSK), then makes a message m̂sg := ||li=1m̂sgi,
where m̂sgi is set to a special symbol, e.g., ?, (if i ∈ T) or msgi (otherwise).
The signature consists of ( ˆV K, σ0, σ1), where σ0 is a signature on a message

ˆV K||m̂sg generated by SK, and σ1 is a signature on ˆV K||m̂sg||msg by ˆSK.
The trapdoor is ˆSK. We have proven that TSSYSL is perfectly TRN (implying
that it is perfectly wPRV), that it is not UNL (implying that it is not sPRV), and
that it is not INV. The proofs can be seen in Sect. D.

TSSOurs denotes the DIBS-based TSS construction in Subsect. 5.3, instanti-
ated by the DAMAC-based DIBS construction in Subsect. 4.2. TSSOurs is the
first one achieving UNL and/or INV (and sPRV). As a result, we obtain Table 2.
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Gene. Const. Building Blo. UNF(IMM) TRN wPRV UNL INV sPRV Assumptions

TSSCLM [14] IBCH, DS sEUF-CMA 7 7 7 7 7 CR (IBCH), sEUF-CMA (DS)

TSSYSL [29] DS EUF-CMA P P 7 7 7 EUF-CMA (DS)

TSSOurs DAMAC EUF-CMA S P S S S PR-CMA1 (DAMAC), MDDH

Table 2. Comparison among existing generic TSS constructions. 7 means that even
the statistical security cannot be achieved. P (resp. S) means perfect (resp. statistical).
CR means collision-resistance. sEUF-CMA means the strong existential unforgeability.

6 Equivalence among DIBS, TSS and DIBTSS

Downgradable identity-based TSS (DIBTSS) are DIBS, where each signature
can be sanitized using its trapdoor. Its syntax and security are formally defined
in Subsect. E.1. A DAMAC-based generic construction is described in Subsect.
E.2. Implication from DIBTSS to either of DIBS and TSS is obvious. We prove
implications from either of TSS and DIBS to DIBTSS in Subsections E.3, E.4.
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A Identity-Based Signatures (IBS) and Wildcarded IBS
(WIBS)

Syntax. IBS (resp. WIBS) consist of following 4 polynomial time algorithms: Let
l ∈ N denote length of an identity. Setup algorithm Setup takes 1λ, l and m
as input, then outputs mpk and msk. We write (mpk,msk) ← Setup(1λ, l,m).
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Key-generation algorithm KGen takes msk and an identity id ∈ {0, 1}l, then
outputs a skid for the identity. We write skid ← KGen(msk, id). Signing al-
gorithm Sig takes a skid, an identity id′ ∈ {0, 1}l (resp. a wildcarded iden-
tity id′ ∈ {0, 1, ∗}l), and a msg ∈ {0, 1}m, then outputs a signature σ. We
write σ ← Sig(skid, id

′,msg). Verifying algorithm Ver takes a signature σ, an
id′ ∈ {0, 1}l (resp. id′ ∈ {0, 1, ∗}l) and a msg ∈ {0, 1}m, then outputs 1/0. We
write 1/0← Ver(σ, id′,msg).

Every IBS or WIBS scheme is required to be correct under the following
definition.

Definition 12. An IBS scheme (resp. A WIBS scheme) is correct, if ∀λ, l,m ∈
N, ∀(mpk,msk)← Setup(1λ, l,m), ∀id ∈ {0, 1}l, ∀skid ← KGen(msk, id), ∀id′ ∈
{0, 1}l s.t. id′ = id, (resp. ∀id′ ∈ {0, 1, ∗}l s.t.

∧
i∈[1,l] s.t. id′[i] 6=∗ id[i] = id′[i],)

∀msg ∈ {0, 1}m, ∀σ ← Sig(skid, id
′,msg), 1← Ver(σ, id′,msg).

Existential Unforgeability for IBS and WIBS. We require an IBS or WIBS
scheme to be existentially unforgeable (EUF-CMA). For a probabilistic algo-
rithm A, the EUF-CMA experiment w.r.t. a WIBS scheme ExptEUF-CMAΣWIBS,A is de-

fined as in Fig. 3. Analogously, the experiment w.r.t. an IBS scheme ExptEUF-CMAΣIBS,A
is defined. The difference is that every identity queried to the signing oracle id
and the target identity wid∗ must be a non-wildcarded identity.

Definition 13. An IBS scheme ΣIBS (resp. A WIBE scheme ΣWIBS) is existen-
tially unforgeable, if ∀λ, l,m ∈ N, ∀A ∈ PPTAλ, ∃ε ∈ NGLλ s.t. AdvEUF-CMAΣIBS(resp. ΣWIBS),A,l,m(λ) :=

Pr[1← ExptEUF-CMAΣIBS(resp. ΣWIBS),A(1λ, l,m)] < ε.

Signer-Privacy for WIBS. We require a WIBS scheme to be signer-private. For
a probabilistic algorithm A, we consider two experiments described in Fig. 3.

Definition 14. A WIBS scheme ΣWIBS is statistically (resp. perfectly) signer
private, if for every λ, l,m ∈ N and every probabilistic algorithm A, there exist
polynomial time algorithms Σ′WIBS := {Setup′, KGen′, Sig′} and a negligible func-
tion ε ∈ NGLλ such that AdvSPΣWIBS,Σ′WIBS,A,l,m

(λ) := |Pr[1← ExptSPΣWIBS,A,0(1λ, l,m)]−
Pr[1← ExptSPΣWIBS,A,1(1λ, l,m))]| is less than ε (resp. equal to 0).

B Omitted Proofs

B.1 Proof of Theorem 1 (on PR-CMA1 of ΠDAMAC)

Let Expt0 (resp. Expt1) denote the pseudo-randomness experiment in Fig. ??
parameterized by b = 0 (resp. b = 1) w.r.t. our DAMAC scheme ΠDAMAC,
i.e., ExptPR-CMA1ΠDAMAC,A,0 (resp. ExptPR-CMA1ΠDAMAC,A,1). To prove the indistinguishability
between them, we introduce multiple experiments (Exptb.0.j ,Expt

′
b.0.j) where

b ∈ {0, 1} and j ∈ [0, qe], and (Exptb.1.j ,Expt
′
b.1.j), where b ∈ {0, 1} and

j ∈ [0, q′e]. Their formal definitions are described in Fig. 4. Note that, for each

25



ExptEUF-CMAΣWIBS,A(1λ, l,m):

(mpk,msk)← Setup(1λ, l,m).

(σ∗, wid∗ ∈ {0, 1, ∗}l,msg∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ {0, 1}l): sk ← KGen(msk, id). Qr := Qr
⋃
{id}. Rtn sk.

−Sign(id ∈ {0, 1}l, wid ∈ {0, 1, ∗}l,msg ∈ {0, 1}m):
Rtn ⊥ if

∨
i∈[1,l][id[i] 6= wid[i] =⇒ wid[i] 6= ∗].

σ ← Sig(KGen(msk, id), wid,msg). Qs := Qs
⋃
{(wid,msg, σ)}. Rtn σ.

Rtn 1 if 1← Ver(σ∗, wid∗,msg∗)
∧
id∈Qr

∧
i∈[1,l][id[i] 6= wid∗[i] =⇒ wid∗[i] = ∗]∧

(wid,msg,·)∈Qs(wid,msg) 6= (wid∗,msg∗). Rtn 0.

ExptSPΣWIBS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). (mpk,msk′)← Setup′(1λ, l,m).

Rtn b← AReveal,Sign(mpk,msk), where

−Reveal(id ∈ {0, 1}l): sk ← KGen(msk, id). sk ← KGen′(msk′, id).
Q := Q

⋃
{(sk, id)}. Rtn sk.

−Sign(sk, id ∈ {0, 1}l, wid ∈ {0, 1, ∗}l,msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id) /∈ Q

∨
i∈[1,l][id[i] 6= wid[i] =⇒ wid[i] 6= ∗].

σ ← Sig(sk, id, wid,msg). σ ← Sig′(msk′, wid,msg). Rtn σ.

Fig. 3. Experiments for EUF-CMA and signer-privacy w.r.t. a WIBS scheme ΣWIBS

b ∈ {0, 1}, Exptb (resp. Expt′b.0.qe) is identical to Expt′b.0.0 (resp. Expt′b.1.0).

Based on the definitions of the experiments and the triangle inequality, we
obtain

AdvPR-CMA1ΠDAMAC,A(λ) = |Pr [1← Expt0(par)]− Pr [1← Expt1(par)]|

≤
1∑
b=0

{|Pr [1← Exptb(par)]− Pr [1← Expt′b.0.0(par)]|

+

qe∑
j=1

∣∣Pr
[
1← Expt′b.0.j−1(par)

]
− Pr [1← Exptb.0.qe(par)]

∣∣
+

qe∑
j=1

∣∣Pr [1← Exptb.0.j(par)]− Pr
[
1← Expt′b.0.j(par)

]∣∣
+
∣∣Pr
[
1← Expt′b.0.qe(par)

]
− Pr [1← Expt′b.1.0(par)]

∣∣
+

q′e∑
j=1

∣∣Pr
[
1← Expt′b.1.j−1(par)

]
− Pr [1← Exptb.1.qe(par)]

∣∣
+

q′e∑
j=1

∣∣Pr [1← Exptb.1.j(par)]− Pr
[
1← Expt′b.1.j(par)

]∣∣
+
∣∣∣Pr
[
1← Expt′0.1.q′e(par)

]
− Pr

[
1← Expt′1.1.q′e(par)

]∣∣∣ .
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Exptb.0.j(par): // Expt′b.0.j Exptb.1.j(par): // Expt′b.1.j
skMAC := (B,x0, · · · ,xl, x), where B  Dk, xi ∈ Zk+1

p and x  Zp.
(msg∗ ∈ {0, 1}l, st)← AEval0,Eval1

0 (par):

−Eval0(msgι ∈ {0, 1}l, Jι ⊆ I1(msgι)):
//ι ∈ [1, qe]

If ι > j:

s  Zkp, t := Bs.

u := (xT
0 +

∑l
i=1msgι[i]x

T
i )t + x.

S  Zn
′×n′
p , T := BS.

w := (xT
0 +

∑l
i=1msgι[i]x

T
i )T .

For i ∈ Jι: di := xT
i t, ei := xT

i T .
If ι < j:

t  Zk+1
p , T  Z(k+1)×k

p .

u  Zp, w  Z1×k
p .

For i ∈ Jι: di  Zp, ei  Z1×k
p .

If ι = j:

t  Zk+1
p , T  Z(k+1)×k

p .

u := (xT
0 +

∑l
i=1msgι[i]x

T
i )t + x. u  Zp.

w := (xT
0 +

∑l
i=1msgι[i]x

T
i )T . w  Z1×k

p .

For i ∈ Jι: di := xT
i t, ei := xT

i T .

di  Zp, ei  Z1×k
p .

Rtn τ := ([t]2, [u]2, [T ]2, [w]2,
{[di]2, [ei]2 | i ∈ Jι}).

−Eval1(msgθ ∈ {0, 1}l): // θ ∈ [1, q′e]

s  Zkp, t := Bs.

u := (xT
0 +

∑l
i=1msgθ[i]x

T
i )t + x.

Rtn τ := ([t]2, [u]2).

−Eval0(msgι ∈ {0, 1}l, Jι ⊆ I1(msgι)):
// ι ∈ [1, qe]

t  Zk+1
p , T  Z(k+1)×k

p .

u  Zp, w  Z1×k
p .

For i ∈ Jι: di  Zp, ei  Z1×k
p .

Rtn τ := ([t]2, [u]2, [T ]2, [w]2,
{[di]2, [ei]2 | i ∈ Jι}).

−Eval1(msgθ ∈ {0, 1}l): //θ ∈ [1, q′e]
If θ > j:

s  Zkp, t := Bs.

u := (xT
0 +

∑l
i=1msgθ[i]x

T
i )t + x.

If θ < j: t  Zk+1
p , u  Zp.

If θ = j:

t  Zk+1
p .

u := (xT
0 +

∑l
i=1msgθ[i]x

T
i )t + x.

u  Zp.
Rtn τ := ([t]2, [u]2).

Abt if
∨qe
ι=1msgι �Jι msg

∗∨q′e
θ=1msgθ = msg∗.

h  Zp, h0 := (x0 +
∑l
i=1msg

∗[i]xi)h. If b = 0, h1 := xh. If b = 1, h1  Zp.
Rtn b′ ← A1(st, [h]1, [h0]1, [h1]1).

Fig. 4. 2(qe+q
′
e+2) experiments to prove PR-CMA1 ofΠDAMAC = {GenMAC, Tag, Weaken,

Down, Ver}: {Exptb.0.j ,Expt′b.0.j | b ∈ {0, 1}, j ∈ [0, qe]}, {Exptb.1.j ,Expt′b.1.j | b ∈
{0, 1}, j ∈ [0, q′e]}.
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We provide 7 lemmata, i.e., Lemmata 2, 3, 4, 5, 6, 7, 8, below, each of which is
accompanied by a proof, except for Lemmata 2, 5. Each of the two lemmata is
obviously true since (as we mentioned earlier) the two experiments (considered
in the lemma) are identical. By the 7 lemmata, we conclude that for every
A ∈ PPTAλ, there exist B ∈ PPTAλ such that AdvPR-CMA1ΠDAMAC,A(λ) ≤ 2{(k + 1)qe +

q′e}( 1
p + 1

pk+1 ) + 4qe
p−1 + 2(qe + q′e)Adv

Dk−MDDH
B,GBG,G2

(λ). ut

Lemma 2. ∀b ∈ {0, 1}, |Pr [1← Exptb(par)]− Pr [1← Expt′b.0.0(par)]| = 0.

Lemma 3. ∀b ∈ {0, 1}, ∀j ∈ [1, qe], ∃B1 ∈ PPTAλ, |Pr[1← Expt′b.0.j−1(par)]−
Pr[1← Exptb.0.j(par)]| ≤ AdvDk−MDDHB1,GBG,G2

(λ) + 1
p−1 .

Proof. B̂1 is a PPT algorithm attempting to break (Dk, k + 1)-MDDH as-
sumption w.r.t. GBG and G2 by using A as a subroutine. B̂1 behaves as de-
scribed in Fig. 5. Obviously, if V = BŴ (resp. V = Û), B̂1 perfectly simulates
Expt′b.0.j−1 (resp. Exptb.0.j) to A, and if (and only if) A acts in a way let-

ting the experiment return 1, B̂1 returns 1. Thus, Pr
[
1← Expt′b.0.j−1(par)

]
=

Pr
[
1← B̂1

(
gd, [B]2,

[
BŴ

]
2

)]
(resp. Pr [1← Exptb.0.j(par)] = Pr

[
1← B̂1

(
gd, [B]2,

[
Û
]
2

)]
)

holds. Hence, |Pr
[
1← Expt′b.0.j−1(par)

]
−Pr [1← Exptb.0.j(par)] | = Adv

(Dk,k+1)−MDDH
B̂1,GBG,G2

(λ).

By Lemma 1, ∀B̂1 ∈ PPTAλ, ∃B1 s.t. Adv
(Dk,k+1)−MDDH
B̂1,GBG,G2

(λ) ≤ AdvDk−MDDHB1,GBG,G2
(λ) +

1
p−1 . ut

Lemma 4. ∀b ∈ {0, 1}, ∀j ∈ [1, qe],
∣∣∣Pr [1← Exptb.0.j(par)]− Pr

[
1← Expt′b.0.j(par)

]∣∣∣ ≤
(k + 1)( 1

p + 1
pk+1 ) + 1

p−1 .

Proof. Let E1 denote the event where tT  Z1×(k+1)
p is not the zero vector.

Let E2 denote the event where any row vector in TT  Zk×(k+1)
p is not the

zero vector. Let E3 denote the event where tT  Z1×(k+1)
p is not in the span

of BT ∈ Zk×(k+1)
p (where B  Dk). Let E4 denote the event where any row

vector in TT  Zk×(k+1)
p is not in the span of BT ∈ Zk×(k+1)

p (where B  Dk).

Let E5 denote the event where tT  Z1×(k+1)
p and TT  Zk×(k+1)

p are linearly
independent. The proof proceeds under the assumption that all of the events have
occurred. Later we rigorously prove that the probability that at least one of the
events does not occur is negligibly small, which implies that the assumption is
reasonably valid.

Obviously,
∧
ι∈[1,qe]msg

∗ �Jι msgι implies that [∃î ∈ I0(msgι) s.t. msg∗ [̂i] =

1]
∨

[∃î ∈ I1(msgι) \ Jι s.t. msg∗ [̂i] = 0].
To make the proof simpler, we assume that the adversaryA knows x ∈ Zp and

{xi ∈ Zk+1
p | i ∈ [1, l]\{̂i}\I1(msgj)}. We parse I1(msgj) as {κ1, · · · , κn}, where

n := |I1(msgj)|. Note that some information about x0, xî, xκ1
, · · · , xκn are

leaked through the DAMAC ([t]2, [u]2, [T ]2, [w]2, {[di]2, [di]2 | i ∈ I1(msgι′)}) on
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B̂1(gd, [B]2, [V ]2): // gd = (p,G1,G2,GT , e, g1, g2)← GBG(1λ). B  Dk.

// V = AŴ or Û (where Ŵ  Zk×(k+1)
p , Û  Z(k+1)×(k+1)

p ).

For i ∈ [0, l], xi ∈ Zk+1
p . x  Zp.

(msg∗ ∈ {0, 1}l, st)← AEval0,Eval1
0 (par):

−Eval0(msgι ∈ {0, 1}l, Jι ⊆ I1(msgι)):
If ι > j:

s  Zkp, [t]2 := [Bs]2. [u]2 :=
[
(xT

0 +
∑l
i=1msgι[i]x

T
i )t + x

]
2
.

S  Zn
′×n′
p , [T ]2 := [BS]2.

[w]2 :=
[
(xT

0 +
∑l
i=1msgι[i]x

T
i )T

]
2
.

For i ∈ Jι, [di]2 :=
[
xT
i t
]
2

and [ei]2 :=
[
xT
i T
]
2
.

If ι < j:

t  Zk+1
p , T  Z(k+1)×k

p . u  Zp, w  Z1×k
p .

For i ∈ Jι, di  Zp and ei  Z1×k
p .

If ι = j:

For V ∈ Z(k+1)×(k+1)
p in [V ]2 ∈ G

(k+1)×(k+1),

parse V = (v|V ′), where v ∈ Zk+1
p and V ′ ∈ Z(k+1)×k

p .

[t]2 := [v]2, [T ]2 := [V ′]2. [u]2 :=
[
(xT

0 +
∑l
i=1msgι[i]x

T
i )t + x

]
2
.

[w]2 :=
[
(xT

0 +
∑l
i=1msgι[i]x

T
i )T

]
2
.

For i ∈ Jι, [di]2 :=
[
xT
i t
]
2

and [ei]2 :=
[
xT
i T
]
2
.

Rtn τ := ([t]2, [u]2, [T ]2, [w]2, {[di]2, [ei]2 | i ∈ Jι}).
−Eval1(msgθ ∈ {0, 1}l):

s  Zkp, [t]2 := [Bs]2. [u]2 :=
[
(xT

0 +
∑l
i=1msgθ[i]x

T
i )t + x

]
2
.

Rtn τ := ([t]2, [u]2).

Abt if
∨qe
ι=1msgι �Jι msg

∗∨q′e
θ=1msgθ = msg∗.

h  Zp, h0 := (x0 +
∑l
i=1msg

∗[i]xi)h. If b = 0, h1 := xh. If b = 1, h1  Zp.
Rtn b′ ← A1(st, [h]1, [h0]1, [h1]1).

Fig. 5. Simulator B̂1 introduced to prove Lemma 3
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the ι′(> j)-th query to Eval0 and the MAC ([t]2, [u]2) on every query to Eval1 in
the form of BTx0, BTxî, B

Txκ1
, · · · , BTxκn . Thus, A information-theoretically

obtains the following information.



k BTx0

2k BTxî
3k BTxκ1

(n+ 1)k
...

(n+ 2)k BTxκn
(n+ 3)k + 1 h0

(n+ 3)k + 2 u− x
(n+ 4)k + 2 wT

(n+ 4)k + 3 dκ1

(n+ 5)k + 3 dκ1

(2n+ 4)k + n+ 2
...

(2n+ 4)k + n+ 3 dκn
(2n+ 5)k + n+ 3 dκn

=



BT 0 0 · · · 0
0 BT 0 · · · 0
0 0 BT · · · 0

...
...

0 0 0 · · · BT

hIk+1 hIk+1 msg
∗[κ1]hIk+1 · · · msg∗[κn]hIk+1

tT 0 tT · · · tT

TT 0 TT · · · TT

0 0 tT · · · 0
0 0 TT · · · 0

...
...

0 0 0 · · · tT

0 0 0 · · · TT




x0

xî
xκ1

...
xκn

 =: M


x0

xî
xκ1

...
xκn

 ,

where the introduced matrix M is in Z{(2n+5)k+n+3}×{(k+1)(n+2)}
p .

We prove that, under the assumption that
∧5
i=1 Ei, every row vector which

is in from the {(n+ 3)k + 2}-th row to the {(2n+ 5)k + n+ 3}-th row in M is
linearly independent from every one of the other row vectors.

Firstly, we prove the linear independence of
(
tT 0 tT · · · tT

)
. Because of E1

∧
E3,

the vector tT is linearly independent of BT. Hence, the vector is linearly inde-
pendent of

(
BT 0 0 · · · 0

)
,
(
0 0 BT · · · 0

)
, · · · ,

(
0 0 0 · · · BT

)
. The vector is also

linearly independent of (
0 BT 0 · · · 0

)
(∵ E1

∧
rank(BT) = k.),(

hIk+1 hIk+1 msg
∗[κ1]hIk+1 · · · msg∗[κn]hIk+1

)
(∵ E1),(

TT 0 TT · · · TT
)

(∵ E5),(
0 0 tT · · · 0

)
(∵ E1),

...(
0 0 0 · · · tT

)
(∵ E1),(

0 0 TT · · · 0
)

(∵ E1

∧
E2),

...(
0 0 0 · · · TT

)
(∵ E1

∧
E2).

Secondly, we prove the linear independence of every row vector in the ma-
trix

(
TT 0 TT · · · TT

)
. Because of E2

∧
E4, every row vector in TT is linearly

independent of BT. Hence, every row vector in the matrix is linearly indepen-
dent of

(
BT 0 0 · · · 0

)
,
(
0 0 BT · · · 0

)
, · · · ,

(
0 0 0 · · · BT

)
. Every row vector in
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the matrix is also linearly independent of(
0 BT 0 · · · 0

)
(∵ E2

∧
rank(BT) = k.),(

hIk+1 hIk+1 msg
∗[κ1]hIk+1 · · · msg∗[κn]hIk+1

)
(∵ E2),(

tT 0 tT · · · tT
)

(∵ E5),(
0 0 tT · · · 0

)
(∵ E1

∧
E2),

...(
0 0 0 · · · tT

)
(∵ E1

∧
E2),(

0 0 TT · · · 0
)

(∵ E2),

...(
0 0 0 · · · TT

)
(∵ E2).

Analogously, we can prove the linear independence of every row vector which
is in from the {(n+ 4)k + 3}-th row to the {(2n+ 5)k + n+ 3}-th row in M .

Lastly, we prove the probability that at least one of {E1, · · · ,E5} does not
occur is negligibly small as follows. Since Pr[¬E1] = 1/pk+1, Pr[¬E2] ≤ k/pk+1,
Pr[¬E3] = 1/p, Pr[¬E4] ≤ k/p and Pr[¬E5] ≤ 1/(p− 1) because of Corollary 1,

Pr[
∨5
i=1 ¬Ei] ≤

∑5
i=1 Pr[¬Ei] ≤ 1

pk+1 + k
pk+1 + 1

p + k
p + 1

p−1 .

In conclusion, |Pr[1 ← Exptb.0.j(par)] − Pr[1 ← Expt′b.0.j(par)]| ≤ (k +

1)( 1
p + 1

pk+1 ) + 1
p−1 . ut

Lemma 5. ∀b ∈ {0, 1},
∣∣∣Pr
[
1← Expt′b.0.qe(par)

]
− Pr [1← Expt′b.1.0(par)]

∣∣∣ =

0.

Lemma 6. ∀b ∈ {0, 1}, ∀j ∈ [1, q′e], ∃B2 ∈ PPTAλ, |Pr[1← Expt′b.1.j−1(par)]−
Pr[1← Exptb.1.j(par)]| = AdvDk−MDDHB2,GBG,G2

(λ).

Proof. B2 is a PPT algorithm attempting to break Dk-MDDH assumption w.r.t.
GBG and G2 by using A as a subroutine. B2 behaves as described in Fig. 6.
Obviously, if v = Bŵ (resp. v = û), B2 perfectly simulates Expt′b.1.j−1 (resp.
Exptb.1.j) toA, and if (and only if)A acts in a way letting the experiment return

1, B2 returns 1. Thus, Pr
[
1← Expt′b.1.j−1(par)

]
= Pr [1← B2 (gd, [B]2, [Bŵ]2)]

(resp. Pr [1← Exptb.1.j(par)] = Pr [1← B2 (gd, [B]2, [û]2)]) holds. ut

Lemma 7. ∀b ∈ {0, 1}, ∀j ∈ [1, q′e],
∣∣∣Pr [1← Exptb.1.j(par)]− Pr

[
1← Expt′b.1.j(par)

]∣∣∣ ≤
1/p+ 1/pk+1.

Proof. Let E1 denote the event where tT  Z1×(k+1)
p is not the zero vector. Let

E2 denote the event where tT  Z1×(k+1)
p is not in the span of BT ∈ Zk×(k+1)

p

(where B  Dk). The proof proceeds under the assumption that both of the
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B2(gd, [B]2, [v]2): // gd = (p,G1,G2,GT , e, g1, g2)← GBG(1λ). B  Dk.

// v = Aŵ or û (where ŵ  Zkp, û  Zkp).

skMAC := (B,x0, · · · ,xl, x), where xi ∈ Zk+1
p and x  Zp.

(msg∗ ∈ {0, 1}l, st)← AEval0,Eval1
0 (par):

−Eval0(msgι ∈ {0, 1}l, Jι ⊆ I1(msgι)):

t  Zk+1
p , T  Z(k+1)×k

p . u  Zp, w  Z1×k
p . For i ∈ Jι: di  Zp, ei  Z1×k

p .
Rtn τ := ([t]2, [u]2, [T ]2, [w]2, {[di]2, [ei]2 | i ∈ Jι}).

−Eval1(msgθ ∈ {0, 1}l):
If θ > j: s  Zkp, [t]2 := [Bs]2. [u]2 :=

[
(xT

0 +
∑l
i=1msgθ[i]x

T
i )t + x

]
2
.

If θ < j: t  Zk+1
p , u  Zp.

If θ = j: [t]2 := [v]2. [u]2 :=
[
(xT

0 +
∑l
i=1msgθ[i]x

T
i )t + x

]
2
.

Rtn τ := ([t]2, [u]2).

Abt if
∨qe
ι=1msgι �Jι msg

∗∨q′e
θ=1msgθ = msg∗.

h  Zp, h0 := (x0 +
∑l
i=1msg

∗[i]xi)h. If b = 0, h1 := xh. If b = 1, h1  Zp.
Rtn b′ ← A1(st, [h]1, [h0]1, [h1]1).

Fig. 6. Simulator B2 introduced to prove Lemma 6

events have occurred. Later we will prove that the probability that at least one
of the two events does not occur is negligibly small, which implies that the
assumption is reasonably valid.

Obviously,
∧
θ∈[1,q′e]

msgθ 6= msg∗ implies that ∃î ∈ [1, l] s.t. msgθ [̂i] 6=
msg∗ [̂i]. To make the proof simpler, we assume that the adversary A knows
x ∈ Zp and {xi ∈ Zk+1

p | i ∈ [1, l] \ {̂i}}. Note that some information about

x0 ∈ Zk+1
p and xî ∈ Zk+1

p are leaked through the MAC ([t]2, [u]2) on the

θ′(> j)-th query to Eval1 in the form of BTx0 and BTxî. Thus, A information-
theoretically obtains the following information.

BTx0

BTxî
h0

u− x

 =


BT 0
0 BT

msg∗[κ1]hIk+1 msg
∗[κ1]hIk+1

tT msgθ [̂i] · tT

(x0

xî

)

Since we have assumed that E1

∧
E2, the vector tT is linearly independent of

BT. Thus, the row vector
(
tT msgθ [̂i] · tT

)
∈ Z1×{2(k+1)}

p is linearly indepen-

dent of both of
(
BT 0

)
∈ Z1×{2(k+1)}

p and
(
0 BT

)
∈ Z1×{2(k+1)}

p . If msgθ [̂i] =

0
∧
msg∗ [̂i] = 1, because of E1, the row vector

(
tT 0

)
∈ Z1×{2(k+1)}

p is (lin-

early) independent of
(
msg∗[κ1]hIk+1 msg

∗[κ1]hIk+1

)
∈ Z1×{2(k+1)}

p . Likewise,

if msgθ [̂i] = 1
∧
msg∗ [̂i] = 1, because of E1,

(
tT tT

)
∈ Z1×{2(k+1)}

p is (linearly)

independent of
(
msg∗[κ1]hIk+1 0

)
∈ Z1×{2(k+1)}

p .
Lastly, we prove the probability that at least one of E1 and E2 does not

occur is negligibly small as follows. Pr[¬E1

∨
¬E2] ≤ Pr[¬E1] + Pr[¬E2] =

1/p+ 1/pk+1.
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In conclusion, ‖Pr[1 ← Exptb.1.j(par)] − Pr[1 ← Expt′b.1.j(par)]| ≤ 1/p +

1/pk+1. ut

Lemma 8.
∣∣∣Pr
[
1← Expt′0.1.q′e(par)

]
− Pr

[
1← Expt′1.1.q′e(par)

]∣∣∣ = 0.

Proof. In Expt0.1.q′e , x ∈ Zp is used only once to compute h1 := xh ∈ Zp.
Hence, h1 is uniformly at random in Zp because of the uniform randomness of
x  Zp. ut

B.2 Proof of Theorem 2 (on the Security of DAMACtoDIBS)

The theorem consists of the following three thereoms, namely Theorem 8, The-
orem 9 and Theorem 10.

Theorem 8. ΩDIBS
DAMAC is correct.

Proof. If we say that a secret-key skJid = ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2,
[di]2, [ei]2, [Ei]2 | i ∈ J ∪ [l + 1, l + m]}) w.r.t. (id ∈ {0, 1}l, J ⊆ [1, l]) is correct
(under an honestly-generated (mpk,msk)) if it satisfies that

t ∈ Znp , T ∈ Zn×n′p ,

u =
∑l+m
i=0 fi(id||1m)xT

i t+ x, u =
∑l+m
i=0 fi(id||1m)Y T

i t+ yT,

w =
∑l+m
i=0 fi(id||1m)xT

i T, W =
∑l+m
i=0 fi(id||1m)Y T

i T,

(For i ∈ J
⋃

[l + 1, l +m] :) di = hi(id||1m)xT
i t, di = hi(id||1m)Y T

i t,

ei = hi(id||1m)xT
i T, Ei = hi(id||1m)Y T

i T.

(2)
The theorem is proven by the following 5 lemmata. ut

Lemma 9. For any λ, l,m ∈ N, any (mpk,msk) ← Setup(1λ, l,m), any id ∈
{0, 1}l, skI1(id)id ← KGen(msk, id) is correct.

Proof. Obviously true from the definition of the KGen algorithm. ut

Lemma 10. Assume that skJid w.r.t. id ∈ {0, 1}l and J ⊆ I1(id) is correct.

(skJid)
′ ← KRnd(skJid, id, J) is correct.

Proof. We parse skJid as ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 |
i ∈ J ∪ [l + 1, l +m]}). It satisfies (2).

We parse (skJid)
′ as ([t′]2, [u

′]2, [u
′]2, [T

′]2, [w
′]2, [W

′]2, {[d′i]2, [d′i]2, [e′i]2, [E′i]2 |
i ∈ J ∪ [l + 1, l +m]}). It is generated as follows.

– S′  Zn′×n′p .
– [T ′]2 := [TS′]2.

– [w′]2 := [wS′]2 = [
∑l+m
i=0 fi(id||1m)xT

i TS
′]
2
.

– [W ′]2 := [WS′]2 = [
∑l+m
i=0 fi(id||1m)Y T

i TS
′]
2
.
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– s′  Zn′p .
– [t′]2 := [t+ T ′s′]2 = [t+ TS′s′]2.

– [u′]2 := [u+w′s′]2 = [
∑l+m
i=0 fi(id||1m)xT

i (t+ TS′s′) + x]
2
.

– [u′]2 := [u+W ′s′]2 = [
∑l+m
i=0 fi(id||1m)Y T

i (t+ TS′s′) + yT]
2
.

– For i ∈ J
⋃

[l + 1, l +m]:
• [e′i]2 := [eiS

′]2 = [hi(id||1m)xT
i TS

′]2.
• [E′i]2 := [EiS

′]2 = [hi(id||1m)Y T
i TS

′]2.
• [d′i]2 := [di + e′is

′]2 = [hi(id||1m)xT
i (t+ TS′s′)]2.

• [d′i]2 := [di + E′is
′]2 = [hi(id||1m)Y T

i (t+ TS′s′)]2.

It satisfies (2). Thus, it is correct. ut

Lemma 11. Assume that skJid w.r.t. id ∈ {0, 1}l and J ⊆ I1(id) is correct. For

any J′ ⊆ J, skJ
′

id ← Weaken(skJid, id, J, J′) is correct.

Proof. The algorithm Weaken firstly re-randomizes skJid to get (skJid)
′. Because

of Lemma 10, (skJid)
′ satisfies (2). Weaken secondly generates skJ

′

id from (skJid)
′.

It is obvious that if (skJid)
′ satisfies (2), then skJ

′

id also satisfies it. ut

Lemma 12. Assume that skJid w.r.t. id ∈ {0, 1}l and J ⊆ I1(id) is correct. For

any id′ �J id, sk
J\I0(id′)
id ← Down(skJid, id, J, id

′) is correct.

Proof. The algorithm Down firstly re-randomizes skJid to get (skJid)
′. Because of

Lemma 10, (skJid)
′ satisfies (2). Down secondly generates sk

J\I0(id′)
id′ from (skJid)

′.

It is obvious that if (skJid)
′ satisfies (2), then sk

J\I0(id′)
id′ also satisfies it. ut

Lemma 13. Assume that skJid w.r.t. id ∈ {0, 1}l and J ⊆ I1(id) is correct. For

any msg ∈ {0, 1}m, any σ ← Sig(skJid, id, J,msg), it holds that 1 ← Ver(σ, id,
msg).

Proof. The algorithm Sig firstly re-randomizes skJid to get (skJid)
′. Because of

Lemma 10, (skJid)
′ satisfies (2). We parse (skJid)

′ as ([t′]2, [u
′]2, [u

′]2, [T
′]2, [w

′]2,
[W ′]2, {[d′i]2, [d′i]2, [e′i]2, [E′i]2 | i ∈ J∪[l+1, l+m]}). We generate a signature σ :=

([t′]2, [u
′′]2, [u

′′]2), where [u′′]2 := [u′ −
∑
i∈I0(1l||msg) d

′
i]2

= [
∑l+m
i=0 fi(id||1m)xT

i t
′ + x]

2

and [u′′]2 := [u′ −
∑
i∈I0(1l||msg) d

′
i]2

= [
∑l+m
i=0 fi(id||1m)Y T

i t
′ + yT]

2
.

Ver verifies the signature as follows.
Ver firstly choose r  Zkp. Then, Ver computes the following variables.

[v0]1 := [Ar]1, [v]1 := [zr]1, [v1]1 :=

[
l+m∑
i=0

fi(id||msg)Zir

]
1

.

Ver outputs 1 if the following condition holds.

e ([v]1, [1]2) = e

(
[v0]1,

[
u′′

u′′

]
2

)
· e ([v1]1, [t

′]2)
−1

(3)
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The following three equations hold.

v = zr = rTzT = rT ((y | x)A)
T

= rTAT (y | x)
T

= rT
(
ĀT | AT

)(yT

x

)
= rT

(
ĀTyT +ATx

)
(4)

v0

(
u′′

u′′

)
= rTAT

(
u′′

u′′

)
= rT

(
ĀT | AT

)(u′′
u′′

)
= rT

(
ĀTu′′ +ATu′′

)
(5)

vT1 t
′ =

(
l+m∑
i=0

fi(id||msg)Zir

)T

t′ = rT
l+m∑
i=0

fi(id||msg)ZT
i t
′

= rT
l+m∑
i=0

fi(id||msg) {(Yi | xi)A}T t′

= rT
l+m∑
i=0

fi(id||msg)
(
YiĀ+ xiA

)T
t′

= rT
l+m∑
i=0

fi(id||msg)
(
ĀTY T

i +ATxT
i

)
t′

= rT

{
ĀT

(
l+m∑
i=0

fi(id||msg)Y T
i t
′

)
+AT

(
l+m∑
i=0

fi(id||msg)xT
i t
′

)}
= rT

{
ĀT
(
u′′ − yT

)
+AT (u′′ − x)

}
(6)

From (4), the left side of (3) is
[
rT
(
ĀTyT +ATx

)]
T

. From (5) and (6), the right
side of (3) is[
rT
(
ĀTu′′ +ATu′′

)
− rT

{
ĀT
(
u′′ − yT

)
+AT (u′′ − x)

}]
T

=
[
rT
(
ĀTyT +ATx

)]
T
.

Thus, the equation (3) holds. ut

Theorem 9. ΩDIBS
DAMAC is EUF-CMA if the Dk-MDDH assumption on G1 holds

(under Def. 2) and the underlying ΣDAMAC is PR-CMA1 (under Def. 6). For-
mally, ∀A ∈ PPTAλ, ∃B1,B2 ∈ PPTAλ s.t. AdvEUF-CMA

ΩDIBS
DAMAC,A

(λ) ≤ AdvDk−MDDHB1,GBG,G1
(λ)+

AdvPR-CMA1ΣDAMAC,B2
(λ) + 1/p.

Proof. For the proof, we introduce 7 experiments. Their formal definitions are
described in Fig. 7. The first one Expt0 is identical to the standard experiment
for the DIBS scheme, i.e., ExptEUF-CMA

ΩDIBS
DAMAC,A

. The other ones are associated with

different types of rectangles, i.e., abc,
�� ��abc, abc , abc, abc and abc. For every

i ∈ [1, 6], the experiment Expti is identical to the previous experiment Expti−1
except for each command surrounded by the rectangle with whom the experi-
ment Expti is associated. In Expti, all such commands are recognized. On the
other hand, in Expti−1, they are ignored. We obtain AdvEUF-CMA

ΩDIBS
DAMAC,A

(λ) = Pr[1←
Expt0(1λ, l,m)] ≤

∑6
i=1 |Pr[1← Expti−1(1λ, l,m)]−Pr[1← Expti(1

λ, l,m)]|+
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Pr[1← Expt6(1λ, l,m)], where the first transformation is simply because of the
definition of Expt0, and the second transformation is because of the triangle in-
equality. By the inequality and seven lemmata given below with proofs, i.e., Lem-
mata 14-20, we conclude that for every A ∈ PPTAλ, there exist B1 ∈ PPTAλ and

B2 ∈ PPTAλ s.t. AdvEUF-CMA
ΩDIBS

DAMAC,A
(λ) ≤ Adv

Dk−MDDH(G1)
B1

(λ) +AdvPR-CMA1ΣDAMAC,B2
(λ) + 1/p.

ut

Lemma 14.
∣∣Pr
[
1← Expt0(1λ, l,m)

]
− Pr

[
1← Expt1(1λ, l,m)

]∣∣ = 0.

Proof. In Expt0, each element in a returned signature σ = ([t′]2, [u
′′]2, [u

′′]2) is

described as follows: t′ = t+TS′s′ = B(s+SS′s′), u′′ =
∑l+m
i=0 fi(id||msg)xT

i t
′+

x and u′′ =
∑l+m
i=0 fi(id||msg)Y T

i t
′ + yT, where s, s′  Zn′p and S, S′  Zn′×n′p .

On the other hand, in Expt1, each element in a returned signature σ =
([t′]2, [u

′′]2, [u
′′]2) is described as follows: t′ = Bs, u′′ =

∑l+m
i=0 fi(id||msg)xT

i t
′+

x and u′′ =
∑l+m
i=0 fi(id||msg)Y T

i t
′ + yT, where s  Zp.

Obviously, t′ in Expt0 distributes identically to Bŝ for ŝ  Zn′p , because of

the uniform randomness of s  Zn′p . Thus, t′ in Expt0 distributes identically
to t′ in Expt1, which implies that the signature in Expt0 distribute identically
to one in Expt1. ut

Lemma 15.
∣∣Pr
[
1← Expt1(1λ, l,m)

]
− Pr

[
1← Expt2(1λ, l,m)

]∣∣ = 0.

Proof. In Expt1, since z = (y|x)A and v0 = Ar, we obtain zr = {(y|x)A}r =
(y|x)v0. Since, for every i ∈ [0, l + m], Zi = (Yi|xi)A, and v0 = Ar, we

obtain v1 = (
∑l+m
i=0 fi(id

∗||msg∗)Zi)r = {
∑l+m
i=0 fi(id

∗||msg∗)(Yi|xi)A}r =∑l+m
i=0 fi(id

∗||msg∗)(Yi|xi)v0. ut

Lemma 16. ∃B1 ∈ PPTAλ,
∣∣Pr
[
1← Expt2(1λ, l,m)

]
− Pr

[
1← Expt3(1λ, l,m)

]∣∣ =

AdvDk−MDDHB1,GBG,G1
(λ).

Proof. B1 is a PPT algorithm attempting to break Dk-MDDH assumption w.r.t.
GBG and G1 by using A as a black-box. B1 behaves as follows.

B1(gd = (p,G1,G2,GT , e, g1, g2), [A]1, [v]1): //gd← GBG(1λ). A  Dk.
// v = Ar or u (where r  Zkp, u  Zk+1

p ).
skMAC = (B,x0, · · · ,xl+m, x)← GenMAC(par).
For i ∈ [0, l +m], Yi  Zn×kp and [Zi]1 := [(Yi | xi)A]2.
y  Z1×k

p , [z]2 := [(y | x)A]1. mpk := ([A]1,
{

[Zi]1 | i ∈ [0, l +m]
}
, [z]1).

msk := (skMAC, {Yi | i ∈ [0, l +m]},y).
(σ∗, id∗ ∈ {0, 1}l,msg∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ {0, 1}l, J ⊆ I1(id)),Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m):
B correctly replies by using msk.

Parse σ∗ as ([t∗]2, [u
∗]2, [u

∗]2).

[v0]1 := [v]1. [v]1 := [(y | x)v0]1. [v1]1 :=
[∑l+m

i=0 fi(id
∗||msg∗) (Yi | xi)v0

]
1
.
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Expt0(1λ, l,m)(:= ExptEUF-CMA
ΩDIBS

DAMAC,A
(1λ, l,m)): // Expt1 ,

�� ��Expt2 , Expt3 , Expt4 , Expt5 ,

// Expt6 .
A  Dk. skMAC = (B,x0, · · · ,xl+m, x)← GenMAC(par).

For i ∈ [0, l +m]: Yi  Zn×kp , Zi := (Yi | xi)A. Zi  Zn×kp .

y  Z1×k
p , z := (y | x)A. z  Z1×k

p . mpk := ([A]1,
{

[Zi]1 | i ∈ [0, l +m]
}
, [z]1).

(σ∗, id∗ ∈ {0, 1}l,msg∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ {0, 1}l, J ⊆ I1(id)):
([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)})← Tag(skMAC, id||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id||1m)xT

i t + x and di := hi(id||1m)xT
i t.

u :=
∑l+m
i=0 fi(id||1m)Y T

i t + yT. uT := {tT
∑l+m
i=0 fi(id||1m)Zi + z − uA}Ā−1.

S  Zn
′×n′
p , T := BS. w :=

∑l+m
i=0 fi(id||1m)xT

i T .

W :=
∑l+m
i=0 fi(id||1m)Y T

i T. W := (Ā−1)T{
∑l+m
i=0 fi(id||1m)ZT

i T −ATw}.
For i ∈ J

⋃
[l + 1, l +m]:

di := hi(id||1m)Y T
i t. dT

i := (hi(id||1m)tTZi − diA)Ā−1.

ei := hi(id||1m)xT
i T , Ei := hi(id||1m)Y T

i T . Ei := Ā−1(hi(id||1m)ZT
i T −ATei).

Qr := Qr
⋃
{(id, J)}.

Rtn sk := ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ J
⋃

[l + 1, l +m]}).
−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m):

([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)})← Tag(skMAC, id||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id||1m)xT

i t + x and di := hi(id||1m)xT
i t.

u :=
∑l+m
i=0 fi(id||1m)Y T

i t + yT.

S  Zn
′×n′
p , T := BS. w :=

∑l+m
i=0 fi(id||1m)xT

i T . W :=
∑l+m
i=0 fi(id||1m)Y T

i T

For i ∈ I1(id||1m): di := hi(id||1m)Y T
i t, ei := hi(id||1m)xT

i T , Ei := hi(id||1m)Y T
i T .

s′  Zn
′
p , S′  Zn

′×n′
p . [T ′]2 := [TS′]2, [w′]2 := [wS′]2, [W ′]2 := [WS′]2,

[t′]2 := [t + T ′s′]2, [u′]2 := [u+ w′s′]2, [u′]2 := [u +W ′s′]2.

For i ∈ J
⋃l+m
j=l+1{j}:

[e′i]2 := [eiS
′]2, [E′i]2 := [EiS

′]2, [d′i]2 := [di + e′is
′]2, [d′i]2 := [di + E′is

′]2.

[u′′]2 :=
[
u′ −

∑
i∈I0(1l||msg) d

′
i

]
2
. [u′′]2 :=

[
u′ −

∑
i∈I0(1l||msg) d

′
i

]
2
.

([t′]2, [u
′′]2,⊥)← Tag(skMAC, id||msg), where s  Zn

′
p , t′ := Bs and

aaau′′ :=
∑l+m
i=0 fi(id||msg)xT

i t
′ + x. u′′ :=

∑l+m
i=0 fi(id||msg)Y T

i t′ + yT.

(u′′)
T := {(t′)T

∑l+m
i=0 fi(id||msg)Zi + z − u′′A}Ā−1.

Qs := Qs
⋃
{(id,msg, σ)}. Rtn σ := ([t′]2, [u

′′]2, [u
′′]2).

Parse σ∗ as ([t∗]2, [u
∗]2, [u

∗]2).

r  Zkp. v0 := Ar. v0  Zk+1
p . h  Zp, v̄0  Zkp, v0 := h+AĀ−1v̄0.

v := zr.
�� ��v := (y | x)v0. v := zĀ−1v̄0 + xh. v  Zp .

v1 := (
∑l+m
i=0 fi(id

∗||msg∗)Zi)r.
�� ��v1 :=

∑l+m
i=0 fi(id

∗||msg∗) (Yi | xi)v0.

v1 :=
∑l+m
i=0 fi(id

∗||msg∗)(ZiĀ−1v̄0 + xih).

If


e
(
[v]1, [1]2

)
= e

(
[v0]1,

[
u∗

u∗

]
2

)
· e
(
[v1]1, [t

∗]2
)−1

∧
(id,J)∈Qr

id∗ �J id
∧

(id,msg,·)∈Qs

(id,msg) 6= (id∗,msg∗)

, then Rtn 1.

Else, then Rtn 0.

Fig. 7. Seven experiments introduced to prove EUF-CMA of ΩDIBS
DAMAC
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If


e
(
[v]1, [1]2

)
= e

(
[v0]1,

[
u∗

u∗

]
2

)
· e
(
[v1]1, [t

∗]2
)−1

∧
(id,J)∈Qr

id∗ �J id
∧

(id,msg,·)∈Qs

(id,msg) 6= (id∗,msg∗)

, Rtn 1.

Else, Rtn 0.

Obviously, if v = Ar (resp. v = u), B1 perfectly simulates Expt2 (resp.
Expt3) to A, and if (and only if) A makes the experiment return 1, B1 re-
turns 1. Thus, Pr

[
1← Expt2(1λ, l,m)

]
= Pr [1← B1 (gd, [A]1, [Ar]1)] (resp.

Pr
[
1← Expt3(1λ, l,m)

]
= Pr [1← B1 (gd, [A]1, [u]1)]) holds. ut

Lemma 17.
∣∣Pr
[
1← Expt3(1λ, l,m)

]
− Pr

[
1← Expt4(1λ, l,m)

]∣∣ = 0.

Proof. There are 8 variables surrounded by a dashed rectangle, i.e., 4 variables
u, W , di and Ei on Reveal, 1 variable u′′ on Sign, and 3 variables v0, v and
v1. Each variable in Expt4 is information-theoretically equivalent to the one in
Expt3. For the 6 variables other than u′′ and v0, it holds that

uT = tT
l+m∑
i=0

fi(id||1m)Yi + y (∵ u =

l+m∑
i=0

fi(id||1m)Y T
i t+ yT)

= tT
l+m∑
i=0

fi(id||1m)(Zi − xiA)Ā−1 + (z − xA)Ā−1 (∵ Zi = YiĀ+ xiA, z = yĀ+ xA)

=

[
tT

l+m∑
i=0

fi(id||1m)Zi + z −

{
tT

l+m∑
i=0

fi(id||1m)xi + x

}
A

]
Ā−1

=

{
tT

l+m∑
i=0

fi(id||1m)Zi + z − uA

}
Ā−1 (∵ u =

l+m∑
i=0

fi(id||1m)xT
i t+ x),

W =

l+m∑
i=0

fi(id||1m)Y T
i T = (Ā−1)

T
l+m∑
i=0

(id||1m)(ZT
i −ATxT

i )T (∵ Zi = YiĀ+ xiA)

= (Ā−1)
T

(
l+m∑
i=0

(id||1m)ZT
i T −ATw

)
(∵ w =

l+m∑
i=0

fi(id||1m)xT
i T ),

dTi = hi(id||1m)tTYi (∵ di = hi(id||1m)Y T
i t)

= hi(id||1m)tT(Zi − xiA)Ā−1 =
(
hi(id||1m)tTZi − diA

)
Ā−1 (∵ di = hi(id||1m)tTxi),

Ei = hi(id||1m)Y T
i T = hi(id||1m)(Ā−1)

T
(ZT

i −ATxT
i )T

= (Ā−1)
T (
hi(id||1m)ZT

i T −ATei
)

(∵ ei = hi(id||1m)xT
i T ),

v = (y|x)v0 = yv̄0 + xv0 = (z − xA)Ā−1v̄0 + x(h+AĀ−1v̄0)

(∵ z = yĀ+ xA, v0 = h+AĀ−1v̄0)

= zĀ−1v̄0 + xh,

v1 =

l+m∑
i=0

fi(id
∗||msg∗)(Yi|xi)v0 =

l+m∑
i=0

fi(id
∗||msg∗)(Yiv̄0 + xiv0)
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=

l+m∑
i=0

fi(id
∗||msg∗)

{
(Zi − xiA)Ā−1v̄0 + xi(h+AĀ−1v̄0)

}
(∵ Zi = YiĀ+ xiA)

=

l+m∑
i=0

fi(id
∗||msg∗)(ZiĀ−1v̄0 + xih).

Based on the same argument as uT on Reveal, (u′′)
T

on Sign is shown to be
(information-theoretically) equivalent to the one in Expt3. Lastly, v0 ∈ Zp in
Expt4 distributes uniformly at random in Zp, because of the uniform random-
ness of h  Zp, which implies that v ∈ Zk+1

p distributes uniformly at random

in Zk+1
p because of v̄0  Zkp. ut

Lemma 18.
∣∣Pr
[
1← Expt4(1λ, l,m)

]
− Pr

[
1← Expt5(1λ, l,m)

]∣∣ = 0.

Proof. The variables ({Zi | i ∈ [0, l + m]}, z) in Expt4 are described as Zi =
(Yi|x)A = YiĀ + xA and z = (y|x)A = yĀ + xA, respectively. We remind
us that we have assumed (without loss of generality) that the square matrix

composed of the first k rows of A ∈ Z(k+1)×k
p , i.e., Ā ∈ Zk×kp , has full rank

k. Hence, yĀ distributes uniformly at random in Z1×k
p , because of the uniform

randomness of y ∈ Z1×k
p , which implies that z in Expt4 distributes uniformly

at random in Z1×k
p . Likewise, YiĀ ∈ Zn×kp distributes uniformly at random in

Zn×kp , because of the uniform randomness of Yi ∈ Zn×kp , which implies that Zi
in Expt4 distributes uniformly at random in Zn×kp . ut

Lemma 19. ∃B2 ∈ PPTAλ,
∣∣Pr
[
1← Expt5(1λ, l,m)

]
− Pr

[
1← Expt6(1λ, l,m)

]∣∣ =
AdvPR-CMA1ΣDAMAC,B2

(λ).

Proof. Let B2 = (B2,0,B2,1) denote the PPT adversary in one of the two PR-CMA1

experiments w.r.t. ΣDAMAC, i.e., ExptPR-CMA1ΣDAMAC,B2,b
for b ∈ {0, 1}. B2 uses A as

a black-box to break the PR-CMA1. B behaves as follows.

BEval0,Eval1
2,0 (par):

A  Dk. For i ∈ [0, l +m], Zi  Zn×kp . z  Z1×k
p .

mpk := ([A]1,
{

[Zi]1 | i ∈ [0, l +m]
}
, [z]1).

(σ∗, id∗ ∈ {0, 1}l,msg∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ {0, 1}l, J ⊆ I1(id)):
J′ := J

⋃
[l + 1, l +m]

τ = ([t]2, [u]2, [T ]2, [w]2, {[di]2, [ei]2 | i ∈ J
′})← Eval0(id||1m, J′).[

uT
]
2

:=
[
{tT

∑l+m
i=0 fi(id||1m)Zi + z − uA}Ā−1

]
2
.

[W ]2 :=
[
(Ā−1)T{

∑l+m
i=0 fi(id||1m)ZT

i T −ATw}
]
2
.

For i ∈ J′:[
dT
i

]
2

:=
[
(hi(id||1m)tTZi − diA)Ā−1

]
2
.

[Ei]2 :=
[
Ā−1(hi(id||1m)ZT

i T −ATei)
]
2
.

Qr := Qr
⋃
{(id, J)}. Rtn sk :=

(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{[di]2, [di]2, [ei]2, [Ei]2 | i ∈ J
′}

)
.
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−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m):
τ = ([t]2, [u]2)← Eval1(id||msg). Qs := Qs

⋃
{(id,msg, σ)}.[

uT
]
2

:=
[
{tT

∑l+m
i=0 fi(id||msg)Zi + z − uA}Ā−1

]
2
. Rtn σ := ([t]2, [u]2, [u]2).

Let st include all information B2,0 has acquired.
If F (id∗,msg∗) = 1, Rtn (id∗,msg∗, st).
Else, arbitrarily choose (id,msg) s.t. F (id,msg) = 1 and Rtn (id,msg, st).
B2,1(st, [h]1, [h0]1, [h1]1):

If F (id∗,msg∗) = 1, do:
Parse σ∗ as ([t∗]2, [u

∗]2, [u
∗]2). v̄0  Zkp, [v0]1 :=

[
h+AĀ−1v̄0

]
1
.

[v]1 :=
[
zĀ−1v̄0 + h1

]
1
. [v1]1 :=

[∑l+m
i=0 fi(id

∗||msg∗)ZiĀ−1v̄0 + h0

]
1
.

If e
(
[v]1, [1]2

)
= e

(
[v0]1,

[
u∗

u∗

]
2

)
· e
(
[v1]1, [t

∗]2
)−1

, Rtn 1. Else, Rtn 0.

Else, Rtn 1.

If the experiment that B2 (unconsciously) plays is ExptPR-CMA1ΣDAMAC,B2,0
, the

variables h ∈ Zp, h0 ∈ Znp and h1 ∈ Zp are generated by h  Zp, h0 :=∑l+m
i=0 fi(id

∗||msg∗)xih and h1 := xh. In this case, B2 perfectly simulates Expt5
toA. We obtain Pr[1← Expt5(1λ, l,m)] = Pr[1← Expt5(1λ, l,m)

∧
F (id∗,msg∗) =

1]+Pr[1← Expt5(1λ, l,m)
∧
F (id∗,msg∗) = 0] = Pr[1← ExptPR-CMA1ΣDAMAC,B2,0

(par)]+
1.

On the other hand, if the experiment that B2 plays is ExptPR-CMA1ΣDAMAC,B2,1
(par),

the variable h1 is randomly chosen, i.e., h1  Zp. In this case, B2 perfectly sim-
ulates Expt6 to A. We obtain Pr[1 ← Expt6(1λ, l,m)] = Pr[1 ← Expt6(1λ, l,
m)
∧
F (id∗,msg∗) = 1]+Pr[1← Expt6(1λ, l,m)

∧
F (id∗,msg∗) = 0] = Pr[1←

ExptPR-CMA1ΣDAMAC,B2,1
(par)] + 1.

Hence, we obtain |Pr[1 ← Expt5(1λ, l,m)] − Pr[1 ← Expt6(1λ, l,m)]| =
|Pr[1← ExptPR-CMA1ΣDAMAC,B2,0

(par)]−Pr[1← ExptPR-CMA1ΣDAMAC,B2,1
(par)]| = AdvPR-CMA1ΣDAMAC,B2

(λ).
ut

Lemma 20. Pr
[
1← Expt6(1λ, l,m)

]
≤ 1/p.

Proof. In Expt6, v ∈ Zp is chosen uniformly at random from Zp, which implies

that it holds that e ([v]1, [1]2) = e

(
[v0]1,

[
u∗

u∗

]
2

)
· e ([v1]1, [t

∗]2)
−1

with prob-

ability 1/p at most. The condition is satisfied when the experiment returns 1.
Thus, Pr

[
1← Expt6(1λ, l,m)

]
≤ 1/p. ut

Theorem 10. ΩDIBS
DAMAC is statistically signer-private. Formally, for every prob-

abilistic adversary A, there exist four polynomial-time algorithms ΩDIBS′

DAMAC :=
{Setup′, KGen′, Weaken′, Down′, Sig′} s.t. AdvSP

ΩDIBS
DAMAC,Ω

DIBS′
DAMAC,A,l,m

(λ) ≤ qr+qdd+qd+qs
p−1 .

Proof. Four experiments introduced to prove the theorem are formally described
in Fig. 9. The first one Expt0 is identical to the standard real-world experiment
parameterized by 0 for ΩDIBS

DAMAC, namely ExptSP
ΩDIBS

DAMAC,A,0
. The other ones are

associated with different types of rectangles, i.e., abc, abc and abc. Each one
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of them is identical to the previous one except for the commands surrounded by
the associated rectangle.

We define five polynomial-time simulation algorithms ΩDIBS′

DAMAC := {Setup′,
KGen′, Weaken′, Down′, Sig′} as follows. The setup algorithm Setup′ is completely
the same as the original one, i.e., Setup. KGen′ is the same as KGen except that
it aborts if the randomly-chosen square matrix S ∈ Zn′×n′p does not have the
full rank. Weaken′ (resp. Down′) is the same as Weaken (resp. Down) except that
it aborts if the randomly-chosen square matrix S′ ∈ Zn′×n′p does not have the
full rank. Sig′ generates a signature on msg for id directly from msk. They are
formally described in Fig. 8.

We obtain AdvSP
ΩDIBS

DAMAC,Ω
DIBS′
DAMAC,A,l,m

(λ) = |Pr[1← Expt0(1λ, l,m)]−Pr[1←

ExptSP
ΩDIBS

DAMAC,A,1
(1λ, l,m)]| ≤

∑3
i=1 |Pr[1← Expti−1(1λ, l,m)]−Pr[1← Expti(1

λ, l,m)]|+
|Pr[1 ← Expt3(1λ, l,m)] − Pr[1 ← ExptSP

ΩDIBS
DAMAC,A,1

(1λ, l,m)]|, where the first

transformation is because of the definition of Expt0, and the second transforma-
tion is because of the triangle inequality. Based on the inequality and five lem-
mata given below with proofs10, i.e., Lemmata 21-23, we conclude that for every
probabilistic algorithm A, there exist probabilistic polynomial time algorithms
ΩDIBS′

DAMAC := {Setup′, KGen′, Weaken′, Down′, Sig′} such that AdvSP
ΩDIBS

DAMAC,Ω
DIBS′
DAMAC,A,l,m

(λ) ≤
qr+qdd+qd+qs

p−1 . ut

Lemma 21.
∣∣Pr
[
1← Expt0(1λ, l,m)

]
− Pr

[
1← Expt1(1λ, l,m)

]∣∣ = 0.

Proof. InExpt0, each element in a returned signature σ = ([t′′]2, [u
′′′]2, [u

′′′]2) is
described as follows: t′′ = t+T ′s′+T ′′s′′ = t+TS′s′+TS′S′′s′′ = B(s+SS′s′+

SS′S′′s′′), u′′′ =
∑l+m
i=0 fi(id

′||msg)xT
i t
′′+x and u′′′ =

∑l+m
i=0 fi(id

′||msg)Y T
i t
′′+

yT.
On the other hand, in Expt1, each element in a returned signature σ =

([t′]2, [u
′′]2, [u

′′]2) is described as follows: t′ = t + T ′s′ = B(s + SS′s′), u′′ =∑l+m
i=0 fi(id

′||msg)xT
i t
′ + x and u′′ =

∑l+m
i=0 fi(id

′||msg)Y T
i t
′ + yT.

Thus, t′ in Expt0 distributes identically to t′ in Expt1, since either of them
distributes identically to B(s+ SS′s′), where S′  Zn′×n′p and s′  Zn′p . ut

Lemma 22.
∣∣Pr
[
1← Expt1(1λ, l,m)

]
− Pr

[
1← Expt2(1λ, l,m)

]∣∣ ≤ qr+qdd+qd+qs
p−1 .

Proof. To prove the lemma, we reuse Corollary 1 which was introduced to prove
Lemma 4 in Subsect. 3.3. Obviously, both Expt1 and Expt2 are completely the
same except for the case where Expt2 aborts, namely Abt, which implies that
it holds that |Pr[1← Expt1(1λ, l,m)]− Pr[1← Expt2(1λ, l,m)]| ≤ Pr[Abt].

In Expt2, at each query to Reveal, Weaken, Down or Sign, the event where
the experiment aborts can independently occur. For i ∈ [1, qr] (resp. i ∈ [1, qdd],
i ∈ [1, qd], i ∈ [1, qs]), let AbtRi (resp. AbtDDi, AbtDi, AbtSi) denote the event
where, at i-th query to Reveal (resp. Weaken, Down, Sign), the experiment

10 Lemma 24 is obviously true. We omit its proof.

41



Setup′(1λ, l,m):

A  Dk. skMAC ← GenMAC(1λ, l +m).
Parse skMAC = (B,x0, · · · ,xl+m, x).

// B ∈ Zn×n
′

p , xi ∈ Znp , x ∈ Zp.
For i ∈ [0, l +m]:

Yi  Zn×kp , Zi := (Yi | xi)A ∈ Zn×kp .

y  Z1×k
p , z := (y | x)A ∈ Z1×k

p .
mpk :=

(
[A]1,

{
[Zi]1 | i ∈ [0, l +m]

}
, [z]1

)
.

msk := (skMAC, {Yi | i ∈ [0, l +m]} ,y).
Rtn (mpk,msk).

KGen′(msk, id ∈ {0, 1}l):
τ ← Tag(skMAC, id||1m).
Parse τ = ([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)}).

// s  Zn
′
p , t := Bs ∈ Znp .

// di := hi(id||1m)xT
i t.

// u :=
∑l+m
i=0 fi(id||1m)xT

i t + x ∈ Zp.
u :=

∑l+m
i=0 fi(id||1m)Y T

i t + yT ∈ Zkp.

S  Zn
′×n′
p , T := BS ∈ Zn×n

′
p .

Abt if rank(S) 6= n′.

w :=
∑l+m
i=0 fi(id||1m)xT

i T ∈ Z1×n′
p .

W :=
∑l+m
i=0 fi(id||1m)Y T

i T ∈ Zk×n
′

p .
For i ∈ I1(id||1m):

di := hi(id||1m)Y T
i t,

ei := hi(id||1m)xT
i T ,

Ei := hi(id||1m)Y T
i T .

Rtn sk
I1(id)
id :=(

[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ I1(id||1m)
})

.

Sig′(msk, id, J ⊆ I1(id),msg ∈ {0, 1}m):
τ ← Tag(skMAC, id||msg).
Parse τ as ([t]2, [u

′]2,⊥).

// s  Zn
′
p , t := Bs ∈ Znp .

// u′ :=
∑l+m
i=0 fi(id||msg)xT

i t + x ∈ Zp.
u′ :=

∑l+m
i=0 fi(id||msg)Y T

i t + yT ∈ Zkp.
Rtn σ :=

(
[t]2, [u]2, [u]2

)
.

Weaken′(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), J′ ⊆ I1(id)):

Rtn ⊥ if J′ 6⊆ J. (skJid)
′ ← KRnd(skJid, id, J).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2,

[W ]2,
{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J⋃K}).

Rtn skJ
′

id :=
(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J′⋃K}).

Down′(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), id′ ∈ {0, 1}l):

Rtn ⊥ if id′ �J id. (skJid)
′ ← KRnd(skJid, id, J).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J⋃K}).

J′ := J \ I0(id′). I∗ := I1(id)
⋂
I0(id′).

[u′]2 := [u−
∑
i∈I∗ di]2.

[u′]2 := [u−
∑
i∈I∗ di]2.

[w′]2 := [w −
∑
i∈I∗ ei]2.

[W ′]2 := [W −
∑
i∈I∗ Ei]2.

Rtn skJ
′

id′ :=
(
[t]2, [u

′]2, [u
′]2, [T ]2, [w

′]2,
[W ′]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ J′⋃K}).
KRnd′(skJid, id ∈ {0, 1}

l, J ⊆ I1(id)):

Parse skJid as
(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J⋃K}).

s′  Zn
′
p , S′  Zn

′×n′
p . Abt if rank(S′) 6= n′.

[T ′]2 := [TS′]2, [w′]2 := [wS′]2,
[W ′]2 := [WS′]2, [t′]2 := [t + T ′s′]2,
[u′]2 := [u+ w′s′]2, [u′]2 := [u +W ′s′]2.

For i ∈ J
⋃l+m
j=l+1{j}:

[e′i]2 := [eiS
′]2, [E′i]2 := [EiS

′]2,
[d′i]2 := [di + e′is

′]2, [d′i]2 := [di + E′is
′]2.

Rtn (skJid)
′ :=

(
[t′]2, [u

′]2, [u
′]2, [T

′]2, [w
′]2,

[W ′]2,
{

[d′i]2, [d
′
i]2, [e

′
i]2, [E

′
i]2
∣∣ i ∈ J⋃K}).

Fig. 8. Five polynomial-time simulation algorithms ΩDIBS′
DAMAC with {Setup′, KGen′,

Weaken′, Down′, Sig′} (and a sub-routine KRnd′) based on a DAMAC ΣDAMAC =
{GenMAC, Tag, Weaken, Down, Ver}. Each algorithm differs from each algorithm of the
original ΩDIBS

DAMAC in Fig. 1 in the commands with gray background. Note that K de-
notes a set [l + 1, l +m] of successive integers.
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Expt0(1λ, l,m)(:= ExptSP
ΩDIBS

DAMAC,A,0
(1λ, l,m)): // Expt1 , Expt2 , Expt3 .

A  Dk. skMAC = (B,x0, · · · ,xl+m, x)← GenMAC(par).

For i ∈ [0, l +m]: Yi  Zn×kp , Zi := (Yi | xi)A.

y  Z1×k
p , z := (y | x)A.

mpk := ([A]1,
{

[Zi]1 | i ∈ [0, l +m]
}
, [z]1). msk := (skMAC, {Yi | i ∈ [0, l +m]},y).

Rtn b← AReveal,Down,Sign(mpk,msk), where

−Reveal(id):
([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)})← Tag(skMAC, id||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id||1m)xT

i t + x and di := hi(id||1m)xT
i t.

u :=
∑l+m
i=0 fi(id||1m)Y T

i t + yT. S  Zn
′×n′
p . T := BS. Abt if rank(S) 6= n′.

w :=
∑l+m
i=0 fi(id||1m)xT

i T . W :=
∑l+m
i=0 fi(id||1m)Y T

i T.

For i ∈ I1(id||1m): di := hi(id||1m)Y T
i t. ei := hi(id||1m)xT

i T , Ei := hi(id||1m)Y T
i T .

sk := ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ I1(id||1m)}).
Q := Q

⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id, J, J′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ 6⊆ J.

Parse sk as ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ J
⋃l+m
j=l+1{j}}).

Re-randomize sk for (id, J) to obtain sk′ as follows.

- s′  Zn
′
p , S′  Zn

′×n′
p . Abt if rank(S′) 6= n′.

- [T ′]2 := [TS′]2, [w′]2 := [wS′]2, [W ′]2 := [WS′]2,
- [t′]2 := [t + T ′s′]2, [u′]2 := [u+ w′s′]2, [u′]2 := [u +W ′s′]2.

- For i ∈ J
⋃l+m
j=l+1{j}:

[e′i]2 := [eiS
′]2, [E′i]2 := [EiS

′]2, [d′i]2 := [di + e′is
′]2, [d′i]2 := [di + E′is

′]2.

- sk′ := ([t′]2, [u
′]2, [u

′]2, [T
′]2, [w

′]2, [W
′]2, {[d

′
i]2, [d

′
i]2, [e

′
i]2, [E

′
i]2 | i ∈ J

⋃l+m
j=l+1{j}}).

sk′′ := ([t′]2, [u
′]2, [u

′]2, [T
′]2, [w

′]2, [W
′]2, {[d

′
i]2, [d

′
i]2, [e

′
i]2, [E

′
i]2 | i ∈ J

′⋃l+m
j=l+1{j}}).

Q := Q
⋃
{(sk′′, id, J′)}. Rtn sk′′.

−Down(sk, id, J, id′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. J′ := J \ I0(id′).

In the same manner as Weaken, parse sk, re-randomize sk to obtain sk′, and parse sk′.
[u′′]2 := [u′ −

∑
i∈I1(id||1m)

⋂
I0(id′||1m) d

′
i]
2
. [u′′]2 := [u′ −

∑
i∈I1(id||1m)

⋂
I0(id′||1m) d

′
i]
2
.

sk′′ := ([t′]2, [u
′′]2, [u

′′]2, [T
′]2, [w

′]2, [W
′]2, {[d

′
i]2, [d

′
i]2, [e

′
i]2, [E

′
i]2 | i ∈ J

′⋃l+m
j=l+1{j}}).

Q := Q
⋃
{(sk′′, id′, J′}. Rtn sk′′.

−Sign(sk, id, J, id′,msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id.

sk′ ← Down(sk, id, J, id′). σ ← Sig(sk′, id′, J \ I0(id′),msg).

In the same manner as Weaken, parse sk, re-randomize sk to obtain sk′, and parse sk′.
[u′′]2 := [u′ −

∑
i∈I1(id||1m)

⋂
I0(id′||msg) d

′
i]
2
. [u′′]2 := [u′ −

∑
i∈I1(id||1m)

⋂
I0(id′||msg) d

′
i]
2
.

σ := ([t′]2, [u
′′]2, [u

′′]2).

([t]2, [u]2,⊥)← Tag(skMAC, id
′||msg),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id

′||msg)xT
i t + x.

u :=
∑l+m
i=0 fi(id

′||msg)Y T
i t + yT. σ := ([t]2, [u]2, [u]2).

Rtn σ.

Fig. 9. Four experiments introduced to prove the statistical signer-privacy of ΩDIBS
DAMAC
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aborts. Based on the fact that every event is independent from all of the other
events and Corollary 1, we obtain

Pr[Abt] = Pr[

qr∨
i=1

AbtRi

qdd∨
i=1

AbtDDi

qd∨
i=1

AbtDi

qs∨
i=1

AbtSi]

=

qr∑
i=1

Pr[AbtRi] +

qdd∑
i=1

Pr[AbtDDi] +

qd∑
i=1

Pr[AbtDi] +

qs∑
i=1

Pr[AbtSi]

=

qr+qdd+qd+qs∑
i=1

Pr[rank(S) 6= n′ | S  Zn
′×n′
p ] ≤ qr + qdd + qd + qs

p− 1
.

ut

Lemma 23.
∣∣Pr
[
1← Expt2(1λ, l,m)

]
− Pr

[
1← Expt3(1λ, l,m)

]∣∣ = 0.

Proof. In Expt2, each element in a returned signature σ = ([t′]2, [u
′′]2, [u

′′]2 is

described as follows: t′ = t+TS′s′ = B(s+SS′s′), u′ =
∑l+m
i=0 fi(id

′||msg)xT
i t
′+

x and u′′ =
∑l+m
i=0 fi(id

′||msg)Y T
i t
′ + yT, where s′  Zn′p and S′  Zn′×n′p .

On the other hand, in Expt3, each element in a returned signature σ =
([t]2, [u]2, [u]2) is described as follows: t = Bs, u =

∑l+m
i=0 fi(id

′||msg)xT
i t + x

and u =
∑l+m
i=0 fi(id

′||msg)Y T
i t+ yT, where s  Zp.

In Expt2, since both S and S′ are square matrices with full rank n′, their
multiplication SS′ is also a square matrix with full rank n′. Hence, the vector
SS′s′ (or s + SS′s′) distributes uniformly at random in Zn′p , because of the

uniform randomness of s′  Zn′p . The uniform randomness of SS′s′ implies that
the vector t′ in Expt2 has a distribution identical to the one of t in Expt3, i.e.,
Bs, where s  Zn′p . ut

Lemma 24.
∣∣∣Pr
[
1← Expt3(1λ, l,m)

]
− Pr

[
1← ExptSP

ΩDIBS
DAMAC,A,1

(1λ, l,m)
]∣∣∣ =

0.

B.3 Proof of Theorem 3 (on Security of DIBStoWWkIBS1)

The theorem consists of the following two theorems.

Theorem 11. DIBStoWWkIBS1 is EUF-CMA (under Def. 3) if the underlying
DIBS scheme is EUF-CMA (under Def. 7). Formally, ∀A ∈ PPTAλ, ∃B ∈ PPTAλ,
AdvEUF-CMAΣWWkIBS,A,l,m,n(λ) = AdvEUF-CMAΣDIBS,B,2ln,m(λ).

Proof. The simulator B behaves as shown in Fig. 10. It is obvious that B perfectly
simulatesExptEUF-CMAΣWWkIBS,A,l,m,n toA. It is also obvious that iffA outputs σ∗, wid∗

and msg∗ s.t. 1 ← WWkIBS.Ver(σ∗, wid∗,msg∗)
∧
id∈Qr 0 ← Rwwk(id, wid∗)∧

(wid,msg,·)∈Qs(wid,msg) 6= (wid∗,msg∗), B outputs σ∗, dwid∗ and msg∗ s.t.

1← DIBS.Ver(σ∗, dwid∗,msg∗)∧
(did,I1(did))∈Q′r

dwid∗ �I1(did) did
∧

(dwid,msg,·)∈Qs(dwid,msg) 6= (dwid∗,msg∗).

Hence, AdvEUF-CMAΣWWkIBS,A,l,m,n = AdvEUF-CMAΣDIBS,B,2ln,m. ut
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BReveal′,Sign′(mpk): // (mpk,msk)← DIBS.Setup(1λ, 2ln,m).

// sk
[1,2ln])

12ln
← DIBS.KGen(msk, 12ln).

(σ∗, wid∗ ∈ Il,nwwkibs,msg
∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ Iwk): did← φwk(id).

sk ← Reveal′(did, I1(did)). // sk ← DIBS.Down(sk
[1,2ln]

12ln
, 12ln, [1, 2ln], did).

Qr := Qr
⋃
{id}. Rtn sk.

−Sign(id ∈ Iwk, wid ∈ Iwwk,msg ∈ {0, 1}m):
dwid← φwwk(wid). σ ← Sign′(dwid,msg).

// sk ← DIBS.Down(sk
[1,2ln]

12ln
, 12ln, [1, 2ln], dwid).

// σ ← DIBS.Sig(sk, dwid, I1(dwid),msg).
Qs := Qs

⋃
{(wid,msg, σ)}. Rtn σ.

Rtn (σ∗, dwid∗,msg∗), where dwid∗ ← φwwk(wid∗).

Fig. 10. Simulator B in the proof of Theorem 11

Theorem 12. DIBStoWWkIBS1 is statistically private (under Def. 4) if the
underlying DIBS scheme is statistically private (under Def. 8). Formally, ∀A ∈
PPTAλ, ∃B ∈ PPTAλ, ∃Σ′WWkIBS, ∃Σ†DIBS, AdvSPΣWWkIBS,Σ′WWkIBS,A,l,m,n

(λ) =

AdvSP
ΣDIBS,Σ

†
DIBS,B,2ln,m

(λ).

Proof. We remind us that, what we must do to prove that the WWkIBS scheme
ΣWWkIBS is private under Def. 4 is to prove that for every λ, l,m, n ∈ N and every
probabilistic algorithmA, there exist polynomial time algorithms {Setup′, KGen′,
Sig′} and ε ∈ NGLλ s.t. AdvSPΣWWkIBS,Σ′WWkIBS,A,l,m,n

(λ) := |Pr[1← ExptSPΣWWkIBS,A,0(1λ, l,m, n)]−
Pr[1← ExptSPΣWWkIBS,A,1(1λ, l,m, n))]| < ε.

Since we have assumed that the DIBS schemeΣDIBS = {Setup, KGen, Weaken,
Down, Sig, Ver} with l′ := 2ln and m′ := m is private under Def. 8, it is true
that for every λ ∈ N and every probabilistic algorithm B, there exist polyno-
mial time algorithms {Setup†, KGen†, Weaken†, Down†, Sig†} and ε ∈ NGLλ s.t.
AdvSP

ΣDIBS,Σ
†
DIBS,B,2ln,m

(λ) :=

|Pr[1← ExptSPΣDIBS,B,0(1λ, 2ln,m)]− Pr[1← ExptSPΣDIBS,B,1(1λ, 2ln,m))]| < ε.

We define the algorithms {Setup′, KGen′, Sig′} for ΣWWkIBS as described in
Fig. 12.

Let A (resp. B) denote an algorithm in the statistical privacy experiment
w.r.t. ΣWWkIBS (resp. ΣDIBS). Let B run as described in Fig. 11. B uses A as a
black box (or subroutine) to break the (statistical) privacy of ΣDIBS.

It is obvious that if the experiment that B plays is ExptSPΣDIBS,B,0, B perfectly

simulates ExptSPΣWWkIBS,A,0 to A. It is also obvious that if the experiment that

B plays is ExptSPΣDIBS,B,1 (w.r.t. Σ†DIBS), B perfectly simulates ExptSPΣWWkIBS,A,0
(w.r.t. Σ′WWkIBS) to A. Moreover, it is also obvious that iff A takes a behaviour
which makes the experiment output 1, B’s behaviour eventually makes the exper-
iment output 1. Hence,

∧
β∈{0,1} Pr[1 ← ExptSPΣDIBS,B,β(1λ, 2ln,m)] = Pr[1 ←
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BReveal†,Weaken†,Down†,Sign†(mpk,msk): // (mpk,msk)← Setup(1λ, 2ln,m).

// (mpk,msk†(3 msk))← Setup†(1λ, 2ln,m).

sk#n ← KGen(msk, 12ln).

Rtn b← AReveal,Delegate,Sign(mpk, sk#n), where

−Reveal(id ∈ Iwk): did← φwk(id). sk ← Reveal†(did).

// sk ← Down(sk#n , 1
2ln, [1, 2ln], did). sk ← Down†(sk#n , 1

2ln, [1, 2ln], did).
Q := Q

⋃
{(sk, id)}. Rtn sk.

−Delegate(sk, id, id′ ∈ Iwk): Rtn ⊥ if (sk, id) /∈ Q
∨

0← Rwk(id, id′).

did← φwk(id). did′ ← φwk(id′). sk′ ← Down†(sk, did, I1(did), did′).

// sk ← Down(sk, did, I1(did), did′). sk ← Down†(sk, did, I1(did), did′).
Q := Q

⋃
{(sk′, id′)}. Rtn sk′.

−Sign(sk, id ∈ Iwk, wid ∈ Iwwk,msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id) /∈ Q

∨
0←Rwwk(id, wid).

did← φwk(id). dwid← φwwk(wid). Rtn σ ← Sign†(sk, did, I1(did), dwid).
// sk′ ← Down(sk, did, I1(did), dwid). σ ← Sig(sk′, dwid, I1(dwid),msg).

// σ ← Sig†(msk†, dwid,msg).

Fig. 11. Simulator B in the proof of Theorem 12

Setup′(1λ, l,m, n):

(mpk,msk†)← Setup†(1λ, 2ln,m). sk#n ← KGen†(msk†, 12ln). Rtn (mpk, sk#n).

KGen′(skid, id ∈ Iwk, id′ ∈ Iwk):

did← φwk(id). did′ ← φwk(id′). Rtn skid′ ← Down†(skid, did, I1(did), did′).

Sig′(msk,wid ∈ Iwwk,msg ∈ {0, 1}m):

dwid← φwwk(wid). Rtn σ ← Sig†(msk†, dwid,msg).

Fig. 12. Three simulation algorithms (Σ′WWkIBS =){Setup′, KGen′, Sig′} introduced for
statistical privacy of the WWkIBS scheme ΣWWkIBS, where (Σ†DIBS =){Setup†, KGen†,
Weaken†, Down†, Sig†} are the five simulation algorithms which make the DIBS scheme
ΣDIBS be statistically private

ExptSPΣWWkIBS,A,β(1λ, l,m, n)]. Hence, AdvSPΣDIBS,B,2ln,m(λ) = AdvSPΣWWkIBS,A,l,n,m(λ).
ut

B.4 Proof of Theorem 4 (on Five Implications among the Security
Notions of TSS)

The theorem consists of the five implications. Each implication holds in any of
the statistical and perfect formalization. For an instance of the first implication,
statistical (resp. perfect) TRN implies statistical (resp. perfect) wPRV. We only
prove the implications in the statistical formalization. The implications in the
perfect formalization can be proven analogously.

(1) TRN Implies wPRV. Let AwPRV denote a probabilistic algorithm in the wPRV

experiments w.r.t. ΣTSS, namely ExptwPRVΣTSS,AwPRV,0
and ExptwPRVΣTSS,AwPRV,1

. We in-
troduce an experiment Expttemp, defined as follows.
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Expttemp(1
λ, l): // b ∈ {0, 1}.

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASigSanLR(pk, sk), where

−SigSanLR(msg0,msg1 ∈ {0, 1}l,T ⊆ [1, l],msg ∈ {0, 1}l,T ⊆ [1, l]):
Rtn ⊥ if T * T

∨
β∈{0,1}

∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ T.

(σ, td)← Sig(pk, sk,msg,T). Rtn (σ, td).

We obtain AdvwPRVΣTSS,AwPRV,l
= |Pr[1← ExptwPRVΣTSS,A,0(1λ, l)]−Pr[1← ExptwPRVΣTSS,A,1(1λ, l)]| ≤

|Pr[1← ExptwPRVΣTSS,A,0(1λ, l)]−Pr[1← Expttemp(1
λ, l)]|+|Pr[1← Expttemp(1

λ, l)]−
Pr[1← ExptwPRVΣTSS,A,1(1λ, l)]|.

Let d ∈ {0, 1}. Let BTRN,d denote a probabilistic algorithm in the TRN experi-
ments w.r.t. ΣTSS. BTRN,d uses AwPRV which tries to distinguish ExptwPRVΣTSS,AwPRV,d

from ExptwPRVtemp as a sub-routine to distinguish the TRN experiments. BTRN,d be-
haves as follows.

BSan/Sig
TRN,d (pk, sk): // (pk, sk)← KGen(1λ, l).

Rtn b′ ← ASigSanLR
wPRV (pk, sk), where

−SigSanLR

(
msg0 ∈ {0, 1}

l,msg1 ∈ {0, 1}
l,T ⊆ [1, l],

msg ∈ {0, 1}l,T ⊆ [1, l]

)
:

Rtn ⊥ if T * T
∨
β∈{0,1}

∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ T.

Rtn (msg, td)← San/Sig(msgd,T,msg,T).

For each d ∈ {0, 1}, if the experiment whom BTRN,d (unconsciously) does is
ExptTRNΣTSS,BTRN,d,0 (resp. ExptTRNΣTSS,BTRN,d,1), BTRN,d (unconsciously) perfectly sim-

ulates ExptwPRVΣTSS,AwPRV,d
(resp. Expttemp) to AwPRV. Hence, we obtain Pr[1 ←

ExptwPRVΣTSS,AwPRV,0
(1λ, l)] = Pr[1← ExptTRNΣTSS,BTRN,0,0(1λ, l)], and Pr[1← Expttemp(1

λ,

l)] = Pr[1← ExptTRNΣTSS,BTRN,0,1(1λ, l)]. We also obtain Pr[1← ExptwPRVΣTSS,AwPRV,1
(1λ, l)] =

Pr[1← ExptTRNΣTSS,BTRN,1,0(1λ, l)], and Pr[1← Expttemp(1
λ, l)] = Pr[1← ExptTRNΣTSS,BTRN,1,1(1λ, l)].

Hence, |Pr[1← ExptwPRVΣTSS,A,d(1
λ, l)]−Pr[1← Expttemp(1

λ, l)]| = AdvTRNΣTSS,BTRN,d,l(λ)

for each d ∈ {0, 1}. Therefore, we obtain AdvwPRVΣTSS,AwPRV,l
(λ) ≤ AdvTRNΣTSS,BTRN,0,l(λ)+

AdvTRNΣTSS,BTRN,1,l(λ). Let d′ := arg max
d∈{0,1}

{AdvTRNΣTSS,BTRN,d,l(λ)}. Let BTRN denote BTRN,d′ .

In conclusion, we obtain AdvwPRVΣTSS,AwPRV,l
(λ) ≤ 2 · AdvTRNΣTSS,BTRN,l(λ). ut

(2) UNL Implies wPRV. Let AwPRV denote a probabilistic algorithm in the wPRV

experiments w.r.t. ΣTSS. Let BUNL denote a probabilistic algorithm in the UNL

experiments w.r.t.ΣTSS. BUNL usesAwPRV distinguishing the two wPRV experiments
as a sub-routine to distinguish the two UNL experiments. BUNL behaves as follows.

BSign,Sanitize,SanLR
UNL (pk, sk): // (pk, sk)← KGen(1λ, l).
Rtn b′ ← ASigSanLR

wPRV (pk, sk), where

−SigSanLR

(
msg0 ∈ {0, 1}

l,msg1 ∈ {0, 1}
l,T ⊆ [1, l],

msg ∈ {0, 1}l,T ⊆ [1, l]

)
:

Rtn ⊥ if T * T
∨
β∈{0,1}

∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ T.

47



(σ0, td0)← Sign(msg0,T0), (σ1, td1)← Sign(msg1,T1).
Rtn (msg, td)← SanLR(msg0,T0, σ0, td0,msg1,T1, σ1, td1,msg,T).

If the experiment whom BUNL (unconsciously) does is the UNL experiment
parameterized by b ∈ {0, 1}, i.e., ExptUNLΣTSS,BUNL,b, BUNL (unconsciously) flaw-

lessly simulates the wPRV experiment parameterized by b, i.e., ExptwPRVΣTSS,AwPRV,b
,

to AwPRV. Additionally, BUNL directly outputs the bit outputted by AwPRV. Hence,
we obtain Pr[1 ← ExptwPRVΣTSS,AwPRV,b

(1λ, l)] = Pr[1 ← ExptUNLΣTSS,BUNL,b(1
λ, l)] for

each b ∈ {0, 1}. Therefore, we obtain AdvTRNΣTSS,AwPRV,l
(λ) = AdvUNLΣTSS,BUNL,l(λ). ut

(3) sPRV Implies TRN. Let ATRN denote a probabilistic algorithm in the TRN

experiments w.r.t. ΣTSS. Let BsPRV denote a probabilistic algorithm in the sPRV

experiments w.r.t. ΣTSS. BsPRV uses ATRN as a sub-routine to distinguish the two
sPRV experiments. BsPRV behaves as follows.

BSign,San/Sig
sPRV (pk, sk): // (pk, sk)← KGen(1λ, l).

Rtn b′ ← ASan/Sig
TRN (pk, sk), where

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l],msg ∈ {0, 1}l,T ⊆ [1, l]):
Rtn ⊥ if T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sign(msg,T). (msg, td)← San/Sig(msg,T, σ, td,msg,T).
Rtn (σ, td).

If the experiment in whom BsPRV (unconsciously) engages is the sPRV-experiment
with b ∈ {0, 1}, i.e., ExptsPRVΣTSS,BsPRV,b, BsPRV (unconsciously) flawlessly simu-

lates the transparency-experiment with b, i.e., ExptsPRVΣTSS,BsPRV,b, to ATRN. Ad-
ditionally, BsPRV outputs the bit outputted by ATRN. Hence, we obtain Pr[1 ←
ExptTRNΣTSS,ATRN,b

(1λ, l)] = Pr[1 ← ExptsPRVΣTSS,BsPRV,b(1
λ, l)] for each b ∈ {0, 1}.

Therefore, we obtain AdvTRNΣTSS,ATRN,l
(λ) = AdvsPRVΣTSS,BsPRV,l(λ). ut

(4) sPRV Implies UNL. Let AUNL denote a probabilistic algorithm in the UNL

experiments w.r.t. ΣTSS, namely ExptUNLΣTSS,AUNL,0
and ExptUNLΣTSS,AUNL,1

. We tem-
porarily introduce an experiment Expttemp, defined as follows.

ExptUNLΣTSS,A,temp(1
λ, l): // b ∈ {0, 1}.

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASign,Sanitize,SanLR(pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sig(pk, sk,msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−Sanitize(msg ∈ {0, 1}l,T ⊆ [1, l], σ, td,msg ∈ {0, 1}l,T ⊆ T):
Rtn ⊥ if (msg,T, σ, td) /∈ Q

∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sig(pk, sk,msg,T). Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−SanLR

(
msg0 ∈ {0, 1}

l,T0 ⊆ [1, l], σ0, td0,msg1 ∈ {0, 1}
l,T1 ⊆ [1, l], σ1, td1,

msg ∈ {0, 1}l,T ⊆ [1, l]

)
:

Rtn ⊥ if
∨
β∈{0,1}


T * Tβ

∨
(msgβ ,Tβ , σβ , tdβ) /∈ Q∨

i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ T

.

(σ, td)← Sig(pk, sk,msg,T). Rtn (σ, td).
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We obtain AdvUNLΣTSS,AUNL,l
= |Pr[1← ExptUNLΣTSS,A,0(1λ, l)]−Pr[1← ExptUNLΣTSS,A,1(1λ, l)]| ≤

|Pr[1← ExptUNLΣTSS,A,0(1λ, l)]−Pr[1← Expttemp(1
λ, l)]|+|Pr[1← Expttemp(1

λ, l)]−
Pr[1← ExptUNLΣTSS,A,1(1λ, l)]|.

Let d ∈ {0, 1}. Let BsPRV,d denote a probabilistic algorithm in the sPRV exper-
iments w.r.t. ΣTSS. BsPRV,d uses AUNL which tries to distinguish ExptwPRVΣTSS,AwPRV,d

from Expttemp as a sub-routine to distinguish the two sPRV experiments. BsPRV,d
behaves as follows.

BSign,San/Sig
sPRV,d (pk, sk): // (pk, sk)← KGen(1λ, l).

Rtn b′ ← ASign,Sanitize,SanLR
UNL (pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sign(msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−Sanitize(msg ∈ {0, 1}l,T ⊆ [1, l], σ, td,msg ∈ {0, 1}l,T ⊆ T):
Rtn ⊥ if (msg,T, σ, td) /∈ Q

∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← San/Sig(msg,T, σ, td,msg,T). Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−SanLR

(
msg0 ∈ {0, 1}

l,T0 ⊆ [1, l], σ0, td0,msg1 ∈ {0, 1}
l,T1 ⊆ [1, l], σ1, td1,

msg ∈ {0, 1}l,T ⊆ [1, l]

)
:

Rtn ⊥ if
∨
β∈{0,1}


T * Tβ

∨
(msgβ ,Tβ , σβ , tdβ) /∈ Q∨

i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ T

.

(σ, td)← San/Sig(msgd,Td, σd, tdd,msg,T). Rtn (σ, td).

For each d ∈ {0, 1}, if the experiment whom BsPRV,d (unconsciously) does
is ExptsPRVΣTSS,BsPRV,d,0 (resp. ExptsPRVΣTSS,BsPRV,d,1), BsPRV,d (unconsciously) perfectly

simulates ExptUNLΣTSS,AUNL,d
(resp. Expttemp) to AUNL. Hence, we obtain Pr[1 ←

ExptUNLΣTSS,AUNL,0
(1λ, l)] = Pr[1← ExptsPRVΣTSS,BsPRV,0,0(1λ, l)], and Pr[1← Expttemp(1

λ,

l)] = Pr[1← ExptsPRVΣTSS,BsPRV,0,1(1λ, l)]. We also obtain Pr[1← ExptUNLΣTSS,AUNL,1
(1λ, l)] =

Pr[1← ExptsPRVΣTSS,BsPRV,1,0(1λ, l)], and Pr[1← Expttemp(1
λ, l)] = Pr[1← ExptsPRVΣTSS,BsPRV,1,1(1λ, l)].

Hence, |Pr[1← ExptUNLΣTSS,A,d(1
λ, l)]−Pr[1← Expttemp(1

λ, l)]| = AdvsPRVΣTSS,BsPRV,d,l(λ)

for each d ∈ {0, 1}. Therefore, we obtain AdvUNLΣTSS,AUNL,l
(λ) ≤ AdvsPRVΣTSS,BsPRV,0,l(λ)+

AdvsPRVΣTSS,BsPRV,1,l(λ). Let d′ := arg max
d∈{0,1}

{AdvsPRVΣTSS,BsPRV,d,l(λ)}. Let BsPRV denote BsPRV,d′ .

In conclusion, we obtain AdvUNLΣTSS,AUNL,l
(λ) ≤ 2 · AdvsPRVΣTSS,BsPRV,l(λ). ut

For each d ∈ {0, 1}, if the experiment whom BsPRV,d (unconsciously) does
is ExptTRNΣTSS,BsPRV,d,0 (resp. ExptTRNΣTSS,BTRN,d,1), BTRN,d (unconsciously) perfectly

simulates ExptwPRVΣTSS,AwPRV,d
(resp. Expttemp) to AwPRV. Hence, we obtain Pr[1←

ExptwPRVΣTSS,AwPRV,0
(1λ, l)] = Pr[1← ExptTRNΣTSS,BTRN,0,0(1λ, l)], and Pr[1← Expttemp(1

λ,

l)] = Pr[1← ExptTRNΣTSS,BTRN,0,1(1λ, l)]. We also obtain Pr[1← ExptwPRVΣTSS,AwPRV,0
(1λ, l)] =

Pr[1← ExptTRNΣTSS,BTRN,1,0(1λ, l)], and Pr[1← Expttemp(1
λ, l)] = Pr[1← ExptTRNΣTSS,BTRN,1,1(1λ, l)].

Hence, |Pr[1← ExptwPRVΣTSS,A,d(1
λ, l)]−Pr[1← Expttemp(1

λ, l)]| = AdvTRNΣTSS,BTRN,d,l(λ)

for each d ∈ {0, 1}. Therefore, we obtain AdvwPRVΣTSS,AwPRV,l
(λ) ≤ AdvTRNΣTSS,BTRN,0,l(λ)+
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AdvTRNΣTSS,BTRN,1,l(λ). Let d′ := arg max
d∈{0,1}

{AdvTRNΣTSS,BTRN,d,l(λ)}. Let BTRN denote BTRN,d′ .

In conclusion, we obtain AdvwPRVΣTSS,AwPRV,l
(λ) ≤ 2 · AdvTRNΣTSS,BTRN,l(λ). ut

(5) Conjunction of TRN and UNL Implies sPRV. Let AsPRV denote a probabilistic
algorithm in the sPRV experiments w.r.t. ΣTSS, namely ExptsPRVΣTSS,AsPRV,0

and

ExptsPRVΣTSS,AsPRV,1
. We introduce an experiment Expt[(]. The three experiments

are described as follows.

ExptsPRVΣTSS,AsPRV,0(1λ, l): // ExptsPRVΣTSS,AsPRV,temp(1
λ, l), ExptsPRVΣTSS,AsPRV,1(1λ, l).

(pk, sk)← KGen(1λ, l). Rtn b′ ← ASign,San/Sig
sPRV (pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sig(pk, sk,msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l], σ, td,msg ∈ {0, 1}l,T ⊆ [1, l]):
Rtn ⊥ if T * T

∨
(msg,T, σ, td) /∈ Q

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sanit(pk,msg,T, σ, td,msg,T).
(σ′, td′)← Sig(pk, sk,msg,T). (σ, td)← Sanit(pk,msg,T, σ′, td′,msg,T).

(σ, td)← Sig(pk, sk,msg,T). Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

We obtain AdvsPRVΣTSS,AsPRV,l
= |Pr[1← ExptsPRVΣTSS,A,0(1λ, l)]−Pr[1← ExptsPRVΣTSS,A,1(1λ, l)]| ≤

|Pr[1← ExptsPRVΣTSS,A,0(1λ, l)]−Pr[1← Expttemp(1
λ, l)]|+|Pr[1← Expttemp(1

λ, l)]−
Pr[1← ExptsPRVΣTSS,A,1(1λ, l)]|.

Let BUNL denote a probabilistic algorithm in the UNL experiments w.r.t. ΣTSS.
BUNL uses AsPRV which tries to distinguish ExptsPRVΣTSS,AsPRV,0

from Expttemp as a
sub-routine to distinguish the two UNL experiments. BUNL behaves as follows.

BSign,Sanitize,SanLR
UNL (pk, sk): // (pk, sk)← KGen(1λ, l).

Rtn b′ ← ASign,San/Sig
sPRV (pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sign(pk, sk,msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l], σ, td,msg ∈ {0, 1}l,T ⊆ [1, l]):
Rtn ⊥ if T * T

∨
(msg,T, σ, td) /∈ Q

∨
i∈[1,l] s.t. msg[i]6=msg[i] i /∈ T.

(σ′, td′)← Sign(pk, sk,msg,T). (σ, td)← SanLR(msg,T, σ, td,msg,T, σ′, td′,msg,T).
Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

If the experiment whom BUNL (unconsciously) does is ExptUNLΣTSS,BUNL,0 (resp.

ExptUNLΣTSS,BUNL,1), BUNL (unconsciously) perfectly simulatesExptsPRVΣTSS,AsPRV,0
(resp.

Expttemp) to AsPRV. Hence, we obtain Pr[1← ExptsPRVΣTSS,AsPRV,0
(1λ, l)] = Pr[1←

ExptUNLΣTSS,BUNL,0(1λ, l)] and Pr[1← Expttemp(1
λ, l)] = Pr[1← ExptUNLΣTSS,BUNL,1(1λ, l)].

Hence, |Pr[1← ExptsPRVΣTSS,A,0(1λ, l)]−Pr[1← Expttemp(1
λ, l)]| = AdvUNLΣTSS,BUNL,l(λ).

In the same manner, we can prove that |Pr[1 ← ExptsPRVΣTSS,A,1(1λ, l)] −
Pr[1 ← Expttemp(1

λ, l)]| = AdvTRNΣTSS,BTRN,l(λ), based on the simulator BTRN de-
fined as follows.

BSan/Sig
TRN (pk, sk): // (pk, sk)← KGen(1λ, l).

Rtn b′ ← ASign,San/Sig
sPRV (pk, sk), where
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−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
(σ, td)← Sign(pk, sk,msg,T). Q := Q

⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l], σ, td,msg ∈ {0, 1}l,T ⊆ [1, l]):
Rtn ⊥ if T * T

∨
(msg,T, σ, td) /∈ Q

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← San/Sig(msg,T,msg,T). Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

Therefore, we obtain AdvsPRVΣTSS,AsPRV,l
(λ) ≤ AdvUNLΣTSS,BUNL,l(λ)+AdvTRNΣTSS,BTRN,l(λ).

ut

B.5 Proof of Theorem 5 (on Statistical Key-Invariance of
DAMACtoDIBS)

For the proof, we introduce 5 experiments. The first 2 (resp. The last 2) experi-
ments are formally described in Fig. 13 (resp. Fig. 15). Expt0 (resp. Expt4) is
identical to the standard experiment parameterized by 0 (resp. 1) w.r.t.ΩDIBS

DAMAC,
i.e., ExptKI

ΩDIBS
DAMAC,A,0

(resp. ExptKI
ΩDIBS

DAMAC,A,1
). Expt1 (resp. Expt3) is identical

to Expt0 (resp. Expt4) except for the case where at least one square matrix S,
uniform-randomly chosen from Zn′×n′p at each oracle, does not have full-rank. A
remaining intermediate experiment Expt3 is in Fig. 14. In the experiment, each
secret-key at Weaken or Down is generated directly from msk.

We obtain AdvKI
ΩDIBS

DAMAC,A,l,m
(λ) = |Pr[1← Expt0(1λ, l,m)]−Pr[1← Expt4(1λ, l,m)]| ≤∑4

i=1 |Pr[1← Expti−1(1λ, l,m)]−Pr[1← Expti(1
λ, l,m)]|+Pr[1← Expt4(1λ, l,m)],

where the first transformation is because of the definition of key-invariance,
and the second transformation is because of the triangle inequality. We pro-
vide 4 lemmata below. Lemma 28 can be proven in the same way as Lemma
25. Lemmata 26 and 27 can be proven easily. Based on the above inequal-
ity and the 4 lemmata we conclude that for every probabilistic algorithm A,

AdvKI
ΩDIBS

DAMAC,A,l,m
(λ) ≤ 2qr+3(qdd+qd)

p−1 . ut

Lemma 25.
∣∣Pr
[
1← Expt0(1λ, l,m)

]
− Pr

[
1← Expt1(1λ, l,m)

]∣∣ ≤ qr+qdd+qd
p−1 .

Proof. To prove the lemma, we reuse Corollary 1. Obviously, both Expt0
and Expt1 are completely the same except for the case where Expt1 aborts,
namely Abt, which implies that it holds that |Pr[1← Expt0(1λ, l,m)]−Pr[1←
Expt1(1λ, l,m)]| ≤ Pr[Abt].

In Expt1, at each query to Reveal, Weaken or Down, the event where the
experiment aborts can independently occur. For i ∈ [1, qr] (resp. i ∈ [1, qdd],
i ∈ [1, qd]), let AbtRi (resp. AbtDDi, AbtDi) denote the event where, at i-th
query to Reveal (resp. Weaken, Down), the experiment aborts. Based on the
fact that every event is independent from all of the other events and Corollary
1, we obtain

Pr[Abt] = Pr[

qr∨
i=1

AbtRi

qdd∨
i=1

AbtDDi

qd∨
i=1

AbtDi]
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Expt0(1λ, l,m)(:= ExptKI
ΩDIBS

DAMAC,A,0
(1λ, l,m)): // Expt1

A  Dk. skMAC = (B,x0, · · · ,xl+m, x)← GenMAC(par).

For i ∈ [0, l +m]: Yi  Zn×kp , Zi := (Yi | xi)A.

y  Z1×k
p , z := (y | x)A.

mpk := ([A]1,
{

[Zi]1 | i ∈ [0, l +m]
}
, [z]1). msk := (skMAC, {Yi | i ∈ [0, l +m]},y).

Rtn b← AReveal,Weaken,Down(mpk,msk), where

−Reveal(id):
([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)})← Tag(skMAC, id||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id||1m)xT

i t + x and di := hi(id||1m)xT
i t.

u :=
∑l+m
i=0 fi(id||1m)Y T

i t + yT. S  Zn
′×n′
p . T := BS. Abt if rank(S) 6= n′.

w :=
∑l+m
i=0 fi(id||1m)xT

i T . W :=
∑l+m
i=0 fi(id||1m)Y T

i T.

For i ∈ I1(id||1m): di := hi(id||1m)Y T
i t. ei := hi(id||1m)xT

i T , Ei := hi(id||1m)Y T
i T .

sk := ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ I1(id||1m)}).
Q := Q

⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id, J, J′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ 6⊆ J.

Parse sk as ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ J
⋃l+m
j=l+1{j}}).

Re-randomize sk for (id, J) to obtain sk′ as follows.

- s′  Zn
′
p , S′  Zn

′×n′
p . Abt if rank(S′) 6= n′.

- [T ′]2 := [TS′]2, [w′]2 := [wS′]2, [W ′]2 := [WS′]2,
- [t′]2 := [t + T ′s′]2, [u′]2 := [u+ w′s′]2, [u′]2 := [u +W ′s′]2.

- For i ∈ J
⋃l+m
j=l+1{j}:

[e′i]2 := [eiS
′]2, [E′i]2 := [EiS

′]2, [d′i]2 := [di + e′is
′]2, [d′i]2 := [di + E′is

′]2.

- sk′ :=

(
[t′]2, [u

′]2, [u
′]2, [T

′]2, [w
′]2, [W

′]2,

{
[d′i]2, [d

′
i]2,

[e′i]2, [E
′
i]2

∣∣∣∣∣i ∈ J⋃l+mj=l+1{j}

})
.

sk′′ := ([t′]2, [u
′]2, [u

′]2, [T
′]2, [w

′]2, [W
′]2, {[d

′
i]2, [d

′
i]2, [e

′
i]2, [E

′
i]2 | i ∈ J

′⋃l+m
j=l+1{j}}).

Q := Q
⋃
{(sk′′, id, J′)}. Rtn sk′′.

−Down(sk, id, J, id′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id.

In the same manner as Weaken, parse sk, re-randomize sk to obtain sk′, and parse sk′.
[u′′]2 := [u′ −

∑
i∈I1(id||1m)

⋂
I0(id′) d

′
i]
2
. [u′′]2 := [u′ −

∑
i∈I1(id||1m)

⋂
I0(id′) d

′
i]
2
.

sk′′ :=

(
[t′]2, [u

′′]2, [u
′′]2, [T

′]2, [w
′]2, [W

′]2,

{
[d′i]2, [d

′
i]2,

[e′i]2, [E
′
i]2

∣∣∣∣∣i ∈ J⋃l+mj=l+1{j} \ I0(id′)

})
.

Q := Q
⋃
{(sk′′, id′, J \ I0(id′)}. Rtn sk′′.

Fig. 13. The first 2 experiments introduced to prove the statistical key-invariance of
ΩDIBS

DAMAC
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Expt2(1λ, l,m):.
A  Dk. skMAC = (B,x0, · · · ,xl+m, x)← GenMAC(par).

For i ∈ [0, l +m]: Yi  Zn×kp , Zi := (Yi | xi)A.

y  Z1×k
p , z := (y | x)A.

mpk := ([A]1,
{

[Zi]1 | i ∈ [0, l +m]
}
, [z]1). msk := (skMAC, {Yi | i ∈ [0, l +m]},y).

Rtn b← AReveal,Weaken,Down(mpk,msk), where

−Reveal(id):
([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)})← Tag(skMAC, id||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id||1m)xT

i t + x and di := hi(id||1m)xT
i t.

u :=
∑l+m
i=0 fi(id||1m)Y T

i t + yT. S  Zn
′×n′
p . Abt if rank(S) 6= n′. T := BS.

w :=
∑l+m
i=0 fi(id||1m)xT

i T . W :=
∑l+m
i=0 fi(id||1m)Y T

i T.

For i ∈ I1(id||1m): di := hi(id||1m)Y T
i t. ei := hi(id||1m)xT

i T , Ei := hi(id||1m)Y T
i T .

sk := ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ I1(id||1m)}).
Q := Q

⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id, J, J′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ 6⊆ J.

([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)})← Tag(skMAC, id||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id||1m)xT

i t + x and di := hi(id||1m)xT
i t.

u :=
∑l+m
i=0 fi(id||1m)Y T

i t + yT. S  Zn
′×n′
p . Abt if rank(S) 6= n′. T := BS.

w :=
∑l+m
i=0 fi(id||1m)xT

i T . W :=
∑l+m
i=0 fi(id||1m)Y T

i T.

For i ∈ J′
⋃l+m
j=l+1{i}: di := hi(id||1m)Y T

i t. ei := hi(id||1m)xT
i T , Ei := hi(id||1m)Y T

i T .

sk := ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ J
′⋃l+m

j=l+1{j}}).
Q := Q

⋃
{(sk, id, J′)}. Rtn sk.

−Down(sk, id, J, id′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id.

([t]2, [u]2, {[di]2 | i ∈ I1(id′||1m)})← Tag(skMAC, id
′||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id

′||1m)xT
i t + x and di := hi(id

′||1m)xT
i t.

u :=
∑l+m
i=0 fi(id

′||1m)Y T
i t + yT. S  Zn

′×n′
p . Abt if rank(S) 6= n′. T := BS.

w :=
∑l+m
i=0 fi(id

′||1m)xT
i T . W :=

∑l+m
i=0 fi(id

′||1m)Y T
i T.

For i ∈ J′
⋃l+m
j=l+1{j}: di := hi(id

′||1m)Y T
i t. ei := hi(id

′||1m)xT
i T , Ei := hi(id

′||1m)Y T
i T .

sk := ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ J \ I0(id′)
⋃l+m
i=l+1{i}}).

Q := Q
⋃
{(sk, id′, J \ I0(id′)}. Rtn sk′′.

Fig. 14. An intermediate experiment Expt2 introduced to prove the statistical key-
invariance of ΩDIBS

DAMAC
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Expt4(1λ, l,m)(:= ExptKI
ΩDIBS

DAMAC,A,1
(1λ, l,m)): // Expt3 .

A  Dk. skMAC = (B,x0, · · · ,xl+m, x)← GenMAC(par).

For i ∈ [0, l +m]: Yi  Zn×kp , Zi := (Yi | xi)A.

y  Z1×k
p , z := (y | x)A.

mpk := ([A]1,
{

[Zi]1 | i ∈ [0, l +m]
}
, [z]1). msk := (skMAC, {Yi | i ∈ [0, l +m]},y).

Rtn b← AReveal,Weaken,Down(mpk,msk), where

−Reveal(id):
Generate sk for id as follows.

- ([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)})← Tag(skMAC, id||1m),

where s  Zn
′
p , t := Bs, u :=

∑l+m
i=0 fi(id||1m)xT

i t + x and di := hi(id||1m)xT
i t.

- u :=
∑l+m
i=0 fi(id||1m)Y T

i t + yT. S  Zn
′×n′
p . Abt if rank(S) 6= n′. T := BS.

- w :=
∑l+m
i=0 fi(id||1m)xT

i T . W :=
∑l+m
i=0 fi(id||1m)Y T

i T.

- For i ∈ I1(id||1m): di := hi(id||1m)Y T
i t. ei := hi(id||1m)xT

i T , Ei := hi(id||1m)Y T
i T .

- sk := ([t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2, {[di]2, [di]2, [ei]2, [Ei]2 | i ∈ I1(id||1m)}).
Q := Q

⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id, J, J′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ 6⊆ J.

In the same manner as Reveal, generate sk for id and parse sk.
Re-randomize sk for (id, I1(id)) to obtain sk′ as follows.

- s′  Zn
′
p , S′  Zn

′×n′
p . Abt if rank(S′) 6= n′.

- [T ′]2 := [TS′]2, [w′]2 := [wS′]2, [W ′]2 := [WS′]2,
- [t′]2 := [t + T ′s′]2, [u′]2 := [u+ w′s′]2, [u′]2 := [u +W ′s′]2.

- For i ∈ I1(id)
⋃l+m
j=l+1{j}:

[e′i]2 := [eiS
′]2, [E′i]2 := [EiS

′]2, [d′i]2 := [di + e′is
′]2, [d′i]2 := [di + E′is

′]2.

- sk′ :=

(
[t′]2, [u

′]2, [u
′]2, [T

′]2, [w
′]2, [W

′]2,

{
[d′i]2, [d

′
i]2,

[e′i]2, [E
′
i]2

∣∣∣∣∣i ∈ I1(id)
⋃l+m
j=l+1{j}

})
.

sk′′ := ([t′]2, [u
′]2, [u

′]2, [T
′]2, [w

′]2, [W
′]2, {[d

′
i]2, [d

′
i]2, [e

′
i]2, [E

′
i]2 | i ∈ J

′⋃l+m
j=l+1{j}}).

Q := Q
⋃
{(sk′′, id, J′)}. Rtn sk′′.

−Down(sk, id, J, id′):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id.

In the same manner as Reveal, generate sk for id′ and parse sk.
In the same manner as Weaken, re-randomize sk for (id′, I1(id′)) to obtain sk′, and parse sk′.

sk′′ :=

(
[t′]2, [u

′]2, [u
′]2, [T

′]2, [w
′]2, [W

′]2,

{
[d′i]2, [d

′
i]2,

[e′i]2, [E
′
i]2
| i ∈ J \ I0(id′)

⋃l+m
j=l+1{j}

})
.

Q := Q
⋃
{(sk′′, id′, J \ I0(id′)}. Rtn sk′′.

Fig. 15. The last 2 experiments introduced to prove the statistical key-invariance of
ΩDIBS

DAMAC
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=

qr∑
i=1

Pr[AbtRi] +

qdd∑
i=1

Pr[AbtDDi] +

qd∑
i=1

Pr[AbtDi]

=

qr+qdd+qd∑
i=1

Pr[rank(S) 6= n′ | S  Zn
′×n′
p ] ≤ qr + qdd + qd

p− 1
.

ut

Lemma 26.
∣∣Pr
[
1← Expt1(1λ, l,m)

]
− Pr

[
1← Expt2(1λ, l,m)

]∣∣ = 0.

Lemma 27.
∣∣Pr
[
1← Expt2(1λ, l,m)

]
− Pr

[
1← Expt3(1λ, l,m)

]∣∣ = 0.

Lemma 28.
∣∣Pr
[
1← Expt3(1λ, l,m)

]
− Pr

[
1← Expt4(1λ, l,m)

]∣∣ ≤ qr+2(qdd+qd)
p−1 .

B.6 Proof of Theorem 6 (on Security of DIBStoTSS)

The theorem consists of the following three theorems.

Theorem 13. ΩTSS
DIBS is EUF-CMA if the underlying DIBS ΣDIBS is EUF-CMA

and KI. Formally, ∀A ∈ PPTAλ, ∃B1 ∈ PPTAλ, ∃B2 ∈ PA, AdvEUF-CMA
ΩTSS

DIBS,A,l
(λ) ≤

AdvEUF-CMAΣDIBS,B1,l,l
(λ) + AdvKIΣDIBS,B2,l,l

(λ).

Proof. Let A denote a probabilistic algorithm in the EUF-CMA experiment w.r.t.
DIBStoTSS, namelyExptEUF-CMADIBStoTSS,A. Let the experiment be denoted byExpt0.
We introduce a temporary experiment Expt1, which is defined in Fig. 16. We
obtain AdvEUF-CMADIBStoTSS,A,l(λ) = Pr[1 ← Expt0(1λ, l)] ≤ |Pr[1 ← Expt0(1λ, l)] −
Pr[1← Expt1(1λ, l)]|+Pr[1← Expt1(1λ, l)]. We define two simulators BKI and
BUNF as follows.

BReveal,Weaken,Down
KI (mpk,msk): // (mpk,msk)← Setup′(1λ, l, l).
(pk, sk) := (mpk,msk). (σ∗,msg∗)← ASign,Sanitize,SanitizeTd(pk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
msg′ ← ΦT(msg).

sk
I1(msg′)
msg′ ← Reveal(msg′). td := skTmsg′ ←Weaken(sk

I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ←Weaken(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn σ.

−Sanitize(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ T):
Rtn ⊥ if (msg,T, σ, ·) /∈ Q

∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

∃(msg,T, σ, td) ∈ Q for some td.
msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
I1(msg′)
msg′ ← Down(skTmsg′ ,msg

′,T,msg′).
td := skTmsg′ ←Weaken(sk

T\I0(msg′)
msg′ ,msg′,T \ I0(msg′),T).

sk
T\I0(msg)
msg ← Down(skTmsg′ ,msg

′,T,msg).
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σ := sk∅msg ←Weaken(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn σ.

−SanitizeTd(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ T):
Rtn ⊥ if (msg,T, σ, ·) /∈ Q

∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

∃(msg,T, σ, td) ∈ Q for some td.
msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
I1(msg′)
msg′ ← Down(skTmsg′ ,msg

′,T,msg′).
td := skTmsg′ ←Weaken(sk

T\I0(msg′)
msg′ ,msg′,T \ I0(msg′),T).

sk
T\I0(msg)
msg ← Down(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ←Weaken(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Qtd := Qtd
⋃
{(msg,T, σ)}. Rtn (σ, td).

Write σ∗ as sk∅msg∗ . m̂sg  {0, 1}l. σ̂ ← Sig′(sk∅msg∗ ,msg
∗, ∅, m̂sg).

Rtn 1 if


1← Ver

′(σ̂,msg, m̂sg)
∧

(msg,T,σ,td)∈Q

msg 6= msg∗

∧
(msg,T,σ)∈Qtd

∨
i∈[1,l] s.t. msg∗[i] 6=msg[i]

i /∈ T

.

Rtn 0.

BReveal,Sign
UNF (mpk,msk): // (mpk,msk)← Setup′(1λ, l, l).
(pk, sk) := (mpk,msk). (σ∗,msg∗)← ASign,Sanitize,SanitizeTd(pk), where

−Sign(msg,T):
msg′ ← ΦT(msg). σ := sk∅msg ← Reveal(msg, ∅).
Q := Q

⋃
{(msg,T, σ,⊥)}. Rtn σ.

−Sanitize(msg,T, σ,msg,T):
Rtn ⊥ if (msg,T, σ, ·) /∈ Q

∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

msg′ ← ΦT(msg), msg′ ← ΦT(msg). σ := sk∅msg ← Sign(msg, ∅).
Q := Q

⋃
{(msg,T, σ,⊥)}. Rtn σ.

−SanitizeTd(msg,T, σ,msg,T):
Rtn ⊥ if (msg,T, σ, ·) /∈ Q

∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

msg′ ← ΦT(msg), msg′ ← ΦT(msg). td := skTmsg′ ← Reveal(msg′,T).

σ := sk∅msg ← Reveal(msg, ∅).
Qtd := Qtd

⋃
{(msg,T, σ)}. Rtn (σ, td).

Write σ∗ as sk∅msg∗ . m̂sg  {0, 1}l. σ̂ ← Sig′(sk∅msg∗ ,msg
∗, ∅, m̂sg).

Rtn (σ̂,msg∗, m̂sg) if 1← Ver′(σ̂,msg, m̂sg)
∧

(msg,T,σ,td)∈Qmsg 6= msg∗∧
(msg,T,σ)∈Qtd

∨
i∈[1,l] s.t. msg∗[i] 6=msg[i] i /∈ T.

Rtn 0.

Based on the two simulators, we can easily verify that the 2 terms in the last
inequality are upper-bounded by AdvKIΣDIBS,BKI,l,l(λ) and AdvUNFΣDIBS,BUNF,l,l(λ), re-

spectively. Thus, we obtain AdvEUF-CMADIBStoTSS,A,l(λ) ≤ AdvKIΣDIBS,B0,l,l
(λ)+AdvUNFΣDIBS,BUNF,l,l(λ).

ut
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Expt0(:= ExptEUF-CMADIBStoTSS,A)(1λ, l): //Expt1
(pk, sk) := (mpk,msk)← Setup′(1λ, l, l). (σ∗,msg∗)← ASign,Sanitize,SanitizeTd(pk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
msg′ ← ΦT(msg).

sk
I1(msg′)
msg′ ← KGen′(msk,msg′). td := skTmsg′ ← Weaken′(sk

I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

sk
I1(msg)
msg ← KGen′(msk,msg). σ := sk∅msg ← Weaken′(sk

I1(msg)
msg ,msg, I1(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn σ.

−Sanitize(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if (msg,T, σ, ·) /∈ Q
∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

∃(msg,T, σ, td) ∈ Q for some td.

msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
T\I0(msg′)
msg′ ← Down′(skTmsg′ ,msg

′,T,msg′).
td := skTmsg′ ← Weaken′(sk

T\I0(msg)
msg′ ,msg′,T \ I0(msg′),T).

sk
I1(msg′)
msg′ ← KGen′(msk,msg′). td := skTmsg′ ← Weaken′(sk

I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

sk
I1(msg)
msg ← KGen′(msk,msg). σ := sk∅msg ← Weaken′(sk

I1(msg)
msg ,msg, I1(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn σ.

−SanitizeTd(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if (msg,T, σ, ·) /∈ Q
∧
T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T.

∃(msg,T, σ, td) ∈ Q for some td.

msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
T\I0(msg′)
msg′ ← Down′(skTmsg′ ,msg

′,T,msg′).
td := skTmsg′ ← Weaken′(sk

T\I0(msg)
msg′ ,msg′,T \ I0(msg′),T).

sk
I1(msg′)
msg′ ← KGen′(msk,msg′). td := skTmsg′ ← Weaken′(sk

I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

sk
I1(msg)
msg ← KGen′(msk,msg). σ := sk∅msg ← Weaken′(sk

I1(msg)
msg ,msg, I1(msg), ∅).

Qtd := Qtd
⋃
{(msg,T, σ)}. Rtn (σ, td).

Write σ∗ as sk∅msg∗ . m̂sg  {0, 1}l. σ̂ ← Sig′(sk∅msg∗ ,msg
∗, ∅, m̂sg).

Rtn 1 if


1← Ver

′(σ̂,msg, m̂sg)
∧

(msg,T,σ,td)∈Q

msg 6= msg∗

∧
(msg,T,σ)∈Qtd

∨
i∈[1,l] s.t. msg∗[i] 6=msg[i]

i /∈ T

.

Rtn 0.

Fig. 16. Experiments for EUF-CMA w.r.t. DIBStoTSS
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Theorem 14. ΩTSS
DIBS is sPRV if the underlying DIBS ΣDIBS is KI. Formally,

∀A ∈ PPTAλ, ∃B, AdvsPRV
ΩTSS

DIBS,A,l
(λ) ≤ 2 · AdvKIΣDIBS,B,l,l(λ).

Proof. Let A denote a probabilistic algorithm in the sPRV experiments w.r.t.
DIBStoTSS, namely ExptsPRVDIBStoTSS,A,b for b ∈ {0, 1}. Let them be shortly
denoted by Exptb. Let us introduce a temporary experiment Expttemp, which
is defined in Fig. 17. We obtain AdvsPRVDIBStoTSS,A,l(λ) = |Pr[1← Expt0(1λ, l)]−
Pr[1 ← Expt1(1λ, l)]| ≤ |Pr[1 ← Expt0(1λ, l)] − Pr[1 ← Expttemp(1

λ, l)]| +
|Pr[1 ← Expttemp(1

λ, l)] − Pr[1 ← ExptwPRV1 (1λ, l)]|. We define two simulators
B0 and B1 as follows.

BReveal,Weaken,Down
0 (mpk,msk): // (mpk,msk)← Setup′(1λ, l, l).
(pk, sk) := (mpk,msk). Rtn b′ ← ASign,San/Sig(pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
msg′ ← ΦT(msg).

sk
I1(msg′)
msg′ ← Reveal(msg′). td := skTmsg′ ←Weaken(sk

I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ←Weaken(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ [1, l]):
Rtn ⊥ if T * T

∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T

∨
(msg,T, σ, ·) /∈ Q.

∃(msg,T, σ, td) ∈ Q for some td.
msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
T\I0(msg′)
msg′ ← Down(skTmsg′ ,msg

′,T,msg′).
td := skTmsg′ ←Weaken(sk

T\I0(msg)
msg′ ,msg′,T \ I0(msg),T).

sk
T\I0(msg)
msg ← Down(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ←Weaken(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

BReveal,Weaken,Down
1 (mpk,msk): // (mpk,msk)← Setup′(1λ, l, l).
(pk, sk) := (mpk,msk). Rtn b′ ← ASign,San/Sig(pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]): The same as B0.
−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if T * T
∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T

∨
(msg,T, σ, ·) /∈ Q.

∃(msg,T, σ, td) ∈ Q for some td.
msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
I1(msg′)
msg′ ← Reveal(msg′).

td := skTmsg′ ←Weaken(sk
I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ←Weaken(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

Based on the two simulators, we can easily verify that the 2 terms in the
last inequality are upper-bounded by AdvKIΣDIBS,B0,l,l

(λ) and AdvKIΣDIBS,B1,l,l
(λ),
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Expt0(:= ExptsPRVDIBStoTSS,A,0)(1λ, l): // Expttemp ,
�� ��Expt1(:= ExptsPRVDIBStoTSS,A,1).

(pk, sk) := (mpk,msk)← Setup′(1λ, l, l). Rtn b′ ← ASign,San/Sig(pk, sk), where

−Sign(msg ∈ {0, 1}l,T ⊆ [1, l]):
msg′ ← ΦT(msg).

sk
I1(msg′)
msg′ ← KGen′(msk,msg′). td := skTmsg′ ← Weaken′(sk

I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

sk
I1(msg)
msg ← KGen′(msk,msg). σ := sk∅msg ← Weaken′(sk

I1(msg)
msg ,msg, I1(msg), ∅).�� ��sk

T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).�� ��σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

−San/Sig(msg ∈ {0, 1}l,T ⊆ [1, l], σ,msg ∈ {0, 1}l,T ⊆ [1, l]):

Rtn ⊥ if T * T
∨
i∈[1,l] s.t. msg[i] 6=msg[i] i /∈ T

∨
(msg,T, σ, ·) /∈ Q.

∃(msg,T, σ, td) ∈ Q for some td.

msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTmsg′ .

sk
T\I0(msg′)
msg′ ← Down′(skTmsg′ ,msg

′,T,msg′).
td := skTmsg′ ← Weaken′(sk

T\I0(msg)
msg′ ,msg′,T \ I0(msg),T).

sk
I1(msg′)
msg′ ← KGen′(msk,msg′). td := skTmsg′ ← Weaken′(sk

I1(msg′)
msg′ ,msg′, I1(msg′),T).

sk
T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).

σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

sk
I1(msg)
msg ← KGen′(msk,msg). σ := sk∅msg ← Weaken′(sk

I1(msg)
msg ,msg, I1(msg), ∅).�� ��sk

T\I0(msg)
msg ← Down′(skTmsg′ ,msg

′,T,msg).�� ��σ := sk∅msg ← Weaken′(sk
T\I0(msg)
msg ,msg,T \ I0(msg), ∅).

Q := Q
⋃
{(msg,T, σ, td)}. Rtn (σ, td).

Fig. 17. Three experiments used in the proof of Theorem 14

respectively. Thus, we obtain AdvINVDIBStoTSS,A,l(λ) ≤ 2 · max{AdvKIΣDIBS,B0,l,l
(λ),

AdvKIΣDIBS,B1,l,l
(λ)}. ut

Theorem 15. ΩTSS
DIBS is INV if the underlying DIBS ΣDIBS is KI. Formally,

∀A ∈ PPTAλ, ∃B, AdvINV
ΩTSS

DIBS,A,l
(λ) ≤ 2 · AdvKIΣDIBS,B,l,l(λ).

Proof. Let A denote a probabilistic algorithm in the INV experiments w.r.t.
DIBStoTSS, namely ExptINVDIBStoTSS,A,b for b ∈ {0, 1}. Let them be shortly
denoted by Exptb. Let us introduce a temporary experiment Expttemp, which
is defined in Fig. 18. We obtain AdvINVDIBStoTSS,A,l(λ) = |Pr[1← Expt0(1λ, l)]−
Pr[1 ← Expt1(1λ, l)]| ≤ |Pr[1 ← Expt0(1λ, l)] − Pr[1 ← Expttemp(1

λ, l)]| +
|Pr[1 ← Expttemp(1

λ, l)] − Pr[1 ← ExptwPRV1 (1λ, l)]|. We define two simulators
B0 and B1 as follows.

BReveal,Weaken,Down
b (mpk,msk): // (mpk,msk)← Setup′(1λ, l, l).
(pk, sk) := (mpk,msk). Rtn b′ ← ASigLR,SanLR(pk, sk), where
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−SigLR(msg ∈ {0, 1}l,T0,T1 ⊆ [1, l]):
msg′ ← ΦTb(msg).

sk
I1(msg′)
msg′ ← Reveal(msg′). td := sk

Tb
msg′ ←Weaken(sk

I1(msg′)
msg′ ,msg′, I1(msg′),Tb).

sk
Tb\I0(msg)
msg ← Down(sk

Tb
msg′ ,msg

′,Tb,msg).

σ := sk∅msg ←Weaken(sk
Tb\I0(msg)
msg ,msg,Tb \ I0(msg), ∅).

Q := Q
⋃
{(msg,T0,T1, σ, td)}. Rtn σ.

−SanLR(msg ∈ {0, 1}l,T0,T1 ⊆ [1, l], σ,msg ∈ {0, 1}l,T0,T1 ⊆ [1, l]):

Rtn ⊥ if
∨
β∈{0,1}

 Tβ * Tβ∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ Tβ

∨(msg,T0,T1, σ, ·) /∈ Q.

∃(msg,T0,T1, σ, td) ∈ Q for some td.
msg′ ← ΦTb(msg), msg′ ← ΦTb(msg). Write td as sk

Tb
msg′ .

sk
Tb\I0(msg′)
msg′ ← Down(sk

Tb
msg′ ,msg

′,Tb,msg′).

td := sk
Tb
msg′ ←Weaken(sk

Tb\I0(msg)
msg′ ,msg′,Tb \ I0(msg),Tb).

sk
Tb\I0(msg)
msg ← Down(sk

Tb
msg′ ,msg

′,Tb,msg).

σ := sk∅msg ←Weaken(sk
Tb\I0(msg)
msg ,msg,Tb \ I0(msg), ∅).

Q := Q
⋃
{(msg,T0,T1, σ, td)}. Rtn σ.

Based on the two simulators, we can easily verify that the 2 terms in the
last inequality are upper-bounded by AdvKIΣDIBS,B0,l,l

(λ) and AdvKIΣDIBS,B1,l,l
(λ),

respectively. Thus, we obtain AdvINVDIBStoTSS,A,l(λ) ≤ 2 · max{AdvKIΣDIBS,B0,l,l
(λ),

AdvKIΣDIBS,B1,l,l
(λ)}. ut

B.7 Proof of Theorem 7 (on Security of TSStoDIBS)

The theorem consists of the following two theorems.

Theorem 16. ΩDIBS
TSS is EUF-CMA (under Def. 7) if the underlying TSS ΣTSS is

EUF-CMA (under Def. 9). Formally, ∀A ∈ PPTAλ, ∃B ∈ PPTAλ s.t. AdvEUF-CMA
ΩDIBS

TSS ,A,l,m(λ) =

AdvEUF-CMAΣTSS,B,l+m(λ).

Proof. Let A denote a probabilistic algorithm in the EUF-CMA experiment w.r.t.
TSStoDIBS, namelyExptEUF-CMATSStoDIBS,A. Because of the definition, AdvEUF-CMATSStoDIBS,A,l,m(λ) =

Pr[1← ExptEUF-CMATSStoDIBS,A(1λ, l,m)]. We define a PPT simulator BUNF as follows.

BSign,Sanitize,SanitizeTd
UNF (pk, sk): // (pk, sk)← KGen′(1λ, l +m).
(mpk,msk) := (pk, sk). (σ∗, id∗,msg∗)← AReveal,Sign(mpk), where

−Reveal(id, J): σ ← Sign(id||1m, I1(id)
⋃l+m
i=l+1{i}).

sk := (σ, td)← SanitizeTd(id||1m, I1(id)
⋃l+m
i=l+1{i}, σ, id||1

m, J
⋃l+m
i=l+1{i})).

Qr := Qr
⋃
{(id, J)}. Rtn sk.

−Sign(id,msg): σ ← Sign(id||1m, I1(id)
⋃l+m
i=l+1{i})).

(σ, td)← Sanitize(id||1m, I1(id)
⋃l+m
i=l+1{i}, σ, id||msg, ∅).Qs := Qs

⋃
{(id,msg, σ)}.

Rtn σ.
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Exptb(:= ExptINVDIBStoTSS,A,b)(1
λ, l): // Expttemp .

(pk, sk) := (mpk,msk)← Setup′(1λ, l, l). Rtn b′ ← ASigLR,SanLR(pk, sk), where

−SigLR(msg ∈ {0, 1}l,T0,T1 ⊆ [1, l]):
msg′ ← ΦTb(msg).

sk
I1(msg′)
msg′ ← KGen′(msk,msg′). td := sk

Tb
msg′ ← Weaken′(sk

I1(msg′)
msg′ ,msg′, I1(msg′),Tb).

sk
Tb\I0(msg)
msg ← Down′(sk

Tb
msg′ ,msg

′,Tb,msg).

σ := sk∅msg ← Weaken′(sk
Tb\I0(msg)
msg ,msg,Tb \ I0(msg), ∅).

sk
I1(msg)
msg ← KGen′(msk,msg). σ := sk∅msg ← Weaken′(sk

I1(msg)
msg ,msg, I1(msg), ∅).

Q := Q
⋃
{(msg,T0,T1, σ, td)}. Rtn σ.

−SanLR(msg ∈ {0, 1}l,T0,T1 ⊆ [1, l], σ,msg ∈ {0, 1}l,T0,T1 ⊆ [1, l]):

Rtn ⊥ if
∨
β∈{0,1}

[
Tβ * Tβ

∨
i∈[1,l] s.t. msgβ [i] 6=msg[i]

i /∈ Tβ
]∨

(msg,T0,T1, σ, ·) /∈ Q.

∃(msg,T0,T1, σ, td) ∈ Q for some td.

msg′ ← ΦTb(msg), msg′ ← ΦTb(msg). Write td as sk
Tb
msg′ .

sk
Tb\I0(msg′)
msg′ ← Down′(sk

Tb
msg′ ,msg

′,Tb,msg′).
td := sk

Tb
msg′ ← Weaken′(sk

Tb\I0(msg)
msg′ ,msg′,Tb \ I0(msg),Tb).

sk
Tb\I0(msg)
msg ← Down′(sk

Tb
msg′ ,msg

′,Tb,msg).

σ := sk∅msg ← Weaken′(sk
Tb\I0(msg)
msg ,msg,Tb \ I0(msg), ∅).

sk
I1(msg)
msg ← KGen′(msk,msg). σ := sk∅msg ← Weaken′(sk

I1(msg)
msg ,msg, I1(msg), ∅).

Q := Q
⋃
{(msg,T0,T1, σ, td)}. Rtn σ.

Fig. 18. Three experiments used in the proof of Theorem 15

ExptEUF-CMATSStoDIBS,A(1λ, l,m):

(mpk,msk) := (pk, sk)← KGen′(1λ, l +m). (σ∗, id∗,msg∗)← AReveal,Sign(mpk), where

−Reveal(id ∈ {0, 1}l, J ⊆ I1(id)): (σ, td)← Sig′(sk, id||1m, I1(id)
⋃l+m
i=l+1{i}).

sk := (σ, td)← Sanit′(id||1m, I1(id)
⋃l+m
i=l+1{i}, σ, td, id||1

m, J
⋃l+m
i=l+1{i}).

Qr := Qr
⋃
{(id, J)}. Rtn sk.

−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m): (σ, td)← Sig′(sk, id||1m, I1(id)
⋃l+m
i=l+1{i})).

(σ, td)← Sanit′(id||1m, I1(id)
⋃l+m
i=l+1{i}, σ, td, id||msg, ∅).

Qs := Qs
⋃
{(id,msg, σ)}. Rtn σ.

Rtn 1 if 1← Ver′(pk, σ∗, id∗||msg∗)
∧

(id,J)∈Qr id
∗ �J id∧

(id,msg,·)∈Qs(id,msg) 6= (id∗,msg∗).

Rtn 0.

Fig. 19. Experiment for unforgeability w.r.t. TSStoDIBS
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Rtn 1 if


1← Ver

′(pk, σ∗, id∗||msg∗)
∧

(id,J)∈Qr

id∗ �J id

∧
(id,msg,·)∈Qs

(id,msg) 6= (id∗,msg∗)

.

Rtn 0.

We obtain AdvEUF-CMATSStoDIBS,A,l,m(λ) = AdvUNFΣTSS,BUNF,l+m(λ). ut

Theorem 17. ΩDIBS
TSS is statistically signer private (under Def. 8) if the un-

derlying TSS ΣTSS is statistically TRN and UNL (under Def. 10). Formally, for
every probabilistic algorithm A, there exist probabilistic algorithms B1 and B2
and four polynomial-time algorithms Π ′DIBS = {Setup′, KGen′, Down′, Sig′} such
that AdvSP

ΩDIBS
TSS ,Π′DIBS,A,l,m

(λ) ≤ AdvUNLΣTSS,B1,l+m
(λ) + 2 · AdvTRNΣTSS,B2,l+m

(λ).

Proof. Let A denote a probabilistic algorithm in the statistical signer-privacy ex-
periments, namely ExptSPΣDIBS,A,0 and ExptSPΣDIBS,A,1. The latter experiment is
associated with simulation algorithms {SimSetup, SimKGen, SimDisD, SimDown, SimSig},
defined as follows.

SimSetup, SimKGen, SimDisD, SimDown: The same as the original ones of TSStoDIBS.
SimSig(msk, id ∈ {0, 1}l,msg ∈ {0, 1}m): Writemsk as sk. (σ, td)← Sig(sk, id||msg, ∅).

The two experiments are shortly denoted by Expt0 and Expt3, respectively.
We introduce two experiments, namelyExpt1 andExpt2. The four experiments
are described in Fig. 20.

We obtain AdvSPΠDIBS,Π′DIBS,A,l,m
(λ) = |Pr[1 ← Expt0(1λ, l,m)] − Pr[1 ←

Expt3(1λ, l,m)]| ≤
∑3
i=1 |Pr[1← Expti−1(1λ, l,m)]−Pr[1← Expti(1

λ, l,m)]|.
We define three simulators BUNL, BTRN and B′TRN as follows.

BSign,Sanitize,SanLR
UNL (mpk,msk): // (mpk,msk)← KGen(1λ, l +m).
Rtn b← AReveal,Weaken,Down,Sign(mpk,msk), where

−Reveal(id ∈ {0, 1}l):
sk := (σ, td)← Sign(id||1m, I1(id)

⋃
[l + 1, l +m]).

Q := Q
⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id ∈ {0, 1}l, J ⊆ [1, l], J′ ⊆ [1, l]):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ * J. Parse sk as (σ, td).

sk′ := (σ, td)← Sanitize(id||1m, J
⋃

[l+ 1, l+m], σ, td, id||1m, J′
⋃

[l+ 1, l+m]).
Q := Q

⋃
{(sk, id, J′)}. Rtn sk′.

−Down(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. Parse sk as (σ, td). J′ := J \ I0(id′).

sk′ := (σ, td)← Sanitize(id||1m, J
⋃

[l+ 1, l+m], σ, td, id′||1m, J′
⋃

[l+ 1, l+m]).
Q := Q

⋃
{(sk, id′, J′)}. Rtn sk′.

−Sign(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l,msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. Parse sk as (σ, td). J′ := J \ I0(id′).

(σ′, td′)← Sign(id||1m, J
⋃

[l + 1, l +m]).
(σ, td)← SanLR(id||1m, J

⋃
[l + 1, l +m], σ, td,

id||1m, J
⋃

[l + 1, l +m], σ′, td′, id′||1m, J′
⋃

[l + 1, l +m]).

(σ, td)← Sanitize(id′||1m, J′
⋃

[l + 1, l +m], σ, td, id′||msg, ∅). Rtn σ.
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Expt0(:= ExptSPTSStoDIBS,A,0)(1λ, l,m): // Expt1 , Expt2 , Expt3(:= ExptSPTSStoDIBS,TSStoDIBS′,A,1).

(mpk,msk)← KGen′(1λ, l +m).

Rtn b← AReveal,Weaken,Down,Sign(mpk,msk), where

−Reveal(id ∈ {0, 1}l):
sk := (σ, td)← Sig′(msk, id||1m, I1(id)

⋃
[l + 1, l +m]).

Q := Q
⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id ∈ {0, 1}l, J ⊆ [1, l], J′ ⊆ [1, l]):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ 6⊆ J. Parse sk as (σ, td).

sk′ := (σ, td)← Sanit′(id||1m, J
⋃

[l + 1, l +m], σ, td, id||1m, J′
⋃

[l + 1, l +m]).
Q := Q

⋃
{(sk′, id, J′)}. Rtn sk′.

−Down(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. Parse sk as (σ, td). J′ := J \ I0(id′).

sk′ := (σ, td)← Sanit′(id||1m, J
⋃

[l + 1, l +m], σ, td, id′||1m, J′
⋃

[l + 1, l +m]).
Q := Q

⋃
{(sk′, id′, J′

⋃
[l + 1, l +m])}. Rtn sk′.

−Sign(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l,msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. Parse sk as (σ, td).

(σ, td)← Sig′(msk, id||1m, J
⋃

[l + 1, l +m]).

(σ, td)← Sanit′(id||1m, J
⋃

[l + 1, l +m], σ, td, id′||1m, J \ I0(id′)
⋃

[l + 1, l +m]).

(σ, td)← Sig′(msk, id′||1m, J \ I0(id′)
⋃

[l + 1, l +m]) .

(σ, td)← Sanit′(id′||1m, J \ I0(id′)
⋃

[l + 1, l +m], σ, td, id′||msg, ∅).
(σ, td)← Sig′(msk, id′||msg, ∅). Rtn σ.

Fig. 20. Four experiments used in the proof of Theorem 17

BSan/Sig
TRN (mpk,msk): // (mpk,msk)← KGen(1λ, l +m).
Rtn b← AReveal,Weaken,Down,Sign(mpk,msk), where

−Reveal(id ∈ {0, 1}l):
sk := (σ, td)← Sig′(msk, id||1m, I1(id)

⋃
[l + 1, l +m]).

Q := Q
⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id ∈ {0, 1}l, J ⊆ [1, l], J′ ⊆ [1, l]):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ * J. Parse sk as (σ, td).

sk := (σ, td)← Sanit′(id||1m, J
⋃

[l + 1, l +m], σ, td, id||1m, J
⋃

[l + 1, l +m]).
Q := Q

⋃
{(sk, id, J′)}. Rtn sk.

−Down(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. Parse sk as (σ, td). J′ := J \ I0(id′).

sk′ := (σ, td)← Sanit′(id||1m, J
⋃

[l + 1, l +m], σ, td, id′||1m, J′
⋃

[l + 1, l +m]).
Q := Q

⋃
{(sk, id′, J′)}. Rtn sk′.

−Sign(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l,msg ∈ {0, 1}m):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id. Parse sk as (σ, td). J′ := J \ I0(id′).

(σ, td)← Sig′(msk, id||1m, J
⋃

[l + 1, l +m]).
(σ, td)← San/Sig(id||1m, J

⋃
[l + 1, l +m], id′||1m, J′

⋃
[l + 1, l +m]).

(σ, td)← Sanit′(id′||1m, J′
⋃

[l + 1, l +m], σ, td, id′||msg, ∅). Rtn σ.

B′TRN
San/Sig

(mpk,msk): // (mpk,msk)← KGen(1λ, l +m).
Rtn b← AReveal,Weaken,Down,Sign(mpk,msk), where
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−Reveal,Weaken,Down: Same as BTRN.
−Sign(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l,msg ∈ {0, 1}m):

Rtn ⊥ if (sk, id, J) /∈ Q
∨
id′ �J id. Parse sk as (σ, td). J′ := J \ I0(id′).

(σ, td)← Sig′(msk, id′||1m, J′
⋃

[l + 1, l +m]).

(σ, td)← San/Sig(id′||1m, J′
⋃

[l + 1, l +m], id′||msg, ∅). Rtn σ.

We can easily verify that the 3 terms in the last inequality are upper-bounded
by AdvUNLΣTSS,BUNL,l+m(λ), AdvTRNΣTSS,BTRN,l+m(λ), AdvTRNΣTSS,B′TRN,l+m

(λ), respectively. Thus,

we obtain AdvSPΠDIBS,Π′DIBS,A,l,m
(λ) ≤ AdvUNLΣTSS,BUNL,l+m(λ)+2·max{AdvTRNΣTSS,BTRN,l+m(λ),

AdvTRNΣTSS,B′TRN,l+m
(λ)}. ut

C The Second Transformations from DIBS into
Non-Wildcarded IBS Primitives

Transforming DIBS into IBS (DIBStoIBS2). An IBS scheme (w. identity length
l ∈ N) can be generically transformed from a DIBS scheme (w. the same identity
length l) ΣDIBS = {Setup′, KGen′, Weaken′, Down′, Sig′, Ver′} as follows.

IBS.Setup(1λ, l,m): Rtn (mpk,msk)← Setup′(1λ, l,m).
IBS.KGen(msk, id ∈ {0, 1}l):
sk

I1(id)
id ← KGen′(msk, id). Rtn sk∅id ← Weaken′(sk

I1(id)
id , id, I1(id), ∅).

IBS.Sig(skid(= sk∅id), id ∈ {0, 1}l,msg ∈ {0, 1}m): Rtn σid ← Sig′(sk∅id, id,msg).
IBS.Ver(σid, id ∈ {0, 1}l,msg ∈ {0, 1}m): Rtn 1 / 0← Ver′(σid, id,msg).

Its correctness and security are reduced to those of the underlying DIBS
scheme. Theorem 19 is proven below.

Theorem 18. DIBStoIBS2 is correct if the underlying DIBS scheme is correct.

Theorem 19. DIBStoIBS2 is existentially unforgeable (under Def. 13) if the
underlying DIBS scheme is existentially unforgeable (under Def. 7). Formally,
∀A ∈ PPTAλ, ∃B ∈ PPTAλ, AdvEUF-CMADIBStoIBS2,A,l,m(λ) = AdvEUF-CMAΣDIBS,B,l,m(λ).

Proof. The simulator B behaves as follows.

BReveal′,Sign′(mpk): // (msk,mpk)← Setup′(1λ, l,m).
Rtn (σ∗, id∗ ∈ {0, 1}l,msg∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ {0, 1}l): sk′ ← Reveal′(id, ∅).
// sk ← KGen′(msk, id). sk′ ← Weaken′(sk, id, I1(id), ∅).
Qr := Qr

⋃
{id}. Rtn sk.

−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m): σ ← Sign′(id,msg).
// sk ← KGen′(msk, id). σ ← Sig′(sk, id, I1(id),msg).
Qs := Qs

⋃
{(id,msg, σ)}. Rtn σ.

It is obvious that B perfectly simulates ExptEUF-CMADIBStoIBS2,A,l,m to A. It is
also obvious that iff A outputs σ∗, id∗ and msg∗ s.t. 1 ← IBS.Ver(σ∗, id∗,
msg∗)

∧
id∈Qr id 6= id∗

∧
(id,msg,·)∈Qs(id,msg) 6= (id∗,msg∗), B outputs the ones

s.t. 1 ← Ver′(σ∗, id∗,msg∗)
∧

(id,∅)∈Q′r
id∗ �∅ id

∧
(id,msg,·)∈Q′s

(id,msg) 6= (id∗,

msg∗) (note: id∗ �∅ id is logically equivalent to id∗ 6= id). Hence, AdvEUF-CMADIBStoIBS2,A,l,m(λ) =

AdvEUF-CMAΣDIBS,B,l,m(λ). ut
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Transforming DIBS into Wicked IBS (DIBStoWkIBS2). A WkIBS scheme pa-
rameterized by l, n can be generically transformed from a DIBS scheme ΣDIBS =
{Setup′, KGen′, Weaken′, Down′, Sig′, Ver′} with identity length l′ := ln as follows.

WkIBS.Setup(1λ, l,m, n):

(mpk,msk)← Setup′(1λ, ln,m). sk#n := sk
I1(1ln)
1ln

← KGen′(msk, 1ln).
Rtn (mpk, sk#n).

WkIBS.KGen(skid, id ∈ ({0, 1}l \ {1l}
⋃
{#})n, id′ ∈ ({0, 1}l \ {1l}

⋃
{#})n):

Write skid as skJdid, where did := φwk(id) and J :=
⋃
i∈[1,n] s.t. idi=#[l ·(i−1)+1, l · i].

sk
J\I0(did′)
did′ ← Down′(skJdid, did, J, did

′), where did′ := φwk(id′).

Rtn skid′ := skJ
′

did′ ← Weaken′(sk
J\I0(did)
did′ , did′, J \ I0(did′), J′),

where J′ :=
⋃
i∈[1,n] s.t. id′i=#[l · (i− 1) + 1, l · i].

WkIBS.Sig(skid, id ∈ ({0, 1}l \ {1l}
⋃
{#})n,msg ∈ {0, 1}m):

Write skid as skJdid, where did := φwk(id) and J :=
⋃
i∈[1,n] s.t. idi=#[l ·(i−1)+1, l · i].

Rtn σid := σdid ← Sig′(skJdid, did, J,msg).
WkIBS.Ver(σid, id ∈ ({0, 1}l \ {1l}

⋃
{#})n,msg ∈ {0, 1}m):

Write σid as σdid, where did← φwk(id). Rtn 1 / 0← Ver′(σdid, did,msg).

Its correctness and security are reduced to those of the underlying DIBS
scheme.

Theorem 20. DIBStoWkIBS2 is correct if the underlying DIBS scheme is cor-
rect.

Theorem 21. DIBStoWkIBS2 is existentially unforgeable (under Def. 3) if the
underlying DIBS scheme is existentially unforgeable (under Def. 7). Formally,
∀A ∈ PPTAλ, ∃B ∈ PPTAλ, AdvEUF-CMADIBStoWkIBS2,A,l,m,n(λ) = AdvEUF-CMAΣDIBS,B,ln,m(λ).

Proof. The simulator B behaves as follows.

BReveal′,Sign′(mpk): // (msk,mpk)← Setup′(1λ, ln,m).
(σ∗, id∗ ∈ ({0, 1}l \ {1l}

⋃
{#})n,msg∗ ∈ {0, 1}m)← AReveal,Sign(mpk), where

−Reveal(id ∈ ({0, 1}l \ {1l}
⋃
{#})n):

sk′ ← Reveal′(did, J),
where did← φwk(id) and J :=

⋃
i∈[1,n] s.t. idi=#[l · (i− 1) + 1, l · i]

// sk ← KGen′(msk, did). sk′ ← Weaken′(sk, did, I1(did), J).
Qr := Qr

⋃
{id}. Rtn sk.

−Sign(id ∈ ({0, 1}l \ {1l}
⋃
{#})n,msg ∈ {0, 1}m):

σ ← Sign′(did,msg), where did← φwk(id).
// sk ← KGen′(msk, did). σ ← Sig′(sk, did, I1(did),msg).
Qs := Qs

⋃
{(id,msg, σ)}. Rtn σ.

Rtn (σ∗, did∗,msg∗), where did∗ := φwk(id∗).

It is obvious that B perfectly simulates ExptEUF-CMADIBStoWkIBS2,A,l,m to A. It is
also obvious that iff A outputs σ∗, id∗ and msg∗ s.t. 1 ← WkIBS.Ver(σ∗, id∗,
msg∗)

∧
id∈Qr 0 ← Rw(id, id∗)

∧
(id,msg,·)∈Qs(id,msg) 6= (id∗,msg∗), B outputs

the ones s.t. 1← Ver′(σ∗, did∗,msg∗)
∧

(did,∅)∈Q′r
did∗ �J did

∧
(did,msg,·)∈Q′s

(did,

msg) 6= (did∗,msg∗) (note: did∗ �J did is logically equivalent to 0 ← Rwk(id,
id∗)). Hence, AdvEUF-CMADIBStoWkIBS2,A,l,n,m(λ) = AdvEUF-CMAΣDIBS,B,ln,m(λ). ut
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Instantiations and Efficiency Analysis. Existing and our non-wildcarded IBS
schemes are compared in Table 3. Although we present a discussion on Wk-
IBS schemes, basically the same discussion can be applied to IBS and HIBS
schemes. Firstly note that DIBStoWkIBS1 instantiated by our DIBS scheme
DIBSOurs (which is the one obtained by instantiating our DAMAC-based DIBS
in Sect. 4 by our DAMAC scheme in Sect. 3) and WkIBEtoWkIBS instantiated
by WkIBEBGP are basically the same WkIBS scheme. Thus, their efficiency are
identical. DIBStoWkIBS2 instantiated by DIBSOurs and either of them achieve
asymptotically the equivalent efficiency. However, their actual efficiency greatly
differ, in terms of size of master public/secret-key and (user) secret-key. The
WkIBS scheme via DIBStoWkIBS2 has

mpk = ([A]1, {[Zi]1 | i ∈ [0, l +m], [z]1}),
msk = (skMAC, {Yi | i ∈ [0, l +m]},y),

where skMAC = (B, {xi | i ∈ [0, l + m]}, x). On the other hand, the WiIBS
scheme via DIBStoWkIBS1 has

mpk = ([A]1, {[Zi]1 | i ∈ [0, 2l +m], [z]1}),
msk = (skMAC, {Yi | i ∈ [0, 2l +m]},y),

where skMAC = (B, {xi | i ∈ [0, 2l+m]}, x). In the WkIBS scheme via DIBStoWkIBS2,
a secret-key for a (wicked) identity id is

skid =


[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,[di]2, [di]2, [ei]2, [Ei]2

∣∣∣∣∣∣i ∈
⋃

j∈[1,l] s.t. id[j]=#

{j}
l+m⋃
j=l+1

{j}


 .

On the other hand, in the WkIBS scheme via DIBStoWkIBS1, it is

skid =


[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,[di]2, [di]2, [ei]2, [Ei]2

∣∣∣∣∣∣i ∈
⋃

j∈[1,l] s.t. id[j]=#

{2j − 1, 2j}
2l+m⋃
j=2l+1

{j}


 .

Thus, for master-public/secret-key and (user) secret-key, size of the former be-
comes approximately two thirds of the size of the latter if l ≈ m. Note that for
signature, there is no difference between them.
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D Security Analysis of the Existing TSS Constructions

Security Analysis of TSSYSL. We present three theorems related to the security
of TSSYSL.

Theorem 22. TSSYSL is perfectly TRN.

Proof. In the experiment Expt0 w.r.t. TSSYSL, to generate the signature σ =
(σ0, σ1, ˆV K) on San/Sig, we firstly generate σ1 on ˆV K||m̂sg||msg by ˆSK, then
σ1 on ˆV K||m̂sg||msg by the same ˆSK. σ1 is independent of σ1. Hence, the
signature σ distributes identically to the one in Expt1 w.r.t. TSSYSL. ut

Theorem 23. TSSYSL is not statistically UNL.

Proof. We consider a probabilistic adversary A which behaves in ExptUNLb w.r.t.
TSSYSL as follows.
A arbitrarily chooses (msg,T), then asks them to Sign to get (σ0, td0), where

σ0 = ( ˆV K0, σ00, σ10) and td0 = ˆSK0. A secondly asks the same (msg,T) to Sign
to get (σ1, td1), where σ1 = ( ˆV K1, σ01, σ11) and td1 = ˆSK1. If ˆV K0 = ˆV K1,
then A aborts. Then, A asks (msg,T, σ0, td0,msg,T, σ1, td1,msg,T) to SanLR
to get (σ, td).
A outputs b′ := 0 if the first element of σ is ˆV K0. A outputs b′ := 1 if the

first element of σ is ˆV K1. A correctly guesses b except for the case where A
aborts with a negligible probability. ut

Theorem 24. TSSYSL is not statistically INV if the underlying digital signature
scheme is EUF-CMA.

Proof. We consider a probabilistic adversary A which behaves in ExptINVb w.r.t.
TSSYSL as follows.
A arbitrarily chooses (msg,T0,T1) s.t. T0 6= T1 to SigLR, then gets σ =

( ˆV K, σ0, σ1). For each β ∈ {0, 1}, let m̂sgβ := ||li=1m̂sg[i], where m̂sg[i] is set
to ? (if i ∈ Tβ) or msg[i] (otherwise).

We consider the following three cases.

1. σ0 is (resp. is not) a correct signature on ˆV K||m̂sg0 (resp. ˆV K||m̂sg1).
2. σ0 is not (resp. is) a correct signature on ˆV K||m̂sg0 (resp. ˆV K||m̂sg1).
3. σ0 is (resp. is) a correct signature on ˆV K||m̂sg0 (resp. ˆV K||m̂sg1).

Because of correctness of the digital signature scheme, either of the three
cases must occur.

If the first case occurs, because of the correctness, b must be 0. A outputs
b′ := 0. Else if the second case occurs, because of the correctness, b must be 1.
A outputs b′ := 1.

Else if the third case occurs, in any case of b = 0 and b = 1, that contradicts
to the EUF-CMA of the digital signature scheme. Let us consider the case of b = 0.
σ0 has been generated as a signature on ˆV K||m̂sg0. The fact that σ0 is a correct
signature on ˆV K||m̂sg1 implies that A found a correct forged signature. ut
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Security Analysis of TSSCLM. We present two theorems related to the security
of TSSCLM.

Theorem 25. TSSCLM is not statistically wPRV if the underlying IBCH scheme
is collision-resistant under the definition in [14].

Proof. We consider a probabilistic adversary A which behaves in ExptwPRVb w.r.t.
TSSCLM as follows.
A arbitrarily chooses (msg0,msg1,T,msg) s.t. msg0 6= msg1 to SigSanLR

to get (σ, td), where σ = (·, {·, · | i ∈ T}, h, r). We remind us that h is an IBCH
hash of the message msg and the randomness r under the message msgb as an
ID, and that td is an IBCH secret-key for the message msgb as an ID.

Let us consider the following three cases, where m̂sg /∈ {msg0,msg1} is an
arbitrarily chosen message.

1. h is identical to the hash value of (msg, r) under msg0, and is not identical
to the one under msg1.

2. h is identical to the hash value of (msg, r) under msg1, and is not identical
to the one under msg0.

3. h is identical to the hash value of (msg, r) under msg0, and is identical to
the one under msg1. Moreover, A finds a pair of a message m̂sg /∈ {msg0,
msg1} and a randomness r̂ whose hash value under msg0 is identical to ĥ
by the collision-finder algorithm using the IBCH secret-key td. A also finds
a pair of a message m̃sg /∈ {msg0,msg1} and a randomness r̃ whose hash

value under msg1 is identical to ĥ by the collision-finder algorithm using the
IBCH secret-key td.

Because of correctness of IBCH, either of the three cases must occur.
If the first case occurs, because of the correctness of IBCH, b must be 0. A

outputs b′ := 0.
If the second case occurs, because of the correctness of IBCH, b must be 1.

A outputs b′ := 1.
If the third case occurs, in any case of b = 0 and b = 1, that contradicts to

the collision-resistance of IBCH under the definition in [14]. Let us consider the
case of b = 0. td has been generated as an IBCH secret-key for the message msg0
as an ID. The fact that the third case occurs implies that A found a collision
under msg1 even though A is not given any secret-key for msg1. ut

Theorem 26. TSSCLM is not statistically INV.

Proof. We consider a probabilistic adversary A which behaves in ExptINVb w.r.t.
TSSCLM as follows.
A arbitrarily chooses (msg,T0,T1) s.t. T0 6= T1∧|T0| 6= |T1| to SigLR, then

gets σ = (·, {hi, ri | i ∈ Tb}, ·, ·).
A correctly guesses the bit b by counting number of the randomness {ri}.

If the number is |T0|, A outputs b′ := 0. Else if the number is |T1|, A outputs
b′ := 1. ut
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E Downgradable Identity-Based Trapdoor Sanitizable
Signatures (DIBTSS)

E.1 Our DIBTSS Model

Syntax. Downgradable Identity-Based Trapdood Sanitizable Signatures (DIBTSS)
consist of following 7 polynomial time algorithms, where Ver is deterministic and
the others are probabilistic.

(mpk,msk)← Setup(1λ, l,m): The same as the one for DIBS (in Subsect. 4.1).
skJid ← KGen(msk, id): The same as the one for DIBS.

skJ
′

id ← Weaken(skJid, id, J, J′): The same as the one for DIBS.

skJ
′

id′ ← Down(skJid, id, J, id
′): The same as the one for DIBS.

(σ, td)← Sig(skJid, id, J,msg,T): The signing algorithm Sig takes a secret-key

skJid for an identity id ∈ {0, 1}l and a set J ⊆ I1(id), a message msg ∈ {0, 1}m
and a set T ⊆ [1,m] indicating modifiable parts, then outputs a signature σ
and a trapdoor td.

(σ, td)← Sanit(id,msg,T, σ, td,msg,T): The sanitizing algorithm Sanit takes
an identity id ∈ {0, 1}l, a message msg ∈ {0, 1}m, a set T ⊆ [1,m], a
signature σ, a trapdoor td, a modified message msg ∈ {0, 1}l and a modified
set T ⊆ T, then outputs a sanitized signature σ and a trapdoor td.

1/0← Ver(σ, id,msg): The same as the one for DIBS.

We require every DIBTSS scheme to be correct.

Definition 15. A DIBS scheme ΣDIBTSS = {Setup, KGen, Weaken, Down, Sig,
Sanit, Ver} is correct, if ∀λ ∈ N, ∀l ∈ N, ∀m ∈ N, ∀(mpk,msk) ← Setup(1λ,

l,m), ∀id0 ∈ {0, 1}l, ∀skI1(id0)id0
← KGen(msk, id0), ∀J′0 ⊆ I1(id0), ∀skJ

′
0

id0
←

Weaken(sk
I1(id0)
id0

, id0, I1(id0), J0), ∀id1 ∈ {0, 1}l s.t. id1 �J′0 id0, ∀skJ1id1 ← Down(sk
J′0
id0
,

id0, J′0, id1), where J1 := J′0\I0(id1), · · · , ∀J′n−1 ⊆ Jn−1, ∀skJ
′
n−1

idn−1
← Weaken(sk

Jn−1

idn−1
,

idn−1, Jn−1, Jn−1), ∀idn ∈ {0, 1}l s.t. idn �J′n−1
idn−1, ∀skJnidn ← Down(sk

J′n−1

idn−1
,

idn−1, J′n−1, idn), where Jn := J′n−1 \ I0(idn), ∀msg0 ∈ {0, 1}m, ∀T0 ⊆ [1,m],

∀(σ0, td0)← Sig(skJnidn , idn, Jn,msg0,T0), ∀msg1 ∈ {0, 1}m s.t. ∀msg1 ∈ {0, 1}m
s.t.

∧
i∈[1,m] s.t. msg1[i]6=msg0[i]

i ∈ T0, ∀T1 ⊆ T0, ∀(σ1, td1) ← Sanit(idn,msg0,

T0, σ0, td0,msg1,T1), · · · , ∀msgn′ ∈ {0, 1}m s.t.
∧
i∈[1,m] s.t. msgn′ [i]6=msgn′−1[i]

i ∈
Tn′−1, ∀Tn′ ⊆ Tn′−1, ∀(σn′ , tdn′) ← Sanit(idn,msgn′−1,Tn′−1, σn′−1, tdn′−1,
msgn′ ,Tn′),

∧n′
i=0 1← Ver(σi, idi,msgi).

Security of DIBTSS. We require a DIBTSS satisfy the following seven security
notions, namely (weak) EUF-CMA (EUF-CMA), signer-privacy (SP), transparency
(TRN), weak privacy (wPRV), unlinkability (UNL), invisibility (INV) and strong
privacy (sPRV). We introduced key-invariance for DIBS in Subsect. 5.3. We in-
troduce it for DIBTSS. The eight security notions are defined by the following
three definitions, namely Def. 16, Def. 17 and Def. 18, using the four experiments
depicted in Fig. 21, Fig. 22, Fig. 23 and Fig. 24.
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ExptEUF-CMAΣDIBTSS,A(1λ, l):

(mpk,msk)← Setup(1λ, l,m).

(σ∗, id∗,msg∗)← AReveal,Sign,Sanitize,SanitizeTd(mpk), where

−Reveal(id ∈ {0, 1}l, J ⊆ I1(id)) :

sk
I1(id)
id ← KGen(msk, id). skJid ← Weaken(sk

I1(id)
id , id, I1(id), J).

Qr := Qr
⋃
{(id, J)}. Rtn skJid.

−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m]):

sk
I1(id)
id ← KGen(msk, id). (σ, td)← Sig(sk

I1(id)
id , id, I1(id),msg,T).

Qs := Qs
⋃
{(id,msg,T, σ, td)}. Rtn σ.

−Sanitize(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m], σ,msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if (id,msg,T, σ, ·) /∈ Qs
∨
T * T

∨
i∈[1,m] s.t. msg[i] 6=msg[i] i /∈ T.

∃(id,msg,T, σ, td) ∈ Qs for some td.

(σ, td)← Sanit(id,msg,T, σ, td,msg,T). Qs := Qs
⋃
{(id,msg,T, σ, td)}. Rtn σ.

−SanitizeTd(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m], σ,msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if (id,msg,T, σ, ·) /∈ Qs
∨
T * T

∨
i∈[1,m] s.t. msg[i] 6=msg[i] i /∈ T.

∃(id,msg,T, σ, td) ∈ Qs for some td.

(σ, td)← Sanit(id,msg,T, σ, td,msg,T). Qst := Qst
⋃
{(id,msg,T)}. Rtn (σ, td).

Rtn 0 if 0← Ver(σ∗, id∗,msg∗)
∨

(id,J)∈Qr id
∗ �J id∨

(id,msg,T)∈Qst

∧
i∈[1,m] s.t. msg∗[i] 6=msg[i] i ∈ T.

Rtn 1 if
∧

(id,msg,·,·,·)∈Qs(id,msg) 6= (id∗,msg∗). Rtn 0.

Fig. 21. Experiments for weak EUF-CMA w.r.t. a DIBTSS scheme ΣDIBTSS = {Setup,
KGen, Weaken, Down, Sig, Sanit, Ver}.

ExptSPΣDIBTSS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). (mpk,msk′)← Setup′(1λ, l,m).

Rtn b← AReveal,Weaken,Down,Sign(mpk,msk), where

−Reveal(id ∈ {0, 1}l):
sk ← KGen(msk, id). sk ← KGen′(msk′, id).
Q := Q

⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id ∈ {0, 1}l, J, J′ ⊆ [1, l]):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
J′ 6⊆ J.

sk′ ← Weaken(sk, id, J, J′). sk′ ← Weaken′(sk, id, J, J′).
Q := Q

⋃
{(sk′, id, J′)}. Rtn sk′.

−Down(sk, id, id′ ∈ {0, 1}l, J ⊆ [1, l]):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id.

sk′ ← Down(sk, id, J, id′). sk′ ← Down′(sk, id, J, id′).
Q := Q

⋃
{(sk′, id′, J \ I0(id′))}. Rtn sk′.

−Sign(sk, id, id′ ∈ {0, 1}l, J ⊆ [1, l],msg ∈ {0, 1}m,T ⊆ [1,m]):
Rtn ⊥ if (sk, id, J) /∈ Q

∨
id′ �J id.

sk′ ← Down(sk, id, J, id′). σ ← Sig(sk, id′, J \ I0(id′),msg,T).
σ ← Sig′(msk′, id′,msg,T).
Rtn σ.

Fig. 22. Experiments for signer-privacy w.r.t. a DIBTSS scheme ΣDIBTSS and its sim-
ulation algorithms Σ′DIBTSS = {Setup′, KGen′, Weaken′, Down′, Sig′, Sanit′}
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ExptTRNΣDIBTSS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). Rtn b′ ← ASan/Sig(mpk,msk), where

−San/Sig(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m],msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if T * T
∨
i∈[1,m] s.t. msg[i] 6=msg[i] i /∈ T.

sk
J1(id)
id ← KGen(msk, id).

(σ, td)← Sig(sk
I1(id)
id , id, I1(id),msg,T). (σ, td)← Sanit(id,msg,T, σ, td,msg,T).

(σ, td)← Sig(sk
I1(id)
id , id, I1(id),msg,T). Rtn (σ, td).

ExptPRVΣDIBTSS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). Rtn b′ ← ASigSanLR(mpk,msk), where

−SigSanLR(id ∈ {0, 1}l,msg0,msg1 ∈ {0, 1}m,T ⊆ [1,m],msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if T * T
∨
β∈{0,1}

∨
i∈[1,m] s.t. msgβ [i] 6=msg[i]

i /∈ T.

sk
J1(id)
id ← KGen(msk, id). (σ, td)← Sig(sk

I1(id)
id , id, I1(id),msgb,T).

(σ, td)← Sanit(id,msgb,T, σ, td,msg,T). Rtn (σ, td).

ExptUNLΣDIBTSS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). Rtn b′ ← ASign,Sanitize,SanLR(mpk,msk), where

−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m]):

sk
I1(id)
id ← KGen(msk, id).

(σ, td)← Sig(sk
I1(id)
id , id, I1(id),msg,T). Q := Q

⋃
{(id,msg,T, σ, td)}. Rtn (σ, td).

−Sanitize(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m], σ, td,msg ∈ {0, 1}m,T ⊆ T):

Rtn ⊥ if (id,msg,T, σ, td) /∈ Q
∧
T * T

∨
i∈[1,m] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sanit(id,msg,T, σ, td,msg,T). Q := Q
⋃
{(id,msg,T, σ, td)}. Rtn (σ, td).

−SanLR(id ∈ {0, 1}l,msg0 ∈ {0, 1}m,T0 ⊆ [1,m], σ0, td0,msg1 ∈ {0, 1}m,T1 ⊆ [1,m], σ1, td1,

msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if
∨
β∈{0,1}

[
T * Tβ

∨
(id,msgβ ,Tβ , σβ , tdβ) /∈ Q

∨
i∈[1,m] s.t. msgβ [i] 6=msg[i]

i /∈ Tβ
]
.

(σ, td)← Sanit(id,msgb,Tb, σb, tdb,msg,T). Rtn (σ, td).

ExptINVΣDIBTSS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). Rtn b′ ← ASigLR,SanLR(mpk,msk), where

−SigLR(id ∈ {0, 1}l,msg ∈ {0, 1}m,T0,T1 ⊆ [1,m]):

sk
I1(id)
id ← KGen(msk, id).

(σ, td)← Sig(sk
I1(id)
id , id, I1(id),msg,Tb). Q := Q

⋃
{(id,msg,T0,T1, σ, td)}. Rtn σ.

−SanLR(id ∈ {0, 1}l,msg ∈ {0, 1}m,T0,T1 ⊆ [1,m], σ,msg ∈ {0, 1}m,T0,T1 ⊆ [1,m]):

Rtn ⊥ if
∨
β∈{0,1}

[
Tβ * Tβ

∨
i∈[1,m] s.t. msgβ [i] 6=msg[i]

i /∈ Tβ
]∨

(id,msg,T0,T1, σ, ·) /∈ Q.

∃(id,msg,T0,T1, σ, td) ∈ Q for some td.

(σ, td)← Sanit(id,msg,Tb, σ, td,msg,Tb). Q := Q
⋃
{(id,msg,T0,T1, σ, td)}. Rtn σ.

Fig. 23. Experiments for transparency, privacy, unlinkability and invisibility w.r.t. a
DIBTSS scheme ΣDIBTSS = {Setup, KGen, Weaken, Down, Sig, Sanit, Ver}.
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ExptsPRVΣDIBTSS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m). Rtn b′ ← ASign,San/Sig(mpk,msk), where

−Sign(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m]):

sk
I1(id)
id ← KGen(msk, id). (σ, td)← Sig(sk

I1(id)
id , id, I1(id),msg,T).

Q := Q
⋃
{(id,msg,T, σ, td)}. Rtn (σ, td).

−San/Sig(id ∈ {0, 1}l,msg ∈ {0, 1}m,T ⊆ [1,m], σ, td,msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if T * T
∨

(id,msg,T, σ, td) /∈ Q
∨
i∈[1,m] s.t. msg[i] 6=msg[i] i /∈ T.

(σ, td)← Sanit(id,msg,T, σ, td,msg,T).

sk
I1(id)
id ← KGen(msk, id). (σ, td)← Sig(sk

I1(id)
id , id, I1(id),msg,T).

Q := Q
⋃
{(id,msg,T, σ, td)}. Rtn (σ, td).

Fig. 24. Experiments for strong privacy w.r.t. a DIBTSS scheme ΣDIBTSS = {Setup,
KGen, Weaken, Down, Sig, Sanit, Ver}.

ExptKIΣDIBTSS,A,b(1
λ, l,m): // b ∈ {0, 1}.

(mpk,msk)← Setup(1λ, l,m).

Rtn b← AReveal,Weaken,Down(mpk,msk), where

−Reveal(id ∈ {0, 1}l): sk ← KGen(msk, id ∈ {0, 1}l). Q := Q
⋃
{(sk, id, I1(id))}. Rtn sk.

−Weaken(sk, id ∈ {0, 1}l, J ⊆ [1, l], J ⊆ [1, l]): Rtn ⊥ if (sk, id, J) /∈ Q
∨
J′ 6⊆ J.

sk′ ← Weaken(sk, id, J, J′). sk ← KGen(msk, id). sk′ ← Weaken(sk, id, I1(id), J′).
Q := Q

⋃
{(sk′, id, J)}. Rtn sk′.

−Down(sk, id ∈ {0, 1}l, J ⊆ [1, l], id′ ∈ {0, 1}l): Rtn ⊥ if (sk, id, J) /∈ Q
∨
id′ �J id.

sk′ ← Down(sk, id, J, id′). sk ← KGen(msk, id′). sk′ ← Weaken(sk, id′, I1(id′), J \ I0(id′)).
Q := Q

⋃
{(sk′, id′, J)}. Rtn sk′.

Fig. 25. Experiments for key-invariance w.r.t. a DIBTSS scheme ΣDIBTSS = {Setup,
KGen, Weaken, Down, Sig, Sanit, Ver}
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Definition 16. A DIBTSS scheme ΣDIBTSS is EUF-CMA, if ∀λ ∈ N, ∀l ∈ N,
∀m ∈ N, ∀A ∈ PPTAλ, ∃ε ∈ NGLλ s.t. AdvEUF-CMAΣDIBTSS,A,l(λ) := Pr[1← ExptEUF-CMAΣDIBTSS,A(1λ, l)] <
ε.

Definition 17. A DIBTSS scheme ΣDIBTSS is statistically signer private, if
for every λ ∈ N, every l ∈ N, every m ∈ N, and every probabilistic algorithm
A, there exist polynomial time algorithms Σ′DIBTSS := {Setup′, KGen′, Weaken′,
Down′, Sig′} and a negligible function ε ∈ NGLλ s.t. AdvSPΣDIBTSS,Σ′DIBTSS,A,l,m

(λ) :=

|
∑1
b=0(−1)b Pr[1← ExptSPΣDIBTSS,A,0(1λ, l,m)]| < ε.

Definition 18. Let Z ∈ {TRN, wPRV, UNL, INV, sPRV}. A DIBTSS scheme ΣDIBTSS

is statistically (resp. perfectly) Z, if ∀λ, l,m ∈ N, ∀A ∈ PA, ∃ε ∈ NGLλ s.t.

AdvZΣDIBTSS,A,l(λ) := |
∑1
b=0(−1)b Pr[1 ← ExptZΣDIBTSS,A,b(1

λ, l)]| < ε (resp.

AdvZΣDIBTSS,A,l(λ) = 0).

Theorem 4 guarantees that the five implications among the four security
notions for TSS, i.e., TRN, wPRV, UNL and sPRV, hold. The same implications
hold in DIBTSS. The following theorem can be proven in the same manner as
Theorem 4.

Theorem 27. For any DIBTSS scheme, (1) TRN implies wPRV, (2) UNL implies
wPRV, (3) sPRV implies TRN, (4) sPRV implies UNL, and (5) TRN

∧
UNL implies

sPRV. Note that they hold even if the security notions are perfect ones.

Definition 19. A DIBTSS scheme ΣDIBTSS = {Setup, KGen, Weaken, Down, Sig,
Sanit, Ver} is statistically key-invariant, if ∀λ ∈ N, ∀l ∈ N, ∀m ∈ N, ∀A ∈ PA,

∃ε ∈ NGLλ s.t. AdvKIΣDIBTSS,A,l,m(λ) := |
∑1
b=0(−1)b Pr[1← ExptKIΣDIBTSS,A,b(1

λ, l,m)]| <
ε.

E.2 Our DIBTSS Construction DAMACtoDIBTSS

A formal description of our DAMAC-based DIBTSS construction is divided
into Fig. 26 and Fig. 27. Its security, i.e., statistical signer-privacy, statistical
strong privacy, EUF-CMA, perfect privacy, perfect invisibility and statistical
key-invariance are guaranteed by Theorems 28-32.

Theorem 28. ΩDIBTSS
DAMAC is statistically signer-private.

Theorem 29. ΩDIBTSS
DAMAC is statistically sPRV.

Theorem 30. ΩDIBTSS
DAMAC is EUF-CMA if the Dk-MDDH assumption on G1 holds

and the underlying ΣDAMAC is PR-CMA1.

Theorem 31. ΩDIBTSS
DAMAC is perfectly wPRV and perfectly INV.

Theorem 32. ΩDIBTSS
DAMAC is statistically key-invariance.

From Theorem 27 and Theorem 29, we obtain Corollary 2.

Corollary 2. ΩDIBTSS
DAMAC is statistically TRN and statistically UNL.
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Setup(1λ, l,m):

A  Dk. skMAC ← GenMAC(1λ, l +m).

Parse skMAC = (B,x0, · · · ,xl+m, x). // B ∈ Zn×n
′

p , xi ∈ Znp , x ∈ Zp.
For i ∈ [0, l +m]: Yi  Zn×kp , Zi := (Yi | xi)A ∈ Zn×kp .

y  Z1×k
p , z := (y | x)A ∈ Z1×k

p .
mpk :=

(
[A]1,

{
[Zi]1 | i ∈ [0, l +m]

}
, [z]1

)
, msk := (skMAC, {Yi | i ∈ [0, l +m]} ,y).

Rtn (mpk,msk).

KGen(msk, id ∈ {0, 1}l):
τ ← Tag(skMAC, id||1m).
Parse τ = ([t]2, [u]2, {[di]2 | i ∈ I1(id||1m)}).

// s  Zn
′
p , t := Bs ∈ Znp , di := hi(id||1m)xT

i t, u :=
∑l+m
i=0 fi(id||1m)xT

i t + x ∈ Zp.
u :=

∑l+m
i=0 fi(id||1m)Y T

i t + yT ∈ Zkp.

S  Zn
′×n′
p , T := BS ∈ Zn×n

′
p .

w :=
∑l+m
i=0 fi(id||1m)xT

i T ∈ Z1×n′
p , W :=

∑l+m
i=0 fi(id||1m)Y T

i T ∈ Zk×n
′

p .

For i ∈ I1(id||1m): di := hi(id||1m)Y T
i t, ei := hi(id||1m)xT

i T , Ei := hi(id||1m)Y T
i T .

Rtn sk
I1(id)
id :=

(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ I1(id||1m)
})

.

Weaken(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), J′ ⊆ I1(id)):

Rtn ⊥ if J′ 6⊆ J.
(skJid)

′ ← VRnd(skJid, id||1
m, J

⋃l+m
i=l+1{i}).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ J⋃K}).
Rtn skJ

′

id :=
(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ J′⋃K}).
Down(skJid, id ∈ {0, 1}

l, J ⊆ I1(id), id′ ∈ {0, 1}l):
Rtn ⊥ if id′ �J id.

(skJid)
′ ← VRnd(skJid, id||1

m, J
⋃l+m
i=l+1{i}).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ J⋃K}).
J′ := J \ I0(id′). I∗ := I1(id)

⋂
I0(id′).

[u′]2 :=
[
u−

∑
i∈I∗ di

]
2
. [u′]2 :=

[
u−

∑
i∈I∗ di

]
2
.

[w′]2 :=
[
w −

∑
i∈I∗ ei

]
2
. [W ′]2 :=

[
W −

∑
i∈I∗ Ei

]
2
.

Rtn skJ
′

id′ :=
(
[t]2, [u

′]2, [u
′]2, [T ]2, [w

′]2, [W
′]2,
{

[di]2, [di]2, [ei]2, [Ei]2
∣∣ i ∈ J′⋃K}).

VRnd(var, str ∈ {0, 1}l+m,R ⊆ [1, l +m]):
Parse var as

(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2 | i ∈ R

})
.

s′  Zn
′
p , S′  Zn

′×n′
p , [T ′]2 := [TS′]2.

[w′]2 := [wS′]2, [W ′]2 := [WS′]2, [t′]2 := [t + T ′s′]2.
[u′]2 := [u+ w′s′]2, [u′]2 := [u +W ′s′]2.
For i ∈ R:

[e′i]2 := [eiS
′]2, [E′i]2 := [EiS

′]2, [d′i]2 := [di + e′is
′]2, [d′i]2 := [di + E′is

′]2.
Rtn var′ :=

(
[t′]2, [u

′]2, [u
′]2, [T

′]2, [w
′]2, [W

′]2,
{

[d′i]2, [d
′
i]2, [e

′
i]2, [E

′
i]2
∣∣ i ∈ R}).

Fig. 26. The first 4 algorithms of Our DIBTSS scheme DAMACtoDIBTSS (or in-
terchangeably ΩDIBTSS

DAMAC) with {Setup, KGen, Weaken, Down, Sig, Sanit, Ver} (and a sub-
routine variable-randomizing algorithm VRnd) based on a DAMAC scheme ΣDAMAC =
{GenMAC, Tag, Weaken, Down, Ver}. Note that K denotes a set [l+ 1, l+m] of successive
integers.
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Sig(skJid, id ∈ {0, 1}
l, J ⊆ I1(id),msg ∈ {0, 1}m,T ⊆ [1,m]):

(skJid)
′ ← VRnd(skJid, id||1

m, J
⋃l+m
i=l+1{i}).

Parse (skJid)
′ as

(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣∣ i ∈ J⋃l+mj=l+1{j}
})

.

msg′ := ΦT(msg).

I∗ := I0(1l||msg). I′ := I0(1l||msg′).
[u∗]2 :=

[
u−

∑
i∈I∗ di

]
2
. [u∗]2 :=

[
u−

∑
i∈I∗ di

]
2
.

[u′]2 :=
[
u−

∑
i∈I′ di

]
2
. [u′]2 :=

[
u−

∑
i∈I′ di

]
2
.

σ :=
(
[t]2, [u

∗]2, [u
∗]2
)
.

td :=
(
[t]2, [u

′]2, [u
′]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ ⋃i∈T{l + i}
})

.
Rtn (σ, td).

Sanit(id ∈ {0, 1}l,T ⊆ [1,m],msg ∈ {0, 1}m, σ, td,
msg ∈ {0, 1}m,T ⊆ T):

Rtn ⊥ if 0← Ver(σ, id,msg)
∨
i∈[1,m] s.t. msg[i] 6=msg[i] i /∈ T.

td′ ← VRnd(td, id||msg′,
⋃
i∈T{l + i}).

Parse td′ as
(
[t]2, [u]2, [u]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ ⋃i∈T{l + i}
})

.
msg′ := ΦT(msg).

I∗ := I0(1l||msg). I′ := I0(1l||msg′).
[u∗]2 :=

[
u−

∑
i∈I∗ di

]
2
. [u∗]2 :=

[
u−

∑
i∈I∗ di

]
2
.

[u′]2 :=
[
u−

∑
i∈I′ di

]
2
. [u′]2 :=

[
u−

∑
i∈I′ di

]
2
.

σ :=
(
[t]2, [u

∗]2, [u
∗]2
)
.

td :=
(
[t]2, [u

′]2, [u
′]2, [T ]2, [w]2, [W ]2,

{
[di]2, [di]2, [ei]2, [Ei]2

∣∣ i ∈ ⋃i∈T{l + i}
})

.

Rtn (σ, td).

Ver(σ, id ∈ {0, 1}l,msg ∈ {0, 1}m):
Parse σ as

(
[t]2, [u]2, [u]2

)
.

r  Zkp. [v0]1 := [Ar]1 ∈ G
k+1. [v]1 := [zr]1 ∈ G. [v1]1 :=

[∑l+m
i=0 fi(id||msg)Zir

]
1
∈ Gn.

Rtn 1 if e

(
[v0]1,

[
u
u

]
2

)
· e
(
[v1]1, [t]2

)−1
= e

(
[v]1, [1]2

)
.

Rtn 0 otherwise.

Fig. 27. The last 3 algorithms of Our DIBTSS scheme DAMACtoDIBTSS (or in-
terchangeably ΩDIBTSS

DAMAC) with {Setup, KGen, Weaken, Down, Sig, Sanit, Ver} (and a sub-
routine variable-randomizing algorithm VRnd) based on a DAMAC scheme ΣDAMAC =
{GenMAC, Tag, Weaken, Down, Ver}.
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Setup(1λ, l,m): Rtn (mpk,msk) := (pk, sk)← KGen′(1λ, l +m).

KGen(msk, id ∈ {0, 1}l): Rtn sk
I1(id)
id := (σ, td)← Sig′(pk, sk, id||1m, I1(id)

⋃
[l + 1, l +m]).

Weaken(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), J′ ⊆ I1(id)):

Rtn ⊥ if J′ * J. Parse skJid as (σ, td).

Rtn skJ
′

id := (σ, td)← Sanit′(pk, id||1m, J
⋃

[l + 1, l +m], σ, td, id||1m, J′
⋃

[l + 1, l +m]).

Down(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), id′ ∈ {0, 1}l):

Rtn ⊥ if id′ �J id. Parse skJid as (σ, td). J′ := J
⋃

[l + 1, l +m] \ I0(id′).

Rtn skJ
′

id′ := (σ, td)← Sanit′(pk, id||1m, J
⋃

[l + 1, l +m], σ, td, id′||1m, J′).
Sig(skJid, id ∈ {0, 1}

l, J ⊆ I1(id),msg ∈ {0, 1}m \ {1m},T ⊆ [1,m]):

Parse skJid as (σ, td).

Rtn (σ, td)← Sanit′(pk, id||1m, J
⋃

[l + 1, l +m], σ, td, id||msg,
⋃
i∈T{l + i}).

Sanit(id,msg,T, σ, td,msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if 0← Ver(σ, id,msg)
∨
i∈[1,m] s.t. msg[i] 6=msg[i] i /∈ T

∨
T * T.

Rtn (σ, td)← Sanit′(pk, id||msg,
⋃
i∈T{l + i}, σ, td, id||msg,

⋃
i∈T{l + i}).

Ver(σ, id ∈ {0, 1}l,msg ∈ {0, 1}m \ {1m}): Rtn 1/0← Ver′(pk, σ, id||msg).

Fig. 28. A generic DIBTSS construction TSStoDIBTSS (or interchangeably ΩDIBTSS
TSS )

with {Setup, KGen, Weaken, Down, Sig, Sanit, Ver} from a TSS construction ΣTSS =
{KGen′, Sig′, Sanit′, Ver′}.

E.3 Implication from TSS to DIBTSS (TSStoDIBTSS)

A generic DIBTSS construction TSStoDIBTSS (interchangeably ΩDIBTSS
TSS ) from

a TSS scheme is described in Fig. 28. Its existential unforgeability, statistical
signer-privacy, transparency, weak privacy, unlinkability, invisibility and strong
privacy are guaranteed by the following three theorems. The first two can be
proven in the same manner as the corresponded ones for TSStoDIBS, i.e., The-
orems 16, 17. The last one is obviously true.

Theorem 33. ΩDIBTSS
TSS is EUF-CMA if the underlying TSS ΣTSS is EUF-CMA.

Theorem 34. ΩDIBTSS
TSS is signer private if the underlying TSS ΣTSS is TRN and

UNL.

Theorem 35. For each Z ∈ {TRN, wPRV, UNL, INV, sPRV}, ΩDIBTSS
TSS is Z if the

underlying TSS ΣTSS is Z.

E.4 Implication from DIBS to DIBTSS (DIBStoDIBTSS)

A generic DIBTSS construction DIBStoDIBTSS (interchangeably ΩDIBTSS
DIBS ) is

described in Fig. 29. Its EUF-CMA, strong privacy, invisibility, signer-privacy
and key-invariance are guaranteed by the following five theorems. The first
three can be formally proven in the same manner as the corresponded ones
for DIBStoTSS, i.e., Theorems 13, 14, 15. The last two are obviously true.

Theorem 36. ΩDIBTSS
DIBS is EUF-CMA if the underlying DIBS ΣDIBS is EUF-CMA

and key-invariant.
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Setup(1λ, l,m):

(mpk,msk)← Setup′(1λ, l +m,m).

KGen(msk, id ∈ {0, 1}l):

sk
I1(id)
id := sk

I1(id)
⋃l+m
i=l+1

{i}
id||1m ← KGen′(msk, id||1m).

Weaken(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), J′ ⊆ I1(id)):

Rtn ⊥ if J′ * J. Parse skJid as sk
J
⋃l+m
i=l+1

{i}
id||1m .

Rtn skJ
′

id := sk
J′

⋃l+m
i=l+1

{i}
id||1m ← Weaken(sk

J
⋃l+m
i=l+1

{i}
id||1m , id||1m, J

⋃l+m
i=l+1{i}, J

′⋃l+m
i=l+1{i}).

Down(skJid, id ∈ {0, 1}
l, J ⊆ I1(id), id′ ∈ {0, 1}l):

Rtn ⊥ if id′ �J id. Parse skJid as sk
J
⋃l+m
i=l+1

{i}
id||1m .

Rtn skJ
′

id′ := sk
J′

⋃l+m
i=l+1

{i}
id′||1m ← Down(sk

J
⋃l+m
i=l+1

{i}
id||1m , id||1m, J

⋃l+m
i=l+1{i}, id

′),

where J′ := J \ I0(id′).

Sig(skJid, id ∈ {0, 1}
l, J ⊆ I1(id),msg ∈ {0, 1}m,T ⊆ [1,m]):

Write skJid as sk
J
⋃l+m
i=l+1

{i}
id||1m . msg′ ← ΦT(msg).

sk
J
⋃

I1(msg′)
id||msg′ ← Down′(sk

J
⋃l+m
i=l+1

{i}
id||1m , id, J

⋃l+m
i=l+1{i}, id||msg

′).

td := skTid||msg′ ← Weaken′(sk
J
⋃

I1(msg′)
id||msg′ , id||msg′, J

⋃
I1(msg′),T).

sk
T\I0(msg)
id||msg ← Down′(skTid||msg′ , id||msg′,T,msg).

σ := sk∅id||msg ← Weaken′(sk
T\I0(msg)
id||msg , id||msg,T \ I0(msg), ∅).

Rtn (σ, td).

Sanit(id,msg,T, σ, td,msg ∈ {0, 1}m,T ⊆ [1,m]):

Rtn ⊥ if T * T
∨
i∈[1,m] s.t. msg[i] 6=msg′[i] i /∈ T.

msg′ ← ΦT(msg), msg′ ← ΦT(msg). Write td as skTid||msg′ .

sk
T\I0(msg′)
id||msg′ ← Down′(skTid||msg′ , id||msg′,T, id||msg′).

td := skTid||msg′ ← Weaken′(sk
T\I0(msg)
id||msg′ , id||msg′,T \ I0(msg),T).

sk
T\I0(msg)
id||msg ← Down′(skTid||msg′ , id||msg′,T, id||msg).

σ := sk∅id||msg ← Weaken′(sk
T\I0(msg)
id||msg , id||msg,T \ I0(msg), ∅).

Rtn (σ, td).

Ver(σ, id ∈ {0, 1}l,msg ∈ {0, 1}m):

Write σ as sk∅id||msg. m̂sg  {0, 1}m.

σ̂ ← Sig′(sk∅id||msg, id||msg, ∅, m̂sg).

Rtn 1/0← Ver′(σ̂, id||msg, m̂sg).

ΦT(msg ∈ {0, 1}m): // T ⊆ [1,m]
msg′ := msg. For every i ∈ T s.t. msg[i] = 0, let msg′[i] := 1.
Rtn msg′ ∈ {0, 1}m.

Fig. 29. A generic DIBTSS construction DIBStoDIBTSS (or interchangeably
ΩDIBTSS

DIBS ) with {Setup, KGen, Weaken, Down, Sig, Sanit, Ver} from a DIBS construction
ΣDIBS = {Setup′, KGen′, Weaken′, Down′, Sig′, Ver′}
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Theorem 37. ΩDIBTSS
DIBS is sPRV if the underlying DIBS ΣDIBS is KI.

Theorem 38. ΩDIBTSS
DIBS is INV if the underlying DIBS ΣDIBS is KI.

Theorem 39. ΩDIBTSS
DIBS is signer-private if the underlying DIBS ΣDIBS is signer-

private.

Theorem 40. ΩDIBTSS
DIBS is KI if the underlying DIBS ΣDIBS is KI.
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