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Abstract. We introduce a novel framework for quantifying the bit secu-
rity of security games. Our notion is defined with an operational meaning
that a A-bit secure game requires a total computational cost of 2* for
winning the game with high probability, e.g., 0.99. We define the bit se-
curity both for search-type and decision-type games. Since we identify
that these two types of games should be structurally different, we treat
them differently but define the bit security using the unified framework
to guarantee the same operational interpretation. The key novelty of our
notion of bit security is to employ two types of adversaries: inner ad-
versary and outer adversary. While the inner adversary plays a “usual”
security game, the outer adversary invokes the inner adversary many
times to amplify the winning probability for the security game. We find
from our framework that the bit security for decision games can be char-
acterized by the information measure called the Rényi divergence of order
1/2 of the inner adversary. The conventional “advantage,” defined as the
probability of winning the game, characterizes our bit security for search-
type games. We present several security reductions in our framework for
justifying our notion of bit security. Many of our results quantitatively
match the results for the bit security notion proposed by Micciancio and
Walter in 2018. In this sense, our bit security strengthens the previous
notion of bit security by adding an operational meaning. A difference
from their work is that, in our framework, the Goldreich-Levin theorem
gives an optimal reduction only for “balanced” adversaries who output
binary values in a balanced manner.
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1 Introduction

The security levels of cryptographic primitives are usually measured by the at-
tacker’s cost for breaking them. We say a primitive P has A-bit security if the
attacker needs to perform 2* operations to break it. The idea behind the no-
tion is that an ideal scheme should be secure as if the only effective attack is
the brute-force search of the A-bit secret key. The attacker can find the key by
checking each candidate roughly 2* times or randomly guessing a key, which is
correct with probability 27*. In either way, the attacker needs a computational
cost of roughly 2* operations to find the correct key. There is a trade-off between



the computational cost T" and the success probability € for finding the key. Thus,
a \-bit secure primitive should satisfy the relation 7'/e > 2* for any attacks. The
quantity log,(7'/€) has been used to give an upper bound on bit security.

The above notion of bit security only captures search primitives such as one-
way functions and signature schemes, where the attacker tries to find the correct
answer from a wide range of the solution space. We also have another type
of primitives, called decision primitives, such as pseudorandom generators and
encryption schemes, where the attacker tries to distinguish two possible cases.
Since the quantity of log,(7'/€) has an operational meaning only for search-type
games, the corresponding notion for decision primitives has not been established.

Micciancio and Walter [19] introduced a unified framework for measuring bit
security that captures both search and decision primitives. They discussed the
validity of their definition by giving several results, including the tightness of
the Goldreich-Levin hard-core predicate and a simple reduction of one-wayness
of pseudorandom generators. Results obtained under their framework are com-
patible with what has been believed in the cryptography community. Notably,
their bit security definition reflects the folklore (cf. [16]), claiming that the bit
security of decision games is reciprocal of the “square” of the advantage. In the
framework of [19], they consider a security game in which an attacker is allowed
to output a failure symbol L; the advantage of the attacker is defined as the ratio
between the mutual information and the Shannon entropy of random variables
induced by the security game. However, these concepts seem to be introduced
without satisfactory explanation. The security of cryptographic primitives can-
not be verified by experiments, unlike physics. Thus, the compatibility of the
results is not sufficient enough to justify the notion. It is desirable to build a
security definition that has a firm operational meaning.

In this work, we revisit a theoretical treatment of bit security and introduce
a new notion of bit security with an operational meaning. Specifically, we define
bit security as the computational cost for winning the security game with high
probability. We apply the same interpretation to both search and decision prim-
itives but distinguish them since they should be structurally different. Below we
explain the underlying idea of our framework of bit security.

In cryptography, the security of a primitive is usually defined through the
security game. The game is played by an attacker and defines the success prob-
ability e of the attacker. For example, in the security of one-way function f, an
attacker is given f(x) for random x and tries to output =’ satisfying f(x) = f(z').
When the success probability is at most € for any attackers with computational
cost at most T', we say that f is (T, ¢)-secure one-way function. Assume there
is an attacker A that, given f(z), can output 2’ with f(z) = f(2’) with com-
putational cost T" and success probability e. What can we say about the cost
of breaking the one-wayness? Suppose we run A in total N times, where A re-
ceives an independently generated challenge f(z;) for the ith time. The total
cost is NT', and the success probability for finding a pair (f(x;),z}) satisfying

f(z}) = f(x;) can be increased to roughly Ne. Thus, it suffices to run A about
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1/€ times to break one-wayness with high probability. The total cost of T'/e cor-



responds with the quantity described above. Hence, if f is a A-bit secure one-way
function, it must satisfy T'/e > 2* for any attackers.

The above formulation of bit security can be adopted for other search prim-
itives. The success probability for those primitives is designed to be sufficiently
small, and it may be increased by running the base attacker repeatedly. For de-
cision primitives, the success probability of an attacker is designed to be close
to 1/2. In a security game of a pseudorandom generator g : {0,1}¢ — {0,1}™,
an attacker tries to distinguish whether a given bit string y is from an output
g(x) for random x € {0, 1}* or a random sampling from {0,1}™. A game is such
that, after choosing a bit u € {0,1} randomly, the attacker obtains y = g(z) if
u = 0, and random y € {0,1}™ if w = 1, and finally outputs v’ € {0,1} as a
guess. The attack succeeds if v’ = u. We usually require that, for any attacker
with cost T, the success probability € is bounded by € < 1/2+ ¢ for small § > 0.

Although the success probability for decision primitives should be close to
1/2, it can be amplified by running the base attacker repeatedly and making
the final decision from the output sequence. Thus, bit security can be defined
similarly as the computational cost for winning the security game with high
probability. Note that there is a structural difference between games for search
and decision primitives. For search primitives, an attacker receives independently
generated challenges in repeated games and wins the game if it finds any success-
ful solution. For decision primitives, an attacker needs to determine the secret
bit u, which is consistent in every repeated game.

1.1 Owur Contribution

We define a notion of bit security based on the above idea. Specifically, we define
a game in which two types of adversaries exist. The first adversary A, called
an inner adversary, is an attacker for the “usual” security game. The second
adversary B, called an outer adversary, invokes A certain times to amplify the
final success probability €4 . The bit security is defined as (the logarithm base
2 of) the computational cost of (A, B) necessary for achieving €4 g > 0.99.

The condition for success differs depending on the types of games. For de-
cision games, the inner adversary A tries to distinguish two cases whether the
secret bit u equals 0 or 1. The outer adversary also tries to distinguish the two
cases by observing answers from A sufficiently many times. The success condition
of (A, B) is that B outputs b with b = u. For search games, where a secret u is
chosen from {0, 1}™ for n > 1, at the ith invocation of A by B, the challenge z; is
generated independently and sent to A. The pair (A, B) succeeds if at least one
invocation of A could find the correct answer of the underlying security game.
Thus, as long as A chooses a value from a finite solution space, the bit security
takes a finite value in search games.

Suppose an adversary A runs in time T4 and achieves the success prob-
ability €4 for some security game. For the search game, the advantage of A
is usually defined to be adv®™® = e4. Our bit security is roughly given by
logy, T'a +1ogy(1/adv™™) +O(1). This is compatible with the well-accepted quan-
tification of bit security in the literature.



On the other hand, for the decision game, the advantage of A is usually
defined to be adv®®™ = 2¢4 — 1. Our main message of this paper is that the
usual notion of advantage adv®®™ is useful only for a certain class of adver-
saries. More specifically, we introduce a class of adversaries that output in a
“balanced” manner, referred to as -balanced adversaries. For instance, the lin-
ear test of pseudorandom generators is S-balanced for 5 = 1/2 since it outputs
0 and 1 with equal probability when the instance is from a true random gener-
ator. For that class of adversary, we show that our bit security is roughly given
by log, T + 2logy(1/adv?®™) + O(1). Thus, it is compatible with the folklore
(cf. [16]) that the bit security of decision games is reciprocal of the square of the
advantage. However, for general adversaries, we demonstrate that the bit security
is characterized by the Rényi advantage advlzenyl = Dy 2(Agl|A1), where Dy 5 is
the Rényi divergence of order 1/2 and A, is the random variable of the output
of A under the condition that u is the secret bit. This new notion of advantage
is closely tied to the optimal exponential convergence of the error probability in
the Bayesian hypothesis testing [5, Section 11.9]. Using the Rényi advantage, we
show that our bit security is roughly given by log, Ta + logy(1/advii™") + O(1).

When we consider a security reduction of a decision game to the correspond-
ing search game, it turns out that the use of the Rényi advantage instead of
the advantage adv®®® is crucial. As a concrete example, let us consider the case
of proving that a A-bit secure pseudorandom generator (PRG) implies a A-bit
secure one-way function (OWF). Suppose that there is an inner adversary A
for the OWF with success probability €4. Then, using this adversary A, we
can build an inner adversary A’ for the PRG; this adversary A’ outputs 0 only
when A succeeds in inverting the OWF and thus is extremely biased. For such
a biased adversary, it turns out that the Rényi advantage advi™ and the ad-
vantage adv?®™ are both £2(e4). Then, our estimate of the bit security using the
Rényi advantage provides that the bit security of the PRG is upper bounded by
logy Ta + logy(1/€4) + O(1), which proves the desired contradiction. However,
using the advantage adv®®", the bit security of the PRG is only upper bounded
by log, T'a +2logy(1/e4)+O(1), which does not prove the desired contradiction.

Using our framework, in addition to the above example of the PRG to the
OWF, we present several other security reductions. For the distribution approxi-
mation problem (a.k.a. approximate samplers), we show that the approximation
precision for preserving the bit security is essentially the same for search and
decision primitives as long as the distributions are close enough in the Hellinger
distance. Tt solves another peculiar problem raised in [19] that decision primi-
tives may require more precise approximation than search primitives. Regarding
the Goldreich-Levin hard-core predicate [10,9], we observe that their reduction
is tight as long as we consider fg-balanced attackers for the hard-core predicate.
Concretely, if a one-way function f : {0,1}" — {0,1}™ is A-bit secure, then
the inner product function ), z; - 7; mod 2 is a (A — O(log, n))-bit secure hard-
core predicate for function g(z,r) = (f(x),r) against adversaries A satisfying
min, Pr[A = z] = §2(1). We observe that the well-known reduction from the
Computational Diffie-Hellman (CDH) problem to the Decisional Diffie-Hellman



(DDH) problem shows that if the DDH problem has A-bit security, then the
corresponding CDH problem has (A — O(1))-bit security. Although the DDH
assumption is stronger than the CDH assumption, our result implies that the
DDH problem may not necessarily have quantitatively higher bit security. In
addition, we give a quantitative relationship between the IND-CPA security and
the one-wayness of encryption schemes. We show that if an encryption scheme is
A-bit secure IND-CPA and the message space is of size 2*, it has (A — O(1))-bit
secure one-wayness. Finally, we show that a hybrid argument for distinguishing
distributions can be generally applied in our framework.

1.2 Related Work

Our study is inspired by the bit security framework introduced by Miccian-
cio and Walter [19]. They first defined the advantage of adversary A using
the mutual information and the Shannon entropy. Then, they observed that

their advantage could be approximated by advf\ff{,k\l, = af for search games and

adviZer = (2 — 1)2 for decision games, where « is the probability that A out-
puts values other than | and § is the conditional probability that A succeeds
in the game under the condition that A outputs values other than L. Their
bit security is defined as mina log,(Ta/advyw), where T4 is the measure of
resources of A. Their notion could solve peculiar problems in PRG and approx-
imate samplers. However, it is not easy to understand the quantitative meaning
of their bit security. Since the notion of bit security was introduced to offer an
easy-to-understand simple metric, our new notion of bit security would be more
appealing. In our framework, if a security game has A-bit security, the game
requires a total computational cost of 2* to win the game with high probability.

In [26], the closeness in Hellinger distance was used for the distribution ap-
proximation problem in the bit security framework of [19]. Although we have not
found concrete relations between the frameworks of [19] and ours, the Hellinger
distance plays a key role in both frameworks for the distribution approximation
problem.

The Rényi divergence has been used in various problems in the information
theory; see [25,23] and references therein. Since the Rényi divergence can be
regarded as a proxy of distance, it has been used as a security metric on en-
cryption [12], an approximation metric in lattice cryptography [15,2,24,4,22],
differential privacy [20], and security analysis [14,17]. Our usage of the Rényi
divergence is different from these cryptographic applications in the sense that
the Rényi divergence naturally arises as a characterization of the operationally
defined bit-security via the Bayesian hypothesis testing.

2 Preliminaries

We present several basic notions and their properties about probability distri-
butions. Let P and ) be probability distributions over a finite set 2. For a



distribution P over {2 and A C (2, we denote by P(A) the probability of event
A, which is equal to ) . 4 P(z).
The total variation distance between P and Q) is

dv(P,Q) = ax [P(4) = Q(A)| = 3 3" IPe) - Q).

e

The Hellinger distance between P and @ is

do(P.Q) = |3 3 (VP@ - vam) = [1- 3 VP@ - Q).

xeﬂ €

which takes values in [0, 1]. It holds that

dnp(P,Q)* < drv(P,Q) < V2 dup(P, Q). (1)
The Rényi divergence of order 1/2 is
D1j2(P|Q) = —2In Y \/P(2)Q(x).
e

It holds that 1 — 1/t <Ilnt <t—1 for ¢ > 0. By using this inequality, we have
that

2
dio(P,Q)* < 5+ Diya(PlQ) < %

2
where the last inequality holds if dpyp(P,Q)? < 1/2. Thus, if Dy)(PlQ) > x
we have

<2-dwp(P,Q)?  (2)

du(P,Q) > min{; ”;} 3)

3 Bit Security

Based on the idea described in Section 1, we introduce our framework of bit
security. Section 3.1 provides a formal definition. Section 3.2 presents upper and
lower bounds on the bit security, which will be used for security reductions.

3.1 Definition

We define an n-bit security game G4 g = (X, R,{Op}g) consisting of an algo-
rithm X, a Boolean function R, and oracles {Op}g, played by an inner adversary
A and an outer adversary B. The inner adversary A plays a usual security game.
First, a secret « € {0,1}™ is chosen uniformly at random, and the challenge x is
computed as X (u). Given xz, A tries to output a such that R(u,z,a) = 1 using
oracle access to {Og}g. See Fig. 1. The success probability of A is

ea=Pr [u Xl {0,1}"; 2 X (u);a + AYOOYo(z) : R(u,x,a) = 1} .



Fig. 1. A description of the inner adversary.

The outer adversary B can invoke the inner adversary A multiple times. We
denote by A; the ith invocation of A, which is the identical copy of A. The outer
adversary B finally outputs b. The success condition of B depends on the type
of games.

Decision Type (n =1): When n = 1, A tries to distinguish two cases whether
u =0 or u = 1. The outer adversary B also tries to tell apart from the two
cases based on the answers aj,ag, -+ from Ay, Ay, -+, where a; € {0,1}.
Thus, the success probability of B is defined as

decn

cj‘f‘g‘:Pr[ui{O,l};beBoA :b:u],

where O4°" is the oracle that, given the ith query, computes z; < X (u)
and replies with a; < Al{oe(‘)}e (x;). See Fig. 2.

A typical example of the decision-type primitive is the pseudorandom gen-
erator. In that case, the secret describes whether the algorithm X is the
pseudorandom generator (u = 0) or the true random generator (u = 1).
Then, upon observing the output x from X (u), the goal of the inner adver-
sary is to estimate the value of uw. Usually, the success probability is given by
1(1+ 6) for some small advantage §. The purpose of the outer adversary is
to boost the success probability of estimating u by aggregating the outputs
of N independent invocations of the inner adversary.

Search Type (n > 1): When n > 1, A tries to find any “correct” answer a
satisfying R(u,z,a) = 1. Thus, B also tries to find any correct answer by
invoking A;’s. At the ith invocation, a secret u; is chosen independently and
uniformly at random. Given X (u;), A; replies with a;. The final output of
B is the list {(j,a;)}, of all oracle replies. The success probability of B is
defined as

ef{fg =Pr [b ={{,qj)}; « BOA" . 3, (i,a;) € b A R(u;, @i, a;) = 1} ,

where Oi{Ch is the oracle that, given the ith query, chooses u; € {0,1}"
uniformly at random, computes z; <+ X(u;), and replies with a;
A;-{Oe(')}" (x;). See Fig. 3.

A typical example of the search-type primitive is the one-way function. In
that case, the secret describes the input of the one-way function X. Then,
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Fig. 2. A description of the outer adversary for n = 1.
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Fig. 3. A description of the outer adversary for n > 1.

upon observing the output of the one-way function, the goal of the inner
adversary is to find an element in the inverse image of the given output.
Usually, the success probability of the search-type game is tiny. Unlike the
decision-type primitive, the outer adversary does not process the outputs
obtained from the inner adversary; the role of the outer adversary is to
invoke the inner adversary a sufficient number of times so that at least one
correct estimate of the secret is included in the list.

The objective of the outer adversary B is to achieve the success probability
of 1 — p for some small constant u > 0 with the least number N = Ny p
of invocations of A. We assume that N outputs ai,...,ay are independently
identically distributed according to a distribution determined by the behavior of
the inner adversary A. This assumption implies that our definition captures the
situation in which the outer adversary tries to amplify the success probability
by observing multiple invocations of the inner adversary.

Let T4 denote the computational complexity for playing the inner game by
A. Namely, it is the (worst-case) computational cost for running the experi-

ment |u <& {0,1}"; 2 < X (u);a + AL} (3:)} The bit security is defined as
the computational cost of (A, B) necessary for achieving the success probability
€ap>1—p.



Definition 1 (Bit Security). The bit security of an n-bit game G =
(X, R,{O¢}g) for error probability p is defined to be

BSG = min{logy(Nap - Ta) :€ap 21—}

= mjn {10g2TA —|—log2ngn{NA7B teap>1 —,u}},

where N4 p is the number of queries to A made by the outer adversary B.

The computational complexity of B is not considered in the definition. It
is for simplicity. Most of the time is consumed by the N4 p times running of
A. Compared to it, the computational cost of B is negligibly small. Indeed, in
Section 3.2, we show that simple computations of B can achieve tight upper
bounds on the bit security. We note that when n = 1, the restriction of the
output range of A to {0, 1} is necessary to ignore the computational cost of B. If
A can output any values and we do not consider B’s cost, B may trivially predict
the value u by observing each A;’s view and performing a high-cost computation
that is not counted.

By definition, the bit security of search primitives has a finite value if the
output space of inner adversaries is finite. If an inner adversary A for a search-
type game outputs a € {0, 1}¢, since a random guessing adversary has a success
probability of at least 1/2¢, the bit security is bounded above by ¢+ O(1). In
contrast to this fact, decision games can have infinite bit security. For example,
since the one-time pad has perfect secrecy, the bit security should be unbounded.

Measures of Computational Costs

We can adopt various measures of resources as computational complexity. The
only restriction is that repeating the task with complexity T in total ¢ times
takes the complexity of £1'. This property is implicitly assumed in Definition 1.
We can assume that time complexity is employed to measure computational
cost in this paper. Following the literature, one may also employ the circuit
size as the computational cost. Note that there have been discussions about
measuring the cost of attacks [13, 3, 6], especially in the non-uniform model.

Instantiations

Some instantiations of decision and search games in our framework are described
in Table 1.

3.2 Upper and Lower Bounds

Since most cryptographic primitives are built upon unproven hardness assump-
tions, it is difficult to provide absolute bounds on the bit security of given primi-
tives. In this section, we present an upper bound (Theorem 1) and a lower bound
(Theorem 2) on the bit security in terms of the success probability of an inner



Table 1. Some instantiations of security games.

Game Type* X R {O6(")}o

OWF f S f(u) f(u) = f(a) —

PRG g D {g(Ul) u=0 u=a —
Un u=

IND of

(Do, D1) D D, u=a —

IND security

of (Enc, Dec) P (mo, ma, Enc(m.)) e _
IND-CPA _ Oc(q) = Encex(q)
of (Enc, Dec) D bp v Oc(q0,q1) = Encer(qu)
Unforgeability a ¢ {0s(qi)}i _ ;

of (Sign, Vrfy) 5 ok A Vrfy(a) =1 Os(a) = (2. Sign,(4)
2nd-preimage g (u, ) r#aA

resistance of h hu (1) = hy(a)

Collision g v a1 # a2\ -

resistance of h hu(a1) = hu(az2)

DDH D {(g,gﬁgd,g“d) u=0 .
(9,9°9%9°) u=1

CDH S (9,997 a=g” —

*S = Search, D = Decision

adversary. In Section 4, those upper bound and lower bound are used to discuss
the relative loss of the bit security during reductions of cryptographic primitives.

First, we derive an upper bound. To that end, for a given inner adversary
A with success probability €4, we shall derive an upper bound on the number
N4, p of invocations necessary to attain the outer adversary’s success probability
1 — p. For the search-type game, the number N4 p can be upper bounded by a
simple bound on the geometric distribution.

Lemma 1 (Upper bound for n > 1). Let G be a search-type security game,
and A be its inner adversary with success probability €4 € (0,1]. Then, there
exists an outer adversary B such that eap > 1 — p and

Nan = [ 2|

Proof. We consider an adversary B that simply invokes A; in total N = N4 p
times. The success probability of B is eg = 1— (1 —€4)". We need to guarantee
that eg > 1 — p, ie., (1 —eq) < p. Since

(1~ €)™ < exp(~Nea),

it suffices to choose N = [(1/e4)In(1/u)] for achieving (1 — e4)"Y < . Hence,
the statement follows. O

10



For the decision-type game, we need some machinery from the Bayesian hy-
pothesis testing. Observe that the success probability of an inner adversary can
be written as

_ 14 drv(Paju(+|0), Paju (1))
2 b)

€A

where P4y (-|u) is the distribution of the inner adversary’s output when the
secret is u. When we evaluate the outer adversary’s success probability, the ex-
ponential convergence is characterized by the Rényi divergence of order 1/2. The

following lemma connects the total variation distance and the Rényi divergence
of order 1/2.

Lemma 2. For given distributions P and @, we have
drv(P,Q)* < 1 —exp(~D12(P|Q)).
Proof. For example, see [8, Proposition 5]. O

By using Lemma 2, we can derive the following upper bound on N4 g for
the decision-type game.

Lemma 3 (Upper bound for n = 1). Let G be a decision-type security game,
and A be its inner adversary with success probability e4 = (1+6)/2 for 6 € (0,1].
Then, there exists an outer adversary B such that eap > 1 — 1 and

2
Nap = | S0 (4)
Proof. We define the strategy of the outer adversary B as

p 0 if Pyny(a™N]0) > Py (a™]1)
C |1 Py (aVN]0) < Panyp(a®1)

where Pyw |y (+|u) is the distribution of N independent outputs ay, ..., ay of the
inner adversary for the secret u. Then, by using a standard technique of the
Bayesian hypothesis testing (cf. [5, Section 11.9]), the error probability of the
outer adversary can be bounded as

Pr[b # 4]

1 .
3 Zmln {PAN|U(aN|O), PAN|U(aN|1)}
(IN

IN
I

5 S \/Pavip(@V0) - P (a¥ 1)

— 3o (= 3DualPariuC01Pasip (1)

Il
|
@
"
o

; (_§D1/2<PA|U<-|0>||PA|U<~1>>>~
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Here, by noting e* > 1 — ¢, Lemma 2 implies
82 = drv(Paju (+10), Pajr(-11))* < Do (Pajw (-10)[|Paju (1))

Thus, we have

P < o (- 2.

This means that, in order to satisfy Pr[b # u] < p, it suffices to take

which implies (4). O

We estimate the computational cost for implementing the outer adversary B
in the above proof. We assume that B knows the conditional probability distri-
butions Pyjiy(+]0) and Pajy(-1). Given a” € {0,1}", B counts the number of
0’s in @V, denoted by Ny. Let Ny = N — Ny. Then, B can compute the value
Pyn i (a™]0) as Py (0]0)N0 - Pajiy (1]0) N1, Also, Py~ (a™|1) can be calculated
similarly. The computation of B is for counting Ny, calculating the two proba-
bilities, and comparing them. Thus, the computational complexity of B is O(N).
Even if we take into account the computational complexity of B, the bit security
is affected by a constant that does not depend on security games.

It follows from the proof of Lemma 3 that the Rényi advantage

adviy™" := Dy j3(Paju (10) | Paj (1))
gives an upper bound for n = 1.

Lemma 4 (Upper bound for n = 1 with Rényi advantage). Let G be a
decision-type security game, and A be its inner adversary with the Rényi ad-
vantage with advﬁerlyl > 0. Then, there exists an outer adversary B such that

€ap>1—p and

2
Nap = Ldvlzenyi 111(1/2!0—‘ : (5)

From the above three lemmas, we can derive the following upper bound on
the bit security.
Theorem 1. Let G be an n-bit security game, and A be its inner adversary with
success probability €4 > 0, running time Ty, and Rényi advantage advierlyl > 0.
Then, we have

log, T4 + log, (i) +logy In(1/p) +1 n>1
BSY, < { log, Ta + 2log, (m) FlogyIn(1/20)+2 n=1.
log, T4 + log, (é) +log, In(1/2p) + 2 n=1

Ronyl
adv,

12



Proof. 1t directly follows from the definition of the bit security and the upper
and lower bounds on N4 p in Lemmas 1, 3, and 4. a

Next, we derive a lower bound on the bit security. To that end, for a given
inner adversary with success probability €4, we need to derive a lower bound on
N4, p for arbitrary outer adversaries B. For the search-type game, the following
bound can be derived from a simple union bound.

Lemma 5 (Lower bound for n > 1). Let G be an n-bit security game, and
A be its inner adversary with success probability €. Then, any outer adversary
B with eg > 1 — 1 must satisfy

1—
Nap > iy

€A
Proof. Since ep is the probability that B successfully finds u at least once, by
the union bound, we have eg < N4 p - €4, which implies the claim. O

For the decision-type game, deriving a lower bound on N4 g is more subtle.
In fact, without further assumptions on the inner adversary to be discussed at
the end of this section, it is not possible to derive a desirable lower bound in
terms of the success probability €4 of an inner adversary. Instead, we derive a
lower bound in terms of the Rényi advantage as follows.

Lemma 6 (Lower bound for n = 1). Let G be a 1-bit security game, and
A be its inner adversary. Then, any outer adversary B with eg > 1 — u must
satisfy

In(1/(4
Nap > In(l/(4)) /éergi))7
adv,

Proof. For any outer adversary B, we must have

Pr(b # u] > 1_dTV(Pf‘N\Ug'O)’PANw(-Il))' ©)

For two distributions P and (), Lemma 2 implies

drv(P,Q)? <1 —exp(—D12(P||Q))

<(1- ;exp<—Dl/2<P||Q>>)2,

ie.,
1
L —drv(P,Q) > 5 exp(—Dy/2(P]|Q)).
Thus, by applying this inequality to (6), we have

Pr[b # u] > — exp(—D1/2(Pa~y(-[0)[| Pavp (-[1)))

N N

exp(—N D o(Paju(-[0)[|Paju(-[1))).
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Since Pr[b # u] < y, it holds that

In(1/(44))
N B Pa (0[P (1D

O

From Lemma 5 and Lemma 6, we can derive the following implication on the
bit security.

Theorem 2. If an n-bit game G is not A\-bit secure, i.e., BSf, < X, then there
exists an inner adversary A for the game such that A runs in time Ty and
satisfies

Th
€A > 27\(1 = 1)
for the search-type game n > 1; and

enyi T
advi™" = Dy o (Pajo (10)]| Pa (1)) > 33 -In (1/4p)

dnp (Pajw (+|0), Pajr (1)) > min {\1@’ \/ % ~1n(1/4u)} .

for the decision-type game n = 1.

and

Proof. If G is not A-bit secure, there exist an inner adversary A and an outer
adversary B such that Ngap - T4 < 2*. Then, the bound for the search-type
game follows from Lemma 5.

For the case that n = 1, Lemma 6 implies that Dy /o(Pajy(-[0)[|Paj(-|1)) >
(Ta/2*)-In(1/4p), and thus dup(Paju(+|0), Pajr(-|1))? > min{1/2, z/2} for z =
(T4/2) - In(1/4p) by (3). 0

Discussion

Theorem 1 roughly claims that for search-type games, if there is an adversary A
with success probability €4 and cost T4, then the bit security cannot be larger
than A ~ logy(T'a/€4); on the other hand, Theorem 2 roughly claims that if the
best possible inner adversary A has success probability € 4 and cost T4, then the
bit security of A ~ log,(T4/€4) is guaranteed. Thus, the upper bound and the
lower bound essentially coincide.

For the decision-type game, the situation is more subtle. Theorems 1 and 2
show that the upper bound and the lower bound coincide in terms of the Rényi
advantage. With the success probability, Theorem 1 claims that, if there exists
an adversary A with success probability e4 = (1 + §)/2 and cost Ty, then the
bit security cannot be larger than \ ~ log,(7T4/6%). By using the relation (1)
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between the total variation and the Hellinger distances, Theorem 2 guarantees
that if the best possible inner adversary A has success probability e4 = (1+0)/2
and cost T4, the bit security is guaranteed to be at least A\ ~ log,(7T4/0). There
is a gap of log,(1/9) between the bounds. As a further illustration, let us consider
an inner adversary given by P (0]0) = 0, Pajpy(1/0) = 1 =4, Pajpy(0[]1) = 0,
and P4y(1/1) = 1; this inner adversary makes no error when u = 1, and it
makes an error most of the time, 1 — §, when u = 0. For this adversary, the
advantage is given by

drv(Paju(+10), Pajw(-[1)) = 6.
On the other hand, the Rényi divergence/advantage is given by

Dy j2(Paju (+10) || Pajr(+1)) = —In(1 — 9)
=4 0(0).

Thus, if this kind of inner adversary exists, we can only guarantee the bit security
of A ~log(Ta/d) as a function of possible advantage J.

Let us consider linear tests against a PRG g : {0,1}¢ — {0,1}™ (cf. [1,21]). It
is known that they are powerful enough to give the best-known attack that yields
the distinguishing advantage § > 272 (See [7,1]). These tests output a = 0 and
a = 1 with the same probability for the true random generator (v = 1). Thus,
it seems reasonable to assume that the probability of each a given u is lower
bounded as Pqjy(alu) > B for some # > 0; in the following, a class of inner
adversaries satisfying such an assumption is termed, §-balanced adversaries.

When probabilities are bounded below, we can connect the total variation
distance and the Rényi divergence.

Lemma 7. For given distributions P and Q, we have
Dy/5(P|Q) < D(P|Q) < 265 drv(P.Q)?,

where fg = mingey+ Qz), Xt = {z : Q(x) > 0}, and D(P||Q) =
> P(x)log(P(z)/Q(x)) is the KL-divergence.

Proof. The former inequality follows from the fact that the Rényi diver-
gence is monotonically non-decreasing with respect to a and D(P||Q) =
limg,—1 Do (P||Q). For the latter inequality, see [11, Lemma 4.1]. O

Using Lemma 7, we can derive the following lower bound on the bit security
against [-balanced adversaries.

Theorem 3. If a 1-bit game G is not A\-bit secure against B-balanced adver-
saries, then there exists a B-balanced inner adversary A for the game such that
A runs in time T4 and the success probability e4 = (1 4 8)/2 satisfies

2 ﬂTA 1
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Proof. In the same manner as Theorem 2, Lemma 6 implies that
D1 jo(Pajy(-|0)[|Pajwr (-11)) > (Ta/2%) - In(1/4p), which together with Lemma
7 and the -balanced assumption imply the desired bound. a

Theorem 3 claims that, if the best possible advantage by S-balanced adver-
saries is &, the bit security of A ~ log(8T4/6%) is guaranteed, which coincides
with the upper bound for 5 = £2(1).

4 Security Reductions

We present several security reductions of security games.
We give the following lemma used in the proofs.

Lemma 8. Let Ay and Ay be distributions over {0,1} such that Ay(0)
0,A0(1) =1—0,A1(0) = ¢d, A1 (1) = 1—¢q0, where0 < § < 1/32 and 0 < g6 <
Then, Dy /2(Aol|A1) > ¢(q) - §, where

1.

¢(q) :== (1 —/q)* — q/16.

Proof. By definition,

Dy/2(AofAr) = —21In ( q6% + \/m)

“In <q52 +(1—06)(1—g6)+2/(1—0)(1— q5)q52)
—1In (g0 + (1 — 8)(1 — ¢8) + 24/q0)

—In (1= (1+q)d + 2,/g6 + 2¢5°)

—In (1 — (1 — /)% + 2¢6%)

> (1 —/q)%6 — 2¢6*

> (1 v@* - 4/16)

where the last inequality holds for § < 1/32. ad

Y

4.1 Goldreich-Levin Hard-Core Predicate

For functions f : {0,1}" — {0,1}" and h : {0,1}" — {0,1}, the hard-core
predicate game for f is a decision game with X = (f(R), h(R)) when v = 0, and
X = (f(R),U;) otherwise, where R is the uniform distribution over {0,1}" and
U, is the uniformly random bit.

We show that the Goldreich-Levin theorem [10,9] gives a tight reduction if
adversaries for the hard-core predicate are restricted to be g-balanced for some
constant 8 > 0. Namely, we assume that the adversary outputs each value with
a not too small probability.
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Theorem 4. Let f : {0,1}" — {0,1}™ be a A-bit secure one-way function.
Define g : {0,1}>" — {0,1}"™™ as g(x,r) = (f(x),r). Then, the function h :
{0,1}?" — {0,1} defined by h(z,r) = >, 2; -7, mod 2 is a (A — «)-bit secure
hard-core predicate for g against B-balanced adversaries, where o = 2log,n +
3logy A +log,(1/3) + logy In(1/p) + O(1).

Proof. It was proved by Goldreich and Levin (cf. [10,9]) that for any inner
adversary A for the hard-core predicate game with running time T4 and

6A =2 PI‘[A(f(Q,R)) = h(Q7R)] -1> Oa

where @ and R are uniform distributions over {0,1}", there is an adversary A’
that runs in time T4 = O(n?(logy(1/84))3) - Ta such that

PrA(£(Q, R)) = (Q, R)] = 2(6%).

Assume for contradiction that h is not (A — «)-bit secure hard-core for g
against (J-balanced adversaries. Then, by Theorem 3, there exists an inner ad-
versary A with running time 7’4 such that the success probability for the hard-
core predicate game is €4 = (1 + 64)/2 for 04 > /BTa -In(1/4p)/2>—o+1,
It is well-known that the distinguisher A for the hard-core predicate can be
used to construct a predictor of the value h(z,r). By the Goldreich-Levin the-
orem, there is an inner adversary A’ for the OWF game that runs in time
Ty = O(n?- X3) - T4 with success probability e = 2(3T4 - 2=~ Tt follows
from Theorem 1 that the bit security of the OWF game is bounded above by
log, T'ar + logy(1/€a/) + logy In(1/p) + 1, which is at most

A — a +log, O(n?X\3) + log,(1/6) + logy In(1/p) + 1.

By choosing a = 21log, n + 3logy A+ logy(1/8) 4+ logy In(1/u) + O(1), f is not a
A-bit secure one-way function, a contradiction. Hence, the statement follows. O

If the S-balanced assumption is removed in Theorem 4, we cannot guarantee
the existence of an inner adversary A with 64 ~ 2=*/2. When the hard-core
predicate is A-bit secure against general adversaries, it might be attained by a
“biased” inner adversary such that 64 ~ 27*. Then, the success probability of A’
guaranteed by the Goldreich-Levin theorem would be £2(272*). Consequently, we
can only guarantee that a 2\-bit secure one-way function implies a A-bit secure
hard-core predicate. In this sense, it remains an open problem to prove if A-bit
secure one-way function implies A-secure hard-core predicate in our framework.
To that end, we may need a tight reduction that directly connects the Rényi
advantage of predicting the hard-core to the success probability of inverting the
one-way function.

4.2 PRG Implies OWF

Consider a pseudorandom generator g : {0,1}* — {0,1}™. As noted in [7],
since g is also a d-biased generator (cf. [21]), the seed length £ must be at least
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21log(1/0) for achieving the distinguishing advantage § even for linear tests [1].
That is, it must be that § > 27¢/2, We might deduce from this fact that the bit
security of PRG needs to be half of OWF. We show that this is not the case
in our framework. Namely, there would be a A-bit secure PRG that is a A-bit
secure OWF but is not a (A + w(1))-bit secure OWF.

Theorem 5. Ifg: {0,1}* — {0,1}™ is a A-bit secure pseudorandom generator,
then g is a (A — «)-bit secure one-way function for a = max{log,(1 + T,) +

log, (1/¢(1/2)) +logy(In(1/2) /(1 = p)) + 2,108,(1 + Ty) + log, In(1/2p) + 14},
where T, is the computational complexity for evaluating g.

Proof. Suppose for contradiction that ¢ is not a (A — «)-bit secure one-way
function. Theorem 2 implies that there exists an inner adversary A that runs
in T4 and has success probability €4 > Ta(1 — u)/2*~<. Also, it must be that
Nap-Ta < 2*~% implying that T4 < 2*~%. Consider an inner adversary A’ for
the PRG game G such that, on input z, A’ runs A(x) to get a, and outputs 0 if
g(a) = x, and 1 otherwise. For u,b € {0, 1}, let A, be the probability distribution
on the output of A" when u € {0,1} was chosen in the PRG game. Then, we
have

2¢ 2¢
AO(O) = EAaAO(l) =1- eAaAl(O) § 27m€A7A1(1) Z 1- 27m€A-

We apply Lemma 8 with A;(0) = gea and A;(1) = 1 — gea for some ¢ < 1/2.
Since ¢(q) is monotonically decreasing on [0, 1/2], we have

Dy /5(Agl|A1) > d(q) - €a > ¢(1/2) - €a
as long as €4 < 1/32. By using Theorem 1,

BSY, <logy(Ta + Ty) + logy(1/6(1/2)ea) + logy In(1/2p) + 2
<A —a+logy(1+Ty/Ta) +logy(1/9(1/2)) +logy(In(1/2p) /(1 — ) + 2
<A

When €4 > 1/32, the success probability of A’ is

Priu = 0] - A(0) + Prfu = 1] - A;(1)

%

22
<€A + 1-— 2’I’n6A>
€A

1+3)

(1+3
1

1 R
(51)
where the second inequality follows from m > ¢ + 1. By Theorem 1,

BS{ <logy(Ta + T,) + 2log,(64) 4 logy In(1/2) + 2
<A—a+logy(14+T,/Ta)+ logy In(1/21) + 14
<A

IV
N~ N~ N~

>

In both cases, we have a contradiction. Hence, the statement follows. a
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Next, we demonstrate that the bit security achieved in Theorem 5 is almost
optimal. Specifically, we show that as long as considering pseudorandomness
against -balanced adversaries for constant 5 > 0, the PRG constructed from a
A-bit secure one-way permutation and the hard-core predicate is a (A — O(1))-
bit secure PRG. However, it is not a (A + w(1))-bit secure OWF if the one-way
permutation is not (A + 1)-bit secure.

Theorem 6. Let f : {0,1}" — {0,1}™ be a A-bit secure one-way per-
mutation that is not (A + 1)-bit secure one-way. Consider a function g :
{0,132 — {0,1}*"*! defined by g(x,r) = (f(z),r,h(x,r)) and h(z,r) =
> - rymod 2. Then, g is a (A — a)-bit secure pseudorandom generator
against 3-balanced adversaries, but is not a (A + o')-bit secure one-way func-
tion for a = 2logan + 3logy A + logy(1/6) + logy In(1/p) + O(1) and o/ =
logy (1 + T¢,n) +logy(In(1/p) /(1 — 1)) + 2, where Ty}, is the computational com-
plexity for evaluating f and h.

Proof. First, we show that g is a PRG. Assume for contradiction that g is not
a (A — «)-bit secure PRG against -balanced adversaries. By Theorem 3, there
exists a [-balanced inner adversary A for the PRG game of ¢ that runs in T4
and has success probability €4 = (14 84)/2 with §4 > /BT In(1/4u) /2> o+,
Since f is a permutation, the first 2n bits of g are distributed uniformly at
random. Thus, the distinguisher A for the PRG ¢ can work as a distinguisher
for the hard-core predicate game of h(z,r) for function ¢'(z,r) = (f(z),r). By
Theorem 4, as long as a = 2log, n + 3logy A + log,(1/8) + logy In(1/p) + O(1),
f is not a A\-bit secure one-way function, a contradiction.

Next, we show that g is not a (A4 «’)-bit secure one-way function. Since f is
not a (A + 1)-bit secure one-way function, it follows from Theorem 2 that there
is an inner adversary A for the OWF game of f that runs in time T4 and has
success probability €4 > Ta(1—p)/2 L. Consider an inner adversary A’ for the
OWF game of g that given (y,r,b), runs A on input y, and outputs (a,r) if A
output a satisfying y = f(a) and h(a,r) = b, and L otherwise. Let €4/ be the
success probability of A’ in the OWF game of g. Since [ is a permutation, there
is no a € {0,1}" satisfying f(a) = f(z) and a # . Thus, A’ succeeds in the
OWF game of g whenever A outputs a satisfying y = f(a). That is, €4 > €a4.
Theorem 1 implies that the bit security of g is at most

logy(Ta + T,n) + logy(1/€ar) +logy In(1/p) + 1

In(1/p)
(1—n)

< A+1logy(1+ Typ) + log, +2.

4.3 IND-CPA Encryption Implies OW-CPA Encryption

For an encryption scheme, the one-way chosen-plaintext-attack (OW-CPA) game
A'p is defined such that given a ciphertext of a randomly chosen message
m € M, an inner adversary A tries to output the plaintext m. At any time
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during the game, A can query any message in M and receive its encrypted
ciphertext.

It is well-known that IND-CPA security implies OW-CPA security if the mes-
sage space is sufficiently large. We reveal the quantitative relationship between
the two notions in our framework. Note that if we employ the “conventional”
advantage-based argument, 2A-bit IND-CPA security is required for achieving
A-bit OW-CPA security. The reason is that by assuming an attacker for A-bit
secure OW-CPA game with advantage e4 ~ 27*, Theorem 1 only guarantees
that the bit security of IND-CPA is at most 2log,(1/e4) ~ 2. We resolve this
problem by exploiting the Rényi advantage.

Theorem 7. If an encryption scheme with message space M has A-bit se-
cure IND-CPA security, with |M| > max{2*~*+*/(1 — u) + 1,65}, then it has
(A — a)-bit secure OW-CPA security, where a = logy(1l + 2(Tsamp + Teq)) +
max{log,(In(1/2p) /(1 — p)) + 3,1logy In(1/21) + 8}, where Tyamp is the computa-
tional complexity for sampling a message from M uniformly at random and Teq
1s for checking the equality of given two messages in M.

Proof. Assume for contradiction that the scheme does not have (A—«)-bit secure
OW-CPA security. Theorem 2 implies that there exists an inner adversary A
with running time 74 and success probability €4 > Ta(1 — p)/2*~<. Consider
an inner adversary A’ for the IND-CPA game G™P such that A’ first chooses
two different messages mg, m; € M uniformly at random and sends them to the
challenger. Given the challenge ciphertext ¢ for message m,,, A’ runs A on input
c. Oracle queries from A can be replied by querying them to the oracles of A’.
If A outputs either mg or my, A’ outputs the corresponding bit. Otherwise, A’
outputs 1. The computational complexity of A’ for running the IND-CPA game
is at most Ta4 + 2(Tsamp + Teq). Let A, be the probability distribution on the
output of A’ when u € {0,1} is chosen as the secret in G'™NP. By definition,
Ap(0) = €4 and Ag(1) =1 — e4. We note that A;(0) is not necessarily equal to
0 since A’ may accidentally output mg even when the ciphertext of m; is sent
to A’. Since the challenge ciphertext does not contain any information on mg
and my is randomly chosen from M\ {m;} when u = 1, the probability that A’
outputs myg is at most 1/(]M| —1). Hence, we have A;(0) =eand A;(1) =1—¢
for some € < 1/(|M]| — 1). Suppose that e4 < 1/32. By Lemma 8, the Rényi
advantage of A’ satisfies

adviy™ = Dy (Aol A1) > 6(q) - €a
for ¢ = €¢/e4. By assumption on |[M]|,

i < 2>\70‘ < i
4 S Tal— (M- 1) = 16

q:
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Since ¢(q) > 1/2 for ¢ < 1/16, we have advi?nyi > ¢(1/16) - €4 > €4/2. Theo-
rem 1 implies that

BSgIND < logy(T'a + 2(Tsamp + Teq)) + 10gy(2/€4) + logy In(1/24) + 2
<A —a+10gy(1 4+ 2(Tsamp + Teq)) + logo(In(1/21) /(1 — ) + 3
<A

When €4 > 1/32, the success probability of A’ is

Pifu = 0] A0(0) + Pifu = 1] A1) > 5ea +1-9 > 5 (14 5 )

N | =

Since Ty < 22~ it follows from Theorem 1 that

BSZIND <1089(Ta + 2(Tsamp + Teq)) + log,(64) + logy In(1/24) + 2
<A —a+1ogy (1 + 2(Tsamp + Teq)) + logy In(1/2p1) + 8
<A

In both cases, we have a contradiction. a

In the above reduction, the IND-CPA adversary does not make a random
guess if the OW-CPA adversary fails to recover the plaintext. This reduction is
different from the traditional one.

4.4 DDH and CDH Problems

Let G be a polynomial-time group-generation algorithm that outputs a descrip-
tion of a cyclic group G of prime order p and a generator g € G. The Com-
putational Diffie-Hellman (CDH) problem is to compute ¢g*¥ from (g%, g¥) for
random z,y € Z,. The success probability of an inner adversary A for the CDH
game of G is formally defined by

R
&M =Pr |(G,p,g) « Gs2,y < Zyp;a <+ A(G,p,g,9%,9%) :a = g™

The Decisional Diffie-Hellman (DDH) problem is to distinguish (g%, ¢¥, ¢*) from
(g%, 9Y,¢*Y) for random x,y, z € Z,. The success probability of A for the DDH
game of G is defined by

u & {0,1}; (G, p, ) « G;

ddh __
€A =Pr R vy
xay,ze_zp;(g()vgl):(g 9 )

RS A(Gyp7g,g$,gy,gu)] .

It is well-known that the DDH problem is reducible to the corresponding
CDH problem. Quantitatively, we show that the bit security of the CDH problem
is at least that of the DDH problem.
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Theorem 8. Let G be a group-generation algorithm of cyclic groups of order p.
If the DDH game of G has X bit security with p > max{2)~2T4/(1 — p), 64},
then the CDH game of G has (A — «) bit security, where o = logy(1 + Teq) +
max{log,(In(1/2p)/(1 — ) + 3,logy In(1/2u) + 8} and Tey is the computational
complexity for checking the equality of given two elements in G.

Proof. Assume for contradiction that the CDH game is not (A — a)-bit secure.
By Theorem 2, there exists an inner adversary A for the CDH game G¢PH that
runs in time T4 and has success probability €4 > Ta(1 — u)/ 22— (Consider an
inner adversary A’ for the DDH game that, given (G, p, g, 9%, ¢¥, gu), Tuns A on
input (G, p, g, g%, g¥) to obtain a. If a = g,,, A" outputs 0. Otherwise, A" outputs
1. Let A, be the probability distribution on the output of A" when u € {0,1}
was chosen in the DDH game. By definition, Aq(0) = €4 and Ag(1l) = 1 — e4.
Since the probability A;(0) is bounded above by the probability that a randomly
chosen z equals zy in the DDH game, we have 4;(0) < 1/p and A;(1) > 1—-1/p.
Suppose that €4 < 1/32. By Lemma 8, Dy /5(Ao||A1) > é(q) - €a for ¢ < 1/pea.
Since p > 222+ /(1 — p), we have

1 1—p A —a

< .
pea 2A—a+4 TA(l _ M)

1
< —.
— 16

Hence, ¢(q) > 1/2. It follows from Theorem 1 that

BSGoon < 10gy(Ta + Teq) + loga(2/€) + logy In(1/2p) 42

< A—a+logy(1+Teg) +logy(In(1/2p) /(1 — p)) + 3
<A

When €4 > 1/32, the success probability of A’ is

PI‘[’U, = 0] . Ao(O) + Pr[u = 1] . Al(l) >

DN =

(6A+1—1/p)>;(1+614>.

Since Ty < 22, Theorem 1 implies that

BSéDDH <logy(Ta + Teq) + logy(64) + logy In(1/2p) + 2

<A —a+logy(l+ Teq) +logy In(1/2u) + 8
<A

In both cases, we have a contradiction. a

4.5 Distribution Approximation

We consider replacing probability distributions in security games. Let G =
(X, R,{0;};) be a game for primitive II. Suppose that a distribution ensemble
Q = (Qg)g over (£29)g is employed in G, where each distribution Qg is available
in a black-box manner such that when some player queries 6, a sample from Qg
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is replied. We denote the game by G® for clarity. We want to show that the bit
security of I is preserved when replacing the ensemble ) with an approximated
distribution ensemble P = (Fy)p if Qp and Py are close enough each other. The
question is how close P should be to Q.

Let d(P,Q) be a divergence/distance on probability distributions. A diver-
gence is said to be (8,7)-efficient if it satisfies the following conditions:

1. Sub-additivity: For two distribution ensembles (X;); and (Y;); over the same
finite support [, £2;,

d((Xi)i, (Yi)i) < max  d((Xi|X<; = a), (Yi[Y<i = a)),
i aEHKi 2
where X<i = (Xl, ce 7Xi—1) and Y<i = (Yl, e ,)/i_l).
2. Data processing inequality: For any two distributions P and ) and function

[ d(f(P), f(Q)) < d(P,Q).
3. (B,~)-Pythagorean probability preservation: For two distribution ensembles

(X;); and (Y;); over the same finite support [[, £2;, if
d((XilX<i = a;), (YilYe; = a;)) < B

for all  and a; € [[._; £2;, then

j<i

drv((Xi)i, (Yi)i) < - H (H}gxd((XﬂX@' =a;), (Yi|Y<i = az‘))

ill2
The above is a generalization of M-efficient divergence in [18,19] so that it also
captures the Hellinger distance as a special case.

It is known that the maz-log distance is (1/3,1)-efficient [18]. Also, the
Hellinger distance is (1,v/2)-efficient [26]. The following lemma follows from the

proof of Lemma 1 in [26].

Lemma 9. Let Q = (Q1,...,Q¢) and P = (Py,..., P;) be probability distribu-
tion ensembles over a finite support [ [, £2;. Then,

dup(P,Q) < V€.  max  dup(Pila;, Qila;).
ai EHj<i 2
We present a sufficient condition under which a distribution ensemble @) can
be replaced with P without compromising bit security. Specifically, to preserve
A-bit security, two ensembles should be close enough in (27*/2, O(1))-efficient
divergences for search-type games and are close within 27*/2 in the Hellinger
distance for decision-type games.

Theorem 9. Let Q = (Q;); and P = (F;); be distribution ensembles over a
finite support T, £2;.

1. If an n-bit security game GO with n > 1 is \-bit secure and d((P;|P<; =
a;), (Qi|Qei = a;)) < 2772 for (B,7)-efficient divergence d with > 2722,
then G is (A — a)-bit secure for a = max{2log, (- /In(1/p)/(1 — u)/(1 —
270 — ), p + logy(in(1/)?/(1 — ) + 1} and p> 0.
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2. If a 1-bit security game G? is \-bit secure and dup ((Pi|P<; = a;), (Qi|Q<; =
a;)) <272 for any i and a; € [I;-i %2, then GF is (A — a)-bit secure for
a = max{log,(In(1/2p)/In(1/4p)) + 3,log, In(1/2u) + 6, 7}.

Proof. First, we show the case that n > 1. Let 6 = max;,, d((P;|P<; =
a;), (Qi]Q<i = a;)), which is at most 2-*/2 by assumption. Suppose for con-
tradiction that G is not (A — «)-bit secure. Theorem 2 implies that there exists
an inner adversary A for G that runs in time T4 and has success probability
€l > Ta(1 — p)/22~>. Let N¥ be the number of invocations of A by the outer
adversary B to achieve e/} p > 1—p. By Lemma 1, N* is at most [In(1/u)/e}].
Now consider the success probability eg 5, Where the probability distribution
P is replaced with Q. Since the number of queries to the distribution ensemble
during the inner game is at most T4, we have

P P
‘65,5 - 63,8‘ <dry(PY,QN) < v VINPTAS?,

where the last inequality follows from the (3, v)-Pythagorean probability preser-
vation property of d. It holds that

Eg,B z EE,B =7 VINPTA6?

In(1 B-22 -
>1_M_%\/n< /p) eh-2e 1

el 1—p 24

~ In(1/p)
B e

>277,
where the last inequality follows by the assumption on a. We can consider the
pair of adversaries (A, B) as an inner adversary A’ that achieves the success
probability €4, > 277 with computational complexity T4 = NFTy4. Thus, by
Theorem 1, the bit security of G is bounded above by

10go(N"Ta) + p+logy In(1/p) + 1 < A — a + p+logy(In(1/p)?/(1 — p)) + 1,

which is less than A by assumption on «. It contradicts the assumption that G%
is A-bit secure.

Next, we prove the second case. Let 0 = max;q dup((P;|P<; =
a;), (Qi]Q<i = a;)) < 27*/2. Suppose for contradiction that G* is not (A—a)-bit
secure. Theorem 2 implies that there exists an inner adversary A for G¥ that
runs in time T4 and satisfies

(1 T
dnp (A, A7) > mm{\/? \/Qxiﬂ 'ln(1/4u)} =",

where AL is the probability distribution of the output of A under the condition
that u € {0,1} is chosen in GF. We define A(? and A% for G? similarly. Since
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the number of queries to distribution ensembles P/Q is at most T4, it follows
from Lemma 9 and the data processing inequality that for u € {0, 1},

T
dup (AL, AQ) < /Tu -6 </ =5

By the triangle inequality, we have

dnp(AY, AT) < dup(AF, AD) + dup(AF, AD) + dup (AT, AT)

T
< dup(AF, AT) + 24/ 2%\‘.

Thus, dyp (AL, AY) > wP — 24/Ta/2>.
Suppose that w? = /T4 In(1/4p)/2> 1, Then,

dip (A, AD) > 21n(12/3M)TA (\/ 2a_21n(1/4“)—\/ - )

In(1/2u) In(1/2x)

2In(1/21)T4
N

by assumption on «. Let advi‘?gyi be the Rényi advantage of A for the game G%.

By (2), we have advi'fgyi > 2dup(AS, A9)2 > 41n(1/2u)T4/2*. Tt follows from
Theorem 1 that the bit security of G is at most

log, T'4 + log, (1/adv§?gyi) +logy In(1/2p) + 2 < A

Next, suppose that w?” = 1/4/2. We have the relation that drv(A{, AT) >
dup(AF, AT)? > (wP)? = 1/2. Thus, adversary A has success probability €/ =
(1+drv(AE, AT))/2 > 3/4 for GF. Since we assume that G is not (A — a)-bit
secure, it must be that Ny p - T4 < 2272, implying that T,y < 2*~“. Since the
Hellinger distance is (1, v/2)-efficient, we have

2T 1 1
‘6£—€§)§dTV(RQ)§’Y' vTA'52§\/T;1<\/2aj§§>

where the last inequality follows from « > 7. Hence, 63 > 5/8. By Theorem 1,
the bit security of G is at most

logy T4 +1ogy In(1/2) +6 < A — ac+ logy In(1/2p) + 6,
which is less than A by assumption on a.

In both cases, we have shown that G is not A-bit secure, contradicting the
assumption. Hence, the statement follows. a
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4.6 Hybrid Arguments

We show that a hybrid argument can be generally applied to decision games in
our framework.

Theorem 10. Let Hy, ..., Hx1 be distributions over the same finite alphabet.
If H; and H;y1 are A-bit secure indistinguishable for all i, then Hy and Hyiq
are (A —«)-bit secure indistinguishable for « = 2logy k+max{log,(1/2u)+1,3}.

Proof. Suppose that Hy; and Hy11 are not (A — «)-bit secure indistinguishable.
Theorem 2 implies that there exists an inner adversary A that runs in time T4
and satisfies

. 1 T
dup (A1, Agy1) > = min {\/5’ \/QA::H 'ln(1/4ﬂ)} ,

where A; is the output distribution of A on input H;. By the triangle inequality,

we have
k

v < dpp(A1, Akp1) < dup(As, Aiga).

i=1

There must be some ¢ such that dup(A4;, A;41) > z/k. Let A" be the output
distribution of A when u € {0,1} was chosen. By (2), the Rényi advantage of A
for distinguishing A; from A;;; satisfies

advi}™ = Dy o(A°||AY) > 2dup(A;, Ai1)? > 2(x/k)>

By Theorem 1, the bit security BS; , for distinguish A; from A;; satisfies

BS}, 11 <logy Ta + 2logy(k/x) + logy(1/2) + 1.

Suppose * = 1/v/2. Since H; and Hj,; are not (A — «)-bit secure, we have
227 > Nap-Ta > Ta. Thus, BSY, || <X —a+2logy k+logy(1/2p) +1 < A

Suppose & = /(T /2>~ 1)In(1/44). Then,

BS}; 1 <logyTa +2logy k —logy Ta + X — o+ 1 — logy(1/4p) 4 logy(1/2p) + 1
<A

In both cases, we have BSﬁH_1 < A, which contradicts the assumption that H;
and H;,; are \-bit secure indistinguishable. O
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