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Abstract. We derive the first adaptively secure IBE and ABE for t-CNF,
and selectively secure ABE for general circuits from lattices, with 1 —o(1)
leakage rates, in the both relative leakage model and bounded retrieval
model (BRM).
To achieve this, we first identify a new fine-grained security notion for
ABE — partially adaptive/selective security, and instantiate this notion
from LWE. Then, by using this notion, we design a new key compress-
ing mechanism for identity-based/attributed-based weak hash proof sys-
tem (IB/AB-wHPS) for various policy classes, achieving (1) succinct se-
cret keys and (2) adaptive/selective security matching the existing non-
leakage resilient lattice-based designs. Using the existing connection be-
tween weak hash proof system and leakage resilient encryption, the succinct-
key IB/AB-wHPS can yield the desired leakage resilient IBE/ABE schemes
with the optimal leakage rates in the relative leakage model. Finally, by
further improving the prior analysis of the compatible locally computable
extractors, we can achieve the optimal leakage rates in the BRM.

1 Introduction

Leakage-resilient cryptography aims to create crypto systems that maintain se-
curity even when partial information of the secret key is leaked. This line of
studies is motivated by both theoretic curiosities and perhaps more important-
ly, real-world scenarios, where some secure crypto systems might be completely
broken if some partial key leakage is given to the attackers. One famous example
is the side-channel attacks where the adversary can obtain leakage from measur-
ing some physical behavior of an implementation, e.g., [1,31]. Another source of
leakage comes from imperfect erasure where the attacker can obtain partial in-
formation before the content is completely erased, e.g., the cold boot attacks [27].
On the other hand, leakage resilience can be used to achieve security for other
more complicated systems. For example, in the design of non-malleable codes,
the work [21,30,35] leveraged leakage resilience to prove non-malleability. There-
fore, leakage resilience has been an active research subject for the community,
e.g., [4-6,11,20,29,38], to name a few.



Main Goal. As motivated above, we aim to determine how to derive encryption
schemes with better leakage rates, stronger security, and more expressive access
control functionalities. More specifically, our goal is to construct leakage resilient
encryption schemes in both the relative leakage model and the bounded retrieval
model (BRM) with (1) optimal leakage rates, i.e., 1 — o(1), (2) post-quantum
security and (3) more fine-grained access control, i.e., IBE and ABE for various
classes of policy functions.

The Leakage Models. Various leakage models have been studied in the lit-
erature, capturing information leaked to the adversary. This work focuses on a
simple yet general model called the bounded-leakage model (also known as the
memory leakage model), allowing the attacker to learn arbitrary information
about the secret key sk, as long as the number of leaked bits is bounded by some
parameter ¢. This model has drawn a lot of attentions (e.g., [4,5,29, 38]) for
its elegance and simplicity, and can be used as a building block towards more
sophisticated and realistic models, such as the continual leakage model [12, 18]
(see [29]). Thus, understanding this model is not only of theoretic interests but
also a necessary step towards realizing security for broader physical attacks.

The bounded leakage model would require ¢ < |sk|, as otherwise, the attacker
can trivially obtain the whole secret key, and thus no meaningful security can
be attained. To further characterize this requirement, there are two important
models studied in the literature that treat the relation between ¢ and sk in a
different way: (1) relative leakage model, and (2) bounded retrieval model (BRM).

In the former, the secret key and public-key are chosen in the same way as
a standard crypto system (not necessary leakage resilient), and then the leakage
parameter ¢ would be determined. The latter model generalizes the former by
considering ¢ as an independent parameter whose growth (essentially) only goes
with |sk|, but would barely affect the other parameters, such as the public-key
size, encryption running time, and ciphertext size. Basically, both models can
scale up £ to allow an arbitrarily long leakage. But their difference is that the
former would require to scale up the security parameter and thus all the other
parameters, while the latter would only scale up the secret-key size and keep the
other parameters essentially the same. Thus, constructions in the BRM is more
desirable yet more challenging.

Leakage rate, i.e., the ratio ¢/|sk|, is an important measure of efficiency for
crypto systems in these two models. Particularly, rate 1 —o(1) is the best we can
hope for — in order to tolerate £ bits of leakage, the system only needs to scale
|sk| slightly larger than ¢, optimizing the security/efficiency tradeoff.

Current State of the Arts and Challenges. We first notice that for the pre-
quantum settings, leakage resilience can be achieved via the beautiful framework
— dual system encryption, even for IBE/ABE and with optimal leakage rates,
e.g., [32]. However, current instantiations of the dual system encryption are all
group-based [15,24,32,33,48,49], and thus cannot defend against quantum al-
gorithms. It is an interesting yet extremely challenging open question how to
instantiate a dual system from a post-quantum candidate, such as LWE or LPN.



For post-quantum leakage resilient encryption schemes, we notice that there
are some limitations of the current techniques in achieving the optimal leakage
rate beyond the basic PKE. In prior work, there have been constructed LWE/LPN-
based PKE schemes with leakage rates 1—o(1), e.g., [14,17], but their ideas do not
generalize to more advanced settings, such as IBE and ABE. In a subsequent work,
Hazay et al. [29] proposed a unified framework, showing that (1) PKE implies
leakage resilient PKE in the relative leakage model, and (2) IBE implies leakage
resilient PKE/IBE in the BRM. Moreover, the leakage resilient IBE achieves the
same level of adaptive/selective security as that of the underlying IBE. Their
idea can be generalized to construct leakage resilient ABE, but this approach
inherently yields a very low leakage rate (i.e., 1/0(\)).

A recent work [40] somewhat mitigated this issue by improving the leakage
rates, yet at the cost of weaker security guarantees for the post-quantum instan-
tiations. Particularly, they construct LWE-based leakage resilient IBE schemes in
both the relative leakage model and the BRM, achieving 1 — o(1) leakage rate
in the former and 1 — O(1) (for any arbitrarily small constant) in the latter.
Their improvement relies on a novel key-compression mechanism that shortens
the secret key length required in the framework of Hazay et al. [29]. Due to
some technical limitation in the mechanism, their IBE scheme however, can only
achieve the selective security. From these works [29,40], we see a tradeoff between
security and leakage rate, i.e., either we have an adaptively secure IBE with a
low leakage rate, or a selectively secure IBE with a higher leakage rate.

Main Question. In this work, we aim to further determine whether the tradeoff
between (selective/adaptive) security and leakage rates as above is inherent.
Particularly, we ask the following:

Can we achieve the optimal leakage rate (1 —0(1)) for IBE (and ABE) in
both relative and bounded retrieval models with security matching existing
non-leakage resilient IBE (ABE), under LWE?

1.1 Owur Contributions

In this work, we give positive answers in many settings of the main question.
Our central idea is a refinement of the framework of [29,40] by designing a new
key compression mechanism from ABE with succinct keys. Below we describe our
contributions in more details.

— As a warm-up, we propose a new leakage model for ABE that incorporates
parameters £ and w, where £ is the number of bits allowed to leak per key and
w is the number of keys the adversary can leak. We note that for PKE and
IBE, there is only one possible secret key corresponding to the challenge id.
In this case, it is without loss of generality to just consider w = 1. However,
for the ABE setting, there could be many possible secret keys corresponding
to the challenge attribute, so specifying w is natural and necessary in the
leakage model. We call a scheme (¢, w)-leakage resilient if the scheme can
tolerate leakage on w keys, each within ¢ bits.



— Next, we design improved instantiations of attribute-based weak hash proof
system (AB-wHPS), which generalizes (identity-based) weak hash proof sys-
tem [5,29] by associating each ciphertext with an attribute and each secret
key with a policy function. Particularly, we construct lattice-based AB-wHPS
from ABE for various function classes, achieving two important new features:
(1) succinct secret keys, i.e., the secret key length is |f| + o(|f|) where f is
the policy function, and (2) security matching currently the best known
lattice-based ABE schemes (not necessarily leakage resilient). More specifi-
cally, we construct adaptively secure AB-wHPS for the class of comparison
functions (which is the IB-wHPS) and the class t-CNF*5, and selectively se-
cure AB-wHPS for general circuits.

— By using AB-wHPS for class F with succinct keys, we are able to construct

(¢, 1)-leakage resilient ABE for F, with leakage rate ¢/|sk| = (1 —o(1)) in the
relative leakage model.
We view AB-wHPS with succinct key as an improved key compression mech-
anism from prior works [29,40] in the following two aspects: (1) AB-wHPS
has better expressibility of policy function (the prior work [40] can only
express the comparison function), and (2) we can derive adaptively secure
AB-wHPS with succinct keys for classes which we have adaptively secure
(non-leakage resilient) ABE. Prior to our work, for lattice-based schemes, we
only had either a selectively secure IB-wHPS with succinct secret keys [40]
or an adaptively secure IB-wHPS with non-succinct keys [29)].

— From our AB-wHPS, we can further derive (¢, 1)-leakage resilient ABE in the
BRM, via an amplification and a connection with locally computable extrac-
tors as pointed out by [29]. However, prior compatible locally computable
extractors [5] can only achieve 1 — O(1) leakage rate for an arbitrarily small
constant. To achieve 1 — o(1) leakage rate, we improve the prior analysis [5]
by refining their proof technique via the framework of Vadhan [47].

— Finally, we present a bootstrapping mechanism that generalizes our prior
(¢,1)-leakage resilient ABE schemes to (¢,w)-leakage resilient schemes for
any bounded polynomial w, in both relative leakage model and bounded
retrieval model. The resulting leakage rate is still optimal (i.e., 1 — o(1))
against block leakage functions, a slightly more restricted class.

1.2 Overview of Our Techniques

Our central insight is a new key-compression mechanism for the framework in
[29]. To illustrate our new idea, we first briefly review the prior framework [29]
and point out the barrier of their leakage rates. Then we will describe our new
ideas for the improvement.

(Weak) Hash Proof System. A hash proof system can be described as a key
encapsulation mechanism that consists of four algorithms (Setup, Encap, Encap®,

® This is the dual class of t-CNF where the function is an assignment = and attribute
is a description of t-CNF. We use the dual class as we are working on Key-policy
ABE while the prior work [45] worked on Ciphertext-policy ABE.



Decap): (1) Setup outputs a key pair (pk, sk), (2) Encap(pk) outputs a pair (CT, k)
where k is a key encapsulated in a “valid” ciphertext CT, (3) Encap™(pk) outputs
an “invalid” ciphertext CT*, and (4) Decap(sk, CT) outputs a key k'. A (weak)
hash proof system requires the following:

— Correctness. For a valid ciphertext CT, Decap always outputs the encap-
sulated key k' = k, i.e., Decap(sk, CT) = k, where (CT, k) & Encap(pk).

— Ciphertext Indistinguishability. Valid ciphertexts and invalid cipher-
texts are computationally indistinguishable, even given the secret key. This
condition is essential for achieving leakage resilience [5, 38].

— Universality. The decapsulation of an invalid ciphertext has information
entropy, even for unbounded adversaries. Here, the randomness of invalid
decapsulation comes from randomness in generating secret keys. A weak
HPS (wHPS) only requires this property to hold for a random invalid cipher-

text, i.e. CT* & Encap®(pk), while a full-fledged HPS requires this to hold
for any invalid ciphertext.

As noted in prior work [5], a wHPS already suffices to achieve leakage resilience,
though it is not sufficient for the CCA2 security, for which the HPS was originally
intended to design [16]. Roughly speaking, the leakage resilient scheme derived
from wHPS [5,29, 38] can tolerate ¢ = |k| — X bits of leakage, i.e., the length
of encapsulated key minus security parameter, and thus the leakage rate of the
derived encryption scheme would be £/|wHPS.sk| ~ %.

Moreover, the idea can be generalized to IB-wHPS and AB-wHPS where an
additional id or attribute x is associated with the ciphertext, and id or a policy
function f is associated with the secret key. In the same way [29], IB-wHPS and
AB-wHPS suffice to derive leakage resilient IBE and ABE.

wHPS from Any PKE and Generalizations [29]. While there were several
instantiations of wHPS from specific assumptions [5,38], Hazay et al. [29] showed
somewhat surprisingly, any PKE implies wHPS. Their construction [29] can be
thought as the following two steps: (1) construct a basic wHPS that only outputs
1 bit (or log A-bits), (2) amplify the output of the wHPS via parallel repetition.
As pointed out in the work [29], parallel repetition might not amplify HPS in
general, yet it does for wHPS as required in the application of leakage resilience.

The basic wHPS is simple: given any PKE = (Enc, Dec), the wHPS.pk consists
of two public keys pkg, pk; from PKE, and wHPS.sk is (b, skp) for a random bit
b where sk, corresponds to pk,. The Encap algorithm outputs a valid ciphertext
CT = (Encpy, (k), Encpy, (k)) to encapsulate a uniformly random key k& € {0,1}.
The Encap™ algorithm outputs an invalid ciphertext CT* = (Encpy, (k), Encpi, (1—
k)) for a uniformly random bit k. With a parallel repetition of n times, i.e.,
wWHPS).pk := {pk; o, Pk; 1 }ic[n) and WHPS.sk := {(4,b;), ki p, }ic[n], We can get
a wHPS with |k| = n for an arbitrarily large n > A, and thus a leakage resilient
encryption that tolerates £ = n — A = n — o(|wHPS .sk|).

Naturally, this elegant approach can be generalized to construct IB-wHPS and
AB-wHPS for class F from any IBE and ABE for F, and the (adaptive/selective)



security of the IB-wHPS and AB-wHPS matches the underlying IBE and ABE.
Therefore, this framework provides a powerful way to design leakage resilient IBE
and ABE from any IBE and ABE that can tolerate an arbitrarily large leakage £.

Technical Challenges from Prior Work. This technique of [29] achieves al-
most everything one would desire, except for the leakage rate. The main reason
comes from the secret key size of wHPS |, which is also scaled up by the paral-

n—o(|wHPS) .sk|)

~
~

lel repetition, resulting in a low leakage rate as |WHP‘;”.Sk| =

n—o(n|PKE.sk|)
n|PKE.sk|
|[wHPS.sk| as observed by [40]. In particular, if we can shrink the secret key
size of the wHPS to roughly |[wHPS).sk| ~ n + |PKE.sk|, then the leakage rate
n—o(|wHPS|.sk|) __ n—o(n+|PKE.sk|)
[WHPS | .sk| ~ n+|PKE.sk|
Therefore, now the goal becomes to design a compact form of wHPS).sk that
can encode n possible keys in a succinct way.
The work [40] achieved this goal and the more general IB-wHPS by proposing
a novel key compression mechanism from a new primitive called multi-IBE. Then
they instantiated the required multi-IBE from inner-product encryption (IPE) [3,
15,49] with succinct keys. However, for lattice-based IPE schemes [3], only the
selective security can be achieved under currently known techniques. Thus, the
work [40] can only derive selectively secure leakage resilient IBE from lattices.
At this point, we summarize two limitations from the prior key compression
mechanism [40]: (1) the approach is tied to IBE/IB-HPS, and it is unclear whether
we can further generalize the technique for further expressive policies, i.e., ABE;
(2) the lattice-based instantiations are only selectively secure under currently
known techniques. Below we show our new ideas to break these limitations.

R~ |PK1E eoE To further improve the rate, it suffices to decrease

would be

~ 1 — o(1), for sufficiently large n.

Our New Key Compression Mechanism. We first present a new key com-
pression mechanism that can be generalized to more expressive policy functions,
i.e., ABE. To illustrate our core insight, we first describe how to use the tech-
nique of key-policy (KP)-ABE to encode wHPS.sk succinctly. The idea can be
naturally generalized to compress IB-wHPS and AB-wHPS. To facilitate further
discussions, we first recall the concept of KP-ABE.

In a KP-ABE scheme, a secret key is associated with a policy function f :
{0,1}* — {0,1}, and a ciphertext is associated with an attribute . The secret
key can decrypt and recover the encrypted message if and only if f(x) = 1.

Now we explain our key compression mechanism. Let us describe the for-

mat of a valid ciphertext of wHPS) as CT := {Encpkiwo(ki), Encpk’*l(ki)}ie[n]’
and a secret key is of the form {(i,0b;),skip, }ic[n)- From another angle look-
ing at the ciphertext, we can view the indices (i,b)’s as attributes in an ABE,
Le. CT := {ABE.Enc(mpk, (i,0), k;), ABE.Enc(mpk, (i,1), ki) };¢|,,- Then we can
use a single ABE secret key to encode the set of keys {(i,b;),sk;p, }ic[n) as fol-
lows. Let b = (b1,ba,...,b,) € {0,1}" be a binary vector, and define the fol-
lowing policy function gp(i,2) = 1 iff b = z for each ¢ € [n]. In this way,
only this set of attributes {(i,b;)}ie[n) satisfies the policy function g, so the



ABE decryption algorithm with skg, can successfully recover the encrypted mes-
sages from {ABE.Enc(mpk, (i, b;), k;) }ic[n). The other part of the ciphertext, i.e.,
{ABE.Enc(mpk, (4,1 — b;), ki) }ic[n] is hidden by the security of the ABE. This
approach can be naturally extended to the setting of IB-wHPS and AB-wHPS
by adding an additional string & € {0,1}* (either an ID or general attribute)
to the existing attributes as above, resulting in ciphertexts of the form CT :=
{ABE.Enc(mpk, (x,1,0), k;), ABE.Enc(mpk, (x,1i, 1), ki)}ie[n]' It is not hard to check
these designs satisfy the requirements of (1B/AB)-wHPS.

Here we can conclude: (1) skg, is functionally equivalent to the set of secret
keys {(i,bi), 5K, }icin), and (2) as long as sk,, has a succinct representation,
i.e., |skg,| only depends on the depth but not the size of the function g, when
gp is given, we can achieve the optimal leakage rate. We can instantiate the
desired ABE by the lattice-based schemes [10, 26], and consequently derive a
PKE/IBE/ABE with the optimal rate in the relative leakage model.

Adaptive Security for Various Function Classes. A careful reader may
already observe that the underlying ABE schemes of [10,26] do not achieve
adaptive security, and neither do the IB-wHPS and AB-wHPS as constructed
above. Moreover, it seems that lattice-based ABE that supports the computation
gb(+) with succinct keys (e.g., general circuits [10,26]) can only achieve selective
security. Thus, existing techniques plus the above approach do not suffice for our
goal on adaptive security.

To overcome the limitation, we further observe that our constructions of
IB-wHPS and AB-wHPS above actually do not require the full adaptive security
of the whole attribute (x, (¢,b)) from the underlying ABE. We only need the
selective security over the second part (i,b), as this part is generated by the
honest key generation algorithm, instead of being challenged by the adversary.

With this insight, we define a more fine-grained security notion that con-
siders partially adaptive/selective security over partitioned attributes (z, (i,b)).
Intuitively, if the underlying ABE is adaptively (or selectively) secure over x
and selective secure over (i,b), then we can prove the AB-wHPS is adaptive-
ly (resp. selectively) secure. Furthermore we instantiate the required partial-
ly adaptive-selective ABE for various function classes. As a result, we obtain
an adaptively secure IB-wHPS and AB-wHPS for t-CNF*, and selectively secure
AB-wHPS for general circuits. This matches the function classes for which we
know how to construct adaptively secure ABE without leakage.

Application. Our AB-wHPS with succinct keys immediately yields a (¢, 1)-
leakage resilient ABE with leakage rate 1 — o(1) in the relative leakage model,
followed from the framework [29]. More specifically, by using our adaptively
secure AB-wHPS for the comparison function (i.e., IB-wHPS) and the ¢-CNF*
functions, we get leakage resilient and adaptively secure ABE for these classes
with optimal leakage rates. Additionally, we can have selectively secure leakage
resilient ABE for general circuits, with leakage rate 1 — o(1).



Extension I. As pointed out by [29], we can further derive (¢, 1)-leakage re-
silient ABE in the BRM from AB-wHPS, via an amplification and a connection
with locally computable extractors [47]. However, the analysis from prior com-
patible locally computable extractors only yields 1 — O(1) rate for the leakage
resilient encryption scheme. It was left as an interesting open question by [40]
how to improve the analysis of the extractor. We solve this open question by
improving the analysis of the sampler [5] required by the general construction of
Vadhan [47]. With our improved analysis, we are able to achieve 1 —o(1) leakage
rate in the BRM.

Extension II. Finally, we show how to derive (¢, w)-leakage resilient ABE with
the optimal leakage rate in the block leakage setting for both relative model and
BRM, for any bounded polynomial w. Inspired by the work [25], we derive a new
bootstrapping mechanism by connecting secret sharing with our AB-wHPS. We
leave it as an interesting open question how to achieve leakage resilient ABE even
for an unbounded polynomial w.

1.3 Other Related work

AB-wHPS has been studied to construct leakage resilient ABE schemes in [50,51].
Particularly, in [50], the authors focus on AB-wHPS supporting linear secret
sharing schemes as the policy function class, from the pre-quantum decisional
bilinear Diffie-Hellman assumption. The work in [51] constructed an AB-wHPS
from a post-quantum, i.e, LWE, assumption. However, the constructions only
achieve selective security for linear secret sharing schemes. And both of these
related work only consider security in the relative leakage model. Compared
with the prior works, our design/analysis approach is more modular, supporting
broader function classes and/or stronger (adaptive) security.

2 Preliminaries

We use several standard mathematical notations, whose detailed descriptions
are deferred to Section A.1.

2.1 Attribute-based Encryption (ABE)

Definition 2.1 (ABE [44]) An attribute-based encryption (ABE) scheme for a
function class Fx = {f : Xx — {0,1}} consists of four algorithms
ABE.{Setup, KeyGen, Enc, Dec} as follows.

— Setup. ABE.Setup(1*) takes a security parameter X as input, and generates
a pair of master public key and master secret key (mpk, msk), where mpk
contains the attribute space Xy, message space M and ciphertext space CT .

— Key generation. ABE.KeyGen(f, msk) takes as input a function f € Fy
and the master secret key msk, and generates a secret key (f,sky). Without
loss of generality, we think the secret key contains two parts, the function



description f, and an extra sky. The secret key is succinct if |skg| = o(] f]).
When the context is clear, we often omit the description of f.
— Encryption. ABE.Enc(mpk, x, 1) takes as input the master public key mpk,
an attribute x € X and a message i € M, and outputs a ciphertextct € CT.
— Decryption. ABE.Dec(sky, ct) takes as input o secret key sky and a cipher-
text ¢, and outputs p € M if f(x) =1 and L if f(x) = 0, where x is the
corresponding attribute used to generate ct.

Correctness. We require that for all f € F, x € X\, p € M, for correctly
generated (mpk, msk) < ABE.Setup(1*), sk; < ABE.KeyGen(msk, f) and ct <
ABE.Enc(mpk, x, 1), it holds that

— if f(x) =1, Pr[ABE.Dec(sky,ct) = u] > 1 — negl(X).

— if f(x) =0, Pr[ABE.Dec(sky,ct) = L] > 1 — negl(\).

Leakage Resilience in the Relative Leakage Model
Next, we give the formal definition of leakage-resilient key-policy ABE.

Definition 2.2 (Leakage-Resilient ABE) A leakage-resilient ABE with attri-
bute space X for a class of functions Fx = {f : Xx — {0,1}} in the relative leak-
age model consists of four algorithms ABE.{Setup, KeyGen, Enc, Dec}, which are
parameterized by a security parameter A and leakage parameters £,w. In partic-
ular, (¢, w)-leakage-resilient security can be defined by the following experiment.

Experiment Exp,'féEA A\ w)

Attribute Challenge: In the setting of selective case, A chooses an challenge
attribute &* € X before the Setup stage and sends it to C; In the setting of
adaptive case, A chooses an challenge ™ € X in the challenge stage, and
sends it to C.

Test Stage 1: A adaptively queries the challenger C with function f € F,. For each
query, C responds with (f,sky) if f(z*) # 1 and L otherwise.

w-Leakage Queries Stage: A adaptively queries the challenger C with g pairs
(fi, hs) for @ € [w], where f; is a policy function such that f;(x*) = 1, and
hi : {0,1}* — {0,1}¢ is a leakage function. The adversary gets h;(sky,) from C.

Challenge Stage: A chooses two messages po, 11 € M and sends them to C. Then
C chooses b < {0,1} and computes ct <EABE.Enc(mpk7 x*, up). Finally, C returns
cty to A.

Test Stage 2: A adaptively queries the challenger C with function f € Fyx. Then C
responds with (f,skig,r) if f(x*) # 1 and L otherwise.

Output: The adversary A outputs a bit b' € {0,1}.

We define the advantage of A in the above experiment® to be
Advige a(A bw) = [Prib =] —1/2].

5 Notice that in the above experiment Exp,';RBEA()\,Z, w), we allow the adversary to
interleave key queries in Test Stage 1 and leakage queries in w-Leakage queries Stage,
in an arbitrary way.



The scheme is (£, w)-leakage resilient if for any PPT adversary A, we have
AdvkgaA(x\,é,w) < negl()), and the leakage rate of this ABE is ﬁ.

Furthermore, the scheme is abbreviated as £-leakage resilient if w = 1 in the
above experiment.

Remark 2.3 We use the parameter w to denote the number of different chal-
lenge keys that can be conducted leakage queries. For PKE and IBE, we have
w =1 as for these two settings, there is a unique challenge key corresponding to
the challenge attribute. For the more general ABE, there might be many different
“17-keys corresponding to the challenge attribute. Thus, this parameter w would
be an important specification for the leakage resilient ABE.

Remark 2.4 In our security model, the adversary can obtain leakage on w secret
keys adaptively one after another. The secret keys would then form a block-source
under the leakage.” We note that it is possible to generalize the model where the
leakage function takes inputs all the w secret keys. In this work, we focus mainly
on the block-source setting, as it already captures many useful scenarios.

Leakage Resilience in the BRM.

Below, we generalize to the setting of ABE the definition of leakage-resilience in
the BRM by Alwen et al. [5].

Definition 2.5 (ABE in the BRM) An ABE for attribute space X\ and policy
function class F := {X\ — {0,1}} is (¢,w)-leakage resilient in the BRM if its
master public-key size, ciphertext size, encryption time and decryption time (and
the number of secret-key bits used by decryption) are independent of the leakage-
bound ¢. Besides, in the leakage resilient experiment, the adversary is allowed
to conduct key leakage attacks on w secret keys corresponding to the challenge
attribute. More formally, there exist polynomials mpksize, ctsize, encT, decT, such

that, for any polynomial £ and any (mpk, msk) & ABE.Setup(1*, 1/V), & € &),
weEM,-ct & ABE.Enc(mpk, x, i), the scheme satisfies:

1. Master public-key size is |mpk| < O(mpksize()\)), ciphertext size is |ct| <
O(ctsize(\, |u]))-

2. Run-time of ABE.Enc(u, pk) is bounded by O(encT (A, |ul])).

3. Run-time of ABE.Dec(ct,sky) and the number of bits of sk; used in this

decryption bounded by O(decT(A,|un])), where sk & ABE.KeyGen(msk, f)
with f € F such that f(x) = 1. Here we assume that the secret key sky
is stored in a random access memory (RAM), and the decryption algorithm
ABE.Dec(ct, -) only needs to read partial bits of sky to decrypt.

" For the case that sk :== S = (S1,...,Sm) is an m x e block source as in [46], we
define leakage functions f; : {0,1}* — {0,1}® independently for each block S; with
all i € [m]. We say (f1,..., fm) are block leakage functions, if the min-entropy of
S; is still large enough even given leakage (f1(S1),..., fi—1(Si—1)) for any i € [m].
Clearly, when m = 1, this is the trivial case in Definition 2.2. Here, we call \%ﬁ the
block leakage rate of the corresponding scheme.
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The leakage rate of this scheme is defined as \S%«I' Furthermore, the scheme is
abbreviated as (-leakage resilient if the parameter w = 1 in the experiment.

Policy Function Classes

This work considers three function classes: (1) ID comparison functions, (2) ¢-
CNF* formulas, and (3) general circuits. (1) and (3) are clear from the literature.
We elaborate on (2). First we present the definition of the function class t-CNF.

Definition 2.6 (t-CNF [45]) A t-CNF policy f : {0,1}* — {0,1} is a set of
classes f = {(T;, fi) }i, where for all i, T; C [€],|T;] =t and f; : {0,1}* — {0,1}.
For all x € {0,1}¢ the value of f(z) is computed as f(x) = \, fi(xr,), where zr
s the length-t bit-string consisting of the bits of x in the indices T. A function
class F is t-CNF if it consists only of t-CNF policies for some fized { € N and a
constant t < 0. If F is a t-CNF class, we say that t is the CNF locality of F.

In this paper, we use the “dual” form of ¢-CNF, called t-CNF*. The use of
the dual version is because the prior work [45] worked on the ciphertext-policy
ABE for t-CNF, and this work presents the result in the key-policy setting.

Definition 2.7 (t-CNF*) For any z € {0,1}* (the domain of t-CNF), let U,(-)
denote the function for which x is hardwired into Uy(-), and U,(-) takes f € t-
CNF as input and outputs U, (f) such that Uy(f) = f(x). Uy(:) is uniquely
determined by x. We denote the function class {U,(-)} as t-CNF*.

2.2 Entropy and Extractors

Definition 2.8 (Min-Entropy) The min-entropy of a random variable X , de-
noted as Hoo (X)) is defined as Hoo(z) = —log (mgg{( Prz = a;o]).
o

Definition 2.9 (Average-Conditional Min-Entropy [19]) The average-
conditional min-entropy of a random wvariable X conditioned on a correlated
variable Z, denoted as Hoo (X|Z) is defined as

Hoo(X|Z)=—log (E%Z[max PrIX = 2|Z = z]]) = log (E%Z[QHOO [X‘Z:Z]]) .

This notion of conditional min-entropy measures the best guess for X by an
adversary that may observe an average-case correlated variable Z.

Lemma 2.10 ( [19]) Let X)Y,Z be arbitrarily correlated random variables where
the support of Y has at most 2° elements. Then Hoo (X|(Y,Z)) > Hoo(X|2) —£.
In particular, Hoo(X|Y) > Hyo(X) — 4.

We also give the definition of randomness extractors [39], which is somewhat
stronger than the average-case strong extractor [19].
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Definition 2.11 (Randomness Extractor) An efficient function Ext : X x
S — Y is a (v,e)-extractor if for all (correlated) random variable X, Z such that
the support of X is X and Hoo(X|Z) > v, we have A((Z, S, Ext(X; 9)), (Z,5,Y))
< g, where S (also called the seed) and Y are distributed uniformly and inde-
pendently over their domains S, respectively.

Theorem 2.12 ( [19]) Let H = {hs : X = V}ses be a universal family of hash
functions meaning that for all x = ' € X we have Prgglhs(x) = hs(2')] < ﬁ

Then Ext(zx, s) = hs(x), is a (v,e)-extractor for any parameter v > log|Y| +
2log(1/e).

3 Attribute-Based Weak Hash Proof Systems

In this section, we first present a generalization of the weak hash proof system
called attribute-based weak hash proof system (AB-wHPS). This notion associates
attributes and policy functions to the system following the spirit of attribute-
based encryption. Next, we show how to construct AB-wHPS from ABE that
achieves the property of succinct keys, which is the key to leakage resilience
with the optimal rate. With a new fine-grained approach, we are able to achieve
AB-wHPS with selective security for general circuits, adaptive security of identity
comparison functions (i.e., identity-based wHPS), and adaptive security for ¢-
CNF* functions®, from lattices. This would imply lattice-based leakage resilient,
adaptively secure PKE, IBE, ABE for t-CNF*, and selectively secure ABE for
general circuits, all with the optimal rate, matching the best known non-leakage
resilient selectively/adaptively secure constructions.

3.1 Formal Definition of Attribute-Based wHPS
We first present the formal definition of an AB-wHPS.

Definition 3.1 (AB-wHPS) An attribute-based weak hash proof system
(AB-wHPS) for an attribute space X\ = {0,1}* and a class of functions Fy =
{f : X\ — {0,1}} consists of five algorithms AB-wHPS.{Setup, KeyGen, Encap,
Encap®, Decap}:

— Setup. AB-wHPS.Setup(1*) takes a security parameter X as input, and gen-
erates a pair of master public key and master secret key (mpk, msk). The
attribute space X and the encapsulated key space KC are determined by mpk.

— Key generation. AB-wHPS.KeyGen (f, msk) takes as input a function f €
Fy and the master secret key msk, and generates a secret key (f,sky). With-
out loss of generality, we think the secret key contains two parts, the function
description f, and an extra sky. The secret key is succinct if |sk¢| = o(] f]).
When the context is clear, we often omit the description of f.

8 We use a “dual” variant of the CNF functions as we discussed in the introduction.
The formal definition is presented in Section 2.1.
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— Valid encapsulation. AB-wHPS.Encap(mpk, x) takes as input the master
public key mpk and an attribute x € Xy, and outputs a valid ciphertext CT
and its corresponding encapsulated key k € K.

— Invalid encapsulation. AB-wHPS.Encap*(mpk, ) takes as input the mas-
ter public key mpk and x € X\, and outputs an invalid ciphertext CT™.

— Decapsulation. AB-wHPS.Decap(sky, CT) takes as input a secret key sky
and a ciphertext CT, and deterministically outputs k € K if f(x) =1 and L
if f(x) =0, where x is the corresponding attribute used to generate CT.

Furthermore, an AB-wHPS needs to satisfy three properties: correctness, ci-
phertext indistinguishability, and universality.

Correctness. For (mpk, msk) & AB-wHPS Setup(\), any « € X\ and any
f € Fy such that f(x) =1, we have

Pr [k — k/‘skf & AB-wHPS.KeyGen(f, msk),

(CT,k) & AB-wHPS.Encap(mpk, z), k' = AB—WHPS.Decap(skf,c)} =1

Ciphertext Indistinguishability. For any challenge attribute *, valid/in-
valid ciphertexts output by AB-wHPS. Encap(mpk, *) and AB-wHPS.Encap™ (mpk,
x*) are indistinguishable, even given one secret “1-key” sky such that f(z*) =1
and perhaps many “0-keys” sky such that f’(x*) = 0. More formally, this in-
distinguishability is always described by the experiment between an adversary

A and a challenger C in Table 1. AB-wHPS
We define the advantage of A in the above game to be Adv7 'z (\) =

|Pr[A wins] — 1/2|. The indistinguishability means that Adv%‘?}"yg‘zs (A) < negl()).
Remark 3.2 In this definition, we require ciphertext indistinguishability to hold
even given a single sky such that f(x*) = 1. This suffices to achieve leakage
resilient PKE, IBE, and (¢, 1)-leakage resilient ABE directly, and (¢,w)-leakage

resilient ABE for any bounded-polynomial w via a bootstrapping procedure (re-

f. Section 6), where £ = (1 — o(1))|sky|.

Universality. We need one additional information theoretic property, requiring
that for any adversary with public parameters, the decapsulation of an invalid
ciphertext has information entropy. We define this property in as follow.

Definition 3.3 (Universal AB-wHPS) We say that an AB-wHPS is (I, @)-
universal, if for any attribute x € Xy, (mpk, msk) & AB-wHPS.Setup(1*), and
CT* & AB-wHPS.Encap*(mpk, z), it holds

Ho(AB-wHPS.Decap(CT", sk )|mpk, msk, CT*, z) > w,

where sky = AB-wHPS.KeyGen(f, msk) with f(x) =1, and l is the bit-length of
the decapsulated value from AB-wHPS.Decap(CT™",sk).
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Valid /Invalid Ciphertext Indistinguishability Experiment
Attribute Challenge: In the setting of selective case, A chooses an challenge
attribute &* € X before the Setup stage and sends it to C; In the setting of
adaptive case, A chooses a challenge * € X in any arbitrary stage before
the challenge stage, and sends it to C.
Setup: The challenger C gets a pair of (mpk, msk) by running AB-wHPS.Setup(1?),
and sends mpk to A.
Test Stage 1: A adaptively queries the challenger C with f € F», and C responds
with (f,sky).
Challenge Stage: C selects b & {0,1}.
If b= 0, C computes (CT, k) iAB—wHPS.Encap(mpk, x*).
If b=1, C computes CT ﬁ/—\B—wHPS.Encap*(mpk, x*).
Then C returns CT to A.
Test Stage 2: A adaptively queries the challenger C with f € F. Then C responds
with (f,sky).
Output: A outputs a bit b’ € {0,1}. A wins the experiment, if b = b’ and at most
one of A’s key queries f satisfies f(z*) = 1.

Table 1.

3.2 Fine-grained Security Notions and General Construction of
AB-wHPS from ABE

In this section, we present how to construct AB-wHPS from ABE. To achieve
adaptive security for several subclasses of policy functions, we present a more
fine-grained approach as follows. We first define a notion called partially selec-
tive/adaptive security over partitioned attributes. Next we show for a specific
class G, if an ABE is (X, sel)-secure for class F'A| G for X € {sel,ada}, then we can
construct an X-secure AB-wHPS for F. Moreover, suppose the underlying ABE
has succinct keys, so does the AB-wHPS. In the next section, we show instanti-
ations of (ada, sel)-secure ABE for various function classes. Below we elaborate
on the notations and the new security definition.

Definition 3.4 Let 71 = {f1 : X1 — {0,1}} and F2 = {f2 : Xo — {0,1}}
be two function classes. We define the operator A\ over two function classes as
follow: F := FinFa is a function class that consists of function maps Xy X Xo —
{0,1}, where each function fy, j, € F is indexed by two functions f1 € F1 and
fa € Fa such that on input © = (21, x2) € X1 X Xa, fr, 5, (®) = fi(x1) A fa(22).

Using this composed function class in Definition 3.4, we can naturally con-
sider any combination of selective/adaptive security for ABE as follows.

Definition 3.5 (Partial Selective/Adaptive Security) For any ABE with
the attribute space Xy x Xy for the policy function class F := F1 A Fa defined
as in Definition 3.4, we define partial selective/adaptive security as follows:
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— ada-sel security: For any challenge attribute x* = (x5, 235) € Xy x Xa, xT is
chosen adaptively but x5 is chosen selectively in the corresponding indistin-
quishability experiment.

— sel-ada security: For any challenge attribute * = (x5, x3) € X1 x Ao, a7 is
chosen selectively and x5 is chosen adaptively in the corresponding indistin-
gquishability experiment.

This notion also captures the standard selective (or adaptive) security as sel-
sel (or ada-ada) security, where both parts of the challenge attribute are chosen
selectively (or adaptively).

Remark 3.6 In this work, we need a slightly weaker version of the partial se-
lective/adaptive security from ABE — the adversary is only allowed to query one
key (f,g) such that f(z7) = 1 and g(x3) = 0. The other keys are of the form
(f',g") such that f'(xz3) = 0. Therefore, throughout this work we will use this
slightly weaker version by default.

Remark 3.7 In the same way, we can define the partial selective/adaptive ci-
phertext indistinguishability for AB-wHPS.

Remark 3.8 This definition can be defined recursively. For example, the first
part Fi can also consists of two parts, i.e., F1 = F11 Ay Fiz. In this case, we
can consider (X-Y)-Z security for any combination of X,Y,Z € {sel,ada}.

To construct our desired AB-wHPS for F, we need an ABE for 7 A G for this
specific G as we describe below.

Definition 3.9 Let m = m()\) and n = n(\) be two integer parameters, and we
define a function class G = {g : [n] x [m] — {0,1}} as follows. Each function
gy € G is indezed by a vector y = (y1,...,yn)" € [m|", and gy(z1,22) = 1 if
and only if xo = Yz, -

Remark 3.10 The class G can be captured by boolean circuits with input length
logn +logm, and depth within O(log(n +m)), i.e., \/;¢(, (4 < 1) A (y; L Z2).

Given this particular class G (with parameters m,n) defined in Definition 3.9
and a class F, we show how to use ABE for 7 A G to construct AB-wHPS for
F. For different classes F’s, the AB-wHPS can be used to further derive leakage
resilient PKE, IBE, and ABE.

Construction 3.11 (AB-wHPS from ABE) Let ITaoge = ABE.{Setup, KeyGen,
Enc, Dec} be an ABE scheme with attribute-space Xy = X\ x X5 = {0,1}* x{[n] x
[m]}, message-space M = Z,, and ciphertext space CT for the policy-function
class F N\ G for the class G as in Definition 3.9 with parameters m,n. Then, an
AB-wHPS ITag_whps with attribute space Xy = {0,1}* and the encapsulated-key-
space IC = Z7, for the policy-function class F = {f : {0,1}* — {0,1}} can be
constructed as follows:
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— AB-wHPS.Setup(1*): Given the security parameter \ as input, the algorithm
runs ABE.Setup to generate (mpkABE,mskABE) & ABE.Setup(1*), and out-
puts mpk := mpkABE and msk := msk"BE.

— AB-wHPS.KeyGen(msk, f): Given a master secret-key msk := msk*EE and a

Junction f € F as input, the algorithm first chooses a random vector y &
[m]", and sets f := fr 4, € FA|G. Then the algorithm runs ABE.KeyGen to
generate sk/}BE & ABE.KeyGen(msk B, 1), and outputs sky = (f, sk’?BE) as
the secret key for f. Note that the description off can be expressed as (f,y)
— AB-wHPS.Encap(mpk, ): Given a master public-key mpk and an attribute
x € {0,1}* as input, the algorithm first samples a random vector k =
(ki,...,kn)" €77, and then runs ABE.Enc mn times with attributes x;; =

m’

(z,i,7) € {0,1}* x [n] x [m] to set

CT := {cts; < ABE.Enc(mpk, @:j, ki) }ijyeinixm) € CT™™, iee.,

ABEAEHC(le, kl) e ABE.Enc(:cl,j, k‘l) . ABE.Enc(wl,m, kl)
CT:= : : :
ABE.Enc(@n,1,kn) ... ABE.Enc(@n,j, kn) ... ABE.Enc(@n,m, kn)
Finally, the algorithm outputs (CT, k).

— AB-wHPS.Encap*(mpk, z): Given a master public-key mpk and an attribute
x € {0,1}* as input, the algorithm first samples a random vector k =
(k1,...,kn) " € Z", and then runs ABE.Enc mn times with attributes z; ; =
(x,i,7) to set

CT" = {Ct::j <i ABE.Enc(mpk, avi,j,kz- +j)}(i,j)e[n]><[m] € CTnxm7 zﬂe.,

ABE.Enc(x1,1,k1+1) ... ABE.Enc(z1,;,k1+7) ... ABE.Enc(@1,m,ki+m)
CT" = . .
ABE.Enc(@n,1,kn+1) ... ABE.Enc(@n, j, kn+J) ... ABE.Enc(@n,m, kn+m)
where the addition k; + j is performed over Z,,. The algorithm outputs CT*.
— AB-wHPS.Decap(sks, CT): Given a secret key sky := (y,sk’?BE) and CT =
{ctij}ij)emix[m] @s input, the algorithm runs ABE.Dec to compute k; =
ABE.Dec(sk/}BE, Ctiy:) for alli € [n], and then outputs k = (k1,...,k,)", if

flx,i,y:) = f(®) A gy(i,ys) =1 for all i € [n], and L otherwise.

Intuitively, our attribute design (the class G) allows the secret key to open
one ciphertext per row while keeps the others secret. For the valid encapsulation,
all ciphertexts in a row encrypts the same element, while for the invalid encap-
sulation, they encrypt different elements. As the secret key can only open one
per row, an adversary cannot distinguish a valid from an invalid encapsulation,
even given the secret key.

Our AB-wHPS secret key would be of length |ff,gy| + s(ffygy) = |yl +|f] +

s(fﬁgy) = nlogm + |f| + s(ff,gy), where s(-) is the key-size function (of the
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extra part, excluding the function description) of the underlying ABE. If the
underlying ABE has succinct keys, i.e., s(f) = o(|f]), then our AB-wHPS secret
would have size nlogm + |f] + s(fﬁgy) = nlogm + |f| + o(nlogm + |f|). By
setting sufficiently large n, m, we can achieve ABE with the optimal leakage rate,
ref. Section 4.

Next we present the following theorem. Due to space limit, we defer the full
proof to Section B.1.

Theorem 3.12 (AB-wHPS from ABE) Suppose IIage is a secure ABE scheme
with attribute space X\ = Xy x X{ = {0,1}* x {[n] x [m]} for the function
class F N G, where G is the class as in Definition 3.9 with parameters m,n,
then the construction ITag.whps described above is an (nlogm,nlogm)-universal
AB-wHPS with the attribute space X\ and the encapsulated-key-space K = 7.,
for the function class F. Furthermore,

— if the ABE is X-sel secure for X € {sel,ada}, then the AB-wHPS is X secure;

— if the key-size (of the extra part, excluding the function description) of the
ABE scheme for policy function f is s(f), then the key size of the AB-wHPS
for f is nlogm + |f| + s(ff,gy), where s(-) is the key-size function (of the
extra part, excluding the function description) of the underlying ABE.

3.3 Instantiations of AB-wHPS from Lattices

Now we show how to instantiate the required underlying ABE. By combining the
work [10] with [2] or [45], we get ABE for the following three classes.

Theorem 3.13 Assuming LWE, then there exist:

1. ada-sel-secure ABE for Z A\ G, where T is the comparison function (IBE).

2. ada-sel-secure ABE for t-CNF* A G, where t-CNF* is the dual of the t con-
Junctive normal form formula. (Ref. Section 2.1.)

3. sel-sel secure ABE for F A G, where F is the general boolean circuits.

In all three cases, the size of the secret keys (excluding the function description)
depends only on the depth of the circuit but not the size.

We present the constructions in Section C for completeness. As a direct
corollary of this theorem, we obtain the following AB-wHPS from lattices.

Corollary 3.14 Assuming LWE, there exists AB-wHPS that is

1. adaptively secure for the comparison functions;
2. adaptively secure for t-CNF* functions.
3. selectively secure for general circuits.

Moreover, the secret key size (excluding the function description) of the AB-wHPS
only depends on the depth of the function, but not the size.
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4 Optimal-rate Leakage-Resilient Encryption Schemes in
the Relative Leakage Model

Prior work (e.g., Naor and Segev [38], Alwen et al. [5], and Hazay et al. [29])
showed how to construct leakage resilient PKE/IBE from wHPS/IB-wHPS in the
relative model. The construction can be generalized to construct leakage resilient
ABE from AB-wHPS in the same spirit. To further achieve the optimal leakage
rate, we observe that all we need is an AB-wHPS with succinct keys (which do not
depend on the function size). This is what we construct in Section 3.2, i.e., Con-
struction 3.11, Theorem 3.12, AB-wHPS and the underlying ABE instantiations
in Corollary 3.14.

Construction 4.1 Let IT =AB-wHPS.{Setup, KeyGen, Encap, Encap®, Decap}
be a (log |K|,log |K|)-universal AB-wHPS with the encapsulated-key-space K and
attribute space X = {0,1}* for a class of policy functions F = {f : {0,1}* —
{0,1}}. Let Ext : K x S — M be a (log |K| — ¢, ¢)-extractor, where three sets
K,S8, M are efficient ensembles, £ = ((X\) is some parameter and £ = £(A) =
negl(A) is negligible. Furthermore, assume that M is an additive group. Then, a
leakage-resilient ABE scheme ITx = ITx.{Setup, KeyGen, Enc, Dec} with message
space M and policy function class F can be constructed as follows:

— ITr.Setup(1*): The algorithm runs (mpk’™, msk”) & I1.Setup(1?*), and out-
puts mpk := mpk™, and msk := msk’.

— IIx.KeyGen(msk, f): Given a master secret-key msk and a function f € F as
input, the algorithm runs AB-wHPS.KeyGen to generate and output (f, sk?),

where sky := sk}7 & AB-wHPS.KeyGen(msk, f).
— IIx.Enc(mpk, x, u): Given a master public-key mpk, an attribute € € X =
{0,1}*, and a message p € M as input, the algorithm runs AB-wHPS.Encap

to generate (CT' k) <-AB-wHPS.Encap(mpk, ), and then samples s &s.
Furthermore, the algorithm computes and outputs

ct = (s,cto,cty) = (s,CT', u + Ext(k, s)).

— ITr.Dec(sky,ct): Given a ciphertext ct = (s, ctg,ct1) and a secret key sky as
input, the algorithm runs AB-wHPS.Decap to generate
k = AB-wHPS.Decap(sky, cty), and then output pn = ct; — Ext(k, s).

Our construction achieves a leakage resilient ABE, and can be re-calibrated into
a leakage resilient PKE/IBE. We summarize the results in the following theorem,
and defer the full proof to the supplementary material in Section D.1.

Theorem 4.2 Assume II is a selectively (or adaptively, resp.) secure (log|K|,
log | K|)-universal AB-wHPS for the policy function class F, and Ext : K x S —
M be a (log|K| — ¢, negl(N))-extractor. Then the above ABE scheme IIr =
ITx.{Setup, KeyGen, Enc, Dec} for F is a selectively (or adaptively, resp.) £(\)-
leakage resilient attribute-based encryption scheme for the policy function class
F in the relative-leakage model. Particularly, Il is aslo
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— an L(N\)-leakage-resilient PKE in the relative-leakage model, if F contains
only a single function that always outputs 1.

— an L(N)-leakage-resilient |BE in the relative-leakage model, if F contains the
following comparison functions, i.e., each function f, € F is indexed by a
vector y, and fy(x) =1 if and only if y = x.

Combining Theorem 3.12 and Theorem 4.2, we obtain the following results.
Assume there exists a sel-sel (or ada-sel) secure ABE scheme with the message
space Z, for the function class F A G, where G is the class as in Definition 3.9
with parameters m,n, and the key-length (of the extra part, excluding the func-
tion description of f) of this underlying ABE scheme for policy function f is
s(f). Then the allowed leakage length of the above leakage resilient ABE (or
IBE or PKE) scheme ITx for the function class F is £ = (nlogm — 2X) and the
key-length of ITx for f is |skf| = nlogm + |f| + S(ff,gy).

Furthermore, if the secret key size s(ff,gy) is succinct, i.e., s(ff,gy) = 0(|ff,gy b
o(nlogm + |f]), then we can set sufficiently large n,m such that nlogm =

. . nlogm—2\ _
w(|f]). Consequently, the leakage rate of this scheme ITx is gt sG] =

1 _2x

% ~ 1 — o(1), achieving the desired optimal leakage rate.
e

Finally, by combining Corollary 3.14 and Theorem 4.2, we obtain the follow-
ing Corollary.

Corollary 4.3 Assuming LWE, for all polynomial S = poly(\), there exist 1 —
o(1) leakage resilient ABE schemes in the relative leakage model, which are

1. adaptively secure for the comparison functions;
2. adaptively secure for t-CNF* functions of size up to S;
8. selectively secure for general circuits of size up to S.

Remark 4.4 We note that our ABE schemes are leakage resilient even if the
policy function goes beyond the size bound S. The leakage rate would still be
1 —o(1) for a slightly restricted class that leaks nlogm — 2\ on the part y,
the whole description of f, and the extra part of sk}] (excluding the function
description) of the underlying AB-wHPS. This is more restrictive than functions
that leak nlogm — 2\ + | f| from the whole secret key.

5 Extension I: Optimal-rate Leakage-Resilient Encryption
Schemes in the BRM

In this section, we present how to use AB-wHPS to construct optimal-rate leakage
resilient ABE in the BRM. We follow the structure of [5,29] by first amplifying
the hash proof system and then combining it with a locally computable extrac-
tor [47]. In particular, we first amplify AB-wHPS through parallel repetition and
random sampling in Section 5.1. Then, in Section 5.2, we generalize the notion of
locally computable extractor by Vadhan [47] into one with larger alphabets, and
show that a refined analysis of this tool can be used to derive 1 — o(1) leakage
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rate in the BRM, improving the prior analysis [5,40] that can only achieve a
constant leakage rate. Finally in Section 5.3, we present the overall construction
of our leakage resilient ABE in the BRM with the optimal leakage rate.

5.1 Amplification of AB-wHPS

Definition 5.1 Let n’ be a positive integer, and H = {h : [n'] — {0,1}} be a
function class where each function h, € H is indexed by a value y € [n'], and
hy(xz) =1 if and only if x = y.

Construction 5.2 (Construction of Amplified AB-wHPS.) Let
IT = AB-wHPS.{Setup, KeyGen, Encap, Encap®, Decap} be an AB-wHPS with the
encapsulated-key-space K and attribute space X = {0,1}* x [n'] for a class of

functions FAH, and lett < n' be a positive integer. Then a new AB-wHPS Hﬂl/’t

with attribute space {0,1}* and the encapsulated-key-space Kt for the function
class F can be constructed.

- Hﬂl/’t.Setup(lA): The algorithm runs (mpk™, msk™) & IT.Setup(1*), and
outputs mpk := mpk’, and msk := msk” .
- Hﬂl " KeyGen(msk, f): Given a function f € F, the algorithm first sets fi =
fi, € FAyH for every i € [n/], and runs AB-wHPS.KeyGen n’ times to
fohi I
generate sk s, & I1.KeyGen(msk™ | f1) for i € [n/]. The algorithm outputs

sky == (skfl, Skijay .. skfn,>.

- Hﬂl/’t.Encap(mpk,m): Given mpk and an attribute € {0,1}* as input, the
algorithm chooses a random subset v := {ry,...,m:} C [n'] and computes

(CTy, ki) & I1.Encap(mpk, (z,r;)) for alli € [t].

The algorithm finally outputs CT := (r,CTy,...,CTy) and k = (ky,..., k) ".
- Hﬁl " Encap® (mpk, z): Given mpk and an attribute = € {0,1}* as input, the
algorithm chooses a random subset r := {ry,...,r} C [n'] and computes

CT; & II.Encap™(mpk, (x,7;)) for all i € [t].

Finally, the algorithm outputs CT := (r,CTy,...,CTy).

- Hﬁll’t_Decap(sk]s7 CT): Given a ciphertext CT := (r,CTq,...,CT) and a se-

cret key sky := (skfl, skf27 ey skfn/) , the algorithm runs I1.Decap to gen-

erate k; = Il.Decap(sk.,, CT;) for i € [t], and outputs k = (ki,..., k)T oif

fri(e, ;) =1 for all i € [t]. Otherwise, the algorithm outputs L.

Next, we present the following amplification theorem, which is essential an
extension of the work [5]. Due to space limit, we defer the full proof to the
supplementary material in Section E.1.
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Theorem 5.3 Assume II is an (I, w)-universal AB-wHPS with the encapsulated-
key-space KC for F N\ H. Then the above amplified construction of Hﬂl *is an (t-
I, t-w)-universal AB-wHPS with the encapsulated-key-set Kt for F. Furthermore,

— if the underlying II is selectively (or adaptively) secure, then the Hﬁll’t 1
also selectively (or adaptively) secure;

— if the secret-key-size of II scheme for the policy function f is (|f| + s(f)),°
then the secret-key size of the Hrlll’t for fisn’ x (|f] +logn’ + s(fﬁh)).

Combining Theorem 3.12 and Theorem 5.3, we obtain the following corollary.

Corollary 5.4 Assume there exists an ABE scheme with the message space
L, for the function class F N H N G, where G with parameters m,n and H
with parameter n' are as Definitions 3.9 and 5.1, then there exists an amplified
AB-wHPS with the encapsulated-key-space Zt, for the function class F.

5.2 Locally Computable Extractor

Definition 5.5 (Locally Computable Extractor, Definition 6 in [47])
An extractor Ext : {0,1}" x {0,1}% — {0,1}"? is said to be t-locally computable
if for every r € {0,1}%, Ext(x,r) depends only on t-bits of & € {0,1}".

For our application (constructing leakage-resilient encryption in the BRM), we
need a generalized variant of the above notion. Let & € {0,1}"* be a vector.
We can view it as a concatenation of n vectors x; € {0,1}* for i € [n], i.e.,
x = (x{,...,z])". In this case, each x; € {0,1}* can be viewed as a symbol of
some larger alphabet, i.e., I' = {0,1}*, and we will need a locally computable

extractor for I" as follow.

Definition 5.6 (Locally Computable Extractor for Larger Alphabets)
Let I' = {0,1}* be some alphabet. An extractor Ext : I'™ x {0,1}¢ — {0,1}" is
t-locally computable with respect to I' if for every r € {0,1}%, Ext(x,r) depends
only on t symbols of x = (x| ,...,z )T € I'™.

Generally, a locally computable extractor can be obtained in two steps [47]:
(1) the extractor uses part of the seed to select ¢ bits (or symbols) of @, and
(2) the remaining seed is used to apply a standard extractor on the selected bit-
s/symbols in the previous step. Vadhan [47] showed that as long as the selection
in step (1) achieves an average sampler, then the combined steps would achieve
a locally computable extractor. We summarize the result of Vadhan [47] below.
We first recall the notion of an average sampler.

9 Recall that the function s(f) denotes the size of the extra part of the secret key,
excluding the description of the function.
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Definition 5.7 (Average Sampler, Definition 8 in [47]) A function
Samp : {0,1}" — [n]* is a (u,0,v) average sampler if for every function f :
[n] — [0,1] with average value L3, f(i) > p,

t

1 )

Pr 2D fli) <p—0| <.
(i1,...,i¢)$—Samp(U,) j=1

Next, we present a theorem by Vadhan in [47] that describes detailed require-

ments for a locally computable extractor.

Theorem 5.8 (Theorem 10 in [47]) Suppose that Samp : {0,1}" — [n]" is a
(u,0,7) average sampler with distinct samples for p = (6 — 27)/log(1/7) and
0 = 7/log(1/7), and Ext : {0,1}* x {0,1}¢ — {0,1}? is a strong ((6 — 37)t,¢)
extractor. Define Ext’ : {0,1}" x {0,1}"+4 — {0,1}" by

EXt/(J:’ (yla y2)) = EXt<$Samp(y1)a y2)'

Then Ext’ is a t-local strong (6n,e + v+ 2-2(™)) extractor.

As we mentioned above, our application needs a locally computable extractor
for larger alphabets, which may not be implied directly from Theorem 5.8. To
tackle this issue, we define the following sampling procedure Sampler 1 that
outputs ¢ distinct symbols of samples, and then prove that Sampler 1 is in fact
a good average sampler as needed in Theorem 5.8. This would imply a locally
computable extractor for larger alphabets as required in our application.

Notations for the Sampling. Before describing the algorithm, we set up some
notations as follows. Let I' = {0,1}* and z = (z],...,z,))" € I'™ be a vector
of n symbols, where x; = (21, T, ..., 2zi) € I' = {0,1}* for i € [n]. Let S
denote a subset of [n] x [k], i.e. S contains tuples (i, ) € [n] X [k] as its elements.
In this case, we define &5 = {z;}(; j)es. Then, we define Sampler 1 as below.

Sampler 1: Sample a random subset R of [n] that contains ¢ distinct elements,
ie, R = {r1,...,r}, and output S := {(7i,J)}ic),jer)- Then we derive the
following lemma.

A
t(t—1
Lemma 5.9 For any A\ € Z, p,0 € (0,1] and v = 2\ exp(—t6%/4) + ( (2'n, )) ,

Sampler 1 is a (u,0,7) averaging sampler.
Proof. According to the natural bijection between [nk] and [n] x [k], to prove that
Sampler 1 is a good average sampler as Definition 5.7, it suffices to show that

for any f : [n] x [k] — [0,1] such that L > ictmjeir) /(7)) = p, the following
inequality holds:

1 .
. Pr 5 > fGG) <p—0] <. (1)
S<—Sampler 1 (i,5)€S
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It might be hard to prove inequality (1) directly, since all blocks output by Sam-
pler 1 are distinct. To handle this issue, we then define the following Sampler 2
through using “sample with replacement” and rejection sampling. It is not hard
to show that these two procedures are statistically close. Furthermore, by using
use a Chernoff bound argument, we show that Sampler 2 is a good average
sampler as required in Theorem 5.8. Thus, we conclude that Sampler 1 with
any strong extractor yields a locally computable extractor for larger alphabets.

Sampler 2:

1. Sample R = {ry,...,r:} from [n]" uniformly at random.
— If all elements are distinct, then output S := {(r, j)}icp,jer) and ter-
minate.
2. Otherwise, i.e., there is a repeated element, discard the whole sample and
redo Step 1.
Note: the algorithm will only redo Step 1 up to A times. If the algorithm
does not produce an output by then, then output L.

Next we analyze Sampler 1 and Sampler 2 by the following two claims. Due to
space limit, we defer the full proof to the supplementary material in Section E.2.

Claim 5.10 For a set X consisting of n = n(\) different blocks and the param-
eters t = t(A\) such that t(t — 1) < n, the output distributions of Sample 1 and
Sample 2 are statistically close.

Claim 5.11 For any u,t,0,n, Sampler 2 is a (u,0,7) average sampler condi-
tioned on non-L output, where y = 2\ exp(—t0?/4).

The proof of the lemma follows by the above Claims 5.10 and 5.11.
O

Furthermore, by applying the Sample 1 to Theorem 5.8 with the following
parameters setting, we derive the following theorem.

Parameter Setting. Taking )\ as the security parameter, we set all the pa-
rameters in the following way: k = poly(A),n = poly(\),t = Alog*(nk),d =
2 1

1 _ 1 _ — —
log(nk)?’ T = 6log(nk)’ H _)\ 3log(nk) log(6log(nk))’ 0 = 6log(nk) log(6log(nk))”’ T =
2\ exp(—162/4) + (“H)) , e = negl(\).

2n

Theorem 5.12 Let I' = {0,1}*, Samp : {0,1}" — [n]* be the Sampler 1 (as
a (1, 0,7) average sampler), and let Ext : I'* x {0,1}¢ — {0,1}" be a strong
((6 — 37)tk, ) extractor. Define Ext’ : I'™ x {0,1}"T4 — {0,1}? as

EXt/(wa (yla y2)> = EXt<wSamp(y1)a y2)

Then Ext’ is a t-block-local strong (dnk,e + v + 272 eatractor, where & +
42720 = negl(A\) according to the setting of parameters.

23



5.3 Leakage-Resilient Encryption in the Bounded-Retrieval Model

In this section, we construct leakage-resilient encryption schemes in the BRM,
through combining an random extractor with an amplified AB-wHPS present-
ed in Section 5.1. Below, we give the specific construction of leakage resilient
ABE scheme in the BRM from an amplified AB-wHPS.

Construction 5.13 (Construction in the BRM) Let I = AB-wHPS.
{Setup, KeyGen, Encap, Encap™, Decap} be an amplified AB-wHPS with integer pa-
rameters n’, t, the encapsulated-key-space K and attribute space X = {0,1}* for
a class of policy functions F = {f : {0,1}* — {0,1}}. Let Ext : K x § — M be
a strong extractor, where three sets IC,S, M are efficient ensembles, k denotes
the size of KC. Furthermore, assume that M is an additive group. Then, an ABE
scheme Iy = ITx.{Setup, KeyGen, Enc, Dec} with message space M and policy
function class F can be constructed as follows:

— ITr.Setup(1*): The algorithm runs (mpk™, msk”) & I1.Setup(1?*), and out-
puts mpk := mpk™, and msk := msk’.

— IIr.KeyGen(msk, f): ITx.KeyGen(msk, f): Given a master secret-key msk and
a function f€F as input, the algorithm runs
skf} & AB-wHPS.KeyGen(msk, f) and output sky := sk?.

— IIx.Enc(mpk, x, p): Given a master public-key mpk, an attribute € {0,1}*
and a message u € M as input, the algorithm runs AB-wHPS.Encap to
generate (CT', k) +~AB-wHPS.Encap(mpk, ) with k € K, and then samples

s & S. Furthermore, the algorithm computes and outputs
ct = (s,cto,cty) = (s, CT', pu + Ext(k, 5)).

— ITr.Dec(sky,ct): Given a ciphertext ct = (s, ctg,ct1) and a secret key sky as
input, the algorithm runs AB-wHPS.Decap to generate k = AB-wHPS.
Decap(sky, ctg) with k € K*, and then output 1 = cty — Ext(k, s).

Parameter Setting. For security parameter A, we set the system parame-
ters as follows: k = poly(\),n’ = poly(\),t = Alog®(n'k), § = W,T =
m, e = negl(X). Moreover, for the proof of leakage-resilience in the BRM,
we let Ext : K! x & = M be a ((6 — 37)tk, )-extractor.

Next, we prove that the construction is a leakage resilient ABE in the BRM.
Our proof uses a technique of locally computable extractors [47], i.e., Theo-
rem 5.12; in a black-box way. Due to the space limit, we defer the detailed proof
in Section E.3.

Theorem 5.14 Assume II is a selectively (or adaptively, resp.) secure amplified
AB-wHPS with integer parameters n',t = Xlog®(n'k) for the policy function class
F, and Ext : K* x & — M be a strong extractor. Then the above ABE scheme
IIr = IIx.{Setup, KeyGen, Enc, Dec} for F is a selectively (or adaptively, resp.)
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{-leakage-resilient attribute-based encryption scheme with message space M in
the BRM where { = kn' — .

Particularly, IIx is also

— an {-leakage-resilient public-key encryption scheme in the BRM with £ =
kn' — 10;(#,), if F contains only a single function that always outputs 1.
— a selectively (or adaptively, resp.) L-leakage-resilient identity-based encryp-

tion scheme in the BRM with £ = kn' — %, if F contains the following
comparison functions, i.e., each function fy € F is indexed by a vector y,

and fy(x) =1 if and only if y = x.
Moreover,

1. Public-key (resp. master public-key) size of IIx is the same as that of II,
which is not dependent on leakage parameter (.

2. The locality-parameter is t = )\logg(n’k), Thus, the size of secret-key ac-
cessed during decryption depends on t, but not £.

3. The ciphertext-size/encryption-time/decryption-time of IIx depends on t,
but not .

Combining Corollary 5.4 and Theorem 5.14, we obtain the following results.
Assume there exists an ABE scheme with the message space Z,, for the function
class F Ay H A G, where G with parameters m,n and H with parameter n’ are as
defined in Definitions 3.9 and 5.1, and the key-length (of the extra part, excluding
the function description of f) of this underlying ABE scheme for policy function
fis s(f). Then the largest allowed leakage length of the above ABE (or IBE or

PKE) scheme ITx for the function class F is £ = (kn' — %) with k = nlogm
and the key-length of ITx for f is |sk¢| = n'(nlogm + logn' + |f| + s(fﬁh,gy)).

Furthermore, if the secret key size s(fyn,g,))is succinct, ie., s(ffngq,) =
o(| ff,n,g,|) = o(nlogm +logn’ + |f]), then we can set sufficiently large n, m,n’
such that (logn/+|f|) = o(nlogm). Consequently, the leakage rate of this scheme
I+ is kn'— logk(Zn’) _ _ ¥ :

F P wmiogmtlogn +f [ +5(Frnay) 4 oEr U gy

n log m

" Tog(nn' log m)

~ 1 — o(1), achieving

the desired optimal leakage rate.
Finally, by combining Corollary 3.14 and Theorem 5.14, we obtain the fol-
lowing Corollary.

Corollary 5.15 Assuming LWE, for all polynomial S = poly()\), there exist
1 —o0(1) leakage resilient ABE schemes in the BRM, which are

1. adaptively secure for the comparison functions;
2. adaptively secure for t-CNF* functions of size up to S;
3. selectively secure for general circuits of size up to S.

For unbounded polynomial S, our schemes are still leakage resilient with the
optimal rate for a smaller function class. See Remark 4.4 for the discussion.
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6 Extension II: Leakage on Multiple Keys

Our prior ABE constructions from AB-wHPS only achieve leakage resilience in
the one-key setting where the adversary can only leak on one of the all possible
decrypting keys with respect to the challenge attribute. In this section, we show
how to achieve leakage resilience in the multiple-key setting where the attacker
can obtain leakage on w possible decrypting keys for any bounded polynomial w.
Our construction leverages the normal AB-wHPS (where the ciphertext indistin-
guishability holds when the adversary gets one decrypting key) and a threshold
secret sharing scheme, following the bootstrapping idea of the work [25].

Construction 6.1 (Extended Leakage Resilient ABE) Let IT = I1.{Setup,
KeyGen, Encap, Encap™, Decap} be a (log | K|, log | K|)-universal AB-wHPS with the
encapsulated-key-space K and attribute space X = {0,1}* for a class of policy
functions F ={f :{0,1}* = {0,1}}. Let Ext : K x S = M be a (log|K|— ¢, ¢)-
extractor, where K,S, M are efficient ensembles, £ = {()\) is some parameter
and ¢ = €(\) = negl(\) is negligible. In addition, let (Share, Rec) be a (f + 1)-
out-of-n threshold secret sharing scheme with respect to secret domain M, an
additive group.

Then, a leakage-resilient ABE scheme IIx = IIr.{Setup, KeyGen, Enc, Dec}
with message space M for policy function class F can be constructed as follows:

— ITr.Setup(1*,n): The algorithm runs (mpk, msk) & I1.Setup(1*) for ev-
ery i € [n], and outputs mpk := {mpklﬂ}ie[n] and msk := {mskf}ie[n].

— ITx.KeyGen(msk, f): Given a master secret-key msk := {mskf}ie[n] and a
function f € F as input, the algorithm first chooses a random subset of
cardinality t + 1, i.e., I' = {r1,...,r;;1} C [n], and then runs skgcm) &

H.KeyGen(mskZ, f) fori € [t +1]. Finally, the algorithm outputs

sk = (I, sk, sk,

— ITx.Enc(mpk, x, p): Given a master public-key mpk := {mpkzﬂ}ie[n], an at-
tribute x € X = {0,1}* and a message u € M as input, the algorithm first

runs ({1, - .-, fn) & Share(w). Furthermore, the algorithm runs II.Encap to
generate (CT;, k;) & I1.Encap(mpk;, x) for everyi € [n]. Next, the algorithm
samples $1,...,8p & S, and outputs

ct = (s1,...,8n,Ct1,...,Cty, Ctyt1,...,Ctap)

=(s1,-.,8n,CT1,...,CTp, 1 + Ext(k1,81), ..., pn + Ext(kn, s,)).

— IIr.Dec(sky,ct): Given a ciphertext ct = ({5 }ic[n], {Cti }ie[2n)) and a secret
key sky = (T, {sk}ri)}ie[gﬂ]) as input, the algorithm first runs II.Decap to
generate k., = H.Decap(skgfi)7 cty,) and pp, = Ctyyr, —Ext(ky,, s,) for every

i € [t +1]. Then, the algorithm outputs u = Rec(ity, . . . s By, )-
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Parameter Setting. For security parameter \, given any w = poly(}\), we set
t = O(w?)\) and n = O(w?t). For details, we refer readers to Lemma F.1.
Our construction achieves a leakage resilient ABE in the multiple key setting.
We summarize the results in the following theorem, and defer the full proof to
the supplementary material in Section F.1.
Theorem 6.2 Assume IT is a selectively (or adaptively, resp.) secure (log|K|,
log | K|)-universal AB-wHPS for the policy function class F, and Ext : K x S —
M be a (log|K| — ¢, negl(N))-extractor. Then the above ABE scheme IIr =
ITr .{Setup, KeyGen, Enc, Dec} for F is a selectively (or adaptively, resp.) (£(X),w(X))-
leakage resilient attribute-based encryption scheme for F in the relative-leakage
model, for any fized bounded polynomial w(A\) = poly(X).
A

The corresponding leakage rate is Furthermore, when the

(t+1)(Isk¢|+logn) ’
underlying secret keys (sk(f“), . ,sk?”l)) form a block source under each leakage

function, the corresponding leakage rate is Mjﬁlgm'
=

Combining Theorem 3.12 and Theorem we obtain the following results.
Assume there exists an sel-ada/sel-sel (or ada-ada/ada-sel) secure ABE scheme
with the message space Zy, for the function class F A G, where G is the class
as in Definition 3.9 with parameters m, 71, and the key-length (of the extra part,
excluding the function description of f) of this underlying ABE scheme for policy
function f is s(f). Then the allowed leakage length of the above leakage resilient
ABE scheme ITr with parameters n,t,w as in the above paragraph setting for
the function class F is £ = (filogm — 2)\) and the key-length of ITx for f is

[sky| = (i +1)(logn + nlogm + | f| + s(f1.g,))-

Furthermore, if the secret key size s(fﬁgy) is succinct, i.e., s(fﬁgy) = o(nlogm
+|f]), then we can set sufficiently large n, m, 72 such that (log n+|f|) = o(nlogm).
Consequently, when the underlying secret keys form a block source under each
leakage function, the corresponding leakage rate of this scheme ITx is

nlogm—2\ _ 1- 22 ]
log n+n log m+|f|+s(ffwgy ) 1+ log nt|fl+s(ff,g,,)

7 log m

7 log m

~ 1 — o(1), achieving the desired

optimal leakage rate.
Finally, by combining Corollary 3.14 and Theorem 6.2, we obtain the follow-
ing Corollary.

Corollary 6.3 Assuming LWE, for any S = poly(\) and w = poly()\), there
exist (¢, w)-leakage resilient ABE’s in the relative leakage model, which are

1. adaptively secure for t-CNF* functions of size up to S;
2. selectively secure for general circuits of size up to S.

Moreover, when the underlying secret keys form a block source under the each
leakage function, the corresponding leakage rate is 1 — o(1).

Furthermore, we can also achieve similar results in the BRM. By combining
Corollary 3.14, Theorem 5.3 and Theorem 6.2, we obtain the following corollary.

Corollary 6.4 Assuming LWE, for any polynomial S = poly(A) and w = poly(A),
there exist (£,w)-leakage resilient ABE schemes in the BRM, which are
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1.
2.

adaptively secure for t-CNF* functions of size up to S;
selectively secure for general circuits of size up to S.

Moreover, when the underlying secret keys form a block source under the each
leakage function, the corresponding leakage rate is 1 — o(1).

Acknowledgements. We would like to thank the reviewers of PKC 2022 for
their insightful advices. Qiqi Lai is supported by the National Natural Science
Foundation of China (62172266, 61802241, U2001205), the National Cryptog-
raphy Development Foundation during the 13th Five-year Plan Period (M-
MJJ20180217), and the Fundamental Research Funds for the Central Univer-
sities (GK202103093). Feng-Hao Liu and Zhedong Wang are supported by the
NSF Career Award CNS-1942400.

References

1.

10.

11.

D. Agrawal, B. Archambeault, J. R. Rao, and P. Rohatgi. The EM side-channel(s).
In B. S. Kaliski Jr., Cetin Kaya. Kog, and C. Paar, editors, CHES 2002, volume
2523 of LNCS, pages 29-45. Springer, Heidelberg, Aug. 2003.

S. Agrawal, D. Boneh, and X. Boyen. Efficient lattice (H)IBE in the standard
model. In Gilbert [23], pages 553-572.

S. Agrawal, D. M. Freeman, and V. Vaikuntanathan. Functional encryption for
inner product predicates from learning with errors. In D. H. Lee and X. Wang, edi-
tors, ASTACRYPT 2011, volume 7073 of LNCS, pages 21-40. Springer, Heidelberg,
Dec. 2011.

A. Akavia, S. Goldwasser, and V. Vaikuntanathan. Simultaneous hardcore bits and
cryptography against memory attacks. In O. Reingold, editor, TCC 2009, volume
5444 of LNCS, pages 474-495. Springer, Heidelberg, Mar. 2009.

J. Alwen, Y. Dodis, M. Naor, G. Segev, S. Walfish, and D. Wichs. Public-key
encryption in the bounded-retrieval model. In Gilbert [23], pages 113-134.

J. Alwen, Y. Dodis, and D. Wichs. Leakage-resilient public-key cryptography in
the bounded-retrieval model. In Halevi [28], pages 36-54.

J. Alwen and C. Peikert. Generating shorter bases for hard random lattices. Theory
of Computing Systems, 48(3):535-553, 2010.

D. Apon, X. Fan, and F.-H. Liu. Vector encoding over lattices and its applications.
Cryptology ePrint Archive, Report 2017/455, 2017. http://eprint.iacr.org/
2017/455.

M. Bellare and T. Ristenpart. Simulation without the artificial abort: Simplified
proof and improved concrete security for Waters’ IBE scheme. In A. Joux, editor,
EUROCRYPT 2009, volume 5479 of LNCS, pages 407-424. Springer, Heidelberg,
Apr. 2009.

D. Boneh, C. Gentry, S. Gorbunov, S. Halevi, V. Nikolaenko, G. Segev, V. Vaikun-
tanathan, and D. Vinayagamurthy. Fully key-homomorphic encryption, arithmetic
circuit ABE and compact garbled circuits. In P. Q. Nguyen and E. Oswald, editors,
EUROCRYPT 2014, volume 8441 of LNCS, pages 533-556. Springer, Heidelberg,
May 2014.

Z. Brakerski and S. Goldwasser. Circular and leakage resilient public-key encryp-
tion under subgroup indistinguishability - (or: Quadratic residuosity strikes back).
In T. Rabin, editor, CRYPTO 2010, volume 6223 of LNCS, pages 1-20. Springer,
Heidelberg, Aug. 2010.

28



12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.
23.

24.

25.

26.

27.

28.

29.

Z. Brakerski, Y. T. Kalai, J. Katz, and V. Vaikuntanathan. Overcoming the hole
in the bucket: Public-key cryptography resilient to continual memory leakage. In
FOCS 2010 [22], pages 501-510.

7. Brakerski, A. Langlois, C. Peikert, O. Regev, and D. Stehlé. Classical hardness
of learning with errors. In D. Boneh, T. Roughgarden, and J. Feigenbaum, editors,
45th ACM STOC, pages 575-584. ACM Press, June 2013.

Z. Brakerski, A. Lombardi, G. Segev, and V. Vaikuntanathan. Anonymous IBE,
leakage resilience and circular security from new assumptions. In J. B. Nielsen and
V. Rijmen, editors, FEUROCRYPT 2018, Part I, volume 10820 of LNCS, pages
535-564. Springer, Heidelberg, Apr. / May 2018.

J. Chen, R. Gay, and H. Wee. Improved dual system ABE in prime-order groups via
predicate encodings. In E. Oswald and M. Fischlin, editors, EUROCRYPT 2015,
Part II, volume 9057 of LNCS, pages 595-624. Springer, Heidelberg, Apr. 2015.
R. Cramer and V. Shoup. Universal hash proofs and a paradigm for adaptive chosen
ciphertext secure public-key encryption. In L. R. Knudsen, editor, EUROCRYP-
T 2002, volume 2332 of LNCS, pages 45—64. Springer, Heidelberg, Apr. / May
2002.

Y. Dodis, S. Goldwasser, Y. T. Kalai, C. Peikert, and V. Vaikuntanathan. Public-
key encryption schemes with auxiliary inputs. In Micciancio [36], pages 361-381.
Y. Dodis, K. Haralambiev, A. Lépez-Alt, and D. Wichs. Cryptography against
continuous memory attacks. In FOCS 2010 [22], pages 511-520.

Y. Dodis, R. Ostrovsky, L. Reyzin, and A. D. Smith. Fuzzy extractors: How to
generate strong keys from biometrics and other noisy data. SIAM J. Comput.,
38(1):97-139, 2008.

S. Dziembowski. On forward-secure storage (extended abstract). In C. Dwork,
editor, CRYPTO 2006, volume 4117 of LNCS, pages 251-270. Springer, Heidelberg,
Aug. 2006.

S. Faust, P. Mukherjee, J. B. Nielsen, and D. Venturi. Continuous non-malleable
codes. In Lindell [34], pages 465-488.

51st FOCS. IEEE Computer Society Press, Oct. 2010.

H. Gilbert, editor. EUROCRYPT 2010, volume 6110 of LNCS. Springer, Heidel-
berg, May / June 2010.

J. Gong, J. Chen, X. Dong, Z. Cao, and S. Tang. Extended nested dual system
groups, revisited. In C.-M. Cheng, K.-M. Chung, G. Persiano, and B.-Y. Yang,
editors, PKC 2016, Part I, volume 9614 of LNCS, pages 133-163. Springer, Hei-
delberg, Mar. 2016.

S. Gorbunov, V. Vaikuntanathan, and H. Wee. Functional encryption with bound-
ed collusions via multi-party computation. In Safavi-Naini and Canetti [43], pages
162-179.

S. Gorbunov and D. Vinayagamurthy. Riding on asymmetry: Efficient ABE for
branching programs. In T. Iwata and J. H. Cheon, editors, ASTACRYPT 2015,
Part I, volume 9452 of LNCS, pages 550-574. Springer, Heidelberg, Nov. / Dec.
2015.

J. A. Haldermany. Lest we remember : Cold boot attacks on encryption keys.
Communications of the Acm, 52(5):91-98, 2008.

S. Halevi, editor. CRYPTO 2009, volume 5677 of LNCS. Springer, Heidelberg,
Aug. 2009.

C. Hazay, A. Lépez-Alt, H. Wee, and D. Wichs. Leakage-resilient cryptography
from minimal assumptions. In T. Johansson and P. Q. Nguyen, editors, EURO-
CRYPT 2018, volume 7881 of LNCS, pages 160-176. Springer, Heidelberg, May
2013.

29



30

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

. A. Kiayias, F.-H. Liu, and Y. Tselekounis. Practical non-malleable codes from
l-more extractable hash functions. In E. R. Weippl, S. Katzenbeisser, C. Kruegel,
A. C. Myers, and S. Halevi, editors, ACM CCS 16, pages 1317-1328. ACM Press,
Oct. 2016.

P. C. Kocher. Timing attacks on implementations of Diffie-Hellman, RSA, DSS,
and other systems. In N. Koblitz, editor, CRYPTO’96, volume 1109 of LNCS,
pages 104-113. Springer, Heidelberg, Aug. 1996.

A. B. Lewko, Y. Rouselakis, and B. Waters. Achieving leakage resilience through
dual system encryption. In Y. Ishai, editor, TCC 2011, volume 6597 of LNCS,
pages 70-88. Springer, Heidelberg, Mar. 2011.

A. B. Lewko and B. Waters. New techniques for dual system encryption and fully
secure HIBE with short ciphertexts. In Micciancio [36], pages 455-479.

Y. Lindell, editor. TCC 2014, volume 8349 of LNCS. Springer, Heidelberg, Feb.
2014.

F.-H. Liu and A. Lysyanskaya. Tamper and leakage resilience in the split-state
model. In Safavi-Naini and Canetti [43], pages 517-532.

D. Micciancio, editor. TCC 2010, volume 5978 of LNCS. Springer, Heidelberg,
Feb. 2010.

D. Micciancio and C. Peikert. Trapdoors for lattices: Simpler, tighter, faster, s-
maller. In D. Pointcheval and T. Johansson, editors, EUROCRYPT 2012, volume
7237 of LNCS, pages 700-718. Springer, Heidelberg, Apr. 2012.

M. Naor and G. Segev. Public-key cryptosystems resilient to key leakage. In
Halevi [28], pages 18-35.

N. Nisan and D. Zuckerman. Randomness is Linear in Space. Academic Press,
Inc., 1996.

R. Nishimaki and T. Yamakawa. Leakage-resilient identity-based encryption in
bounded retrieval model with nearly optimal leakage-ratio. In PKC 2019, Part I,
LNCS, pages 466—495. Springer, Heidelberg, 2019.

C. Peikert. Public-key cryptosystems from the worst-case shortest vector problem:
extended abstract. In M. Mitzenmacher, editor, 41st ACM STOC, pages 333-342.
ACM Press, May / June 2009.

O. Regev. On lattices, learning with errors, random linear codes, and cryptography.
In H. N. Gabow and R. Fagin, editors, 37th ACM STOC, pages 84-93. ACM Press,
May 2005.

R. Safavi-Naini and R. Canetti, editors. CRYPTO 2012, volume 7417 of LNCS.
Springer, Heidelberg, Aug. 2012.

A. Sahai and B. R. Waters. Fuzzy identity-based encryption. In R. Cramer, editor,
EUROCRYPT 2005, volume 3494 of LNCS, pages 457-473. Springer, Heidelberg,
May 2005.

R. Tsabary. Fully secure attribute-based encryption for t-CNF from LWE. pages
62-85.

S. P. Vadhan. Pseudorandomness. Foundations and Trends® in Theoretical Com-
puter Science, 7(1-3):1-336.

S. P. Vadhan. On constructing locally computable extractors and cryptosystems
in the bounded storage model. In D. Boneh, editor, CRYPTO 2003, volume 2729
of LNCS, pages 61-77. Springer, Heidelberg, Aug. 2003.

B. Waters. Dual system encryption: Realizing fully secure IBE and HIBE under
simple assumptions. In Halevi [28], pages 619-636.

H. Wee. Dual system encryption via predicate encodings. In Lindell [34], pages
616-637.

30



50. L. Zhang, J. Zhang, and Y. Mu. Novel Leakage-Resilient Attribute-Based Encryp-
tion from Hash Proof System. The Computer Journal, 60(4):541-554, 09 2016.

51. M. Zhang, Y. Zhang, Y. Su, Q. Huang, and Y. Mu. Attribute-based hash proof sys-
tem under learning-with-errors assumption in obfuscator-free and leakage-resilient
environments. IEEE Systems Journal, 11(2):1018-1026, 2017.

31



Supplementary Material

A Supplementary Preliminaries

A.1 Notations.

In this paper, Z denotes the set of integers. We use A\ to denote the security
parameter, which is the implicit input for all algorithms presented in this paper.
A function f(A) > 0 is negligible and denoted by negl()) if for any ¢ > 0 and
sufficiently large A, f(\) < 1/A°. A probability is called to be overwhelming if
it is 1 — negl(A\). A column vector is denoted by a bold lower case letter (e.g.,
x). A matrix is denoted by a bold upper case letter (e.g., A). For a vector @, its
Euclidean norm (also known as the ¢ norm) is defined to be || = (33, 2?)'/2.
For a matrix A, its ith column vector is denoted by a; and its transposition
is denoted by AT. The Euclidean norm of a matrix is the norm of its longest
column: ||Al] = max; ||a]|.

For a set D, we denote by u & D the operation of sampling a uniformly
random element u from D, and represent |u| as the bit length of w. For an
integer £ € N, we use Uy to denote the uniform distribution over {0,1}¢. Given

a randomized algorithm or function f(), we use y & f(x) to denote y as the

output of f and z as input. For a distribution X, we denote by x & X the
operation of sampling a random z according to the distribution X. Given two
different distributions X and Y over a countable domain D, we can define their
statistical distance to be A(X,Y) =13, |X(d) — Y(d)|, and say that X and
Y are A(X,Y) close. Moreover, if A(X,Y) is negligible in A, we say that the two

distributions are statistically close, which is always denoted by X 2 Y. If for
any PPT algorithm A that [Pr[A(1*, X) = 1] — Pr[A(1*,Y) = 1]| is negligible in
A, then we say that the two distributions are computationally indistinguishable,
denoted by X ~ Y.

A.2 Weak Hash Proof Systems from its Generic Construction from
PKE

We present a detailed review of the weak hash proof system from the work by
Hazay et al. in [29].

Definition A.1 (Weak Hash Proof System, [29]) A weak hash proof sys-
tem (WHPS) with the encapsulated-key-space K consists of four algorithms wHPS.
{Gen, Encap, Encap*, Decap} as follows. (We will omit wHPS when the context
is clear).

— Key generation. Gen(1) takes a security parameter \ as input, and gen-
erates a pair of public key and secret key (pk, sk).

— Valid encapsulation. Encap(pk) takes a public key pk as input, and outputs
a valid ciphertext CT and its corresponding encapsulated key k € K.
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— Invalid encapsulation. Encap*(pk) takes a public key pk as input, and
outputs an invalid ciphertext CT*.

— Decapsulation. Decap(sk, CT) takes as input a secret key sk and ciphertext
CT, and deterministically outputs k € K.

At the same time, a (weak) hash proof system needs to satisfy the following three
properties.

Correctness. For all (pk,sk) & Gen(A), it holds

Pr [k:k/

(CT, k) <& Encap(pk), k' = Decap(sk, CT)} =1.

Ciphertext Indistinguishability. For (pk, sk) & Gen(\), (CT, k) & Encap(pk),
and CT* & Encap*(pk), it holds

(pk, sk, CT) ~ (pk, sk, CT*).

Namely, for any PPT adversary even given the secret key sk, a valid ciphertext
CT sampled by Encap is still computationally indistinguishable from an invalid
ciphertext CT* sampled by Encap*.

Universality. We need one additional information theoretic property, requiring
that for any adversary with public parameters, the decapsulation of an invalid
ciphertext has information entropy. We define this property in as follow.

Definition A.2 (Universal wHPS) We say that a wHPS is (¢, w)-universal,
if for any attribute x € X, (pk,sk) & Gen(11), and CT* & Encap™(mpk, x), it
holds

H..(Decap(CT*, sk)|pk, CT*) > w,

where { is the bit-length of the decapsulated value from Decap(CT™,sk).

Remark A.3 A weak hash proof system only requires the universal property

hold for random invalid ciphertexts, i.e. c* & Encap®(pk), instead of all possible
ciphertezts (in the worst case manner). This is the main difference between weak
hash proof system and standard hash proof system [16], which was originally de-
signed for achieving CCA2 security. The weak hash proof system is not sufficient
to achieve the CCA2 security, but nevertheless, can achieve leakage resilience as
pointed out by [29].

Hazay et al. [29] showed an elegant construction of a weak hash proof system
from any public-key encryption scheme. The construction is summarized below.
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Construction. Let IT = PKE.{KeyGen, Enc, Dec} be a PKE with message space
Zy, and n = n(A\) be a parameter. Then, a wHPS with the encapsulated-key-
space K = Z), can be constructed as follow:

— wH PS.Gen(l’\): the algorithm takes the security parameter A as input, runs
PKE.KeyGen mn times to generate
{(pk; ;> ski ;) & PKE.KeyGen(lA)}(iyj)e[n]X[m], and samples a random vector
t=(t1,...,ty)" € [m]". The algorithm outputs sk := {(t;, ski,¢,) }ie[n], and
pk == {pk; ; }(i.j)e[n]x[m]-

— wHPS.Encap(pk): the algorithm takes pk as input, samples a random vector
k = (ki,...,k,)" € Z7%, and runs PKE.Enc to generate CT := {ct;; &
PKE.Enc(pk; ;, ki) }(i,j)en)x[m] € CT™ ™, which can be presented in the fol-

lowing matrix form:

PKE.Enc(pky 1, k1) ... PKE.Enc(pky ,,, k1)
CT:=
PKE.Enc(pk,, 1, kn) ... PKE.Enc(pk kn)

n,m>'v'n

The algorithm outputs (CT, k).

— wHPS.Encap*(pk): the algorithm takes pk as input, samples a random vec-
tor k = (ki,...,k,)" € Z7,, and runs PKE.Enc to set CT* := {ct;; &
PKE.EnC(pki’j, k; +j)}(i,j)€[n]><[m} cCT™™ ™, ie.,

PKE.Enc(pky 1, k1+1) ... PKE.Enc(pk, ,,, k1+m)
CT" .= : ) :

9

PKE.Enc(pk,, 1, kn+1) ... PKE.Enc(pk,, ,,, kn+m)

where the addition k; + j is performed over Z,,. The algorithm outputs CT*.

— wHPS.Decap(sk, CT): the algorithm takes sk := {(t;,ski,)}icn) and CT :=
{cti,j }(i,j)emix[m] as input, and runs PKE.Dec to compute k; = PKE.Dec(sk; ¢, ,
ct; ;) for all i € Z,,. The algorithm outputs k = (k1,...,k,)" € Z",.

Remark A.4 (1) The ciphertext of above wHPS, no matter valid or invalid,
can be viewed as a matriz included in CT"*™. (2) For a valid wHPS ciphertext
CT, the ciphertexts ct; ; in every row are encryptions of the same message. In
contrast, for an invalid ciphertext CT*, the ciphertexts in one row are encryptions
of all different messages.

A.3 Lattices

A lattice is a discrete additive subgroup of R™. Let B = (by,...,b,;) C R™ con-
sists of m linearly independent vectors. The m-dimensional lattice A generated
by the basis Bis A = L(B) ={B-c=3_,.,, cibi : c=(c1,...,cm) EZ™}.
The minimum distance A\; (A) of a lattice A is the length in the Euclidean o
norm of the shortest nonzero vector: A;(A) = 0222/1 lz||. For an approximation
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factor v = y(n) > 1, we define the problem GapSVP, as follows: given a basis
B of an m-dimensional lattice A = £(B) and a positive number d, distinguish
between the case where \;(A) < d and the case where A;(A) > ~vd. We let B
denote the Gram-Schmidt orthogonalization of B, and ||B|| is the length of the
longest vector in it.

In this paper, we will focus on a particular family of integer lattices. Let
A € Zy*™ for three positive integers m, n, ¢, where m and ¢ are functions of n.
We consider the following two kinds of full-rank m-dimensional integer lattices
defined by A (A) = {e € Z™: AT - e = 0mod ¢} and its shift A¥(A) = {e €
Zm™: AT -e=wumod q}.

Lemma A.5 ( [7]) For any integers n > 1, g > 2, and sufficiently large m =
[6nlogq], there is a probabilistic polynomial-time algorithm TrapGen(q,n) that
outputs a pair (A € Zg*", Ta € Z™*™) such that the distribution of A is s-
tatistically close to the uniform distribution over Zg"*™ and Ta is a short basis
for Ay (A) satisfying ITal < O(v/nlogq) and | Ta| < O(nlogq) with over-
whelming probability.

Gaussians on Lattices Let o be any positive real number. The Gaussian

distribution D, . with parameter o and c is defined by probability distribu-

tion function p,c(x) = exp(—n|jx — c||?*/o?). For any set S € R™, define

Po.c(S) =D pes Poc(®). The discrete Gaussian distribution Dg, . over S with

parameter o and c is defined by the probability distribution function ps.(x) =

Po.c(X)/poc(S) for all x € S.

Lemma A.6 ( [2], Lemma 8) Let A and Ta be a pair of matrices output by

TrapGen(q,n), and r > || Tall - w(v/Iogm). Then for ¢ € R™ and u € Zy, we

have:

1. Prl < Du(a),r : [l2]| > rv/m] < negl(n).

2. There is a probabilistic polynomial-time algorithm SampleGaussian(A, Ta,r,
c) that outputs a sample from a distribution statistically to Dj rc.

3. There is a probabilistic polynomial-time algorithm SamplePre(A, Ta,u,r)
that outputs a sample from a distribution statistically to DA;L(A)’T.

The next two efficient algorithms SampleLeft and SampleRight is used to
generate identity secret key and prove anonymous indistinguishability for our
new constructions.

Lemma A.7 ( [2]) Given integersn > 1,q > 2 there exists some m = m(n,q) =
O(nlogq) There are sampling algorithms as follows:

— There is a PPT algorithm SampleLeft(A, B, Ta,u,s), that takes as input:
(1) a rank-n matriz A € Zy*™, and any matriz B € Zy*™, (2) a “short”
basis Ta for lattice A7 (A), a vector w € Z, (3) a Gaussian parameter
s> ||Tall - w(y/log(m 4+ m1)); then outputs a vector r € Z™+™ distributed

statistically close to D yu(w),s where F := [A|B] € ng(erml) 15 an extension
of A with B.
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— There is a PPT algorithm SampleRight(A, B, R, T, u, s), that takes as input:
(1) a matriv A € Zy*™, and a rank-n matriz B € Z3*™, a matriz R €
Zyg™™, where sr = |R| = supg,z=1 IRz, (2) a “short” basis Tg for
lattice Ay (B), a vector w € Z7, (3) a Gaussian parameter s > ||f1;|\ SR -
w(y/Iogm); then outputs a vector r € Z>™ distributed statistically close to
D pu(r),s where F:=[A[(AR+ B)] € Zp<3m,

Lattice Evolution. We need to use the following homomorphic evaluation
algorithms in [10].

Lemma A.8 ( [10,26]) Given integersn > 1,q > 2 and m = O(nloggq), there
exist three deterministic algorithms Evaly, ,Evalee and Evalsim as follows:
— Evalp(f,C1,...,Cy) takes as input a d-depth circuit f : {0,1}* — {0,1}
and matrices Cy,...,Cp € Zy*™, and outputs a matriz Cy € Zy™™.
— Eval(f,C1,...,Cy,c1,. .., co, ) takes as input a d-depth circuit f = {0,1}¢ —
{0,1}, matrices C; € Zy*™, vectors ¢; € Zy* and x € {0, 1}, and outputs
a vector ¢y € Zg', such that if there exists some s € Zy such that for every
i €[4,
C;, = ST(CZ' — I'ZG) +e;

with ||e;|lcoc < B, then
cp = sT(Cf — f(x)G) + ey,
where |lef]l < (m+1)¢- B.

— Bvalsim(f, {(z;, Ry)}e_;, A) takes as input a d-depth circuit f : {0,1}* —
{0,1}, @ = (21, ,z¢) € ZE, A € Z2"™ and Rq,..., Ry € {—1,1}m*™,
and outputs a matriz Ry satisfying
AR — f(x)G = By where By = Eval(f,AR; —21G,...,AR; — 2/G),
and || Rylloo < 3-4%9m +1

Furthermore, the running time of Evaly, Evalee and Evalsim is | f| - poly(n,logq).

We rely on the following lemma, which says that adding large noise “s-
mudges” out any small values.

Lemma A.9 (Smudging Lemma) Let B; = By(\), and By = Ba()\) be pos-
itive integers and let ey € [—By, B1] be a fized integer. Let es < [—Ba, Ba] be
chosen uniformly at random. Then the distribution of es is statistically indistin-
guishable from that of ea + e1 as long as B1/Ba = negl(A).

Gadget Matrix. We recall the “gadget matrix” G defined in [37]. The “gadget
matrix’ G =g®1I, € ngnﬂogq] where g = (1,2,4, ..., 2/l a1-1),

Lemma A.10 ( [37], Theorem 1) Letq be a prime, and n, m be integers with
m = n[logq]. There is a full-rank matriz G € Z7*™ such that the lattice A, (G)

has a publicly known trapdoor matriz Tg € Z™*™ with | Tg|| < /5, where Tq
s the Gram-Schmidt order orthogonalization of Tq.
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Lemma A.11 ( [10],Lemma 2.1) There is a deterministic algorithm, denoted
by G7L() - Zy*™ — Z™*™, that takes any matriv A € Zy*™ as input, and
outputs the preimage G™Y(A) of A such that G - G7Y(A) = A (mod q) and
IGTHA)] < m.

Lemma A.12 ( [2], Lemma 13) Suppose that m > (n + 1)logq + w(logn)
and that ¢ > 2 is a prime. let R be an m x m matriz chosen uniformly in
{0,1}m*™_ Let A and B be chosen uniformly in Zy*™. Then for all vectors
w € Zy', the distribution (A, AR, R " w) is statistically close to the distribution
(A,B,R"w).

Learning With Errors. The Learning with errors problem, or LWE, is the
problem of determining a secret vector over F, given a polynomial number of
“noisy” inner products. The decision variant is to distinguish such samples from
random. More formally, we define the problem as follows:

Definition A.13 ( [42]) Let n > 1 and ¢ > 2 be integers, and let x be a
probability distribution on Z,. For s € Zy, let As . be the probability distribution
on Ly X Lq obtained by choosing a vector a € Zy uniformly at random, choosing
e € Zq according to x and outputting (a, (a,s) +e).

The decision L\WE, ,, , problem is: for uniformly random s € Zév, given a
poly(n) number of samples that are either (all) from Ag, or (all) uniformly

random in Zy X Zq, output 0 if the former holds and 1 if the latter holds.

We say the decision-LWE, ,, , problem is infeasible if for all polynomial-time
algorithms A, the probability that A solves the decision-LWE problem (over s
and A’s random coins) is negligibly close to 1/2 as a function of n. The works
of [13,41,42] show that the LWE assumption is as hard as (quantum or classical)
solving GapSVP and SIVP under various parameter regimes.

A.4 Pairwise Independent Hash Function

In order to prove the security of our IB-ABE scheme, we need to use the parti-
tioning strategy. As a preparation, we give a lemma which shows that pairwise
independent hash function family which is denoted as Hping has the isolation
property as long as a conditional probability defined as below approximates

1=|Ql.

Lemma A.14 ( [8], Lemma 6.1) Let @ C {0,1}", A, B be integers such that
B < A, |Q| < B for some § € (0,1), and let Hping : {0,1}" — Y be an pairwise
independent hash function family which has the following properties:

— Va € {0,1}", Pri s, [H(a) = 0] = 1/4;
— Va #be {0,1}", Py, [H(a) = 0|H(b) = 0] < 1/B.

Then for any element a ¢ Q, we have

Prrca.,[Hla) =0 \ H(a) 20 e @l e (1570 5.
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An Explicit Almost Pairwise Independent Hash Construction. Let g €
N be a prime, ¢t € N, and let f(z) be a monic irreducible polynomial in Z, of
degree t. Then we define R = Z,[X]/(f(x)), and note that R is isomorphic to
GF(q") as ¢ is a prime and f(z) is an irreducible polynomial of degree t. We will
use R as the representation of GF(¢'). We then define two mappings ¢ : R — ZZ
and Rot : R — Z{** by

d:0=ar+axx+..+azt— (aq, ...,at)T,

Rot: 0 =aj +asx + ... + a,z' ™" = [¢(0)p(0z)...6(02" )] .
We note that Rot(8) - #(9) = ¢(69), Rot(#) - Rot()) = Rot(69), and Rot(f) +
Rot(?) = Rot(§ 4+ ¥). This means that Rot is a ring-homomorphism from R to
ZX'. If § # 6 € GF(q"), then Rot(f) — Rot(f ) = Rot(§ — 6 ) # 0.

For any h € GF(q"), we define G(h) as G(h) := Rot(h) € Z!**, then we
define an pairwise independent hash function family Hping : Zg — Z™*™ where
tln as: VH € Hpind, H is indexed by (hy,...he) € GF(¢")*, Vo = (21, ..., 2¢) € Zf},
H(z)=1,+ Zle r;(G(h;) ® I,/;)G. We have the following lemma.

Lemma A.15 ( [2,8]) The function family Hpina defined above is an pairwise
independent hash function. Moreover, we have

— VH < Hping and Ya € {0,1}¢, Pr[H(a) = 0] = (1/q)*.
— VH < Hping and Va # b € {0,1}*, Pr[H(b) = 0|H(a) = 0] < (1/q)*.

B Supplementary Material for Section 3

B.1 Proof of Theorem 3.12

Theorem (Restatement of Theorem 3.12) Suppose IIagg is a secure ABE
scheme with attribute space Xy = Xy x X{ = {0,1}* x {[n] x [m]} for the
function class F N\ G, where G is the class as in Definition 3.9 with parameters
m,n, then the construction ITag.whps described above is an (nlogm,nlogm)-
universal AB-wHPS with the attribute space X and the encapsulated-key-space
K =1Z7,, for the function class F. Furthermore,

— if the ABE is X-sel secure for X € {sel,ada}, then the AB-wHPS is X secure;

— if the key-size (of the extra part, excluding the function description) of the
ABE scheme for policy function f is s(f), then the key size of the AB-wHPS
for f is nlogm + |f| + s(ff,gy), where s(-) is the key-size function (of the
extra part, excluding the function description) of the underlying ABE.

Proof. The second part of the theorem follows directly by our construction from
ABE to AB-wHPS, especially by the relationship between policy functions of
ABE and that of AB-wHPS.

To prove the first part of the theorem, we need to prove the following three
properties: correctness, smoothness and ciphertext indistinguishability.
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Correctness. Correctness of our AB-wHPS follows directly from the correctness
of the underlying ABE.

Universality. Given the master public key mpk and an invalid ciphertext CT* =
AB-wHPS .Encap®(mpk, ) = {ABE.Enc(x; j, ki + J) }icin),jcm]» We have

AB-wHPS.Decap(sky, CT") = k+y

where sky := (y,sk o ) for a randomly and independently chosen vector y =
29y

(y1,---,Yn), and k is the vector used to generate the invalid ciphertext. Clearly,
the decryption function can be written as the permutation hg(y) = k + v.

As this is an injective function of y (for any fixed k), the min-entropy of y
remains the same after applying this function, i.e.,

Ho(AB-wHPS.Decap(CT",sky)|mpk, CT", &) = Hoo ((k + y)|mpk, z, CT™)
= Ho(y|mpk,z, CT").

Moreover, we note that y is independent of mpk, z, CT*, so Ho.(y|mpk, z, CT")
nlogm. As a result, the construction ITag_whps is (I, w)-universal, where | = w
nlogm.

Ciphertext Indistinguishability. We prove that the ciphertexts output by
AB-wHPS.Encap(mpk, *) and AB-wHPS.Encap™(mpk, z*) are indistinguishable,
given one secret “l-key” sky such that f(x*) = 1 and perhaps many “0-keys”
skys such that f/'(x*) = 0, where «* is the challenge attribute. We summarize
the result in the lemma below.

Lemma B.1 (Ciphertext indistinguishability) The construction of
AB-wHPS satisfies selective (or adaptive) valid/invalid cipheretext indistinguisha-
bility as Definition 3.1, following from the sel-ada/sel-sel (or ada-ada/ada-sel)
security of the underlying ABE.

Proof. To facilitate the proof presentation, we introduce an intermediate notion
denoted as multi-ABE (with parameter ¢), where the adversary can send two vec-
tors of challenge messages ko = (ko1,...,kot) € Z], and k1 = (k11,...,k14) €
77, along with t different attributes 1,...,x; as the challenge attributes. The
adversary then receives a vector of challenge ciphertexts

{ei < ABE.Enc(zx;, ky i) }ic[y for a random bit b, and needs to decide a bit '.
Here the adversary is allowed to query sky as long as f(z;) = 0 for all i € [t],
i.e., the key cannot open any component in the challenge ciphertexts. It is not
hard to prove a reduction from the standard ABE to this multi-ABE via a hybrid
argument, which only incurs a security loss t.

Claim B.2 Foranyt € N, if there exists an adversary A that breaks the (partial-
ly) selective/adaptive security of multi-ABE with parameter t and advantage €,
then there exists a reduction B that breaks the same (partially) selective/adaptive
security of ABE with advantage ¢/t.
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Proof. This follows from a standard hybrid argument. O

Next, we prove the valid/invalid ciphertext indistinguishability of AB-wHPS
via a hybrid argument. We define the following hybrids, where we start from a
valid ciphertext, and then switch row-by-row towards an invalid ciphertext. We
prove that each two neighboring hybrids are indistinguishable via a reduction
from multi-ABE (with parameter m—1). The proof of this lemma follows directly
from the indistinguishability of these hybrids.

Hybrid Hg: This hybrid is defined as the ciphertext indistinguishability exper-
iment in Definition 3.1, where A is given a valid ciphertext
ABE.Enc(z11,k1) ... ABE.Enc(xy m, k1)
CTy:= : : eCcTm™ ™,
ABE.Enc(z,, 1, ky) ... ABE.Enc(z,, i, kn)

In this hybrid, it is clear that the ciphertext is generated as Encap.

Hybrid H.: For any 1 < z <n — 1, H, is almost same to H,_1, except that A
is given the following ciphertext

[ABE.Enc(xy 1,k1+1) ... ABE.Enc(z1 m, k1+m)]

__ |ABE.Enc(x, 1, k.+1) ... ABE.Enc(z, 1, k. +m) <m
CT= = | ABEEnc(wom 1, ko) ... ABE.Enc(@oym. ko) | €T

| ABE.Enc(xy1,kn) ... ABE.Enc(@ym,kn)

In this hybrid, the first z rows are generated as Encap® (that encrypts different
keys), and the rest is as Encap (that encrypts the same key).

Hybrid H,,: This hybrid is almost same to H,_1, except that A is given the
following ciphertext

ABE.Enc(x1,1,k1+1) ... ABE.Enc(@1 1, k1+m)
CT, = : : ecT™m,
ABE.Enc(x,1,kn+1) ... ABE.Enc(zy, m, kn+m)

In this hybrid, it is clear that the ciphertext is generated as Encap®.

Then, it suffices to prove the computational indistinguishability between H,
and H,y; for z € [n — 1]

Claim B.3 Suppose the basic multi-ABE  (with parameter m — 1) is secure,
then the above hybrids H, and H.y1 are computational indistinguishability for
any z € [n —1].
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Proof. We prove this claim through establishing a reduction from the (partially)
selective/adaptive security of multi-ABE to the corresponding indistinguishabil-
ity between H, and H,,;. This means if there is an efficient adversary D who
can distinguish H, from H.,; with advantage €, then we can construct an effi-
cient reduction B to break the corresponding multi-ABE with €. Here, we just
describe the reduction in the case of ada-sel security (multi-ABE), and note that
a similar argument can be carried to the sel-ada/ada-ada/sel-sel security in a
straight-forward way.

In particular, let A be the adaptive adversary for the AB-wHPS with attribute
space X, for the policy function class F, and D be a distinguisher that distin-
guishes H, from H,.; with a non-negligible advantage for some z € [n—1]. Now
we describe the reduction B that breaks the ada-sel security of multi-ABE with
attribute space X\ x {[n] x [m]} for the policy function class F A G, when
interacting with the challenger C.

Setup: B simulates either the hybrid H, or H,,; by running A in the following
way.

1. With respect to the ada-sel security of multi-ABE, B selectively chooses (m —
1) attributes (2 +1,2),...,(z +1,m) € [n] x [m], and then sends them to C
before getting mpk, where (z + 1,2),...,(z + 1,m) are essential the second
part of challenge attributes for multi-ABE;

2. B gets a master public-key mpk from the challenger C for the multi-ABE.

3. Then B forwards this mpk to the adversary A for the AB-wHPS.

4. At the same time, B sets a table T' = ().

Test Stage 1: B answers the secret key queries of A in the following way.

1. A sends a function f € F to B for a secret key query.

2. B first checks whether there exists an item containing this f in the table T'.
— If yes, B returns the corresponding secret key sky in 7' to A.
— Otherwise, B goes to the next step 3.

3. B chooses a random vector y & [m]™ such that gy(z 4+ 1,5) = 0 for all
2 < j <m, and sets f = ff,gy e FNG.

4. Then B sends this f to C as a secret key query for multi-ABE, and then gets
sk’?BE as its response.

5. Finally, B sends sky := (y,sk/}‘BE) as the secret key for f to A, and stores
the tuple (f, vy, sk/}BE)) as an item in the table T

Challenge Stage: B simulates the challenge ciphertext to A as follows.

1. With respect to the adaptive security of AB-wHPS, A adaptively selects an
attribute * € X and sends it to B.
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3
2. B chooses a random values k < Z,,, and uses k to set two sequences of
messages

ko= (ko2,-. kom)' = (k,...., k)" ezm1
and

ky= (k12 ..., kim)"
=(k+1,....,k+m—-1)" ezm L

3. Then B sends (kg, k1) and the attribute x* as the challenge query of multi-
ABE, where x* composes of the first part of challenge attributes for multi-
ABE.

4. As a result, B obtains (m — 1) ciphertexts

* 3 *
{etin, & /—\BE.Enc(wZJrLj,kb,j)}QSjSm
for a random b € {0,1} chosen by the multi-ABE challenger C, where

{mZJrl,j = (:B*, z + 17j)}2§j§m-

$
5. Furthermore, B chooses (n—1) random values vy, ..., 0;, V12, ..., Vp < L.

6. B sets x;; = (z*,4,7), and then calculates

{ct;j & ABE.Enc(z] ;, v; + J)}

iclz],ielm]’

$
cti . & ABE.Enc(z} ;,v;
{ i,J ( Y )}ie[n]\[z-s-leE[m]
and
Ct 110 & ABE.Enc(z?, k)

by himself.

7. B collects all ciphetexts ct} ; for i € [n],j € [m] together to construct a nxm
matrix CT* according to the indexes of these ciphertexts.

8. Finally, B sends this matrix CT* as the challenge encapsulation ciphertext

to A.

Test Stage 2: B answers the secret key queries of A as in Test Stage 1, but
with a restriction that there is at most one function f € F such that f(z*) =1
can been queried in Test Stage 1 and 2.

Output: B simulates the output of the experiment according to the response of
A, and thus obtain a view H, which is either H, or H,1; as we will prove below.
Finally, B outputs D(H).

Next, we analyze the advantage of B. We observe that B perfectly simulates
one of the two hybrids: if the challenge ciphertext from C encrypts kg, then the
AB-wHPS challenge ciphertext CT* is generated according to H,, and otherwise
H.t1. Thus, the advantage of B is the same as that of D in distinguishing H,
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from H,1, i.e., a non-negligible advantage €. Thus, B breaks the multi-ABE with
advantage e, which reaches a contradiction. This completes the proof of this
claim. a

Lemma B.1 follows directly from Claim B.3 by a standard hybrid argument. O

In summary, we complete the proof of the first part of theorem. a

C ada-sel secure ABE Based on LWE

In this section, we instantiate two partial-adaptively secure ABE schemes as
needed in Section 3.2 from LWE with a polynomial modulus. The first construc-
tion is with respect to the function family Z A G, where 7 is the equation test
function family for which a function id € Z satisfies id(x) = 1 if and only if
id = (b1,---,b;)) = @ and 0 otherwise, and G is general circuit family. The
second construction is respect to the function family (t-CNF*) A G.

In particular, our first construction combines the adaptively secure IBE scheme
proposed by Agrawal, Boneh and Boyen [2] and the selectively secure ABE pro-
posed by Boneh et al [10] in a natural way, and achieves the ada-sel security. The
second construction combines the recent ABE scheme by Tsabary [45] and [10],
and obtains the ada-sel security. We present our first construction in Section C.1,
and the second in Section C.2.

C.1 Construction of ABE for 7 Al G from lattices

For convenience, we denote 1 as Z A G for short.

ABE.Setup 1, (1*): The setup algorithm takes as input a security parameter \,
and then dose the following:

1. Sample a random matrix A € Zp*™ along with a trapdoor basis Ta €
Z™*™ of lattice Ay (A) by running TrapGen.

Select ¢ + 1 uniformly random matrices A1, ..., Ay ,B € Zy*™.

Select ¢ uniformly random matrices Cy, ..., Cy, € Zg*™.

Select a random matrix U < Zy**.
Output the public parameters

mpk = (A7 {Ai}i6[51]7 {Ci}ie[fg]a B) U)

Gu L

and the master secret key msk = (Ta).

ABE.KeyGenx, (mpk, msk,id A f): The key generation algorithm takes as
input mpk, msk, an equation test function id with binary representation

(bi, b, ....,bg,) € {0,1}** and a policy function f with depth d, and then does
the following:
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1. Compute
A =B+ YL, (hiAy) € Zp*m,
2. Define function f(-) =1 — f(-), and compute

Hf = Evalpk(f,Cl, .« .7052) € ngm

3. Let Figr r = (A\Ai’dA"f) = (A|Ay[Hy) € Zp><3m,
4. Sample D € Z3™** as D <« SampIeLeft(A,TA,Ai’dAHf,U,T).
5. Output skigp r := D, where Figp s - D = U mod q.

ABE.Encx, (mpk, (1, z2), t): In order to encrypt a message p € {0,1}* with
respect to attribute (x1,xs) where &, = (211, -+ ,710,) € {0,1}"* and x5 =
(21, ,x2,) € Zf;Z, the encryption algorithm first chooses a random vector
8 « Zy and two error vectors ey < X", €1 < x* where x is a B bounded
discrete Gaussian distribution, and then does the following:

1. Compute A, =B+ Zflzl(mhAl) € Zy*m.

2. Choose ¢; uniformly random matrices R; < {—1,1}"™*™ for i € [{;], and
compute Ry, = Zflzl(xliRi)'

3. Set e = R; eg € Ly

Set Hg, = (221G 4 Ci|- - - 220, G + Cy,) € ZJ "™,

5. Choose #5 uniformly random matrices R; «— {-1,1}™*™ for j € [{3], and
set es = (Ry|---|R),)" - eg € Z"*2.

6. Set F, = (AJAL) = (A|A,, |Hy,) € ZZX(Qer)m.

7. Output ¢ = (Fy, - s+ (e] ef,ef) U s+ e + [q/2]p) € 27T,

e~

ABE.Deczx, (mpk, skidn f; (x, ¢)): The decryption algorithm uses the key
skian s = D to decrypt ¢ with attribute * = (z1,x2). If id(z1) A f(z2) #
1, output L. Otherwise, let the ciphertext ¢ = (€in,1,Cinz2,€1,...,Ce,, Cout) €
Z((ZZMQ)WH, compute ¢; = Evaly(f, {(z, Ci,ci)}fil) € Z', where cin 1, Cin2 €
Ly, Cout € Zg and ¢; € Zy" for 1 <4 < {s.

Let c} = (Cin,1;Cin,2,C5) € ng and output Round(cyys —DT c'f) e {0,1}™.

Correctness. The correctness of the scheme follows from our choice of param-
eters. Specifically, to show correctness first note that when id(x1) A f(xz2) =1
we know ¢, 2 = A} -s+es, cp = HJT - s+ ey, then we have during decryption,
Cout — D' - )

Cour =D - (AlAu[Hy)" - s+ (eo, 2. €/)))

U'-s+e +q¢/2lu—U"-s-D" - (ep, ez ey))
la/2lp+e1 —DT - (e, e2,€))

' = Round
= Round
= Round
= Round
=p

—~ o~ —~

This completes the proof of correctness.
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Parameter Setting for our Construction. For arbitrarily small constant e,
we set the system parameters according to the Table below.

Parameters Description Setting
A security parameter
z message length O(log \)
n PK-lattice row dimension A
m PK-lattice column dimension nite
q modulus n°m?
d depth of f O(log \)
T SampleLeft and SampleRight parameter| n?m?
B bound of errors A
l1 identity length n
V2 attribute length n

Table 2. Parameter Setting

These values are chosen in order to satisfy the following constraints:

— To ensure correctness, we require |[e; — D7 - (eg, e2,€f)||oo < q/4; here we
bound the dominating term:

IDT - eflloo < 7V3m-4%m3/2B < ¢/4.

— For SampleLeft, we know | Ta | = O(v/nloggq), so require that the sampling

width 7 satisfies
7 > O(y/nlogq) - w(y/log3m).

— For SampleRight. we know H'_T.‘EH < +/5 and that

7> V5 49m*? . w(y/logm) > | Tg|| - sR; - w(y/logm).

— To apply Regev’s reduction, we need B > /nw(logn).
— To apply the Leftover Hash Lemma, we need m > (n + 1)logq + w(logn).

Secret Key Size. We give a simple analysis of the secret key size of our ABE £,
construction. By Lemma A.6, we know that

PriD < Dur S ID|| > 7v3m] < negl(n).

idA I f ) T
By our setting of parameters above, the size of the secret key of our ABE scheme
for F; is bounded by O(A'*€log® \).

Security Proof of ABE £,

Theorem C.1 For parameter setting in Table 2, ABEx, scheme above is ada-
sel secure as defined in Definition 3.5 and Remark 3.6, assuming the LWE,, ,
assumption holds.
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Proof. We prove the security of ABEx, construction by a sequence of hybrids,
where the first hybrid is identical to the original security experiment Exp{®*¢'(1*)
as in Definition 3.5. We show that if a PPT adversary A that makes at most
|Q| secret key queries, can break the ABEz, scheme described above with non-
negligible advantage ¢ (i.e. success probability 1/2 + ), then there exists a re-
duction that can break the LWE assumption with advantage poly(e) — negl(e).
Given such an adversary A, we consider the following hybrids. In Hybrid H; we
let W; denote the event that the adversary correctly guessed the challenge bit,
namely that b = b’ at the end of the game. The adversary’s advantage in H; is
P — 3]

The Sequence of Hybrids (Hg, Hi, H2, H3, Hy)

Hybrid Ho: This is the original security experiment Exp%2*(1*) from Defi-
nition 3.5 between the adversary A and the challenger.

Hybrid H;: In hybrid Hy, we slightly change the way that the challenger gen-
erates the matrices A;,7 € [(1] and the matrices C;,j € [{2] in the public
parameters. We let R; € {—1,1}"*™ for i € [(1] and R} € {-1,1}"™*™
for j € [£2] denote the ¢1 + {5 ephemeral random matrices generated for the
creation of ct*. The hybrid H; challenger chooses choose ¢; random element
hi € GF(q"). Next it generates matrices A and B as in Hy and constructs
the matrices A; for i € [(1] as

A=A R+ (Gh) ® In/t)Gv

where G is the the ring isomorphic map described in Section A.4, and con-
structs C; for j € [{9] as

Cj = AR; —$2jG,

where 3 = (21, ..., Tag,) € {0, 1}2.

We show that Hy and H; are statistically indistinguishable. Observe that in
H; the matrices R, 4 € [f3] are used only in the construction of the matrices
A; and in the construction of the challenge ciphertext where ey = (REI)T .

eo € Z" and where Ryy = 3701 o, R;. Let R = (Ry|...|R, [Ry|...[R}) €

1= (3

Zy O™ hen by Lemma A.12, the distributions

(A AR BT e0) & (A (AL AL, (R) o)
are statistically statistically close, where A/ for i € [¢1 + ¢5] are uniform
independent matrices in Z*™. It follows that with e; = (Rgr)" - €o and
es = (Rj|---|R},)" - eq the distributions

(A,AR1,...,AR22,62,63) ;‘4 (A,A;,...,A;1M2762,63> .

Therefore, in the adversary’s view, the matrices AR, AR;- are statistically
close to uniform and independent of e, e3. Hence, the A; and C; as defined
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as above are close to uniform meaning that they are random independent
matrices in the attacker’s view, as in Hp. This shows that |Pr[Wy]—Pr[W1]| =
negl(\).

Hybrid H,: Hybrid Hs is identical to Hybrid H; except that we add an abort
event that is independent of the adversary’s view. The Hy challenger behaves
as follows:

— The setup phase is identical to H; except that the challenger also chooses
a random hash function H € Hying and keeps it to itself.

— The challenger responds to identity-policy queries and issues the chal-
lenge ciphertext exactly as in Hy (using a random bit b € {0, 1} to select
the type of challenge). Let ((id1 A1), (ide A ft)) be the identity-
policy pairs where the attacker queries and let ] be the challenge iden-
tity and a5 be the challenge attribute. By definition, the two events that
x; € {idy,...,id:} and f(x3) = 1 can not happen at the same time.

— In the final guess phase, the attacker outputs its guess b’ € {0,1} for b.
The challenger now does the abort check: H(x7) = 0 and H(id;) # 0 for
all id; € {id;}icq\{1}. If the condition does not hold, the challenger
overwrites b’ with a freshly random bit in {0, 1}, and we say the challenge
aborts the game.

Note that the adversary never sees the random hash function, and has no
idea if an abort event took place. While it is convenient to describe the abort
action at the end of the game, nothing would change if the challenger aborted
the game as soon as the abort condition becomes true.

The only difference between hybrids Hy and H; is the abort event. We argue
that the adversary still has non-negligible advantage in H; even though the
abort event can happen. More formally, we will use Lemma 28 in the full
version of the work [2], which is described as follows.

Lemma C.2 Let I be a Q+1 tuple (x7,id1, ...,id|q|) denoted the challenge
attribute x5 along with the queried ID’s, and £(I) define the probability that
an abort does not happen in hybrid H;. For i = 1,2, we set W; be the event
that b = at the end of hybrid H;. Assuming e(I) € [Emin,Emaz), then we
have

1
’Pr[W2] - 2‘ Z Emin

1 1
Pr[Wl] - 2’ - E(Emaaz - Emin)-

The lemma was analyzed by Bellare and Ristenpart [9], and further elaborat-
ed in the work [2]. As our overall proof just uses this lemma in a “black-box
way”, we do not include its proof for simplicity of presentation.

Hybrid Hs: We now change how A and B in Hs are chosen. In H3 we generate
A as a random matrix in ngm , but generate B by sampling a random
matrix R € {~1,1}™*™ and computing B = A-R + G € Z*™. The
construction of A; for i = 1,...,4; and C; for j = 1,...,¢5 remains as in
Hz, namely, A; = A - R; + (G(h;) ® I,/4)G. To respond to a private key
query for id = (by,...,bs,) € {0,1}** the challenger needs a small matrix
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De A;’T(Fid/\”f) where

Fian r = <A|B + Zl:(biAiﬂHf) = (A[A-Rig+H(id)G|A-Rs—(1-f(x))G)

=1
where
5
Rig =Y (hiR;) and Ry =Eval(f,A,Ry,...,Ry,,z)

i=1
£y

and H(id) =T, + Y _b;i(G(h;) ®1,,/,)G.
=1

Note that H is the hash function in Hping defined by (h1, ..., he,) as in Sec-
tion A.4.

The challenger now does the following:

1. Construct H(id) and Riq as in above. If H(id) = 0 and f(x2) = 1 abort
the game and pretend that the adversary outputs a random bit &' in
{0,1}, as in Ha.

2. Set D <« SampleRight(A, H(id), Rig, Te, U, 0, Ry) € Z3™*=.

3. Send Skid7f =D to A.

Hs is otherwise the same as Hs. In particular, in the challenge phase the
challenger checks if the challenge attribute (z},x3) € {0,1}%17* satisfies
H(xy) = 0 and f(a3) = 1. If not, the challenger aborts the game (and
pretends that the adversary output a random bit & in {0,1}), as in Hs.
Similarly, in H3 the challenger implements an abort check in the guess phase.
Since Hy and Hj are statistically indistinguishable in the attacker’s view (the
public parameters, responses to private key queries, the challenge ciphertext,
and abort conditions) the adversary’s advantage in Hj is statistically indis-
tinguishable to its advantage in Hy, namely

[Pr[W3] — Pr[WWs]| = negl(A).

Hybrid Hy: Hybrid Hy is identical to Hs except that the challenge ciphertext
ct is always chosen as a random independent element in ZéQMQ)erZ. Since
the challenge ciphertext is always a fresh random element in the ciphertext

space, A’s advantage in this hybrid is zero.

It remains to show that Hs and Hy are computationally indistinguishable, which
we do by giving a reduction from the LWE problem. If an abort event happens
then the games are clearly indistinguishable. Therefore, it suffice to focus on
sequences of queries that do not cause an abort. We have the following lemma:

Lemma C.3 Assuming the hardness of LWE assumption, hybrid Hs and Hy are
computationally indistinguishable.
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Proof. Suppose there exists an adversary who has non-negligible advantage in
distinguishing hybrid Hs and Hy4, then we can construct a reduction B that breaks
the LWE assumption using the adversary A. Recall in Definition A.13, an LWE
instance is provided as a sampling oracle O that can be either uniformly random
Os or a pseudorandom O for some secret random s € Zy. The reduction B uses
adversary A to distinguish the two oracles as follows:

Invocation. Reduction B requests m + z instances from oracle O, i.e. pair
(a;,b;) fori=1,...,m+ z.
Setup. Reduction B constructs master public key mpk as follows:
1. Set matrix A € Zy*™ to be the first m vectors a; in pairs (a;,b;) for
i1=1,...,m.
2. Assign the {m +i}icpmt1,m+2-th LWE instances (al, |, ...,al, ) to be
matrix U € Zy™**.
3. Construct the reminder of master public key, namely matrices {A;}icqs,]
and {C;};epe,) as in hybrid Hs.
4. Send mpk = (A, {A;}ici,,{Cj}iepe), U) to A.
Queries. Reduction B answers 1dent1ty queries as in hybrid Hs, including abort-
ing the simulation if needed.
Challenge. When adversary A sends message (f, p41) and challenge attribute

(z7,23), reduction B does the following:
1. Set v € Zj* the first m integers b; in LWE pairs (a;, b;), for i =1,...,m.
2. Set challenge ciphertext ct = (¢1, c2) as

cL = ('u, (Rm;)—r ‘v, (RY]... |R22)—r ) 'u)

and ¢ = (bymt1y s bmntz) + 19/2] 1y
3. Send challenge ciphertext ct = (1, ¢2) to adversary A.
Guess. After being allowed to make additional queries, A guesses if it is inter-
acting with a hybrid Hs or Hy challenger. Our simulator outputs the final
guess as the answer to the LWE challenge it is trying to solve.

We can see that when O = Og, the adversary’s view is as in hybrid Hs; when
O = Og, the adversary’s view is as in hybrid Hy. Hence, B’s advantage in solving
LWE is the same as A’s advantage in distinguishing hybrids Hs and Hy. a

Completing the Proof. Recall that |@| is the upper bound of the number of
the adversary’s key queries, and ¢ is the advantage of the adversary in Hy. By
Lemma A.14 and A.15, we can know that

\ . _ 1 Q. 1
Pr [H(ml) =0\ H(d) #0 A\ ... \H(idq) # 0} € (qt(1 - ?)’ qt> .
Thus, we know that for any (Q + 1)-tuple I denoting a challenge id* along with
ID queries, we have ¢(I) € (%(1 — %), (;17) Then by setting [emin, Emaz] =

[q%(l - q%), qi,] in Lemma, C.2, we have

—a-3

Pr[Wl]
q q'

1
‘Pr[Wﬂ - 2‘ >

1
2 2q2t'
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By our parameter setting, |Q| < 2 6q where ¢ = ’Pr Wo] — | we have that

Q Q

1 1
~a-2) ‘PF[WO] — 5 ey - 22> 5

; — negl(\).

1
‘Pr[Wz] - 2‘ >
We set t = [log,(2|Q[/¢)], then we have qt > 2|Q|/e > ¢'~!. This implies

1
i 2q|Q| We can further derive: 4 = > 4|Q| This quantity is non-negligible

as long as ¢ is non-negligible, as ¢ is polynomial for our setting of parameters
and |@Q| is polynomially bounded.
In summary, as Pr[Wy] = %, we have that

g2 1
—— —negl(\) < [Pr[Ws] — = | + negl(\
1
< |Pr[ws] - 5 — Advg"E(1Y)
1
S PF[W4] — 5 = 0,
which implies Advg'=(1") > W negl(A). This means the reduction B defined
in Lemma C.3 breaks the LWE assumption with non-negligible probability. This
reaches a contradiction, which completes the proof. a

C.2 ada-sel secure ABE for (t-CNF*) A} G from LWE

Before presenting the ABE scheme, let us first recall the building block — con-
forming cPRF of the ABE construction by Tsabary [45].

Definition C.4 (Conforming Constrained PRF [45]) Let F be a function
class such that F C {0,1}¢ — {0,1}. A conforming constrained PRF for policies
in F is a tuple of PPT algorithms with the following syntax and properties.

— cPRF.Setup(1*) — (pp, msk) takes as input a security parameter X and out-
puts public parameters pp along with a master secret key msk.

— cPRF.Evalnsk(z) — 1, is a deterministic algorithm that takes as input a
master secret key msk and a bit-string x € {0,1}¢, and outputs a bit-string
re € {0,1}%.

— cPRF.Constrainme(f) — sky takes as input a master secret key msk and a
function f € F, and outputs a constrained key sky.

— cPRF.ConstrainEvalgy, (x) is a deterministic algorithm that takes as input a
constrained key sky and a bit-string x € {0,1}¢, and outputs a bit-string
rl. € {0,1}F.

Correctness. A cPRF scheme is correctness if for all x € {0,1}* and f € F

for which f(x) = 1, it holds that cPRF.Evalne(z) = cPRF.ConstrainEvalg, ()
where (pp, msk) «— cPRF.Setup(1*) and sk <+ cPRF.Constrainmsk(f).
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Gradual Evaluation. The algorithm cPRF.Constrain (in addition to cPRF.Eval,
cPRF.ConstrainEval) is deterministic and the following holds. For any fixing of
pp + cPRF.Setup(1*),f € F and x € {0,1}¢ for which f(x) = 1, define the
following circuits:

— Uyys 2 {0,131 — {0,1}* takes as input msk and computes cPRF.Evalmg ().
— Uyosp : {0,1}* — {0, 1} takes as input msk and computes cPRF.Constrainmsk(f)-
— Upop 1 {0,1}% — {0,1}" takes as input sk and computes cPRF.ConstrainEvalg , ().

We require that for all pp, f, z as define above, the circuit U,_,, and the effective
sub-circuit of Us_,, o U, are the same. That is, the description of U,_,, as
a sequence of gates is identical to the sequence of gates that go from the input
wires to output wires of circuit Us_,; o Uy, .

Pseudorandomness. The adaptive security game of a cPRF scheme between
an adversary A and a challenger C is as follows.

1. Initialization: C generates (pp, msk) — cPRF.Setup(1*) and sends pp to A.
. Queries Phase I: A makes (possibly many) queries in an arbitrary order:
— Evaluation Queries: A sends a bit-string z € {0,1}¢, C returns 7, <
cPRF.Evalsk ().
— Key Queries: A sends a function f € F, C returns

[\

sky cPRF.Constrainmsk(f).

3. Challenge Phase: A sends the challenge bit-string z* € {0, 1}¢. C uniformly

samples b < {0,1}. If b = 0 then returns r* & {0, 1}*. Otherwise it returns
r* < cPRF.Evalpe(z*).

4. Queries Phase II: same as the first queries phase.

5. End of Game: A outputs a bit b'.

A wins the game if (1) b’ = b; (2) all the evaluation queries are not for z*; and
(3) all of the key queries f are such that f(x*) = 0. Moreover, we call it to be
single-key adaptive security if in the above described game, A can only make
a single key query throughout the entire game. A cPRF scheme is secure (resp.
single-key secure) if for any pPPT adversary A, the probability that .4 wins in the
adaptive (resp. single-key adaptive) security game is at most 1/2 + negl()\).

Key Simulation. We require a PPT algorithm KeySimpp(f) — sk such that
any PPT adversary A has at most 1/2 + negl(\) probability to win the following
game against a challenger C.

— Initialization: C generates (pp, msk) +— cPRF.Setup(1*) and sends pp to A.

— Evaluation Queries I: A makes (possible multiple) queries. In each query it
sends a bit-string = € {0,1}¢ and C returns r, < cPRF.Evalpek(z).

— Challenge Phase: A sends the challenge constrain f* € F. C uniformly sam-
ples b < {0,1}. If b = 0 then C returns sky- < cPRF.Constrainme(f), other-
wise, it returns sky- < KeySim,(f).
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— Evaluation Queries II: same as the first queries phase.
— End of Game: A outputs a bit b'.

A wins the game if (1) b’ = b and (2) all the evaluation queries x are such that

f*(x)=0.
We first recall a lemma from a prior work, and the present our construction.

Lemma C.5 ( [45]) Assuming the hardness of LWE with super-polynomial modulo-
to-noise ratio, there exists a conforming cPRF scheme for t-CNF function family
such that all the required properties above are satisfied.

Construction

Let IT = (cPRF.Setup, cPRF.Eval, cPRF.Constrain, cPRF.ConstrainEval) be a con-
forming cPRF for t-CNF function family with input length ¢; and output length
k, and assume that the length of msky is A. For all f € t-CNF let {; de-
note the size of sky for the function f. Let Uy_,,,Us,— s and Uy, be the cir-
cuit as defined in the part of Gradual Evaluation, and denote the depth of
Uj_s as dee. Let the G be the function family with input length ¢> and out-
put length 1. For convenience, we denote JF as t-CNF* A G for short. The
ABE = (ABE.Setup,, ABE.Encr,, ABE.KeyGenx, , ABE.Decy,) is as follows.

ABE.Setup, (1*): The setup algorithm takes as input a security parameter \,
and then dose the following:

1. Sample a random matrix A € Z;Lxm along with a trapdoor basis Ta €
Zm>™ of lattice A(JI-(A) by running TrapGen.

Sample (pp;7, mskyr) < cPRF.Setup(1*), denote o = mskyz.
Select A uniformly random matrices By, ..., By € Zy*™.
Select ¢ uniformly random matrices Cy, ..., Cy, € Zg*™.

Select a random matrix U < Zy**.
Output the public parameters

mpk = (Av {Bi}ie[)\]a {Ci}ie[éz] ) Uv ppH)

and the master secret key msk = (Ta,0).

S Uk wN

ABE.KeyGenx, (mpk, msk, U, A|| g): The key generation algorithm takes as
input mpk, msk, a policy function U, A\ g € F2 where the depth of g is d, and
then does the following:

1. Compute the matrix B, < Evalpk(Us—sz, {Bi}iepy)-

2. Compute 7 + II.Eval,(z) and let I, : {0,1}* — {0,1} be the function that
on input r’ returns 1 if and only if r = 7’. Compute B, < Evalpk (1, Bs_5).

3. Define function g(-) =1 — ¢(-), and compute

H, = Evalpk(g, Cy,..., ng) S Z;lxm.
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4. Let Fy,p 9 = (AlAy, , o) = (A|B,[Hy) € Zyp<sm,
5. Sample D € Z*™%% as D « SampleLeft(A, Ta, Ay, 4o U, 7).
6. Output sky, ¢ := (1, D), where Fy, 5,4, - D = U mod ¢.

ABE.Encx, (mpk, (f,x), 1t): In order to encrypt a message p € {0,1}* with
respect to attribute (f,x) where f € t-CNF and © = (21, ,zy,) € Zg% the
encryption algorithm first chooses a random vector s - Zy and two error vectors
e — XM, e1 « XY™, ey + x* where y and { are B and B bounded discrete
Gaussian distribution, respectively, and then does the following:

Sample sky < KeySim, (f), and denote sy = sky.

Compute Bf — EVE:l|p|((UvU_)f7 {Bz}ze[)\])

Set Hy = (#1G + Cy|- -+ 24,G 4 Cy,) € Z3*™2,

Choose {2 uniformly random matrices R/, < {—1,1}"™*™ for j € [f2], and
set es = (RY|---|R},)" - eq € Z"*.

5. Set Frop = (A|A),) = (A|B; — s; ® G[H,) € g *F2)m,

6. Output ¢ = (sf,FJT,w s+ (eg,ef,e3)" U -s+ex+ |q/2]p).

Ll

ABE.Decx, (mpk, sk, a5 ((f, ), ¢)): The decryption algorithm uses the key
sku,n,g = D to decrypt ¢ with attribute (f, ). If U,(f) A g(x) # 1, output L.

Otherwise, let the ciphertext ¢ = (S¢, Cin,1,Cin,2,C1, - - ., Ctys Cout), COMPUte
" 4= Us_q(sy). If r =1’ then abort. Otherwise, compute By, B,_,, as in Enc
and KeyGen respectively. Then compute ct,, ./ < Evalct(Usz, (s, By, ctm’g))
and cty v < Evale (IT, (r', Bo—as ctsfﬁw)% and also compute

Cqg = Evalct(g7 {(xw Ciaci) 52:1)
Lastly, output g’ = Round(ctyy: — DT - (Ctin. 1, Cty v, Cty)).

Correctness.

Lemma C.6 If II is a conforming cPRF for function class t-CNF, then ABEx,
is a correct ABE scheme for the function class Fs.

Proof. Fix p € {0,1}%, (pp, msk) < ABEz,.Setup(1*), U,/ g € F2 and attribute
(f, ) such that U,(f) A g(x) = 1. Consider the execution of ABE.Decg,.

We can show that ct, .. =B - s+ e'1 by similar computation as [45], where
ley|| < m20;kB(2m)%t! and B is the bound of distribution ¥. On the other
hand, cty = H;— -5+ ey, where |ley|| < 49m3/2B. Therefore,

ctout — DT : (Ctin,la Ct'r‘,r’a Ctg))
=U" s+ex+[q/2]lu—D" - (A|B,|Hy)-s - D" - (ep €. e)
=ex+[g/2]lu—D" - (e, ey, e,),

by our choice of parameters, the error term é = e; — D' - (eq, ell, e,) satisfies
that ||€|| < ¢g/4. This completes the proof of correctness. O
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Parameter Setting for our Construction. For arbitrarily small constan-

t e € (0,1) and constant eo € Z, we denote €3 = Qf, and set the system
parameters according to the Table below.
Parameters Description Setting
A security parameter
n PK-lattice row dimension €3
m PK-lattice column dimension O(nlogq)
q modulus B(2n2)3%ee 5
d depth of g O(log \)
dee depth of Uf*m A2
T SampleLeft and SampleRight parameter| A(2m)%cT3
B bound of error distribution y O(\)
B bound of error distribution x BM%(2m)%eet!
k output length of conforming cPRF A
lo input length of ¢ A
Ly the size of sky o(1)

Table 3. Parameter Setting

These values are chosen in order to satisfy the following constraints:

. ’
— To ensure correctness, we require |[ez — D7 - (eg, €1, €,) |l < ¢/4; here we
bound the dominating term:

IDT - €)oo < 7V3m - m?pkB(2m)%et < g/4.
— For SampleLeft, we know ||TNA|| = O(y/nlogq), so require that the sampling

width 7 satisfies
T > O(y/nlogq) - w(y/log3m).
— For SampleRight. we know |Tg|| < v/5 and that
7> V5 m2A(2m) % w(y/logm) > | Tal| - sr,_,, - w(y/logm).

— To apply Regev’s reduction, we need B > /nw(logn).
— To apply the Leftover Hash Lemma, we need m > (n + 1) log g + w(logn).

Secret Key Size. We give a simple analysis of the secret key size of our ABE £,
construction. By Lemma A.6, we know that

Pr[D « DAEJ(FUMHQ)J || D]l > 7v3m] < negl(n).

By our setting of parameters above, the size of the secret key of our ABE scheme
for F, is bounded by O(A\2¢3F¢2 1og? \).
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Security Proof of ABE £,

Theorem C.7 For parameter setting in Table 3, ABEx, scheme above is ada-
sel secure as defined in Definition 3.5 and Remark 3.6, assuming the LWE,, 4
assumption holds.

Proof. (Sketch) The proof proceeds in a sequence of games where the first game
is identical to the security experiment as in Definition 3.5, while in the last
game in the sequence the adversary has advantage zero. Our goal is to prove
indistinguishability among the adjacent games. We let W; denote the event that
adversary wins the ABEx, security experiment in game ¢, thus adversary’s ad-
vantage in game i is |Pr[W;] — 1/2|. The sequence of games can be described as
follows:

The Sequence of Hybrids (Hg, Hi, Ha, H3, Hy)

Hybrid Hg: This is the original security experiment Expi‘f‘a'se'(lA) from Defi-
nition 3.5 between the adversary 4 and the challenger.

Hybrid H;: Hybrid H; is identical to Hybrid Hg except that we add an abort
event that is independent of the adversary’s view. Suppose the number of
queries made by adversary is polynomial @, and let (z1,61),- -, (20, 9Q)
denote the key queries. W.l.o.g., assume that there exists one query (z,g)
such that U,(f*) = f*(x) = 1, where f* is the first part of the challenge
attribute. Before the setup phase, the challenger guesses an index i € [@Q]. In
final guess phase, upon receiving the adversary’s guess b’ € {0,1} for b, the
challenger does the abort check: f*(x;) = 1. If the condition does not hold,
the challenger overwrites b’ with a freshly random bit in {0,1}, and we say
the challenge aborts the game.

Hybrid Hy: We change the way challenger answers key queries. For i-th query,
instead of computing r; < Eval,(z;), it outputs a random string r; ﬁ
{0,1}*. The answers for the remaining queries are identical to H;.

Hybrid Hjs: We change the way challenger generates the challenge ciphertext.
Instead of computing sk~ < KeySim_,(f*), it computes sky- < cPRF.
Constrainmsk(f*). Now sk« = Uy, f+(0).

Hybrid H4: We change the way challenger generates the matrices {B;}, {C,} as

follows. It samples uniformly matrices {R.}, {R/}, where R; & {0, 1}mxm

R, < {0,1}™*™, and set B, = AR, + 0,G, C; = AR/, — z5;G.

Hybrid Hs: We change the way challenger generates the challenge ciphertext a-
gain. Specifically, let the ciphertext ¢ = (sy, Cin1, Cin,2, €1, - - -, Ceys Cout)- Re-
call that previously cin 0 =s' (Bf—s;@G)+e{,c; =s' (v;G+Cj) +e;j,
where j € [(3], e1 & ™% . In this hybrid, these vectors will be computed as
Cin,2 = Cin1 * Ro‘—)f + eira where Ro‘—)f = EvaISim(Ua—>fa {(Jia Ri)}g\:p A),
and ¢; = Cp 1 - R;».

Hybrid Hg: We change the way challenger answers key queries. Let x be query
and fix r’ < Eval,(x). Note that B, = AR, + 7 ® G, where R,_,, =
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Evalsim(Uy—z, {(04, R;)}2;, A), and B, = AR, + I.(r') ® G, where R,. =
Evalgin (I, (r, Ro—z), A).

Since U, (f*)Ag(x*) = 0, then Pr[=(f*(z) = 1Ag(x*) = 1)] = 1. If f*(z) =1,
then I.(r") = 0 with overwhelming probability. On the other hand, when
[*(z) =1, g(z*) must be 0, then Hy = AR{ + (1 — g(=*))G = AR} + G,
where Rj = Evalsin(g, (z*,{R]}),A). Now challenger can use algorithm
SampleRight to make the following equation hold

[AJAR,|AR/ + G]-D = U mod q.

Similarly, If f*(z) = 0, I.(+') = 1. Then challenger can also use algorithm
SampleRight to make the following equation hold

[AJAR, + G|AR] + (1 — g("))G] - D = U mod g,

no matter g(«*) =0 or 1.
Hybrid H;: We change the way A is generated. Instead of sampling it via

TrapGen, we sample A & Zy*™ uniformly at random.

Hybrid Hg: We change again the way challenger generates the challenge cipher-
text. It now samples ¢;,,1 and ¢,y uniformly at random. Now the challenge
completely hides b and so adversary has no advantage.

Now we explain the indistinguishability between the adjacent hybrids briefly.
For Hy and Hy, the challenger in H; has probability é that doesn’t abort the
game, so |Pr[Wq] —1/2| = é\Pr[WO] —1/2|. The indistinguishability between Hy
and Hs comes from the pseudorandomness of the underling PRF of the cPRF.
Hs is indistinguishable from Hg because of the Key Simulation security and
the fact that random r; doesn’t leak any information of msk. We can apply the
leftover hash lemma A.12 to show the indistinguishability between Hs and Hy.
H, is indistinguishable from Hs due to the smudging Lemma A.9. The indistin-
guishability between Hs and Hg comes from Lemma A.7. Hg is indistinguishable
from H; because of Lemma A.5. Finally, H7 is indistinguishable from Hg due to
the hardness of LWE.

In conclusion, |Pr[Wy]—1/2| = Q|Pr[W1]—1/2| < Q(|Pr[Wa] —1/2|+eprr) <
Q(|PI’[W3} — 1/2| + eprr + Ekeysim) <. < Q(|PI’[WS} B 1/2| + Eprr + Ekeysim +
etwe + negl(A)) = Q(eprr + Ekeysim + €Lwe + negl(A)). Therefore, the advantage
of adversary in ABE security game is negligible assuming the security of cPRF
and the hardness of LWE.

O

D Supplementary Material for Section 4

D.1 Proof of Theorem 4.2

Theorem (Restatement of Theorem 4.2) Assume I is a selectively (or adap-
tively, resp.) secure AB-wHPS for the policy function class F, then the above ABE
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scheme ITx = ITr.{Setup, KeyGen, Enc, Dec} for F is a selectively (or adaptive-
ly, resp.) £(\)-leakage resilient attribute-based encryption scheme for the policy
function class F in the relative-leakage model. Particularly, Il is aslo

— an £(N\)-leakage-resilient PKE in the relative-leakage model, if F contains
only a single function that always outputs 1.

— a selectively (or adaptively, resp.) £(\)-leakage-resilient |BE in the relative-
leakage model, if F contains the following comparison functions, i.e., each
function f, € F is indexed by a vectory, and fy(x) =1 if and only if y = x.

Proof. Here, we just prove the general case of ABE for a general function class
F. Then, the results for IBE and PKE are clearly set up, since IBE and PKE
are special cases of ABE for equation-testing functions and constant function,
respectively.

First, the correctness of this ABE scheme ITx follows naturally from that
of AB-wHPS I7. Furthermore, the security of this ABE scheme can be argued
through using a sequence of hybrids as follows.

Hybrid Hg: This hybrid is defined to be the security experiment with /-leakage
in Definition 2.2. In this hybrid, the view of A consists of the master public-key
pk, leakage information h(sky), and challenge ciphertext (s,CTg,CT;), where

(mpk, msk) <= AB-wHPS Setup(1*), sk; < AB-wHPS.KeyGen(msk, f), s < S,
(CTo, k) < AB-wHPS.Encap(mpk, z), CTy = up + Ext(k, s).

Notice that the leakage function h : {0,1}* — {0,1} is chosen adaptively by
the adversary before the challenge stage. More importantly, in the leakage query
stage, A is allowed to query only one policy function f such that f(z*) = 1
where x* is the challenge attribute.

Hybrid Hy: This hybrid is almost identical to the Hybrid 0, except the challenge
ciphertext is computed in the following way:

(CTo, k) & AB-wHPS.Encap(mpk,x), ki = AB-wHPS.Decap(sky,CTy),

CTy = up + Ext(ky, s).

The only difference between Hybrid 0 and Hybrid 1 is the usage of k and k;
in the computation of ¢;. In fact, K = k; according to the correctness of the
underlying AB-wHPS. Hence, Hybrid 0 and Hybrid 1 are identical.

Hybrid Hs: This hybrid is almost same to Hybrid 1, except the challenge
ciphertext is computed in the following way:

CT, & AB-wHPS.Encap®(mpk, z), ki = AB-wHPS.Decap(sks, CTy),

CTy =y + EXt(lﬁ, S)
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The only difference between Hybrid 1 and Hybrid 2 is the computation and us-
age of CTg and CTg. In fact, according to the ciphertext indistinguishability of
the underlying AB-wHPS, CTy and CTj, are computationally indistinguishable
even for the adversary having secret key sky. Hence, Hybrid 0 and Hybrid 1
are indistinguishable for the adversary having the leakage information h(sky).
Notice that, in the real scenarios, one party is always issued just one secret key
satisfying his attributes, which will be used in the following decryption compu-
tation. Therefore, it makes sense for us to limit just one policy function f such
that f(z*) =1 in the leakage query stage.

Hybrid Hg: This hybrid is almost same to Hybrid 2, except that the challenge
ciphertext is computed in the following way:

CT, & AB-wHPS.Encap™(mpk, ), r & M, CTy=pup+r.

Essentially, pk, CT(, k1 = AB-wHPS.Decap(sk¢, CT()) and h(sky) are correlated
variables. According to the universality of underlying AB-wHPS, we know that
k1 is uniform over K even given pk and CTy, i.e.,

Furthermore, since the bit-length of leakage information h(sky) is ¢, we have

H oo (k1 |pk, CTg, h(sky)) > log(|K|) — £.

Then, for a random s Es , Ext(k1, s) is e-close to the uniform distribution over
M even given pk, CTy, h(sky), since Ext is assumed to be a strong (log(|K|)—¢, €)-
extractor for e = negl(\). As a result, Hybrid 2 and Hybrid 3 are statistically
close.

Notice that the view of A in Hybrid 3 is completely independent of y and b.
Therefore, the advantage of A in Hybrid 3 is 0. Finally, combining all above hy-
brids together, we conclude that the advantage of .4 in Hybrid 0 is also negligible
in A. Thus the ABE scheme IIr is ¢-leakage-resilient for F. a

E Supplementary Material of Section 5

E.1 Proof of Theorem 5.3

Theorem (Restatement of Theorem 5.3) Assume IT is an AB-wHPS with
the encapsulated-key-space K for F A\ H. Then the above amplified construction

of Hﬂl/’t is an AB-wHPS with the encapsulated-key-set Kt for F. Furthermore,

— if the underlying II is selectively (or adaptively) secure, then the U‘T/’t 18

also selectively (or adaptively) secure;
— if the secret-key-size of IT scheme for the policy function f is s(f), then the

secret-key size of the Hﬁll’t for fisn' x s(ff,h).
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Proof. The second part of the theorem follows directly by our construction from
the underlying IT to the amplified IT ﬁl/’t, especially by the relationship between
policy functions of IT and that of IT, ﬁll’t.

Similar to Theorem 3.12, in order to prove the first part of this theorem,
we need to prove the following three properties: correctness, smoothness and
ciphertext indistinguishability.

Correctness. Correctness of our I7 ﬂl "t follows directly from the correctness of
the underlying I7.

Universality. As I], ﬁv‘,’t is a parallel repetition of the underlying I7, universality

of our IT ﬁl”t follows directly from the universality of the underlying I1.

Ciphertext Indistinguishability. We prove that the ciphertexts output by
Hﬁl/’t.Encap(mpk, x*) and H"Il/’t.Encap*(mpk7 a*) are indistinguishable, given one
secret “l-key” sk; such that f(z*) = 1 and perhaps many “0O-keys” sk;s such
that f/'(x*) = 0, where * is the challenge attribute. We summarize the result
in the lemma below.

Lemma E.1 (Ciphertext indistinguishability) The construction of the
amplified AB-wHPS satisfies valid/invalid cipheretext indistinguishability as Def-
wation 3.1.

Proof. We prove the valid /invalid ciphertext indistinguishability of AB-wHPS vi-
a a hybrid argument. More specifically, we define the following hybrids, where
we start from a valid ciphertext, and then switch row-by-row towards an invalid
ciphertext. We prove that each two neighboring hybrids are indistinguishable
via a reduction from the underlying AB-wHPS. The proof of this lemma follows
directly from the indistinguishability of these hybrids.

Hybrid Hg: For a randomly chosen subset r := {ry,...,r:} C [n], this hybrid
is defined as the ciphertext indistinguishability experiment in Definition 3.1,
where A is given a valid ciphertext

CTo := (v, I.Encap(mpk, (x,71)), ..., IT.Encap(mpk, (2, 7¢))),
In this hybrid, it is clear that the ciphertext CTy is generated as Hﬁll’t.Encap.

Hybrid H.: For any 1 < z <t — 1, H, is almost same to H,_1, except that A
is given the following ciphertext

CT. :=(r, II.Encap®(mpk, (z,71)), ..., IT.Encap™(mpk, (z,r.)),
I1.Encap(mpk, (x,7.41)) ..., , II.Encap(mpk, (z,;))).

In this hybrid, the first z ciphertexts are generated by I1.Encap® (with z different
attributes), and the rest are by IT.Encap (with other ¢t — z different attributes).
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Hybrid H;: This hybrid is almost same to H;_1, except that A is given the
following ciphertext

CT; := (v, I1.Encap(mpk, (x,71)), . .., II.Encap(mpk, (x,7))),

(L

In this hybrid, it is clear that the ciphertext CT; is generated as HHLI’t.Encap*.

Then, it suffices to prove the computational indistinguishability between H,
and Hqq for z € [t — 1]

Claim E.2 Suppose the valid/invalid ciphertext of the underlying AB-wHPS is
selective or adaptive indistinguishability, then the above hybrids H, and H,., are
selective or adaptive indistinguishability for any z € [t — 1].

Proof. We prove this claim through establishing a reduction from the valid/inva-
lid ciphertext of the underlying AB-wHPS to the indistinguishability between H,
and H.;;. This means if there is an efficient adversary D who can distinguish
H. from H.,; with advantage €, then we can construct an efficient reduction B
to break the corresponding indistinguishability of underlying AB-wHPS with e.
Here, we just describe the reduction in the case of adaptive indistinguishability
(underlying AB-wHPS), and note that a similar argument can be carried to the
selective security in a straight-forward way.

Let A be the adversary for the ciphertext indistinguishability experiment for
the amplified AB-wHPS, and D be a distinguisher that distinguishes H, from
H, ., with a non-negligible advantage for some z € [t — 1]. Now we describe
the reduction B that breaks the ciphertext indistinguishability of the underlying
AB-wHPS when interacting with the challenger C.

Setup: B simulates either the hybrid H, or H.4; by running A in the following
way.
1. B first get a master public-key mpk from the challenger C for the underlying

AB-wHPS II.

2. Then B forwards this mpk to the adversary A for the amplified AB-wHPS
Hn',t
-
3. At the same time, B sets a table T' = {).

Test Stage 1: B answers the secret key queries of A in the following way.

1. A sends a function f € F to B for a secret key query.

2. B first checks whether there exists an item containing this f in the table T'.
— If yes, B returns the corresponding secret key sky in 1" to A.
— Otherwise, B goes to the next step 3.

3. B sets fi = f}h € F N H for every i & [n'], .
4. Then B sends all fl to C to conduct secret key query for AB-wHPS, and thus
get skf«i as a respond.

5. Finally, B sends sky := (skfl, ska, ey skf",) as the secret key for f to A,
and stores the tuple (f,sks) as an item into the table 7.
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Challenge Stage: B simulates the challenge ciphertext to A as follows.

1. A choose any x* € X satisfying that there is at most one function f € F
such that f(z*) = 1 had been queried in Test Stage 1, as the challenge
attribute to conduct the challenge query.

2. For a randomly chosen subset r := {ry,...,r:} C [n'], B sets attribute
2ty = (@),

3. Then B send attribute x7; to C for the challenge query with respect to the
underlying AB-wHPS.

4. Next, B obtains a ciphertext CT}_; & AB-wHPS.Encap(x}, ;) or AB-wHPS.
Encap®(x},,) depending on a random b € {0,1} as the challenge ciphertexts
from C.

5. Furthermore, B sets &} = (x,r;) for ¢ € [t], and then calculates

{CT; & AB-WHPS.Encap*(m;‘)}

i€[z]

and
{CT;‘ & AB-wHPs.Encap(w;f)}
i€[t]\[z+1]

by himself.

6. B collects all ciphetexts ¢} for i € [t] together to construct (CT7,...,CTy)
according to the indexes of these ciphertexts.

7. Finally, B sends this matrix CT* := (r,CTj,...,CT}) as the challenge en-
capsulation ciphertext to A.

Test Stage 2: B answers the secret key queries of A as in Test Stage 1, but
with a restriction that there is at most one function f € F such that f(z*) =1
can been queried in Test Stage 1 and 2.

Output: B simulates the output of the experiment and obtain a view H, which
is either H, or H,; as we will prove below. Finally, B outputs D(H).

Next, we analyze the advantage of B. We observe that B perfectly simu-
lates one of the two hybrids: if the challenge ciphertext from C is valid, then
the amplified AB-wHPS challenge ciphertext CT* is generated according to H,,
and otherwise H. ;. Thus, the advantage of B is the same as that of D in dis-
tinguishing H, from H,,1, i.e., a non-negligible advantage . Thus, B breaks
the ciphertext indistinguishability of the underlying AB-wHPS with advantage
e, which reaches a contradiction. This completes the proof of this claim. a

Lemma E.1 follows directly from Claim E.2 by a standard hybrid argument. O

In summary, we complete the proof of the first part of theorem. a
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E.2 Proof of Claims 5.10 and 5.11

Claim (Restatement of Claim 5.10) For a set X consisting of n = n(\)
different blocks and the parameters t = t(\) such that t(t — 1) < n, the output
distributions of Sample 1 and Sample 2 are statistically close.

Proof. We notice that the distribution of Sampler 1 is identical to that of Sampler
2 conditioned on non-_L values. Therefore, their statistical distance is bounded
by the probability that Sampler 2 does not terminate in A steps. Let T' denote
the event that Sampler 2 selects distinct elements at a particular round (and
thus terminates). We have

n(n—l)-"(n—t—}—l)'

Pr[T] =

Since every round of Sample 2 is independent of others, we know the probability
of Sample 2 outputs L is

n(n—l)u-(n—t-i-l))/\g (t(t—l)y

nt 2n

(1-Pr[T))* = (1 -

Therefore, the statistical distance between two output distributions is at most
A
t(t—1
( (2n )) < negl(\). O

Claim (Restatement of Claim 5.11) For any u,t,0,n, Sampler 2is a (u, 6,7)
average sampler conditioned on non-L output, where v = 2\ exp(—t62/4).

Proof. As we discussed above, it suffices to show that for any f : [n] x [k] — [0, 1]
such that - Yicmjer f (0 7) = p, we have:

1 o
Pr = > fl,) <p—0| <~

S(iSampler 2 | | (3,5)€S

conditioned on S # 1.

In particular, let f : [n] x [k] — [0,1] be a function such that p; :=
% Zie[n],je[k] f(i,7) > p. Let r1, ..., 7 be i.i.d. random variables sampled from
[n], and S; = {(rs, )} e Clearly, Si,...,S; are the choices of Sampler 2 at
a particular round, and they are also i.i.d. random variables. If r{,...,r; are
distinct, then Sampler 2 will output S = {S1,...,S;:}. Next we denote random

variables i, == + Zle f(ri, 4) for i € [t], and clearly, p,,’s are also i.i.d. random
variables with the same expectation Epir,] = ;¢ z > jer fE 5)Pr[r = 1] =
L Yictnjelr) f(4:7) = py. Therefore, by the Chernoff bound, we have:

t
1
P — . —
[ S

>0 ] < 2exp(—t6?/4),

62



for any 6,¢t > 0. As py > p from the assumption. Thus for this particular round,
we have

Pr < Pr

y
n Py S pp—0

i=1

t
1
oy
=1

t
1 2)
i=1

< 2exp(—t6?/4).

< Pr

Then by a union bound over all rounds, we have:

Pr ﬁ S i) <n-0

$
S<—Sampler 2 (i,5)€S

t
1
<Pr lﬂ a round such that — Z e, < po— 91
¢ i=1
<2\ exp(—t6?/4).

This concludes the proof of the claim. a

E.3 Proof of Theorem 5.14

Theorem (Restatement of Theorem 5.14) Assume IT is a selectively (or
adaptively, resp.) secure amplified AB-wHPS with integer parameters n',t =
Mog?®(n'k) for the policy function class F, then the above ABE scheme ITr =
ITx.{Setup, KeyGen, Enc, Dec} for F is a selectively (or adaptively, resp.) £-leakage-
resilient attribute-based encryption scheme with message space M in the BRM
where £ = kn' — - kn”__

g(kn’)
Particularly, I1F is also

— an E—leakage—resilient public-key encryption scheme in the BRM with ¢ =
kn' — logk(%, if F contains only a single function that always outputs 1.

— a selectively (or adaptively, resp.) £-leakage-resilient identity-based encryp-
tion scheme in the BRM with £ = kn' — %, if F contains the following
comparison functions, i.e., each function fy € F is indexed by a vector y,
and fy(x) =1 if and only if y = x.

Moreover,

1. Public-key (resp. master public-key) size of IIx is the same as that of II,
which is not dependent on leakage parameter £.

2. The locality-parameter is t = )\log3(n’k). Thus, the size of secret-key ac-
cessed during decryption depends on t, but not £.

3. The ciphertext-size/encryption-time/decryption-time of IIx depends on t,
but not £.
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Proof. Similar to the proof for leakage-resilience in the relative model, we just
prove the general case of ABE for general functions F in the BRM. Then, the
results for IBE and PKE can be proved similarly, since IBE and PKE are special
cases of ABE for equation-testing functions and constant function, respectively.
The correctness of this ABE scheme I follows naturally from that of amplified
AB-wHPS II. Below we focus on proving leakage resilience.

Let us denote » € {0,1}* as the randomness used to sample random sub-
set {r1,...,m¢} C [m] in the construction of amplified AB-wHPS, ie., r =
(r1,...,7)7. That is, for k' = (k1,...,kw)T € K", there exists a random
sampling algorithm Samp,.(k’) that samples a random subset {rq,...,r:} C
[m] and outputs k = (k. ,..., k)" . Similarly, for (CTy,...,CT,/) € CT"l,
Samp,.(CTy,...,CT,/) outputs (CT,,,...,CT,,).

We define Ext’ : K x ({0,1}* x §) = M by

EXt/(k/, T, S) = EXt(kSamp,,,(k')7 S)
As a result, the ciphertext CT for ITx can be rewritten as
ct=(r,s,CT,,...,CT,.,m+Ext'(K' 7, s)).

From Theorem 5.12 and the setting of parameters for Construction 5.13, we
can conclude that Ext’ : K™ x ({0,1}* x §) — M is a t-locally computable

/

strong (%, E+vy+ 2_9(”‘/’6)) extractor for alphabets . Thus, the leakage
resilience of ITx can be proved through a sequence of hybrids similar to the proof
of Theorem 4.2 in the relative leakage model.

The allowed leakage length is kn' — b’f#, At the same time, it is clear that
g(kn’)

all efficiency parameters of 11z are not dependent on leakage parameter £. Thus,
1Ty is a (kn' = 527 ) leakage resilient ABE in the BRM. 0

F Supplementary Material of Section 6

Lemma F.1 Let I,...,I,, be randomly chosen subsets of size t + 1. Let ty =
1
O(w?tA<), and n = O(w?t). It holds

Pr U(FZQFJ) Sto :1—6_Q(>\),
i#]

where the probability is over the random choice of the subsets Iy, ..., I,.

Proof. For all i,j € [w] such that ¢ # j, we use X;; to denote a random variable,
which represents the size of the intersection of I; and I;. Then, we define the
following random variable

X= > Xy

i,j€[wli#]
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Clearly, it holds ‘Ui#(lﬂi N [’j)’ < X. Thus, for the proof of this lemma, it is

sufficient to get a meaningful upper bound for X.

Notice also that for a fixed set I; and a randomly chosen set I';, X;; follows
a hypergeometric distribution, where £+ 1 serves as the number of success states
and number of trials, and n is the population size. In this case, for 0 < § < @,
there is an tail bound:

(t+1)2

Pr [Xij > +6(t + 1)} < 7280+

Furthermore, it holds

pr|x>Y

(w—-1)
2

(t+1)2

( +6(t+ 1))]

wlw—1),(t+1)2
=P P>
r E | ‘XU_ 5 ( - +4(t+1))
L6 €lwl i)

t+1)2
<pr|{J (Xij > (G +5(t+1)>
i "
ww-1)
2
w(w — 1)6—262(t+1)

<

Pr |:Xz_] >

Thus, setting n = O(w?t), tg = 9(w2t)\%) for any constant ¢, we have
Pr[X > tg] < e 2N,
O

For security parameter A\, we set the system parameters according to the Table
below. For details, we refer readers to Lemma F.1.

F.1 Proof of Theorem 6.1

Theorem (Restatement of Theorem 6.2) Assume II is a selectively (or adap-
tively, resp.) secure (log |K|,log |K|)-universal AB-wHPS for the policy function
class F, then the above ABE scheme IIx = ITx.{Setup, KeyGen, Enc, Dec} for F
is a selectively (or adaptively, resp.) (£(N\),w(N))-leakage resilient attribute-based
encryption scheme for the policy function class F in the multiple key setting of
the relative-leakage model, where the number w of leaked challenge keys can be
any polynomially bounded.

Proof. Clearly, the correctness of this ABE scheme ITx follows naturally from
that of AB-wHPS IT and (¢+1)-out-of-n threshold secret sharing scheme (Share, Rec).
Furthermore, the security of this ABE scheme can be argued through using a se-
quence of hybrids as follows.
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Hybrid Hg: This hybrid is defined to be the security experiment with (¢, w)-
leakage in Definition 2.2. In this hybrid, the view of A consists of the master
public-key mpk, leakage information {h;(sky,)}ic[w], and challenge ciphertext

ct = ({si}ie[n]a {Cti}i6[2n])7 where mpk := {mpkf}ie[n]y Skfi = (Da {Skgc:i’j)}je[tﬂ])

with I} = {ri1,....7iep1} C [0], fi(z*) =1 and i € [w], s; < S with i € [n],
and
(cty, k;) < IT.Encap(mpk;, *), ctyy; = s, + Ext(ki, s;)

with ¢ € [n] and (pp1,-- -5 fbe+1) & Share(uyp). Notice that the block leakage
function h; : {0,1}* — {0,1}¢ is chosen adaptively by the adversary before the
challenge stage. Here, in the leakage query stage, A is allowed to query w policy
functions f;’s such that f;(x*) = 1 with each i € [w]. Recall that x* is the
challenge attribute.

Hybrid H;: This hybrid is almost identical to the Hg, except that for positive
integer w, the challenger chooses the random subsets I; = {r; 1,...,7141} C [n]
with each ¢ € [w] in advance, and put them as parts of the master secret key,
ie., msk := ({mskf}ie[n], {Ii}iew))- When the adversary requests the leakage
queries on the challenge secret keys sky, for ¢ € [w], the challenger directly uses
the pre-selected subset I'; to respond. Clearly, Hy to H; are identical from the
view of the adversary.

Hybrid Hs: This hybrid is almost identical to the Hp, except the challenge
ciphertext is computed in the following way:

Given the subsets I; = {7 j}je[s41) for i € [w], the challenger computes the
union of I3 for i € [w], i.e., I' = U,¢(, I € [n], and then partitions [n] into two
disjoint sets I" and [n] \ I'. Then for each r; ; € I, the challenger computes

(cty, kv, ;) + IT.Encap(mpk,, ,x), k; = H.Decap(sk;:i’j)7ctri’j),

Ctutre; = M, + Ext(ky, ,s).

For other indices 7; ; € [n] \ I, the ciphertexts are computed in the same way
as that of I'. Therefore, the only difference between Hy and H; is the usage of
kr,; and k. in the computation of cty,, ; for all r; ; € [n]. In fact, k., ; =k, _

according to the correctness of the underlying AB-wHPS II. Hence, H; and Hs
are identical.

Hybrid Hg: This hybrid is almost same to Hs, except the challenge ciphertext
is computed in the following way:

The challenger first computes the subset Iy containing all elements 7; ; that
are included in more than one subset I for i € [w], such that Iy € I' C [n].
Then for each 7;; € [n] \ Io = ([n] \ I') U (I"\ I}), the challenger computes

ct’rw_ & II.Encap®(mpk,, ,z"), k;w = H.Decap(skgc:i’j) ct! ),

PTG
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Ctn-i—m i :ubﬂ'z',j + EXt(k;‘@j ’ S"'i,j )

On the other hand, for each r; ; € I, the challenger computes

(ctr, s ke ;) & IT.Encap(mpk,, ,x"), k; = II. Decap(sk( =2 ct, ),

Ti,j

Ctn+7»iyj - ,Ub,md + EXt(kn’jasm,]‘)'

The only difference between Hy and Hjz is the computation and usage of ct,.,
and ct]. . for each r; ; € [n]\ Io = ([n]\ I) U (I"\ Ip). ”

Notlce that, according to the ciphertext indistinguishability of the underlying
AB-wHPS 17, {ctrw. brosemr, and {ct }. o\, are computationally indistin-
guishable even for the adversary holding the challenge secret keys {sky, }icpw] :=

{sk(”’j)}ie[w]’je[tﬂ] such that f;(x*) = 1. This is because in this case, each in-

valid ciphertext ct.. ., can be decapsulated by only one secret key in {sk }ie[w], JEft+1]-

Furthermore, {ctm ]}77 sempr and {ct, b cp o are trivially computational
indistinguishability, since the adversary even does not possess any secret key
that could decapsulate these ciphertexts. Hence, through combining two parts
together, Hy and Hs are indistinguishable for the adversary having the leakage
information {h;(sky,)}iecfw)-

Notice that, in the real scenarios of ABE, the system always issues many
secret keys satisfying the specific attributes, which will be used in the following
decryption computation. Therefore, it is more general for us to consider polyno-
mially bounded w policy function f; such that f;(x*) = 1 in the leakage query
stage.

Hybrid H4: This hybrid is almost same to Hj, except that the challenge ci-
phertext is computed in the following way:
Then for each r; ; € I'\ I, the challenger computes

$ ~ $
cty, , < Il.Encap®(mpk,, "), 7 < M,

Ctn_;'_’,l d ,ub Ti,j + 7‘7'1 FE

Essentially, mpk,.. , ct;. , k. = II.Decap(s k(”]) ct. ) and block leakage

i VT
hi(s k(m 2 k(n ‘“)) are correlated variables. Accordlng to the universality
of underlylng AB wH PS, we know that k.. ., s uniform over K even given mpk,.. ;
and ct;. , i.e.,

97 ’ ’ _

Tiyg? T T

)

Furthermore, since the bit-length of leakage information h;(sky,) = hi(sk}:i’l), ..,S

is £, we have

Hoo (ky, [Impk,., ; ety ., hi(sky,)) = log(IK]) —
Then, for a random s,, & S, Ext(k;, ;. sr, ;) is e-close to the uniform distri-
bution over M even glven mpk,. J,ct’r_ hi(sky,), since Ext is assumed to be a

strong (log(|K|) — ¢, €)-extractor for e = negl(/\)
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On the other hand, for each r;; € [n] \ I, the challenge ciphertext can be
computed in the same way as that of r; ; € '\ I'y. The outputs of the cor-
responding extractor indeed satisfy the statistical closeness property, following
from the universality of the underlying AB-wHPSII. This is because in this case,
the adversary even does not possess any information on the related secret keys.

As a result, combining the above two parts of arguments, Hz and Hy are
statistically close.

Our parameter setting ensures that the number of indexes in subset [ is at
most ¢ with an overwhelming probability. Therefore, the view of the adversary
(for the challenge ciphertext) in Hy consists of at most ¢ shares of the challenge
message and n—t random values. Due to the perfect hiding property of the secret
sharing scheme, the adversary’s view is completely independent of p; and b. As
a result, the advantage of A in Hy is 0. Finally, combining all the above hybrids
together, we conclude that the advantage of A in Hybrid 0 is also negligible in
A. Thus the ABE scheme ITx is {-leakage-resilient for F. a
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