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Abstract

QR-UOV is a variant of UOV with smaller keys proposed at Asiacrypt 2021. In this

paper, we show that QR-UOV can be constructed by a smaller UOV over an extension field.

Keywords. multivariate public-key cryptosystems, UOV, QR-UOV

1 Introduction

The unbalanced oil and vinegar signature scheme, UOV in short [14, 12, 11], is a signature
scheme whose public key is a set of multivariate quadratic polynomials over a finite field. It has
been considered that the original UOV is secure enough and its signature generation is efficient
enough under suitable parameter selections. However, its key size is relatively large and then
reducing key sizes of UOV has been an issue in this field. Until now, several variants of UOV
with smaller keys have been proposed [16, 4, 17, 15, 1, 19, 18] although some of them have
resulted in weakening the security [7, 10, 8, 13, 3, 9, 6]. QR-UOV [5] is also one of variants of
UOV with smaller keys, inspired by the BAC-UOV [18, 6]. Its keys of QR-UOV are generated by
companion matrices of an irreducible polynomial. This paper shows that the keys of QR-UOV
can be constructed by the keys of a smaller UOV over an extension field. This result simplifies
(future) discussions on QR-UOV; in fact, it shows that the problem of recovering an equivalent
secret key of QR-UOV is equivalent to that of a smaller UOV over an extension field.

The following is the list of notations used in this paper.

Basic notations.

Fq: a finite field of order q.
Fn
q : the set of n-column vectors over Fq.

Fn×m
q : the set of n×m-matrices over Fq.

(aij)1≤i≤n,1≤j≤m: the n×m-matrix whose (i, j)-entry is aij .

A(q) :=
(
aqij

)
1≤i≤n,1≤j≤m

for A = (aij)1≤i≤n,1≤j≤m and an integer q.

A⊗B := (aijB)i,j for two matrices A = (aij)i,j and B.

A1 ⊕ · · · ⊕Ak :=

A1

. . .

Ak

 for square matrices (or scalars) A1, . . . , Ak.

Trα := α+ αq + · · ·+ αql−1 ∈ Fq for an element α ∈ Fql of an extension field Fql of Fq.
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2 UOV and QR-UOV

We first describe the original UOV [14, 11] and the original construction of QR-UVO [5].

2.1 UOV

Let n,m, o, v ≥ 1 be integers with v > 2o, o ≥ m, n = o + v. Define the quadratic map
F : Fn

q → Fm
q , x = t(x1, . . . , xn) 7→ F (x) = t(f1(x), . . . , fm(x)) by

fj(x) =
∑

1≤i≤o

xi · (linear form of xo+1, . . . , xn) + (quadratic form of xo+1, . . . , xn)

=tx

(
0o ∗
∗ ∗v

)
x+ (linear form), (1 ≤ j ≤ m)

where the coefficients of the polynomials above are elements of Fq. The unbalanced oil and
vinegar signature scheme (UOV) [14, 11] is constructed as follows.

Secret key. An invertible affine map S : Fn
q → Fn

q and the quadratic map F defined above.

Public key. The quadratic map P := F ◦ S : Fn
q → Fm

q .

Signature generation. For a message m = t(m1, . . . ,mm) ∈ Fm
q to be signed, choose

u1, . . . , uv ∈ Fq randomly, and find (y1, . . . , yo) ∈ Fo
q with

f1(y1, . . . , yo, u1, . . . , uv) = m1, . . . , fm(y1, . . . , yo, u1, . . . , uv) = mm. (1)

Since the equations in (1) are linear, (y1, . . . , yo) is given efficiently. The signature for m is
z := S−1t(y1, . . . , yo, u1, . . . , uv).

Signature verification. The signature z is verified if P (z) = m holds.

For most UOVs, S is taken to be S(x) =

(
Io
∗ Iv

)
x. We call the set of maps (S, F, P )

above an (Fq; o, v,m)-UOV map.

2.2 QR-UOV

Let l, N,O, V, n,m ≥ 1 be integers with n = lN , o = lO, v = lV , V > 2O, o ≥ m and
g(x) = a0 + a1x + · · · + al−1x

l−1 + xl an irreducible polynomial of degree l over Fq. For
h ∈ Fq[x]/(g), define the matrix Φg

h ∈ Fl×l
q by (1, x, · · · , xl−1)Φg

h = (h, xh, · · · , xl−1h) and set
Ag := {Φg

h | h ∈ Fq[x]/(g)}. One can easily check that

Ag =
{
a0Il + a1C + · · ·+ al−1C

l−1
∣∣ a0, a1, . . . , al−1 ∈ Fq

}
,

where C = Cg := Φg
x =

 −a0
1 −a1
. . .

...
1 −al−1

 is the companion matrix of g(x). Choose a non-

zero linear map ϕ : Fq[x]/(g) → Fq and put W :=
(
ϕ(xi+j−2)

)
1≤i,j≤l

. It is known that WΦ

is symmetric for any Φ ∈ Ag (see Theorem 1 in [5]). For 1 ≤ i ≤ m, and 0 ≤ j ≤ l − 1, let
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Fij ∈ FN×N
q be a symmetric matrix with Fij =

(
0O ∗
∗ ∗V

)
, Sj ∈ FN×N

q a matrix with Sj =
(

IO
∗ IV

)
and

Fi :=W ⊗ Fi0 + (WC)⊗ Fi1 + · · ·+ (WC l−1)⊗ Fi,l−1,

S :=Il ⊗ S0 + C ⊗ S1 + · · ·+ C l−1 ⊗ Sl−1.

Define the polynomials fi(x), pi(x) by fi(x) :=
txFix and pi(x) = fi(Sx) for 1 ≤ i ≤ m, and the

maps F, P : Fn
q → Fm

q by F (x) = (f1(x), . . . , fm(x)), P (x) = (p1(x), . . . , pm(x)). Note that the
polynomial pi(x) is written by

pi(x) =
txPix = tx

(
W ⊗ Pi0 + (WC)⊗ Pi1 + · · ·+ (WC l−1)⊗ Pi,l−1

)
x,

for some symmetric Pij ∈ FN×N
q . We then see that the set of maps (S, F, P ) defined above is

equivalent to an (Fq, o, v,m)-UOV map. Such a variant of UOV is called QR-UOV.

3 An elementary construction of QR-UOV

In this section, we show that the maps S, F, P are described by a UOV map over an extension
field. We first prepare the following lemma.

Lemma 3.1. Let θ ∈ Fql be a root of g(x) and Θ :=
(
θ(j−1)qi−1

)
1≤i,j≤l

. Then, for any Φ ∈ Ag,

there exist α, β ∈ Fql such that

ΘΦΘ−1 =α⊕ αq ⊕ · · · ⊕ αql−1
, (2)

tΘ−1(WΦ)Θ−1 =β ⊕ βq ⊕ · · · ⊕ βql−1
. (3)

Proof. Since ΘCΘ−1 = θ⊕ θq ⊕ · · · ⊕ θq
l−1

, we can easily check that (2) holds for some α ∈ Fql .
Next, fix c0, . . . , cl−1 ∈ Fq by

t(c0, . . . , cl−1) =
(
Tr(θi+j−2)

)−1

1≤i,j≤l
t
(
ϕ(1), ϕ(x), . . . , ϕ(xl−1)

)
and put γ := c0 + c1θ + · · ·+ cl−1θ

l−1 ∈ Fql . Then γ satisfies

tΘ
(
γ ⊕ γq ⊕ · · · ⊕ γq

l−1
)
Θ =

(
Tr

(
γθi+j−2

))
1≤i,j≤l

=
(
ϕ(xi+j−2)

)
1≤i,j≤l

= W, (4)

since
Tr(γθk) = c0Tr

(
θk
)
+ c1Tr

(
θk+1

)
+ · · ·+ cl−1Tr

(
θk+l−1

)
= ϕ(xk)

holds for k ≥ 0. The equation (3) with β = γα follows from (2) and (4) immediately.

LetXi := xi+xi+lθ+· · ·+xi+(l−1)Nθl−1 for 1 ≤ i ≤ N , X = t(X1, . . . , XN ) and ΘN := Θ⊗IN .

It then holds ΘNx = t
(
tX, tX(q), . . . , tX(ql−1)

)
=: X . Due to Lemma 3.1, we see that the
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polynomials f1(x), . . . , fm(x) in QR-UOV are written as follows.

fi(x) =
txFix = tX (tΘ−1

N FiΘ
−1
N )X

=tX
(
(tΘ−1WΘ−1)⊗ Fi0 + · · ·+ (tΘ−1WC l−1Θ−1)⊗ Fi,l−1

)
X

=tX
((

γ ⊕ · · · ⊕ γq
l−1

)
⊗ Fi0 + · · ·+

(
γθl−1 ⊕ · · · ⊕ (γθl−1)q

l−1
)
⊗ Fi,l−1

)
X

=tX
(
Fi ⊕F (q)

i ⊕ · · · ⊕ F (ql−1)
i

)
X

=tXFiX +
(
tXFiX

)q
+ · · ·+

(
tXFiX

)ql−1

= Tr (Fi(X)) ,

where

Fi := γFi0 + γθFi1 + · · ·+ γθl−1Fi,l−1 =

(
0O ∗
∗ ∗V

)
and Fi(X) := tXFiX. Similarly, we have

ΘNSΘ−1
N =S ⊕ S(q) ⊕ · · · S(ql−1),

pi(x) =
tX

(
Pi ⊕ P(q)

i ⊕ · · · ⊕ P(ql−1)
i

)
X

=tXPiX +
(
tXPiX

)q
+ · · ·+

(
tXPiX

)ql−1

= Tr (Pi(X)) ,

where

S :=S0 + θS1 + · · ·+ θl−1Sl−1,

Pi :=γPi0 + γθPi1 + · · ·+ γθl−1Pi,l−1

and Pi(X) := tXPiX. Furthermore, since pi(x) = fi(S(x)), we see that

pi(x) =
t(Sx)Fi(Sx) =

t(θNSθ−1
N X )

(
tΘ−1

N FiΘ
−1
N

)
(θNSθ−1

N X )

=t(SX)Fi(SX) +
(
t(SX)Fi(SX)

)q
+ · · ·+

(
t(SX)Fi(SX)

)ql−1

= Tr (Fi(S(X))) .

Thus we can construct QR-UOV as follows.

An elementary construction of QR-UOV.

Keys. Generate an (Fql ;O, V,m)-UOV map (S,F ,P). The secret key is (S,F) and the public
key is P.

Signature generation. For a message m = t(m1, . . . ,mm) ∈ Fm
q to be signed, choose

U1, . . . , UV ∈ Fql randomly, and find Y = t(Y1, . . . , YO) ∈ FO
ql

with

Tr (Fi(Y1, . . . , YO, U1, . . . , UV )) = mi

for 1 ≤ i ≤ m. The signature for m is Z := S−1t(Y1, . . . , YO, U1, . . . , UV ) ∈ FN
ql
.

Signature verification. The signature Z is verified if Tr(Pi(Z)) = mi holds for 1 ≤ i ≤ m.
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In the process of signature generation, one should solve a system of m equations in the form

(
A,A(q), · · · , A(ql−1)

)
Y

Y (q)

...

Y (ql−1)

 =

 e1
...
em


for some A ∈ Fm×O

ql
and e1, . . . , em ∈ Fq. While it seems a system of high degree polynomial

equations of O variables over Fql , it is equivalent to a system of m linear equations of o(= Ol)

variables over Fq since Θ−1
O

t
(
tY, tY (q), . . . , tY (ql−1)

)
∈ Fo

q and
(
A,A(q), · · · , A(ql−1)

)
ΘO ∈ Fm×o

q .

Then, if o ≥ m, one can (expect to) solve its system efficiently.
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