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Abstract

We give a unified syntax, and a hierarchy of definitions of security of increasing strength,
for non-interactive threshold signature schemes. They cover both fully non-interactive schemes
(these are ones that have a single-round signing protocol, the canonical example being threshold-
BLS) and ones, like FROST, that have a prior round of message-independent pre-processing.
The definitions in the upper echelon of our hierarchy ask for security that is well beyond any
currently defined, let alone proven to be met by the just-mentioned schemes, yet natural, and
important for modern applications like securing digital wallets. We prove that BLS and FROST
are better than advertised, meeting some of these stronger definitions. Yet, they fall short of
meeting our strongest definition, a gap we fill for FROST via a simple enhancement to the
scheme. We also surface subtle differences in the security achieved by variants of FROST.
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1 Introduction

Threshold signatures, which originated in the late 1980s |18, [19], are seeing renewed attention,
driven in particular by an interest in using them to secure digital wallets in the cryptocurrencies
ecosystem [22|. Parallel IETF |31] and NIST [35] standardization efforts are evidence as to the
speed at which the area is moving into practice.

Whether securing a user’s digital wallet, or being used by a CA to create a certificate, forgery of
a digital signature is costly. The rising tide of system breaches and phishing attacks makes exposure
of a signing key too likely to ignore. The idea of a threshold signature scheme is to distribute the
secret signing key across multiple parties who then interact to produce a signature, the intent being
to retain security even in the face of compromise of up to a threshold number of these parties. Over
the years, threshold versions of many schemes have been presented, including RSA |17} 26, 38|,
DSA/ECDSA |23} 25, [22, 10, 21} |33} [14], Schnorr signatures [39, |24, 30] and BLS signatures [9].

Today, we see interest converging on schemes that are non-interactive. The representative
examples are (threshold) BLS [13}|9] and FROST [30]. BLS is a pairing-based scheme that is fully
non-interactive scheme, meaning signing consists of a single round. FROST is non-pairing-based
scheme that is partially non-interactive scheme, meaning signing additionally involves a message-
independent pre-processing round.

OUR PATH. Focusing on non-interactive threshold signatures, this paper has a simple and positive
message. We contend that schemes like BLS and FROST are better than advertised. We show that
they meet definitions of security that are stronger than ones that have been previously defined, or
that these schemes have been shown to meet in existing literature. Furthermore, these definitions
capture natural strengths of the schemes that may be valuable for applications. But also, our
new fine-grained viewpoint will surface differences between schemes. In particular, we show that a
recently proposed optimization of FROST [16] is less secure than the original proposal.

The classical development paradigm in theoretical cryptography is to ask what security we
would like, define it, and then seek schemes that meet it. Yet if we look back, there has been
another path alongside; canonical, reference schemes guided a choice of definitions that model
them, and, once made, these definitions went on to be influential targets for future schemes. (The
formal definition of trapdoor permutations [27], for example, was crafted to model RSA.) We are
inspired by the latter path. BLS [12] yields a threshold scheme [9] so natural and simple that it is
hard to not see it as canonical, and, within the space of Schnorr threshold schemes, FROST [30]
has a similarly appealing minimality. Examining them, we see strengths not captured by current
definitions or results. We step back to create corresponding abstractions, including a syntax and a
hierarchy of definitions of security for non-interactive threshold signature schemes. We then return
to ask where, in this hierarchy, we can fit the starting schemes, giving proofs that fit BLS and
FROST as high as possible. In terms of the proofs this needs, and that we give, this turns out to
be challenging, so that we offer also some content of technical interest.

Although inspired by specific schemes, our definitional development, once started, unfolds in a
logical way, and yields definitions that even go beyond what BLS and FROST achieve. These make
intriguing new targets. We show how to achieve them, with minimal modifications to the existing
schemes.

NON-INTERACTIVE THRESHOLD SCHEMES. We consider schemes where the signing operations in-
volve a leader and a set of ns nodes, which we refer to as servers, with server ¢ holding a secret
share sk; of the secret signing key sk. Signing is done via an interactive protocol that begins with
a leader request to some set of at least ¢ number of servers and culminates with the leader holding
the signature, where ¢ < ns, the threshold, is a protocol parameter.



In a fully non-interactive threshold signature scheme, this protocol is a simple, one-round one.
The leader sends a leader request Ir, which specifies a message M and possibly other things, to any
server ¢, and obtains in response a partial signature, psig;, that i computes as a function of sk; and
M. The leader can request partial signatures asynchronously, at any time, and independently for
each server, and there is no server-to-server communication. Once it has enough partial signatures,
the leader aggregates them into a signature sig of M under the verification key vk corresponding
to sk. The canonical example is the threshold BLS scheme [9} |13], where sk, ski, ..., skns € Z, for
a public prime p, and psig; < h(M)** where h:{0,1}* — G is a public hash function with range
a group G of order p. Aggregation produces sig as a weighted product of the partial signatures.

A partially non-interactive threshold signature scheme adds to the above a message-independent
pre-processing round in which, pinged by the leader at any point, a server i returns a pre-processing
token pp,. The leader’s request for a partial signatures will now depend on tokens it has received.
The canonical example is FROST [30].

This understanding of a non-interactive scheme encompasses what FROST calls flexibility;
obtaining psig; from any > t servers will allow us to reconstruct a signature.

WHICH FORGERIES ARE NON-TRIVIAL? For a regular (non-threshold) signature scheme, the first
and most basic notion of security is un-forgeability (UF) [27]. The adversary (given access to a
signing oracle) outputs a forgery consisting of a message M and a valid signature for it. To win,
the forgery must be non-trivial, meaning not legitimately obtained. This is naturally captured, in
this context, as meaning that M was not a signing query.

Turning to define un-forgeability for a non-interactive threshold signature scheme, we assume
the adversary has corrupted the leader, and up to ¢ — 1 servers, where 1 <t < ns is the threshold.
Furthermore it has access to the honest servers. Again, it outputs a forgery consisting of a message
M and valid signature for it, and, to win, the forgery must be non-trivial, meaning not legitimately
obtained. Deciding what “non-trivial” means, however, is now a good deal more delicate, and
interesting, than it was for regular signatures.

In this regard, we suggest that many of the prior works have set a low bar, being more generous
than necessary in declaring a forgery trivial, leading to definitions that are weaker than one can
desire, and weaker even than what their own schemes seem to meet. The definitions we formulate
rectify this by giving a hierarchy of five non-triviality conditions of increasing stringency, yielding a
corresponding hierarchy TS-UF-0 <+ TS-UF-1 < TS-UF-2 « TS-UF-3 < TS-UF-4 of five notions
of un-forgeability of increasing strength. (Here an arrow B <— A means A implies B: any scheme
that is A-secure is also B-secure.) TS-UF-0, the lowest in the hierarchy, is the notion currently in
the literature.

Returning to regular (non-threshold) signature schemes, strong un-forgeability (SUF) has the
same template as UF, but makes the non-triviality condition more stringent, asking that there have
been no signing query M that returned sig. We ask if SUF has any analogue in the threshold setting.
For non-interactive schemes, we suggest it does and give a hierarchy of three definitions of strong
unforgeability TS-SUF-2 <+ TS-SUF-3 < TS-SUF-4. The numbering reflects that TS-UF-i <
TS-SUF-: for i = 2,3, 4.

THE CASE OF BLS. Returning to threshold BLS, Boldyreva’s analysis [9] adopts the formalism of
Gennaro, Jarecki, Krawczyk, and Rabin |26} 23| 25]. The non-triviality condition here is that no
server was asked to issue a partial signature on the forgery message M. This is TS-UF-0 in our
hierarchy. But allowing asynchronous requests is a feature of this scheme and model. A corrupted
leader could ask one honest server ¢ for a partial signature. No other server would even be aware of
this request, but the adversary would now have psig,. Under TS-UF-0, the forgery is now trivial,
and the adversary does not win. Yet (assuming a threshold ¢ > 2), there is no reason possession




of just psig, should allow creation of a signature, and indeed for threshold BLS there is no attack
that seems able to create such a signature, indicating the scheme is achieving more than T'S-UF-0.
This leads to the next level of our hierarchy, TS-UF-1, where the non-triviality condition is that a
partial signature of M was requested from at most ¢ — 1 — ¢ honest servers, where c is the number
of corrupted servers. Does threshold BLS achieve this T'S-UF-1 definition? As we will see, proving
this presents challenges, but we will succeed in showing that the answer is yes, under a variant of
the CDH assumption which we introduce (and prove to be hard in the generic group model). Yet,
TS-UF-1 was not considered in the literature, and only TS-UF-0 is proved for many other non-
interactive schemes [38, |29} 40, 11]. The only exceptions are the work of Libert, Joye, and Yung [32]
and recent concurrent work by Groth [28], which comes to a similar conclusion/result on BLS. (We
discuss the relation below.) We note that Shoup [38] implicitly tackles a similar technical challenge
by dealing with differing corruption and reconstruction thresholds, but the resulting security notion
is not TS-UF-1.

The distinction between TS-UF-1 and TS-UF-0 is not just academic. Implicit in applications of
threshold signing in wallets is the fact that servers also perform well-formedness checks of what is
being signed (typically, as part of a transaction). TS-UF-1 guarantees that every issued signature
has been inspected by sufficiently many servers, but TS-UF-0 does not.

THE cASE OF FROST. Yet the hierarchy needs to go higher, and this becomes apparent when
looking at partially non-interactive schemes like FROST [30]. Here, the discussion becomes more
subtle, and interesting.

In more detail, a FROST pre-processing token takes the form of a pair pp, = (¢"*, g*) of group
elements for one-time use. (A server will ensure that the pre-processing token in its name in the
leader request is one it has previously sent, and will never use it again.) An honest request Ir
includes, along with the message M to be signed, a sufficiently large server set [r.SS C [1..ns], and,
for each 7 in this set, a pre-processing token pp; that ¢ previously sent. Each server ¢ € Ir.SS will
then generate a signature share psig; = (R, z;), where R is a value which can be computed (publicly)
from the tokens included in Ir, whereas z; depends on the discrete logarithms of the server’s token
and its own key share sk;. The z;’s can then be aggregated into a value z such that (R, z) is a
valid Schnorr signature for M. Two variants of FROST are known, and differ in the way in which
R is computed from [r. The original version, which we refer to as FROST1 [30], requires |lr.SS|
exponentiations, whereas a more recent optimization, which we call FROST2 [16], only requires
a single exponentiation. The current security analysis |16] group model [20] does not surface any
security difference between the two variants, but only because it considers a non-triviality notion
as in our TS-UF-0 notion.

In terms of our framework, we show that FROST1 achieves TS-SUF-3 security. The proof is
under the OMDL (One More Discrete Log) assumption of [5] in the RO (Random Oracle) model
of [7]. This considers a signature trivial even if some of the honest servers in Ir.SS do not respond
to a (malicious) leader request, as long as the tokens associated with these servers are not honestly
generated. In particular, the honest servers may not respond because they recognize these tokens as
invalid, or because the malicious leader did not submit the request to them. We show that, while
FROST?2 fails to achieve TS-SUF-3, it achieves the next step down in our hierarchy, TS-SUF-2.
(Again the proof is under OMDL in the ROM.) This is still stronger than the notions lower in the
hierarchy. Our proofs for FROST1 and FROST2 signing operations rely on the one-more discrete
logarithm (OMDL) assumption and the random oracle model.

STRONGER GOALS. A stronger security goal (T'S-UF-4 in our hierarchy) is to expect that the only
way to obtain a signature for a message M is to follow the above blueprint, i.e., to issue the same
honest leader request Ir to all servers in [r.SS. In fact, we may even ask for more, in terms of strong




unforgeability — the value R is uniquely defined by Ir, and, along with the message M, it defines
a unique signature (although not efficiently computable given the verification key alone). An ideal
goal, which corresponds to our strongest security goal, is to ensure that the only way to generate
the signature associated with Ir is to obtain a signature share for [r from every honest server whose
tokens are included in {r. This is a notion we refer to as TS-SUF-4.

We will however show that neither FROST1 nor FROST2 meet TS-SUF-4. To overcome this, we
will show a general transformation which can boost the security of a TS-SUF-3-secure scheme like
FROST1 to achieve TS-SUF-4. Our framework allows schemes more general than the FROST ones,
and also leaves the question open of better and more efficient designs achieving the stronger notions.
Moreover, we provide simple reference schemes for all of our notions, which, while inefficient, guide
us in understanding the subtle differences among notions and baseline requirements. In particular,
these schemes will enable us to separate the proposed notions.

A SUMMARY FOR OUR NOTIONS. In summary, our unforgeabilty notions declare a signature for a
message M trivial in the following cases:

e TS-UF-0: A partial signature for the message M was generated by at least one honest server.

o TS-UF-1: A partial signature for the message M was generated by at least ¢t —c honest servers,

where ¢ is the number of corrupted servers.

o TS-UF-2: There exists a leader request [r for the message M which was answered by at least

t — c honest servers.

o TS-UF-3: There exists a leader request Ir for the message M such that every honest server

it € Ir.SS either answered Ir or the token pp, associated with ¢ in Ir is maliciously generated.

o TS-UF-4: There exists a leader request Ir for the message M such that every honest server

i € Ir.SS answered Ir.
Analogous notions of strong unforgeability are obtained by further associating a request Ir to a
(unique) signature, in addition to a message M.

We stress that it is not clear which scenarios demand which notions in our hierarchy. This is
especially true because we are still lacking formal analyses of full-fledged systems using threshold
signatures, but it is not hard to envision a potential mismatch between natural expectations from
such schemes and what they actually achieve. In both FROST variants, for example, it is natural
to expect that a signature can only be generated by a sufficient number of honest servers answering
the same request, a property which we show is actually achieved. Further, one may also expect
that all honest servers that generated these honest tokens need to be involved in the generation
of a valid signature, but this stronger property is actually not achieved by either of the FROST
variants.

WHAT WE DO NOT DO. Some schemes like FROST come with a concrete distributed key-generation
(DKG) protocol. Security proofs frequently (but not always) consider, monolithically, the composi-
tion of DKG and threshold signing. This lack of modular treatment is due to the fact that efficient
DKG protocols like Pedersen’s [36] are not secure [25] in the strongest possible sense in isolation,
but it may still be possible to show security when they are used with a particular threshold sig-
nature scheme. Here, instead, we idealize DKG protocols, as the points we are trying to express
are orthogonal to the concrete choice of a DKG. Our result would still guarantee security of the
schemes when used with truly secure DKGs (such as the DKG from [25]), but further investigation
is needed to extend our proofs to consider more efficient DKGs.

Our framework does not handle adaptive corruptions, i.e., we demand instead that the adver-
sary declares its corruption set initially. We could extend our definitions to adaptive corruptions
rather easily, but our concrete bounds would be impacted. In particular, we would resort to a
generic reduction guessing the corrupted set beforehand, with a multiplicative loss of 2", which is



acceptable for the smaller values of the number ns of parties that we consider common in practice.

Our framework cannot cover recent protocols, like that of Canetti et al. [14], which combine
a multi-round message-independent pre-processing phase with a final, message-dependent, round.
(Conversely, their UC security analysis does not give definitions which help our fine-grained frame-
work.)

Finally, many prior works also consider robustness, i.e., the guarantee that a signature is always
produced. Here, we follow the same viewpoint as in FROST, and do not focus on robustness
explicitly. This allows us to prevent imposing a small ¢ (relative to ns) just for the sake of ensuring
it. However, our schemes all implicitly give verification keys vk; for each server, and it is not hard
to verify individual partial signatures psig,. Any t valid partial signatures will always aggregate
into a valid signature.

RELATED AND CONCURRENT WORK. A recent preprint by Groth [28] presents a general definition
for fully non-interactive schemes in a setting with a (non-interactive) DKG. His definition implies
TS-UF-1, and he also provides a proof sketch that BLS (with his newly proposed non-interactive
DKG) is secure under a variant of the OMCDH assumption, which is closely related to our VCDH
assumption which we also show to be hard in the GGM. Groth’s framework is not suitable for
partially non-interactive schemes like FROST, which are the main focus of our work.

HISTORY OF THIS PAPER. This paper (BTZ) was submitted to Crypto 2022. The PC imposed a
(hard) merge with the also-submitted work of CKM [15], resulting in the joint Crypto 2022 paper
BCKMTZ [1]. The Crypto 2022 paper includes the materiel here, and, from CKM [15], the FROST2
scheme together with an analysis of its security when used with a DKG, the latter being a variant
of Pedersen’s DKG introduced in conjunction with FROST1 [30]. We thank Tibor Jager for his
generous shepherding of the merge. Full versions of the BTZ and CKM papers have been kept
separate, and we see each group as responsible for the proofs in their portion of the joint work.

2 Preliminaries

NOTATION. If b > a > 1 are positive integers, then Z, denotes the set {0,...,a — 1} and [a..D]
denotes the set {a,...,b}. If & is a vector then |x| is its length (the number of its coordinates),
x[i] is its i-th coordinate and [x] = { «[i] : 1 <1 < |z|} is the set of all its coordinates. A string
is identified with a vector over {0, 1}, so that if z is a string then x[i] is its i-th bit and |z| is its
length. By ¢ we denote the empty vector or string. The size of a set S is denoted |S|. For sets
D, R let FNS(D, R) denote the set of all functions f: D — R.

Let S be a finite set. We let x +—s S denote sampling an element uniformly at random from S

and assigning it to . We let y < Aol""(ml, ...;r) denote executing algorithm A on inputs z1, ...
and coins r with access to oracles Oy, ... and letting y be the result. We let y <—s A% (z1,...)
be the result of picking r at random and letting y < A9 (x1,...;r). Algorithms are randomized

unless otherwise indicated. Running time is worst case.

GAMES. We use the code-based game playing framework of [§]. (See Fig.[2|for an example.) Games
have procedures, also called oracles. Among the oracles are INIT (Initialize) and FIN (Finalize).
In executing an adversary A with a game Gm, the adversary may query the oracles at will, with
the restriction that its first query must be to INIT (if present), its last to FIN, and it can query
these oracles at most once. The value returned by the FIN procedure is taken as the game output.
By Gm(A) = y we denote the event that the execution of game Gm with adversary A results in
output y. We write Pr[Gm(.A)] as shorthand for Pr[Gm(.A) = true], the probability that the game
returns true.



In writing game or adversary pseudocode, it is assumed that Boolean variables are initialized
to false, integer variables are initialized to 0 and set-valued variables are initialized to the empty
set ().

GROUPS. Let G be a group of order p. We will use multiplicative notation for the group operation,
and we let 1g denote the identity element of G. We let G* = G\ {1g} denote the set of non-identity
elements, which is the set of generators of G if the latter has prime order. If g € G* is a generator
and X € G, the discrete logarithm base g of X is denoted DLg 4(X), and it is in the set Zg|.

3 A Framework for Non-Interactive Threshold Signatures

We present our hierarchy of definitions of security for non-interactive threshold schemes, formalizing
both unforgeability (UF) and strong unforgeability (SUF) in several ways. We provide relations
between all notions considered.

3.1 Syntax and Correctness

MAINTAINING STATE. Parties as implemented in protocols would maintain state. When activated
with some inputs (which include messages from other parties), they would apply some algorithm
Alg to these and their current state to get outputs (including outgoing messages) and an updated
state. To model this, we do not change our definition of algorithms, but make the state an explicit
input and output that will, in definitions, be maintained by the overlying game. Thus, we would
write something like (--- ,st) <—s Alg(--- ,st).

SYNTAX. A non-interactive threshold signature scheme TS specifies a number ns > 1 of servers,
a reconstruction threshold ¢, a set HF of functions from which the random oracle is drawn, a
key-generation algorithm Kg, a server pre-processing algorithm SPP, a leader pre-processing algo-
rithm LPP, a leader signing-request algorithm LR, a server partial-signature algorithm PS, a leader
partial-signature aggregation algorithm Agg and a verification algorithm Vf. If disambiguation is
needed, we write TS.ns, TS.t, TS.HF, TS.Kg, TS.SPP, TS.LPP, TS.LR, TS.PS, TS.Agg, TS.Vf, respec-
tively. We now explain the operation and use of these components, the understanding of which
may be aided by already looking at the correctness game GY¥:°" of Figure

Parties involved are a leader (numbered 0, implicit in some prior works, but made explicit here)
and servers numbered 1,...,ns, for a total of ns 4+ 1 parties. Algorithms have oracle access to a
function h that is drawn at random from HF in games (line 1 Figure |I)) and plays the role of the
random oracle. Specifying HF as part of the scheme allows the domain and range of the random
oracle to be scheme dependent.

The key-generation algorithm Kg, run once at the beginning (line 1 of Figure [I)), creates a
public signature-verification key vk, associated public auxiliary information aux and an individual
secret signing key sk; for each server i € [1..ns]. (Usually, skq,...,skns will be shares of a global
secret key sk, but the definitions do not need to make sk explicit. The leader does not hold any
secrets associated to vk.) While key-generation may in practice be performed by a distributed
key-generation protocol, our syntax assumes it done by a trusted algorithm to allow a modular
treatment. Keys are held by parties in their state, encoded into dedicated fields of the latter as
shown at line 3 of Figure For specific scheme, we will typically use aux to model additional
information that can be leaked by key generation step without violating security (e.g., the values
g°%i in most cases).

The signing protocol can be seen as having two rounds, which we think as a pre-processing
and online stage. In a pre-processing round, any server i can run (pp,st;) <—s SPP[h](st;) to get



ts-cor
Game GT5

INIT:

1 h<sTSHF ; sko < L ; (vk,aux,ski, ..., skns) <s Kg[h]
2 Fori=0,...,ns do // Initialize party states with keys
3 st;.sk < sk; ; st;.vk <= vk ; st;.aux < aux

4 Return vk, aux, sk, ..., skns

PPO(i): /i € [1..ng]

5 (pp,st:) < SPP[h](st;) ; sto < LPP[h](pp, sto)
6 Require: pp # L

7 Return pp

S1IGNO(M, SS):

8 Require: SS C [1..ns] and |SS| >t / Set of signers

9 (Ir,sto) <3 LR[h](M, SS,sto)

10 Require: Ir # 1 /J/ Leader accepts request

11 If (Ir.msg # M or Ir.SS # SS) then win + true

12 For ¢ € SS do

13 (psig;,st;) «s PS[h](lr,i,st;) // Servlet partial signatures
14 (sig,sto) < Agglh](Ir, {psig, }icss, sto)

15 If Vf[h](vk, M, sig) = false then win < true

RO(z): / Random oracle
16 Return h(x)

FIN:
17 Return win

Figure 1: Game used to define correctness of threshold signature scheme TS with threshold t.

a pre-processing token pp which it sends to the leader. (Here st; is the state of i.) Via sty <«
LPP[h](pp,stoy), the leader updates its state sty to incorporate token pp. (In Figure [1] this is
reflected in lines 5-7.)

In a signing round the leader begins with a message and a choice of a signer set SS C [1..ns] of
size at least t. Via (Ir,stg) «—s LR[h](M, SS,stg) it generates a leader request Ir that, through sto,
implicitly depends on a choice of pre-processing tokens. (Lines 8,9 of Figure ) The leader request
is sent to each i € SS, who, via (psig;,st;) <—s PS[h](ir,,st;), computes a partial signature psig;
and returns it to the leader. Via (sig, sto) <—s Aggl[h](ir, {psig;}icss,sto), the leader aggregates the
partial signatures into a signature sig of M, the desired output of the protocol. (Lines 12-14 of
Figure[1])

The verification algorithm, like in a standard signature scheme, takes vk, a message M and a
candidate signature, and returns a boolean validity decision.

EcHO scHEMES. We define a sub-class of non-interactive threshold schemes that we call echo
schemes. Recall that a leader request lr is mandated to specify a message [r.msg and a set
Ir.SS C [1..ns] of servers from whom partial signatures are being requested. In an echo scheme, Ir
additionally specifies a function Ir.PP: [r.SS — {0,1}*. If the leader is honest, Ir.PP(i) is a token
pp that ¢ had previously sent to the leader. That is, the leader is echoing tokens back to the servers,
whence the name. In considering security, of course, Ir.PP(7) is picked by the adversary and may
not be a prior token. As we will discuss in Section [5.I, FROST is a typical example of an echo
scheme.




CORRECTNESS OF A TS SCHEME. The game of Figure [l defines correctness, and serves also to
detail the above. Recall that TS specifies a threshold ¢ € [1..ns|]. The adversary will make the
leader’s pre-processing requests, via oracle PPO. It will likewise make signing requests via oracle
SIGNO. If any condition listed under Require: fails the adversary is understood as losing, the game
automatically returning false. We let Advi®" (A) = Pr[G¥:°"] be the advantage of an adversary
A. The default requirement is perfect correctness, which means that Adv s (A) = 0 for all A,
regardless of computing time and number of oracle queries, but this can be relaxed, as may be
necessary for lattice-based protocols.

The way in which we are supposed to interpret the correctness definition is that a request
Ir is associated with a set SS and a message M, and if such a request is issued successfully by
the leader (i.e., Ir # L), then the servers in SS would all accept Ir producing partial signatures
which aggregate into a valid signature for M. We note that this definition assumes that we submit
requests to all servers in the same order. One can give a stronger (but more complex) definition
which ensures correctness even when servers process requests in different orders, but note that for
all schemes we discuss below they will be equivalent, and we hence omit the more cumbersome
game to define it.

3.2 Unforgeability and Strong Unfogeability

UNFORGEABILITY. Unforgeability as usual asks that the adversary be unable to produce a valid
signature sig on some message M of its choice except in a trivial way. The question is what “trivial”
means. For regular signatures, it means that the adversary did not obtain a signature of M from
the signing oracle [27]. For threshold signatures, it is more subtle. We will give several definitions.
Fig. [2| simultaneously describes several games, GEFguf'i for i = 0,1,2,3,4, where G%—Sg‘lf'?’ is
only defined if TS is an echo scheme. (We will get to the second set of games later.) They are
almost the same, differing only at line 20. The corresponding advantages of an adversary A are
AdvE(A) = Pr[GE(A)]. The adversary calls INIT with a choice of a set of servers to
corrupt. It is also viewed as having corrupted the leader. Playing the leader role, it can request
pre-processing tokens via oracle PPO. It can provide a server with a leader-request Ir of its choice
to obtain a partial signature psig. At the end, it outputs to FIN its forgery message M and signature
sig. If the signature is not valid, line 18 ensures that the adversary does not win. Now, to win, the
signature must be non-trivial. It is in how this is defined that the games differ. Associated to i is a
trivial forgery predicate tf; that is invoked at line 20. The choices for these predicates are shown
in the table in Figure [3] and the notion corresponding to game tf; is denoted TS-UF-i. When
i = 0 we have the usual notion from the literature, used in particular in [9, 23, |25]. As ¢ increases,
we get more stringent (less generous) in declaring a forgery trivial, and the notion gets stronger.
Concretely, TS-UF-0 considers a signature for a message M trivial if a request Ir with lr.msg
was answered by server with a partial signature. Moving on, TS-UF-1 strengthens this by declaring
a signature trivial only if at least t — | C'S| servers have responded to some request for message M,
where these requests could have been different. In turn, TS-UF-2 strengthens this even further by
requiring that there was a single prior request [r for M which was answered by t — | C'S| servers.
The notions TS-UF-3 only deals with echo schemes. Recall that for these schemes, a request
Ir contains a map Ir.PP:{r.SS — {0,1}*, where Ir.PP(7) is meant to be a token issued by server
i. Here, we consider a signature for message M trivial if there exists a request Ir for M which is
answered by all honest servers ¢ for which [r.PP(7) is a valid token previously output by 4, and this
set consists of at least t — |CS| servers. Finally, our strongest notion, TS-UF-4 simply considers
a signature trivial if there exists a request Ir for M which is answered by all honest servers in

1 € [r.SS.
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Games G (1 =10,1,2,3,4) and G559 (4 = 2,3,4)

INIT(CS):

1 Require: CS C [1..ns] and |CS| <t // Set of corrupted parties
2 h<«s TS.HF ; (vk, aux, ski, ..., skns) < Kg[h]

3 HS + [l..ns]\ CS // Set of honest parties

4 For i € HS do

5 st;.sk < sk; ; st;.vk < vk ; st;.aux < aux

6 Return vk, aux, {sk; }iccs

PPO(i):
7 Require: 1 € HS
8 (pp,sti) s SPP[h](st;) ; PP; «+ PP; U{pp} ; Return pp

PS1aNO(%, Ir):

9 M < Ilr.msg

10 Require: Ir.SS C [1..ns] and M € {0,1}" and ¢ € HS
11 L+ LU{lr}; (psig,st;) <s PS[h](lr,,st;)

12 If (psig # L) then

13 Si(M) + Si(M) U {i}; Sa(lr) + Sao(lr) U {i}

14 Return psig

RO(z): / Random oracle
15 Return h(z)

FIN(M, sig):

16 For all Ir € L do

17 Ss(lr) « {ie HSNIr.SS : Ir.PP(i) € PP; } ; Sa(lr) « HS N Ir.SS

18 If (not Vf[h](vk, M, sig)) then return false

19 Return (not t£;(M)) J Game G%—Sguf'i fori=0,1

20 Return (not 3&r (Ir.msg = M and t£;(Ir))) / Game G55 for i = 2,3,4
21 Return (not 3Ir (Ir.msg = M and tsf;(lr, vk, sig) )) / Game G%%SUf'i

Figure 2: Games used to define TS-UF-i and TS-SUF-7 unforgeability of threshold signature scheme
TS. Line [20|is included only in game G5 and line [21] only in game G2, These lines refer
to the trivial-forgery predicates t£;(lr) and trivial strong-forgery predicates tsf;(Ir, vk, sig) from
Figure (3| In particular, the set S3(lr) and, thus, TS-UF-3 and TS-SUF-3 unforgeability are defined
only if TS is an echo scheme.

It is natural to expect TS-UF-3 and TS-UF-4 to be similar, but as we will see below, they are
actually not equivalent. (Although we will give a transformation that boosts an TS-UF-3-secure
scheme into an TS-UF-4-secure one.)

STRONG UNFORGEABILITY. For standard signatures, strong unforgeability asks, in addition to un-
forgeability, that the adversary be unable to produce a new signature on any message, where new
means different from any obtained legitimately for that message. We ask, does this have any coun-
terpart in threshold signatures? In fact, FROST seems to have such a property. We now provide
formalisms to capture such properties.

It turns out that giving a general definition of strong unforgeability is rather complex, and we
will restrict ourselves to a natural subclass of schemes (which includes FROST'). Concretely, we ask
that there is an algorithm SVf, called a strong verification algorithm, that takes a public key vk, a
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) Si(M) #0

) [S1(M)]| > ¢ — | CS]

) [Sa(lr)| = ¢ — | CS]|

) tfa(lr) and So(ir) = S3(Ir)
tf4(lr) : tfa(lr) and So(lr) = Sa(lr)

) tfo(lr) and SVf[h](vk, Ir, sig)

) (ir)

) (ir)

tsfo(lr, vk, sig

tf3(lr) and SVf[h](vk, Ir, sig)
tf4(lr) and SVf[h](vk, Ir, sig)

tsfs(lr, vk, sig

tsfy(lr, vk, sig

-
PR -,

TS-UF-0 «<— TS-UF-1 «— TS-UF-2 «—— TS-UF-3 «— TS-UF-4

I T

TSSUF2<—TSSUF3<—TSSUF4

‘e
“aam=®

Figure 3: Top: Trivial-forgery conditions tf;(ir) (i = 0,1,2,3,4) and trivial-strong-forgery con-
ditions tsf;(Ir, vk, sig) (i = 1,2,3,4) used to define TS-SUF-i and TS-SUF-i security in games
GtTS;J‘f'i and Gthgs“f'i, respectively. Bottom: Relations between notions of security.

leader request Ir, and a signature sig as inputs and outputs true or false. We require that for any
vk, Ir there exists at most one signature sig such that SVf(vk, Ir, sig) = true. Also, TS is asked to
satisfy a strong correctness property which is defined using the same game as GY:°" except the
condition Vf[h](vk, M, sig) = false in line (15| is replaced with SVf[h](vk, Ir, sig) = false.

For a scheme TS with a strong verification algorithm, we consider the G%-Sgsuf'i (1 =2,3,4) games
in Figure [2| where GtTSgS“f'?’ is only defined if TS additionaly is an echo scheme. The differences
(across the different values of i) are only in the trivial strong forgery predicates tsf; used at
line 21, and the choices are again shown in the table in Figure |3} The corresponding advantage of
an adversary A is AdviS ™ (A) = Pr[GE*F(A)]. The ensuing notion is called TS-SUF-i.

3.3 Relations and Transformations

RELATIONS BETWEEN NOTIONS. Figure [3]shows relations between the notions of unforgeability and
strong unforgeabilty that we have defined. A (blue, non-dotted) arrow A — B is an implication,
saying that A implies B: any scheme that is A-secure is also B-secure. Now see the nodes as
forming a graph with edges the blue, non-dotted arrows. The thin arrow from TS-UF-0 to TS-UF-1
indicates us that the implication only holds under a quantatively loose reduction. (We prove this
in Theorem ) We claim that in this graph, if there is no path from a notion B to a notion A,
they are separate or distinct: there exists a scheme that is B-secure but not A-secure. The dotted
arrows are separations that we explicitly prove. These, together with the full arrows, prove the
claim just made. The thick dottet arrows indicate the existence of a generic transformation lifting
security of a scheme to achieve a stronger notion. (We establish this below as part of Theorem )

REFERENCE SCHEMES AND PROOFS OF RELATIONS. In Appedndix [A] we give a set of (fully) non-
interactive threshold schemes that we call reference schemes. They represent simple, canonical
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ways to achieve the different notions. They may not be of practical interest, because they have key
and signature sizes proportional to ns, but the point is to embody notions in a representative way.
A few things emanate from these schemes. One is that we use them, in the same Appendix, to
establish the separations given by the dotted lines in Figure [3 thereby showing that any notions
between which there is no path, in the graph given by the full arrows, are indeed separate. Second,
we get a scheme that achieves our strongest notion, TS-SUF-4, which neither FROST nor BLS
achieve. (Although we can get such a scheme by applying our transformation from Theorem to
FROST1.) Finally, reference schemes, as canonical examples, are ways to understand the notions.

FroMm TS-UF-0 To TS-UF-1, LOOSELY The following theorem shows TS-UF-1 security is implied
by T'S-UF-0 security, although with an exponential loss in ¢, which is acceptable in settings where
t is expected to be constant.

Theorem 3.1 Let TS be a threshold signature scheme. For any TS-UF-1 adverary A there exists
a TS-UF-0 adversary B such that Advi5" ™ (A) < (") - Advis™ 0 (B) . Moreover, B runs in time
roughly equal that of A, and the number of B’s queries to each oracle is at most that of A.

If the adversary always corrupts ¢ — 1 parties, it is clear that TS-UF-0 and TS-UF-1 are equiv-
alent. Otherwise, in general, for an adversary that breaks TS-UF-1 security and corrupts a subset
CS of servers with size less than t — 1, if the adversary wins the game GEF_E,uf'l by outputting
(M*, sig*), we know |S1(M™*)| < t —|CS|. Therefore, we can modify the adversary to initially guess
a subset ECS C [1..ns] \ CS with size t — |CS| — 1 and corrupt all parties in ECS. If ECS happens
to contain S;(M*), the adversary actually wins. It is not hard to see that the probability that this

is true is 1/( t'j&'gfh) >1/(,",). We give a formal proof in Appedndix

From TS-(S)UF-3 To TS-(S)UF-4. Fig. {4 gives a general transformation from TS-(S)UF-3 se-
curity to TS-(S)UF-4 security. Concretely, we give a construction ATS from any TS-(S)UF-3-secure
echo scheme TS and a digital signature scheme DS. The size of signatures produced by ATS and
the verification algorithm Vf are exactly the same as TS. The main idea is to use signatures to
authenticate each token contained in a leader request Ir from TS, so that an honest server only

answers the request if all the authentications are valid. The rest of the protocol remains the same.

In the game GtAS%(SS)uf_Zl, we can show that as long as the adversary does not break the strong

unforgeability of DS, for any leader request Ir such that So(lr) > 0, it holds that S3(ir) = S4(ir),
which implies the conditions tfs and tf, are equivalent. Therefore, we can reduce TS-(S)UF-4
security of ATS to TS-(S)UF-3 security of TS and SUF-CMA security of DS. (The latter notion
is formally defined via the game in Fig. ) This is captured by the the following theorem. (The
proof is in Appedndix )

Theorem 3.2 Let XX € {SUF,UF}. Let TS be an echo scheme and DS be a digital signature
scheme. For any TS-XX-4 adversary A there exists a TS-XX-3 adversary B and a SUF-CMA
adversary C such that

AdVETET ps)(A) < AdVEST3(B) + ns - AdvBE™ ()

Moreover, B and C run in time roughly equal that of A. The number of B’s queries to each oracle
is at most that of A. The number of C’s SIGNO queries is at most the number of PPO queries
made by A.
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Protocol ATS[TS, DS]

Kefh]:

1 vk, taux, {tski}ic[1..ng) < TS.Kg
2 For i € [1..ns] do

3 (svk;, ssk;) s DS.Kg

4 sk; < (tsk;, ssk;)

5 aux < (taux,svki,...,Svkns)

6

Return vk, aux, {ski}ic1..ns]

SPP[h](st;):

7 (tpp,st;) s SPP[h](st;)
8 (tsk;,ssk;) < st;.sk

9 tsig < DS.Sig(ssk;, tpp)
10 Return ((¢pp, tsig), st;)

LPP[h](i, pp, sto):
11 (tpp, tsig) < pp

12 sto.SigMap(z, tpp) < tsig
13 Return TS.LPP[h](%, tpp, sto)

OriginLR(Ir):

14 For i € Ir.SS do

15 (tpp, tsig) < lr.PP(3)
16 Ir.PP(i) < tpp

17 Return Ir

LR[h](M, SS,sto):

18 (Ir,sto) < TS.LR[h](M, SS, sto)

19 For ¢ € SS do

20 tpp; < Ir.PP(7)

21 Ir.PP(i) < (tpp,,sto.SigMap(i, tpp,))
22 Return (Ir,sto)

PS[h](Ir, 4, st;):

23 (taux,svki,...,Svkns) < st;.aux

24 For i € Ir.SS do

25 (tpp,, tsig;) + lr.PP(4)

26 If DS.Vf(svks, tpp,, tsig;) = false then
27 Return L

28 Return TS.PS[h](OriginLR(ir), 4, st;)

Aggl[h](PS, sto):

29 Return TS.Agg[h](PS, sto)

Vf[h](vk, M, sig):

30 Return TS.Vf[h](vk, M, sig)

SVflh](vk, Ir, sig):

31 Return TS.SVf[h](vk, OriginLR(Ir), sig)

Figure 4: The threshold signature ATS[TS, DS] constructed from an echo scheme TS and a digital
signature scheme DS such that ATS.ns = TS.ns and ATS.t = TS.t. The algorithm OriginLR trans-
forms a well-formed leader request [r for ATS to a well-formed leader request in TS. stg.SigMap is
a table that stores the signature corresponding to each token generated by honest servers, which is
initially set to empty. PS denotes a set of partial signatures.

suf-cma
Games G5

INIT:
1 (vk,sk) <s DS.Kg
2 Return vk

SIGNO(M):
3 sig <3 DS.Sig(sk, M)
4 Q<+ QU{(M,sig)}

5 Return sig

FIN(M, sig):
6 If DS.Vf(vk, M, sig) and (M, sig) ¢ Q then
7 Return true

8 Return false

Figure 5: The game

, where DS is a diginal signature scheme.

4 The Security of Threshold BLS Signatures

We revisit the BLS signature scheme [9, |13] within our definitional framework. While a proof of
TS-UF-0 security basically recasts similar guarantees to those proved by [9], the more interesting
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Protocol BLS[G, GT] PS[h](Ir, i, st;):
10 If ¢ € Ir.SS then
Keglhl: ; AlSS st sk
11 psig < h(lr.msg)™ i
1 Forie[0..t—1] do .
12 Else psig < L
2 a;+sZp .
13 Return (psig, st;)
3 For i € [1..ns] do
4 ski<s Z;;é i -ay; vk < g Agglh](PS, sto):
5 vk < g% 14 sig < lg
6 aux < (vki,..., vkns) 15 For psig € PS do
7 Return vk, aux, {ski};c[1..ng 16 sig — sig - psig
SPP[h](st.): 17 Return (sig,sto)
8 Return (L,st;) LR[h](M, SS,sto):
LPP[h](i, pp, sto): 18 Ir.msg < M ; Ir.SS + SS
EE— 19 Return (Ir,sto)
9 Return stg
Vflh](vk, M, sig):
20 Return e(vk,h(M)) = e(g, sig)

Figure 6: The protocol BLS[G, Gt], where G is and Gt are cyclic groups with prime order p and
g is a generator of G. Further, e : G x G — Gt is a bilinear map. Moreover, ns is the number of
parties, and t is the threshold parameter. The scheme is defined for any choice of t < ns < p — 1.
Further, h: {0,1}* — G.

contribution is our proof of TS-UF-1 security. We note that TS-UF-1 security follows already from
TS-UF-0 security with a loss of ns‘~! by Theorem Here, however, we give a tighter reduction
to a stronger assumption, the Vector CDH assumption, which we prove to hold in the GGM, with
concrete hardness matching that of the original CDH assumption.

The scheme itself is described in Figure[6] As BLS is fully non-interactive, some of the algorithms
in the scheme description are trivial. We rely on an efficiently computable bilinear mape: G x G —
G, where G,Gt are both groups of order p, and, for a generator ¢ € G we have e(g“,gb) =
e(g9,9)%. (As in the original BLS proof [13], one can generalize these results to asymmetric case
e : G1 X Gg — G7 whenever an efficiently computable isomorphism v : Go — G; exists.) We remark
that the security of BLS with aggregation is enhanced when the message is pre-pended with the
public key prior to hashing [13], |4]. We accordingly recommend this for implementations but for
simplicity have omitted it here.

THE VECTOR CDH ASSUMPTION. The t- Vector Computational Diffie-Hellman (t-VCDH) assump-
tion is parameterized by an integer ¢t > 1, and a group G of order p, with a generator g. It is described
by the game GEVth in Figure|7l It considers an adversary that is given multiple random group ele-
ments X [i] = ¢®! for i € [1..t], as well as a group element V. The adversary can then issue queries

EvAL(a) for a € Z] to obtain Y{?) for o € Z}, of its choice, where (v, B) = >"i_; ai]- B[] for any
o, (€ Z;,. (Here, all operations are mod p.) The adversary wins if it outputs a and Z = Y {®®) for
t-vcdh

some a which is not in the span of the prior queries. We denote by Advg (A) the corresponding
advantage metric, which measures the probability of the game returning true. We also introduce
the (conventional) CDH assumption in Figure 7} with the associated AdvE!®(A) advantage metric.

We study the t-VCDH assumption in the generic-group model (GGM) [37, 34], and show in
Appedndix [D] that it is as hard as the Discrete Logarithm and the CDH problems in a prime
order group, i.e., any attack succeeding with constant probability requires 2(,/p) operations. In
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Game G§Vvedh EvAL(a): [ o € Z}, Game G&t
6 VecSet < VecSet U {a}

INTT: 7 Return Y (®® INTT:

1 Y+sG;xsZ, 1 24sZp; X+ g% Y «sG
2 For i € [1,t] do FIN(Z, a): 2 Return (X,Y)

3 X[i] « g°l! 8 Return a ¢ span(VecSet)

4 VecSet + 0 ° NZ =Y F;Ingft)l;m gy

5 Return (X,Y)

Figure 7: Games used to define the t-VCDH assumption (left and center columns), and the standard
CDH assumption (right column). Here, G is a cyclic group of order p with generator g.

Appedndix [F] we show that t-VCDH is also implied by CDH, in the standard model, for restricted
classes of adversaries. Our GGM analysis suggests that this loose reduction is pessimistic.

TS-UF-1 SECURITY OF BLS. We then show the following theorem, which we prove in Apped-
ndix [El

Theorem 4.1 (TS-UF-1 security of BLS) For any TS-UF-1 adversary A making at most qs
queries to PSIGNO and at most q queries to RO, there exists a t-VCDH adversary B, making at
most t — 1 queries to EVAL such that

Adviigicie(A) < (an + ¢s) - AdvE ™ (B) .

Moreover, B runs in time roughly equal that of A, plus the time to perform at most ns® 4 (3 + qs +
qn)ns exponentiations and group operations.

For completeness, in Appedndix |G| we give a simpler proof of TS-UF-0 security (which mirrors
the analysis of [9]), which in turn gives us a looser version of the above theorem based on CDH
alone. Alternatively, one can use a Lemma in Appedndix [F]to obtain a similar result. We also note
that BLS does not achieve TS-UF-2 security (and, thus, any stronger notion), since the only part
of a partial signature depending on SS is the Lagrange coefficient in the exponent, which is easily
altered. This allows a malicious leader to combine partial signatures from distinct requests Ir # Ir’
with Ir.SS # Ir'.SS but Ir.msg = Ir'.msg = M to give a signature for M.

5 The Security of FROST

5.1 The FROST1 and FROST2 Schemes

SCHEME DESCRIPTIONS. This section revisits the security of FROST, first proposed in [30] by
Komlo and Goldberg, as a (partially) non-interactive threshold signature scheme. We consider
both the original scheme, which we refer to as FROST1, as well as an optimized version, FROST2,
from a recent follow-up work [16]. We give a detailed description of both schemes in Figure [8 The
leader state sty contains a set curPP; for each server i representing the set of tokens generated
by server ¢ that has not yet been used in a signing request. The state st; for server ¢ contains
a function mapPP that maps each token pp to the randomness that is used to generate pp and
st;.mapPP(pp) = L if pp is not generated by server i yet or has already been used in a signing
request. The coefficient )\ér.SS in line|39|is the Lagrange coefficient for the set r.SS, which is defined
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Protocol [FROST1], FROST2|G] CompPar[h](vk, Ir):
Kgi[h]: 25 M <— Ir.msg
) 26 For i € Ir.SS do
1 Forie[0..t—1] do By o
2 @iz, o8 d; - hy(vE, )]
@ Fori€llnsido 2 (R.S) « IrPP()
4 sk; s Z].ZO i ay ;5 vk < g™
5
6
7

. gdi
vk «— gao 30 R+ Hielr.ss RZSl
31 ¢ <+ ha(vk, M, R)
aux < (vki,..., vkns)

32 Return (R, c, {d;}icir.
Return vk, aux, {ski}ic[1..ns ( {di}icirss)

PSlh](Ir, 4, st;):
33 pp, < Ir.PP(7)
34 If st; mapPP(pp,;) = L then
35  Return (L,st;)
36 (ri, si) < st;.mapPP(pp,)
37 st;.mapPP(pp,) « L
LPP[h](%, pp, sto): 38 (R,c¢,{d;}jeir.ss)
< CompPar[h](st;.vk, Ir)
39 z; <15 +di - s; + - AU sty sk
40 Return ((R, z;),st:)

SPP[h](st:):

8 r<2Zp;s+—2Zp

9 pp+(9",9%)

10 st;.mapPP(pp) < (r,s)
11 Return (pp,st;)

12 stg.curPP; « stg.curPP; U {pp}
13 Return stg

LR[h](M, SS,sto):

14 If 3¢ € 85 : stg.curPP; = () then
15 Return L 4 Re L2440

16 Ir.msg « M ; Ir.SS « SS 42 For (R',2') € PS do

17 For i€ S5 do 435 T R=1then R+ R

44 If R# R then return (L,sto)
45z z+ 2

46 Return ((R, z), sto)

Agg[h](PS, sto):

18 Pick pp, from stg.curPP;
19 Ir.PP(®i) + pp,
20 stg.curPP; < sto.curPP; \ {pp,}

21 Return (Ir,sto) SVF[h](vk, Ir, sig):
V] (vk, M, sig): a1 (B, 2%) - sig
22 (R, z) + sig 48 (R, c,{d;}jeurss)

< CompPar[h](vk, Ir)

23 ¢ <+ ha(vk, M, R) .
49 Return (R=R") A (¢° = R-vk°)

24 Return (¢° = R - vk°®)

Figure 8: The protocol FROST1[G] and FROST2[G], where G is a cyclic group with prime order p
and generator g. Further, ns is the number of parties, and ¢ is the threshold of the schemes. We
require t < ns < p — 1. The protocol FROST1 contains all but the dashed box, and the protocol
FROST2 contains all but the solid box. The function h;(-) is computed as h(i,-) for i = 1,2. PS
denotes a set of partial signatures.

(for any set S C [1..ns]) as
J
A=
Ve
JES,iF#]
The algorithm CompPar is a helper algorithm that computes the parameters R, ¢, {d;}icir.ss used
during signing. We stress that the only difference between FROST1 and FROST2 is the way d;

is computed in CompPar. In FROST1, each d; is a different hash value for each server i, while in
FROST?2, d;’s are the same hash value for all servers.
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Games Gg»d! DLOG(X):
4 If T(X) # L then return T'(X)

INIT:
; 5 £+ £+ 1; T(X) + DLg,4(X)
1 cid«0; £+ 0; T+ () 6 Return T(X) '

FIN({yi }ic(cia)):
7 If £ > cid then return false

8 If Vi€ [cid] : y; = x; then

CHAL():
2 cid < cid + 1; xcia <3 Zp
3 Return g¥id

9 Return true
10 Return false

Figure 9: The OMDL game, where G is a cyclic group with prime order p and generator g.

It is not hard to verify that both schemes satisfy perfect correctness.

OVERVIEW OF OUR RESULTS. Crites, Komlo, and Maller [16] argue that FROST2 improves the
signing efficiency of FROST1 as the number of exponentiations for computing the nonce R is
reduced from at least ¢ to one, but they only consider TS-UF-0 security of FROST2. In this section,
we strengthen their results (however, in a setting without distributed key generation) by showing
FROST2 is actually TS-SUF-2-secure (under OMDL), but we also show it is not TS-UF-3 secure. In
contrast, we show FROST1 is TS-SUF-3-secure but not TS-UF-4-secure. Theoretically, our results
imply the separations between TS-(S)UF-2 and TS-(S)UF-3 and between TS-(S)UF-3 and TS-
(S)UF-4. Practically speaking, our results indicate a separation between the security of FROST1
and FROST2. To complete the picture, a TS-SUF-4 secure variant of FROST1 can be obtained via
the general transformation from Theorem although it is an interesting open question whether
a more efficient variant exists.

5.2 TS-SUF-2 Security of FROST2

We first show that FROST2 is TS-SUF-2-secure in the ROM under the OMDL assumption. The
OMDL assumption, introduced in [5], is formally defined in Figure [9] Formally, we show the
following theorem.

Theorem 5.1 For any TS-SUF-2 adversary A making at most qs queries to PPO and at most gy,
queries to RO, there exists an OMDL adversary B making at most 2qs + ns queries to CHAL such
that

AdvEREE 6(A) < \Ja- (AdvE"(B) +3¢2/p) |
where ¢ = qs + qp + 1. Moreover, B runs in time roughly equal two times that of A, plus the time
to perform at most (4ns+ 2) - q + 2qs + 2ns? exponentiations and group operations.

The previous analysis of FROST2 [16] can be seen as implying TS-SUF-0 security, either in
the AGM or under non-standard assumptions (which are, in turn, validated in the AGM). Our
result here proves stronger security, without relying on the AGM, but also without considering
FROST’s DKG. (We believe our analysis should extend, at least in the AGM, but we omit the
added complexity of the DKG in this paper.) The core of the proof is a reduction from OMDL,
which will need to use rewinding (via a variant of the Forking Lemma). The main challenge is
to ensure that the reduction can simulate properly with a number of queries to DLOG which is
smaller than the number of DL challenges. Further below, we are going to show that FROST2 is
not TS-UF-3 secure, thus showing the above result is optimal with respect to our hierarchy.
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Fork™ (z):

1 Pick the random coin p of A at random

2 hi,hy, ... he,hy + H

3 (I,0ut) « A(z, hi,..., hq;p)

4 If I = 1 then return L

5 (I/, Out') +— A(x,h1,...,hr-1, hll, o ,h;;p)
6 If I # I’ then return L

7 Return (I, Out, Out’)

Figure 10: The forking algorithm build from .A.

Proof of of Theorem Let A be an adversary as described in the theorem. Denote the
output message-signature pair of A as (M*, sig* = (R*, z*)). Without loss of generality, we assume
A always queries RO on hy(vk, M*, R*) before A returns and always queries RO on hy(vk, Ir) prior
to the query PS1GNO(4, Ir) for some i and Ir. (This adds up to ¢s additional RO queries, and we
let ¢ = qn, + gs + 1.) Denote Ir* as the leader query such that hy(vk, Ir*) is the first query prior to
the query ha(vk, M*, R*) satisfying SVf[h](vk, Ir*, sig*) = true. If such Ir* does not exists, Ir* is
set to L. Denote the event E; as

Vflh](vk, M*, sig*) A (Irf =L VvV Sao(lr*) <t —|CS]) .
It is clear that if A wins the game GEzSd:, then E; must occur, which implies Pr[E;] >

Advtﬁg%lsf%[@} (A). Therefore, the theorem will follow from the following lemma. (We isolate this
statement as its own lemma also because it will be helpful in the proof of Theorem below.) |

Lemma 5.2 There exists an OMDL adversary B making at most 2qs + t queries to CHAL such
that

Pr{Er] < y/g - (Adv@™(B) + 3¢2/p)
Moreover, B runs in time roughly twice that of A, plus the time to perform at most (4dns+2)-q+
2¢s + 2ns® exponentiations and group operations.

Before turning to the proof of Lemma [5.2] we first introduce the following variant of the forking
lemma that will be used within its proof.

Lemma 5.3 Let ¢ > 1 be an integer, S C [1..q] be a set, and H be a set. Let A be a randomized
algorithm that on input x,hi, ..., hq outputs a pair (I,0ut), where I € {L}US and Out is a side
output. Let 1G be a randomized algorithm that generates x. The accepting probability of A is defined
as

acc(A) = s IG,hf.I.‘.,hq <_$H[(I, Out) <—s A(x, hy,...,hg) : T #1].

Consider algorithm Fork” described in Figure . The accepting probability of Fork* is defined as

acc(Fork?) = Esrlc[a —sForkt(z) : a# 1].

Then, acc(Fork) > acc(A)2/]S].
The above lemma slightly extends the generalized Forking Lemma of Bellare and Neven [6] in the

sense that if A can only output index I within a given set S C [l..¢], then the final bound on
acc(Fork) depends only on |S| instead of q. The property allows us to get better bounds in our

19



analysis. The proof (which is very similar to that of the Forking Lemma of [6]) is deferred to
Appedndix [H.1}

Proof of of Lemma We first construct an algorithm C compatible with the syntax in
Lemma The input of C consists of (2¢s +t) uniformly random group elements Ay,...,A;—1, Uy,
Vi, ...,Uy, Vg, € G and uniformly random integers hy, ..., hoy € Z,. Also, C can access an oracle
DLoG, which on input X € G outputs DLg 4(X). (We can think of this oracle as part of C in the
context of the Forking Lemma, as C does not need to be efficient.) To start with, C initializes all
the states stg,...,sths. In addition, it initializes counters ctrg,ctry, to 0 and a function dt to an
empty table, which are used to record the DLOG query related to each (Uj;,V;). C also initializes
curLR <« () to record all leader requests that appears during the game and initializes ctrPP to an
empty table, which are used to record the counter corresponding to each token generated by honest
parties. We also use a flag BadPPO to denote whether a bad event occurs, which are initially set
to false. Then, C runs A with access to the oracles Im, P%, P%O, ﬁé, which are simulated
as follows.

INIT(CS): C initializes h to an empty table and sets vk < Ag, vk; = ;;%) A;-j for i € [1..ns], and
sk; = DLOG(Vvk;) for i € CS. Finally, C returns vk,aux = (vky,..., vkns), {ski}iccs.

RO query hy(x): If hy(z) # L, C returns hy(z). Otherwise, parse = as (;l/{, Ir). If the parsing

fails or vk # vk, C sets hy(x) <—s Z,, and returns hy(x). Otherwise, C increases ctry, by 1, sets
h2ctrh71

hi(z) < hactr,—1, and adds Ir to curLR. Also, C computes R < [[;c;-ss RiS; , where
(Ri, Si) < Ir.PP(i). If ha(vk, Ir.msg, R) = L, C sets ha(vk, Ir.msg, R) = hocty,,. In addition,
define mapLR/(ctry,) := Ir and set curLR < curLR U {lr}. Finally, C returns h;(z).

RO query ha(z): If hao(z) # L, C returns ha(z). Otherwise, parse z as (vk, M, R). If the parsing
fails or vk # vk, C sets ha(z) <—s Z, and returns ha(z). Otherwise, C increases ctrj, by 1 and
sets ha(z) ¢ hoctr,,- Finally, C returns ha(z).

P%(z) query: Same as in the game G',ésli%g%, except in the simulation of algorithm SPP, C first

increases ctrg by 1 and sets pp < (Uctr,, Vetr, ), sti.mapPP(pp) < (0,0), and ctrPP (i, pp) +
ctrg. In addition, BadPPO is set to true if there exists Ir € curLR such that Ir.PP(i) =
(Uctrsa ‘/ctrs)-

PSIGNO(i, Ir) query: Same as in the game Gf:sés(’)ug%, except in the simulation of algorithm PS, if

st;.mapPP(pp) # L, C sets z; < DLoG Ujdein ), where j < ctrPP(7, Ir.PP(7)). In

addition, C sets dt(j) < (i, k, d;, cA/*5S, 2;), where k denotes the index such that hy(vk, Ir) is
set to hog_1 during the simulation.

ce\lr.Ss

7
K3

After receiving the output (M*, sig* = (R*,z*)) from A, C returns L if BadPPO = true or F;
does not occur. Otherwise, C finds the index I such that ho(vk, M*, R*) is set to h; during the
simulation. By our assumption of .4, we know such I must exist. Then, C returns (I, Out), where
Out consists of all variables received or generated by C.

ANALYSIS OF C To use Lemma we define S := {2/{};36[1_(1] and |G as the algorithm that samples
2qs + t group elements uniformly from G and outputs them. From the simulation, we know the
output index I of C is always in S. Also, it is clear that C simulates the game G,t:SF'z%‘Sf}QQ perfectly
when all the inputs of C are uniformly sampled from their domain, which implies acc(C) > Pr[E;] —

Pr[BadPPO], where Pr[E;] refers to the probability in the original GEz34:3 game with A (as in
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the lemma statement), whereas Pr[BadPPO] is the probability that BadPPO = true at the end of
C’s execution. Since every pair Uj, V; is sampled uniformly from G, for each PPO(7) query, the
probability BadPPO is set to true is less than |curLR|/|G| < gp,/p. Therefore, we have Pr[BadPPO] <

4sqn/p- By Lemma
acc(Fork®) > (Pr[E1] — qsqn/p)?/q > Pr[E1]%/q — 2 Pr[Eilgsan/(p - q)
> Pr[En]?/q — 24 /p .

CONSTRUCT B FROM Fork® We now give a construct of the OMDL adversary B using Fork®, and
the available DLOG oracle. To start with, B queries INIT and queries CHAL oracle 2¢s + ¢ times
to generate Ao, ..., As—1,U1,V1,...,Uq,, Vg, as the input of Fork® and runs Fork®. Without loss of
generality, we can assume all the OMDL challenges are different, since otherwise, B can solve them
trivially. All DLoG queries from Fork® are relayed by B to DLOG oracle of the game G‘émdl. Denote

the event BadHash as any two of the scalars hi, ), ..., hq, h; generated in the execution of Fork®
are same. Since hi, hi, ..., hq, hy are sampled uniformly from Z,,, we know Pr[BadHash] < 2¢% /p.

It is left to show that if Fork® returns (I, Out, Out’) and BadHash does not occur, B can win the
game GOGmdl, which implies

Adv@Y(B) > acc(Fork®) — Pr[BadHash] > Pr[E1]%/q — 3¢ /p .

We directly use the notations in the description of C to denote the variables in Out and use (-)’
to denote the variables in Out’. By the execution of Fork®, we know (vk, M*, R*) = (vk', M*' R*')
and vk = Ap. Since I € 5, let k* = /2. It is not hard to see that mapLR(k*) = Ir*. (If
mapLR(k*) = L, Ir* is also L.)

We first show how to compute the discrete log of Ay, ..., A;_1. Denote the discrete log of Ag, ..., A¢_1
as ag,...,a;—1 and define a polynomial f(z) := f;é a;z’. Since BadHash does not occur, we
have ho(vk, M*, R*) = h; # h%; = hh(vk, M*, R*). Since g* = R“"Ag’, g = RxAgI, B com-
putes f(0) = ap = if_zh*,/. Define Ty :== {j : (i,k,d,c,z) < dt(j),k = k* }. For each
I
j € Tyt N Tyy, let (i,k,d, c,z) < dt(j) and (i',k',d',c,2") + dt'(j), and we have ¢g* = Ujdeka,
g7 = Ujde/ vkS . Since BadPPO = false during both execution of C, we know (U;,V;) is returned
by a query PPO(i) prior to the query ha(vk, M*, R*) during the first execution of C. Since the
two executions of C are exactly the same prior to the query ho(vk, M*, R*), we know i’ = i.

!

Also, we know d = hy, = hy= = hyy = d’. Therefore, B can compute f(i) = DLg4(vk;) = ==
Denote D = {i}jertdet,7(i7k7d7c7z)gdt(j). Since Fp occurs in the first execution of C, we know
|Tgt| = |S2(ir*)| < t — |CS|. Therefore, we know |D| = T4t N Tyy| < t — |CS|. Therefore, B can
pick an arbitrary set D’ € HS \ D with size (t — |CS| — |Tg N Tyy| — 1) and for each i € D', B
queries DLOG oracle on vk;. Therefore, B knows the value of f(i) for i € CSUDUD'U{0}. Since
|CSUDUD U{0}| =t, B can compute the value of ag,...,a;—; using Lagrange interpolation.

*

We now show how to compute the discrete log of Uy, Vi,...,Uy,,, V,,. Denote their discrete log as
UL, V1, ..., Ug,,Vg,. From the execution of C, we know dt(j) = (i,k,d,c,z) # L if and only if C
queries DLOG on Ujdeka. Therefore, denote DLOG(Ujdeka) as the DLOG query associated with
dt(j). For each j € gs, there are the following cases.

Case 0: Both dt(j) and dt'(j) are L. In this case, B computes u;,v; by directly querying oracle
DLoG(Uj) and DLOG(V}).

Case 1: Exactly one of dt(j) and dt/(j) is not L. Without loss of generality, assume dt(j) =
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(i,k,d, c, z), which implies ¢* = Uj; deka. B computes v; by directly querying oracle DLOG (V})
and computes uj =z —d-v; —c- f(i).

For all the following cases, both dt(j) and dt’(j) are not | and we denote (i, k, d, ¢, 2) < dt(j) and
(I K, d, 2« dt'(j).

Case 2: k # K or k = K > k*. In this case, we know d = hy # h), = d and ¢* = Ujdeka,

g7 = Ujde' kall. Therefore, B computes v; = zef (i)di Z;frc/'f(i/)

yuj =2z —d-vj—c- f(i).
Case 3: k =k’ = k*. In this case, B computes vj,u; the same as Case 1.

Case 4: k = k' < k*. B computes v;,u; the same as Case 1. Also, in this case, we have d = d'
and ¢ = ¢. Therefore, B queries DLOG oracle once in order to simulate the DLOG queries
associated with dt(j) and dt'(j).

We now count the number of DLOG queries made by B.

o B queries DLOG oracle |CS| times queries for simulating query DLOG(vk;) made by C for
each i € CS.

o B queries DLOG oracle |D’| times queries for computing aq, . . ., a;—1.

o For each j € qs, B queries DLOG twice for simulating query associated with dt(j) and dt’(j)
and computing u;,v; in case 0, 1, 2, 4 and queries 3 times in case 3.

Since the condition of case 3 is equivalent to j € Ty N1y, the total number of DLOG queries made
by B is equal to 2qs + [Ty N Tyy | +|CS|+|D’'| = 2¢s +t — 1. Therefore, B wins the game Ggndl. |

5.3 Security of FROST1

In this section, we show that FROST1 is TS-SUF-3-secure in the ROM under the OMDL assumption.
Formally, we show the following theorem.

Theorem 5.4 For any TS-SUF-3 adversary A making at most qs queries to PPO and at most gy,
queries to RO, there exists an OMDL adversary B making at most 2qs + t queries to CHAL such
that

AdVERSE 6)(A) < dns - g \/AdvE™(B) + 6q/p
where ¢ = qs + qn, + 1. Moreover, B runs in time roughly equal two times that of A, plus the time
to perform at most 6ns - q + 4qs + 2ns? exponentiations and group operations.

The proof here follows a similar pattern than that of Theorem but will be more complex.
In particular, the lesser tight bound is due to the fact that we need to consider an additional
bad event, which we upper bound via a different reduction from OMDL. As we explain in detail
below, this reduction will make use of a looser Forking Lemma, which is a variant of the “Local
Forking Lemma” [3], which only resamples a single random oracle output when rewinding. The
extra looseness is due to needing to ensure an extra condition when rewinding.

Proof of Theorem Let A be the adversary described in the theorem. Denote the output
message-signature pair of A as (M*, sig* = (R*,2*)). Without loss of generality, we assume .4
always queries RO on ha(vk, M*, R*) before A returns and always queries RO on hy(vk, Ir,i) prior
to the query PSIGNO(¢, Ir) for some 7 and Ir. (This adds up to ¢s additional RO queries, and we
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let ¢ = gn + gs + 1.) Denote Ir* as the leader query such that hy(vk, ir*,7) is the first RO query
prior to the ha(vk, M*, R*) query for some i satisfying SVf[h](vk, Ir*, sig*) = true. If such Ir* does
not exist, Ir* is set to L. Denote the event F as

Vflh](vk, M*, sig*) A (Irf =L VvV Sao(lr*) <t —|CS]) .
Denote the event Ey as
Vflh](vk, M*, sig*) A Ir* # L A So(lr®) # Ss(Ir*) .

If A wins the game GERSUT and Ir* # 1, we know either So(lr*) < t — |C'S| or So(Ir*) # Ss(Ir*).

Therefore, if A wins the game Gf;sé%lsf%, then either £y or Ey occurs, which implies

AdviRgstie (A) < Pr[Ey] + Pr(Ey] < 2max{Pr[E1], Pr[E,]} .

Thus, we conclude the theorem with the following two lemmas.

Lemma 5.5 There exists an OMDL adversary B making at most 2qs + t queries to CHAL such
that

Pr(Ey) < /g (Adv@™(B) + 3¢2(ns + 1)2/p)
Moreover, B runs in time roughly equal two times that of A, plus the time to perform at most
6ns - q + 4qs + 2ns® exponentiations and group operations.

Lemma 5.6 There exists an OMDL adversary B making at most 2qs queries to CHAL such that

Pr[Fs] < ns- q\/Q(AdV%mdl(B) +1/p) .

Moreover, B runs in time roughly equal two times that of A, plus the time to perform at most
6ns - ¢ + 4qs + 2ns? exponentiations and group operations.

This completes the proof of the theorem, subject to proofs of the lemmas that we discuss next. 1

The proof of Lemma [5.5] is almost the same as Lemma [5.2] so we omit the full proof. The
only difference is that C takes as input A1, ..., h(nsy1)q in order to simulate all RO queries. For a
RO query hy(vk,lr,i), C first enumerates all i’ € [ns] and assigns h(eer, —1)(ns+1)+ 0 h1(vk, Ir, ).
Then, C computes the nonce R for Ir and assigns hcyy, (ns41) t0 h2(vk, Ir.msg, R) if it is not assigned
any value yet. Similarly, for a new RO query hy(vk, M, R), its value is set to Pcte, (ns+1)- The rest
follows by similar analysis.

To prove Lemma [5.6] we need the following variant of the forking lemma, which extends the
local forking lemma of [3]. The difference is that forking is happening on two indices I, J (leading
to I’, J' in the forking) while in [3] there is a single I (and corresponding I’ in the forking). The
difference between a local forking ([3] and Lemma 9) versus classical (|6] and Lemma 5) is that in
the former only one point is resampled in forking while in the latter it is all points following the
fork. The proof is in Appedndix [H.2]

Lemma 5.7 Let ¢ > 1 be an integer and H and @Q be two sets. Let A be a randomized algorithm
that on input x, hy, ..., hy outputs a tuple (I,J,0ut), where I € {L}U[l..q], J € Q, and Out is a
side output. Let |G be a randomized algorithm that generates x. The accepting probability of A is
defined as

acc(A) := s IG,hlf,).l.r.,hq - H[(I, Out) <—s A(x, hi,..., hg) « I # 1].
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Forks'(z):

Pick the random coin p of A at random

hi,...,hqg +— H

(I, J,0ut) + A(z, h1,...,hq;p)

If I = 1 then return L

Wy« H

(', J,0ut’) < A(z,h1,...,hi—1, Wy, hig1, ..., hgs p)
If I #1' or J # J' then return L

Return (7, J, Out, Out’)

0w N O O b W N

Figure 11: The forking algorithm build from A.

Consider algorithm Forké4 described in Figure . The accepting probability of Fork§4 is defined as
acc(Forks') := (Ii;rlG[a s ForkM(z) : a# 1].
x

Then, acc(Fork3') > acc(A)%/(q - |Q]).

Proof of of Lemma We first construct an algorithm C following the syntax of the algo-
rithm described in Lemma The input of C consists of 2¢s; uniformly random group elements
U, Vi,...,U,,, Vg, € G and uniformly random vectors hy, ..., hnsq € (Z,). Similarly to the proof
of Lemma C can access DLOG oracle and at the beginning, initializes all the states stg, ..., Stps
as in the game G,t:sé%ugﬁ, and initializes the counters ctrg,ctry, to 0 and the function dt to an empty
table. C also initializes ctrPP to an empty table, which are used to record the counter corre-
sponding to &ic\h/token generated by honest parties. Then, C runs A with access to the oracles
IY\I\I/T, lgf\’f), PSiaNO, ﬁ\(/), which are simulated as follows. In the following description, we use ¢ to
denote the index of parties, j to denote the index of Uy, V1,..., Uy, V,,, and k to denote the index
of hi,..., hnsq-

IEIJT(CS): C initializes h to an empty table and samples ay,...,a;—1 uniformly from Z,. Define
flx) = ﬁ;é a;z*. Then, C sets vk « g/, vik; = ¢/ for i € [1..ns], and sk; < f(i) for
i € CS. Finally, C returns vk,aux = (vky,..., vkns), {ski}iccs.

RO query hy(z): If hi(z) # L, C returns hy(z). Otherwise, C parses = as (vk, Ir,7) for some
i € [L..ns]. If the parsing fails or vk # vk, C sets hy(z) <s Z,, and returns hy(x). Otherwise, C
increases ctry, by 1 and sets hy(vk, Ir, ) < hng(ctr, —1)44 for each i € [1..ns]. In addition, define
mapLR(ctry,) := Ir. Then, C computes R < [[;c;r g5 RiSt, where (R;, S;) + Ir.PP(i) and
d; = hy(vk,lr,i). If hao(vk, lr.msg, R) = L, C sets ha(vk, Ir.msg, R) <—s Z,,. Finally, C returns
hl(:c)

RO query hy(z): If hy(x) # L, C returns hy(z). Otherwise, C sets hy(z) s Z,, and returns ha(x).

].:%(2) query: Same as in the game GJ“FSFE?)uéﬁ, except in the simulation of algorithm SPP, C first
increases ctrg by 1 and sets pp < (Uctr,, Vetr, ), Sti.mapPP(pp) « (0,0), and ctrPP(i, pp) «

ctrg.
PSIGNO (i,lr) query: Same as in the game G,t:sli%‘sf}?’l, except in the simulation of algorithm PS, if
st;.mapPP(pp) # L, C computes z; + DLOG (Ujdei> + eSS £ (i), where j + ctrPP(i, pp).
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In addition, C sets dt(j) < (k,di, 2z — cAI"SS . f(i)), where k denotes the index such that
hi(vk,lr,i) is set to hy during the simulation.

After receiving the output (M*, sig* = (R*, z*)) from A, C returns (L, L, 1) if Fy does not occur.
Otherwise, we know So(ir*) > 0 and Sa(lr*) # S3(Ir*). Therefore, there exists k£* and ¢* such
that mapLR(k*) = Ir* and ¢* € S3(lr*) \ S2(lr*). (Since Sa(lr*) C S3(Ir*), we must have Sg(ir*) \
Sao(lr*) # 0.) Since i* € S3(lr*), there exists j* € [l..gs] such that Ir*.PP(:*) = (Uj«, Vj+). If
dt(j*) = L, C sets J < L. Otherwise, let (k,d,z) « dt(j*) and C sets J = k. Then, C returns
(ns(k* — 1) +4*,J,Out), where Out consists of all variables received or generated by C, including
ik I

ANALYSIS OF C To use Lemma [5.7, we define 1G as the algorithm that samples 2¢; group elements

uniformly from G and outputs them. The output J is either L or in [1..(ns- ¢)]. It is not hard to
see that C simulates the game G}SF}%ISf}Sl perfectly when all the inputs of C are uniformly sampled
from their domain, which implies acc(C) > Pr[Es], where Pr[Es] refers to the probability in the
original G‘JFSFE?)qu}?’l game with A4 (as in the lemma statement). By Lemma

Pr[Es]? - Pr[Es]?

Fork$) > :
ace(Forkz) ns-q(ns-qg+1) — 2ns2¢?

CONSTRUCT B FROM Fork® We now give a construct of the OMDL adversary B using Fork®. To
start with, B queries INIT and queries CHAL oracle 2¢, times to generate Uy,V1,...,U,,,V;, as the
input of Fork® and runs Fork®. Without loss of generality, we can assume all the OMDL challenges
are different, since otherwise, B can solve them trivially. All DLOG queries from Fork® are relayed by
B to DLOG oracle of the game GOGmdl. Denote the event BadHash as hy # h';, where I are outputted
by the first execution of C. Since hy, I are independent of A, we know Pr[BadHash] < 1/p.

It is left to show that if Fork® returns (I, J,0ut, Out’) and BadHash does not occur, B can win the
game GOGmdl, which implies

Adv2™d(B) > acc(Fork®) — Pr[BadHash] > PrBs] /p.
- ~ 2ns2¢?
We directly use the notations in the description of C to denote the variables in Out and use (-)’ to
denote the variables in Out’. We first show how to compute the discrete log of U;, V; for j # j*.
Denote u;,v; as the discrete log of U;, V;. There are the following cases.

Case 0: Both dt(j) and dt'(j) are L. In this case, B computes u;,v; by directly querying oracle
DroG(Uj) and DLoG(V}).

Case 1: Exactly one of dt(j) and dt'(j) is not L. Without loss of generality, assume dt(3)
(k,d, z), which implies ¢g* = U jde. B computes v; by directly querying oracle DLOG(V;) and
computes uj = z — d - vj.

For all the following cases, both dt(j) and dt'(j) are not L and we denote (k,d,z) < dt(j) and
(K, d,2") « dt'(j).

Case 2: d # d'. In this case, B computes v; = 2:—3:, uj =z —d-vj.

Case 3: d = d'. In this case, B computes v;, u; the same as Case 1. Also, since d = d’, B queries
DLOG oracle only once in order to answer queries DLOG(U; de) and DLOG(U; de/) from Fork®.
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Adversary A]NIT,PPO,PS[GI\'O,RO .

CS + {3,4} ; (vk, aux, {sks, ska}) <s INIT(CS)

(R1,51) <s PPO(1) ; (Ra, S2) ¢—s PPO(2) ; v < Al34 /1123
lr.msg < M ; Ir.SS + {1,2,3}

Ir.PP(1) + (R1,S1) ; Ir.PP(2) « (Ra, S2)

Ir.PP(3) « (R} 'Ry',877"S; 1)

z1 <+ PS1GNO(1, Ir)

d + RO(1,vk,Ir) ; R+ R}S7"; ¢ « RO(2, vk, R, M)

Z4 vz + c()\§1‘3’4} - sks + /\2{11’3‘4} - ska)

Return (M, (R, z))

© 00 N o O b W N

Figure 12: Adversary A that wins the game GFROST2, where M is a fixed message.

From the execution of C, we know dt(j) = (k,d, z) # L if and only if C queries DLOG on (Ujde).
Therefore, denote DLOG(Ujde) as the DLOG query associated with dt(j). For all the above cases,
B queries DLOG oracle twice for simulating DLOG queries associated with dt(j) and dt’(j) and
computing u;, v;.

We now show how to compute u;+ and vj«. From the execution of Fork§, we know vk = vk’ and
mapLR (k) = mapLR/(k) for all k¥ < I, which implies Ir* = mapLR(I) = mapLR/(I) = Ir*'. Since
E5 occurs in both executions of C, we know SVf(vk, ir*, (R*, 2*)) = true and SVf(vk, Ir*, (R*, 2*')) =
true are valid. Therefore, g*° = R*gaoc, R* =3 ci*ss RiSZ-di, g7 = R¥'goo¢ R* = > icirss Ri Sd’,
where (R;, i) = Ir.PP(i), ¢ = ha(vk, M*,R"), ¢ = hy(vk, M*, '), and d; = hy(vk, Ir*, i),

d; = hi(vk,lr*,i). Since for each i # i* we have d; = hpgp+_1)4; = dj, we have g7 7 =

dix—d’

%g“o(c_c/) = 8,7 % gaole=¢) - Therefore, C can compute vjx = %’2’;6). IfJ=1 B

computes u;j= by querying DLOG(Uj+) directly. In this case, B queries DLOG only once to com-
pute uj+ and vj-. If J # L, let (k,d,z) « dt(j*) = and (K',d’,2') < dt(;*). Then, B com-
putes ujx = z — d - vj=. Since i* & Sy(lr*), we know k # I.(Otherwise, suppose k = I. Since
I = ns(k* — 1) + ¢* and mapLR(k*) = Ir*, we know a PSIGNO(*, Ir*) is made and does not
return L during the simulation, which implies i* € Sa(Ir*).) Thus, we have ¥/ = J =k # 1
and d = hy = d', which means B only needs to query DLOG once to simulate the DLOG queries
associated with dt(j) and dt’(j). Therefore, the total number of DLOG queries made by B is equal
to 2¢gs — 1, which implies B wins the game GOGmdl. |

5.4 Attacks for FROST1 and FROST2

FROST2 1s NoT TS-UF-3 SECURE Consider the setting where ns = 4 and ¢ = 3 and the adversary
A for the game G533, described in Figure |12 We now show that AdvERdic3,(A) = 1. From the

{1,2,3}

. A -
execution of PSIGNO, we know g*t = Ry S{vk}! °. Therefore,
{1,2,3} {1,3,4} {1,3 4}
2 pyady. 17N I I APV,
g° = R|S] vk, vks vky!
{1.3.4}
= RQC'ZZE{1 sy =R-vk°,

which implies (M, (R, z)) is valid for vk. Also, it is clear that Sa(lr) = {1} and Ss(Ir) = {1,2},
which implies the condition tf3(/r) does not hold. Therefore, A wins the game GEzdlss, with
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Adversary ANTPPO,PSIGNO,RO.

CS + {5,10} ; (vk, aux, {sks, skio}) <s INTT(CS)

(R1,51) +sPPO(11) ; s2,72,83,73 5 Zp

lr.msg «+ M ; Ir.SS + {11, 15,20}

Ir.PP(11) + (R1,S51) ; Ir.PP(15) « (g2, 4%%) ; Ir.PP(20) < (¢",g°®)

z1 < PSIGNO(11, Ir)

For ¢ € {11,15,20} do d; + RO(1, vk, Ir, )

R« Rlsldllg"“2+"°3+32'415+33‘d20 e RO(Q, vk, R, M)

2421+ T2+ 73+ 82 - dis + 83 dao + ¢ sks + AT skyo)
Return (M, (R, z))

© 00 N o O b W N

Figure 13: Adversary A that wins the game GtFSF_zléfs_%p where M is a fixed message.

probability 1.

FROST1 1s NoT TS-UF-4 seCURE Consider the setting where ns = 20 and ¢ = 3 and the adversary
A for the game GErdlc%, described in Figure We now show that AdvERSsH (A) = 1. From

A{11,15,20}

the execution of PSIGNO, we know g*' = RlS{l“vkﬁl ‘. The key observation here is that
{11,15,20} _ 15-20 _ 25 _ 5-10 _ {5.10,11}
ALl — (A5—11)(20—11) — 3 — (6—11)(10—11) — ALl - Therefore,
{11,15,20} {5,10,11} {5,10,11}
. . A e AL e A :
g = R15f11grz+7‘3+82 d15+s3-dao vk ch5‘) CVkl(l)O ¢
oS )\{5,10,11}'51(2'
— Rg 216{5,10,11} i — R-ch,

which implies (M, (R, z)) is valid for vk. Also, it is clear that Sy(lr) = {11} and S4(ir) =
{11,15, 20}, which implies the condition tf4({r) does not hold. Therefore, A wins the game Gthli%fs_%l
with probability 1.

The reason why the attack is possible for FROST1 is because the honest server 11 replies to the
leader request [r with tokens Ir.PP(15) and /r.PP(20) not generated by the honest servers 15 and 20
but by the adversary instead. Therefore, the attack is prevented by the general transformation from
TS-SUF-3 security to TS-SUF-4 security described in Fig.[d]since after the transformation an honest
server replies to a leader request only when all the tokens within the request are authenticated by
the corresponding servers, and it is not possible for the adversary to generate authenticated tokens
on behalf of honest servers.

Acknowledgments

We thank the Crypto 2022 referees for their detailed and constructive feedback on the paper, which
we have implemented to the best of our ability.

References

[1] M. Bellare, E. Crites, C. Komlo, M. Maller, S. Tessaro, and C. Zhu. Better than advertised security for
non-interactive threshold signatures. In Y. Dodis and T. Shrimpton, editors, Advances in Cryptology
- CRYPTO 2022 - 42nd Annual International Cryptology Conference, 2022, Proceedings, volume 7 of
Lecture Notes in Computer Science, page ? Springer, 2022. [7]

27



2]

3]

[4]

[10]

[11]

M. Bellare and W. Dai. The multi-base discrete logarithm problem: Tight reductions and non-rewinding
proofs for Schnorr identification and signatures. In K. Bhargavan, E. Oswald, and M. Prabhakaran,
editors, INDOCRYPT 2020, volume 12578 of LNCS, pages 529-552. Springer, Heidelberg, Dec. 2020.

M. Bellare, W. Dai, and L. Li. The local forking lemma and its application to deterministic encryption.
In S. D. Galbraith and S. Moriai, editors, ASTACRYPT 2019, Part III, volume 11923 of LNCS, pages
607-636. Springer, Heidelberg, Dec. 2019.

M. Bellare, C. Namprempre, and G. Neven. Unrestricted aggregate signatures. In L. Arge, C. Cachin,
T. Jurdzinski, and A. Tarlecki, editors, ICALP 2007, volume 4596 of LNCS, pages 411-422. Springer,
Heidelberg, July 2007.

M. Bellare, C. Namprempre, D. Pointcheval, and M. Semanko. The one-more-RSA-inversion problems
and the security of Chaum’s blind signature scheme. Journal of Cryptology, 16(3):185-215, June 2003.

Bl IS

M. Bellare and G. Neven. Multi-signatures in the plain public-key model and a general forking lemma.
In A. Juels, R. N. Wright, and S. De Capitani di Vimercati, editors, ACM CCS 2006, pages 390-399.

ACM Press, Oct. / Nov. 2006.

M. Bellare and P. Rogaway. Random oracles are practical: A paradigm for designing efficient protocols.
In D. E. Denning, R. Pyle, R. Ganesan, R. S. Sandhu, and V. Ashby, editors, ACM CCS 93, pages
62-73. ACM Press, Nov. 1993. [f

M. Bellare and P. Rogaway. The security of triple encryption and a framework for code-based game-
playing proofs. In S. Vaudenay, editor, FEUROCRYPT 2006, volume 4004 of LNCS, pages 409-426.
Springer, Heidelberg, May / June 2006. m

A. Boldyreva. Threshold signatures, multisignatures and blind signatures based on the gap-Diffie-
Hellman-group signature scheme. In Y. Desmedt, editor, PKC 2003, volume 2567 of LNCS, pages

31-46. Springer, Heidelberg, Jan. 2003. [3] [ [0} 14} [I6]
D. Boneh, R. Gennaro, and S. Goldfeder. Using level-1 homomorphic encryption to improve threshold

DSA signatures for bitcoin wallet security. In T. Lange and O. Dunkelman, editors, LATINCRYPT 2017,
volume 11368 of LNCS, pages 352-377. Springer, Heidelberg, Sept. 2017. [3]

D. Boneh, R. Gennaro, S. Goldfeder, A. Jain, S. Kim, P. M. R. Rasmussen, and A. Sahai. Threshold
cryptosystems from threshold fully homomorphic encryption. In H. Shacham and A. Boldyreva, editors,
CRYPTO 2018, Part I, volume 10991 of LNCS, pages 565-596. Springer, Heidelberg, Aug. 2018.

D. Boneh, B. Lynn, and H. Shacham. Short signatures from the Weil pairing. In C. Boyd, editor,
ASIACRYPT 2001, volume 2248 of LNCS, pages 514-532. Springer, Heidelberg, Dec. 2001.

D. Boneh, B. Lynn, and H. Shacham. Short signatures from the Weil pairing. Journal of Cryptology,
17(4):297-319, Sept. 2004.
R. Canetti, R. Gennaro, S. Goldfeder, N. Makriyannis, and U. Peled. UC non-interactive, proactive,

threshold ECDSA with identifiable aborts. In J. Ligatti, X. Ou, J. Katz, and G. Vigna, editors, ACM
CCS 2020, pages 1769-1787. ACM Press, Nov. 2020. 3] [7]

E. Crites, C. Komlo, and M. Maller. How to prove schnorr assuming schnorr: Security of multi- and
threshold signatures. Cryptology ePrint Archive, Report 2021/1375, 2021. https://eprint.iacr.org,/2021/
1375. [

E. Crites, C. Komlo, and M. Maller. How to prove schnorr assuming schnorr: Security of multi-and
threshold signatures. Cryptology ePrint Archive, 2021.

A. De Santis, Y. Desmedt, Y. Frankel, and M. Yung. How to share a function securely. In 26th ACM
STOC, pages 522-533. ACM Press, May 1994. [3]

Y. Desmedt. Society and group oriented cryptography: A new concept. In C. Pomerance, editor,
CRYPTO’87, volume 293 of LNCS, pages 120-127. Springer, Heidelberg, Aug. 1988. [3]

28


https://eprint.iacr.org/2021/1375
https://eprint.iacr.org/2021/1375

[19]

[20]

Y. Desmedt and Y. Frankel. Threshold cryptosystems. In G. Brassard, editor, CRYPTO’89, volume
435 of LNCS, pages 307-315. Springer, Heidelberg, Aug. 1990.

G. Fuchsbauer, E. Kiltz, and J. Loss. The algebraic group model and its applications. In H. Shacham
and A. Boldyreva, editors, CRYPTO 2018, Part II, volume 10992 of LNCS, pages 33—62. Springer,
Heidelberg, Aug. 2018.

R. Gennaro and S. Goldfeder. Fast multiparty threshold ECDSA with fast trustless setup. In D. Lie,
M. Mannan, M. Backes, and X. Wang, editors, ACM CCS 2018, pages 1179-1194. ACM Press, Oct.
2018. B

R. Gennaro, S. Goldfeder, and A. Narayanan. Threshold-optimal DSA/ECDSA signatures and an
application to bitcoin wallet security. In M. Manulis, A.-R. Sadeghi, and S. Schneider, editors, ACNS
16, volume 9696 of LNCS, pages 156—174. Springer, Heidelberg, June 2016.

R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin. Robust threshold DSS signatures. In U. M. Maurer,
editor, EUROCRYPT 96, volume 1070 of LNCS, pages 354-371. Springer, Heidelberg, May 1996. [3 [4]
L0

R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin. Secure applications of Pedersen’s distributed key
generation protocol. In M. Joye, editor, CT-RSA 2003, volume 2612 of LNCS, pages 373-390. Springer,
Heidelberg, Apr. 2003. [3]

R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin. Secure distributed key generation for discrete-log
based cryptosystems. Journal of Cryptology, 20(1):51-83, Jan. 2007. @

R. Gennaro, T. Rabin, S. Jarecki, and H. Krawczyk. Robust and efficient sharing of RSA functions.
Journal of Cryptology, 13(2):273-300, Mar. 2000.

S. Goldwasser, S. Micali, and R. L. Rivest. A digital signature scheme secure against adaptive chosen-
message attacks. STAM Journal on Computing, 17(2):281-308, Apr. 1988.

J. Groth. Non-interactive distributed key generation and key resharing. Cryptology ePrint Archive,
Report 2021/339, 2021. https://eprint.iacr.org/2021/339.

J. Katz and M. Yung. Threshold cryptosystems based on factoring. In Y. Zheng, editor, ASI-
ACRYPT 2002, volume 2501 of LNCS, pages 192-205. Springer, Heidelberg, Dec. 2002. [5]

C. Komlo and I. Goldberg. Frost: flexible round-optimized schnorr threshold signatures. In International
Conference on Selected Areas in Cryptography, pages 34-65. Springer, 2020. [3 [} [B [7} [16]

C. Komlo, I. Goldberg, and T. Wilson-Brown. Two-Round Threshold Signatures with FROST. Internet-
Draft draft-irtf-cfrg-frost-01, Internet Engineering Task Force, Aug. 2021. Work in Progress.

B. Libert, M. Joye, and M. Yung. Born and raised distributively: fully distributed non-interactive
adaptively-secure threshold signatures with short shares. In M. M. Halldérsson and S. Dolev, editors,
38rd ACM PODC, pages 303-312. ACM, July 2014.

Y. Lindell, A. Nof, and S. Ranellucci. Fast secure multiparty ECDSA with practical distributed key
generation and applications to cryptocurrency custody. Cryptology ePrint Archive, Report 2018/987,
2018. https://eprint.iacr.org/2018/987.

U. M. Maurer. Abstract models of computation in cryptography (invited paper). In N. P. Smart, editor,
10th IMA International Conference on Cryptography and Coding, volume 3796 of LNCS, pages 1-12.
Springer, Heidelberg, Dec. 2005.

National Institute of Standards and Technology. Multi-Party Threshold Cryptography, 2018—Present.
https: //csrc.nist.gov/Projects/threshold-cryptography.

T. P. Pedersen. Non-interactive and information-theoretic secure verifiable secret sharing. In J. Feigen-
baum, editor, CRYPTO’91, volume 576 of LNCS, pages 129-140. Springer, Heidelberg, Aug. 1992.
0]

29


https://eprint.iacr.org/2021/339
https://eprint.iacr.org/2018/987
https://csrc.nist.gov/Projects/threshold-cryptography

[37] V. Shoup. Lower bounds for discrete logarithms and related problems. In W. Fumy, editor, EURO-
CRYPT’97, volume 1233 of LNCS, pages 256-266. Springer, Heidelberg, May 1997.

[38] V. Shoup. Practical threshold signatures. In B. Preneel, editor, EUROCRYPT 2000, volume 1807 of
LNCS, pages 207-220. Springer, Heidelberg, May 2000. [3] [5]

[39] D. R. Stinson and R. Strobl. Provably secure distributed Schnorr signatures and a (¢,n) threshold
scheme for implicit certificates. In V. Varadharajan and Y. Mu, editors, ACISP 01, volume 2119 of
LNCS, pages 417-434. Springer, Heidelberg, July 2001.

[40] H. Wee. Threshold and revocation cryptosystems via extractable hash proofs. In K. G. Paterson, editor,
EUROCRYPT 2011, volume 6632 of LNCS, pages 589-609. Springer, Heidelberg, May 2011.

[41] A. Yun. Generic hardness of the multiple discrete logarithm problem. In E. Oswald and M. Fischlin,
editors, EUROCRYPT 2015, Part II, volume 9057 of LNCS, pages 817-836. Springer, Heidelberg, Apr.
2015.

A Reference schemes and proofs of relations between notions

Fix t,ns such that 2 <t < ns. The reference schemes are shown in Figure [T4]

Proposition A.1 Suppose DS is a signature scheme and 2 < t < ns. Let RTS/[DS] (¢ =1,2,3,4)
be the reference threshold schemes defined in Figure Then: (1) For all ¢ € {1,2,3,4}, if DS
is UF-CMA-secure then RTSy[DS]| is TS-UF-f-secure, and (2) For all £ € {2,3,4}, if DS is unique
and SUF-CMA-secure then RTS,[DS] is TS-SUF-/-secure.

The proof of the above proposition is rather straightforward. We now use these schemes to prove
the separations claimed by the dotted arrows in Figure

TS-UF-1 % TS-UF-2. We need to exhibit a scheme TS that is TS-UF-1-secure but not TS-UF-2-
secure. Let TS = RTS;[DS] (Figure where DS is a UF-CMA-secure standard signature scheme.
Proposition says this achieves TS-UF-1. We now give an attack showing it fails TS-UF-2. The
idea is that the adversary can make partial-signing requests to t servers, all with the same message
but with [r.SS, and thus Ir itself, varying across the requests, so that So(lr) stays small for any
particular Ir, and non-triviality under tfo is maintained. Proceeding to the details of the attack,

fix a message M, and consider the following adversary A for game G%-sgf‘tf'gz

Adversary A

CS « 0 ; (vk, aux, ) s Init(CS)

lri.msg <— M ; Iry.SS < [1..t] ; lra.msg <— M ; Ire.SS «+ [2..t + 1]
For i € [1..t — 1] do psig; s PSIGNO(3, lr1)

psig, s PSIGNO(t, Iry)

sig < (Ir1, [1..t], {psig; }icp.q s FIN(M, sig)

Uk W

We claim that Adv%—sgﬁf'z (A) = 1. The adversary has gathered ¢ valid signatures, so the condition
at line 18 of Figure|14|is met, and TS.Vf(vk, M, sig) = true. Now we need to show that the forgery
is non-trivial, meaning tfo(lr1) = tf2(lry) = false. Indeed, we have [Sa(lr1)| =t—1<t—|CS| =t
and |Sg(l’f’1)| =1<t— ’CS| =1t.

TS-SUF-2 % TS-UF-3. We need to exhibit a scheme TS that is TS-SUF-2-secure but not TS-UF-3-
secure. Let TS = RTS2[DS] where DS is a unique SUF-CMA-secure standard signature scheme.
Proposition [A-]] says this achieves TS-SUF-2. We now give an attack showing it fails TS-UF-3.
The idea is that the adversary can set Ir.PP values as it wishes, and in particular different from
the honest ones, so that S3(Ir) is empty. Proceeding to the details of the attack, fix a message M,

and consider the following adversary A for game G%%t;f'?’:
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RTS/[DS].Kg:

1 Fori=1,...,ns do (vk;,sk;) +s DS.Kg

2 vk + (vki,...,vkns) ; Return (vk,e,ski,...,skns)
RTS,[DS].SPP(st):

3 Return (g, st)

RTS¢[DS].LPP(pp,sto):

4 Return sto

RTS,[DS].LR(M, S5, sto):

5 lr.msg < M ; Ir.SS < SS

6 Fori€ Ir.SSdo Ir.PP(i)+¢ [/ {=2,3,4

7 Return (Ir,sto)

RTS,[DS].PS(Ir, st):

8 If (st.me ¢ Ir.SS or |lr.SS| < t) then return (L, st)
9 If (Ir.PP(st.me) # ¢) then return (L,st) /£ =3,4
10 psig <s DS.Sig(st.sk, Ir.msg) /£ =1

11 psig < DS.Sig(st.sk,Ir) J £ =2,3,4

12 Return (psig, st)

RTS,[DS].Agg(lr, {psig, }icir.ss, sto):

13 sig < (Ir, Ir.SS, {psig, }icir.ss) ; Return (sig, sto)
RTS,[DS].Vf(vk, M, sig):

14 (vky,...,vkns) = vk ; (Ir, F,{psig, }icF) < sig

15 If (Ir.msg # M or F ¢ Ir.SS) then return false

16 T+ {i€F : DS.Vf(vk;, M, psig,) } [ £=1

17 T+ {i€ F : DS.Vf(vk;, Ir,psig;) } [ £=2,3,4
18 Return (T'=F and [T| >t) J £=1,2

19 E<~{i€lrSS : IrPP(i)=c};Return (T=E=Fand |T|>t) ) {=3
20 Return (T =1r.SS=Fand |T|>1t) J (=4
RTS.[DS].SVf(vk, Ir, sig): J/ £ =2,3,4

21 (Ir', F,{psig, }icr) <+ sig

22 Return (RTS¢[DS].Vf(vk, lr.msg, sig) and ir = Ir")

Figure 14: Reference threshold signature schemes RTS,/[DS]| associated to signature scheme DS for
(=1,2,3,4.

Adversary A

1. CS «+ 0 ; (vk,aux,() «<s Init(CS)

2. lr.msg < M ; Ir.SS « [1..t] ; For i € [1..t] do Ir.PP(i) < 0
3. For i € [1..t] do psig; +—s PSIGNO(i, Ir)

4. sig « (Ir, [1..4], {psig; }icp1..q s FIN(M, sig)

We claim that Advthgff'S (A) = 1. The adversary has gathered ¢ valid signatures, so the condition
at line 18 of Figure|14]is met, and TS.Vf(vk, M, sig) = true. Now we need to show that the forgery
is non-trivial, meaning t£3(Ir) = false. Indeed, we have So(ir) = [1..t] but S3(Ir) = 0.

TS-SUF-3 # TS-UF-4. We need to exhibit a scheme TS that is TS-SUF-3-secure but not T'S-UF-4-
secure. Let TS = RTS3[DS] where DS is a unique SUF-CMA-secure standard signature scheme.
Proposition says this achieves TS-SUF-3. We now give an attack showing it fails T'S-UF-4.
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Letting E be the set of all ¢ € [r.SS such that ir.PP(i) is correct, meaning equals ¢, the idea is that
the adversary can let E be a strict subset of Ir.SS and then pass verification using only signatures
from E. Proceeding to the details of the attack, fix a message M, and consider the following

adversary A for game G%-Sg‘;f"l:

Adversary A

CS + 0 ; (vk, aux, ) s Init(CS)

Ir.msg < M ; Ir.SS < [1..t + 1]

Ir.PP(t+1) < 0; For i € [1..t] do Ir.PP(i) « ¢
For i € [1..t] do psig; <—s PSIGNO(i, Ir)

sig < (Ir, [1..t], {psig; }ic1.q 5 FIN(M, sig)

Gl W=

We claim that Adv?éﬁf"l(fl) = 1. At line 19 of Figure |14 we have E = [1..t] and thus line 19
returns true, so TS.Vf(vk, M, sig) = true. Now we need to show that the forgery is non-trivial,
meaning tf4(lr) = false. Indeed, we have Sy(lr) = [1..t] but S4(lr) = [1..t + 1].

TS-UF-4 % TS-SUF-2. We need to exhibit a scheme TS that is TS-UF-4-secure but not TS-SUF-2-
secure. First, if z € {0,1}*, it is convenient to let pre(z) be the first bit of = and suff(z) the rest.
Now, let DS* be a unique SUF-CMA-secure standard signature scheme, and modify it to a scheme
DS as follows: Let DS.Sign(-,-) < 0||DS*.Sign(-,-) and let DS.Vf(-, -, psig) <= DS*.Vf(-, -, suff (psig)).
Then DS is UF-CMA-secure, but, since flipping the first bit of psig does not affect its valid-
ity, not SUF-CMA-secure. Now, consider RTS4[DS], and, for it, an alternative verification algo-
rithm RTS4[DS].Vf’ that is as in Figure [14] except that line 17 is changed to T < {i € F
DS.Vf(vk;, Ir, psig;) and pre(psig;) = 0 }. Let TS be the same as RTS4[DS] except that we change
SVf as follows: at line 22 of Figure invoke RTS,[DS].Vf’ rather than RTS4[DS].Vf. (Note that
TS.Vf stays as in RTS4[DS] as shown in Figure The modified verification algorithm is only used
by TS.SVf. Also note the latter meets the required condition of accepting at most one signature per
key and message, due to the uniqueness of DS*.) Proposition says RTS4[DS] is TS-UF-4-secure,
and hence so is TS, because the only difference between these two is in SVf and TS-UF-4 does not
depend on this. We now give an attack showing TS fails TS-SUF-2. The idea is to exploit lack of
SUF-CMA-security of the base scheme DS. Proceeding to the details of the attack, fix a message
M, and consider the following adversary A for game Gthgf‘;‘f'Q, where flipl(x) returns string = with
its first bit flipped:

Adversary A

1. CS « 0 ; (vk,aux, () <s Init(CS)

2. Ir.msg < M ; Ir.SS «+ [1..t] ; For i € [1..t] do Ir.PP(i) < ¢

3. For i € [1..t] do psig} <—s PSIGNO(3, Ir) ; psig; < flipl(psig})

4. sig < (Ir,[1..t],{psig; }ie(1..q) ; FIN(M, sig)

We claim that Advic2(A) = 1. Line 18 of Figure [14| returns true, so TS.Vf(vk, M, sig) = true.

Now we need to show that the forgery is non-trivial, meaning tsfs(lr, vk, sig) = false. Indeed,
TS.SVf(vk, Ir, sig) = false because the first bit of psig; is 1 for all i € [1..t].

B Proof of Theorem

Proof of of Theorem [3.1] -: We describe a construction of the adversary B as follows. B runs A
with access to the oracles INIT, PPO PSIGN O, RO, which are simulated as follows.
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INIT(CS): B randomly samples a set ECS € [1..ns]\ CS of size t—|CS|—1 and makes an oracle query
INIT(CSUECS) in the game G%—Sg‘lf‘o. After receiving vk, aux, {sk;}iccsurcs, B sets st;.sk <
sk;, st;.vk «— vk, and st;.aux < aux for all i € ECS. Finally, B returns vk, aux, {sk; }iccs.

lglgf)(z) query: Same as in the game G¥!, except when i € [1..ns] \ (CS U ECS), B directly
relays the query to oracle PPO in the game GtTS;lf'O.

P%O(i, Ir) query: Same as in the game G45""!, except when i € [1..ns]\ (CS U ECS) directly
relays the query to oracle PS1eNO in the game Gﬁ-sguf'o. In addition, denote L and S; as L

and S; defined in the game Gthguf'l. B also updates the set L and gl(lr.msg) the same as in
the game GzUL.

fi?)(x) query: B directly relays the query to oracle RO in the game G%—S§“f'0.

After receiving the output (M*, sig*) from A, denote the event GoodECS as gl(M*) CECS. If A
wins the game Gthg‘If'l and GoodECS occurs, B returns (M*, sig*). Otherwise, B aborts.

Denote the event WIN as A wins the game G%—S§Uf'1 simulated by B. We first show B wins the game

GUU0 if WIN A GoodECS occurs. From the simulation, we know S;(M*) = Sy (M*)\ ECS, where

S1(M*) is defined in the game G¥:%0. Since WIN A GoodECS occurs, we know (M*, sig*) is valid

for the public key vk and S;(M*) = (), which implies B wins the game GtTS§Uf‘0.

Therefore, it is left to show that Pr[WIN A GoodECS| > ) 1 )AdvtTS§“f'1(.A). We first fix a set
t—1

S € [l..ns] with size less than ¢ and consider the case when CS = S. If WIN occurs, we know
IS1(M*)| < t — |CS|. Since B perfectly simulates the game G%¥:'0 no matter which ECS is
picked, we know the set S;(M™) is independent of the choice of ECS, which implies
Pr[GoodECS |WIN A CS = 5] =Pr | ECS € $(M*) [WIN A CS = 5|
1 1

S T

Therefore,
Pr[GoodECS] = 3" Pr[GoodECS|WIN A CS = S]-Pr[WIN|CS = S|
SC|[1..ns],
|S|<t
1
> S e Pr[WIN|CS = S]
SC[1..ns], (tfl)
|S|<t
1 1 ts-uf-1
(t—l) (t—l)
1

C Proof of Theorem [3.2

Proof: This proof only deals with TS-SUF-4 security, but a similar proof also works for TS-UF-4
security.
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BINIT,PPO,PSIGNO,RO(): 1%(1)

1 For i € [1..ns] do 12 tpp < PPO(7)
2 (svky,ssk;) < DS.Kg 13 tsig <—s DS.Sig(ssk;, pp)
3 (M, sig) + Am,},ﬁﬁ),Pmo,ﬁ>() 14 Return (tpp, tsig)

4 If WIN A (—BadLR) occurs then
5  Return (M, sig)
6 Else abort

P%O(i, Ir):
15 For i € Ir.SS do
16 (pp;, tsig;) < Ir.PP(7)

INIT(CS): 17 If DS.Vf(svki, pp,, tsig,) = false then
7 vk, taux, {tsk; }secs s INIT(CS) 18 Return L

8 For i € CS do 19 Return PS1GNO(%, OriginLR(Ir))

9 sk; < (tsk;, sski) Eé(x)

10 aux <« (taux,svki,...,Svkns)

20 Ret RO
11 Return vk, aux, {sk;}iccs eturn (z)

Figure 15: Adversary B for the proof of Lemma B also compute the sets L, PP, and Sa(ir),

Ss(Ir), S4(lr) for each Ir € L following the same logic as in the game G478 and thus can check

whether the event WIN A (—=BadLR) occurs.

Let A be the adversary described in the theorem. After A returns, denote the event BadLR as
there exists Ir such that So(lr) > 0 and S3(ir) # S4(Ir). Denote the event WIN as A wins the game
G4 Then, we have

AdviELTE1(A) < PrWIN A (-BadLR)] + Pr[BadLR] .

Thus, we can conclude the theorem with the following two lemmas.

Lemma C.1 There exists a TS-XX-3 adversary B making at most qs1 queries to PPO, at most
gs2 queries to PSIGNO, and at most q, queries to RO such that

Pr[WIN A (-BadLR)] < Advi5*3(B) .

Moreover, B runs in time roughly equal that of A

Lemma C.2 There exists a SUF-CMA adversary C making at most qs1 queries to SIGNO such
that

Pr[BadLR] < ns - Advgi~ma(C)

Moreover, C runs in time roughly equal that of A

Proof of of Lemma We give a construction of the adversary B in Fig. where B runs
A by simulating the game G'/’f{SSUf"L. The simulation is done simply by relaying all queries from A
to the oracles in the game GEng‘Jf'?’ and doing the extra authentication parts by B itself. It is clear
that B simulates the game GrtAS{SS‘lf'4 perfectly, which implies the probability that B does not abort
is equal to Pr[WIN A (—BadLR)].

Therefore, it is left to show that if B does not abort, then B wins the game G%—Sgsuf'?’. Suppose
WIN A (—BadLR) occurs in the game Gf—}SSUf"" simulated by B. We use L, PP, Sy, S3, and S4 to
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denote the variables L, PP, Sy, S3, and S4 in the game GtTS§S“f'3. From the simulation, we know
L = {OriginLR(Ir) }jre. For any Ir € L, denote Ir = OriginLR(Ir), and we have lr.msg = Ir.msg and
TS.SVf[h](vk, Ir, sig) = true if and only if ATS.SVf[h]|(vk, Ir, sig) = true. Since the output (M, sig)
must be valid for the public key vk due to WIN occurs, to show B wins the game Gthgsuf'3, we just
need to show for any Ir € L such that Ir.msg = M and ATS.SVf[h](vk, Ir, sig) = true, it holds that

(IS2(tr)| <t = [CS]) v (Sa(lr) # S3(lr)) - (1)
Since WIN occurs, we know either |[Sa(lr)| < t —|CS| or Sa(lr) # Sa(lr). If [Sa(lr)| < t —|CS],
from the simulation, we know |Sy(Ir)| = [So(lr)| < t — |CS|, which 1mphes holds. Otherwise,
we have [So(lr)] > ¢t —|CS| > 0 and Sa(lr) # S4(lr). Since BadLR does not occur, we have
S3(lr) = S4(lr) = HS M Ir.SS. Therefore, for any i € HS N Ir.SS, it holds that Ir.PP(i) € PP;,
which implies Ir.PP(i) € PP;. Since Ir.SS = Ir.SS, we have S3(l7”) HS N Ir.SS. Therefore, we
have Sy(Ir) = Sa(Ir) # S4(Ir) = HS N Ir.SS = S3(Ir), which implies (1)) holds. I

Proof of of Lemma We describe a construction of the adversary C as follows. To start
with, C queries INIT() oracle and receives svk*. Also, C initializes all the states sto,...,stns. Then,

C runs A with access to the oracles IEI/T7 P%, P%O, ﬁ(), which are simulated as follows.

IT\ITT(CS ): Same as in the game Gy b“f' , except C additionally randomly picks an index i* € HS
and sets (svk;=, sskj«) < (svk* 1) instead of generating them by DS.Kg. Also, C initializes
h to an empty table.

F%(z) query: Same as in the game GtAS{SSuf"", except when i = ¢*, in the execution of SPP[h](st;«),
C computes tsig <—s SIGNO(tpp) instead of generating it by DS.Sig.

PSIGNO(4, Ir) query: Same as in the game G,

RO(z) query: If h(z) # L, C returns h(z). Otherwise, C sets h(x) s Z, and returns h(x).

After receiving the output from A, denote the event GoodInd as there exists Ir* € L such that
So(Ir*) > 0 and i* € S4(ir*) \ Sz(ir*). If GoodInd does not occur, B aborts. Otherwise, B returns
(tpp,=, tsig;« ), where (tpp;«, tsig;«) < Ir*.PP(:*).

We first show that B wins the game GE4-™ if GoodInd occurs. Since Sa(Ir*) > 0, we know for all
i € Ir*.SS, DS.Vf(svk;, tpp,, tsig;) = true where (tpp;, tsig;) < Ir*.PP (7). Since i* € S4(Ir*)\Ss(lr*),
we have (tpp;«, tsig;-) & PP;+. From the simulation, we know PP;+ = @, where @ is defined in the
game G%‘sf'cma. Therefore, we know (tpp;«, tsig;«) is valid for svk* = svk;~ and (tpp;-, tsig;«) € Q,
which implies B wins the game beusf'cma.

It is left show that Pr[GoodInd] > L Pr[BadLR]. We first fix a set S € [1..ns] with size less than ¢
and consider the case when CS = S. If BadLR occurs, then there exists Ir € L such that Sg(ﬁ") >0
and S4(Ir) # S3(Ir), which implies S4(Ir) \ Sz(Ir) # 0. ! Since C perfectly simulates the game
G4 no matter which * is picked, we know the set Ss(Ir) \ Sa(Ir) is independent of the choice
of +*, which implies

Pr[Goodind|BadLR A CS = §] =Pr |i* € Sy(Ir) \ Sa(Ir) |BadLR A CS = §]

1 1
> > —
“ns—|S| T ns

ISince S3(Ir) C Sa(Ir), we must have Sg(Ir) \ Sa(Ir) # 0 if S4(Ir) # Ss(Ir).
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Game Gég_t_Vth /| Set G is the range of the encoding, |G| is prime.

InIT():

1 p <+ |G| ; E <s Bijections(Z,,G) J Think “ E(z) = ¢*”

2 1+ E(0) ; g+ E(1) / Think 1 the identity and g generator
3 y<sZy;Y < E(y)

4 Fori=1,...,t do xi] +sZp, ; X[i] + E(x[i])

5 GL+ {1,¢9,Y, X[1],..., X[t]}

6 Return 1,¢,Y, X[1],..., X[t]

Op(A, B,sgn): J A,B € G and sgn € {+,—}

7 If (A ¢ GL or B ¢ GL) then return L

8 c+ (E7Y(A)sgn E7Y(B)) mod p ; C + E(c¢) ; GL < GL U {C}
9 Return C'

EvaL(a): [ e € ZL,

10 VecSet < VecSet U {a}

11 Z+ E(y-(a,z)) ; GL+ GLU{Z}
12 Return Z

FIN(Z, a):

13 If (v € span(VecSet)) then return false
14 If (Z ¢ GL) then return false

15 Return (Z = E(y - (o, x)))

Figure 16: Game defining ¢-VCDH problem in the generic group model.

Therefore, we have

Pr[Goodind] = _  Pr[Goodind |BadLR A CS = S]-Pr[BadLR|CS = S]
SC[1..ns],
|S|<t

1 1
Z —Pr[BadLR| CS = S| = — Pr[BadLR] .
SClL.ng), ™ ns
|S|<t

v

D Security proof for VCDH in the GGM

In this section, we prove that the t-VCDH assumption holds in the generic group model (GGM) (37,
34]. Our GGM framework and proof follow [2].

GGM DEFINITIONS. Suppose G is a set whose size p = |G| is a prime, and E : Z,, — G is a bijection,
called the encoding function. For A, B € G, define A opgy B = E(E71(A) + E7!(B)). Then G is a
group under the operation opy, [41], with identity element E(0), and the encoding function becomes
a group homomorphism: E(a + b) = E(a) opg E(b) for all a,b € Z,,. The element g =E(1) € G is a
generator of this group, and E~!(A) is then the discrete logarithm of A € G relative to g. We call
opg, the group operation on G induced by E.

In the GGM, the encoding function E is picked at random and the adversary is given an oracle
for the group operation opy induced on G by E. Game GgGg_t_Vth in Fig.|16|defines, in this way, the
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Games [Gmg], Gmy

INnIT():
1 Veip |Gl ;y+sZ,
2 Fori=1,...,t do x[i] +s Z,

3 1+ VE(0); g + VE(1); Y « VE(Y)
4 Fori=1,...,t do X[i] + VE(X;)
5 Return 1,4,Y, X[1],..., X[¢]

VE(p): / Here p € Z,[Xq,..., X, Y.

6 If (TV[p] # L) then return TV][p]

7 v+ p(x,y); C+sG\V

8 If TE[v] # L then bad < true; m
9 V<« Vu{C}; TE[v]+ C

10 TV]p] «- C; TI[C] < p ; Return TV]p]

VE~Y(C): J Here TI[C] # L.
11 Return TI[C]

Or(A, B,sgn): / Here TI[A], TI[B] # L and sgn € {+,—}
12 p <+ VE7'(A) sgn VE7'(B) ; C < VE(p) ; Return C

EvaL(a): / Here a € Z},

13 VecSet « VecSet U {a}

14 p i alil - XY ; Z <« VE(p)
15 Return Z

FIN(Z,«): J Here TI[Z] # L.

16 If (o € span(VecSet)) then return false
17 p 22:1 ali] - X;Y

18 Return (Z = VE(p))

Figure 17: Games Gmg and Gm; for the proof of Theorem [D.1]

t-VCDH problem. The set G parameterizes the game, and the random choice of encoding function
E:Z, — G is shown at line 1. Procedure OpP then implements either the group operation opg on
G induced by E (when sgn is +) or its inverse (when sgn is —). Set GL holds all group elements
generated so far. Oracle EVAL takes a € ng to return what in the generic group corresponds to Y

raised to the power (a, x). We let Adngg_t_Vth(.A) = Pr[G%g_t_Vth(A)] be its ggm-vedh-advantage.

SECURITY OF t-VCDH IN THE GGM. The following upper bounds the ggm-vcdh-advantage of an
adversary A as a function of ¢ and the number of its OP and EVAL queries.

Theorem D.1 Let G be a set whose size p = |G| is a prime. Let t > 1 be an integer. Let A
be an adversary making Qap queries to its OP oracle and Q5" queries to its EVAL oracle. Let
q=QQ" + QB + ¢ +4. Then

AdV%g_t_Vth(A) < Q(qp_ 1) ] (2)

We note that the bound tells us that the hardness of the t-VCDH problem in the GGM is comparable
to that of the discrete logarithm and the CDH problems.
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Proof of Theorem @: The proof will consider two games Gmg and Gm;. Beyond the proce-
dures of game G%g_t_vc , the games also define procedures VE and VE ™!, the polynomial encoding
and its inverse. These procedures are not exported, meaning can be called only by other game
procedures, not by the adversary.

Throughout, we assume the adversary A makes no trivial queries. By this we mean that the checks
at lines 7 and 14 of game G%g_t_wdh are not triggered. In our games the consequence is that we
assume TI[A], TI[B] # L in any OP(A, B, sgn) query and TI[Z] # L in the FIN(Z, ) query.

We start with game Gmg of Figure claiming that

AdvE e Ay = Pr[Gmg(A)] . (3)

The game picks y, [1], ..., z[t] in the same way as game GgGg_t_Vth. However, the encoding function

E is generated implicitly and lazily, via the table TE. Moreover, this table is set indirectly by calling
the procedure VE, which we call the polynomial-encoding function, on the indicated polynomial
arguments. In particular, VE takes as input a (¢ + 1)-variate polynomial? p € Zp[X1, .. X, Y]
and returns E(p(x,y)). By induction, one can easily see that we always query VE with the correct
polynomials, so that running either of G%;g_t_wdh and Gmgq with the same E, the same adversary’s
randomness, and the same @,y, would generate the same values to the adversary. Therefore,
GgGg_t_Vcclh and Gmg behave identically and, Equation holds.

A bit more precisely, to implement VE, the game maintains two tables TV : Z,[Xq,..., X, Y] —
GU{Ll}and TI: G — Z,[Xy,..., X, YJU{L} (the “I” stands for “inverse”). The only subtle point
is that it is possible that TV[p] = TVI[p'] = C for two distinct polynomials p # p’, and TI[C] = p,
i.e., only one inverse is defined. However, when this is the case, v = p(x,y) = p’(x, y) must hold,
and thus either polynomial can be used later when TI[C] = p, as only the evaluation on x, y matter
here.

Moving on, the second game Gmy; is also depicted in Figure [I7], and is identical to Gmy, except for
the minor difference that the encodings are no longer a function of the evaluation of the polynomial,
but of the polynomial itself. Therefore, now, even when p(x,y) = p’(x,y), the outputs of VE(p) and
VE(p') are distinct (and uniform). As bad is set exactly the frist time that we encounter two such
polynomials,, Gmy and Gm; are equivalent-until-bad, and thus, by the Fundamental Lemma [g],

Pr[Gmg(A)] < Pr[Gm;(A)] + Pr[Gm; (A) sets bad] . (4)

In Gmy, the outputs of all VE calls are independent of  and y, and the latter are only used to set
bad, which also does not affect the behavior. Therefore, we can equivalently sample & and y at the
end of the execution, and check whether any of the VE queries would have provoked bad <« true.
For this to happen, there must exist two queries VE(p;) and VE(p;) such that p; # p;, and

pi(z,y) — pj(z,y) =0. (5)
Because every polynomial p that is queried to VE has degree at most 2, the same is true for
Pi(X1,. ., Xe, Y) —pj(Xq,..., X, Y). Hence, the probability that Equation holds is at most 2/p
by the Schwartz-Zippel lemma. Further, as VE is invoked at most ¢ times, there are most (g) such
pairs p;, pj, and thus, by the union bound,

2 -1
Pr[Gm;(A) sets bad] < 7) .2 2 ala—1) . (6)
2) p p
Finally, to conclude the proof, we argue that Pr[Gmj(.A)] = 0. This is because by our assumption
*Here Z,[X1,...,X¢, Y] is the set of (¢t + 1)-variate polynomials with coefficients in Z, and (formal) variables
X1, ., X, Y.
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BINIT,EVAL(): 13?.6(1)

1 (X,Y) +s InIT() 18 Return L
2 " <s[l.gq); M* + L
AI,I\?;F,PTIB-(/),PEIEI\I/O,P&) ()

Pglz}_I?O(i7 Ir):

19 M < lr.msg

20 S1(M) + S1(M) U {i}
21 If M # M™ then

Ir cc.
22 psig vk 33 P

i
k3

3 (M, sig) s
4 If M = M* then

—eq k X (0)-sk;
5 Z_szg/szlY 3(0)-sk;
6  Return (a9, 2)
7 Else abort

23 Else
INIT(CS): 24 A+ EvaL(a®)
: Alrss
8 Require: CS = [1..k], k <t 25 psig — (Hf:1 YA () -sk; ~A) i

9 HS <+ [l.ns]\ CS
10 For 4 € [1..k] do
11 ski <—s Zp; vk ngi

26 If |S1(M™)| >t — k then abort
27 Return psig

12 For i € [k + 1..t] do vk, + X[i] RO(M): // Random oracle
13 For ¢ € [t + 1..ns] do 28 cnt < cnt + 1

14 vk« H;:I vkj."(i) 29 If cnt = 4* then

15 vk []'_, vk’ 0 MM

16 aux = (vki,..., vkns) 31 TM]«+Y; DIM] + L
17 Return vk, aux, {sk;}iccs 32 Else

33 y<sZy,; TIM] < ¢g¥; DIM] + vy
34 Return T[M]

Figure 18: Adversary B for the proof of Theorem [.1]

that A makes no trivial queries, upon invoking FIN(a*, Z*), there must exist a polynomial p such
that TV[p] = Z*. Further, by construction, this polynomial can only be in the linear span L of
the polynomials 1, Xy, ..., X; and the polynomials >>¢_; a[i] - X;Y for each a € VecSet. If A indeed
wins, because a* ¢ span(VecSet), we necessarily have that p = >°¢_; a*[i] - X;Y ¢ L. Therefore,
VE(p) is a fresh query to VE, which returns a value different from Z*, and thus Gm;j(A) returns
false. 1

E Proof of Theorem [4.1]

Proof: We give a construction of the adversary B in Figure [I[§] Whenever we say that B aborts,
we mean that B stops returning a default output. For notational convenience, we do not make calls
to FIN explicit, rather we let A and B produce an output, which is (implicitly) processed by FIN.
Morover, to reduce notational overhead, we assume without loss of generality that A asks for CS =
[1..k], where k < t. (This can always be achieved by permuting the servers indices accordingly.)
Furthermore, we also assume that A queries RO on M prior to any query PSIGNO(i, Ir) such that
Ir.msg = M. (This adds up to ¢s additional RO queries, and we let ¢ = g, + ¢s be the total number
of RO queries of the resulting adversary.) In the description of B, for any j € [1..k], we also define
the j-th Lagrange polynomials as

NX) = ] X=J

. _ .I .
jreangy
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Recall in particular that p(X) = S2t_; Mi(X) - ; is the unique degree ¢ — 1 polynomial such that
p(i) = y; for all i € [1..t]. We also use a®) ¢ Zf, for x € Z,, to denote the vector such that

@p—J 0 if j € [1..k],
b= Ni(z) ifjek+1.1].

Let us define V = {a® : z € [0..ns] \ [1..k]}, and we note that any ¢ — k vectors in V are
linearly independent. To see this, consider the ((t — k) x (t — k))-dimensional matrix whose t — k
rows consist of the vectors a("”i)[k + 1..t], i.e., the last t — k components of ) for some distinct
Z1y..., Tk ¢ [1..k]. Then, this matrix has full rank ¢ — k, as the columns are the evaluations
of the Lagrange polynomials Agy1,..., A at z1,..., 24k, and as we argue next, they are linearly
independent. (Which in turn implies that the rows of the matrix are linearly independent.) Indeed,
if they were not independent, we would have npi1,...,1m: € Z,, not all of them equal zero, such
that

t
Z 77]" Zﬁ] xz —0

j=k+1
for all i € [1..t — k], where we have set 7y = --- =1, = 0. This would mean in turn that there exist
a non-zero degree t — 1 polynomial which is zero at all ¢ points [1..k] U {z1,..., 2k}, which is a

contradiction with the fact that such a polynomial can have at most t — 1 zeros.

For now, let us ignore the abort condition within P%O(i, Ir). Then, we claim that the simulation
of A’s execution within B is perfect when X,Y are a proper t-VCDH instance, i.e., when X and
Y are both uniform. In particular, all generated keys have the right distribution, i.e., vk; = ¢
where sk; = p(i) for a random polynomial p of degree t — 1. Further, the output of every RO query
is uniform and independent.

Most importantly, a call to PSIGNO(4, Ir) always returns psig = H/\%LT'SS'Ski, where H is the response
for a RO query on input M = lr.msg. This is easy to see when M # M™*, in which case we do know
the discrete logarithm D[M] of H, and thus H = gP[M]-ski — VkiD[M]. Instead, if M = M*, then
we have H =Y, and

YI—YZJ L sk (i YZ sk)\(z_ (a® z) HYsk,\(z_

where A + EvaL(a®).

Finally, assume that A indeed breaks TS-UF-1 security, i.e., it outputs M, sig such that sig = H¥,
where sk = DLg 4(vk) = §'=1 A;(0) - sk;. Moreover, [S;(M*)| < t — k. Then, if M = M*, we also
h%f =Y, and therefore Z = y (@) Moreover, at most t — k — 1 queries have been made to
PS1GNO for M*, which in turn means that at most ¢ — k — 1 EVAL queries have been made by B.
By the linear independence properties we established above, we have a(®) is not in the span of the
prior EVAL queries, and thus B breaks ¢-VCDH. Therefore, for B to succeed, we need that (1) A’s
succeeds and (2) M = M* for the final forgery output by A. The probability that both happen is
exactly
AV (B) > 1/q - AdVEYElG, neyi(A) -

The additional abort condition ensures that B always makes at most t — k — 1 < ¢t — 1 queries to
EvaAL, and does not affect its success probability. 1
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F CDH (loosely) implies --VCDH

The following lemma suffices in some applications to reduce the hardness of t-VCDH to that of CDH.
Its use is not really necessary in our results (although it can, with some care, give an alternative
flow to obtain a loose reduction to CDH for TS-UF-1 security of BLS).

Lemma F.1 Let G be a cyclic group with generator g and prime order p. Let 1 < g < t — 1.
Further, let V C Z;, be such that every q + 1 vectors in V are linearly independent. Let A be a
t-VCDH adversary which makes g < t — 1 EVAL queries such that all o € Z; nput to EVAL and
FIN are in V. Then, there exists a CDH adversary B such that

Advg™™M(A) < V- <|V|q_ 1) - Advi™(B) .

Moreover, B runs in time equals that of running A, plus, roughly, the time to compute a matrix
inverse in Z;Xt, and the time to compute 3t exponentiations in G.

For example, if V' consists of all ¢ unit vectors in ZZ, and ¢ =t — 1, the loss in the above bound is
exactly t—this corresponds to the naive reduction guessing the coordinate ¢ for which the adversary
computes Y?. Proof: The CDH adversary B is given X = ¢*,Y € G, and needs to compute

Z =Y?". We give the adversary in Figure In the description, we use a function Extend which,
on input a sequence of linearly independent vectors (i, ..., oq41) from Z; (where ¢ <t —1), it
returns (g2, ...,04) < Extend(ay, ..., aq41) such that {ag, ..., o} is a basis of Z;. Here, we
think of the vector a as a column vector, with a’ being its transpose. In B’s description, (f)
denotes all size-r subsets of a finite set S. We allow the adversary B to abort, with an implicit
understanding that it terminates by outputting a fixed group element in this case. (The specific

choice is irrelevant.)

To analyze how well B succeeds, define first € ZJ, such that x[i] = DLg¢(X[i]). Also, let us
extend & with &[g + 1] = DLg 4(X). It is easy to see that « is uniform over Z, because M is full
rank, and thus the simulated X has the correct distribution. Furthermore, as long as no abort
occurs, the answers to EVAL queries are correct. This is because

T T

a,t)=a’z=a Mz =e'z = a[i] .
1 1 K]

For a similar reason, if A indeed outputs Z = Y{@at1:2) e both Z = V@) and a* = fo ]
hold, then Z = YZlat+1 = yDle,g(X),
Therefore, with £ being the event that B does not abort,

Advgh(B) > Pr[E A Z =y

where the greater-equal takes into account the fact that when aborting, the default output may
also be, occasionally, correct. To compute the probability on the RHS, we can consider a different
experiment where EVAL responds correctly with Yi®t) even if a ¢ {ai,...,a4}. (Clearly, this
cannot be done efficiently, as in general this will require knowledge of DLg 4(X).) Moreover, the
event F is only defined at the end of the experiment, when A outputs (a*,7), and occurs if
a* # gy or one the EVAL queries is not in {aq, ..., a4}

The probability Pr {E AN Z = Y<°‘**$>} has not changed in this experiment, yet the view of A is
now independent of the choice of a, ..., a4y1 and thus of the event E. Therefore,

Pr [E N = Y(a*@)} — PI‘[E] . Adngth(A)
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B(): INIT():

1 (X,Y) s INIT() 12 Return (X,Y)

2 g1 +sVi{a,...,aq} s (V\{";‘”l}) m(a):

3 (ag+2,--- 7Tozt) + Extend(ai,...,aq41) BHT%G [l.q] : @ = a; then
x 14 Return Y[

LA M — AT ) A M € ZZXt 15 Else abort
af

5 Fori € [1.t]\ {g+ 1} do &[i] = Z,; X[i] + ¢*

6 X[g+1]« X

7 For i e [l1..t] do

s X[i] « [[,_, X[j™M0

9 (a*,Z) «s A'”A‘/T‘m()

10 If &® # ag4+1 then abort

11 FKlse return Z

Figure 19: Adversary B for the proof of Lemma [F.T

whereas

This concludes the proof. |

G TS-UF-0 Security of BLS

For completeness, the following theorem establishes the TS-UF-0 security of BLS based on the
CDH assumption. The proof is simpler to the one given for Theorem but very similar in spirit,
and for this reason, we only give a proof sketch.

Theorem G.1 (TS-UF-0 security of BLS) For any TS-UF-0 adversary A making at most qs
queries to PSIGNO and at most qp, queries to RO, there exists a CDH adversary B such that

AdvEe 1 (A) < (an + ) - AdvE™(B) . (7)

Moreover, B runs in time roughly equal that of A, plus the time to perform at most 2ns + qs + qp,
exponentiations and group operations.

We can then use Theorem to obtain a bound for TS-UF-1 based on CDH alone, but this
will incur a multiplicative loss of ns’~!. This may be acceptable in scenarios with few servers (e.g.,
ns =10, t = 3.)

Proof of Sketch: Let A be the given TS-UF-0 adversary. We observe without loss of generality
that we can assume A corrupts ¢t — 1 parties. (This is unlike TS-UF-1.) Furthermore, we assume
that CS = [1..t —1]. Then, the construction of B is given in Figure using some of the notational
machinery from the proof of Theorem As we did there, we also assume that A queries RO on
M prior to any query PSIGNO(é, Ir) such that lr.msg = M. (This adds up to gs additional RO
queries, and we let ¢ = g, + ¢s.) Then, it is not hard to argue that B satisfies Equation . |
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BINIT,EVAL ()

1

" s [l.gl; M* + L

lgf\’a(i, ctz):
15 Return L

2 (M, sig) s AIN]T,PPO,PSIGNO,RO () Pg[z}-];o(% lr):
3 If M = M™ then
. Return 7 16 M < lr.msg
17 If M # M™ then
5 Else abort . Al ss.D[M]
. 18 psig < vk;*
INIT(CS): 19 Else abort
6 Require: CS = [1..t — 1] 20 Return psig
H 1. —
! fe)[( ns]\ €S RO(M): J/ Random oracle
8 VK < e
9 Forie[l.t—1] do ot Cnt<—cni+1
10 sk s Zy; vk — gk 22 If ent = ¢* then
i 3] i *
11 For 4 € [t..ns] do 2 M eM
5 vk v Htfl BENO) 24 T[M]«+Y; DM+ L
i j=1 V%

13 aux = (vky,..., vkns) 25 Blse
14 Return vk, aux, {sk; }iccs 26y Zp TIM] < g% DIM] -y

’ ’ 27 Return T[M]

Figure 20: Adversary B for the proof of Theorem
H Proofs of forking lemmas

H.1 Proof of Lemma [5.3

Proof: For any ¢ € S, hq, ...

}/i(x,hl,...,hifl) = Pr
«$

Riy.oihg

Then, we have

acc(A) =Y Pr

TLaclGhi, g S H

= EociGh,his s 0[Yi(@, ha, .

€S

Thus, we have

acc(Fork?) = Z

€S

(I,0ut) < A(zx, hq, ...
(I',0ut’) « A(z, hy, . ..

=Y EpiGh,his s i@, b,

€S

> (BociGhn,hsy <s 1 Yij (@, b, ..

1€S

1
> 5 . (Z EziG.h,...,

i€S
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Pr
241G, h1 oo b o bl <8 H

7h‘q)7
7hi—17 h;7 LR h;l):l

,h;—1 € H, and input z, define
H[I: i:(I,0ut) « Az, hi,...,hg)| .

[I=i:(I,0ut) < A(z,hi,..., hy)]

yhiz1)] -

=1 =i:

 hiz1)?]

 hiz1)])?

2
hi 1 <sHYi(x, b, .., hz‘1)]>




acc(A)?
= , (12)
5]
where ([10) is due to the fact that E[X?] > (E[X])? and (11)) is due to the fact that .7, a? >
(i)’ 1
n i=1%) -

H.2 Proof of Lemma 5.7

Proof: Denote h; = (h1,...,hi_1,hit1,...,hy) € HT™'. Forany i € [1..q], j € Q, h; € H"!, and
input x, define

Yij(@, hy) = Pr [I=1i,J=j:(I,J,0ut)+ Az, hi,...,hg) .

hi <8 H
Then, we have
q
= Pr I=iJ=j:(I t hi,....h
acc(A) ;JGQ%'G JPr =T = (17,0ut) = A By
q A
=Y > B g es ma [Yig (@, )]
i=1je0
Thus, we have
F kA I:I,:.,J:J,:': 13
ace(For ;ém—lc iy, hn,h’<—$H[ ! J (13)

(I,J,0ut) < A(z, hi,..., hy),
(I,, J/, Out') < .A(."L‘, hl, ey ]’Lz;l, h;, hi+1, hq)]

q
= Z Er<—IG,fzi s ma—11Yij (T hz’)Z] (14)
i=1jeQ
I L N2
>33 (Baciois oo o Vi (@, 1)) (15)
i=1j€Q
2
q ‘Q| (leQExHGh s ga-1Yig (@ h)]) (16)
7 JjE
A 2
=iar w

where is due to the fact that E[X?] > (E[X])? and (16]) is due to the fact that >, a? >
1( n 2 I
n =1 az)
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