YITP-22-73

Certified Everlasting Functional Encryption

Taiga Hiroka!, Tomoyuki Morimae!, Ryo Nishimaki?, Takashi Yamakawa'~

!Yukawa Institute for Theoretical Physics, Kyoto University, Kyoto, Japan
{taiga.hiroka,tomoyuki.morimae } @ yukawa.kyoto-u.ac.jp
INTT Corporation, Tokyo, Japan

{ryo.nishimaki.zk,takashi.yamakawa.ga} @hco.ntt.co.jp

July 28, 2022

Abstract

Computational security in cryptography has a risk that computational assumptions underlying the security are
broken in the future. One solution is to construct information-theoretically-secure protocols, but many cryptographic
primitives are known to be impossible (or unlikely) to have information-theoretical security even in the quantum world.
A nice compromise (intrinsic to quantum) is certified everlasting security, which roughly means the following. A
receiver with possession of quantum encrypted data can issue a certificate that shows that the receiver has deleted
the encrypted data. If the certificate is valid, the security is guaranteed even if the receiver becomes computationally
unbounded. Although several cryptographic primitives, such as commitments and zero-knowledge, have been made
certified everlasting secure, there are many other important primitives that are not known to be certified everlasting
secure.

In this paper, we introduce certified everlasting FE. In this primitive, the receiver with the ciphertext of a message
m and the functional decryption key of a function f can obtain f(m) and nothing else. The security holds even if the
adversary becomes computationally unbounded after issuing a valid certificate. We, first, construct certified everlasting
FE for P/poly circuits where only a single key query is allowed for the adversary. We, then, extend it to g-bounded one
for NC? circuits where g-bounded means that ¢ key queries are allowed for the adversary with an a priori bounded
polynomial g. For the construction of certified everlasting FE, we introduce and construct certified everlasting versions
of secret-key encryption, public-key encryption, receiver non-committing encryption, and a garbling scheme, which are
of independent interest.



Contents

1 Introduction
1.1 Background . . . . . . . L e e e e e e e
1.2 OurResults . . . . . . . . e e e
1.3 Related Works . . . . . . . . . e e e e e

2 Preliminaries
2.1 NOtAtiONS . . & . vt o e e e e e e e e e e e e e e e e e e e e e e e e e
2.2 Quantum Computations . . . . . . . o v vt e e e e e e e e e e e e e
2.3 Cryptographic Tools . . . . . . . . L o e e e e e e e e e
3 Certified Everlasting Secret Key Encryption
3.1 Definition . . . . . ..o e e e e e e
3.2 Construction with QROM . . . . . . . . . . . e
3.3 Construction without QROM . . . . . . . . . o e e e e
4 Certified Everlasting Public Key Encryption
4.1 Definition . . . . .. . e e e e e e e
4.2 Construction with QROM . . . . . . . . . . e e e e e e
4.3 Construction without QROM . . . . . . . . . . . . e e e
5 Certified Everlasting Receiver Non-Committing Encryption
5.1 Definition . . . . . . oL e e e e e e e e e e e
5.2 COonStruCtion . . . . . v v v v i e e e e e e e e e e e e e e e e e e e e
6 Certified Everlasting Garbling Scheme
6.1 Definition . . . . . . . . L e e e e e e e
6.2 ConStruCtON . . . . . v v v i i e e e e e e e e e e e e e e e e e e e e e e e e
7 Certified Everlasting Functional Encryption
T Definition . . . . . . . . e e e e e e e e e
7.2 Construction of 1-Bounded Certified Everlasting Functional Encryption with Non-Adaptive Security .
7.3 Construction of 1-Bounded Certified Everlasting Functional Encryption with Adaptive Security . . . .
7.4  Construction of g-Bounded Certified Everlasting Functional Encryption for NC* circuits
A Proof of Theorem 5.6
B Proof of Theorem 6.7
C Proof of Theorem 7.10
D Proof of Theorem 7.12
E Proof of Theorem 7.14

1.4 Concurrent and Independent Work . . . . . . ... .. ... ... ...

NN = =

A W W W

12
12
14
15

16
17
18

20
20
22

24
24
28
29
31

35

38

44

47

50



1 Introduction

1.1 Background

Computational security in cryptography relies on assumptions that some problems are hard to solve. It, however,
has a risk that the assumptions could be broken in a future when revolutionary novel algorithms are discovered or
computing devices are drastically improved. One solution to the problem is to construct information-theoretically-secure
protocols [Sha79, BB84], but even in the quantum world, many cryptographic primitives are known to be impossible (or
unlikely) to have information-theoretical security [LC97, May97, MW 18].

Good compromises (intrinsic to quantum!) have been studied recently [Unr15, BI20, KT20, HMNY21b, HMNY21a,
Por22]. In particular, certified everlasting security, which was introduced in [HMNY21a] based on [Unrl5, BI20],
achieves the following security: a receiver with possession of quantum encrypted date issues a certificate which shows
that the receiver has deleted its quantum encrypted data. If the certificate is valid, the security is guaranteed even if the
receiver becomes computationally unbounded later (and even if some secret information like the secret key is leaked).
This security notion is weaker than the information-theoretical security. (For example, a malicious receiver may refuse
to issue a valid certificate.) It is, however, still a useful security notion, because, for example, a sender can penalize
receivers who do not issue valid certificates. Moreover, certified everlasting security is intrinsically quantum property,
because it implies information-theoretical security in the classical world. !

Certified everlasting security can bypass the impossibility of information-theoretical security. In fact, several
cryptographic primitives have been shown to have certified everlasting security, such as commitments and zero-
knowledge [HMNY21a]. An important open problem in this direction is

Which cryptographic primitives can have certified everlasting security?

Functional encryption (FE) is one of the most advanced cryptographic primitives that achieves large flexibility in
controlling encrypted data [BSW11]. In FE, an owner of a master secret key MSK can generate a functional decryption
key sk that hardwires a function f. When a ciphertext CT(m) of a message m is decrypted by sk, we obtain f(m).
No information beyond f(m) is obtained. Information-theoretically-secure FE seems to be unlikely, and in fact all
known constructions are computationally secure ones [GVW12, GGH™13, GGHZ16, AS17, LT17, AJL™19, AJS18,
Agrl8, LM18]. Hence we have the following open problem:

Is it possible to construct certified everlasting secure FE?

We remark that certified everlasting FE is particularly useful compared with certified everlasting public key encryption
(PKE) (or more generally “all-or-nothing encryption” [GMM17] such as identity-based encryption (IBE), attribute-based
encryption (ABE), or witness encryption (WE)) because it ensures security even against an honest receiver who holds a
decryption key. That is, we can ensure that a receiver who holds a decryption key sk with respect to a function f
cannot learn more than f(m) even if the receiver can run unbounded-time computation after issuing a valid certificate.
In contrast, certified everlasting PKE does not ensure any security against an honest receiver since the receiver can
simply copy an encrypted message after honestly decrypting a ciphertext and then no security remains.

1.2 Our Results
We partially solve the above questions affirmatively. Our contributions are as follows:

1. We formally define certified everlasting versions of secret-key encryption (SKE) (Section 3.1), public-key
encryption (PKE) (Section 4.1), receiver non-committing encryption (RNCE) (Section 5.1), a garbling scheme
(Section 6.1), and FE (Section 7.1), respectively.

2. We present two constructions of certified everlasting SKE (resp. PKE). An advantage of the first construction is
that the certificate is classical, but a disadvantage is that the security proof relies on the quantum random oracle

IThis is because a malicious receiver can copy the encrypted data freely, and thus the encrypted data must be secure against an unbounded
malicious receiver at the point when the receiver obtains the encrypted data. On the other hand, in the quantum world, the same discussion does not
go through, because even a malicious receiver cannot copy the quantum encrypted data due to the quantum no-cloning theorem.



model (QROM) [BDF*11]. On the other hand, in the second construction, the security holds without relying on
the QROM, but the certificate is quantum.

3. We construct certified everlasting RNCE from certified everlasting PKE in a black-box way (Section 5.2).

4. We construct a certified everlasting garbling scheme for all P/poly circuits from certified everlasting SKE in a
black-box way (Section 6.2).

5. We construct 1-bounded certified everlasting FE with adaptive security for all P/poly circuits. The adaptive
security means that the adversary can call key queries before and after seeing the challenge ciphertext. The
1-bounded means that only a single key query is allowed for the adversary. The construction is done in the
following two steps. First, we construct 1-bounded certified everlasting FE with non-adaptive security for all
P /poly circuits from a certified everlasting garbling scheme and certified everlasting PKE in a black-box way
(Section 7.2). Second, we change it to the adaptively-secure one by using certified everlasting RNCE in a
black-box way (Section 7.3).

6. We construct g-bounded certified everlasting FE with adaptive security for all NC! circuits, where ¢g-bounded
means that the total number of key queries is bounded by an a priori fixed polynomial q. This is constructed from
the 1-bounded one constructed in Step. 5 by using multi-party computation in a black-box way (Section 7.4).

1.3 Related Works

Unruh [Unr15] introduced the concept of revocable quantum time-released encryption. In this primitive, a receiver with
possession of quantum encrypted data can obtain its plaintext after predetermined time 7". The sender can revoke the
quantum encrypted data before time 7. If the revocation succeeds, the receiver cannot obtain the information of the
plaintext even if its computing power becomes unbounded.

Broadbent and Islam [BI20] constructed one-time SKE with certified deletion. This is ordinary one-time SKE, but
once the receiver issues a valid classical certificate, the receiver cannot obtain the information of plaintext even if it later
obtains the secret key of the ciphertext. (See also [KT20]).

Hiroka, Morimae, Nishimaki, and Yamakawa [HMNY?21b] constructed reusable SKE, PKE, and attribute-based
encryption (ABE) with certified deletion. These reusable SKE, PKE, and ABE with certified deletion are ordinary
reusable SKE, PKE, and ABE, respectively. However, once the receiver issues a valid classical certificate, the receiver
cannot obtain the information of plaintext even if it obtains some secret information (e.g. the master secret key of ABE).
Note that, in these primitives, the security holds against computationally bounded adversaries unlike the present paper.

Hiroka, Morimae, Nishimaki, and Yamakawa [HMNY21a] constructed commitments with statistical binding and
certified everlasting hiding. From it, they also constructed certified everlasting zero-knowledge proof for QMA based on
the zero-knowledge protocol of [BG20].

Poremba [Por22] constructed fully homomorphic encryption (FHE) with certified deletion where the security holds
against only semi-honest adversaries that behaves maliciously only after outputting a certificate.

1.4 Concurrent and Independent Work

There is a concurrent and independent work. Recently, Bartusek and Khurana have uploaded their paper on arXiv [BK22]
where a generic compiler is introduced. The generic compiler can change many cryptographic primitives into ones with
certified deletion, such as PKE, ABE, FHE, witness encryption, and timed-release encryption.

Their constructions via the generic compiler achieve classical certificates without QROM, which is an advantage of
their results. On the other hand, we construct certified everlasting garbling schemes and FE, which is not done in their
work. In fact, it is not clear how to construct certified everlasting garbling schemes and certified everlasting FE via
their generic compiler. For example, a natural construction of FE via their generic compiler would be as follows. The
ciphertext consists of a classical part and a quantum part. The classical part is the ciphertext of ordinary FE whose
plaintext is m @ r, and the quantum part is random BB84 states whose computational basis states encode r. The
decryption key of the function f consists of a functional decryption key sk ; and the basis of the BB84 states. However,
in this construction, a receiver with the ciphertext and the decryption key cannot obtain f(m). This is because the
receiver can obtain only f(m & r) and r, which cannot recover f(m).



2 Preliminaries

2.1 Notations

Here we introduce basic notations we will use in this paper. « <— X denotes selecting an element x from a finite set X
uniformly at random, and y < A(z) denotes assigning to y the output of a quantum or probabilistic or deterministic
algorithm A on an input . When we explicitly show that A uses randomness r, we write y < A(x;r). When D is a
distribution, x <— D denotes sampling an element x from D. y := z denotes that y is set, defined, or substituted by z.
Let [n] := {1,...,n}. Let X be a security parameter. By [IV], we denote the set of all size-p subsets of {1,2--- , N}.
For classical strings = and y, z||y denotes the concatenation of = and y. For a bit string s € {0,1}", s; and s[i] denotes
the ¢-th bit of s. QPT stands for quantum polynomial time. PPT stands for (classical) probabilistic polynomial time.
A function f : N — R is a negligible function if for any constant c, there exists Ao € N such that for any A > A,
F(A) < A7 We write f(A\) < negl()\) to denote f(A) being a negligible function.

2.2 Quantum Computations

We assume familiarity with the basics of quantum computation and use standard notations. Let Q be the state space of a
single qubit. I is the two-dimensional identity operator. X and Z are the Pauli X and Z operators, respectively. For an
operator A acting on a single qubit and a bit string « € {0, 1}", we write A” as A™* ® A2 ® - - A™. The trace distance
between two states p and o is given by 1{|p — o, where || Al|,, := tr VAT A is the trace norm. If 2 ||p — o[, <€, we
say that p and o are e-close. If € = negl(\), then we say that p and o are statistically indistinguishable.

Quantum Random Oracle. We use the quantum random oracle model (QROM) [BDF™11] to construct certified
everlasting SKE and certified everlasting PKE in Sections 3.2 and 4.2, respectively. In the QROM, a uniformly random
function with a certain domain and range is chosen at the beginning, and quantum access to this function is given to all
parties including an adversary. Zhandry showed that quantum access to random functions can be efficiently simulatable
by using so-called compressed random oracle technique [Zhal9].

We review the one-way to hiding lemma [Unr15, AHU19], which is useful when analyzing schemes in the QROM.
The following form of the lemma is based on [AHU19].

Lemma 2.1 (One-Way to Hiding Lemma [AHU19)). Let S C X be a random subset of X. Let G,H : X — ) be
random functions satisfying Yz ¢ S [G(x) = H(z)]. Let z be a random classical bit string. (S, G, H, z may have an
arbitrary joint distribution.) Let A be an oracle-aided quantum algorithm that makes at most q quantum queries. Let B

be an algorithm that on input z chooses i <+ [q|, runs A" (2), measures A’s i-th query, and outputs the measurement
outcome. Then we have |Pr[A%(z) = 1] — Pr[A" (z) = 1]| < 2¢\/Pr[BH(z) € S

Quantum Teleportation. We use quantum teleportation to prove that our construction of the FE scheme in Section 7.3
satisfies adaptive security.

Lemma 2.2 (Quantum Teleportation). Suppose that we have N Bell pairs between registers A and B, i.e., ﬁ Do (0,1}

|s) 4 ® |s) 5, and let p be an arbitrary N-qubit quantum state in register C. Suppose that we measure j-th qubits
of C and A in the Bell basis and let (z;,z;) € {0,1} x {0,1} be the measurement outcome for all j € [N]. Let
x = x1||xa|| -+ ||zy and z == z||z|| - - - ||2n. Then (z, 2) is uniformly distributed over {0, 1}V x {0, 1} V. Moreover,
conditioned on the measurement outcome (x, z), the resulting state in B is X*Z*pZ* X",

CSS code. 'We explain basics of CSS codes. CSS codes are used only in the constructions of certified everlasting SKE
and PKE (Section 3.3 and Section 4.3), and therefore readers who are not interested in these constructions can skip
this paragraph. A CSS code with parameters g, k1, k2, t consists of two classical linear binary codes. One is a [g, k]
code C; 2 and the other is a [g, k] code. Both C; and C3 can correct up to ¢ errors, and they satisfy Co C C;. We
require that the parity check matrices of C, Cs are computable in polynomial time, and that error correction can be

2A [gq, k] code is a code consisting of 2F codewords, each of length ¢. That is, a k-dimensional subspace of {0,1}9 = GF(2)4.



performed in polynomial time. Given two binary codes C' C D, let D/C := {x mod C : x € D}. Here, mod C'is a
linear polynomial-time operation on {0, 1}¢ with the following three properties. First, z mod C' = =’ mod C'if and only
ifex — 2’ € C forany z, 2’ € {0,1}7. Second, for any binary code D such that C C D, x mod C' € D for any « € D.
Third, (z mod C') mod C'= z mod C for any € {0,1}1.

2.3 Cryptographic Tools
In this section, we review the cryptographic tools used in this paper.

Lemma 2.3 (Difference Lemma [Sho04]). Let A, B, F' be events defined in some probability distribution, and suppose
Pr[AAF| =Pr[B A F|. Then |Pr[A] — Pr[B]| < Pr[F].

Encryption with Certified Deletion. Broadbent and Islam [BI20] introduced the notion of encryption with certified
deletion.

Definition 2.4 (One-Time SKE with Certified Deletion (Syntax) [BI20, HMNY21b]). Let A be a security parameter

and let p, q and r be some polynomials. A one-time secret key encryption scheme with certified deletion is a tuple of

algorithms ¥ = (KeyGen, Enc, Dec, Del, Vrfy) with plaintext space M := {0,1}", ciphertext space C := Q®PP), key

space K := {0,1}9N) and deletion certificate space D := {0,1}7),

KeyGen(1*) — sk: The key generation algorithm takes as input the security parameter 1, and outputs a secret key
sk € K.

Enc(sk,m) — CT: The encryption algorithm takes as input sk and a plaintext m € M, and outputs a ciphertext
CT eC.

Dec(sk, CT) — m’ or L: The decryption algorithm takes as input sk and CT, and outputs a plaintext m' € M or L.
Del(CT) — cert: The deletion algorithm takes as input CT, and outputs a certification cert € D.
Vrfy(sk, cert) — T or L: The verification algorithm takes sk and cert as input, and outputs T or L.

We require that a one-time SKE scheme with certified deletion satisfies correctness defined below.

Definition 2.5 (Correctness for One-Time SKE with Certified Deletion). There are three types of correctness, namely,
decryption correctness, verification correctness, and modification correctness.

Decryption Correctness: There exists a negligible function negl such that for any A € N and m € M,

sk + KeyGen(1?)
Pr|m’ #m | CT < Enc(sk,m) | < negl()).
m’ + Dec(sk,CT)

Verification Correctness: There exists a negligible function negl such that for any A € N and m € M,

sk + KeyGen(1?)
Pr | Vrfy(sk,cert) = L | CT < Enc(sk,m) | < negl(}\).
cert < Del(CT)

Modification Correctness: There exists a negligible function negl and a QPT algorithm Modify such that for any
A€ Nandm e M,

sk < KeyGen(1%)
CT « Enc(sk,m)
Pr | Vrfy(sk,cert*) = L | a,b+ {0,1}P) < negl(A).
cert « Del(Z°X*CTXZb)
cert* < Modify(a, b, cert)



Remark 2.6. The original definition [BI20, HMNY21b] only considers decryption correctness and verification correctness.
In this paper, we additionally require modification correctness. This is because we need modification correctness for the
construction of FE in Section 7.3. In fact, the construction of [BI20] satisfies modification correctness as well.

We require that a one-time SKE with certified deletion satisfies certified deletion security defined below.
Definition 2.7 (Certified Deletion Security for One-Time SKE with Certified Deletion). Let > = (KeyGen, Enc, Dec,

Del, Vrfy) be a one-time SKE scheme with certified deletion. We consider the following security experiment

Exp‘g’sﬁ{cm_de' (), b) against an unbounded adversary A.

1. The challenger computes sk + KeyGen(1*).

2. A sends (mg, my) € M? to the challenger.

3. The challenger computes CT < Enc(sk,my;) and sends CT to A.
4. A sends cert to the challenger.
b)

. The challenger computes N'rfy(sk, cert). If the output is L, the challenger sends | to A. If the output is T, the
challenger sends sk to A.

6. Aoutputs b’ € {0,1}. This is the output of the experiment.

We say that 3. is OT-CD secure if, for any unbounded A, it holds that
Advgfﬁ'cert'dE|(A) = ‘Pr{Expgfﬁ_cert_del(/\, 0) = 1] —Pr [Expgfﬁcert'del()\, 1) = 1] ’ < negl(A).

Broadbent and Islam [BI20] showed that a one-time SKE scheme with certified deletion that satisfies the above
correctness and security exists unconditionally.
Secret Key Encryption (SKE).

Definition 2.8 (Secret Key Encryption (Syntax)). Let A be a security parameter and let p, q, r and s be some
polynomials. A secret key encryption scheme is a tuple of algorithms ¥ = (KeyGen, Enc, Dec) with plaintext space
M :={0,1}", ciphertext space C := {0,1}*N), and secret key space SK := {0,1}7(),

KeyGen(1*) — sk: The key generation algorithm takes the security parameter 1* as input and outputs a secret key
sk € SK.

Enc(sk,m) — CT: The encryption algorithm takes sk and a plaintext m € M as input, and outputs a ciphertext
CTeC.

Dec(sk, CT) — m/ or L: The decryption algorithm takes sk and CT as input, and outputs a plaintext m’ € M or L.
We require that a SKE scheme satisfies correctness defined below.

Definition 2.9 (Correctness for SKE). There are two types of correctness, namely, decryption correctness and special
correctness.

Decryption Correctness: There exists a negligible function negl such that for any A € N and m € M,

sk + KeyGen(1?*)

Pr [Dec(sk,CT) # m CT « Enc(sk,m)

< negl(\).



Special Correctness: There exists a negligible function negl such that for any A\ € N and m € M,

sk, sk; « KeyGen(1*)

Pr|Dec(skz, CT) # L | 4~ Enc(sky,m)

< negl()).

Remark 2.10. In the original definition of SKE schemes, only decryption correctness is required. In this paper, however,
we additionally require special correctness. This is because we need special correctness for the construction of FE in
Section 6.2. In fact, special correctness can be easily satisfied as well.

As security of SKE schemes, we consider OW-CPA security or IND-CPA security defined below.
Definition 2.11 (OW-CPA Security for SKE). Let ¢ be a polynomial of the security parameter \. Let 3 =

ow-cpa

(KeyGen, Enc, Dec) be a SKE scheme. We consider the following security experiment Expy; 1 () against a QPT
adversary A.

1. The challenger computes sk < KeyGen(1*).

2. A sends an encryption query m to the challenger. The challenger computes CT < Enc(sk, m) and returns CT 1o
A. A can repeat this process polynomially many times.

3. The challenger samples (m,--- ,m*) < MY, computes CT" < Enc(sk, m?) forall i € [¢] and sends {CTi}ie[g]
to A.

4. A sends an encryption query m to the challenger. The challenger computes CT < Enc(sk, m) and returns CT 1o
A. A can repeat this process polynomially many times.

5. A outputs m/.
6. The output of the experiment is 1 if m’ = m! for some i € [{]. Otherwise, the output of the experiment is .

We say that the Y. is OW-CPA secure if, for any QPT A, it holds that
Advsy 1P () = Pr [Exp%v‘f:‘fpa()\) = 1} < negl(A).

Note that we assume 1/| M| is negligible.

Definition 2.12 (IND-CPA Security for SKE). Ler & = (KeyGen, Enc, Dec) be a SKE scheme. We consider the
following security experiment Expgftfpa (X, b) against a QPT adversary A.

1. The challenger computes sk <— KeyGen(1*).

2. A sends an encryption query m to the challenger. The challenger computes CT < Enc(sk, m) and returns CT 1o
A. A can repeat this process polynomially many times.

3. Asends (mg,m1) € M? to the challenger.
4. The challenger computes CT < Enc(sk, my) and sends CT to A.

5. A sends an encryption query m to the challenger. The challenger computes CT < Enc(sk, m) and returns CT to
A. A can repeat this process polynomially many times.

6. Aoutputs b’ € {0,1}. This is the output of the experiment.
We say that 3. is IND-CPA secure if, for any QPT A, it holds that
AdvELEP3 () = ‘Pr{Expigj‘;Pa(A, 0) = 1} —Pr [Exp‘;‘j‘;f’a(A, 1) = 1” < negl()).

It is well-known that IND-CPA security implies OW-CPA security. A SKE scheme exists if there exists a
pseudorandom function.



Public Key Encryption (PKE).

Definition 2.13 (Public Key Encryption (Syntax)). Let \ be a security parameter and let p, ¢ and r be some polynomials.
A public key encryption scheme is a tuple of algorithms ¥ = (KeyGen, Enc, Dec) with plaintext space M := {0,1}™,
ciphertext space C := {0, 1}?N), public key space PK := {0,1}9N) and secret key space SK == {0,1}"),

KeyGen(1*) — (pk,sk): The key generation algorithm takes as input the security parameter 1* and outputs a public
key pk € PK and a secret key sk € SK.

Enc(pk,m) — CT: The encryption algorithm takes as input pk and a plaintext m € M, and outputs a ciphertext
CT eC.

Dec(sk,CT) — m/ or L: The decryption algorithm takes as input sk and CT, and outputs a plaintext m' or L.
We require that a PKE scheme satisfies decryption correctness defined below.

Definition 2.14 (Decryption Correctness for PKE). There exists a negligible function negl such that for any A € N,
m e M,

(pk, sk) <+ KeyGen(1*)

Pr |Dec(sk,CT) #m CT + Enc(pk,m)

< negl()).

As security, we consider OW-CPA security or IND-CPA security defined below.
Definition 2.15 (OW-CPA Security for PKE). Let { be a polynomial of the security parameter \. Let ¥ =

(KeyGen, Enc, Dec) be a PKE scheme. We consider the following security experiment Exps’ ;*(\) against a QPT
adversary A.

1. The challenger computes (pk,sk) < KeyGen(1%).

2. The challenger samples (m, - - - m") < M, computes CT* < Enc(pk, m?) foralli € [{] and sends {CTi}ie[g]
to A.

3. A outputs m’.
4. The output of the experiment is 1 if m' = m' for some i € [{]. Otherwise, the output of the experiment is 0.
We say that 3. is OW-CPA secure if, for any QPT A, it holds that
AdVZ P2 () = Pr [Exp;":';pa(/\) _ 1} < negl(\).

Note that we assume 1/| M| is negligible.

Definition 2.16 (IND-CPA Security for PKE). Ler &> = (KeyGen, Enc, Dec) be a PKE scheme. We consider the
following security experiment Expgftfpa (X, b) against a QPT adversary A.

1. The challenger generates (pk,sk) < KeyGen(1*), and sends pk to A.
2. A sends (mg, m1) € M? to the challenger.

3. The challenger computes CT < Enc(pk, my), and sends CT to A.

4. Aoutputs b’ € {0,1}. This is the output of the experiment.

We say that ¥ is IND-CPA secure if, for any QPT A, it holds that
Adviznttfpa()\) = ‘Pr[ExpiE"fixpa(/\, 0) = 1] —Pr [Expigfixpa()\, 1) = 1] ’ < negl()).

It is well known that IND-CPA security implies OW-CPA security. There are many IND-CPA secure PKE
schemes against QPT adversaries under standard cryptographic assumptions. A famous one is Regev PKE scheme,
which is IND-CPA secure if the learning with errors (LWE) assumption holds against QPT adversaries [Reg09]. See
[Reg09, GPV08] for the LWE assumption and constructions of post-quantum PKE.



3 Certified Everlasting Secret Key Encryption

In Section 3.1, we define certified everlasting SKE. In Section 3.2 and Section 3.3, we construct a certified everlasting
SKE scheme with and without QROM, respectively.

3.1 Definition

Definition 3.1 (Certified Everlasting SKE (Syntax)). Let A\ be a security parameter and let p, q, v and s be some
polynomials. A certified everlasting SKE scheme is a tuple of algorithms ¥ = (KeyGen, Enc, Dec, Del, Vrfy) with
plaintext space M := {0, 1}, ciphertext space C := Q%P secret key space SK := {0,1}9), verification key
space VK == {0,1}"N), and deletion certificate space D := Q®5\),

KeyGen(1*) — sk: The key generation algorithm takes the security parameter 1* as input and outputs a secret key
sk € SK.

Enc(sk,m) — (vk, CT): The encryption algorithm takes sk and a plaintext m € M as input, and outputs a verification
key vk € VK and a ciphertext CT € C.

Dec(sk,CT) — m/ or L: The decryption algorithm takes sk and CT as input, and outputs a plaintext m’ € M or L.
Del(CT) — cert: The deletion algorithm takes CT as input, and outputs a certification cert € D.
Vrfy(vk, cert) — T or L: The verification algorithm takes vk and cert as input, and outputs T or L.

We require that a certified everlasting SKE scheme satisfies correctness defined below.

Definition 3.2 (Correctness for Certified Everlasting SKE). There are four types of correctness, namely, decryption
correctness, verification correctness, special correctness, and modification correctness.

Decryption Correctness: There exists a negligible function negl such that for any A € N and m € M,

sk < KeyGen(1*)
Pr |m’ #m | (vk,CT) + Enc(sk,m) | < negl()).
m’ < Dec(sk,CT)

Verification Correctness: There exists a negligible function negl such that for any A € N and m € M,

sk <+ KeyGen(1%)
Pr | Vrfy(vk, cert) = L | (vk,CT) < Enc(sk,m) | < negl(}\).
cert + Del(CT)

Special Correctness: There exists a negligible function negl such that for any A\ € N and m € M,

sk, ski <+ KeyGen(1?)

Pr | Dec(sko, CT) # L (vk, CT) < Enc(sky,m)

< negl(\).

Modification Correctness: There exists a negligible function negl and a QPT algorithm Modify such that for any
A€ Nandm e M,

sk + KeyGen(1%)
(vk, CT) «+ Enc(sk,m)
Pr |Vrfy(vk,cert*) = L | a,b <+ {0,1}P) < negl(A).
cert < Del(Z°X*CTX2Z%)
cert* « Modify(a, b, cert)



Remark 3.3. Minimum requirements for correctness are decryption correctness and verification correctness. In this
paper, however, we also require special correctness and modification correctness, because we need special correctness
for the construction of the garbling scheme in Section 6.2, and modification correctness for the construction of functional
encryption in Section 7.3.

As security, we consider two definitions, Definition 3.4 and Definition 3.5 given below. The former is just the
ordinal IND-CPA security and the latter is the certified everlasting security that we newly define in this paper. Roughly,
the everlasting security guarantees that any QPT adversary cannot obtain plaintext information even if it becomes
computationally unbounded and obtains the secret key after it issues a valid certificate.

Definition 3.4 (IND-CPA Security for Certified Everlasting SKE). Let 3 = (KeyGen, Enc, Dec, Del, Vrfy) be a
certified everlasting SKE scheme. We consider the following security experiment ExpInd cPa(/\, b) against a QPT
adversary A.

1. The challenger computes sk < KeyGen(1*).

2. A sends an encryption query m to the challenger. The challenger computes (vk, CT) < Enc(sk, m), and returns
(vk, CT) t0 A. A can repeat this process polynomially many times.

3. Asends (mg, my) € M? to the challenger.
4. The challenger computes (vk, CT) < Enc(sk, my), and sends CT to A.

5. A sends an encryption query m to the challenger. The challenger computes (vk, CT) < Enc(sk,m), and returns
(vk,CT) t0 A. A can repeat this process polynomially many times.

6. Aoutputs b’ € {0,1}. This is the output of the experiment.
We say that 3 is IND-CPA secure if, for any QPT A, it holds that

AP () = [Pr[Bol™ (0,0) = 1]~ Pr[Bpll™ 00 1) = 1] | < negl(y).

Definition 3.5 (Certified Everlasting IND-CPA Security for Certified Everlasting SKE). Ler 3 = (KeyGen, Enc, Dec,
Del, Vrfy) be a certified everlasting SKE scheme. We consider the following security experiment ExpCert eversind=cpa\ 'p)
against a QPT adversary A; and an unbounded adversary As.

1. The challenger computes sk + KeyGen(1*).

2. A; sends an encryption query m to the challenger. The challenger computes (vk, CT) < Enc(sk,m), and returns
(vk, CT) to Ay. A; can repeat this process polynomially many times.

3. Aj sends (mg, m1) € M? to the challenger.
4. The challenger computes (vk, CT) < Enc(sk, my), and sends CT to A;.

5. Ajy sends an encryption query m to the challenger. The challenger computes (vk, CT) < Enc(sk, m), and returns
(vk, CT) t0 Ay. Ay can repeat this process polynomially many times.

6. At some point, Ay sends cert to the challenger and sends the internal state to As.

7. The challenger computes Nrfy(vk, cert). If the output is L, the challenger outputs L, and sends L to As.
Otherwise, the challenger outputs T, and sends sk to As.

8. Ay outputs b’ € {0,1}.
9. If the challenger outputs T, then the output of the experiment is b'. Otherwise, the output of the experiment is L.

We say that 3. is certified everlasting IND-CPA secure if, for any QPT Ay and any unbounded As, it holds that

Adv ;ar;lever ind- cpa ) — ‘PI‘ |:E gar;lever ind- cpa()\ O) _ 1:| _Pr |:E ;ervtAever ind- cpa(/\ 1 _ 1:| ’ < negl(/\)



3.2 Construction with QROM

In this section, we construct a certified everlasting SKE scheme with QROM. Our construction is similar to that of the
certified everlasting commitment scheme in [HMNY21a]. The difference is that we use SKE instead of commitment.

Our certified everlasting SKE scheme. We construct a certified everlasting SKE scheme Yesk = (KeyGen, Enc, Dec,
Del, Vrfy) from the following primitives.

* A one-time SKE with certified deletion scheme (Definition 2.4) Yq.q = CD.(KeyGen, Enc, Dec, Del, Vrfy).
* A SKE scheme (Definition 2.8) ¥ = SKE.(KeyGen, Enc, Dec) with plaintext space {0, 1}*.
* A hash function H modeled as a quantum random oracle.
KeyGen(1*):
* Generate ske.sk < SKE.KeyGen(1*).
¢ Output sk = ske.sk.
Enc(sk,m):

* Parse sk = ske.sk.

* Generate cd.sk < CD.KeyGen(1*) and R <« {0, 1}*.

» Compute ske.CT <+ SKE.Enc(ske.sk, R).

» Compute h := H(R) @ cd.sk and cd.CT < CD.Enc(cd.sk, m).
* Output CT := (h,ske.CT, cd.CT) and vk := cd.sk.

Dec(sk,CT):
* Parse sk = ske.sk and CT = (h, ske.CT,cd.CT).
» Compute R’ or L + SKE.Dec(ske.sk, ske.CT). If it outputs L, Dec(sk, CT) outputs L.
+ Compute cd.sk’ := H(R') @ h.
+ Compute m’ < CD.Dec(cd.sk’,cd.CT).
* Output m/'.
Del(CT):
 Parse CT = (h,ske.CT,cd.CT).
» Compute cd.cert < CD.Del(cd.CT).

* Output cert := cd.cert.
Vrfy(vk, cert):

* Parse vk = cd.sk and cert = cd.cert.
» Compute b + SKE.Vrfy(cd.sk, cd.cert).
e Output b.

Correctness: It is easy to see that correctness of Yc.sx comes from those of Xg, and Ygxeq.
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Security: The following two theorems hold.

Theorem 3.6. If X satisfies the OW-CPA security (Definition 2.11) and Yqycq satisfies the OT-CD security (Definition 2.4),
Y cesk satisfies the IND-CPA security (Definition 3.4).

Its proof is similar to that of Theorem 3.7, and therefore we omit it.

Theorem 3.7. If Y satisfies the OW-CPA security (Definition 2.11) and Yqycq satisfies the OT-CD security (Definition 2.4),
Y cesk Satisfies the certified everlasting IND-CPA security (Definition 3.5).

Its proof is similar to that of [HMNY?21a, Theorem 5.8].

3.3 Construction without QROM

In this section, we construct a certified everlasting SKE scheme without QROM. Note that unlike the construction with
QROM (Section 3.2), in this construction the plaintext space is of constant size. However, the size can be extended
to the polynomial size via the standard hybrid argument. Our construction is similar to that of revocable quantum
timed-release encryption in [Unr15]. The difference is that we use SKE instead of timed-release encryption.

Our certified everlasting SKE scheme without QROM. Let k; and ko be constants such that k; > ky. Let p,
g, r, s and t be polynomials. Let (C1,C3) be a CSS code with parameters q, k1, k2,t. We construct a certified
everlasting SKE scheme Yk = (KeyGen, Enc, Dec, Del, Vrfy) with plaintext space M = C;/Cy (isomorphic
to {0,1}%17F2)  ciphertext space C = Q®PMN+a(N) » 10,117 x {0,1}9N /Oy x C;/Cs, secret key space
SK = {0,1}*W, verification key space VK = {0,1}*™ x [p(A) + g(A)]p») x {0, 1} and deletion certificate
space D = Q®P(N)+a(N) from the following primitive.

+ A SKE scheme (Definition 2.8) ¥g, = SKE.(KeyGen, Enc, Dec) with plaintext space M = {0, 1}?V) x [p(\) +
a(N)]pony) x {0, 132X x €y /Co, secret key space SK = {0, 1}*M) and ciphertext space C = {0, 1},

The construction is as follows. (We will omit the security parameter below.)
KeyGen(1*):
* Generate ske.sk < SKE.KeyGen(1*).
¢ Output sk := ske.sk.
Enc(sk,m):
¢ Parse sk = ske.sk.
¢ Generate B < {0,1}?, Q < [p+4qlp, y < C1/Co,u < {0,1}7/C1, 1 + {0,1}?, 2 - C1/Co, w + Cb.
» Compute ske.CT «+ SKE.Enc (ske.sk, (B, Q,r,y)).

* Let U be the unitary that permutes the qubits in () into the first half of the system. (Le., Ug |12« - - Tp1q) =
Ty Tay *** TayThy Ty =+ - l‘bq> with Q = {a1, a2, -+ ,ap}and {1,2,--- ,p+¢}\Q = {b1,ba,- - ,b4}.)

* Construct a quantum state |U) := Ug?(HB R I®N)(|ry @ |z & w & u)).
e Compute h =maezdy.
* Output CT := (|¥),ske.CT,u, h) and vk := (B, Q, r).
Dec(sk,CT):
* Parse sk = ske.sk, CT = (|U),ske.CT,u, h).

* Compute (B,Q,r,y)/L < SKE.Dec(ske.sk,ske.CT). If L < SKE.Dec(ske.sk,ske.CT), Dec(sk,CT)
outputs L and aborts.
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Apply Ug to | ), measure the last g-qubits in the computational basis and obtain the measurement outcome
v €40, 1}
e Compute = := vy @ u mod Cj.
e Outputm’ =h@zdy.
Del(CT):
* Parse CT = (|U),ske.CT,u, h).
* Output cert := | ).
Vrfy(vk, cert):
* Parse vk = (B, Q,r) and cert = |U).

 Apply (HP ® I®9)Uq to |¥), measure the first p-qubits in the computational basis and obtain the
measurement outcome 1’ € {0, 1}P.

e QOutput T if r = 7’ and output L otherwise.
Correctness. Correctness easily follows from that of 3.

Security. The following two theorems hold.
Theorem 3.8. If g is IND-CPA secure (Definition 2.12), then Ycesk is IND-CPA secure (Definition 3.4).
Its proof is straightforward, so we omit it.

Theorem 3.9. If 3 is IND-CPA secure (Definition 2.12) and tp/(p + q) — 4(k1 — ko2)In2 is superlogarithmic, then
Y cesk IS certified everlasting IND-CPA secure (Definition 3.5).

Its proof is similar to that of [Unrl5, Theorem 3].
Note that the plaintext space is of constant size in our construction. However, via the standard hybrid argument , we
can extend it to the polynomial size.

4 Certified Everlasting Public Key Encryption

In Section 4.1, we define certified everlasting PKE. In Section 4.2 and Section 4.3, we construct a certified everlasting
PKE scheme with and without QROM, respectively.
4.1 Definition

Definition 4.1 (Certified Everlasting PKE). Let A be a security parameter and let p, q, T, s and t be polynomials.
A certified everlasting PKE scheme is a tuple of algorithms ¥ = (KeyGen, Enc, Dec, Del, Vrfy) with plaintext space
M = {0,1}", ciphertext space C := Q®PN, public key space PK = {0,114, secret key space SK = {0,1}"),
verification key space VK = {0,1}*) and deletion certificate space D := Q®*V).

KeyGen(1*) — (pk,sk): The key generation algorithm takes the security parameter 1> as input and outputs a public
key pk € PK and a secret key sk € SK.

Enc(pk,m) — (vk, CT): The encryption algorithm takes pk and a plaintext m € M as input, and outputs a verification
key vk € VK and a ciphertext CT € C.

Dec(sk, CT) — m/ or L: The decryption algorithm takes sk and CT as input, and outputs a plaintext m' € M or L.

Del(CT) — cert: The deletion algorithm takes CT as input and outputs a certification cert € D.
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Vrfy(vk, cert) — T or L: The verification algorithm takes vk and cert as input, and outputs T or L.
We require that a certified everlasting PKE scheme satisfies correctness defined below.

Definition 4.2 (Correctness for Certified Everlasting PKE). There are three types of correctness, namely, decryption
correctness, verification correctness, and modification correctness.

Decryption Correctness: There exists a negligible function negl such that for any A € N and m € M,

(pk,sk) + KeyGen(1*)
Pr |m’ #m | (vk,CT) < Enc(pk,m) | < negl()).
m' < Dec(sk, CT)

Verification Correctness: There exists a negligible function negl such that for any A € N and m € M,

(pk, sk) + KeyGen(1*)
Pr | Vrfy(vk,cert) = L | (vk,CT) < Enc(pk,m) | < negl()).
cert + Del(CT)

Modification Correctness: There exists a negligible function negl and a QPT algorithm Modify such that for any
A€ Nandm e M,

(pk, sk) < KeyGen(1*)
(vk, CT) «+ Enc(pk,m)
Pr |Vrfy(vk,cert*) = L | a,b <+ {0,1}P) < negl(A).
cert + Del(Z°XCTX2%)
cert* « Modify(a, b, cert)

Remark 4.3. Minimum requirements for correctness are decryption correctness and verification correctness. In this
paper, however, we also require modification correctness, because we need modification correctness for the construction
of functional encryption in Section 7.3.

As security, we consider two definitions, Definition 4.4 and Definition 4.5 given below. The former is just the
ordinal IND-CPA security and the latter is the certified everlasting security that we newly define in this paper. Roughly,
the everlasting security guarantees that any QPT adversary cannot obtain plaintext information even if it becomes
computationally unbounded and obtains the secret key after it issues a valid certificate.

Definition 4.4 (IND-CPA Security for Certified Everlasting PKE). Ler > = (KeyGen, Enc, Dec, Del, Vrfy) be a
certified everlasting PKE scheme. We consider the following security experiment Expg‘;\c”a (X, b) against a QPT
adversary A.

1. The challenger generates (pk, sk) < KeyGen(1*), and sends pk to A.
2. Asends (mg, m1) € M? to the challenger.
3. The challenger computes (vk, CT) + Enc(pk, m;), and sends CT to A.
4. Aoutputs b € {0, 1}. This is the output of the experiment.

We say that the ¥ is IND-CPA secure if, for any QPT A, it holds that

AdviR P2 ()) ==

Pr{Exp;fjpa(A,o) - 1} Pr [Exp”‘d P\ 1) = 1” < negl(\).
Definition 4.5 (Certified Everlasting IND-CPA Security for Certified Everlasting PKE). Ler > = (KeyGen, Enc, Dec,

Del, Vrfy) be a certified everlasting PKE scheme. We consider the following security experiment ExpCert evervind-cpa \ 'p)
against a QPT adversary A; and an unbounded adversary As.
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1. The challenger computes (pk,sk) < KeyGen(1*), and sends pk to Aj.
Ay sends (mg, my1) € M? to the challenger.
The challenger computes (vk, CT) <— Enc(pk, my,), and sends CT to A;.

At some point, Ay sends cert to the challenger, and sends the internal state to As.

S

The challenger computes Nrfy(vk, cert). If the output is L, the challenger outputs L, and sends 1 to As.
Otherwise, the challenger outputs T, and sends sk to As,.

IS

Ag outputs b’ € {0,1}.
7. If the challenger outputs T, then the output of the experiment is /. Otherwise, the output of the experiment is L.

We say that the ¥ is certified everlasting IND-CPA secure if for any QPT A and any unbounded As, it holds that

Adv;}eﬁr;ever-ind-cpa()\) — ‘PI‘ [Expge’r;{ever-ind-cpa()\’ 0) _ 1:| _Pr {Expc;yr;{ever-ind-cpa()\’ 1) — 1} ’ < negl(/\).

4.2 Construction with QROM

In this section, we construct a certified everlasting PKE scheme with QROM. Our construction is similar to that of the
certified everlasting commitment scheme in [HMNY21a]. The difference is that we use PKE instead of commitment.

Our certified everlasting PKE scheme. We construct a certified everlasting PKE scheme .ok = (KeyGen, Enc, Dec,
Del, Vrfy) from a one-time SKE with certified deletion scheme X44 = SKE.(KeyGen, Enc, Dec, Del, Vrfy) (Defini-
tion 2.4), a PKE scheme %, = PKE.(KeyGen, Enc, Dec) with plaintext space {0, 1}* (Definition 2.13) and a hash
function H modeled as quantum random oracle.

KeyGen(1*):
* Generate (pke.pk, pke.sk) «— KeyGen(1*).
e Output pk := pke.pk and sk := pke.sk.
Enc(pk,m):
e Parse pk = pke.pk.
* Generate ske.sk < SKE.KeyGen(1*).
* Randomly generate R < {0, 1}*.
* Compute pke.CT < PKE.Enc(pke.pk, R).
» Compute h := H(R) @ ske.sk and ske.CT < SKE.Enc(ske.sk, m).
e Output CT := (h, ske.CT, pke.CT) and vk := ske.sk.
Dec(sk,CT):

e Parse sk = pke.sk and CT = (h, ske.CT, pke.CT).
» Compute R’ < PKE.Dec(pke.sk, pke.CT).

* Compute ske.sk’ := h @ H(R').

 Compute m’ < SKE.Dec(ske.sk’, ske.CT).

e Output m/.

Del(CT):
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* Parse CT = (h,ske.CT, pke.CT).
» Compute ske.cert < SKE.Del(ske.CT).

¢ Qutput cert := ske.cert.
Vrfy(vk, cert):

e Parse vk = ske.sk and cert = ske.cert.
» Compute b <— SKE.Vrfy(ske.sk, ske.cert).
e Output b.

Correctness: Correctness easily follows from those of X,k and Xgycq.

Security: The following two theorems hold. Their proofs are similar to those of Theorems 3.6 and 3.7, and therefore
we omit them.

Theorem 4.6. If X satisfies the OW-CPA security (Definition 2.15) and Ysycq satisfies the OT-CD security (Definition 2.7),
Ycepk i8 IND-CPA secure (Definition 4.4).

Theorem 4.7. If ¥, satisfies the OW-CPA security (Definition 2.15) and Ygcq satisfies the OT-CD security (Definition 2.7),
Ycepk is certified everlasting IND-CPA secure (Definition 4.5).

4.3 Construction without QROM

In this section, we construct a certified everlasting PKE scheme without QROM. Our construction is similar to that of
quantum timed-release encryption presented in [Unr15]. The difference is that we use PKE instead of timed-release
encryption.

Our certified everlasting PKE scheme without QROM. Let k; and k5 be some constant such that k1 > ks. Let p, g,
r, s, t and u be some polynomials. Let (C, Cs) be a CSS code with parameters ¢, k1, k2, t. We construct a certified
everlasting PKE scheme Y,k = (KeyGen, Enc, Dec, Del, Vrfy), with plaintext space M = Cy/Cy (isomorphic
{0, 1}(kF1=k2)) ciphertext space C = Q®(PN+4(N) x 10,1} x {0,1}9N) /C; x C}/Cs, public key space PK =
{0, 1}#™), secret key space SK = {0, 1}*(Y), verification key space VK = {0, 1}P™) x [p(A) + q(A)](n) x {0, 1}PP)
and deletion certificate space D = Q®P(M)+4(N) from the following primitive.

* A PKE scheme (Definition 2.13)%,, = PKE.(KeyGen, Enc, Dec) with plaintext space M = {0, 1} x [p()\) +

a(N)]pny x {0, 137N x €y /Cy, public key space PK = {0, 1}, secret key space SK = {0,1}**) and

ciphertext space C = {0, 1},

The construction is as follows. (We will omit the security parameter below.)
KeyGen(1*):
* Generate (pke.pk, pke.sk) «+— PKE.KeyGen(1*).
* Output pk := pke.pk and sk := pke.sk.
Enc(pk,m):
e Parse pk = pke.pk.
* Generate B < {0,1}7,Q < [p+4lp, y < C1/Cou <+ {0,1}7/Cy, 7 < {0,1}?, 2 < C1/Co, w + Cb.
* Compute pke.CT < PKE.Enc (pke.pk, (B, Q,r,y)).

¢ Let Ug be the unitary that permutes the qubits in () into the first half of the system. (Ie., Ug |12 - - Zp1q) =
|xa1xa2 cLay,Lhy Ty~ qu> with Q = {a17a27 e aap} and {17 2; T 7p+q}\Q = {bbea T 7bq}~)
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* Generate a quantum state |¥) := UCE(HB @ I%)(|r) @ |z & w ® u)).
e Compute h =me@z P y.
* Output CT := (|¥), pke.CT,u, h) and vk := (B, Q, ).
Dec(sk, CT):
* Parse sk = pke.sk and CT = (|U) , pke.CT, u, h).
» Compute (B, Q,r,y) + PKE.Dec(pke.sk, pke.CT).

* Apply Ug to |T), measure the last g-qubits in the computational basis and obtain the measurement outcome
.
e Compute = := v @ u mod Cs.
e Outputm’ =h @z dy.
Del(CT):
e Parse CT = (|U), pke.CT, u, h).
* Output cert := |U).
Vrfy(vk, cert):
* Parse vk = (B, Q,r) and cert = |¥).

 Apply (HP ® I®9)Uq to |¥), measure the first p-qubits in the computational basis and obtain the
measurement outcome 7.

e Output T if » = r/ and output | otherwise.
Correctness. Correctness easily follows from that of >py.

Security. The following two theorems hold.
Theorem 4.8. If ¥ is IND-CPA secure (Definition 2.16), then Ycepk is IND-CPA secure (Definition 4.4).
Its proof is straightforward, and therefore we omit it.

Theorem 4.9. If ¥ is IND-CPA secure (Definition 2.16) and tp/(p + q) — 4(k1 — k2)In2 is superlogarithmic, then
Ycepk is certified everlasting IND-CPA secure (Definition 4.5).

Its proof is similar to that of [Unrl5, Theorem 3].
Note that the plaintext space is of constant size in our construction. However, via the standard hybrid argument, we
can extend it to the polynomial size.

S Certified Everlasting Receiver Non-Committing Encryption
In this section, we define and construct certified everlasting receiver non-committing encryption. In Section 5.1, we

define certified everlasting RNCE. In Section 5.2, we construct a certified everlasting RNCE scheme from certified
everlasting PKE (Section 4).
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5.1 Definition

Definition 5.1 (Certified Everlasting RNCE (Syntax)). Let \ be the security parameter and let p, q, 1, s, t, u, and v be
polynomials. A certified everlasting RNCE scheme is a tuple of algorithms ¥ = (Setup, KeyGen, Enc, Dec, Fake, Reveal,
Del, Vrfy) with plaintext space M = {0,1}", ciphertext space C := Q%P public key space PK = {0,1}90),
master secret key space MSK := {0,1}"), secret key space SK = {0, 1}*N), verification key space VK = {0, 1}*(),
deletion certificate space D := Q"N and auxiliary state space AUX = {0, 1}”(’\).

Setup(1*) — (pk, MSK): The setup algorithm takes the security parameter 1* as input, and outputs a public key
pk € PK and a master secret key MSK € MSK.

KeyGen(MSK) — sk: The key generation algorithm takes the master secret key MSK as input, and outputs a secret
key sk € SK.

Enc(pk,m) — (vk,CT): The encryption algorithm takes pk and a plaintext m € M as input, and outputs a verification
key vk € VK and a ciphertext CT € C.

Dec(sk, CT) — m/ or L: The decryption algorithm takes sk and CT as input, and outputs a plaintext m’ € M or L.

Fake(pk) — (vk, cT ,aux): The fake encryption algorithm takes pk as input, and outputs a verification key vk € VK,

a fake ciphertext CT € C and an auxiliary state aux € AUX.

Reveal(pk, MSK, aux, m) — sk: The reveal algorithm takes pk, MSK| aux and m as input, and outputs a fake secret
key sk € SK.

Del(CT) — cert: The deletion algorithm takes CT as input and outputs a certification cert € D.
Vrfy(vk, cert) — T or L: The verification algorithm takes vk and cert as input, and outputs T or L.
We require that a certified everlasting RNCE scheme satisfies correctness defined below.

Definition 5.2 (Correctness for Certified Everlasting RNCE). There are two types of correctness, namely, decryption
correctness and verification correctness.

Decryption Correctness: There exists a negligible function negl such that for any A € N and m € M,

(pk, MSK) « Setup(1*)
(vk, CT) « Enc(pk,m)
sk < KeyGen(MSK)

m’ < Dec(sk, CT)

Pr|m' #m < negl(}).

Verification Correctness: There exists a negligible function negl such that for any A € N and m € M,

(pk, MSK) « Setup(1*)
Pr | Vrfy(vk,cert) = L | (vk,CT) < Enc(pk,m) < negl(A).
cert < Del(CT)

As security, we consider two definitions, Definition 5.3 and Definition 5.4 given below. The former is just the ordinal
receiver non-committing security and the latter is the certified everlasting security that we newly define in this paper.
Roughly, the everlasting security guarantees that any QPT adversary cannot distinguish whether the ciphertext and the
secret key are properly generated or not even if it becomes computationally unbounded and obtains the master secret key
after it issues a valid certificate.

Definition 5.3 (Receiver Non-Committing (RNC) Security for Certified Everlasting RNCE). Let & = (Setup, KeyGen,
Enc, Dec, Fake, Reveal, Del, Vrfy) be a certified everlasting RNCE scheme. We consider the following security experi-
ment Expg, 1 “(A, b) against a QPT adversary A.

17



1. The challenger runs (pk, MSK) « Setup(1*) and sends pk to A.
2. Asends m € M to the challenger.
3. The challenger does the following:

* Ifb =0, the challenger generates (vk, CT) < Enc(pk, m) and sk <— KeyGen(MSK), and sends (CT, sk)
to A.

e If b = 1, the challenger generates (vk, €:I', aux) < Fake(pk) and sk Reveal(pk, MSK, aux, m), and
sends (CT,sk) to A.

4. Aoutputs b’ € {0,1}.
We say that %, is RNC secure if, for any QPT A, it holds that
AdVET(A) = |Pr[ExpS€(X,0) = 1] — Pr[ExpS(A, 1) = 1]| < negl(A).
Definition 5.4 (Certified Everlasting RNC Security for Certified Everlasting RNCE). Let > = (Setup, KeyGen, Enc,

Dec, Fake, Reveal, Del, Vrfy) be a certified everlasting RNCE scheme. We consider the following security experiment

E cert-ever-rec-nc

XPST A (A, b) against a QPT adversary A, and an unbounded adversary As.

1. The challenger runs (pk, MSK) < Setup(1*) and sends pk to Aj.
2. Aj sends m € M to the challenger.
3. The challenger does the following:

* Ifb =0, the challenger generates (vk, CT) + Enc(pk, m) and sk < KeyGen(MSK), and sends (CT, sk)
to Al.

o If b = 1, the challenger generates (vk, CT, aux) < Fake(pk) and sk < Reveal(pk, MSK, aux, m), and
sends (CT sk) to Aj;.

4. At some point, Ay sends cert to the challenger and its internal state to As.

5. The challenger computes \rfy(vk, cert). If the output is T, the challenger outputs T and sends MSK to As. If the
output is |, the challenger outputs | and sends | to As.

6. As outputs V' € {0,1}.
7. If the challenger outputs T, then the output of the experiment is /. Otherwise, the output of the experiment is L.

We say that 3. is certified everlasting RNC secure if for any QPT Ay and any unbounded A, it holds that

Adv%e’r;l-ever-rec-nC()\) — ‘Pl‘ [E)(p%e’r;;ever-|rec-nc()\7 0) _ 1] — Pr [Expgz’rltiever-rec-nc()\7 1) — 1] | S negl()\).

5.2 Construction

In this section, we construct a certified everlasting RNCE scheme from a certified everlasting PKE scheme (Definition 4.1).
Our construction is similar to that of the secret-key RNCE scheme presented in [KNTY19]. The difference is that we
use a certified everlasting PKE scheme instead of an ordinary SKE scheme.
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Our certified everlasting RNCE scheme. We construct a certified everlasting RNCE scheme Ycence = (Setup, KeyGen,
Enc, Dec, Fake, Reveal, Del, Vrfy) from a certified everlasting PKE scheme Yok = PKE.(KeyGen, Enc, Dec, Del, Vrfy),
which was introduced in Definition 4.1.

Setup(1*):
* Generate (pke.pk; ., pke.sk; ) < PKE.KeyGen(1*) forall i € [n] and o € {0, 1}.
e Output pk = {Pke-Pki,a}ie[n},ae{o,l} and MSK := {pke.sk; o }ic[n],acf0,1}-
KeyGen(MSK):
* Parse MSK = {pke.sk; o }ic[n],ae{0,1}
* Generate x < {0,1}".
* Output sk = (z, {pke.sk; [i] }ic[n])-
Enc(pk,m):
* Parse pk = {Pke-Pki,a}ie[n},ae{0,1}-
* Compute (pke.vk; o, pke.CT; o) <+ PKE.Enc(pke.pk; ,,m[i]) forall i € [n] and o € {0, 1}.
* Output vk = {pke.vK; o }ic[n],acf0,1} and CT = {pke.CT; o }ic[n],ac{0,1}-
Dec(sk,CT):
* Parse sk = (7, {pke.sk; }ic[n)) and CT = {pke.CT; o }icn),acq0,1}-
* Compute m/[i] +— PKE.Dec(pke.sk;, pke.CT; ;1) for all i € [n].
* Output m == m[1][[m[2]]| - - - [[m[n].
Fake(pk):
* Parse pk = {pke.pki’a}ieM’ae{m}.
* Generate z* < {0,1}".

* Compute (pke.vk; ;-] pke.CT; z[) PKE.Enc(pke.pki)gj*[i],O) and (pke.vk; z+[ij@1, Pke.CT; 4+ 5j@1) <
PKE.Enc(pke.pk; ,[ij@1, 1) foralli € [n].

* Output vk = {pke.vK; o }ic[n],ac{0,1}- CT = {pke.CT .o }ien],acfo,1} and aux = x*.
Reveal(pk, MSK; aux, m):
* Parse pk = {pke~pki,a}i€[n],ae{o,l}s MSK = {pke.ski o }icn],ac{o,1} and aux = z*.
¢ Output sk = (x* @ m, {pke.skm*[i]@m[i]}ie[n]).
Del(CT):
* Parse CT = {pke.CT; o }ic[n],acfo,1}-

» Compute pke.cert; o, < PKE.Del(pke.CT, ) forall i € [n] and o € {0, 1}.
¢ Output cert := {pke.certiﬂ}ie[nme{oJ}.

Vrfy(vk, cert):

e Parse vk = {pkeNki,a}ie[n],ae{o,u and cert = {pke.cert@a}ie[nme{o,l}.

» Compute T/L < PKE.Vrfy(pke.vk; o, pke.cert; o) for all i € [n] and o € {0,1}. If all results are T,
Vrfy(vk, cert) outputs T. Otherwise, it outputs L.
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Correctness: Correctness easily follows from that of Ycepk.

Security: The following two theorems hold.
Theorem 5.5. If Ycepi is IND-CPA secure (Definition 4.4), Yicence is RNC secure (Definition 5.3).
Its proof is similar to that of Theorem 5.6, and therefore we omit it.

Theorem 5.6. If Ycpi is certified everlasting IND-CPA secure (Definition 4.5), Yicence is certified everlasting RNC
secure (Definition 5.4).

Its proof is given in Appendix A.

6 Certified Everlasting Garbling Scheme

In Section 6.1, we define certified everlasting garbling scheme. In Section 6.2, we construct a certified everlasting
garbling scheme from a certified everlasting SKE scheme.

6.1 Definition

We define certified everlasting garbling schemes below. An important difference from ordinal classical garbling schemes
is that the garbled circuit C (i.e., an output of Grbl) is a quantum state.

Definition 6.1 (Certified Everlasting Garbling Scheme (Syntax)). Let A be a security parameter and p, q,r and s be
polynomials. Let C,, be a family of circuits that take n-bit inputs. A certified everlasting garbling scheme is a tuple
of algorithms ¥ = (Samp, Grbl, Eval, Del, Vrfy) with label space L = {0,1}?N), garbled circuit space C = Q®IN),
verification key space VK = {0, l}T(/\) and deletion certificate space D = Q®*\N),

Samp(1*) — {Li,a}icn),ac{o,1}: The sampling algorithm takes a security parameter 1* as input, and outputs 2n
labels {L; o }ic[n],ac{0,1} With L; o € L for each i € [n] and o € {0,1}.

Grbl(1*, C, {Li o }icn),acf0,1}) — (C,vk): The garbling algorithm takes 1*, a circuit C € C, and 2n labels
{Li,a}icin),ac{0,1} as input, and outputs a garbled circuit CeCanda verification key vk € VK.

Eval(é, {Li ; Yien)) — v+ The evaluation algorithm takes C and n labels {Lix; Yiein) where x; € {0,1} as input,
and outputs 1.

Del(é ) — cert: The deletion algorithm takes C as input, and outputs a certificate cert € D.
Vrfy(vk, cert) — T or L: The verification algorithm takes vk and cert as input, and outputs T or L.
We require that a certified everlasting garbling scheme satisfies correctness defined below.

Definition 6.2 (Correctness for Certified Everlasting Garbling Scheme). There are three types of correctness, namely,
evaluation correctness, verification correctness, and modification correctness.

Evaluation Correctness: There exists a negligible function negl such that for any A\ € N, C € C,, and x € {0,1}",

{Ei,(x}ie[n],aE{O,l} < Samp(l)\)
Pr |y # C(z)| (C,vk) <—E—]rb|(1/\,C, {Lia}icm)aco.1y) | < negl(A).
y < Eval(C, {Liz, tiem))
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Verification Correctness: There exists a negligible function negl such that for any A € N,

{Li,a}icin).aefo,1) < Samp(1Y)
Pr | Vrfy(vk, cert) = L | (C,vk) + GLbI(l’\, Ci{Lia}icinl,ae{o,1}) | < negl(X).
cert <— Del(C)

Modification Correctness: There exists a negligible function negl and a QPT algorithm Modify such that for any
AeN,

{éi,a}ie[n],ae{o,l} + Samp(1*)
(C, Vk) — Grbl(1>‘, C, {Li,(x}ie[n],ae{o,l})
Pr | Vrfy(vk, cert*) = L | a,b < {0,1}4®) < negl(A).
cert + Del(Z°X*C X 2?)
cert* + Modify(a, b, cert)

Remark 6.3. Minimum requirements for correctness are evaluation correctness and verification correctness. In this
paper, however, we also require modification correctness, because we need modification correctness for the construction
of functional encryption in Section 7.3.

As security, we consider two definitions, Definition 6.4 and Definition 6.5 given below. The former is just the ordinal
selective security and the latter is the certified everlasting security that we newly define in this paper. Roughly, the
everlasting security guarantees that any QPT adversary with the garbled circuit C' and the labels {L; ;) }ic[n] cannot
obtain any information beyond C'(x) even if it becomes computationally unbounded after it issues a valid certificate.

Definition 6.4 (Selective Security for Certified Everlasting Garbling Scheme). Let 3 = (Samp, Grbl, Eval, Del, Vrfy)
be a certified everlasting garbling scheme. We consider the following security experiment Expsze!i(l’\, b) against a QPT
adversary A. Let Sim be a QPT algorithm.

1. Asends a circuit C € C,, and an input x € {0,1}" to the challenger.

2. The challenger computes { L; o }ic[n],ac{0,1} Samp(1H).

3. Ifb = 0, the challenger computes (C,vk) < Grbl(1*, C, {Li,a}icn),ae{0,1}), and returns (C, {Li .z, Yien)) to
A. Ifb = 1, the challenger computes C < Sim(1*,11°1_ C(x), {Li«, Yiem), and returns (C, {Liw, Yicm) to
A

4. Aoutputs b’ € {0,1}. The experiment outputs b'.

We say that 3 is selective secure if there exists a QPT simulator Sim such that for any QPT adversary A it holds that

AdVEG(N) =

Pr [Expsgli(l)‘,O) = 1] - Pr{Exp‘c’Eefff\(l)‘, 1) = 1” < negl(A).
Definition 6.5 (Certified Everlasting Selective Security for Certified Everlasting Garbling Scheme). Let > =

(Samp, Grbl, Eval, Del, Vrfy) be a certified everlasting garbling scheme. We consider the following security experiment

cert-ever-selct

Expa x: (1*,b) against a QPT adversary A, and an unbounded adversary As. Let Sim be a QPT algorithm.
1. Ay sends a circuit C € C,, and an input x € {0,1}" to the challenger.
2. The challenger computes {L; o }ic(n),ac{o,1} < Samp(1*).

3. Ifb = 0, the challenger computes (C,vk) < Grbl(1*, C, {Li,a}icn),ac{o,1}), and returns (C, {Liz, }icmn)) to
Ay Ifb = 1, the challenger computes (C, vk) < Sim(1*, 1€, C(z), {Li«, Yiemn)), and returns (C, {Lix; Yiem)
to A;.

4. At some point, A; sends cert to the challenger, and sends the internal state to As.
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5. The challenger computes Vrfy(vk, cert). If the output is L, then the challenger outputs 1, and sends L to As.
Otherwise, the challenger outputs T, and sends T to As.

6. Ay outputs b’ € {0,1}.
7. If the challenger outputs T, then the output of the experiment is /. Otherwise, the output of the experiment is L.

We say that X is certified everlasting selective secure if there exists a QPT simulator Sim such that for any QPT A1 and
any unbounded As it holds that

Adv§7rXever-selct(A) —

Pr [lEXI:’Szfgever-seIct(1>\7 O) — 1} — Pr [EXp‘cﬁrgever-selct(1>\7 1) — 1} ’ < negl(/\)

6.2 Construction

In this section, we construct a certified everlasting garbling scheme from a certified everlasting SKE scheme (Defini-
tion 3.1). Our construction is similar to Yao’s construction of an ordinary garbling scheme [Yao86], but there are two
important differences. First, we use a certified everlasting SKE scheme instead of an ordinary SKE scheme. Second, we
use XOR secret sharing, although [Yao86] used double encryption. The reason why we cannot use double encryption is
that our certified everlasting SKE scheme has quantum ciphertext and classical plaintext.

Before introducing our construction, let us quickly review notations for circuits. Let C' be a boolean circuit. A
boolean circuit C' consists of gates, gate,, gate,, - - - , gate,, where g is the number of gates in the circuit. Here,
gate, == (g, wa, wp, w.), where g : {0,1}2 — {0,1} is a function, w,, w, are the incoming wires, and w,. is the
outgoing wire. (The number of outgoing wires is not necessarily one. There can be many outgoing wires, but we
use the same label w, for all outgoing wires.) We say C'is leveled if each gate has an associated level and any gate
at level ¢ has incoming wires only from gates at level / — 1 and outgoing wires only to gates at level £ 4+ 1. Let
outy,outg, - - -, out,, be the m output wires. For any x € {0,1}", C(z) is the output of the circuit C' on input x. We
consider that gatey, gatey, - - - , gate, are arranged in the ascending order of the level.

Our certified everlasting garbling scheme. We construct a certified everlasting garbling scheme Xcege = (Samp, Grbl,
Eval, Del, Vrfy) from a certified everlasting SKE scheme Yc.qx = SKE.(KeyGen, Enc, Dec, Del, Vrfy) (Definition 3.1).
Let IC be the key space of Yc.sk. Let C be a leveled boolean circuit. Let n, m, g, and p be the input size, the output size,
the number of gates, and the total number of wires of C, respectively.

Samp(1*):
e Foreachi € [n] and o € {0, 1}, generate ske.sk! < SKE.KeyGen(1?*).
* Output {Li,a}ié[n],ae{o,l} = {Ske‘Skg}ie[n],ne{O,l}'

Grbl(lAa Oa {Li,a}ie[n],oe{o,l}):

e Foreachi € {n+1,---,p}and o € {0,1}, generate ske.sk! < SKE.KeyGen(1*).

* For each i € [¢], compute
(vki, gi) < GateGrbl(gate,, {ske.sk7 , ske.sky , ske.sky } 50,1} ),
where gate, = (g, wq, wp, w.) and GateGrbl is described in Fig 1.
« Foreach i € [m], set d; == [(ske.skye, ; 0), (ske.skaye,, 1)].
« Output C := ({Gi }iefq) {di biem)) and vk := {vk;}ic(q)-
Eval(C, {Li, }icin)):

* Parse C = ({Gi}iciq) {dibicpm)) and {Li e, Yiepn) = {ske.sk] }iepn-
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* For each i € [g], compute ske.sk, < GateEval(g;, ske.sk,, ske.skj) in the ascending order of the level,

where GateEval is described in Fig 2. If ske.sk/, = L, output | and abort.
* For each i € [m], set y[i] = o if ske.sky,,. = ske.skg

out, - Otherwise, set y[i| = L, and abort.
Output y = y[1][[y[2]]] - - - [ly[m].

Del(C):

Parse C' = ({gi }ie(q): {di}icm))-
* For each i € [g], compute cert; < GateDel(g;), where GateDel is described in Fig 3.
* Output cert := {cert; };c[q]-
Vrfy(vk, cert):
* Parse vk = {vk; };c[q and cert = {cert;};c(q-
* For each i € [¢], compute L /T < GateVrfy(vk;, cert;), where GateVrfy is described in Fig 4.
o If T < GateVrfy(vk;, cert;) for all ¢ € [g], then output T. Otherwise, output L.

Gate Garbling Circuit GateGrbl
Input: gate;, {ske.sky, ske.sky, ske.sk? },c (0,1}
Output: g; and vk;.
1. Parse gate; = (g, Wa, Wp, We).
2. Sample v; « S4.¢
3. For each o4, 03 € {0, 1}, sample pg®7% « K.
4. For each o0q,0, € {0,1}, compute (ske.vkg®'?® ske.CTq%?%) <  SKE.Enc(ske.skl®,pe®?®) and
(ske.vky *"7% ske.CT,**?) < SKE.Enc(ske.sk;*, pc*'7" & ske.skg("a’ob)).

5. Output g; = {ske.CTg‘“g”,ske.CTZ"”Ub}U(lyabe{oyl} in the permutated order of -~; and vk; =
{ske.vkg® 7", ske.vky 7"}, 5, (0,1} in the permutated order of ;.

@S, is the symmetric group of order 4.

Figure 1: The description of GateGrbl

Gate Evaluating Circuit GateEval
Input: A garbled gate g; and (ske.sk/,, ske.sk} ).
Output: ske.skc or L.
1. Parse g; = {ske.CTq*7%, ske.CT; 7"} cro.1}-
2. For each 04,0, € {0,1}, compute qg®7°
SKE.Dec(ske.sk}, ske.CT; **7%).

< SKE.Dec(ske.skf,,ske.CTg*?") and qp*7% <«

’
3. If there exists a unique pair (0q,03) € {0,1}2 such that ¢g%?% # 1 and qZ“‘Ub # 1, then compute ske.sk. @7t =

’
Ta, Ta,%h Ta,

@ @ q, and output ske.sk/, := ske.sk.”*’??. Otherwise, output ske.sk/, :== L.

Figure 2: The description of GateEval

Correctness: Correctness easily follows from that of X ek.
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Gate Deletion Circuit GateDel
Input: A garbled gate i
Output: cert;
1. Parse g; = {ske.CTq"7%,ske.CT; "}, cr0.1}-
2. For each o4, 0y € {0, 1}, compute ske.certg®’?? + SKE.Del(ske.CTg*7?).
3. Foreach oq, 05 € {0, 1}, compute ske.cert; **?® +— SKE.Del(ske.CT; **7?).

4. Output cert; = {ske.certg® 7" ske.certy*' 7%}, . 101}

Figure 3: The description of GateDel

Gate Verification Circuit GateVrfy
Input: vk; and cert;.
Output: T or L.
1. Parse vk; = {ske.vkg®'?", ske.vky "7}, 1o 1} and cert; = {ske.certg®??, ske.certy "}, o cro 13-
2. For each o4, 03 € {0, 1}, compute T/ 1 < SKE.Vrfy(ske.vk3®*?? ske.certq®7?).
3. Foreach oa,05 € {0,1}, compute T /L < SKE.Vrfy(ske.vky “*??, ske.cert; **7?).

4. If all the outputs are T, then output T. Otherwise, output L.

Figure 4: The description of GateVrfy

Security: The following two theorems hold.
Theorem 6.6. If Y. satisfies the IND-CPA security (Definition 3.4), Ycegc Satisfies the selective security (Definition 6.4).
Its proof is similar to that of Theorem 6.7, and therefore we omit it.

Theorem 6.7. If X satisfies the certified everlasting IND-CPA security (Definition 3.5), Yicegc Satisfies the certified
everlasting selective security (Definition 6.5).

Its proof is given in Appendix B.

7 Certified Everlasting Functional Encryption

In this section, we define and construct certified everlasting functional encryption (FE). In Section 7.1, we define
certified everlasting FE. In Section 7.2, we construct a 1-bounded certified everlasting FE scheme with non-adaptive
security for all P/poly circuits from a certified everlasting garbling scheme (Definition 6.1) and a certified everlasting
PKE scheme (Definition 4.1). In Section 7.3, we change it to the adaptive one by using a certified everlasting RNCE
scheme (Definition 5.1). In Section 7.4, we further change it to a g-bounded certified everlasting FE for all NC' circuits
by using a multipary computation scheme.

7.1 Definition

Definition 7.1 (g-Bounded Certified Everlasting FE (Syntax)). Let A\ be a security parameter and let p, r, s, t, u
and v be polynomials. Let q be a polynomial of the security parameter \. A q-bounded certified everlasting FE
scheme for a class F of functions is a tuple of algorithms ¥ = (Setup, KeyGen, Enc, Dec, Del, Vrfy) with plaintext
space M = {0,1}", ciphertext space C := QPN master public key space MPK := {0,1}" ), master secret key
space MSK = {0,1}*P), secret key space SK := {0, 1}, verification key space VK = {0,1}*™) and deletion
certificate space D = Q%"

24



Setup(1*) — (MPK, MSK): The setup algorithm takes the security parameter 1* as input, and outputs a master public
key MPK € MPK and a master secret key MSK € MSK.

KeyGen(MSK, f) — sky: The keygeneration algorithm takes MSK and f € F as input, and outputs a secret key
Skf e SK.

Enc(MPK,m) — (vk,CT): The encryption algorithm takes MPK and m € M as input, and outputs a verification
key vk € VK and a ciphertext CT € C.

Dec(sk¢,CT) — y or L: The decryption algorithm takes sk and CT as input, and outputs y or L.
Del(CT) — cert: The deletion algorithm takes CT as input, and outputs a certificate cert € D.
Vrfy(vk, cert) — T or L: The verification algorithm takes vk and cert as input, and outputs T or L.
We require that a certified everlasting FE scheme satisfies correctness defined below.
Definition 7.2 (Correctness for Certified Everlasting FE). There are three types of correctness, namely, evaluation
correctness, verification correctness, and modification correctness.
Evaluation Correctness: There exists a negligible function negl such that for any A €e N, m € Mand f € F,

(MPK, MSK) « Setup(1*)
sk < KeyGen(MSK, f)

Prly# F0m) | i, €T) < Enc(MPK, m)
y < Dec(sks, CT)

< negl(A).

Verification Correctness: There exists a negligible function negl such that for any A € N and m € M,

(MPK, MSK) « Setup(1*)
Pr | Vrfy(vk,cert) = L | (vk,CT) < Enc(MPK,m) < negl(A).
cert < Del(CT)

Modification Correctness: There exists a negligible function negl and a QPT algorithm Modify such that for any
AeNandm e M,

(MPK, MSK) « Setup(1*)
sky < KeyGen(MSK, f)
(vk, CT) « Enc(MPK,m)
a, b+ {0,1}pN

cert + Del(Z°X2CTX2b)
cert* + Modify(a, b, cert)

Pr | Vrfy(vk, cert®) = L < negl(A).

Remark 7.3. Minimum requirements for correctness are evaluation correctness and verification correctness. In this
paper, however, we also require modification correctness, because we need modification correctness for the construction
of certified everlasting FE in Section 7.3.

Remark 7.4. In FE, we usually want to run Dec algorithm for many different functions f on the same ciphertext CT.
One might think that the quantum CT is destroyed by Dec algorithm, and therefore it can be used only once. However, it
is easy to see that Dec algorithm can be always modified so that it does not disturb the quantum state CT by using the
gentle measurement lemma [Will1].

In this paper, we introduce four types of definitions of security, Definitions 7.5 to 7.8. (We note that these securities
are simulation based ones defined in [GVW12].) The first two definitions (Definitions 7.5 and 7.6) are ordinal security
definitions of FE. (Definition 7.5 is non-adaptive one and Definition 7.6 is adaptive one.) The third and fourth definitions
(Definitions 7.7 and 7.8) are security definitions with certified everlasting security that we newly introduce in this paper.
(Definition 7.7 is non-adaptive one and Definition 7.8 is adaptive one.)
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Definition 7.5 (¢g-Bounded Non-Adaptive Security for Certified Everlasting FE (Simulation Base)[GYW12]).
Let q be a polynomial of \. Let ¥ = (Setup, KeyGen, Enc, Dec, Del, Vrfy) be a q-bounded certified everlasting FE

scheme. We consider the following security experiment Expnon adapt()\ b) against a QPT adversary A. Let Sim be a
QPT algorithm.

1. The challenger runs (MPK, MSK) < Setup(1*) and sends MPK to A.

2. A s allowed to make arbitrary key queries at most q times. For the (-th key query, the challenger receives fy € F,
computes sk, < KeyGen(MSK, f¢), and sends sky, to A. Let q* be the number of times that A makes key

queries. Let V := {y; == fi(m), fi,sky, }iciq#)-
3. A chooses m € M and sends m to the challenger.
4. The experiment works as follows:

* Ifb =0, the challenger computes (vk, CT) <= Enc(MPK,m), and sends CT to A.
o Ifb =1, the challenger computes CT < Sim(MPK, V, 11"!), and sends CT to A.

5. Aoutputs b’ € {0,1}. The output of the experiment is V.

We say that 3. is q-bounded non-adaptive secure if there exists a QPT simulator Sim such that for any QPT adversary
A it holds that

AdvETPEPE(N) =

Pr[Exp;ﬁ;adapt(A,O) = } Pr [Ex non adaPt(\, 1) = 1” < negl(\).

Definition 7.6 (¢-Bounded Adaptive Security for Certified Everlasting FE (Simulation Base)[GVW12]). Let g be a
polynomial of \. Let 2 = (Setup, KeyGen, Enc, Dec, Del, Vrfy) be a g-bounded certified everlasting FE scheme. We
consider the following security experiment Expaz({jt()\, b) against a QPT adversary A. Let Sim; and Simy be a QPT
algorithm.

1. The challenger runs (MPK, MSK) < Setup(1*) and sends MPK to A.

2. Ais allowed to make arbitrary key queries at most q times. For the {-th key query, the challenger receives f; € F,
computes sk, < KeyGen(MSK, f;), and sends sky, to A. Let q* be the number of times that A makes key

queries. LetV := {y; = fi(m), fi,sky, }ic(g+]-
3. A chooses m € M and sends m to the challenger.
4. The experiment works as follows:

e Ifb =0, the challenger computes (vk, CT) < Enc(MPK,m), and sends CT to A.

* Ifb =1, the challenger computes (CT,sty-) < Sim1(MPK, V, 11™1), and sends CT to A, where Stg« isa
quantum state.

5. A is allowed to make arbitrary key queries at most ¢ — ¢* times. For the (-th key query, the challenger works as
Sollows:

* Ifb =0, the challenger receives f, € F, computes sk, <— KeyGen(MSK, f¢), and sends sk, to A.

o Ifb =1, the challenger receives f, € F, computes (sky,,st;) < Sima(MSK, fo, fo(m),ste_1), and sends
Skfz to A.

6. Aoutputs b’ € {0,1}. The output of the experiment is /.

We say that ¥ is q-bounded adaptive secure if there exists a QPT simulator Sim = (Simq, Sims) such that for any
QPT adversary A it holds that

AdVERE(N) =

Pr [Exp;jjzt()\,()) = 1} Pr[ExpadaPt(A 1) = 1” < negl(\).
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Definition 7.7 (¢-Bounded Certified Everlasting Non-Adaptive Security for Certified Everlasting FE (Simulation
Base)). Let g be a polynomial of M. Let ¥ = (Setup, KeyGen, Enc, Dec, Del, Vrfy) be a q-bounded certified everlasting

cert-ever-non-adapt

FE scheme. We consider the following security experiment Exps, 4 (X, b) against a QPT adversary Ay and
an unbounded adversary As. Let Sim be a QPT algorithm.

1. The challenger runs (MPK, MSK) < Setup(1*) and sends MPK to A;.

2. Ay is allowed to make arbitrary key queries at most q times. For the (-th key query, the challenger receives
fo € F, computes sk, < KeyGen(MSK, f;) and sends skj, to Ay. Let ¢* be the number of times that A; makes

key queries. Let V = {y; == fi(m), fi,sky, }ic[q+]-
3. Ay chooses m € M and sends m to the challenger.
4. The experiment works as follows:

o Ifb =0, the challenger computes (vk, CT) < Enc(MPK, m), and sends CT to A;.
o Ifb =1, the challenger computes (vk, CT) < Sim(MPK, V, 11"!), and sends CT to A;.

5. At some point, A; sends cert to the challenger and its internal state to As.

6. The challenger computes NVrfy(vk, cert). If the output is T, then the challenger outputs T, and sends MSK to As.
Otherwise, the challenger outputs |, and sends 1 to As.

7. Ag outputs b’ € {0,1}. If the challenger outputs T, the output of the experiment is b'. Otherwise, the output of
the experiment is L.

We say that . is q-bounded certified everlasting non-adaptive secure if there exists a QPT simulator Sim such that for
any QPT adversary A; and any unbounded adversary As it holds that

Adv;e’rZever-non-adapt()\) — ‘PI’ [Exp%e’r‘:ever-non-adapt()\7 O) _ 1:| — Pr [Expg’r;{ever-non-adapt()\7 1) _ 1} ‘ < negl()\).

Definition 7.8 (g-Bounded Certified Everlasting Adaptive Security for Certified Everlasting FE (Simulation
Base)). Let g be a polynomial of \. Let ¥ = (Setup, KeyGen, Enc, Dec, Del, Vrfy) be a q-bounded certified everlasting

cert-ever-adapt

FE scheme. We consider the following security experiment Expy, 4 (A, b) against a QPT adversary A; and an
unbounded adversary As. Let Simq, Simg, and Sims be a QPT algorithm.

1. The challenger runs (MPK, MSK) ¢ Setup(1*) and sends MPK to A;.

2. Ay is allowed to make arbitrary key queries at most q times. For the (-th key query, the challenger receives
fo € F, computes sk, < KeyGen(MSK, f;) and sends skj, to Ay. Let ¢* be the number of times that A; makes

key queries. Let V = {y; == fi(m), fi,sky, }ic[q+]-
3. Aj chooses m € M and sends m to the challenger.
4. The experiment works as follows:

* Ifb =0, the challenger computes (vk, CT) < Enc(MPK, m), and sends CT to A;.
o Ifb = 1, the challenger computes (CT,st,«) < Sim;(MPK, V, 1I™l), and sends CT to Ay, where st~ is a
quantum state.

5. Ay is allowed to make arbitrary key queries at most ¢ — q* times. For the (-th key query, the challenger works as
follows.

* Ifb =0, the challenger receives f; € F, computes sky, < KeyGen(MSK, f;), and sends sky, to A;.

o Ifb =1, the challenger receives f, € F, computes (sk¢,,sty) < Sima(MSK, fo, fo(m),ste_1), and sends
sky, to Ay, where sty is a quantum state.
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6. Ifb =1, the challenger runs vk < Sims(sty/ ). Here, ¢’ is the number of times that Ay makes key queries in total.
7. At some point, Ay sends cert to the challenger and its internal state to As.

8. The challenger computes Nrfy(vk, cert). If the output is T, then the challenger outputs T, and sends MSK to As.
Otherwise, the challenger outputs |, and sends 1 to As.

9. As outputs V' € {0,1}. If the challenger outputs T, the output of the experiment is b/. Otherwise, the output of
the experiment is L.

We say that 3. is g-bounded certified everlasting adaptive secure if there exists a Q PT simulator Sim = (Simy, Simg, Sims)
such that for any Q PT adversary Ay and any unbounded adversary As it holds that

AdV;ej;ever-adapt(/\) —

Pr[ExpSrs™ P (0,0) = 1] = Pr[Bxp§™ " (A, 1) = 1]| < negl().

7.2 Construction of 1-Bounded Certified Everlasting Functional Encryption with Non-
Adaptive Security

In this section, we construct a 1-bounded certified everlasting FE scheme with non-adaptive security from a certified
everlasting garbling scheme (Definition 6.1) and a certified everlasting PKE scheme (Definition 4.1).

Our 1-bounded certified everlasting FE scheme with non-adaptive security. We use a universal circuit U (-, z) in
which a plaintext « is hard-wired. The universal circuit takes a function f as input and outputs f(z). Let s := | f|. We con-
structa 1-bounded certified everlasting FE scheme with non-adaptive security Ycere = (Setup, KeyGen, Enc, Dec, Del, Vrfy)
from a certified everlasting garbling scheme ¥e;c = GC.(Samp, Grbl, Eval, Del, Vrfy) (Definition 6.1) and a certified
everlasting PKE scheme ..o = PKE.(KeyGen, Enc, Dec, Del, Vrfy) (Definition 4.1).

Setup(1*):

* Generate (pke.pk; ,, pke.sk; o) < PKE.KeyGen(1*) for every i € [s] and a € {0, 1}.

* Output MPK = {pke.pkiﬁa}ie[s],ae{oyl} and MSK := {pke.sk; o }ic[s],ac{0,1}-
KeyGen(MSK, f):

* Parse MSK = {pke.sk; o }ic[s],ac{0,1} and f = (f1,---, fs).

* Output sky == (f, {pke.skuf[i]}ie[s]).
Enc(MPK,m):

e Parse MPK = {pke'pki,a}ie[s],aE{O,l}-

* Compute {L; o }ic[s)acfo,1} < GC.Samp(1*).

e Compute (ﬁ,gc.vk) — GC.GrbI(lA, U(-,m), {Li,a}ie[s],ae{o,l})~

* Forevery i € [s] and o € {0, 1}, compute (pke.vk; o, pke.CT; o) < PKE.Enc(pke.pk; ,,, L; o).

* Output vk = (gc.vk, {pke.vK; o }ie[s],acf0,1}) and CT := ([7, {pke.CT o }ie[s],act0,1})-
Dec(sky, CT):

* Parse sky = (f, {pke.ski}ie[s]) and CT = (ﬁ, {pke.CTi,a}ie[s},ae{m}).

* For every i € [s], compute L;, < PKE.Dec(pke.sk;, pke.CT; r1;).

« Compute y + GC.Eval(U, {Li}icps])-
e Output y.
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Del(CT):

Parse CT = (ﬁ, {pke.CTy 0 }ic[s],acf0,1})-

e Compute gc.cert < GC.DeI((?).

 Foreveryi € [s] and o € {0, 1}, compute pke.cert; o < PKE.Del(pke.CT; ).
* Output cert := (gc.cert, {pke.cert; o }ic[s],ac{0,1})-

Vrfy(vk, cert):

* Parse vk = (gc.vk, {pke.vk; o }ic[s],ac0,1}) and cert = (gc.cert, {pke.cert; o }ic[s],acf0,1})-

* OQutput T if T < GC.Vrfy(gc.vk, gc.cert) and T <— PKE.Vrfy(pke.vk; o, pke.cert; o) for every i € [s] and
a € {0,1}. Otherwise, output L.

Correctness: Correctness easily follows from that of Ycege and Ecepk.

Security: The following two theorems hold.

Theorem 7.9. If Yccqc satisfies the selective security (Definition 6.4) and Ycepk satisfies the IND-CPA security (Defini-
tion 4.4), Yicefe satisfies the 1-bounded non-adaptive security (Definition 7.5).

Its proof is similar to that of Theorem 7.10, and therefore we omit it.

Theorem 7.10. If Y., satisfies the certified everlasting selective security (Definition 6.5) and Yepk satisfies the
certified everlasting IND-CPA security (Definition 4.5), Y.cefe satisfies the 1-bounded certified everlasting non-adaptive
security (Definition 7.7).

Its proof is given in Appendix C.

7.3 Construction of 1-Bounded Certified Everlasting Functional Encryption with Adaptive
Security

In this section, we change the non-adaptive scheme constructed in the previous subsection to the adaptive one by using a
certified everlasting RNC scheme (Definition 5.1).

Our 1-bounded certified everlasting FE scheme with adaptive security. We construct a 1-bounded certified
everlasting FE scheme with adaptive security Ycere = (Setup, KeyGen, Enc, Dec, Del, Vrfy) from a 1-bounded certified
everlasting FE scheme with non-adaptive security ., = NAD.(Setup, KeyGen, Enc, Dec, Del, Vrfy), where the
ciphertext space is C := Q®", and a certified everlasting RNCE scheme

Ycence = NCE.(Setup, KeyGen, Enc, Dec, Fake, Reveal, Del, Vrfy)
(Definition 5.1). Let NAD.Modify be a QPT algorithm such that

(nad.MPK; nad.MSK) < NAD.Setup(1*)
(nad.vk, nad.CT) + NAD.Enc(nad.MPK, m)
Pr [ NAD.Vrfy(nad.vk, nad.cert™) # T | a,c + {0,1}" < negl(A).
nad.cert <~ NAD.Del(Z°X%nad.CTX*Z°)
nad.cert* + NAD.Modify(a, ¢, nad.cert)

for any m.
Our construction is as follows.

Setup(1*):
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* Run (nad.MPK, nad.MSK) + NAD.Setup(1*).
* Run (nce.pk, nce.MSK) + NCE.Setup(1*).
* Output MPK := (nad.MPK, nce.pk) and MSK := (nad.MSK, nce.MSK).

KeyGen(MSK, f):

* Parse MSK = (nad.MSK;, nce.MSK).

* Compute nad.sky <— NAD.KeyGen(nad.MSK, f).
* Compute nce.sk < NCE.KeyGen(nce.MSK).

* Output sk := (nad.sky, nce.sk).

Enc(MPK,m):

e Parse MPK = (nad.MPK nce.pk).

» Compute (nad.vk,nad.CT) < NAD.Enc(nad.MPK, m).

* Generate a, c < {0,1}". Let ¥ := Z°X*nad.CTX*Z°.

» Compute (nce.vk, nce.CT) + NCE.Enc(nce.pk, (a, c)).

* Output vk := (nad.vk, nce.vk, a, c¢) and CT := (¥, nce.CT).

Dec(sks, CT):
* Parse sk; = (nad.sky, nce.sk) and CT = (¥, nce.CT).
» Compute (a’, ¢’) < NCE.Dec(nce.sk, nce.CT).
« Compute nad.CT' := X9 Z¢ 0 z¢ X'
* Compute y < NAD.Dec(nad.sk¢, nad.CT").
e Qutput y.
Del(CT):
e Parse CT = (¥, nce.CT).
» Compute nad.cert <— NAD.Del(T).
* Compute nce.cert < NCE.Del(nce.CT).
* Output cert := (nad.cert, nce.cert).

Vrfy(vk, cert):

* Parse vk = (nad.vk, nce.vk, a, ¢) and cert = (nad.cert, nce.cert).
* Compute nad.cert* < NAD.Modify(a, ¢, nad.cert).

* Output T if T <— NCE.Vrfy(nce.vk, nce.cert) and T < NAD.Vrfy(nad.vk, nad.cert*). Otherwise, output
L.

Correctness: Correctness easily follows from that of X,,4 and Xcence-

Security: The following two theorems hold.

Theorem 7.11. If X,..4 satisfies the 1-bounded non-adaptive security (Definition 7.5) and Ycence Satisfies the RNC
security (Definition 5.3), Ycefe satisfies the 1-bounded adaptive security (Definition 7.6).

Its proof is similar to that of Theorem 7.12, and therefore we omit it.

Theorem 7.12. If 3,,.4 satisfies the 1-bounded certified everlasting non-adaptive security( Definition 7.7) and Ycence
satisfies the certified everlasting RNC security (Definition 5.4), Y.cefe satisfies the 1-bounded certified everlasting adaptive
security (Definition 7.8).

Its proof is given in Appendix D.
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7.4 Construction of ¢-Bounded Certified Everlasting Functional Encryption for NC' circuits

In this section, we construct a g-bounded certified everlasting FE for all NC! circuits from 1-bounded certified everlasting
FE constructed in the previous subsection and Shamir’s secret sharing ([Sha79]). Our construction is similar to that of
ordinary FE for all NC! circuits in [GVW12] except that we use a 1-bounded certified everlasting FE instead of an
ordinary 1-bounded FE.

Our g-bounded certified everlasting FE scheme for NC' circuits. We consider the polynomial representation of
circuits C'in NC'. The input message space is M := F’, and for each NC" circuit C, C(-) is an ¢-variate polynomial
over T of total degree at most D. Let ¢ = ¢(A\) be a polynomial of A\. Our scheme is associated with additional
parameters S = S(A), N = N()), t = ¢t(\) and v = v(\) that satisfy

t(A) = O(¢*A), N(A) = ©(D*¢*t),v(A) = O(A), S(A) = O(vg?).
Let us define a family G := {G¢c,a }cenct ,acs)» Where
Gea(r, 21,22, Zs) = Clx) + Y _ Z;
icA

is a function and 71, -+ , Zg € F.
We construct a g-bounded certified everlasting FE scheme for all NC! circuits Scefe = (Setup, KeyGen, Enc, Dec, Del,
Vrfy) from a 1-bounded certified everlasting FE scheme X,, = ONE.(Setup, KeyGen, Enc, Dec, Del, Vrfy).

Setup(1*):
s Fori € [N], generate (one.MPK;, one.MSK;) <~ ONE.Setup(1*).
* Output MPK := {one.MPK;}c|n) and MSK := {one.MSK };c(n7.
KeyGen(MSK, C):
* Parse MSK = {one.MSK};cn7.
* Chooses a uniformly random set I' C [N] of size tD + 1.
* Chooses a uniformly random set A C [S] of size v.
* Fori € T', compute one.skc a ; < ONE.KeyGen(one.MSK;, G¢ a).
* Output skg == (I', A, {one.skg a4 }ier).
Enc(MPK, z):
* Parse MPK = {one.MPK;};c(ny.
* For i € [¢], pick a random degree ¢ polynomial j;(-) whose constant term is x[3].
* For i € [S], pick a random degree Dt polynomial &;(-) whose constant term is 0.
¢ For i € [N], compute (one.vk;,one.CT;) <— ONE.Enc(one.MPK;, (p1(2), -+ , e (i), &1(3), - -+ ,€s(4))).
* Output vk = {one.vk; },c;n) and CT = {one.CT; };en.
Dec(sk¢, CT):
* Parse skg = (I', A, {one.sko,a i fier) and CT = {one.CT;},¢c(n)-
* Fori € T', compute 7(i) < ONE.Dec(one.sk¢, a ;,0ne.CT;).
* Output 7(0).
Del(CT):
* Parse CT = {one.CT;};¢[n)-
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e For i € [N], compute one.cert; « ONE.Del(one.CT;).

* Output cert := {one.cert; };c[n]-
Vrfy(vk, cert):

* Parse vk = {one.vk; };c[n and cert = {one.cert; };c(n]-

e For i € [N], compute T /L < ONE.Vrfy(one.vk;, one.cert;). If all results are T, output T. Otherwise,
output L.

Correctness: Verification correctness easily follows from verification correctness of X,,. Let us show evaluation
correctness. By decryption correctness of Yqne, for all ¢ € I we have

7’(7’) = GC,A(,ul(i)v T 7N€(i)7§1(i)7 to 753(1))
=Cu1(3), -, pe(2)) + Taenlal(s).

Since |T'| > Dt + 1, this means that 7 is equal to the degree Dt polynomial

77() = C(Nl(')v T 7/~Ll(')) + EaEAfa(')

Hence n(0) = C(x1,- - ,x¢) = C(z), which means that our construction satisfies evaluation correctness.

Security: The following two theorems hold.
Theorem 7.13. If Yone satisfies the 1-bounded adaptive security, Ycefe Satisfies the q-bounded adaptive security.
Its proof is similar to that of Theorem 7.14, and therefore we omit it.

Theorem 7.14. If 3 satisfies the 1-bounded certified everlasting adaptive security, Ycefe the q-bounded certified
everlasting adaptive security.

Its proof is given in Appendix E.
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A Proof of Theorem 5.6

Proof of Theorem 5.6. To prove the theorem, let us introduce the sequence of hybrids.

Hyby: This is identical to Exp%c':ncf"e' "€¢NC(X, 0). For clarity, we describe the experiment against any adversary

A = (Ay, As), where A; is any QPT adversary and A5 is any unbounded adversary.

1. The challenger generates (pke.pk; ,, pke.sk; ) <— PKE.KeyGen(1*) for all i € [n] and a € {0, 1}.

2. The challenger sends {pke.pk; , }ic[n],ac{0,1} t0 Ai.

3. A; sends m € M to the challenger.

4. The challenger generates 2 <— {0, 1}", computes (pke.vk; , pke.CT; o) <= PKE.Enc(pke.pk; ,,m[i]) for
all i € [n] and o € {0,1}, and sends ({pke.CT; o }ic[n],ac{0,1}, (Z, {Pke.sk; 41 }icn)) to A

5. A; sends {pke.certm}ie[n],ae{o,l} to the challenger and its internal state to .A,.

6. The challenger computes PKE.Vrfy(pke.vk; o, pke.cert; o) for all i € [n] and o« € {0, 1}. If all results are
T, the challenger outputs T and sends { pke.skiya}ie[n],ae{o’l} to As. Otherwise, the challenger outputs |
and sends L to As.

7. Ay outputs &’ € {0,1}.

8. If the challenger outputs T, then the output of the experiment is &’. Otherwise, the output of the experiment
is L.

Hyb,: Thisisidentical to Hyb, except that the challenger generates (pke.vk; (o1, Pke.CT; 4ij@1) PKE.Enc(pke.pkm[i]@l,

mli] & 1) for all i € [n] instead of computing (pke.vk; s[ijq1, Pke.CT; z[i@1) < PKE.Enc(pke.pk; ,p;1q1, m[i])
forall i € [n].

Hyb,: This is identical to Hyb,; except for the following three points.

1. The challenger generates x* < {0, 1}™ instead of generating z < {0,1}".
2. For all i € [n], the challenger generates (pke.vk; ,«[, pke.CT; ;;)) <= PKE.Enc(pke.pk; ,.[;,0) and

(pke.vk; o+ (i1, Pke.CT; o+(@1) < PKE.Enc(pke.pk; ,-[;o1, 1) instead of computing (pke.vk; ,[;], pke.CT; 4 ()

— PKE.Enc(pke.pki’I[iPm[i]) and (pke.vki,gc[i]@l7 pke.CTm[i]@l) — PKE.Enc(pke.pki’z[i]@l, mli|®1).
3. The challenger sends ({pke.CT; o }icin),ac{0,1}, (" © m, {pke.sk; 2« [ij@mli fic[n))) to A1 instead of
sending ({pke~CTi,a}ie[n] ac{0,1}s (:L‘7 {pke.ski,x[i]}ie[n])) to Aj.

cert-ever-rec- nC(>\ O) cert-ever-rec- nC(A’ 1)

It is clear that Hyb is identical to Expy 4 and Hyb, is identical to Expy; 4 . Hence,
Theorem 5.6 easily follows from the followmg Propositions A.1 and A.2 (whose proof is g1ven later.). O

Proposition A.1. If X« is certified everlasting IND-CPA secure, it holds that |Pr[Hyb, = 1] — Pr[Hyb, = 1]| <
negl(\).

Proposition A.2. |Pr[Hyb; = 1] — Pr[Hyb, = 1]| < negl(\).

Proof of Proposition A.1. For the proof, we use Lemma A.3. We assume that |Pr[Hyb, = 1] — Pr[Hyb; = 1]| is non-

negligible, and construct an adversary BB that breaks the security experiment Expmil:k' 5TVN(\, b) defined in Lemma A.3.

This contradicts the certified everlasting IND-CPA security of ¥epx from Lemma A.3. Let us describe how 1B works
below.

multi-cert-ever
Ecepk (>\’ b)'

1. Breceives {pke.pk; , }ic[n],ac{0,1} from the challenger of Exp
2. B sends {pke.pk; , }ic[n],ac{0,1} to A1.
3. A; chooses m € M and sends m to B.
4. B generates x < {0,1}™ and sends (z,m[1],---,m[n],m[l] @ 1,--- ,m[n] ® 1) to the challenger of

multi-cert-ever
EXpEcepk,B (A D).
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multi-cert-ever

5. Breceives ({pke.sk; 41 }icin], {Pke.CT; z[ijw1 }ic[n)) from the challenger of Exps.... B (A D).
6. B computes ({pke.vk; z[i) ticn]; {Pke.CT; zfi bic[n)) ¢ PKE.Enc(pke.pk; ,;), m[i]) for i € [n].

7. B sends ({pke.CT; o }ic[n],acf0,1}5 (T, {pke.sk; o) }icn))) to A1

8. A; sends {pke.cert; o }ic[n],acf0,1} to B and the internal state to As.

9. B sends {pke.cert; ,[;jo1}ic[n] to the challenger, and receives {pke.sk; ,[ij@1}iem) Or L. If B receives L, it
outputs L and aborts.

10. B sends {pke.skiya}ie[n],ae{()’l} to As.
11. As outputs b'.

12. B computes PKE.Vrfy(pke.vk; ., pke.cert; ,;)) for all i € [n]. If all results are T, BB outputs b'. Otherwise, B
outputs L.

It is clear that Pr[1 < B|b = 0] = Pr[Hyb, = 1] and Pr[1 + B|b = 1] = Pr[Hyb; = 1]. By assumption,
|Pr[Hyb, = 1] — Pr[Hyb, = 1]| is non-negligible. Therefore, |Pr[1 < B|b = 0] — Pr[l < B|b = 1]| is also non-
negligible, which contradicts the certified everlasting IND-CPA security of ¥cepx from Lemma A.3. ]

Proof of Proposition A.2. Itis obvious that the joint probability distribution that A; receives ({pke, CT; o }ic[n],ac{0,1}
(w, {pke.sk; 2[;) }ie[n])) in Hyby is identical to the joint probability distribution that A; receives ({pke, CT; o }icin),ac{0,1}
(" © m, {pke.sk; o+ [ij@ml[i] }ic[n))) in Hyb,. Hence, Proposition A.2 follows.

We use the following lemma for the proof of Theorem 5.6 and Theorem 6.7. The proof is shown with the standard
hybrid argument. It is also easy to see that a similar lemma holds for IND-CPA security.

Lemma A.3. Let s be some polynomial of the security parameter \. Let ¥ := (KeyGen, Enc, Dec, Del, Vrfy) be a
certified everlasting PKE scheme. Let us consider the following security experiment Expgf'ﬁ"cert'ever(/\, b) against A
consisting of any QPT adversary A; and any unbounded adversary As.

1. The challenge generates (pk; ,,,ski.o) < KeyGen(1*)foralli € [s]and o € {0, 1}, and sends {pk; ., }ic[s],ac{0,1}

to .Al.
2. Al ChOOS@Sf € {07 1}5 and (mO[l]a m0[2]7 e 7m0[8]7 ml[l]a m1[2]7 e, [8]) € MQS’ and sends (f7 mO[l]v m0[2]7
- ,mo[s],m1[1],m1[2],- - ,m1][s]) to the challenger.

3. The challenger computes (Vk;, ri@1, CTy flije1) < Enc(pk; trije1, meli]) foralli € [s), and sends ({sk; i tie|s)s
{CTs sijen tiels)) 10 Au.

4. At some point, Ay sends {cert; ;j@1}ic[s) to the challenger, and sends its internal state to As.

5. The challenger computes N'rfy(vK; sij@1,cert; fijo1) for every i € [s]. If all results are T, the challenger outputs
T, and sends {sk;, f[i]@l}ie[s] to As. Otherwise, the challenger outputs 1, and sends | to As.

6. As outputs V.
7. If the challenger outputs T, then the output of the experiment is b'. Otherwise, the output of the experiment is L.
If the X satisfies the certified everlasting IND-CPA security,

Advg:{/lzi-cert-ever()\) — ‘P]." |:Expgyu{l;i-cert-ever()\7 0) — 1:| — Pr |:Expg:J-llzl:i-cert-ever()\7 1) _ 1:| ’ S negl()\)

for any QPT adversary A; and any unbounded adversary As.

Proof of Lemma A.3. Let us consider the following hybrids for j € {0,1,--- , s}.
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Hyb.:

1. The challenger generates (pk; ,,sk; o) < KeyGen(1%) for every i € [s] and a € {0,1}, and sends
{PK; o tiels),aefo,1} to As.

2. Ay chooses f € {0,1}* and (mg[1],mo[2],- -+ ,mo[s],m1[1],m1[2],- -+ ,m1[s]) € M?*, and sends
(f, mo[1],mo[2], -+ ,mo[s], m1[1],m1]2], - ,m1[s]) to the challenger.

3. The challenger computes
(sz’,f[i]eala CTi,f[i]e)l) — Enc(pki,f[i]ealvml[i])
fori € [j] and
(ki @1, CTi pie1) < Enc(pk; @1, moli])

fori € {j+1,j42,---,s},and sends ({sk; r;1 bie[s], {CTs, flij@1 tiels)) to A1
4. At some point, A; sends {cert; ¢[jjo1 }ic[s) to the challenger, and sends its internal state to As.

5. The challenger computes Vrfy(vk; r[;je1, cert; ¢fije1) for every i € [s]. If all results are T, the challenger
outputs T, and sends {sk; f[;jo1}ic[s] t0 A2. Otherwise, the challenger outputs L, and sends L to As.

6. A, outputs b'.

7. If the challenger outputs T, then the output of the experiment is »’. Otherwise, the output of the experiment
is L.

It is clear that Pr[Hyb, = 1] = Pr{Expgfjf‘Ce’t‘evef(A,O) - 1} and Pr[Hyb, = 1] = Pr|ExplUieseer(x 1) = 1].
Furthermore, we can show

|Pr [Hyb; = 1] — Pr[Hyb, , = 1]| < negl(N)

foreach j € {0,1,--- ,s — 1}. (Its proof is given below.) From these facts, we obtain Lemma A.3.
Let us show the remaining one. To show it, let us assume that |P1" [Hybj = 1] - Pr[Hyij = 1] | is non-negligible.
Then, we can construct an adversary B that can break the certified everlasting IND-CPA security of ¥ as follows.

1. B receives pk from the challenger of Expg"geve'-i“d-q’a()\, b).
2. B generates 8 < {0, 1} and sets pk; ., 5 = pk.

3. Bgenerates(pki’a,ski’a) + KeyGen(1*)fori € {1,---,4,j+2,--- ,s}anda € {0, 1},and(pkj+1,5@1,skjﬂyg@l) —
KeyGen(1%).

4. B sends {pki’a}ie[s]7a€{071} to Aj.

5. Al ChOOSGSf € {07 1}5 and (mO[l]v mO[Q]a T amO[SL m1[1]7 ml[Q]a T aml[s]) € M2s’ and sends (f7 mO[l]a m0[2]7
-, mo[s],m1[1],m1[2],- - - ,m1[s]) to the challenger.

6. If f[j + 1] = 8, B aborts the experiment, and outputs L.
7. B computes
(Vki fije1, CTi pige) < Enc(pk; spje1, mali])
for i € [j] and
(ki g1y CTa pijen) < Enc(pk; fie1, moli])

foriec{j+2,---,s}
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cert-ever-ind-cpa

8. B sends (molj + 1],m1[j + 1]) to the challenger of Expy ' (A\,b). The challenger computes
(VK1 1115 CTip prien) < Enc(pk;iq sj 4101, mld + 1)) and sends CT 4y f(j 1)1 to B,

9. Bsends ({sk;, ¢fi}icls, {CTa frije Fiels)) to A
10. A; sends {cert; };c[5] to B, and sends its internal state to As.

1. B sends cert; to the challenger, and receives sk, 1 f[j11]@1 Or L from the challenger. If B receives L from the
challenger, it outputs L and aborts.

12. B sends {sk; f[ijo1}ic[s] to A2.
13. A outputs b’

14. B computes Vrfy for all cert;, and outputs b’ if all results are T. Otherwise, I outputs L.

Since pk;,; 4 and pk;, | s are identically distributed, it holds that Pr[f[j + 1] = 8] = Pr[f[j + 1] = B 1] = .
Ifb=0and f[j + 1] = @ 1, B simulates Hyb;. Therefore, we have
Prll < Blb=0]=Pr[l«< BAflj+1]=8d1b=0]
=Prll < Bb=0,flj+1] =51 -Prlflj+1]=f&1]
1
— 5 Pr[Hyb, = 1].
Ifb=1and f[j 4 1] = S &1, B simulates Hyb, . Similarly, we have Pr[1 < B|b = 1] = 5 Pr[Hyb,,, = 1]. By as-

sumption, |Pr[Hyb; = 1] — Pr[Hyb,, , = 1]] is non-negligible, and therefore [Pr[1 «— B|b = 0] — Pr[1 + B|b = 1]|
is non-negligible, which contradicts the certified everlasting IND-CPA security of X. O

B Proof of Theorem 6.7

Let g/a\tel,g/aEaQ, e ,g/aﬁaq be the topology of the gates gate,, gate,, - - - , gate, which indicates how gates are
connected. In other words, if gate; = (g, wq, wy, w.), then gate, = (L, wq, wy, we).

Proof of Theorem 6.7. First, let us define a simulator Sim as follows.
The simulator Sim(1*, 11°, C(2), {L; 2, }ic[n)):
1. Parse {L; z, }icin) = {ske.sk;" }icn)-

For i € [n], generate ske.sk?*®' <~ SKE.KeyGen(1%).
Fori € {n+1,n+2,---,p}and o € {0, 1}, generate ske.sk{ < SKE.KeyGen(1*).

o

For each i € [q], compute (vk;, §;) < Sim.GateGrbl(gate;, {ske.sky , ske.sky , ske.sk? } ,e10,1}), Where
Sim.GateGrbl is described in Fig 5 and g/a\tei = (L, wq, wp, we).

5. Foreach i € [m], generate d; := [(ske.sko,,, C(2):) , (ske.skay., C(z); @ 1)].
6. Output C == ({Gi }ic[q) {di Yicpm)) and vk := {vk;},c(q-
For each j € [g], we define a QPT algorithm (a simulator) InputDepSim; as follows.
The simulator InputDepSim; (1, C, 2, {L; 4, }icn)):
1. Parse {L; z, ficn] = {ske.ski* }icin)-
2. For i € [n], generate ske.sk?®! < SKE.KeyGen(1*).
3. Fori € {n+1,n+2,---,p}and o € {0,1}, generate ske.sk? + SKE.KeyGen(1*).
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Simulation Gate Garbling Circuit Sim.GateGrbl
Input: (g?\m,{ske.skg,ske.skg,ske.skg}ae{o,l}).
Output: g; and vk;.
Oq,0
1. For each oq, 03 € {0, 1}, sample Pa'b b K.
2. Sample v; < S4.

3. For each 04,0, € {0,1}, compute (ske.vkg®'?? ske.CTq®'?%) <  SKE.Enc(ske.skg®,pe®°®) and
(ske.vky 7% ske.CT;*'7%) + SKE.Enc(ske.sky ®, pe 7" & ske.skQ).

4. Output Ui]z = 0{ike.CTg“’U”,ske.CTga"”’}%’(,bE{oyl} in permutated order of ~; and vk; =
{ske.vkg®??, ske.vky ©'°* }, . (0,1} in permutated order of ;.

Figure 5: The description of Sim.GateGrbl

4. For i € [j], compute (vki, g;) < InputDep.GateGrbl(gate;, {ske.sky, ske.sky , ske.sk{ },c0,1}), Where
InputDep.GateGrbl is described in Fig. 6 and gate, = (g, wq, wp, W)

5. Foreachi € {j+1,j+2,---,q},compute (vk;, g;) < GateGrbl(gate;, {ske.sky , ske.sky , ske.sk{ }»c0,11)
where GateGrbl is described in Fig 1 and gate; = (g, wq, wp, we).

6. Foreach i € [m], generate d; := [(ske.skly,,0) , (ske.skby.,1)].
7. Output C = ({gi}iciq) {Ji}ie[m]) and vk := {vk; };c[q-

Input Dependent Gate Garbling Circuit InputDep.GateGrbl
Input: gate;, {ske.sky, ske.sky , ske.sk? } 510,13
Output: g; and vk;.
1. For each 04,0 € {0, 1}, sample pg®*7% < K.
2. Sample v; < Sa.

3. For each 04,0, € {0,1}, compute (ske.vkg®'“? ske.CTq*'?%) <«  SKE.Enc(ske.skg®,pc®°®) and

(ske.vky*"7% ske.CT,;*'??) < SKE.Enc(ske.sky®, pc®7% @ ske.skz(c)). Here, v(c) is the correct value of the bit go-
ing over the wire ¢ during the computation of C(x).

4. Output g; = {ske.CTq* 7", ske.CT;*?*}, ,cf0,1} in permutated order of ~; and vk; =
{ske.vkg®7?, ske.vky **7" }You,05e40,1} in permutated order of ;.

Figure 6: The description of InputDep.GateGrbl

For each j € {0,1,--- ,q}, let us define a sequence of hybrid games {Hybj }je{o.1,.-- ,q) against any adversary
A = (A1, Ay), where A, is any QPT adversary and A, is any unbounded adversary. Note that

InputDepSimq (1%, C, @, {L; 2, }iepn)) = Grbl(1%, C, {Li.a }ien),ac{o.1})-
The hybrid game Hyb:
1. A; sends a circuit C' € C,, and an input z € {0, 1}" to the challenger.
2. The challenger computes {L; q }ic[n],ac{o,1} < Samp(1*).

3. The challenger computes (C, vk) GC.InputDepSim; (1*, C, , {L; 4, }ic[n))- and sends (C,{L;., Fien))
to Aj.
4. At some point, .A; sends cert to the challenger and the internal state to As.

5. The challenger computes Vrfy(vk, cert) — T /L. If the output is L, then the challenger outputs L and
sends | to As. Else, the challenger outputs T and sends T to As.
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6. Aj outputs b’ € {0,1}.
7. If the challenger outputs T, then the output of the experiment is »". Otherwise, the output of the experiment
is L.

Note that Hyb,, is identical to ExpS 4" select (12 0) by definition. Therefore, Theorem 6.7 easily follows from the
following Propositions B.1 and B.2 (whose proofs are given later). [

Proposition B.1. If Y.« satisfies the certified everlasting IND-CPA security, it holds that ’Pr [Hybj_l = 1} —Pr [Hybj = 1] | <
negl(\) for all j € [g].

Proposition B.2.

Pr[Hyb, = 1] — Pr[Expfe =gt (1%, 1) = 1]| < negl(\).

Proof of Proposition B.1. For the proof, we use Lemma B.3 whose statement and proof are given in Appendix B.
We construct an adversary B that breaks the security experiment of Ex pparallel CeMTeVEr(\, b), which is described in

Lemma B.3, assuming that ‘Pr[Hbe;l = 1] Pr[Hybj = 1]| is non-negligible. This contradicts the certified
everlasting IND-CPA security of Yk from Lemma B.3. Let us describe how B works below.

1. Breceives C € C, and z € {0,1}" from A;. Let gate; = (g, wa, wg, w).

2. The challenger of Exp’;’rak"el'g cert-ever(),b) generates ske.sk’(®)®! +— SKE.KeyGen(1*) and ske.skg(m@1 —
SKE.KeyGen(1%)3.

3. Foreachi € [p] \ {a, 3} and o € {0, 1}, B generates ske.sk? < SKE.KeyGen(1*). B generates ske.sk’(*) «
SKE.KeyGen(1*) and ske.sk ") < SKE.KeyGen(1*). B sets {Li s, }ic(n) = {ske.ski* }icin)

4. For each i € [j — 1], B computes (vk;, g;) < InputDep.GateGrbl(gate;, {ske.sky, ske.sky , ske.sk{ }oc10,11)-
where InputDep.GateGrbl is described in Fig 6 and gate;, = (g, wq, wp, w.). B calls the encryption query of

Exp;ac:i”% cert-ever ), b) if it needs to use ske.sk® (™1 or ske. skv(ﬂ)EB torun (vk;, g;) < InputDep.GateGrbl(gate;,
{ske.sky , ske.sky , ske.sk? } 5e10,1})-

v(e),v(B)

5. B samples p, + K. B computes

(ske.vk®(@)0(8) ske CTU(@)w(A)) « SKE.Enc(ske.sk¥(, ”(a)’”(ﬁ))
(ske.vkg(a)’v(m, ske.CTg(a)’v(’B)) — SKE.Enc(ske.skB( p2@ ) @ ske. skv("’))

6. B sets

(20, Y0, 20) = (ske.skg(”(“)’”(ﬁ)@l),ske.skg(”(a)@l’“(ﬁ)),Ske.Skg(”(a)@l’”(ﬂ)@l)),

(x1,y1,21) = (ske.skzm, ske.skzm, ske.skz(v)),

and sends (ske.sk’(®), ske.skg(ﬂ), {%5, Yo+ 20 }oc{o,1}) to the challenger of ExppEarak”el; COTIEVEr(X, D).

7. The challenger samples (z,y,2) + K3 and (ske.skg(a)@,ske.skg(’@)@l) + KeyGen(1*). The challenger
computes
ske.vk?(@) 0 (AP gke CTUWBEY o Enc(ske.sk’(@), ),
ske. vkv(a) BT ghe, CTU(O‘) U(’B)@l) < Enc(ske.skj VOB 1 ay),
)

(
(
ske. vk”(" VL) skee. CT”(Q)@l o (
(

(

(

( kv(a)@l
v(@)®1,0(8) v(@)®1,v(B)

(ske.vkg ,ske.CT )

(

(

<« Enc Y,

Y DY),
ske. vk”(a JOLVBOL ghe CTU@SLVBOL) o Enc(ske. sk”("‘)EDl ,2)

ske. vkv(a JELVABL e CT, V@SS L Enc(ske. skig VBB @ ),

< Enc(ske. sk v(B)

)

3Recall that v(«) is the correct value of the bit going over the wire « during the computation of C(z).
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and sends
(ske.CTZ(O‘)’”(ﬁ)@l,ske.CTZ(Q)’”(m@l,ske.CTg(a)eBl’”(ﬁ),ske.CTg(a)@’”(ﬁ),ske.CTZ(O‘)@l’”(ﬁ)@l,ske.CTg(a)@l’”(m@l)
to B.

8. Bsamples y; < S4. B sets gj := {ske.CTZ“’”ﬁ,ske.CTJ“’UB}UmUﬁe{O’l} in the permutated order of ;.

9. Foreachi € {j+1,j+42,---,q}, Bcomputes (vk;, g;) < GateGrbl(gate;, {ske.sk{, ske.sky , ske.sk{ } o (0,1})s

where B calls the encryption query of Exppara”ellg cert=ever( ), b) if B needs to use ske.sk’(¥®! or ske. skv(ﬁ)691 to

run (vk;, §;)  GateGrbl(gate;, {ske.sk?, ske.sk, ske.sk? o Yoef0,1})-

10. B computes d; = [(ske. Skout,+ 0), (ske.skoy,,, 1)] for i € [m], sets C = ({@}ie[q],{cﬁ}ie[m]), and sends
(C{Li, }iem)) to Ar.

11. At some point, A; sends cert := {certi}ie[q] to BB and the internal state to As, respectively.

12. B re-sorts cert; = {ske.certga’nﬂ,ske.certg“’”ﬁ }ngﬁe{ojl} according to vy;. B sends

(ske.certg(a)’”(ﬂ)@l,ske.certg(a)’v(ﬁ)@l,ske.certg(a)eal’”(ﬁ),ske.certg(a)@l’v(ﬂ),ske.certg(a)@’”(ﬁ)@l,ske.certg(a)@l’"(ﬁ)@l)

to the challenger of Exp;i::%'cert'ever (A, b) and receives L or (ske.sk,"(*)®1, ske.sk;iv(’@ )%1) from the challenger. BB

computes SKE.Vrfy(ske.vk(®)*() ske.cert’®*(?)) and SKE.Vrfy(ske.ka(a)’”(ﬁ),ske.certg(a)’v(ﬁ)). B com-
putes GateVrfy(vk;, cert;) foreachi € {1,2,--- ,5—1,5+1,5+2,--- , q}, where GateVrfy is described in Fig4. If

Breceives (ske.sk *(®®1, ske.sk,ﬁv(ﬁ)@l) from the challenger, T +— SKE.Vrfy(ske.vk’(®)*(%) ske.cert’( (%)),
T ¢ SKE.Vrfy(ske.vk’) ") ske.cert’ (V) and T « GateVrfy(cert;, vk;) foralli € {1,2,---,j—1,j+
1,74+ 2,--+,q}, then Bsends T to .As. Otherwise, B sends L to As, and aborts.

13. B outputs the output of As.

Itis clear that Pr[1 < B|b = 0] = Pr[Hyb; ; = 1] and Pr[1 < B|b = 1] = Pr[Hyb; = 1|. Therefore, if for an adver-
[Hyb; ; = 1] — Pr[Hyb; = 1]|is non-negligible, then ’Pr[Exp;arak”eé COTEEVEN(),0) = 1} — Pr{Exp;arak"% cerrever(z 1) = 1}

is non-negligible. From Lemma B.3, it contradicts the certified everlasting IND-CPA security of Ycesk , which completes
the proof. O

Proof of Proposition B.2. To show Proposition B.2, it is sufficient to prove that the probability distribution of Cin

E cert-ever-select

XPS,. A (1*,1) is statistically identical to that of Cin Hyb,,.

First, let us remind the difference between Hyb, and Expcfrtc‘f"er select(12 1), In both experiments , C' consists of

{Gi}ic|q and {dl}ie[m]. On the other hand the contents of {g; };c[4 and {di}ie[m] are different in each experiments. In
Hyb,, gi consists of (ske.CTg**?", ske.CT;*?") where

(ske.vkZ7t ske.CT2*7%) < SKE.Enc(ske.sk®, p7e-7?),

(ske.vk*7" ske.CTy*7") < SKE.Enc(ske.sk?", p7+7* & ske.sk”(?)),

and Jz is

[(ske.sk2,. , 0), (ske. skout‘ 1)].

out;»

In Exp$seerselect (12 1), g; consists of (ske.CTS*7 ske.CT7*"") where

cegc

(ske.vkg®7", ske.CTg*?") <— SKE.Enc(ske.sky®, p7*7"),
(ke kg ske. CTE ™) SKE Enclske ski?, pf % & ske.skD),
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and JZ is
[(ske.skyy» C'(2),), (ske.skly . Ca); & 1),

The resulting distribution of ({g; }ic[q]» {(Z}ie[m]) in Hyb, is statistically identical to the resulting distribution of
({93 }ierq)s {ditiepm) in Exp%ecr:g'jf'se'e“(l’\, 1). This is because, at any level that is not output, the keys ske.sk”, ske.sk}
are used completely identically in the subsequent level so there is no difference between always encrypting ske.skz(c)
and ske.skg. At the output level, there is no difference between encrypting ske.skg(c) and giving the real mapping
ske.skg(c) — v(c) or encrypting ske.skg and giving the programming mapping ske.skg — C(z);, which completes the
proof. O

We use the following lemma for the proof of Proposition B.1. The proof is shown with the standard hybrid argument.
It is also easy to see that a similar lemma holds for IND-CPA security.

Lemma B.3. Let & := (KeyGen, Enc, Dec, Del, Vrfy) be a certified everlasting SKE scheme. Let us consider the

parallel-cert-ever

ollowing security experiment Exp A, b) against A consisting of any QPT adversary Ay and any unbounded
A
adversary As.

1. The challenger generates (sk’, sk'') « KeyGen(1*).

2. A can call encryption queries. More formally, it can do the followings: A; chooses 8 € {0,1}, sk € SK and
m € M. A; sends (f,sk, m) to the challenger.

o If B = 0, the challenger generates m* < M, computes (vk®,, CT" ) < Enc(sk’®, m*) and (vk},, CTL)) +
Enc(sk, m ® m*), and sends {vk;, ,CT} },c(0,1} t0 Ar.

o If B = 1, the challenger generates m* < M, computes (vk,,CT}) + Enc(sk’',m @ m*) and
(vk® ,CTY ) < Enc(sk, m*), and sends {vk,, CT7. Yoo,y to A

Aj can repeat this process polynomially many times.

3. A generates (sk°, sk') < KeyGen(1*) and chooses two triples of messages (o, yo, z0) € M®and (x1,y1,21) €
M3, and sends (sk°, sk', {z,, Y, 2o }oe{0,1}) to the challenger.

4. The challenger generates (x,y, z) < M?3. The challenger computes
(vk?, CT?) « Enc(sk’, z), (vkl,CTL) < Enc(sk,z @ x3)
(vkg, CTZ) — Enc(sk’, y), (vkllj7 CT}/) — Enc(sk',y @ yp)
(vk2, CTY) « Enc(sk”®, z), (vkl,CT.) < Enc(sk™,z & z)
and sends {CT7,CT7, CT7 }5eq0,13 to A

5. Aj can call encryption queries. More formally, it can do the followings: Ay chooses 5 € {0,1}, sk € SK and
m € M. A; sends (3,sk, m) to the challenger.

o If B = 0, the challenger generates m* < M, computes (vk®,, CT® ) < Enc(sk’®, m*) and (vk.,, CT! ) «
Enc(sk, m © m*), and sends {vk;,,CT} }seq0,1} to Ar.

o If B = 1, the challenger generates m* < M, computes (vk. , CT:) « Enc(sk*,m & m*) and
(vk$,, CTo,) « Enc(sk, m*), and sends {vk{,,CTo, }refo.1} to A1

A1 can repeat this process polynomially many times.

6. Ay sends {cert], cert], cert? },c (0,1} to the challenger, and sends the internal state to As.
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7. The challenger computes Vrfy(vky, cert]), Vrfy(vky, cert]) and Vrfy(vk?, cert?) for each o € {0,1}. If all

results are T, then the challenger outputs T, and sends {Sk/U}JE{U,l} to As. Otherwise, the challenger outputs
L, and sends L to As.

8. Ay outputs b’ € {0,1}.
9. If the challenger outputs T, then the output of the experiment is b'. Otherwise, the output of the experiment is L.

If the X satisfies the certified everlasting IND-CPA security,
Adv%a’lj‘llel—cert—ever()\) — ‘PI‘ |:Exppza’jllel-cert-ever()\’ 0) _ 1} _ Pr |:Exppza}rillel-cert-ever()\’ 1) _ 1} ‘ < negl(/\)

for any QPT adversary A; and any unbounded adversary As.
Proof of Lemma B.3. We define the following hybrid experiment.

parallel-cert-ever

Hyb,: This is identical to Expy; 4 (), 0) except that the challenger encrypts (o, yo, 21) instead of encrypting
(20, Y0 20)-

Hyb,: This is identical to Hyb, except that the challenger encrypts (zo, y1, 21) instead of encrypting (zo, yo, 21)-

Lemma B.3 easily follows from the following Propositions B.4 to B.6 (whose proof is given later.). [

Proposition B.4. If is certified everlasting IND-CPA secure, it holds that
negl(\).
Proposition B.5. If ¥ is certified everlasting IND-CPA secure, it holds that |Pr[Hyb; = 1] — Pr[Hyb, = 1]| < negl(}).

Pr[Expl =" (X,0) = 1]  Pr[Hyb, = 1]| <

roposition B.6. If Y is certified everlasting IND-CPA secure, it holds that |Pr[Hyb, = 1] — Pr|Exp e N ) =1 <
Proposition B.6. [f. ified everl CPA holds that | Pr[Hyb, = 1] — Pr [Exp®§ (X 1) = 1
negl(\).

Proof of Proposition B.4. We assume that

Pr [Exp%ﬁj”el_cm'ever()\, 0) = 1] — Pr[Hyb,(1) = 1}‘ is non-negligible,

and construct an adversary B that breaks the security experiment of Expcze,rgever_i"d_cm()\, b). This contradicts the
certified everlasting IND-CPA security of . Let us describe how B works.

cert-ever-ind-cpa

1. The challenger of Expy, ;5 (A, b) generates sk’® < KeyGen(1%), and B generates sk’* < KeyGen(1%).
2. Aj chooses 8 € {0,1}, sk € K and m € M. A; sends (53, sk, m) to B.

e If B8 = 0, B generates m* < M, sends m* to the challenger, receives (vkO cTo ) from the challenger,

m? m

computes (vk},, CTL ) < Enc(sk,m @ m*), and sends {vk7,, CT7. Yoeqo,1y to Ap.
CT}) « Enc(sk*,m @ m*) and (vk% ,CTY) «

m?

« If 3 = 1, B generates m* < M, computes (vk}

m?

Enc(sk,m*) and sends {vk;,, CT}, },eq0,1} to A;.
B repeats this process when (3, sk, m) is sent from A .
3. Breceives (sko, sk!, {zo, Yo, Zo Yoe{o,1}) from A;.
4. B generates (x,y, z) + M?3. B computes
(vk2,CT?) « Enc(sk®, z), (vk., CTL) = Enc(sk’*, z @ o),
(vk,,CT,)  Enc(sk',y & yo),
(vkl, CTL) « Enc(sk’*, z @ z).

5. Bsets mg := z and my := z @ zo ® z1. B sends (mg, mq) to the challenger.
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6. The challenger computes (vk, CTY) < Enc(sk®,m;), and sends CTY to .
7. B sends an encryption query y to the challenger, and receives (vkg7 CTS).

8. Bsends {CT7,CT7, CT? },c(0,1) to Ax.

z

9. Aj; chooses 8 € {0,1}, sk € K and m € M. A; sends (53, sk, m) to B.

e If 5 = 0, B generates m* < M, sends m* to the challenger, receives (vk?n, CT?n) from the challenger,
computes (vk,,,, CT},) < Enc(sk,m & m*), and sends {vk?,, CT?, },c(0.1} to A;.

o If 8 = 1, B generates m* < M, computes (vk.,,CTL) « Enc(sk™,m @ m*) and (vk?,CT?) «

m?

Enc(sk,m*) and sends {vk;,, CT7, },eq0,1} to A;.
B repeats this process when (3, sk, m) is sent from A .

10. A; sends {cert?, certy, certg}ge{o,l} to B, and sends the internal state to As.

11. B sends cert? to the challenger, and receives sk’ or L from the challenger. If BB receives L, it outputs L and
aborts.

12. B sends {sk'"},¢ 0,1} to As.
13. Az outputs b'.

14. B computes Vrfy(vkg, cert?) and Vrfy(vky , certy) for each o € {0, 1}, and Vrfy(vkl, certl). If all results are T,
B outputs &’. Otherwise, B outputs L.

parallel-cert-ever

It is clear that Pr[1 + B|b = 0] = Pr {ExpE)A (A\,0) = 1}. Since z is uniformly distributed, (z, z ® z1) and
(220D 21, 2P 20) are identically distributed. Therefore, itholds that Pr[1 < B|b = 1] = Pr[Hyb; = 1]. By assumption,
‘Pr[Exp%ﬁjlel'cert_e"er(}\,0) = 1} — Pr[Hyb, = 1]‘ isnon-negligible, and therefore |Pr[1 < B|b = 0] — Pr[1 + B|b = 1]|

is non-negligible, which contradicts the certified everlasting IND-CPA security of > cesk- O
Proof of Proposition B.5. The proof is very similar to that of Proposition B.4. Therefore we skip the proof. O
Proof of Proposition B.6. The proof is very similar to that of Proposition B.4. Therefore, we skip the proof. O

C Proof of Theorem 7.10

Proof of Theorem 7.10. Let us describe how the simulator Sim works.
Sim(MPK, V, 1m);

1. Parse MPK = {pke.pk; ,, }ic[s),ac{0,1} and V = {f(m), f, (f, {pke.sk; r[;) }ic[s))} or 0.
2. If V = (), generate f < {0,1}*.

3. Generate {L;q }ic[s),ac{0,1} < GC.Samp(1*) and L} tier

4. Compute (U, ge.vk) < GC.Sim(1*, 111 U(f, m), {Li fii) Yiels))-
5

. Compute (pker'L,f[z]7 pkeCTwc[l]) < PKEEnc(pkepka[z], Lz,f[l]) and (pke.vkivf[i]@l, pkeCT,L’f[Z]@l) <
PKE.Enc(pke.pk; fjje1: L;f"f[i]@l) for every i € [s].

<+ L forevery i € [s].

6. Olltpllt vk = (gC'Vk7 {pke~Vk1',,a}ie[s],ae{o,l}) and CT = ([77 {pke-CTi,a}iE[s],aE{O,l})'
Let us define the sequence of hybrids as follows.

Hybg: This is identical to Exp$s™ *¢" "9 () 0).
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1. The challenger generates (pke.pk; ., pke.sk; o) <~ PKE.KeyGen(1*) for every i € [s] and o € {0, 1}, and
sends {pke.pk; , }ic[s],ae{0,1} to Ar.
2. A, is allowed to call a key query at most one time. If a key query is called, the challenger receives an
function f from A, and sends (f, {pke.sk; s(;1}ic[s]) to Ai.
3. A; chooses m € M, and sends m to the challenger.
4. The challenger computes {L;  }ic[s],ac{0,1} < GC. Samp(l’\), (U, ge.vk) + GC.Grbl(1*, U (-, m), {Lia}icls)ac{o.1})s
and (pke.vk; o, pke.CT; o) PKE Enc(pke.pk; o, Lio) for every i € [s] and @ € {0,1}, and sends
(U, {pke.CTs 0 }ic[s],act0,1}) to A1
5. A sends (gc.cert, {pke.cert; o }ic[s),ac{0,1}) to the challenger, and sends its internal state to As.
6. If T < GC.Vrfy(gc.vk, gc.cert), and T < PKE.Vrfy(pke.vk; o, pke.cert; ) for every i € [s] and

a € {0, 1}, the challenger outputs T, and sends {pke.sk; o }ic[s],acf0,1} t0 As2. Otherwise, the challenger
outputs |, and sends | to As.

1,000

7. As outputs b'. If the challenger outputs T, the output of the experiment is &’. Otherwise, the output of the
experiment is L.

Hyb,: This is identical to Hyb,, except for the following four points. First, the challenger generates f € {0,1}° ifa
key query is not called in step 2. Second, the challenger randomly generates LZ flije1 L for every i € [s]
and {L; o }ie[s),ac0,1} < GC.Samp(1*) in step 2 regardless of whether a key query is called or not. Third, the
challenger does not compute {L; o }ic[s],ac{0,1} < GC.Samp(1*) in step 4. Fourth, the challenger computes
(pke.vk; tlije1, Pke.CT; flije1) PKE.Enc(pke.pka[i]@l,L;f[il@l) for every ¢ € [s] instead of computing
(pke.vk; flije1, Pke.CT; flij@1) + PKE.Enc(pke.pk; rii@1, Li flije1) for every i € [s].

Hyb,: This is identical to Hyb, except for the following point. The challenger computes (17, gc.vk) «+ GC.Sim(1%, 11,
U(f,m),{L; ¢[i }ic]s)) instead of computing (U, gc.vk) GC.Grbl(1*, U (-, m), {Lio}icls)ae{0,1})-

From the definition of Exp§;" """ 2d2pt () b) and Sim, itis clear that Pr[Hyb, = 1] = Pr |Ex S 2dapt () 0) = 1}

and Pr[Hyb, = 1] = Pr [Ex il 2dapt(\ 1) = 1|. Therefore, Theorem 7.10 easily follows from the following

Propositions C.1 and C.2. (whose proof is given later.) O

Proposition C.1. If Y.k satisfies the certified everlasting IND-CPA security,
[PrHyby = 1] — Pr[Hyb, = 1]| < negl(A).

Proposition C.2. If ¥, satisfies the certified everlasting selective security,
|Pr[Hyb, = 1] — Pr[Hyb, = 1]| < negl()).

Proof of Proposition C.1. For the proof, we use Lemma A.3 whose statement and proof is given in Appendix A. We
assume that |Pr[Hyb, = 1] — Pr[Hyb; = 1]| is non-negligible, and construct an adversary B that breaks the security
experiment of Expgi':::?'t_e"e'()\, b) defined in Lemma A.3. This contradicts the certified everlasting IND-CPA of Ycepk
from Lemma A.3. Let us describe how B works below.

multi-cert-ever

1. Breceives {pke.pk; a}lG[S],OtG{O 13 from the challenger of ExpZce N (A, b), and sends {pke.pkm}ie[s]’ae{o,l}
to Aj.

2. A; is allowed to call a key query at most one time. If a key query is called, B receives an function f from A;,

generates Ly (4, < L forevery i [s] and {Li o }ic[s),acfo,1} < GC.Samp(1*). If a key query is not called,
B generates f < {0,1}*, L} flijer < Lforeveryie [s] and {L; o }ic[s),aefo,1} < GC.Samp(1%).

3. Bsends (f, L1 fi1jo1s Lo, fi2j@1s 5 s, fs)jo1s Lif[l]@l’ L;,f[Q]@l’ e ,L;f[s]@l) to the challenger of ExpmUItI 5V, b).
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4. B receives ({pke.sk; ;i }ic[s)» {Pke.CT; slij@1tie[s)) from the challenger. If a key query is called, B sends
(f; {pke.sk; fpi) bic[s)) to Ar.

5. A; chooses m € M, and sends m to B.

6. Bcomputes(ﬁ,gc.vk)  GC.Grbl(1*,U(-,m), {Li o }ics),ac{o,1}) and (pke.vk; t(;j, pke.CT; s1;7) < PKE.Enc(
pke.pk; r1i1» Li, p1i)) for every i € [s], and sends (U, {pke.CT; o }ic[s].acf0,1}) to Ar.

7. A; sends (gc.cert, {pke.cert; o }ic[s],acf0,1}) to B, and sends its internal state to As.

8. B sends {pke.cert; jp1 }ie[s) to the challenger, and receives {pke.sk; ¢[ij@1}ic[s) Or L from the challenger. If B
receives | from the challenger, it outputs L and aborts.

9. B sends {pke-Ski,a}ie[s],ae{O,l} to As.
10. Az outputs b'.

11. B computes GC.Vrfy for gc.cert and PKE.Vrfy for all {pke.cert; s1;}ic(s)» and outputs b’ if all results are T.
Otherwise, B outputs L.

Itisclearthat Pr[1 < B|b = 0] = Pr[Hyb, = 1]and Pr[1 < B|b = 1] = Pr[Hyb,; = 1]. By assumption, |Pr[Hyb, = 1] — Pr[Hyb; = 1]
is non-negligible, and therefore |Pr[1 < B|b = 0] — Pr[1 < B|b = 1]| is non-negligible, which contradicts the certified
everlasting IND-CPA security of Ycepi from Lemma A.3. O

Proof of Proposition C.2. Weassume that |Pr[Hyb; = 1] — Pr[Hyb, = 1]| is non-negligible, and construct an adversary
B that breaks the certified everlasting selective security of ¥..sc. Let us describe how B works below.

1. BB generates (pke.pk; ,, pke.sk; o) < PKE.KeyGen(1*)foreveryi € [s]anda € {0, 1}, and sends {pke.pk; , }ic[s],ac{0,1}
to Aj.

2. A, is allowed to call a key query at most one time. If a key query is called, B receives an function f from A;,
generates Ly .0, < L forevery i € [s], and sends (f, {pke.sk; s;)}ie[s)) to Ar. If akey query is not called, B
generates f < {0,1}* and L} ; ;1 o, « L forevery i € [s].

3. A; chooses m € M, and sends m to B.

4. B sends a circuit U (-, m) and an input f € {0, 1}* to the challenger of Expg's " *“"(1*, b).

5. The challenger computes {L; o }ic[s],ac{0,1} < GC.Samp(1*) and does the following:

e If b = 0, the challenger computes ((7, gc.vk) + GC.GrbI(lA,U(-,m),{Lw}ie[s],ae{o’l}), and sends
(U, {L; f1i Yieps)) to B.

« If b = 1, the challenger computes (U,gc.vk) < GC.Sim(1*, 1L U(f,m), {L; sii}icjs))s and sends
(U, {Li t1i Yiels)) to B.

6. B computes (pke.vk; r[;], pke.CT; ;1) < PKE.Enc(pke.pkiyfm,Li,fm) and (pke.vk; (@1, Pke.CT; frij@1) <
PKE.Enc(pke.pk; ;ije1, L7 fpje1) for every i € [s].

7. B sends ([77 {pke.CT .0 }ie[s],act0,1}) tO Aj.
8. A sends (gc.cert, {pke.cert; o }ic[s],ac{0,1}) to the challenger, and sends its internal state to As.

9. B sends gc.cert to the challenger, and receives T or L from the challenger. If 53 receives L from the challenger, it
outputs L and aborts.

10. B sends {pke.sk; o }ic[s],ac0,1} t0 As.
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11. As outputs b'.
12. B computes PKE.Vrfy for all pke.cert; o, and outputs b’ if all results are T. Otherwise, B3 outputs L.

Itisclearthat Pr[1 < B|b = 0] = Pr[Hyb; = 1]and Pr[1 + B|b = 1] = Pr[Hyb, = 1]. By assumption, |Pr[Hyb; = 1] — Pr[Hyb, = 1]
is non-negligible, and therefore |Pr[1 <— B|b = 0] — Pr[1 + B|b = 1]] is non-negligible, which contradicts the certified
everlasting selective security of Ycegc. ]

D Proof of Theorem 7.12

Proof of Theorem 7.12. For a given 2n-qubit, let A be the n-qubit of the first half of the 2n-qubit, and let B be the
n-qubit of the second half of the 2n-qubit. Let NAD.Sim be the simulating algorithm of the ciphertext nad.CT . Let us
describe how the simulator Sim = (Sim1, Simg, Simg) works below.

Simy (MPK, V, 11m1):
1. Parse MPK = (nad.MPK, nce.pk) and V = (f, f(m), (nad.sky, nce.sk)) or (). 4
2. Sim; does the following:
o If V = (), generate W> and (nce.vk, nEZc/T, nce.aux) < NCE.Fake(nce.pk). Let ¥4 =
Trp( W> <W )and Up == Tra( W> <W ). Output CT = (\IJA,nge\.EI') and st :

(nce.aux, nce.pk, nad.MPK, 5, 11| ‘nce.vk, 0).

* IfV = (f, f(m), (nad.sky, nce.sk)), generate a, ¢ < {0,1}", (nce.vk, nce.CT) <— NCE.Enc(nce.pk, (a, c)),
(nad.vk,nad.CT) + NAD.Sim(nad.MPK, (f, f(m), nad.sky), 1/™l) and ¥ := Z¢X?nad.CTXZ°.
Output CT := (¥, nce.CT) and st := (nad.vk, nce.vk, a, ¢, 1).

S|m2(M5K7 f7 f(m)a St):
1. Parse MSK := (nad.MSK, nce.MSK) and st = (nce.aux, nce.pk, nad.MPK, ¥, 11" nce.vk, 0).

2. Compute nad.sky <— NAD.KeyGen(nad.MSK, f).

Compute (nad.vk,nad.CT) < NAD.Sim(nad.MPK, (f, f(m), nad.sk), 11™). Measure the i-th qubit of
nad.CT and ¥ g in the Bell basis and let (x;, 2;) be the measurement outcome for all i € [N].

w

Compute nce.sk « NCE.Reveal(nce.pk, nce. MSK, nce.aux, (x, 2)).

AR

Output sk := (nad.sky, m) and st’ := (nad.vk, nce.vk, z, z, 1).
Simg(st*):

1. Parse st* = (nad.vk, nce.vk, z*, z*, 1) or st* = (nce.aux, nce.pk, nad.MPK, ¥ 5, 1™l nce.vk, 0).
2. Simg does the following:
+ If the final bit of st* is 0, compute (nad.vk, nad.CT) + NAD.Sim(nad.MPK, ), 1/™I). Measure the
i-th qubit of nad.CT and ¥z in the Bell basis and let (x;, z;) be the measurement outcome for all
i € [N]. Output vk := (nad.vk, nce.vk, z, z).
« If the final bit of st* is 1, output vk := (nad.vk, nce.vk, x*, z*).

Let us define the sequence of hybrids as follows.

cert-ever-adapt
E<:efe,.A (0) :

Hybg: This is identical to Exp

“If an adversary calls a key query before the adversary receives a challenge ciphertext, then V = (f, f(m), (nad.sk s, nce.sk)). Otherwise,
V=0
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Hyb,:

Hyb,:

Hyb,:

Hyb,:

From

1. The challenger generates (nad.MPK, nad.MSK) «+— NAD.Setup(1*) and (nce.pk, nce.MSK) «+— NCE.Setup(1*),

and sends (nad.MPK, nce.pk) to A;.

2. A, is allowed to make an arbitrary key query at most one time. For a key query, the challenger receives
f € F, computes nad.sky < NAD.KeyGen(nad.MSK, f) and nce.sk <— NCE.KeyGen(nce.MSK), and
sends (nad.sk¢, nce.sk) to Aj;.

3. A; chooses m € M, and sends m to the challenger.

4. The challenger generates a, ¢ +— {0,1}", computes (nad.vk, nad.CT) <— NAD.Enc(nad.MPK,m), ¥ =
Z°X%nad.CTX*Z¢ and (nce.vk, nce.CT) < NCE.Enc(nce.pk, (a, ¢)), and sends (¥, nce.CT) to .A;.

5. If a key query is not called in step 2, A; is allowed to make an arbitrary key query at most one time.
For a key query, the challenger receives f € F, computes nad.sk; < NAD.KeyGen(nad.MSK, f) and
nce.sk <— NCE.KeyGen(nce.MSK), and sends (nad.sk, nce.sk) to A;.

6. A; sends (nad.cert, nce.cert) to the challenger and its internal state to As.

7. The challenger computes nad.cert* < NAD.Modify(a, ¢, nad.cert). The challenger computes NCE.Vrfy(
nce.vk, nce.cert) and NAD.Vrfy(nad.vk, nad.cert*). If the results are T, the challenger outputs T and
sends (nad.MSK, nce.MSK) to A,. Otherwise, the challenger outputs L and sends L to A,.

8. Ay outputs i'. The output of the experiment is b’ if the challenger outputs T. Otherwise, the output of the
experiment is L.

This is different from Hyb, in the following second points. First, when a key query is not called in step 2, the

challenger computes (nce.vk, nce.CT, nce.aux) < NCE.Fake(nce.pk) and sends (¥, nce.CT) to A; instead of
computing (nce.vk, nce.CT) «— NCE.Enc(nce.pk, (a, ¢)) and sending (¥, nce.CT) to .A;. Second, in step 3, the

challenger computes nce.sk <— NCE.Reveal(nce.pk, nce.MSK, nce.aux, (a, ¢)) and sends (nad.sky, nce.sk) to
A instead of computing nce.sk <— NCE.KeyGen(nce.MSK) and sending (nad.sk s, nce.sk) to A;.

This is different from Hyb; in the following three points. First, when a key query is not called in step
2, the challenger generates W> instead of generating a,c + {0,1}" and ¥ = Z°X%nad.CTX*Z°. Let

570" (770" 670 (070"

2, the challenger sends (¥ 4, nce.CT) to A; instead of sending (¥, nce.CT) to .A; and then that measures the
i-th qubit of nad.CT and ¥ in the Bell basis for all ¢ € [n]. Let (z;,2;) be the measurement outcome for

\I/A = TI‘B(

Yand ¥ := Tr(

). Second, when a key query is not called in step

all ¢ € [n]. Third, the challenger computes nce.sk <— NCE.Reveal(nce.pk, nce.MSK, nce.aux, (z, z)) instead

of computing nce.sk < NCE.Reveal(nce.pk, nce.MSK, nce.aux, (a, ¢)) in step 5 and computes nad.cert*
NAD.Modify(z, z, nad.cert) instead of computing nad.cert* < NAD.Modify(a, ¢, nad.cert) in step 7.

This is different from Hyb, in the following three points. First, when a key query is not called in step 2,
the challenger does not generate (nad.vk, nad.CT) < NAD.Enc(nad.MPK, m) and measure the i-th qubit of
nad.CT and Vg in the Bell basis in step 4. Second, if a key query is called in step 5, the challenger computes
(nad.vk, nad.CT) <~ NAD.Enc(nad.MPK;, m) and measures the i-th qubit of nad.CT and ¥ g in the Bell basis
for all ¢ € [n] after it computes nad.sk; <— NAD.KeyGen(nad.MSK, f). Third, if a key query is not called
throughout the experiment, the challenger computes (nad.vk, nad.CT) <— NAD.Enc(nad.MPK, m), measures
the ¢-th qubit of nad.CT and W 5 in the Bell basis after step 5.

This is identical to Hyb except that the challenger computes (nad.vk, nad.CT) <- NAD.Sim(nad.MPK, V), 1I™)
instead of computing (nad.vk, nad.CT) - NAD.Enc(nad.MPK,m), where V = (f, f(m), nad.sky) if a key
query is called and V = () if a key query is not called.

the definition of Exp$™ *F%(\,b) and Sim = (Simy,Simy, Sims), it is clear that Pr[Hyb, = 1] =

Pr {Expgcr;ffr-adapt(% 0) = 1} and Pr[Hyb, = 1] = Pr [EXP;;t:,\fr_adapt()\, 1) = 1] Therefore, Theorem 7.12 easily
follows from Propositions D.1 to D.4. (Whose proof is given later.) O
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Proposition D.1. If Y, is certified everlasting RNC secure, it holds that
[Pr[Hyby = 1] — Pr[Hyb, = 1]| < negl(}).
Proposition D.2.
Pr[Hyb, = 1] = Pr[Hyb, = 1].
Proposition D.3.
Pr[Hyb, = 1] = Pr[Hyb; = 1].
Proposition D.4. If ¥, is certified everlasting selective secure, it holds that
|Pr[Hyb; = 1] — Pr[Hyb, = 1]| < negl()).

Proof of Proposition D.1. When an adversary makes key queries in step 2, it is clear that Pr[Hyb, = 1] = Pr[Hyb; = 1].
Hence, we consider the case where the adversary does not make a key query in step 2 below.

We assume that |Pr[Hyb, = 1] — Pr[Hyb; = 1]| is non-negligible, and construct an adversary B that breaks the
certified everlasting RNC security of Ycence. Let us describe how BB works below.

1. Breceives nce.pk from the challenger of Exp$s <5 ™" "“(\, b), generates (nad.MPK, nad.MSK) <— NAD.KeyGen(1*),
and sends (nad.MPK, nce.pk) to A;.

2. B receives a message m € M, computes (nad.vk,nad.CT) < NAD.Enc(nad.MPK,m), generates a,c +
{0,1}"™, computes ¥ := Z¢X*nad.CTX*Z¢, sends (a, c) to the challenger, receives (nce.CT", nce.sk™) from
the challenger, and sends (¥, nce.CT™) to A;.

3. A, is allowed to send a key query at most one time. For a key query, BB receives an function f, generates
nad.sk; <— NAD.KeyGen(nad.MSK, f), and sends (nad.sk, nce.sk™) to A;.

4. A; sends (nad.cert, nce.cert) to B and its internal state to As.

5. B sends nce.cert to the challenger, and receives nce.MSK or L from the challenger. B computes nad.cert® <
NAD.Modify(a, ¢, nad.cert) and NAD.Vrfy(nad.vk, nad.cert™). If the resultis T and B receives nce.MSK from
the challenger, B sends (nad.MSK, nce.MSK) to A,. Otherwise, BB outputs L, sends L to A5, and aborts.

6. As outputs b'.
7. Boutputs b'.

Itis clear that Pr[1 <— B|b = 0] = Pr[Hyb, = 1]and Pr[1 < B|b = 1] = Pr[Hyb, = 1]. By assumption, |Pr[Hyb, = 1] — Pr[Hyb; = 1]
is non-negligible, and therefore |Pr[1 <— B|b = 0] — Pr[1 < B|b = 1]| is non-negligible, which contradicts the certified
everlasting RNC security of Ycence. O

Proof of Proposition D.2. We clarify the difference between Hyb; and Hyb,. First, in Hyb,, the challenger uses
(z, z) instead of using (a,c) as in Hyb;. Second, in Hyb,, the challenger sends ¥ 4 to A; instead of sending
Z¢X%nad.CTX*Z¢ to A; as in Hyb,. Hence, it is sufficient to prove that « and z are uniformly randomly distributed
and W 4 is identical to Z% X*nad.CT X”*Z~*. These two things are obvious from Lemma 2.2. [

Proof of Proposition D.3. The difference between Hyb,, and Hyb, is only the order of operating the algorithm NAD.Enc
and the Bell measurement on nad.CT and W . Therefore, it is clear that the probability distribution of the ciphertext
and the decryption key given to the adversary in Hyb, is identical to that the ciphertext and the decryption key given to
the adversary in Hyb,. O

Proof of Proposition D.4. We assume that |Pr[Hyb; = 1] — Pr[Hyb, = 1]| is non-negligible, and construct an adver-
sary B3 that breaks the 1-bounded certified everlasting non-adaptive security of ¥,.4. Let us describe how B works
below.
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cert-ever-non-adapt

1. B receives nad.MPK from the challenger of Expy, % (A\,b), generates (nce.pk,nce.MSK) «+
NCE.Setup(1*), and sends (nad.MPK; nce.pk) to A;.

2. A, is allowed to call a key query at most one time. For a key query, B receives f from A, sends f to the
challenger as a key query, receives nad.sk; from the challenger, computes nce.sk <— NCE.KeyGen(nce.MSK),
and sends (nad.sky, nce.sk) to A;.

3. A; chooses m € M and sends m to B.
4. B does the following.

e If a key query is called in step 2, B3 sends a challenge query m to the challenger, receives nad.CT
from the challenger, generates a,c + {0,1}", ¥ = Z°X%nad.CTX*Z¢ and (nce.vk,nce.CT) «+
NCE.Enc(nce.pk, (a, c)), and sends (¥, nce.CT) to A;.

e If a key query is not called in step 2, B generates ) and

Up = Tra( W> <6f?071

(U 4,nce.CT) to A;.

W>. Let U, = Trp(

) (5707

). B computes (nce.vk, nzg._C/T, nce.aux) <~ NCE.Fake(nce.pk) and sends

5. If a key query is not called in step 2, A; is allowed to make a key query at most one time. If 15 receives an
function f as key query, B sends f to the challenger as key query, and receives nad.sk; from the challenger.
B sends a challenge query m to the challenger, receives nad.CT, measures the i-th qubit of nad.CT and

U in the Bell basis, and let (z;, z;) be the measurement outcome for all ¢ € [n]. B computes nce.sk

NCE.Reveal(nce.pk, nce. MSK, nce.aux, (z, z)) and sends (nad.sky, nce.sk) to A;.

6. If B does not receive a key query throughout the experiment, B sends a challenge query m to the challenger,
receives nad.CT, and measures the i-th qubit of nad.CT and Uy in the Bell basis and let (x;, 2;) be the
measurement outcome for all ¢ € [n].

7. Ajp sends (nad.cert, nce.cert) to BB and its internal state to As.

8. B computes nad.cert* <— NAD.Modify(z*, z*, nad.cert), where (z*, z*) = (a,c) if a key query is called in
step 2 and (z*, 2*) = (x, 2) if a key query is not called in step 2. 3 sends nad.cert to the challenger, and receives
nad.MSK or L from the challenger. 3 computes NCE.Vrfy(nce.vk, nce.cert). If the result is T and B receives
nad.MSK from the challenger, 53 sends (nad.MSK, nce. MSK) to As. Otherwise, 3 outputs L, sends L to As,
and aborts.

9. As outputs b'.
10. B outputs b'.

It is clear that Pr[l < B|b=0] = Pr[Hyb; = 1] and Pr[l + B|b =1] = Pr[Hyb, =1]. By assumption,
|Pr[Hybs = 1] — Pr[Hyb, = 1]|is non-negligible, and therefore |Pr[1 <— B|b = 0] — Pr[1 < B|b = 1]|isnon-negligible,
which contradicts the 1-bounded certified everlasting non-adaptive security of X,aq. O

E Proof of Theorem 7.14

Proof of Theorem 7.14. Let us denote the simulating algorithm of ¥,,. as ONE.Sim = ONE.(Sim, Sims, Sim3). Let
us describe how the simulator Sim = (Simy, Simg, Sim3) works below.

Sim; (MPK, V, 112): Let ¢* be the number of times that .A; has made key queries before it sends a challenge query.

1. Parse MPK := {one.MPKi}iE[N] and V = {C;,C;(x), (T, A, {one.skc‘“Aj_yi}q;e[pj})}je[q*].
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2. Generate a uniformly random set I'; C [N] of size Dt + 1 and a uniformly random set A; C [S] of size v
foralli € {¢* +1,---,q}. Let Ag == 0. Let £ := J, ;s (I'; N T'y). Simy aborts if |L| > ¢ or there exists
some i € [g] such that A; \ (U;; 4;) = 0.

3. Sim; uniformly and independently samples ¢ random degree ¢ polynomials 1, - - - , ity Whose constant
terms are all 0.

4. Sim; samples the polynomials &1, - - - , €g as follows for j € [g]:
e fixa* € Aj\ (AgU---UA;_);

e foralla € (A;\ (ApgU---UA;_1))\ {a*}, set &, to be a uniformly random degree Dt polynomial
whose constant term is 0;

o if j < ¢*, pick a random degree Dt polynomial n;(-) whose constant term is C; (z); if j > ¢*, pick
random values for 7; () for all ¢ € £;

* the evaluation of £,« on the points in £ is defined by the relation:

() = Ci(pa (), () + Y &l

a€A;

* Finally, foralla ¢ (A1 U---UA,), set £, to be a uniformly random degree Dt polynomial whose
constant term is 0.

5. For each i € £, Sim; computes
(one.vk;, one.CT;) <— ONE.Enc(one.MPK;, (p1(4), - - - , pe(3),&1(0), - -, €s(1))).

6. For each i ¢ L, Sim; does the following:

 If i € I'; for some j € [¢*] %, computes
(one.CT;, one.st;) <— ONE.Sim; (one.MPK;, (G¢; A, .i,nj(i),0ne.skg; A, i), 1lmh.
e Ifi ¢ T forall j € [¢*], computes
(one.CT;, one.st;) < ONE.Sim; (one.MPK;, 0, 1/™!).

7. Output CT = {one.CTi}ie[N] andst := ({Fi}ie[q]a {Ai}ie[q]7 {77]‘ (i)}je{q*+1,-~ ,q},i€Ls {one.sti}ie[N]\l;,
{one.vkq;}ieg).
Simy(MSK, C}, C(x),st): The simulator simulates the j-th key query for j > ¢*.

1. Parse MSK := {one.MSK; },cnjandst;_1 = ({Ti}ic(q) {Qi}iclq) 175 (1) Yoe g 41, g} icc, {one.sti fic v\ 2,
{one.vk; }icr).

2. Foreachi € I'; N L, generate one.skc; A, i <~ ONE.KeyGen(one.MSK;, G¢; a; ).
3. Foreachi € I'; \ L, generate a random degree Dt polynomial n);(-) whose constant term is C;(z) and
subject to the constraints on the values in £ chosen earlier, and generate

(one.skc; A, i, 0ne.st;) < ONE.Simz(one.MSK;, 7;(i), Gg; A, ,0ne.st;).

For simplicity, let us denote one.st} as one.st; fori € T'; \ L.

4. Outputskc; = (I'j, A, {one.ske; ;i tier; ) and sty = ({Titierq)s {Aitieta)s {15 (D }ie (a1, a)ices
{one.stitien\z, {one.vkiticr).

Simg(st*): The simulator simulates a verification key.

5Note that j is uniquely determined since ¢ ¢ L .

51



1. Parse st* := ({T's }ic[q]s {4 ic[qls 175 (D) }je{q +1, .q} iccs {One.sti Ficv]\ 25 {one.vk; ficr).
2. Foreach i € [N]\ L, compute one.vk; <— ONE.Sim3z(one.st;).
3. Output vk := {one.vk; };c[n]-

Let us define the sequence of hybrids as follows.

Hybg: This is identical to Exp$™ *¢"™%P* (X, 0).

1. The challenger generates (one.MPK;, one.MSK;) +— ONE.Setup(1*) fori € [N].

2. A, is allowed to call key queries at most ¢ times. For the j-th key query, the challenger receives an
function C; from Ay, generates a uniformly random set I'; € [N] of size Dt + 1 and A; € [S] of size
v. For i € T, the challenger generates one.skc;, A, ; < ONE.KeyGen(one.MSK;, G¢; a;), and sends
(I'j, Ay, {oneskc; A, i tier, ) to Ap. Let ¢* be the number of times that A; has called key queries in this
step.

3. A; chooses z € M and sends z to the challenger.

4. The challenger generates a random degree ¢ polynomial y;(-) whose constant term is x[i] for i € [{]
and a random degree Dt polynomial &;(-) whose constant term is 0. For ¢ € [N], the challenger
computes (one.vk;,one.CT;) - ONE.Enc(one.MPK;, (111(4), - - , pe(2),&1(i), - -+ ,&s(i))), and sends
{one.CT;}icqn) to Ay

5. A; is allowed to call a key query at most ¢ — ¢* times. For the j-th key query, the challenger receives an
function C; from A;, generates a uniformly random set I'; € [N] of size Dt + 1 and A; € [S] of size
v. Fori € T'j, the challenger generates one.skg; A, i < ONE.KeyGen(one.MSK;, GCJ,AJ.), and sends
(Fj, Aj, {One.Sij7Aj,i}i6Fj) to A;.

6. A; sends {one.certi}ie[ 7 to the challenger and its internal state to As.

7. If T <= ONE.Vrfy(one.vk;, one.cert;) for all i € [IV], the challenger outputs T and sends {one.MSK; };cn
to A,. Otherwise, the challenger outputs | and sends L to As.

8. Aj outputs b.

9. The experiment outputs b if the challenger outputs T. Otherwise, the experiment outputs L.

Hyb,: This is identical to Hyb,, except for the following three points. First, the challenger generates uniformly random
setT'; € [N] of size Dt + 1 and A; € [S] of size v fori € {¢* + 1,--- ,q} in step 4 instead of generating them
when a key query is called. Second, if |£| > ¢, the challenger aborts and the experiment outputs L. Third, if
there exists some i € [g] such that A; \ (U;.,; A;) = 0, the challenger aborts and the experiment outputs L.

Hyb,: This is identical to Hyb; except that the challenger samples &1, -+ ,&s, 71, -+ , 74 as in the simulator Sim;
described above.

Hybs: This is identical to Hyb, except that the challenger generates {one.CT;};cin\ (2}, {one.skg; A i bier; for
Jj€{q"+1,---,q'}, and vk := {one.vk; };c|n]\{} as in the simulator Sim = (Simy, Simy, Sim3) described
above, where ¢’ is the number of key queries that the adversary makes in total.

Hyb,: This is identical to Hyb, except that the challenger generates 1, - - - , ft¢ as in the simulator Sim; described
above.
From the definition of Expcze;:f'_adapt()\, b) and Sim = (Simy, Simg, Simg), it is clear that Pr[Hyb, = 1] =
Pr Expgcr;:,\fr_adapt(/\, 0) = 1} and Pr[Hyb, = 1] = Pr [Exp;e:;jf'adapt()\, 1) = 1}. Therefore, Theorem 7.14 easily
follows from Propositions E.1 to E.4 (whose proofs are given later). O
Proposition E.1.

|Pr[Hyb, = 1] — Pr[Hyb; = 1]| < negl()).

52



Proposition E.2.
Pr[Hyb, = 1] = Pr[Hyb, = 1].
Proposition E.3. If X, is I-bounded certified everlasting adaptive secure,
|Pr[Hyby = 1] — Pr[Hyb; = 1]| < negl()).
Proposition E.4.
Pr[Hyb; = 1] = Pr[Hyb, = 1].

Proof of Proposition E.I. Let HybéJ be the experiment identical to Hyb, except that the challenger generates a set
I; € [N]and A; € [S]fori € {¢*+ 1, - ,q} instep 4. Itis clear that Pr[Hyb, = 1] = Pr[HybE) = 1]

Let Hybg, be the experiment identical to Hyb;) except thatitoutputs L if |£| > ¢. Ttisclear that Pr [Hyb;, =1A(L] < t)} =
Pr[Hyby = 1 A (|£| < t)]. Hence, it holds that

Pr [Hybg - 1} — Pr[Hyb;, = 1]‘ < Pr|L] > 1]

from Lemma 2.3.
Let Collide be the event that there exists some i € [g] such that A; \ (U;; A;) = 0. Hybg is identical to Hyb,

when Collide does not occur. Hence, it is clear that Pr[Hybj = 1 A Collide| = Pr[Hyb, = 1 A Collide|. Therefore, it
holds that

|Pr[Hybj, = 1] — Pr[Hyb, = 1]| < Pr[Collide]

from Lemma 2.3.
From the discussion above, we have

|Pr[Hyb, = 1] — Pr[Hyb; = 1]| < Pr[|£] > t] + Pr[Collide].

The following Lemmata E.5 and E.6 shows that Pr[|£] > ¢] < 27%() and Pr[Collide] < ¢2~*(N), which completes
the proof. [

Lemma E.5 ((GVW12]). Let 'y, - -+ ,T'y C [N] be randomly chosen subsets of size tD + 1. Let t = ©(¢*\) and
N = ©(D?%q¢?t). Then,

Pr U(mei) >t <2790
il

where the probability is over the random choice of the subsets 'y, --- ,T',.

Lemma E.6 ((GVWI12]). Let Ay, --- , A, C [S] be randomly chosen subsets of size v. Let v(\) = O(X) and
S(A\) = O(vg?). Let Collide be the event that there exists some i € [q] such that AN(U,zi Aj) = 0. Then, we have

Pr [Collide] < g2~ %)

where the probability is over the random choice of subsets A, --- |, A,.

Proof of Proposition E.2. In the encryption in Hyb,, &,+ is chosen at random and 7;(-) is defined by the relation. Sim
essentially chooses 7; (-) at random which defines &,-. It is easy to see that reversing the order of how the polynomials
are chosen produces the same distribution. O

53



Proof of Proposition E.3. To prove the proposition, let us define a hybrid experiment Hyb3 for each s € [N] as follows.

Hybs: This is identical to Hyb, except for the following three points. First, the challenger generates {one.CT;};c(q\ 2
as in the simulator Sim;. Second, the challenger generates {one.skc; a; i }ier,ns) forj € {¢* +1,--- ,¢'} asin
the simulator Simg, where ¢’ is the number of key queries that the adversary makes in total. Third, the challenger

generates {one.vk; };c[s\ 2 as in the simulator Simg.

Let us denote Hyb, as Hyb). It is clear that Pr [Hybév = 1] = Pr[Hyb; = 1]. Furthermore, we can show that

|Pr[Hybs " = 1] — Pr[Hyb = 1]| < negl())

for s € [IN]. (Its proof is given later.) From these facts, we obtain Proposition E.3.

Let us show the remaining one. In the case s € L, it is clear that Hybg_1 is identical to Hyb3. Hence, we consider
the case s ¢ L. To show the inequality above, let us assume that ’Pr[Hybg_1 = 1] — Pr[Hyb; = 1” is non-negligible.
Then, we can construct an adversary B that can break the 1-bounded certified everlasting adaptive security of Y, as
follows.

1. B receives one.MPK from the challenger of Expgeor:“e'i\fr_ad"‘pt()\7 b). B sets one.MPK, := one.MPK.

2. B generates (one.MPK;, one.MSK;) <~ ONE.Setup(1*) for all i € [N]\ s, and sends {one.MPK;};cn to A;.

3. A, is allowed to call key queries at most ¢ times. For the j-th key query, B receives an function C; from Aj,
generates a uniformly random set I'; € [N] of size Dt + 1 and A; € [S] of size v. Fori € T'; \ s, B generates
oneskc; A, < ONE.KeyGen(one.MSK,;,ch,Aj). If s € T'j, B sends G¢; a; to the challenger, receives
one.skc; a;, s from the challenger, and sends (I';, Aj, {one.skc; A, i }ier;) to A;. Let ¢* be the number of times
that .4; has called key queries in this step.

4. A; chooses x € M, and sends x to B.

5. B generates uniformly random set I'; € [N] of size D¢t + 1 and A; € [S] of size v fori € {¢* +1,--- ,q}. B
generates a random degree ¢ polynomial y;(-) whose constant term is x[¢] for i € [¢], and &1, -+ , &g, 71, , g
as in the simulator Sim;. For ¢ € [s — 1] \ £, B generates one.CT; as in the simulator Sim;. For i € {s +
1,--- N} U L, B generates (one.vk;,one.CT;) < ONE.Enc(one.MPK;, (pt1(2), -, ue(i),&1(3),- - ,€s(4))).
Bsends p1(s), -+, pe(s),&1(s), - -+, €s(s) to the challenger, and receives one.CT, from the challenger. B sends
{one.CTi}ie[N] to Aj.

6. A, is allowed to call key queries at most ¢ — ¢* times. For the j-th key query, B receives an function C; from
Ai. Fori € T\ [s], B generates one.skc; A, i + ONE.KeyGen(one.MSK;,G¢; a,). Fori € I'; A[s — 1],
B generates one.skc; a; ; as in the simulator Simy. If s € T'j, B sends G, A, to the challenger, and receives
one.skc; A, s from the challenger. B sends (I'j, Aj, {one.skc; A, itier,) to Aj.

7. Fori € [s — 1]\ L, B generates one.vk; as in the simulator Simg ©.
8. A; sends {one.cert; };c[n] to B and its internal state to As.

9. Bsendsone.cert, to the challenger, and receives one.MSK or | from the challenger. 3 computes ONE.Vrfy(one.vk;,
one.cert;) for all i € [N]\ s. If the results are T and B receives one.MSKj from the challenger, B sends
{one.MSK;}ic(n) to Az. Otherwise, B aborts.

10. Ay outputs b'.
11. B outputs ¥'.

SFori € {s+1,--- N} U L, B generated one.vk; in step 5.
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It is clear that Pr[l + Blb=0] = Pr[Hybj~' =1] and Pr[l < B|b =1] = Pr[Hybj =1]. By assumption,
|Pr[Hyb3 ™! = 1] — Pr[Hyb3 = 1]| is non-negligible, and therefore [Pr[1 - B|b = 0] — Pr[1 « BJb = 1]| is non-
negligible, which contradicts the 1-bounded certified everlasting adaptive security of >pe. O

Proof of Proposition E.4. In Hybs, the polynomials p1, - - - , f4¢ are chosen with constant terms x4, - - - , z,, respectively.
In Hyb,, these polynomials are now chosen with 0 constant terms. This only affects the distribution of py,--- | e
themselves and polynomials &1, - - - ,£s. Moreover, only the evaluations of these polynomials on the points in £ affect
the outputs of the experiments. Now observe that:

* The distribution of the values {111 (%), - - , pe(%) }sc are identical to both Hybs and Hyb,. This is because in
both experiments, we choose these polynomials to be random degree ¢ polynomials (with different constraints in
the constant term), so their evaluation on the points in £ are identically distributed, since |£| < t.

* The values {&;(4),- - ,&s(i) }sec depend only on the values {1 (2), - -, (i) }ier-

Proposition E.4 follows from these observations. O
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