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Abstract. The Lai-Massey scheme is an important cryptographic approach to design
block ciphers from secure pseudorandom functions. It has been used in the designs of
IDEA and IDEA-NXT. At ASTACRYPT’ 99, Vaudenay showed that the 3-round and
4-round Lai-Massey scheme are secure against chosen-plaintext attacks (CPAs) and
chosen-ciphertext attacks (CCAs), respectively, in the classical setting. At SAC’04,
Junod and Vaudenay proposed a new family of block ciphers based on the Lai-Massey
scheme, namely FOX. In this work, we analyze the security of the FOX cipher in the
quantum setting, where the attacker can make quantum superposed queries to the
oracle. Our results are as follows:

e The 3-round FOX construction is not a pseudorandom permutation against
quantum chosen-plaintext attacks (qCPAs), and the 4-round FOX construction
is not a strong pseudorandom permutation against quantum chosen-ciphertext
attacks (qCCAs). Essentially, we build quantum distinguishers against the
3-round and 4-round FOX constructions, using Simon’s algorithm.

e The 4-round FOX construction is a pseudorandom permutation against qCPAs.
Concretely, we prove that the 4-round FOX construction is secure up to 0(2"/ 12)
quantum queries. Our security proofs use the compressed oracle technique
introduced by Zhandry. More precisely, we use an alternative formalization of
the compressed oracle technique introduced by Hosoyamada and Iwata.

Keywords: Symmetric-key cryptography - Lai-Massey scheme - FOX cipher -
Simon’s algorithm - Quantum chosen-plaintext attacks - quantum chosen-ciphertext
attacks - Compressed oracle technique.

1 Introduction

A block cipher is an important cryptographic primitive that is widely used for data
encryption, data authentication, and to build one-way functions. A block cipher is a
pseudo-random permutation (PRP), i.e., for a distinct key it provides distinct permutations
that cannot be distinguished from a random permutation in polynomial time. Some of the
popular designing approaches are based on the Feistel network, the Lai-Massey scheme,
and the substitution-permutation network. Luby and Rackoff [LR88] showed that the
3-round and 4-round Feistel constructions are secure PRPs against chosen-plaintext attacks
(CPAs) and chosen-ciphertext attacks (CCAs), respectively. Similar to the Feistel network,
Vaudenay [Vau99] showed that the 3-round and 4-round Lai-Massey constructions [LM90]
are secure PRPs against CPAs and CCAs, respectively. Following the Lai-Massey scheme,
Junod and Vaudenay [JV04] proposed a family of block ciphers, namely FOX. Later, FOX
was also announced under IDEA-NXT by MediaCrypt AG [AGOT], as a successor of IDEA.
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2 Quantum Security of FOX Construction

FOX Cipher. The high level structure of FOX cipher adopts the Lai-Massey
scheme [LM90], operating on an arbitrary group G. It consists of two layers: a non-linear
layer ® which applies the round function f, and a linear layer { which applies the function o
as an orthomorphism such that o and = — o(x) — z are both permutations (see Figure 1a).
In the FOX design, the group (G, +) is chosen to be ({0,1}"/2, @), and the orthomorphism
o is defined as o(y1,42) = (y2,%1 ® y2), where y1,y2 € ({0,1}*/2,@). The detailed
description of the design can be found in [JV04].
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(a) 1-round of LM. (b) 1-round of FOX.

Figure 1: Round transformation of the Lai-Massey (LM) scheme and FOX cipher.

Let f; := {fix :{0,1}"/2 = {0,1}"/?} be a family of functions that is parameterized
by k from a key space K (1 <4 <r). The r-round FOX construction FOX,.(f1,..., f-) is
defined as follows: first, keys kq,..., k, are chosen independently and uniformly at random
from K. For each input Trog = xOLL||xOLR||xORLHxORR7 where LOLL,TOLR, LORL; LORR €
{0,1}™/4, the i-th state is updated as ri—yoollre-verllza-nrellTi-1)rr  —
xiLLH-TiLRHxiRLH-TiRR, where x;r.1, LR, TirL, TirR arTe given by

rirr = T(i—1)Lr D fir(T(-1)0L © T(i—1)RL> T(i—1)LR D T(i—1)RR)

TiLR = T(i—1)LL D T(i—1)Lr D fir (T(i—1)LL © T(i—1)RL> T(i-1)LR D T(i—1)RR)
®© fir(T(i—1)LL © T(i—1)RL, T(i—1)LR D T(i—1)RR)

TirL = T(i—1)re © fiL(T(i—1)LL © T(i—1)RL>T(i-1)LR D T(i—1)RR)

TirR = T(i—1)rR D fir(T(i—1)LL ® T(i—1)RL> T(i—1)LR D T(i—1)RR)

for i =1,...,r in a sequential order (see Figure 1b). Here, f;1, and f;r denote the left and
right halves of f;, respectively. In the classical setting, if each f; is a secure PRF then FOX,.
is a PRP against CPAs for r > 3 and a strong PRP against CCAs for r > 4 [WLLZ09].

Analyzing the quantum security of various cryptographic primitives has become an
important question in the last decade. In public-key cryptography, Shor’s seminal
work [Sho94] showed that factoring large integers and computing discrete logarithms
with quantum computers is possible in polynomial time. This result completely breaks
public-key schemes such as RSA, ECDSA, and ECDH in the quantum setting. On the
other hand, in the case of symmetric-key cryptography, it was believed that the security
of symmetric-key schemes would not be much affected by quantum computers. The only
caveat was Grover’s search algorithm [Gro96] that provides square-root improvement in
exhaustive key search attacks. However, a series of recent results has shown that some
symmetric-key schemes can be broken in polynomial time by using Simon’s algorithm if
quantum adversaries have access to quantum circuits that implement keyed primitives
such as block ciphers, message authentication codes [KM10, KLLN16a,Bonl7,LM17,SS17,
BNS19,THM*19, DDW20]. Further improvements based on Grover’s algorithm and its
derivatives have been presented on block ciphers [KLLN16b, BNS19, BGLP21] and hash
functions [HS20,DSS*20, CKS21,NDJY21].
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In particular, Kuwakado and Morii [KM10] showed that the 3-round Feistel construction
is not a PRP against quantum chosen-plaintext attacks (qCPAs). Recently, Ito et
al. [[THM™19] showed that the 4-round Feistel construction is not a strong PRP against
quantum chosen-ciphertext attacks (qCCAs). These attacks primarily rely on Simon’s
algorithm [Sim97] that can find a hidden period in polynomial-time. Hosoyamada and
Iwata [HI19] asked a fundamental question about the quantum security of the Feistel
construction, namely “how many rounds are sufficient to achieve provable security against
quantum query attacks”. They answered this question by using Zhandry’s compressed
oracle technique [Zhal9] and showed that 4-rounds of the Feistel structure are sufficient to
provide security against qCPAs. Motivated by these results on the Feistel construction,
we focus on analyzing the security of FOX cipher against an attacker having access to
quantum superposed queries to the cryptographic oracle.

1.1 Our Contributions
The main technical contributions of this work are as follows:

e We present a quantum CPA distinguisher against the 3-round FOX construction
FOX3. We do this by carefully choosing the inputs to FOX3 such that the inputs to
the second round function f5 collide, and then we define an appropriate function G
which is periodic (see Lemma 1). By running Simon’s algorithm on the oracle G, we
can recover its hidden secret-period in polynomial time.

e We develop a more challenging quantum CCA distinguisher against the 4-round FOX
construction FOXy by connecting the FOX and inverse FOX ciphers. To connect the
4-round FOX and the inverse 4-round FOX ciphers, we add appropriate constants in
between so that we are able to define a suitable periodic function G (see Lemma 2),
whose period can be recovered in polynomial time with Simon’s algorithm. In
contrast, in the classical setting, only 2-round CPA and 3-round CCA distinguishers
are known against the FOX construction.

e Thereafter, we show that the 4-round FOX construction FOX, is a PRP against
qCPAs. In particular, we give a security bound of FOX,4 against qCPAs when all the
round functions are truly random. The concrete bound is stated in Theorem 1.

A summary of distinguishing attacks for FOX construction, the Lai-Massey scheme
and the Feistel network is given in Table 1.

Table 1: Comparison of the number of attacked rounds in various settings.

Construction | Classical CPA | Classical CCA | Quantum CPA | Quantum CCA
Distinguisher Distinguisher Distinguisher Distinguisher
Feistel 2 [LR8g] 3 [LR8g] 3 [KM10] 4 [THM*19]
Lai-Massey 2 [Vau99) 3 [Vau99) - -
FOX 2 [WLLZ09] 3 [WLLZ09] 3 [Ours, § 4] 4 [Ours, § 5]

1.2 Organization of the Paper

This paper is organized as follows. Section 2 describes preliminaries, definitions, and
Simon’s algorithm. Section 3 gives an overview of the RstOE technique. Section 4 presents
our quantum CPA distinguisher against the 3-round FOX construction FOX3 that shows
that the 3-round FOX construction FOX3 is not a PRP. Section 5 presents our quantum
CCA distinguisher against the 4-round FOX construction FOXy that shows that the 4-round
FOX construction FOX4 is not a strong PRP. Section 6 provides the quantum security
proof of FOX, to be a PRP against qCPAs. Finally, Section 7 concludes our work.
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2 Preliminaries

Throughout this work, we assume that all algorithms (or adversaries) are quantum
algorithms and are allowed to make quantum superposed queries to various oracles. We
assume that readers are familiar with basics of quantum computation and finite dimensional
linear algebra (see textbooks such as [NC11] for an introduction).

2.1 Basic Notations

For strings x,y € {0,1}", we denote their concatenation as z||y. The length of the string
x is denoted by |x|. For any n-bit string x, we denote the left-half n/4-bits of the left-half
n/2-bits of « by zr . In the same way, the right-half n/4-bits of the left-half n/2-bits of x
is denoted by zr. We similarly define xr;, and xrr as well. For any finite sets X and Y,
let Func(X,Y") denote the set of all functions from X to Y. Let Perm(X) denote the set
of all permutations from X onto itself. For a function F' € Func(X,Y"), we denote the left

and right halves of F' by Fy, and Fg, respectively. For a finite set X', we write X Ex
for sampling an element uniformly from X and assigning the result to X. We denote a
database by D that consists of input-output pairs for some function f. For an input x and
output a := a1l|ag for D, we denote D (z) := oy and Dg(x) := as as the left and right
halves of D’s output, respectively.

2.2 Quantum Computation

We use the standard quantum circuit model of quantum computation. Complexity of
quantum algorithms is measured by the number of queries they make and the number
of gates required to implement the algorithms. We assume that quantum circuits are
composed of quantum gates that are chosen from a fixed universal gate set (i.e., Clifford+T
gates). We denote Hadamard operator by H, and identity operator by I,. In addition, for
a vector ¢ and a positive integer m, we sometimes use the same notation |¢) to denote
the |¢) ® [0™) or |0™) ® |¢) for simplicity, when it will cause no confusion. Let || - || and
I - |l denote the norm of vector and trace norm of matrix, respectively. td(-,-) denotes
the trace distance. For Hermitian operators p,o on a Hilbert space H, the trace distance
td(p,0) := 3|p — ol holds. For a mixed state p of a joint quantum system H, ® Hp, let
trp(p) (resp. tra(p)) denote the partial trace of p over Hp (resp. Ha).

2.3 Quantum Algorithms and Quantum Oracles

Following previous works (e.g., see [BDFT11]), we model an (oracle-aided) quantum
algorithm A that makes at most ¢ quantum queries to a single oracle as a sequence of
unitary operators (Up, Uy, ...,U,), where U; corresponds to A’s offline computation after
the i-th oracle query for i > 1, and Uy corresponds to A’s initial computation. In addition,
the quantum state space of A is a tensor product Hquery ® Hanswer @ Huwork, Where Hquery,
Hanswer, and Hwork correspond to the register to make queries to the oracle, the register to
receive answers from the oracle, and the register for A’s offline computations, respectively.
After the application of the final unitary operator U,, A’s entire state is measured, and
the measurement result (a classical bit string) is returned as the output. When A does not
take any initial input, we assume that A’s initial state is set to be |0°) for some positive
integer s. When A takes a classical input z € {0, 1}, we assume that A’s initial state is
set to be |z) by convention.

A quantum oracle O is modeled as a sequence of unitary operator (O1,...,04). O may
have some randomness, and each O; may be chosen randomly according to a distribution
at the beginning of each game. O can maintain its own state. If O has s’-qubit quantum
states, then joint quantum states of A and O are (s + s')-qubit quantum states. We



Amit Kumar Chauhan and Somitra Kumar Sanadhya 5

denote (’s private state space as Hgate- When A makes the i-th query, the unitary
operator O; acts on Hquery ® Hanswer @ Hstate. We assume that the initial state of A
is set to |z) when A runs relative to the quantum oracle O on input z, and |init) be
the initial state of the oracle’s private space Hstate- Then the initial whole quantum
state is expressed as |z) ® |init). The whole quantum state just before the i-th query
is Ui—10;-1U;—20;_o--- 01Uy |z} ® |init), and the whole quantum state just before the
final measurement U,O,U;—104_1 --- O1Up |z) @ |init). We denote the event that A runs
relative to the oracle O and returns an output z by z + A9 (z).

Example of an oracle. Let F be a family of functions from {0, 1} to {0,1}". Suppose
that a quantum algorithm A runs relative to a quantum oracle O that first chooses
f randomly from F (according to a distribution on F') and gives A a quantum oracle
access to f. Then Hquery and Hanswer are defined as m-qubit space and n-qubit space,
respectively. Op has no quantum states, and each O; is the unitary operator defined
by O; : |z)|y) — |z) |y ® f(x)). When f is chosen uniformly at random, then it is the
quantum oracle of a random function.

2.4 Security Definitions

Quantum distinguishing advantages. Let A be a quantum algorithm that makes at most
q queries and outputs 0 or 1, and let O; and Oy be some oracles. We define the quantum
distinguishing advantage of A by

AdvE 5 (A) =

A (= 1] - B0 - 1]

When we are interested only in the number of queries and do not consider other
complexities such as the number of gates (i.e., we focus on information theoretic adversaries),
we use the notation

Advo,(q) == max {Adv‘giﬁ@ (A)} ’

where the maximum is taken over all quantum algorithms that make at most ¢ quantum
queries.

Quantum PRF advantages. Let RF denote the quantum oracle of random functions, i.e.,
the oracle such that a function f € Func({0,1}™,{0,1}") is chosen uniformly at random,
and adversaries are given oracle access to f.

Let F denote the quantum oracle for keyed functions, i.e. the oracle such that a
function Fy, € {{0,1}" — {0,1}"} is chosen for a random k € K and adversaries are given
oracle access to it. In addition, let A be an algorithm with query access to the oracles RF
or F. Then we define the quantum pseudorandom function ((PRF) advantage against the
keyed function family F} by

AdvERT(A) = Advie(A).
Similarly, we define Advq}-PRF(q) by
Advq}-PRF(q) = max {Adv;_?RF(.A)} ,

where the maximum is taken over all quantum algorithms A that makes at most g queries.
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Quantum PRP advantages. Let RP denote the quantum oracle of random permutations,
i.e., the oracle such that a permutation P € Perm({0,1}") is chosen uniformly at random,
and adversaries are given oracle access to P.

Let P denote the quantum oracle for keyed permutations, i.e. the oracle such that a
permutation Py, € Perm({0,1}") is chosen for a random k € K and adversaries are given
oracle access to it. In addition, let A be an algorithm with query access to the oracles RP
or P. Then we define the quantum pseudorandom permutation (QPRP) advantage against
the keyed permutation family Py by

AdvERP(A) == AdvEhe(A).
Similarly, we define Adv "' (q) by
AdvER(q) = max {AdquPRP (A)} ;
where the maximum is taken over all quantum algorithms A that make at most ¢ queries.

Security against efficient adversaries. An algorithm A is called efficient if it can be
realized as a quantum circuit that has a polynomial number of quantum gates in the
security parameter n. A set of functions F (resp., a set of permutations P) is a quantumly
secure PRF (resp., a quantumly secure PRP) if the following properties are satisfied:

1. Uniform sampling and evaluation of a randomly chosen function from F (resp.,
permutation from P) can be performed by an efficient algorithm.

2. AdvquRF(A) (resp., Adv?;PRP (A)) is negligible for any efficient algorithm A.

2.5 Simon’s Algorithm

The period-finding problem is hard classically, but quantum mechanically, it can be solved
in polynomial time.

Problem 1 (Simon’s problem). Let s € {0,1}"\{0}" and h : {0,1}" — {0,1}" be a
function that satisfies the following two conditions: (1) h(z) = h(x ® s) V z € {0,1}", and
(2) if h(x) = h(z'), then either ' = x or &’ = x & s. Given an oracle access to f, find s.

The first condition is equivalent to function h being periodic, with period s # 0™.
Therefore, we call the above problem (black-box) period finding problem. Solving this
problem is hard classically, but in quantum domain, Simon’s algorithm [Sim97] can solve
the above 1 with O(n) queries, using O(n) qubits.

Next, we explain how Simon’s algorithm works. We assume that we have access to the
quantum oracle Uy, which is defined as Uy, |z) |z) = |z) |2z @ h(x)). For an n-qubit state
|z), Hadamard transformation H®" is defined as H®" |z) = \/% >yetoyn (=1 [y).
Simon proposed a circuit Sy, that computes a vector that is orthogonal to s for a periodic
function h, which is defined as S, = (H®" ®1,,) - Uy, - (H®" @ I,) and works as follows.

Sp 0™y [0™) = (H®" @ 1,,) - Uy, - (H®" @ 1,,)|0™) |0™)

1
= (" L) Ui 310 07)

= (= 3 o) ()

= o Dy @ ha) (1)
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If h satisfies h(z) = h(a') <= 2’ == @ s, then equation (Equation 1) can be rearranged
as follows.

or 3 (I (C)EEI) ) |y @ b)),

zeV,y

where V' is a linear subspace on {0, 1}" of dimension (n—1) that partitions {0, 1}" into cosets
V and V + 5. The vector y such that 3.s = 1 (mod 2) satisfies ((—1)*¥ 4 (—1)=®%)-¥) = (.
Therefore, the vector y that we obtain by measuring Sy, [0™) |0™) satisfies y.s = 0 (mod 2).
By repeating this measurement for O(n) times, we obtain (n — 1) linearly independent
vectors that are all orthogonal to s with a high probability. Then we can recover s by
solving the system of linear equations with O(n?) classical steps.

One can note that the function h derived from a symmetric-key scheme usually does
not satisfy the second condition in Problem 1. However, Kaplan et al. [KLLN16a] showed
that Simon’s algorithm still usually works even if the second condition is relaxed to the

following variant: (2’) Pr & oy [h(zDs") = h(z)] < 1/2 holds for any § € {0,1}™\{0", s}.
Intuitively, this condition sayﬁs that there does not exist any § # 0™ (other than s) such
that “h is almost periodic on §.” O

2.6 Quantum Security Tools

We recall quantum version of PRP-PRF switching lemma, and how to compute a linear
function quantumly.

Proposition 1 (Quantum PRP-PRF switching lemma, Theorem 2 in [Zhal5]). For any
quantum adversary A that makes at most q¢ quantum queries to a random permutation
over {0,1}", Advf?I;RF(A) < 0(q?/2™) holds.

Let FamP({0,1}™/2) be the set of functions F : {0,1}"/? x {0,1}"*/2 — {0,1}"/?
such that F(z,-) is a permutation for each z. If P is chosen uniformly at random from
FamP({0,1}"/2), we say that P is a family of random permutations, or shortly FRP. The
following proposition shows that it is hard to distinguish FRP from a random function RF.

Proposition 2 (Proposition 5 in [HI19]). For any quantum adversary A that makes at
most g quantum queries, AdV‘Z’EtRRF(q) < 0O(\/q5/2™/2) holds.

Given an input « and access to the oracle Oy for a linear function f, the output f(x)
can be computed using a single quantum query. However, Hosoyamada and Sasaki [HS18§]
have shown that it is possible to compute the truncation of f(x) on some bits using only
one quantum query to Oy. Bhaumik et al. [BBC'21] extend this result to compute any
linear function, not just truncation, using only one quantum query.

Proposition 3 (Lemma 2 in [BBC'21]). Let f:{0,1}™ — {0,1}"™ be a function, and
Oy |2) [y) = |2) ly @ f(x)). Let g: {0,1}™ — {0,1}¢ be an Fa-linear function. Then it
is possible to construct the oracle Oy : |2) ly) — |2) [y @ (g o f)(x)) using a single query
to Oy.

3 Overview of Recording Standard Oracle with Errors
Next, we provide an overview of the recording standard oracle with errors [HI19], which is

an alternative formalization of Zhandry’s compressed oracle technique [Zhal9]. It enables
us to record transcripts of queries made to random functions.
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3.1 Standard Oracle.

A random function f is chosen uniformly at random from Func({0,1}™,{0,1}"). Quantum
oracle access to the function f can be realized by the unitary operator Oy : |z) |y) —
|z) ly @ f(x)). Below, we describe an equivalent model for quantum oracle of a random
function, which we call the standard oracle (StO).

The function f : {0,1}™ — {0,1}" can be represented as its truth table: a vector of size
2™ where each component is an n-bit string. That is, it can be encoded into an n - 2™-bit
string as f(0)||f(1)||---||f(2™ — 1). However, we suppose that f : {0,1}™ — {0,1}"
can be encoded into an (n + 1) - 2™-bit string as (0[] £(0))[[(0]|f(1))]| - - - |](0]| f(2™ — 1)),
and f is identified with this bit string!. Let StO be the unitary operator that acts on
(n+m+ (n+ 1)2™)-qubit states, and is defined as

StO : [2) [y) @ [S) = |2) [y @ s2) @ [S5), (2)

where z € {0,1}™, y € {0,1}", and S = (bol[so)||(b1||s1)|] - - [|(bam _1]||s2m_1) with b; €
{0,1} and s; € {0,1}" for each i € {0,1}™. When the operator StO does not act on the
register b; for each i, we have StO : |z) |y) ® |f) — |z) |y @ f(z)) ® |f) for each function f.

Thus, the standard oracle is the quantum oracle such that the initial state of the oracle
is > FV1 /272" | f) and each quantum query is processed with StO. For any quantum
algorithm A and any (classical) possible output z, it holds that

Pr[z + AS©] = Pr[z + AR,

Notations related to RstOE. Let the database D can be encoded as an (n + 1) - 2™-bit
string (bo”do)” s ||(b2m_1‘|d2m_1), where b; € {0, 1}, and d; € {0, 1}" for 0 <i¢<2™—1.
We call D a valid database if d, # 0™ holds only if b, = 1. We call D an invalid database
if it is not a valid database. Note that, in a valid database, b, can be either 0 or 1 when
d; = 0™. Hence, for a valid database D, we write

D(z) = y  when b, =1and d, =y,
1 when b, =0.

When two valid databases D # D’ which match on all but one input x, such that
D(z) =1 but D'(z) = « (#1), we write D' = DU {(z, )} and D = D'\{(z,a)}.

On the other hand, when a database D’ is invalid, it must have an entry (z, 8) such
that b, = 0 while 3 # 0". We denote this invalid entry by (z,3)™?2d. This allows us to
construct an invalid database D’ from a valid database D (with D(z) = 1) differing in
the entry (z,) as D' = D U (z, )",

3.2 Recording Standard Oracle with Errors

Let IH, Utoggle, and CH be unitary operators that act on (n + 1) - 2-qubit states defined
as follows:

H:= (I ® H®™)®?",
Utoggle := (11 ® [0™) (0"| + X @ (I, — [0™) (0"]))®*" where X [b) = [b@® 1), and
CH := (CH,)®?" where CH,, := [0) (0| ® I,, 4+ |1) (1| ® H®™.

Let Uenc := CH - Utoggle - IH and Ugec := Ug,.. We define the unitary operator RstOE
that acts on (n +m + (n+ 1) - 2™)-qubit states by

RstOE := (Im+n X Uenc) -5tO - (Im+n ® Udec)- (3)

IPrefixing f(i) with bit “0” appears redundant at this stage. However, it is required so that the notation
for StO is compatible with that for the “Recording Standard Oracle with Errors” introduced later.
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Then the recording standard oracle with errors RstOE is defined as follows:

Definition 1 (Recording standard oracle with errors). The recording standard oracle
with errors is the quantum oracle such that its initial state is [0*+12™) and each quantum
query is processed with the unitary operator RstOE.

The following proposition shows the main properties of RstOE.

Proposition 4 (Proposition 1 in [HI19,HI20]). Let x € {0,1}"™ and D be a valid database
such that D(x) =L. Then the following properties hold.

1. For any y,a € {0,1}", there exists a vector |e1) such that

RstOE|z,y) @ |D U (z,@)) = |2,y ® @) @ [D U (2,0)) + |e1) (4)

and || |e1) || < O(y/1/2™). More precisely,

! 1
1) = sz lmy®a) | D) - Be{;l}nﬁwwx,ﬁ» (5)
_ \/% Z \/% ‘i,y @ ﬁ> (‘D U (x’ﬁ» _ |Dgrvalid>) (6)

Be{0,1}n

1 — 1
Tl 0|2 3, =IDu@R) -ID) |, (7)

Befo,1}m

where |Dg"’a"d> is a superposition of invalid databases for each B defined by \Dg"’a”d> =
5o S 1D U (2,0 and %) i= 2" [07).

2. For any y € {0,1}", there exists a vector |e3) such that

1
RstOE|z,y) ® |D) = Z T |z, y ® o) ®|DU(x,a)) + |e) (8)
aef{0,1}n

and || |e2) || < O(+/1/2™). More precisely,

1 —~ 1
le2) = WD lz) [0m) | D) — Z VoD DU (z,B)) |, (9)

pe{o,1}”
where |[07) := H®O" |0n).

Remark 1. Roughly speaking, Proposition 4 states that RstOE behaves as a quantum version
of the classical lazy sampling (up to a small error) when the state before a query is not
superposed. The first property is analogous to the property of classical lazy sampling that
respects prior queries. That is, if the query x has already been queried and was responded
with « then the response to the current query is « as before, possibly with some errors.
The second property is analogous to the classical one for the case when a query x has not
been posed earlier. In this case, RstOE samples o uniformly at random and responds with
it, possibly with some errors. When the initial state before a query is superposed, the effect
of the error terms |e1) and |e2) becomes non-negligible, and quantum-specific properties
(such that a record is deleted or overwritten from the database) emerge. Therefore, careful
analysis of quantum security proofs with RstOE is required.
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Next, we recall an important Proposition from [HI19, HI20] which shows that when
an adversary’s register to receive responses from the oracle (i.e., the |y) register) is not
superposed, we can ignore the effect that an existing record (z, ) will be deleted from a
database. Nevertheless, we cannot ignore the effect that an existing record (z, ) will be
overwritten with another record (z, 7).

Proposition 5 (Proposition 3 in [HI19,HI20]). Let y be a fized n-bit string, and

¥) = > Ca.0.0 |T,y) © DU (2,0)) © [¢2.0.0)
z€{0,1}",a€{0,1}",D
D(z)=1
+ Z c.plz,y) ® D) @ |, p)

2€{0,1}™,D
D(z)=1

be a vector such that ||Y|| < 1, || [Yz.a.p) || £ 1, and |||}, p) || < 1 for each z,a, and D.
Here |x) and |y) are the registers to send queries to f and receive the responses, respectively,
and [Yz.a,p), [V}, p) correspond to an additional quantum system which is not affected by
RstOE. In addition, ¢z o p and c; p are complex numbers such that

Z |cI’a7D\2 =1 and Z |cz7D|2 =1.

2€{0,1}",a€{0,1}™,D z€{0,1}™,D
D(z)=1 D(z)=1

Let Tyaiq be the orthogonal projection operator onto the vector space spanned by valid
databases. Then there exists a vector |€) such that || |€) || < 10/v/2" and

MyaiaRstOE |)) = > Cz,0,0 2,y) @ |D U (2, @)) @ [¢5,0,D)
2€{0,1}™ ,ae{0,1}",D
D(z)=1
- Z Ce,a,D |x,y 2] 7> ® |D U ($7’}/)> ® |7pm,a,D>
z€{0,1}™,a,v€{0,1}",D
D(x)=1
+ > Ca,0.0 |7,y & ) @ DU (2,0)) @ [{f, p) -
z€{0,1}"™,a€{0,1}",D
D(z)=1

+le)

4 Quantum CPA Distinguisher against 3-Round FOX

We now describe a quantum CPA distinguisher against the 3-round FOX construction
FOXj5. To construct the CPA-distinguisher, we first define a function h using FOX3 and
show that it is periodic. We then apply Simon’s algorithm to h to recover its hidden period
in polynomial time.

We write f(k;,-) as f;. We also express f; as f;1||fir, where f;, and f;r denote the
left and right halves of f;, respectively. Let FOX3 denote the encryption algorithm of the
3-round FOX construction. Figure 2 illustrates FOXs.

Let fi, fo, f3 € Func({0,1}"/2,{0,1}"/?) be the round functions of the FOX
construction. FOX3 takes a plaintext X as input where X = (zo11, ToLR, ToRL, ToRR) €
({0,1}/%)* and outputs a ciphertext Y = (x311, Z30r, Z3rL, 3rR) € ({0, 1}%/*)%. These



Amit Kumar Chauhan and Somitra Kumar Sanadhya 11

are given by

T3rL = ToLL D ToLrR D g1 D g1r D g2r D 931,
T3Lr = TorLL D 911 D@ 921 D 92r D g3R;

Z3RL = TorL D 911 D g2r, © g3r,

T3RR = LoRR D J1R D g2rR D g3R;

where g¢;7, and g;r denote the left and right halves of the output g; of the function f; (see
Figure 2). For i = 1,2, 3, the outputs g; are defined as

g1 = f1((zorr ® zore), (ToLr ® TorR)),
g2 = fz((CEOLR © worr ® 911 @ g1R), (TorL © ToLr ® TorR 91L))»
g3 = f3((3?0LL ® zoLr ® TorL © g1R © g2r © 92R), (Torz © Torr © 11 © g1R D g2L)>-

Let T & Perm({0,1}") be a random permutation that takes a plaintext input
X = (®orr,ToLr,TorL,Torr) € ({0,1}/%)* and outputs a ciphertext Y =
(¥3LL, ¥3LR, T3RL, T3rR) € ({0,1}7/4)%,

Problem 2. Let O : {0,1}"™ — {0,1}™ be either FOX3 or a random permutation 11 &
Perm({0,1}™). Given access to the quantum oracle O with unitary operator Up : | X) |Y) —
| XYY @ O(X)), where X, Y € {0,1}", the goal is to distinguish the two cases.

Let us first fix two arbitrary distinct constants ag,a; € {0, 1}*/%. For b € {0,1},
and X = (zor1,ToLrs TorL, Torr) € ({0,1}/*)*, we construct the function G© which is
defined as:

G° :{0,1} x {0,1}" — {0,1}"/*
(b, X) — x3Lr ® x3rL © (T3RR © 1),

where X = (%oLL,ZoLR, ToRL, TorRR) = (T © ,y, T,y & o) with z,y € {0, 1}n/4, and

(*3LL, ¥3LR, T3RL, T3RR) = O(ToLL; TOLR; TORL, TORR)-
More precisely, the function G© which is illustrated in Figure 2, can be described as

GO b,z ® ap,y, 2,y D y) =@ fir, (ap, ) ® sz((x Sy D firlow, ap)
& firlan, ), (2@ fizlas,an) ). (10)
We now define another function h(b, x,y) using Equation (10), which is as follows:
h(b,x,y) == GO(b,x & w,y, 7,y B ). (11)

Note that both G© and h can be evaluated in quantum superpositions. We can realize
the unitary operator Uy, : |X) |Y) — | X) |Y @ h(X)) which makes quantum queries to h.
Hence we can apply Simon’s algorithm [Sim97] to recover the period of the function h
when it is periodic.

Lemma 1. If O = FOX3, the function h satisfies h(b,x,y) = h(b/,2",y) if ¥/ = b 1,

' =x® fir(aoao) ® fir(awon) and y =y @ fir(aoao) @ fir(caro) for any x,2',y,y" €
{0,1}/%. That is, h has the period (1,s) = (1,f1L(a0a0) @ fir(arar), fir(apag) ®

fir(oaay)).

Proof. Let us consider the intermediate state value after 1-round of FOX given by the
following expression

(2111, 10k, Z1RL: T1RR) = C((P(X)) = ((®(T0LL, ToLRs TORL, TORR))- (12)
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Figure 2: The function G© with FOX3, where O = FOX3, and f; €

Func({0,1}/2,{0,1}*/?). A detailed view of G (with all intermediate calculations
after each round) is also provided in Appendix A.

To build a qCPA distinguisher against FOX3, our goal is to find two different inputs
X = (oL, ToLr, TorL, Torr) and X' = ()11, Torrs Torn, Topr) Such that the inputs

((IE1LL @ x1rL), (T1LR B leR)) and ((m’lLL @i r) (@ ® x’lRR)) to the function fo
collide. The inputs and outputs of fy are shown in red-colored oval in Figure 2.

Considering the input X as X = (2orr, ToLR, ToRL; TorR) = (T B ap, Yy, 2,y & ap) with
b € {0,1}, Equation (12) becomes

(z10L, 10k T1RL, T1RR) = C(P(T @ b, y, 7,y B ap))
= ((z @ ap ® fir(a, ap),y © fir(ow, @),z ® fir(as,ap),y ® b @ fir(as, ap))
= (y® firlap, ),z @y ® oy @ fir(a, ap) @ fir(oy, a),z @ fir(ow, ap),
YD ap® fir(ow, o). (13)
On the other hand, if we consider the input X’ as X' = (2{; 1, 01> TorL: TORR)

(2 @ g1 @ fir(owo, ao) ® fir(ar, ),y ® fir(ao, ao) @ fir(ar,o1),z & fir(oo, ap) ©
fir(ar, a1),y ® avgr ® fir(ao, a0) ® fir(ar, o)), then Equation (12) becomes

(¥10 ¥1LRs TARL: T1RR) = C(‘I’(X/))
= ((P(z ® g1 @ fir(owo, a0) D fir(ar, o),y @ fir(ao, a0) ® fir(ar, o),
@ fir(ao, ao) @ fir(ar, o),y ® awer @ fir(ao, ) ® fir(ar, o))
= (((z ® apgr @ fir(aw, ar),y ® fir(aw, ap),z @ fin(ow, o),
Y D g1 EBf1R(C¥b70¢b)))
= (y® fir(ap, ),z Sy ® avg1 @ fir(as, o) ® fir(as, o),z @ fi(ow, ap),
Y ® g1 © firlap,ap)).  (14)

From Equations (13) and (14), we can easily see that

1oL @ 2L = Ty ® gL =2 O YD fir(ow, ) © fir(ap, o), and
T1LR ® T1rR = TR O Tipr =7 @ fir(w, ap).
This shows that the inputs to second round function fs collide.
On summing up 3rgr, 3gr and r3pr with a; (see Figure 2), the function G© can

be described as given in Equation (10). Using G©, we can show that h, as defined in
Equation (11), has the claimed period since it satisfies

b 2 y) =GP (b® 1,2 aper @ fir(ao, ao) @ fir(ar, o), fir(ae, o) & firle, ar),
z® fir(oo,a0) ® fio(ar, a1),y ® ase1 ® fir(ao, ao) ® fir(ar, ar))
=2 ® fi(ap, o) ® far((z ® y ® firlow, ap) @ fir(as, o)), (z & fio(as, o))
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= h(b,z,y).

This proves the lemma. O

Therefore, we can construct a distinguisher against FOX3 by applying Simon’s algorithm
to h, whose period (1, s) can be recovered in polynomial time. As a result, the 3-round
FOX construction is not a PRP against qCPAs.

5 Quantum CCA Distinguisher against the 4-Round FOX

To develop a qCCA distinguisher against the 4-round FOX construction FOX4, we use
a strategy similar to the one described in Section 4. That is, we construct a function
h using FOXy and show that it is periodic and then recover this period by applying
Simon’s algorithm to h. Recall that the orthomorphism o for the FOX construction is
defined as o(z1,22) = (22,21 ® x2) = (y1,92), and thus its inverse o’ can be defined as
o' (y1,y2) = (y1 © Y2, y1) = (v2 © 11 ® T2, 72) = (v1,72).

We write f(k;,-) as f; as in the previous section. Let FOX; denote the
encryption algorithm of the 4-round FOX construction, and FOXZ1 denote its decryption
algorithm.  Let f1, fo, fs, fa € Func({0,1}*/2,{0,1}"/2) be the round functions
of the FOX construction. The encryption FOXy : (Zorr,ZoLr,%oRL,ToRR) —
(JJ4LL, TALRy T4RL, -T4RR) is defined as

Tarr = 2ZoLr D 911 D g2r D 92r D g3r D g4r, (15)
T4.R = ToLR D g1R ® g2r ® 931 D g3r D 94R, (16)
T4rL = TorL D 911 D 921 © g3 D 941, (17)
T4rR = ToLL D g1r © 92R © g3R D@ 94R, (18)

where g;1, and g;r denote the left and right halves of output g; of the function f; as shown
in Figure 3. For i = 1,2, 3, 4, functions g; are defined as follows:

g1=f ((CUOLL ® woRrL), (ToLr JCORR)), (19)
92 = f2((woLr ® TorL ® 910 ® g1r): (ToLL ® ToLr ® Torr ® g11)), (20)
g3 = f3(($0LL © zoLr ® TorL D 1R © g2r ® 92R), (Torr © Torr © g1 © g1R D 921:))7
(21)
91 = fa((zorL ® Torr ® g2r ® g3 D g3r), (ToLr ® Torr ® gor B gor B g3L))- (22)

The decryption FOXZ1 . ($4LL71'4LR;(E4RL7$4RR) — (xOLL,xOLR,xORL,xORR) is deﬁned
by

TorLr = ZarL © gir ® gsp © 9or O 91, (
Torr = ZoLr ® Gir © 951, © G35 © Gor, © GiR; (
zorL = Torr ® g, g5, D 9o, © Gi1, (25
TorR = TorRR ® 9ir © 93r D 9or © J1R; (

where g/, and g} denote the left and right halves of output g; of the function f; during
the decryption process. For i = 4, 3,2, 1, functions g, are defined as follows:

9y = fa((zarL ® zare), (Tarr ® T4rR)), (27)
95 = f3((xarr ® Tarr © TarL ® gig), (Tarr ® Tarr 9oy, ® 9ir)), (28)
95 = f2((xarr @ 2arL ® giy, @ gir © 93p)s (Tarr © Tarr ® Tarr © gir)) (29)
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g1 =h ((934LL @ T4rL D 931, D gsr ® gor)s (TaLr B Tarr B gir D gor, B 9’23))-

(30)

Let 1T <& Perm({0,1}") be a random permutation that takes input as a
plaintext X = (zorr,ZoLr, TorL, Torr) € ({0,1}"/%)* and outputs a ciphertext ¥ =
(zarL, TaLRr, Tarr, Tarr) € ({0, 1}7/4)4

Problem 3. Let O : {0,1}" — {0,1}" be either FOXy or II. Given access to the quantum

oracle © and O™, our goal is to distinguish these two cases.

Suppose that ag,aq € {0, 1}”/4 be two arbitrary distinct constants. We construct the

function G© as follows:

G% :{0,1} x {0,1}" — {0,1}"/4

!/ ! ! !
(b, X) = 2oL ©ToLr D Torr D ToRR:

where ($4LLa TALR, TARL, $4RR) = O($0LL, LOLR>TORL xORR) = O($@Oéb, Y, x, y®ab)7 and
(010, Torr TorL: Torr) = O~ (4L ®ao®ar), Tarr, (Tarr ao®ar), (Zarr®apDar)).

That is, G© is designed by first encrypting X = (z @ s, ¥y, 2,y ® a3) to obtain the
ciphertext (#41r, Z4LR, T4RL, Tarr), and then decrypting ((zarr S oo ®ar), Larr, (TarL

ap D ay), (Tarr B o B al)) to obtain the plaintext (2., %01k CorL> LORR)-

If O is FOX4, then by connecting FOX4 and FOXZl, the function G© is illustrated in

Figure 3. Formally, the function G© can be described as

GO (b, X) = gar(b, X) @ ghy (b, X) ® g31.(b, X) ® gh1. (b, X) @ gar(b, X) ® ghp(b, X),

(31)

where gor,(b, X) and gor (b, X) denote the left and right halves of go(b, X), g31,(b, X), and

likewise for gs, g5, and g5.

92(b, X) = fo ((w ® firlow, ap) @ fir(as, o)), (z @ flL(abab))) (32)
g3(8,X) = f3((ab ® fir(ap, ap) ® gar @ g2r),
(@ fir(ow, ap) @ fir(as, o) @QQL)) (33)
95(6, X) = fS((abeal ® fir(ay, aw) ® gar ® g2r),
(z @ fir(as, o) & fir(as, ap) @gzL)) (34)
936, X) = f2( (2 @ frr(00, 00) @ finlen, av) © g3 @ gh).
(z®ag®or @ firlay, o) ® gsr @ ghy, ®93R@9§R))- (35)
. “han
e e Py Pl T B et Tmdpe i
o] 7] 1] e 17 1 17 g
S o oL
Figure 3: The function G® with O = FOX;, O~! = Inverse-FOX,, and f; €

Func({0,1}™/2,{0,1}*/?). A detailed view of G with all intermediate calculations is

also provided in Appendix B.

We now design a function h based on G© defined by Equation (31) as follows:
h(b,z,y) == G (b, X) = GO (b, ® aw, y, 2,y ® ).

(36)

e

Ge
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Lemma 2. If O = FOXy, the function h satisfies the following
h(b,z,y) =h(b& 1,2 & fir(aoao) @ firleaoa),y & fir(aoao) © fir(eron)).

That is, h has the period (1,s) = (1,f1L(a0a0) ® fir(arar), fir(aoag) ® flR(alal)).

Proof. Assume that X = (z @ ap,y, 2,y ® o). Now consider the function g2(b, X) as
defined in (32):

g2(b,X) = fa ((ZE ® fir(ow, o) @ fir(ow, ), (z @ fir(a, ab)))-

It can be easily observed that the above expression is similar to the one given in
Equation (10), and we have already shown in Lemma 1 that the following holds

92((b, X) & (1,1)) = ga(b, X) (37)

for some value of ¢ given by

t = (a0 ® o & fiz(ao, ao) & fir(ar, o), fir(eo, ao) ® fir(ar, o),
Jiz(ao, a0) ® fio(on, 1), a0 ® o1 ® fir(ao, ao) ® fir(ar, ar)). (38)
Further, notice that {ay, ap ® g ® an} = {ap, a1}. Based on this fact, our next claim
is that the function g3 ® g} also satisfies (g3 @ g5)((b, X) @ (1,t)) = (g3 @ g4)(b, X) for

some t. From Equations (33), (34) and the fact that g2 ((b, X) @ (1,t)) = g2(b, X), we can
easily see that the following holds for the value of ¢ given in Equation (38) :

93((ba X) D (17t)) @gé((b,X) @ (Lt)) = 93(b7X) @gé(va)' (39)

We now claim that g5 (b, X) also satisfies the condition g ((b, X) ® (1,t)) = g4(b, X).
From Equation (35), we can observe that g5 depends upon g2, g3 and g5. Thus, using
Equations (37) and (39), it also holds that

92((b, X) & (1,1)) = ga(b, X). (40)

Consequently, the function G© defined in (31) also satisfies GO ((b,X) & (1,t)) =
GO (b, X) for the value of ¢ given in Equation (38).

Therefore, we can conclude that the function h as defined in Equation (36), has the
claimed period, since we have

h(b® 1,a® fip(oo,a0) ® fio(ar, a1),y ® fir(ao, ao) ® fir(or, o))
=Go(b® 1,20 aer ® fir(ao, a0) ® fiz(ar, ar), fir(ao, @) ® fir(ar, ar),
z® fir(oo, ao) ® fir(ar, 1),y ® awer ® fir(ao, o) ® fir(ar, o))
GO b,z @ ay,y, =,y ® o)
h(b,z,y).

This completes the proof of the lemma. O

6 Security Proof: 4-round FOX is a PRP against qCPAs

This section gives a quantum query lower bound for the problem of distinguishing 4-round
FOX construction FOX4 from a random permutation RP, under the assumption that all the
round functions of FOX4 are truly random functions. Specifically, we prove the following
theorem.



16 Quantum Security of FOX Construction

Theorem 1. Let q be a positive integer and A be an adversary that makes at most
q quantum queries. Further, let Advggif(/l) denote the advantage of adversary A in
distinguishing FOXy from a random permutation. Then, the following holds

AdviEEP(A) € O(y/¢B/2m/2).

Next, we define a collision event at the output of round r of the FOX construction.
If we can find two different values colliding at the input to f,.11 then this will allow an
adversary to distinguish the Lai-Massey scheme from a random permutation.

Definition 2 (XOR-Collision). Assume the output of two queries at round r is

(x(T)LLvx(r)Lva(r)Rva(r)RR) and (x/(r)LL’x/(r)LR7x/(r)RL’xzr)RR)V r > 0, we say that
two queries collide at round 7 if the following two conditions are satisfied:

12y ®T(yRL = x/(T)LL @ x’(T)RL, and

2. Z(r)LR D T(r)RR = “'J(r)LR ® x/(r)RR'

An Overview of Classical Security Proof for FOX35 by Luo et al. [LLH15]. We
briefly discuss a classical proof for the security of FOX3 against chosen plaintext
attacks. Let bads be the event that an adversary makes two distinct plaintext queries
(®oLLs ToLRs ToRL: ToRR) 7 (T4 ToL R TorL: Torp) tO the real oracle FOX3 such that the
inputs (12 ® Z1rL,T1Lr B T1rR) and (2, ® ) gL, T L p @ TirR) to the second round
function fy are equal, i.e., inputs to f collide. In addition, let bads be the event that
inputs to f3 collide. Define bad := bady A bads. If bady (resp. bads) does not occur then
FOX3’s outputs cannot be distinguished from truly random strings. Thus, unless the event
bad occurs, adversaries cannot distinguish FOX3 from random functions.

If the number of queries made by an adversary A is at most ¢, we can show that the
probability for the bad event to occur is O(g?/2"/?). Thus we can deduce that FOX3 is
indistinguishable from a random function up to O(2"/*) queries.

Observation: Why does the classical proof technique not extend to the quantum
setting? It is interesting to observe that quantum adversaries can distinguish FOX3 from
random permutations even though FOXj3 is proven to be indistinguishable from a random
permutation in the classical setting.

As described in Section 4, we can efficiently find the period (1,s) = (17 (ao D a1 D
fir(ao, a0) @ fin(ar, an), fir(oo, ao) ® fir(on, a1), fir(oo, a0) @ fin(a, on), 00 ® o @
fir(ag, a0) @ fir(aa, ozl))) given quantum access to the oracle FOX3 with O(n) quantum
queries. Once the period is known, it is easy to create a bady event (collision on the input
of f2) in two queries as follows.

Take x € {0,1}"*/* arbitrarily and set (zorr,ZorLr, TorL, Torr) = (T ® ag,0,z, ap)
and ()11, o TorL: Topr) = (@ ® a1 @ fip(ao, o) @ fir(ar, o), fir(ao, o) @
fir(oa, 1), ® fio(oo, a0) @ fir(ar,on), a1 @ fir(ao,a0) ® fir(ar,e1)). Then the
corresponding inputs to fo become (z @ fi1(aoc) ® fir(aom)), (z® fir(aoag)) for both
the plaintexts.

This shows that the classical proof idea for the security of FOX3 does not work in the
quantum setting.

Quantum Security Proof for FOX,: The idea. The essence of the quantum attack on
FOX3 is to find a collision on the inputs to the second round function f,. On the other
hand, finding collisions for inputs to the third round function f3 seems difficult even for
quantum (chosen-plaintext) query adversaries. We later prove that this is indeed the case.
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With these observations, our starting point is to modify FOX3 to a new function FOXj
such that even quantum adversaries can’t distinguish between these two. The modified
function FOXj (see Figure 4b) uses the first two round functions f; and fo exactly the
same as FOX3. The third state update for FOX} is modified as follows.

(T3LL,T3LR, T3RL, T3RR) = (T20r ® Fr(Tarr ® T2rL, T2LR ® T2RR, T2RL, T2RR),
zorr, ® Tarr ® Fr(z2rr ® T2rr, T20r B L2RR, T2RL: T2RR)
® Fr(zorr ® T2rL, T2LR ® T2RR, T2RL, T2RR),
Fr(zarr ® T2rL, T2LR ® T2RR, T2RL, T2RR),

Fr(zarr ® TaprL, 2Lk D T2RR, T2RL, T2RR))

where F : {0,1}%/* x {0,1}%/* x {0,1}"/* x {0,1}*/* — {0,1}"/? is a random function.

We show that it is hard to distinguish FOXj from FOX3. The idea behind the
modification of FOX3 to FOX} is to avoid one of the two colliding conditions mentioned
in Definition 2. We show this by using the “recording standard oracle with errors” proof
technique. We define “bad” databases as the ones that contains “collisions at inputs to the
third round function”. Then we show that the probability that a bad database is measured
is negligible. We also show that the adversary cannot distinguish FOX} from FOX3 when
the database is not bad.

S v
|
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(a) FOX3 (b) FOXj (c) FOX)

Figure 4: The modified versions of FOX3 and FOXs.

Next, let FOX), denotes a modified version of the 2-round FOX construction (see
Figure 4c) such that the first state update is modified as follows

(1oL, T10R, T1RL, T1RR) = (ToLr ® Fir(zoLL ® TorL, ToLr ® ToRR, TORL, TORR),
Torr ® zorr ® Fi(Torr © TorL, ToLR ® LoRR, TORL, TORR)
® Fir(zorr ® TorL, ToLR D ToRRs TORLs TORR),
Fip(xorr © ZorL, ToLr © ToRR, TORLs TORR),

Fir(zorz © TorL, ToLrR © TORR; TORL, xORR))a

where Fy : {0,1}%/% x {0,1}7/% x {0,1}/* x {0,1}*/* — {0,1}"/? is a random function.
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Furthermore, the second state update is modified as

(T2nL, T2LR, T2RL, T2RR) = (T128 ® Far(®10L ® 1L, T1LR B T1RR: T1RL, T1RR),
1L ® 21 ® For(10r © T1RL, T1LR ® T1RR, T1RL, T1RR)
® For(w10L © 21RL, T1LR © T1RR, T1RL, T1RR),
For(®100 ® 21RL, T1LR ® T1RR, T1RL: T1RR)»
For(®10L ® ®1RL, T1LR ® T1RR: T1RL, T1RR)),
where Fy : {0, 1}%/* x {0,1}7/% x {0,1}"/* x {0,1}*/* — {0,1}"/? is a random function.

Then, we intuitively see that FOX), is hard to distinguish from a random function RF from
{0,1}" to {0,1}/2,

Our next goal is to show the two properties mentioned above, i.e.,
1. FOXj is hard to distinguish from FOX3, and
2. FOXj is hard to distinguish from RF.

Once these two properties are proven, the proof of Theorem 1 follows in a straightforward
manner. To show the first property, we use the recording standard oracle with errors
technique. For the second property, we can show it by using some previous results.

6.1 Hardness of Distinguishing FOX; from FOX;

Proposition 6. Let A be an adversary that makes at most q quantum queries. Then,

.Advgig;(g,FOx3 (A) < O(/g?/27/?).

First, we discuss the behavior of the quantum oracles for FOX} and FOX3.

Quantum Oracle for FOX3. Let Oy, be the quantum oracle for each round function f;.
In addition, let us define the unitary operator Oyp ; that computes the state update of the
i-th round by

Oup.; : |$(i—1)LLax(i71)LRy x(ifl)Rva(ifl)RR> lyLr) lyLr) [YRL) l[YRR)
= |«T(i71)LLwT(i71)LRam(ifl)RL7$(i71)RR>
lyrL © vi—1yLr D fir(T(i—1)LL @ T(i—1)RL> T(i-1)LR © T(i—1)RR))
lyLr © T(i—1)LL © T(i—1)Lr © [ir(T(i—1)LL © T(i—1)RL> T(i-1)LR © T(i—1)RR)
®© fir(T(i—1)LL © T(i—1)RL> T(i-1)LR D T(i—1)RR))

lyrr ® x(i—1)re © fi(Z(—1)LL ® TG—1)RLs T(i—1)LR D T(i—1)RR))

lYrrR ® T(i—1)rR @ fir(T(—1)LL © T(i—1)RL> T(i—1)LR D T(—1)RR)) -

Following Proposition 3, the oracle Oyp_; can be implemented by making a single query
to f;. The same is Oyp ; is also illustrated in Figure 5.

This allows us to implement quantum oracle for FOX3 by making two queries to Oyp.1
and Oyp 2, and one query to Oyp. 3 (see Figure 6).

) ly @ FOX3(x))
0) OUP,3 0)
0 Oup.» Oup ., 0
Oup. Oup..
|z) — — |z)

Figure 6: Implementation of FOX3.
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out

[yrR) [yrr © T(i—1)rRR © fir)
lyre) =& [yrL @ T(i—1)rL @ fir)
lyrr) 2 [yLr © 2(i—1)pL D Ti—1)Lr © fir © fir)
lyrr) out D lyL ® T(i-1)LR D fir)
0 in fn] )
) in fZ fir, fl —— |0)
|z(i-1)rR) n |z(i—1)rR)
[z(i—1)rL) fn [z(i—1)rL)
\90(171)1‘R> 0 \w(H])LR>
‘m(i—l)LI) ‘x(i—l)LL>

Figure 5: Implementation of Oyp ;. The function f; can be implemented using RstOE.

Quantum Oracle for FOXj;. The quantum oracle for FOX} is implemented in the same
way as FOXs, except that the third round state update oracle Oyp 3 is replaced with
another oracle O{jp 5 defined as

Oup.s : |T20L, T2nR T2rL, T2rR) [YLL) [YLR) [YRL) [URR)
> |TarL, T2LR, T2RL, T2RR)
lyrr © 2Lk ® Fr(r2rL © T2rL, T2LR © T2RR, T2LR, T2RR))
lyLr © Torr @ T2rr ® FL(v2rL © TarL, T2LR © T2RR, T2LR, T2RR)
® Fr(xorr ® 2R, T2LR D T2RR, T2LR, T2RR))
lyrr ® Fr(z2rr © T2RL, T2LR © T2RR, T2LR, T2RR))

lyrr @ Fr(z2nr ® T2rL, 2R D T2RR, T2LR, L2RR)) -

Following Proposition 3, we can also implement Oy, 5 by making one query to O (the
quantum oracle of F).

In what follows, we consider that the oracles for the functions f; and F' are implemented
as the recording standard oracle with errors, and we use D1, D2, D3, and Dp to denote
(valid) databases for f1, f2, f3, and F, respectively. In particular, after the i-th query of
an adversary to FOX3, the joint quantum states of the adversary and these functions can
be described as }°_ . p, p, Guy,z,D1,05,05 [T,Y, 2) @ [D1) |D2) | D3) for some complex
numbers a;y -, D, 05 Such that 35 5 5 5 olasy.2 b, Dy ps|° = 1. Here, z, y, and 2
correspond to the adversary’s register to send queries to the oracles, receive answers from
oracles, and perform offline computations, respectively. (If the oracle is FOXj, then the
register |D3) corresponding to f3 is replaced with |Dp) corresponding to F.)

Next, we define good and bad databases for FOX3 and FOXj. Intuitively, we say that
a tuple (Dy, D2, D3) (resp. (D1, Do, D)) for FOX3 (resp. FOX}) is bad if and only if it
contains the information that some inputs to f3 (resp. F') collide. Roughly speaking, we
define good and bad databases in such a way that there exists a one-to-one correspondence
between good databases for FOX3 and those for FOXj.

Good and Bad databases for FOX3. We say that a database (D1, Dy, D3) for FOXj is
good if, for each entry ((zerr ® x2rr, TarLr ® T2rR),7Y) € D3 (where v = (y1]]72)), there
exists exactly one pair (((vorr ®TorL, ToLRDToRR), @), ((T12LPT1RL, T1LRPT1RR), B)) €
Dy x Dy (where o = a1 ||ag and 8 = f81]|82) such that oL ®Torr D TorL D ® B & P2 =
Tarr ® xarr and oLz ® Torr ® a1 O ap ® B1 = Tarr ® T2rr. We say that (Dy, D, D3)
is bad if it is not good.

Good and Bad Databases for FOX;,,. We say that a valid database Dp is without
overlap if each pair of distinct entries ((v2rr ® Z2rL, T2LR © T2RR, T2RL, T2RR),Y) and
(25 ® TopL, Topp © Topp, Togr, Togg), V') in D satisfies zopr # Thg., T2rR # T2RR,
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and xarr B Tarr # Thrp D Thpr, ToLr B Torr F Thyp B Thrp. Further, we say that
(D1, D9, Dr) is good if Dp is without overlap, and for each entry ((zarr ® ZarL, TaLr ®

ZoRR, T2RL, T2RR),7Y) € Dr, there exists exactly one pair (((zorr ®TorL, ToLrR DToRR), @),
((-TlLL D T1RL,T1LR @leR),B)) € Dy x Dy (Where o= 011”(12 and 8 = 61”52) such that

Torr ® TorLr ® Torr D as @ B1 ® P2 = Tarr ® Torr and xorr ® Torr Doy B as ® f1 =
Torr ® wopr. We say that (Dy, D2, Dg) is bad if it is not good.

Compatibility of Dr with D3. Let Dp be a valid database for F' without overlap and
D3 be a valid database for fs. We say that Dp is compatible with Ds if the following
conditions are satisfied:

1. If ((x2rr ® 2R, T2LR D T2RR, T2RL, T2RR),7) € Dp with v = v1||y2, then ((zorr @
ToRrL, T2RL D T2RrR), (T2rL ® Y1, T2rRR B Y2)) € D3.

2. If ((xerr ® x2rL,Torr D Tarr),y) € D3 with v = 71|72, then there exists a
unique pair (x2rr, 2rr) such that ((z2rr ®T2rL, T2LRPT2RR, T2RL, T2RR), (T2RL D
Y1, Z2RrR ® V2)) € Dp.

For each valid Dg without overlap, there exists a unique valid database compatible
with f3, which we denote by [Dp]s.

Next, we present the following lemma which shows that the behavior of Of)p 5 for
Dy without overlap is the same as that of Oyp s for [Dpls, i.e., there is a one-to-one
correspondence between good databases for FOX3 and FOXj.

Lemma 3. Let Dr and D% be walid databases for fs and F without overlap.
Then, for arbitrary Torr, T2rLR,T2RL,T2RR,Thrp,Tor s Tapr, Tarr € 10,1}, and
YLD YLR YRL> YRRy Y102 Yo rs Yres Yrer € {0, 1}, the following holds:

! A ! ! ! / A A ! ! ! /
(To1T2L Ry ToRLs TorRs Tarr D Toprs Torr © Torps YLL> YLR> YRL) YRR
! !
® (DE|OypslTarr, x2rrs T2RL, T2RR, T2LL © T2RL, T2LR © T2RR,
YLL,YLR,YRL:YRR) @ |DF)
_ ! ! ! / ! A ! ! / ! / !
= (T 1, Tor py ToRL, T2RR> TorL D TorL, Torr © Tagpp, YoLs VLR YRL: YRR
/
& <[DF]3\OUP.3|$2LL, T2LR, T2RLy T2RR, ¥2LL ® T2RL, T2LR D T2RR,
YLL YLR,YRL- YRR @ |[Drls) . (41)

Proof. 1t suffices to consider the case that xorr = 25,1, TorLr = Ty p, TorL = Thp, and
TopR = Th rr since the oracle does not affect the input registers. Moreover, the database
Up.g affects only the entry of (xorr @ %2rr,T2rLr © T2rR, T2RL,T2rR) In DF when

it acts on |Torr, T2LR, ¥2RL, T2RR, T2LL D T2LR, T2RL ® T2RR, YLL-YLRYRL, YRR) @ |DF).
Therefore, it is sufficient to show that the claim for the following two cases:

1. Dp has only a single entry of the form ((xorr ® ZarL, 2Lr ® T2rRR, T2RL; T2RR),7Y),
2. Dp has no entry (i.e., Dp = ¢).

In the case (ii), [Dp]s is also empty and Equation (41) follows from Equations (8) and (9)
in Proposition 4. In the case (i), [Dr]s has only a single entry, and Equation (41) follows
from Equations (4)-(7) in Proposition 4.

We show the claim for the first case where Dp = {(zarr ® Z2grL,Zorr @
ZoRR,T2RL,T2RR), @}. Let a = aj|lag, v := 71||ly2 and § := §1]|02. By using the
first property of Proposition 4, we have

!
OUp 5 |T2LL: T2LR, T2RL, T2RR, T2LL B T2RL, T2LR B T2RR, YLL, YLR, YRL, YRR) & |DF)

= |ZorL, T2LR, T2RL, T2RR> T2LL P T2RL, T2LR D T2RR, YL D TarLr B Qi2,
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YLR ® Tarr ® Tapr ® 01 ® a2, YrL B 01, YRR D 12)

® [(z2rr ® T2rL, T2LR D T2RR, T2RL, T2RR), (V)
1
+ Wk@m, T2LR, T2RL) T2RR, T2LL D TorL, T2LR © T2RR, YLL D T2LR

® az,YLr O TarL D Tarr B 1 @ a2, YrL D a1, YRR D Q2)

1
|¢> - ( E —_— |($2LL ® T2rL,T2LR D T2RR, T2RL, -TQRR)a 7> ))
( v on/2

1 1
— |Zorr, 2L R, T2RL, T2RR, T2LL B T2RL, T2LR P T2RR,
n/2 Z n/2
V2 Y 2

YL ® Tarr © Y2, YLr ® TorL ® Tarr D Y1 D Y2, YRL D V1, YRR D V2)

® (2L ® TarL, T2LR D T2RR, T2RL, T2RR):Y)

1 N
+ o |Z2rnr, 2L R, T2RE, L2RR, T2LL B T2RL, T2LR B T2rR) |07)

1
(2 ; \/W |($2LL @ T2rL, T2LR D T2RR, T2RL, l'2RR)7 5> - |¢>>

+ |invalid) ,

where ¢ is empty database and |invalid) is a vector containing invalid databases.

In addition, we have that [Dp|s = {(z2rr ® T2rL, T2rr ® T2rR), (T2rL @ 1)||(T2RR ®
as9)}, and hence it follows:

Oup.3 |T2LL, T2LR, T2RL, T2RRs T2LL B T2RL, T2LR D T2RR, YLL, YLR, YRL, YRR) @ |[DF]3)
= |T2rL, T2LR, T2RL: T2RR, T2LL DB T2rL, T2LR D T2RR, YLL D TarLr B Q2,
YLRr @ TarL D Tarr D 1 @ a2, YrL D a1, YrR D Q2)

® |(z2rr @ T2rL, T2LR D T2rR), (1 ® TarL)||(02 ® T2rR))
1
+ WU&LL, T2LR, T2RLy T2RR, T2LL D To2RrL, T2LR © T2RR,YLL D T2LR

@ o, yLr ® Tarr, ® Tarr D 1 ® 2, YrL B 01, YRR D 12)

<|¢> - (; \/% |(zorr @ TorL, T2LR ® T2RR): ) ))

1 1
- |T2rL, T2LR, T2RL, T2RR, T2LL B T2RL, T2LR P T2RR,
/on/2 Z n/2
2 Y 2

Yrr ® Xa2Lr D v2 © T2rR, YLR D T2LL D T2Lr D V1 D T2rL © V2 © T2RR,
YrL ® 71 © T2rL, YRR D V2 © T2RR)

® |(warL ® T2RL, T2aLR ® T2RR), )

1 _
+ Vo |T2rLL, T2LRs T2RL, T2RR, T2LL D TaRL, T2Lr D Tarr) |0™)

1
(2 25: \/ﬁ |(x2LL © T2rL, T2LR © T2RR),0) — |¢>>

+ |invalid”)
= |T2rL, T2LR, T2RL: T2RR, T2LL B T2RrL, T2LR D T2RR, YLL D T2rLr B Q2,
YLR ® Tarr ® ToLr ® 1 D ao, YrL ® 1, YRR D Q2)

® |[(z2orL ® T2rL, T2LR P T2RRs T2RL, T2RR), (T2rL ® 1)||(T2rR @ @2)]3)
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1
+ WLTQLL, T2LR, T2RLy T2RR, ¥2LL ® T2RL, X2LR © T2RR,YLL D T2LR

@ a2, YLr © Tarr B Torr B a1 B 2, YR P 1, YRR D 2)

1
|p) — < ——|[(worL ® T2rL, X2LR ® IQRR7$2RL,I2RR)77)}3>>>

1 1
- |T2rL, 2L R, T2RL, T2RR, T2LL B T2RL, T2LR D T2RR,
n/2 Z n/2
V2 Y 2

YL ® TarLr Y2, YLrR D TorL ® Tarr D1 D Y2, YRL D V1, YRR D V2)

® |[(zorr ® T2rL, T2LR ® T2RR, T2RL, T2RR),7Y)]3)

1

+ W |T2r1, ToL R, T2RL, T2RR, T2LL ® T2RL, T2LR ® T2rR) [0™)

1
(2 Z(s: Jan2 [[(x2LL @ T2RrL, T2LR ® T2RR, T2RL, T2RR), 0)]3) — 9) )
+ |invalid’),

where |invalid’) is a vector containing invalid databases. Thus, the claim holds for the first
case when Dr = {(z2r1 ® T2RrL, T2LR © T2RR, T2RL, T2RR), '} -

Similarly, we can show that the claim holds for the second case when Dy is empty by
straightforward calculations using the second property of Proposition 4. O

Regular and Irregular States of Oracles. Recall that, in addition to database registers,
the quantum oracle Ofox, uses ancillary 2n-qubit registers to compute the intermediate
state after the first and second rounds. We say that a state vector |D1) |D2) |D3)®|x1)®|z2)
for Orox,, where |x1) ® |z2) is the ancillary 2n qubits, is irregular if x; # 0™, x5 # 0™ and
at least one of the databases (D1, D, or Ds) is invalid. We say that the state vector is
regular if it is not irregular. Similarly, we define the regular and irregular states for Orox;,-
In addition, we say that a state vector |D1) |D2) |Ds) ® |x1) ® |z2) for Orox, is preregular
if o = 0™ and the database is valid. We can define preregular states for O,:OX/3 similarly.

Technical Core to Prove the Indistinguishability of FOX5 and FOXj;. Let |¢;) and [¢])
be the joint quantum states of the adversary A and the oracle just before making the i-th
query when A runs relative to FOX3 and FOXj, respectively. In addition, let [1,41) and
|4y 1) denote the states just before the final measurement. Then, we have

i) = > Og,y,2,D1,D4,D5 |7, ;%) @ |D1) | D2) | Ds)
z,y,%,01,D2,D3
(D1,D2,Dg3): valid database

for some complex numbers az y, .. p,,D,,D; Such that

Z |a’17y727D1»D27D3|2 =1

z,Y,2,D1,D2,D3
(D1,D2,D3): valid database

Here, x = zorr||orr||TorL||Zorr: ¥ = yrrl|lyLr|lyrL||lyrr, and z correspond to the
adversary’s registers to send queries to the oracles, receive answers from oracles, and perform
offline computations, respectively (2oL, ZorR, ToRL, ToRR, YLL> YLR> YRL> YRR € {0, 1}7/%).
Note that |Dy],|D2| < 2(5 — 1) and | D3| < (j — 1), since each query to the RstOE affects
only the qubits that correspond to a single entry to each database. Similarly, |¢;> can be
decomposed on the computational basis.

Showing the following proposition is the technical core to prove Proposition 6.
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Proposition 7. For each 1 < j < q+1, there exist vectors |1/JngOd>, |ipbad), |¢;—g°°d>, |¢;bad>,
and complex numbers aﬁ?zDth’DF such that

) = 1200 TR, ff) = o) + ),

J .
|,(/)]5°° > = E : a'ﬂ(vjaz/,LDl,Dz,DF |x,y,z> ® |D1’D27[DF]3>’ (42)
z,Y,2,D1,D2,DFp
(D1,D2,DFp): good
’ d ]
|'(/)ng0 > = 2 : “S,z;,z,Dl,Dz,DF |x,y, Z> ® | D1, Dz’DF> ’ (43)

z,Y,2,D1,D2,DF
(D1,D2,DFp): good

The vector | Dy, Do, D) in |z/1;-g°°d> (resp., |D1, Do, [DF)3) in |1/Jf°°d>) has non-zero quantum
amplitude only if |D1| < 2(5 — 1), |D2| <2(j — 1), |Dr| <j—1, and

i—1 ' ' "(j—1
22 | < 1220 |+ el 132 | < i |+ eV, (44)

where eggl),e;g;l) <O (\/j/2"/2) (we set [529) = 0 and \w;bad> =0).

Proof Intuition. We now explain some intuitions behind the proof strategy. When we
define good and bad databases, we choose good databases so that the following conditions

hold (in addition that there exists a one-to-one correspondence between good databases
for FOX3 and FOX3).

1. The behavior of FOX3 on a good database (Dy, Do, D3) is the same as that of FOXj
on the corresponding database (D1, Da, [Drls). (see Lemma 3)

2. The “probability” (in a quantum sense) that a good database (D1, Dy, D3) for FOX3
(resp. (D1, Do, Dr) for FOX}) changes to a bad database at each query of FOXj
(resp. FOXj) is small.

The first condition ensures that the adversary cannot distinguish between FOX3 and FOXj
as long as the databases are good, which leads to the existence of vectors |¢f°°d> and

|w;g°°d> that satisfies (42) and (43) for each j. We can show this using induction on j. Let
Mgood and Tlyajig denote the projections onto the space spanned by vectors that correspond
to good and valid databases, respectively. After applying Proposition 4 to Orox,, we can

set [U2%F) = Tgona (TaiaRStOE Opox, [45°°) — |eb=) ) and [u34) := [45141) = [V355);

and similarly we can set for |7,/1j§f’fd>. Therefore, if the error term |e

we can easily show the properties given in (42) and (43) hold for j + 1.

bad) is negligible, then

N2
The “probability” in the second condition corresponds to the terms (eé?) and

17N 2 . 2 7N 2
(eb(a]d)) . If we can show that (el()jazj) and (Gb(ajd)) are negligible then we can show the

indistinguishability of FOX3 and FOX} using Proposition 4 similar to classical lazy sampling.
On the other hand, the good database changes to bad if and only if a fresh query is made
to f1 or fo, and the corresponding input to f3 collides with some existing record in the
database for f3. Since each database of |wf°°d> has at most (j — 1) entries and the outputs
of f1 and fy are n/2-bits, the input to f3 collides with one of the existing records in Dj
with a probability p in O(5/2"/2). In the quantum setting, roughly speaking, the difference

between the norms of the j-th bad vector [¢)%9) (resp., |¢;bad>) and the (j — 1)-th bad
vector [¢)29) (resp., |w;b_af)) is bounded by /p, which is O(y/j/2"/2). This corresponds to

the claim that || [¢224) || < || [52%) || + O (\/j/2"/2). The claim for FOX; can be shown

in a similar way. O
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Next, we provide the complete proof of Proposition 7. Note that an existing record
(z,a) in the database D will later be deleted or overwritten with a different record in
the quantum setting, and the effect of such deletion and overwriting is too large to be
ignored. Therefore, we have to perform more careful and quantum-specific analysis by
using Proposition 4 and Proposition 5.

Proof (of Proposition 7). We show the proposition by using mathematical induction
on j. First, recall that the oracles of FOX3 and FOX?3 are decomposed as Orox, =
Oup.1 - Oup.2 - Oup.3 - Oup.2 - Oyp.1 and Ofox, = Oup.1 - Oup.2 - O(p 5 - Oup.2 - Oup.1. We
check how the quantum states change when Oyp.1, Ouyp.2, Oup.3 (resp., Op 3), Oup.2, and
Oup.1 act on [1h;) (resp. [¢%)) in a sequential order. The claim obviously holds for j = 1
by setting [1/5°°%) = |41 and [16,5°°?) := |¢)!). By applying induction, we can show the
claim on [1;41) and [¢}, ;) holds if the claim on [¢x) and |¢/;) holds for k =1,..., ;.

Let TTgo0q and TTpaq denote the projections onto the vector space spanned by the vectors
that correspond to good databases and bad databases, respectively. In addition, let TTeg
and TTyrereg be the projections onto the spaces spanned by the vectors that correspond to
regular and preregular states, respectively. We emphasize that the recording standard
oracle with errors is used to implement the function f for each oracle Oyp;, 1 <7 < 3.

Further, we use shorthand notations in the proofs of lemmas below, by defining 2’ :=
(xrLL © TRL, TLR © TRR), T} = (T1LL © T1RL, T1LR D T1RR), T3 = (T20L © T2RL, T2LR D
Zorgr), @ = aq||az and v := v||y2. For a database D with entry (z,a = ai]|az),
Dr(z) := a1 and Dg(x) := as denote the left and right halves of D’s output, respectively.

Next, we study how the states [t;) and [¢);) change when five unitary operators act in
sequential order. First, we show the following lemma.

Lemma 4 (Action of the first Oyp.1). Suppose that there exist j and vectors \wfmd),
|ipbady | [4.8°°%) and ;P2 that satisfy Proposition 7 fori=1,...,j. Then, there exists

vectors |wjg-°°d’1>, |¢fad’1>, |w;g°°d’1> and |w;bad’1> that satisfy the following properties:

1. Oupa [t5) = [8°°%) + [02°1), and Oup.y [W) = [0y + [y,

: (4):1
2. There exists complex numbers Uy 2Dy, D2 Dy such that

d1\ ()1
W5 = > 43,y,2.Dy,Dy,Dp 17,9, 2) @ | D1, D2, [Drls)
z,y,2,D1,D2,Dp
(D1,D2,DF): good
Dy (z)#L
® |T1LL, T1LR, T1RL, T1RR) »
' good,1 )51
ngoo )= Z ag,g/,z,Dl,Dg,DF |,y,2) @Dy, D2, D)
z,Y,2,D1,D2,DF
(D1,D2,DF): good
Dl(zl);éJ_

® |x1LL, T1LR T1RL, T1RR) -

3. The vector |Dy, Do, D) in \w;g°°d71> (resp., |D1, Do, [DF)3) in |z/1jg°°d’1>) has non-zero
quantum amplitude only if |D1| <2(j — 1)+ 1, |D2| <2(j — 1), and |Dp| < (5 —1).

4. | |w§’ad’1> | and || \w;b"’d’1> | are upper bounded as

ad, a J " bad, " ba J
|||¢fd1>||§|||¢fd>||+0<\/2n/2>a 1,24 | §|||¢jbd>||+0< 2n/2>’
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where 1L, = vLr ® Dir(2’), v1or = 2L @ 2r ® Dip(2') ® Dir(2’), 1rt = TR ®
Dip(2"), and x1rr = xrr ® D1r(2") for each summand of |¢§°°d’1> and |wjg°°d’l>.

Proof. Let Tl,4i4 denote the projection onto the space spanned by the vectors that
correspond to valid databases. Further, the response of the first Oyp 1 is written into an
auxiliary register that is initially set to be [0%/4,0™/4,0™/4,0"/4).

By applying Proposition 5 to RstOE of f1, the following hold:

MyatiaOup.1 |18

_ § ’ (4)
- Qg y,2,Dy,D2,Dp ‘.’E,y72> ® ‘Dl?DQ?[DF]3>
z,Y,2,D1,D2,Dp
(D1,D2,Dr): good,Dy (z)#L

®|zLr ® Dig(@),xrL ® xLr @ Dip(2") ® Dip(2’),2rr ® D1 (@), 2rr ® D1r(2"))
L &)
- Z on/2 am{yﬁziD17D27DF |z, y,2)
z,9,2,7,D1,D2,DF

(D1,D2,DFr): good,Dy(z')#£L
®@|Di\(z', D1(2")) U (2',7), D2, [Drls)
® |TLr ® Y2, 2LL DXLR D11 D V2, TRL D V1, TRR B Y2))

1 )
+ Z on/2 a’gcj,;,z,Dl,Dz,DF |z, y,2) ® [D1 U ('Tlaa)v Do, [Drl3)

z,y,2,D1,D2,DF,a
(D1,D2,DFr): good,Dy(z')=1

® |rrr @ s, T ®TLr P a1 S 2, TRE B A1, TRR D Q2)
+1e), (45)

and

’
MatiaOup.1 [1,£°°)

_ (4)
- Z U%,y,2,D1,D2,Dp ‘.’E, Ys Z> ® ‘Dl’ Dy, DF>
z,Y,2,D1,D2,Dp
(D1,D2,Dr): good,Dy (z)# L

@|zrr ® Dir(@), 2L ®xrr @ Dip(2") @ Digp(2’),zrr ® D1 (2), 2rr ® Dir(z"))

L)
- Z on/2 am{yﬁziD17D27DF |z, y,2)

z,Y,2,Y,D1,D2,DF
(D1,D2,DFr): good,Dq(z')#L

@ |Di\(2', Di(2")) U (2',7), D2, DF)
® [rLr @ Y2, TLL D TLR D Y1 ® V2, TRL D V1, TRR D V2))

[ 1 .
+ Z 2n/2a§cj,;,z,D1,D2,DF |x7y,z> ® |D1 U ('T/>O‘)7D2ﬂDF>

z,Y,2,D1,D2,DF,a
(D1,D2,DFr): good,Dy(z')=1

® LR @ a2, T B TR P a1 S 2, TRE B A1, TRR D Q2)
+ [€). (46)

Now, we can set

[8°%1) = TTgood (nvalidOUPl 8oy — |€>) ) = Oupaa 1) — [5°%)

|¢jgood,l> — ngood (nvalidOUP.l ‘wjgood> o |€/>) 7 |z/}jbad,1> = Oup.1 ij) _ |wjgood,1>.
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Then the first property of the claim holds by definition, and the second and third
properties immediately follow from (45) and (46) and the assumption on |¢;) and [}).

Next, on the first term of right-hand side of (46), we have

§ (9),1
TThad O%,y,2,D1,D3,Dp |I’ Y Z> ® |D1’ Dy, DF>
z,Y,2,D1,D2,DF
(D1,D2,Dp): good,Dy(z')#L

®lzrr ® Dir(@'), 0L ® xLr ® Dip(2") @ Dig(2’),zre ® Dip(x'), xrr ® Digr(z’))
—0. (47)

On the second term of right-hand side of (46), we have

1 G
7)
TMhad Z on/2 %¢,y,2,D1,D2,Dp |x,y,z>
z,Y,2,Y,D1,D2,DF
(D1,D2,DFr): good,Dq(z')#£L

@ |Di\(a', Dy(2")) U (2, 7), Da, D)
® |rLr ® Y2, 2L © TLR B Y1 D Y2, TRL © Y1, TRR © V2)

1 G

J)
= > on/2 %ey,2.D10(a" @)D, Dp |z, 2)
z,y,2,0,%,D1,D2,DF

(D1U(z’,a),D2,DF): good,Dq(z')=L
(D1U(x',7),D2,DF): bad
® |D1 U (l‘/,’}/), Dg, DF>
® |TLr ® Y2, TLL B TLR V1 © Y2, TRL B V1, TRR D V2)
L ©)
B Z 2"/2 awvyasz1U(x',a),D2,DF |.1?,y,2>
z,y,z,a,7,D1,D2,DF
(D1U(z’,a),D2,Dp): good,Dq(z')=1
(D1U(z',7),D2,DFp): bad
Do (2)#LADr]s(y)# L

® |D1 U (x/77)7D25DF>
® |TLr ® Y2, 2L TR B Y1 D Y2, RL B Y1, TRR B Y2)  (48)

1 G
)
+ Z on/2 @%,y,2,D1,D2,Dp |x,y,z>
z,y,2,a,7,01,D2,DFp

(D1U(z',),D2,DFp): good, Dy (z')=L1
(D1U(z’,7),D2,DF): bad

Ds(a})=LV (Da(e))# LA[Drs(ah)=1)
® |D1 U (xla’y)aDQ;DF>
QleLr ® Y2, 2L PLLR B Y1 © V2, TRL D V1, TRR B Y2), (49)
where z11,, '= oo @ XLR, TiLR = 1 D a2 D T D TLR, TiRL = a1 D TRL, T1RR =
as ® xrr, and zarr = Dar(2)) ® 1R, Torr = Dar(2)) @ Dar(x]) ® 1L ® TiLR,
Topr = Dap (%)) ® xarL, Tark = Dar(2)) ® v1rr when Dy(z)) #L.

Next, we give an upper bound of the norm of the term (48). Note that if a tuple
(z, (D1 U (2',7), D, DF)) satisfies the conditions

(1) Dy(2') =L, and (2) (D1 U (2',7), D2, D)) is bad,
the number of « such that

(1) (D1 U (2, ), Do, Dr)) becomes good, (2) Do(z}) #L, and (3) [Dp|s(zh) #L,
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is at most |Dz| < 2(j — 1). Hence, we have

1 i ,
H Z 2n/2a(rj,zJ,Z,Dlu(z’,a),Dg,Dp |(E,y,Z> ® |D1 U ($ 7’7)7D2aDF>
z,y,2,0,Y,D1,D2,Dp
(D1U(z’,a),D2,DF): good
Dq(z')=1
(D1U(z’,v),D2,DF): bad
D3 (z)#LA[DF]s(z5)#L

2
QlrrLr ® Y2, 2L ®TLr B Y1 B Y2, TRL D V1, TRR B V2)
1 2
_ )
Z on ' Z amvy1Z1D1U(Ilva)1D21DF
z,y,2,2,7,D1,D2,DF a:(D1U(z’,a),D2,DF) is good
Di(a)=L Ds(@})#LA[DFp]s(xh)# L
(D1U(z'y),D2,DF): bad
Lo ©) 2
< Z 27" ’ 2('7 - 1) ' Z am,y,z,Dlu(m’,a),Dz,DF
z,Y,2,0,%,D1,D2,DF a:(D1U(z’,a),D2,DF) is good
Dy (a)=L Da ()£ L A[Drla(ah)# L

(D1U(2’,),D2,Dp): bad

_ 3 2(j - 1)
on
z,Y,2,0,%,D1,D2,Dp
(D1U(2',@),D2,Dp): good, Dy (z')=1
(DlU(ZE/,’y),DQ,DF)Z bad
D3 (z1)#LA[Drls(zy)#L

<3 -0 _ 2D (50)

holds, where we used the convexity of the function X — X? for the first inequality.
Next, we give an upper bound of the norm of the term (49). Note that if a tuple
(z,a, D1, Do, D)) satisfies the conditions
(1) Di(@) =L, (2) (DyU(@',a), Dy, Dp)) is good, and
(3) Da(zh) =L, or Dy(zh) #L A[Drls(xy) =1,

the number of 7 such that (Dy U (', 7), D2, Dp)) becomes bad is at most |Ds| < (j — 1).
Thus, we have

1 .
H Z on/2 agijﬁ)l}’z’DlU(I',Oé)’Dz,DF |£U, y,z) ® |D1 U (x/’v)’Dz’ DF>

z,Y,2,0,%,D1,D2,DF
(D1U(z’,a),D2,DF): good,Dy(z')=L
(D1U(z'v),D2,DF): bad

Ds(a})=Lv(Da(x}) £ LADF]s(xh)=1)

@ [rLr ® V2, 7L ® TLrR © Y1 ® V2, TRL D V1, TRR D 72))

1 .
= Z Z Z 2n/2 agcj,)y,z,Dlu(a:’,a),DQ,DF |£L’7y,Z>

z,y,2,01,D2,DF v , @
D (z))=L (D1U(z',7v),D2,DF): bad (D1U(z",a),D2,DF): good

Da(ah)=L1V (Da(e}) A LADFs(ah)=1)
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(€]

amvy1zaDl,D2,Dp |£L’, Y, Z>
2 2 > o

z,y,2,01,D2,DF 7 a
Dy (z')=L (D1U(z',v),D2,DF): bad (D1U(a’,a),D2,DF): good

Ds(a4)=Lv(Da(x})# LADFs(xh)=1)

:

IN

. 2 1
_ ()
- > > O 2, D1 (! ), Da, D 17 Y2 %) ‘ 2 on/2
’ «
:cyy,z,DBLlJ((;)»Z)iDz,DF (D1U(z’,a),D2,DF): good (DlU(fE/,’y),’LQ,DF)Z bad
Ds(a})=1v(Da(})# LAIDF]s(x5)=1)
@) 2 (-1
< > > 0 Dy ) DaDr 19,7 Y. o
o
Lyg;?xlx)Z?_DF (D1U(a",a),D2,DF): good (Dlu(w/,’y),A[/)z,Dp): bad
Da(a})=LV (D2 (e}) £ LAIDr]a(ah)=1)

-1

= 2n/2 ) (51)

where we used the convexity of the function X — X?2 for the first inequality.
From (48)-(51), we have

1 .
Mod D 32750200000, [2.5:2) @ DI\, Di(a) U (2',7), Do, D)
z,y,2,7,D1,D2,DF
(D1,D2,Dp): good
Dy (2')#L

® |rLr ® Y2, 2L ® TLR © Y1 D Y2, TRL © V1, TRR © V2)

<0 ( 2,{/2> 7 (52)

follows.
In addition, on the third term of the right-hand side of (46), we have

1 .
ﬂbad Z H 2n/2a§i;,z,D1,D2»DP |£L’,y,Z>®|D1U(.’E,,OZ),D2,DF>

z,y,2,D1,D2,DF,a
(D1,D2,DF): good,D; (z')=L

®|zLr ® a2,z DL Doy B ag, R B o1, TRR D aa)

2

; 1
= Z ai?],)y,z,DthDp Z on/2

z,y,2,D1,D2,Dp a:(D1U(z",«),D2,DF) is bad
(D1,D2,DFr): good,Dy(z')=1

- &) J
- Z Q2,y,2,D1,D2,Dp | 0 <2n/2>

z,Y,2,D1,D2,DF
(D1,D2,DF): good,D1(z')=L

<0 (2;3/2> : (53)
From (47), (52), (53), we have

H”bad (”vandOUP,l \¢;g°°d> - |€/>) H <0 <\/2,;77> (54)
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follows. Since TTy4iqOup.1 \1/12) = Oyp.1 |w;->, we have

1655 | = ouea b~ wiz= |

= [[MuataOup 1 (#2) 4 7254)) — o0 |

= [ MeanaOueis 1e22) = w222 | + e Oue. |¢',bad> H

= | MataOup.. \w’lg°°“>—ngood( naOup1 [65°%%) 1)) | + [ )|
= I (e i)+ 1|

<o(\f32) +[w]

Similarly, we can also show that || |¢?ad’1> e (1 / ﬁ) + || |pbad) |- Therefore, the
fourth property of the lemma also holds. O

The following lemma shows how the states Ouyp.1 |¢0;) and Ouyp.1 \1/)5) change when
Ouyp.2 acts on them.

Lemma 5 (Action of the first Oypo). Suppose that there exist j and vectors [15°°%),
|pbad) | [4,8°°%) and [4;%%) that satisfy Proposz'téon 7 fori=1,...,j. Then, there exists
vectors |1/Jg°°d2>, |1/Jbad2> |9 g°°d2> and [y, bad2> that satisfy the following properties:

1. Oup.a-Oup.t W) = [W5%°%2) + [92**%) and Oyp.a - Oup.y W) = [0 2°%%) + [4P42).

2. There exists complex numbers agf; 3}22 Dy.Dy, Dy SUch that
d,2 ),2
W= 3L aibpup, 692 @10, Do [Dels)

z,Y,2,D1,D2,DF
(D1,D2,DF): good

Dy (a')#L,Do(af)#L

® |T1LL, T1LR, T1RL; T1RR) ® |T2LL, T2LR, T2RL, T2RR) 5
7 .
good,2\ (4),2
[9°7777) = > a3y 2. Dy.Dy Dy 12,95 2) © D1, D2, Dp)
,y,2,D1,D2,DF
(D1,D2,DF): good
D1 (a')#L,Dy(a})#L

& ‘leL7'/L‘1LR7 leLaleR> 0 |-r2LL; x2LRa-T2RL7x2RR> .

3. The vector |Dy, Dy, D) in \w/g°°d2> (resp., |D1, Do, [DFls) in |z/1§°°d’2>) has non-zero
quantum amplitude only zf|D1\ <2(j—=1)+1, |D2| <2(j—1)+1, and |Dp| < (j-1).

4. | |w§’ad’2> | and || \wjbad’2> | are upper bounded as

a a ] " bad, "ba ]
|||1/de’2>||§|||¢fd>||+0< 2n/2>, 113,242 | §|||¢jbd>||+0< )

on/2
where -TILL = Dir(2) ® zrr, zizr = Dic(2’) ® Dir(e’) ® zrr @© xLg,
zirr = Dip(a’) @ xrr, tirr = Dig(2’) ® xrr, 22z = Dar(x]) ® iLr,
zorr = Dop(x)) @ Dog(x)) @ z1or ® ZiLr, Zerr = Dap(x)) @ zirr, and
Torr = Dar(x)) ® x1rR for each summand of |1/)f-°°d’2> and |1pjg°°d’2>.
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This lemma can be proved in the same manner as Lemma 4, and hence we skip the details
of the proof.

The next lemma shows how the states changes when Oyp 3 and O(JP.?) act on the states
Oup.2 - Oup.1 |1;) and Oup.2 - Oup.1 [¢}), respectively.

Lemma 6 (Action of Oyp.3 and Ofp 4). Suppose that there exist j and vectors [&°),
|qpbad) |1,Z)Z-g00d> and |1;%29) that satisfy Proposition 7 fori=1,...,7. Then, there exists
vectors |1/Jf°°d’3>, |1/Jj[73d’3>, |wjg°°d’3> and |1/)jbad’3> that satisfy following properties:

1. Oyps-Ouypa - Oypa [¢)) = |1/)§00d’2> + |¢?ad,2>’ and
Olp.s - Oup:a - Oupa 1)) = [ £°%%) -+ [,242).

: (4).3
2. There exists complexr numbers Uy oy Dy Dy D such that

d,3 1),3
82003 = 3 a? L b b |T.y,2) @Dy, Dy, [Drs)
x,y,2,D1,D2,Dp
(D1,D2,DF): good
Di(a')#L,Da(a})# L

® |T1LL, T1LR, T1RL, T1RR) ® |T2LL, T2LR, T2RL, T2RR) »
'good,3 .3
|1/}ng0 )= Z ag’;yzypl,pg,pp |z,y,2) ® |D1, D2, DF)
,y,2,D1,D2,Dp

(D1,D2,DF): good
D1 (I/)#l,Dg(ri)#L

® [Z10L: V1LRs T1RL, T1RR) @ |T2LL, T2L Ry T2RL: TV2RR) -
3. The vector |Dy, Dy, D) in \w;gwd’3> (resp., |D1, Do, [DF)3) in |wf°°d’3>) has non-zero

quantum amplitude only if |D1| < 2(j — 1)+ 1, |D2] < 2(j — 1)+ 1, and |Dp| <
(j—1)+1.

4. | |wfad’3) | and || \w;-bad’?’) | are upper bounded as

ad, a J ' bad, " ba J
|||¢fd3>||S|||¢fd>||+0<\/2n/2>’ 1,249 | S|||¢jbd>||+0< 27,/2),

where 11, = Dir(2") @ xR, t10r = Dip(2") ® Dir(2’) @ xrr ® xR, v1r = Dip(2’) ®
Zrr, T1rr = D1r(2’") @ xrR, vorr = Daor(2)) ® 1R, xorr = Daop(z)) ® Dag(z)) &
1L D X1LR, Tarn = Dap(a)) ® x1r1, and xorr = Daog(x)) ® x1rR for each summand
Of |wjg_ood,3> and ‘w;_good,3>.

Proof. From Lemma 5, it follows that there exists vectors |1/1§°°d’2>, |¢?ad’2>, |1/J;g°°d’2> and

|1/)/.bad,2

i ) that satisfy the four properties in Lemma 5.

Define [18°°%%) = TaiqOup.3 [5°4%), [224°) := Oup.30up.20up.1 1) — [¥8°°4?),

J

|1/’jg°0d’3> = TaidOyp 3 |¢jg00d72>7 and |¢jbad’3> i= Oyp.30up.20up.1 |1/)§> - |1/’jg°0d’2>-
Note that, for each summand |z,y,2) ® |D1, D2, Dr) ® |T1LL, 1LR, T1RL, L1RR) @

'good,2
|%2rLs T2LRs T2rL, T2RR) Of [195°°07), we have that

MpadvalidOUp 5 |2, Y, 2) @ | D1, Do, Dp) ® 101, T1LR, T1RL, T1RR)
® |rorL, T2LR, T2RL, T2RR) =0

by definition of good databases. Therefore, we have

'good,3 ’good,2
Mhad [9,5°°9%) = ThadTvaia Op 5 [¢,5°°7) = 0,
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which implies |’(/J;g00d’3> = Tgo0d |¢;—g°°d’3>.

Similarly, |1p§;°°d’3> = TTgood |¢§;°°d’3> holds.

Now the first property obviously holds. The second property immediately follows from
Lemma 3 and the second property in Lemma 5. Third property follows from the third
property in Lemma 5. For the fourth property, we have

[ 15722 | = [[ove.s0upaOup.s ) = w57) |

= ||MvaiidOup.30up 20up.1 |¥j) — TvaidOup .2 |w?ood,2> H
= ||MaigOup.s [5) H

o]

) || + 0 (@) . (55)

Similarly, |1/);bad’3> H < H |w;bad> H +0 (\ / ﬁ) follows. Therefore, the fourth property
of the lemma holds. O

IN

IA

The next lemma shows how the states Oyp.s - Oup.2 - Oup.1 |¥j) and O{p 5 - Oup.2 -
Oup.1 |¢§> change when Oyp o acts on them.

Lemma 7 (Action of the second Ouyp.o). Suppose that there exist j and vectors 187,
|ipbady | [4,8°°%) and ;%% that satisfy Proposition 7 fori=1,...,5. Then, there exists

vectors |1/Jf°°d’4>, |¢fad’4>, |w;g°°d’4> and |1/);bad’4> that satisfy following properties:

1. Oup2-Oups - Oupz - Oupi [¥hj) = |¢fOOd’4> + |7/1]l?ad’4>, and
Oupa - Olypy - Oupa - Oupa 11} = 10,8044 4 [ B0ty

: (4)4
2. There exists complex numbers Uy 2Dy Da D such that

d, i),4
ety = 3 al)t by pany [2.9,2) @ (D1, Do, [Drls)
z,y,2,D1,D2,Df
(D1,D2,DF): good
D1($/)75J_

® |x1LL, T1LR, 1RL, T1RR)

’ .
good, 4\ __ (5).4
|1/)] >_ E Ay y,2,D1,D9,Dp |Z‘,y,Z>®|D1,D2,DF>
z,Y,2,D01,D2,Dp
(D1,D2,DF): good
D1($/)7£J_

® |11, T1LRs T1RLs T1RR) -

3. The vector |Dy, Dy, Dp) in W;gwdA) (resp., |D1, Do, [Dr)3) in |¢jg.°°d’4>) has non-zero
quantum amplitude only if |D1] < 2(j — 1)+ 1, |Ds| < 2(j — 1) + 2, and |Dp| <
(j—1)+1.

4. |1/)§’ad’4> || and | \¢;bad’4> I are upper bounded as

ad, a J " bad, " ba J
|||¢fd4>||§|||¢fd>||+0<\/2n/2>a 1,24 | §|||¢jbd>||+0< 2n/2>’
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where 111, = D1r(2") ®xLr, 210r = D1p(2") ® D1r(2") ©wpp @©LLR, T1RL = Dip(2')®
TrL, T1rRR = D1r(2") ® xRR for each summand of |1/Jf°°d’4> and |’(/Jjg00d’4>.

Proof. From Lemma 6, it follows that there exists vectors |1/)§°°d’3>, |1/J?ad’3>7 |¢;g°°d’3> and

|w;bad’3> that satisfy the four properties in Lemma 6.

Let TTyrereg denote the projection onto the space spanned by the vectors that correspond
to preregular states. Note that, when we measure the states Oyp.2-Oup.3-Oup.2-Oup.1 [¥5)
and Oup.2 - O{p 5 - Oup.2 - Oup.1 |¢§), we always obtain preregular states.

Define |¢}g‘00d’4> := Tgood Tprereg Oup .2 |¢§00d’3>7 |¢?ad’4> := Oup.20up.30up.20up.1 1)) —
’ ! !
|1/J§°°d’4>. Similarly, we define |1/Jjg°°d’4> := Tgood I TpreregOup.2 ‘wjg00d73>a and |1/’jbad74> =

Oup.20{p 50up.20up.1 ;) — |¢;g°°d’4>. Then the first property obviously holds. In addition,
the second and third properties follows from the second and third properties of Lemma 6.
Below we show the fourth property.

Furthermore, let TIp,.y and TTp,.; be the projections onto the spaces spanned by
the vectors |z,y, 2) ® |D1, D2, D3) ® |x1LL, T1LR: T1RL, T1RR) & |T2LL, T2LR, T2RL, T2RR)
such that Ds(zorr @ Z2rr,T2Lr ® Tarr) #L and Ds(zarr @® T2rr, T2rr ® T2rR) =1,
respectively. Then, we have

d,
Moy [¥5°°%7)

.3
= Z a(zj,g;,z,Dl,Dg,Dp |‘T>y7 Z> 02 |D17 D2a [DF]3>
z,y,2,D01,D2,DFp
(D1,D2,DF): good
D1 (2")#L,Da(a})#L,[Drls(xy)#L

® |x1LL, T1LRs T1RL, T1RR) © |T20L, T2LR, T2RL, T2RR)
s
= > a4l b iy [8:9:2) © D1, D2 U (21, @), [Drls)
z,y,2,0,D1,D2,DF

(D1,DoU(z &), Dp): good
Dy (2')#L,Do(z))=1,[Drls(z))#L

® |10, T1LR, T1RL, T1RR) @ |T2LL, T2L Ry T2RL: T2RR)
where 21,1, := Dig(2")®zLr, T10r := D10(2)®D1r(2")®xLL DrLR, 1rL = D1(2))®

Zrr, and 21rR := Dig(2’) ® zgg for each summand in the right hand side.
By applying the first property of Proposition 4 to fs, we have

d,3
”bad ﬂpreregOUP.QﬂDsil W}?oo >

.3
= I—[badnpreregOUPQ Z aa(cj,?/,z,Dl,DzU(x'l,a),DF |$ay72> ® |D15D2 U (x/ha)v [DF]3>
z,y,2,a,01,D2,DF
(D1,D2U(z],a),DF): good
Di(z")#L,Da2(x1)=1,[Drls(z3)#L

® |Z10L, T1LRy T1RL, T1RR) @ |T2LL, T2LR, T2RL, T2RR)
53
= TTbad T Torereg Z aé{;,z,Dl,Dzu(m’l,a),Dp |z,y,2) ® |Dy, Dy U (2], a), [DF|3)
z,y,2,,D1,D2,DF

(D1,D2U(z7,0),DF): good
Diy(2")#L,Da(xy)=1,[Drla(ah)# L

@ |T1LL, T1LR, T1RL, T1RR) @ [0™/4,07/4, 07/4 n/4)

1 G
J)3
F TloaalTorereg D o3t m D1, Do 0, 199 2)
z,y,2,a,D1,D2,DF

(Dl,DQU(Z’l,a),DF): good
Di(z")#L,Da2(1)=1,[Drls(z3)#L

® |D1), <|D2> - Z = | D2 U (95/177») ,[[DFl3)

‘/271/2
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@ |T1LL, T1LR, T1RL, T1RR) @ [07/4, 074, 07/4 n/4)

1 G
_ )3
”bad”prereg Z 2n/2 am,y,z,Dl,D2U(x/1,a),Dp |$7yaz>

z,Y,2,0,%,D1,D2,Dp
(D1,D2U(z),),DF): good
D1(a")#L,Da(xy)=L,[Drls(zy)#L

®[D1), (ID2U (21,7)) — D)), |[Dr]s)

® |Z1LL, T1LRs T1RL, T1RR) @ |0n/4, 0"/47@1 @ 1,00 B 2)

1 G
} : 7):3
+ ”badnprereg on/2 aﬂﬁ»yazyD17D2U(<T,1704)7DF |l‘, Y, Z>
z,Y,2,0,D1,D2,DF
(D1,D2U(x},a),DF): good
Di(z')#L,D2(z})=L,[Drla(zh)#L

1
® |D1), (2 ——— Dy U (27,0)) — |D2>> ,[[Drl3)
25: Van2

® |T1LL, TR, T1RL, T1RR) ® [07/4, 074 0n/4, 0n/4)
-
=Tt D @%b b [82) @ D1 D2 U (2, 0), [Dels)
z,y,2,a,D1,D2,DF
(Dl,Dzu(w/DOt),DF): good
Dy (z')#L,D2(a))=L,[Drla(zy)#L

®|T1LL, T1LR, T1RL, T1RR) @ |0™/4,0M/4 0"/ 0n/h) (56)

RO
Floss 3 Tz , |z,y,2) ® |Dy, D, [DF]3)

,9,2,D1,D2U(z) ,c0),D X y s
z,y,z,0,D1,D2,Dp 2n/2 L2 F

(D1,D2U(z",@),DF): good
Dy(a")#L,Da(a))=L,[Drla(as)# L

@ |T1nL, TR, T1RL, T1RR) @ |07/4,0M/4 0"/ 0n/4) (57)
1 .3
~ Tbad Z on/2 a(ij.zJ7Z7D17D2U(1E/170£)7DF |2, y,2) © |Dy, Dy U (1,7), [DFls)

z,y,%,0,Y,D1,D2,Dp
(D1,D2U(z,a),DF): good
Di(a")#L,Da(zy)=L,[DFls(zs)#L

@ |T1LL, T1LRs T1RL, T1RR) ® [07/4, 0174 07/4 on/4) (58)
1 N3
— Thad Z on/2 aiﬂ);,z,Dl,DzU(w’pa),DF |$7 Y, z> ® |D1’ Dy U (mll’ a), [DF]3>

z,y,z,0,D1,D2,Dp
(D1,D2U(z),a),DF): good
Di(z")#L,D2(z1)=1,[Drls(z3)#L

@ |T1nL, TR, T1RL, T1RR) @ |07/4,0M/4 0"/ On/4) (59)

L G)s
+ﬂbad Z 23n/2 az,y,z,Dl,Dgu(z'l,oz),DF |f£,y,2>

z,Y,2,0,D1,D2,DF
(D1,D2U(z),a),DF): good
Di(z")#L,Da(a))=L,[Drls(z5)# L

1 !
® |D1) (225: NoO |D2 U (2,0)) — D2>> N[Drl3)

& \$1LL,IE1LR,CU1RL79€1RR> & |0n/4a On/470n/4, On/4> (60)

On the term (56), we have

1 .
nbad Z 7G(J))3 Dp |xayaz>

/2n/2 z,y,2,D1,D2U(x] )
z,y,2,0,D1,D2,DF

(D1,D2U(z},a),DF): good
Di(z")#L,D2(z1)=L,[Drla(zs)#L
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@ |D1,D2 U (Illaa)7 [DF]3>
@ |T1LL, T1LR, T1RL, T1RR) ® [07/4, 07/4 04 0n/4)
—0 (61)

since all databases are good.
On the term (57), we have

L3
Mbad > a7z (@201, DaU () ). Dr 2,9, 2) @ | D1, D, [Drls)
z,y,z,0,D1,D9,D
(Dl,DQU(Ia,;),;F):F‘gOOd
Di(2")#L,Da(ay)=L,[Drls(ah)# L

2
@ |T1LL, T1LR, T1RL, T1RR) @ |07/4, 07/4 On/4 on/4)
L (3
) H DZD D ; Jan 2 w2 D1,DaU(w; @), D [, 2)
Dlx(;f{’)zlbe?;‘Jl)F‘:J— (D1,D2U(z7,),DF): good
[Drls(zy)#L
® |D1)D27 [DF]3>
2
@ |T1LL, T1LR, T1RL, T1RR) @ |07/4, 074 On/4 on/4)
. 2
_ (4),3
ST I 1 D VR PR

z,y,2,D1,D2,DF

a
Dy z')#l,Dg(m’l):L (Dl,DzLJ(asll,oz),Dp): good

[Drls(@s)#L

Now, for each (x,y,z, D1, D2, D) such that Dy(z') #L and Dy(z}) =L (recall that
z1r = 2R ®D1r(2"), 1pr = 2L ®xLr ® D1 (2") ® Dir(2'), 1R := TrL ® D11(2),
Z1RR = Trr ® D1r(2')), the number of a such that [Dpls(xf) AL (recall that zapy, :=
r1LRr ® Dor(2Y), 2orr = 2100 © 210r © Dap(27) ® Dag(2}), T2rr = 21rL © Dap(z1),
Zorpr = T1rr ® Dagr(z})), and (D1, D2 U (2}, @), Dr) becomes good is at most |Dp| < j.
Hence, from the convexity of the function X — X2, we have

§ : a(j),3 |z, y, 2)
z,9,2,D1,D2U(x],a),Dp 1"

(Dl,DQU(Ill ?X),DF): good
[Drla(zy)#L

; (4):3
=7 Z U5y 2 Dy D) ), D 18 Y5 )

(D1,D2U(z) ,O(éx),DF): good
[Drls(as)#L

holds, which further implies that following holds:

L )3
Mhad IV%Z,O(%ED%DF a2 ‘o, D1.Dab (@} ). Dr |z,y,2) ® | D1, Da, [Dpls)

(D1,D2U(,a),DF): good
Di(z")#L,Da(z})=L,[Drls(as)#L

@ |T1LL, T1LR, T1RL, T1RR) @ [07/4, 07/%, O07/4 n/4)
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. 2
J (4),3
= > on/2 > Uy 2, D1, D30} o), Dp 1€ Y5 2)
z,y,2,D1,D2,DF @
Dy (/)L Do (a))=1 (D1,D2U(z},a),DF): good
[Drls(zh)#L

<0 (23/2> . (62)

We now give an upper bound of the norm of the term (58). Note that, if a tuple
(z,(Dy, D2 U ((2}),7), Dr)) satisfies the conditions

(1) Di(2") #L, (2) (D1,D2U (24,7), Dr) is bad,
then the number of « such that
(1) (Dy,D2 U (2}, @), DF) becomes good, (2) Dy(z}) =L, and (3) [Dp]s(ah) #L,

is at most |Dp| < j. Therefore, we can show

1 ,3
Mhag Z on/2 a.’(L:?,)y,Z,Dl,DQU(.'EII,(X),DF |x’y7z> ® |D1’D2 U (x/h’}/)v [DF]3>
z,Y,2,0,%,D1,D2,Dp
(D1,D2U(z},a),DF): good
D1 (a")#L,Da(xy)=1,[Drls(w5)#L

2
® 210, T1LR, T1RL, T1RR) ® [07/4, 074 07/4 0"/4)
L )3
- H Z on/2 az,y,Z,Dl,Dzu(z’l,a),Dp |z7 Y, Z>
z,Y,2,a,7,D1,D2,DF
(D1,D20(x ), D): good
D1(2")#L,Da(xy)=1,[Drls(xy)#L
® | D1, Dy U (2, 7),[Drls)
2

® |T1LL, T1LR, T1RL, T1RR) @ |07/4,0M/4 0"/ 0n/4)

<0 (2,{/2) (63)

in the same way as we showed (51).
On the term (58), we have

1 G
3):3
TThag Z /on/2 a$1y7Z7D17D2U(95/170¢)7DF |$,y,2’>
z,y,2,a,D1,D2,DF
(D1,D2U(z},a),DF): good
D1(z")#L,D2(z})=L,[DFls(zs)# L

® |D17D2 U (‘rllva)a [DF]3>

@ |T10L, T1LR, T1RL, T1RR) @ [07/4, 072, 07/4 n/4)

=0, (64)

since all databases are good.
On the term (59), we have
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1 G
7):3
nbad Z 23n/2 am,y7z,D17D2U(z/l,a)7DF |x,y,z>
z,y,2,0,D1,D2,Dp

(Dl,Dzu(x'l,a),DF): good
Di(z")#L,Da2(z})=L,[Drls(ah)#L

1
® |D1) (2 IDZU(xlla(s)>_|D2>> [[DFls)
%:W Fl3

2

@ |T1LL, T1LR, T1RL, T1RR) ® |04, 04 04 On/4)

- (23/2 ) (65)

follows from (62) and (63).
From (56)-(65),

nbad”preregOUP.ZnDyl |¢?ood,3> < 0 ( 2,3/2> (66)

follows.

In the same way as we obtained (56)-(60), by applying the first property of Proposition 4
to fo2, we have

d,3
nbad npreregOUP.Qan L |'¢§OO >

_ E (4),3 ’
= Tpad am,y,z,Dl,DQU(m’l,a),DF |£L'7 Y, Z> ® |D17 Dy U (‘rlv a)? [DF]3>
z,y,2,0,D1,D2,DF
(D1,D2U(z,a),DF): good
Di(a")#L,Da(2))=L,[Drls(ay)=1

@ |T1LL, T1LR, T1RL, T1RR) @ [O7/4, 074,074 0n/4) (67)
1 N,3
+nbad Z \/Wa;{;,Z,DLD2U(l"1,Q)7DF |x?y7z>®|D17D27[DF]3>

z,Y,2,0,01,D2,Dp
(D1,D2U(z],0),DF): good
Di(a')#L,Dz2(21)=1,[Drls(z5)=1

@ |T1LL, T1LR, T1RL, T1RR) ® [0™/4, 074 04 On/4) (68)
L ()3
= TMoad ) 572 U221 Da(e} ). D ¥ %)

z,y,2,0,D1,D2,Dp
(D1,D2U(z),a),DF): good
Di(z")#L,Da2(z})=L,[Drls(zs)=1

& |D15D2 U (1‘/177)7 [DF]3>
@ |11, T1LR, T1RL, T1RR) @ |0™/4, 07/ 0n/4 on/4) (69)
L ()3
— Thag Z on/2 awj,y,z,DuDzU(w’l,aLDF |z, y, 2)
z,y,2,a,D1,D2,DF
(D1,D2U(z,@),Dr): good
D1 (z")#L,Dy(z),)=L,[Dpls(xh)=1
® |D1;D2 U (1’/170‘)7 [DF]3>

®|T1LL, T1LR, T1RL, T1RR) @ |07/4,07/4 n/4 on/4) (70)

L ()3
+ Mbad Z 23n/2 ax,y,z,Dl,DQUWl,a),DF |$’ Y, Z>
z,y,2,a,D1,D2,DF
(D1,D2U(z],a),DF): good
Di(z")#L,Do(a))=L,[Dp)s(zh)=1L
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1
®|Dy) (22 —==|D2U(21,9)) - |D2>> |[Drls)
3 2n/2
® |T1LL, 210 T1RL, T1RR) © [07/4, 074,074 0n/4) (71)

On the term (67), we have

(4),3 /
Mhad § am,y,z,Dl,DQU(m'l,a),Dp |z,y,2) ® | D1, D2 U (27, ), [DF]3)
z,y,2,a,D1,D2,Dp
(D1,D2U(x],0),DF): good
D1(Z’)#l,Dz(I;):L,[Dp]g(a:,z)zl_

® |T10L, T1LRs T1RL, T1RR) @ [07/4, 074, 07/4 on/4)

=0, (72)

since all databases are good.
On the term (68), we have

L )3
Moad Z axj 7 / |1' Yy Z> ® |D1 Do [DF]3>
\/ ,Y,2,D1,D2U(z ,a), D ’ ) )
z,y,2,0,D1,D2,Dp 2n/2 b ! e

(Dl,DQU(z'l ,a),Dp): good
Di(a")#L,Da(z1)=L,[Drls(zy)=1

®|T1LL, T1LRs T1RL, T1RR) @ |07/4, 07/2 On/4 on/4)

=0, (73)

since all databases are good.
Next, we give an upper bound of the norm of the term (69). Note that, for each tuple
(z,a, (D1, Do, Dp)) that satisfies

(1) Dy(2') #L, (2) (D1, D2 U (2}, @), DF) is good, and  (3) [Dp]s(zh) #L,

the number of v such that (Dq, D2 U (29,7), Dr) becomes bad is at most |Dp| < j.
Therefore, we have

1 .3
Mo > ST Dy DUz} D | 8292 ) @ [ D1, Do U (24,7), [Drla)
z,y,z2,a,D1,D2,Dp
(D1,D2U(z},a),DF): good
Di(z")#L,Da2(x1)=1,[Drls(zy)=1

2
4 4 4 4
® |T1LL, T1LR, T1RL, T1RR) © [07/4, 074 0/ 0n/4)
z,Y,2,D01,D2,Dp )Y
Dy (z')#L,Dy(x))=1 (D1,D2U(z],0),Dp): bad
2

1y
3),3
Z on/2 a«”,y,zaDl,Dzu(m’l,a),DF |x,y,z>

a
(Dl,DQU(fL‘ll,OL),DF): good
[Drla(zy)=L1

= Z Z in/z

z,y,2,D1,D2,DF Y
Dy (a")#L,Da(a!)=1  (D1,D2U(27,2),Dp): bad

a(i),?) |1, Z>
Z ,y,2,D1,D2U(z} ,a),Dp 1T Y

«
(D1,D2U(x},a),DF): good
[Drla(zs)=1L
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<
o). -
where we used the convexity of the function X — X2 for the inequality.
On the term (70), we have
I (s
Thad 3 G730 D1 DaU(el D [T:4:2) @ [ D1, D2 U (1, 0), [Drla)
z,y,2,0,D1,D2,Dp
(D1,D2U(z],0),Dr): good
D1(ZE’)#L,DQ(wl):J_,[DF]g(wz):J_
® |T1LL, T1LR, T1RL, T1RR) ® (0774, 074,074, 0/4)
=0, (75)
since all databases are good.
On the term (71), we have
m 1 03
bad Z 23n/2 aa:,y z,D1,D2U(x),a),Dp |$ Y,z >
z,y,2,0,D1,D2,Dp
(D1,D2U(z],0), Dp) good
Dl(:L’ );él_ Dg(wl :
® |D1) < 2n/2 \DzU(fﬂp 8)) — |D2>> [[DFls)
2
® |210L, T10R, T1RL, T1RR) ® |07, 074 0"/% 0"/%)
(76)

J

follows from (73) and (74).
From (67)-(74), it follows that

”badnpreregOUP.QnD;;:L |¢500d’3> < 0 <\l 27{/2> . (77)

Therefore, we have

Hﬂbad”preregOUP.Q |¢500d’3> H
d
’nbadnpreregOUp gnpp;l ‘¢§00d’3> H + HnbadnpreregOUP.ZﬂDp:J_ |"/)§'oo 3> H

<0 ( 23/2> (78)

follows from (66) and (77).
Since we have

Oup.20up.30up 20up.1 |1j) = MoreregOup.20up.30up 20up.1 |¥)) ,

which implies that

d,3
- ngoodnpreregOUP.Z |’¢)§'OO > ‘

bad,4

e H = HOUP.QOUP,gOUPzOUP.l [v;)
d,3

goodnpreregOUP 2 ‘w?oo > H

&

— HﬂpreregOUP QOUP 3OUP QOUP 1 |w]>
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= anreregOUPQ (|¢§;00d73> + |w?ad,3>) - ngoodnpreregOUP.2 \¢f°°d’3> H

d,3 bad,3
= H”bad”preregOUPQ |’(/J?°o ) H + H”preregOUP‘Z W)ja ) H

<o(/z) +lms]

J
<0 < W) + || | (79)
follows from Lemma 6 on the action of Oyp s and Ofp 5. Similarly, we can show
"bad, J '
[ <0 (525 ) + |15 &
in the same way, and the fourth property of the lemma also holds. O

Action of the second Oyp.1 : Let |w§j’r°1d> := Tgo0dTregOup.1 |1/)§°°d’4>, \ ?id1> = |Yj41) —

good ‘good\ . "good,4 "bad\ .__ "good
[WST) [0577) = TgoodTTregOup.1 |1 )y 1%20) = Wjea) — [57°). Then we can
show the desired properties in Proposition 7, in the same way as we showed Lemma 7 on
the action of the second Oyp.o. O

Finishing the Proof of Proposition 6. Let [¢8°°%), [¢29), [¢£°°%) and |¢%*) be the
vectors as defined in the Proposition 7. From (44) of Proposition 7, it follows that

el < 3 o(yirze) <o(yerze).

1<i<q

Similarly, it holds that | [¢/2%) || < O («/q?’ /2n/2).
Now, let trp,,, and trp,,, be the partial trace operations over the databases for FOX3
and FOX}, respectively. From (42) and (43) of Proposition 7, it follows that

d d "good "good
td (trop (W55 Y1) strpuae (10552 (0 537))) = 0.
Therefore, we have that

Advld:i(s)t)(3,FOXé (A) < td (trDms (|¢q+1> ) <’¢)(1+1|) Dy, (|'¢)(1+1> ) <7p(1+1|))
d d "good "good
< td (trD123 (ngﬁ > ’ < 53—01 |> yUDsp <|’L/)q%:-)10 > ’ <wqgf§> |)>
+ 2| [923) | + 21l [g25)

<O(W),

which completes the proof of Proposition 6. O

6.2 Hardness of Distinguishing FOX, from RF

Proposition 8. Let A be an adversary that makes at most q quantum queries. Then, it

holds that Advg"(s,tX/Q’RF(A) < O(y/¢8/2"/2).



40 Quantum Security of FOX Construction

Let us modify FOX5(F, Fy) in such a way that F} is replaced with a family of random
permutations P, and denote the resulting function by FOX, (P, F) (see Figure 7b).

Further, let us modify FOX5(P, F,) again in such a way that Fy is replaced with a new
random function Fj, and denote the resulting function by RF’ (see Figure 7c). The random
function F} : {0, 137/ x {0,137/ x {0, 1}7/4 x {0, 1}"/4 x {0, 1}/ x {0, 1}"/4 — {0,1}"/2
is defined as follows:

(10 ® ®1RL, 1LR D T1RR, T1RL, T1RR TRL, LRR) — (T2LL, T2LR: T2RL: T2RR),
where z11r, = 2r ® Pir(2rr ® TRL,TLR ® TRR), T1LR = Tr1L D Trr B Pir(zrr &

TR, LR ® TRR) ® Pir(rr ® TrL,TLR @ TRR), T1rL = Pir(trr ® TrL,TLR ® TRR),
and z1gr = Pir(2rr @ TRL, TLR ® TRR)-

F P P
[o] o] [o]
F F F}
i i i
(a) FOX4(Fy, Fy). (b) FOX4(P, F). (c) RF’ := FOX4(P, F}).

Figure 7: The modified versions of FOX.

Our goal is confined to show the following 2 properties:
o FOX,(Fy, F) is hard to distinguish from FOX}(P, Fy), and

o FOX45(P, Fy) is hard to distinguish from RF’ .

In what follows, we show

Advggtxé(Fl,Fg),RF’ (A) <0 (\/ q6/2n/2>
instead of ShOWing Advgiét)(é(F17F2)7RF (A) S O (\/W) .

Hardness of Distinguishing FOX},(Fy, F») from FOX, (P, F>). This can be shown by
using Proposition 2 which says that it is hard to distinguish FRP from RF. Note that in
FOX,(F, Fy), Fy and F; are independent random functions, whereas in FOX, (P, Fy), P is
a FRP. Hence, using Proposition 2, it follows that

AAVESy (7, 1) Foxy (P (@) < O(y/45/2772). (81)
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Hardness of Distinguishing FOX,(P, F2) from RF’. Observe that the function
distribution of FOX2(P, F}) is same as that of RF’. (Note that P(zp; © 2gL,TLr ®
TRR,TRL,ZRR) # Plxrr ® ¢y, 2Lr © Ty, TR, ¥rp) always holds if zrp # 2
and zrr # 2zg. Thus, if (zrr, 2L, TR, TRR) # (@1, 21 R TR, TRE), then the
corresponding inputs to Fj will be distinct.) Therefore, we have that

Advgi&;(RFé),RF/ (q) =0. (82)

Finally, by combining the results given in Equations (81) and (82), it follows that

Advld:iCS)tX’Q(Fl,Fg),RF’(Q) <0 (\/ q6/2"/2> ; (83)

which completes the proof of Proposition 8. O

6.3 Proof of Theorem 1

We are in a position to complete the proof for Theorem 1, by using the results presented
in Subsection 6.1 and Subsection 6.2.

Proof of Theorem 1. First, we modify FOXy in such a way that the state update operation
of the third round is modified as

(*3LL,T3LR, T3RL, T3RR) ‘= (SL’QLR ® Fr(rarr ® ZorL, T2LR © T2RR, T2RL, T2RR),
Torr ® T2rr ® Fr(v2rL © T2rL, T2LR ® T2RR, T2RL, T2RR)
@ FR(9€2LL ® X2rL,T2LR D T2RR, T2RL, x2RR)7
Fr(z2rr ® 22RL, T2LR ® T2RR, T2RL: T2RR),

Fr(7arr © 2RrL, T2LR D T2RR, T2RL, $2RR))

and the state update operation of fourth round is modified as

(T4LL, T4LR> TaRL, TarR) = (¥30r ® FR(TsLr ® ¥3RL, T3LR D T3RR, TIRL T3IRR),
z3nL ® x3Lr @ Fr (2300 ® T3RL, T3LR D T3RR, T3RL, T3RR)
® Frp(xspr ® 231, T3LR ® T3RR, T3RL, TIRR)
Fp(x30r ® T3RL, T3LR © L3RR, T3RL: T3RR)
Fr(zsnr ® T3RrL, 3Lk D T3RR, T3RL, TIRR))
where F, F' : {0, 1}/* x {0, 1}"/* x {0,1}"/* x {0,1}"/* — {0,1}"/2 are random functions.

Let us denote the modified function by FOX). In addition, let FOX}" be the composition
of FOXs with a random function RF : {0,1}" — {0,1}" (see Figure 8).

‘il ‘ol ¢ " e

Figure 8: FOX] and FOX}’
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Then, by applying Proposition 6 twice, it follows that

AdvEgy, Foxy(9) <O (, /qs/zn/2> , (84)

In addition, by applying Proposition 8, it holds that

AV rox (@) < O (Vi /272 (55)

Furthermore, it holds that Advgics)tXZ/,RF(q) = 0 since FOX; is a permutation. From
the quantum version of the PRP-PRF switching lemma (Proposition 1) and all the above
inequalities (84)-(85), we have

di di di di di
Advidy, re(q) < AdvFgg(4,FOX’4’ (q) + AdVFStXZ,FOXZ’(Q) + AdVFSE(Q/,RF(Q) + Advierp(q)

(]6
Wtra)

which completes the proof of Theorem 1. O

7 Conclusions

We showed that the 3- and 4-round FOX constructions are not PRP against qCPAs,
and qCCAs, respectively. We also showed that 0(2"/ 12) quantum queries are required to
distinguish the 4-round FOX construction with block size n bits from a random permutation
by qCPAs. That is, the 4-round FOX construction becomes a quantumly secure PRP
against qCPAs if the round functions are quantumly secure PRFs. We used an alternative
formalization of Zhandry’s compressed oracle technique introduced by Hosoyamada and
Iwata for the security proofs.

As a future work, it would be interesting to derive tighter security bounds for the
4-round FOX construction against qCPAs. Another important future work would be to
analyze the security of FOX construction against qCCAs. Since the compressed oracle
technique can be used for random functions but cannot be used for random permutations
that allow inverse queries, qCCA security remains a challenging problem.
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Appendices

A Detailed View of qCPA Distinguisher against FOX3

This section provides a detailed view of quantum CPA distinguisher against FOX3, which
is given in Section 4. In Figure 9, we give details of all intermediate calculations for an
easy verification of the given qCPA attack against FOXg.
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B Detailed View of qCCA Distinguishers against FOX,

This section provides a detailed view of quantum CCA distinguisher against FOXy

In
Figure 10, we give details of all intermediate calculations for FOXy.
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