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Abstract. Automated cryptanalysis has taken center stage in the arena
of cryptanalysis since the pioneering work by Mouha et al. which show-
cased the power of Mixed Integer Linear Programming (MILP) in solving
cryptanalysis problems that otherwise, required significant effort. Since
the inception, research in this area has moved in primarily two directions.
One is to model more and more classical cryptanalysis tools as optimiza-
tion problems to leverage the ease provided by state-of-the-art solvers.
The other direction is to improve existing models to make them more
efficient and/or accurate. The current work is an attempt to contribute
to the latter. In this work, a general model referred to as DEEPAND has
been devised to capture the correlation between AND gates in NLFSR-
based lightweight block ciphers. DEEPAND builds upon and generalizes
the idea of joint propagation of differences through AND gates captured
using refined MILP modeling of TinyJAMBU by Saha et al. in FSE 2020.
The proposed model has been applied to TinyJAMBU and KATAN and
can detect correlations that were missed by earlier models. This leads to
more accurate differential bounds for both the ciphers.

In particular, a 384-round (full-round as per earlier specification) Type-
IV trail is found for TinyJAMBU with 14-active AND gates using the new
model, while the refined model reported this figure to be 19. This also
reaffirms the decision of the designers to increase the number of rounds
from 384 to 640. Moreover, the model succeeds in searching a full round
Type-IV trail of TinyJAMBU keyed permutation Pip24 with probability
27198(>> 27128) This reveals the non-random properties of P1oz24 thereby
showing it to be non-ideal. Hence it cannot be expected to provide the
same security levels as robust block ciphers. Further, the provable secu-
rity of TinyJAMBU AEAD scheme should be carefully revisited.
Similarly, for KATAN32, DEEPAND modeling improves the 42-round trail
with 27! probability to 277. Also, for KATAN48 and KATANG64, this
model respectively improves the designer’s claimed 43-round and 37-
round trail probabilities. Moreover, in the related-key setting, the DEEPAND
model is able to make a better 140-round boomerang distinguisher (for



both the data and time complexity) in comparison to the previous boomerang
attack by Isobe et al. in ACISP 2013. In summary, DEEPAND seems to
capture the underlying correlation better when multiple AND gates are

at play and can be adapted to other classes of ciphers as well.

Keywords: MILP - KATAN - TinyJAMBU - Symmetric-Key Crypt-
analysis

1 Introduction

One of the fundamental decisions in any iterative block cipher design, once we
have a good round function, is the number of rounds. This decision is a trade-off
between security and efficiency and plays an even more critical part in the context
of Lightweight Cryptography which is referred to as crypto tailored for resource
contained environments. A typical way to decide this is to take into account the
penetration of best attack available and then adding some more rounds as the
so-called security-margin. Traditionally, designers try to prove how many rounds
are sufficient to resist a certain kind of attack. This in general is a rigorous task
and primarily limited to a specific construction. For instance resistance against
differential cryptanalysis [3] relies on the number of active sboxes in the best
available differential trail. It has been a long standing question if these seeming
critical task of cryptanalysis could be automated or aided in some generic way.
Though there have been initial attempts in this direction but the first major
breakthrough in this direction is attributed to Mouha et al. [7] who was one
of the first to demonstrate how the cryptanalytic problem of determining min-
imum number of active sboxes could be modeled as an optimization problem
which could in turn be solved by automated solvers. In particular, the authors
showcased how Mixed Integer Linear Programming (MILP) can be leveraged as
an ingenious cryptanalysis aid. This seminal work spawned an entirely new line
of research where the goal is at one hand to increase the breadth of the strat-
egy with new modelings (applications to linear, division, impossible differential
cryptanalysis). On the other hand the idea is to improve upon the existing mod-
els to capture the underlying crypto property as closely as possible. The current
work aims to add to state-of-art with better MILP modeling.

Interestingly, researchers have shown that there are mechanisms to precisely
model valid transition for many crypto properties [13,12,11]. However, the catch
is that this results in models becoming over-constrained thereby infeasible to be
solved in reasonable time. On the other end of the spectrum is an over simpli-
fied model which might lead to invalid transitions. There is a rich body of work
that tries to reach a middle ground by what can perhaps be referred to as bal-
anced modeling [4,2]. In FSE 2020, Saha et al. made an interesting observation
in this line of balanced modeling for the NIST-LWC [8] competition finalist Tiny-
JAMBU [1]. The authors pointed out that correlation between multiple AND
gates could lead to them becoming dependent leading to joint propagation of
differential characteristics. Our research pushes the boundaries to reveal that
further refinement is possible and a generalized model can be devised to extend



the findings to a class of Non-Linear Feedback Shift Register (NLFSR) based
lightweight block ciphers with specific results on KATAN [5] and TinyJAMBU [1].

1.1 Owur Contributions

Generalizes AND Modeling Framework The current work proposes a gen-
eralized model to capture first-order correlation in single as well as multiple
AND gates. This is a direct improvement over the recent work [9] by Saha et
al. where a new MILP model was developed leveraging AND gate correlations.
To be precise, the analysis by Saha et al. exploits two subsequent AND com-
putations with a common input position (for e.g the middle bit position b out
of three inputs a, b, ¢ to the subsequent ANDs). The present work provides fur-
ther insight into this interesting correlation by extending it to multiple AND
gates. The findings show significant impact on the actual probabilities of the
differential trails. More specifically, the common input position in the two sub-
sequent ANDs will be revealed when a particular difference pattern. For instance
if (Aa, Ab, Ac) = (1,0, 1)) one has to pay a probability for only the first AND
whereas the second AND will pass freely. We further re-investigate this case and
observe that due to the difference (Aa, Ab) = (1,0), the output difference (Az;)
of the first AND directly reveals the bit b, i.e., Az; = b. Once Az; is fixed,
passage through the second AND is for free. From another perspective, for an
AND gate with two inputs a, b, if we know the bit value of a, then for a given
difference pattern (Aa, Ab) = (0, 1), the output difference Az = a will become
deterministic. We would like to emphasize that the distribution of differences in
AND gates under conditionally known inputs might be well-known. However, in
the current work we revisit this in the light of correlations that develop and can
hence be exploited in MILP modelings.

Improved Bounds for TinyJAMBU and KATAN Our research constitutes a
comprehensive study of all correlation that develop (and were perhaps missed in
earlier attempts) with or without conditionally known inputs. These correlations
when incorporated in MILP models lead to the best trails known on NLFSR-based
ciphers TinyJAMBU and KATAN which in-turn can be exploited to mount distin-
guishing and forgery attacks. It is worth noting that correlated AND, though not
a new observation, earlier results were only restricted to the single AND gates.
For NLFSR-based ciphers employing multiple ANDs, the current work adds newer
cases there also bettering the size of the differential trail clusters generated. All
finding are consolidated a new generalized refined model. Finally, we apply this
new model in the keyed-permutation of TinyJAMBU AE and to all the KATAN
-variants and show that our model captures all possible correlations between
ANDs and provides a better optimal differential trails in comparison to previous
models.

Notion of Conditionally Free Rounds The work builds upon two funda-
mental observations which are looked at from an information theoretic way in
terms of conditionally known inputs and how much reduction it leads to in terms



of the overall entropy of the values and differences that related to one/multiple
AND gates. The Observations 2 and 3 help identify the underlying principle
behind the chained (a term introduced in [9]) AND gates by introducing the
notion of what we refer as conditionally free rounds. The primary motivation
is to redefine the notion of correlated AND operations (Lemma 1) using these
observations referred above. The proof idea stems form the fact that for some
specific differential inputs and output of the AND gate, we gain some extra infor-
mation about the actual bits of the internal state thereby reducing the entropy.
The observations are further exploited to develop a generalized MILP model for
differential cryptanalysis, referred to as DEEPAND, which has the potential to
captures all possible correlations between multiple ANDs in NLFSR-based (AND
based) block ciphers. Consider a NLFSR-based block cipher with 4 AND gates.
Suppose, the AND gates compute (a} -b), (b-af), -+ , (ay,-b), (b-a}) across some
rounds. Using Observation 2 and 3, we have proved that these 2h AND opera-
tions are correlated. Essentially, if b = 0 and out of these 2k AND computations,
m AND gates are active, then due to the correlated nature between the AND
gates the output of these AND computations can be fixed with probability 27!
instead of 27™. The proposed DEEPAND model employs the following properties
to find differential trails

1. Captures all possible correlations between several AND computations
2. It also exploits Observation 2 and 3 independently to gain advantage to
penetrate some extra rounds freely in the differential trails.

As an immediate application, the DEEPAND model is applied on KATAN
block cipher to find differential trails which are better than existing ones. We
have explicitly shown trails where the dependency between several AND compu-
tations are captured. The model is also able to improve the related-key boomerang
attacks on KATAN. To show the versatility of the model, it is also employed on
keyed permutation of TinyJAMBU. The model is able to improve the differential
trails of TinyJAMBU in comparison to the ones retrieved by the refined model
due to fact of employing Observation 2 and 3. Finally, a forgery attack on
TinyJAMBU is mounted with a probability of 2767-88,

1.2 Outline of the Paper

This paper is organized as follows. First, the description of TinyJAMBU and
KATAN are given in Section 2. In Section 3, DEEPAND model is introduced and
we revisit the correlation between two subsequent AND gates in the previous
refined MILP model and further, we have shown some observations regarding
the non-uniform behaviour of the output distribution of the AND gate. Based on
our observations, we propose a framework to capture the dependency between
multiple AND gates in Section 4. Section 5 deduces a new MILP model for a
class of NLFSRs with a single/multiple AND in the feedback function to efficiently
search for differential trails. Our results on differential cryptanalysis for the keyed
permution of TinyJAMBU and KATAN family of ciphers is described in Section 6
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and Section 7, respectively. Finally, the concluding remarks are furnished in
Section 8.

2 Preliminaries

In this section, first of all, the notations used in the paper is described. Then a
brief description about TinyJAMBU and KATAN have been provided.

Table 1: TinyJAMBU Variants

AEAD Variants of Size in bits Number of Rounds in

TinyJAMBU Mode State Key Nonce Tag Iz P
TinyJAMBU-128 128 128 96 64 640 1024
TinyJAMBU-192 128 192 96 64 640 1152
TinyJAMBU-256 128 256 96 64 640 1280

2.1 TinyJAMBU
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Fig. 2: The Initialization of TinyJAMBU [9]



TinyJAMBU is a variant of JAMBU that was selected as a finalist in the
NIST Lightweight Cryptography competition. It uses a 128-bit NLFSR-based
keyed permutation with 128-bit state size and 32-bit message block size. It of-
fers better security than JAMBU and duplex mode with nonce reuse. The per-
mutation, denoted by PlK , has [ rounds and supports key sizes of 128, 192,
or 256 bits. In short, we use P; to denote an l-round keyed permutation of
TinyJAMBU throughout the paper. The i** round of the P; permutation trans-
forms a 128-bit state to another 128-bit state. The transformation is defined by
sf = 50 @ s47 D 570585 D 591 D ki mod |K|> Where sy is the transformed state and
ki mod k| is the secret key. The permutation is shown in Figure 1. The Tiny-
JAMBU mode has three variations named TinyJAMBU-128, TinyJAMBU-192,
and TinyJAMBU-256, with specifications listed in Table 1.
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Fig.3: The Description of TinyJAMBU Mode [9]

The TinyJAMBU encryption process has four stages: Initialization, Associ-
ated Data Processing, Encryption, and Finalization. In the Initialization stage,
the state is initialized through key and nonce setup. In the Associated Data Pro-
cessing stage, each data block is processed by XORing with the state, updating
the state with P;, and XORing the associated data block with the updated state.
In the Encryption stage, each message block is encrypted by XORing with the
state, updating the state with B, injecting the message block into the first block
of the state, and producing the ciphertext by XORing the message block with
the second block of the state. In the Finalization stage, the authentication tag
T = To||T} is generated by XORing with the state, updating the state with B,
extracting Tp from the state, XORing again with the state, updating the state
with P;, and extracting 75 from the resulting state. The overall structure of the
TinyJAMBU mode is depicted in Figure 3, where the permutations P; and P are
specified in Table 1.

2.2 KATAN

The KATAN family is a very efficient NLFSR-based hardware-oriented block ci-
pher with three variants, namely KATAN32, KATAN48, KATAN64 correspond to
32, 48, and 64-bit block sizes. All these variants have 254 rounds and use the



non-linear functions N'F; and N F5. Also, they use the same LFSR-based key
schedule which takes an 80-bit key as an input. The general structure of the
KATAN cipher is as follows. First, the plaintext is loaded into two registers L
and L. In each round, several bits are taken from the registers to fed into the
non-linear functions, and finally, the output of N F; and N F is loaded to the
least significant bits to the registers. The key schedule function expands an 80-
bit user-provided key k; (0 <14 < 80) into a 508-bit subkey sk; (0 < i < 508) by
the following linear operations,

o [He 0<i<80
" | Kicso @ ki1 ® ki—so @ ki—13, 80 < a < 508.

Also, the two non-linear functions are defined as follows:

NFi(L1) = Li[z1] © Li[w2] © (La[zs] - La[z4]) © (La[zs] - [R) @k,

NFo(La) = La[y1] © La[y2] © (L2[ys] - La[ya]) © (Lalys] - La[ys])) © ks,

where IR is the pre-defined round constant value (see the specification in [5]),
and kg, ky are the two subkey bits. The selection of the bits z;,1 < ¢ < 5 and
yi, 1 < i < 6 are defined for each variant independently, and are listed in Table 2.
For KATAN32, the i-th round function is depicted in Figure 4, where k, < ko;
and ky, < ko;y1. Finally, after 254 rounds, the values of registers are output as a
ciphertext. For KATAN48, the non-linear functions N'F; and N'F, are applied
twice in one round of the cipher, i.e., the first pair of N'F; and N F, is applied,
and then after the update of the registers, they have applied again using the same
subkeys. Similarly, in KATAN64, each round applies N'F; and N F, three times
with the same key bits. More details about the specification of KATAN-family of
ciphers can be found in [5].
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Fig. 4: Round Function of KATAN32



Table 2: Parameters of KATAN Variants
KATANVariants‘|L1|‘\L2|‘$1‘x2‘m3‘x4‘$5‘y1‘y2‘y3‘y4‘y5‘y6‘

KATAN32 13 19 12| 7 (8|5 |3 |18 7 (12|10 8 | 3
KATAN438 19 29 18112 (15| 7 | 6 |28 |19(21 |13 |15 | 6
KATANG64 25 39 24115120111 9 | 3825|3321 (14| 9

3 Introducing DEEPAND Modeling

In this section, we introduce the basic idea behind DEEPAND which attempts
to generalize the way AND gates are modeled by proposing a systematic way
to capture the correlation between AND gates. We first revisit the difference
distribution of the output of an AND gate under certain restrictions on the
inputs. We then show how the refined model given in [9] can be interpreted as
a special case of DEEPAND. We later show how DEEPAND can better capture
correlations in both single and multiple AND based NLFSRs.

Our first goal is to look at the difference distribution of an AND gate. Consider
an AND gate A; with (a,b) as its input, (Aa, Ab) as its input difference, and
Az as its output difference. Then, the output difference Az can be expressed as
shown in Equation 1.

Az = Ai(a,b) ® A1(a ® Aa,b D Ab)
=(a-b)®(a® Aa)- (bd Ab)
= (a-Ab) ® (b- Aa) & (Aa - Ab) (1)

The distribution of Az corresponding to all values of (a,b) and (Aa, Ab),
is shown in Table 3 from where it is evident that for a given non-zero input
difference (Aa, Ab) of A, Pr(Az = 0) = Pr(Az = 1) = 271, ie., it behaves
uniformly. However, under certain conditions, Az behaves non-uniformly An
example for this non-uniform behavior is shown in Example 1. From Table 3,
the following observations have been made*.

Example 1. Pr[Az =0|(a=0,4a =0,4b=1)] =1

Observation 1. If the value of a, b, Aa, and Ab are known, then Az becomes
deterministic.

Observation 2. If Aa =0, Ab =1 and the value of a is known, then Az can
be determined with probability 1. Similarly, if Aa =0, Ab =1 and the value of
Az is known, then ‘a’ can be guessed deterministically.

Remark. If Aa =0, Ab = 1, then from Equation 1, Az = a. This means, for
an input difference (Aa, Ab) = (0, 1), if a is known, then Az is also known and
vice versa.

“Observation 1 may seem trivial but it has been included for the sake of complete-
ness.



Table 3: Difference Distribution of AND Gate

a b Aa Ab Az
0 0 0
0 1 0
0 0 1 0 0
1 1 1
0 0 0
0 1 0
0 1 1 0 1
1 1 0
0 0 0
0 1 1
1 0 1 0 0
1 1 0
0 0 0
0 1 1
1 1 1 0 1
1 1 1

Observation 3. If Aa =1, Ab = 0 and the value of b is known then Az can
be determined with probability 1. Similarly, if Aa =1, Ab =0 and the value of
Az is known, then b can be guessed deterministically.

Remark. The explanation is similar to the explanation of Observation 2.

Based on the above observations from Table 3, it is evident that the dis-
tribution Az directly depends on the input bits a,b when the input difference
(Aa, Ad) is fixed. According to Equation (1), the Az can be re-written in the
following way.

0, if (Aa, Ab) = (0,0),

v K2 %f (Aa, Ab) = (0,1), @)
b, if (Aa, Ab) = (1,0),
a®badl, if (Aa,Ab)=(1,1),

We refer to the view captured by Equation (2) as DEEPAND. With the DEEPAND
view of Az in place, we are in a position to revisit the refined model proposed
by Saha et al. [9] for TinyJAMBU.

3.1 Refined Modeling as a Special Case of DEEPAND

We start by restating the observation made by Saha et al. in the so-called Refined
Model. Consider two AND gates A; with (a,b), and Ay with (b, ¢) as their inputs,
i.e., they both share a common input as b and hence referred to as correlated.
Also, let (Aa, Ab), (Ab, Ac) are the input differences, and Az;, Azy are the
output differences of A;, As respectively. The primary observation in [9] was that



when (Aa, Ab) = (1,0) and (Ab, Ac) = (0,1) then Az; = Azy = b. This implies
that, for two correlated AND gates A; and Ay, when (Aa, Ab, Ab) = (1,0,1),
then both the output differences are 0 with probability 27! or 1 with probability
271, Whereas, for two un-correlated AND gates this figure would have been 272,
Lemma 1 gives a separate perspective on the two correlated AND gates based
on the Observations 2 and 3.

Lemma 1. Let the input difference to two correlated AND gates be (Aa, Ab)
and (Ab, Ac) respectively and corresponding output differences be Az and Azs
respectively. If Aa =1, Ab=0, Ac =1, then Pr[Az = Az)] =271

Proof. First of all, the value of Az; is computed first. Thus, for (Aa, Ab) = (1,0),
it can be concluded that Az; = b according to Observation 3. Also, for the second
AND gate with (Ab, Ac) = (0,1), Aze = b (from Observation 2). Hence, we have,
Pr[Az; = Az) = Pr(b) = 275 O

Remark. It is worth mentioning that despite being one of first attempts In [9],
the authors do not explicitly give a systematic way to capture the correlation
between two AND gates. Moreover, the authors have not considered the Ob-
servations 2 and 3 in their refined model. In this work, these two observations
along with Observation 1 are exploited to penetrate more number of rounds for
NLFSR-based ciphers.

4 DEEPAND Modeling of NLFSR-based Ciphers

A NLFSR is a shift register whose input bit, often called a feedback bit, is a non-
linear function of its previous state. In this section, we will first review some
different classes of NLFSRs based on the number of AND gates that are used
to define a non-linear feedback function. We will then state the explicit form of
these NLFSRs. Finally, we will describe how DEEPAND leads to a general attack
framework to capture correlations among single and multiple AND gates.

4.1 Case-1: Single AND Based NLFSR

Any n-bit cipher based on the NLFSR-based keyed permutation with single AND
gate can be further classified into two cases. In each round of the cipher, the
first one is to feed the the feedback bit using non-linear function to the most
significant bit (msb) in the state and then shift each bit towards the least signifi-
cant bit (Isb) (see Figure 1). Similarly, for the second one, compute the feedback
bit and feed into the Isb and then shift each bit towards msb. We now give the
explicit form of these two NLFSRs.

4.1.1 Computing Forward Differential Consider an n-bit NLFSR-based
—

cipher ¢ with s being its initial state value, where s = (s3, s9, ---, s¥ ).

Then, for each round number i,1 < 5 < [, the feedback bit f? is computed first,

in the following way:

10



7 i—1 1—1 i—1 1—1 _i—1
flresy @8, @ Dsy ~ Dsy Sy, ® K1) mod |K|-

where 0, j1, - - , jm are the tap bit positions of the NLFSR and uq, v1 (u1 < v1)
are the input bits to the AND gate. Then, the state bits in the next round (round
i+ 1) are updated as follows:

i sy, for0<j<(n—2)
J 14 forj=n—1

— “—
Consider a similar cipher C, whose tap bits are the same as that of C. The
«—
only difference is that the bits are shifted in opposite direction as that of ¢ and
. ) —
in the feedback function s’ is XOR-ed instead of s . The cipher C is called

reverse-fed cipher of E The feedback bit f* for Z is computed as follows:

i gi—1 1—1 1—1 i—1 _i—1
f =5i 69.“@8]'7” & s, @Sul Suy 69-Kv(z—l) mod |K]|-
and

i1

Si, frng ;
fi,  forj=0

{si—l for1<j<(n-1)
J
— =

To find the differential trails for such ciphers C, C, the probability is only paid
for the active AND gates through rounds. Thus, given an [ round differential trail,
the overall probability can be calculated by counting only the total number of
active ANDs in the trail. Also, it is to be noted that, the whole state bits become
unknown after n number of rounds. In another way, we can say that exactly
n — ¢ number of state bits are still known for the initial ¢ (1 < ¢ < n) rounds.
Therefore, in chosen plaintext scenario, we can deterministically bypass some of
the active AND gates by fixing the message bits for up to some initial i (< n)

rounds. This characteristic of any NLFSR-based ciphers E ,E is described in the
following lemma.

Lemma 2. For cipher E), forward differential trail for the first (u1+1) rounds is
completely free. For the next (v1 —uy) rounds, if the input differential to the AND
gate is 0 and 1 (i.e., As,, = 0,As,, = 1) then the output of the AND gate can
be determined with probability 1 (conditionally free). Similarly, for a cipher

—
C, (n —v1) rounds are completely free and (v1 — u1) rounds are conditionally
free.

Proof. As both the inputs to AND gate are known for the first (u; + 1) rounds,
the output difference of the AND gate can be bypassed with probability 1. For
the next (v; —uq) rounds, the u;-th bit in the state, i.e., s, is still known to us
from the given input message. Therefore, at the intermediate rounds i (u; +1 <
i < wvy) if the input difference corresponding to the AND gate becomes (0, 1),
ie., As,, =0 and As,, =1, then by Observation 2 the output difference of the

AND gate can be deterministically bypassed. The proof for the cipher E follows
a similar approach. O

11



Note that, in the chosen plaintext attack model (CPA), Lemma 2 can be ex-
ploited by carefully choosing the message bits. This, in turn, reduces the degrees
of freedom of the message space.

4.1.2 Computing Backward Differential While computing the backward
—

differential for a cipher C, the feedback function remains almost the same except

only the index of the bits are changed. Consider that the initial state is t? and

the intermediate state after the i*" round is t*. Then the feedback bit, f? for the

i*" round is computed in the following way:

Dt @ t:hﬁ;h & K(i—1) mod |K]|

‘ i—1 i—1
Pt @ ot
and the state bits are updated as follows:

b t7y, for1<j<(n—1)
i 14, for j = 0.

N
Similarly, for cipher C, the feedback bit is computed as

=t oot Loty ot it 1 @Ki—1) mod K|
and

i t;;ll, for0<j<(n—-2)
T for j=n—1.

Lemma 3. For cipher 8, backward differential trail for first (n—wv1 —1) rounds
is completely free. The next (v —uy) rounds are conditinally free. Similarly, for

+—
cipher C, the first (u; — 1) rounds are completely free whereas the next (v —uy)
rounds are conditionally free.

Proof. The proof is quite similar to that of Lemma 2 O

4.2 Case-2: Multiple AND Based NLFSR

Consider an n-bit NLFSR-based block cipher B with the initial state value as
s9=(s), 89, .-+, s9_1). At each round i, the feedback bit f* is computed in the
following way.

i—1 i—1 i—1 i—1 _i—1 i—1_i—1
GBS DS, DS, S, O Bs, s, BK_i,

7
f = Sjl Im

where
k*~1 is the key bit used in the " round,
— j1,*+ ,Jm,n — 1 are the taps of the NLFSR,

— uj, v; are the inputs to the AND gate A; such that u; <v; <n—1,1<j <h,
— J1 < jo = Ui, < Uj,-

12



Also, the state in the next round is updated in the following way.

Si. =

{s;_ll, for1<j<(n—-1)
J

14 for j = 0.

N

Lemma 4. For a cipher D, in the forward differential, the output of gate A; is

deterministic for the first (u;+1) rounds. For the next (vj—u;) rounds, the output
—

of the AND gate is conditionally free. Similarly, for a cipher D, the reverse-feed

2
cipher of D, the output of gate A; is deterministic for the first (n — v;) rounds
and conditionally free for the next (v; — u;) rounds.

Proof. For cipher 2_5, as s!, and sf}j are known for 0 < i < uj, so AA; can be
deterministically computed for the first (u; 4+ 1) number of rounds as both inputs
to the AND gate are known.

Suppose, during the intermediate rounds, sf)j is known and sij is unknown
for u; +1 <4 <wvj; (round number u; + 2 to v; +1). If Asij =0 and Asij =1,
then by Observation 3, AA; = sZJ] Hence, for round u; 4+ 1 to v;, AA; can be
determined with probability 1 when such conditions are met.

For cipher 5, sij and sij are known for 0 < i < (n—wv;—1). Hence, AA; can
be determined completely free for first (n —v;) rounds. s;, is known and s;, is
unknown for (n —v;) <4 < (n—wu; —1) (round number (n—v; +1) to (n —u;)).
If Asfjj =1 and Asij = 0, then by Observation 2, AA; = sij. Therefore, for
next (v; — u;) rounds, AA; can be determined with probability 1 when such
conditions are met. O

In the same fashion, computing the backward differential, the feedback bit
f* for i*® round is computed as

Fretiih @ @t L &t @t 4 & et Lty b @k
and the state in the next round is updated as

b t7), for0<j<(n—2)
7 A, for j =n—1.

N
Lemma 5. For cipher D, in the backward differential, the output of gate A; is
deterministic for first (n —v; — 1) rounds. For the next (v; — u;) rounds, the

output of the gate is conditionally free. Similarly, for a cipher D, the reverse-feed
—

cipher of D, in the backward differential the output of gate A; is deterministic
for first (u;) rounds and conditionally free for next (v; — u;) rounds.

— . .
Proof. For cipher D, as ¢, ., and t;, ,, are known for 0 < ¢ < n—wv; — 2, so

AA; can be deterministically computed for first (n — v; — 1) number of rounds
as both inputs to the AND gate are known.
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ti,,+1 is known and ¢, ., is unknown for n —v; —1 <4 <n —u; —2 (round
number n—v; ton—u; —1). If At;, _; = 0and At =1, then by Observation 2,
AAj =t 1. Hence, for round n — v; to n —u; — 1, AA; can be determined
with probability 1 when such conditions are met.

+—
In similar way, it can be proved for D. O

4.3 Generalization of Chained ANDs

Consider an n-bit cipher C with (S, Su,), (Sus, Sus) and (As,, = 1,As,, =
0), (Asy, =0, As,, = 1) are respectively two sequential inputs and their differ-
ences to the AND gate. Suppose we have differential trail and at the round 7, we
see that the input difference As,, = 1, As,, = 0 happens at the AND gate and
Az be the coresponding output difference. Then, according to Observation 3,
the internal state bit s,, will be revealed due to the relation Az = s,,. Thus,
after the (us — uy — 1) number of rounds, i.e., at the round ¢ + (ug — uy — 1),
Asy, =0, As,, = 1 becomes the input difference to the AND gate. In this case,
by Observation 2, this active AND gate will be freely bypassed as we know the
bit value s,,. Therefore, if the subsequent input differences to the AND gate
are 1,0,1 then instead of paying the probability of i, we only have to pay the
probability of % In another way, we can say that when this subsequent 1,0, 1 bit
difference arise in the AND gate, we will count it as one active AND. Because,
out of two subsequent active ANDs, we only pay the probability for the first one
(i.e., when As,, =1, As,, = 0) whereas the second (where As,, =0, As,, = 1)
one will pass with probability 1.

In the refined modeling paper [9] introduced for TinyJAMBU, the authors
added some extra constraints in the simple MILP model and recorded all the
two subsequent ANDs with 1,0,1 bit differences which helps to increase the
overall probability of the differential trail. We named this kind of two subsequent
ANDs with 1,0,1 bit differences as Chained AND Bit Pattern (BAND). Now,
if we consider a NLFSR with multiple ANDs-based cipher, then there might
arise more than two subsequent ANDs with various bit difference patterns that
might significantly increase the overall probability of the trail and we named it
as Multiple AND Bit Pattern (MAND). Before going to define it, we give one
example to show how MAND increases the probability in the trail.

Ezxample 2. Suppose, we have an n-bit cipher B with two ANDs, where n = 32
and (3,8),(10,12) are the two different AND’s input positions in the NLFSR
state. At the round 7, we assume that a particular bit difference Asg = 1, Asy =

, Asg = 0, Asy =1, and As.o = 0 happens in the state. Also, we choose the
bit difference 0 at the third position in the state as a pivot. In the subsequent
rounds, this pivot will activate some related AND gates, and then it helps to
freely pass some subsequent ANDs in the following way.

1. At round ¢, since Asg = 1, As3 = 0 happens, we get the information of the
state bit at the pivotal position according to Observation 2.
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2. Then, at the round ¢ + 7, the pivot goes to the bit position 10 and acti-
vate the second AND gate as Asjo = 1, Asjg = 0. Thus, according to the
Observation 3, this active AND will be freely passed.

3. Similarly, when the pivot goes to the 12-th position in the state at the round
1+9, the AND will be passed detrministically according to the Observation 2.

The above steps are summarized in the Table 4a. In this example, we have
to only pay the probability of 27! instead of 273, as the total number of active
ANDs subject to the pivot is 3.

Table 4: Examples of MAND and BAND

(a) An Example of MAND (b) An Example of BAND
Rotund NLFSR State Bit Positions’ Round NLFSR State Bit Positions?
Aslg Aslo ASg AS5 ASg A51 Asfg A821 A824 A827
i 0 0 0 1 0 ) 1 0
i+5 0 0 - 0 - - i+ 3 - 1 0
i+ 7 0 1 0 - - -
i+9 | 0 1 - - - - -

Let us denote Asj» to be the state difference As; at round 7 and 5; to be

— — .
the state value s; at round i. Also, for ciphers like ¢ and D, we use As;, to
be the the pivotal bit difference at the position uq, the first AND bit position.

We now furnish the formal definitions of BAND and MAND for ciphers E and
— — —
D respectively. They can be defined similarly for ciphers like ¢ and D.

Definition 1 (Bi-AND Bit Pattern - BAND). Consider the cipher 8 with
(u1,v1) as its input position of the AND gate. BAND of a pivotal bit difference

(Asf)1 =0) is denoted by BE and is defined as a bit string in the following way.

pivot
g —_ Iy = Asy, when As;, is at uy
Bi =11 As,, 71, where i+ (v1—u1) P
1 = ASy, when As;, is at vy

Ezxample 3. Consider an NLFSR-based block cipher 8 with n = 32 and (24, 27) as
the inputs to the AND gate A;. Let us assume that, at round (> 42), particular

!The bit values in Ass, Ass, Asz, Asy, and As_s are shown in orange, green, red,
violet, and brown colors respectively.

2The bit values in Asa1, Asza, and Asgr are shown in blue, red, and green colors
respectively.
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bit differences of Asg; = 1, Asgy = 0, and Asy; = 1 occur in the state (see
Table 4b). Then the BAND of the pivot Asb, = 0, BE is given as below.

R
_ 1
BE = L[Asi 1 = Asi?| Asi, |Ash

oA i i o Adita AL
= Asyy| Asyy |Asyy, [ Asy™ = Asy_ ]

Definition 2 (Multiple AND Bit Pattern - MAND). Consider the cipher

B with (ui,v1), -+, (up,vn) denoting respectively input positions to h number
of AND gates. The MAND of a pivotal bit difference (Asfl1 = 0) is denoted by

MP and is defined as a (2h + 1)—bit string in the following way:

pivot
= —~ =
MP =11y - 4 As,, r1 - Tho1Th, where, 3 somep € {1,--- h}
l, = Asg(u’ful) when As;, is at u,
such that = Asit ™M) uhen Asi s at v
p Up u y

When there is exactly a single p € {1,---,h} such that [, = r, = 1, MP
collapses to a BAND which can hence be interpreted as a specific instance of
a MAND. With the above formalisms in place, we can now revisit Example 2
where the MAND of the pivot Asi = 0 can be captured as below.

MP = lgllrlrg = Aszl'ggAsg%AséAsg?
— Adi A i |Aei Al [ - Asita — Al
= A51A372A58A35, [ As; ™ = Asy_,]

We can demonstrate that the probability of a particular trail in an AND-based
cipher (1—5) can be significantly increased due to the occurrence of MANDs. To
detect the MANDs, we need to introduce variables that represent the output
differences of the AND gates in the intermediate rounds. For p € {1,--- ,h}, we
define AAL"” and AAy"" as the output differences of AND gate A, when the piv-
otal bit difference As;"* moves to positions u, and vy, respectively. When certain
MANDs occur at the intermediate rounds (out of a total of 2k + 1 bit patterns),
we can establish relationships among s!, , AA;"", and AA;"". These relation-
ships can help us understand how the occurrence of MANDs affects the trail
probability. We have already established how BAND is a special case of MAND.
The following lemma captures the behavior of BAND with regards to variables

AA;’“”, and AA;,’% introduced above. Later we use the notion of MP-weight
in subsequent lemmas to highlight the gain in trail propagation probability that
ensues due to MANDs.

Lemma 6. Consider a BAND with Bic =1L Ast1 ri. If ly = ry = 1, then
AAT™ = AAT™.
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Proof. According to the Observation 3, if [; = 1 and Asf“ =0, then AA?“1 =
s, . Similarly, as ry = 1 and As, = 0, we have AAT"" = s . Hence, we can

ul ul

conclude that AAY" = AAD, O

—

Definition 3 (MAND-weight). The weight of a MAND MP, denoted by wt(MP)
captures its Hamming-weight.

Lemma 7. Consider a MAND with MP =1, --- | Aszl ry -+ 1y and
wt(MP) =p+q. For {wy, - ,w,} and {y1, ,y,} C {1,---,h},

by = =y, =Ty = =7y, =1

PR Ty Uy PR 1,V
o AAL == AARS — AN == AL

Proof. By Observation 3, if l,,, = 1 and As! = 0 then AAZ}:”Q = s holds
Vg € {1,---,p}. Similarly, as 7,, = 1 and As!, =0, A;’:yg = s holds Vg €

{1,---,¢}. Hence, we can conclude that AAf,’ff"“l =...=AAy,,"" = AA;’lv“ =
= AA O

Lemma 8. Let wt(/\/liD) =m and m > 2. Then the subsequent output differ-
ences of m active AND gates can be restricted to probability 2~ instead of 27 ™.

Proof. As wt(MP) = m, then Lemma 7 implies that output differences of m
AND gates should be equal to 521. Thus the output differences are correlated
and the joint propagation probability increases from 27™ to 271. O

4.4 Experimental Evidence of MAND

The effect of MAND is observed in the 60-round related-key differential trail of
KATANA48. The trail is listed in Table 15 with input difference 0x820031400000
and output difference 0x00018000c000.

The feedback function fi(L2) of KATAN48 consists of two AND gates. Ls[6]
and Lo[15] are inputs to one AND gate whereas Ly[13] and Lo[21] are inputs to
another AND gate. Using the NLFSR description from Section 4.2, the following
values can be fixed.

’U,1:6 1]1215 UQ=13 1}2221
Now we find the MAND with respect to the pivot As'%(= Asg%). In particu-
lar, we are finding the expression for M%). (B = KATAN48). From Definition 2,
MEB = lgllséos’rng
The values for Iy, Iy, 79, 71 are needed to be computed. Again from Definition 2,

in this case p € {1,2}. Thus,
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Iy = AS})03+(U2—’U,1) = As é03+(13 6) — As 110
2
— 1034 (v2—u 118
ro = As,, (v2—u1) = As;

ll — Asi(l)3+(u17u1) A5103

| = AsloB+EI—u) _ A2 _

Hence, M%), = 00011. Now using Lemma 7, we have y; = 1 and y, = 2 and
the following,

AA%O3,U1 _ AA103 Vo — AAlOB 15 AA103 21

The above equality can also be verified from the trail given in Fig. 5 (in both

the cases, the key difference is 0). Now, as wt(./\/llog) > 2, thus from Lemma 8 it
can be concluded that MAND is able to deliver a probabilistic advantage. Note
that, the above pattern 00011 can only be captured through MAND. BAND will
not be able to capture such patterns.

102 000000000000000000000000C0EE0  DOBEEO DOOEOLOOOOOO
103 00000000000000000000000000000  DOBOEO DOOEOOOOOOOO
104 00000000000000000000000000000  DOBOEO DOOOOOOO0OOO
105 10000000000000000000000000000  0OOGOO 0OOEOOO00OOO
106 11600000000000000000000000000 000000 00AOOHOEOOOO
107 0110000000000000000000C0OCEEL  DOGDEO 0OOOEOEEOOOO
108 00110000000000000000000000000  DOBOEO DOOEEHOOOOOO
109 00011000000000000000000000000  DOBOEO DOOEOLOOOOOO
110 00001100000000000000000000000  DOBOEO DOOEOOOOOOOO
111 00000110000000000000000000000  DOBOEO DOOOOOOOOOOO
112 00000011000000000000000000000  0OBOOO DOOOOOOO0000
113 000000011060000000000000000G0  0OOELEO 0OOBEHEOBOBO
114 0000000011000000000C00CCOCEED  DOGLEO DOOOEOEEEEOO
115 00000000011000000000000000CB0  DOBEEO OOOEOLOOOOOO
116 000000000011000000000000C0CB0  DOBOEO DOOEOHOOOOOO
117 00000000000110000000000000000 100000 0DOOOOOOO0000
118 00000000000011000000000000000 116000 00O0OOOO0000
119 060000000000011000000060000000 011000 0000G0OOOO0
120 00000000000000110000000000000 001100 0606GOEEBOBO

Fig.5: Experimental demonstration of a MAND occurrence. The figure shows
the last few rounds trail of the 60-round (120 iterations) KATAN48 related-key
distinguisher. In the figure, left, middle and right columns refer to the iteration
number, bit-differences in Lo and L; register respectively. In the L register, the
red-colored bits denote the position 6, 13, 15 and 21 (starting from left).

In the next section, we showcase, how the advantage that MAND provides
can ve leveraged in the DEEPAND modeling of NLFSR based ciphers using MILP.

18



5 MILP Based DEEPAND Modeling for NLFSR

For a given differential trail in NLFSR based ciphers, the probability is calculated
by counting the total number of active AND gates in each round. The objective
is to find the optimal trail with the minimum number of active AND gates in
a fixed number of rounds. In the simple MILP model, the goal is to minimize
the number of non-zero input differences to the AND gates in each round. The
authors of [9] studied the impact of AND gates on the trail probability for the
single AND-based NLFSR cipher TinyJAMBU. They found that subsequent AND
gates may depend on each other and form what we in the current work defined
as a BAND, which has a significant effect on the trail probability. To capture
such a BAND, they proposed a refined MILP model for TinyJAMBU. However, as
per our investigations, it has been observed that further refinement is possible
and a generalized model can be devised to extend the findings to a class of
NLFSR based ciphers. The refined model for capturing BANDs is described in
Section 5.1. In Section 5.2, we describe how to capture MAND for multiple AND
based NLFSR ciphers, which automatically includes BAND.

5.1 MILP Modeling of BAND

To model Z leveraging the BAND Bf, we use 7; to capture the correlation
among two subsequent active AND gates. For each round, we compute ; as
v = i Asi 1. According to Lemma 6, we have AAY" = AAP"'. Thus
for the pivot postion at u; in the consecutive rounds of the state, the following
constraints will be added to the MILP model to capture the correlation in BAND.

vi =1 Asi, ri,  AAY = AAYT < 1—;, AADT - AATM <1y,

5.2 MILP Modeling of MAND

The number of valid patterns of MAND, which captures the dependency among
the output differences of subsequent active AND gates, is described in the fol-
lowing Lemma 9.

Lemma 9. The number of valid patterns (\) of a MAND MP of an NLFSR-
2h
based cipher 2_5 with h AND gates is equal to > (2"?) =4h —2h —1.

m=2

Proof. Consider a MAND with wt(MP) = m. There are (Zl) valid patterns of

MP which shows the dependency between m subsequent active AND gates. By
Lemma 8, for a MAND, if m > 2, then we have shown a dependency between
the output differences of AND gates. Therefore, the total number of valid MAND
will be (3) + (%) +--- (5F) =4" —2n — 1. O
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For modeling the dependency among the subsequent active AND gates, the
approach is quite similar to the model given in [9]. To do so, first, a constraint is
used to identify which AND gates are correlated and then pairs of AND gates are
considered to model the dependency between them. So, to capture any bit dif-
ference pattern in the MAND with m > 2, we have added some extra constraints
corresponding to the chained active AND gates in the simple MILP modeling. As

the MAND MP has X different valid patterns, we take ., 1 < z < X to capture

the correlation among wt(MP) number of active AND gates.
Thus for the pivot postions at u; in the consecutive rounds ¢ of the state, we
have A number of 7, and compute them in the following way.

7z:lw1"'lw,,lw;"'lw;/ Aszlryl...ryqq...q

lwlz...:lwp:ryl:...:ryqzl

lwi:"':lw;,:ryiz"':ry;,zo
{wlv"'>wp}u{w17""wp'}:{u17""uh}v

Where, / Ty

{wl,--~,wp}ﬂ{wl,--~,w,}—®,

Such that , ;P
{yla""yq}u{yh"'7yq’}:{vlv"'avh}a
{yla"'ayq}ﬁ{y17"'7yq’}:®

Lemma 7 implies that AAy " = ... = AA:[,Z"’” = AA = = AA;’:”Q.
Therefore, for each of A valid bit difference patterns of a MAND, the correlation
is captured by the constraints given in Table 5. There constraints constitute
the DEEPAND model for MILP that is used to find the better differentials for
KATAN and TinyJAMBU leading to improved attacks on both the lightweight
ciphers which are discussed in the subsequent sections.

Table 5: MILP Constraints Pertaining to DEEPAND

Yz = lw, ...lwplw,l ...lw// Asil"'yl ...ryqq...r
p

AL = AL < 1=,
AL — AAG™ <11,

Y

/

la ~~

}1§t<x§p

AARSE — AALY <1 — .,

o o 1<t<p1<z<g
AAG Y — AALS™ <1 — 4,

6 Attacks on TinyJAMBU

The DEEPAND model has been applied to mount attacks on variants of keyed
permutation P;, P; of TinyJAMBU. We start with a brief discussion of the rele-
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vant previous attacks before sharing the results obtained in this work to give a
perspective on the degree of improvement.

6.1 Attacks on Keyed Permutation P,

In their security analysis of the mode, the designers consider P; to be an ideal
keyed-permutations which means under a chosen plaintext attack, P; cannot
be distinguished from a random permutation. This gives us a motivation to
evaluate the security of P; against differential cryptanalysis as a stand-alone
keyed-permutation. Furthermore, based on our proposed DEEPAND model, we
show that the keyed permutations P; and P, do not behave as a pseudo-random
permutations.

6.1.1 MILP Modeling for Finding Differential Trail As the design of
TinyJAMBU is similar to the cipher described in Section 4.1, from Lemma 2 it
can be concluded that the first (128 — 85 — 1) = 42 rounds are completely free
and the next (85—70) = 15 rounds are conditionally free. For the rest number of
rounds refined modeling [9] is employed. It is worth mentioning that our findings
with complete and conditionally free rounds lead to improvements of the results
reported in [9].

To find the differential characteristics of Py, in addition to the refined model,
the Observation 1 and Observation 2 are employed to improve the probability.
By Lemma 2, it can be concluded that the first (128 — 85 — 1) = 42 rounds is
completely free, but some of the next (85—70) = 15 rounds are conditionally free
when a particular difference pattern (Asr7g, Asgs) = (0,1) occurs in the input
to the AND gate and s7g is completely known. This conditional free scenario is
demonstrated in Table 6.

Consider the bits 70 and 85 in round number 43 to 57 of the trail given in
Table 7. It is evident from the table that in round 49 and 52, As3) = As2? =
0 and Asgd = Asd?2 = 1. As s33 and s32 are known, the output difference
of the corresponding AND gate is deterministic. Hence, this gives a factor of

Table 6: Part of differential trail of TinyJAMBU showing the effect of Observa-
tion 2.

#Rnd As70...85 Conditionally Free
) 0000000000000000 No
43 0000000000000000 No
48 0000000000000000 No
49 0000000000000001 Yes
50 0000000000000010 No
51 0000000000000100 No
52 0000000000001001 Yes
57 0000000100100000 No
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22 advantage in the probability. Notice that, although it gives a factor of 22
advantage in the probability, parallely it also decreases the message space by the
factor of 22. However, in general, in both the free and conditionally free cases,
the trail probability can be increased by fixing some of the input message bit
values. So, for the differential attack, we need a trade-off between the probability
and the message space (the data complexity of the attack).

Table 7: Type 4 Differential Trails of Psgy with Probability 2714
Input: ASi27...0 0x00000000 0x88040000 0x00000248 0x02000043
AS55...128 | 0x00000000 0x80000000 0x00010000 0x00000012
AS383...256 | 0x00000000 0x80000000  0x00000000  0x00000000
Output:  ASs11...384 | 0x04080000 0x80004000 0x00010200 0x00000010

Discussion It should be noted that the use of a single AND gate in TinyJAMBU
means that the dependencies between the AND gates (BAND) will remain the
same. Our analysis took into account the keyed-permutation of TinyJAMBU, so
these conditions will remain unaltered. A similar type of differential analysis was
performed in [10] using a refined MILP model, which showed that the first 43
rounds are free when both inputs to the AND gate are known. Additionally, we
have shown that even when only one input bit of the AND gate is known, the
output difference of the AND gate can be deterministic (for rounds 43 to 57).
This property was not captured in previous works [9,10], but we have identified
it as the underlying factor behind the DEEPAND model. This same property
leads to the modeling of the correlation among multiple AND gates when used
in a block cipher like KATAN. If we compare our model with [9], we need to omit
the initial free rounds and our model will be similar to theirs. However, if we
want to take advantage of the known plaintext scenario, then our model can be
better or at least as good as that of [10].

6.1.2 Cluster Differential Trail of Psss By employing the DEEPAND
model in MILP, we are able to find better differential trails. A comparison of
these three models for both Type-IV and Type-| differences with respect to differ-
ent rounds is summarized in Table 8. For 320 rounds, our model gives a differ-
ential trail with probability 278 which is much better than previously reported
results. For Psg4, a Type-1V differential trail with probability 2714 is found. The
trail is shown in Table 7. We obtained 4 differential trails with the same input
and output difference as shown in Table 7 each with probability 2714, 2715, 2716
and 2717, Thus the overall probability for the differential trail is 271317

Also, using the DEEPAND model, we have found a Type-IIl differential trail®
of Psg4 with probability 277!, The input and output differences are given in

*We have found a 384 round Type-lll differential trails with probability 277" by
running our DEEPAND model. Meanwhile, we don’t know why we did not get this trail
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Table 8: Best Results for Type-IV and Type-l Trails of TinyJAMBU Correspond
to Different MILP Models. “?” denotes that the solver has not stopped. Here each
entry equals — log, (Trailprobability )

Number of Simple Model [1] Refined Model [9] DEEPAND Model
Rounds Type-IV Type-I Type-IV Type-I Type-IV Type-l
128 2 6 2 6 0 5
192 4 13 4 12 2 11
256 8 22 8 20 5 19
320 13 33 12 29 8 28
384 - 45 19 41 14 407
480 - - 297 - 22 —
640 - 88 537 - 427 797
1024 - — — - 1087 -

Table 9 that consists of total 84 active active AND gates among which 6 gates
are completely free, 0 gates are conditionally free, and 13 gates are correlated.
Therefore to satisfy this Type-lll trail with probability 2755, we need to fix pre-
cisely 6 bits in the input message. As a result, the message space will become
reduced from 2!2® to 222, We then evaluated its probability by finding multiple
differential trails with the same input and output difference, given in Table 9.
We found 50 distinct trails with probability 2~7° or more, whose distribution
is listed in Table 10. By taking account of all these distinct trails, the overall
probability to satisfy this Type-IIl trail will become 276188

6.1.3 Differential Trail of Pgsg, P1o24 The MILP model developed in this
work has also been applied on the keyed permutations Pgsg and P1g24 to find the
best Type-lV differential trail. For, Pg49, we have found Type-IV and Type-I dif-
ferential trails with probabilities of 2742 and 277 respectively. We also searched

Table 9: Differential Trails of the TinyJAMBU Keyed Permutation P,

Keyed Differential Trail
Permutation Type probability Masks

Pasa Type-1ll 2765 Input Difference: 0x048a2000 0x00000000 0x00000000 0x00000000
Output Difference: 0x40800441 0x00000000 0x00000000 0x00000000

Pero Type-lll 2798 Input Difference: 0xc3804381 0x00000000 0x00000000 0x00000000
Output Difference: 0x00000100 0x00000000 0x00000000 0x00000000

Poao Type-IV 212 Input Difference: 0x00000204 0x10000080 0x00412000 0x01020800
Output Difference: 0x20409200 0x88000480 0x00001020 0x00024001

Pross Type-IV 9108 Input Difference: 0x00308080 0x00002129 0x00000808 0x00420000
Output Difference: 0x40110000 0x02040920 0x00800048 0x00000102

by using the implementation provided in [9]. One possible reason is that in both models
the MILP solver did not stop to provide the best trails. In conclusion, this is not an
advantage of the DEEPAND model but perhaps was not captured in [9].
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Table 10: Multiple Type-lll Paths and Their Probabilities of Psg4
Probability 2765 9766 96T 9-68 9=69  9=T0

Number of Trails 3 3 7 10 13 14

for the best Type-lll trail of Pgq9 and were able to find a trail with probability
2793 (see Table 9). However, for Pjg24, we could only find a differential trail with
probability 2719, Note that the solver is unable to find the best trails due to a
higher number of rounds in both the permutations Pgsg,P1024-

6.1.4 Related-key Differential Trail of ’P11§§4, ’Pllfgz, and P12§860 The de-
signers have mentioned that if two related keys are available, then TinyJAMBU
has the sliding property which can be prevented by adding the frame bits to the
state. Although, for the keyed permutations P; in the TinyJAMBU mode, the
related-key differential attack is less practical compare to the single-key differ-
ential attack, we have applied our DEEPAND model for the keyed permutations
PiEs, Pi2,, and PZS, in the related key setting and found trails which are
summarized in Table 11.

Table 11: Related-key Differential Trails of the TinyJAMBU Keyed Permutations
P15, Piiss, and P

Keyed Differential Trail
Permutation Type probability Masks
Input Difference: 0x00000000 0x00000000 0x00000004 0x00000000
Pidsa Type-IV 214 Output Difference: 0x00000000 0x00000000 0x00000004 0x00000000

Key Difference: 0x20000000 0x00020000 0x00000000 0x00000000
Input Difference:  0x00000000 0x00000000 0x00000000 0x20000000
Pfi’fz Type-IV 9-10 Output Difference: 0x00000000 0x00000000 0x00000000 0x20000000
Key Difference: 0x01000000 0x00001000 0x00000000 0x20000000
0x00000000 0x20000000
Input Difference: 0x00000004 0x00000000 0x00000000 0x10000000
P Type-IV 278 Output Difference: 0x00000000 0x00000000 0x00000000 0x10000000
Key Difference: 0x00800004 0x00000800 0x00000000 0x10000000
0x00000000 0x00000000 0x00000000 0x10000000

6.2 Fixing Saha et al.’s Forgery Attack [9]

In this subsection, we show that the forgery attack furnished in [9] has a flaw
which makes it ineffective. To be precise, the flaw originates from the lack of
entropy or degrees of freedom in generating sufficient messages to create a favor-
able event for the forgery. We restate the attack in order to highlight flaw in the
arguments furnished in [9] followed by our fix. In their work Saha et al. discuss
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the forgery attack that can occur during the nonce setup or data processing
phase. The attack involves injecting a 32-bit difference A; into the i-th input
block and then cancelling the state differences by injecting another 32-bit state
difference A; 41 into the (i + 1)-th input block, which maps to Type-lll difference.
The attack is based on the existence of a differential trail that maps the state
difference (A;]|0%6) to (A;41/0%) through P; with probability p.

There are two types of attacks mentioned in the paper. The first one is called
the “probabilistic nonce-reuse almost universal forgery” where the length of the
associated data must be at least two blocks. The attacker repeatedly makes
queries to the encryption oracle with the same nonces to observe the tag T'. If
the observed tag T is matched with the tag T, the attacker succeeds in making a
forgery. This attack breaks the 64-bit security if the differential trail A; — A; 4
of P, has a probability p > 274, The second attack is called the “nonce-respect
almost universal forgery with reforgeability” where the attacker can choose the
first 64 bits (out of 96 bits) of the nonce N = Ny||N1|| N2, and can make a forgery
for any (A, M) immediately after finding N and T that satisfy the nonce-respect
requirement. The attacker repeatedly makes queries to the encryption oracle
with different nonces to observe the tag T'. If the observed tag T is equal to T,
the attacker succeeds in making a forgery. The success probability of this attack
is D x p, where D is the number of distinct nonces examined by the attacker.
Once the attacker finds a collision, they can obtain a valid tag for any (A, M)
by choosing the last 32 bits of the nonce arbitrarily.

Now to satisfy the trail A; — A;4; for P;, the number of distinct state pairs
(D) should be at least %. In another way, we can say that the expected number of
state pairs to satisfy a given trail A; — A; 1 will be D xp. For the second forgery
attack, by choosing different Ny, the number of distinct state pairs (S, 5") with
S@S = A; at the processing of the first nonce block will be D = 23!, Note that,
in this case, varying N; does not have any effect to increase the number of state
pairs (D). In [9], the authors found a differential trail A; — A, for P3zg with
probability p = 276268 (by considering multiple paths). Thus, for Ps3g, using the
second forgery attack, the attacker can find a state collision after exhausting the
first two nonce blocks with probability 231 x 2762:68 ~ 2731.68(« 1), Therefore,
for Ps3g, the proposed attack cannot effectively find a state collision to break
the 64-bit authentication security, i.e., the probability to make a state collision
at the first two nonce processing blocks will be 273168 even though the attacker
can make 231 x 231 (= 262) number of Q1 and Q2 queries.

In order to carry out a forgery attack in the nonce-respect scenario, the
attacker needs to perform two queries repeatedly:

Q1: The attacker makes a query to the encryption oracle with inputs (Ny||NVy
|| N, A*, M*) in order to observe the tag T

Q2: The attacker makes a related query to the encryption oracle with inputs
(No|| N1 & A;||Na @ A1, A*, M*) in order to achieve a successful forgery if
the observed tag T is equal to T

In this scenario, the number of chosen state pairs at the input of the second
nonce block for P; would be 232 x 23! = 263, This means that if a given trail
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A; — Ai+1 has a probability p > 2763, then after making queries of Q1
and Q2 for all nonces Ny, Ny, it is expected that there will be at least one
state collision at the third nonce block position, which will immediately lead
to the forgery. Additionally, if Ny||N1||No and No||Ny @ A;||Na & A4 are two
96-bit nonces that result in a state collision, then the attacker can choose the
last 32 bits of nonce N (#£ No, Ny & A1) arbitrarily to obtain a tag T for
(Nol| N1 || N2, A*, M*) through an encryption query. Then 7" will also be valid for
(No||N1 @ A;||No ® Ajqq, A*, M*) implying a forgery.

According to our analysis using the DEEPAND model for Psg4, we discovered
a differential trail with a probability® of 2% when an attacker has the ability
to manipulate 6 bits in the input message during encryption. After taking into
account multiple paths for this trail, the probability increases to 271-%8. How-
ever, in this forgery attack, the attacker has no control over the initial bits in
the message and cannot freely bypass some initial AND gates. Therefore, by not
considering the manipulation of the message bits at the initial 57 rounds of Tiny-
JAMBU state, the overall probability decreases to 276788, which is higher than
the original estimations made by Saha et al. and the designers. Our DEEPAND
model analysis for Psgq suggests that the security margin against differential
cryptanalysis is less than 4 bits.

7 Attacks on KATAN

In this section, to find the best differential trails of any rounds in the KATAN
ciphers, we will show that how the DEEPAND model efficiently captures the
correlated ANDs and significantly increase their trail probability. First, we will
show that the differential characteristics using our DEEPAND model for some
initial rounds of KATAN give a much better probability than the designer’s claims
in [5]. Then, we show that the related key boomerang attack on KATAN in [6]
can also be improved by employing this new model.

7.1 Improved Differential Cryptanalysis of KATAN

7.1.1 MILP Modeling of Free Rounds. In KATAN, there are three AND
gates where the tuples (ys,v4), (ys,vs), and (z3,x4) represent the input bit-
positions to the AND gates A1, Ao, and Aj respectively. Then by Lemma 4, the
differential output of the gates A;, As and Aj in the forward differential trail
are deterministic for the first (y4+1), (y6 + 1), and (x4 + 1) rounds respectively.
Also, they are conditionally free from the round number (y4 + 2) to (ys + 1),
(y6 +2) to (y5 + 1), and (x4 + 2) to (x5 + 1) respectively.

Similarly, by Lemma 5, it can be concluded that in the backward differential
trail, the output differences of the gates Ay, As and Aj are deterministic for the
first (n — y3 — 1) rounds, first (n — y5 — 1) rounds and first (n — 23 — 1) rounds

5The attack scenario does not allow for the attacker to control the input message
bits in the encryption process, thus we have taken into account the cost of fixing the
message bits by multiplying the overall probability by 27°.
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respectively and conditionally free from round number (n —y3) to (n —ys — 1),
(n—ys) to (n—ye —1) and (n —x3) to (n — x4 — 1) respectively. Here n denotes
the state-size of KATAN.

7.1.2 Modeling the Dependency Between AND Gates For KATAN,
there is only one AND gate in the L; register. In this case, a BAND can hap-
pen during intermediate rounds. To capture all the BANDs in rounds, we have
to track the BAND for each round and then we add the respective constraints
according to the MILP model discussed in Section 5.2.

In L, register, there are two AND gates and the dependency between two
different AND gates is not captured in the refined model. Consider a bit s} in
register Ly. For KATAN32, the MAND of the pivotal difference As} = 0 is

MIATANSZ — NG9 A\GITS) Ash |AsEAsTET = Ast As® 5| Ast |Ask Asl

Now by Lemma 9 there are (i) + (g) + (;1) = 11 patterns for which output
differential of several AND computations are inter-related. The MAND and its
corresponding differential bit patterns with refined probabilities are shown in

Table 12.

Table 12: MAND of As} and the corresponding differential value of related bits.

MAND | Asg | Asy | Asy | As] | As'y | Naive Prob. | Improved Prob.
11/0 |11 1 1 0 1 1 274 21
11/ 010 1 1 0 1 0 273 21
11/0 /01 1 1 0 0 1 273 21
10[0 |11 1 0 0 1 1 273 21
01/ 011 0 1 0 1 1 273 21
11/0 (00 1 1 0 0 0 272 21
10{ 010 1 0 0 1 0 272 21
01/ 010 0 1 0 1 0 272 21
10/ 0 |01 1 0 0 0 1 272 21
01/ 0 01 0 1 0 0 1 272 2-1
00[0[11 0 0 0 1 1 272 2-1

7.1.3 DEEPAND Based New Differential Trails for KATAN In [5], the
designers have claimed that for 42-round KATAN32, the best differential charac-
teristic has probability 271, However, for the initial 42 rounds, the DEEPAND
MILP model is able to find two identical differential trails with probability 277.

For 43-round KATAN48 and 37-round KATANG64, the best differential trail, as
claimed by the designers, can be found with probability 27 '® and 272° respec-
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tively whereas for both variants our model finds differential trails with probabil-
ity 2714,

Table 13: Differential Properties of KATAN Variants. #R < number of rounds,
fr < number of ANDs to be freely passed, Cf, <— number of conditionally free
ANDs, C'4 — number of correlated ANDs, ¢ <+ number of required ANDs where
probability should be paid, p, and p — refer to probabilities with and without

bit-fixing.
Cipher  #R Active Gates Difference Probability
t frCs Ca Input Output Pa P
42 7 4 1 0 0x08020040 0x00200420 277 271
KATAN32 74292 0 0 0x0000c010 0x40880101 2779 9781
817295 0 4 0x10802004 0x00000800 2729 9734

KATAN48 431410 0 O 0x000008442c10 0x040000000229 2~ 1% 27
KATANG64 37 17 3 2 0 0x4000002001000800 0x0444200000001000 2~ 17 2=2°

"Note that, this trail has the probability 2734 if we do not consider any message bit fixing.
232,

So, this 81-round trail can not be verified because the message space for KATAN32 is

7.2 Related Key Differential Attack

In the related-key setting, the DEEPAND model was applied to the KATAN32
cipher, and the best trail probabilities for various rounds are summarized in
Table 14. This model outperforms previous simple and refined models in cap-
turing multiple correlated ANDs. These correlated ANDs not only increase the
trail probability but also aid in finding longer differential trails. As a result,
this model can be used to identify better related-key differential trails for the
KATAN48 and KATANG64 ciphers compared to the simple and refined models.

7.2.1 Improving Isobe et al.’s Related Key Boomerang Attack [6]
The related-key boomerang attack is a combination of the boomerang attack
and the related-key differential attack. Such attacks are useful to build a distin-
guishers when it consists of two shorter differential trails with high probabilities.

In [6] for KATAN32 (= E; o Ey), the authors devise a 140-round boomerang
distinguisher, where both Fy and F; have 70-rounds. Based on their efficient
differential characteristics search for both Ey and E4, the authors provided max-
imum probability differential characteristics of each set in [6, Table 5,6]. In the
construction of the boomerang distinguisher, the authors choose a differential
characteristic of Ey corresponding to the set 8 [6, Table 4] with probability 279

"Note that, for larger rounds, the DEEPAND model could not find the best trails
due to too many constraints in the model.
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Table 14: Related-key Differential Properties of KATAN. #R < number of
rounds, fr < number of ANDs to be freely passed, C, < number of condi-
tionally free ANDs, C'4 — number of correlated ANDs, ¢ <— number of required
ANDs where probability should be paid, p, and p — refer to probabilities with
and without bit-fixing.

Cipher #R Active Gates Difference’ Probability
t frCr Ca Input Output Key Do P

60 30 0 0 0200004000 0200680084 AK[9,39,50,54,64] =1 273 273
KATAN32 70 0 0 0200042000 0200880801 AK[1,11,53,64,68,78) =1 277 277
7061 0 0 0280031000 0201200400 Ak[0,3,5,13,55,70,72] =1 27¢ 277

430 0 02a4020010 0200680084 Ak[3,4,7,10,17, 2=t 277

29,59,70,74] = 1

84160 1 1 02a0048000 0201180263 Ak[1,4,23,31,42,61] =1 276 2717

50 07 0 0 0x000000301800 02000180000000 Ak[17] =1 20 277

50 6 3 0 0 0z000003018000 02000000001460 Ak[13] =1 276 279
KATAN48 6 2 3 0 0x820031400000 0000060003000 AK[5,24] = 1 276 o~U
60 72 3 1 0x820031400000 0200018000000 Ak[5,24] = 1 277 2712

614 0 0  0xdb0000643018 02180000000005 Ak[6,25] = 1 276 2720

KATANGA 56 114 0 0 020000001c00e00000 0000020000001 cce0 Ak[11] =1 271 91s

57 133 0 1 0z0000004801c00000 0200000380001c0e00 Ak[1,7,20,26] = 1 2718 9-16

and of E; for the set 10 [6, Table 4] with probability 278. Thus the the prob-
ability to form a simple boomerang will be (279)2 x (278)2 = 2734, Whereas
for KATAN32, the attacker only has 23! number of input message pairs with a
fixed difference. To reduce the data complexity for this boomerang attack, the
authors have considered multiple trails with the same input and output differ-
ence. As a result, the overall probability for the trails in Ey and F; improves to
2771 and 2765 respectively. Therefore by combining these two differential char-
acteristics, the overall probability of the above 140-round related-key boomerang
distinguisher is increased to (277-1)2 x (276:5)2 = 27272,

Table 15: Sets of key difference considered in [6].

Set 0 1 2 3 4 5 6 7 8 9 10
Key
0,19 1,20 2,21 3,22 4,23 5,24 6,25 7,26 8,27 9,28 10,29
Difference

Plaintext | Lo[9] | L»[18] | Lo[8] | L2[17] |Lo[7,18]| L2[16] |L2[6,17]|L2[15,18]|L2[5,16]|Lo[14,17] | L2[4, 15]

Difference|L1[12]|L1[2,7,12] | L1 [11] | L4[1,6, 11]| Li[10] |L4[0,5,10]| L1[9] | La[4,9] | La[8] | La[3,8] |La[7,12]

Using the DEEPAND model, we have verified all the trails corresponding to
the differential characteristics of each set in [6, Table 5]. For set 0 and set 10,
we have respectively identified three and one correlated AND gates in the trails
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Table 16: Verified Related-key Boomerang Distinguisher of KATAN32 . In hex-
adecimal notation, the most significant bit (MSB) is placed on the right side and
the least significant bit (LSB) is located on the left side.

KATAN32
Input Diff | Output Diff Key Difference
No. | Prob.
Upper Lower Upper Lower
1. 2722 | 0200026000 0248008b00 02a0800000000002001504 | 0252c0a267036154 f c4c36

with probabilities 2712 and 2710 (without considering free and conditionally free
AND gates). Whereas, according to their search strategy, the trail probabilities
for set 0 and set 10 are 271 and 27'2. For other sets, the DEEPAND model did
not find any extra advantage in the trails. Moreover, if we do not consider the
predefined sets in Table 15, the DEEPAND model is able to find much better
70-round trails of probability 27 (> 279). So, by choosing two trails of proba-
bilities 277, 277 for both Ey, E;, we can form a boomerang distinguisher with
probability (277)2 x (277)2 = 2728, Also, in the similar fashion, we can further
reduce the data complexity of this 140-round boomerang attack by choosing the
multiple differentials correspond to the same input/output difference. For the
first boomerang in Table 16, the input and key difference of Ej is represented
by 4 trails of probability 277, 8 trails of probability 278, 16 trails of probability
279, and 32 trails of probability 2710, Similarly, the output and key difference of
E} is represented by 4 trails of probability 277, 8 trails of probability 278, and
32 trails of probability 27°. The overall probabilities of Ey and F; are approxi-
mately 27°92 and 2755, respectively. The overall probability of the boomerang
distinguisher can be calculated as (27°%2)2 x (275%)2 = 272294 which is greater
than 27272, Note that for the distinguishers given in Table 16, we have not
considered any message-bit fixing in order to take advantage of the cluster of
trails.

8 Conclusion

In this work, we have developed DEEPAND, a new generalized MILP model to
capture the first-order correlation in single/multiple AND-based (NLFSR) ci-
phers. The model is developed primarily on the basis of three Observations 1, 2, 3
and introduces the notion of conditionally free rounds. In this model, it is shown
that there can be dependencies among multiple AND gates in NLFSR-based ci-
phers. To capture the dependencies in a proper way, BAND has been introduced.
In addition, it is also shown that if one of the inputs of AND gate is known, then
for certain values of input differences of the AND gate, the output difference is de-
terministic. Using the DEEPAND model, we have primarily investigated the dif-
ferential properties of the TinyJAMBU'’s keyed permutations. For the full-round
of P1o24, we found a differential trail (Type-IV) with probability 271%8 highlight-
ing its non-ideal nature. For Pgyg, the figure is 2742, For KATAN, we report the
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best differential trail (verified”) for 42-rounds with a practical probability of 277
breaking the designer’s claim. We have also bettered the related-key boomerang
attack by Isobe et al. using DEEPAND. Finally, the designer’s differential trail
for 43-round KATAN48 and 37-round KATANG64 is also improved showing the
widespread applicability of the new model DEEPAND. Finally, DEEPAND model
developed in this work appears like an effective tool to probe into the corre-
lations that develop during the differential propagation and warrants further
investigation.
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