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Abstract

Indistinguishability Obfuscation (:O) is a highly versatile primitive implying a myriad advanced
cryptographic applications. Up until recently, the state of feasibility of O was unclear, which changed
with works (Jain-Lin-Sahai STOC 2021, Jain-Lin-Sahai Eurocrypt 2022) showing that ¢O can be finally
based upon well-studied hardness assumptions. Unfortunately, one of these assumptions is broken in
quantum polynomial time. Luckily, the line work of Brakerski et al. Eurocrypt 2020, Gay-Pass STOC
2021, Wichs-Wee Eurocrypt 2021, Brakerski et al. ePrint 2021, Devadas et al. TCC 2021 simultaneously
created new pathways to construct i© with plausible post-quantum security from new assumptions,
namely a new form of circular security of LWE in the presence of leakages. At the same time, effective
cryptanalysis of this line of work has also begun to emerge (Hopkins et al. Crypto 2021).

It is important to identify the simplest possible conjectures that yield post-quantum O and can
be understood through known cryptanalytic tools. In that spirit, and in light of the cryptanalysis of
Hopkins et al., recently Devadas et al. gave an elegant construction of iO from a fully-specified and
simple-to-state assumption along with a thorough initial cryptanalysis.

Our work gives a polynomial-time distinguisher on their “final assumption” for their scheme. Our
algorithm is extremely simple to describe: Solve a carefully designed linear system arising out of the
assumption. The argument of correctness of our algorithm, however, is nontrivial.

We also analyze the “T-sum” version of the same assumption described by Devadas et. al. and under
a reasonable conjecture rule out the assumption for any value of T' that implies :O.

1 Introduction

Indistinguishability obfuscation (iQ) for programs computable in polynomial-time [BGIT01] makes a pro-
gram as unintelligble as possible while preserving the functionality. Mathematically, iO(P) is indistinguish-
able to iO(P’) for any functionally equivalent programs P, P’ of the same size. iO’s importance is evident in
its central position as a powerful and versatile primitive for building a wide variety of modern cryptographic
tools (see e.g., [BGJS16, BPR15, BFM14, CLTV15, CLP15, GGG'14, KRS15, SW14]). Up until recently,
the feasibility of iO from well-established assumptions was not known. In recent works, Jain, Lin, and
Sahai [JLS21b, JLS21a] constructed O from three well-studied assumption: Decisional Linear assumption
(DLIN) over bilinear maps [BGAMMO05], Learning Parity with Noise over general fields [IPS09], and Pseudo-
random Generators in NCy [Gol00]. DLIN over bilinear maps, however, is an assumption broken in quantum
polynomial time.

In an effort to construct ¢O from conjectured post-quantum secure assumptions, specifically lattice-based
ones, an exciting line of works [BDGM20, GP21, WW21] construct ¢@ based on new circular security type
assumptions of LWE in the presence of structured leakages of their errors. Typically there is a lot of room in
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how you can instantiate leakages that imply 7O, and at the moment we do not have a stable understanding of
what constitutes an acceptable leakage. In fact, very recently [HJL21] showed that instantiations of several
assumptions of Gay-Pass and Wee-Wichs can be broken in classical polynomial time.

Ideally we would like to construct post-quantum O based solely on well-studied post-quantum assump-
tions such as LWE/LPN. Unfortunately, however, our understanding of conjectures implying post-quantum
10 is severely limited, and our confidence in them is much lower than those in classical constructions (LPN;,
DLIN and PRGs). Therefore, it is important that we strive to identify assumptions that are:

e Simple-to-state, and yet imply O,
e Can be reasoned about with cryptanalytic study.

We believe that this symbiotic relationship between constructions and constructive cryptanalysis could fur-
ther understanding of how to securely instantiate assumptions. To be clear, we do not endorse an unchecked
break and repair cycle, but a cycle that identifies new conceptual pathways. In this spirit, following the
cryptanalysis of [HJL21], the work of Devadas et al. [DQV*21] recently gave an elegant construction from
a fully-specified and simple-to-state assumption implying i(). We emphasize that their construction has
all parameters fully-specified. This is unlike the previous assumption of [WW21] which was very general,
and required that for some implementation choices, such as the PRF scheme involved, that the resulting
assumption is secure. The same is true with the assumption of [GP21], where the circuit implementations
of the functions involved were not fully specified.
Moreover, Devadas et al. back their instantiation with a thorough (initial) cryptanalysis.

Lessons from our work. A major open area is constructing post-quantum (. The most promising
approach currently being explored is formulating simple variations of LWE with certain leakage that are
sufficient. The recent work of [HJL21] shows the importance of fully specifying the assumption and crypt-
analysis (indeed, the attack of [HJL21] exploits freedom in the specification). Incorporating these insights,
the [DQV™21] assumption is fully specified, relatively simple, avoids [HJL21] attacks, Furthermore, the au-
thors of [DQV21] performed cryptanalysis using existing techniques. The purpose of our work is to identify
and understand weaknesses in the approach of [DQV*21] so that these may be overcome in future work.

On a very high level, the intuition of [DQV*21] was that tensored polynomial systems derived from LWE
not only bypasses the previous two attacks (as far as we know, the parameters are set so that sum-of-squares
attacks of [BHJT19] do not apply, and at the same time, the specifications are set so that the attacks of
[HJL21] do not apply). Our main result shows a new way to get around the apparent difficulties introduced
by tensoring. Therefore, we view our result contributing a new insight that will be useful in designing better
assumptions.

A key aspect in which our attacks differs from previous attacks [BHJT19, HJL21] on the new
“LWE+Leakage” assumptions [AJLT19, JLMS19, BDGM20, GP21, WW21] is that all previous attacks
apply to part of the leakage that is obtained over integer/small-valued domains such as the error or the
polynomial evaluations. On the other hand, our attack applies to the leakage that is given out over the
prime fields (the leakage on the secret in the LWE sample). This points to a new vulnerability in designing
such assumptions towards the grand goal of achieving ¢O.

Our Technical Contributions. In this work, we give a polynomial-time distinguisher and recovery al-
gorithm on the “final assumption” of [DQV™21] (stated on page 7; also formulated as Conjecture 2 on page
25) with parameters as suggested (page 23, Section 4.3). Our attack is algorithmically simple to describe:
solve a carefully designed linear system of equations. Our analysis, on the other hand, requires a significant
amount of care. In particular, the techniques we present and introduce in our analysis are of general interest
to studying the usage of tensor products in cryptographic constructions. The work of DQVWW21 begins
by considering tensor products of the form

[A; ®II® As],

which, if left unprocessed, are highly structured and allow an easy recovery of the matrices A; and Ay. To
hide A; and As, their construction instead outputs P - [Al QII® Ag] - R where the columns are mixed



by right-multiplying by a random rank-preserving matrix R — referred to as Kilian randomization, and the
number of rows are compressed by left-multiplying by a random matrix P of dimension M x m?2, where
M is slightly asymptotically smaller than m?2. These types of randomization techniques are used widely
in cryptography, and we show that they are insufficient for hiding matrices A, As. In fact, we show that
from the Kilian randomized matrix, one can efficiently recover a unique representation of A, Ay, namely
U, =A,;- A;% This is a crucial step in our attacks.

1. We first show that Kilian randomization on highly tensored matrices does not kill the tensor structure.
Consider positive integers m > w and let I,, denote a m X m square identity matrix. Suppose
Y [Al QI || In ® Ag] - R for some tall random matrices Ay, Ay € Zy"** and and some Kilian

matrix R € Z2™*?™ We consider the problem of recovering A;, Ay, and R from Y € Z?2X2m“’.
Intuitively, the Kilian matrix R is introduced to scramble the tensor structure in the hopes of preventing
the recovery of A; and A,. Indeed, observe that there is no unique solution to Ai, As, and R. This
is because for any invertible matrices Ty, Ts € Z}I"X“’, there exists a matrix R’ € ngw”’”w such that
[A] T ®II®A;-T] R =Y.

However, we show that this Kilian randomization turns out to be insufficient to prevent a meaningful
recovery of A; and A,. We consider an alternative question: Can we recover A1, Ay up to a unique
representation? In particular, we consider the problem of recovering A; - AZ_% where A;r € Z7*"

is the top w x w block of A; for i € {1,2}. These matrices are of the form Li”
i
A, € Z((Zm_w)xw. Two questions naturally arise: (1) For unknowns le, fjg, R and a known Y is there
a unique solution to the following equation?

(5] e ] 2

(2) Can we efficiently find a solution? Addressing the second question, we observe that the above is a
system of overdetermined quadratic equations where the number of unknowns and equations are in a
parameter regime with no efficient recovery algorithms. However, we can simply transform the above
quadratic equation into a linear equation which is efficiently solvable by Gaussian elimination:

[5] otuimeo [5]) -2

where we consider the unknowns Uy, Uy, R™1. Moreover, we address the first question and show that
any solution to fjl, fJQ, R~ will result in U; = A, - A7 % with overwhelming probability over the coins
used to generate Y. The analysis of this uniqueness is non-trivial and critically relies on analyzing the
non-overlap of the vectorspaces Colspan(A; ® I) and Colspan(I ® As) and the usage of a reasonable
conjecture we introduce next.

} for some matrix

2. Consider a random matrix P with M rows. We conjecture that, with overwhelming probability over
the choice of a random matrix P, for any set of vectors {vy,...,vr} of linearly independent vectors,
where T' < M, the set of vectors {P-vy,...,P-vr} is linearly independent. We will demonstrate how
to use the conjecture to prove the uniqueness of solutions and compute the rank of relevant matrices.

The parameter settings relevant to the DQVWW construction consider matrices P that are only slightly
dimension shrinking and for which the conjecture is applicable (M is still sufficiently large with respect
to the sets of vectors we consider). In this setting, matrices P with a very small number of rows do
not satisfy the expansion properties necessary for iO.

3. Using the conjecture, we can show that left-multiplication by a random matrix P fails to destroy the
tensor structure present if it is insufficiently dimension shrinking. For example, we show that we can
still recover the matrices A1, Ay above up to a unique representation from the equation,

I, L] o a1
P- HU] & L [T, @ {UH —Y R



where P € Zg”s/zxmz is a known matrix, and where the matrix Y is generated as Y <+ P -
[Al QII® Ag] - R, differing from the above generation process only by the left-multiplication by
P. Our main observation here is that the linear independence of a small set of linearly independent
vectors identified above will be preserved by P, enabling a proof analogous to the one we will use to
show the recovery of a unique representation for A; and A, when P is absent.

While many previous linear-algebraic cryptanalytic works present attacks from a matrix point of view,
we show that considering column spans instead allows us to better analyze the tensor structure espe-
cially in the presence of the structure destroying matrix P and the randomizing matrix R.

4. Finally, we give a technique for proving the uniqueness of solutions to X (when such uniqueness exists)
in the equation
AX+BY =C

where A, B, C are known coefficient matrices such that the column span of A has a sufficient amount
of “non-overlap” with the column span of B, and X and Y are unknown matrices. By considering
the homogeneous version of the above equation, in which C = 0 and which corresponds to taking the
difference of two solutions for the inhomogeneous version, and by identifying how many columns in A
do not overlap with Colspan(B), we can isolate an equation of the form A’X = 0 for some matrix A’.
This allows us to use standard rank arguments that depend on the shape of A’ to show that the only
solution to X in the homogeneous equation is 0, which implies that there is a unique solution to X in
the inhomogeneous equation. Here, the conjecture above also extends our technique to the setting of
proving the uniqueness of solutions to X (when such uniqueness exists) in equations of the form

PAX +PBY =C.

In particular, if we can compute the size of the overlap of Colspan(A) and Colspan(B), then the
conjecture allows us to compute the size of the overlap of Colspan(PA) and Colspan(PB).

Related Works. There is a huge body of other works [Agr19, AP20, AS17, BMSZ16, BGK™ 14, BIJ*20,
BGHT15, BR14, CHL*15, CLR15, CLT15, CLT13, CGH*15, DGGT16, GGH*13b, GJK18, Hall5, HJ15,
Linl6, Linl7, LT17, MSZ16, JLMS19] that construct iO candidates from plausible post-quantum assumptions
(some of which are subject to prior cryptanalysis). This list includes constructions based on candidate multi-
linear maps [GGH13a, GGH"™13b, GGH15], from noisy linear functional encryption [Agrl9, AP20] and
affine determinant programs [BIJ*20]. Similarly, cryptanalysis was performed to better understand these
assumptions [BBKK17, BHJ ™19, BWZ14, BGH'15, CHL'15, CLR15, CGH'15, Hal15, HJL21, HJ15, LV17,
MSZ16, MF15]. Our work does not consider these lines of constructions.

2 Technical Overview

We start by reviewing the construction idea of [DQV*21]. The work is built upon [WW21], which was a
follow up of [BDGM20]. The works [WW21, DQV*21] construct ¢O by constructing a non-trivial obfuscation
2iO. The works of [AJ15, BV15, BNPW16, LPST16] showed that, under a subexponential security loss, an
21O scheme can be generically lifted to a construction of an indistinguishability obfuscation scheme further
assuming LWE. Recall that in an 2¢O scheme, the goal is to obfuscate circuits C : {0,1}" — {0,1}", where
the size of the obfuscation must be marginally better than the size of the truth-table for C i.e. bounded by
2¢™ poly(A, |C]) for some constant € < 1, whereas the running time could be as large as 2™ poly(A, |C).

The Overall Approach of [WW21, DQV™21] The main starting observation of the works [WW21,
DQV*21] is the following. Consider a function f : {0,1}¢ — {0, 1}*X where M - K = 2" - m (the size of
the truth table for C'). We intend the function f to take as input the bit description of a circuit C, and
output its truth table. Now consider ciphertexts encrypting bits of the circuit C', encrypted using the dual
GSW variant of homomorphic encryption scheme [GSW13] {CT; = AS; + E; + C;G},¢c[ where A € Zé”xw



and S; € Z;”XMlogq and G is the gadget matrix defined by [MP13] and w < M, K. Then the idea is that,
one can homomorphically evaluate on these ciphertexts to compute an encoding;:

CT; = AS; + Ef + My m

where Sy € Z¥*® and My is a matrix of dimension M x K, that arranges outputs of f(C) in a matrix
form, and Ey is a matrix with 3 norm much smaller than ¢g. This is a ciphertext that has an opening that
is much shorter in size than M - K. The opening is simply Sy which is of the size w - Klogqg < M - K.

Thus, a first candidate could be one in which the obfuscator gives out {CT;};c| along with S;. Unfor-
tunately, this is easily attackable, because this let’s one learn Ef, which lies in a linear subspace which is
some function of the circuit C. Thus given Ef one can test if the ciphertexts encrypt Cy or Cj.

Relying on fresh LWE samples with large error. To address this issue, [BDGM20, WW21] observed
that access to fresh LWE samples D = AR + F where R € ZZJXK and F € ngode from some distribution
Xflood can drown out E;. Then, one can give out Sy + R (in addition to D, {CT;}) which lets one learn
E; +F +M;/[Z]. In fact, this system can be proven secure under LWE. Unfortunately, now the problem
is that D is too big! We don’t obtain any compression if we give such a matrix out. To address this
issue, [WW21] suggested pseudorandomly generating LWE samples, motivating a source of new hardness
assumptions in [WW21] as well as the paper under consideration in our work [DQV*21].

Pseudorandomly sampling LWE To obtain compression, [WW21] suggested that we come up with a
way where one uses a small set of encryptions (encrypting say a PRF key) {CT; = AS]+E} + k;G};c(¢ and
then using this compute a larger number of LWE samples of the same kind as D. The work showed that by
homomorphically evaluating PRF and relying on packing techniques, one could generate a larger sample of
the required form D = AR’ +F’. Now one could give out Sy + R’ and this could effectively replace the role
of a fresh LWE sample D. Unfortunately, this assumption is heuristic in nature, and is contingent on the
exact specification of the circuit implementation of the PRF used. The work of [HJL21] pointed out that for
every PRF, if the circuit implementation is not chosen carefully, the assumption could be attacked.

Simplifying Assumption. The main contribution of [DQV'21] is a significantly simpler scheme that
involves computation of a fully specified structured constant-degree polynomials rather than a PRF. The
purpose is to identify the simplest possible assumption that suffices to build ¢O, and can be reasoned with
respect to broad classes of cryptanalysis algorithms. In order to generate “LWE” type samples, the work of
[DQV*21] gives out d LWE matrices for some constant d € N:

B,L' = A,SZ + Ei mod q,

for i € [d] where A; <= Z7"*" and S; + ZZ’X’“ and E; < x"™**. Here w < m < k
The point of this is that now one can compute B’ = B; ® ... ® By given these matrices resulting in a
matrix of much larger dimension. This matrix can be expressed as:

Bi®..B;=A"-S'"+FE/,
where,

A=A131,0..1,)0L,A: .. L. . |LoL,®...A),

SiB®B3®...Bs_1 ® By
g/ Ei®So®B3®...By_1® By

)

EiQE;QE;®...Ej_1® Sy
E=E,®...QFE,.

At this point it is tempting to use B’ to instantiate the template above. Indeed the dimension of S’
is much smaller than the dimension of B’. Unfortunately, this can be attacked using the sum-of-squares



algorithm. The sample E' + M;[Z] 4 E; does not hide E;. E’ consists of all degree d monomials of
Ei,....Eq, and if [|[Ef||s < ||E'||2, using ideas similar to [BHJT19] we can recover {E;} uniquely with high
probability in polynomial time. For ruling out such attacks, we require that for any system of polynomials
of degree d over n variables, the number of equations be less than n%?2, whereas in this case we are giving
out n? equations.

Thus, [DQV*21] suggested multiplying B’ by matrices P and P’ (which are both a part of some crs)
with integer Gaussian entries to compute B* = PB’P’ where P € ZM*m* and P’ € Z¥'*K . This yields
B* = A*-S* + E* where S* =8 - P’ and E* = P(E; ® ... ® Eg)P’. We can now use E* as the smudging
polynomial. The dimension M and K are set so that M - K < (m - k)d/ 2 to resist sum-of-squares attacks
and at the same time also give the compression needed to give rise to ¢O.

While this is the main idea, there are several additional ideas that are needed to turn the intuition above
into a scheme. Observe that in B* = PA’S'P’ + E*, A’ and S’ are highly structured. Instead of releasing
matrices A = PA’ in the clear, one gives out Kilian randomized version of K*, which we denote by A*
with the same column span as that of PA’. Still, several issues remain: For example, the construction is in
the CRS model, and the assumption is associated with a CRS. We now describe the assumption below and
then give a sketch of our attack.

Succinct LWE Sampling Assumption. The assumption on a broad level roughly says that for some
constant d € N:

({A’LS’L + Ei}ie[d]a A*> Q7 Q(Ela ey Ed) + ZO7 aUXO) e
({Azsz + Ei}ie[d]v A*, Qv Q(Ela R Ed) + Zla auxl)

where @ is a fully specified degree-d polynomial map over the integers chosen at random from some distri-
bution which we will specify below. For b € {0,1}, Z; is a distribution that needs to be smudged and aux,
is auxiliary information about the distribution. On a very high level, the assumption has a structure that
is reminiscent of the assumptions made by [AJLT19, JLMS19]. However, there are differences in what set
of polynomials that Q can be supported and the auxiliary information. As described above, the polynomial
map that [DQV*21] considers is of the form: Q(Ei,...,E;) = P(E; ® ... E4)P’ where the polynomial
first computes multilinear degree d monomials by computing E; ® ... ® E; and then multiplies it on both
sides by matrices P, P’ of appropriately chosen dimensions where the entries are chosen from a discrete
Gaussian distribution. Our attacks do not apply to the assumptions made in [AJLT19, JLMS19], which are
structurally similar on a very high level. The reason for this is that our attack uses the structure of the
polynomial @Q in a crucial way. Our results, in fact, suggest that there are distributions of polynomials Q,
such that Q(E,...,E4) may be secure to release (from the point of view of SoS, linearizations and other
attacks) but together with the LWE samples, might end up being invertible. This conclusion suggests that
these types of assumptions of LWE sampling with polynomial leakage on the errors need to be thoroughly
investigated.
We now describe the assumption in full specification below.

2.1 The DQVWW Assumption Implying O

We now describe the assumption of [DQV™21] implying iO. The assumption appears as the “final assump-
tion” on page 7 as well as Conjecture 2 in [DQV™21]. We emphasize unlike previous works in this line, the
assumption of [DQV™'21] is fully-specified, meaning all parameters/implementations are fully specified.

We first set some parameters that will be used to define the conjecture.

e d > 3 is a constant integer.
e w is a security /dimension parameter,
e m,n,k, M, N, W are other dimension parameters which are polynomials in w.

In their candidate, M = m®1/2 and K = m*tY2, m > w3 and m3 < k < m24-7/6,

e ¢ is a prime, X, X, Xflood are LWE error distributions with different parameters. We note that there is
a bound of ¢ < 290" for LWE security to hold, a point which we expound on in Remark 2.1.



The assumption is regarding indistinguishability of two distributions Dy, for b € {0,1}. We describe both
the distributions below.

Distribution D,.

e For i € [d], sample A; + Zy™", S + Z;”Xk, E;, < x"™**. Set B; = A, - S; + E;. Visually, the A;’s
are tall, the S;’s are wide, and the B;’s and the E;’s are wide.

e Sample P + XMde and P’ + xkdXK. Visually, P is a wide matrix and P’ is a tall matrix.
o Set A*=P- (Al ® I%z(d_l)HIm ® A2 ® I%(d_2)|| e ||I§z(d_l) ® Ad) € Zéwx‘iwmd_l. Visually, A* is a
tall matrix.

S 8By ®Bs®...@Bi_1 ®By

_ Ei®S:;®B3;®...0Bij_1 ®By i B
e Set S* = . ‘P’ e Zg“’m *K Visually, S* is a wide matrix.

E;QEQE;®...0E;_1 ®Sy4

o (Killian Randomization) Find random full rank matrices A* € Zfl\/IXW7 S* e ZZVXK such that A*-S* =
A* . S*. Visually, A* is a tall matrix and S* is a wide matrix.

e Observe that if onesets B =P - (B1®...@By) - P and E*=P - (E; ® ... ® Ey) - P/, then it holds
that B* — A*S* = E*. Set seed = {B;}c[q, A*,S*.

e Set B =A*S; + F, where S « 2% and F « Xhl
¢ Set C = A*R + E — bG, where R « ZV*M 184 and E + 3 Mlosa,

Output of Dy consists of the following tuple:
Ay = (P,P' A", {B;},cq,B,C.E* + EG~(B) — bF)

We note that E* + EG~1(B) — bF let’s one derive A* - (S* + RG™1(B) — bSg). This is because
B*+ CG~!(B) = A*(S* + RG™!}(B) — bSy) + E* + EG™1(B) — bF.

The Assumption of [DQV™21]. For the distribution Dy, D; defined above, Dy is computationally indis-
tinguishable to D;.

Remark 2.1. For simplicity, consider the LWE error distribution x to be uniform over [0, B—1]. In general,
the security of LWE itself requires that B/q > 27" where w is the security parameter (It’s also the length
of the secret, observe thal each matriz S; is of dimension w x k and every column, say s;; € Zg of S;
defines a fresh LWE sample given by Ays;; + e;;, where e;; € Z’; is the jth column of E;). Moreover,
we know that the total entropy in a LWE matriz is upper bounded by wklogq + mklog B and this total
entropy must be upper bounded by the entropy in a truly random matriz of dimension m X k, so we have
mklogq > wklogq + mklog B. Substituting the constraint on the noise-to-modulus ratio into the entropy
bound gives us that m > logq, so q < 2°0™ so that LWE security holds. An analogous constraint holds on
Gaussian distributions with respect to the width.

2.2 Overview of the Attack

We begin by describing a recovery algorithm for the error term E; in the case that b = 0. To break the
assumption, the algorithm is given a tuple

(P,P,A*,{B,}icla, B,C,E* + EG™!(B) — bF)

for some b € {0,1}, and the algorithm needs to identify the value of b € {0,1}. We show that in the case of
b = 0, we can construct an algorithm A that recovers the matrices Ay, ..., Ay up to a unique representation,



and then recovers the secret S; up to a unique representation. If we recover A; and S; up to a unique
representation, then we can recover E; from B;. The same attack can then iteratively recover E; for all
i € [d]. This recovery algorithm for the case that b = 0 heuristically gives rise to a distinguisher which we
explain in Section 3.1.

A unique representation Observe that if one was to naively solve for A;, S;, there could be many solu-
tions simultaneously satisfying all the constraints. In particular, there are many possible values of U;, V; that
satisfy B; = U; - V; + E; where U; € Z"*", V; € Z;”Xk and A* =P [Ul @ I®W-1|...|1®d-1) g Ud] T
for a matrix T. This large solution space, for example, contains all solutions of the form U; = A;R and
V,; = R!S; for any invertible matrix R € Z}]"Xw. Any such choice of U; and V; also gives rise to a solution
of A*S* = U*V* where

U =P [Ul ® I®(d—1)|| .. ||I®(d—l) ® Ud]

VieBy®B3®...9Bs_1 @By
E;®Vy3B3®...0B;_1 ®By

V* =
EiQE:RE;®...Ej_1 ®Vy
In order to make a unique search possible, we observe that for any LWE sample,
for a planted A; € Z7**™, S; € Z;’Xk and E; < y™** with high probability, can be uniquely written as:
B,=U,; -V, +E
where we insist that U; is uniquely structured, namely in its Hermite normal form (reduced echelon form).
A,

value of Uj; is supposed to be A; - Az_% where A;% is the top w x w submatrix of A;. Similarly, the intended
solution for V; is supposed to be A; 7-S;. Note that if this happens, then we still have the desired relation:

A;-S;i=U; V,

I
That is, we set U; = [3“] , by setting the top w x w submatrix of U; to be identity. The purported solution

Our algorithm We now state our recovery algorithm that recovers E; in two simple steps:

Main Recovery Algorithm A
Input: (P,P’,A* {B;},c4q,B,C,E* + EG '(B).
Output: Vi, E;.

1. Recover Uy,...,Uy: Solve the affine system of equations defined by

P [Ul QIZ L, @ Uy @ I Y| 129V g Uy =AM (1)

I A A m—w)Xw
where U; = [Aw} , for i € [d], and the variables are given by the entries of Ay,..., Ay € ZSI ke

and the entries of M € Z}I/VXd“’md_l. Even more precisely, every entry of the matrix

p. [Ul QIR L, @ Us o T2 I Y @ Ud] ~A"M

defines an equation in the above described variables, where the coefficients are given by the entries
of A* and P. We will show there is a unique solution for {Ai}ie[d]7 namely the fact that there is
only one possible solution for all the entries of {Ai}ie[d] regardless of the solution found for the
entries of M.




2. Recover V;: Having recovered the unique matrices {Ai}ie[d]7 our algorithm now aims to recover
V1 such that U; - Vi = A; - S;. To do this, our algorithm computes

Y=A"(S"+R-G'(B))

by subtracting off the error E*+E-G~1(B) from B*+C-G~1(B). Then it computes, via standard
linear algebra, a full rank annihilator matrix Q € ZfX(K_MIOgQ) such that G™1(B) - Q = 0,
obtaining the equation,

A*-S*-Q=Y-Q.
Finally, it solves the linear system of equations defined by

- _ V,® B!
P U oI5 15 0 Uy [ 'y 2] PQ=Y-Q (2)

where B, = B ®...® B, and where the variables are the entries of V; and Z and the coefficients
are given by the entries of P, P/, Q, Y, U,, for i € [d], and B}. We will show that V; has
a unique solution, namely the fact that there is only one possible solution for the entries of V;
regardless of the solution found for the entries of Z. Finally, E; is now recovered by computing
B, —-U; V.

Observe that in each of the two steps above, our algorithm sets up a simple, explicit affine (linear in
Step 2) system of equations. Correctness of the algorithm is entirely determined by showing, for Step 1, the
uniqueness of the solution to {Ai}ie[d], and showing, for Step 2, the uniqueness of the solution to Vy. This
analysis is intricate and benefits from being viewed in a specific lens as we shortly explain.

Remark 2.2. We will place basic linear algebra facts and linear algebraic statements about the tensor
structure used in the DQVWW construction in a shaded box. This is done to minimize the number of
distractions the reader encounters. A reference to the corresponding statement in the Appendiz will be
included. A compendium of these facts and their proofs is found in Appendix A and Appendiz B.

2.3 The Importance of Column Spans

To show uniqueness in Step 1, we will analyze column spans instead of analyzing matrix equations. There
are two reasons for analyzing the column spans: First, reasoning about column spans allows us to disregard
the matrix M in Equation 1 by taking advantage of the fact that the column span of A* - M is contained in
the column span of A*, a fact which we will recall shortly.

Our second, and principal, reason for analyzing column spans is that it allows us to continue to see the
tensor structure even after left-multiplication by the matrix P. If P were not present, then we observe that
a straightforward linear independence argument, which uses the tensor structure of the matrix in the LHS
of the below equation, shows that there is a unique choice of {Ai}ie[d] that satisfies the equation

[Ul ® I?ib(dil) ”Im ® U2 ® Ig(d72) ” U ”I;e?ib(dil) b2 Ud =A"-M.

We will explicitly analyze this case without P later in this overview as a simple example to build intuition.
Under a reasonable conjecture about random matrices being injective on subspaces of small dimension, we
can directly extend this linear independence argument for the simple example to the general case when
we have left-multiplication by P. This extension reveals that left-multiplication by P does not sufficiently
destroy, nor scramble, the tensor structure of the LHS above. Yet, this observation is completely hidden
from view when considering the matrix view

P. |:U1 ® I;@;L(d—l)”:[m R Uy ® I%(d—?)” L. ||I§1(d_1) 2 Uy



Since P, in general, is not decomposable into a tensor product, directly analyzing the matrix product makes
the tensor structure appear to be completely lost!

From a column span view, however, this tensor structure is still very much accessible. Extending the
above mentioned linear independence argument to the general case, in which P is present, turns out to
exactly require analyzing the column span Colspan (P [Ul ® Ig(d_l) II--- ||I§1(d_1) ® Ud] ) A more detailed

overview is given below.

Framework for Column Spans To analyze the column span of the following matrix
U, @ 150V L, 0 U @ 1502 150 @ U,

where the matrices U; € Zg*** are of the stipulated form (with a top w x w identity block, so of full column
rank w), it is useful to make the following extension of each U; to a full basis for Z;'. The column span of

this matrix is some subspace of the vector space over Z;' ® - -- ® Z". Considering Zg" as a vector space, we
|

d times

consider the following bases for Zj'. For i € [d], let B; be a basis for Z" obtained by extending the set of

1
column vectors in U; = [ 151:) } to the following full rank, lower-triangular matrix
i

N L, wa(mfw) mxm
B; = |:A,L I, . € Zq s

and let (egi)7 . ,egfb)) denote the columns (the basis vectors).

2.4 Correctness of Step 1

We aim to build simple intuition about the correctness of our algorithm in this overview and leave the full
details to the main technical content. Our overview first shows the existence of one solution to {Uj}ie[q)
in Equation 1, namely a solution to U; is the Hermite normal form of A; € Z***, which has full column
rank with overwhelming probability by property of random matrices. Then we explain why this is the only
solution with overwhelming probability.

¢ (Step 1) Existence of a structured solution: First, there exists at least one solution to {Uj;},¢[q
and M in Equation 1 in which for all ¢ € [d], we have U; + A; 'Ai_ﬂl“’ where we recall that A; r € Zy*"
is defined to be the top w x w block of A;. Put equivalently, a solution to U; is the Hermite normal
form of A;. To see why, for i € [d], define the invertible matrix N; = 107V A:} 157 and use
the following two linear algebraic facts.

Lemma 2.3. For any matrices M1, My, there exists a matriz N such that M; - N = My if
and only if Colspan(Msz) C Colspan(My).

Corollary 2.4. For any matrices My, My and for any invertible matrices N1, No of the
appropriate dimensions, we have that

Colspan ([M1|[Mz]) = Colspan ([M;Ny||M;N,]) .

These statements and their proofs can be found in Appendix A, under Lemma A.1 and Corol-
lary A.2.
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By Corollary 2.4 we have,
Colspan (P [A; © T5 V|- 15970 @ A, )
= Colspan (P : [(Al ® I%(d_l)) N[l (I%d‘” ® Ad) . NdD
= Colspan (P : [Al ALY IR @ Ay - AJ}TD ,
By definition of the scheme,

A* = P |:1A1 ®I1§L(d_l)|| ||I§l(d_1) ®Ad] K

for some matrix K € Zgwmd_lxw that preserves the column span of P

[Al ® I?%(dfl) II--- ||I§L(d71) ® Ad] Since the column span is preserved by K,

Colspan(A*) = Colspan (P . {Al . A;lT ® Ig(d_l)ﬂ e |\I%(d_l) Ay - A;H)

which implies, by Lemma 2.3, that there exists some matrix M that satisfies Equation 1 when we
consider U; +— A; - A/} for all i € [d].

(Step 1) Uniqueness when P is absent: To build intuition for the full uniqueness argument,
we present it in the simpler setting in which P is entirely absent from the scheme in the DQVWW
assumption. Let us also consider the simple case when d = 2. In this toy case, there is no matrix P
used to generate A*, so for this simple case we instead consider when the algorithm is given a matrix
of the form T* = [Al QI ||Inm ® AQ] K for some column span preserving Kilian matrix K. We show
the following claim.

Lemma 2.5 (Simple case without P). For matrices U; = L, ,Uy = L, Uy = Iff LU, =
A, As Al
Iw mxw
|:A/2:| S Zq % B Zf
Colspan ([Ul ® L[| L, ® UQ]) = Colspan ([U'l QL1 ® U'2]) . (3)

then A; = A/, for i € [2] so that U; = U} and Uy = U},

Before we show how to prove Lemma 2.5, let us show that Lemma 2.5 implies uniqueness. In particular,
we now explain why it is reasonable to require in the statement of Lemma 2.5 that the column spans
are equal.

Recall that the algorithm finds a solution to {Ai}iep] and M in Equation 1 which is of the following
form in the simplified setting:

[U1 ® ImHIm ® UQ] =T". M.

Then, by Lemma 2.3, any solution to {Ai}ie[g] satisfies the set containment
Colspan ([Uy @ L, ||L, ® Us]) C Colspan([A; ® L, ||L, ® As)).

Corollary 2.6. With overwhelming probability over the choice of random A; € Zg**", for

i € [d], if

Colspan ([Ul ® I%(d_l)n e ||I%(d_1) ® Ud]) C Colspan ([Al ® I%’L(d_l) I|--- ||I?;L(d_l) ® AdD

then

Colspan <|:U1 ® Ig(d*1)|| e ||I;%(d71) ® Ud]) = Colspan ({Al ® Ig(dfl) I|--- ||I§>l(d71) ® AdD

The proof sketch can be found in Appendix B under Corollary B.8.
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By Corollary 2.6, with overwhelming probability over the choice A1, Ao, set containment in this setting
actually implies set equality: Colspan ([Ul QR L, L, ® UQ]) = Colspan( [Al QR L, ||L, ® Ag] ). There-
fore, any solution found for the simplified version of Equation 1 satisfies the above set equality, and
our new Lemma 2.5 implies that there is only one such choice of {Ai}iem that satisfies this equality.

Proof of Lemma 2.5. Proving this fact is done by a linear independence argument enabled by the
structure of matrices U; and by the tensor construction.

We now give a direct argument for uniqueness by showing that U; = U] column-by-column. To show,
I 1
for example, that the first column v = egl) of Uy = {Aw] is equal to the first column of v/ of [Auj} )
1 1
we perform the following steps.

— We observe that v’/ can expressed in the basis By in a special linear combination: v/ = e(ll) +

1 (1) ; /
2 jefwit,.m} @je;  for some coefficients o.

— We consider the vector v/ ® eS?} which is in both the LHS and RHS of Equation 3. Because it is
in both column spans, this vector can be written as

v el = Z Aij-elV @ ef).

i<w or j<w

On the other hand, substituting for v/ and rearranging gives

0=Aim—1)-eV@e? — Z o, ,eg_l) ® e + Z Aij-elV @ e§2). (4)

je{w+1,...,m} i<w or j<w

— BB = {egl) ® ef)}i’je[m} is a basis for Z;" ® Zy'. Therefore, the vectors in each of the terms
above are linearly independent. This implies that for j € {w +1,...,m}, ) =0, and A1, = 1,
and for all other values of 4, j we have A; ; = 0.

The same outline of steps can be repeated column-by-column. ]

While this argument suffices to handle the case when P is absent, when P is present we exploit the
following observation. In the argument above for the case of d = 2, we needed the linear independence
of m? — (m —w)?+ (m —w) + 1 many vectors (given by each of the terms in Equation 4, although note
that the first term will vary depending on which of the w columns we are considering) which is a much
smaller set of vectors than the total size of the basis for Z7* ® Z", which is m?2. For the argument to
continue to hold when P is present, P only needs to preserve the linear independence of this small set
of vectors. A formal statement and proof of this uniqueness is found in Theorem 3.12.

(Step 1) Uniqueness in the general case: Having seen the uniqueness argument in the simple case
above without P, we now address the general case where P is present.

In the general case, we introduce a single, reasonable conjecture about P being rank preserving on
low-dimensional subspaces. Namely, we conjecture that with overwhelming probability over the choice
of P whose entries are sampled from y where P has M rows, for T' <« M, and for any set of T linearly
independent vectors {v;};c(r], the set {P - v;};ci7) remains linearly independent. This conjecture
enables us to firstly show that all solutions satisfy a column span set equality and secondly enable the
same linear independence argument that shows that this set equality implies unique solutions.

We first note that the application of Lemma 2.3 on Equation 1, which we now restate,
P [U @ I VL, 0 Uy o T2 IV o U, = A M
shows that any solution to {U;}icq in Equation 1, satisfies the set containment

Colspan (P [U, & 1507|1270 @ U] ) € Colspan (A%). (5)
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To extend the uniqueness argument from above, we desire to show that any solution to {U;},¢[q in
Equation 1 in fact satisfies the set equality:

Colspan (P [0, & 13|+ 1597 @ U, ] ) = Colspan(A”). (6)
To see that the set containment implies set equality, we first observe that Corollary 2.6 gives us

tk ([Ar @ DY © A ) =i ([Ur @ R @ U)).

Then we use the assumption that P preserves the rank of low-dimensional subspaces. This assumption
implies firstly that

i (P [0, 0 120V 13 Y w0, ) = vk ([0 0 150 13 o Uy )

and, recalling that A* = P - {Al ® I?%(d_l)n e ||I§(d_1) ® Ad] - K for some column span preserving

matrix K, the assumption implies secondly that
rk (A*) = rk ([Al IV 18 Ad])

Then we apply the following linear algebraic fact,

Lemma 2.7. For any matrices M, N with finitely many rows and columns such that
Colspan(M) C Colspan(IN), if k(M) = rk(N), then Colspan(M) = Colspan(N).

The proof can be found in Appendix A under Lemma A.3.

to see that any solution {Uj };¢c[q that satisfies the set containment in Equation 5, also satisfies the set
equality found in Equation 6. A formal statement of the assumption on P and formal arguments are
made in the main technical content in Section 3.2.

Once we establish this set equality, we return to our previous linear independence argument.

. . . _ Iw _ I’w ! IUJ ! I'LU
Lemma 2.8 (Simple case with P). For matrices Uy = {Al] ,Ug = [AJ , Ul = L&ll] , Uy = A’Q €
Zy<?, if

Colspan (P - [Uy ® Ly, ||L, ® Us]) = Colspan (P - [U] @ I, |[I, ® Uj]) . (7)
then A; = A’ for i € [2] so that U; = U} and Uy = U,

We leave the formal proof to the technical section and instead take the opportunity to demonstrate
how the conjecture naturally extends the proof above (proof of Lemma 2.5) to this setting in which

I
P is present. To show, for example, that the first column v = egl) of U = { Aw ] is equal to the first
1

L,
Al

. . . S s (D
expressed in the basis B in a special linear combination: v/ = e;’ + Zje{w-i-l,“

column of v/ of { }, we perform the almost identical steps as done before. We observe that v’ can

1
a;e§ ) for some

. Then, using the set equality we showed above, we see that the vector P - (v ® eg)), is

m}
/.
J

in both Colspan (P . [Ul I8V II--- ||I§,)L(d71) ® UdD and in Colspan(A*) where A* was generated
in a process that left-multiplied by P. Therefore, it can also be expressed as
Pvodd =P (eed)r Y o (o oc)
je{w+1,....m}

coefficients «
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or as

p.(v/®eg>): 3 )\i7j.P.(egl)®e§2)).

i<w or j<w

Taking the difference gives us the equation,

0=Nm—1)-P- (egl) ® ef?) - Z of P (egl) ® eg))
je{w+1,....m}

+ Z Xij-P- (egl) & e§2)) .

i<w or j<w

For us to finish arguing that all the coefficients o/ = 0, for j € {w +1,...,m}, we need the linearly
independence of the following set of vectors

D T A
J je{w+1,...,m} J i<w or j<w

The proposed conjecture above that P preserves the linear independence of this small number of vectors
directly addresses this.

2.5 Correctness of Step 2

In Step 2, we assume that the algorithm has already recovered the unique solution for {Ai}ie[d] (therefore,
it has also recovered a unique solution for {U;};c[g)) in Step 1. We claim that in Step 2 of the algorithm
above, there exists a unique solution for Vi in Equation 2, which is restated below:

- - V, ® B;
Plue e |V M Pa-v .

To show uniqueness in Step 2, we consider the homogeneous version (when the RHS is 0) of Equation 2:

- _ Vi ® B!
Ploe i V) el [V pa-o

Any solution for V; and Z in the homogeneous version is exactly the difference of two solutions for V; and
Z in the inhomogeneous version. Therefore, by showing that the only solution for V7 in the homogeneous
system is the zero matrix, we show that there is a unique solution for inhomogeneous version.

Intuitively, one sees that uniqueness is possible by observing that in the block V; ® B), is linear in the
entries of V1 and there are only wk unknowns but many equations (as many as the number of entries in
V; ®B)). On the other hand, in terms of uniqueness, one should be concerned about the unknown matrix Z
in Equation 2. However, we show how to isolate a linear equation in only V; (removing Z) thereby revealing
that V1 must have a unique solution with high probability. The proof of uniqueness then proceeds by a rank
argument. We present an overview of this proof in three steps: firstly, we show that there always exists a
solution, secondly we give a simple observation for when P is not present, and finally we give the high level
argument for when P is present.

e (Step 2) Existence of a solution: By definition of the scheme,
A*'S*:A*'S*,
where,

A*=PA; ®I®...0I... IcI®...0 Ay),

S 1B, ®B3®...By_1 ® By
S* E1®SQ®B3®...Bd—1®Bd

EiQERE;®...Eq_1 ®Sy
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Thus, due to the properties of tensor products:
A*-S* =1L, - Lo,
where,

Li =PA A @Ie.. . oI Iol®...® Ag- AgL),

Ai7-S19B®B3®...Bs_1 ®By
E1®A2’TSQ®B3®...Bd71®Bd

Ly = P’

E1 ® E2 ® E3 X .. .Ed—l ® Ad,TSd
Therefore, there is a solution to Equation 2 where Vi = Ay 7 - S;.

(Step 2) Uniqueness when P is absent: Uniqueness is argued by considering the homogeneous
version of Equation 2 (obtained by taking the difference of two candidate solutions) and arguing that
the only solution is the zero solution (the difference is zero, so the two solutions are equal). Consider
the homogeneous equation when P is absent:

- - V] ® B
U o ) IR 0 Uy [ L 2] P.Q=0 (8)

where the entries of V{,Z’ are the unknowns. In this case, it easy to see that V| = 0 since we can
remove Z’ by left multiplying both sides of Equation 8 by the matrix

Ut 21,903 ®---Uf]

where U € Z{" ™)™ are full rank annihilators of U;, that is U#U; = 0. Moreover, observe that if
U, are the Hermite normal forms of A;, then U} also annihilates A;. Left multiplying both sides of
Equation 8 by Ut and expanding B, =B, ®--® B, where B; = A;S; + E; gives:

(U Vi @U} By 9 Us Ey) P -Q=0. (9)

This equation implies that V] = 0 with high probability. Observe that the error terms E;, the matrix
P’, and the matrix Q are independently produced. Moreover, with high probability over the choice of
error terms E;, we have Ui - E; # 0. If V/ is non-zero then U; - V # 0, since U; has full column
rank, which would imply that the LHS of Equation 9 is non-zero, a contradiction. Therefore, Vi =0
with high probability and we have uniqueness for a solution to V; when P is absent. This simple
argument that left multiplies by an appropriate tensored matrix does not extend in the presence of P
because a random matrix P is not tensor decomposable as we explain

(Step 2) Uniqueness when P is present: Now we consider the homogeneous equation with P:

- - Vi ® B!
P luien Ve e u] VISP P a—o 1o

where V| and Z' are the unknowns. Here, from the matrix point of view the tensor structure is
destroyed by the action of P, for example consider P - (U; ® Ig(d_l)), obstructing us from using the
simple argument for uniqueness above. An argument using column spans is also inhibited because the
Vi ? B,
key insight from the simple argument above is that it allowed us to isolate V in a simple homogeneous
equation where Z’ is absent. Therefore, we aim to again isolate V) in a simple homogeneous equation
to prove uniqueness in this general setting, we first expand Equation 10:

matrix of interest ] is left-multiplied by the matrix P [Ul ® 12(d-1) [ --- ||I§L(d_1) ®Uyl|. The

P-[U 01" V] (VieB,) P Q

+P Lo U 12| I e U, 2 - P Q=0
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3

Applying the principle of wishful thinking, if the columns of P - {Ul ® If%(d*l)} were linearly indepen-
dent from those of P - [Im QU @I |- ||I?§L(d71) ® Ud} then the first term alone must satisfy
P {Ul ® I?L(d*l)} (Vi @ BY)-P’-Q = 0, thereby isolating V/ in a new homogeneous equation without
the presence of Z’. This independence, however, is false. The two column spans certainly overlap.

To make this approach work, a simple modification suffices: we can take a submatrix of P -

[Ul ® I%(dfl)] and remove from consideration all the columns of P - [Ul ® Ifﬁ(d*l)} contained in

Colspan (P - |1, ® Uy 0 T2 12970 @ U, ).

Moreover, we can compute the exact rank of this submatrix combinatorially as w(m —w)?~L. Leaving

the exact details to the main technical body, this observation leads us to an equation of the form
X;-(Vi®B,)-P'-Q=0.

for some matrix X; that has a nullspace of dimension O(w?m?=2). On the other hand, we will observe

that when V| # 0, V| ® B, has rank at least O(m?~1). Therefore, it must be the case that V| = 0

if m = w(w?) and we observe that the initial work of [DQV*21] sets m > w?. In a nutshell, the

significant amount of non-overlap of the column span of P - [Ul ® Iffl(d*l)} with the column span

Colspan (P . [Im U, ® I?L(dﬁ) II--- ||I%(d71) ® UdD is still enough to argue uniqueness of V. The
full details of this uniqueness claim can be found in Section 3.3.

Our Attack

Theorem 3.1. Under Conjecture 3.3, there exists a polynomial time probabilistic algorithm that recovers
{Ei}ic(q) for i € [d] when given an input from Dy.

Proof. We construct an algorithm A that takes an input

Ao = (P,P' A", {B;},c1q,B,C.E* + E- G~ !(B)),

and outputs {Ei}ie[d]. In a nutshell, the algorithm will be able to compute matrices V; € ZZLX“’ and

U, € Z}I"Xk such that By € Z;”Xk such that B =U; -V, +E; € Zg”k such that E; € Zg”k has a small
norm. Our attack recovers all the errors E; for i € [d], giving a full recovery algorithm.

As described in the overview, there are only two steps where each step only uses Gaussian Elimination

on polynomial sized systems of equations.

Algorithm for Recovery of E;

Input: (P,P’, A*,{B;}ica, B,C,E* + EG™'(B).
Output: {A;}ica), V1, E1.

1. Recover Uy,...,Uy: Solve the affine system of equations defined by

P[0, 0 1L, 0 Uy o T2 15 Y 0 U, = A M
where U; = [Il&w} , for i € [d], and the variables are given by the entries of Ai,... Age Z,(Zm_w)xw

and the entries of M € ZZVXd“’md_l and the coefficients are given by the entries of A* and P. We
discuss this step in detail in Section 3.2.

2. Recover V;: Having recovered the unique matrices {A;};c[q), our algorithm now aims to recover
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V; such that Uy - Vi = Ay - S1. To do this, our algorithm computes
Y=A"(S"+R-G'(B))

by subtracting off the error E*4+E-G~1(B) from B*+C-G~'(B). Then it computes, via standard

linear algebra, a full rank annihilator matrix Q € ZfX(KfMlogq) such that G=1(B) - Q = 0,
obtaining the equation,

A*-S*-Q=Y-Q.
Finally, it solves the linear system of equations defined by

- - Vi ® B;
P U, oIV 15 e Uy { ' 2] P.Q=Y-Q

where B, = Bo®...® B, and where the variables are the entries of V; and Z and the coefficients
are given by the entries of P, P’, Q, Y, U;, for i € [d], and BY. Finally, E; is now recovered by
computing B; — Uy - V1. We discuss this step in Section 3.3.

The above two steps details the main step of the algorithm. Having recovered Uy, V1, we can now recover
E; from B;. We now describe how to extend the same recovery algorithm to Es, ..., E;. First consider the
case of recovering E.

e The algorithm described above allows us to learn recover Vi and E; where By — U;V; = E;. The
idea is that we can repeat this process to learn Eo, ..., E;. Note that in the equation

(27“'7(1)
P(U; ® Ig(d—l)” . HIS?L(d_l) @ Uy) - [Vl ®]; ] P'Q=YQ,

once V7 is known, we can begin exploiting the structure of a candidate solution to Z. In particular,
there exists a solution for Z which is of the form:
E1®Ay7-S2®B3®...Bg_1 ® By
Z = : P

E®9E;QE;®...Eq_1 ® Ag 1Sy
This form allows us to solve for Vg, Zy, once we have Vi, E;, by setting up the system of affine
equations given by:

Vi @ BZd)
P(U; @ I294D| . 134D @ U, - |[E;®@V@B3®...By1 @ By| P'Q=YQ
Z

for which we know a candidate solution for Vg is Ay Sy. Here the unknowns are the entries of Vg, Zy
and the coefficients are given by all the other matrices’ entries. We solve for V5 as the equation is
now linear in V,. Proving that this solution is unique will use the exact same ideas as above, except
on a smaller system of equations which are affine instead of linear. We will continue this way for all
remaining indices i € [d].

More formally, the following algorithm takes as additional input the values {Ai}ie[d] computed by the
main algorithm above and computes E; given when given all E; for i < j.

Algorithm for Recovery of E;, for j € {2,...,d}
IHPUt: (P7 P/u A*7 {Bi}ie[d]7 Ba Ca E* + EG_l(B)7 {Ai}ie[d]mjﬂ {V’i7 EZ}ZE[J—l])
Output: V;, E;.

1. Recover V;: The unique matrices {Ai}ie[d] and the matrices obtained from the previous invo-
cations of the algorithm, {V;, E;}ic[j—1], are given as input. Our algorithm now aims to recover
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V; such that U; - V; = A; - S;. To do this, our algorithm computes
Y=A"(S*+R-G'(B))

by subtracting off the error E*4+E-G~1(B) from B*+C-G~'(B). Then it computes, via standard

linear algebra, a full rank annihilator matrix Q € ZfX(KfMlogq) such that G~1(B) - Q = 0,
obtaining the equation,

E0-i-1) g V;® BU+1d)

P(Ig(jfl) ® Uj ® I®(d*j)” - ||Ig(d*1) ® Ud) . 7
J

m

PQ=Y Q-N
(11)

where for k,¢ € [d],k < £, B* 0 2B, @By ®...0 By, EF) 2B @Epy ®... @ By and
where the variables are the entries of V; and Z; and the coefficients are given by the entries of
all other matrices and where the entries of the matrix N, defined below, are completely known:

Vi ® B(2;-d)
N2P(U; I8 D|... 1802 g U;_; @ [8d—i+D). P'Q
E(i=2) @ V,_, @ Bl

Once the algorithm solves for V, it can recover E; by computing B; — U, - V.

Though the following notation is less lucid than what was used in the above algorithm, for completeness
we note that Equation 11 can equivalent be written, by block matrix multiplication, as

Vi @ BZd)
E; ® V, @ BG:d)
P(U; @ I3 15D @ Uy) - : PQ=Y-Q
ELd) @ V;® BU+L,..d)

Z;

Uniqueness for this case is proven analogously to the case of recovering E;. In particular, the only requirement
for proving uniqueness is the same as in the previous case: Namely that E(i—1) ®V; @BUtL-4) hag rank
O(m?~1) whenever V; is non-zero. This is intuitively seen to be true since {Ei}ic[q are sampled from an
LWE friendly error distribution so are full rank with overwhelming probability and the B; are LWE matrices
and computationally indistinguishable from uniform random matrices. We prove this uniqueness formally
for the case of j =1 in Section 3.3 and remark here that uniqueness in the other cases follow similarly.

O

Remark 3.2. Theorem 3.1 shows a full recovery attack for the case that the input is from Dy and can be
extended via a heuristic argument to a distinguisher between Dy and D1 which we discuss in Section 3.1.
3.1 Distinguishing D, from D,

To come up with a distinguisher which takes an instance from D, for some b € {0, 1}, we follow the following
approach:

e We use the algorithm described in Theorem 3.1 to learn E;,...,E;. As a remark, we note that
equations solved for in the algorithm can be set up regardless of whether b = 0 or b = 1. What we
show is that the recovery will succeed with high probability when b = 0.

e Once we have Eq,...,E; we can compute E* =P - (E; ® --- @ E4) - P’. Then, we can use the error
leakage from the assumption E* + E - G7}(B) to learn E - G~1(B). We simply check that this is
annihilated by multiplying by Q. This will succeed in the case that b = 0.
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e In the case when b = 1, the check will not pass because of the presence of a random error matrix F,
namely the leakage term is given by E* + E - G‘l(B) — F and even if we solve for E* and attempt to
annihilate the remaining terms, the term E - G_l(f’)) — F cannot be annihilated because heuristically
a random matrix F is unlikely to lie in the row span of G~'(B) (note that G~'(B) is a wide matrix
with a large right nullspace) .

3.2 Recovery of unique A;’s

T . . . I
Our first objective is to recover the matrices Aq,..., A4 up to a unique representation U; = {Aw] s, Ug =
1

!

3.2.1 Useful Claims and Conjectures

As one can observe, all we needed in the previous example was linear independence for a fixed number of
vectors (the number of vectors is much less than the dimension of the column span). For the proof to work
with P, we will require that P preserves linear independence of a fixed small set of linearly independent
vectors with high probability.

Conjecture 3.3 (Linear independence preservation under P). Let m,w,d, k, K, M,q,x be parameters de-
fined previously. If vy,...,vr are arbitrary linearly independent vectors in Z2?, where T = m® — (m —w)? +

q )
—Q(w?m) M xm¢

d-m then with probability 1 — q , we have that P -vy,...,P-vp are

linearly independent.

over the choice of P + x

Remark 3.4 (Limit on Modulus Size). Naively using exponential modulus-to-noise ratios does not break the
conjecture because the hardness of LWE puts a limit on this ratio.

As a concrete attempt to break the conjecture, let us focus on the probability of sampling the zero-matrix,
P + 0, given by B-m"M — g=m*" D e ero-matriz is not injective on any non-trivial subspace so to
attempt to break the conjecture, we can set the modulus q such that the probability of sampling the zero-matriz
is larger than q_Q(“’zm). For this attempt to be succeed, we require the relation p—m* > q_Q(wzm)
which implies that setting q > Bm* T2 [w?) > QMm% ) (since B > 2) is enough to refute the
conjecture. Since d > 3 and m > w3, this setting of modulus q is much too large for LWE security to hold as
security requires ¢ < 200 . In other words, in this setting, the distribution x is not an LWE-friendly error
distribution and is not an admissible choice of x allowed in the original assumptions (see Section 2.1 and

Remark 2.1).

Remark 3.5. If P is a uniformly random matriz over Zéwxmd, a straightforward counting argument suffices
to prove the above conjecture. If P is random, then Pvy, ..., Pvy are jointly distributed as random vectors
over Zéw provided T < M. For random vectors, the probability that they are linearly independent is at least

T—1

1—=O(T - 15 )=1—0(qM/?) when T < M.

Now we use conjecture and express it in a notation useful to our proofs.

Corollary 3.6 (Linear independence preservation under P, Useful Notation). Let m,w,d, k, K, M,q, x be
parameters defined previously. For i € [d], let {egz),eg), e ,e%)} be a basis for Zi'. Then define

Be{eV o wely i, i€ m A3j € ld)i; <w, }
d
oy {eﬁ,?®---®e£,’f‘1>®e§k)®e§j§+”®~-~®e§,‘f):ze[m]}.
k=1

Assuming Conjecture 3.3, P is sampled from XMxmd the vectors in the set, with probability 1 — q_Q(“’Qm),
BP2(P.v:veB)

are linearly independent.
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Proof. Set vi,...,vy to the vectors in B. O

Notation Let I denote the kx k identity matrix for k > 0. For A; € Z,(Jm_w)xw for i € [d], let BX } € Ly
7

denote a block matrix whose top block is I,, and bottom block is A,. TFor a fixed set of {Ai}ie[d] for
A e ng_w)xw, we consider the set of extended bases for i € [d] given by {B;}ic[q) Where

Ai Im—w

Bi N |:Iu) wa(m—w):| GZZLX’H’L

For any i € [d], the columns of B; form a basis for Zy'. Let egi)

the set

denote the jth column in B; and consider

B:{e@@ ® (d).il,...,ide[m]/\ﬂje[d],ijgw,}

Zd

d
U{e(1)® (k- 1)®e(k)®e(k+1)® ®e§,f):£e[m]}.

Define BY = {P - v :v € B}.

We now show that under Conjecture 3.3, for a random choice of P from y, with overwhelming probability
there is no choice of matrices {A;};c[q for which P does not preserve the linear independence of the set B.

Lemma 3.7. Let P « x™*™" and fori € [d], let A; € ngfw)xw. Assuming Conjecture 3.3,
1:1’)1" H{Ai}ie[d] s.t. BY not linearly independent | = q*Q(“ﬂm) = negl(w)

Proof. By Corollary 3.6, the probability over choice of 12) that P preserves the linear independence of B
defined with respect to a fixed set of {A;};cjq is 1— g~ m)  Taking a union bound over all possible values

of {Ai}ie[d], for which there are ¢%*(™=%) many, we have

—Q(w?m)+dw(m—w) 752(w2m).

f;’r[EI{Ai}ie[d] s.t. BF not linearly independent] = ¢ =gq

O

Lemma 3.8. Fori € [d], let L; = Ig(i_l) ® Eﬂiﬂ

i

] QI and let A 2 [Li1||Lg|| - - |Lg]. Under Conjec-

ture 3.3, with overwhelming probability over the choice of P < XMde; we have that the following holds for
any set of matrices {A;}icq)-
Vi € [d],dim (P - L;) = wm®?

dim (Colspan ([P - Ly [|P - La| ... |P - Lg])) = m® — (m — w)? = dwm®™' — O (w*m?~?)
dim (Colspan(P - Ly) N Colspan ([P - Lo ... [P - Lg])) = wm®' — w(m — w)?~*

Proof. By Corollary 3.6 and Lemma 3.7, the following vectors are linearly independent

BP:{P- (e§j>®-~-®e§j>) City...ig € [m]ATj € [d],ijgw}
d
u U {P~ (eﬁ,ll)®-~-e£7§_1)®eék)®e$ﬁ+1)®-~-®e£§)) WA [m]}
k=1

Because of this, the first claim trivially holds.

For the second claim, observe that the following set of m? — (m — w)?

vectors
{P. (eg) ®~~~®e§j)) Lity. . yig € [m] AT € [d),i; < w}
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spans Colspan(PA), therefore it is also a basis so dim (Colspan(PA)) =m? — (m —w)?.

For the third claim, we first claim that dim (Colspan (PLy|| - - - |[[PL,)) = dim (Colspan (La|| - - - [|Lg)) =
m? —m(m — w)4"!. The first equality is due to Lemma 3.7.
For the second equality follows from the proof of the following Lemma.

Lemma 3.9. The set
1 2 d
B {ez('l) ® 952) ® - ® egd)}Vje[d],ije[m}/\flj*e[d] ik e

forms a basis for the vector space Colspan ([Ul ® Ig(d71)|\ e ||I;€,%(d71) ® Ud} )

The proof can be found in Appendix B under Lemma B.4.

Now we have that

dim (Colspan(P - L;) N Colspan ([P - Ly| ... [P - Ly]))
= dim(Colspan([P - L1])) + dim(Colspan([P - Ly|| - - - | P - L))
— dim (Colspan ([P - Ly ||P - Ly|| ... [P - Lg]))

= wm™t —w(m —w)4L

O
Remark 3.10 (Solution spans entire column space). As thoroughly explained in overview of our atlack,

in general, solving for matrices {Ai}ie[d] only guarantees that the solution satisfies Colspan (PA) -

Colspan (A*). However, observe that

< | [ Tw ®(d—1) L, ®(d—2) ®(d—1) L,
Ao, e 3| o2 uE s

will always be of maximal rank due to the structure of the matrices which have a top w X w identity matriz.
This is shown formally in Corollary B.5, which is restated as follows.

Corollary 3.11. For any choice of {Ai}ie[d], dim (Colspan ([Ul ® I%’l(d_l)n ... Hj[%dﬂ) ® Ud} )) —
m? — (m — w)?.

The proof can be found in Appendiz B under Corollary B.5

Then, Lemma 3.7 also guarantees that with overwhelming probability over the choice of P, there are
no values of {Ai}ie[d} that result in dim (Colspan (PA)) < dim (Colspan (A*)). Therefore with over-
whelming probability over the choice of P any solution found to {Ai}ie[d] gives equality: Colspan (PA) =
Colspan (A*). See also Corollary B.8.

Moreover, the solution space is non-empty, as explained thoroughly in the attack overview in Section 2.4,
since A; set as the bottom (m —w) x w block of the the Hermite normal form (HNF) of the matrices A; for
i € [d] is a solution.

3.2.2 Main Theorem for the Recovery of A;’s

The following theorem immediately gives rise to our recovery algorithm.
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Theorem 3.12 (Unique solutions for Az) Let M, m,w, k,d, q, x be parameters as defined previously. Sample
P + XMde' Then with probability 1 — negl(m), over the choice of P we have that for any choice of
A e ng_w)xw fori e [d] and A;, we have the following where we define

< | [ 1w ®(d—1) L, ®(d—2) ®(d—1) L,
A_HAJmm I [37] @ 1502) - eV e | 3

< L, d- L, d- d— L,
Al L [[ } I®( 1)”1 [A/} I®( 2)H HI%( 1) ® {Aéj} )

1. If,
Colspan (PA’) C Colspan (PA) ;
then
Colspan (P ) Colspan (PA) .

2. Furthermore, if
Colspan (P ) Colspan (PA)
for all i € [d], then A; = A’
Proof. The proof of the first claim is addressed by Remark 3.10.

We now address the second claim. The proof proceeds column-by-column of [I } for 7 € [d] and shows

A/

Iw
] is equal to its corresponding column in [~ } . We'll show that the first column of

I
that each column of {3” A

A;

il
First, for every i € [d] extend the columns of [i
B; below:

I, I,
[A'} , say d( ) , is equal to the first column of [

} to a basis for Zj" given by the columns of the matrix

a | Tw wa(m—w) mxm
B; = |:AZ I, . S Zq xm

Let egi) denote the jth column in B; and observe that for all the jth columns of B; for j € [w + 1, m] are all
elementary vectors. That is, for i € [ ] and for j € {w+1,...,d}, egi) = e; where e, is the jth elementary

vector. Now we aim to show that d (1)

Take a carefully chosen column of PA, namely P - (dgl) ®eD - ®e£g)) € Colspan (PA’) =
Colspan (PA).
Therefore, we can write an equation:
P (d§1> ®e? ®-~-®e£;f)) = 3 Mipia Po(@V @ @el?) (*)
i1,i2,...,0qa€[m]IFE[d] s.t. i;E€[w]
Now observe that, d(l) has a special form. Namely, the first column dgl) must be of the form dgl) =
(1) + D w<i<m 04(1) ( ) for some coefficients a( ) e Zg,j€{w+1,...,m}. If we show that agl) = 0 for all
L,
je{w+1,...,m}, then dgl) = egl and e1 is the first column of [A }
1
Substituting for dgl), we have

P.(dg)@eg)@...@egg))zp. e§1>+za§1>e§1> 2e? . ..ed

j>w
=P (e(ll) ® '35721) ® - .egs)) Z al Wp . ( e(2) Q - egrﬂll)) (%)
j>w
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Taking the difference of equation (*) and (**), we see that we have
0=Cmmem — 1) P-(eV@e@ @ ed)+ S VP (eloed o el
i1€{w+1,....m}
+ Z )\il,~~7id P(egll)®®e£:l))
i1,12,...,ig€[m]IFE[d] s.t. ijE[w]

Now observe that every vector in this linear combination is linearly independent by Lemma 3.7 which states
that
BP — {P- (e§j> ®---®e(d)) Cin,...ig € [m] AT e [d)i; < w}

id

d
vl {P~(eﬁ,ﬁ)@-.eﬂf*”®e,§k)®e£’,§“>®m®e$§>) :£€{w+1,...,m}}
k=1

is a linearly independent set of vectors. Therefore, A1 m m,... .m =1 and ozg»l) =0forall j e {w+1,...,d}.
Iw i) - Iw
Therefore, d(ll) = egl). To show that the fth column of [A’]’ denoted dE ), is the the fth column of [A} ,
denoted egi), apply the same argument on the vector P - (e%(ifl) ® d/) e?ﬁl(d*i)). O
3.3 Recovery of a unique V;
L, - L, - .
Having recovered matrices U; = [A } = AjA] %, ..., Uy = A= AdAd%F, we now aim to recover a
1 ’ d ’

secret matrix up to uniqueness Vi = A 7 - S; such that By = Uy - V| + E; where E; is a low-norm error
matrix. We argue correctness for this procedure for b = 0. We reason about the case b = 1 in Section 3.1.

Observe that when b = 0, the algorithm can compute the matrix Y = A*(S* +RG~*(B)) from its inputs

and then it can annihilate the term RG~!(B) by computing a full rank matrix Q € Zé( X(K=Mloga) from

the right nullspace of G~1(B). Now we have,

A*.8".Q=Y-Q
By definition of the scheme,

A*.S* = A*. S
where,

A*=PAIRI®..0...II®...0 Ay),

S1®B2®B3s®...Bg_1 ® By

E;®S,®B3®...Bj_1 ®By P

S* = .
E1®E2®E3®...Ed,1®sd
Thus, due to the properties of tensor products:
A*.S*=L; Lo,
where,
Li=PA AL @Ie.. . oI [Iel®...@ Aqg- A L),

Al,T'Sl®B2®B3®...Bd_1®Bd

El ®A2,TS2 ®B3 & ...Bd—l ®Bd

Lo = <P’

EiQEQE;®...Eq_1 ® Ag 1Sy
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Therefore, there is a solution to the equation

PU0To... ol [[ols.. Uy | 1702 95 pQ=vq (12)

defined to be M

Where everything is known except the variables V; and Z and M is a known quantity obtained from the
previous step of recovering A;’s. Essentially, what we show is that when seen as equation over just V1, the
equations are actually uniquely solvable. There may be many solutions to Z but this is irrelevant to solving
for V1 .

For b = 1, observe that we will be solving

PU 0To... ol [[ols.. Uy | 1702 95 pQ=vq (13)

defined to be M

where YQ = (L1Ls — S{)Q where S{; = KSy for a Kilian matrix K. If S{ was completely random and
independent of everything else, then, we won’t be able to recover Aj rS; because Sj will completely hide
any information about A; rS;. However, S is correlated with Q and therefore we give a heuristic reason
why the recovery will fail when b = 1, thereby giving a distinguisher.

The above approach explains how to setup a system of equations in the unknowns V; and Z and it
remains to explain why solving this system will give you a unique solution for V.

To show uniqueness, we consider the following homogeneous equation and show that the only solution is
Vi =0 (we treat V{,Z’ as the variables for the homogeneous equation).

V! B(Q""’d)
P(U1®I®...®I...|I®I®...®Ud)-[ 1®Z P'Q=0

where B4 =B, ®---@B,;. We proceed in three steps. In any proofs corresponding to these three steps,
we’ll assume that the equations were setup with Bs, ..., By, B are sampled uniform randomly as opposed to
LWE matrices. If multiple solutions for this homogeneous equation exist when they are LWE matrices, then
we have a distinguisher between LWE matrices and random matrices because the homogeneous equation
does not require any secret information.

e Step 1: First, we expand the above equation.
M, Vi @BZ+9).P.Q+M,-Z-P-Q=0
where M; = P - (U; @ 1@ D) and My =P - (1@ Uy @ I®U-2) ... | @ I20-D @ U,).

e Step 2: In the second step, find I'5 as linearly independent columns of M5 that span its column space.
Then find additional linearly independent vectors from from columns of M; so that [Fl ||F2} have full
column rank and generate the column space of [M;|Mz]. Observe that, by Lemma 3.8, 'y will have
at least w(m — w)?~! columns. Moreover, by the properties of column spans (see Lemma 2.3), we can
write M; = I'1 Xy + I's X5 and My = I'h X3 for some X1, X5, X3. In particular, the matrix X; will
be a permutation matrix that simply selects, or places, the columns of I'; into the their corresponding
column in M;. Our equation becomes:

FI(XI . (\//1 ® B(Q,...,d)) . P/ . Q) 4 1—12(X2 3 (Vi ® B(Z,...,d)) 4 X.3 . Z/)P/Q =0

Now we use the linear independence of I'; and I's to see that each of the terms must be equal to 0.
Therefore,

The first and second steps hold with high probability over the choice of P, A4, ..., A;. Notably, they
do not depend on P’ nor Q.
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e Step 3: Our main theorem is that, with high probability over a random choice of P’,Bs, ..., By, B,
V| must be 0. If V| # 0 and satisfies the equation, then this implies X; has a nullspace of dimension

at least O(m®1). Namely, all columns of V@ B4 .P’.Q are in the nullspace, and this matrix has
d—1

column rank O(m?~1) when V} # 0. On the other hand, we know that X; € Z;U(mfw)d_lxwm from
step 2 is of rank w(m — w)9~!. This rank is due to the fact that if a given column +; of I'; appears as
ith column of M; then it also appears as the i*” column in I'; X1, therefore X; is a permutation matrix
of rank w(m — w)?~! because T’y is of rank w(m — w)?~!, ensuring that the rank of X; is at least this
much. We know the rank of T'; because Lemma 3.8 tells us there are w(m —w)?~! many such columns
not in the column span of My with overwhelming probability over the choice of P, Aq,..., Agy.
Therefore, the right nullity of X; is at most wm?™! — w(m — w)4~! = O(w?m?~2) by rank-nullity.
Therefore, the only way that the rank of V, @ B(2-+% . P’.Q can be consistent with the nullity of X
is if m < O(w?). This parameter setting is in contrast to that in the paper which asks that m > w3.
This is what our main theorem attempts to prove.

3.3.1 Useful Claims and Conjectures

We begin by proving multiple lemmas about rank of certain distributions of matrices in order to obtain a
lower bound on the column rank of V; @ BZ-4 . P’. Q.

Lemma 3.13. For n,k € N such that n < k, a uniform random matriz R € ZZX’“ has rank at least r with
probability:
(n+k)r

q
< < -
Price(R) <r < T

Proof. Note that if a matrix M has rank r it can be factored also as M = M} - Mj where Mj € Z7**, M}, €

Zf;Xk for any ¢ > r. Therefore, the number of matrices of rank at most r is loosely bounded by ¢™*).
Then,

q(n+k)r

Pr rkR <r<-—
R[ (R) ] qnk
O

Lemma 3.14. For any n,k € N such that n > k, if M € Zy*" is a full rank square matriz and F € Z’;X”
is a (wide) matriz sampled uniform randomly, then F - M is uniform randomly distributed.

Proof. Let M € Zy*™ be any full rank square matrix. Observe that for any fixed matrix Y € Z’;X", the
probability over the choice of F that F - M =Y is uniform since M is invertible:

. _ _ _ . —-11 __ —kn
I}’?r[li VI—!]—f;r[F—Y \Y| ]—q .
O

Corollary 3.15. For any n,k,{ € N such thatn >k, n>{, if N € ZZ“ is a full column rank matriz and
F c Z’;X" is a (wide) matriz sampled uniform randomly, then F - N is uniform randomly distributed.

Proof. Let N € ngz be any full rank column matrix. If £ = n, then Lemma 3.14 already gives our desired

statement. If £ < n, then fix N’ € ng(n%) to be any matrix such that [N|[N’] is a full rank square matrix
(in other words, extend the columns of N to a basis for Z}). Then for any matrix Y € Z}**
P . = = . M = /
>r[F N =Y] > Pr[F-[NINT = [Y[[Y]]
Y/EZZX("_E)
= Z gk (by Lemma 3.14)
Y,GZ(I;X(an)
—
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Lemma 3.16. Consider a fixred matriz Q € ZfXD be of rank D = K — Mlogq and a uniform random

matriz F € ZZTCFIXK where M =m? Y2, and K = m*/2. For all constants ¢ < 1,

PFr [I‘k(F . Q) <ec- md—l} < q—Q(K.mdfl)

Proof. By Corollary 3.15, F - Q € Zm" "' D g a uniform randomly distributed matrix. By Lemma 3.13,
q

(m?=1+D) (em? )

q m(em?t—(1-c)D) _ q—Q(K‘md’l).

> =q

d—1
Prtk(F- Q) < c-m™'] < 77D

Lemma 3.17. ! Consider a fived matriz Q € Z(I]{XD of full rank D where D = K — M logq, M = m® /2,
and K = m®/2. Then let F; € Z;"MIXK for i € [k] denote uniform random matrices. Let s € Z% where
m3 <k <m24=7/6 Then for all constants ¢ < 1 such that

k
Js # 0 such that vk ((Z S+ Fz> . Q> <ec- md_ll < q—Q(K.mdﬂ)
i=1

Proof. For a fixed non-zero s € Z’; ,

lrk ((i S; -Fi> - Q) < cmd_ll = l;‘r [rk (F-Q) < cmd_l]

< qu(KAmd’I)

Pr
F;

Pr
{Fi ?:1

where the inequality above is given by Lemma 3.16. Then there are ¢* possible s so by the union bound,

k
Js # 0 such that rk <<Z S; F,) . Q) <c- mdll < gk q*Q(K'md_l) = q*Q(K'md'_l)

i=1

Pr
{Fi}r_,

O

Remark 3.18. We require that a uniform matriz F € Z;”Xk extracts m random field elements from x*. A
uniform matriz ¥ is a 2-universal hash function because for a fived non-zero vector x the probability over
a random choice of F that F - x = 0 is exactly ¢=™. To apply the Leftover Hash Lemma and obtain the
extraction property, we require that k - Hoo(x) > mlogq+ 2log(e™t) where Hoo(+) denotes min-entropy. For
a discrete Gaussian, Hy(X) is some constant c. Therefore, we require that ¢ -k > mlogq + 2log(e~t). Per
Remark 2.1, for the security of LWE to hold we require that ¢ < 2°0™) | so log q = O(m). Then since k > m?,
there exists some € that is negligible in k such that this condition is satisfied.

Lemma 3.19. Assume parameters for m,k, e, q,Ho(x) are as stated in Remark 3.18. Let F; € ZZI”X’“ for
i€ {1,...,d} be sampled uniformly at random. Define F(lD 2 F, @ ... @ Fy. Let P/ « X’“d“. Then

Proof. The induction is on the index d. In the base case, d = 1, we have that F; -P’ for P’ «+ x**! is e-close
to uniform from Remark 3.18. Assume the statement holds for d — 1, we show the statement holds for d.
Let P’ + x*"x1. Split P’ into k blocks of dimension k%! x 1:

P}
P =:
P},

'In Lemma 3.17, the values of (lowercase) k are specified on page 24 of [DQVT21].
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Observe that

_Fl[]-? 1] CF@Ed) L Fl[l,k] CF(2d)
(ot P — : g : P
|Fy[m, 1] - FEd) o Fy[m, k] - F&ood)
[ em Fall,j] - @) P

_Zje[k] Fi[m, j] - FZd) P;'

where Fy[i, j] denotes the (4, j)th entry of Fy. Now apply the induction hypothesis on so that for i € [k],

> e Fill, 4] - F&®D - P Y sepm Falld) - vy
: Fk-ca—1 :
> e Fulm, j] - FZed) . P ier Film, jl-v;
Now observe that the entries of the above matrix are equivalently a rearrangement of the following quantities:
Fo-[v[l] v[2] - v[k41]]
where for i € [k?~!], we define the column vector v[i] £ (v1[i],...,vi[i])" € Zk*. Apply the leftover hash

lemma k! times to replace every column with a random vector in Zq'. This implies a further statistical
distance of k?~'e. Therefore we have that ¢g < eq_1 -k + k% te = O(k?! - €4_1). Setting ¢; = ¢, we have
that ¢4 = EO@) e,

O

3.3.2 Recovering V;

We now use the above rank lemmas to show that the only solution for V) in the homogeneous equation
above is 0. This is step 3 in the outline described above.

d—1 d—1
Theorem 3.20. Let X; € Z;”(mfw) X be of rank w(m—w)?'. Let Boy,. .., By be uniform randomly

sampled from Z;”Xk. Let B?4) 2By ®-.-@ By and let P/ + X"'(FIXK and let Q € ZfX(KfMlogq) be of
full rank K — M logq. Then with probability 1 — negl(w) over the choice of P', Ba,..., By, if m = w(w?)
and X - (V, @ BZ49) . P’ . Q = 0,then V|, = 0.

Proof. If V| is non-zero than it has a non-zero row. Suppose WLOG that the first row of V/ is some
non-zero vector vi = (vy1,...,v1,5) 7 0. Split

into k blocks of shape P} € Z’;d_1XK, for i € [k]. Then observe that the top m?~! x (K — M log q) block of
/ (2,...,d) / wm®Ix(K—Mlogq) .. .
(Vi@BE4). P'.Q e Z is given by

k
(Z vy - B@3od) P;) -Q
i=1

where vy ; denotes the (1,4)th entry of V;. Lemma 3.19 argues that B ) extracts a row vector from
a single column of P} that is some € = negl(w)-statistically close to uniform. Applying Lemma 3.19 on K
columns of k¥ many fresh P/, we have

k k
(z s B -P;) Qi (Z o F> aQ
=1

i=1

(2,3,..
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where kK¢’ remains negligible in w. P} having K column Then by Lemma 3.17,

k
%’r Jvy # 0 such that rk ((Z V1 - FZ> . Q) < md*1/2

i=1

< qfﬁ(Kmd_l) )

Therefore with probability 1—g¢~ 2 ™" _ kK¢’ over the choice of P’ and By, ..., By, (Vi@eBZ4).P'.Q
is of rank at least m?~!/2 since the top m?~! x (K — M logq) block already has rank above m?—1/2.

On the other hand, the right nullity of X; is wm? ! —w(m —w)?' = O (wzmd_Q). This is only possible
if m < O(w?). In the parameter regime proposed by [DQV*21], m > w3. O

Note that Theorem 3.20 is the key ingredient in Step 3.
Corollary 3.21 (Uniqueness of V). Let d,m,w, k, K, M, q, x be parameters as defined in Section 2.1. Then

the homogeneous system of equations

AV B(2 ..... d)
P(U1®I®...®I...|I®I®...®Ud)-[ 1®Z P'Q=0

has a unique solution V| = 0 with 1 — negl(w) probability over the choice of randomness used in generating
the distribution Dy.

)d—l d—1

(m—w Xwm

Proof. As specified, m = w? = w(w?). Setting up the matrix X; € Zg exactly as specified
in Step 2 in Section 3.3, and assuming that the equations were set up with B, ..., By, B that are sampled
uniform randomly as opposed to being LWE matrices, Theorem 3.12 implies that there is a unique solution
V| = 0 with 1 — negl(w) probability over the choice of randomness used in generating the distribution Dy.
If multiple solutions for this homogeneous equation exist when this equation is set up where Bo, ... By, B
as LWE matrices, then we have a distinguisher between LWE matrices and random matrices because setting
up the the homogeneous equation does not require any secret information. Therefore, we have the intended

statement. O

4 Extending the Attack to the T-sum Candidate

On page 26 of [DQV™'21], an alternate candidate construction that builds upon the previous candidate is
proposed. In particular, this alternate candidate fixes a single set of matrices {Ai};i:l, and reuses them to
build T copies of the original candidate, and sums the T copies. More specifically we have the following
candidate:

Distribution D,.
e Let d,m,w, k,x, M, K,q be the same parameters as defined in Section 2.1.

e For i € [d], sample A; < Z7"*". For i € [d],j € [T], sample ng) +— Z;”Xk, E,Ej) — x™*F. Compute
ng) =A;- SZ(.j) —|—E§j) S Z;"Xk. Visually, the A;’s are tall, the S;’s are wide, and the B;’s and the E;’s
are wide.

e Sample P « XMX’”EL and P’ « X’“dXK. Visually, P is a wide matrix and P’ is a tall matrix.

¢ Set A*=P-(A1 0T, ® ... Tp|Tn @ As @ ... Ll [T @ L, @ ... Ay) € ZMXdwm”™ Vigually, A*
is a tall matrix.

s @By @By ©...BY, @ BY

o B esh el e BBl

“TIXK Then set

e For j € [T], set S* P’ e zdvm

EY oEY o EY ©...EY), ® S{’

s . p.

M=

S* =

J=1
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Visually, S* is a wide matrix.

A*.S*. Visually, A* is a tall matrix and S* is a wide matrix.

Set seed = {B,Ej)}ie[d],je[T]v A, S*.

Set B = A*S( + F, where Sy « 2,V K and F « Xflood -
e Set C=A*R+E — bG, where R« Z}V*M187 and B «— yMxMloga,

The output of Dy, consists of the following tuple:

Ay = (P, P, A", {B"}.c 14 eir1, B, C,E* + EG™'(B) — bF)

(Killian Randomization) Find random full rank matrices A* € Z)*W 8* € Z}V*K such that A*-S* =

Set B* = P-(Y_ B ®...©BY)) P’ and E* = P-(3.]_ | E{®...9E{)) P, 0 that B*~A*S* = E*.

Remark 4.1. Note that the number of field elements in the seed is T -m - k. This seed is expanded to M - K
elements by the tensor construction above. Per the parameters proposed in [DQV* 21], we have M - K = m??,

Therefore if T < m23=1/k, then there is sufficient expansion to be useful for construction iO.

4.1 Extending the attack

We show that our attack on the original candidate directly extends to all interesting settings of 7" that imply
10 under a reasonable assumption about the randomness of certain matrix distributions. Namely, we will

show that for all the same algorithm extends to the T-sum case for T = O(m?*~(1/2) . /k).

Our attack proceeds in the same main overall steps as the original 7' = 1 case. We detail the algorithm

in two steps below.

e Step 1: Exactly as before, the algorithm recovers matrices A1,..., Ay up to unique representation
I I
U, = {Awl] =A, -AilT,...Ul = [Alﬂ = Ad~A;} where U; € Z7*" for i € [d].
e Step 2: Having recovered Uy, ..., Uy, the algorithm now aims to recover the secrets up to unique

representation {ng) =Ai7- S;(Lj)}je[T] where ng) € 2wk for j € [T],i € [d].

The algorithm now sets up a system of equations to solve for {ng )} je[r)- As in the original setting, an
algorithm given the inputs from the distribution Dj, can compute the matrix Y = A*(S*+R-G~! (B) —
b-Sp) € Zé”XK. An algorithm can then annihilate the term R - G~!(B) € ZZVXK by computing a full

column rank matrix Q € ZfX(KfMlog 9 from its right nullspace. Now we have,
A (S*—b-S0)-Q=Y-Q.

As in the original setting, when b = 1, the matrix Sy heuristically hides information about A r - ng )
for all j € [T] so no recovery is possible of these matrices. We refer the reader to Section 3.3 for a
longer discussion about the case where b = 1.

From now on we focus on the case where b = 0 so that
A*-S*-Q=Y-Q.
By the definition of the T-sum scheme and properties of the tensor product we have,

A*.S*=A*-S*=L; Ly
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where
Li=PA; A ;0I0.. . oI . I0l®...0 As- A p),
Siem (Avr -8t @By @BY ®...BY), @ BY’
. Zje[T] Egj) ® Asr - ng) ® Béj) ®. ”B(le ® B&j)
e (BY 0 EY @ BY @ .. BY), @ Agr-S)
Therefore, when b = 0, there is a solution to the equation
vileBY @... ®ng))

PQ=Y
7 Q=YQ

PU;RI®..0I.. . | Iel®...@Uy)- [Zjem(
defined to be M

where all values are known except for the variables {ng )}jE[T] and Z. Here M is a known quantity
computed in Step 1. We show that when this equation is viewed as an equation over just the variables

{ng )} je[], the equation is uniquely solvable. Again, there may be many solutions to Z, but this will

be irrelevant to solving for {ng)} jElT)-

Arguing uniqueness At this point, the overall algorithm has not changed at all. Having set up a linear
system of equations in the variables {Vgg )} je[r) and Z, and having observed there is at least one solution, it

remains to argue that with high probability over the choice of matrices P, P’, {ng )}je[T},z‘e[d}>B that there
is a unique solution to the variables {ng )}jE[T]' To argue uniqueness, we again consider the homogeneous
equation where the unknowns are denoted {Vll(J )}jG[T} and Z' and need to show that Vll(j )= 0forje [T].

” P'Q=0

PU;I®..QI..I1I®...0Uyy)- lziem(

defined to be M

This overall argument is effectively identical except for a single step that differs from the original T' = 1
case. We outline these steps in detail for analyzing the attack on the T-sum candidate analogously to what
has been outlined for the original setting.

e Step 1 (for uniqueness): As done in the original setting, expand the above equation to obtain:
M-y (VIP9BY @ 9BJ) P'Q+ MZP'Q=0
JE[T]
where M} = P - (U; @ I2@-1) and My = P - (I®@ Uy @ I®(@-2)|| ... || @ I®U-1) @ Uy).
e Step 2 (for uniqueness): The second step here is identical to that in the uniqueness analysis for
the attack on the original scheme. In the second step, set I'; as linearly independent columns of My
that span its column space. Then set I'y as additional linearly independent columns of M; so that

[I‘l ||1"2} has full column rank and generate the column space of M. Observe that I'; will have at least
w(m — w)4~! columns by Lemma 3.8 which allows us to compute

dim (Colspan([M;[|[M3])) —dim (Colspan(Ms)) +dim (Colspan(M; ) N Colspan(Ms)) = w(m—w)?~*.

As a consequence, we can write this equation as M; = I''X; + I'; Xy and My = I'; X3 for some
X1, X9, X3. Our equation becomes:

r(x- > (ViPeB e -eBY)-P-Q
J€lT]

+Is | Xs- Z (V;(j)(@Béj)@"'@ng)) +X5-Z P/QZO
JE[T]
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Now we use the linear independence of I';y and I'y to see that each of the terms must be equal to 0.
Therefore,

X,y (VP @By @--eBY)-PQ=0. (%)
JElT]

The first and second steps hold with high probability over the choice of P, Ay, ..., A;. Notably, they
do not depend on P’ nor Q.

Step 3 (for uniqueness): Our main theorem is that, with high probability over a random choice of
P’.B., ..., B4, B, the matrices V'l(J) = 0 for j € [T, if there exists any j € [T] such that Vll(]) £ 0,
then 3, ciry (V;“) 2By @ ® ng)) P’ Qs of rank O(mé1).

Namely, all columns of V} @ B(2+4 . P’. Q has column rank O(m?~') when V} # 0 and are in the

d—1 d—1
nullspace of X;. On the other hand, we know that X; € Z;U(mfw) XWmT from step 2 is of rank at
least w(m — w)9~1. This rank is due to the fact that if a given column ~; of I'; appears as i*" column
of M; then it also appears as the i** column in I'; X, therefore X; is a permutation sub-matrix of
rank w(m — w)9~! because T'; is of rank w(m — w)?¢~!, ensuring that the rank of X; is at least this
much. We know the rank of I'; because Lemma 3.8 tell us there are w(m — w)?~! many columns of
M; not in the column span of My with overwhelming probability over the choice of P, Aq,..., Ay.

Therefore, the right nullity of X; is at most wm4! — w(m — w)?~! = O(w?m?~2) by rank-nullity.
Therefore, the only way that the rank of EjE[T} (V/I(J) ® Béj) Q@ ® B((ij)) - P’ - Q can be consistent

with the nullity of X; is if m < O(w?). This parameter setting is in contrast to that in the paper
which asks that m > w3. This is what our main theorem attempts to prove.

Preparing a rank computation In Step 3, we determined that analyzing the rank of

JE[T]

for some non-zero V’l(j ) for j € |T) suffices to obtain a uniqueness theorem. To analyze this rank, we will
massage the form of this matrix so that the rank is easier to analyze. We now describe how to rewrite this
expression.

For convenience, for j € [T], define

j (4) j) md =t x ka1
B’(J)éB; ®...®B((1] EZq X .

1. Rewrite the following expression:

I, o B'MW
T ] A Ik ® B/(2)
> VP 9B = [V @ Lyt [VI® @ Ly |- VI @ Lyas| - |
] :
! I, © B'D
I, 2 B'W
I, ® B'®
= ([VIOUvE g v @ 1) :
I, @ B'D
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I, o B'MW

I, 2 B'®
2. Then open up the tensor structure of . to see that for j € [T],
1, © B'(T)
B'(%) 0,a-15 i1 Oppa—ispa—t - Opa—iypd—1
. Omd—l Xkd—l B/(]) Omd—lxkd—l M Omd—lxkd—l d—1 d
_ km k
I, ® B'Y) = i € Zkm™ Xk
0,,d-15pd-1  Opa—1ypa—1  Opd-1yga-1 -+ B'U)
P} P -Q
3. Then partition P’ into k blocks as before: P’ = | : | so that P’-Q = where P} € Z’;d_1XK
Py, P, -Q
is a tall matrix.
4. Then multiplying gives
I, @ B'W W,
1(2)
L ®.B P.Q= VYQ c ZI;de’lx(KfMlogq)
I ® B/ Wr
where for j € [T] we define
BV .P,-Q
) . prL .
W, & B Py Q c 7km ™! x (K —M log q)
J . q '
B/() P; -Q

Working with only the top block We now recap the progress made so far in the analysis for Step 3
(for uniqueness). At this point, we can rewrite

JE[T]
W,
_ ([V/l(l)HV’IQ)H...||V'1(T)] ®Imd71) : “:]2 € Zwm" X(K=Mloga)
W]
Recall that for our uniqueness argument to proceed in Step 3, we need that this matrix is of relatively large
rank, say O(m9~1), with high probability for any non-zero matrix Vll(l) HVll(z) II--- ||V/1(T)}. The following
key observation simplifies analyzing the rank of this matrix: If [V;l(l)Hvll(Q)H e ||V'1(T)] is non-zero, then

there is some row that is non-zero.
Without loss of generality, suppose that this non-zero row is the first row. This first row of
W,

W,

[V’f”nv’l@)u S HV’l(T)] defines a submatrix of ([V’l(”nv’l@)u o HV’l(T)] ®Imd71) | 7| formed by its
Wr

first m?~1 rows. If this submatrix has large rank O(m?~!), then the whole matrix has rank O(m?~1).

This top block is of a substantially simpler form amenable to rank analysis as we will show below. We
now identify this submatrix.
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1. First observe that we can rewrite one of the multiplicands as follows:
T _ _
/ 1)||V/1(2)|| . ”V/l(T)] ) A [ :p:| c Z;Umd L xkTma1
where Top € Z;"dile'T'mdfl is of the form
Top = [Ry1[[Ro|[Raall - R [|Rapll - ||Rk.2\| Ryl [Re,7]

where for i € [k],j € [T], (V/(j )[1,i denotes the (1,4)th entry of V ) and where we define the following
matrix to be a scalar multiple of the identity matrix:

R;; = [(V/l(j))[l,i] 'Imd_1:| .

2. Then the top block Top’ € Z"  <(K-Mloga) o

W,
Wg /
(v o) | | <[]
Wr
satisfies the following equation
W,
W,
Top’ = Top = Z Z R,,-B'Y.P,.Q
; Jelr) \i€k]
Wr

Z Z(Vll(j))[l,i] . B/ P -Q

jelT] \i€[k]

4.1.1 Recovering secrets up to uniqueness for 7' > 1

Having rewritten our expression, to finish Step 3 of our uniqueness argument, it suffices to show that with
high probability over the choice of P’, Béj), - ,Bg)7 B for j € [T], the matrix

Top' = > | S (Vi) - B . P;-Q

JE[T] \i€[K]

has rank O(m?~1) for all non-zero vectors of the form ((V’l(j))[l i]) - € ZET*1. Moreover, the form
of the summation above gives rise to the following conjecture about the gandomness of the matrices W for
j € [T] defined above during the simplification.

Previously for the case T'= 1, we were dealing with a single copy (Bo ® B3 ® --- @ B,)P.Q for i € [k].
We then replaced (B2 ® Bs ® - - - ® By)P} with a random matrix F;, due to Lemma 3.19. The homogeneous
equation we worked implies that all the columns of ). v;F;Q, where v = (v1,...,v;) € Z’; is any non-zero
vector, will be in the null-space of X; . We ruled this out by using a union bound. Unfortunately, this
approach won’t be enough for us to handle large T'. Indeed, in Lemma 3.16, the probability of error grows
as ¢~ 9 restricting the dimension of v and hence T to be O(K) = O(m?*'/2). For ruling out iO, we need
to rule out T at least m29~1,

We take a different approach We will conjecture that {B'0) - P’ - Qlick),jerm are close {Fy j}icm, jem
where F; ; are uniform. This conjecture is heuristically feasible because each B'U) can be viewed as a
randomness extractor who extracts m?—! field from k%! field elements. Therefore, T such extractors can be
equivalently viewed as extracting T -m%~! field elements from k%! y elements. This is heuristically possible

if T < (£)d-1 Hlog(;() If k > m? as suggested by [DQV™21], our attack can extend to T = O(m?¢=2/(log q)).
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Conjecture 4.2. Let m,k,w,q,x, M, K be as specified in Section 2.1. For T < m2d_3, there exists € =
e(w) = negl(w) such that for uniform randomly sampled matrices Bm g), . ..B((f) € Z;”Xk for j € [T,

P+ XkdXK, and Q € ZfX(K Mlogd) o random full column rank matriz generated from the right nullspace
of G™Y(B) where B € Zg/IXK is uniform randomly sampled, we have

G . p’. ~ i
(B P; Q)z‘e[k],je[T] stabe (Fl’])ie[k]’je[T]

where F; ; € Zgnd_lx(KfMlogq) for i € [k],j € [T) are uniformly sampled random matrices, and where for
jelT]
B 2 Béj) ® ng) ® - ® Bfij) c Z,;d—l ka1
P}
and define P}, € Z’;dﬁlXK fori € [k] such that P" = | :
P;.
Theorem 4.3. Let d,m,w, k,q, M, K,x be as defined in Section 2.1. Assume Conjecture 3.3 and Conjec-
ture 4.2. Let Xy € fo(m_w)dilxwmdil be of rank at least w(m — w)?=1. For j € [T}, let Béj), . .,Bg) be
uniformly sampled from Z;”Xk. Let P’ + X’“MIXK. Let Q € Z(?XK_MIOM be of full column rank generated

randomly from the right nullspace of Gil(B) where B € Zf]wXK is uniform randomly sampled.

If T < m?¥=1/k = O(m??=3), m = w(w?), then with probability 1 — negl(w) over the choice of P’ and
ng)7...,Bfij) for j € [T] we have that Xy -3 i (V’l(j) ®ng) ®---®ng)) -P"-Q = 0 implies that
V9 =0 for all j € [T).

Proof. 1f [V’l(l)HV/l(?)H e HV’l(T)} has a non-zero element it has a non-zero row. WLOG assume that it is

the ﬁrst one. The tOp blOCk Of Z]E T] (V/l(J) ® Bg]) R ® B((i])) . P/ . Q was Computed above to be

vV (7) B/(J)P/ Q

Ma

p3)

i=1

.
I
=

where ((V (J))[l Z]> - € Z’;TXI is the first row of [V/l(l)HVll(z)H~~||V/1(T) . Conjecture 4.2 gives

e = negl(w) such that this sum is e-statistically close to

T
Z V/(J) [1 ;

1j5=1

Mw

7

for uniform random F;; € Z;nd_lx(K*Mlogq). For a fixed vector ((V'l(j))[u]) K.gelT] € Zg™,
i€lk],jEIT

ZZ 12 (V’(J)) ,qFi; is uniformly distributed over Zq mt 1X(K7M1°gq). Therefore, by the proof of
Lemma, 3 16 for this fixed vector we have that

kT
. _ _ md—1
Profrk [ DTS (VO | = mi 2] 21— g 0T,
7 i=1j=1
Then by union bound over all vectors ((V’l(j))[lyi]) S € Z’;T“, the probability that there exists any
1€\k],j€

non-zero vector over the choice of random matrices F; ; is

k T
T 3(<V;(J))[1’i]>ie[k]j€[T] #0st 1k | Y > (V) <milj2| < g T

I i=1 j=1
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as long as T = O(m??=3). Therefore with probability 1 — ¢~ (5™} _ ¢ over the choice of P’ and

ng),...,Bfij) for j € [T], and B, the matrix ZJE[T] (V;(j) ®ng) ®-® Bflj)) -P"-Q =0, is of rank

at least m?~!/2 since the top m?~! x (K — M log q) block already has rank above m?~1!/2.
On the other hand, the right nullity of X; is wm? ! —w(m —w)¢~t = O (med_Q). This is only possible
if m < O(w?). In the parameter regime proposed by [DQV*21], m > w3. O

Remark 4.4. As mentioned before, iO needs some expansion which is only possible if T < m2?3~1/k <
m24=4. If m = w?, then for some T = Q(m??=3) the attack proceeds, ruling out any value of T for which
there is meaningful expansion.

Remark 4.5. As mentioned before, in any proofs corresponding to these the three steps described for proving
uniqueness, we assumed that the equations were set up with Bo, ..., By, B that are sampled uniform randomly
as opposed to being LWE matrices. If multiple solutions for this homogeneous equation exist when they
are LWE matrices, then we have a distinguisher between LWE matrices and random matrices because the
homogeneous equation does not require any secret information so any adversary can set up the homogeneous
equation.
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A Useful Linear Algebraic Facts

First, we recall several useful linear algebraic facts used in the uniqueness analysis in both Step 1 and Step
2. While it is not necessary, we encourage the reader to review the following section to facilitate their
understanding of the above algorithm’s correctness.

Lemma A.1. For any matrices My, My, there ezists a matriz N such that My - N = Mgy if and only if
Colspan(M3) C Colspan(Mj).

Proof. This fact immediately follows by the definition of column span and matrix multiplication. O

Corollary A.2. For any matrices My, My and for any invertible matrices N1, Ngo of the appropriate di-
mensions, we have that
Colspan ([M1 HMQ]) = Colspan ([MlNl HMQNQ]) .

-1 -1 -1
Proof. Observe that [M;[[Ms] = [M;N;|[M;Ny] - [Né NO_I] where [1\(1)1 1\?} = [Né NO—J and
2 2 2

apply Lemma A.1.

Lemma A.3. For any matrices M, N with finitely many rows and columns such that Colspan(M) C
Colspan(N), if rk(M) = rk(N), then Colspan(M) = Colspan(IN).

Proof. Recall that column and row ranks are always equivalent (consider the reduced echelon form) and
recall that the dimension of the vector space Colspan(A) satisfies dim(Colspan(A)) = rk(A). Therefore, we
have

dim(Colspan(M)) = rk(M) = rk(N) = dim(Colspan(N)).

Combining this equivalence with Colspan(M) C Colspan(N), implies Colspan(M) = Colspan(IN). O

Lemma A.4. For any matrices M,N with finitely many rows and columns, Colspan(M @ N) =
Colspan(M) ® Colspan(N).

Proof. Let s be the number of columns of M and let ¢ be the number of columns of N and observe that
M ® N has st columns. For ¢ € [s], let m; denote the ith column of M and for j € [t], let n; denote the jth
column of N.

For ¢ € [st], we can express ¢ uniquely as £ = (k — 1) -t +r for k € [s] and r € [t]. By definition
of the tensor product, for /th column of M ® N is exactly my ® n,. This relation establishes a direct
equality between a spanning set for Colspan(M ® N) given by the columns of M ® N and a spanning set for
Colspan(M) ® Colspan(IN) given by {m; ® nj };c[s),je[y S0 we obtain the desired set equality. O

Finally, we recall the standard fact without proof.

Lemma A.5. Let Z,J be index sets. If {b; : i € I} is a basis for some vector space W1 and {c; : j € J}
is a basis for some vector space Wa, then {b; ® c;}icz jes is a basis for the vector space W1 @ Wa.
B Analyzing the Tensor Structure in the Construction

Having recalled certain linear algebraic facts, we first analyze the column span of the following matrix
U @ I9 VL, 0 Uy 0 592 124 Y Ud} :

where the matrices U; € Zg*" are of the stipulated form (with a top w X w identity block, so of full

column rank w). The column span of this matrix is some subspace of the vector space over Ly @@Ly
—_————

d times
Considering Zg* as a vector space, we consider the following bases for Zg'. For i € [d], let B; be a basis for
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Zq' obtained by extending the set of column vectors in U; = [ll&w} to the following full rank, lower-triangular

matrix
I 0
A w wX (m—w) mxm
BZ o |:Az Im—w :| < Zq ’ ’
and let (egi), cey e%)) denote the columns (the basis vectors). We make the following straightforward obser-
vations:

Lemma B.1. The set {el(dl) ®e§3) Q- ®ez(‘j)}i1€[w],i2,i3,~-7i4€[m] forms a basis for Colspan (Ul & I%L(d_l)).
Proof. Lemma A.4 implies that

Colspan (U1 ® I%(dfl)) = Colspan (U;) ® Colspan (I,)®* ™" = Colspan (U;) ® Z®(d .

Then observe that {egl)}ie[w] forms a basis for Colspan (U;) and for each j € [d], the set {egj )}ie[m] forms
a basis for Zi'. Now apply Lemma A.5 repeatedly with the above bases to obtain the desired result. O]

Lemma B.1 readily implies the following two corollaries.
Corollary B.2. For all j* € [d], the set {ez(»ll) ® eg) R - ® el(j)}ij*e[71/]7v jeld\{j*}.i;elm] forms a basis for
Colspan (I%u*_l) U+ ® I?%(d_j*)).
Proof. The proof follows exactly as that for Lemma B.1. O
Corollary B.3. dim (Colspan <U1 ® Ig(d_1)>) = wm?1.
Proof. The dimension is the number of elements in the basis. O

Moreover, using the above corollaries, we can analyze the column space of the blockwise concatenation
of these tensor matrices which we state in the following lemma.

Lemma B.4. The set
B2 {e 511) ® egz) @ egj)}vje[d],ijE[m]/\EIj*e[d] s.t. ije €]
forms a basis for the vector space Colspan ([Ul ® Iﬁ(d_l) II--- ||I;8§L(d_1) ® Ud] )
Proof. For convenience, we use the shorthand notation
2o o) I o U,
V £ Colspan (M)

A subset of vectors in a linearly independent set of vectors is linearly independent. Therefore, the set B is
linearly independent because it is a subset of

2
{ef,) ®e) ® - ® el }ujeai,eim]

which is a basis for (Z7")®? by Lemma A.5. Finally, we observe that V = span(B).

1. (V' C span(B)) By the definition of column span, the columns of M form a spanning set for V.
Therefore it suffices to show that each column ¢ in M belongs in span(/3). This is easy to see because
every column c is a column in some block of the form

120D g U ® 18(d=3")
where j* € [d]. By Corollary B.2, Bi,. = {e 1) ®e ). ®e }%*G [w],ViE€[d]\{j* },i; €[m] 1S @ basis for

this block and therefore ¢ € span(Byy. ). Flnally, obberve that span(Bblk_ ) C span(B) by construction
of B. This concludes showing the containment in this direction since every column of M is in span(B).
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2. (V 2 span(B)) It suffices to show that every element of B is contained in V. Pick any element of B, say

e!! ®--Q e(-d). By construction of B, we know that at least one of the indices i1, ...,%4 is at most w.
11 1d
()

Without loss of generality assume that the first index ¢; < w. Then for 1 < j7 < d we can express e
>k elm] ﬁ,(ci )ekj where B,(CJJ ) e Z, is some scalar and ey; € Z;" (without any superscripts) denotes the
kj-th standard elementary vector for k; € [m]. Observe that {el(-ll) @€, @~ @iy }iye[wlyia,....igcm] forms
a basis for Colspan <U1 ® I%(d_l)). Substitute for ez(-f), for 2 < j < d, in the element e§11) Q- ® egj)
to obtain the expression:
1 d 1 j j
el(d) ®'.'®e7(;d) :egl) ® Z B’(sz)eIW ®-® Z ’Béi)ekd
]

ko€ [m] kg€ [m

S [ I ) eee e,

kaon.oka€lm] \jE{2...d}

The above expression shows that egll) R -® el(-j) € Colspan (U1 ® I?ﬁl(dfl)) . Finally, we observe that
Colspan (U1 ® Ig(d_l)) C V by construction of V. Therefore, egll) QR ® egj) € V. We conclude that

BCV.
O
Corollary B.5. For any choice of {A;};c(q, dim (Colspan <[U1 ® Ifg?l(d’l)H . ng(d—l) ® UdD) —md —
(m — w)?.

Proof. The dimension is the number of elements in the basis given by Lemma B.4. Straightforward counting
gives m? — (m — w)? many elements. O

Remark B.6. As a result of Corollary B.5, we observe a rank deficiency of O(w?*m9=2) in
(Gl Y e U,

Namely, the number of columns in {Ul ® I%(d_l)n e ||I?%(d_1) ® Ud] is exactly dwm®=, but the rank is
m? — (m —w)? = dwm?=t — O(w?m=2).

The following corollary demonstrates why the special structure of the U;’s is so useful for proving unique-
ness, and it plays a critical role in proving the uniqueness of the solution for {A;};ciq. In particular, we
observed in Corollary B.5 that the dimension of the concatenated blockwise tensor matrix is fixed regardless
of the choice of matrices for {A;};c[g. This implies the following corollary.

Corollary B.7. Fori € [d], let U; & E&UZ] and let U, & B{’i] . For any choice of {Ai}ie[d] and {Ag}ie[d],
if

Colspan ([Uy @ T3 V)| 157 0 U] ) € Colspan ([0 0 157V - 1507 o 1y )
then

Colspan ([U; & 1Y)+ 15 @ Uy ) = Colspan ([Uf @ 1) - I 0 U )
Proof. By Corollary B.5,

dim (Colspan ([Ul & I%(d_l) [l - ||I§z(d_1) & Ud] ))
=m?— (m— w)d

= dim (Colspan ({U’1 RISV g ¢ Ug} )) :
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Therefore, by Lemma A.3,

Colspan ([Ul IRV IR @ UdD = Colspan ([Ug I 18D g U;D

Corollary B.8. With overwhelming probability over the choice of random A; € Zj**", for i € [d], if

Colspan ([Uy @ T3] 157 © Uy] ) € Colspan ([Ay 0 15 - 15770 @ A, )
then

Colspan ([Ul ® If%(d_l) I|--- HIS%(d_l) ® UdD = Colspan ([Al [ A II--- ||I§l(d_1) ® AdD

Proof Sketch. For brevity, we provide a short proof sketch that shows the relationship between
[Al ® I?fd*”H e ||I;€?L(d71) ® Ad} and {Ul ® I?ﬁ(dfl)n . ||I§L(d71) ® Ud} for some matrices U; that are in
a normal form with a top w x w identity block.

Note, that with overwhelming probability the matrices A; € Zg**" generated in the scheme are of full
column rank w. Since they are of full column rank, for each i € [d], there exists a well-defined invertible linear
transformation 77 : Colspan(A;) — Colspan(A;) that maps the columns of A; to the columns of its reduced
echelon form (the matrix form is exactly A;%) Every such invertible linear transformation 7] can be ex-
tended to a invertible linear transformation 7; : Z;* — Z" by acting as the identity on a set of m —w vectors
in Z;* that extend the columns of A; to a basis for Z;*. Observe that T;(Z}") = Z;'. Then we observe that ap-

plying the invertible linear transformation 73 ® To ®- - -®7Ty on Colspan ([Al RIS II--- ||I$,%(d_1) ® AdD

gives us a vector space that is expressible as Colspan ([Ul ® I%(d_l) II--- ||I$%(d_1) ® Ud]) for some matrices
{Ui}ie[q) of the desired form. By Corollary B.5,

dim (Colspan ([Ul RISV IS Y g Ud} )) =m? — (m —w)®.

Invertible linear transformations preserve the overall dimension, therefore, the original column span has the
same dimension:

dim (Colspan ([Al ® I?%(d_l)n e ||I%(d_1) ® Ad])> =m? — (m —w)?.

Finally if a subspace has the same dimension as the ambient space, then the subspace as a set must be
equivalent to the ambient space (see Lemma A.3). O
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