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Abstract. An accountable threshold signature (ATS) is a threshold signature scheme where every
signature identifies the quorum of signers who generated that signature. They are widely used in
financial settings where signers need to be held accountable for threshold signatures they generate.
In this paper we initiate the study of proactive refresh for accountable threshold signatures. Proactive
refresh is a protocol that lets the group of signers refresh their shares of the secret key, without changing
the public key or the threshold. We give several definitions for this notion achieving different levels of
security. We observe that certain natural constructions for an ATS cannot be proactively refreshed
because the secret key generated at setup is needed for accountability. We then construct three types of
ATS schemes with proactive refresh. The first is a generic construction that is efficient when the number
of signers is small. The second is a hybrid construction that performs well for a large number of signers
and satisfies a strong security definition. The third is a collection of very practical constructions derived
from ATS versions of the Schnorr and BLS signature schemes; however these practical constructions
only satisfy our weaker notion of security.

1 Introduction

A threshold signature scheme [27] protects the secret signing key by splitting it into n shares so
that any ¢ shares can sign. An accountable threshold signature scheme, also called an ATS, is a type
of threshold scheme where the signature identifies the quorum set that generated the signature. In
particular, there is a tracing algorithm that takes as input the public key pk, a message m, and a
valid signature on m, and outputs a quorum J C [n] of size at least ¢ that must have participated
in generating the signature. More precisely, a set of signers J should be unable to cause the tracing
algorithm to blame a signer outside of J for a signature generated by J (see Section 3 for the
complete definition). Since every signature must encode the quorum that generated it, signature
length must be at least [log, ()] bits. We note that a non-accountable threshold signature scheme
cannot be made accountable simply by requiring the signing quorum J to sign the pair (m,J).
The problem is that the signing quorum could lie and sign a pair (m, J’) for some J # J', thereby
framing the quorum 7’ for a signature generated by 7.

Accountable threshold signatures (ATS) come up often in real-world settings: if a rogue trans-
action is signed by a threshold of trustees, the signature should identify the trustees responsible.
For this reason, they are widely used in blockchain applications (e.g., [3]).

The trivial t-out-of-n ATS scheme is one where every signer locally generates a public-private key
pair for a standard (non-threshold) signature scheme. The complete public key is the concatenation
of all n local public keys. When ¢ parties need to sign a message m, they each sign the message
using their local secret key, and the final signature is the concatenation of all ¢ signatures. The
verifier accepts such an ATS signature if it contains ¢ valid signatures. The tracing algorithm can
trivially determine which parties participated in generating a given valid signature. This trivial ATS
is used widely, for example in Bitcoin multisig transactions [3]. While the scheme has many benefits,
signature size and verification time are at least linear in tA, where A is the security parameter. Several
ATS constructions achieve much lower signature size and verification time [48, 7, 51, 14, 17, 16].



Proactive refresh. Consider an adversary that is able to corrupt one signing party every week and
learn its key share. After ¢ weeks the adversary will learn enough key shares to forge a signature on
any message of its choice. To thwart such a dynamic adversary, Ostrovsky and Yung [52] introduced
the concept of proactive refresh. Every epoch, say once a day, the n parties will engage in a protocol
that refreshes their secret key shares without changing the public key. The requirement is that an
adversary that corrupts fewer than ¢ parties in every epoch will not be able to forge signatures, even
though in aggregate the adversary may corrupt all n parties. Several subsequent works designed
proactive refresh protocols for specific threshold systems [40, 39, 32, 31, 54, 5, 33, 21, 2, 42, 24, 44].

Our results. In this paper we initiate the study of proactive refresh for accountable threshold
signatures (ATS). An ATS with proactive refresh, or ATS-PR, is the same as an ATS with the
addition of a share update protocol. At the beginning of every epoch all n parties participate in
this update protocol to refresh their key shares, without changing the public key. The scheme must
be unforgeable and accountable against an adversary that can corrupt a different set of parties at
every epoch. We will define this more precisely in a minute.

At first, refreshing the secret keys of parties in an ATS may seem impossible. Each party’s
secret key is used to hold that party accountable for a rogue signature. If we refresh the party’s
secret key, the tracing algorithm will no longer be able to trace a rogue signature to that party.
For example, in the trivial ATS described above it is not possible to refresh the secret keys without
changing the public key: once an adversary learns the secret key of one party, it will always be able
to forge signature shares on behalf of that party. Nevertheless, we show that by encoding a little
more information in the signature, it is possible for the tracing algorithm to work correctly despite
the fact that all the secret keys change at the beginning of every epoch.

In Section 3 we define a number of security models for an ATS-PR that capture multi-epoch
unforgeability and accountability properties. We give two natural definitions of unforgeability, de-
noted uf-0 and uf-1, that are an adaption of the threshold unforgeability definitions of Bellare et
al. [6] to the settings of proactive refresh. We next give two definitions of accountability, denoted
acc-0 and acc-1. In acc-1 the adversary can corrupt an arbitrary number of parties at every epoch,
and can issue arbitrary signature queries to the parties at every epoch. Eventually, the adversary
produces a message-signature pair (m*, o*) that will trace to a signing set J C [n]. We say that the
adversary breaks accountability if in every epoch some party is incorrectly blamed for signing m*.
In more detail, if in some epoch ¢’ the adversary obtained enough key shares and signature shares
to sign m™* on behalf of the set J, then the adversary did not break accountability — the set J
effectively signed m* at epoch e’. Therefore, to break accountability we require the adversary to
satisfy the complementary condition: in every epoch e we require that there is some i, in the set J
for which the adversary did not corrupt party i. in epoch e and did not ask party i, to sign m*
in epoch e. In other words, the adversary wins if in every epoch some party is incorrectly blamed
for signing m*. The definition requires that no efficient adversary can satisfy this condition. We
discuss this further in Section 3. Definition acc-0 is weaker and requires that for some ¢ in the set 7,
the adversary never corrupted party ¢ nor did it ever ask it to sign m™*, across all epochs. That is,
the adversary wins under a more restricted condition: the same party 4 is incorrectly blamed for
signing m* across all epochs. We explore the differences between acc-0 and acc-1 in Appendix A. In
summary, we obtain four notions of security denoted (uf-b A acc-b’) for b, 0" € {0,1}.

The security definitions in Section 3 require that the n parties honestly follow the update pro-
tocol. This captures security against an adversary that steals key shares, but does not otherwise
corrupt the parties. It lets us focus on the main ideas needed to build an ATS with proactive refresh.



In Appendix B we consider a stronger adversary: we define security for an ATS-PR when some of
the parties participating in the system are fully malicious. We then describe a generic compiler
that lifts an ATS-PR that is only secure against semi-honest corruptions to an ATS-PR that is
secure against malicious corruptions. The compiler makes use of techniques from maliciously secure
multiparty computation. In Section 8 we discuss more efficient lifting techniques for our specific
schemes.

Constructions. Next, we present five constructions. We begin with a generic combinatorial con-
struction that performs well when (?) is polynomial size. The scheme is built from any generic
n-out-of-n threshold signature scheme (not necessarily accountable) that supports a proactive re-
fresh. There are many examples built from RSA [40, 39, 32, 31, 54|, Schnorr [39, 43, 47, 44|, and
BLS [19, 14]. It satisfies uf-1 A acc-1 security, our strongest notion of security.

In Section 5 we describe a generic construction that satisfies uf-1 A acc-1 security even when (’;‘)
is large. The scheme is built by combining two schemes:

— a refreshable n-out-of-n threshold scheme S; that is not accountable, and

— a t-out-of-n accountable threshold scheme Ss that is not-refreshable.
We build a two-level ATS-PR. scheme where the scheme &7 is used to sign S» public keys, and So
is used to sign messages. At the beginning of epoch number i the parties do: (i) refresh their S;
secret keys, (ii) run a distributed key generation (DKG) protocol to generate fresh So secret keys
and a public key pk;; and (iii) sign the newly generated ATS public key pk; using the scheme S;.
A signature on a message m is a triple (pk;, o1, 02), where oy is the S signature on pk;, and o9 is
the Ss signature on m. To make this construction practical we need an ATS scheme Sy that has
short public keys (so that our overall signature is short) and has an efficient DKG. In Section 6 we
construct an ATS that has both properties: a constant size public key (i.e., its size is independent of ¢
and n) and a simple DKG. Our construction makes use of techniques used to construct cryptographic
accumulators.

We then turn to constructing a refreshable ATS from standard signature schemes such as
Schnorr [56] and BLS [19]. In Section 7 we give very practical schemes that support proactive
refresh for a Schnorr-ATS and a BLS-ATS. This leads to practical short ATS schemes that support
proactive refresh. However, we describe an attack that shows that the schemes do not provide acc-1
security. Instead, we prove that they provide acc-0 and uf-0 security (we discuss the requirements
for proving uf-1 in Section 7).

Future work. Our security definitions capture adaptive threshold adversaries (as in [45] and the
references therein), where the adversary can choose to corrupt arbitrary parties before and after
issuing signature queries in every epoch. Our constructions in Sections 4 and 5 inherit adaptive
security from the underlying threshold schemes from which they are built. However, in Section 7, we
analyze the practical Schnorr and BLS constructions in a semi-adaptive setting where the adversary
must commit to its key queries at the beginning of every epoch, before issuing its adaptive signature
queries. The reason is that achieving security against a fully adaptive adversary often leads to
complex threshold signature schemes (as discussed in [45]). Future work can consider practical
constructions for ATS-PR in the fully adaptive settings.

Additional related work. The notion of an accountable threshold signature (ATS) is closely
related to the concept of a multisignature defined in [48] and further developed in |7, 17, 51, 41, 4, 16].
However, there are a number of differences. First, multisignatures are often viewed as a compression
mechanism, compressing multiple signatures into one, not a threshold mechanism. The threshold is
often left implicit. An ATS imposes an explicit threshold used by the verifier to decide if a signature is



valid. Second, the syntax of an ATS allows for centralized key generation or an interactive distributed
key generation protocol (DKG). Multisignatures often only allow for local key generation where every
signer generates its key share by itself (however, there are some exceptions [16]).

Traditionally, threshold signatures come in two flavors: fully private (called PTS) where a signa-
ture reveals nothing about the threshold or the signing quorum, or fully accountable (called ATS),
as in this paper. A recent proposal called TAPS [18] provides both properties: it is fully private to
the public, but fully accountable to an authority that holds a secret tracing key.

2 Preliminaries

In this section we present the basic notions and cryptographic primitives that are used in this work.
For an integer n € N we denote by [n] the set {1,...,n}. For a distribution X we denote by x +$ X
the process of sampling a value x from the distribution X. Similarly, for a set X we denote by
x +$ X the process of sampling a value x from the uniform distribution over X.

2.1 Threshold Signatures

For simplicity of presentation, we begin by considering non-interactive threshold signature schemes,
in which each signer can locally produce their signature shares without interacting with the other
signers. In Appendix C we will formally consider interactive schemes as well.

Syntax. A non-interactive threshold signature scheme (see |20, 28, 19, 14, 43, 6] and the references
therein) is defined with respect to some public parameters pp. Looking ahead, in our constructions
pp will include the description of some cryptographic group. This description is typically generated
as a function of the security parameter A € N by a group-generation algorithm, but in this work we
will abstract this process away and fix the group as part of pp. To avoid over-cluttering in notation,
we assume that pp are known to all algorithms without always providing it as an explicit input.

A threshold signature (TS) scheme is a 4-tuple TS = (KGen, Sign, Combine, Vf), where:

— KGen is the randomized key-generation algorithm. It takes in as input the public parameters
pp, a number n of signers, and a threshold ¢, and outputs a public key pk, a public signature
combination key pkc, and an n-vector of secret signing keys (skq,...,sk,).

— Sign is the randomized signing algorithm. It takes in as input a secret key sk; and a message m,
and outputs a signature share s;.

— Combine is a deterministic signature combination algorithm. It takes in as input the combination
key pkc and signature shares s;,,. .., s;, and outputs either a signature o or L. To simplify the
notation, we will require throughout that every signature share encodes the signer from which
it originated.

— Vf is the deterministic verification algorithm. It takes in the public key pk, a message m, and a
signature o, and outputs either 1 (implying acceptance) or 0 (implying rejection).

We postpone defining the correctness and security of T'S schemes to Section 3, where we will present
new generalizations of these definitions.

Accountable threshold signatures. An accountable threshold signature (ATS) scheme [49, 19,
4, 10, 16, 51] is a TS scheme equipped with an additional Trace algorithm. This algorithm takes
as input the public key pk, a message m, and a signature o. It outputs either a subset J C [n] of
signers such that |J| > ¢ (where ¢ is the threshold provided to KGen) or L. Roughly speaking, the



trace correctness property states that if a signature o on m was produced by a subset Z C [n] of the
signers, then the subset [J output by Trace(pk,m, o) is contained in Z. The accountability property
asserts that no subset Z of the signers can sign “on behalf” of a subset J which is not contained in 7
(i.e., it cannot make Trace output such a 7). We formally define these two properties in Section 3.

2.2 The Forking Lemma

In subsequent sections, we make use of the “forking lemma” of Bellare and Neven [7] (following
Pointcheval and Stern [53]). Let ¢ > 1 be an integer, let H, X and ) be a sets such that |H| > 2.
Let A be a randomized algorithm that on input (z, ) € X x H? returns either a pair (i,y) € [¢] x V
or L. Let F4 be an algorithm that takes an input x € X, and returns either an output (y,y’) € Y?
or 1, and is defined as follows:

1. Sample random coins p for A.

Sample hi,...,hq <$H and invoke outy < A(z, h1,..., hq;p).

If outy = L, return L. Otherwise, let out; = (4, ).

Sample h;, ..., hj +$H and invoke outy < A(z, h1,..., hi—1,hj, ..., hg; p).
If outyg = L, return L. Otherwise, let outy = (i, /).

If ¢/ =4 and h; # b} then return (y,y’). Otherwise, return L.

Al ol o

The forking lemma (Lemma 1 below) relates the probability that F4 succesfully provides an
output (other than 1) to the probability that A provides an output.

Lemma 1 ([7]). For all distributions D over X, it holds that

1
Pr{Fa(x)# L : x+s$D]>e€p- <ED_h>’
q
where €p is defined as
z<+$D
ep = Pr | A, i) # L : MW]

3 Accountable Threshold Signatures with Proactive Refresh

In this section we present our definitions for ATS schemes with proactive refresh (ATS-PR). We start
by providing the syntactic additions for such schemes (when compared to standard ATS schemes),
then define the correctness properties that should be satisfied by them, and finally, we present new
security notions. Recall that to simplify the presentation, we first focus on non-interactive schemes,
and then formally consider interactive schemes in Appendix C.

3.1 Syntax and Correctness

The key-update procedure. An ATS-PR scheme is an ATS scheme that is additionally equipped
with a key-update procedure, whose role is to refresh the signers’ secret keys without modifying
the public key in any way. We can envision the key-update procedure as dividing time into epochs.
An epoch starts once one execution of the key-update procedure ends (or, for the first epoch right
after the invocation key generation algorithm), and ends when the next execution of the key-update
procedure ends.

Formally, the key-update procedure is a pair Update = (Update, Update;) of algorithms:



— Update is a randomized algorithm that takes in a secret key skf of signer i in epoch e and the
public key pk, and outputs a vector (521, e 5fn) of update messages. Each signer ¢ sends 5§j
to the jth signer, for all j # 1.

— Update; is a deterministic algorithm that takes in a secret key sk and n update messages

Tireeos 67?” It outputs an updated secret key skarl for epoch e + 1 for signer 3.

For succinctness, we may write (sk*, ..., sk%™) «s Update(pk, sk§, ..., sk%) as a shorthand for the
random process of first invoking Update,(sk$, pk) for every i € [n] to randomly sample n? update
messages {J;,; }; je[n); and then running Update, (sk, (67 ;, .. .,dn)) to obtain sk¢™! for every i € [n].
Correctness. Informally, the basic correctness requirement for ATS-PR schemes is that Vf should
accept honestly-generated signatures in all epochs.

Definition 1 (correctness). We say that an ATS-PR scheme PRATS = (KGen, Sign, Combine, Vf,
Trace, Update) is correct if for all public parameters pp, all messages m in the associated message
space Mpp, all positive integers n,t and e such that t < n, and all subsets J C [n] of size at least t,
it holds that

Pr[Vf(pk, m, Combine(pke, {Sign(skj, m)}jer)) = 1 =1,

where  the  probability —is  over the random  wvariables  (pk, pke, ski,... skb) S
KGen(pp,n,t), and (sk™, ... skit1) < Update(pk,ski,...,sk’) fori=1,... e—1, and the random
coins of Sign.

In addition to the traditional correctness property, an ATS-PR scheme should also provide trace
correctness. That is, on input a public-key pk, a message m, and a signature o, the tracing algorithm
Trace should output a subset of the set of keys used to generate . This should hold irrespective of
the epoch in which o was generated.

Definition 2 (trace correctness). We say that an ATS-PR scheme PRATS = (KGen, Sign, Combine,
Vf, Trace, Update) satisfies trace correctness if for all public parameters pp, all messages m in
the associated message space Mpp, all positive integers n,t and e such that t < n, and all subsets
J C [n] of size at least t, it holds that

Pr [Trace(pk, m, Combine(pke, {Sign(skj, m)}je7)) C j] =1,

where  the  probability s ~over the mndom vari{ables (pk, pkc,sk%7 . ,sk}l) —$
KGen(pp,n,t), and (sk'™, ... skit!) < Update(pk,ski,...,sk’) fori =1,...,e—1, and the random
coins of Sign.

3.2 Security Notions for ATS-PR Schemes

We now turn to present our notions of security for ATS-PR schemes. We start with a brief overview
of the security notions and then provide formal definitions.

An ATS-PR scheme should satisfy two security requirements, unforgeability and accountability,
which extend the traditional security notions of ATS schemes to the setting of proactive refreshes.

Unforgeability. The traditional unforgeability requirement for threshold signatures asserts that an
adversary cannot produce a valid signature on a message m without observing either the secret key
or a signature share on m of at least ¢ different signers. In the proactive refresh setting, we require



that this holds per epoch. That is, the adversary should not be able to produce a signature on a
message m, unless there is a specific epoch in which it observed the secret keys or signature shares
on m of at least t signers. Note that this means that the adversary is allowed to observe ¢ or more
secret keys or signature shares on m across epochs, and potentially even observe the secret keys of
all signers at different points in time. However, in each specific epoch, the total number of secret
keys and signature shares on m that the adversary observes should be strictly less than t. Following
[6], we consider two flavors of this unforgeability definition, denoted uf-0 and uf-1, depending on
whether or not the adversary is allowed to observe signature shares on the message m™* for which it
forges a signature. We present constructions satisfying both notions with different trade-offs.

Accountability. The accountability property of ATS schemes states that an adversary should not
be able to produce a valid signature on a message m on behalf of a subset J of signers without
observing the secret key or signature share on m of all the signers in J. In the proactive refresh set-
ting we present a strong accountability definition that requires that this restriction on the adversary
should only hold in each epoch (thus allowing them to observe secret keys/signature shares on m of
all signers in J across different epochs). We also consider a milder accountability definition, which
requires that for some signer j € 7, the adversary never observes j’s secret key or a signature share
of j on m. Looking ahead, we will present different constructions of ATS-PR schemes satisfying the
two notions. Appendix A explores the differences between these two notions.

Note that even under our strong accountability definition, if the adversary learns all the secret
keys (or signature shares on m) of J in the same epoch, say epoch 1, then they can forever produce
signatures on m, even in future epochs. This is inherent, since we want the public verification key
to remain the same over time, rendering the verification algorithm oblivious to the epoch in which
the message was signed.

Game-based security definitions. We use security games to define the above security notions
for ATS-PR schemes, following the framework of Bellare and Rogaway [9]. A game G consists of
an adversary A interacting with the challenger. The game is specified by a main procedure and
possibly additional oracle procedures, which describe the manner in which the challenger replies to
oracle queries issued by the adversary. We denote by G(A) the output of G when executed with
an adversary A. This G(A) is a random variable defined over the randomness of both 4 and the
random choices of the game’s main procedure and oracles.

For an ATS-PR scheme PRATS and public parameters pp, the above-described requirements are
captured by the security games defined in Figure 1. All games are defined similarly, and the only
difference between them is the winning condition for the adversary (i.e., the condition that results
in the game outputting 1). In all games, the adversary first specifies the number n of overall signers,
the threshold ¢, and the number E of epochs. This is followed by challenger sampling keys for all
FE epochs using the KGen and Update procedures of PRATS. The adversary then interacts with the
challenger using two types of queries: Secret-key queries and signature queries. A secret-key query
(e, 1) reveals to the adversary the secret key of signer ¢ in epoch e. A signature query (m, e, i) provides
the adversary with an honestly-generated signature share on m with respect to signer i’s secret key
in epoch e. Finally, in all games the adversary should produce a valid forgery; that is, a message m*
and a signature o* that passes verification. Each game has additional restrictions on the adversary

. . . . . uf-0 uf-1 i
in light of our informal discussion above. Games GPRATS[pp] and GPRATS[pp] capture two notions

of unforgeability, whereas games G%CF‘;AOTS[ and G?,%CA:[TS[W] capture two notions of accountability.

pp]
For b,/ € {0,1}, we also define the game GIF‘,fF'{lK.\raSC[Cp'S]/, that captures schemes that satisfy both
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unforgeability and accountability. This will help us state and prove our theorem statements more
succinctly.

cc-b’ Guf—bAacc-b/
R

uf-b a
Games GpRA-rs[ppp Gp ATS[pp]» “FPRATS[pp]

flagyr.o, flagus 1 flagace-0: flagace.1 < 0
(st,n,t, E) « A(pp)
(pk, pkc, sky, . .., sk.) «s KGen(pp, n, t)
fore=4{2,...,FE} do

(sk¢,...,sk®) <s Update(pk,sk{ ™", ..., skS™ ")
(m*,0") s AHCC)SE0C) (g bk pke)
if Vf(pk,m",0") = 0 then

return 0
if Ve € [E],|Q¥| < t A |Q%8(m™)| = 0 then flag,., < 1
10: if Ve € [E],| Q¥ U Q¥(m")| < t then flag,;, + 1
11: i Trace(pk,m”.0) € Ureg) (2 U Q¥(m")) then flag,ccq - 1

Tt W N =

© 00 9 O

12 if Ve € [E], Trace(pk,m",0") € O U Q%8 (m*) then flag, .., « 1
13: Only game GEEZTS[FP] : return flag,;,
14: Only game Ggﬁf,i%[pp] : return flag, .,

15: Only game GB&%S[CPCP']H : return flag;, V flag, ...,

Oracle skO(e, 7) Oracle SignO(m, e, 1)
1: Q¥ « Q¥uU{i} 1: o; <« Sign(skS,m)
2: return sk; 2: Q%(m) < Q% (m) U {i}
3: return o;

Fig. 1. The security games G‘SfR'KTS[pp], GSE‘X?IS[W], GEfR'K?S[Cp‘;]b/ for b’ € {0,1} for an ATS-PR scheme PRATS =
(KGen, Sign, Combine, Vf, Trace, Update) with public parameters pp. For a set X and an element x, we let X + XU{z}
be a shorthand for the following operation: If X was previously defined, then set X' < X U{x}; if X is still undefined,
then set X = {x}.

Three remarks regarding the games in Figure 1 are in order:

— By convention, we assume that that 1 & Q for any set Q. Hence, if the adversary successfully
outputs a valid signature o* on a message m* such that Trace(pk, m*,0*) = L, then the adversary
breaks even our weak accountability notion (that is, wins the acc-0 security game).

— If we add the syntactic requirement that Trace never outputs L on a signature that passes
verification, then acc-1 security implies uf-1 security. This is because under this requirement,
Trace always outputs a subset J of size at least t on valid signatures. If in each epoch the
adversary corrupted at most ¢t — 1 signers, then in each epoch there must be at least one signer
in J which is uncorrupted by the adversary.



— For simplicity of presentation, we start with a definition in which the challenger samples the keys
for all epochs at the beginning of the games. The adversary cannot influence the key updates
and receives no additional information about the key updates other than what is revealed by
the answers to its secret key queries and signing queries. In Appendix B we consider stronger
security notions, in which the adversary can corrupt signers (either semi-honestly or maliciously)
during the key update protocol as well.

Definition 3 below defines the advantage of an adversary A in the eight games defined in Figure 1
as the probability that the games output 1 when executed with A.

Definition 3. Let PRATS = (KGen, Sign, Combine, Vf, Trace, Update) be an ATS-PR scheme with
public parameters pp and let prop € {uf-b, acc-b, uf—b/\acc—b'}b’b/e{071}. The advantage of an adversary

A in GE}?XTS[W] is defined as

prop def prop _
AdvpraTS[pp (A) = Pr [GPRATS[pp} (A) = 1} .
Threshold signatures without accountability or proactive refresh. In subsequent sections
we will consider threshold signature (T'S) schemes with proactive refresh but without accountability
(i.e., without a Trace algorithm). These can be treated as a specific case of AT'S-PR schemes in which
the Trace algorithm is trivial (returns L on all inputs). As such, games GlL:l’fliOATS[pp] and GgfélATS[pp]
and Definition 3 readily captures the unforgeability property of such schemes. In addition, we will
consider ATS schemes without proactive refresh (i.e., no Update procedure). These can also be
treated as a special case of ATS-PR schemes in which the number of epochs is fixed at 1. The games
defined in Figure 1 together with Definition 3 define the unforgeability and accountability of such

schemes by having the game fix the number of epochs E to 1 (instead of receiving it from A).

Semi-adaptive adversaries. The security games as defined in Figure 1 allow for fully-adaptive
adversaries, in the sense that they do not pose any restrictions on the order in which the adversary
decides on its oracle queries. Proving security against such adversaries is known to be a challenging
task, already for non-accountable threshold signature schemes [45]. Since the problem of fully-
adaptive adversaries is not at the focus of this work, we also consider semi-adaptive adversaries. For
every epoch e, such adversaries are restricted to issuing all secret-key queries for that epoch before
issuing their signature queries for this epoch. This is captured by modifying the security games as
follows. The game will maintain a set £ which will include all epochs for which a signature query
has been issued by the adversary. On input (e, ), the oracle skO will first check if e is in €. If so, it
will ignore the query, returning 1. Otherwise, it will continue as defined in Figure 1. This ensures
that at every epoch e the adversary must issue all of its key queries for epoch e before issuing a
signature query in epoch e.

For a ATS-PR scheme PRATS with public parameters pp, and for a security property prop €
{uf-b, acc-b, uf-b A acc-b'} prego,13, denote by G;aé%?g[pp] the semi-adaptive security game obtained

from GE?KTS[M as described above. The advantage of an adversary in these games is defined simi-

larly to the adversarial advantage in the fully-adaptive security games.
Definition 4. Let PRATS = (KGen, Sign, Combine, Vf, Trace, Update) be an ATS-PR scheme with
public parameters pp and let prop € {uf-b, acc-b, uf—b/\acc—b/}b’ble{o’l}. The advantage of an adversary

. sa-prop .
A in GpRraTS[pp] defined as

sa-pro def sa-pro
AdVPRIA)Té)[pp] (A) = Pr [GPRI/)ATg[pp} (A) = 1} .
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Our constructions in Sections 4 and 5 will assume a (non-accountable) TS scheme with proactive
refresh as a building block. In terms of the adaptiveness of the adversary, our constructions will
inherit the security guarantees of the assumed TS scheme. Hence, in these sections we will not
address the question of adaptivity directly. In Section 7, we will present direct constructions of
ATS-PR schemes, and prove them secure against semi-adaptive adversaries (we will remind the
reader of this fact in these sections). We leave the task of extending these constructions to handle
fully-adaptive adversaries as an interesting open question for future work.

Extending the definitions to the random oracle model. All of the syntactic and security
definitions above extend to the random oracle model by granting all algorithms, including the
adversary A, oracle access to a function H chosen uniformly at random from a family H of functions.
In the correctness and security definitions (Definition 3), all probabilities are then also taken over
the choice of H.

4 A Combinatorial Construction for Few Signers

In this section we present a simple combinatorial construction of an ATS-PR scheme from any TS-PR
scheme (that is, from any threshold signature scheme with proactive refresh but no accountability
assurances). The ATS-PR scheme incurs an overhead of (’Z) in the length of the public key and the
secret keys, as well as in the running time of the key generation algorithm, where n is the total
number of potential signers and ¢ is the threshold. Hence, this scheme is of interest in the setting
where n is relatively small.

Our combinatorial ATS-PR scheme, which we denote by CATS, uses as a building block a TS-PR
scheme PRTS = (PRTS.KGen, PRTS.Sign, PRTS.Combine, PRTS.Vf, PRTS.Update = (PRTS.Update,
PRTS.Update,)). For ease of presentation, we assume that PRTS is a non-interactive scheme (re-
call Sections 2.1 and 3), which will result in our CATS being non-interactive as well. However, the
construction and security proof readily extend to interactive schemes as well.!

In the presentation of CATS, we rely on the following notation: Let S, denote the collection of
all t-sized subsets of [n]. For i € [n], let S;,,(7) denote the collection of all such subsets that include
index 1.

CATS: a combinatorial ATS-PR scheme (built from a TS-PR scheme PRTS)
CATS.KGen(pp, n, t):

1. Set pk < ¢ and sk; < ¢ for each i € [n].

2. For each J € Sin:
(a) Sample (pk7,pke?, (sk?, ..., sky)) <s PRTS.KGen(pp,t,t).
(b) Update pk < pk||pk? and pkc « pkc||pke”.
(c) For each j € J, update sk; «+ sijsk“,}-j.

3. Output (pk = (n,t, pk), pkc = (n,t, pkc), (sky,...,sk,)).

CATS.Sign(sk;, m):

1. Parse sk; as (Skij)Jest (i)
2. For all J € 8;,,(%), compute 01?7 —$ PR'I’S.Sign(sk;?7 m).
3. Output o5 = (07 ) 7es,. (i)

3

L 'We actually only need PRTS to be an n-out-of-n threshold signature scheme, which may be simpler to construct.
To avoid introducing additional definitions, we present the construction assuming PRTS is a general T'S-PR.
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CATS.Combine(pke, 04y, ..., 04, ):

Parse pkc as (pkc”) and o;; as (Ug)jestm(ij) for each j € [£].

JESt,n
Let J* = {j1,...,j+} be the lexicographically first ¢t-sized subset of {i1,...,%¢}.
. Compute ¢ < PRTS.Combine(pkc” ,03{ ,...,a;{ ).

Output ¢’ = (J*, 0).

L e

CATS.Vf(pk,m,o’):

1. Parse pk as (n,t, pk), pk as (pkj)

2. If 7% < t, output 0.
3. Output 1 if PRTS.Vf(pk7 " ,m,0) = 1.
Otherwise, output 0.

ses, o and o' as (J*,0).

CATS.Trace(pk, m, 0):

1. Parse o’ as (J*,0).
2. Output J~*.

CATS.Update:

— CATS.Update, (pk, sk;):
1. Parse pk as (pkj)Jesf and sk; as (sk;-j)J
2. For each J = (j1,...,jt) € Se.n(4):
Sample (53{, R 6}{) +s PRTS.Update, (pk7, sky ).
3. For each j € [n], set §;,; + (65'7)j65t,n(i)nst,n,(j)'
4. Output (52',1, ey 51’71)
— CATS.Updatel(ski, 51,1', ceey (5»,1,1'):
1. Parse sk; as (Sk:?)JESt,n(i) and parse 8;; as (67 ) 7es,.,.()nSe.(j) for each j € [N].

2. For E%Eh T ={j1,.-,Jt} € Se.n(i):
Set sky <s PRTS.Update, (sky, 67 ,...,87).

7910 77t

€St,n (i)

3. Output sk; = (sk?) ses,.,.(0)-

Theorem 1 below, which is proven is Appendix D.1, reduces the security of CATS to that of the
underlying scheme PRTS.

Theorem 1. Let b € {0,1}. For any adversary A there exists an adversary B such that for every
public parameters pp it holds that

AdvVEERARE(A) < binyas - AdvERys (oo (B);

where bing,q. is a bound on the binomial coefficient (?) for n,t chosen by A in GléfA?rAsng]l-

On the tightness of the reduction. As evident in the statement of Theorem 1, the reduction
used in its proof incurs a loss of factor bin,,,. This may be reasonable when the total number n of
potential signers is small, which is precisely the scenario in which one might use CATS. Nevertheless,
we stress that this loss is a matter of definitional choices. In more detail, CATS uses (7;) independent
instances PRTS. However, we chose to define our security games in Figure 1 in a manner that only
captures single-instance security.? This allows us to more cleanly present the main contributions

of the paper. As a result, the proof of Theorem 1 encompasses a multi-instance to single-instance

2 Though we stress that our definition for interactive protocols (Appendix C) does capture concurrent executions of
the signing protocol.
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reduction for threshold signatures, resulting in a loss which is linear in the number of instances. If
we were to define multi-instance security of TS-PR schemes (by a straightforward generalization
of the games in Figure 1), then we would have a straightforward and tight reduction from the
security of CATS to the multi-instance security of PRTS. In particular, if PRTS is instantiated using
a scheme which has better-than-trivial multi-instance security, than the loss in Theorem 1 shrinks
accordingly.

5 An Efficient Construction with Strong Security Guarantees

In this section we present a generic approach for obtaining ATS-PR schemes. The benefit of this
approach over the one presented in Section 4 is that it has efficient instantiations even when (?) is
large. The ATS-PR scheme makes use of two basic schemes: An n-out-of-n T'S-PR scheme (without
accountability) and a t-out-of-n ATS scheme (without proactive refresh). The idea is to set the TS-
PR public key as the public key of the new scheme. To refresh the secret keys of the new scheme,
we refresh the secret keys of the T'S-PR scheme and generate fresh epoch-specific keys for the ATS
schemes. The epoch-specific ATS keys are then used to sign messages. To enforce consistency, in
each update the new ATS public key is signed using the n-out-of-n TS-PR scheme. The epoch-
specific ATS public key and the signature on it are then appended to signatures issued using the
epoch-specific ATS signing keys.

We now formally present our generic ATS-PR scheme. The construction relies on the following
two building blocks:

1. A threshold signature scheme with proactive refresh PRTS = (PRTS.KGen, PRTS.Sign, PRTS.Combine,
PRTS.Vf, PRTS.Update).?

2. An ATS scheme ATS = (ATS.KGen, ATS.Sign, ATS.Combine, ATS.Vf, ATS.Trace). We assume
that ATS is equipped with a distributed key generation protocol IIaTs kgen €nabling signers to
generate the keys for the scheme in a distributed manner.

When presenting our ATS scheme with proactive refresh we use the following notation. We
write o <% PRTS.Sign((sky,...,sk,), pkc,m) to denote the process of simulating the execution of
the (potentially interactive) signing protocol PRTS.Sign, where the i-th signer runs on local input
(sk;,m) and o is the result of applying PRTS.Combine onto the local outputs of the protocol with
key pkc. When presenting the signing procedure, we do so in a general language that also captures
interactive protocols. In particular, we also provide the (potentially interactive) Sign algorithm with
the subset J of signers as input (we refer the reader to Section C for a formal definition of interactive
ATS-PR schemes).

Our ATS-PR scheme, called PRATS, is then defined as follows.*

PRATS: A generic ATS scheme with proactive refresh (built from PRTS and ATS)

PRATS.KGen(pp, n,t):

3 As in Section 4, we only need PRTS to support n-out-of-n signing, which may be easier to instantiate than general
threshold signature schemes.

* Though the underlying PRTS and ATS scheme might be defined relative to a random oracle, we abstract this
fact away for simplicity of presentation. The proof of security would remain essentially unchanged without this
simplification.
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1. Sample

(PRTS.pk, PRTS.pkc, (PRTS. sk, ...,PRTS.sk,,)) <5 PRTS.KGen(pp, n,n).
2. Sample (ATS.pk, ATS.pke, (ATS.sky,...,ATS.sk,,)) <s ATS.KGen(pp, n, t).
3. Compute oy, s PRTS.Sign((PRTS.sky, ..., PRTS.sk ), PRTS.pkc, ATS.pk).
4. Fori=1,...,n set sk, + (PRTS.sk;, ATS.sk;, ATS.pk, opk).
5. Output (pk = (n,t,PRTS.pk), pkc = ATS.pke, (skq,...,sk,)).

PRATS.Sign(sk;, m, J):

1. Parse sk; as (PRTS.sk;, ATS.sk;, ATS.pk, opk)-
2. Invoke ATS.Sign(ATS.sk;,m,J) and let s, denote the output of the protocol.
3. Output s; = (T, ATS.pk, opk, Sm)-

PRATS.Combine(pke, (si;, ..., Si,)):

1. Parse each s; as (Ji, ATS.pk;, Opk,i, Sm,i)-
2. Let (J,ATS.pk, o) < (Jiy, ATS. Ky, , Tpksiy)-
If for some j € [{] it holds that (J,ATS.pk, opk) # (Ji;, ATS.pk; , Opk,i; ), output L.
3. Invoke o, < ATS.Combine(pke, Smiys - - - Smip)-
4. Output o = (ATS.pk, Opk, Om ).

PRATS.Vf(pk, m, 0):

1. Parse pk as (n,t, PRTS.pk) and o as (ATS.pk, opk, om).
2. Output 1 if PRTS.Vf(PRTS.pk, ATS.pk, opk) and ATS.Vf(ATS.pk, m, o).
Otherwise, output 0.

PRATS.Trace(pk, m, o):

1. Parse o as (ATS.pk, opk, om)-
2. Verify that PRTS.Vf(PRTS.pk, ATS.pk, opk) = 1 and otherwise, output L.
3. Output J = ATS.Trace(ATS.pk, m, om).

PRATS.Update(sk;, pk):

1. Parse sk; as (PRTS.sk,, ATS.sk;, ATS.pk, op«) and pk as (n,t, PRTS.pk).

2. Run the protocol PRTS.Update with signer ¢ running on local input (PRTS.sk;, PRTS.pk) and let PRTS.sk
be the output of signer 1.

Invoke ITats.kGen(n,t) and let (ATS.pk, ATS.sk}) denote the output of signer i.

Invoke PRTS.Sign(PRTS.pk.PRTS sk}, ATS.pk) and let o, denote the output of the protocol.

5. Output sk = (PRTS.sk;, ATS.sk;, ATS.pk’, op).

Ll

On the efficiency of the scheme. The public key of PRATS consists solely of the public key of
the non-accountable scheme PRTS (in addition to n and t), for which we instantiations with short
public keys are known (the reader is referred to Section 1 and the references therein). Two main
efficiency measures that depend on ATS are:

— Length of signatures, which consist of a public key of ATS, an ATS signature, and a PRTS
signature. Known PRTS do enjoy short signatures.

— The complexity of updates, which is dominated by (1) The key refresh of PRTS; (2) the execution
of the distributed key generation protocol ITaTs kGen t0 produce new ATS keys; and (3) invoking
the signing algorithm of PRTS to collectively sign the new ATS keys. For items (1) and (3),
existing PRTS schemes have efficient key updates and signing protocols.

In light of the above discussion, what is missing is an ATS scheme that simultaneously enjoys (1)
a short public key; and (2) an efficient distributed key generation protocol. Although ATS schemes
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with short public keys are known (see for example [8]), their key generation procedures rely on
a trapdoor, and hence do not admit efficient distributed analogs. To fill in this gap, in Section 6
we present a new construction of an ATS with short public keys and an efficient key distribution
protocol.

Security. Theorem 2 below reduces the security of PRATS to that of PRTS and ATS. For con-
creteness, in the statement of the theorem and its proof we assume that PRTS and ATS satisfy
uf-1 security. If either of them only satisfies uf-0 then essentially the same proof shows that PRATS
satisfies uf-0 security.

Theorem 2. For any adversary A there exist adversaries By and B such that for every set pp of
public parameters it holds that

AVEEES () < - AV (B1) + AdviRbp (B2).

where E is a bound on the number of epochs requested by A in G‘Fl,fF‘{%rasc[%‘;].

The proof of Theorem 2 is presented in Appendix D.2.

6 An ATS with Short Public Key and Efficient DKG

In this section we present a new ATS construction with a short public key and an efficient distributed
key generation protocol. In conjunction with our generic construction from Section 5, this yields a
concretely-efficient ATS-PR construction.

Our scheme relies on the strong RSA assumption. It is instructive to present our scheme vis-a-
vis the ATS of Bellare and Neven [8], also relying on RSA. Loosely, their scheme fixes a “global”
exponent e. The secret key of signer ¢ is then H(nonce,i)l/ ¢ and signing with respect to a subset
J of signers is done via proving knowledge of the e-th roots of all elements {H(nonce, j)}jcs. As
observed by Bellare and Neven, this can be done efficiently using a multi-prover variant of the GQ
protocol [38]. The problem in our setting, however, is that deriving the secret keys in their scheme
involves computing roots of random group element, thus requiring a trapdoor.?

Our construction. To address the aforesaid issue, we draw inspiration from cryptographic accu-
mulators (see [22] as well as [11, 15| and the many references therein). Instead of associating different
secret keys with roots of different group elements, we associate different keys with different roots of
the same group element. That is, the public key consists of one group element Y, and the secret key
of signer i is Y'1/¢ for some exponent e; which is determinstically derived from the index i. As we will
show, a careful generalization of the GQ protocol allows a subset J of signers to collectively prove

knowledge of the (H jed ej>—th root of Y, yielding an efficient ATS scheme. Moreover, we present

an efficient 1-round (i.e., non-interactive) distributed key generation protocol for this scheme.

In detail, our construction is parameterized by a group G in which the strong RSA problem is
conjectured to be hard. Possible instantiations include the group Z} relative to a bi-prime modulus
N, and class groups of imaginary quadratic fields. For each security parameter A (implied by the
description of the group G) and integer n = poly()), we assume an efficiently-computable injective
mapping from [n] to primes greater than 22, and we denote by e; the prime corresponding to i € [n].

5 Alternatively, one can settle on a long public key Y1,...,Y; € G", and letting the secret key of signer i be the e-th
root of Y;. Such keys can be generated without a trapdoor, but the long public key is problematic in our setting.
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The scheme makes use of two hash functions, treated as random oracles in the security proof. The
first, Heom maps pairs of subsets of signers and group elements to A-bit strings. The second, Hcpal,
maps 4-tuples consisting of a message, a group element, a subset of signers, and an additional group
element, to exponents.

RSAATS[G]: An RSA-based ATS scheme

KGen(G, n, t):

Fori=1,...,n: Sample X; < G.

Compute X «+ [["; X; and Y <+ X1l ed,

For each i € [n], set sk, «+ XTLiemn\ (i} % (so that sk¥ = Y).
Output (pk = (n,t,Y), pkc = L, (sky,...,sk,)).

- W

Sign(Skiv pk7 J? m):

1. First Round:
(a) Sample Z; < G, and compute R; + Zinjej .
(b) Compute ¢; < Heom (T, R:).
(¢) Send c¢; to each signer j € J \ {i}.
2. Second Round:
(a) Upon receiving a message ¢; from each j € J \ {i}, send R; to all j € J \ {:}.
(b) For each j € J \ {i}: Upon receiving R; from signer j, verify that ¢; = Heom(J, R;). If not, abort the
execution of the protocol.
(c) Set R« [[;c, R
3. Third Round:
(a) Set h < Hchai(m, pk, J, R).
(b) Compute S; « sk - Z;.
(c) Output (h,S;).

Combine(pke, (gi,, ..., 04,)):

1. Parse each oy; as (h?,87) and set h < h'. If h¥ # h for a j € [k], output L.
2. Let J = {i1,...,i}, and compute S + Hje[J] S;.
3. Output o = (J,h,S).

Vf(pk,m,o):

1. Parse pk as (n,t,Y) and o as (7, h, S).

2. Compute R + Sllies ¢ jyh2ies ey e,

3. Compute h’ < Hehal(m, pk, 7, R).

4. Output 1 if A = A’ and |J| > t. Otherewise, output 0.

Trace(pk, m, 0):

1. Parse o as (J,h, S).
2. Output J.
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Correctness. Observe that for an honestly generated signature (7, h,.S) it holds that

slhese = (SJHEJ)

jeT

“T0 ()™ )

h HZGJ €i . .
.7

H<S
jeET

= hH’L i . .
]1;[7 (y e\ (s} ) R

Rearranging, this implies that
SlLicsei

R =
Yh’ziej Hjej\{i} ej’

and the verification goes through.

Distributed key generation. The pubic and secret keys of RSAATS can be generated via a simple
distributed protocol. Recall that this is needed to instantiate ATS in the generic construction from
Section 5. Concretely, this is done by the following steps:

1. Each signer ¢ € [n] samples a uniformly random group element X; <$ G, computes Y; < X",
and sends Y; to all other signers.
2. Upon receiving Y7,...,Y, from the other signers, each signer sets the pubic key as pk <

[Licq) Yinje[”]\{i} | and its secret key as

sk; ¢ X1 el I v eonwa e ¢ g,
keln\{i}

Observe that if we denote X = [[,¢ in] X, then pk = xMieme and sk; = Xiern ¢ Hence, sk;
is indeed the e;-th root of pk for each i. Looking ahead, our security reduction for RSAATS will
internally simulate precisely this key generation process, while planting a strong RSA challenge Y™
as one of the Y;’s and simulating the role of all other signers. Hence, it will readily prove the security
of the scheme when the key generation algorithm KGen is replaced by an honest execution of the
above distributed key generation protocol.

Security. The security of RSAATS is proven based on the hardness of the strong RSA problem,
defined in Definition 5.

Definition 5. Let G be a group and let A be an algorithm. We define the advantage of A in solving
the strong RSA problem in G as

Y +sG

AdVE(A) & | X =Y e d {11} - (X;€) s AG,Y)

Theorem 3 below, whose proof can be found in Appendix D.3, reduces the security of RSAATS
to the hardness of the strong RSA problem.

16



Theorem 3. For any adversary A there exists an algorithm B such that

2
f-1nacc-1
Ad srsa(B) > (AdVESSA%%:[G] (A)) qs?ign =+ Gsign * Gcom 1 Gsign * Gchal 1 Gsign
\e —

= NEhax (Gsign + Gehal) G|
B 2q(%om + 3QSign * Jeom + qzign
22 ’

where Nmax 15 a bound on the number of signers, and Gsign, qchal, and geom are bounds on the number
of queries issued by A to its signing oracle, to Hepal, and to Heom, Tespectively.

On the necessity of strong RSA. We stress that though the security statement for our ATS
scheme relies on the strong RSA assumption, our proof actually reduces the security of the scheme
to a somewhat milder assumption. Concretely, the adversary that we construct in the reduction is
restricted to computing the eth root of a randomly sampled group element Y, where e has to be
chosen from a small set of pre-determined exponents {eq, ..., e,} (where n is the number of signers).
This should be contrasted with the strong RSA problem, in which the adversary is free to choose e
however it pleases.

7 Shorter Signatures From BLS and Schnorr

In this Section we present very practical ATS-PR schemes in cyclic groups and in bilinear groups,
building on Schnorr [56] and BLS [19] signatures, respectively. We start by providing an overview
of the main ideas behind these constructions.

Proactive secret sharing. Ostrovsky and Yung [52| and Herzberg et al. [40] described how to
proactively refresh Shamir’s t-out-of-n secret sharing scheme [57]. Recall that in Shamir’s scheme,
to share a secret s in some finite field IF, the dealer samples a random polynomial f of degree t — 1
over F such that f(0) = s. The share x; of the ith party is then f(i). Any subset of parties of size
t can reconstruct the secret using Lagrange interpolation, while any ¢ — 1 shares are statistically
independent of the secret s. To refresh, Ostrovsky and Yung and Herzberg et al. suggested the
following procedure; the parties jointly sample a new polynomial f’ of degree ¢t — 1 such that
1/(0) = 0. Then, each party updates its share by x} < x; + f/(i). Observe that regardless of the
number of share refreshes, the ith party’s share is always of the form x; + f”(i), where f” is a
polynomial of degree t — 1 satisfying f”(0) = 0. Hence, by the linearity of Shamir’s secret sharing
scheme, the same reconstruction procedure still yields the correct secret s. At the same time, for
any number E of epochs, and any ¢ — 1 shares (:U%, el x%fl) in each epoch e, the distribution over
{(x%, e ,x%_l)}ee[ £) is uniformly random in F(t=D*E Hence, an adversary observing ¢t — 1 shares
of its choice in each epoch learns nothing about the secret s.

As observed in a follow-up work by Herzberg et al. [39], this proactive refresh naturally carries
over to discrete-log-based (non-accountable) threshold signature schemes in which the signers’ secret
keys form a t-out-of-n Shamir secret sharing of some “global” secret key .

From secret sharing to ATS. At first, these techniques do not seem to extend to the ATS con-
structions based on Schnorr and BLS signatures (e.g., [17, 7, 14, 16, 51]). In such constructions, the
signers’ secret keys x1,...,x, are sampled independently in Z,, where p is the order of the under-
lying groups. Then, each subset J of signers is naturally associated with a distinct corresponding
signing key z, = > jegTj € Zy. The corresponding public key ¢g”7 can be computed from the
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individual public keys ¢*1,...,¢"" by ¢g*7 = Hje 79", which enables accountability. However, if
we now try to refresh the keys by adding a secret sharing of 0, the sum ) je 33; of the fresh keys
will no longer correspond to the public key ¢*7, and the signing procedure will produce invalid
signatures.

Instead, our approach is to associate to each subset J the secret key

Tg = Z)\jj-xj € Ly,
VISVA

where /\;7 is the jth Lagrange coefficient used by the subset J to reconstruct the secret in Shamir’s
secret sharing scheme. Now, suppose that at the beginning of an epoch we refresh the secret keys
{2i}icp) by setting x} < x; + 6; € Zy, where {0;};c[n) is a random t-out-of-n secret sharing of 0.
Then, for every subset J of size t, it holds that

DN =Y N (w505 =Y N =ag

JjeT JjeT JjeJ
Hence, the “collective” secret key x 7 of the subset J remains unchanged from epoch to epoch,
despite the proactive refresh. We will see how to put this to use in a minute.

An attack on accountability. The schemes resulting from this idea only satisfy the weaker
acc-0 accountability property defined in Section 3. This seems inherent to this linear key update
mechanism. To see why, we describe an attack that shows that the schemes do not satisfy acc-1.
Consider the simple case of t = 3. In the first epoch, the adversary corrupts signers 1,2 and 4,
to learn the keys x1,x9, x4 from which it computes )\‘1{1’2’4}x1 + A§1’2’4}x2 + Ai1’2’4}x4 (recall that
)\;7 is the coefficient of x; in the Shamir secret sharing reconstruction for subset 7). In the second
epoch, the adversary corrupts signers 1,3 and 4, and obtains the refreshed keys 2, x%, 2/, from

i1’3’4}$3 + A§1’3’4}xg + )\2{11’3’4}:1:21. This linear combination of refreshed keys

is equal to the linear combination )\‘{1’3’4}331 + )\:9{,1’3’4}:53 + Ai1’3’4}x4 of the keys x1, 3, x4 in the
first epoch because this linear combination causes the refresh randomness 41, d3, d4 to cancel (recall
that d1, 03,04 are shares in a 3-out-of-n secret sharing of zero). The adversary now has two linear
combinations of x1,x9, 3, r4 from which it can obtain a linear combination of x1,z2 and z3. In
epoch 3 the adversary corrupts signers {1,2,5} and in epoch 4 it corrupts signers {1,3,5}. This
gives another linear combination of x1,x2, 3. Finally, in epochs 5 and 6 the adversary corrupts
signers {1,2,6} and then {1,3,6} and this gives a third linear combination of z1, zs, x3. Now, the
adversary has a full rank linear system for x1, xo, x3 which lets it find all three keys. Thus, after six
epochs the adversary can sign any message of its choice on behalf of the set {1,2,3}, even though
there was never an epoch in which the adversary simultaneously corrupted all three of these signers.
This shows that the resulting schemes do not satisfy acc-1. We will show that they satisfy acc-0.

Although the schemes in this section satisfy this weaker notion of accountability, they introduce
non-trivial efficiency gains. On the face of it, acc-0 can be achieved (in conjunction with unforge-
ability) by signing a message twice: Once with a (non-accountable) TS-PR scheme and once with a
(non-refreshable) ATS scheme, as discussed in Appendix A. However, the downside of this approach
is that it essentially doubles the length of signatures and the time to sign. In contrast, the schemes
that we present in this section preserve the length and performance of their underlying schemes:
Our BLS based scheme produces standard BLS signatures (consisting of just 1 group element), and
our Schnorr-based produce standard Schnorr signatures (not counting the encoding of the subset J
of signers, which, as discussed in the introduction, cannot be avoided).

which it computes A
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Unforgeability: uf-0 vs. uf-1. The unforgeability notion we will prove for all of our constructions
in this section is uf-0, rather than uf-1. Restricting ourselves to uf-0 allows us to reduce the security
of our constructions to the security of their underlying basic signature scheme (BLS or Schnorr). In
contrast, as observed by Bellare et al. [6], proving uf-1 requires stronger “one-more”-type assumptions
(e.g., one-more discrete-log). Moreover, focusing on uf-0 security already captures our main ideas,
and extending the proofs to handle uf-1 can be done using the ideas from [6].

7.1 A BLS-Based ATS-PR Scheme

Our BLS-Based ATS with proactive refresh is parameterized by a bilinear group G which is a
tuple (Go, G1,Gr,e, g0, 91,p), where Gg, Gy are cyclic groups of order p generated by gp and ¢;
respectively, and e is a non-degenerate bilinear map, mapping pairs in Gg X G1 to Gp. It relies on
the existence of a hash function H : M — Gg, where M is the message space. We will implicitly
assume that the number n of signers is upper bounded by the order p of the group and that all
arithmetic is over Z,,.

BLSPR[G]: A BLS-based ATS-PR scheme

KGen(G, n,t):

1. Fori=1,...,n: Sample z; < Z,, set sk; < x;, and X; < ¢7* € G1.
2. Output (pk = (¢, X1,...,Xn), pkc = L, (sky,...,sk,)).

Sign(sk;, m):

1. Compute o; < H(m)™ € Go.
2. Output o;.

Combine(pke, (0iy, - - -, 04 7))

1. For j € J: Compute )\3-7 «~ 11 € Zp.

i€eg\{5} i—j

N4
2. Compute Y + H]’EJ ij € Go.
// observe that Y = H(m)*7 where 7 =37, 7 >\37

3. Output o0 = (J,Y).

x; is the “collective” secret key of subset J.

Vf(pk, m,o):

1. Parse pk as (t, X1,...,Xn) and 0 as (J,Y).

2. For j € J: Compute )\37 —ILico iy ﬁ € Zyp.

3. Compute X7 + HJEJX;\"J € G.

4. Output 1 if e(Y, g1) = e(H(m), X7) and |J| > t. Else, output 0.
Trace(pk, m, 0):

1. Parse o as (J,Y).
2. Output J.

Update, (sk;, pk):

// Signer i samples a random polynomial f; of degree t — 1 and such that f;(0) = 0 and sends f;(j) to signer j.

1. Parse pk as (t, X1,...,Xn).
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2. Sample a1,...,ai—1 <5 Zp.
3. For 5 =1,...,n: Compute J; ; < ZZ;} ae - §° € Zp.
4. Output (85,1, --,0in),

Update, (sk;, 01,5, -+, 0n,5):

// Signer i adds f(4) to its secret key, where f = fi +--- + f,, is a random polynomial of degree t — 1 satisfying f(0) = 0.

1. Compute sk} < sk; + 3" | §; j € Zy.
2. Output sk.

Correctness. The correctness of the scheme follows from the fact that in each epoch k, the secret
key of 7 is of the form sk; = z; + 52(]6), where the values {5§k), ce 5£Lk)} form a Shamir t-out-of-n

secret sharing of 0. Hence, it holds that

J
e(v.g1) = e([[ 0} 1) = e(H(m), g1)>5e7 X %
JjeTJ
= e(H(m), g1) =7 @+5") — o(H(m), gy)Taer A =

J

= [T eH(m), x;)%

JjeJ
This means that at every epoch, a signature generated by J, where | J| > ¢, will be accepted.

Security. We now prove the unforgeability and accountability of our BLS-based scheme. Recall
that we consider a semi-adaptive variant of our unforgeability definition, in which for each epoch
the adversary is forced to issue all of its secret key queries prior to its signing queries. Theorem 4
below reduces the security of our scheme to the unforgeability of standard (single-signer) BLS
signatures. Unforgeability for single-signer signature schemes is captured as a special case of our
security definitions, by fixing the number n of signers (and the threshold ¢) to be 1, and the number
E of epochs to be 1. For an adversary B, we denote by Advgfl_s[g] (B) its advantage in breaking the
unforgeabilty of BLS. We refer to [20, 19| for a definition of unforgeability of signature schemes,
and a description of the BLS signature scheme.

Theorem 4. Let G be a bilinear group. Then, for every adversary A there exists an adversary B
such that
AdVEa[glfD-lgf\g?cc-o (A) < 2nmaz - AdVEfLS[g] (B),

where Npaz 1S an upper bound on the number of signers in the game G‘E‘;fl:gg?{‘j[cg']o.

Roadmap. We prove Theorem 4 by proving unforgeability and accountability seperately. Let
BLSPR-1 denote a 1-epoch variant of our BLS-based ATS-PR scheme (obtained by fixing the num-
ber E of epochs to be 1). Unforgeability is then proven in two steps. First, Lemma 2 reduces the
unforgeability of BLSPR-1 to that of BLS. Then, in Lemma 3 we reduce the unforgeability of our
(multi-epoch) scheme to the 1-epoch variant.

Lemma 2. For every adversary A there exists an adversary By such that

AdVSBaL-lSllg-g-l[g] (A) < Ninag AdVlEleLS[Q} (Bl)
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Lemma 3. For every adversary A there exists an adversary Bs such that
—uf- -uf-
Advgi8prig) (A) < AdVETERR 16 (Bo)-
The proof of Lemma 2 is similar to the proof of unforgeability for aggregated BLS signatures (see

[19, 17, 20]) and is deferred to Appendix D.4. The proof of Lemma 3 can be found in Appendix D.5.
Accountability of BLSPR is stated in Lemma 4 below, whose proof is deferred to Appendix D.6.

Lemma 4. For every adversary A there exists an adversary B such that
AdVSBaig(ECFi([)g] (A) < Nz - AdVléfLS[g} (B).

By definition of the GETEE;%&CC'O security game, Theorem 4 immediately follows from lemmas 2,
3, and 4.

7.2 A 3-Round Schnorr-Based ATS-PR Scheme

Our three-round Schnorr-Based ATS with proactive refresh builds on the recent (non-accountable)
threshold Schnorr scheme of Lindell [47]. We adapt the scheme to an ATS (making it accountable)
and show how to add a proactive refresh. We first simplify Lindell’s signing protocol: In his protocol,
when each signer sends a group element R, it also provides alongside it a non-interactive zero-
knowledge proof of knowledge for the discrete log of R. This is needed to prove simulation-based
security, but (as we prove) is unnecessary to satisfy our game-based definitions. Then, we augment
the protocol with a proactive refresh via the approach discussed at the beginning of this section.
At the end of the section we explain how a similar approach can add a proactive refresh to the
two-round Schnorr ATS schemes [51, 43, 25, 6].

Our ATS with proactive refresh is parameterized by a cyclic group G = (g) of order p, and a pair
of hash functions: Heom mapping pairs of subsets of signers and group elements into A-bit strings,
and Hcpa mapping 4-tuples of the form (message, public key, signers subset, group element) into
elements in Z,. We will implicitly assume that the number n of signers is upper bounded by the
order p of the group, and that all finite field elements are in Z,,.

Schnorr3-PR[G] A three-round Schnorr-based ATS-PR scheme

KGen(G, n,t):

1. Fori=1,...,n: Sample x; <5 Zy, set sk, < x;, and X; < ¢”* € G.
2. Output (pk = (¢, X1,...,Xn), pkc = L, (sky,...,sk,)).

Sign(sk;, pk, J,m):

— First Round:
1. Sample r; < Z,, and compute R; < g"*.
2. Compute ¢; < Heom(R;).
3. Send msg; | < ¢; to each signer j € J \ {i}.
— Second Round:
1. Upon receiving a message c; from each j € J \ {i}, send msg, , +— R; to all j € J \ {i}.
— Third Round:
For each j € J \ {i}: Upon receiving R; from signer j, verify that ¢; = Heom(R;). If not, abort.
Set R + HjEJ R;.
Set h < Hchal(m, pk, J, R) € Zy.
Compute \{ « [Tier ﬁ €Zpand s; < N/ -h-sk, +7; € Zy.
Output s;.

CUp N
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Combine(pke, {s;}jes, T, R):

1. Upon receiving a message s; € Z, from each j € J \ {i},
compute s < > . 7 8;j € Lp.
2. Output 0 = (7, R, s).

// observe that s = h -z 7 + r where z7 = 2jeq >\‘]7:r, is the “collective” secret key of subset J and r =3,  7;.

Vf(pk, m,o):

1. Parse pk as (¢, X1,...,Xn) and 0 as (7, R, s).

2. Compute h < Hchai(m, pk, J, R) € Zp. _

3. For j € J: Compute )\3-7 —ILicayy 75 € Zp-
h

4

A
. Output 1 if (Hjej X’ ) - R = g¢° and |J| > t. Otherwise, output 0.

Trace(pk, m, 0):

1. Parse o as (J, R, s).
2. Output J.
Update, (sk;, pk):
// Signer i samples a random polynomial f; of degree ¢ — 1 and such that f;(0) = 0 and sends f;(j) to signer j.
Parse pk as (¢, X1,...,Xn).
Sample a1, ...,a;—1 <3 Zyp.

For ] = 17 cee, U ComPUte 67:7]‘ — Z;;i Qe - jz'
Output (d;,1,...,0in),

Ll

Update, (sk;, 01,5, -+, 0n,5):

// Signer i adds f(i) to its secret key, where f = f1 + - f,, is a random polynomial of degree ¢ — 1 satisfying f(0) = 0.

1. Compute sk} = sk; + > 7" | d; ;.
2. Output sk;-.

Correctness. The correctness of the scheme follows from the fact that, in each epoch k, the secret
key of signer ¢ is of the form skgk) = x; + 5§k), where the values {5@, .. "51(11%)} form a Shamir
t-out-of-n secret sharing of 0. Hence, using h < Hcha(m, pk, J, R), for any epoch k, it holds that,

g% = gXieT S = gzjeJAjJ‘h‘Sk;k)J”“j = g2iea i .gzjeJAjj‘h‘(xi*‘sa('k))
JjeT
(k)
= R T (g " (g%ea 200y
JjeT
:R-HXJ-J -(gZJEJJ i)
JjeT
Since {6F,...,6E} form a Shamir ¢-out-of-n secret sharing of 0, we can use Lagrange interpolation
over all j € J (where |J| =1t) to get:

A -0 — .
Z J Vg

jeT
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Combining this with the previous equation, we get,

X -k (k) A -k X -k
gszR.HXjﬂ .(gzjej/\y'5j )h:R.HXjJ -(go)h:R-Hij
JjeT jeT jeT

This proves that signatures produced in all epochs are correct.

Security. We now prove the unforgeability and accountability of this scheme for semi-adaptive
adversaries. Theorem 5 reduces the security of our scheme to the unforgeability of standard (single-
signer) Schnorr signatures.

Theorem 5. Let G be a cyclic group of order p. Then, for any adversary A, there exists an adver-
sary B such that
Ad sa-uf-OAacc-0 A) < Ad uf B Q?g + qsqn QQ%' qs
VSchnorr3—PR[G]( ) < 3Nmaz - VSchnorr[G]( ) + T 2A ‘M‘

where Nyaz 15 a bound on the number of signers, M is the message space, and qs, qr, and qo are
bounds on the number of signature queries, Henal queries, and Heom queries issued by A.

The proof for Theorem 5 follows a similar road map to the security proof of our BLS-based
construction, and can be found in Appendix D.7.

From 3 to 2 rounds Schnorr. We believe that our 3-rounds Schnorr-based ATS-PR scheme can
be compressed into a 2-rounds scheme using ideas from the recently-proposed multisignature scheme
MuSig2 [51] (see also [43]). In detail, MuSig2 gets rid of the first commitment round (in which signer
i commits to R; using a random oracle) by introducing additional randomness into the protocol. In
their scheme, each signer sends 4 random R;; < g"%',..., R;4 < g"* group elements instead of
one. The “collective” R is then computed as R - Ry - RS - R§‘2 . Rffg, where R; < [[;c 7 Rj; and
a < H(pk, Ry, ..., R4, m) for a random oracle H. In the second round, each signer i sends the sum
8; < wj-h+ 2?21 ad~1 . r; ;. The aggregate signature is then (R, s) for s = > ics Si; this can be
verified as standard Schnorr signatures.

We believe that our 3-round scheme depicted above can be transformed into a 2-round scheme
by relying on the same ideas. We leave the task of formally defining the resulting scheme and proving
its security as an interesting question for future work.

8 Discussion and Extensions

In this section we explore several extensions and directions for future work.

Corruptions during key updates. In our security games, the adversary is oblivious to the key
update process. It is reasonable to consider a strengthening in which the adversary can observe,
and even control, some key-related information during key updates. We discuss this issue in detail
in Appendix B, and give a brief overview here.

First, consider an adversary that is given the entire transcript of the key update protocol (that
is, all messages ¢; ; produced by the parties using Update;). Our discussion in Section 6 shows that
the generic scheme from Section 5 remains secure under this strengthening. The situation is a bit
more involved for the constructions in Section 7. There, exposing the adversary to the J; ; values by
which the secret keys are shifted will render the key update useless. However, this is easily remedied
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by having the parties privately send their update messages (i.e., d; j sent from party i to party j is
encrypted using party j’s public key). Then, security is maintained even if the adversary learns the
update messages sent to at most ¢ — 1 parties in each key update, assuming that parties corrupted
during an update protocol are “counted” as corrupted in both the previous and the subsequent
epochs.

To see why the constructions in Section 7 remain secure in this setting, first consider a scenario
in which the adversary corrupts at most ¢ — 2 parties during a key update. In this case, by the
security of Shamir secret sharing, the J; ; values sent from honest to corrupted parties are just
uniformly-random field elements in the view of the adversary. In particular, they are statistically
independent of the values sent from honest parties to the other parties. Hence, since there is at least
one uncorrupted party, each honest party adds to its secret key a value that is uniformly random
in the view of the adversary. Now, if there are ¢ — 1 corruptions during the key update, then it is
true that the adversary can completely reconstruct the values that all parties add to their secret
keys, since it also knows that they are induced by a polynomial whose free coefficient is 0. However,
this does not pose a problem, since all of these t — 1 corruptions are counted towards both the
previous and subsequent epochs. Thus, the adversarial “budget” for these epochs is exhausted and
no more parties can be corrupted within them. This means that the adversary can calculate that
some uncorrupted party ¢ updated its secret key by a value §, but this information is useless without
some knowledge about the secret key sk, in either of the previous or subsequent epochs.

Observe that the above discussion holds just the same, even if the adversary can choose the
randomness of the parties that it corrupts during the update. In Appendix B we present formal
definitions capturing security in this setting.

An even stronger security notion might allow the adversary to fully control the update messages
of the (up to t—1) currently corrupted parties. In Appendix B.2 we formally define notions of security
in the presence of such an active adversary. Then in Appendix B.3 We present a general compiler
that takes any ATS-PR scheme which is secure against semi-honest corruptions during updates, and
lifts it using MPC techniques into a scheme that is secure against malicious corruptions during key
updates.

One can also consider more efficient techniques to immunize our specific schemes against mali-
cious corruptions during updates. Our constructions from Section 7 readily extend to this setting by
replacing the secret sharing step during key updates with a verifiable t-out-of-N linear secret sharing
scheme (e.g., using Feldman’s protocol [30, 40, 39]). As for the scheme obtained by combining our
constructions from Sections 5 and 6, adopting a commit-and-open approach might be sufficient. We
leave the task of exploring these more optimized techniques as an interesting direction for future
work.

Distributed and local key generation. Our definitions and constructions are in a setting where
key generation is carried out by a central key generation algorithm. When the set of potential sign-
ers is a-priori known, a possible extension which has been considered in closely-related scenarios,
is to replace this algorithm with a distributed key-generation protocol. In our constructions from
Section 7, the (honestly-generated) secret keys are completely independent. Hence, for these con-
structions, one might even consider a scenario in which the set of potential signers need not be
a-priori fixed, and signers can join and locally generate their own key material over time.

An interesting direction for future research is generalizing our security notions to accommodate
both of the above extensions, and adjusting our constructions to these settings. Note that this will
require in particular employing mechanisms to fence of rouge key attacks, in which the adversary
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maliciously chooses the keys of corrupted parties based on what it knows about the keys of hon-
est parties. In the simpler case where the identity of potential signers is known in advance, such
mechanisms can be incorporated already in the distributed key generation protocol. In the setting
where keys are locally and non-interactively generated by the parties, the signing protocols need to
be adjusted to disallow such attacks. For more information on rogue key attacks and how to protect
against them, see [49, 17, 14, 7, 16, 51| and the references therein.

Confirmation vs. tracing. In real-world settings it may be sufficient to use a confirmation al-
gorithm instead of a tracing algorithm. A confirmation algorithm takes as input a rogue signature
and a suspect quorum and outputs “yes” if the suspect quorum is the one that generated the given
signature. This can lead to shorter accountable signatures because now it suffices to embed a com-
mitment to the signing quorum in the signature, rather than explicitly encode the signing quorum
in the signature.
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A A Separation Between acc-0 and acc-1

In Section 3.2 we defined two notions of accountability acc-0 and acc-1. In this section, we give an
example that separates these two notions. We do so by presenting a simple ATS-PR construction
that satisfies our acc-0 definition, but is not acc-1. The construction makes use of the following two
building blocks:

— a threshold signature scheme with proactive refresh PRTS that need not be accountable, and
— an accountable threshold signature scheme ATS that need not support a proactive refresh.

Both can be constructed directly from Schnorr or BLS threshold signatures.

The proposed ATS-PR construction simply signs every message twice: once with ATS and once
with PRTS. The complete scheme, called PRATS,, is presented in Figure 2. The public key is the
concatenation of an ATS public key and a PRTS public key. Each party’s secret key is made up
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of a secret key to each of the schemes. To sign a message, the signers sign it twice — once using
the accountable scheme ATS, and once using the non-accountable scheme PRTS. Verification checks
that both signatures are valid. The main point is that to refresh the keys, the parties refresh their
PRTS keys, leaving their ATS keys unchanged.

PRATS.: A simple ATS with proactive refresh

PRATS,.KGen(pp, n, t):

Sample (PRTS.pk, PRTS.pkc, (PRTS.sky,...,PRTS.sk,)) <8 PRTS.KGen(pp,n,t).
Sample (ATS.pk, ATS.pkc, (ATS.sky,...,ATS.sk,,)) <=5 ATS.KGen(pp,n,t).
Fori=1,...,n set sk; < (PRTS.sk;, ATS.sk;).

Output (pk = (n,t,PRTS.pk, ATS.pk), pkc = (ATS.pkc, PRTS.pke), (sky,...,sk,)).

—~

Ll e

PRATS;.Sign(sk,, m):

1. Parse sk; as (PRTS.sk;, ATS.sk;).
2. Invoke ATS.Sign(ATS.sk;,m) and PRTS.Sign(PRTS.sk;, m) and let s*°°, sP* denote the outputs respectively.
3. Output s; < (s7°°, sP7).

PRATS;.Combine(pke, {s; }ics):

1. Parse pkc as ATS.pkc, PRTS.pkc and each s; as (s7°°, s3°°) for ¢ € J.
2. Invoke o*°° <— ATS.Combine(ATS.pke, {si““}ic7) and oP" < PRTS.Combine(PRTS.pke, {sP" }ies).
3. Output o < (02, 0P").

PRATS,.Vf(pk, m, 0):

1. Parse pk as (n,t, PRTS.pk, ATS.pk) and o as (2, oP").
2. Output 1 if PRTS.Vf(PRTS.pk, m, o) and ATS.Vf(ATS.pk, m,c*°°). Otherwise, output 0.

PRATS;.Trace(pk, m, o):

1. Parse o as (0°°°,0"") and pk as (n,t, PRTS.pk, ATS.pk).
2. Verify that PRATS2.Vf(pk,m,o) = 1 and otherwise, output L.
3. Output J < ATS.Trace(ATS.pk, m, c%°).

PRATS;.Update(sk,, pk):

1. Parse sk; as (PRTS.sk,, ATS.sk;) and pk as (n, ¢, PRTS.pk, ATS.pk).
2. Run PRTS.Update(PRTS.sk,;, PRTS.pk) and let PRTS.sk! be the output of signer i.
3. Output sk, + (PRTS.sk’, ATS.sk.).

Fig. 2. The ATS-PR PRATS,

Correctness. Correctness of PRATSy follows directly from the correctness of the two underlying
schemes PRTS and ATS.

Security. The scheme clearly inherits the same notion of unforgeability (uf-0 or uf-1) as the un-
derlying PRTS scheme. We next study its accountability properties. We show in Theorem 6 that
PRATS; is acc-0 if the (non-refreshable) ATS scheme is accountable. Recall that a non-refreshable
ATS scheme is accountable if it satisfies our acc-0 definition when there is only one epoch. We then
show in Theorem 7 that PRATS, does not satisfy acc-1. This separation shows that acc-0 is much
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easier to achieve than acc-1. We also note that our practical acc-0 schemes in Section 7 are much
more efficient than the generic PRATSy construction in Figure 2.

Theorem 6. PRATS; is acc-0 secure assuming ATS is acc-0 secure. In particular, for every adver-
sary A, there exists another adversary B, such that for every set pp of public parameters it holds
that

AdV%CFg/_\OTSe[pP] (A) = AdVaAgl%([)pp} (B),

Proof. Consider the following adversary B playing the game G%%h,py B invokes A(pp) and simulates
-0 )
G%CR“ATSQ[W] as follows:

1. Receive (n,t, E) from A. Forward (n,t) to the challenger in G}

ATS[pp]"
2. Receive ATS.pk* from the challenger in ngl—cé%pp]'

Sample (PRTS.pk, PRTS.pke, (PRTS.ski, ..., PRTS.skl)) <% PRTS.KGen(n,t) and send the pub-
lic key PRATS,.pk = (n, t, PRTS.pk, ATS.pk*) to A.
3. For e € 2,.,E, run (PRTS.k{,...,PRTS:sk?) — PRTS.Update(PRTS.pk,
{PRTS.sk{ " }icpn)-
4. Answer A’s signing and secret key queries as follows:
— skO(e, i) : B forwards the query skO(7) to its challenger and gets the response ATS.sk;. Then
B sends (PRTS.sk§, ATS.sk;) to A.
— SignO(m, e, 1) : B forwards the query SignO(m, ) to its challenger and gets back s2°°. It then
runs st < PRTS.Sign(PRTS.sk{, m) and sends (s2°¢, ) to A.

)

5. Finally B receives a forgery (m*,0*) from A where 0* = (0, 0p,). Our B outputs (m*, o).
Observe that whenever the output of the simulated GgCRC‘Aq-SZ[pp] game is 1, the forgery outputted

by A is a valid one, and in particular o}, is a valid ATS signature on m* with respect to ATS.pk*.

Hence, the forgery output by B is a valid ATS message-signature pair with respect to ATS.pk*.

Next, since (m*,0%) is a valid acc-0 forgery with respect to PRATS,, there exists an index i*
in PRATS;.Trace(pk, m*, 0*), but i* is not in Uecg <Qsek U ing(m*)>. This means that * is in
ATS.Trace(ATS.pk, m*, o), but B never forwards any query of the form skO(:*) or SignO(m*,*)

to its challenger. Hence, B produces a valid acc-0 forgery for the ATS scheme. g

Theorem 7. The construction PRATS, is not acc-1 secure. In particular, there is a PPT adversary
A such that

Proof. We construct A as follows. A chooses some 0 < t < n and sets the number of epochs E to
E = 2. Next, A chooses an arbitrary message m*, and in the first epoch, asks signers 1,...,¢ for
their signature shares on m*. In the second epoch, A asks signer ¢+ 1 for its signature share on m*.

*

It then constructs the signature forgery o* = (0}, 0p,) as follows:

— A calls PRTS.Combine on the t partial PRTS signatures it obtained in the first epoch, to get a
valid PRTS signature on m*.

— Since ATS is not refreshed across epochs, A calls ATS.Combine on ¢ — 1 ATS signature shares
from the first epoch, say shares 2,...,t, along with the single signature share from the second
epoch. This gives A a valid ATS sign on m*, combined over the set of signers {2,...,¢t,t+ 1}.
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Hence, A obtains a valid PRATSs signature: verification succeeds for both halves of the signature o*.
Now, PRATS,. Trace(m*, o) calls ATS.Trace(m*, o..) which returns the set {2,...,¢,¢+ 1}. This
set is not a subset of Q% U O:®(m*) for either one of the two epochs e = 1 or e = 2. Therefore,

(m*,0*) is a valid acc-1 forgery. O

B Handling Malicious Corruptions During Key Refreshes

In this section, we generalize our security definitions from Section 3.2 to capture malicious corrup-
tions during key updates. We then present a generic compiler that lifts a construction from the
semi-honest updates setting to the malicious updates setting.

The communication model. Following previous works that considered malicious corruptions
during key updates [52, 40, 39, 32, 31, 54, 5, 33, 21, 2, 42, 24, 44|, we assume that all signers are
connected by an authenticated and synchronous broadcast channel. As observed, for example, by
[24], the use of authenticated communication is necessary for obtaining proactive security. In the
absence of authenticated communication, an adversary that formally “left” a previously corrupted
party and controls all the communication between that party and the rest of the network can
continue to impersonate that party indefinitely.

We assume for simplicity that all communication is public, and every message that is sent will
be received by all parties in the next round, or not at all. Note that secret point-to-point channels
can still be emulated by encrypting messages to their intended receivers. In more detail, at the
beginning of the update protocol, each party i samples a fresh key pair (ek;, dk;) for a semantically-
secure public-key encryption scheme, to be used solely during this execution of the update protocol.
They then broadcast the encryption key ek; to all other parties. When party j wishes to send
a private message to i, it simply encrypts it under ek; and broadcasts the ciphertext. Note that
semantic security is sufficient because the broadcast channel is authenticated.

Updated syntax for Update;. We need to slightly change the syntax of the update protocol from
Section 3 to accommodate the fact that all communication is now done via a broadcast channel. The
update protocol is still specified by a pair (Updatey, Update;) of algorithms that are defined as in
Section 3 except that now, Updatey outputs a single update message 67. Each signer 7 broadcasts 67
to all other signers, and each signer computes their new secret key by invoking Update; on sk and

f,...,05. As explained in the previous paragraph, point-to-point communication is still possible
with appropriate use of encryption.

B.1 Security in the Face of Semi-Honest Corruptions

Before presenting our security definition that accommodates maliciously corrupting parties during
updates, we first present an intermediate definition that considers semi-honest corruptions during
key updates. By semi-honestly corrupting a subset of the parties during the update protocol, the
adversary learns their secret state, and can determine their randomness for the update protocol (that
is, their randomness for Update, which without loss of generality is the only randomized algorithm
specifying the update protocol). Note that if the update protocol uses private communication via
the use of public-key encryption as described above, then this allows the adversary to know their
decryption keys and hence observe all (decrypted) incoming communication to these parties.

The security definitions of unforgeability and accountability in the face of semi-honest corrup-
tions during updates are a natural generalization of the definitions found in Section 3. The difference

30



is this — recall that in our earlier definitions, the challenger honestly generated the secret signing
keys of all signers for all epochs in the beginning of the game. Instead, we now provide the adversary
with an additional oracle for incrementing the current epoch, while choosing a subset C' of signers
to corrupt during the key update and choosing their random coins for the update protocol. The
challenger then emulates the update protocol conditioned on these random coins, resulting in secrets
for the next epoch and a transcript for the protocol. The latter is given to the adversary.

As typical in the setting of proactive security, we treat all signers in C' as corrupted for both the
preceding and subsequent epochs. This is necessary since, given their secret key from the previous
epoch, their randomness for the update protocol, and the transcript of the update protocol, the
adversary can compute their secret key for the subsequent epoch. To make sure that signers in C
are “counted” as corrupted in the preceding epoch, we enforce that the adversary has asked for the
secret keys of all signers in C' before it queries the update oracle on C'. Note that this does not
restrict the power of the adversary since they can always request the secret keys of all signers in C
before querying the new update oracle. Finally, the signers in C are “marked” as corrupted for the
subsequent epoch as well.

The security games capturing this updated definition are presented in Fig. 3. For simplicity
of presentation, the games in Fig. 3 consider only non-interactive updates (per the syntax from
Section 3), but they naturally generalize to consider interactive update protocols as well.

Observe that our constructions remain secure even in the face of semi-honest corruptions, with
essentially the same proofs of security. We discuss this fact in more detail in Section 8.

Allowing for skewed randomness. Note that our notion of semi-honest security gives more leeway to
the adversary than what is typical when considering semi-honest security: It allows the adversary
to maliciously choose the randomness used to generate its messages during the protocol. Typically,
semi-honest adversaries are assumed to honestly sample their randomness. We choose to define semi-
honest security this way since it enables us to use a simpler and more efficient compiler to handle
malicious corruptions (starting from a more secure protocol means less work for the compiler).
We can do that since our bare-bones protocols remain secure even under this stronger notion of
semi-honest security. It is worth mentioning, though, that the compiler can be augmented to handle
protocols that assume the adversary also honestly samples the randomness for corrupted parties
using standard techniques [34, 35].

B.2 Maliciously-Corrupted Updates

We now define security in settings where the adversary can maliciously corrupt signers during key
updates.
Two-round key updates. The syntax from Section 3 considered non-interactive updates. Looking
ahead, our generic compiler will add one round of interaction to the key update protocol. Hence, in
our security definitions considering maliciously-corrupted updates, we restrict ourselves to two-round
update protocols. However, our definitions readily extend to capture arbitrary update protocols with
more rounds.

Concretely, a two-round update protocol is specified by a tuple of three algorithms, Update =
(Update,, Update;, Update,):

— Update(sk{, pk) — (st; o, 07 ) is a randomized algorithm that takes in a secret key sk{ of signer i
in epoch e and the public key pk, and outputs a state st; ; and a first message 67 . Each signer ¢
broadcasts 67 to all other signers.

31



Gshu,uf—b Gshu,acc—b’ Gshu,uf—b/\acc-b'
] ) )

Games PRATS[pp]? “*PRATS[pp] * “*PRATSpp]
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flagsnu,ut-0) f1a8shu,ut 1> f128shu, acc-0s la8shu,acc.1 < 0
(st,n,t, E) < A(pp)
(pk, pke, sk, ... ,sk}l) +3 KGen(pp, n, t)
€curr < 1 // the current epoch number
foree€ [E]Az € [n]Ay € [n] do
Opyo L0501+ L
(m*, o) 45 AFOC)SEnOC) UpdsteO(1) (gp o plec)
if Vf(pk,m*,0") =0 then
return 0
if Ve € [E], |Qsek| <tA \Qig(m*ﬂ =0 then flagg,, 4o < 1
if Ve € [E], |Qsek U Qseig(m*)| <t then flag, ;1 <1

if Trace(pk, m”™,0™) € Ueerg (Qik U Qig(m*)) then flagg,, aec.0 < 1

© 0 N O Ut s W N

=
= o

—
[\

13: if Ve € [E], Trace(pk,m",0") € Qsek U Qseig(m*) then flagy,, 4o ¢ 1
14: Only game G,S,];lﬁsf'[gp] return flagg,, ey

15: Only game G;]“R“A’?;[C[;g] sreturn flagg,, e

shu,uf-bAacc-b’ |
16 : Only game GPRATS[pp] : return ﬂagshu,uf—b \ ﬂagshu,acc—b/

Oracle skO(e, i) Oracle UpdateO(C, {r; }icc)

if CZ Q% Veeur = E then

€curr

1: if e > ecurr then
return |

for i € C' do
d; < Update, (pk, skie™*; 7;)

1
2: return L 2
3
4
5: forie [n]\C do
6
7
8
9

O¥F « Q¥ Ui}

3
4: return sk

Oracle SignO(m, e, 7)

51’ <—$ UpdateO(Pk7 Skscurr)
for i € [n] do
skferr Tt o Update, (sk§™™, {6, },em)

if e > ecurr then

return |

. . . 6Curr F 6Curr + 1
QiE(m) - Q¥(m) Ulid10: g2, @, UC

1
2
3: o; < Sign(sk;,m)
4
5 return o; 11 -

return {J;};ci)\c

Fig. 3. The security games G;};{‘X?Sf’[zp], G;ﬁkﬁgﬁ;g{, G;};{‘X}‘;’[zgam'b/ for b,b", 0" € {0,1} for an ATS-PR scheme PRATS =
(KGen, Sign, Combine, Vf, Trace, Update) with public parameters pp. For a set X’ and an element z, we let X + XU{z}
be a shorthand for the following operation: If X was previously defined, then set X' < X U{z}; if X is still undefined,

then set X = {z}.
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— Update, (st; o, {650}1-6[”}) — (st; 1,67 ) is a deterministic algorithm, that takes in a state st;
and n update messages 07 , . . . ,6270, and outputs an updated state st; ; and a second message
¢ 1. Each signer 7 broadcasts 07, to all other signers. Note that a randomized Update; can be
al;?vays made deterministic by iI{cluding its randomness as part of st g.

— Update,(st; ;, {55,1}1‘6[71}) — skét! is a deterministic algorithm that takes in a state st;; and n
update messages 07 1, ..., 0y, ;. It outputs an updated secret key skf+1 for epoch e+ 1 for signer 7.

The definitions of correctness and trace correctness are straightforward generalizations of the
definitions found in Section 3, and are obtained by replacing the honest executions of the non-
interactive update protocol with honest executions of the two-round update protocol.

Security. Unforgeability and accountability in the face of malicious corruptions during key updates
are defined through the security games in Fig. 4. These games are obtained by endowing the ad-
versary with the ability to arbitrarily choose the messages of corrupted parties during the update
protocol. We assume the adversary is rushing; that is, in each round, they can choose the messages
of corrupted parties after observing the messages of the honest parties for that round.

Concretely, the security games in Fig. 4 are obtained by augmenting the semi-honest corruption
security games with oracles that allow the adversary to observe the messages of honest parties and
then choose the message of the corrupted parties in a round-by-round manner.

The following definition extends the notion of adversarial advantage to the setting where the
adversary can corrupt signers during key updates, either semi-honestly or maliciously. The relevant
games are defined in Figures 3 and 4.

Definition 6. Let PRATS = (KGen, Sign, Combine, Vf, Trace, Update) be an ATS-PR scheme with
public parameters pp, let type € {shu,mu}, and let prop € {uf-b, acc-b’, uf-b A acc-b'}y peqo,1y- The

; type,prop .
advantage of an adversary A in GPRATS[pp] is defined as

AdvAERTER, (A) = Pr | GREMEER (A) = 1]
Detecting deviation. We assume that whenever an honest party detects a deviation from the protocol
during the update protocol, it updates its secret key to L. Hence, in this case, the output of the
security game is 0. The question of what to do upon such a detection may depend on the system
within which the ATS-PR scheme is used, and is orthogonal to this work. However, looking ahead,
it is worth mentioning that our compiler will enjoy the property that if one honest party identifies
another party as malicious, then so do all other honest parties.

B.3 The General Compiler: Construction & Security

We now present the general compiler. The compiler transforms any ATS-PR scheme that is secure
facing semi-honest corruptions during updates into a scheme which is secure against malicious
corruptions. The compiler is based on two building blocks: A commitment scheme and a zero-
knowledge proof system. We briefly present our requirements of these primitives here. For readability,
we defer the formal definitions to the end of this appendix. Concretely, our compiler makes use of:

1. An extractable statistically-binding non-interactive commitment scheme [23, 50, 1] COM =
(COM.Setup, COM.Commit, COM.Verify, COM.Ext). That is, with overwhelming probability over
the choice of crscom +$ COM.Setup, there are no values com, m, m’, decom, decom’ such that m #
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mu,uf-b

15: Only game GPRATS[FP] :return flag,, .sb

mu,acc-b

16 : Only game GPRATS[pp] : return ﬂagmu,acc—b

17: Only game G?;ﬁg’[iﬁ]acc’b/ sreturn flag,,, ey V lagn, ace
Oracle skO(e, i) Oracle UpdateO, ({675 }iec)
1: if e > ecurr then 1: if ind-upd # 1 then
2: return L 2: return L
3. stk - Qsek U {i} 3: ind-upd + 2
4: return sk 4: forie€[n]\C do
Oracle Sign0(m, 1) B BE) s Update, (s, {675 )
6: return {6;9" }icin)\c
1 if € > ecurr then
) return | Oracle UpdateO, ({6;5" }icc)
3: o; + Sign(sk;,m) 1: if ind-upd # 2 then
4 QIF(m)  QI%(m) U {i} 2o veturnd
5: return o; 3: forie€[n]do
Oracle UpdateO,(C) 4 Skfcmrﬂ < UpdateQ(stffl“”, {5;3“ Fietn)
5:  if skf = | then flag,,,peq < 1
if C ¢ QY. V courr =EV indupd#0then .,
return | . Sekcurr - sekcu” e
ind-upd 1 8: ind-upd <+ 0

1:

2

3

4: forie [n]\C do
5 (stig™, 055" ) <=3 Update, (pk, sk;™™)
6

return {65’%“”}ie[n]\c

Fig. 4. The security games G;];ﬁg’[l;p], G;];ﬁgc[:;] , G?;ﬁg{;ﬁ]acc’b for b,v’,b"” € {0,1} for an ATS-PR scheme PRATS =

(KGen, Sign, Combine, Vf, Trace, Update) with public parameters pp.
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m,

COM .Verify(crscom, com, m,decom) = 1 and COM.Verify(crscom, com, m’,decom’) = 1. By “ex-
tractable”, we mean that it is possible to generate a CRS for COM in a way that endows the
generator with a trapdoor. Knowledge of this trapdoor can be used in order to extract committed
values.

2. A non-interactive zero-knowledge proof system [13, 12, 29, 55, 26, 46, 36, 37| NIZK = (NIZK.Setup,
NIZK.P,NIZK.V) for the language £ = {L)} e defined as:

3(sk, r,decom) s.t.
Ly = ¢ (pp,crscom, pk,com,d) : COM.Verify(crscom, com,decom, (sk, 7)) = 1 and
0 = SHU-ATS-PR.Update(sk, pk; )

We require that the scheme provides adaptive zero knowledge and simulation soundness. Adap-
tive zero knowledge states that zero-knowledge should be preserved even for (true) statements
that are chosen as a function of the common reference string. Informally speaking, simulation
soundness guarantees that a prover cannot produce a valid proof for a false statement, even after
observing many simulated proofs (on statements of their choice).

Note that even though our ATS-PR constructions are in the random-oracle model, our update
protocols (and in particular, our constructions for the Update, algorithm) are not. Hence, the
language L is indeed in NP.

The compiler takes in an ATS-PR scheme SHU-ATS-PR[pp| that is secure against semi-honest
updates. It builds an ATS-PR secure against malicious updates by utilizing the ideas behind the
GMW compiler [34, 35]. At the beginning of each update protocol, all signers commit to their current
secret key and the randomness to be used during the update protocol. Then, they append to each
message sent during the protocol a NIZK proof certifying that this message is indeed consistent with
the committed values and previously-transmitted messages. The compiled scheme MU-ATS-PR[pp]
is defined below. We specify only the KGen algorithm and Update protocol, since all other algorithms
remain unchanged.

MU-ATS-PR[pp]: An ATS-PR scheme supporting malicious updates

KGen(pp, n,t):

Invoke (pk’, pke, (sky, ... ,sk,)) <$ SHU-ATS-PR.KGen(pp, n, ).
Sample crscom +$ COM.Setup(1*) and crsnizx <% NIZK.Setup(1?).
Set pk < (pk’, crscom, crsnizk)-

Output (pk, pke, (sky, . ..,sk,)).

- W=

Update, (sk;, pk):

Parse pk as (pk’, crscom, crsnizk)

Sample random coins r for SHU-ATS-PR.Update,.
Compute (com, decom) <—s COM.Commit(crscom, (sk;,7)).
Set st; o < (r, sk;, pk,decom) and ;o < com.

Output (st; o, i,0)-

Cr W=

Update, (Sti,()7 {05.0tjem)):

1. Parse st; ; as (r,sk;, pk, decom), pk as (pk’, crscom, crsnizk ), and 6,0 as com; for every j € [n].
2. Compute (st ;,0; ;) < SHU-ATS-PR.Update(sk,, pk; r).
3. Compute a proof m <8 NIZK.P(crsnizk, (pp, crscom, pk’, com;, &; 1), (sk;, 7, decom)).
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4. Set ;1 + (871, m) and st ; + (pk, {com;};epn, st; ).
5. Output (st; ;,0,1)-

Update, (st; 1, {d),1}jemn)):

1. Parse st, ; as (pk, {com;};cn),st; ), pk as (pk’, crscom, crsnizk), and d;,1 as (851, ;) for every j € [n] \ {i}.

2. For every j € [n] \ {¢}: Assert that
NIZK.Vf(crsnizk, (pp, crscom, pk,7C0mj,6;‘71),7Tj) =1.
If for any j € [n] \ {¢} this check fails, set sk, - L, outputs L, and terminate.

3. Compute sk; +— SHU-ATS-PR.Update, (st; 1, {37 1}jcn))-
4. Output sk;.

The security of the compiled protocol is captured by the following theorem, which states that if
SHU-ATS-PR is secure against semi-honest corruptions during updates, then MU-ATS-PR is secure
against malicious corruptions.

Theorem 8. Let b,b' € {0,1}. For any adversary A there exist an adversary B and a negligible
function v(-), such that for every set pp = {ppy}ar of public parameters it holds that

mu,uf-bAacc-b’ shu,uf-bAacc-b’
AdVMU-ATS—PR[pp} (A) = AdVSHU—ATS-PR[pp] (A) +v(N),

for all sufficiently large A € N.

As our compiler can be seen as a restricted application of the general GMW compiler [34],°
Theorem 8 follows from the security of the latter. A detailed description of the GMW compiler and
a proof of its security can be found in [35|. Nevertheless, for completeness, we briefly sketch the
proof of Theorem 8 below.

Proof sketch. Let Gg = Grl\r,llbu;%\ a;;;-[z;}' Consider the game G obtained from Gg by the follow-
ing revision revision: When replying to Update; queries by A, the challenger swaps the honestly
generated NIZK proofs with simulated proofs. We argue that the probability that A wins in Gy
is negligibly close to the probability that it wins in the Gg game. This is due to adaptive zero-
knowledge property of NIZK. On input crsyjzk that is either honestly generated or simulated, the
distinguisher D in the reduction will simulate either Gg or Gy to A. It will forward crsyjzk as part
of the public key, generating all other components of the public key on its own. It will reply to
all queries by A honestly, with the exception of generating the NIZK proofs as part of the replies
to Update; queries: For that, it will query its oracle on the corresponding instance-witness pairs,
and will obtain either honestly-generated proofs or simulated proofs. Finally, the distinguisher will
output 1 if A wins in the simulated game and 0 otherwise. The probability that D outputs 1 given
access to honestly-generated proofs is equal to the probability that A wins in Gg, while the proba-
bility that D outputs 1 given access to simulated proofs is equal to the probability that A wins in
Gi.

Now consider the game Go which is obtained from Gy by the following modification: When
replying to Update, queries by A, the challenger replies with commitments to the all-zero strings
as the first message of the honest parties. This is instead of honestly generating the commitments

5 We apply the ideas from the GMW compiler to the specific case of key update protocols, whereas the GMW
compiler can generally be applied to any semi-honest secure MPC protocol. Moreover, the full-fledged GMW
compiler includes a randomness generation component which we do not need.
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as commitments to the actual secret keys of the parties and randomness used for computing their
SHU-ATS-PR.Update; messages. We claim that the probability that A wins in this revised game is
negligibly close to the probability that it wins in G1. This follows from a standard reduction to the
hiding property of the commitment scheme.

The proof is concluded by presenting an adversary B that breaks the security of SHU-ATS-PR]pp]
with respect to semi-honest updates, with essentially the same probability as A wins in Go. The
adversary B simulates the game G to A. To do so, it adds to the public key an honestly-generated
CRS for COM and a simulated CRS for the NIZK proof system. To simulate oracle responses, B
can forward A’s queries to its own oracles, but it needs to add the commitments and NIZK proofs
to the update messages returned to A. To this end, in each such commitment, B first commits to
the all-zero string. Then, it uses the simulator of NIZK in order to produce the NIZK proofs. Note
that even though the simulator is used to produce potentially false statements, a standard argument
shows that this should go undetected by A, due to the hiding property of the commitment scheme.

Suppose that the CRS for COM is such that COM is perfectly binding (this is the case with
overwhelming probability). Further, assume that all NIZK proofs produced by A are accepted by
the verifier; otherwise, the output of the game is 0. Now, consider two cases: Either A produces a
NIZK for a false statement, or it does not.

— Case I: Assume A produces a NIZK for a false statement. In this case, by the simulation
soundness of NIZK, the probability that A wins in Gs is negligible.

— Case II: Assume A never produces a NIZK for a false statement. This means that message
sent by the signers corrupted by B during updates can be explained by the secret keys and
randomness to which these signers have committed (note that these are uniquely defined by
the commitments since we are assuming a scenario in which COM is perfectly binding). We
would like for B to use A’s choice of randomness for the corrupted parties’ update messages as
randomness for their messages in the game GZTJ}&?@%‘;ZP]. To do that, we use the fact that
B generated the CRS for COM. Hence, B knows a trapdoor to this CRS and can extract the
randomness to which A has committed to. B can thus forward this randomness as its input to
the Update oracle.

Finally, when A outputs a forgery, B outputs the same forgery. The proof is then concluded by

mu,uf-bAacc-b’

noting that whenever A wins in Gz, B wins in Gy, ;. ATS-PR[pp]’

B.4 Building Blocks: Deferred Definitions

For completeness, we present formal definitions of the building blocks used by our compiler.

Extractable non-interactive statistically-binding commitment schemes. We rely on the
following notion of an extractable non-interactive statistically-binding commitment scheme [23, 50,
1]:

Definition 7. Let epinding = €binding(A) and €ext = €ext(\) be functions of the security parameter

A € N. An egq-extractable non-interactive epinding-statistically-binding commitment scheme for a

message space M = {My}ren is a 4-tuple of probabilistic polynomial-time algorithms IT = (Setup,

Commit, Verify, Ext) with the following properties:”

7 Often, the definition for extractable non-interactive commitments considers two separate setup procedures, an
“honest” one and an alternative setup procedure that admits a trapdoor. The CRS generated by both procedures

should be indistinguishable. Since, in the context of threshold signatures, we are assuming a trusted setup anyway,
we use a simplified definition that considers a single setup algorithm that admits a trapdoor.
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1. Perfect completeness: For every A € N and m € M), it holds that

(crs, 7) < Setup(1?) B
)=

Pr | Verif d =1
g { erify(crs, com, decom, m) (com, decom) «— Commit(crs, m

where the probability is taken over the internal randomness of Setup, Commit and Verify.
2. Statistical binding: For every A € N it holds that

dcom, m # m/, decom, decom’ s.t.

< epinding(A
t [Verify(crs,com,decom,m) = Verify(crs, com, decom’, m’) = 1} < Cbinding (A)

where the probability is taken over the choice of (crs, ) < Setup(1?).
3. Computational hiding: For every probabilistic polynomial-time algorithm A = (Ay, As) there
exists a negligible function v(-) such that

def

Adviidine ())& |py [Expt?}j“;g(o, 2) = 1} —Pr [Expt?}‘fj;g(l, A) = 1” <v())

for all sufficiently large n, where for each b € {0,1} the experiment Expt?fj':g(b, A) is defined as:
(a) crs < Setup(1?).
(b) (mg, my,state) « Aj(1*,crs).
(c) (com,decom) < Commit(crs, my).
(d) b + As(crs,com, state).
(e) Output V.
4. Extractability: For every A € N and for every com € {0,1}* it holds that

Jdecom s.t. Verify(crs,com,decom, m) =1 or | (crs,7) <$ Setup(1*)

Pr ;
Vdecom’, m/Verify(crs,com, decom’,m’) = 0 |m < Ext(crs, 7,com)

is at least 1 — eext(N), where the probability is taken over the choice of (crs, T) < Setup(1?).

Non-interactive zero-knowledge proof systems. We rely on the following standard notion of
a non-interactive simulation-sound adaptive zero-knowledge proof system [13, 12, 29, 55, 26, 46, 36,
37

Definition 8. A non-interactive simulation-sound zero-knowledge proof system for a language
L = {Lir}ren with a witness relation R(L) = {Ra}xen is a tuple of probabilistic polynomial-
time algorithms IT = (Setup, P, V). We require the existence of a pair (Simy,Sima) of probabilistic
polynomial-time algorithms such that the following properties hold:

1. Perfect completeness: For every A € N and (x,w) € Ry it holds that

crs + Setup(17) } B

Pr V(1 =1
g [ (1% ers, @, m) 7« P(1*, crs, z, w)

where the probability is taken over the internal randomness of Setup, P and V.
2. Adaptive zero knowledge: For every probabilistic polynomial-time algorithm A there exists a

negligible function v(-) such that

def

Advis A(\) & | Pr [Exptdh 4(A) = 1] = Pr [ExptH o sim sime (V) = 1] | < 0(Y)

for all sufficiently large n, where the experiment Exptf'ﬁA()\) is defined as:
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(a) crs < Setup(1?).
(b) b+ APONerss) (1A crs).
(c) Output b.
and the experiment Exptf—[,‘ASiml’Simz()\) is defined as:
(a) (crs,T) < Simy(1%).
(b) b+ ASM(NT) (1N crs) where Simb (12, 7, @, w) = Simg (1%, 7, 2) if (x, w) € Ry and Sim)(1*,
T,x,w) = L otherwise.
(c) output b.
3. Simulation soundness: For every probabilistic polynomial-time algorithm A there exists a
negligible function v(-) such that

Advi A (A) & Pr [Exptss 4 (A) = 1] < v(\)

for all sufficiently large X € N, where the experiment Exptyy 4()) is defined as:
(a) (crs,T) < Simy(1%).

(b) (z,7) + ASm20%7m) (1A ).

(¢) Denote by Q the set of Sima’s query-response pairs.

(d) Output 1 if and only if x ¢ Ly, (z,7) & Q, and V(1*,crs, z,7) = 1.

C Interactive ATS-PR

In this section, we present our definitions for interactive ATS-PR schemes. We focus on schemes
in which the signing protocol is made up of three rounds of communication among the signers.
These definitions capture our (non-refreshable) ATS construction from Section 6 and our ATS-PR
construction from Section 7.2.

Three-round threshold signature schemes. In addition to threshold signature schemes with
non-interactive signing procedures (with or without a proactive refresh), we also consider schemes
in which signing is done via an interactive protocol of three rounds or less. The syntax for such
schemes closely follows that of non-interactive schemes, with the following exception. In interac-
tive schemes, the signature algorithm Sign is now an interactive protocol, made up of three sub-
algorithms (Sign,, Signy, Signs), where:

— Sign, is a randomized algorithm which takes as input a secret key sk;, a message m, and a subset
J of indices. It outputs a state st; ; and a first message msg; ; to be sent to all in round 1 of the
protocol to all signers in J \ {i}.

— Sign, is a deterministic algorithm which takes as input a state st;; and incoming messages
{msg;1}jer\qiy- It outputs a state st; , and a second message msg; , to be sent to all in round
2 of the protocol to all signers in J \ {i}.

— Signs is a deterministic algorithm which takes as input a state st;, and incoming messages
{msg; 2}jer\(iy- It outputs a signature share s;.

The syntax above requires knowledge of m and J at the beginning of the protocol (these are given
as inputs to Sign;). This captures the standard scenario in which a subset J of signers initiates
the signing protocol in a coordinated manner in order to sign a particular message m. Defining the
syntax in this manner also has the advantage of being general enough to capture protocols that
require knowledge of m and J already in the onset of the protocol. It should be noted, however,
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that signers in our interactive protocols (Sections 6 and 7) do not require knowledge of m until the
last message is computed, and require knowledge of J during the all-but-last rounds only in order
to know to whom to send their all-but-last messages.

The correctness definitions for an interactive threshold siganture scheme are naturally extended
from the non-interactive case, by replacing the non-interactive signing algorithm with an honest
execution of the interactive signing protocol.

Security. Accountability and unforgeability of three-round threshold signatures are defined via a
natural generalization of the analogous definitions for non-interactive schemes, presented in Figure
5. Importantly, the signing oracle is now replaced with three seperate oracles, one for each of the
sub-routines making up the signing protocol. The adversary may query any of these oracles on
inputs and ordering of its choice. In particular, this allows the adversary to interact with honest
signers in many concurrent sessions of the signing protocol, arbitrarily interleaving between them.

For a three-round threshold signatures scheme with proactive refresh PRTS = (KGen, Sign =
(Signy, Signsy, Signs), Vf, Trace, Update = (Update,, Update;)), the security games capturing its un-
forgeability and accountability are defined below. As in the non-interactive case, the scheme and
corresponding games are parameterized by public parameters pp. To avoid over-cluttering in nota-
tion, we assume that pp are included in the public key outputted by KGen.

D Deferred Proofs

D.1 Proof of Theorem 1

Proof. Let b € {0,1} and let A be an adversary participating in the G‘cl%’rAsngjl security game.

Consider the following algorithm B that takes part in the Ggfr_zl-)rs[pp] security game. B takes as input

the public parameters pp and simulates the game Gléil.’rAs‘r’E;‘;]l to A as follows:

1. Invoke A(pp) to obtain (n,t, E). Send (t,t, E) to the challenger in Ggfést[pp]a and receive from
the challenger (pk*, pkc*).
2. Sample J* <$ S, and set pk?" « pk* and pke?” « pkc*.
3. For each J = {j1,...,5t} € St \ {T*}:
(a) Sample (pk”,pke”, (sk!, ... sk"!)) = PRTS.KGen(pp, t,1).
(b) Fore=1,...,E—1, compute (ski’eﬂ, . ,sk}{’eﬂ) <5 PRTS.Update(pk”, ski’e, . ,skg’e).
4. Set pk « (pkj)‘yegm and pkc + (kaJ)JeSt‘n.
5. Pass pk and pkc to A and reply to its oracle queries as follows:
— When A issues a secret-key query (e, i) to skO: If i € J*, then forward this query to the
secret-key oracle in the game Gng_lerS[pp]' Denote the response by skf “. Reply to A with
t77
ski = (sk; ) 7esun(i)-
— When A issues a signature share query (m,e,7): If i € J*, then forward the query to
the signature oracle in Ggfélfrs[ op] and get back a partial signature s;; denote it as 3;7 " For

J € Sin(i)\{T*}, compute s7 s PRTS.Sign(sk;j’e, m). Reply to A with s; = (Sg)jest,n(iy

When A outputs a message-signature pair (m*,o*), B outputs the same. Observe that B perfectly

simulates the game Glclf&bT/\sT;;jl to A. Moreover, by the definition of CATS, whenever G‘éibT/\Sng‘]l (A) =

1, this implies that o* = (J,0) is a valid signature on m* with respect to PRTS, and that in each

epoch e there is at least one user j. € J for which A did not query for skj_, nor for the signature
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Gacc b’ Guf bAacc-b’

Games GPRATS PRATS[pp]» “*PRATS[pp]

1: flagyso, flagus1, flagace-0, flagace-1 < 0
2: (St7 nvtvE) <7'A(pp)
3: (pk,pke,skl, ..., skl) <5 KGen(pp,n,t)
4: fore={2,...,E} do
5: (sk$, .. .,sk%) «s Update(pk, skffl, .., skeTh)
6: fori={1,...,n} do
7 Sidi — 0,8@1 < @,51"2 < @
8: (m*,o*) s A%OC)SiEn() (st pk, pke)
9: if Vf(pk,m*,0") =0 then
10: return 0
11: if Ve € [E],|Q%| < t A |Q%8(m*)| = 0 then
12 flagrg 1
13: if Ve € [E],|Q% U Q%8(m™*)| < t then
14 : flag,eq 1
15: if Trace(pk,m*,0")  Uce[g (Qsek U Qseig(m*)) then
16 : flag,cc.0 < 1
17: if Ve € [E], Trace(pk, m*,0*) € QU Q%8 (m*) then
18 : flagyee.; < 1
19: Only game GBfR_KTS[pp] :return flag ¢,
20: Only game chRc/i$S[pp] : return flag, . ;

21: Only game Gng'%fg[‘;g]bl : return flag,; , V flag, c.pr

Oracle Sign10(e, ¢, J,m): Oracle Sign3O(e, , sid, (m/s—g\iz, ce n?sE;Z/Q))

1: sid; < sid; +1 1 if sid € S; 2 then

2: Si1 <+ Si1 U {sid;} 2 return L

3: (stz'd1 7msgj'd1 ) < Signy (sk$, m, J) 3: fi _ _

id; 4: Qs'gm <—Q5'gmui

4: return msgs'1 s.d (m) si(d )A{/} o

Oracle Sign20(e, 4, sid, (msg;_ ..., “@71)) 5 8 Signg (stify, msg;, o, .-, Msg;, 2)
6 S‘Q(-SiQ\{Sid}

1: if sid ¢ S;; then o
7: return s}

2 return L

3. g Oracle skO(e, 1):

4: (st msgd%) +s Signy(stid, msg;, 1,... meg;, ) 11 Qe QT U{i}

5: Siq e Siq\ {sid} 2: return sky

6 Siz <—S¢2u{sid}

7: return msgs'd

Fig. 5. The security games GPRATS[pp GPRATS[pP GBE’X?S[‘;;']I)/ for b’ € {0,1} for a three-round ATS-PR scheme
PRATS = (KGen Sign, Combine, Vf, Trace, Update) with public parameters pp. In line 8, we write Sign(-) as a short

As in Figure 1, for a set X and an element z, we let X < X U {z} be a bhorthand for the following operation: If X
was previously defined, then set X <— X U {z}; if X is still undefined, then set X = {z}.
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share of j. on m*. Hence, in the corresponding epoch, B also did not query for sk}{*’e nor for a
signature share of j. on m* with respect to this key. Therefore, if it additionally holds that J = J*,
then Ggfél%'s[pp](B) = 1 as well. Since the view of A is independent of the choice of J*, this implies

that

ul- 1 uf-bAacc-
Adele?rS[pp] (B) = binmax ' AdVCf"A?r/g[pp]l(A)’

concluding the proof of Theorem 1.

D.2 Proof of Theorem 2

Proof. Let A be an adversary playing game G‘;&X%C[;}] and let (M*, S*) denote the message and
signature A outputs at the end of the game. Assume without loss of generality that with probability
1, the signature S* is a 3-tuple containing a public key for ATS, a PRTS signature, and an ATS
signature. Let S* = (PK*,S;,ST), and let Spi denote the set of ATS public keys sampled by the
challenger in Ggflilp\/}ag’[;’é, either by calling ATS.KGen as a subroutine of PRATS.KGen or by simulating
IIATs KGen as part of PRATS.Update.

By total probability,
AdVERRYS o (A) = Pr [ GERIS(A) = LA PK” € S
+Pr GRS (A) = LA PK™ ¢ S
Theorem 2 then follows from Lemma 6 and Lemma 5 below.

Lemma 5. There exist an adversary By such that for all pp
Pr | GRREG (A) = LA PE™ € Sp| < B Adviiinee! (8))

Proof (of Lemma 5). Consider the following adversary B; playing in fo;ls?;;]c‘l. The adversary By

invokes A(pp) and simulates G‘F‘,féx%c[‘;;] as follows:

1. Receive (n,t, E) from A. Forward (n,t) to the challenger in Guilrace-l,

ATS[pp]
2. Receive ATS.pk* from the challenger in GXfT'ls/[\papC]C'l.
Sample (PRTS.pk, (PRTS.sky,...,PRTS:sk,)) <$ PRTS.KGen(n,n) and send the public key
PRATS.pk = (n,t,PRTS.pk) to A.
3. Sample e* < [E] and answer the signing and secret key queries of A as in the following manner:
— For e € [E]\ {e*}: Sample (ATS.pk(®, (ATS.sk!®) ... ATS.sk!?)) s ATS.KGen(n,t) and

compute

olt) <5 PRTS.Sign(PRTS.pk, (PRTS.sky, ..., PRTS.sk,,), ATS.pk().

For each secret key query of the form (e, ), send (PRTS.sk;, ATS.skZ(e), ATS.ka(e), U;Ei)) to A.
For each query to one of the signing oracles, simulate the response of the oracle using the

knowledge of the secret keys PRTS.sk;, ..., PRTS.sk, and ATS.sk!”), ... ATS.sk(.
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— For e = e*: Compute
oli) s PRTS.Sign(PRTS.pk, (PRTS.sky, ..., PRTS sk,,), ATS.pk").

For each secret key query of the form (e, i), send the index 7 as the input to a secret key

query in the game GX%/[\;;]“ and receive a key ATS.sk} in response. Send (PRTS.sk;, ATS.sk},

ATS.pk*, Jff*)) to A as the response to the secret key query.
For each query to a signing oracle, forward the query to the corresponding oracles in

fo;ls/[\pa’ff'l (omitting the epoch index e* from the input). If the query is to Sign; O or Sign,0,

relay the response to A. If it is to SignzO, then the oracle in Gx%?pap‘jc‘l responds with a

signature o,, on a message m on behalf of a subset J; reply to A with (ATS.pk™, a[()i*), Om)-

4. Receive a message m* and a signature o* = (pk*,o§,07). If the output of the simulated
G‘F‘,fF‘{}\/}asc[%‘;] is 1 and pk* = ATS.pk*, then output (m*,o7). Otherwise, output L.

Observe that whenever the output of the simulated Ggﬁkoregc[%—é game is 1, the forgery outputted

by A is a valid one, and in particular o] is a valid ATS signature on m* with respect to pk*. This
also means that either it holds that PRATS.Trace(PRATS.pk,m*,0*) = L, or in epoch e* there is
an index j* € J* for which A did not query for its secret key or its signature share on m™*. In the
former case, this implies that ATS.Trace(pk®, m*,of) = L, and in the latter, this implies that B;
did not issue the corresponding queries as well.

Finally, whenever GgﬁlAq%C[;'pll (A) = 1 A PK* € Spy occurs and B; guesses correctly e* as the

epoch relative to which A outputs the forgery (note that this is well defined when PK™ € Spy), it is

also the case that G%ﬁg[\p';c]c'l (B1). Conditioned on PK* € Spy, the probability that pk* = ATS.pk*

is 1/E, since the view of A is independent of the epoch e* which is chosen uniformly at random.
This implies the lemma.

Lemma 6. There exist an adversary Bo such that for all pp

“1Aacc-1 % f-bAuf-1
Pr | Gprpraig (A) = 1A PE* & Sy | < AdviRisii (Bo)
Proof (of Lemma 6). Consider the following adversary By playing in G‘;félTS[pp}. The adversary By
invokes A(pp) and simulates G‘,;fF‘QIA/.\r%C[%‘;] as follows:

1. Receive (n,t, F) from A. Forward (n,n, F) to the challenger in GlFl>fF_<1TS[pp]'

2. Receive PRTS.pk from the challenger in GE%TS[ and forward PRTS.pk to A as the public key

: uf-1Aacc-1
in GpRATS (oo '
3. Answer A’s oracle queries as follows:

— Fori=1,...,E: Sample

Pp]

(ATS.pk(® | (ATSsk\? | ... ATS.sk(?))) <5 ATS.KGen(n, t).

and compute an n-out-of-n signature with respect to epoch ¢ on ATS.pk(i), via access to the

F(jk) for each i € [E].

— In response to a secret-key query for index ¢ € [n] and epoch e € [E]: Forward the query to

signing oracle in Gng_Qll—S[pp]' Denote the resulting signature by o

the secret-key oracle of G};félrs[pp} and obtain a secret key PRTS.skée). Respond to A with
PRATS.sk{”) = (PRTS.sk{”), ATS.sk{”), ATS pk?), o'¢)).
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— In response to a signature queries for epoch e € [E], simulate the signing oracles of GgfélAﬁrasc[‘;;]

using knowledge of ATS.ski” ..., ATS.ski” and the values ATS.pk(®) and o).

4. Receive a message m* and a signature o* = (pk*,o§,07). If the output of the simulated
G‘F‘,fik/}asc[;}] is 1 and pk* & {ATS.pk(l),...,ATS.pk(E)}7 then output (pk*, (). Otherwise, out-
put L.

When the output of the simulated GlléfR,lA/'\l'aSC[f)pl] game is 1, it holds the forgery outputted by A is
a valid one, and in particular of is a valid PRTS signature on pk* with respect to PRTS.pk. This
also means that in each epoch A issued at most ¢t — 1 secret key queries, and so the same is true
for By. Finally, conditioned on PK* ¢ Spy, Bz never queried its signing oracle on pk*. Hence, the
event GREYACC1(3y) is contained in the conjunction G;ﬁlA/.}%c[;'pl] (A) =1ANPK* € Sy, implying the

[PP]
lemma.

D.3 Proof of Theorem 3

Proof. Let A be an adversary participating in the game GlFlefS_,lA/?rCSC[é} and gcpal, gsign be bounds on

the number of H¢na queries and signature queries issued by A in GE%;IA\/A%—CSC[(%}]’ respectively, and let

¢ = Qchal + Gsign- Assume without loss of generality that A does not issue the same query to Heom or
to Hchal more than once. Consider the following algorithm By. On inputs (G, Z) and (h,. .., hq),

the algorithm By simulates GEEIA/A?—CEE((I}] to A as follows:

1. Invoke A(G) and receive (n,t) from A.
2. Sample i* <= [n]. For ¢ € [n] \ {i*} sample X; <5 G and compute sk, « Zlliemnim.e .

ke ey ex
(Hje[n}\{i*} X; ) :

3. Compute Y « Zlliemnimy & . (Hje[n]\{i*} X]‘)
4. Answer oracle queries as follows:

— Initialize a dictionary Lcom of input-output pairs for Heom. When A issues a query ¢ to Heom,
if Lcom[q] is defined, then let ¢ = L[q]. If not, let ¢ <— {0, 1}*. If there exists a query ¢ in
Lcom such that Leom[¢'] = ¢, then output L and terminate. Otherwise, record Leom|q] = c.
Reply with c.

— Initialize a counter t = 0 and a dictionary Lcp, of input-output pairs for Hepa). When A issues
a query ¢ = (m, pk, J, R) to Hchal, if Lchal[g] is defined, then let h = Lcpai[g]. Otherwise let
t=t+1 and h = hy and record Lcha[g] = h. Reply with h.

— In response to a secret-key query for index ¢ € [n] reply as follows. If £ = i*, abort the
simulation and output L. Otherwise, reply with sk,.

— In response to signing queries: If the session identifier provided by A is inconsistent with
previous queries, return | to A. Otherwise, simulate users j # i* honestly using the knowl-
edge of sk;, simulating the random oracles and recording their responses.

For j =*, do:
(a) First round: Sample c; < {0,1}* and send c¢; as the first message of user i* in the
protocol.

[Teerm e
™ and pass pk = (n,t,Y) to A.

(b) Second round: Let t =t + 1 and h = hy, sample S;+ < G, and compute R;+ = il:[jej “.

y leavy e 1f Lecom|Ri+] has already been defined, then output L and terminate.
Otherwise, record Leom[Rix] = ¢;=.
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Given {c;j} e\ fiv}, for each j find the group element R; such that Leom[R;] = c¢;. If
for some j there is no such value, then skip to Step 4c. If for some j there exist two
elements R; and R} such that Leom[R;] = ¢j = Lcom[R]], then output L and terminate
the simulation. Let R = [];c 7 Rj. If Lenal[(m, pk, J, R)| is already defined then output
1 and terminate. Otherwise, record Lepai[(m, pk, J, R)] = h and send R;+ as the second
message in the protocol.

(c) Third round: Receive all openings {R;} e 7\ () provided as the second-round messages.
For all j € J\ {i*}: If Lcom[R;] is undefined, then sample ¢ <+ {0,1}* and record
Lcom[Rj] = c. Verify that for all j € J \ {¢*} it holds that Lcom[R;] is consistent with
the commitment ¢; from the first round. If for some j this is not the case, reply L to A.
Otherwise, reply with S;« sampled in Step 4b.

At the end of the simulation, the forger A outputs a message m* and a signature o* = (J*, R*, S*).
If i* ¢ J%, if A never queried Heha with ¢ = (m*, pk, J*, R*) or if the output of the simulated

game G‘F‘{fs'k//\f%scfé] is 0, then By outputs L and terminates. Otherwise, let £* denote the index of the

Hchai-query in which A queried for Hepa(m*, pk, J*, R*). Then, By outputs (£*, (hg«,0*)).
We say that By succeeds if its output is different than 1, and we turn to bound the probability
that By succeeds. Recall that By outputs L if one of the following events occurs:

- E‘he simulated G%}(X}Cﬁé] game comes to a conclusion and its output is 0. Denote this event by
1-

— A queries the secret key of i* or outputs a forgery with respect to a subset that does not include
7*. Denote this event by Es.

— In a ¢ query to Heom that was not previously defined, By samples a value ¢ which a previous
query was mapped to. Denote this event by Es. Since ¢ is sampled uniformly at random from
{0, 1})‘, and Lcom are recorded either during signature or Heom queries, the probability that Es
occurs is bounded by geom * (Gcom + Gsign) - 2,

— In some signing query, Lcom[R;+| was already defined before R;» was computed in Step 4b. Denote
this event by E4. Observe that the distribution of R;+ is uniform in G. Hence, the probability
that E3 occurs is bounded by gsign - (gcom + Gsign) /|G|

— In some signing query, A provided a commitment ¢; which is a collision between (at least) two
values in Leom. Denote this event by Es. Since all ¢; values stored in Lcom are chosen uniformly
at random, the birthday bound implies that the probability for E5 is at most (gecom + qSign)2 27,

— In some signing query, Lchal[(m, pk,J, R)] was already defined for R computed in Step 4b.
Denote this event by Eg. Since R is distributed uniformly in G, and Lcna values are recorded
in either Heha queries or signature queries, it holds that the probability of Eg is bounded by

QSign : (QChaI + QSign) /|G|
Taking everything together, we obtain that the probability that By succeeds is bounded by
Pr [By succeeds| > Pr El NEs AE3 AE4AEs A E6]
> Pr[Ey AEy| — Pr(Es] — Pr[E4] — Pr[Es] — Pr[Eg]

q52ign =+ Gsign * Gecom + Gsign * Gchal + Gsign
G|

> Pr[E AR -

B 2qzom + 3qsign * Qcom + q52ign
22X '
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Observe that the event E; A E» occurs when the output of the simulated GEfSIA/A%rcg[G] game is 1, A
never queries for the secret key of *, and the forgery outputted by A is with respect a subset J*
that contains ¢*. Note that for the output of the game to be 1, there has to be at least one index
j* € J* such that A never queries for the secret key of j*. Hence, and since i* is chosen uniformly
at random from [n], we get that

1

1
Pr GRS = 1] = - AdvIETE (A).

Pr[E; Ao > " RSSATS[G]
max

T'max

Putting things together, it holds that
Pr [By succeeds]
1Aace-1
Ad ;];SA'LII'CSC[G] (‘A) qzign =+ Gsign * Gcom + Gsign * Gchal t+ Gsign
N Mmax |G|

_ 2qc20m + 3QSign * Gcom + q52]gn
22 '

(1)

Now consider the algorithm B attempting to solve the strong RSA problem. On input (G,Y),
B runs the forking algorithm Fp, for By guaranteed by Lemma 1. If the output of Fp, is L, then
B outputs L and terminate. Otherwise, B obtains from Fp, a pair ((h,oc = (7, R,S)), (W, o =
(J',R',S"))) such that h # h'. Moreover, by the definition of By and that the following equations
hold:

Sllicsei — g.yhXiesjeny e (2)
§'liegrei — gt .yl Zieg Hjeqnqiy e (3)

Additionally, by the definition of By, we also know that R = R, J = J’, and i* € J. Assume
without loss of generality that h > h’ (otherwise, the proof is symmetric). Hence, dividing Eq. (2)
by (3) and rearranging, we obtain that

(S/S’)Hieﬂ Ci _ Y(h—h’)-(zz‘ej Hjej\{z’} e]-) (4)
We argue that [];c;e; and (h —R') - (Zz‘ej [Lierg ej> are coprime.

Claim 9 GCD (Hiej ei, (h — 1) - (ZM | PR ej)) = 1.

We postpone the proof of the claim to the end of the section. We now explain how B decides on its
output. First, by Claim 9 and Bezout’s theorem, there exist integers a and b, efficiently computable
using Euclid’s extended algorithm, such that

a-[Jei+b-(h=0)- > I e

ieg icT jeT\{i }
This implies that
y = yollicseitb(h=P)(Zic s [er iy &)
_ (Ya‘ (S/S’)b) Miesei (5)
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where Eq. (5) follows from Eq. (4). Denote W = Y% . (5/5")" and X_; = ITjepnp giry Xj- Then,

o Tlocim e € [eepn e . .
plugging in Y = Z' e\ ™7 . (Hje[n}\{i*} Xj> and rearranging, we obtain that

WHZ'EJ € _ ane[n]\{i*}ej . XEl;E[n] eé‘

Rearranging,
[Teesee
W — ZlLiempnimy e,
X
Denote T = W Since, by definition, {ei}ig[n] are coprime to the order of G, this implies
that )

Teir — zlljempns e

Since i* € J, it holds that GCD(e;~, Hje[n]\j e;j) = 1. Hence, using the extended Euclid’s algorithm,
we can find integers @’ and b’ such that

€%

7 = Za,'ei*+b,'nj€[n]\3 e _ (Za/ ) Tb/)

Hence, B computes U = Z% - T% and outputs (U, e;+) as its output to the strong RSA problem. By
the above reasoning, whenever I3 outputs an output other than 1 it succeeds in solving the strong
RSA problem. By Lemma 1, this happens with probability at least

Pr[By succeeds] - (Pr [By succeeds| 1 ) |

Gsign 1+ Gchal 24
Using Eq. (1), we obtain Theorem 3.
We conclude by proving Claim 9.
Proof (Claim 9). Note that 0 < h — b/ < 2 < min{e;};c7 and hence
GCD (H eih — h’) =1.
ieJ

We are left with arguing that GCD (Hiej €i, 2 ier L ey ej) = 1. Assume towards contradiction

that this is not the case. Then, there exists some ¢ € J such that e, divides )., Hjej\{i} €j.
However, we can write

e iengiy & [eq @
ieI\{€} jeT\{i,t}

This implies that e, divides [];c 7\ 14y €; in contradiction to the fact that {e;}ic s are distinct primes.
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D.4 Proof of Lemma 2

Proof. Consider the following adversary By playing the game G‘éfl_s[g]. B can issue signature queries
and random oracle queries to its BLS challenger. To distinguish the random oracle in Gléﬁ_s[g] from

the one in the 1-epoch BLS ATS, we denote queries to the former by H(m).

On getting a challenge public key pk* from its BLS challenger, the adversary B; invokes A(G)
and simulates GsBal:glf;%_l[g] as follows:
Receive (n,t) from A.
Guess i* <= [n]. Sample {a1, ..., 1, Qix41,. .., an} 8 Zy. Compute pk; < g% for all i # i*.
Set pk;« < pk*, i.e. By embeds the challenge public key in position i*.
Send pk = {pky,...,pk,}, pkc = L to A.

Ll e

Next, A issues a sequence of queries, and B replies as follows:

— H(m): By queries its challenger for h < H(m), sets H(m) < h and returns h to A.

— skO(1,4): If i = i*, By aborts. Otherwise, By returns ;.

— SignO(m, 1,4): We assume without loss of generality that the adversary always queries H(m)
before any signing query on m. If ¢ = ¢*, By answers by querying its signing oracle for a
signature. Otherwise, By returns H(m)%.

Eventually, A outputs a forgery (m*, (J*,0%)). If i* ¢ J* or if i* € Qiig(m*), then B; aborts
(outputs L and terminates). Let o denote the secret key corresponding to the BLS challenge pk*
(that is, pk* = g®"). Observe that if the forgery outputted by A is valid and if B; hasn’t aborted,
it means that

o = (Hom)e™) [ Hamp

iET* iki*

where Aj = J[;c 7 (1 75
Then, B; computes

1

’ 0'>k Aix
g <
H’iej*,i;ﬁ’i* H(m)Azaz

and outputs the pair (m*, al). Note that if A succesfully outputted a forgery, then (m*, a/) is a valid
message-signature pair with respect the challenge public key pk*. Also note that if A did not query
for a signature share on m* with respect to user ¢*, then by definition of By, i* & O7%(m*) .
Finally, note that whenever A wins in the unforgeability game G%al:glfgg_l[g}, there must be an
index j* € J* for which A never queries the secret key or a signature share for the forgery message
m*. If By correctly guesses this value (i* = j*), then it also outputs a succesful forgery. Overall,

since B perfectly simulates G%a[ggg-l[g] to A and the view of A is independent of ¢*, it holds that

u 1 Sa-ul-
AdVBfLS[g] (B1) 2 — - AdVBLSIf:’g-l[g] (A).

Nmazx

This proves the lemma.
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D.5 Proof of Lemma 3

Proof. Consider the following adversary By playing the game GSBal:lslfP_OR_ug]' By can issue signature
queries and random oracle queries to its 1-epoch BLS ATS challenger. To distinguish the random
oracle in Gséal:glf;%_l[g] from the one in the general BLS ATS, we denote queries to the former by

~

H(m).
B2 invokes A(G) and simulates GSBal:g,f;%[g] as follows:

sa-uf-0
BLSPR-1[G]"

2. Receive pk = (pky, ..., pk, ), pkc from the challenger and forward them to .A.
3. Reply to oracle queries by A as follows:

— Whenever A queries H on a message m: By queries h < H(m), sets H(m) < h and returns
h.

— Whenever A queries its secret-key oracle on (k,) (that is, the key of user i in epoch k): If
k =1, then Bs forwards this query to its own secret-key oracle, sets ski1 as the response. If
k > 1, then By samples a random secret key ski-c <$ Zyp. For each epoch k, By maintains a
set Ry, encoding all the signers for which B determined the secret key in epoch k. Bsy sets
Ry, + Ry, U {i} and returns sk¥ to A.

— Signing queries: Assume without loss of generality that A always queries the random oracle
for H(m) before issuing a signing query of the form (m, k,7) (a signature share on m relative
to i’s secret key in the kth epoch). Whenever A issues a signing query (m, k, ), if k = 1 then
By forwards the query (m, 1) to its signing oracle, and replies with the response. Otherwise,
if kK > 1, By decides on its response as follows:

o If i € Ry, then By replies with H(m)Skf.
e If i ¢ Ry and |Ry| <t — 1, then By samples sk¥ «s Zy, updates Ry < Ry U {i}, and
replies with H(m)Skf.
o If i ¢ Ry and |Ri| =t — 1, then we use the fact that Vj € Rk,ské‘? = skjl + (5;-C for some
(5;?, where {(5;C } are Shamir secret shares of 0. In other words, in a random execution of
the protocol, there should be a polynomial f of degree t — 1 such that (5;-“ = f(j)Vj € Ry

(i) - (sk? - sk}), where

1. Receive (n,t, F) from A, and forward (n,t) to the challenger in

and f(0) = 0. Hence, by Lagrange interpolation, 6% = >
N 0—i
() = eeraiy =5 o
To compute the response, By computes a < H(m)ziGRk Ai(0)ski or each j € (R U{i})N
1
Ry it then computes a term bj as b; < H(m)™. For each j € (Ry, U {i})\ Ry, it requests
a signature share on m with respect to signer j from its own signing oracle, and sets b,

to be the response. Finally, Bs replies to A with the partial signature a-b; - [ iR, b (i).

J
sa-uf-0
BLSPR[G]"

JER

The above discussion shows that this preserves the perfect simulation of

Eventually, A outputs a forgery (m*, (J*,0%*)). B2 outputs this forgery as well. We claim that if the

output of the simulated Gséal:gfp;g[g] is 1 then so is the output of GSBa[lSlfI;%—l[g]' This is because in this

case it holds that
— Vf(pk,m*,o*) = 1.

— For each k € [E] it holds that |Q7€k| < t. Hence, |Qik\ < t. Also, By makes no secret key queries
for epochs k > 1.
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— For all k£ € [E] it holds that Q?g(m*) = (). In particular, this means that By forwards no signing
queries for m™* to its signing oracle.

Hence, all the requirements are satisfied for the output GSBa[‘Slf};%_l[g] to be 1. Since

AdVSBa':lslgg[g} (A) < Ad"lsaal:lslglg_ng] (B2).

This completes the proof of the lemma.

D.6 Proof of Lemma 4

Proof. Consider the following adversary B playing the game G‘éfl_s[g]. We use a to denote the chal-
lenge secret key in the BLS game G‘éfl_s[g]. On getting a challenge public key pk* < ¢¢ from its BLS
challenger, B invokes A(G) and simulates GE“‘[S%CF‘{[)Q} as follows:

— Receive (n,t, F) from A.

— Guess i < [n]. Sample {1, ..., 1, Qiy1, ..., an} 8 Zp. Compute pk; < g% for all i # i*.
— Set pk;« < pk* (i.e. B embeds the challenge public key at position i*).
— For all k € {2,...,E}, sample ajk,...,a;_14 +$ Fp. Then, for all i € [n] compute 6% «

Zf;% app - i'. (i.e. we generate new Shamir secret shares of 0 for every epoch).
— Send pk = {pky,...,pk,},pkc =L to A.

Next, A issues a sequence of queries. We assume without loss of generality that A always queries
H(m) before issuing any signing query on m. We now specify how B answers each of those queries:

— H(m) : B queries the random oracle of its BLS challenger and forwards the answer to A. B also
maintains a mapping of messages to their corresponding hashes.

— skO(k,i): If i = i*, B aborts. Otherwise, if & = 1, B returns «;, and if k& > 1, B returns
oG+ Z?:Q 55

— SignO(m, k,i): If i # i*, B returns H(m)"f, where of = a; if k =1 and of = o; + Z?:z 5{ if
k > 1. If i = i*, B queries its BLS challenger for oy, ;< < Sign(m). Then, if k = 1, B returns
Om,ix, and if k > 1, B returns oy, ;= - H(m)zf:2 O

Eventually, A outputs a forgery (m*, (J*,0%)). B aborts if i* ¢ J* or if there exists some k € [E]
such that * € Q:g(m*). Observe that by a similar analysis to that found in the proof of Lemma
2, if B does not abort, it wins the unforgeability game of BLS. Moreover, by the same analysis, it
holds that

u 1 Sa~-acCcC-
AdVBfLS[g} (B) > — 'AdVBLSPR[[)g} (A).

Nmax

This concludes the lemma.

D.7 Proof of Theorem 5

The proof of Theorem 5 follows the same roadmap as the proof for our BLS-based scheme, proving
unforgeability and accountability separately. Let us use Schnorr3-PR-1 to denote a 1-epoch variant
of our Schnorr-based 3-round ATS-PR scheme (obtained by fixing the number E of epochs to
1). Similar to the BLS based scheme, unforgeability is proven in two steps. First, we reduce the
unforgeability of Schnorr3-PR-1 to that of Schnorr signatures in Lemma 7. Then, in Lemma 8, we
reduce the unforgeability of our multi-epoch scheme to the 1-epoch variant.
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sa-uf-0 ;
Lemma 7. For every adversary A for the game GSchnorr3—PR—1[pp]’ there exists an adversary By, such

that for all groups G,

"y " qs - (qu +4s) | 2¢¢
Advgaéhnfogrs-PR-uG] (A) < Nimaz - (qu +4qs) - <AdVS<f:hnorr[G] (B1) + p) + 25) .

Lemma 8. For every adversary A, there exists an adversary Bs such that,

sa-uf - sa-uf - QS(QS + QH) 2q2
AdVSCh"f°9r3'PR[G] (A) = (QS + QH) ) <AdVSchnfo?r3-PR-1[G} (62) + f + —< ),

Lemma 9. For every adversary A there exists an adversary B, such that,

sa-acc- u QS(QS + QH> 2(]2
AdvEGnons-pRic) (A) < fmaa - (s +air) <Ast£hnorrm} B+ == =+ 50 )

Proof of Lemma 7

Proof. We assume without loss of generality that A does not issue the same query to Heom or to
Hchal more than once.
Consider the following adversary B playing the game Ggf:hno"[@]. B1 can issue signature queries

and random oracle queries. To distinguish the random oracle in Glslf__hn or[G] from the one in the

1-epoch Schnorr ATS, we denote queries to the former by Hgig(m, pk, R).
On getting a challenge public key pk* from its challenger, B; invokes A(G) and simulates
~uf-0 .
Schnorr3-PR-1[G] &S follows:
— Receive (n,t) from A.
— Guess 7* < [n]. Then, sample {a1,...,ap 1, 41,...,a,} <8 Zy. Compute pk; < g% Vj #

Z*

— Set pk;« < pk*. Send (pk = {pky,...,pk,}, pkc = 1) to A.

Next, A issues a sequence of queries. We use ¢g, ¢u, ¢c to denote a bound on the number of
signing queries, random oracle queries on Hcpha and random oracle queries on Heom, issued by A
across all signing sessions, respectively.

B also samples j* <% [qm + qs], guessing which of the Hepa(m, pk, 7, R) queries will correspond
to the forgery that A will return. Note that j* is sampled from [qg + ¢g] (rather than from [gg]),
because we assume w.l.0.g. that A always queries Hcpa before sending a corresponding Sign3O query,
meaning that the total number of Hcpha queries is upper bounded by qg + gs.

B, initializes (the simulated oracles) Heom(R) < L, Hehat(m, pk, 7, R) + L for all values of m, R
and all possible subsets of signers [J. By also maintains (i) a counter ¢ to track the number of Hepy
queries, initialized with 0, and (ii) a dictionary Qchal to track auxiliary information used to answer
Hchal queries. It is initialized as empty, i.e. Qcpal < 0.

For signing queries, for each signer j € [n], Bi maintains four mappings: (i). R; : [¢gs] —
{0,1}* to record nonces generated to respond to SigniO(1, j, 7, m) queries, (ii) S; to store auxiliary
information used for answering signing queries, and (iii) M;; to record all the messages sent by A
in a SignoO(1, 7, sid, {msg; 1 }) query, (iv) S} to store the (m, J,e) values for every signing session.
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All these mappings are initialized as empty at the beginning of simulation. These are in addition to
the variables sid;, S; 1, S; 2 defined and initialized as per the security game in Figure 5.
We now discuss how B; responds to each of A’s queries.

Heom(R). If Heom (R) has been determined, i.e. if Heom(R) # L, then By returns Heom (R). Otherwise,
By samples a random string ¢ <$ {0, 1}* and returns c. By sets Heom(R) < c.

Hchal(ma pk, j: R)

— If Hepat(m, pk, J, R) has been determined, i.e. Hepai(m, pk, J, R) # L, then B; returns the value
HCha|(m7 pk, 7, R)

— Otherwise, By sets t < t+ 1. And, if i* € 7, then (i) if this is the j*th query (i.e. t = j*),
B aborts, (ii) else, B; samples a random element h < Z,. By sets Hepai(m, pk, J, R) < h and
returns h to A.

— Or, if ¢* € J and t = j* then By samplesla random message m’ <$ M, and queries its

Schnorr challenger for h <+ Hsig(m,, pk*, RN ), where )\;-Z = Hjej\{i*} ]fﬁ B1 then sets
Hehal(m, pk, J, R) < h and returns h to A. By also records the value Qcpal(m, pk, J, R) < m/'.

— Otherwise, if i* € J and t # j*, then, B iterates over all session ids in S;« 2. For each sid € S« o,
B first checks if (m, J) match the values in Sl (sid). Next, for all j € 7\ {¢*}, B; finds a value
Rj s.t. Heom(Rj) = msg, 1, with msg; ; stored in M;= 1(sid). If there’s more than one such R; for
some j, B; aborts. If there is exactly one such value for all j then, B calculates R(sid) <— R;=(sid)-
[Tjer iy Bj- If R = R(sid), then, By uses h stored in S« (sid), sets Hehal(m, pk, J, R) <= h, and
returns this h.

— If there is no such sid that meets all the conditions above, then B; samples h «$ Z,, sets

Hchal(m, pk, J, R) <= h and returns h.

skO(1,7). If 4 = ¢* then B aborts. Otherwise, B returns «;.
Sign10(1,4,J,m). By sets sid; < sid; + 1, S;1 « S; 1 U {sid;}, S/(sid;) < (m, T, 1).

— If ¢ # 4%, then By samples a random r; < Z, and sets R;(sid;) <= ¢"*. If Heom(R;(sid;)) # L,
then B; returns msg; ; < Heom(Ri(sid;)). Otherwise, B; samples a random string ¢ < {0, 1,
sets Heom (R;i(sid;)) <— c. By returns ¢ and sets S;(sid;) < (4, ¢)

— If i = i*, then B samples a random string ¢; and returns this. By also stores S;(sid») < ¢;+.

Sign20(1,4,sid, {msg; 1 } je7\(i}). Assuming that the session is valid, i.e. sid € S;1, and denoting
(m, J,1) < Sj(sid), for each j € J, By finds the element R; such that Heom(R;) = msg; ;. If for
some j, there is more than one such, then By aborts. If for some j # ¢* this value is undefined, By sets
a flag flag <= 1, returns R;(sid), and stores all the messages received, M; 1 (sid) <= {msg;};c 7\ (i}-
Also, for j = i*, if there is no sid; ; s.t. Sj«(sid; ;) = msg;« 1, then By sets flag < 1.

Otherwise, if 4 # i*, By simply returns R;(sid). But if ¢ = ¢*, B; first samples s;+ «$ Z,, and a

random h <$ Z,. Then, By sets R;(sid) < %, and sets Heom(Ri=(sid)) < ¢+, where ¢;= is
(pk*)™ "

stored in S;«(sid). By additionally sets S« (sid) <= (S;«(sid), si=, h).

Let (m,J,1) < Si(sid).

Then, By computes R = R;«(sid) [ [ ;¢ 7\ i} 125, wherein Heom (R;) = msg;,Vj € J \ {i"}. Then,
If Hepat(m, pk, J, R) was ever queried by A before or was programmed by Bj in a sign query in
another session, then By aborts.

In all cases, By stores all the messages received, M;(sid) < {msg;1};ec7\ (3 Similar to the
game, By sets S;1 < S;1 \ {sid}, S;2 < S;2 U {sid}.
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Sign3O(1,4,sid, {msg; o} jc7\i}). Assuming that the session is valid, i.e. sid € S;2, and denoting
(m,J,1) < Si(sid), By first verifies all commitments that were sent by A in signing rounds 1 and 2.
If, for some j € J \ {i}, Hecom(msg; ) = L, then B samples a random number ¢ < {0, 1}* and sets
Heom(msg; ) < c. Next, If for some j € J \ {i}, Hcom(msg; o) # msg;; (using the msg; ; stored in
M; 1(sid)), then By returns L. By also checks that for msg;. y, if there is any other value R # msg;. o,
s.t. Heom(R) = msg;« 1, then B; aborts.

If flag = 1, By aborts. If not aborted or returned L, By computes R = R;(sid) [];c 7 (s} Mmsg;2-

If the j7*th Hcpal query has already been made, then B checks if the j*th Hepa query had inputs
(m,pk,J, R), if so, then B; aborts since for A to return a valid uf-0 forgery on (m, pk, 7, R), A is
not allowed to query partial signature of any signer on these inputs.

Note that by our assumption that A always queries Hcha(m, pk, J, R) before calling Sign30O,
Hchal(ma pk, J, R) 75 1.

By then returns partial signatures as follows:

— If i #£ 4", By returns s; = r; + )\;7 - - Hepat(m, pk, J, R) (using r; < S;(sid)).

— Otherwise, if i = ¢*, By returns s;« from S;«(sid).

Eventually, A outputs a forgery (m*, J*, z* R*). If * ¢ J* or if m*, pk, J*, R* are not the
J*th Hepar query, then B; aborts. We assume w.l.o.g that Hepa(m*, pk, 7%, R*) # L, and denote it
as h* < Heha(m*, pk, J*, R*). By gets m'™* < Qcpat(m™, pk, J*, R*), which was used to program
Hchal(m*7 pk, J*, R*)

If not aborted, B; outputs

* * AL * 1 * * *
m/,RI:(R)AZ*,Z/:)\j*' 2= Z )\}7.%)
i jeT=\{i*}

We claim that this is a valid Schnorr forgery. This is because, (i). B never sent a Sign query to the
Schnorr challenger, and (ii). Vf(pk, m*, (J*, R*,2*)) = 1 which means that,

PR B ) B
JjeT
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This means that,

* AN s T
gzl = <g ]EJ \{i*} ] 'aj)> A

(Q iy A O‘j)>
1
* h )\]‘ )\57*
R Jej* A
J

H]ej*\{z )h* g

=( )

R* * Xh*
= R’* XK

Lastly, By programmed h* = Hcpa (m*, pk, J*, R*) to be equal to the value of |:|sig on input

1

(m’*, pk*, (R*)AzT . This follows from how B; responds to all Hepa queries with i € 7, and how

By programs the j*th Hena query from within the signing queries. This gives us:

1
a 1% * * AJ**
Hehal | m™,pk 7(R) v
2% prx
g =R"-X,.

Hence, <R’* = /\RT**, 2* = /\}* (2 =R (X jega\ iy )\3-7* -ozj))) is a valid Schnorr signature

i*

for message m'*.
By is able to produce a valid forgery whenever it does not abort. Let Abort denote the event
—1| Abort} -

in which B; prematurely aborts the simulation. This means that Pr [Ggihnorr[(@]

uf-
AdVSSEZP?no(r)B—PR—l[G} (A). Hence, we get:

Advgihnorr[G}(Bl) = Pr [Abort A (Ggf:hnorr[G} = 1)] + Pr [Abort A (Glslf:hnorr[(ﬁ}] = 1)}

= Pr[Abort A (G i = 1)]

— Pr[Abort] - Pr| G&lygrrig) = 1 | Abort]

Let us use Ej, to refer to the event that By guessed i* correctly (i.e. i* € J* and i* & leK),
let E1p represent the event that B; correctly guessed j* Let Ea, be the event that, for all gg signing
queries, A had not queried Hepal(m, pk, J, R) before calling Sign,O(m, 1,14, J) for some i, and Eg, be
the event that, for all gg signing queries, B; had not already programmed Hepai(m, pk, J, R) before
A calls Sign20(+). Let E3 denote the event in which B; does not abort due to a collision in Heom
and E4 the event in which By does not abort due to flag being equal to 1.
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Next, observe that Pr[Ejq] > 2, Pr[Eyy) > , and the probability that By guesses both ¢*, j*

qH+

2
Also Pr[Egb] < %S, since for any signing query, a collision can occur

(1-— )QH . This is true since, conditioned on A not

correctly is atleast m

with probability max gs/p. Next, Pr[Egq] >

observing an Heom query whose output was Hcom(R (sid)), its view is independent of the value R
in the input (m, pk, J, R) to Hecphal. We simplify the expression to get Pr[Eg,] > 1 — qqu’ meaning

Pr FQQ] < CIS;IH. Similarly Pr[E3] < qC/2>‘ and Pr[E4] < g¢/2”, since the responses of B1 to Heom

queries are uniformly random in {0, 1}*. Then, we have,

Pr [Abort] = PI‘[Ela AN E1p A Egg A Egp A Eg A E4}
> PI‘[E1a A Elb] — Pr EQG] Pr rgb] PI" E3 PF[E]

S 1 _gsqm 4§ 9@ o
~ n(qu +qs) p p 2> 27
- 1 gslgs+qu)  2¢%
= nlqm +qs) p 2%

Since conditioned on Abort, B; perfectly simulates the game to A, we get,

1 as(qm +qs)  2q¢
uf sa-uf-0
AdVSchnorr[G] (Bl) = ( (QH + QS) - D o 27)?) - Adv VSchnorr3-PR-1[G] ('A)
AdVENTD 3 bR 164 g (g +as) 2%
n(qm + gs) p 22

This completes the proof.

Proof of Lemma 8

Proof. Consider the following adversary Bo playing the game Gsi'#:oea PR1(G]" By can issue sig-

nature queries and random oracle queries to its challenger. To distinguish the random oracles in

GSSaé#nfo(r)B PR1[G] from the ones in the Schnorr3-PR game, we denote queries to the former by Heom (R)

and Hcha|(m, pk, J, R). By invokes A(G) and simulates Gssiﬁfo(r)ﬁ PR(G] B follows:

1. Receive (n,t, F) from A, and forward (n,t) to the challenger in the game Gsihunorr3 PR1[G]

2. Receive pk = (pky,...,pk,), pkc from the challenger and forward them to A.

3. Initialize (the simulated oracles) Heom(R) < L, Hchai(m, pk, J, R) <— L for all values of m, R
and all possible subsets of signers J. By also maintains a counter ¢ to track the number of Hepa
queries, initialized with 0.

4. For signing queries, for each signer j € [n], B2 maintains the following mappings: (i) R; : [S] —
{0,1}* to record nonces generated to respond to SigniO(m, e, s, J) queries, (i) Q;2 : [S] —
M x [E] x 2N x {{0,1}*} to record all the Sign,O queries (with their corresponding inputs) that
A sends to By, (iii) S} : [S] — M x [E] x 2N to track Sign;O queries, and (iv) 1, Q' 5 to store
auxiliary information for answering Sign; O and Sign,O queries respectively. All these mappings
are initialized as empty at the beginning of simulation. These are in addition to the variables
sidj, S; 1,82 defined and initialized as per the security game in Figure 5.
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5. We use qg, qi1, gc to denote a bound on the number of signing queries, random oracle queries
on Hcpal and random oracle queries on Heom, issued by A across all epochs and signing sessions,
respectively. By guesses j* <% [gg + gs|, denoting which of the Hcpa(m, pk, J, R) queries will
correspond to the forgery that A will return. j* is upper bounded by ¢ + qg, because we assume
w.l.o.g. that A queries Hcha before calling SignsO.

6. Reply to oracle queries by A as follows:

— Heom(R) : By forwards query Hcom(R) to the challenger in Gze!l:lnf:r)r3-PR-1[G]’ and sends the re-

. : ; sa-uf-0
sponse to A, where we use Heom to denote the corresponding random oracle in Gschnorr3-PR-1[G]'

B sets Heom(R) < Heom (R).

— Hechal(m, pk, 7, R) : If Hepai(m,pk, J,R) # L, then By just returns that. Otherwise, Bo
increments ¢t <t + 1.

If t = j*, then By queries its oracle, and sets Hepai(m, pk, J, R) I:|Cha|(m pk, J, R).
Otherwise, Bs iterates over all the SignoO queries that A has made so far, i.e. for all j,
for all sid; € Q;2, with (mj,e;, Jj, {msgl ;}) < Qj2(sid;) s.t. j & QSK U QSK and m; =
m,J; = j, By does the following: for all k € Ji \ {j}, Be finds the element Ry s.t.
Heom(Rk,j) = msgi,l. For any k if there’s more than one such, By aborts. Otherwise, if
there’s exactly one Ry ; value for all k, then By computes R/ = R;(sid;) erj\{j} Ry, ;, and
if R/ = R, then By sets Hepal(m, pk, J, R) < h, where h is taken from Q;jg(sidj).

Lastly, if no such Sign,O query is found, By sends query |:|Ch3|(m, pk, J, R) to the challenger
in GEUE0 o yi)> and sets Henal (m, pk, 7, R) <= Henal (m, pk, J, R).

In all cases, By sends Hchal(m, pk, 7, R) to A, after setting its value.

— skO(e, i) : For e = 1, By forwards this to the challenger in Gsaéhnfo% PR1[G] and sends the
response to A. For e > 1, By samples a random sk§ <$ Z,, and returns sk{ to A. By sets
Q5K — QS U {i}.

— Sign10(e, i, J,m) : For e = 1, By forwards this to the challenger in GSaéhnorr3 PRI[G] and
sends the response to A. For e > 1, if this is the first signing query for this epoch, and
if A has made less than ¢ — 1 skO queries for this epoch, then B samples a random set
QK" < [n]\ Q5K of signers of size t — 1 — |Q5K|, and for all j € Q%' By samples a random
sk < Zp. From now on, we can use lagrange interpolation over the elements in QfK U QEK '
to respond to signing queries for epoch e.

Then, By sets sid; < sid; + 1, S;1 % Si1 U {sid;} and S/(sid;) < (m,J,e). By samples a
random element, ¢; < {0, 1}>‘ sets (S|d ) = ¢; and returns msg; ; < ¢; and sid; to A.

— Sign20(e, 4, sid;, {msg%l}) If sid; & 8171 or if e does not match the epoch number in S/ (sid;),
then By returns L. Otherwise, we denote (m, J,e) < Si(sid;). For each j € 7, By finds the
element R; such that Heom(R;) = msg; ;. If, for some j, there is more than one such value,
then By aborts.

If e = 1, then By just forwards this to its challenger.
Otherwise, By sets S;1 < Si1 \ {sid;}, Si2 < Si2 U{sid;}. Next, if i € QfK U QGSK/, then Bs
samples r; <$ Z,, sets R; < g™, and saves Q;z(sidi) — (ri, Ry).

sk&
. I\ (4 . k—i
Otherwise, By calculates pk§ < pk; | |]€QSKUQSK/(9 > )i (l)7 where \; (i) = | |k€Q§KUQ§K/\{j} ki;.

Next, for each j € J \ {i}, By finds the sid;; s.t. Q] (sidj;) = msg; ;.
o If for any j, there is no such sid;;, or if S’ (S|d”) 7& (m,J, e) Ba samples s; «$ Zy,, h; <

Z, and computes R; < (pkeg)ﬁ’ Where N = = [Ljeq\(iy 75+ B2 then sets @ 5(sid;) «
(84, hi, R;). If no such sid;; is found for some j, then By sets flag < 1.
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e Otherwise, for all j for which By found a sid; ;, Ba checks if A has called SignoO(e, 7, sid; ;, {msg,i )
yet, i.e. Ba checks if sid;; € Qj2. If this has not been called for any ji.e. sid;; € Q;2V7,
then, By samples s; <$ Zy,, h; <$ Z,, and computes R; < By stores Ql o(sid;)
(Sia hi7 RZ) . .
e If there is a j such that sid;; € Q;2 i.e. A has already called SignoO(m, e, j, 7, {msgj. ;})
such that j ¢ Q5K U QSK’, then, By compares msgy ; with msgi forall ke 7\ {i,j}.
If they are all equal, and if msgg’1 = Qg’l(sidi), then By samples a random s; <$ Z, but

(pke)h A

uses the same h; from Q' 5(sid;;). By computes R; « — 9 By stores Qi o(sidi) +

(pk)" ™
(Si, hj, Rz)
e If there is no such j (i.e. for which all the messages in the SignoO(m, e, j, J,sid; ;, {msgfml})
call match this SignoO(m, e, 4, J,sid;, {msg; ; }) call, and which is also not in QCSKUQEK/
), then By samples a random s; <$ Zy, h; <$ Z,, and sets R; — 9" By stores

(pke)" N
QQ’Q (Sidi) — (Si, hi, Rz)
In all cases, Bz sends R; to A, and sets Qi2(sid;) < (m,e,J,{msg;1}), Heom(Ri) <
;’1(Sidi), ’Rz(SIdZ) — Rz
Lastly, Bs iterates over all the SignoO queries that have been made so far ie. for all j, for
all sid; € Q; 2, with Q;2(sid;) = (m;, e;, J;, {msgkl}) st.j ¢ QSK U Q "and i € Jj and
msgi1 = Q}(sidi), By does the following: for all k € J; \ {j}, B2 ﬁnds the element Ry ;
s.t. Heom(Rk, ;) = msgi 1- For any k if there’s more than one such, B aborts. Otherwise, if

there’s exactly one Ry ; value for all k, then By computes R/ = R;(sid;) erj\{j} Ry, j, and
does the following:

o If Hepal(m, pk, J, R7) has been set before, and was not the j*th Hcha query, then Bs

aborts.

Sign3O(e, 4,sid;, {msg; o }): If e = 1, By forwards this to its challenger. If sid; ¢ S; 2, then By
returns L. Otherwise, let us denote (m, 7, e) < S.(sid;).
Upon receiving msg, 5 for all j € J \ {i}, Ba first checks that all the commitments are valid.
If, for some j € J \ {i}, Hcom(msg; ) = L, then By sets Heom(msg; o) Hcom(msgﬂ).
Next, if for some j € J \ {i}, Heom(msg; ) # msg;; (B2 uses the msg; ; stored in Qi’z(sidi)
to compare), then By returns L. Note that this perfectly simulates the game Gt

since the protocol returns null if the messages received are malformed.
If flag = 1, By aborts.
If not aborted or returned L up to this point, By computes

Sch norr3-PR[G]’

R+ R;(sid;) H msg; o-
J€T\{i}

By denotes hy, 7. < Hchal(m, pk, J, R). Note that this should not correspond to the j*th
query since A is not allowed to query any partial sign on m* for its forgery to be valid. i.e.
if (m, pk, J, R) are the inputs to the j*th Hepa query, then By aborts.

Note that h, 7. # L due to our assumption that A always calls Hcha oracle before the
corresponding Sign3O query. Then, if i € Q3% U QfK/, By returns r; + hy, 7 ¢ - K - )\;7, using
r; from Q;Q(sidi). Otherwise, By uses the s; value in Qg’Q(sidi) and returns it as the partial
signature.

Lastly, Bo does S@Q — S@Q \ {Sldz}
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a-uf-0
By preserves perfect simulation of G4 orr3- PRG]"

Eventually, A outputs a forgery (m*, (J*, R*,o*)). If (m*,pk,J*, R*) are not the j*th Hcpal
query, then By aborts. Otherwise, By outputs this forgery as well. We claim that if the output of
the simulated Gsii:fér@ PR(G] is 1, then so is the output of Ggi‘lﬁfé?B_PR_l[G], assuming By does not
abort. This is because,

— Vf(pk,m*, (J*,R*,0*)) = 1 implies that this forgery will be valid w.r.t. the l-epoch game as
well.

— (m*, (J*,R*,0")) being a valid forgery means that A didn’t query any partial sign on m*, in
any epoch. Since By forwards signing queries to its challenger only in the first epoch, this means
that By made no signing queries on m* as well.

— Since A returns a valid UF-0 forgery, for each k € [E], it holds that |QS%| < ¢. This implies,
|QK| < t. Also, By forwards no secret key queries in any epoch e > 1.

Hence, all the requirements are satisfied for the output of Gt Ch:o?r3 PR-1[G] to be 1. Using law of

total probability and Bayes theorem, we get:

AdVSS?:_P:Lfc_:?G—PR—l[G] (B2) > Pr[Abort] - Adv&m 0 priG) (A)

Let us use E; to denote the event that Bs guessed j* correctly, Es, to denote the event that for
all g signing queries, A had not queried Hcpai(m, pk, J, R), before A calls Sign,O(m, e, i, 7, ) for
some e, 1, and E,p to denote the event that, for all signing queries, By had not already programmed
Hchal(m, pk, J, R), before A calls SignoO(m,e,i,J,-) for some e,i. Let E3 be the event that B
doesn’t abort due to a collision in Heom (which is checked in SignyO(+) queries) , and E4 be the event
that By doesn’t abort because flag = 1. Then, we have,

Pr|Abort| = PI‘[El A Eog A Egp A Eg A E4]
> Pr[E;] — Pr rga] Pr rgb] Pr[Es] — Pr[E4].

Similar to Proof D.7, Pr[E;] > +q . Pr[Es] < ¢%/2* and Pr[E4] < go/2* < ¢2/2?, since the
responses of By to Heom queries are uniformly random in {0, 1})‘.

— 2
Pr[Egb] < %S, since for every signing query, a collision can occur with probability atmost gg/p.
Next, Pr[Egy| > (1 — q?S)qH . This is true since conditioned on A not observing an Heom query whose

output was Flcom(Ri(m, Je)), its view is independent of the value R in the input (m, pk, 7, R) to
Hchal- We simplify the expression to get Pr[Egq] > 1 — % , meaning Pr[Ega] < %.
Combining everything, we get,

sa-uf-
Advgg, no?r3-PR—1[G] (B2)

1 gsqn 4% 9& 9@ f0
> . e Ad A
~ gs +qu P D 22 2>\) VSchnorr3 PR[G}( )

~uf-0
> Advzaé#norr}PR[G] (A) B qg(qg + qH) B %
gs +qH P 22X

This completes the proof.
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Proof of Lemma 9

Proof. Consider the following adversary B playing the game Glslf__hn orr (G’ wherein B can issue signa-
ture queries and random oracle queries. To distinguish the random oracle in GlSlihnorr[G] from the
one in the accountability game of 3-round Schnorr ATS-PR, we denote queries to the former by
I:IS;g(m, pk, R). We use « to denote the challenge secret key in the Schnorr game Glslf:hnorr[((}]' On get-
ting the challenge public key pk* < ¢g® from its Schnorr challenger, B invokes A(G) and simulates

sa-acc-0 . -
GSchnorr3—PR[(G] as follows:

— Receive (n,t, F) from A.

— Guess i* < [n]. Sample {a1, ..., @i« 1,041, ..., an} <8 Zy. Compute pk; < g% for all j # i*.
— Set pk;« <= pk* (i.e. B embeds the challenge public key at position i*)
— For all k € {2,...,E}, sample aj,...,a;_1x <$ Fp. Then, for all i € [n], compute 6F «

f;% ar, - i’ (i.e. we generate new Shamir secret shares of 0 for every epoch)

— Send pk = {pky,...,pk,},pkc =L to A.

Next, A issues a sequence of queries. We use ¢g, g7, ¢o to denote a bound on the number of
signing queries, random oracle queries on H¢pa and random oracle queries on Heom across all epochs
and signing sessions respectively. B guesses j*, denoting which of the Hepai(m, pk, J, R) queries will
correspond to the forgery that A will return. j* is upper bounded by gy + gg, because we assume
w.l.o.g. that A always queries Heha before sending a corresponding Sign3O query.

B initializes (the simulated oracles) Heom(R) < L, Hehat(m, pk, J, R) < L for all values of m, R
and all possible subsets of signers J. B also maintains (i) a counter ¢ to track the number of Hepg
queries, and (ii) a dictionary Qcha to track auxiliary information used to answer Hcpa queries. It is
initialized as empty, i.e. Qchal < 0.

For signing queries, for each signer j € [n], B maintains four mappings: (i). R; : [gs] — {0,1}*
to record nonces generated to respond to SigniO(e, j, J,m) queries, (ii) Next, S; to store auxiliary
information for answering signing queries, (iii) M;; to record all the messages sent by A in a
Sign20(e, j,sid, {msg; 1 }) query and (iv) S}, to store (m,J,e) corresponding to session ids. All
these mappings are initialized as empty at the beginning of simulation. We now specify how B
answers each of A’s queries:

— Heom(R): If Heom(R) has been determined, i.e. if Heom(R) # L, then By returns Heom(R). Oth-
erwise, B; samples a random string ¢ <% {0,1}* and returns c. By sets Heom(R) < c.

— Hehai(m, pk, J, R): If Hchal(m, pk, J, R) has been determined, i.e. it holds that Hepai(m, pk, J, R) #
L, then B returns Hepa(m, pk, J, R). Otherwise, B increments the counter ¢ < ¢ + 1.
Next, if i* € J, then, if t = j*, then B aborts, otherwise, B samples a random element h <$ Z,,
sets Hehal(m, pk, J, R) < h and returns h to A.
If i* € J, and if t # j*, B iterates through all the Sign,O(-,4*,-,-) queries that .4 has made
so far, i.e. for all sid € Sl., with (m;+, i+, €) < S/.(sid), if mj= = m, J= = J, then, for each
j € J\A{i"}, B finds R; s.t. Heom(R;) = msg; 1, where msg, , is stored in M;« 1(sid). If there’s
exactly one such R; for all j € J \ {i*}, then B computes R* ¢ = R;«(sid) [Ljer iy B and
if RVsd = R, then B sets Hepal(m, pk, J, R) < h, using h stored in S;«(sid).
In all other cases (including the case i* € J and t = j*), B samples a random message m’ <$ M,

1

queries its Schnorr challenger for h « I:ISig(m’, pk*,RA?Z‘ ). B sets Hehal(m, pk, J, R) < h, and
returns h to A. B also stores Qchai(m, pk, J, R) + m/.
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— skO(k,i): if i = ¢*, B aborts. Otherwise, if k& = 1, B returns «;, and if k& > 1, B returns
o+ Z?:Q (55

— Sign10(e, i, J,m): B first sets sid; < sid; + 1, S;1 + S;1 U {sid;} and S!(sid;) < (m,T,e). If
i # 4", then B samples random r < Z, and computes R;(sid;) <— g". Also, By sets S;(sid;) .
If Heom (Ri(sid;)) # L, then By returns msg; ; < Heom(R;(sid;)). Otherwise, B samples a random
string ¢ <= {0, 1}, sets Heom (Ri(sid;)) <= ¢, and returns msg; ; < ¢ to A.

If i = 4*, B samples a random c;+ <$ {0,1}*, stores S;«(sid;«) < ¢;+ and returns MSE;s 1 < Cix.
In all cases, B also sends sid; to A.

— Sign20(e, 4,sid;, {msg; ; }): B first checks if sid; € S;1 and the epoch number in S;(sid;) is e, if
not, it returns L. Otherwise, denoting (m, J,e) « S!(sid;), for each j € J \ {i}, B finds the
element R; such that Heom(R;) = msg; . If for some j there is more than one such, then B
aborts. If for some j # i* this value is undefined, B sets a flag flag « 1, returns R;(sid;), and
stores all the messages received, M; 1(sid;) < {msg; 1 }jcn\ (i} Also, for i # i*, j =¥, if there is
10 sid ; s.t. S (sidi ;) = msg;. 1, then By sets flag « 1.

Otherwise, if ¢ # ¢*, B simply returns R;(sid;) and stores all the messages received, M; ;(sid;) <

{msg; 1}ieqiy- But if i = %, B first samples s« <$ Zp, and a random h «$ Z,. Then, B

computes pké. < pk*- g2k=2 % and sets R« (sid=) (kgsﬁ, and sets Heom (Ri= (sidi+)) <= ¢,

pkSx) i
where ¢;« is stored in S;«(sid;+). B additionally sets Sj«(sid;=) <= (Si=(sidj+), 84+, h).
Next, B computes R = R« (sidi=) [[;c 7\ f+1 Rj, Wherein Heom (R;) = msg;,Vj € J \ {i*}.
o If Hephai(m, pk, J, R) was ever queried by A before, or was programmed by B while responding

to another SignaO(m, €', 4, 7, {msg; 1 }) query in a different epoch or signing session, then B
aborts.

B returns R;«(sid;+) and stores all the messages received, M« 1(sidi) <= {msg; 1 }je 7\ (i<}-
In all cases where B doesn’t abort or send L, B sets S; 1 < Si1 \ {sid;}, Si2 < Si2 U {sid;}.

— Sign30(e, 4,sid;, {msg;»}): B first checks that all the commitments sent by A are valid. We
denote (m,J,e) < Sj(sid;). If, for some j € J \ {i},Heom(msg;,) = L, then B samples a
random number ¢ <% {0,1}* and sets Heom(msg, o) ¢
Next, if for some j € J \ {i}, Heom(msg; o) # msg,; (using msg;; stored in M;(sid;)), then
B returns |. Also, if flag = 1, then B aborts. Note that this perfectly simulates the game
G‘Sli‘}?norr&PR_l[G], since the protocol returns null if the messages received are malformed.

If not aborted or returned L yet, B computes R = R;(sid;) [ [ ;e 7\ i} msg;2-

e If 4 = ¢* and if the j"th Hcha query has already been made, then B checks if the j*th H
query had inputs (m, pk, J, R), if so, then B aborts since for A4 to return a valid acc-0 forgery
on (m,pk,J,R), A is not allowed to query partial signature of the i* signer on the forgery
message.

e Note that Hepa() # L because of our assumption that A always queries Hepa before calling
the corresponding Sign3O query.

Then, if i # ¢*, B returns s; < r; + )\;7(041' + > reo 65) - Henal(m, pk, J, R), where 7; + S;(sid;) .

If i = 4*, B returns s;« from S;«(sid;+).

It can be seen that B is able to perfectly simulate the game Gssac‘}?rfg;%_PR[G].

Eventually, A outputs a forgery (m*,J*, z*, R*). If ©* ¢ J* or if m*, pk, J*, R* are not the
j*th Hepar query, then B aborts. Otherwise, We assume w.l.0.g. that Hepa(m*, pk, 7*, R*) # L and

denote it as h* < Hepat(m*, pk, 7*, R*).
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B finds (m™) < Qcpat(m™*, pk, J*, R*) which was used to program Hcpa(m*, pk, J*, R*) «+
1
2 * w\ AL
Hsig(m/*apk 7(R )/\1* )

B returns (m'* (R*)T, /\}*( =R e\ g })\37*04])) as a Schnorr signature forgery.

Similar to the proof of Lemma 7, it can be seen that this is a valid forgery. Hence, B is able to pro-
duce a valid forgery using A whenever it doesn’t abort. Let Abort denote the event in which B prema-

turely aborts the simulation. This means that Pr [Glslf:hn orr[g] = 1 | Abort| = Adv%i’frfg;%_PR_l[G] (A).

Hence we get (similar to D.7),

Advgihnorr[G} (B) = Pr [Abort] Aded‘?rfSrrl%-PR[G] (A)

Let us use Ej, to denote the event that B guesses i* correctly (i.e. i* € J* and i* ¢ Q5K U
fig (m*) for all epochs e) and Ey, denotes the event that B guesses j* correctly. Also, let Eg, to
denote the event that for all gg signing queries, A had not queried Hepai(m, pk, J, R), before A calls
Sign,O(m, e,4, J) for some e, i, and Epp, to denote the event that, for all signing queries, B had not
already programmed Hcha(m, pk, J, R), before A calls Sign,O(m, e, i, J) for some e,i. Let E3 be
the event that By doesn’t abort due to a collision in Heom (which is checked in Sign,O(-) queries),
and E4 be the event that By doesn’t abort because flag = 1.

2
‘We have Pr[Eiy] > 1, Pr[Ey] > ——— (similar to D.7) and, Pr[Eg] < %, Pr[Ey,] < 2502,
Pr[Es] < ¢2/2* and Pr[E4] < qo/2* < g2 /2*, similar to D.7.
Then, similar to the analysis in D.7, we get,

AdVEhnon(e) (B) = Pr[Abort] - AdvEiied: prig)(A)
= (Pr[E1q A Egp A Egq A Egp A Eg A Ey]) - AdvEr2ecl priG) (A)
> (Pr[Eiq A Eqp) — Pr [Ega} Pr rgb] Pr[E3] — Pr[E4))
'Advza::_l?:;%-PR[G] (A)

1 q*  qsqm 4%

-, N AdVSa-aCC- A
N (”(QS +qu) p p X 2/\) Sehnorr3-PR(G] (A)

~acc-0
AdVgGnorrs-prc) (A) qs(gs +qu) 2¢3
n(qs + qu) p 22

This completes the proof.
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