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Abstract

Starting from the problem of d-Tensor Isomorphism (d-TI), we
study the relation between various Code Equivalence problems in dif-
ferent metrics. In particular, we show a reduction from the sum-rank
metric (CEg,) to the rank metric (CE,«). To obtain this result, we inves-
tigate reductions between tensor problems. We define the Monomial
Isomorphism problem for d-tensors (d-TI*), where, given two d-tensors,
we ask if there are d — 1 invertible matrices and a monomial matrix
sending one tensor into the other. We link this problem to the well-
studied d-T|l and the Tl-completeness of d-TI* is shown. Due to this
result, we obtain a reduction from CEg to CE. In the literature, a
similar result was known, but it needs an additional assumption on the
automorphisms of matrix codes. Since many constructions based on
the hardness of Code Equivalence problems are emerging in cryptog-
raphy, we analyze how such reductions can be taken into account in
the design of cryptosystems based on CEg;.

Keywords— Code Equivalence; Sum-Rank Metric; Rank Metric; Matrix Code
Equivalence; Tensor Isomorphism

1 Introduction

Equivalence problems. An equivalence problem is a computational problem
where, given two objects A and B of the same nature, it asks whether there exists a
map with some properties (an equivalence) sending A to B. Different problems can
be stated, depending on the nature of the considered objects or the properties of
the map. One of the most well-known equivalence problems is Graph Isomorphism,
but in the literature one can find problems concerning groups, quadratic forms, al-
gebras, linear codes, tensors, and many other objects. We will focus on the latter,
with the Code Equivalence and the Tensor Isomorphism problems. An interesting
fact is that the isomorphism problem for tensors seems “central” among others. In
particular, a large class of equivalence problems can be polynomially reduced to it.
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In other words, given a pair of objects (groups, algebras, graphs, etc.), a pair of
tensors can be built such that they are isomorphic if and only if the starting ob-
jects are equivalent. This led to the definition of the complexity class Tl in [GQ21].
Different reductions among these problems can be found in [GQ19; GQT21; PRI7;
CDG20; RST22|. In general, there are no known polynomial algorithms for most
of the above problems. Because of this, many public key cryptosystems base their
security on the hardness of solving these kinds of problems, for example, Isomor-
phism of Polynomials [Pat96], Code Equivalence [BBPS21; CNP+22], Tensor Iso-
morphism [JQSY19], Lattice Isomorphism [DPPW23|, Trilinear Forms Equivalence
[TDJ+22], and problems from isogenies of elliptic curves [DG19; DKL+20; BKV109;
DFK+23].

Code Equivalence. One of the most studied equivalence problems concerns
linear codes. In the Hamming metric, the maps that generate an equivalence were
classified in [Mac62], leading to the Monomial Equivalence Problem, which was
studied in [PR97; SS13]. Worth mentioning is the Support Splitting Algorithm
[Sen00], which solves the above problem in average polynomial time for a large
class of codes. For a detailed analysis, the interested reader can refer to [BBPS23].
Recently, the problem of equivalence in different metrics has been studied, and we
will focus on the rank metric and the sum-rank one. Concerning the rank metric,
the classification of equivalence maps is given in [Morl4], while in [CDG20], the
authors analyze the Matriz Code Equivalence, and they reduce the Hamming case
to it. The same result is given in an independent work [GQ19], where the former
problem is called Matriz Space Equivalence. In [RST22], it is shown that Matrix
Code Equivalence is polynomially equivalent to problems on bilinear and quadratic
maps. Moreover, the link between the rank and the sum-rank metric is studied,
leading to a reduction from the latter to the former in a special case. Here we
extend this analysis, finding an unconditional reduction from the code equivalence
in the sum-rank metric to the rank one.

Our contribution and techniques. In this work, we give two results of
different nature. The first one concerns some relations between tensors problems.
The d-Tensor Isomorphism Problem (d-TI) asks, given two d-tensors T} and Ty, if
there are d invertible matrices Ay, ..., A4 sending 77 to T5. We introduce another
problem called d-Tensor Monomial Isomorphism Problem (d-TI*), where instead
of having d invertible matrices, we require that one of them must be monomial.
We show that d-TI* reduces to 3-TI for every d > 4. To show this, we use tech-
niques from [CDG20] where the authors exhibit a reduction from Monomial Code
Equivalence to Matrix Code Equivalence. We reformulate this reduction in terms
of tensors, and we generalize it in higher dimensions. In particular, we show that
d-TI" is reducible to (2d — 1)-TIl, and then, using a result from [GQ19], we get as
corollary that d-TI* reduces to 3-TI. Observe that techniques from [GQ19] can be
adapted and used as well, but they are less efficient in terms of output dimension,
since the reduction is looser with respect to the one given in [CDG20].

Another contribution is about the sum-rank code equivalence. Using the result
from above, we reduce the problem of deciding whether two sum-rank codes are
equivalent to the problem of deciding if two matrix codes are equivalent. Note that
a similar result is given in [RST22] with the assumption that some automorphisms
group are of a given form. While such hypothesis is mostly satisfied for randomly
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Figure 1: Reduction between problems and Tl-completeness. “A — B”
indicates that A reduces to B. Dashed arrows denote trivial reductions.

generated matrix codes (for example the ones used in Cryptography [CNP+22]),
here we give an unconditional reduction. Unfortunately, our reduction produces
matrix codes with dimension and sizes that are polynomially bigger than the start-
ing parameters of the sum-rank codes. In particular, we get a O(x®) overhead.
Due to this result, we can conclude that for the three considered metrics (Ham-
ming, rank, sum-rank), Code Equivalence problems are in the class Tl. Figure 1
summarizes new and known reductions between code equivalence and other prob-
lems, showing the route we used.

This work is organized as follows. In Section 2 we give some preliminaries on tensors,
linear codes and equivalence problems in different metrics. Section 3 introduces the
Monomial Isomorphism problem for tensors and a proof of the Tl-hardness is given.
Section 4 concerns the proof that the Code Equivalence problem in the sum-rank
metric can be reduced to the same problem in the rank metric. We use this reduc-
tion to make some observations in the use of such problems in Cryptography, as we
see in Section 5.

2 Preliminaries

For a prime power ¢, F, is the finite field with ¢ elements, and Fy is the n-
dimensional vector space over F,. With Fy*™ we denote the linear space of n x m
matrices with coefficients in F,. Let GL(n,F,) be the group of invertible n x n
matrices with coefficients in F,. When the field is implicit, we use GL(n) instead.
A monomial n X n matrix is given by the product of a n x n diagonal matrix with
non-zero entries on the diagonal, with a n X n permutation matrix. The group of
n x n monomial matrices over the field F, is denoted with Mon(n,F,) or Mon(n),
and is a subgroup of GL(n). We denote with W; @& Wy the direct sum of vector
spaces Wy and Wy and its elements are written as (wq,ws), where w; is in W;.
With §; we denote the symmetric group over a set of ¢ elements. The transpose of
a matrix A is denoted with A* and I, denotes the £ x £ identity matrix. Through
this work we will use the “big-O” notation O(-).
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2.1 Tensors

Given a positive integer d, a d-tensor over F, is an element of the tensor space

®f:1 Fye. If we fix the bases {egi), .. )} for every linear space [y, we can
represent a d-tensor T with respect to its coefﬁ01ents T(i1,...,1q) in F,

= 3 T(i,...iel) @ @el?.
T1yenesld

We say that T has size n; X ... X ng. For example, observe that 1-tensors and
2-tensors can be represented as vectors and matrices, respectively.

A rank one (or decomposable) tensor is an element of the form a1 ® - -+ ® ag,
where a; is in Fy?. Given a d-tensor 7', its rank is the minimal non-negative integer
r such that there exist tq, ..., t, rank one tensors for which T' = 22:1 ti. In general,
computing the rank of a d-tensor is an hard task for d > 3 [Has89; SS18; Shil6].

The projection to a can be defined for any a in Fy?. Since we are interested

mainly in projections to an element of the base e,(j ) of Fy’, we define
proj i) :Fp ®@...0Fr ®...0F 5 Fp' ®...@Fy @ Fpt' ... @ F4,
k

Z T(its ... ia)el) @ - @ el?

- Z T(ir, ... i1, ki, ig)es) @@l VoeltV . @el?.

i1, alj 1,
Tj415---52d

In other words, we send to zero every component of >, . T(i1,... ,id)egll) ® -®

el(»f) which does not contain e,(j), obtaining a (d — 1)-tensor.

A group action can be defined on the vector space T = ®f:1 [y of d-tensors of
size from the Cartesian product of invertible matrices G = GL(n1) X ... x GL(ngq)
as follows

*:GXT =T,

(A1, Ad), Y. Tlin,... igell) @ @ el

U1 ,e.050d

— Z T Zl,...7id)A1€£11) & .- ®Ad€<d).

1d
U15ee0sld

It can be shown that the action defined above does not change the rank of a
tensor !. In particular, this implies that the action of an element in GL(n1) x ... x
GL(n;-1) x GL(ni11) x ... x GL(n4) on the projection proj_¢ (T') of a tensor T
has the same rank of 7. We summarize these properties in for,rﬂnulas

1. tk (A, ..., Ag)*T) =tk (T),

"However, if we extend the action to non-invertible matrices, this property does not
hold: the zero matrix sends every tensor into the zero tensor (which has rank zero by
definition).
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2. tk ((Al7 vy Ai1 A, Ag) x projei{) (T)) =rk (proje;ﬂ (T))

The isomorphism problem between tensors has some interesting links and prop-
erties in computational complexity theory. Here we recall the formal definition of
the problem.

Definition 1. The d-Tensor Isomorphism (d-TI) problem is given by
e input: two d-tensors T and Ty in ®;i=1 Fyis

o output: YES if there exists an element g of GL(n1) X ... x GL(ng4) such that
T, = g xT1 and NO otherwise.

The search version is the problem of finding such matrices, given two isomorphic
d-tensors.

If we recall the decision problems d-Colourability (d-COL) and d-SAT, it is
known that the first integer for which these problems are NP-complete is d = 3.
In particular, there are polynomial reductions from d-COL to 3-COL and from d-
SAT to 3-SAT. The same happens for d-Tl and 3-Tl, as shown in the following
astonishing result from [GQ19].

Theorem 2. d-Tl and 3-Tl are polynomially equivalent.

Since a lot of different problems can be reduced to d-Tl, in the same flavor of
the complexity class Gl (the set of problems reducible in polynomial time to Graph
Isomorphism [KST12]), the authors of [GQ21] define the TI class.

Definition 3. The Tensor Isomorphism class (TI) contains decision problems that
can be polynomially reduced to d-Tl for a certain d. A problem D is said Tl-hard
if d-Tl can be reduced to D, for any d. A problem is said Tl-complete if it is in TI
and is Tl-hard.

It is easy to see that Tl is a subset of NP, and we can adapt the AM protocol
for Graph Non-Isomorphism [GMW91] and Code Non-Equivalence [PR97] to show
that Tl is in coAM. This means that no problem in Tl can be NP-complete unless
the polynomial hierarchy collapses at the second level [BHZ87].

2.2 Linear codes in different metrics

A linear code C of dimension k is a linear space of dimension k. A linear code
can be embedded in different linear spaces V over [y, depending on the form of the
code. A code is endowed with a map weight w defined on V

w:V =N
such that w(x) = 0 if and only if x = 0. We can define a metric d from a weight w
d:VxV =N, (2,y) » wly — ).

Thought this paper, we will consider three weights with their metrics. We highlight
that, even if we can endow the same code with two or more different metrics, we
consider a code with just a metric.
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The first one is the Hamming weight. Here we consider linear codes embedded
in Fy, and we say that the code C has length n. This weight is defined as the
number of non-zero entries of a vector:

wy Fy = N, (21, ,2,) = [{i | 20 # 0}

We refer to the distance induced by wy as dg. A useful representation of a k-
dimensional code C of length n in the Hamming metric is given by its generator
matriz, a k X n matrix having a base {vy,...,v;} of C as rows. Notice that the
generator matrix is not unique since there are many bases for the same linear code.

The second weight we consider is defined on matrices. This means that our
code C is a space of matrices and usually we refer to it as a matriz code. If we
consider n x m matrices, the code has length n x m. The map

wr : Fy™ = N, M rk(M)

is defined as the rank of the matrix M. Hence, the distance dg between M; and
Ms is given by the rank of My — M.

The last class of codes we consider is embedded into the direct sum (or Cartesian
product) of spaces of matrices. Given natural numbers d,nq,...,n4,my,...,mq,
we have that the linear space V defined above is Fy1*™ & ... @ Fpe*™4. We can
define the Sum-rank weight as the sum of the ranks

WSR * IF;MXml EB'“@ngxmd — N,
d
(M, ..., Mqa) = i th (M)

The distance dsr induced by wggr is called sum-rank metric and we call a code
endowed with this distance a sum-rank code of parameters d, ny,...,ng, my,...,Mq.

Observe that the sum-rank metric is both a generalization of the Hamming and
the rank distance. For ny = --- =ng = my = --- = myg = 1, the sum-rank metric
coincides with the Hamming metric, and sum-rank codes can be seen as linear codes
of length d in Fg. If we have d = 1, then dggr is the rank metric, and sum-rank
codes are matrix codes of size n; X my.

2.3 Code Equivalence

We recall the general problem of deciding whether two linear codes are equiva-
lent. Given a weight w and a metric d, we say that an invertible linear map f from
the vector space V to itself preserves the metric (or, equivalentely, the weight) if
f(w(z)) = w(z) for every = in V. We call such maps linear isometries, and they
form a group with the composition. Two linear codes are linearly equivalent if there
exists a linear isometry between them. The task of checking if two codes are equiv-
alent is called Linear Code Equivalence Problem. Since in the rest of the paper we
will consider only linear isometries, sometimes we drop the word “linear” when we
talk about isometries or equivalences, in particular we refer to the problem above
as Code Equivalence (CE). Its hardness depends on which codes and metric we
consider. In the following, we define CE with respect to the three different metrics
we saw in Subsection 2.2.

We can characterize linear isometries in the Hamming metric, reporting a well-
known result from [Mac62].



Giuseppe D’Alconzo Monomial Isomorphism for Tensors

Proposition 4. If f : Fj — Fy is a linear isometry in the Hamming metric, then
there exists a n x n monomial matriz QQ such that f(x) = xQ for all x in Fy.

Then two codes C and D are linearly equivalent if there exists a monomial
matrix () such that

C={yQeF; |yeD}.

The generator matrix G of a code C is not unique, hence, for every invertible matrix
S, the matrix SG generates the same code C. This must be considered since we
state the equivalence problem in terms of generator matrices.

Definition 5. The Hamming Linear Code Equivalence (CEy) problem is given by

e input: two codes C and D represented by their k£ x n generator matrices G
and G’, respectively;

o output: YES if there exist a k x k invertible matrix S and a n X n monomial
matrix @Q such that G = SG’'Q, and NO otherwise.

The search version is the problem of finding such matrices given two linearly equiv-
alent codes.

Observe that the matrix .S in the above definition models a possible change of base,
while the monomial matrix @) is a permutation and a scaling of the coordinates of
the code.

Now we consider the rank metric. From [Morl14], linear isometries for the rank
metric can be characterized as follows.

Proposition 6. If f : Fy*™ — Fy*™ is a linear isometry in the rank metric, then
there exist a n X n invertible matrizx A and a m x m invertible matrix B such that

1. f(M)=AMB for all M in Fy*™, or
2. f(M)=AM'B for all M in F}*™,

where the latter case can occur only if n = m.

Usually, an isometry can be denoted with a pair of matrices (4, B).

In the literature, for example [CDG20; RST22], the linear equivalence problem
for matrix codes is defined taking into account only the first case given in Proposi-
tion 6, even when we have n = m. In terms of the computational effort to solve the
problem, this is not an issue, since considering both cases requires at most twice the
time of considering only the first one, and hence, just a polynomial overhead that
we can ignore. For simplicity, we continue the approach from [CDG20; RST22] in
the following definition.

Definition 7. The rank Linear Code Equivalence (CE,) problem is given by

e input: two n X m matrix codes C and D of dimension s represented by their
bases;

e output: YES if there exist matrices A in GL(n) and B in GL(m) such that,
for every M in D, we have that AM B is in C, and NO otherwise.

The search version is the problem of finding such matrices given two linearly equiv-
alent codes.
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In the literature, this problem is also called Matriz Code Equivalence (MCE).

Given a matrix code C, an automorphism of C is a linear isometry f such that
f(C) = C. We say that C has trivial automorphisms if the only automorphisms of
C are of the form M — (AI,,) M (pl,,) for some non-zero A, p in F,,.

The equivalence problem between sum-rank codes was introduced in 2020 by
Martinez-Penas [Mar20]. Before stating the problem, we characterize linear sum-
rank isometries. This result is given in [CGL+22] and a slightly less general state-
ment can be found in [Ner22, Proposition 4.26].

Proposition 8. Let f : Fy1*™ @ - @Fy¢*™md — F>mMi@. .. @Fy¢*™d be a linear
isometry in the sum-rank metric. Then there exists a permutation o in Sg such
that n; = ng(;) and m; = Mgy for every i, and there exist 1; : Fyi>™i — Fyixm
isometries in the rank metric such that

f(My, ..., Mg) = (Y1 (My1y), - - Ya(My(ay))
for each M; € Fgi*™:.

We are ready to state the linear equivalence problem for sum-rank codes. As in
the case of CE,x, we choose to not include the case of transposition of matrices. Re-
call that, as linear space, a sum-rank code C of parameters d, n1,...,ng, my,...,mg

and dimension k admits a base of the form {Cy, ..., Cy} where C; = (Ci(l), e Cl(d))
is a tuple of matrices. In particular, CZ-(j ) is in Fy? ™ for each i and j.
Definition 9. The sum-rank Linear Code Equivalence (CEs,) problem is given by

e input: two sum-rank codes C and D, of parameters d,n1,...,ng,my,...,myg
and dimension k represented by their bases {C;} and {D,}, respectively;

e output: YES if there exist matrices Ay,...,Aq, B1,...,Bg, where A; is in
GL(n;) and B; is in GL(m;), and a permutation ¢ in Sy such that

c= span{ (AlDi"“”Bl, . ,AdD§”<d>)Bd) _—
(Alp,(j(”)Bl, . ,AdD,(jW))Bd) }

and NO otherwise.

The search version is the problem of finding such matrices given two linearly equiv-
alent codes.

This formulation embraces both the previous linear equivalence problems for
Hamming and rank metric as special cases. Due to this, we can formulate the next
result.

Proposition 10. Both CEy and CE, polynomially reduce to CEg,.

A natural question is about the converse, whether problems in the Hamming or
the sum-rank metric reduce to CEy. It has been show independently in [CDG20]
and [GQ19] that CEy can be reduced to CE, using two different approaches. In
[GQ19, Section 5], the reduction uses 3-tensors via an “individualization” argument
to force a matrix to be monomial. In [CDG20], given a linear code of dimension
k in F7, the reduction defines a matrix code in ]F];X(k+"). This approach will be
generalized in the setting of d-tensors in the following section, and it will give us
some reductions between tensors problem in dimensions higher than 3.
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3 Monomial Isomorphism Problems

In this section, we will examine the relationship between tensors isomorphism
problems when a matrix acting on a specific space is required to be monomial in-
stead of using the action from the entire group GL(n1) X - - - x GL(ng). Specifically,
there exists a j such that the action on the j-th space is given by Mon(n;). For
simplicity, we will refer to this special space as the last one throughout the remain-
der of the article and in the problems statements. Since Mon(ng) is a subgroup of
GL(nq), the action of the group GL(n1) x - -+ x GL(n4—1) X Mon(ng) on d-tensors
is well-defined. When there exists an element g sending the d-tensor 77 into Ts, we
say that they are monomially isomorphic.

Definition 11. The Monomial d-Tensor Isomorphism (d-TI*) problem is given by
e input: two d-tensors T7 and T in ®f:1 Fyis

o output: YES if there exists an element g of GL(nq) x- - -xGL(ng-1)xMon(ng)
such that T, = g x 77 and NO otherwise.

The search version is the problem of finding such matrices, given two monomially
isomorphic d-tensors.

We recall that, if the action of the monomial matrix is not on the last vector
space, we can permute the spaces to obtain the problem above. Observe that the
problem 2-TI* is exactly CEy and the proof that CEy reduces to CE from [CDG20)]
can be viewed as a reduction from 2-TI* to 3-Tl. In the following, we generalize
this approach to reduce d-TI* to (2d — 1)-TI.

For simplicity, we show the result when d = 4, but it can be easily generalized
for any d (see the paragraph before Theorem 14). This choice is supported by the
fact that it is the first case where some technical details get involved and, moreover,
it models our applications in Section 4.

Let A,B,C,ID be vector spaces over IF, of dimension nq,...,ny, respectively.
Now let {a;}i, {bi}i, {ci}i, {d;}: bases of the above spaces. We recall that W, & W,
is the direct sum of vector spaces W; and W, and its elements are of the form
(w1, ws). The action of an element of GL(dim(W;) + dim(W5)) is block-by-block:

Ay A (wr) _ (Anw + Apws
Ao Ag W Agrwy + Agpws )
The reduction used in our result is the following map, going from a space of 4-

tensors to a space of 7-tensors,

\I/:A®IB%®(C®ID)—>A@B@C@(A@D)®(IB%EBD)®((C@D)®]D),

Z T(i1,...,14)a; @b, ® ¢y, ®d;,

= Z TZ1,..., T(Jl7]27]3724)a11®b%2 ®cls®(aj17 ) (bJ27O) (cj370)®di4
7:71177 ,31.‘7437

+ Z T(i1y. .. i4)a;, @by, @ ciy @(0,d;,) @ (0,d;,) @ (0,d;,) ® d;,.

(2)
In the following, we show that two tensors 77 and 75 are monomially isomorphic
if and only if U(T}) and ¥(T») are isomorphic.
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Proposition 12. If T and To are two monomially isomorphic 4-tensors, then
U(Ty) and W(Tz) are isomorphic as T-tensors.

Proof. Suppose that 77 and T3 are in A ® B® C ® D as defined above. Now, since
T and T, are monomially isomorphic, there exist invertible matrices L, R, S and a
monomial matrix @ such that (L, R, S, Q)xT1 = T». Let @ be the product of the di-
agonal matrix D = diag(ay, ..., a,,) and the permutation matrix P corresponding
to the permutation o in S,,,. More explicitly

Z T (il, R ,i4)Lai1®Rbi2®Sci3®ai4dg(i4) = Z Tg(il, e 7i4)a¢1®bi2®ci3®di4.

i1eia i1ynia
R, ()
Our claim to obtain the thesis is that (L, R, S, L, R, S, Q) x ¥(T}) = ¥(T»), where

= (L 0 = (R 0 & (S 0 ~
L_<O P)’ R—(O P)’ S—(O D‘1P>’ and @ = D*P

Consider Ty, and, for a k in {1,...,n4}, we write its projection to dj,
pI‘Ojdk (Tg) = Z Tg(’h, 12,13, k)ail ® bi, @ Cis. (4)
11,i2,%3

Combining Eq. (3) and Eq. (4), we have

Z Tz(il,iQ,ig,k)ail®bi2®0i3 = Z O[U—l(k)Tl(’il,iQ,i370_1(k))Lail®Rb¢2®SCi3

i1,12,13 11,12,13

We define ¢ to be the canonic injection of AQB®C into (A & D)®(B ¢ D)®(C & D),
and we consider projy, (T2) ® ¢ (projg, (1)), that is

Z TZ(i17i23i37k)ai1 ®bi2 ®Ci3® Z TQ(jlaj25j37k)(a’j1aO)®(bj2a0)®(cjaao)

i1,12,13 J1,J2,73

and from Eq. (5), it is equal to

S ol Tili,igyis, o (k)T (1, d2, s, o' (k)
11,12,13,J1,72,J3 (6)
La;, ® Rb;, @ S¢;, @ (Laj,,0) ® (Rbj,,0) @ (Scj,, 0).
Observe that, if we tensorize this element with by and we take the sum over
k =1,...,n4, we have the first term of (L, R,S,L, R, S, Q) ~ ¥(T}), that is equal
to the first term of T5. To complete the proof we compute the second term of

(L,R, S, L.R,S, Q) * U(T}), and we show that it is equal to the second one of T5.
In fact

> > Ti(ia,....is)La;, @ Rb;, ® S,
B4 11,12,13

®(0,do(iy) @ (0,doiy) @ (0,05, do(iy)) ® F, d(iy) = (7)
Z Z TQ(ih cee ai4)ai1 & biz ® Cig @ (Oa di4) ® (07 di4) ® (0’ di4) ® di47

ia 41,92,13

10



Giuseppe D’Alconzo Monomial Isomorphism for Tensors

where the equality comes from Eq. (5).

The first and the second terms of (L, R, S, L.R,S, Q)*\II(Tl) are equal to the ones of
WU(Ty), and we can conclude that (L, R, S, L, R, S, Q) ¥ (T}) = ¥(T3). To complete
the proof we observe that matrices L, R, S and Q are invertible by construction,
hence ¥(T1) and ¥(T3) are 1somorph1c as 7-tensors. O

Now we show the converse.

Proposition 13. If ¥(Ty) and V(1) are isomorphic, then Ty and Te are mono-
mially isomorphic.

Proof. Since W(T7) and W(T3) are isomorphic, there exist seven invertible matrices
such that (L, R, S, L, R, S,Q)*¥(T}) = ¥(T,). We want to exhibit three invertible
matrices L', R',S" and a monomial matrix Q' such that (L', R',S", Q") x Ty = Tb.
In partlcular we will show that L' = L, R' = R and S’ = S. First, we claim that
@ is a monomial matrix. Consider (Lnys Ingy gy Inyms s In2+n4,ln3+n4, Q) * U (Ty)

Z Tl(ila e ai4)T1(j15.j27.j37i4)0’i1 & biz & Cig @ (a’jno) 02y (b_]2,0) oy (styo) ® Qdi4

i}v---viflv
J15--4533

+ Z Ty (i1, ia)ai, @by, ® ciy @ (0,d;,) @ (0,d;,) @ (0,ds,) @ Qdy,
(®)

and, after explicating Qali4 = Z?; Qj7i4dj, project to dj along the last space D

Z Qu,le (7:17 .. 7i4)T1 (j17j2aj3a Z.4)ai1 @ biz & Cig oY (aj1 ) O) & (bj270) & (nga O)

i1,004,
VARTEREV K

+ Y QikTilin, . ia)ai, @by, @ ciy @ (0,d3,) @ (0,d;,) @ (0, ds,).
9)

Now consider Eq. (9) as a 2-tensor in (A@IB%@(C) ® ( (AeD)(BeD)®(C e D) ) .
With this new view, we obtain

D Qik || D Tilinseein)ay @by @ciy | @ | D Tilrs---,0)(a;,,0) © (by,0) @ (¢4, 0)
Q4

1,%2,13 J1y---504

+ ZQMJC Z Tl(il,. .. ,7;4)Cli1 ®bi2 Kci, | ® ((O,du) (24 (O,du) ® (O,di4)) =

1,%2,13

Z Qiyk
Q4

< Z Tl(il,...,i4)ail ®b12 ®C¢3>®

<. Z Tl(jlv cee 7j4)(aj1’0) ® (b]é’o) ® (stao) + ((O’du) Y (O’du) & (Ovdl4))>] ;
J1 (10)

11
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having rank equal to the number of non-zero elements of Q.,k, the k-th column of
the matrix @. Now consider the action of (L, R, S, L, R, S, I,,,) on this tensor: the
rank remains the same. If we repeat this process for ¥(7%), we obtain the following

rank-1 tensor in (A@IB%@C) ® ((A@D)@(B@D)@(C@D))

( > Tg(il,ig,ig,k‘)ail®bi2®ci3>®

11,12,13

Z T2(j13j2;j37 k)(ajlao) ® (bj2a O) o2y (Cj3,0) + (O; dk) & (O,dk) (24 (07 dk)
J1,J2,73
(11)

From the equality of the ranks, Q r must have exactly a non-zero element for each k,
and hence, Q is a monomial matrix of the form DP, where D = diag(ov, . . ., ap, ) is
a diagonal matrix and P is a permutation matrix corresponding to the permutation
oin Sy,.

Without loss of generality, suppose that the permutation o of the monomial
matrix Q is the identity. This avoid the use of o on the index of d; .- Consider
again ¥(T:) and its projection to di along D as in Eq. (11). We project on
elements of the base of (A®D) ® (BeD) ® (C® D). For elements of the form
(a€1 ) O) ® (b&ﬂ 0) ® (6233 O) we get

PTOJ(a,, ,0)@(be, 0)& (ce5,0) (projg, (¥(T3))) =

Tz(fhgg, Zg, k) Z Tg(il, 12,13, k)ail X bi2 & Ciy - (12)
11,12,13
In particular, it is a multiple of Zihiw?’ T (i1, 42,13, k)a;, ®b;, ®@c;, for every choice

of £1,05,03. When we consider elements different from (ay,,0) ® (be,,0) ® (¢, 0),
the projection is always zero, except for the case (0,dy) ® (0,d) ® (0, dy)

DTOJ(0,dy )& (0.d)@(0.dx) (PO, (¥(T2))) =

Z Tz(ihig,ig,k)ail ®bi2 & Cig- (13)
i1,12,13
Hence, every projection of proj,, (¥(7%)) is a multiple of Eil’i“g) To(iy, 42,13, k)a;, ®

bi, ®c;, and the linear space Vj, generated by all the projections is generated by the 3-

tensor in Eq. (13). Consider now the projection to dy of (L, R, S, L, R, S, Q)»¥(T}),
that is the 3-tensor

Ozk< Z Tl(il,ig,i;g,k)lzail ® Rb,’Q X SC¢3>®

91,12,13

< Z Tl(j17j27j3a k)f’(ajlvo) Y R(bjwo) ® S(Cjzwo)_" (14)

J1.J2,73

(i(o, dy) @ R(0,dy) ® 5(0, dk))> .

12
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Again, if we project to any element of the base of (A@®D)® (B® D) ® (C @ D), we
obtain a multiple of the 3-tensor

g Z T1 (41, 12,13, k) La;, ® Rb;, ® Sc;,. (15)
11,i2,%3
By hypothesis, the space generated by these projections is equal to Vi, the space
generated by the same projections of ¥(7T:), that can be written as

Vi = < Z TQ(il,ig,ig,k)ai1®bi2®ci3> = <O[}C Z Tl(i17i27i3, k)Lai1®Rbi2®Sci3>.
11,12,13 11,12,13

Hence there exists a non-zero A; in IFy such that

> Ty(inyiz,is, k)ai, ® bi, ® iy = Mg Y Tilir, iz, i3, k) La;, @ Rbi, ® Sci,.
i1,12,%3 i1,12,13

(16)

Tensorizing Eq. (16) with dj and taking the sum on k, we have that 77 and
T, are monomially isomorphic via (L, R,S,Q’), where Q' = D'P with D' =
diag(AMaq, ..., An,an, ), and hence we have the thesis. O

On the generalization to d > 4. Instead of having A @ B® C @ D, we
have the d-tuple of spaces Vi ® ... ® V4. The monomial matrix acts on the last
one. The map ¥ from Eq. (2) can be easily generalized, from Vi ® ... ® V4 to
Viw..Vi10(VieaVy) ®...0 (Vi1 &V,) &V, The proof of Proposition
12 follows as the case d = 4. Concerning Proposition 13, we have that ¥(77) and
U(T,) are isomorphic via Aj,...,Asq—1. We show that the last matrix Asg_1 is
monomial: to see this we project to an element d; of the base of V4 and we consider
the resulting (2(d — 1))-tensor as a 2-tensor in

Vi®...0Ve)®@ (Vi@ Ve) ®...0 (Va1 V).

The rank of the projection to d; of (Ai,..., Asq—1) * U(T1) as a 2-tensor is equal
to the number of nonzero elements in the j-th column of Asy ;. Since the rank
of the same projection of W(T5) is 1, we can conclude that every column of Agy_q
has exactly a non-zero element, hence the matrix is monomial. The rest of the
proof follows the case d = 4, where, instead of having 3-tensors, we use the same
argument for (d — 1)-tensors and we can find the monomial isomorphism from T}
to TQ.

The combination of Proposition 12 and Proposition 13 gives us the main result
of this section.

Theorem 14. The problem d-TI* polynomially reduces to (2d — 1)-Tl. Moreover,
d-TI* is Tl-complete.

Let us analyze the sizes of the reduction W. It takes a d tensor of size ni X...Xxng
and returns a (2d—1)-tensor of size ny X...Xng_1 X (n14+nq) X... X (ng_1+nq4)xXng.
We will use this reduction to link Code Equivalence problems in the following
section, but this result could be of independent interest and shows how powerful is
the Tl class [GQ21]. In particular, Theorem 14 proves that for every d, d-T1* is in
the class TI. Moreover, a trivial reduction can be found from d-Tl to (d + 1)-TI"
(send T to T ® 1), hence for d > 4 we have that d-TI* is Tl-complete.

13
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4 Relations between Code Equivalence Problems

In this section, we show how to reduce the code equivalence problem for sum-
rank code to the one in the rank metric. A reduction is given in [RST22], but it
assumes that the automorphism group of the obtained rank code is trivial in the
sense of Subsection 2.3. We recall the technique from [RST22|, and we observe
how this kind of reduction (sending a tuple of elements of Fy" to a block-diagonal
matrix) does not work without the trivial automorphisms assumptions.

Let C be a sum-rank code with base {Cy,...,Cy}, where C, = (Ci(l), e C’i(d)>

is a tuple of matrices. We denote with ® the map from the set of sum-rank codes
to the set of matrix codes used in [RST22]

O ((Cy,...,Ck)) = Wy,..., W),

where W; is the (3, n;) x (3, n;) block diagonal matrix with the elements of C;
on the diagonal. We show that if the automorphisms group of the image of @ is not
trivial, then, given an isometry in the rank metric, we cannot retrieve an isometry
in the sum-rank setting since the two codes are not equivalent.

Example 1. Consider the field Fy and the one-dimensional sum-rank codes C and
D with parameters d = 2,n1 = 3,n0 = 2, m; = my = 2 generated by

1 0 1 0
Cl = 0 0 s C2 = (é (1)> and Dl = 0 1 y Dg = (8 ?) s
0 0 0 0

respectively. It can be seen that C and D are not equivalent since there is not
any sum-rank isometry between them: the permutation must be the identity since
ny # ny and do not exist invertible matrices (A4, B) in GL(3) x GL(2) such that
AC4 B is in the space generated by D; (just look at their ranks). However, if we
consider ®(C) and (D), we obtain the two one-dimensional matrix codes generated

and D' =

respectively. We can see that ®(C) and ®(D) are equivalent via the isometry given
by permutation matrices P, and P,, where o = (2 4) isin S5 and 7 = (2 3) is in S4.
In fact, P,C'P,. = D’. This happens since the automorphisms groups of ®(C) and
®(D) are not trivial. For example, for ®(C) it contains the isometry (P4 5), P(3 1)),
where (4 5) and (3 4) are permutations in S5 and Sy, respectively.

The 3-TI problem is equivalent to the Code Equivalence in the rank metric CE
since the former can be stated in terms of matrix spaces, and the admissible maps
between these spaces are exactly the isometries used for CEy (see [GQ19]). A sketch
of the reduction is the following. To a matrix code C generated by Cy,...,C) we
associate the 3-tensor in the space A@ B ® C

Te = Z (Cia)i, iy @i @ biy @ Cig.

11,%2,13

14
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In particular, A and B represent the spaces of rows and columns, respectively, while
C is the space representing the dimension of the code (or the elements in the base).
Hence, a matrix can be represented as a 2-tensor in A®B, and the action (A4, B)*M
is the matrix multiplication AM B?. The action regarding C is the map sending a
k-uple of matrices into another k-uple. Therefore, given two matrix codes C and
D, with bases C4,...,Cy and D, ..., Dy, equivalent via (A, B) and such that the
invertible matrix M sends the base AC1B,...,ACyB to D1,..., Dy, the tensors
Tc and Tp are isomorphic via (A4, BY, M). The vice versa is obtained similarly and
we highlight that there is no overhead in the sizes of tensors and matrix spaces
obtained in both directions.
Hence, we can resume the above observation in the following result.

Theorem 15. The problem CE, is Tl-complete.

By the Tl-hardness of CE, and since it can be reduced to CEg, we get that
CEg, is Tl-hard. If we want to show its Tl-completeness, we need to prove that it is
in TI, presenting a reduction from a Tl-complete problem, for instance 4-TI*.

Lemma 16. The problem CEs, is polynomially reducible to 4-TI*.

Proof. We model a sum-rank code as a 4-tensor. Given a sum-rank code C with
parameters d, ny, ..., ng,m,...,mg and base {Cq, ..., Cg}, let N be the maximum
among ni,...,ng and M be the maximum among my,...,mg. For each i from 1
to d, we can embed a n; X m; matrix into a N X M one, filling it with zeros. Hence,
there are d embeddings g; such that

L TR Xy NXxM
gi - Fy — Fy .

In the rest of the proof, we consider sum-rank codes embedded via the functions
gi, this means that we work with codes having parameters d,n; = N,m; = M for
every i = 1,...,d. Let 6R(d, N, M) be the set of sum-rank codes of parameters
d,n; = N,m; = M and let A, B, C,D be vector spaces of dimension N, M, k,d with
bases {a;}i, {b:}s, {ci}i and {d;};, respectively. Here, A and B denotes the row and
column spaces of the matrices, C denotes the dimension of the code, while D models
the factors of the sum-rank code. Hence, the code generated by {Cy,...,Cy} can
be seen as the 4-tensor

Z (Ci(;4)> a;, ®b;, ® iy @dy,.

) . 1,02
1] 4.00524

The projection to a factor Fq’ ™™

3-tensor _
E , (Cz(g)) Gy @ biz ® Cig,
L 11,22
11,22,%3

where the action of (4, B, M) is intended as the left-right multiplication for A and
Bt, while M is a change of base.

is a matrix code, which can be seen as the

15
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Let d; ; be the Kronecker’s delta and define the map

womwnsn - (1) o (s) o (e) oo

i=1

{Cy,...,Ci} (a7)
= 2 (Cg‘l)), (014,104,556 a0iy)

® (0ig1bigs -3 0is,abiy) ® (034 1Cis, -+, 0iy,dCis) @ d, -

Now we show that sum-rank codes C and D, with bases {Cy,...,Cy} and
{Dy,...,Dy}, are equivalent if and only if ®(C) and ®(D) are monomially isomor-
phic.

“ = ". Suppose that C and D are linear equivalent via the matrices Ay, ..., Aq,
By,..., By and the permutation ¢ in S;. Suppose that, for every i, M; is the k x k
invertible matrix sending the base {AiC;U(l))Bi}j to the base {Dj('l)}j. Then we
define the matrices

Ay 0 ... 0 Bt 0 ... 0
5 0 Ay, ... O 5 0 BY ... 0
L= . . .|, R= . . R
0 0 Ay 0 0 Bfi
M; O 0
- 0 M, 0 B
S = . . , and Q=PF,
0 0 M,

We can see that (L, R, S, Q) » ®(C) = ®(D), in fact

> 014(54))‘ (0,..., Ay, ai,,...,0)
i1yeeyig 1,02 (18)

®(0,...,Bini2,...,0)®(0,...,MZ‘3CZ‘3,...,O)®d0(i4),

and this, by construction, is exactly ®(D).

“<«="7. Suppose that ®(C) and ®(D) are monomially isomorphic via invertible
matrices L, R, S and the monomial matrix () = DP. We can see matrices L, R
and S as block matrices, for example, we have

L11 e le
L21 Ce Lgd
Ldl e de

where L;; is a n1 X n; matrix for every ¢ and j. Analogously, R and S have the
same structure, with blocks of dimension ny X no and ng X ng, respectively. Now,
for simplicity, we will focus on the action of L on ®(C), but the same argument can
be used for R and S. As in the proof of Proposition 13, we assume that the matrix

16
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Q is the identity matrix, otherwise we need take care of the permutation o in the
indexes and the scalars of D. We write proj,, ((L, R, S,Q) » ®(C))

Z (Cff)> o (leail, ceay Ldkail)
01,23 112

® (Rikbiy, - - ., Raxbiy) ® (S1kCig, - - -, Sanctiy )

(19)

Consider the same projection of ®(D)
S (Dgf)) 0, i 0)® (0, by 0)® (0, ciys .., 0), (20)
P 11,22
11,12,13

this tensor is equal to the one of Eq. (19), and this holds for every k. Now consider
the tensor

v =0, by e 0)® (0, ey e, 0).

k-th k-th

The projection to Uéf,)eg of proj,, (®(D)) is given by
(k) .
Z (D), e 0) (21)
while, for (L, R, S, Q) x ®(C), we have
Z (Rik) ey ip (Skk) gy i (Cz(f)> - (L1kaiy, .. ., Lagag,). (22)
11,22

11,%2,13

By hypothesis, Eq. (21) and Eq. (22) are equal. Then, for k # k, we have that
Lz, = 0. We can use the same argument for R and .S, using the following tensors
and projection to them

0,..., ag, y...,0)®(0,..., co5 ,...,0);
— N

k-th k-th
(0,...,agl,...,0)®(0,...,ng,...,O).

~— ~—

k-th k-th

Finally, we obtain that L, R and S are block diagonal of the form

Ly 0 ... 0 Ry O ... 0
0 Ly ... O 0 Ry ... O
L= . . . ) R = . . . )
0 ... 0 Ly 0 e 0 Ragq
Sll 0 A 0
0 S22 e 0
and S = . . .
0 e 0 Sad
Since the matrices L, R and S are invertible, so are the matrices on their diagonal.
We can conclude that codes C and D are equivalent via matrices Lqq,...,Lgq,
R, ..., R, and the permutation o. O

17
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Now we can use the result above, combined with Theorem 2 and Theorem 15
to obtain the following corollary.

Corollary 17. The problem CEg, is Tl-complete. In particular, it is polynomially
reducible to CE.

A “proof” of the above result can be seen in Figure 1, showing the path of the
reduction from CEg, to CE,y.

5 Applications to Cryptography

Sigma protocols and digital signatures. From an hard equivalence prob-
lem, one can design a sigma protocol in the same flavor of the one given in [GMW91]
for Graph Isomorphism. Assume that the group G acts on the set X, and given a
public element x( in X, the secret key is a random g in G, while the public key is the
action of g on xy. Given a security parameter A, we obtain a sigma protocol with a
commitment long AMx, a challenge of A bits and a response long M, where £x and
Lg are the bit-lengths of an element in X and G, respectively. To obtain a digital
signature, the Fiat-Shamir transform [FS86] is applied, producing a signature of
A+ Mg bits. Many signatures have been built with this technique. For example,
the following two constructions use the code equivalence problem. LESS [BBPS21]
is obtained starting from the CEy problem on linear codes in the Hamming weight.
In the same flavor, MEDS [CNP+22] uses the assumed hardness of CE to design
a signature on matrix codes. Both works use some optimizations to obtain small
keys and/or small signatures. This is a preparatory work for the study of a digital
signature based on the Code Equivalence for sum-rank codes. We reduced CEg, to
CE,«, and we seen that the former is Tl-complete: these are clues that CEs could
be hard to solve. To enrich our analysis, since the proposed reductions generate a
grow in the code parameters, in the following paragraph we estimate this overhead.
This is useful since a possible way to solve CEs can be the following: given an
instance consisting in two sum-rank codes C and D, reduce it to an instance of CE
and solve this problem. This leads to a solution of the original problem, saying
whether C and D are equivalent. Since (non-polynomial) algorithms to solve CE
are known [CNP+22; RST22], we estimates the dimensions of the obtained matrix
codes.

About dimensions. In order to understand the hardness of CE,, and a pos-
sible use in cryptography, we estimate the size of the codes obtained from the
reduction in Corollary 17. Given a sum-rank code of dimension k with parameters
d,ny,...,ng,mi,...,mg, using Lemma 16, we obtain a 4-tensor of size dN x dM X
dk x d, where N = max;{n;} and M = max;{m;}. From this, by Theorem 14,
we get a 7-tensor of size dN x dM x dk x (dN + d) x (dM + d) x (dk + d) x d.
Finally, using reductions from Theorem 2 and Theorem 15, we obtain a matrix code
of dimension and size

@ (49d6 (max{N, M, k} + 1)6) x O (49d6 (max{N, M, k} + 1)6) . (23)

These numbers comes mainly from the overhead in the reduction given in [GQ19,
Th. B], in fact to reduce d-T| to 3-Tl, if we start with a n; X ... X ng tensor, we
obtain a 3-tensor of sizes O(d?n=1) x O(d?>n?=1)x O(d*n?~1), where n = max;{n;}.

18
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In Eq. (23), we left the constant 49 in the big-O notation to give a glance on the
overhead of the obtained matrix code.
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