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Abstract

At Eurocrypt 2016, Méaux et al. presented FLIP, a new family of stream ciphers that
aimed to enhance the efficiency of homomorphic encryption frameworks. Motivated
by FLIP, recent research has focused on the study of Boolean functions with good
cryptographic properties when restricted to subsets of the space F7. If an n-variable
Boolean function has the property of balancedness when restricted to each set of
vectors with fixed Hamming weight between 1 and n — 1, it is a weightwise perfectly
balanced (WPB) Boolean function. In the literature, a few algebraic constructions of
WPB functions are known, in which there are some constructions that use iterative
method based on functions with low degrees of 1, 2, or 4. In this paper, we generalize
the iterative method and contribute a unified construction of WPB functions based
on functions with algebraic degrees that can be any power of 2. For any given positive
integer d not larger than m, we first provide a class of 2™-variable Boolean functions
with a degree of 297!, Utilizing these functions, we then present a construction of
2M-variable WPB functions g,,.4. In particular, g, includes four former classes of
WPB functions as special cases when d = 1,2,3,m. When d takes other integer
values, ¢,,.q has never appeared before. In addition, we prove the algebraic degree of
the constructed WPB functions and compare the weightwise nonlinearity of WPB
functions known so far in 8 and 16 variables.
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1. Introduction

FLIP, a newly introduced family of stream ciphers, was explored in the context of
homomorphic encryption by Méaux et al. at Eurocrypt 2016 [I1]. The FLIP cipher
has three components: the key register, the permutation generator and the filter
function. The key from the key register is permuted by the permutation generated
by permutation generator. Then, the permuted key is filtered by the filter function to
generate the key stream. All permuted keys have the same Hamming weight, which
results in the input of the filter function being limited to a subset with the same
Hamming weight in FLIP. In this context, Boolean functions with good cryptographic
properties when restricted to subsets of the space [} have attracted the attention of
researchers.

In 2017, Carlet et al. [2] studied the main cryptographic properties of Boolean
functions with limited inputs. They showed that balancedness, nonlinearity and
algebraic immunity still play an important role in resisting the corresponding attacks
on the system of FLIP ciphers. In particular, when studying the balancedness of
those functions on some input set F in FLIP, they considered the change of the set
E so that it can be applied to more application situations and extended to a new
type of functions called weightwise perfectly balanced (WPB) Boolean functions. A
WPB function is balanced on each subset E,; = {z € Fy|wt(x) =i}, where 1 <
i < n—1 and wt(z) is the Hamming weight of x. Since then, there have been
some research results on WPB functions. These works focus on the construction or
other cryptographic properties of WPB functions such as nonlinearity and algebraic
immunity. Next, we list some main known results of WPB functions.

e In 2017, Carlet et al. presented the first iterative construction for WPB func-
tions in [2]. Additionally, they introduced an upper bound on the weightwise
nonlinearity of Boolean functions with constrained inputs. Later, this bound
was improved by Mesnager et al. in [I5] in 2019.

e In 2018, a class of 2-rotation symmetric WPB functions was proposed by Liu
and Mesnager in [§], and the lower bounds on k-weight nonlinearity of these
functions they constructed were presented.

e In 2019, a new class of WPB Boolean functions with optimal algebraic immu-
nity was constructed in [I7] by Tang and Liu. Based on their results, Mesnager
et al. derived two concrete constructions of optimal algebraically immune WPB
functions in 2022 [14].

e In 2020 and 2021, four constructions were proposed by using the iterative
method to modify the support of one class of linear functions [13], two classes
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of different quadratic functions [7, [I3] and one class of quartic functions [1§],
respectively.

e In 2021, in [I6], Su discussed the lower bound on the weightwise nonlinearity
of WPB functions with a straightforward algebraic normal form , which first
introduced in paper [2].

e In 2022, Gini and Méaux studied theoretic bounds on the maximum and min-
imum of weightwise nonlinearity and algorithms to compute or estimate the
distribution of weightwise nonlinearity in [4]. They also presented two con-
structions of WPB functions with prescribed weightwise nonlinearities. In [5],
Gini and Méaux constructed a 16-variable WPB function with the highest ob-
served weightwise nonlinearity to date by using combining functions with high
weightwise nonlinearity on certain subsets. Very recently, Gini and Méaux
released their new research that introduced upper and lower bounds for the
nonlinearity of WPB functions and gave constructions of WPB functions with
prescribed nonlinearity [6]. In addition they studied the distribution of nonlin-
earity on the set of WPB functions. In the same year, evolutionary algorithms
were utilized on discovering WPB functions with high weightwise nonlinearity
for 8 variables [9, [10], while their results are limited by computing power for
larger values of the number of variables.

As mentioned above, the iterative method is used to construct WPB functions in
[7, 13, [18] based on different functions with low algbraic degree of 1, 2 and 4. Moti-
vated by these works, we present a unified construction of WPB functions utilizing
the iterative method based on functions with algebraic degree that can be any power
of 2. Given a positive integer d, we first give a class of 2"-variable Boolean functions
fm.a with algebraic degree 277! for integer m > d. After that, a construction of 2"-
variable WPB functions denoted by ¢, is given by modifying the support of f,,.q4.
For any given d, there is a class of WPB functions g,,.4 related to d. The construction
includes four existing classes of functions that appeared in [2] [7, 3] [I8] as special
cases when d = 1,2,3, m. Finally, there is a discussion about the algebraic degree
of the newly constructed WPB functions, and the algebraic immunity and k-weight
nonlinearity for WPB functions on small variables are also summarized at the end.

The remainder of our paper is organized as follows. Several significant prelimi-
naries and basic definitions of Boolean functions are provided in Section [} Then, we
construct the Boolean functions f,,,.; with low degree 247! in Section . The WPB
functions g4 are given by modifying the functions f,,,q defined in Section [, The
cryptographic properties of the constructed WPB function, including k-weight non-



linearity and other important ones are summarized in this section. Finally, Section
summarizes the paper and continues the prospects.

2. Perliminaries

Let Fy be a binary finite field with two elements 0 and 1, and let F} be an
n-dimension vector space on Fy. We specify that an n-dimensional vector z € F}
is denoted by = = (x1, x9, ..., x,) in the whole paper, and denote 1,, = (1,1,...,1) €
F%, 0, = (0,0,...,0) € Fy. Moreover, the number of elements contained in supp(z) =
{1 <i < n|z; = 1} is named as the Hamming weight of x, which can be denoted by
wt(x). For any integer k € [0, n], we define a subset of F} as

E.r ={z € F}|wt(z) = k}. (1)

Clearly, the union of all E, , for 0 < k < n is [F3.

An n-variable Boolean function f is a mapping from F} into Fs. Its support
is made up of all the vectors x € [} which satisfy f(z) = 1, i.e., supp(f) =
{zx € F4|f(x) = 1}. Likewise, zeros(f) is described as the set {x € F4|f(x) = 0}. The
number of vectors x in the supp(f) is regarded as the Hamming weight of Boolean
function. A function f € B, is determined to be balanced only when wt(f) = 2771,
The set of all the n-variable Boolean functions is denoted by B,.

For any f € B, it can be uniquely described by its algebraic normal form (ANF)

as follows:
f(z) = €D e, (2)
neFy
where ¢, € Fo, it = (i1, fi2, - -, pin) € Fy and a# = af*ah? - - - xhin.

The algebraic degree of the function f is equal to the maximum number of vari-
ables of a monomial with nonzero coefficient in its algebraic normal form (refer to
(2])), which can be simply expressed as

deg(f) = max {wt(p)|c, = 1} if f is not null, 0 otherwise. (3)
neFy

As a special case, an affine function is one whose algebraic degree deg(f) is equal to

or less than 1, and a linear function is an affine function whose constant term is zero.
The algebraic immunity is a property that can measure the capacity of the

Boolean function to defend against algebraic attack.

Definition 1. ([12]) The algebraic immunity of f € B,, can be expressed as

AI(f) = min {deg(h)|f-h=0or (f®1)-h=0,0%h€c B,}.

If AI(f) = [%], we say that f has the optimal algebraic immunity([3]).
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In the case where the inputs of f € B,, are restrained to vectors with fixed Ham-
ming weight £, there is a new description about the support, zero set and Hamming
weight. As FE), ; is mentioned in and 0 < k < n, the k-weight support is defined
as supp(f) = {z € E,k|f(x) = 1}. Similarly to the description on the whole vector
space, we can denote zerosg(f) = {x € E,|f(z) = 0}. The k-weight of f can also
be described as

Wi (f) = [suppy.(f)] (4)

Definition 2. For every integer 1 < k < n — 1, if the k-weight of f € B, satisfies
wtg(f) = %(Z) and f(0,) # f(1,), f is refered to as a weightwise perfectly balanced
function.

In order to keep globally balaced for the function which has already satisfied the
condition of wt(f) = 3(}) with 1 <k < n — 1, there must be a difference between
f(0,) and f(1,). Generally, in this paper we always discuss Boolean functions on
2™ variables with integer m > 0 since n-variable WPB Boolean functions arise only
for n is a power of 2, as shown in [2] .

When FE is a subset of Fy, the smallest Hamming distance between a Boolean
function f and affine function with limited inputs on E can be described by the
restricted nonlinearity denoted by NLg(f), which determines the ability to defend

the affine approximation attack. Next, we introduce two known propositions about
NLg(f).

Proposition 1. ([2/) For every subset E C Fy and f € B, we obtain the following
conclusion: B 1

_ = = 1\ f(@&)Bax
Proposition 2. ([2]) For every subset E C Fy and f € B, and |n| is the mazimum
integer mo larger than n, it is followed that

NLi(f) < {@ - @J .

2 2

Note that NLg(f) is the same as the classic one studied in the whole vector
space if £ = 3. Especially, according to the introduction of NLg(f) above, we
designate the k-weight nonlinearity of f as the weightwise nonlinearity for £ = E,,
with 1 <k < n — 1, which is denoted by NLg,, (f). In the following, in case of no
confusion, it will be represented by NLg(f).



3. A class of Boolean functions with degree 291

During this section, we will give a class of 2™-variable functions which are going
to be applied to construct WPB functions in the following section. From now on,
for a vector z = (x1,2s,...,2om) € F5 |, we denote 2/ = (xy,3,...,T9m_1), 2" =
(I2,1E4, e ,(L’gm) € F%mﬁl.

Assuming that d is a positive integer, for any integer m > d, we define f,,.q € Bom

with the form
d 2m—tat=1_1

fm;d(x) = @ @ H Liygom—t+l. (5)

t=1 i=1 s=0
From the ANF of f,,.4, we can easily get deg(fm.q) = 27"

Example 1. The ANF of f,,.4 are listed if d = 1,2, and 3 as follows:
o frni(z)=01D 02D ...Dxym1, m>1.

[ fm;g(l’) = 11DT2D. . .@I’mel@ZL‘lfL’l_‘_mel@$2x2+2m71@...@$2m72l‘3.2m72, m Z 2.

2m—1 2m—2 2m—3
o fma(z) = i & D TiTipom—1 @ P TiTigom-2Tiom1Tiqg9m-2, M > 3.

Obviously, fr1(x), fma(x) and fi,.3(z), as special cases of f,,.q when d =1, 2,3,
have been used as low-degree functions to construct WPB functions in [7, (13} [I§] and
their k-weight have been analyzed in these three papers respectively. Now we will
discuss the k-weight of f,,.q for any positive integer d, which is a little more compli-
cated. Before our discussion, we will introduce two known lemmas of combinatorial
numbers that will be utilized in the subsequent proof.

Lemma 1. (Pascal’s rule) Assuming m and n are two nonnegative integers, we have
()= () (o)
= + .
n n n—1
Lemma 2. Chu-Vandermonde’s indentity, adapted from [1], Eq.(7.16)) Assuming
a, b and n are three nonnegative integers, the following is true.

()= 0)

Next we discuss the properties of functions f,.4(z) defined in () according to
the value of m.



Lemma 3. Let fy.q(z) be defined in (5). We have

(6)

fd;d(m) = fd—l;d_l(x/) S%) fd_l;d_1<.’ll'”) D x1x3...Tod_q, it m=d > 17
fm;d(x) = fm—l;d(x/) D fm—l;d(lﬂ), if m>d>1.

Proof. (1) Firstly we consider the case of m = d. For a given positive integer d,
we have the following equation,

Java1(x1, 23,0, 0a_1) © fa-1,a-1(T2, T4, . ., Toa)
d—12d=t=1t=1_1 d—124-t=1t-1_]
“@ @ I v o@D I waion
t=1 =1

OD TI s
t=1 =1

Therefore it can be seen that

d— d t2t 1 -1 2d t2t 1 -1

faa(T1, 9, ..o T9a) @@ | | Lits-gd—t+1 @@@ H Liys-2d—t+1
t=1 =1 s=0 t=d i1=1 s=0
d—1 24—t ot=1_1 2d-1_1

@D T o 1]
t=1 i=1 s=0 s=0
= fa—1,a-1(2") @ fa—r,a—1(2") ® 2123 ... T2a_4.

(2) If m > d, from the definition of f,,.4(x), we have

fn-14(2") @ fr-1,4(z")

d 2m— t— 12t 1 1 d 2m— t— 12t 1

o @ @ H L(2i—1)+s-2m—t+1 EB@ @ L (24)4s-2m—t+1
i=

The proof is finished. g



By Lemma , we can easily get the conclusion that in order to make f,,.4(z) = 1,
there is an only way to do it, that is, to ensure the value of f,,_;.4(z’) is not equal
to fim—1.4(z") for m > d. Therefore, the k-weight support of f,,.q4(z) for m > d is

k
Suppk(fm;d('r)) = U {.T S F§m|x/ S Suppa(fmfl;d); .CC// € Zeroskfa(fmfl;d)} U

u

U {z € F3"|2" € suppy_o(fn-1:a), 2’ € zerosy(frm—1.4) } -
a=0

Lemma 4. If m > d, the k-weight of fp.a(x) defined in (@ satisfies

2m—1

Wielfd) = QGX;Wta(fml;d) (i) -t ®

where 0 < k < 2™,

Proof. Assume that k£ —a =0b. By , we have
k
Suppk(fm;d) = U {':E € ]Fg |‘CE, S Suppa(fm—l;d)7$” € Zerosk—a(fm—l;d)} U
a=0
k
U {5U e F3" |2" € supp,(fm-1:4), 7' € Zeroskfb(fmfl;d)}
b=0
k
— U {x € 3" 2" € supp, (fin_1.4), 7" € zerosk_a(fm_l;d)} U
a=0

k
U {.CE € F§m|$” S Suppa(fm—l;d)vx/ € Zerosk—a(fm—l;d)} )
a=0

By the k-weight definition in , it follows that

wty (fm;d) = ’SUppk(fm;d) ’
2m—1

-2 z Stalfcsa) | (7 ) = Wh-alfosa

The proof is finished. U



Corollary 1. Let fgq(x1,22,...,%9a) be defined in (@) We have the following con-
clusions.

(1-1) When d Z 1, fd;d(]_Qd) =1 andfd;d(OQd) = 0.

(1-2) When o' = 1ga—1 and d > 2, fga(x) =1 if and only if fo_1.a-1(2") = 1.

(1-3) When ' # 1ga—1 and d > 2, fga(x) = 1 if and only if fo1.4-1(2") =
factaa(2") @ 1.

Proof. It can be proved by Lemma 3| easily when m = d. O

For the sake of the verification of the k-weight of the function f,,; which is
described in (j5) when m = d, from Corollary , we give the following two equations
about fgq(z1, o, ..., Tga):

| {z € zeros(fua)|wi(z) =2} | = | {z € supp(faa)|wi(z) =0} | =0 (9)
and
| {z € supp(fua)|wt(z) = 2d} | = [{z € zeros(faq)|wt(z) =0} | = 1. (10)
Now the k-weight of f,.q(x) defined in ([5)) is given as follows.
Theorem 1. The k-weight of fia(z) defined in (3) is

%(QZ), k # 0(mod 27),
Wt (fmsa) = & (11)
| 12\ (=1)2 (2m—d
5(!{:)_( 2) ( i ), k = 0(mod 2%),

where 0 < k < 2™,

Proof. Our proof will be accomplished based on mathematical induction on m in
two cases (1) m =d and (2) m > d.

(1) To begin with we focus on the first case where m = d. In [2], Carlet et al.
introduced a class of WPB functions which is the same class as fq4, and proved
k-weight of fzq(x) satisfying the equation in . The detailed proof can be found
in [2].

(2) Now we start to prove that holds for another case with m > d for a given
d. Let us assume is true for m — 1, that is to say,

1 (2m!
—( I ), k # 0(mod 2%),

Wt (frm-1,4) = & (12)
) 1 2m71 (_1)2d 2m7d71 B
5( I ) i ( i ), k = 0(mod 2%),




where 0 < k < 2™7!. According to the value of k, the value of wty(fy.q) for
0 < k < 2™ can be considered in the following two cases.

(2-1) When k£ # 0(mod 2¢), we can get that k& — a #Z O(mod 2¢) when a =
0(mod 2%), or a # 0(mod 2%) when k& — a = 0(mod 2¢). So we have

2m—1

Wialfad) =2 Z Stalfesa) | (1) = Wh-alhosa)]

= 2 s[5 G

aZ0(mod 2%)
k—az0(mod 2%)

x-S

a=0(mod 2%)
k—az0(mod 29)

1 2m71 2m71 1 2m71 (_1)% 2m7d71
2 _ _ = S
2 2( a )[(k—a) 2(k—a)+ 2 ( s >
0<a<k 2

a#0(mod 2%)
k—a=0(mod 2%)

1 2m—1 1 2m—1
=2 — —
> 5 i)
0<a<k
a#0(mod 2%)
2m—1 1 2m—1 (_1)2% 2m—d—1
k—a 2\k—a 2 20
1 2m—1 +1 2m—1 (_1)’627; 2m—d—1
2\k—ua 2\ a 2 ke

k—a#0(mod 2%)

1 2m—1
2 E _
0<a<k

a=0(mod 2%)
k—az0(mod 2%)

1 2m—1
2 E _
0<a<k

a#0(mod 2%)
k—a=0(mod 2%)

k
1 2m—1 1 2m—1
=9 — —
5% )a(ima)

12
2\ k)

where the first, second, and last equations is true because of , and Lemma
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, respectively.

(2-2) When k& = 0(mod 2%), we can get that a = 0(mod 2¢) if and only if
k —a = 0(mod 2%), or a # 0(mod 2%) if and only if k — a # 0(mod 2¢). Hence we
have

2m—1

Wialfd) =2 Z Stalfcsa) | (1) = Wh-alosa)

= 2 a5 )]

aZ0(mod 2%)
k—az0(mod 2%)

2 B S COE) )

a=0(mod 2%)
k—a=0(mod 2%)

1 2m71
-2 -
> 50
0<a<k

aZ0(mod 2%)
k—az0(mod 2%)

1 2m71 N 1 2m71 (_1)% 2mfd71 B

2\k—a 2\ a 2 %

(_1>2% (Qm—d—l)l(Qm—l) B (_1);% <2m—d_1) (_1)k;la (2m_d—1)
2 & )2\k—a 2 & 2 e

_ zi%(QZ_l) % <§m__;> 2y (_;);1 <2m;—1) (—12)k2d“ (22—1>

0<a<k 24
k
1 (2’”) (—1)2d <2m_d)
2\ k 2 =)

a=0(mod 2%)
k—a=0(mod 2%)

where , and Lemma [2| support the first, second, and last equations, respec-

tively.

The proof is finished. O

0<a<k
a=0(mod 2%)
k—a=0(mod 2%)

From Theorem , we see that f,,.q(z) € Bym defined in are not WPB functions.
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In the next section, we will use this class of functions to construct 2"™-variable WPB
functions.

4. WPB Boolean functions

According to the discussion in Section [3, we give a modification on the support of
fm.a(z) € Bam defined in to construct the WPB functions. We also demonstrate
the algebraic degree of the new constructed WPB functions. At the end of this
section the k-weight nonlinearity and algebraic immunity for functions in a small
number of variables are listed.

4.1. The construction of WPB functions

Construction 1. Let d > 1 be a given integer. For any positive integer m, we define
Boolean function gm.q(x) € Bam with the form

fm;m(x)7 if m S da
i 2mt

fm;d(m) D gm—d;d(j) H (xz D Tijpom-a D 1)7 it m> da
=1

Im:a(T) =

where fum (@) and foa(x) € Bam are of the form in (@), and x = (21,22, ..., 29m) €
F2", % = (21,20, ..., Tom-a) € FZ" ",

For convenience, from now on we denote T = (x1, Za, ..., Tom-da) € ]F%m*d if m > d.
d m—t
Note that 2™-variable Boolean functions Hizztfl 2 (@ ® Typom-a ® 1) = 1 if and

Lemma 5. The k-weight support of gm.a(x) defined in Constructz’onfor m > d can
be described as

(suppy,( finsa), k # 0(mod 2%),
suppy(fna) U{(Z, 2, ..., T) € F3" |7 € supp & (gm—a:a) }\
SUPPy(Gm:a) = 9 v ’
_ _ _ om | _ _ . . d
{(z,z,...,2) € F; |z € supr%(gm_d;d), wt(Z) is odd}, k= 0(mod 2%),
\ d

where 0 < k < 2™,
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Proof. According to the value of k, here are two cases on the k-weight support of
the function g,,.q(x), which are described as follows.
(1) When k # 0(mod 2¢), we have

SuPPk(Qm;d> = Suppk(fm;d) U {(ia Z,... 73_7”55 € Suppﬁ'j(gm*d;d)}\
d

{(z,z,...,7)|z € Suppfd(gm_d;d), fma(Z,Z,...,2) =1}
d d

- Suppk(fﬂl;d)a

where the second equation is true because it is easy to get the conclusion that 2%
is not an integer and the set {(Z,Z,...,%)|Z € supp (gm_a.q)} is empty when k #
—— 2d ’

0(mod 2%).
(2) When k = 0(mod 2¢), we have

SUpPy(gmsa) = suppy(fma) U{(Z,7,...,7)|z € Suppfd(gmfd;d)}\
d

r,T,...,2)|T —d ax,z,....,x)=1
{(ZE,I', ,l’)|ﬂf € Suppz%(gm d,d)vfm,d(x7$7 7'I> }
d

= suppy(fma) U{(Z,Z, . D)|T € supp s, (gm—a:a) }\
d
{(z,z,...,2)|T € supr%(gm,d;d),wt(x) is odd},
d

@{

where the last equation is supported by the following conlusion:

d2mt

fm d(if’ i’ @ @ Ljljpogm—t+1Tq9.9m—t+1 * * * Tjy(gt—1_1).2m—t+1
d t=1 i=1

2mt

—EB@%
t=1 i=1
2m7d

“®-
i=1
= wt(z)(mod 2).
The proof is finished. U
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Corollary 2. If m > d, the k-weight of gy.q(x) defined in Construction || is
Wtk(fm;d), k‘ 7_é O(mod Qd),
Wi (gmg) = § WOk (fmsa) + Wbk (Gm-aa) = (13)
2{z € Supp%(gm_d;dﬂw’c(f) is odd}|, k = 0(mod 2%),
2

where 0 < k < 2™ and T = (x1,Z2,...,Tom-da) € IF%WHi.
Theorem 2. gp,.q € Bom defined in Construction [1] is a 2™-variable WPB function.

Proof. Our proof will be accomplished based on the mathematical induction on m.
From the result of k-weight in Theorem , firstly, the fact that g;.,4 and go.4 are
WPB functions is obvious. Moreover, we can see that the proof of the k-weight of
Gm:a for the case of 1 < m < dis as same as the proof of f,,,. when m = d in Theorem
. Therefore, when 1 < m < d, the function g,,.q is WPB since wtg(gm.a) = %(2:)
Next, we assume that ¢,,_q.q(7) is a WPB function for m > d, i.e. wto(gm—dg;a) =
0, Wtom-d(gm—d;a) = 1, and

1

wiston-sa) = 5 (%) (19

where 1 < k< 2m 4 1, |
In what follows, for m > d, we calculate the k-weight of g,,.q(x) defined in Con-
struction [I] with 0 < k < 2™,
(1) If k # 0(mod 27), by (13)), we have
1

2m
Wt (Gmia) = Whi(fnia) = 5( L )
(2) If k = 0(mod 2%), by , the k-weight of g,,.a(2) is represented as

Wtg(gma) = Wt finsa) + Wtz%(gm_d;d) —2|{z € suppz%(gm_d;dﬂwt(:f) is odd}|.

Now we discuss the value of wtg(gm.q) according to the value of k.
(2-1) f1 <k <2™—1and 2% is odd, then we get

Wtk(gm;d) = Wtk(fm,d) + Wt%(gmfd;d) - 2’8upp2%(gmfd;d)’
1/27\  (—1)2 fom=d\ 1 fgm—d 1 [2m—d
=5 - )Tl e ) 72X 5 &
2\ k 2 2 2\ 5 2\ %
_1m
2\ k)’
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where the first equation is true as we can get that {Z € supp & (Gm—-d.a)} 1s actually
2
equal to {z € supp%(gm_d;d)\wt(:f) is odd} due to the condition that 2 is odd.
2

Furthermore, 1D and support the second equation and the condition that 2%
is odd also supports the last equation.
(22) If 1 <k <2™—1and 2 is even, we have

Wt (Gmid) = Wt (frmsa) + Wts (Gm—dia)

od
1/2m\  (—1)2@ fom=d\ 1 [gm—d
()50 )50
1 /2™
1)
Since 2% is even, we can getﬁ: € supp%(gm_d;dﬂwt(f) is odd} = ¢, the first equa-
11]) and ([14)) support the second equation and the last

tion is true. Furthermore, |
equation holds for 2% is even .

m _1\0
(2-3) If k =0, we get Wto(fima) = %(20) — ¢ 21) (

Wto(gm-a:a) = 0 by (14). Hence we have

2m—d

0 ) = 0 by Theorem , and

Wto(gmsa) = Wto(fm:a) + Wto(gm—a;a) = 0.

(2-4) If k = 2™, which implies 2% = 2m=4 i5 even when m > d, by Theorem , we

m _ 2m7d
have wtom (fin.a) = %(2 ) - D

med
2m 2 (

om—d

) = 0 and Wtom-a(gm-a.qa) = 1. Then we get

Wtom (gma) = Wham (fm.a) + Whom-a(gm—a.a) — 2| {Suppym-a(gm—a.a)|wt(Z) is odd} | = 1.

In summary, by the definition of the WPB functions, we get that g,,.4(z) defined
in Construction [ is WPB. O

Remark 1. The functions g,,.q we defined in Construction are WPB functions with
unified structure including four special cases constructed in the previously published
papers. Specifically, if d = 1, we can check g¢,,;; in Construction (I} is the WPB
function f,, defined by Theorem 4 in [13]; if d = 2, g,,,.2 is the function goe+> defined
by (9) in [7]; and if d = 3, g,,.3 we proposed is equal to the g,, defined by (11) in
[18]. In addition, if d equals to m, the function g,,.,, we defined has the same form
as the function given in [I6] which first appeared in [2]. If d takes the other values,
9m:a defined in Construction [1| represents new classes of 2™-variable WPB functions
that have never been noted.
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4.2. The algebraic degree of WPB function
Theorem 3. The algebraic degree of the gm.a € Bom defined as Construction[1] is

om _ 9d=1 a=0,
deg(gmid) = {2m _90l l<a<d—1 (15)

where m = a (mod d), 0 <a <d-—1.

Proof. Our proof will be accomplished based on the mathematical induction on m.
(1)Firstly we consider the case of 1 < m < d. The proof of algebraic degree of
gm:a for 1 < m < d has been given in [2].
(2) Now, let us prove that holds for m > d. Assuming holds for m —d,
it is followed

2m=t -2 a4 =0,

deg(gm-aa) = {Qm—d —9el 1<a<d-1 (16)

where m = a (mod d), 0 < a < d— 1, since m —d =m = a(mod d).
Thereupon, by Construction [I} we have

Tl 2!
deg(gumia) = max{deg(fma), deg(gm-aa) +deg( [ (i@ ziiom-a®1))}

i=1
Zglzl 2m—t
= deg(gm-da.a) + deg( H (@; ® Tirgm-a D 1))

i=1
- deg(gm—d;d) + (2d - 1) X 2m_d
Qm_d . 2d—1 _|_ 2777, _ 2m—d’ a = 0’
et 2mid_2a71+2m_2m*d’ 1§a§d—1,

CJem =27t a=o,
) om — 2ot 1<a<d-1,

where m = a (mod d) and the second equation is true since deg(fm.q) = 2471 for
m > d.

The proof is finished.
O
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4.3. The k-weight nonlinearity and algebraic immunity of WPB function

In what follows, we give a comparison of the k-weight nonlinearity of WPB
Boolean functions in Constructionwith other constructions [4, [5, 8, [14] in 8 and 16
variables, as shown in Table [1] and Table 2l The lower bound and upper bound of [4]
in Table [I] and [2| denote the lower and upper bounds of the maximum of the k-weight
nonlinearity of all WPB functions over Eam j, respectively, and the lower bound of
cons-1 in [§] denotes the minimum value of the k-weight nonlinearity distribution of
the functions they constructed. As mentioned in Remark , the functions g1, gm:2
and g, in Construction |1f with m = 3,4 appeared in [13], [7] and [2], respectively,
and the function g3 in Construction |I| was defined in [I8]. For ¢34, ga1, 942 and
943, we compute and list their k-weight nonlinearities which were not exhibited be-
fore. From these two tables, we can see that the k-weight nonlinearity of functions
in Construction [I| still is below the lower bound of the maximum value given in [4].
So far, the k-weight nonlinearity of hig in [5] is the highest known.

Table 1: A comparison of k-weight nonlinearities of 8-variable WPB functions

Construction ‘ NL, NL3 NL4 NL5 NLg
93;1 [13] 2 0 3 0 2
932 [0 2 12 19 12 2
933 2] 2 12 19 12 6

{0,8, 14, 16, (19,22, 23, {0,8,14, 16,

f B 6.9Y  1g90,21,22)  24,25,26,27}  18,20,21,22} 09
fs [14] 2 8 8 8 2
g3 [4] 6 8 26 8 6
Construction 2 [4] 2 10 14 10 2
the lower bound [4] 6 16 21 12 6
the upper bound 4] | 11 24 30 24 11

At the end of this section, we list the algebraic immunity of ¢,,.4 in Construction
and the optimal algebraic immunity when m = 2,3,4 and d = 1, 2, 3, respectively
as shown in Table 8] As we can see, the WPB functions we defined in Construction
have the optimal algebraic immunity only when m = 2, while in other cases, they
do not reach the optimal algebraic immunity. Therefore, we also need to do further
work to follow the algebraic immunity of WPB functions.

5. Conclusion

Inspired by the works on the constructions of WPB functions in [7, [13, 16}, [1§],
in this paper, a unified construction of WPB functions including their four classes of

17



Table 2: A comparison of k-weight nonlinearities of 16-variable WPB functions
Construction ‘NLg NL3 NL4 NL5 NLG NL7 NLg NLg NLIO NL11 NL12 NL13 NL14

ga:1 [13] 4 0O 14 0 28 0 3 0 28 0 14 0 14
g2 [7) 4 56 350 1312 3176 4782 5443 4782 3176 1312 350 56 4
ga;3 [18] 4 56 350 1288 3108 4774 5539 4902 3228 1664 638 152 12
ga.a 2] 4 56 350 1288 3108 4774 5539 4902 3236 1672 654 152 28

the lower bound of | -\ )00 1056 9184 1206 2184 1206 2184 1056 472 144 5
cons-1 in [§]
his [B] 928 172 688 1884 3629 5103 5567 5103 3629 1884 688 172 28
Construction 2 4] | 6 52 226 682 1500 2502 3002 2502 1500 682 226 52 6
the lower bound [] | 34 222 803 2016 3774 5443 6141 5443 3774 2016 803 222 34
the upper bound []| 54 268 888 2150 3959 5666 6378 5666 3959 2150 888 268 54

Table 3: The algebraic immunity of g,;q in Construction |I|

d m algebraic immunity of gp,.q optimal algebraic immunity
2 2 2
1 [13] 3 3 4
4 3 8
2 2 2
2 [1] 3 3 4
4 3 8
2 2 2
3 [1§] 3 3 4
4 3 8

WPB functions as special cases is contributed. First, we provide a construction of
functions with provable k-weight. We then modify the support of these functions and
provide a unified construction of WPB functions that contains an infinite number of
WPB function classes. We also analyze the algebraic degree of the newly constructed
WPB functions and compare the k-weight nonlinearities of WPB functions in 8
and 16 variables. For larger number of variables, we have not got the k-weight
nonlinearity. As far as we know, only Gini and Méaux constructed WPB functions
with proven weightwise nonlinearity [4] up to now. How to theoretically prove the
k-weight nonlinearity of the WPB functions is still a challenging problem. In the
future we will devote ourselves to constructing WPB functions with the provable
k-weight nonlinearity in theory.
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