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Abstract

GLWE secret keys come with some associated public information, like their
size or the distribution probability of their coefficients. Those information
have an impact on the FHE algorithms, their computational cost, their noise
growth, and the overall security level.

In this paper, we identify two limitations with (T)FHE: there is no fine-
grained control over the size of a GLWE secret key, and there is a minimal
noise variance which leads to an unnecessary increment of the level of security
with large GLWE secret keys.

We introduce two (non exclusive) new types of secret keys for GLWE-based
cryptosystems, that are designed to overcome the aforementioned limitations.
We explain why these are as secure as the traditional ones, and detail all the
improvements that they brought to the FHE algorithms. We provide many
comparisons with state-of-the-art TFHE techniques, and benchmarks showing
computational speed-ups between 1.3 and 2.4 while keeping the same level of
security and failure probability. Furthermore, the size of the public material
(i.e., key switching and bootstrapping keys) is also reduced by factors from
1.5 and 2.7.
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1 Introduction

Fully homomorphic encryption (FHE) is a technology allowing to perform com-
putations over encrypted data. After the first solution proposed in 2009 by Gen-
try [Gen09], the field has received a huge interest and has experienced a drastic
improvement in the following decade. Gentry introduced a vital technique called
bootstrapping, able to reduce the noise inside ciphertexts. Indeed, FHE cipher-
texts contain noise for security reasons, and every time an homomorphic operation
is performed, the noise level grows. If not controlled, too much noise will eventu-
ally compromise the message. Nowadays, practical FHE schemes are all inspired
by Gentry’s solution and are based on the Learning With Errors (LWE) prob-
lem [Reg05], its Ring variants (RLWE) [SSTX09, LPR10] and the General approach
(GLWE) [LS15, BGV12]. One of these schemes is called TFHE [CGGI20], and will
be the focus of this paper. TFHE differs from other FHE schemes because it pro-
posed a very efficient bootstrapping technique that reduces the noise and, at the
same time, is able to homomorphically evaluate a function, represented as a look-up
table (LUT).

TFHE, as many other (R)LWE based schemes, works with a cyclotomic ring
Ron =24 X]/ <XN - 1>, with IV a power of 2. The parameter N has a huge impact
on the precision of the messages that can be bootstrapped. Roughly speaking, in
order to bootstrap an additional bit of message, we need to double the size of NV,
which implies doubling the size of the secret key and more than double the cost of
the operation. Apart from being used to encrypt and decrypt messages, secret keys
are used in bootstrapping and key switching (an operation used to homomorphically
switch from a secret key to another) procedures.

In this paper we propose new ways to generate secret keys allowing to reduce
the size of the public keys, and the cost of some homomorphic algorithms.

Impact of parameter choices. As mentioned above, the choice of parameters
has a huge impact on performance, and it has to guarantee the desired security as
well as the desired correctness for a given message precision. Several parameters are
brought into play to estimate the level of security: the ciphertext modulo g, the sizes
of the secret keys (either n in LWE keys or kN in GLWE keys), the distributions of
the secret keys and the variances of the noise in fresh encryptions.

In TFHE implementations, ¢ is often chosen equal to 232 or 2%, in order to be
able to work with 32 or 64 bit integers, respectively, since they are native types in
the majority of machines used nowadays. The polynomial size N often has to be a
power of 2. In order to keep the same security level when increasing n, we can reduce
the variance o2 of the noise, but the value of ¢ imposes a lower bound on this value,
meaning that starting from a certain point, we cannot reduce the variance anymore,
otherwise we lose security. Notice that a small increase of the value of n allows for
a small decrease of the value of ¢2. But when working with polynomials, moving
to a bigger power of 2 for N will lead to a large increase of the size of the secret
key, from kN to k- 2N, and so a large decrease of 0 when allowed. For the same
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security reason as above, at some point we reach a limit where we cannot reduce
the variance o2 of the noise anymore. The consequence is that to avoid having no
security at all, we end up with a security level way higher than desired. This is of
course not a problem in terms of security, but maybe there could be a third option
that could lead to keep the desired level of security and improve the efficiency of the
homomorphic computation.

We can now sum up a couple of limitations for TFHE:

1. there is no fine-grained control over the size of a GLWE secret key, it is of the
form kN with N a power of two;

2. there is a minimal value for the variance o2 of the noise for a given security
level and a given ciphertext modulus ¢. So when one increases either n (or
kN), they eventually reach a plateau in terms of noise variance. We write
Nplateau the first value of this plateau, and we evaluated it’s value to be 2443
for 128 bits of security and g = 264.

Our contribution. In this paper, we investigate how we could get rid of those
limitations by modifying the way secret keys are generated.

A key switch is an FHE operator that can be costly. It allows to convert a
ciphertext encrypted under a secret key s; to another secret key s,, and consists
in evaluating a linear combination between public ciphertext values and the key
switching key, which is composed of individual encryptions of the elements of s;
under the secret key s,;. Roughly speaking, reducing the size of the first secret
key reduces the amount of operations in this linear combination, and so improves
the key switching in terms of computational cost, noise growth and size of the
key switching key. Furthermore, if s; publicly shares some elements with s, this
would improve the key switching operation as well since some operations in the
linear combinations would become unnecessary. This phenomenon resemble to
what happens during the relinearization technique (e.g. [Bral2, FV12]), where only
a part of the mask of the ciphertext is relinearized.

Following all these observations, we propose two new kinds of secret keys: partial
secret keys and shared randomness secret keys. The first kind consists in allowing
a GLWE secret key traditionally containing kN random elements, to contain less
random elements, the rest being zeros. The second kind, the shared randomness
secret keys, consists in reusing the randomness from a bigger key inside a smaller
key, instead of generating it independently as done traditionally.

We provide details justifying the security of our new types of secret keys. In order
to exploit them, we adapted TFHE’s algorithms, which lead to variants offering
smaller noise growth, smaller amount of computation and smaller needed public
material. We also share benchmarks comparing the running time needed with and
without the new secret keys. Our simulations, done with the optimization tool
proposed in [BBBT22|, show that the use of these new secret keys improve the state
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of the art for all precisions. These results are confirmed by practical experiments,
showing a speed up between 1.3 and 2.4 times, while keeping the same level of
security and failure probability. Furthermore, the use of these new key types allows
to reduce the size of the public material (i.e., key switching and bootstrapping keys)
by a factor between 1.5 and 2.7.

Related Works. To the best of our knowledge, there are no mentions of such
GLWE secret keys or something similar in the prior art. The closest work we
can mention is by Lee and Yoon [LY23] where the server can publicly transform
a bootstrapping key encrypted under a traditional secret key to an extended version
encrypted under a secret key containing zeros between each secret coefficients. This
extended bootstrapping key allows the authors to bootstrap messages with bigger
precision, but it does not improve the noise growth. All this contribution only
involves traditional GLWE secret keys for encryption.

Concurrent Works. Lee et al. [LMSS23] introduced new types of secret keys.
They call it block binary keys, which are different from our contribution but concur-
rently exploit the advantage of having nested secret keys, re-using their randomness,
as we also introduce in this paper as shared randomness secret keys.

Paper Organization. In Section 2 we recall mathematics and FHE notations
and security notions. In Section 3 we introduce the concept of partial GLWE secret
keys and provide intuitions of security as well as all the FHE algorithms that benefit
from them either in terms of noise growth or in terms of computation. Section 4 is
composed in the same manner, but it introduces the concept of shared randomness
secret keys this time. In Section 5 we detail what can be exploited when combining
both partial and shared randomness secret keys, and we give a few applications
for them. In Section 6, we illustrate how useful those new types of secret keys are
by comparing the techniques we introduced in this paper and the state-of-the-art.
Finally, in Section 7, we conclude and speak about potential future work.
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2 Preliminaries

Notations. Let ¢ be a positive integer and let N be a power of 2. In this paper
we mostly work with Z,, which refers to the ring Z/qZ, and with the ring R, v =
Zq[X]/ <X Ny 1>. For error distributions, we note x for a generic distribution and
N2 for a Gaussian distribution with a mean set to zero and a standard deviation set
to 0. We note by U (S) a uniform distribution in the generic set S and by % (S) a
generic probability distribution in the generic set S. We use the symbol || for vector
concatenation. We note with upper cases (e.g. M, A, S, B, ) polynomials and with
lower cases (e.g., m,a,s,b,e) scalars. We use bold characters to note vectors of
polynomials (e.g., A, S) and vectors of coefficients (e.g. a, s).

Definition 1 (General Learning With Errors (GLWE) Decision Problem)
Let 8 = (So, -, Sk—1) € MLy be a secret, where S; = Z;.V:_Ol $;.; X7 is sampled from
a given distribution B (R, n) for all 0 < i < k, and let x be an error distribution.
We define (A, B = Zf:o A;-Si+FE) e 9%’;}1 to be a sample from the general learning
with errors (GLWEy ) distribution, such that A = (Ao, ..., Ap_1) < U (Ren)",
meaning that all the coefficients of A; are sampled uniformly from Z,, and the error
(noise) polynomial E' € R, n is such that all the coefficients are sampled from x.

The decisional GLWEy ;. problem [LS15, BGV12] consists in distinguishing
m independent samples from CUV(E)%Q,]\;)]“Jrl from the same amount of samples from
GLWEp &y, where S € R\ follows a given distribution %.

In general, the secret key distribution % (%R, n) is such that the polynomial
coefficients are usually either sampled from a uniform binary distribution, a uniform
ternary distribution or a Gaussian distribution ([BJRLW23, ACPS09]).

Starting from the GLWE problem, we can define GLWE ciphertexts.

Definition 2 (GLWE Ciphertexts) A GLWE ciphertezt of a plaintext M €
Ry N under the secret key S € %S,N 15 defined as follows:

1=0

k-1
CT = (A,B =3 A S+ M+ E) € GLWEg(M) C R4 (1)

such that A = (Ao, ..., Ap_1) < U (R,n)" and E € Ryn is such that all its

coefficients are sampled from a gaussian distribution Ny2.

Remark 1 (LWE and RLWE) We recall that, when N = 1, the GLWE prob-
lem (resp. ciphertext) becomes the LWE problem (resp. ciphertext): GLWE; , =
LWE, . In this case we consider the parameter n =k to be the size of the LWE
secret key and we note the ciphertext, the message and the secret with a lower case:
ct € LWE4(m). When k = 1, the GLWE problem (resp. ciphertext) becomes the
RLWE problem (resp. ciphertext): GLWEN,, = RLWEN .. In this case, since we
are still working with polynomials, we keep upper cases for ciphertexts, messages and

secret key: CT € RLWEg(M).
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Definition 3 (Flatten Representation of a GLWE Secret Key) A GLWE
secret key S = (So = Zé\[;ol S0, X7, Spo1 = Zj:ol sk_Lij) e Ry can be

flattened into an LWE secret key 8 = (S0, -+ ,8kv_1) € ZFN in the following
manner: sin4; = 8i;, for 0 <i <k and0<j <N.

In TFHE, apart from LWE, RLWE and GLWE ciphertexts, there are two
additional constructions that are used, that are called GLev [CLOT21] and
GGSW [GSW13]. A GLev ciphertext is a collection of GLWE ciphertexts, while
a GGSW is a collection of GLev ciphertexts. In the same way as GLWE can be spe-
cialized as LWE and as RLWE ciphertext, GLev and GGSW can be specialized as
Lev and GSW respectively, and as RLev and RGSW. We give the general definition
below.

Definition 4 (GLev Ciphertexts [CLOT21]) Given a decomposition base 5 €
N* and a decomposition level £ € N*, a GLev ciphertext of a plaintext M € Ry N
under a GLWE secret key S € 9%’;7]\, is defined as follows:

CT = (CTy,...,CTy) € GLEVY Y (M) € R (2)
such that CT; € GLWEs (M) C R4 for 0 < j <.

Definition 5 (GGSW Ciphertexts [GSW13, CLOT21]) Given a decomposi-
tion base € N* and a decomposition level { € N*, a GGSW ciphertext of a plaintext
M € Ry n under a GLWE secret key S € 9%’;71\, is defined as follows:

CT = (CTy,...,CTy) € GGSWE (M) € D+ 3)
such that TT; € GLEVE) (=S, M) € RO for 0 <i < k.

Programmable Bootstrapping (PBS). We call Programmable Bootstrap-
ping [CGGI20, CJL*20, CJP21], or PBS, any FHE operator that enables to reset
the noise in a ciphertext to a fixed level (when certain conditions are fulfilled) and
to evaluate, at the same time, a lookup-table homomorphically on the encrypted
message. Such an operator takes as input an LWE ciphertext encrypting a message
m, a bootstrapping key BSK (i.e., a list of GGSW ciphertexts encrypting the ele-
ments of the secret key used to encrypt the message m), an encryption of a lookup
table L, and outputs an LWE ciphertext with a fixed level of noise encrypting the
message L[m] when the process is successful. There is a failure probability that can
be estimated and that we note pr,;.

Remark 2 (FFT Error) Inside TFHE PBS, polynomial multiplications are per-
formed with an FFT. While very efficient, it introduces a noise due to the casting
of the bootstrapping key (64-bit integers) into floating points (double with 53-bits
mantissa) and the accumulation of the error along the computation in the Fourier
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domain. We use the corrective formula from [BBBT22] to model this noise. It
consists into adding to the noise of an external product the following formula

FftErrory N e =2 - £- 3% N*- (k+1)

with wy =~ 22 — 2.6, the GLWE dimension k, the polynomial size N and the
decomposition parameters (3, 1).

Secret Keys With Fixed Hamming Weight (FHW). A fixed-Hamming-
weight (FHW) binary (resp. ternary) GLWE secret key of hamming weight h € N
is a GLWE secret key such that its polynomial coefficients are in {0,1} (resp.
{—1,0,1}) and contains exactly h non-zero coefficients. We note these two distribu-
tions FHW (h,{0,1}) and FHW (h, {—1,0,1}) respectively. Such keys come with
public knowledge: the dimension k, the polynomial ring R, y (including the poly-
nomial degree N), the distribution (binary or ternary), the hamming weight h. This
type of secret keys has already been used in FHE schemes, such as CKKS [CKKS17],
because it offers a lower value for the worst case noise growth.

Table 1 summarizes public knowledge for different secret key types used in FHE.

’ Key Type H Size ‘ Ring ‘ Distribution ‘ Hamming Weight ‘

Uniform Binary k Ry N U ({0,1}) unknown
Uniform Ternary k Ry N A ({-1,0,1}) unknown
Gaussian k Ry N N NO'Q unknown
Small Uniform k Ry.N WU (Ze) unknown
Uniform k Ry N U (Zg) unknown
FHW Binary k Ry N FHW (h,{0,1}) h
FHW Ternary k Ren | FHW (h,{—1,0,1}) h

Table 1: Comparison between secret key types in terms of public knowledge.

2.1 Setting the parameters

Attacks on LWE. We quickly recall the known attacks against LWE which are
important to choose parameters. These attacks and the associated references are
the one used in the lattice estimator [APS15]. This tool is used' to find out the
smallest noise variance o2 guarantying the desired level of security .

The first well known kind of attacks is the so called LWE primal attacks. This
attack was first formulated in [ADPS16] and studied and verified in [AGVW17,
DSDGR20, PV21]. It consists of using lattice reduction to solve an instance of
uSVP (unique Shortest Vector Problem) generated from LWE samples. The most
common way to perform this reduction, is to use the BKZ algorithm [SE94] to reduce
a lattice basis by using an SVP (Shortest Vector Problem) oracle. So, based on this
attack, the security of an LWE instance is based on the cost of lattice reduction for

Thttps://github.com/zama-ai/concrete/tree/main/tools/parameter-curves
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solving uSVP. In the paper [ADPS16], the authors propose to analyze the hardness
of RLWE as an LWE problem. All the research on this attack tend to find the best
cost of solving uSVP in order to find the closest model of security for LWE and by
extension for RLWE.

The second type of attack is the LWE dual attacks. This attack is explained
in [MRO09] and upgraded with the dual hybrid attacks in [Alb17]. It consist of
solving SIS (Short Integer Solution problem) in the dual lattice of the lattice formed
by LWE samples. As for the first type of attacks, the security of an LWE instance
is based on the cost of solving the problem SIS.

The third well known kind of attacks is the coded-BKW attacks, which are
based on the algorithm BKW (Blum, Kalai and Wasserman [BKW03]). This attack
is explained in [GJS15, KF15]. BKW algorithm is a recursive dimension reduction
for LWE instances. In [GJS15], authors use these attacks on RLWE. To do that,
the RLWE problem is seen as a sub problem of LWE.

Attacks on RLWE/GLWE. In the last decade, some attacks (as exem-
ple [CDW17, PMHS19, BRL20, BLNRL23]) tried to take advantage of the structure
of the RLWE and GLWE to solve the id-SVP (ideal-Shortest Vector Problem).
Nonetheless, none of this attacks is as efficient as the LWE attacks presented be-
fore. It means that when one wants to efficiently break GLWE, they actually use
LWE attacks so the security of GLWE € 9“{5“\721 is estimated from the security of
LWE e Z;N+.

Other Attacks. Some other attacks are not based on classical problem reduction
but on the leakage of some fraction of the coordinates of the NTT transform of the
RLWE secret. It’s the case of the article [DSGKS18| which propose a more direct
attacks against RLWE.
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3 Partial GLWE Secret Key

A GLWE secret key usually contains kN random elements. Our first observation is
that we can allow this secret key to only contain a number ¢ of random elements and
the rest of them will be set to zero. We first formally define this notion of partial
secret key, then explain why this should not have an impact on the hardness of the
underlying GLWE problem. After discussing the hardness of such keys, we list the
different advantages and improvements which they offer.

A partial GLWE secret key is composed of two parts, the first one contains secret
random elements (sampled from a distribution %) and the second part is filled with
known zeros. As a simple example we could define the following partial GLWE
secret key:

S = (S(), Sl) c 9%371\, with S(] = Z;V:_Ol S()’ij and Sl = Z;»V:/g_l SLij
where 509, ,s0n-1 and S1 9, - ) SN are sampled from %, and the other coef-
ficients are publicly known to be set to zero.

Definition 6 (GLWE Partial Secret Key) A Partial GLWE secret key is a vec-
tor S ¢ 9‘{’;]\, associated with its filling amount ¢ such that 0 < ¢ < kN. Indeed,
this key will have ¢ random coefficients sampled from a distribution B and kN — ¢
known zeros. Both the locations of the random elements and the known zeros are
public. By convention, we fill the coefficients starting at coefficient so, then so1 and
so on, and when the first polynomial is entirely filled, we fill the second polynomial
starting at s1 and so on, until we fill ¢ coefficients, up to Sx_1.N-1.

When we write Var (S [¢]> (resp. E (S M)), we refer to the variance (resp. the

expectation) of & (either uniform binary distribution, uniform ternary distribution,
Gaussian distribution, small uniform distribution). When & is a uniform binary

distribution, Var (SW) —1/4 and E (SW) —1/2.
We now define the flatten representation of a partial GLWE secret key.

Definition 7 (Flatten Representation of a Partial GLWE Secret Key) A
partial GLWE secret key Sl — (So = Z;'V:_ol 807]‘Xj, s Sp = Z;V:_Ol Sk_l,ij> €
%g’N (Definition 6) can be viewed as a flatten LWE secret key 8 = (50, ,54-1) €
7?2 in the following manner: 5;n1; := s;j, for 0 < j < N and 0 < ¢ < k with
tN + 7 < ¢. This flatten representation contains only the ¢ unknown coefficients.

Before checking the security in detail, this type of keys seem to be a secure

solution, taking into account the plateau limitation (Limitation 2). They also seem
to offer a nice in-between solution.

10 L. Bergerat, I. Chillotti, D. Ligier, J.B. Orfila, A. Rouz-Langlois € S. Tap



Faster Secret Keys for (T)FHE

3.1 Hardness of Partial GLWE

The GLWE partial secret key problem S ¢ 9%’;7 ~, as defined in Definition 6, seems
to be at least as hard as a GLWE problem in a ring of dimension ¢. First, we present
the GLWE alternate partial secret key, a key where the secret elements are separated
by 2¥ — 1 known zeros. We prove the security of a such secret key distribution by
proving that the GLW E problem in 9‘{’;}1 is equivalent to the GLW E problem in
9{’;;1 y instantiated with alternate partial GLWE secret keys.

Next, we will use this result to generalized the idea to the partial GLWE secret
keys.

Definition 8 (Alternate Partial GLWE Secret Key) An alternate partial
GLWE (P-GLWEq y i, ) secret, is a GLWE secret where the key alternates between
one unknown element and 2" — 1 known elements. This key is composed of N
random coefficients sampled from a distribution b and (2 — 1)N known zero
coefficients. As for the partial GLWE secret key (Definition 6), both the locations
of the mndom elements and the known zeros are public. For example, we have
S = Zk o Sk XM, with s; <= W ({0,1}), is the binary version of partial secret
key in Ryovn.

We show in Theorem 1 that the alternate partial GLWE problem defined in
Definition 8 on the ring PR, ovx is at least as hard as the GLWE problem on the ring
Ry N

Theorem 1 (Hardness of P-GLWE) For any v € Z, the P-GLWEq. ., sample
in 9%’;;3]\, is as least as hard than 2V GLW Ey 1., samples in 9%];4]'\,1

Proof 1 (Theorem 1) The idea of this proof is to pack 2 GLWEy, samples
in one P-GLWEy. 1, sample. To do so, we differentiate the 2" samples from
GLWEnN s, i1 %ﬁqul, by noting them GLWEG y) with w € [0,2"[. Observe that
all of them are encrypted under the same secret key S = (Sy, ..., k1) € S‘i’;,N, with
Si = Z =0 52]

Each one of the k polynomials composing the GLWEg ., sample is noted with

an exponent w: AY = ZN_Ol a;’ X], with i € [0, k[. Starting from these 2" samples
we define a new sample from P GLWEgw N k- First, for each sample GLWEg x

9%’;}“\,1, we need to evaluate each polynomial in X" :

9%q,N ? 2‘){q,?’]\/y
N-1

r
g

al; - X7 — AP(XP) =) af - XTI

7‘7‘7
J=0

<.
I
o
S
&,

So, for each sample GLWEf;(X) m %Sj\}, we obtain:

GLWES ) — GLWEg 2,
(A0w<X)7 s 7A2071(X>7Bw(X>) (AEU(X2V)7 st 7Akwfl(X2y)7 Bw(X2V)) .
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We notice that for each polynomial, each coefficient is separated from the other
by 2V — 1 zeros. Following the previous definition of P-GLWE (Definition 8), the
secret key is in the desired shape. But the A¥(X?") polynomials are not uniform
anymor’e/\olzly the coefficients of degree multiple of 2 are. So we_car ccm’t already

define GLWEg y2vy as a sample of P-GLWEqg vy . Now for each GLWEs(X2U) we
rotate all the AY and the B" polynomials by X" :

(AY(X*) - Xv, LAY (X)) - XY, BY(X™) - Xv).
We now sum all of them together to obtain the expected sample from
P-GLWEq n 1y € REDLy

2V —1
S (AB(XF)X", AR (X)X BU(XY)X ) = (Ao, Ago1, B) € P-GIWEauy i
w=0

with:

N—-1 2¥N—1

S = Zsi,j-Xj'QV = Z 5;;+ X7 forie[0,k[
=0 =0
2Y—1 2Y—1 N—-1 2YN—1

A=Y APXT)XY =0 N x0T = N G X fori € [0,K]
w=0 w=0 7=0 7=0
2¥—1 2V -1 N—-1 2V N—-1

B=Y B(X*)X"=Y Y prxi?tv= %" p;x/
w=0 w=0 35=0 7=0

Lets focus on how by evolve all along the reduction:

k—1 j N-1
w w w w
by =D al s — aj7 - SiN+j—r | €]
i=0 \r=0 r=j+1
k—1 J N-1
= § § di7‘r2“+w : gi,(j77)2" - § a; , T2V 4w * S J(N+j—7)2v + ej2”+w
i=0 \ =0 r=j+1
k—1 [j2"+w 2VN—-1
= § a/i;r . gi,j2"+w7‘r - § a/i;r . gi,Z“(N+j)+w7'r + éjQVJr'w
=0 =0 T=72¥4+w+1
= bjor+

Fach coefficient is correctly decrypted and each ngu+w is equal to bY. Moreover,
the polynomials A; of the new P-GLWEq y . sample follows the same distribution
as the polynomials AY, we can make the same remark for the polynomial B. To
conclude, we have packed several GLWEy 1\ ciphertext in one P-GLWEqw 1\ ci-
phertext by increasing the dimension of this new ciphertext without changing the
noise distribution x. O

This reduction proves that this specific case of partial key is at least as secure
as 2¥ GLWE samples. In this case, we showed that increasing the size of the poly-
nomials without changing the noise and slightly changing the key doesn’t affect the
security (it only increases the number of samples).
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Remark 3 (Security of Partial Secret Key) The reduction presented in Theo-
rem 1 proves that the partial alternate secret keys (Definition 8) problem in 9%’;’2,]\,
is at least as hard as a GLWE problem in 9%’;7,\,. So adding some zeros in the secret
key at specific places doesn’t impact the security.

Now, if we take two GLWE samples such that the first one is encrypted under
an alternate partial key and the second one is encrypted under a secret partial key
which have the same amount of unknown coefficients, this two samples should to be
indistinguishable. With LWE samples, increasing the size of the secret key increases
the security, so to keep the same level of security, we can reduce the noise. Regarding
this observation and the previous proof, increasing the number of known coefficients
m a partial secret key allows us to reduce the noise and keep the same level of
security.

To sum up, to guarantee a given level of security for RLWE samples encrypted
under a partial secret key with ¢ random elements, we use the noise parameter given
for LWE samples of dimension n = ¢ with the same level of security.

Impact of Partial Key on the Noise Distribution. Regarding the security of
the partial secret key and the different attacks presented in Section 2.1, we can use
the lattice estimator to find out the smallest noise variance o2 for an LWE € Z?“

guarantying the desired level of security A. By using this same o2 for GLWE € %S}l

with partial secret key Sl we obtain the same level of security \.

3.2 Advantages of Partial GLWE Secret Keys

Partial GLWE secret keys enable, in many contexts, to have a smaller computational
cost for certain algorithms and/or to have a smaller noise growth. This will lead
to faster parameter sets (for a given failure probability and security level) after
optimization. For more details refer to Section 6.

3.2.1 Advantage with Sample Extraction

Algorithms 6 and 7 in Supplementary Material C explain how to compute a sample
extraction (i.e., transforming one of the GLWE ciphertext coefficient into an LWE
ciphertext) in the context of a partial GLWE secret key. They are generalizations of
the same algorithm used for “traditional” secret keys. Indeed, a traditional secret
key is captured when ¢ = k x N. We prove the correctness of those algorithms in
Supplementary Material A.

Remark 4 (Noise and Cost of Sample Extraction) A sample extraction,
whether it includes a partial secret key or not, does not add any noise to the
plaintext. The cost of the sample extraction is also roughly the same and it is
negligible.
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3.2.2 Noise Advantage with GLWE Key Switch

A GLWE-to-GLWE key switching with N # 1, as described in Algorithm 4 in
Supplementary Material B, takes as input a GLWE ciphertext CT;, € %Siﬁl en-

crypting the plaintext P € 9, x under the secret key S [#n] 9%’;1}\,, and outputs
CTout € 9‘{’;?]”\}“ encrypting the plaintext P + Exs € PR, n under the secret key

Slou] ¢ 9‘{’;}”\}. The added noise during this procedure Fxs, is composed of a rounding
error plus a linear combination of the noise from the key switching key ciphertexts.
The larger ¢y, is, the larger the amount of rounding error is.

Theorem 2 (Noise of GLWE Key Switch) After performing a key switching
(Algorithm 4), taking as input o« GLWE ciphertext CT;, € 9%];:”]\?1 under the secret

key Si[fi"] € ﬂ‘i];i”N and a key switching key with noise variance ogsy, and outputting a

GLWE ciphertext CToy € 9%?;}“ under the secret key Sﬁ‘{”t] € 9%’;?]“\}, the variance of
the noise of each coefficient of the output can be estimated by the following formula:

Vor (CTaw) = i - ( F ) (Vo (567) + 52 (s50))
Gin

4

(4)

2
| 2
+ “"Var (si[fm]> +€k:inNa§sk—6 1‘5

where, B and ¢ are the decomposition base and level respectively.

The proof of Theorem 2 is a noise analysis of the result of the operation as done
in [CLOT21]. Note that when ¢, = ki, - N we end up with the same formula given
in the mentioned paper. It computes the first step of the decryption, extracts the

error and analyzes its variance. We report the detailed proof in Supplementary
Material A.

Remark 5 (Cost of GLWE Key Switch) We recall that the cost of a GLWE-
to-GLWE key switching, which is the same whether it involves partial secret keys or
not, 1s:

@ (FftLweKeySwitch) = kinl - @ (FFTy) + (kout + 1) - G (iFFTy)
+ Nkin€ . (kout + 1) -6 (X(C) (5)
+ N (kinl — 1) - (kowt + 1) - B (+¢)
where +¢ and X¢ represent a double-complexr addition and multiplication (in the

FFET domain) respectively, and FETy (resp. iFFTy ) the Fast Fourier Transform
(resp. inverse FFT).

3.2.3 Noise Advantage with Secret Product GLWE Key Switch

A GLWE-to-GLWE key switch also computing a product with a secret polynomial
as described in Algorithm 5, follows the exact same definition than above, except
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that the output ciphertext encrypts Q- P+ Exs with () € R, x the secret polynomial
hidden in the key switching key. The added noise Eks also depends on the input
secret key S0 and its filling amount ¢,. Indeed, this term is the product between
the rounding term (dependent on ¢;,) and the polynomial Q.

Theorem 3 (Noise of Secret-Product GLWE Key Switch) After perform-
ing a Secret-Product key switching (Algorithm 5), taking in input o« GLWE

ciphertext CT;, € D‘ik'”H under the secret key S[¢'” € %k and a key switching key
with noise variance oggx encrypting a secret message Mg, and outputting a GLWE
ciphertext CToy € %Z:}“&H under the secret key S([ff,‘;“‘] S‘ik"“‘ the variance of the

noise of each coefficient of the output can be estimated by the followz'ng formula:
B% 42
12

(o (g ) (1 0m (v () 487 (s37))) + pver (1) )

Var (CTout E(km + 1)‘]\ZO-KSK

The proof of this theorem is very similar to the proof of Theorem 2, so we include
it in Supplementary Material A.

3.2.4 Noise Advantage with External Product

A GLWE external product is a special case of a secret-product GLWE-to-GLWE
key switch where the input secret key and the output secret key are the same. It
is pretty easy to compute the noise this procedure will add. The cost to compute a
GLWE external product whether it includes a partial secret key or not, is the same.

Theorem 4 (Noise of GLWE External Product) The external product algo-
rithm is the same as the algorithm of secret-product GLWE key switch (Algorithm 5)

The only difference is that the external product uses the same key S9! € ‘ﬁk

iput and as output, and the key switching k:ey is now seen as a GGSW czphertext
of message My encrypted with noise variance o5. For each coefficient of the output
CTout, the noise can be estimated by the following formula:

2
Var (CTou) = £(k + 1)No22 +2

{2 - (cr, + < 125552) (140 (var (s¥) + B2 (51))) + %Var (S[¢]))

Proof 2 (Theorem 4) This proof is the same than the proof of Theorem 3. Here
we haUe k' = ]{,’in = kout and S[(M — S¢In S[oiz;c{:ut ) |:|

Noise Advantage with TFHE’s PBS. Using a partial GLWE secret key to
encrypt a bootstrapping key for TFHE’s programmable bootstrapping enables two
convenient features: on one hand to have a smaller output LWE ciphertext with less
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than k- N + 1 coefficients, and on the other hand it offers a smaller noise growth in
each external product (see Proof in Supplementary Material 11. External product is
the main operation used in the CMuxes of the blind rotation), as explained above.
The direct consequence of having smaller output ciphertexts is the fact that we can
perform smaller LWE-to-LWE key switchings before the next PBS. Furthermore,
when k- N is big enough to reach the noise plateau (as explained in Limitation 2),
partial secret keys enable to avoid adding unnecessary noise to the bootstrapping.

3.3 LWE-to-LWE Key Switch

Partial GLWE secret key can be used to design a new LWE-to-LWE key switch-
ing that is FFT-based. The idea is an adaptation of the work done by Chen et
al. [CDKS20] but now exploits the use of partial GLWE secret keys. First one casts
the input LWE ciphertext into a GLWE ciphertext (Algorithm 10) so we can apply
to it a GLWE-to-GLWE key switching (Algorithm 4) to go to a partial GLWE secret
key, and finally compute a sample extraction (Algorithm 6). Indeed, the GLWE-
to-GLWE key switch can exploit the speed-up coming from the FFT. Details about
this new LWE-to-LWE key switch are provided in Algorithm 1.

Algorithm 1: ct,,; < FftLweKeySwitch(ct;,, KSK)

Nin S kin : N; Nout S kout -N
Sin = (S0s ", Sny—1) € Zg™ : the input LWE secret key
Sout = (56, s 8! ) € Zgy : the output LWE secret key

? Onour—1

¢ € N: the number of levels in the decomposition
Context: < 8 € N: the base in the decomposition
Si[:i”] = (Sin0, "+ » Sinkin—1) € ‘ﬁ?"N : a partial secret
key (Definition 6) such that its flattened version is si,
Slnel — (Sout,0,** * > Sout kew—1) € Sﬁlq%l\‘, : a partial secret
key (Definition 6) such that its flattened version is Syt

ctin € LWE,, (p) C Z;“"“, with p € Z,
Input: o . (8,6) . itchi

KSK = {KSK; }o<;p, » With KSK; € GLEVS[%M] (Sini) : a key switching key
Output: ctoy € LWE,_, (p) C ZZ}"““H "

/* Inverse of a constant sample extraction (Algorithm 10) */
1 Set CT <« ConstantSampleExtraction™? (Ctin, kin, N) € Eﬁ’;"j\fl

/* GLWE-to-GLWE key switch based on the FFT (Algorithm 4) */
2 Set CT' « GlweKeySwitch (CT, KSK) € Ry !

/* Constant sample extraction (Algorithm 6) */
3 Set ctoyr ¢ ConstantSampleExtract (CT') IS ZZ"“‘“

4 return ctgy,:

Remark 6 (Inverse Constant Sample Extraction) Algorithm 10, presented in
Supplementary Material C, trivially casts an LWE ciphertext of size n + 1 into a
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GLWE ciphertext of size k + 1 and with polynomials of size N. We obviously need
thatn < kN. If n = kN, the output is a GLWE ciphertext under a traditional secret
key, otherwise it is a GLWE ciphertext under a partial GLWE secret key. Note that
the constant term of the output GLWE plaintext is exactly the plaintext of the input
LWE ciphertext, however the rest of the coefficients of the output GLWE ciphertext
are filled with uniformly random values.

We have the property that for all p € Z,, for all s € Z, for all ct € LWE, (p) C
2y and for all (k,N) € N* such that n < kN :

ct = ConstantSampleExtract (ConstantSampleExtract ™" (ct, k, NV)) .

Theorem 5 (Noise & Cost of FFT-Based LWE Key Switch) We consider
the new LWE-to-LWE key switch as detailed in Algorithm 1. The cost of such key
switching is the same as the cost of a GLWE-to-GLWE key switch as introduced in
Remark 5 i.e, B (FftLweKeySwitch) = 6 (GlweKeySwitch).

The output noise can be expressed from the noise formula of the GLWE-to-GLWE
key switch (Theorem 2). To sum up, the output noise is:

Var (FftLweKeySwitch) = FftErrory, .. v s.¢ + Var (GlweKeySwitch)

with ¢in = Nin and Gout = Nouts kmax = max (kin, kout) and FftErrory  n e being the
error added by the FFT conversions.

Proof 3 (Theorem 5) The cost is quite straight forward, since we can neglect the
complexity of the sample extraction and its inverse. The estimation of the variance
of the error is as well immediate. We use the corrective formula introduced in
Remark 2 to estimate an upper bound on the FFT error. Indeed, it is easy to see
that the FFT-based LWE key switch with ki, and koy, is a special case of an external
product with k = max (kin, kour) where some of the ciphertexts composing the GGSW
are trivial encryptions of 0 or 1 (no noise, all mask elements set to zero and the
clear plaintext in the b/B part). O

Practical Improvement. The use of partial secret keys brings a practical non-
negligible improvement to homomorphic computations. Figure 1, presents a com-
parison between our techniques and the state of the art [CJP21]. More details on
the experiments are reported in Section 6.1.
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Figure 1: Comparison in terms of estimated computation, between traditional CJP,
our baseline, and three variants of CJP based on partial secret keys. Details can be
found in Section 6.1 and exact plotted values can be found in Tables 2, 3 and 4.

4 Shared Randomness Secret Keys

To use FHE schemes, one needs to generate several secret keys of different sizes.
Our second observation is that instead of sampling those keys independently, we
can generate a list of a nested GLWE keys with the same level of security A. It
means that it is publicly known that all the secret coefficients of a smaller key will
be included in a larger secret key.

As a simple example we can consider three integers 1 < ng < n; < ng and a
secret key s(?) € Zy* generated in the traditional manner (either sampled from an
uniform binary/ternary, or a small Gaussian). Let’s write it as a concatenation of 3
vectors: 82 = rO||rW||r®). We can now build two smaller secret keys out of s
such that for all pair of keys, the smaller one will be included in the bigger one, in
its first coefficients:

s =r@ ez and s =M ezm.

This kind of secret keys are useful for key switching and for bootstrapping pro-
cedures. Note that each of those secret keys will use a different variance for the
noise added during encryption: the smaller the secret key, the bigger the variance,
so they can all guarantee the same level of security .

18 L. Bergerat, I. Chillotti, D. Ligier, J.B. Orfila, A. Rouz-Langlois € S. Tap



Faster Secret Keys for (T)FHE

Definition 9 (GLWE Shared Randomness Secret Keys) Two GLWE secret
keys S € %S,N and S’ € %ZN” with kN < K'N’, are said to share randomness if we
have that for all0 <1i < kN, 5; = §,, where the 5; and the S, respectively come from
the flatten view (Definition 3) of S and S’. We note by S < S’ this relationship
between secret keys.

S(O) : | T0 Tnp—1 |
/ ni1 — ng elements
!
A

7 S
S(l) . | 0 Tng—1 | Tng Tni—1 |
/ \ ng — ny elements
!
free i —_—
8(2) . | 0 Tno—1 | Tng cee Tpp—1 Tng ce Tng—1 |

- — + enlarging key switch

— shrinking key switch

Figure 2: Illustration of simplified key switch procedures between three shared ran-
domness LWE secret keys.

4.1 Hardness of Shared Randomness Secret Keys

Let us consider different samples of GLWE with shared randomness. By taking
independently the samples under the same secret key, all the samples are secure and
have the same level of security. We now study the level of security of several samples
of GLWE considered together with shared secret keys.

First, we present the decisional LWE problem with shared randomness and prove
that, under certain conditions, this problem can be reduced to a LWE problem. Next
we show that the new operations offered by the shared randomness secret key can
not impact the security. Indeed, with this new secret keys using shared randomness,
it becomes possible to combine two ciphertexts encrypted under different secret keys.

Definition 10 (Shared Randomness Secret Key Decisional Problem)
Let n1 > ny. Given a secret key s ¢ Zy°  following a given dis-
tribution &, a secret v € Zy7"  following the same distribution D,
and two errors distribution xo and x1, we define the LWE with shared
randomness secret samples — and we mnote sh-LWE, \ n .y, — the pairs
((@o, by = {@g,5V) + €o), (a1,b1 = (a1,sM) +e1)) € Zpgett x 2T, where
s = sO|r ag <> U(Z)"™, ay < U(Z,)™, ey < X0 and e; < X1

The decision sh-LWE, \ o n, y, problem consist of distinguishing m independent
samples from W (Z7F! x ZP ) from m independent samples ((aq, bo), (a1,b1)) €
LWEn0,o X LWEp1 s, € Zpo™ x Z' ' as defined above.

Theorem 6 (Hardness of sh-LWE) If we have three random distributions xo, X1
and x' such that, if we sample e <= x1 and €' <= x', e; + € follows the distribution
Xo- Then sh-LWE,  \ oy, with m samples is at least as hard than LWE, ., with
2m samples.
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Remark 7 (Error Distribution y) In GLWE-based FHE schemes, x usually fol-
lows a discrete normal distribution. The condition for Theorem 6 is then always
verified. In the following, the goal is to use a noise variance oy for xo and a noise
variance o1 for x1 such that ng < ny and oy > 0.

Proof 4 (Theorem 6) We define an instance of LWE,, , where the samples are
encrypted under a secret key s© € Zy® which follows a gwen distribution B, and
where for the given distribution xi it exists a distribution x' such that, for any
e1 < x1 and for any € <= X', we have that e; + €' follows a distribution xq.

We now prove that solving the problem sh-LWE,,; \; n, . 15 at least as hard than
solving the problem L\WE,, ,,. To do so, we consider an oracle that can solve the de-
cision sh-LWE,, | yo n. v, problem and show that a such oracle can solve the decisional
LWE,, ,, nstance.

Observe that, starting from an LWE, ,, sample, we can easily create either an
LWE,,, ., sample or an LWE,, ,, sample. To create an LWE,, ,, sample (ag,by =
<a,0, s(o)> +eg) € ZZOH, with ey coming from a distribution xo, from an LWE, ,
sample (a1,b; = <a1, S(O)> +e) € ZZOH, with ey coming from a distribution x1, we
only need to take ay = a1 and modify the noise. Following the condition above, it is
sufficient to sample €' <= x' and then take by = by + €', which makes the new noise
in by equal to e; + €', which follows the distribution xo as we wanted.

To create an LWE,, \, sample (a1,b; = (ay,sV)+e1) € ZIH from a LWE,, ,
sample (ag, by = <a0,s(0)> +e) € ZZOH, we start by generating an random key
r € Ly, which follows the same distribution & than s as well as a new vector
a’ € U (Z1~m). Then, we take ay = agl|a’ and by = by + (@', 7"), which give us an
LWE,, \, sample as expected.

Following what just described, we observe that given 2m LWE,, ,, samples, we
can generate m LWE, \, samples and m LWE,, ,, samples. Now we can provide
all the valid samples of LWE,, , x LWE,, ., to the oracle. Otherwise, when the
decisional LWE,,; , problem send uniform samples in Z3°, the two transformations
proposed before also return uniform samples in Zi° or in Zi*. As the oracle can solve
the decision sh-LWEy \o n, y: Problem, we can solve the decision LWE,, ,, problem.

O

Remark 8 (Security With More Than Two Shared Keys.) The Proof /4,
can easily be adapted to more than only two shared keys.

Operations Under Shared Randomness Any known homomorphic operation
(that we know) that makes two or more ciphertexts interact (encrypted under the
same key or different keys) will have as a result a ciphertext with a level of security
at least as high as the input with the lowest security level. In light of the common
existing attacks, the level of security of a set of GLWE samples encrypted under
shared randomness secret keys is then lower bounded by the level of security of the
GLWE having the smallest level of security.

As for the partial secret keys, this new type of keys may lead to new unknown
attacks and the level of security could be impacted. But at the current state of the
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art, no attacks seem to have an impact on shared randomness secret key. On the
other hand, if one of the key sets is compromised, the other key sets will be impacted
consequently.

4.2 Advantages of Shared Randomness Secret Keys

Using shared randomness secret keys enables to speed up homomorphic computa-
tions and reduce the amount of noise added by these operations. It is particularly
useful for LWE-to-LWE key switch procedures.

4.2.1 Cost & Noise Advantage with LWE-to-LWE Key Switch

Shared randomness secret keys enable to key switch more efficiently and add less
noise during the procedure. Figure 2 illustrates key switching processes between
three LWE shared randomness secret keys. A key switch from a key to a bigger key
is represented with dotted arrows and is called Enlarging Key Switch. A key switch
from a key to a smaller key is represented with solid arrows and is called Shrinking
Key Suntch.

Enlarging Key Switch. When we consider a ciphertext ct;, =
(ag, -+ ,@n,—1,0) € LWE o) (m) C Z"™ under the secret key s € Z" and
we want to key switch it to the secret key s® € Zy?, where s < s the
algorithm translates into simply adding zeros at the end of the ciphertext:

Ctout := (ag, -+ ,an,-1,0,-+-,0,b) € LWE ) (m) C ZZQH

Algorithm 8, reported in Supplementary Material C, describes this procedure in
detail. In this paper we only use this algorithm with LWE ciphertexts, but it can
trivially be extended to GLWE ciphertexts as well.

To sum up, with shared randomness secret keys, the enlarging key switchings
are basically free and they do not require the use of a public key. They also add no

noise, instead of adding a linear combination of freshly encrypted ciphertexts under
2
s\9.

Theorem 7 (Cost & Noise of Enlarging Key Switching) When working
with shared randomness secret keys, the cost of an enlarging key switching (Algo-
rithm 8) is reduced to zero, and the noise in output is the same as the one in input
(no noise is added).

The proof of this theorem is trivial.

Shrinking Key Switch. When we consider a ciphertext ct;,
(ag, -+ ,@ny—1,b) € Z2**! under the secret key s € Z? and we want to
key switch it to the secret key sV € Z, where sV < s and s® = sW||r? the
algorithm is simplified because of the shared randomness:
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1. the parts (ag, - ,a,,-1) and b do not need to be processed but simply reor-
ganized into a temporary ciphertext: ct = (ag, -+ ,an,-1,0) € Z;”“,

2. the part (a,,,- -, an,—1) has to be key switched, which can be viewed somehow
as a traditional key switching algorithm: i.e., key switching the ciphertext
(Gnys - any—1,0) € Zp2~™ T with a key switching key going from the secret
key r® to s, and at the end, add it to ct and return the result.

Algorithm 9, reported in Supplementary Material C, describes this procedure in
detail. In this paper we only use this algorithm with LWE ciphertexts, but it can
be also trivially extended to GLWE ciphertexts.

To sum up, with shared randomness secret keys, the shrinking key switching
requires smaller key switching keys: indeed their size is proportional to ny — ny
instead of ny. As a consequence, the computation is faster, equivalent to key switch
a ciphertext of size ny — n; + 1 instead of ny + 1. Finally, the noise in output is
also smaller because the algorithm involves a smaller linear combination of freshly
encrypted ciphertexts under s(.

Theorem 8 (Cost & Noise of Shrinking Key Switching) We consider two
shared randomness secret keys s© < s with s ¢ Zg°, s ¢ Ly and
1 <ng<mny. Let B € N* and ¢ € N* be the decomposition base and level used in key
switching. The cost of shrinking key switching (Algorithm 9) is € (ny — ng) (no + 1)
integer multiplications and (€ (ny —ng) — 1) (ng + 1) integer additions.

The added noise during such a shrinking key switching is:

q2 _ B%
Var(ShrinkingKeySwitch) = (ny — ng) (Tﬁ%) (Var (sin) + E* (sin))

ny—n 242
<14—O)Var (Sin) + £+ (ny —ng) - %aﬁw

The details of this proof can be found in Supplementary Material 12.

4.2.2 Stair Key Switch

In Section 4.2.1, we saw that when one uses different secret keys within an FHE use
case, it is convenient to have shared randomness secret keys. However, this concept
can be used locally inside a key switch procedure to explore a cost/noise trade-off.

For simplicity, let’s consider an FHE use case where there are only two LWE
secret keys, and only a key switch from the big one to the small one. We start by
setting the two secret keys as shared randomness. The idea here is to add one or
many shared randomness secret keys, only during the key switch procedure.

For example, let’s assume a fixed decomposition base (3, a fixed number of levels
¢ and let s be our big secret key and s(”) be our small (as defined in Section 4.2.1).
To key switch from s® to s(9, we will this time add one intermediate shared ran-
domness secret key s(!) and compute first a key switch from s® to s and then a
key switch from s(!) to s(9. This algorithm will be more costly, because its first part
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will be a linear combination of (ny — ny) ciphertexts of size n; + 1, and its second
part a linear combination of (ny — ng) ciphertexts of smaller size ng + 1, instead of
having a single linear combination of ny — ng ciphertexts of size ny + 1: so the total
number of ciphertexts in the linear combination and in the key switching key has
not changed (ng —ny + ny — ng = ny — ng as in the key switching from s@ to s(o)),
but the linear combinations are slightly more costly and the ciphertexts composing
the key switching keys slightly larger. On the other hand, this algorithm adds less
noise: indeed its first part has ciphertexts with less noise inside because they are
encrypted under a bigger secret key.

Here is the trade-off we want to study. The extreme is to go from s to s(©
by key switching one element of the key in each key switching, meaning that we
will have a total number of nb = n,, — ng shrinking key switching (Algorithm 9)
to perform. So nb corresponds to the steps in the stair. This means considering
a total number of shared keys equal to nb + 1, including secret keys s and s(®
which are at the extremes of the stair. We call the added keys between s(™) and
59 intermediate secret keys, so we have a total of nb — 1 intermediate secret keys.
In practice, this means that we start with coefficient a,,,_; and key switch it to the
secret key with n,, — 1 elements, add it to the rest, and do the same with the next
last element, and so on until we reach the desired secret key, one coefficient at a
time. The other extreme is when we key switch directly from s() and s© without
intermediary key switchings, so nb = 1.

Algorithm 2 gives details about this procedure. It is important to point out that
there are now nb couples of decomposition parameters (S, ,) for 0 < a < nb —1,
one for each step of the stairs. Note that we could also allow to have more than one
such couple per step as well.

Theorem 9 (Cost & Noise of Stair Shrinking Key Switching) We consider
the stair key switch as detailed in Algorithm 2.  The cost of such a stair
shrinking key switch is Z;b:_ol lo (Nat1 — Na) (Na + 1) integer multiplications and
S (la (Nagr — na) — 1) (g + 1) integer additions.

The added noise during stair shrinking key switching is:

nb—1 2 2.
Var(StairShrinkKS) = Z(”aﬂ — Ngy) (%) (Var (S(a+1)) 1 R2 (S(a+1)))

a=0
2
+ Mvar (8(a+1)) +4, - (na+1 _ na) . MU&SK
4 12 o
Proof 5 (Theorem 9) The cost and noise of the stair shirnking key switching can
be trivially deduced from the Theorem 8. Indeed, at step a of the loop in Algo-
rithm 2, the cost of the shrinking key switching is £y (Nas1 — M) (No + 1) integer
multiplications and (Ly (Nas1 — Na) — 1) (ng + 1) integer additions.
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Algorithm 2: ct,,; + StairKeySwitch (ctin, {KSKa}ogagnb—1)

nb € N : the number of steps in the algorithm
ng<ng <---<nNpp
(nb) Nnb -« :
s € ZI'* : the input secret ke
Context: 0 a P Y
s(0) € Z7 : the output secret key

sl ¢ Zg>,V1 < a <nb—1: intermediate secret keys

50 < s <... < 5™ shared randomness secret keys (Definition 9)

ctin € LWE () (p) - Z;Lnb+1, with p € Z,
Input: ¢ {KSK,}ocp<np_q @ intermediate key switching key as in Algorithm 9
- where KSK,, switches from s(@+1) to s(®)
Output: ctoye € LWE ) (p) € Z0H!

/* Set the counter to go from nb—1 to 0 */
1 Set a:=nb—1
/* Set the initial ciphertext */

2 Set ct := ctj,
3 while o >= 0 do

/* Call to Algorithm 9 */
a Update ct «— ShrinkingKeySwitch(ct, KSKq) € IWE ) (p) C ZJ~!

5 a:=a—1

6 return cty,; :=ct

The variance of the noise added at the step o is:

q2 o ﬁ%a
Var(ShrinkKS,,) = (na41 — na) (—Q) (Var (S(a+1)) 1 R2 (S(a+1)))

12/63@&
Nea — Ny : i 2
ey o) ey ) B

To obtain the total cost of the algorithm and the total variance of the noise added,
it is sufficient to iterate from o =10,...,nb — 1.

O

Remark 9 (Stairs in the Blind Rotation.) A similar process could be intro-
duced in the blind rotation algorithm. The idea would be, during the blind rotation,
to progressively use GLWE partial secret keys (Definition 6) with a smaller filling
amount ¢ which will reduce the output noise of the blind rotate. As with the stair
shrinking key switch, we could use different bases and levels for the external products
offering potentially some overall speed-up.

Practical Improvement. The use of shared secret keys brings a practical non-
negligible improvement to homomorphic computations, has it happened with partial
secret keys. Figure 3, presents a comparison between our techniques and the state
of the art [CJP21]. More details on the experiments are reported in Section 6.2.
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Figure 3: Comparison in terms of estimated computation, between traditional CJP,
our baseline, and two variants of CJP based on shared randomness secret keys. De-
tails can be found in Section 6.2 and exact plotted values can be found in Tables 2, 3
and 4.

5 Combining Both Techniques & Their Applica-
tions

In this section, we start by providing details on FHE algorithms that benefit from
having secret keys that are both partial and shared randomness. Later we describe
some nice applications coming from using such types of secret keys.

5.1 Combining Both Techniques

Shared randomness partial GLWE secret keys are a list of partial GLWE secret keys
(Section 3) with some public knowledge about shared coefficients (in the exact same
way as in Section 4). This type of keys is a combination of shared randomness secret
keys and partial secret keys, offering the advantages from both sides.

It is possible to design a faster shrinking key switch (Algorithm 1) which uses
partial secret keys (Definition 6). This means that for this faster algorithm, we use
both partial secret keys and shared randomness secret keys. Details about this new
procedure is given in Algorithm 3.
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Algorithm 3: ct,,; < FftShrinkingKeySwitch(ct;,, KSK)

Nout < Min, Min — Nout < kksk,in - Vksk and nour < kksk,out - IVKSK

Sout < Sin : shared randomness secret keys (Definition 9)
Context: Sout € Z;‘“‘ : the output LWE secret key
S = (Snout’ . 7571?"71) c Zgin_nout

Sin = Sout||s € Zy™ : the input LWE secret key
Ctin = (ao, -, any,—1,0) € LWEg, (p) C ZInt!, where p € Z,

KSK : the key switching key suited for Algorithm 1
Output: cto € LWE,_, (p)

Input:

/* Split the input LWE ciphertext into two parts: one related to Sou, and

the rest */
1 Set cto := (ao, -, Gngy—1,0) € ZowT!
2 Set cty 1= (Angy, "+ 5 Gnyy—1,0) € Zn~owtl
/* Call Algorithm 1 */

s Set ct} < FftLweKeySwitch (ct;, KSK) € Zpewt!

/
a return cty = ctg + ctj

Theorem 10 (Noise & Cost of the FFT-Based Shrinking Key Switch)

We consider the FFT-based LWE shrinking key switching as detailed in Algorithm 3.
The cost of such a key switching can be expressed expressed with the cost of a GLWE-
to-GLWE key switch (Remark 5) since we neglect the cost of a sample extraction
and its inverse. The cost is then @ (FftShrinkingKeySwitch) = @ (GlweKeySwitch).
Note that the ki, is smaller thanks to the shared randomness feature of the secret
keys, which leads to a faster procedure.

The added noise can be expressed from the mnoise formula of the GLWE-
to-GLWE  key switch (Theorem 2). To sum wup, the noise added 1is
Var (FftShrinkingKeySwitch) = FftErrory  ng¢ + Var (GlweKeySwitch) with ¢y, =
Nout — Min and kmax = max (kina kout)-

Proof 6 (Theorem 10) The estimation of the variance of the error is immediate.
For the FF'T error, we refer to Remark 2 and Proof 3.

Theorem 11 (Noise of GLWE Key Switching With Partial € Shared Randomness
Keys) After performing a key switching (Algorithm 11) from CT;, € S%k'"ﬂ under the

secret key S, o] SRI(;"}V, to CTou € ﬁikm“ under the secret key Sﬁ"t”t € 9%’;?}{}, where

the key are shared and partial, i.e. SL?,"t“‘] < Sif'” , each coefficient of the output has
some added noise variance that can be estimated from the following variance:

2 20
. B ¢ — B (i) 2 (i)
Var(GlweKeySwitch') = (¢in — dou) (Tﬂ) (Var (S ) +E (S ))
¢in - ¢ou in 52 + 2
+ 2L Var (Si)) + ki — kour) Nofy =
The proof of this theorem can be found in Supplementary Material 13.
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Figure 4: Comparison in terms of estimated computation, between traditional CJP,
our baseline, and two variants of CJP based on both partial secret keys and shared
randomness secret keys. Details can be found in Section 6.3 and exact plotted values
can be found in Tables 2, 3 and 4.

5.2 Some Higher Level Applications

Through Sections 3.2, 4.2 and 5.1, we detailed the many advantages of using partial
and/or shared randomness secret keys in FHE algorithms. Now we start giving
higher level advantages.

Key Switching Key Compression. When one is deploying an FHE instance, if
they use for all their secret keys the shared randomness property, it is then possible
to reduce the amount of public material for key switching keys. Indeed, they only
need to generate all the shrinking key switching keys (Algorithm 9), from the biggest
key to the smallest. All of these shrinking key switching keys are way smaller than
the sum of all the traditional key switching keys that would be needed. Note that
it is possible to provide more levels in some of the key switching keys, and only use
the one that are needed at a moment for a given noise constraint.

Bootstrapping Key Compression. In the same manner, with shared random-
ness secret keys, it is possible to reduce the amount of public material for boot-
strapping keys. When the polynomial size N is shared, since a bootstrapping key
is a list of GGSW ciphertexts, each one encrypting a secret key coefficient of the

27 L. Bergerat, I. Chillotti, D. Ligier, J.B. Orfila, A. Rouz-Langlois € S. Tap



Faster Secret Keys for (T)FHE

,‘.
16
//;
o
S 141 e
s
= 12 x'/
o e e
5 A
E 10 1 ',"' //4'/'
= P
= &
o . r's 7
§ 81 T e ap
)__,_4"‘// —— All + stair-KS
¢ o S v All + FFT-shrinking-KS
6 1% e *

. v v

: -

1 2 3 4 5 6 7 8 9 10 11

Precision and 2-norm (bit)

Figure 5: Comparison in terms of size of public material, between traditional CJP,
our baseline, and two variants of CJP based on both partial secret keys and shared

randomness secret keys. Details can be found in Section 6.3 and exact plotted values
can be found in Tables 2, 3 and 4.

input LWE secret key, it is possible to only provide all the GGSW ciphertexts for
the longer LWE secret key of the instance. Then, when it is needed to bootstrap
an LWE ciphertext with a smaller dimension, one will only use the first part of the
bootstrapping key. In the same manner, additional levels can be added, and only
used when needed.

Easier Parameter Set Conversion. In [BBB*22], the authors consider use-
cases where there are a couple of parameter sets coexisting, and it is necessary to
move from one parameter set to the other. Using shared (and partial) secret keys will
help converting in a faster manner ciphertexts between the two (or more) parameter
sets and will add less noise during the process. Without the shared randomness
property, this would require lots of key switching keys and some more computation.

Multikey Compatibility. Both the partial and shared randomness properties
are preserved by the MK-FHE approaches (such as [KKLT22, KMS22]) and by
threshold-FHE approaches. Indeed, summing two partial secret keys results in an-
other partial secret key, and summing two pairs of shared randomness secret keys
together results in a new pair of shared randomness secret keys. Those new secret
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keys could improve performance of MK-FHE and threshold-FHE, which are in gen-
eral less efficient that the ones of (single key) FHE, as well as reducing the size of
the public material.

Other FHE Schemes. Partial and shared randomness secret keys could be used
in other FHE schemes such as FHEW [DM15] or NTRU-based schemes (such
as [BIP*22]). This types of keys could also be used in either BFV [Bral2, FV12] or
CKKS [CKKS17] if it is needed to have bigger polynomials while keeping the same
modulo ¢, for instance.

Combined With Fixed-Hamming Weight. Both partial and shared random-
ness secret keys could be instantiated with a fixed Hamming weight if needed.

LWE Encryption Public Key With GLWE Material. If one wants to take
advantage of the FFT to encrypt fresh LWE ciphertexts with a secret key s € Zy,
and/or shrink the size of ciphertexts, with partial GLWE secret key, it is possible to
provide a GLWE encryption public key for a partial GLWE secret key S [p=nl ¢ 9%’;7 N
such that its flatten version is actually s. In this case, one could encrypt with a
GLWE encryption procedure and sample extract right after to obtain the desired
LWE encryption.
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6 Parameters & Benchmarks

In this section, we describe how we generated FHE parameters for all our exper-
iments. We use the procedure introduced in [BBB*22] to compare the different
approaches. To demonstrate the impact of partial and/or shared randomness se-
cret keys, we will use the Atomic Pattern (AP) called CJP in [BBB*22] (the name
coming from the paper [CJP21]).

Below, we explain how we optimized parameters for the different experiments
and we show the different improvement (both in computational time and size of
public material) brought by each of the new procedures introduced in this paper.

In real life applications, there are additions and multiplications by integers (i.e.
a dot product) between two consecutive bootstrappings. Formally, given a list of
ciphertexts {cti},c;; o € (LWEs,)" (with independent noise values) and a list of
integers {w;};cp o) € Z%, we can compute » i, w; - ct;. In that case we have Vi =
S w?. This value v is used to fully describe the noise growth during a dot product
and follows the formalization of [BBB*22|. In this paper, we will set v = 2P with p
the precision of the message.

For every experiments below, we set probability of failure pey < 27139, Note
that with the FHE parameter generation process used in this paper, is is possible
to set it to any other probability.

6.1 Partial GLWE Secret Key

We conducted three experiments with partial GLWE secret keys (Definition 6), and
we plotted the results predicted with an optimizer in Figure 1. On the X axis,
there is precision p and on the Y axis there is the 2-log of the estimated cost by the
optimizer.

Our baseline is CJP, the blue dashed curve with the e symbol.

The first experiment is the CJP atomic pattern where we allow the GLWE secret
key to be partial, i.e. it has a filling amount ¢. On the figure, it is the red solid
curve with the 4+ symbol. During optimization, we set ¢ to the minimum between
k- N and the value npjateas €xplained in limitation 2. As expected, we can see an
improvement mostly with larger precisions, starting at p = 6 where the plateau is
actually reached.

The second experiment is the CJP atomic pattern where the traditional LWE-to-
LWE key switch is replaced with the FFT-base LWE key switch that we introduced
in this paper in Algorithm 1. On the figure, it is the greed dotted curve with the
Vv symbol. During the optimization, we had to introduce new FHE parameters
for this particular key switch: an input GLWE dimension k;,, an output GLWE
dimension ko, and a polynomial size Ngs. We can see a non-negligible improvement
for all precisions when using this key switch, but it is more visible with the smaller
precision, between 1 and 6.

The third and last experiment is the combination of the two first ones: we allow
the GLWE secret key to be partial (when the plateau is reached) and we use the
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FFT-base LWE key switch (Algorithm 1). On the figure, it is the brown dashed
curve with the 40 symbol. As expected the curve is below the two others because it
is indeed exploiting the best of the two improvements. We can see a non-negligible
improvement for all precisions.

Note that there is no way to build an LWE-to-LWE key switch based on the
FFT without partial secret keys, so we cannot compare with this here.
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Figure 6: Comparison in terms of time of computation, between traditional CJP,
our baseline, and two variants of CJP based on both partial secret keys and shared
randomness secret keys. Details can be found in Section 6.3 and exact plotted values
can be found in Tables 2, 3 and 4.

6.2 Shared Randomness Secret Keys

We conducted two experiments with shared randomness secret keys (Definition 9),
and we plotted the results predicted with an optimizer in Figure 3. This figure
follows the same logic as the previous one. Our baseline is still CJP, the blue
dashed curve with the e symbol.

The first experiment is the CJP atomic pattern where we allow the secret keys
to share their randomness, so we can use the shrinking LWE key switch detailed in
Algorithm 9. On the figure, it is the red solid curve with the + symbol. We can see
a non-negligible improvement with smaller precisions, until p = 6.

The second and last experiment is the CJP atomic pattern where we allow the
secret keys to share their randomness, so we can use the 2-step stair LWE key
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switch detailed in Algorithm 2. On the figure, it is the green dotted curve with the
Vv symbol. We can see a non-negligible improvement at all precisions when we use
such a key switch.

Note that if one tries to trivially have a 2-step stair key switch without any
shared randomness, the computational cost is basically the same as in CJP.

6.3 Combining Both
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Figure 7: Comparison in terms of time of computation, between traditional CJP,
our baseline, and two variants of CJP based on both partial secret keys and shared
randomness secret keys. Details can be found in Section 6.3 and exact plotted values
can be found in Tables 2, 3 and 4.

We conducted two experiments with both partial (Definition 6) and shared ran-
domness secret keys (Definition 9). First we plotted the predicted computational
cost in Figure 4 obtained with an optimizer. This figure follows the same logic as
the previous ones. Our baseline is again CJP, the blue dashed curve with the e
symbol.

The first experiment is the CJP atomic pattern where we allow the secret keys
to be partial and share their randomness. We use the 2-step stair LWE key switch
detailed in Algorithm 2 and we allow the GLWE secret key to be partial (when the
plateau is reached). On the figure, it is the red solid curve with the + symbol. We
can see a non-negligible improvement at all precisions with such a strategy.
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The second and last experiment is also the CJP atomic pattern where we allow
the secret keys to be partial and share their randomness. We allow the GLWE
secret key to be partial (when the plateau is reached), we use the FFT-base LWE
key switch (Algorithm 3) since our secret keys also share randomness. On the
figure, it is the green dotted curve with the ¥ symbol. We can see a similar
improvement at all precisions with such a strategy.

For those experiments, we also plotted the size of the public material needed in
Figure 5 to demonstrate their benefit in this matter. The legends corresponding
to the experiments are the same as the ones described above for Figure 4. Both
the stair key switch curve and the FFT shrinking key switch curve are below our
baseline. They actually follow pretty much the curves of the predictions plotted in
Figure 4.

For those experiments, we finally plotted the timings we obtained with our bench-
marks in Figures 6 and 7 to validate our predictions. The legends corresponding to
the experiments are the same as described above for Figure 4, except for the Y axis,
which is not logarithmic anymore, so one can easily read the timings. Both the stair
key switch curve and the FF'T shrinking key switch curve are below our baseline as
predicted, and we even have better results with the FFT shrinking key switch than
expected. Note that at precision p = 3 we have a 2.4 speed-up comparing to the
baseline (Figure 6).

All the experiments have been done on AWS with a m6i.metal instance Intel
Xeon 8375C (Ice Lake) at 3.5 GHz, with 128 vCPUs and 512.0 GiB of memory
using the TFHE-rs library?.

In Supplementary Material D.2, in Tables 2, 3 and 4 we provide all the parameter
sets used to estimate the cost in Figure 4, their benchmarks and their size of public
materials.

Zhttps://github.com/zama-ai/tfhe-rs
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7 Conclusion

To sum up, the traditional way of generating GLWE secret keys leads to unnecessary
computation, larger noise growth and bigger public material. In this paper we
introduced two (as secure) new ways to generate GLWE secret keys: partial and/or
shared randomness. The benefits are indeed non negligible as demonstrated in
practical experiments covering a wide range of message precisions. In this paper, we
also described several applications exploiting such secret keys.

As future work, it will be interesting to investigate how to optimize the (shrink-
ing) stair key switch in terms of number of steps, their size and decomposition
parameters.
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Supplementary Material

A  Proofs

In this section we provide some useful proofs.

Proof 7 (Correctness for Constant Sample Extraction) As in algorithm 6, we
consider a GLWE ciphertext CTi, = (Ao, -+ ,Ak—1,B) € GLWEg (P) C 9{’“}1 where P =
ZNolsz’ € Ryn and for all 0 < i < k —1 we have A; = ZN 01 a; ;X7 and B = ZN_Ol b; X7,
The GLWE secret key is noted Skl — (So, -+ ,Sk—1) € SR ~ and follows Deﬁmtwn 6. By definition
of GLWE ciphertexts, it means that it exrists an error polynomwl E = Ez o e, Xt € Rq,n such
that B— Y"1 A;-S;i= P+ E.

Following Algorithm 6, the constant sample extraction outputs the following LWE ciphertext:
Ctout = (Qout,0," " s out,p—1, bout) € LWE3z (pg) C fo‘*‘l encrypted under the LWE secret key 8 =
(50, ,84-1) € Z? obtained as defined in Definition 7.

First we define two index functions, the first one is ¢ : i — (L%J ,4 mod N) and the second
one is L : 1 — (LﬁJ ,(N — i) mod N). We also need to define a last function v : i — 1 —
((i mod N) ==0)

P—1 ¢—1 EN—1 )
bout — Z Qout,i * 5 =bo — Z Gout,i * S; — Z (71)’Y(Z) N OREN0)
i=0 i=0 i=
null since all s,(;)=0 because it is a partial key)
¢—1 ) kN—1 )
=by — Z (_1)7(1) Cagy - Sy — Z (_1)"1(1) Sy Su(i)
=0 lines 2 and 3 in Algorithm 6 =9 (6)
kN—1 ) k—1N-1
=bo— > (1) s =bo— D D ain—j sy
i=0 i=0 j=0
k—1N-1
=by — i (N—j) mod NX V79 med N, X
i=0 j=0

This quantity is what we have on the constant term of the polynomial resulting from the de-
cryption of CT,:

k—1N-1N-1

B- ZAl Si=B- a;i ;X7 - s X7
=0 j=0 5/=0
k—1N-1 ‘ .
S U 3 S O
i=0 j=0

constant coefficient with the same quantity
1 N-—-1
XU(br—.) 4+ o XN (bl — )

non-constant coefficients

O
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Proof 8 (Correctness for Sample Extraction) We follow the context and in-
puts of Algorithm 7. It is trivial to show that the a-th coefficient of the decryption
of CT, s equal to what is in the constant coefficient of X~ - CT;,.

O

Proof 9 (Theorem 2) The inputs of a GLWE-to-GLWE key switching (Algo-
rithm 4) are:

o The input GLWE ciphertezt: CT,, = (Ain, Bin) € GLWE (A-M) C

In]

ml{;ir}\—;_l’ where Bin = Zflzno_l Ain,i : Sin,i + A-M + E,n, Aln,z = Z;'V:Ol @ - XJ o
U (Ry,n) for all i € [0,k] and By = ij:—ol ej - X9, and e; Noz for all
je[0,N—1[.

o The key switch key: KSK = (KSKy,...,KSKg 1), where KSK; €

GI—EV(Bfo)t (Sin,i) - (GLWE ¢out <BSm z>7 GLWE </>out] <6£ in z)) fO’/’ all
0 < i < kin. We note by KSKi; = (A, Bij) € GLWE g (ﬁS) for
all 0 < i < kin and for all 0 < j < (, where By; = Y Fut A, . Gloend 4

out,T

q o N-1
BIt1 Sin,z’ + Eksk,i,j; and Eksk,i,j - ZT o €ksk,i,j, ° X" and €ksk,i,j,m — Nz .

Tlsk

The output of this algorithm is: CTouw = (Aouts Bout) € GLWE [Gou] 1 (A-M) C
fﬁk"“‘ﬂ. By definition, in the decomposition described in Supplementary Mate-
rial B, we have that Dec®? (Aini) = (Kin’i’O,"' ,A/;n7i7g_1> such that Zin’i =
S0 g Ainigs for all 0 < i < K.
Let define Ain; = Ain; — Aing, |Gir| = lai; — @ir| < qu; Qir € Hﬁjﬁ[{ Jor
all0 < 7 < N. So we hCL’U62 that their expectations and variances are respectively

- - ~ ~ -1
E(a;,) = —3, Var (a;;) = o5 — +, E(a;;) = —3 and Var (a;,) = %
Now, we can decrypt:

Bout = { Aout, S ) = ( (Aout, Bow) , (— Sk, 1 )>

kin—1
< (0, Biy) — Z Dec®9 ( KSKZ,( sLﬁ;‘],1)>

kin—1£4—1

*Bm - Z ZAm 1,7 <KSK’LJ7 ( S([;z?t ’ )>
=0 j=0
kin—1£—1

|n - Z ZA|n1J <ﬁ]+1smz+Eksk1]>

=0 5=0
kin—1 _ kin—1£—1 _

= Bj, — Z Ain i Sini — Z ZAin,z',j - Fsk i j
=0 i=0 j=0

(I) (I1)
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Now let’s focus on the w' coefficient of part (I):

Kin— N-1
|n K § § aln Jyaw—r ° Sinji, T — E Qin,i,N+w—7 " Sin,i,

=0 7=0 T=w+1

Kin—1 w N-1
= bin,w - E ( § (ain,i,wf‘r - ain,i,’LU7T) * Sinyi,r — § (ain,i,Nerf‘r - a/in,i,Nerf‘r) . Sin,i,’r)

=0 7=0 T=w+1
kin—1 w N—-1
= Amw + ew + E § C_lin,i,w—T * Sinyi,r — § ain,i,N+w—T * Sini,T
1=0 7=0 T=w+1

Now let’s focus on the w' coefficient of part (I1):
kin—1£4—1 w N—1
Z Z (Z Qini,j,w—7 * €ksk,i,j,7 — Z ain,i,j,N—&-w—T : eksk,i,jn—)
i=0 5=0 T=w+1

We can now isolate the output error for the w'™ coefficient and remove the message
coefficient. We obtain that the output error is:

kin—1 w N-1
/ — —
€w = Ew + § E Qin,i,w—1 * Sinji,7 — § Qin,i, N+w—7 * Sin,i,T
1=0 7=0

T=w+1

()
Kin

—14-1 w N-1
+ § E aln i, j,w—T ° €ksk,i,j,m E Qin,i,j,N+w— * €Eksk,i,j,7
0

=0 7=0 T=w+1

Observe that in the term (%) there are kinN — ¢in terms of type Gin;. - Sini. that
are equal to 0. So we have:

Var(el,) = Var(ey) + ¢in - Var (Ginyi,. * Sinyi,.) + Kin - €+ N - Var (Gini j, - €ksk,ij-)
=02 + ¢in (Var (@in,;,.) Var (sin,i,.) + Var (a@in,i,.) E? (Sin,i..) + E?(@in,i..)Var (Sinyi))
+ CkinN (Var (@in ;. j,.) Var (exsk,i,j,-) + E* (d@in,i,j,.) Var (exsk,ij.-)
+ Var (a@in,; ;) E? (eksk,inj))

= i + in (‘ﬁ;ﬁ) (Var (si7) + B2 (sl)))

2
(b'"Var (s ] ) + ék,nNB + 20,35k.

O

Proof 10 (Theorem 3) This proof is similar to the proof proposed for the key switch with
partial key (proof 9).
The inputs of secret-product GLWE key switch (Algorithm 5) are:

e The input GLWE ciphertext: CTi, = (Ain, Bin) € GLWESM” (A-M;) C %S'ﬁl, where

B = Y00 Ay S 4 A My + B, Ay = 3070 a0 X7 0 W(Ry ) for alli € [0,k
and Ey, = Z?:& ej - X7, and e; + Noz for all j € [0, N —1].
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e The secret product key switch key : KSK = (KSKp,...,KSKg,), where KSK; €
N in in in
GLEV.(Sﬂ[dbo)ut] (_MQS[¢]> = (GLWESWO,H] (_%S[Cb]) Ty GLWES£¢°M] (_ a2 S[¢ ]>) for

7 :
Le in,z s in,z o B in,z

all 0 < @ < kin ( for this proof, we define Sy, = —1). We note by KSK;; =
(A;j,B; ;) € GLWE g(oou] (— g_f\f[j S-[d)i"]), for all 0 < i < kin and for all 0 < j < £, where

in,g
_ hou—1 [bout] | Mz glén] _ N-1
Bij = 22720 Aijr Souvr T 551 Sini T Bk and Eiskij = Y7o €ksk,ijr - X and
€ksk,i,j,m — N 2.

Oksk

In output we obtain: CTou = (Aout, Bout) € GLWE g(gou) (A- M- M) C ml;?}’\trﬂ-

By definition, for any random polynomial A;, we have A; = Zévz_ol a;j - X7 where a; j ~ U (Zy),(

o —a g

aij € [[ 2 ’2[[)'

By definition, for the decomposition (describe in Annex B), we have Dec#") (4,) =
(Ai’o, e ,/11‘75_1) such that 1211 = Zf;(l) #Ai,j-

Let define A; = |A; — A~1|, a;; = lai; —ai | < ﬁ; a;; € [[ﬁ,;?[[ Finally we obtain:
2 2

- - ~ ~ -1
E(a;) = —3; Var(@;) = 555 — 197 E(ai;) = —5; Var(a;) = gL
As B; is seen as an uniform polynomial, we obtain the same results for the variance and the
expectation for B; (resp. B;) than A; (Resp. A;). In the next calculations, Bi, ; - E; will be write
as —Ain kip.j * B
Now, we can compute the decryption:

Bout — <Aout7 Sgﬁi”t]> = <<Aout7 Bout) ; (_Sc[ﬁmk 1)>
Kin—1

_ B (B Y. _ (B0 (4, ) - KSKy: (8],
<Dec (Bin) - KSKy, + ; Dec @9 (A;n.) - KSK ( S 1)>

kin—1 kin £—1
=M> | Bin;i — Z Aini - Sini | — Ainyij Eij
i=0 ;

kin—1 kin £—1
=M, (AMI + Ein + Bini — Z Aini - Sin,i) - inij - Hij

By following the same idea as the proof for the key switch (proof 9), we can isolate the noise and
compute his variance. We obtain:
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where
Kin—1
Var <E + Bini — Z Ain i - Sin,i)
i=0
=00+ (12(1;25 - 112) + Pin (12‘1;2@ — 112) (Var (Si[fi”]> + E? (Si[fi"]» + %Var (Si[fi"]>

= (T ) (1o (57 + (52) + pr o)

and

£—1

2
- +2
Ain,i,j . Ei,j) = g(k‘in + 1)NUﬁSKﬁT

Var (i

i=0 j=0

]

Proof 11 (Noise Eternal Product in Bootstrapping) The Theorem 2 gave us
the following noise for an external product:

Fin—1 Fin 0—1
Var (M2 (E + Bin,i — Z Ajni - Sin,i) - Zizlin,i,j : Em)
i=0 j

1=

Jj=0

kin—1 in £—1
= ||Mz]|3 - Var (E + Bini— Y Aini - Sin,i) + Var (ZZAin,i,j ' Ei,j)
=0 0

A
12(];2@ - 12) + Oin (12(1;% — 112> (Var (Si[fi”]) + k2 (Si[fin]» + %Var (Si[fan]>

(57
_ Ui2n i <q2 — ﬁ%) (1 Lo (Var (Si[fm}) 4 E2? (Sl[f])» i %Var (S;[fi"]>

B2 42
12

kin £—1
Var ( Ain,i,j . E@j) = f(kin + 1)N0|2n

In TFHE, we use binary key to perform the bootstrap. So we have M € {0,1}
which represent a bit of the binary key. Var(M,) = 1 and E(Ms) = 5. Let focus on
the part with the message:
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1 kin—1 1 kin—1
= ivar <E + Bln v Am % Sln 7 + ZEQ (E + Bm [ Aln 7 Sm 1>
=0 =0
We have
Kin—1 Kin—1 2
E <E+Blnz_ Z A_lnz sz) = E(E)+E(Blnz)_]E<Z Alnz sz))
=0 =0
1 J—

Finally, for each coefficient after one external product in the bootstrapping, we
obtain the following formula for the noise variance:

T () (o () 42 (1)) + v ()

L sE () | 252+2
+ ( L 0B (S107)7) + €lkin + DNoR =

O

Proof 12 (Theorem 8) The proof of this theorem follows the same footprint as the
other key switching proofs presented in this paper (e.g., Theorem 2). We generalize
the proof of this theorem to the GLWE case: the LWE result presented in the theorem
follows by taking kg = ng, k1 =ny; and N = 1.

We consider two shared mndomness GLWE secret keys 8 < 8 with 8© =

(S(SO),... s 1) € Mo, SO = (53” LS 1) R 1< ko < ky and S =
5 for all 0 <i < ky. We take in input:
o A GLWE ciphertext: CTi, = (Ain, Bin) € GLWEgn) (AM) C %151;17 where
B =00 Aini - S+ AM + B, Aing = S0 aiy - X7 W (R ) for all
i € 0,k] and By, = Z;.V:Bl ej- X7, and ej <= Ny2 for all j € [0, N — 1.
o The key switching key: KSK = (KSKo,...,KSKg,—k,—1), where KSK; €
GLEVU) (ShL:) = (GLWEw (480)) -+ GLWEw (%S(1,)) Jor all

44 L. Bergerat, I. Chillotti, D. Ligier, J.B. Orfila, A. Rouz-Langlois € S. Tap



Faster Secret Keys for (T)FHE

0 < i< ki We note by KSKi; = (s, Biy) € GIWEgw) (5S{Lk, ). for all
0<i<ks and for all 0 < 5 < {, where B; j = le():_ol Aijr- S(T )+ WSIE:?H +
Eksk,i,j; and Eksk,i,j = Zivz_ol €ksk,i,j,m X" and €ksk,i,j,r < Noz .

Tlsk
The output of this algorithm is computed as:

kl k() 1
(Ainos - -+ Ain ko1, B Z Dec™ (A ky4i) - KSK; € GLWEgw) (AM) € REoF!

By definition, in the decomposition described in Supplementary Material B, we have
that Dec®?) (Aini) = (A;n,i’o, e ,A;n,i’g,l) such that Ain,; = Z?;é BjﬂlAiM,j, for all
ko <1< ky.

Let deﬁne Aini = Ainz’ - Aini; |dz‘r’ = |ai‘r - a@‘r‘ ﬁ; aiT € H%:ﬁﬂ fOT
all 0 < 71 < N. So we hcwe2 that their e:cpectatwns and variances are respectively
E(a;,) = —3, Var (a;,) = o5 — +, E(a;,) = —3 and Var (q;,) = 51;1.

Now, we can decrypt:

k1—ko—1
<(A;n,o, s Ain kg -1, Bin) = Z Dec ™) (Aip 5,+1) - KSK;, (—5, 1)>
ko—1 ki— ko 1¢-1
- Bin - Z Alnz Z ZAIH ko+1i,5 ° <KSKi,j7 (_S(O)7l>>
=0 =0 j=0
ko—1 ) k1—ko—1¢—-1 q (
_ (0 1)
- Bin - Z Aln K S Z ZAIH ko+i,7 <Bj+1 Sko-i-l + Eksk,i,j)
=0 =0 j=0
ko—1 k1—ko—1 k1—ko—1¢-—1
0 1) T
= B, — Z Aini ( ) Z A o ° S,EOH — Z ZAin,ko+i,j  Esk,i
=0 =0 j5=0
ko—1 k1—ko—1 ki1—ko—1¢—-1
0 n 1
= Bin - Z Ain,i : Sz( ) - Z (Ain,k0+i - Ain,k‘g—‘rl S/(Go)-H Z Z Aln Jko+i,5 ° Eksk 1,7
1=0 1=0 1=0 7=0

Since S\ = Si(l) for all 0 < i < kg, the equation becomes:

ko—1 ki—ko—1 ki—ko—10—1
E : (1) } : i } : } :
= Bin - Aimi . SZ - (Ain,k0+i - Ain,lcg+z . k0+2 - Am Jko+i,5 " Eksk ,4,J
i=0 i=0 i=0 =0
k1—ko—1 k1—ko—1£—1
=AM + Ein + E Ain,k0+z ' kOJﬂ E E Aln Jko+1i,5 ° Eksk KN
=0 1=0 7=0

(I) (I1)
The w' coefficient of part (I) is equal to:

ki1—1 w N-1
Z (Za,mw T 5(1) Z din,i,N—i—w—T'Sz("lq?)

1=ko \7=0 T=w—+1
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The w coefficient of part (I1) is equal to:

k1—ko—1¢—1 w N-1
§ § § aln Jko+i,5,w—T * €ksk,i,j, T E Qin,ko+i,j,N+w—7 * €ksk,i,j,7

i=0 7=0 T=w+1

We can now isolate the output error for the w'* coefficient and remove the message
coefficient. We obtain that the output error is:

k1—1 w
—emw+z <Za|nzw T 3 Z Gin,i,N+w—T 353)

i=ko \7=0 T=w+1
k}l k?g 14-—1 w N-1
§ § § aln Jko+i,5,w—1 * €ksk,i, i, § Qin ko+14,5,N+w—1 * Cksk,i,j,7
=0  j=0 T=w+1

So the variance 1s:

Var(el,) = Var(ein ) + (k1 — ko) NVar (a/mz st ) (k1 — ko)ENVar (Gin,i,j,. - €xsk,i,j,-)

=+ = k) (L2 ) (var (807) + 8 (5))

k1 — ko) N B2 +2
+ %Var (S<1>) + (k1 — kO)ENTa,%SK.

O

Proof 13 (Theorem 11) Lets consider two shared and partial secret keys such
that SLQZ‘;“ < Sd)'" . We have S([f,"t“t] = (Sout,0, " » Sout kowe—1)s Where Sout koe—1 =
)i Sout,kout—liXi we call Sout kow—1 © S-

We have Si[fin] = (Sin0s s Singi—1) such that for all j € [0, kour — 1], Sour; =
Sinj and Singon—1 =S + S where S = Z] —dout—(kou—1)N Sin Fowe 1 X7

The inputs of a GLWE key switching with partial € shared randomness keys
(Algorithm 11) are:

o The input GLWE ciphertezt: CT,, = (Ain, Bin) € GLWE ) (A-M) C
Rentt, where By = 300 Aini + S + A M + B, Ain = zj Sai, - X9
WU (Ry,n) for all i € [0,k] and By, = Z;Lé ej - X7, and e; < .Noin for all

je[0,N—1].
o The key switch key: KSK = (KSKy,,._,, KSKg,.. - -+ s KSK, 1), where KSK; €
GLEVUL), (Sind) = (GLWEggu ($5ns) .+ GLWE gt (45 )

fO’I" all kout S ( < kin; and KSKkout_l S GLEV(Sﬁ[fot] (S)

(GLWE g (45) -+ GLWE g (£5))

out out

We note by KSK;; = (As;, Bi;) € GLWE g (ﬂ%5> for all kow < i <
kin for all0 < j < {, where B; ; = Zk“‘ LA, ijr Sout,r T Bf%sin,i + Fyekij, and
Eksk,i,j = ZN 01 €ksk,i,j,m - X7 and Cksk,i,j,m No2 .

Oksk

46 L. Bergerat, I. Chillotti, D. Ligier, J.B. Orfila, A. Rouz-Langlois € S. Tap



Faster Secret Keys for (T)FHE

We note KSKyp 15 = (Ag- s Brou-1) € GLWE oo (ﬁs) for all 0 <
J < {, where By,,—1; = Zl:c:o_l Akgu—1,j,7 * Sout,r + #5’ + Eksk ko —1,j5 and
Eek kowi—1.j = Z]TV;OI Ekskokour—1,j,m * X AN sk figu—1,5,m = No2 -
The output of this algorithm is: CTow = (Aout, Bout) € GLWESC[;;:?M] (A-M) C
R
By definition, for any polynomial A, ;, we have the decomposition (described in
Supplementary Material B), Dec?Y (Ains) = (/Lnﬂ-’l, e ,fl;n,i,g> such that fl;n’i =

Z?;é %flinm. Now, we can decrypt:
Bout - <Aout7 S[o?ﬁm}> = <(A0Uta Bout) ) (_S([)ﬁ?t]v ]-)>

= <(Ain,0a o Ainkgw—1,0-+-,0, Bi) — Dec!?? (Ain koyi—1) KSKgg -1

Kin—1
— > Dec® (4in) KSK;, (—S‘[jﬁ‘;“‘], 1)>

i=kout
Koou—1 -1
= Bi, — Z Ain,iSout,i — ZAin,kout—l,j <K5Kkout—l,ja (*Sﬁi“], 1>>
i=0 =0
kin—1 £—1
- Z ZAin,i,j <KSKi,ja (*Sgﬁm]a 1)>
i=koyr J=0
Koout—2 -1 ¢
= Bj, — Z Ain i Sin;i — Ain kg —15 — ZAin,k,out—l,j <5j+15 + Eksk,kout—l,j>
i=0 =0
Kin—1 0—1 ¢
- Z ZAin,i,j (mﬂsin,i + Eksk,i,j)
i=kour J=0
foow—1 -1
= Bj, — Z Ain i Sin;i — Ain kow—18 —Ain kg —15 — ZAin,kom—Lj Bk kg —1.7
=0 =0
(I) (I1)
kin—1 kin—1 0—1
- ZAszm1 Z ZA|n1] Ekskz]
i=Kout i=kou J=0
(IT7)

After decrypting, we can split the previous result in three distinct part and analyze
the noise provide by each of them. The first part of the result (term (I)) is only
composed of the noise present in the Bi,.

The second part of the result (term (1I)) can be seen as a key switching with partial
key (Algorithm 4) from S to Sew. The proof of noise add by this part follows the
proof of Theorem 2.

As for the second part of the result, the third part of the result (term (III)) can be
seen as a key switching with partial key (Algorithm 4) from (Sin ke 5 Singin—1) 10
Sout- The proof of noise add by this part follows as well the proof of Theorem 2.
By adding this different noises, we will obtain Var(eouw) = Var(I)+Var(II)+Var(II1])
where :
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Var(I) = o,
Var(IT) = (Nkout — Pout) (%) (Var (si[fi"]) +E? (s{fi“]))
+ va (si[;f""}) + fNafsk%
Var(111) = (60— Nhou) (Lo ) (var (8107) + 7 (8137

5 B2+2

¢in - Nkout
Zin_ ~T Touty, £ re
+ ar ksk 9

4 (Si[r?in]> + £(kin — kour — 1)No,

To conclude we have :

Var(€ou) = 0ip + ($in — Pout) (q2 —/ %) (Var (Sl!) +E2 (s}

12/32¢
2
in — %ou ; 2
—+ —¢ 4¢ tVar (Sl[fm]) + g(kin - kout)NO-Eskﬁ 1;_

B Algorithms From Literature

In this section we recall a few useful algorithms from the literature such as the
GLWE-to-GLWE key switch with and without a secret product, and the decompo-
sition algorithm.

Decomposition Algorithms. Let f € N* be a decomposition base and ¢ € N*
be a decomposition level. The decomposition algorithm with respect to § and ¢ is
noted Dec®?: it takes as input an integer x € Z, and outputs a decomposition
vector of integers (1, -+ ,2y) € Zf; such that:

<Dec(5’€)(x), (% e %)> = {az : %é—‘ : % € Z,.

Usually, the decomposition is done starting from the most significant bits. When
applying the decomposition on a vector of integers, the result is a vector of decom-
position vectors of integers.

Note that it is possible to decompose an integer polynomials X € 2, with this

algorithm i.e.,
¢
(5 3)) | ] o

After applying this kind of decomposition on a vector of polynomials, the output
is a vector of vector of polynomials.
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Algorithm 4: CT,,; < GlweKeySwitch(CT;,, KSK)
(kin - 1)N < ¢in < kinN and (kout - 1)N < ¢out S koutN

Sl[f "l ¢ %SN : the input partial secret key (Definition 6)
Si[f'"] = (Sin,05 » Sinkin—1)

Gltoul < 9%’;:’;{, : the output partial secret key (Definition 6)

out

Context:

¢ € N: the number of levels in the decomposition

B € N: the base in the decomposition
CTin = (Ao, -+, Ag,—1, B) € GLWE g,y (P) C RII, with P € Ry
Input: { KSK = {KSK; = {KSK; Yosji—1 }ocscr, 1+ With
KSK; ; € GLWE gisoe (% : Sin’i) for 0<i<hkp—1land0<j<(—1

Output: CT,, € GLWESL‘ff”‘] (P)

/* Keep the B part */
1 Set CToy :=(0,--+,0,B) € Rhewt!
2 for i € [0; kin — 1] do

/* Decompose the mask */

s | Update CTou = CTou — <K,»,Dec(W) (Ai)>

a4 return CT,;

Algorithm 5: CT,,; + SecretProductGlweKeySwitch(CT;,, KSK)
Sl[f "l e %SN : the input partial secret key (Definition 6)
Si[fi"] = (Sin,05 » Sinkin—1)
SL?,‘;“‘] € 9‘1’;"3\‘, : the output partial secret key (Definition 6)
(kin - ]-)N < ¢in S kinN and (kout - ]-)N < d)out S koutN
C Qe i)%q’N
ontext: CTin = (Ao, , Ay, _1,B) € ml;]#
CTij € GLWEgison (- Q- Sini) s for 0<i < hip—land 0<j < (1
CTh,5 € GLWE gioqu (Bi : Q) for0<j<f—1

¢ € N: the number of levels in the decomposition

B € N: the base in the decomposition

CTin € GLWE _1s,,) (P), with P € Rq,N
Input: Sin

KSK = {Kz = (CTi,O; B ’CTiﬁf_l)}OSiﬁkin
Output: CTour € GLWE o0 (Q - P)

/* Decompose the B part */
1 Set CTow = <K;€m, Decomp(#?) (B)>
for i € [0;k — 1] do
/* Decompose the mask */
Update CTout = CTour — <Ki, Decomp(ﬁ’z) (Al)>

N

w

a4 return CTyy
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C Algorithms in Details

In this section we give details about some algorithms introduced in this paper, such
as the different sample extraction algorithms (and its inverse) when dealing with
partial GLWE secret keys, the enlarging/shrinking key switch when dealing with
shared randomness secret keys, and the GLWE-to-GLWE key switch when dealing

with both partial and shared randomness secret keys.

Algorithm 6: ct,,; + ConstantSampleExtract(CT;,)

sl e 9‘{’;’]\, : a partial secret key (Definition 6)
(k—1)N +1< ¢ < kN :filling amount of the partial secret key
Context: 5 € 7% : the flattened version of S!¢! (Definition 7)
P=YN "X e Ry N
CTi = (T a0a X, 2N @i X 0 0iX°) € EH
Input: CTj, € GLWEg, (P) : a GLWE encryption of the plaintext P
Output: ctoyr € LWEs (po) : an LWE encryption of the plaintext pg
1 for i € [0;¢ — 1] do
2 set a:=|+%], B:= (N —14) mod N and y:=1— (8 ==0)

3 set aout,i = (—1)" - Gap

o 1
4 return ctoyt := (Gout,0," " » Gout,p—1, Do) € ZZ’"‘

Algorithm 7: cty, < SampleExtract (CT;,, @)

5 ¢ DQZ’N : a partial secret key (Definition 6)
(k—1)N +1< ¢ < kN :filling amount of the partial secret key
5 € Z% : the flattened version of S (Definition 7)
P =Y piX € Ry n
Input: {CT;n € GLWEgy (P) : a GLWE encryption of the plaintext P
0 < a < N —1:the coefficient to extract

Context:

Output: ctoyr € LWE; (po) : an LWE encryption of the plaintext p,
/* Rotation of the GLWE ciphertext

1 set CT .= X~ «.CT;,
/* Call to Algorithm 6

2 return ct,, := ConstantSampleExtract (CT)

*/

*/
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Algorithm 8: ct,,; < EnlargingKeySwitch(ct;,)

Sin € Zg™ : the input secret key
Sout € Zg> : the output secret key

Context: Sin < Sout : shared randomness secret keys (Definition 9)
P € Zq
cti, = (a07 cr sy Qpyy—1, b) S qun_‘—l

Input: ctj, € LWEg, (p)
Output: cto € LWE,,, (p)

/* Pad with zeros between the mask and the b part */
1 Set ctoyr := (ag, -+ ,an-1,0,---,0,b) € ZZW‘H
2 return cty;
Algorithm 9: ct,,; < ShrinkingKeySwitch(ct;,, KSK)
Sin = (805" » Sny—1) € Zgy~ : the input secret key
Sout € Zg> : the output secret key
Tout < Min
Sout < Sin : shared randomness secret keys (Definition 9)
Context: {p € Zq
cti, = (CLQ, crt s, Ay —1, b) S ng—‘rl
Ctivj € LWESout (ﬁ% : Sl) ’ for Nout < 1 < Nin — 1and 0 S] < /—1
¢ € N: the number of levels in the decomposition
B € N: the base in the decomposition
ctin € LWE;,
Input: " sn (7)
KSK = {kl = (Ctiy(), e ’Ctil*l)}noutgign;nfl
Output: cto € LWE,_, (p)
/* Keep the beginning of the mask and the B part */
1 Set ctoyt = (CL()7 oty Onge—1, b) € Zg°“t+l
2 for i € [noy; nin — 1] do
/* Decompose the rest of the mask */

w

Update ctous = Ctour — <k;,;, Dec!?? (a,;)>

return cty,;
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Algorithm 10: CT,, + ConstantSampleExtract ™' (ct;,, k, N)

8 € Zy : the input LWE secret key
sl ¢ RE \ :a partial secret key (Definition 6)
such that its flattened version is s (Definition 7)

Context: Ne1 . )
R:=3%".""ri- X" € Ry N, where r; are uniformly random
cti, = (CL()7 cr,Gp—1, b) S ZZ+1
D E Ly

ctin € LWE; (p) : an LWE encryption of the plaintext p
Input: < k€ N: the output GLWE dimension
N € N : the output polynomial size

Output: CTou € GLWEg (po + R) : a GLWE encryption

/* put the b part in a polynomial x/
1 set B :=be Ry n
/* put the rest in polynomials */

2 for i € [0;k- NJ do
3 set a:= |4, B:= (N —1i) mod N and y:=1— (8 ==0)
4 if i < ¢ —1 then

5 | setal, 5= (-1)"-q

6 else

7 L set a;, 5 :=0

s return CToy = (Ag = N X, e A =N g X B') € R
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Algorithm 11: CT,,; < GlweKeySwitch’(CT;,, KSK)
Sl[f nl e %Si}v : the input partial secret key (Definition 6)
S = (Sinor+++  Sna—1)
Sgﬁ‘t’“‘] € 9%];"]{, : the output partial secret key (Definition 6)
S = (Sout0:7++ » Sout kou—1)
(kin - 1)N < ¢in < kinN and (kout - 1)N < ¢out < koueN
S([;ﬁ‘;”t] =< Sl[f " . shared randomness secret keys (Definition 9)
Sigel 2 Sl and Kou < ki
Context: k € {kout — 1, kout} SuCh that VO S Z < k, Sin’i = Sout,i
P e iﬁq,N
kin

CTin = (Ao, -+, A1, B) € RIS
CT,; € GLVVES[%M] (B% . Sin,i) yfor kot <i<kpband 0<j</-1
ifk = kout —1:

CTy,; € GLWES([&M] (5% “ (Sink — Sout,k)) yfor0<j<0-1

¢ € N : the number of levels in the decomposition

B € N: the base in the decomposition

CTin c GLWES[¢in] (P)
Input: in
KSK={K,; = (CT;p, - ’CTil*l)}kSKkin
Output: CTour € GLWE G001 (P)
/* Keep the B part and the first part of the mask */
1 Set CTou 1= (Ao, -+, Apy—1, B) € Ryt
/* Different public material for this potential partial-shared secret key

polynomial */
2 if k = kou — 1 then

t Update CToue = CTout — <Kk,, Dec(?0) (Ak)>

w

/* Same process as in Algorithm 4 */
4 for i € [kou; kin — 1] do
/* Decompose the mask */

Update CToue = CTout — <K Dec(#) (Ai)>

w

6 return CTg,;

D Parameter Sets

In this section we provide the formulae to compute the size of the key switching
keys and bootstrapping keys, and we also give the most important parameter sets
we used for our experiments. They are displayed in Tables 2, 3 and 4. To compute
the filling amount of the FFT-KS ¢;, of the FFT-based shrinking key switch, one

needs to compute ¢pgs — n.
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D.1 Size of Public Material
The size (in MB) of the traditional LWE-to-LWE key switching key Size (KSK) is

computed with the following formula:

Size (KSK) := (n+1) - bxs - k- N - 2717

The size (in MB) of the traditional bootstrapping key Size (BSK) is computed
with the following formula:

Size (BSK) := n - lpps - (k+ 1)>- N - 2717

The size (in MB) of the FFT-Shrinking keyswitching key Size (FFT-KS) is com-
puted with the following formula:

Size (FFT-KS) := (kout + 1) - lks - kin - N - 2717

The size (in MB) of the Stair keyswitching key Size (Stair-KS) with 2 steps is
computed with the following formula:

Size (Stair-KS) = ((nKS + 1) . €K51 . (gb — TLKs) + (7’L + 1) : £K52 : (TLKS — TL)) : 2_17

For the shrinking key switch, it is enough to use one of the formulae above
and changing some parameters. For instance, for an LWE-to-LWE shrinking (Algo-
rithm 9) key switch one uses Size (KSK) with n = nj, — nout-

D.2 Parameter Sets

The following parameter sets are for a failure probability of peiy < 27139,
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Partial

LWE-KS

LWE-KS GLWE Parameters PBS Parameters Metrics
D Shared Algorithm Parameters
Keys g Parameter | Value Parameter | Value Parameter | Value Name | Value
n 588 ;
. time 6.6480
adition: logy (on) | —12.66 || logs (Bpes) 15 logs (Bks) 3 m
1 X traditional T 5
LWE-to-LWE logy (N) 8 tops 1 ks 3 size 58.6
logs (0. N) —31.07
n 532 nKs 782
logs (o) “117 || g (Bess) 15 logs (onKS) —17.82 time | 4.9808
L y 2 steps k 5 logs (ﬂKsl) 9
(Alg. 2) logs (N) 8 Crgs 1 Iksy 1
é 1280 logs (BKSg) 2 size 44.45
logy (0¢) —31.07 £Ksy 4
n 534
logs (01) —11.22 Kin 3 time 3.8792
y FFT-based 3 5 log2 (#pes) 15 ) k(";'\} ) 3
1 p 0ga (Nks 8
(Alg- 3) loga (N) y LpBs 1 logs (Bks) 1 ; 37.76
) 1280 ? 9 size 37.76
logs (o) —31.07 KS
n 668 .
t 10.185
s logy (o) —14.79 loga (Bpes) 18 logy (Bks) 4 e
9 X traditional T 5
LWE-to-LWE logs (N) 8 pgs 1 s 3 size 87.45
logs (0. N) —37.88
n 576 TKS 896
_ _ ; 5
logs (o) 12.34 log, (Bpas) 18 logg (U"KS 20.85 time 7.7625
9 v 2 steps k 6 logg (BKSI 10
P
(Alg. 2) logs (N) 8 tpas 1 LKsy 1
& 1536 logy (ﬁng) 2 size 66.55
logs (04) —37.88 ks, 5
n 590
logs (o) —12.71 Kin 1 time 5.9151
FFT-based % & logs (Bpes) 18 Kout 1
2 v (Alg. 3) logs (N) 8 logs (Nks) 10
g 2 LpBs 1 logs (Bks) 1 :
® 1536 2, 1 size 56.64
logy (04) —37.88 KS
n 720 ;
. time 14.704
itione logy (on) | —16.17 || log (Bpes) | 21 logs (Bks) 4
3 X traditional T T
LWE-to-LWE logs (N) 9 pps 1 ks 3 size 104.1
logs (0. N) —51.49
n 648 ToKS 944
logs (o) “1425 | oe (Bpss) 18 logs (anKS) —22.13 time | 8.4892
3 v 2 steps k 3 logo (ﬁKSl 7
(Alg. 2) logs (N) 9 tpps 1 Iksy 2
é 1536 logs (ﬁKS2) 2 size 57.83
logy (0¢) —37.88 £Ksy 6
n 686
logs (1) —15.27 Kin 1 time 6.0204
FFT-based & 3 logy (Bpes) 18 Kout 1
3 v (Alg. 3) logy (N) 9 logz (Nks) 10
® 1536 ‘pes 1 1°g2£<5'<5) 113 size 43.08
log, (o) —37.88 KS
n 788 -
t 16.265
i logy (0n) | —17.98 || logy (Bees) | 23 logs (Bks) 4 e °
4 X traditional s 5
LWE-to-LWE logs (N) 10 tpgs 1 s 3 size 92.39
logs (0. N) —51.49
n 664 kS 1126
logy (o) ~1468 || 1o (Boas) 9 log, (anKs) —26.97 time | 12.658
4 v 2 steps k 2 logg (ﬂKSl) 13
P
(Alg. 2) logs (N) 10 tpas 1 LKsy 1
® 2048 logy (5K52) 2 size 68.68
logo (a¢) —51.49 LKsy 6
n 682
B Kin 3 )
FFT-based long(an) 13.16 logs (Bpas) 23 . 3 time 8.7397
4 v s logs (I, 9
(Alg. 3) logy (N) 10 , L pea (ks i
) 2048 PBS 21 Ks 11 size 48.61
logy (04) —51.49 KS

Table 2: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys.
Note that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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Partial

LWE-KS

LWE-KS GLWE Parameters PBS Parameters Metrics
D Shared Algorithm Parameters
Keys g Parameter | Value Parameter | Value Parameter | Value Name | Value
n 840 .
. . time | 24.964
adition: logy (on) | —19.36 || logs (Bpes) | 23 logs (Bks) 3 m
5 X traditional T T
LWE-to-LWE logsy (N) 11 pps 1 ks 6 size 131.3
logs (0. N) —51.49
n 732 nks 1171
logs (o) ~1699 || 1o (Bpgs) 93 logs (onKS) —28.17 time | 18.638
5 v 2 steps k 1 logo (ﬂKSl) 9
(Alg. 2) logs (N) 11 Crgs 1 Iksy 2
é 2048 logs (BKSg) 2 size 78.62
logy (0¢) —51.49 £Ksy 7
n 766
logs (o) —17.39 Kin 3 time 13.089
FFT-based T T logy (Bpes) 23 kout 3
5 v (Alg. 3) logy (N) 11 logz (Nks) 9
' 2 LpBs 1 logy (Bks) 1 ;
) 2048 ? 15 size 48.58
logs (o) —51.49 KS
n 840 .
t 67.688
. logs (o) —19.36 || logs (Bpgs) 14 logs (Bks) 3 me
6 X traditional T T
LWE-to-LWE logs (N) 12 pgs 2 s 5 size 341.4
logs (0. N) —62.00
n 748 TKS 1313
logs (o) —16.91 log, (Bpas) 14 logg (U"KS —31.94 time 53.320
6 v 2 steps k 1 logg (BKSI 16
P
(Alg. 2) logs (N) 12 tpas 2 LKsy 1
& 2443 logy (ﬁng) 2 size 224.2
logs (04) —62.00 [N 8
n 774
logs (01) —17.61 Kin 1 time 45.647
, FFT-based % T loga (fpes) | 14 k("“t ) !
6 logs (Nks 11
(Alg. 3) logz (N) 12 LpBs 2 logs (Bks) 1 :
® 2443 2, 15 size 194.0
logy (04) —62.00 KS
n 896 -
. time 147.05
traditional logy (on) | —20.85 || logy (Bees) | 15 logs (Bks) 3
7 X LWE-to-LWE k !
-ho- logy (N) 13 lpgs 2 ks 6 size 784.4
logs (0. N) —62.00
n 776 ToKS 1332
logs (on) —17.66 logs (Bpas) 15 logo (UnKS) —32.45 time 111.14
7 v 2 steps k 1 logo (ﬁKSl 10
(Alg. 2) logs (N) 13 tpps 2 Iksy 2
é 2443 logs (ﬁKS2) 1 size 463.3
logy (0¢) —62.00 £Ksy 16
n 818
logs (1) —18.78 Kin 1 time 98.870
FFT-based T T logy (Bpes) 14 kout 1
7 v (Alg. 3) logy (N) 13 logz (Nks) 1
o 2 - £pBs 2 logs (Bks) 1 .
2} 2443 ? 16 size 409.5
log, (o) —62.00 KS
n 968 -
t 467.25
i logy (0n) | —22.77 || logs (Bees) | 11 log (Bks) 3 e °
8 X traditional s T
LWE-to-LWE logs (N) 14 tpgs 3 s 6 size 2179
logs (0. N) —62.00
n 816 kS 1359
logy (o) 1872 || loa (Boss) 0 log, (anKs) _33.17 time | 351.64
3 v 2 steps k 1 loga (5K51) 9
P
(Alg. 2) logs (N) 14 tpas 3 LKs, 2
® 2443 logy (5K52) 1 size 1304
logs (o) —62.00 ks, 17
n 854
logs (o) —19.73 Kin 1 time 326.44
, FFT-based 2 1 logz (Fpes) 1 Fout !
8 s logs (I, 11
(Alg. 3) logy (N) 14 , 5 pea (ks |
) 2443 PBS 21 Ks 18 size 1282
logy (04) —62.00 KS

Table 3: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys.
Note that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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Partial

LWE-KS

LWE-KS GLWE Parameters PBS Parameters Metrics
p Shared Al ithm Parameters
Keys gorl Parameter | Value Parameter | Value Parameter | Value Name [ Value
n 1024
time 1383.8
aditi logs (9n) —24.26 logs (Bpes) 9 logy (Bks) 3
9 X traditional T T
LWE-to-LWE logy (V) 15 pgs 4 ks 7 size 5890
logs (0. N) —62.00
n 860 RS 1388
logs (on) —19.89 logs (Bpas) ] logg (g"KS) —33.94 time 1148.1
9 v 2 steps k 1 logy ([iKSl) 10
(Alg. 2) logy (N) 15 ops N Lksy 2
® 2443 logs (5K52) 1 size 3525
logs (04) —62.00 [ 18
n 902 . 1
1 4 —21.01 n ti 1058.1
‘ 082 (o) logz (Bees) | 8 Fout 1 ime
FFT-based k 1
K / Alg. 3 1 N 15 logy (Nks) 11
(Alg. 3) ogy (N) ¢ 4 logs (Bks) 1
& 2443 PBS Zz Ks 18 size 3609
logy (04) —62.00 KS
n 1096 .
t 4794 .4
s logs (on) —26.17 loga (Bras) 6 logy (Bks) 2 e
10 X traditional T T
LWE-to-LWE logs (N) 16 pps 6 ks 12 size 19730
logs (0. N) —62.00
n 904 nks 1417
logs (on) —21.06 || 100 (Bpss) 6 logo (U”KS —34.71 time | 3721.0
10 v 2 steps k 1 logo (BKSl 11
(Alg. 2) logy (N) 16 oas 6 £Ks, 2
® 2443 logs (5K52) 1 size 10940
logo (o'(p) —62.00 ZKSQ 19
n 938 i 3
— in . 2p
EFT-based logzk(o'n) 21.97 log (Bras) 6 Kot 3 time 3628.1
10 v -bas logs (Nks) 9
(Alg. 38) logy (N) 16 y 6 logs (Bks) 1
) 2443 PBS 2@ ks 50 size 11260
logy (o) —62.00 KS
n 1132 .
time 37795
i logs (9n) —27.13 logs (Bpes) 2 logy (Bks) 2
11 X traditional % T
LWE-to-LWE logs (N) 17 lpgs 20 ks 13 size 105300
logs (0. N) —62.00
n 984 RS 1471
e . - . P
logs (o) 2819 || 100 (5pps) 3 logs (a‘nKs) 36.15 time 18237
11 v 2 steps k 1 logy (BKSI 11
(Alg. 2) logy (N) 17 s 1 s, 2
® 2443 logs, (ﬁng) 1 size 47330
logy (o) —62.00 Ksy 21
n 1018 ke 3
3 . —24.10 . n . ti 19224
, logz (on) logs (Bpes) 3 Kout 3 me
FFT-based k 1
11 v : logs (Nks) 9
(Alg. 3) logs (N) 17 P 13 logs (Bre) 1
2443 “PBS 2 oS 29 size 52940
logy (04) —62.00 KS

Table 4: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys.
Note that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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