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Abstract. Personal data disclosure is crucially important to modern business, and specifically – to 
online stores. It is largely predicted by the willingness to disclose personal data that significantly varies 
among emerging economies due to impacts of numerous factors. One of the important factors that im-
pacts willingness to disclose personal data in online shopping is trust in an online store. However, the 
importance of trust in a store partly occurs because it mediates effects of other antecedents. This study 
conceptualizes three groups of important antecedents: personal, infrastructural and store-related fac-
tors. The study tests indirect effects of the most typical factors from each group: general trust (personal 
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factor), legal regulations (infrastructural factor) and presence of an off-line selling channel in addition 
to the online channel offered by a store (e-store factor) on willingness to disclose personal data online. 
The findings show that all these factors, mediated by store trust, have significant positive effects on 
willingness to disclose personal data. The findings contribute to the knowledge of the groups of factors 
that impact willingness to disclose personal data online and help to set directions for future research.
Keywords: willingness to disclose personal data, store trust, perceived regulatory effectiveness, selling 
channels

Introduction

Trust and privacy concerns are two important factors that largely predetermine willing-
ness to disclose personal data in online shopping (Swani et al., 2021; Chen, 2022). The 
levels of these factors and their interactions are different among countries due to their 
technological, cultural and economic characteristics (Markos et al., 2017; Robinson, 
2017; Tikhomirova et al., 2021). 

Willingness of online buyers to disclose personal data is an important topic on the 
agenda of numerous researchers (Gupta et al., 2010; Pizzi & Scarpi, 2020; Urbonav-
icius et al., 2021). The issue is often linked with privacy paradox and addressed from 
numerous theoretical perspectives (Gerber et al., 2018; Kehr et al., 2015). Numerous 
studies ground the research on the privacy calculus (Wang et al., 2016; Kim et al., 2019; 
Fernandes & Pereira, 2021). However, social exchange theory is also increasingly ap-
plied for studies on this issue (Urbonavicius et al., 2021; Zimaitis et al., 2022). The 
use of social exchange theory (SET) as a grounding theory has opened several new 
research avenues in addition to the ones researched on other theoretical bases. Since so-
cial exchange theory considers two types of social exchange (reciprocal and negotiated; 
Molm, 2003), this allows us to simultaneously consider various types of online activi-
ties. Particularly, it helps to link the disclosure behaviours in social networking (which 
represents a case of reciprocal exchange) and e-shopping, which is a case of negotiated 
exchange (Urbonavicius et al., 2021). Additionally, the way how social exchange theory 
considers benefits of social exchanges helps to extend analysis about the importance of 
perception of benefits of data disclosure (Cao et al., 2022). 

One of the key observations of these studies includes rather firm evidence about 
the importance of trust factor that often takes a more concrete form such as trust in a 
store (here and further specifically meaning the case of an online store), a platform or 
internet site (Wang & Emurian, 2005; Godoy et al., 2015; Bansal et al., 2016). Differing 
from a dispositional factor of propensity to trust (also named general trust, trustful-
ness), trust in a store is a typical situational factor that prevails in situations of personal 
data disclosure (Delgado-Márquez et al., 2012; Masur, 2019; Kim & Kim, 2021). Al-
though the strong positive impact of trust in a store on willingness to disclose personal 
data has been extensively analysed, the sources of this trust remain presenting a notice-
able research gap. This aspect is important for data disclosure studies, since the anteced-
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ents of store trust have an indirect (mediated by store trust) impact on willingness to 
disclose personal data, which remains largely underexplored.

In order to address this research gap, the three sources of the trust in a store are con-
sidered in the study; they include personal factors, infrastructural factors and factors 
that are linked with a store itself. The personal aspect refers to the intrinsic character-
istics of a person that have direct impact on their trust in various processes, individu-
als and objects, including stores. This group mainly includes variables of dispositional 
nature, such as personality traits and psychographic characteristics (Bansal et al., 2016; 
Robinson, 2017). Among them, dispositional propensity to trust is the one that is ex-
ceptionally important, having positive impact on trust in a store (Moody et al., 2014; 
Degutis et al., 2021). Infrastructural factors refer to the context, characteristics of an en-
vironment in which both a potential buyer and a store interact (Masur, 2019). Among 
them, legal regulations, procedures and institutions that assure safety of data use are 
among the most important factors (Pal et al., 2020; Mutimukwe et al., 2020). Finally, 
trust in a store comes from the characteristics of the store itself. Though the number 
and variety of these characteristics may be very large, one aspect is rather universal: 
an e-store may operate only online or may have physical outlets that make its physical 
presence in a market more tangible (Wang et al., 2021). This is important for buyers 
to involve themselves in a cross-channelling behaviours, and contribute to the overall 
sense of tangibility of a store. Since tangible elements are important sources of trust in 
services (including ones of retailing) (Lian, 2021; Toufaily et al., 2013), the presence 
of a physical outlet may substantially contribute to the trust in a store. However, this 
aspect remains heavily under-researched, and presents a second research gap addressed 
by the current study.

The study addresses the above-mentioned research gaps by modelling the impact of 
store trust on willingness to disclose personal data together with the three antecedents 
of store trust: propensity to trust, perceived regulatory effectiveness and presence of an 
off-line channel used by a store. The aim is to find indirect impacts of the three anteced-
ents of the store trust on willingness to disclose personal data in online shopping and 
contribute to the knowledge of the importance of the personal, infrastructural and store 
factors in this regard.

1. Literature Review

1.1 Theoretical Grounding of Willingness to Disclose Personal Data

The willingness to disclose personal data is a variable that is typically understood as 
the main predictor of the subsequent disclosure of personal data. Even considering the 
known privacy paradox (Barth & de Jong, 2017; Gerber et al., 2018), this makes will-
ingness to disclose personal data a very important factor in studies that are not assessing 
the factual disclosure of personal information (Parker & Flowerday, 2021). 
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There are numerous very strong arguments why willingness to disclose personal 
data is a situational factor (Masur, 2019). This is mainly grounded with the arguments 
that willingness to disclose personal data represents a reaction of buyers to a number of 
circumstances that are present at the moment of data disclosure, and therefore is driven 
by a specific situation (Anic et al., 2018). In this sense, willingness to disclose personal 
data often becomes very similar to intention to disclose personal data, since the latter is 
even more tied to a particular situation (Wang et al., 2016). Despite this, we believe that 
willingness to disclose personal data has more characteristics of an attitudinal variable 
than intention (Robinson, 2018), as the willingness to disclose personal information 
occurs not only in very precisely defined situations, but also in more general instanc-
es, when the circumstances of data disclosure are not very clear (Urbonavicius, 2020; 
Aboulnasr et al., 2022). Additionally, the variable of willingness to disclose personal 
data itself includes several aspects that might be assessed and analysed separately, which 
justifies the specificity of this factor (Degutis et al., 2020).

Analysis of the willingness to disclose personal data roots from a broader field of 
privacy research and is assessed on the basis of several theoretical grounds (Li, 2012). 
There were attempts to use theories ranging from Theory of Planned Behaviour (Keith 
et al., 2015), Regulatory Focus Theory (Wirtz & Lwin, 2009) or Equity Theory (Barto 
& Guzman, 2018) to privacy-specific approaches such as Privacy Calculus (Kehr et 
al., 2015; Wang et al., 2016; Parker & Flowerday, 2021). All of them contributed to 
the broadening knowledge on the issue, however, all of them also included limitations 
that are linked with the specifics of the theories themselves. For instance, the widely 
employed approach of Privacy Calculus was often criticized for the over-estimation of 
rationality of buyers (Kehr et al., 2015). Recently, privacy issue started to be more fre-
quently analysed on the basis of social exchange theory (King, 2018; Urbonavicius et 
al., 2021; Zimaitis et al., 2022). Among other aspects of privacy, studies that use this 
background strongly consider relationship between factors of trust and willingness to 
disclose data, since trust is a key factor employed by social exchange theory (Bernerth 
& Walker, 2009).

Analysis of willingness to disclose personal data includes assessment of its anteced-
ents and the mechanism how they interact (Robinson, 2018; Skare et al., 2020; Ur-
bonavicius et al., 2021). Typically, an important role among them belongs to the trust-
linked factors that reflect propensity to trust (general trust, trustfulness) (Moody et 
al., 2014; Zimaitis et al., 2020; Jadil et al., 2022) or more situational types of the trust, 
such as trust in a store, a platform, or a website (Cho, 2006; Delgado-Márquez et al., 
2012; Castaldo et al., 2016). Trust-related factors become even more important when 
a study is based on social exchange theory, since this theory largely concentrates on the 
development of trust on the basis of interactions among exchange partners (Molm et 
al., 2000).
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1.2 Trust in a Store as a Factor of Data Disclosure

The factor of trust in a store stems from the general institutional trust that is found to im-
pact intention to disclose personal data both directly and indirectly (Kehr et al., 2015). 
The trust may be specified as being linked not only with a store (e-store), but also to an 
internet platform or a site ( Jarvenpaa et al., 2000; Wang & Emurian, 2005; Li, 2014). 
Trust or distrust in a store reflects the relationship of a person with a store and is based 
on accumulation experience of interactions (Murphy, 2003). This is matched with the 
concept of reciprocal exchanges, as suggested by social exchange theory (Molm et al., 
2000). These reciprocal relationships reach an equilibrium in terms of interactions 
(Lwin et al., 2007), and the level of the developed trust is partially expressed in a level 
of willingness to disclose personal data to the store (Cho, 2006). 

In online commerce, a store is an essential exchange partner of a buyer for a trans-
action to occur (Urbonavicius, 2023), therefore the importance of this type of trust is 
very high. Trust in a store is seen as an important variable in analysis of various types 
of commerce and is often considered as an important mediator (Guenzi et al., 2009; 
Asma & Afreen, 2022; Chaudhuri & Ligas, 2016). Some evidence on store trust in so-
cial shopping shows its importance on shopping intentions (Yasa & Cop, 2022; Wu et 
al., 2023), but the empirical evidence of its direct impact on willingness to disclose per-
sonal data in online shopping remains rather scarce and limited (Degutis et al., 2021). 
This requires to develop and test the hypothesis that store trust has positive impact on 
willingness to disclose personal data in online shopping:

H1: Store trust positively impacts willingness to disclose personal data to an online store.

1.3 Personal Sources of Store Trust: The Role of Propensity to Trust

It is well agreed that personal characteristics of consumers impact their data disclosure 
to internet stores (Kolotylo-Kulkarni et al., 2021). The group of personal characteristics 
is wide and typically includes personality traits that generally impact consumers inter-
actions as well as engagement with brands and institutions (Hollebeek et al., 2022). It is 
empirically confirmed that personality traits of extroversion, agreeableness, emotional 
instability, conscientiousness and intellect influence ability to trust a store (Bansal et al., 
2016). Additionally, the group of personal characteristics includes experience (positive 
and negative), online competency, innovativeness, and more (Kolotylo-Kulkarni et al., 
2021; Kim & Kim, 2018). 

When social exchange theory is employed, the propensity to trust is considered 
among the most important predictors of other types of trust that are included into an 
analysis (Kim & Kim, 2021). According to this theory, trust towards a store develops 
gradually on the basis of reciprocal interactions between a buyer and a store (Delga-
do-Márquez et al., 2012). The interaction between the two parties of the exchange is 
comparable to the reciprocal social exchange between people: the initial trigger is made 
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by the propensity to trust, and then the trust in a partner develops based on the success 
of the interactions (Bernerth & Walker, 2009).

The outcome of the interactions with a store is not just the increase of trust in it; the 
store trust itself further impacts various outcomes, ranging from the increase of willing-
ness to disclose personal data to the store to developments of loyalty to it (Swoboda & 
Winters, 2021; Zimaitis et al., 2022). This way propensity to trust impacts other forms 
of trust, and these mediate its effects towards the willingness to disclose personal data 
(Heirman et al., 2013). There is empirical evidence on how propensity to trust impacts 
store trust (Yasa & Cop, 2022), but the knowledge about its impact on willingness to 
disclose personal data with mediations of store trust is scarce. Therefore, we propose 
that propensity to trust exerts positive indirect (mediated by store trust) impact on will-
ingness to disclose personal data in e-shopping:

H2: Propensity to trust has a positive indirect (mediated by store trust) effect on willingness to 
disclose personal data to an online store.

1.4 Infrastructural Sources of Store Trust: Importance of Legal Aspect

We define infrastructural sources of trust as the contextual factors that impact both 
participants of the online data exchange. In the case of analysis of personal data dis-
closure, the most important factors include various forms of legal regulations, policies 
and institutions that implement them together with consumer perceptions about their 
effectiveness. The concept of this group of variables roots from “external” institutional 
trust (Kehr et al., 2015). These regulations typically take the form of legal acts, and 
the most typical examples of such acts would be General Data Protection Regulation 
(EU) or Data Protection Act (USA) (Goddard, 2017). The presence of strict regulato-
ry environments develops additional trust in institutions that work under these regu-
lations (Zhang et al., 2020). This way legal regulations work as a supporting factor for 
the assurance of individual institutions, including stores (Xu et al., 2011). Institutions 
that work under these legal regulations develop their own policies and procedures that 
match the requirements (Weydert et al., 2019). All these privacy regulation-linked 
measures result in consumer’s perceptions about the effectiveness of privacy regulation 
(Mutimukwe et al., 2020). These perceptions impact store trust, and consequently – 
the willingness to disclose personal data to a store. Based on this, we propose:

H3: Perceived regulatory effectiveness has a positive indirect (mediated by store trust) effect on 
willingness to disclose personal data to an online store.

1.5 Store Characteristics and Store Trust: The Presence of an Alternative Channel

Trust in service providers (including online stores) is developed not only on the ba-
sis of the personal characteristics of buyers, infrastructural factors, but also based on 
the characteristics of the stores themselves. The characteristics of online stores range 
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from minor specificities of their web-pages and procedures to numerous more specific 
tangible and intangible attributes (Castaldo et al., 2016; Yasa & Cop, 2022). Among 
them probably the most noticeable tangible attribute is the presence (or absence) 
of a traditional selling channel offered by an e-store in addition to its online channel 
(Verhagen et al., 2019). The presence of another channel may be very practical from 
a buyer perspective: for example, it helps to consider a ‘buy online/pickup in‐store’ 
option (Song et al., 2020). Additionally, this allows buyers to use the most suitable 
purchasing channel, which is heavily different in various countries and across various 
products (Rossolov et al., 2021). From a store perspective, the online channel may in-
teract with the off-line channel in many ways; however, its presence may increase not 
just total, but also online sales (Wang & Goldfarb, 2017; Grosso et al., 2020). Partly, 
this happens because consumer trust towards stores is different when so called ‘pure 
click’ and ‘click-and-brick’ retailers are considered (Toufaily et al., 2013). The presence 
of the two channels not only generates different levels of trust to themselves, but also 
has trust transfers occurring between the channels and increases total trust in a store 
that employs two channels (Xiao et al., 2019). This results in differences of willingness 
to disclose their personal data to retailers that have one versus two sales channels, since 
the latter case includes an important characteristic of a store tangibility (Pallant et al., 
2022). Therefore, the hypothesis is:

H4: The number of selling channels used by a store has a positive indirect (mediated by store trust) 
effect on willingness to disclose personal data to an online store.

2. Method

2.1 Research Model and Measures

The research model is aimed to test direct effect of store trust on willingness to disclose 
personal data online and three indirect effects mediated by store trust. In order to test 
them, the first hypothesis tests the direct impact of store trust on the willingness to 
disclose personal data (Figure 1).

Following this, the model tests indirect effects of three groups of antecedents; each 
of them is represented by one important variable of that group. As it is suggested by 
social exchange theory, trust is among the most important personal characteristics, 
therefore the most general form of it (propensity to trust) represents that group. Since 
it is very important how privacy and data disclosure are legally regulated, infrastructural 
characteristics are represented by perception about legal regulation and its implementa-
tion effectiveness. Store characteristics are represented by a tangible and easily noticea-
ble attribute of an online store: the presence (or absence) of the second (offline) selling 
channel that a store offers to its buyers.

In order to measure the variables included in the model, the study employed known 
scales that have been successfully used to measure them in the past. Propensity to trust 
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was assessed with the four-item scale (Frazier et al., 2013). The effects of legal regula-
tions generate certain perceptions of buyers about their effectiveness (Mutimukwe et 
al., 2020); therefore, the scale of perceived regulatory effectiveness that includes three-
items was employed. The scale was proposed by Lwin et al. (2007) and later used in 
many other studies. Trust in a store was assessed with a scale suggested and success-
fully used by King (2018). Willingness to disclose personal data was measured with 
the scale suggested by Gupta et al. (2010) and Heirman et al. (2013), later used with 
modifications by Robinson (2017), Urbonavicius et al. (2021) and other researchers. 
All modifications typically differed just in the number of the types of personal data 
included. This study included six items that referred to the most frequently required 
types of personal data: first name, last name, age, home address, mobile phone number 
and e-mail address. All items of all above mentioned scales were assessed with a 7-point 
Likert scale (see Appendix). 

The measure of the number of channels was obtained indirectly. Half of the sample re-
ceived a scenario that suggested that they have a possibility to purchase durable products 
in an online store that operates only online. Another half of the sample received the same 
scenario except that they were informed that the online store also has a physical store that 
is located in a destination that is convenient to the respondent. The two situations were 
coded, thus resulting in a binary variable, where 1 means presence of just online selling 
channel, and 2 – presence of the online and off-line channels for selling goods.

2.2 Data

Data was collected using a representative survey in Lithuania. The initial sample includ-
ed 1000 respondents, but after elimination of 36 unengaged respondents, the analysis 

Figure 1 
Research Model
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was performed on the basis of data from 964 questionnaires. In this sample, 41.1% were 
males, and 59.9% females. They were aged from 18 to 65; 30.0% of respondents be-
longed to the group aged 18–34; 31.8% represented the age group 35–49, and 38.2% 
were between 50 and 65 years of age. 50.5% of the respondents answered the survey 
being informed that a store uses only online channel, while 49.5% – that a store uses 
both online and offline channels.

3. Analysis

3.1 Reliability and Validity

Since the study used known and well tested scales, exploratory factor analysis was not 
needed, and scale parameters were assessed on the basis of confirmatory factor analysis. 
The variable that measured the number of channels used by a store was assessed with 
one item, therefore was not included in this analysis.

The measurement model had satisfactory parameters of fit: CMIN/DF=4.168; 
TLI=0.960; CFI=0.968; RMSEA =0.057; PCLOSE=0.026 (Bagozzi & Yi, 2012). All 
factors showed good convergent validity (loadings averaged at above 0.7); covariances 
between them below 0.8 showed good discriminant validity (the highest covariance 
was 0.55). Additional tests of validity and reliability were also satisfactory. Composite 
reliability was higher than 0.70, which was appropriate (Bagozzi & Yi, 2012). The av-
erage variance extracted (AVE) exceeded 0.50, satisfying the criterion of Fornell and 
Larcker (1981); squared AVE for each factor was higher than the correlation values of 
that factor (Table 1).

Table 1
Validity and Reliability of Factors

Factors CR AVE ST PRE PT WTD
Store trust (ST) 0.882 0.789 0.888
Perceived Regulatory Effective-

ness (PRE) 0.887 0.724 0.518 0.851

Propensity to trust (PT) 0.890 0.670 0.280 0.249 0.818
Willingness to disclose personal 

data (WTD) 0.889 0.573 0.550 0.352 0.177 0.757

Note. CR = composite reliability; AVE = average variance extracted; ST = store trust; PRE = perceived 
regulatory effectiveness; PT = propensity to trust; WTD = willingness to disclose personal data.

Common latent factor test came back positive; therefore, the common latent factor 
was considered for further modelling. The model with consideration of a common la-
tent factor had a good fit (CMIN/DF=2.603; TLI=0.980; CFI=0.987; RMSEA=0.041; 
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PCLOSE=0.980). Based on that, factors for further analysis were imputed including 
the common latent factor.

3.2 Tests of Hypotheses

The fit of the structural model was satisfactory: CMIN/DF=4.370; TLI=0.961; 
CFI=0.988; RMSEA =0.059; PCLOSE=0.271 (Bagozzi & Yi, 2012). All direct rela-
tionships between factors in the model were significant at level p≤0.001, the impact of 
channels on the store trust – at level p≤0.01. Therefore, all relationships of the structur-
al model (Figure 2) were used for the tests of hypotheses.

Figure 2
Structural Model

Tests of hypotheses were performed on the basis of the standardised regression 
weights. 

H1 predicted that the store trust positively impacts willingness to disclose personal 
data; this was aimed to re-assess the relationship that was observed in some former 
studies. The hypothesis was confirmed (β=0.584; p≤0.001), which provided basis for 
further tests of indirect effects, mediated by store trust.

Three other hypotheses tested indirect impacts of propensity to trust, perceived 
regulatory effectiveness and the number channels, used by a store on willingness to 
disclose personal data. The results of the tests are summarised in Table 2.

Table 2 
Standardised Indirect Effects 

Indirect effects β
Propensity to trust → Store trust → Willingness to disclose personal data 0.096***
Perceived Regulatory Effectiveness → Store trust → Willingness to disclose per-

sonal data
0.300***

Channels → Store trust → Willingness to disclose personal data 0.029*

Note. ***significant at p≤0.001; *significant at p≤0.01
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Hypothesis H2 predicted that propensity to trust has a positive indirect effect on 
willingness to disclose personal data. This indirect effect included the impact of pro-
pensity to trust on store trust (β=0.164; p≤0.001) and the impact of store trust on will-
ingness to disclose personal data (β=0.584; p≤0.001). Total indirect effect (β=0.096; 
p≤0.001) was significant and positive, as predicted, therefore, H2 was confirmed.

Hypothesis H3 formulated the presence of positive indirect relationship between 
perceived regulatory effectiveness and willingness to disclose personal data in e-shop-
ping. The effect included the impact of perceived regulatory effectiveness on store trust 
(β=0.514; p≤0.001) and the impact of store trust on willingness to disclose personal 
data (β=0.584; p≤0.001). Total indirect effect (β=0.300; p≤0.001) was significant and 
positive, and H3 was confirmed.

Hypothesis H4 predicted the positive indirect effect of the number of channels used 
by a store on willingness to disclose personal data. This indirect effect included the im-
pact of channels on store trust (β=0.049; p=0.061) and the impact of store trust on 
willingness to disclose personal data (β=0.584; p≤0.001). The p-value of the relation-
ship between channels and store trust is understandable because of the bivariate nature 
of the predictor and does not hinder assessing the indirect effect of channels on WTD. 
This indirect effect (β=0.029; p≤0.01) was significant and positive, as predicted, there-
fore H4 is confirmed.

4. Discussion and Conclusions

The current study was built on the findings of the earlier studies and aimed to analyse 
sources of trust in a store and their contribution to willingness to disclose personal data 
that is mediated by store trust. There are several valuable elements in the findings. 

First, the study confirmed the importance of the store trust on willingness to dis-
close personal data in an online store. The relationship was positive and strong, which 
is in line with earlier findings of Degutis et al. (2021). This shows the robustness of this 
finding and leads to a conclusion that store trust is an important antecedent of willing-
ness to disclose personal data in online buying, which is important both theoretically 
and as a managerial implication.

Next, the conceptualization of the three groups of factors that impact store trust 
(personal, infrastructural and store-related) appeared to be relevant, since the factors 
of each group had significant direct influence on store trust. The general importance of 
a personal factor ‘propensity to trust’ in trust-linked and disclosure-linked studies was 
rather well justified (Murphy, 2003; Bernerth & Walker, 2009; Delgado-Márquez et al., 
2012; Urbonavicius et al., 2021), but the current study extended the knowledge spe-
cifically regarding its impact on the store trust, which expands previous rather limited 
observations (Yasa & Cop, 2022). The knowledge about the impact of infrastructural 
factors (specifically – perceptions of effectiveness of regulations) on willingness to dis-
close personal data was even more fragmented and rarely specifically linked with the 
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trust in a store. Therefore, this study extended the previous base of the knowledge in 
this regard. This has an important managerial implication that buyers pay attention to 
the strictness of legal regulations and the compliance of the used data collection proce-
dures with them.

The impact of the presence of one channel versus two channels on willingness to 
disclose personal data was just briefly included in the earlier studies (Toufaily et al., 
2013), and the knowledge about the importance of this aspect on trust in a store was 
very limited. The current study contributed towards filling this knowledge gap and ex-
tended the knowledge about other benefits of channel integration (Wang & Goldfarb, 
2017; Verhagen et al., 2019; Rossolov et al., 2021) that could serve as a managerial 
implication.

However, the main aim of the current study was to assess indirect effects of the per-
sonal, infrastructural and store-linked factors on willingness to disclose personal data, 
considering the mediation of store trust. The findings confirmed the assumption about 
importance of these factor groups on willingness to disclose personal data. This suggests 
that all three above mentioned groups of variables are important indirect predictors of 
willingness to disclose personal data; their effects are mediated by store trust. This is 
the main input of the current study regarding understanding the roots of willingness to 
disclose personal data to online stores.

5. Limitations and Further Research

The current study has several limitations that could be considered in future studies. 
First, this study has its value because of formulating the concept of the three groups 
of antecedents and testing the impacts of one factor per group on store trust, which 
is a strong exploratory start for the direction of further studies. However, the concep-
tualization of the three types of factors is rather preliminary, and their importance for 
developing store trust can be more elaborated both theoretically and empirically. 

Second, the study has measured the presence of one versus two selling channels 
offered by a store indirectly, using the scenario and two groups of the respondents. This 
was converted into a binary variable that might have lower predicting value than oth-
er latent variables, measured with well-tested scales, ranging from 1 to 7. Thus, future 
studies may aim to find other ways of how the presence of tangible characteristics of 
stores could be assessed.

Finally, the perceptions regarding the disclosure of personal data are changing rather 
rapidly and have various dynamics across countries. The differences occur both among 
highly developed countries and among countries that are less developed economically. 
These differences are subjected to variations in the developments of infrastructures that 
predetermine levels of the development online technologies, legal regulations, cultural 
changes and more. This offers a research avenue that would consider comparison between 
markets and groups of respondents that are differently involved in online activities.
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Appendix 
Scales and their Sources

Variable and scale items Source
Propensity to trust scale: Frazier et al. (2013)

I usually trust people until they give me a reason not to trust them.
Trusting another person is not difficult for me.
My typical approach is to trust new acquaintances until they prove I 
should not trust them.
My tendency to trust others is high.

Willingness to disclose personal data:
Gupta et al. (2010) 
and Heirman et al. 

(2013)
While purchasing goods or services online, you are often asked to 
provide to them your personal data. Please, specify, how much you 
are willing to provide personal data of each type:
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First name
Last name
Age
Home address
Mobile phone number
E-mail address

Perceived regulatory effectiveness: Lwin et al. (2007)
The existing laws in my country and internationally (such as General 
Data Protection Regulation, GDPR)* are sufficient to protect con-
sumers’ online privacy.
There are stringent international laws to protect personal information 
of individuals on the Internet.
The government is doing enough to ensure that consumers are pro-
tected against online privacy violations.

Trust in a store: King (2018)
Based on what I have read, I find the  ..............................................  
store to be trustworthy.
Based on the information given in the scenario above, I trust the 
........................................ store with my data.

Note. * Modifications of the original statements
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