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ABSTRACT

Patrick Nnaji, The Cyber Security Evaluation of Wireless and Wired Smart Electric Meter.

Master of Science in Engineering (MSE). August, 2021, 118 pp., 11 table, 82 figures, 55
references.

In this thesis, Experimental cyber security evaluation of Wireless Smart Electric Meter
has been performed under cyber security attacks. The security integrity of data collection from
EPM 6100 Power Quality Wireless Smart Electric Meter under a wireless cyber-attack was
evaluated. After which the security integrity of data collection from the same Wireless Smart
Electric Meter was evaluated under a different configuration. In this thesis we tested three
different smart meters for their connectivity under different cybersecurity attacks. We compared
the security integrity of the three different smart meters to measure their response under different

cybersecurity attacks.
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CHAPTER |

INTRODUCTION

The dangers posed to life and properties whenever cyber-attacks are perpetrated provide a
highly compelling explanation on why it is necessary to understand and know how to respond to
cyber threats. A predominant cyber-attack is one which is targeted towards the Advanced
Metering Infrastructure (AMI) which is intended to upset some of a nation’s critical
infrastructure. This makes it an attractive target to hackers regardless of their skill level.
Meanwhile, it is important to know that another thing that makes AMI a potential target is that
hacked smart grids can be used as a host for other attacks due to the number of devices involved
and the fact that these devices can be used to carry out attacks and hide malicious data using

multiple nodal points [1].

In research by Ponemon [2], it was revealed that the organizations which were responsible
for the United States’ critical and infrastructure facilities are ill-prepared in the event of a cyber-
attack and this is not even exclusive to the U.S. alone as many more countries are just as
vulnerable. This makes Smart meters primed for attacks by hackers [3]. These AMI network
attacks usually come in form of Denial of Service (Overloading the system for it to shut down)
or theft of power and these can be detected when there are unapproved web pages posted on
data-collecting web servers, outbound data transmissions using obscure ports and protocols,

heavily compressed files transmitted over AMI networks and anomalous data load between data



collectors and smart meters. In a survey carried out by McAfee in 2014 [4], it was reported that
80% of electric utilities have all, on a wide scale, faced a Denial of Service (DoS) attack on their
communication networks and unauthorized network penetrations. This report further showed that
if the rate stayed the same, at the end of the year, one in four people would have been victims of
a cyber-attack or a cyber-threat. Also, approximately two-third of the respondents to this survey

had found malware in their systems at one point or the other.

The mode and impact of a DoS attack and how data traffic can be disrupted on an AMI
network are explained in I, A cyber-attack on smart meters, one that allows hackers to
compromise data obtained from meter measurement is discussed in [6] and in [7], there is a
simulation of a hypothetical scenario where a hacker hacks an AMI communication network and

performs a DoS.

According to the Institute for Electric Efficiency smart meter deployment projection, figures
showed that an estimate of 65 million smart meters would have been deployed in the U.S. by
2015 [ It should be noted that the cost of AMI is huge and any regular replacement with safer
units is cost prohibitive. The value of this research is that the understanding gotten from it would

aid utilities become more informed regarding AMI and its security issues.

1.1 Smart Grid

Smart grids are a network of transmission lines, substations, transformers, and power
generators which allow a two-way flow of electricity from electric power plants to residential
houses or industrial buildings. The Smart grid is a highly intricate cyber-physical system (CPS)
which incorporates and harnesses several distributed systems like actuators, controllers, and

sensors and is expected to grow more and more on a global scale as time progresses. “Smart” in



this context refers to digitalization of this system which allows it to self-detect, react and be

proactive to any sudden or unexpected changes in the system.

Smart grids benefit both customers and utilities in a lot of ways and the biggest selling
point of this technology is the fact that it offers internet-based communication. It is easier to
know the amount of energy wasted when one knows the amount of energy which has been
consumed and this in turn helps to guard against further wastages in energy. Smart grids help to
transmit electricity more efficiently, restore electricity faster when there is power interruption,
and reduce operation cost for utility companies which in turn reduce cost on the part of
consumers. It also helps to reduce peak demand in order to drop down electricity rates and

integrate customer-owner power generation systems which is better for security purposes [},

Smart grid technology modernizes the old method of manually reading electrical systems.
It comes with an option of remotely handling and monitoring usage predictions for both the
customers and the utility companies. With smart grids, the performance of electric networks is

more dependable, easier to be regulated and definitely more cost effective.

1.2 Advanced Metering Infrastructure

To develop a smart grid, the Advanced Metering Infrastructure (AMI) is a critical feature
that cannot be overlooked. AMI is an integrated system of smart meters, communications
networks and data management systems that allow a two-way communication between utilities
and consumers. It is primarily used by meter manufacturers and utility companies. Additionally,
AMI is also a system that allows for communication between a client and a service supplier, and
a collection of data management systems that provide information to the entity providing the

service. AMI was introduced to replace the Automatic Meter Reading which was basically used



to read data from the meter. However, the main distinction between an AMI and AMR is in the

fact that AMI has two-way communication.

Customer Data Collection ; i .
Utilizing Smart Meter bata C,f,’ ":‘r,:;'u',l'ca"o" Usage Data Reception
etwor and Managment
[N
<

Figure 1.1: Advanced Metering Infrastructure.

The increased use of AMI is aided by the fact that it allows consumers remotely to read their
meters and remotely control operations on their meters. AMI is the foundation for the
digitalization of electric power grids, and it provides the architecture of two-way communication

between smart meters and utility companies.

As is seen in the diagram above, the infrastructure of the AMI includes customer locations,
access points, data communication networks (wireless or wired) between customers and utility
companies and a data management system for the gathering, processing, analysis, and
management of data. At intervals, smart meters send the information they have gathered to utility
companies for the purpose of billing and monitoring of loads. An extra benefit of smart meters is
that their readings allow the control center to come up with a Demand/Response mechanism.
Therefore, customers can decide how much power they want to use, particularly managing their

peak load. Generally, the AMI network includes thousands of smart meters, routers using



Ethernet cables or optical cables (in the case of wired systems), power line communications and
wireless communications using WI-FI, Wireless Local Area Networks (WLANS), Radio

Frequency (RF), which are all created to route data traffic from the customer to the utility ['1 .

Two classes of AMIs are currently in use in modern technology — Wireless based AMIs and
Wire line based AMIs. The kind of environment where the AMI is to be used determines the
class of AMI which would be used. Because interference increases in densely populated areas,
wireless AMIs are not very suitable in these kinds of environments which makes wire line based
AMIs (using Ethernet cables) the go-to infrastructure. Ethernet based AMIs use switches and
routers for data communication from smart meters at the consumer location to utility companies
for billing and control. The AMI majorly incorporates the communication network, smart meters,

and meter data management systems (MDMS).

The communication network consists of three key components which include Home Area
Network (HAN), Wide Area Network (WAN) and the utility system. Smart meters are majorly
on the part of the customer as they are installed in their locations. Then, they send the customers’
electricity consumption information to the utility company which then uses this received
information to determine how much the customer has to pay in electricity bills, enable demand

response, predict user electricity consumption patterns and update pricing in real time.

1.3 Smart Electric Meter

This is an important component of smart grid technology, and its use has seen a meteoric
rise in the last few years to the point that more than 50% of the U.S. population are now using it
[11], This is a milestone that would not have been met until 2019 based on pre-ARRA plans and

proposals [,



As are AMIs, smart electric meters can also be connected over wire lines or wirelessly.
This helps the service providers remotely monitor the customer’s power consumption. The smart
meters installed at the customer’s location can be used to remotely control smart appliances like
smart lights, smart speakers, smart cameras, smart smoke detectors etc. This is done by
interfacing those smart appliances to the smart meters. This system uses a technology called
Internet of Things (I0T) for automatic meter reading and for remotely gathering data. This is
essentially a modernization of the old data reading system which was done manually and that is

how it got the name “Automatic metering infrastructure”.

Critically, smart meters are essential to the electric power network which is being used
significantly both for residential and industrial purposes. Smart meters when connected to an 10T
network provide access to elaborate, real-time data which helps utilities provide better services
while dropping down costs to consequently increase profit. With the use of smart meters, it is
also more convenient to manage electric loads and reduce the occurrence of power outages
although the downside to all this is that they are vulnerable to cyber-attacks which affect the

reliability of all the data gathered about power usage.

1.4 Smart Meter Communication Technologies

Over the years, smart metering has attracted much attention because of its flexibility. Utility
companies are shifting from mechanical meters to smart ones. With this shift comes the choice of
communication technology. The communication technology adopted by a company mostly
depends on the infrastructure already in place before a transition to smart metering. The choice

of communication technology is carefully considered because it plays a role in the speed and



reliability of information relayed to the utility. In this section, we will briefly discuss some of the

communication technologies used in smart meters.
141 WIFI

Wi-Fi communication is a family of wireless network protocols, based on the IEEE
802.11 family of standards, which are commonly used for local area networking of devices
Internet access, enabling nearby digital devices to exchange data by radio waves. WIFI is a
major part of the most widely used computer networks in the world, used globally in homes and
small office networks to link desktop and laptop computers, tablets, computers, smartphones
and smart speakers together and to a wireless router to connect them to the Internet, and
in wireless access points in public places like coffee shops, hotels, libraries and airports to
provide the public Internet access for mobile devices [*. Wi-Fi uses multiple parts of the IEEE
802 protocol family and is designed to interwork seamlessly with its wired sibling Ethernet.
Compatible devices can network through wireless access points to each other as well as to wired
devices and the Internet. The different versions of Wi-Fi are specified by various IEEE 802.11
protocol standards, with the different radio technologies determining radio bands, and the
maximum ranges, and speeds that may be achieved. Wi-Fi most commonly uses the 2.4
gigahertz (120 mm) UHF and 5 gigahertz (60 mm) SHF radio bands; these bands are subdivided
into multiple channels. Channels can be shared between networks but only one transmitter can
locally transmit on a channel at any moment in time [*2, WIFI is used in smart meter applications
today because of its numerous advantages. The advantages of WIFI communication includes
convenience, mobility, productivity, ease of deployment, cost, and expandability. Its

disadvantages include limited security, low coverage range, low reliability, and low speed 131,
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1.4.2 ETHERNET

Ethernet is a family of wired communication technologies commonly used in local area
networks (LAN), metropolitan area networks (MAN) and wide area networks (WAN). This
method of communication has since been refined to support a greater number of nodes, higher
bit rates and longer link distances, but retains much backward compatibility. Over time, It
completely  replaced  competing  wired LAN  technologies  such  as Token
Ring, FDDI and ARCNET. The original 10BASE5 Ethernet uses coaxial cable as a shared
medium, while the newer Ethernet variants use twisted pair and fiber optic links in conjunction
with switches. Over the course of its history, Ethernet data transfer rates have been increased
from the original 2.94 megabits per second (Mbit/s) to the latest 400 gigabits per second (Gbit/s).
The Ethernet standards comprise several wiring and signaling variants of the OSI physical
layer in use with Ethernet. Systems communicating over Ethernet divide a stream of data into
shorter pieces called frames. Each frame contains source and destination addresses, and error-
checking data so that damaged frames can be detected and discarded; most often, higher-layer
protocols trigger retransmission of lost frames. Per the OSI model, Ethernet provides services up
to and including the data link layer. The 48-bit MAC address was adopted by other IEEE
802 networking standards, including IEEE 802.11 (Wi-Fi), as well as by FDDI. Ether
Type values are also used in Subnetwork Access Protocol (SNAP) headers [31, Ethernet
communication is utilized in so many smart meter applications. The pros of Ethernet
communication in smart meters include high speed, security, reliability, and efficiency. Its cons
include lack of mobility, not easily expandable, high installation overhead and untidy

connections 141,
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1.43 BLUETOOTH

Bluetooth is a short-range wireless technology standard used for exchanging data between
fixed and mobile devices over short distances using ultra high frequency in the Industrial
Scientific Medical band ranging from 2.402 GHz to 2.480 GHz, it is also used in implementing
personal Area Networks (PANSs). It was originally conceived as a wireless alternative to
Recommended standard 232 data cables. It serves as a standard wire-replacement
communications protocol primarily designed for low power consumption on low-cost transceiver
microchips in each device. Because it uses a radio communications system, they do not have to
be in visual line of sight of each other. However, a wireless path must be viable. A master
Bluetooth device can communicate with a maximum of seven devices in a piconet, though not all
devices reach this maximum. The devices can switch roles, by agreement, and the slave can
become the master [161. The Bluetooth Core Specification provides for the connection of two or
more piconets to form a scatternet, in which certain devices simultaneously play the master role
in one piconet and the slave role in another. At any given time, data can be transferred between
the master and one other device. The master chooses which slave device to address, it then
switches rapidly from one device to another in a round robin fashion. Since it is the master that
chooses which slave to address, whereas a slave is (in theory) supposed to listen in each receive
slot, being a master is a lighter burden than being a slave. Being a master of seven slaves is
possible; being a slave of more than one master is possible. The pros of Bluetooth
communication include low power consumption, lower setup time, less RF interference, and
unlimited node star network topology [6l. Its cons include low coverage area, very low

bandwidth and interference from Home RF technologies operating on the same frequency



1.4.4 1IrDA

The Infrared Data Association (IrDA) is an industry-driven interest group that was founded in
1993 by around 50 companies. IrDA provides specifications for a complete set of protocols for
wireless infrared communications, and the name "IrDA" also refers to that set of protocols 171,
The main reason for using the IrDA protocols had been wireless data transfer over the "last one
meter™ using point-and-shoot principles. Thus, it has been implemented in portable devices such
as mobile telephones, laptops, cameras, printers, and smart meters. Main characteristics of
IrDA are physically secure data transfer, line-of-sight (LOS) and very low bit error rate (BER)
that makes it very efficient. It has frequency range between 300 GHz and 400 THz and
wavelength range between 1 mm and 750 nm [8 The pros of IrDA include low price,
compactness, less power, less RF interference and it is more secure compared to RF
technologies. The cons are that it requires both transmitter and receiver to be in the line of sight,
it cannot move around while transmission is in progress, and it is used for very short distance

applications.
1.45 ZIGBEE

IEEE802.15.4 communication standard, known as ZigBee, is a low-cost, low-power, wireless
mesh network standard. It is widely deployed in wireless control and monitoring applications.
ZigBee operates in the industrial, scientific, and medical (ISM) radio bands, which are
unlicensed - 868 MHz in Europe, 915 MHz in the USA and Australia and 2,4 GHz in almost all
over the world. Data transmission rates vary from 20 kb/s in the 868 MHz frequency band to 250
kb/s in the 2,4 GHz frequency band. (ZigBee Alliance, 2013). As Wireless M-Bus is the most
popular protocol for wireless sensor networks (WSN) in Europe, ZigBee is the most popular in

the U.S.A. Thanks to ZigBee Smart Energy standard, ZigBee is now an integral part of the smart
10
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metering AMI system. ZigBee Smart Energy is standard for interoperable products that monitor,
control, inform and automate the delivery and use of energy [?2. The newest version, Zighee
Smart Energy version 1.1, adds several important features including dynamic pricing
enhancements, tunneling of other protocols, prepayment features, over-the-air updates and
guaranteed backwards compatibility. Generally, ZigBee is more popular in the 2.4 GHz
frequency band, but these frequencies are not so penetrating through the walls as 868MHz or
915MHz, especially walls made of concrete reinforced with steel grids. Therefore, it is
recommended to use lower bands to create wireless sensor networks. Choosing Zigbee over RF
Mesh highly depends on the use case. The former is a preferred option for lighter use cases in the
consumer market such as home automation or smart lighting while RF Mesh is a more reliable
alternative for industrial applications. Its pros include multiple frequency band operation,
supports up to 65,000 devices, low power consumption and low cost. The cons is that there is

interference from applications using the same bandwidth, high licensing fees and limited support

[20],

1.4.6 WIMAX

WIMAX is an industry trade organization formed by leading communications, component,
and equipment companies to promote and certify compatibility and interoperability of broadband
wireless access equipment that conforms to the IEEE 802.16 and ETSI HIPERMAN standards.
WIMAX was formed in April 2001, in anticipation of the publication of the original 10-66 GHz
IEEE 802.16 specifications [*°], WiMAX is to 802.16 as the WIFI Alliance is to 802.11. WiMAX
operates like WIFI, but at higher speeds over greater distances and for a greater number of users.
WIMAX can provide service even in areas that are difficult for wired infrastructure to reach and

the ability to overcome the physical limitations of traditional wired infrastructure. It is expected
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to offer initially up to about 40 Mbps capacity per wireless channel for both fixed and portable
applications, depending on the technical configuration chosen, enough to support hundreds of
businesses with T-1 speed connectivity and thousands of residences with DSL speed
connectivity. WiIMAX can support voice and video as well as Internet data. WiMAX evolved to
provide wireless broadband access to buildings, either in competition to existing wired networks
or alone in currently unserved rural or thinly populated areas. It can also be used to connect
WLAN hotspots to the Internet [21, WiMAX is also intended to provide broadband connectivity
to mobile devices. It would not be as fast as in these fixed applications, but expectations are for
about 15 Mbps capacity in a 3 km cell coverage area. The pros is that there is a connection of
multiple meters in a single station, much faster deployment, high speed on line-of-site and it is

standardized. Its cons are interference weather conditions and high installation cost 8],

1.5 Distributed Denial of Service (DDOS) Attacks

Distributed denial of service is slightly different from a denial-of-service attack. In a
distributed denial of service attack, multiple attackers attack one single target device. The
leading or first attacker creates a daemon or a zombie which is a malicious software designed to
carry out an attack on the target at a specific time. After this, the attacker increases the number of
attackers by virtually installing the zombie on the internet-connected devices of other users
which may be located at another external network [2¢l. Together, all these devices combine to
form a giant network which is also called a “Botnet”. Finally, the parent attacker sends
commands to the other multiple devices which have already been infected by the zombie and
consequently, they attack the target. In a typical DDoS, the target can either suffer a direct or an
indirect hit. If the attack is indirect, the attacker multiplies the number of zombies to attack a

single target [26],
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Figure 1.2: Denial of Service and Distributed Denial of Service Attack

1.5.1 ARP Flood Attack

The ARP protocol was designed to translate addresses between the second and third
layers of the OSI model. Essentially, the Data link layer uses MAC addresses to create a
communication link between different hardware devices directly on a small scale. The network
layer makes use of Internet Protocol (IP) addresses to form large networks which can be
expanded across the globe. In this instance, the attack used is called ARP cache poisoning, a type
of man-in-the-middle of attack. This attack puts the hacker on the same subnet as the victim
which allows the attacker to listen in on network traffic between the victim and the
communication network. Usually, devices which use ARP protocol accept updates unlike
devices which make use of Domain Name System. Devices that use DNS accept only secure
dynamic updates. Hence, any device can send an ARP reply packet to another host and the host
will have no choice but to update its ARP cache with the new value in the ARP packet that was

sent to the host. If an ARP reply is sent when no request has been generated, such ARP is called
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a gratuitous ARP. With an attacking intent, gratuitous ARP packets can be well positioned such
that a host can think it's communicating with another host but in fact, communicating with a

listening attacker.

Normal Operation
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Figure 1.3 ARP Flood Attack Operation [#7]

Ideally, normal operation involves communication between the user and the router. However,
with the ARP deception, the user and the router are both deceived to send data to a listening

attacker.

1.5.2 Ping Flood Based DDoS Attack

This is one of the oldest attacks known. It works by flooding the network with a protocol
called the Internet Control Message Protocol (ICMP). The ICMP authenticates end-to-end path
operation, where an ICMP echo request packet is sent to the target machine and an ICMP echo

reply packet confirms the confirmation.

14



Echo Request

1 Source Addr | Dest. Addr

_|1oo.o.o.1 100.0.0.2 Type=8 DATA»-‘
: Source Addr | Dest. Addr
’ ‘-1100.0.0.2 100.0.0.1 Type=0 DATAP-

!- ,, Echo Reply
Computer-1 Computer-2
100.0.0.1 100.0.0.2

Figure 1.4: Ping Utility [28]

In the diagram above, the host echoes a ping request to a destination to see if that destination
can be reached. The computer that receives the message responds with its own echo reply
message. The ICMP echo request and reply messages are identified by the value in the type field.
As seen above, the value indicated by the red arrow is ‘8’ which indicates an echo request.
Similarly, the value indicated by the green arrow is ‘0’ which indicates an echo reply 21, Usually
these attacks are a deluge of ping messages which can be very destructive especially to the
availability of the web-based services because what those attacks aim to do is to overload the

target server’s bandwidth making it unable to address all the ping requests sent to it.

1.5.3 Smurf Attack

This is a type of DDoS attack which is more complicated than using pings. This attack
makes use of a lot of ICMP packets of altered IP addresses which targets the network to be
attacked. To do this, the attacker alters the echo request sent to the botnet using an IP broadcast
address [28-291 A large botnet creates faster and bigger floods of echo replies [30]. This increased
traffic makes it hard for the server to respond and if this attack persists, the system completely

shuts down 3132, |n this attack, both the ICMP echo request and ICMP echo reply are used.
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While the attacker sends an ICMP echo request to a vulnerable broadcast domain in order to
increase the magnitude of the attack, the victim computer receives the amplified attack traffic
which is majorly a plethora of echo reply messages. Generally, if the broadcast domain has N

number of computers, then for each echo request made, there is N number of echo replies which

attacks the victim’s network.
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Figure 1.5: SMURF Attack [33]

1.5.4 TCP-SYN Flood Attack

The Transmission Control Protocol (TCP) is a transport-layer protocol which prioritizes
reliable data transmission between two hosts on a network over the speed of the transmission. It
uses a concept called the three-way handshake. Here, the client to connect with a server sends a
SYN (Synchronize) packet to the server. The client sets the segment’s sequence number to a
random value, A. If the server is open for connection, it acknowledges the request made by the
client and sends back a SYN-ACK (Synchronize-Acknowledge) packet to the client 34 | The
acknowledgement number sets to one more than the received sequence number which in this

case is +1 and the sequence number that the server chooses for the packet sets to another random
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number, B. Lastly, the client sends an ACK (Acknowledgement) packet to the server to confirm
the connection and establish communication between the two of them. The sequence number is
set to the received acknowledgement value which is A + 1 and the acknowledgment number is

set to one more than the received sequence which is B + 1.
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Figure 1.6 Normal 3-way handshake [

In this TCP-SYN attack, what the attacker does is to send a SYN to the server. When the
server sends a SYN-ACK back to the attacker, he doesn’t acknowledge back to the server,
instead, he keeps resending SYN packets to the server. Eventually, this process would crash the

server and make it unresponsive to legitimate users.
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Figure 1.7: TCP/SYN Flood Attack (31
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1.6 Prior Works on Smart Electric Meters

Prior research work have been done about the operations and functionality of a smart electric
meter. In the paper “Smart Metering and Smart Electricity Consumption” [35], the authors
highlighted how to track the daily power usage in houses, the aim of the paper is to change the
behaviors of customers by encouraging them switch consumption to off-peak periods, they got
their data by conducting case studies in various house hold by measuring and analyzing power
consumption patterns. The paper does not discuss anything about cyber security attacks on smart
meters. In the paper titled “Analysis of Smart Meter Data for Electricity Consumers” [36] the
authors analyzed smart meter data collected from 1000 households in Poland at a 15-minute
interval over a period of one year, they analyzed data based on daily load profiles. At the end,
they provided a distribution plot of time series decomposition. They concluded that, at household
and building levels, the consumption data are much more random and volatile than those at
aggregate levels. For paper [36] researcher did not analyze or test the performance of smart
meter under security attack. In the paper titled “Cyber-Attacks on Smart Meters in Household
Nano-grid [37]”, the authors simulated an unidentified cyber-attack on a smart meter, the attacks
were injected into the smart meter in other to monitor their effect. However, the authors did not
specify the type of attack, nor the type of smart meter used for the attack. Also, they did not
compare the impact of the attack on different smart meters. The research that came very close to
what is presented in this Thesis was conducted by previous researchers Harsh Kumar, Ganesh
Gunnam and Sanjeev Kumar and the work was presented in the research paper titled “Security
Integrity of Data Collection from Smart Electric Meter Under a Cyber-attack™ [38]. In the paper
[38], the authors evaluated the impact of a cybersecurity attacks on a General Electric smart

meter EPM 6100. However, this smart meter was configured as wireline Ethernet based smart

18



meter. No wireless configuration was used in this paper [38], no form of wireless or hybrid

configurations were carried out in the experiment.

In this Thesis we are presenting configurations that are different from previous studies
mentioned above. In most smart meter application today, remote monitoring using wireless
connection is the preferred method of communication between smart meters and advance
metering infrastructure (AMI) devices. Therefore, in this Thesis, we evaluated the impact of
different wireless cybersecurity attacks on different types of smart meters under hybrid and
wireless configurations. We also compared the different degrees of impact a wireless

configuration can have when compared to a wired configuration.

1.7 Statement of Purpose

AMI are used to connect customer smart meters to the utility companies’ central office.
The increasing use of Advanced Metering Infrastructure (AMI) means the security concerns that
come with it needs to be addressed. The fact that utility companies need real-time power usage
data means there should be no room for compromise to the security integrity of this data.
Mitigating security vulnerabilities allows utility companies to continue to provide dynamic
pricing services, demand response and better power grid management. Much like other inceptive
systems, AMIs are still behind on the security measures which have already been established to
combat cyber intrusions. Although there are basic security protocols on ground, like network

encryptions, they are clearly not enough.

While it is true that utility companies already have security measures in place to prevent
attacks on AMI systems, those solutions are not inherent to the meters. Different research shows

that there are so my ways internet connected devices can be attacked [42-55]. There have been
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cases where security measures have been compromised, leaving the smart meters without any
defense mechanism. Therefore, AMI’s should be designed to inherently detect and prevent
cybersecurity attacks. When it comes to cyber-attacks, it is important to know that they differ in
intricacy, immensity, and impact [42-55]. Usually, before attackers perpetuate their hacks, they
start by gathering information, scanning the systems before running exploits on the target AMI

network [23-24],

Despite the obvious positives of smart grid technology and smart electric meters, the extent
to which cyber-attacks can hamper the operation of smart meters is not yet very clear, this means
that efforts to make sure security is not compromised must be taken. This research shows several
experiments which were carried out on smart meters. However, the type of configurations used
in this research is wireless using WIFI, as compared to the previous research [41] done in dash
using Ethernet based wired connection. The experiments were carried out in a controlled
laboratory at the Network Research Laboratory at the University of Texas Rio Grande Valley.
The commercial grade smart meters which were used were the EPM 6100, E650 and EPM 7100
from General Electric. This thesis presents different results of the research done using different

cybersecurity attacks.

1.8  Hypothesis.

Wireless Cyber security attacks have an impact on the consumption integrity of EPM6100
smart meters and other smart meters that share similar Network Interface Card (NIC). Also,
wireless cyber security attacks can completely disconnect a smart meter from a remote

monitoring device.
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1.9 Thesis Outline

In this thesis, performances of Smart Metering Communication against a varying number of
DDoS attacks were analyzed and the security of Smart Electric Meters were discussed. In
chapter 1, Introduction to Smart Grids, Smart Electric Meters, Advanced Metering Infrastructure,
Distributed Denial of Service attacks and security challenges of Advanced Metering
Infrastructure were all discussed. In chapter Il, the effects of wireless cybersecurity attacks on
the readings of EPM6100 was evaluated. In Chapter Ill, the effect of a hybrid of wired and
wireless cybersecurity attacks on EMP6100 was evaluated. Chapter 1V is all about the
connectivity test; different types of cybersecurity attacks (PING, SMURF, and TCP/SYN) were
used to determine the connectivity of EPM6100, EPM7000 and E650 smart meters. In Chapter
V, all the results obtained from Chapters Il to IV were compared. Finally, the research paper was

concluded in Chapter VI.
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CHAPTER II

EXPERIMENTAL EVALUATION OF DATA COLLECTION INTEGRITY OF GENERAL
ELECTRIC EPM 6100 POWER QUALITY SMART METER UNDER WIRELESS CYBER
ATTACK

As already established in the previous chapter, a major issue that electric power
companies must deal with is Cyber Security because of the fact that they make use of smart grid
technology. Besides this, there is also the problem of identifying how and how much havoc is
wrecked against smart meter operations by cyber-attacks and also the effect this has on gathering
power usage data from customers. In a bid to understand this, we have conducted several
experiments in a controlled cyber security laboratory to test an EMP 6100 commercial grade
smart meter and present results of this investigation which measures the operational integrity of

the smart meter when connected wirelessly using a WIFI connection through an access point.

2.1 EPM 6100 Power Quality Smart Electric Meter from GE

The EPM 6100 shown below us is a smart meter which is produced by General Electric
(GE). Basically, it allows service providers to oversee and manage the rate at which they use
energy in factories, businesses and residents. EPM 6100 is a smart multifunctional meter that has
several interfaces like the RS485, RJ45 Ethernet and IEEE 802.11 for Wi-Fi connection. It also
features ANSI C12.20 (0.2% class) accuracy. The benefit of all these is that even when there is

already an existing communication system, it is still easy to deploy this smart meter. It also has
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an alarm system which enables it to detect early enough when there is a power problem in order

to rectify the problem early enough. This unit uses a standard 5 or 1-amp CTs.

Additional benefits of the EPM 6100 smart meter are that it is easy to program or
configure in a way that is tailored to exactly what the manual states and it has a plethora of
voltage, current and energy measurements. In buildings that have multiple occupants, this smart

meter can be used to appropriate energy usage to each of them.

EPM 6100

Large 0.56" LEDs

IrDA Port

Sareen Selector

Load Bar-
uto Soale Indioator

Figure 2.1: Smart Meter (EPM 6100) with EnerVista Software for remote power recording [,

The EnerVista software shown in the diagram above gives the service providers the platform
to access all the necessary tools remotely for the configuration of the smart meter in use. This is

done in real-time and it can monitor the status of the smart meters and power usage statistics.
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Figure 2.2: Manual Reading Parameters setting from Smart Meters 31 ,
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From the figure above, we see that it is easy to read several parameters like voltage between
any two phases, between a phase and the neutral, the energy (in Watt-hours), active, reactive, and
apparent power, baud rate etc. It is also possible to configure the parameters from the front panel
buttons like the menu and the left or right arrows. This configuration can still be done remotely if
the person has the software installed on a computer at that remote location. In this thesis, the goal
was to configure and read data from the meter from its front panel while configuring it manually
for the recording. The front panel has four arrow buttons and a menu button for configuration
options. Things that can be configured from the front panel include Potential transformer ratio,

current transformer ratio, meter reset, baud rate, voltage, current, watt-hour etc.

2.2  Experimental Setup

This section evaluates the security performance of the EPM 6100 from General Electric
using a Wi-Fi connected system. The EPM 6100 is connected to a remote computer and also to
another network designated for the attack (See diagram below). This experiment used a “3 EL
WYE” in the Meter Programming Setup and a 200-Watt (Two light bulbs) load is connected to

the smart meter at the load end.
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Figure 2.3: “3 EL WYE” in Meter Programming Setup

When using a monitoring computer, we obtained the power usage data remotely from the
smart meter. We also simulated a ping based security attack traffic which was then sent to the

smart meter. The schematics of this set up (Which was done at the Network Research Laboratory
at UTRGV) is shown below:

@{@e- ) M o@}ﬁ 3'

AP
Attack O
O

CQ:
computer
V:

- ]

MONITORING
COMPUTER

EPM6100

Figure 2.4: Experimental setup for cyber-attack.
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The smart meter was remotely accessed for power reading over the Wi-Fi connection which

made use of the EnerVista software installed on the remote monitoring computer.

- LOAD LOAD

Figure 2.5: Lab setup used in experiment showing Load, Smart meter and remote monitoring

computer.

Four separate experiments were conducted, and the aim was to observe the impact of cyber-
attacks on the Watt-Hour data over a couple of days and compare this impact to the Watt-Hour

data recorded over a couple of days but with no attack.

2.2.1 Performance Parameters for Evaluation Experiment | under wireless Attack for 4

days

In this experiment, we made use of two 200-Watt incandescent light bulbs for the smart
meter. This load was the baseline load i.e. the recorded load without any attack. This baseline

load was used for the smart meter operation for four days.
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We collected the baseline power usage data (in the absence of a cyber-attack) which can
be seen in column 2 of Table 2.1. We then repeated this procedure but this time, we introduced a
wireless ping-based cyber-attack. The power usage data we recorded this time (over a period of
four days) can be seen in column 3 of Table 2.1. The ping attack traffic was recorded to be a

continuous 50 Mbps which is actually low in intensity.
2.2.2 Experiment 11 Under wireless Attack for 7 Days

Similar to the first experiment, we used two 200-Watt incandescent bulbs for the smart
meter which was the baseline load (no attack). This baseline load was used for 7 days during
which we collected power usage data remotely. This data is shown in column 2 of Table 2.2.
This procedure was performed again with the presence of a ping based indirect cyber-attack.
Again, the power usage data was recorded and shown in column 3 of Table 2.2. The Ping attack

traffic was also measured to be 50 Mbps which is low in intensity.

SMART ELECTRIC
LOAD > METER ACCESS POINT GHEMOTE

Figure 2.6: Experimental setup

2.2.3 Experiment 111 Under wireless Attack for 15 Days

Again, we used 200-Watt incandescent light bulbs for the smart meter. This was the
baseline load (No attack). This baseline load was used for 15 days (360 hours) during which we
collected power usage data remotely. This data is shown in column 2 of Table 2.3. This

procedure was performed again with the presence of a ping based indirect cyber-attack. Again,
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the power usage data was recorded and shown in column 3 of Table 2.3. The Ping attack traffic

was measured to be 50 Mbps which is also low in intensity.

2.2.4 Experiment IV Under wireless Attack for 30 Days

Two 200-Watt incandescent light bulbs were used for the smart meter. This was the
baseline load (No attack). This baseline load was used for 30 days (720 hours) during which we
collected power usage data remotely. This data is shown in column 2 of Table 2.4. This
procedure was performed again with the presence of a ping based indirect cyber-attack. Again,
the power usage data was recorded and shown in column 3 of Table 2.4. The Ping attack traffic

was measured to be 50 Mbps which is also low in intensity.

2.3 Experimental Results and Discussion

2.3.1 Results from Experiment |

It was observed that during the first 24 hours of the attack, there was no meaningful
effect on the power usage data. However, post 24 hours, an obvious decline in the power usage
data could be seen. In table 2.1, we see the average power consumption data for 96 hours which
is shown as a running average power consumption after the first, second, third and fourth days in

the third column of table 2.1.
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Average power consumption with and without the cyber-attack on the Smart Meter
measured for 4 days.

No of Days Baseline-Average Average Power Percentage Power
power consumption | consumption under Loss
(In Watt-Hour) attack (In Watt-
Hour)
1 203.32 203.21 0.0541
2 203.33 203.15 0.0885
3 203.23 202.53 0.3444
4 203.25 202.34 0.4477
Table 2.1
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Figure 2.7: Attack Plot for 4 days.

The average power consumption measured in Watt-Hours for Experiment | without any cyber-

attack is shown in green and the power consumption with cyber-attack is measured in red.
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% Power Loss (After 4 days) =

Power consumption (Baseline) —Power consumption (Under Cyber—attack) X 100

Power consumption (Baseline)

_203.25-202.34
- 203.32

x 100

=0.4477%
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Figure 2.8: Percentage Power Loss Plot for Experiment |

From the power loss plot seen above, as the number of days increases, the percentage power
loss increases which indicates that the loss suffered by electric power companies increases in

magnitude if a cyber-attack is left unchecked.
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In Experiment I, it could be seen that by the end of Day 4, the smart meter had recorded
an overall power loss of 0.4477%. This was due to the attack on the smart meter. Also, when
observing the power consumption for the baseline and the power consumption during the cyber-
attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 0.4477% loss is negligible however that is not true as it would make a huge difference when
it comes to deploying smart meters by a large electric company to large commercial

organizations. An example to demonstrate this is shown below:

Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment | setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the revenue

of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from [3¢]

and the data can be seen below.

e Company Name: Pacific Gas & Electric

e Number of customers (Residential and Commercial): 5,069,189

e Overall monthly power consumption: 6,040,152,083 kWh

e Average price from [3¢1 = 17.41 cents/lkWh

e Loss of power due to security attack on Smart Meter = 2,704,176,088 kWh/month (using
our 0.4477% power loss)

e Overall revenue loss because of cyber-attacks on smart-meter = $470,797,056

Million/month.
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2.3.2 Result from Experiment 11

From figure 2.9, we saw that during the first 24 hours of the attack, there was no particularly
meaningful impact on the power usage reading but after the first 24 hours, the smart meter
showed that power consumption was declining. The table 2.2 below shows the power

consumption data for 7 days (From the 1% day to the 7" day).

Average power consumption with and without the cyber-attack on the Smart Meter

measured for 7 days.

No of Days Baseline Average | Average Power | Percentage Power
Power consumption | consumption  under | loss
(In Watt-Hour) attack (In Watt-Hour)
1 203.32 203.21 0.0541
2 203.33 203.15 0.0885
3 203.23 202.53 0.3444
4 203.25 202.34 0.4477
5} 203.24 202.23 0.4969
6 203.28 202.19 0.5362
7 203.26 202.17 0.5363
Table 2.2
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Figure 2.9: Attack Plot for 7 days

The average power consumption measured in Watt-Hours for Experiment 11 without any
cyber-attack is shown in green and the power consumption with an indirect cyber-attack is

measured in red.

Loss of Power recorded (during the cyber-attack)

Power consumption (Baseline)—Power consumption (Under cyber attack)

% Loss of Power after 7 days = , ,
Power consumption (Baseline)

203.26—202.17
=————x 100

203.26

= 0.5363%
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Figure 2.10: Percentage Loss Plot for Experiment 11

In the Percentage loss plot shown above, the power consumption loss increased linearly
in the first 24 hours although it was minimal. During the remaining six days, the power loss

increased exponentially from 0.2% to 0.5%.

In Experiment 11, it could be seen that by the end of Day 7, the smart meter had recorded an
overall power loss of 0.53%. This was due to the attack on the smart meter. Also, when
observing the power consumption for the baseline and the power consumption during the cyber-
attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 0.53% loss is negligible however that is not true as it would make a huge difference when it
comes to deploying smart meters by a large electric company to large commercial organizations.

An example to demonstrate this is shown below:
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Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment Il setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the revenue

of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from

[3¢] and the data can be seen below.

e Company Name: Pacific Gas & Electric

e Number of customers (Residential and Commercial): 5,069,189

e Overall monthly power consumption: 6,040,152,083 kWh

e Average price from 531 = 17.41 cents/kWh

e Loss of power due to security attack on Smart Meter = 3,239,333,562 kWh/month (using
our 0.53% power loss)

e Overall revenue loss because of cyber-attacks on smart meter = $563,967,973

Million/month.

2.3.3 Result for Experiment 111

From figure 2.11, we saw that during the first 24 hours of the attack, there was no particularly
meaningful impact on the power usage reading but after the first 24 hours, the smart meter
showed that power consumption started rapidly declining. The table 2.3 below shows the power

consumption data for 15 days (From the 1% day to the 15" day)
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Average power consumption with and without the cyber-attack on the Smart Meter

measured for 7 days.

No of Days Baseline Average | Average Power | Percentage Power
Power consumption | consumption  under | loss
(In Watt-Hour) attack (In Watt-Hour)
1 203.32 203.21 0.0541
2 203.33 203.15 0.0885
3 203.23 202.53 0.3444
4 203.25 202.34 0.4477
5 203.24 202.23 0.4969
6 203.28 202.19 0.5362
7 203.26 202.17 0.5363
8 203.23 202.08 0.5659
9 203.16 202.00 0.5710
10 203.35 201.99 0.6839
11 203.25 201.86 0.7380
12 203.26 201.75 0.7478
13 203.28 201.74 0.7723
14 203.29 201.67 0.7969
15 203.31 201.67 0.8066
Table 2.3
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Figure 2.11: 15 Days Attack Plot

The average power consumption measured in Watt-Hours for Experiment 111 without any
cyber-attack is shown in green and the power consumption with an indirect cyber-attack is

measured in red.

Loss of Power recorded (during the cyber-attack)

Power consumption (Baseline)—Power consumption (Under cyber attack)

% Loss of Power after 7 days =

Power consumption (Baseline)

203.31-201.67
=————— x 100
203.31

= 0.81%
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Figure 2.12: Percentage loss plot for Experiment 111

In the Percentage loss plot shown above, the power consumption loss increased linearly
in the first 24 hours although it was minimal. During the next six days, the power loss increased
exponentially from 0.2% to approximately 1.1%. Over the remaining 8 days, the percentage loss

kept increasing till it reached 0.8%

In Experiment |11, it could be seen that by the end of Day 15, the smart meter had
recorded an overall power loss of 0.81%. This was due to the attack on the smart meter. Also,
when observing the power consumption for the baseline and the power consumption during the
cyber-attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 0.81% loss is negligible however that is not true as it would make a huge difference when it
comes to deploying smart meters by a large electric company to large commercial organizations.

An example to demonstrate this is shown below:
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Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment 111 setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the revenue

of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from [3]

and the data can be seen below.

e Company Name: Pacific Gas & Electric
e Number of customers (Residential and Commercial): 5,069,189
e Overall monthly power consumption: 6,040,152,083 kWh
e Average price from 61 = 17.41 cents/kWh
e Loss of power due to security attack on Smart Meter = 4,871,986,670 kwWh/month (using
our 0.81% power loss)
e Overall revenue loss because of cyber-attacks on smart meter = $848,212,879
Million/month.
2.3.4 Result for Experiment 1V
From figure 2.13, we saw that during the first 24 hours of the attack, there was no particularly
meaningful impact on the power usage reading but after the first 24 hours, the smart meter
showed that power consumption started rapidly declining. The table 2.3 below shows the power

consumption data for 30 days (From the 1%t day to the 30™ day).
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Average power consumption with and without the cyber-attack on the Smart Meter

measured for 7 days.

No of Days Baseline Average | Average Power | Percentage Power
Power consumption | consumption  under | loss
(In Watt-Hour) attack (In Watt-Hour)
1 203.32 203.21 0.0541
2 203.33 203.15 0.0885
3 203.23 202.53 0.3444
4 203.25 202.34 0.4477
5 203.24 202.23 0.4969
6 203.28 202.19 0.5362
7 203.26 202.17 0.5363
8 203.23 202.08 0.5659
9 203.16 202.00 0.5710
10 203.35 201.99 0.6839
11 203.25 201.86 0.7380
12 203.26 201.75 0.7478
13 203.28 201.74 0.7723
14 203.29 201.67 0.7969
15 203.31 201.67 0.8066
16 203.30 201.56 0.8541
17 203.29 201.48 0.8885
18 203.30 200.97 1.1444
19 203.22 200.68 1.2447
20 203.30 200.66 1.2969
21 203.28 200.56 1.3362
22 203.28 200.56 1.3363
23 203.25 200.47 1.3659
24 203.26 200.47 1.3710
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25 203.27 200.28 1.4688
26 203.16 200.15 1.4839
27 203.15 200.02 1.5429
28 203.01 199.85 1.5576
29 203.00 199.76 1.5969
30 202.98 199.72 1.6066
31 202.90 202.70 0.0986
Table 2.4
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Figure 2.13: 30 Days Attack Plot

The average power consumption measured in Watt-Hours for Experiment IV without any
cyber-attack is shown in green and the power consumption with an indirect cyber-attack is

measured in red.

Loss of Power recorded (during the cyber-attack)

Power consumption (Baseline)—Power consumption (Under cyber attack)

% Loss of Power after 7 days =

Power consumption (Baseline)

_202.90-202.70
- 202.90

x 100

= 0.098%
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Figure 2.14: Percentage Loss Plot for Experiment 1V

In the Percentage loss plot shown above, the power consumption loss increased linearly
in the first 24 hours although it was minimal. During the next six days, the power loss increased
exponentially from 0.2% to approximately 0.7%. Over the following 8 days, the percentage loss
kept increasing till it reached 0.8% before it took another sharp increase over the 14 days to peak
at approximately 1.6%. On the last day, this loss dropped sharply to 0.098% after the attack was

removed.

In Experiment 1V, it could be seen that by the end of Day 30, the smart meter had
recorded an overall power loss of 1.6%. This was due to the attack on the smart meter. Also,
when observing the power consumption for the baseline and the power consumption during the
cyber-attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 1.6% loss is negligible however that is not true as it would make a huge difference when it
comes to deploying smart meters by a large electric company to large commercial organizations.

An example to demonstrate this is shown below:
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Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment 1V setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the

revenue of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from [3

and the data can be seen below.

e Company Name: Pacific Gas & Electric

e Number of customers (Residential and Commercial): 5,069,189

e Overall monthly power consumption: 6,040,152,083 kWh

e Average price from 61 = 17.41 cents/kWh

e Loss of power due to security attack on Smart Meter = 595,558,995.38 kWh/month
(using our 1.6% power loss)

e Overall revenue loss because of cyber-attacks on smart Meter = $103,686,821

Million/month.

What these experiments have demonstrated is that cyber-attacks can have a damaging effect
on the operation of smart meters and this can have a ripple effect on the finances of large electric

companies as they could suffer heavy losses due to cyber-attacks.
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2.4 Chapter Summary

In this chapter, we performed a wireless cyber-attack on the EPM 6100 Smart electric
meter from General Electric in a bid to understand and evaluate the effects of these attacks on the
operation of the smart meter and how data traffic moves between the smart meter and a remote
monitoring computer. It is known that smart meters are very useful for customers and especially
utilities particularly when we consider how they implement their smart grid infrastructure and

provide consistent power assessment and problem troubleshooting.

These experiments shades light on the effect of cybersecurity attacks which have been
research extensively [42-55]. We found out that even a wireless ping-based attack can have a
very large impact on a smart meter operation especially for large electric companies. When we
did the wireless cyber-attack 30-Day experiment, we noticed that on the first day, the impact was
minimal but at the end of the entire billing cycle, the impact had become significant. These type
of attacks can lead to big financial losses in millions of dollars for electric companies especially

the ones that focus in large scale smart grid infrastructure.
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CHAPTER Il

EXPERIMENTAL EVALUATION OF DATA COLLECTION INTEGRITY OF GENERAL
ELECTRIC EPM 6100 POWER QUALITY SMART METER UNDER A HYBRID OF
WIRELESS AND WIRED CYBER ATTACK

A major issue that electric power companies must deal with is Cyber Security because they
make use of smart grid technology. Besides this, there is also the problem of identifying how and
how much havoc is wrecked against smart meter operations by cyber-attacks and also the effect
this has on gathering power usage data from customers. In a bid to understand this, we have
conducted several experiments in a controlled cyber security laboratory to test an EPM 6100
commercial grade smart meter and present results of this investigation which measures the

operational integrity of the smart meter using a hybrid of wired and wireless connection.

3.1 EPM 6100 Power Quality Smart Electric Meter from GE

The EPM 6100 shown below us is a smart meter which is produced by General Electric (GE).
Basically, it allows service providers oversee and manage the rate at which they use energy in
factories, businesses and residents. EPM 6100 is a smart multifunctional meter that has several
interfaces like the RS485, RJ45 Ethernet and IEEE 802.11 for Wi-Fi connection. It also features
ANSI C12.20 (0.2% class) accuracy. The benefit of all these is that even when there is already an

existing communication system, it is still easy to deploy this smart meter. It also has an alarm
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system which enables it detect early enough when there is a power problem in order to rectify the

problem early enough. This unit uses a standard 5 or 1-amp CTs.

Additional benefits of the EPM 6100 smart meter are that it is easy to program or configure it
in a way that is tailored to exactly what the manual states and it has a plethora of voltage, current
and energy measurements. In buildings that have multiple occupants, this smart meter can be

used to appropriate energy usage to each of them.

3.2 Experimental Setup

This section evaluates the security performance of the EPM 6100 from General Electric
using a hybrid of wired and wireless connection. The EPM 6100 is connected to a remote
computer and also to another network designated for the attack (See diagram below). This
experiment used a “3 EL WYE” in the Meter Programming Setup and a 200-Watt load is

connected to the smart meter at the load end.
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v o Connection |
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Figure 3.1: “3 EL WYE” in Meter Programming Setup
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When using a monitoring computer, we obtained the power usage data remotely from the
smart meter. We also simulated a ping based security attack traffic which was then sent to the
smart meter. The schematics of this set up (Which was done at the Network Research Laboratory

at UTRGV) is shown below:

LOAD

EPM6100

Attack
computer

MONITORING
COMPUTER

Figure 3.2: Experimental setup for cyber-attack.

The smart meter was remotely accessed for power reading over the Wi-Fi connection which

made use of the EnerVista software installed on the remote monitoring computer.
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Figure 3.3: Lab setup used in experiment showing Load, Smart meter and remote monitoring
compulter.

Four separate experiments were conducted, and the aim was to observe the impact of
cyber-attacks on the Watt-Hour data over a couple of days and compare this impact to the Watt-

Hour data recorded over a couple of days but with no attack.

3.3 Performance Parameters for Evaluation

3.3.1 Experiment | under Hybrid Attack for 4 days

In this experiment, we made use of a 200-Watt incandescent light bulbs for the smart
meter. This load was the baseline load i.e. the recorded load without any attack. This baseline
load was used for the smart meter operation for four days. We collected the baseline power usage
data (in the absence of a cyber-attack) which can be seen in column 2 of Table 3.1. We then
repeated this procedure but this time, we introduced a hybrid ping-based cyber-attack. The power

usage data we recorded this time (over a period of four days) can be seen in column 3 of Table
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3.1. The ping attack traffic was recorded to be a continuous 50Mbps which is actually low in

intensity.

3.3.2 Experiment 11 Under Hybrid Attack for 7 Days

Similar to the first experiment, we used a 200-Watt incandescent bulbs for the smart meter
which was the baseline load (no attack). This baseline load was used for 7 days during which we
collected power usage data remotely. This data is shown in column 2 of Table 3.2. This
procedure was performed again with the presence of a ping based indirect cyber-attack. Again,
the power usage data was recorded and shown in column 3 of Table 3.2. The Ping attack traffic

was also measured to be 50 Mbps which is low in intensity.

SMART ELECTRIC
LOAD . v METER ACCESS POINT Cgﬂgggﬁ

Figure 3.4: Experimental setup

3.3.3 Experiment 111 Under Regulated Attack for 15 Days

Again, we used two 200-Watt incandescent light bulbs for the smart meter. This was the
baseline load (No attack). This baseline load was used for 15 days (360 hours) during which we
collected power usage data remotely. This data is shown in column 2 of Table 3.3. This
procedure was performed again with the presence of a ping based indirect cyber-attack. Again,
the power usage data was recorded and shown in column 3 of Table 3.3. The Ping attack traffic

was measured to be 50 Mbps which is also low in intensity.
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3.3.4 Experiment 1V Under Regulated Attack for 30 Days

Two 200-Watt incandescent light bulbs were used for the smart meter. This was the baseline
load (No attack). This baseline load was used for 30 days (720 hours) during which we collected
power usage data remotely. This data is shown in column 2 of Table 3.4. This procedure was
performed again with the presence of a ping based indirect cyber-attack. Again, the power usage
data was recorded and shown in column 3 of Table 3.4. The Ping attack traffic was measured to

be 50 Mbps which is also low in intensity.

3.3.5 Experiment VV Under Unregulated Attack

The next phase of our experiment on smart meters to use a direct cyber-attack on the
smart meters. We first recorded data on a smart meter without an attack for an entire day. Then
we recorded for another day, but this time, under the influence of a direct cyber-attack. Then we
recorded for another day with the removal of the attack. The aim of this experiment was to check
for connectivity issues the smart meter was experiencing while communicating data from the

smart meter to the remote monitoring computer during the attack.

3.4 Experimental Results and Discussion

3.4.1 Results from Experiment |

It was observed that during the first 24 hours of the attack, there was no meaningful
effect on the power usage data. However, post 24 hours, an obvious decline in the power usage
data could be seen. In table 3.1, we see the average power consumption data for 96 hours which
IS shown as a running average power consumption after the first, second, third and fourth days in

the third column of table 3.1.
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No of Days Baseline-Average Average Power Percentage Power
power consumption | consumption under Loss
(In Watt-Hour) attack (In Watt-
Hour)
1 203.32 203.09 0.1131
2 203.33 203.00 0.1623
3 203.23 202.70 0.2608
4 203.25 202.58 0.3296
Table 3.1
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Figure 3.5: Attack Plot for 4 days.

The average power consumption measured in Watt-Hours for Experiment | without any cyber-

attack is shown in green and the power consumption with cyber-attack is measured in red.

% Power Loss (After 4 days) =

Power consumption (Baseline) —Power consumption (Under Cyber—attack) x 100

Power consumption (Baseline)

_203.25-202.58
- 203.32

x 100

= 0.3296%
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Figure 3.6: Percentage Power Loss Plot for Experiment |

From the power loss plot seen above, as the number of days increases, the percentage
power loss increases which indicates that the loss suffered by electric power companies increases

in magnitude if a cyber-attack is left unchecked.

In Experiment I, it could be seen that by the end of Day 4, the smart meter had recorded
an overall power loss of 0.3296%. This was due to the attack on the smart meter. Also, when
observing the power consumption for the baseline and the power consumption during the cyber-
attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 0.3296% loss is negligible however that is not true as it would make a huge difference when
it comes to deploying smart meters by a large electric company to large commercial

organizations. An example to demonstrate this is shown below:
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Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment | setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the revenue

of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from

[53] and the data can be seen below.

e Company Name: Pacific Gas & Electric

e Number of customers (Residential and Commercial): 5,069,189

e Overall monthly power consumption: 6,040,152,083 kWh

e Average price from [53] = 17.41 cents/kWh

e Loss of power due to security attack on Smart Meter = 1,990,834,126 kWh/month (using
our 0.3296% power loss)

e Overall revenue loss because of cyber-attacks on smart meter = $346,604,221

Million/month.

3.4.2 Result from Experiment 11

We saw that during the first 24 hours of the attack, there was no particularly meaningful
impact on the power usage reading but after the first 24 hours, the smart meter showed that
power consumption was declining. The table 3.2 below shows the power consumption data for 7

days (From the 1%t day to the 7" day).
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Average power consumption with and without the cyber-attack on the Smart Meter

measured for 7 days.

No of Days Baseline Average | Average Power | Percentage Power
Power consumption | consumption  under | loss
(In Watt-Hour) attack (In Watt-Hour)
1 203.32 203.09 0.1131
2 203.33 203.00 0.1623
3 203.23 202.70 0.2608
4 203.25 202.58 0.3296
5 203.24 202.25 0.4871
6 203.28 202.04 0.6100
7 203.26 201.68 0.7773
Table 3.2
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Figure 3.7: Attack Plot for 7 days




The average power consumption measured in Watt-Hours for Experiment 11 without any
cyber-attack is shown in green and the power consumption with an indirect cyber-attack is

measured in red.

Loss of Power recorded (during the cyber-attack)

Power consumption (Baseline)—Power consumption (Under cyber attack)

% Loss of Power after 7 days = , ,
Power consumption (Baseline)

_203.26-201.68
- 203.26

x 100

= 0.7773%

PERCENTAGE(%) LOSS PLOT

0 1 2 3 4 5 6
Number of days

Figure 3.8: Percentage Loss Plot for Experiment 11

In the Percentage loss plot shown above, the power consumption loss increased linearly
in the first 24 hours although it was minimal. During the remaining six days, the power loss

increased exponentially from 0.2% to 1.0%.
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In Experiment 11, it could be seen that by the end of Day 7, the smart meter had recorded an
overall power loss of 0.77%. This was due to the attack on the smart meter. Also, when
observing the power consumption for the baseline and the power consumption during the cyber-
attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 0.77% loss is negligible however that is not true as it would make a huge difference when it
comes to deploying smart meters by a large electric company to large commercial organizations.

An example to demonstrate this is shown below:

Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment I1 setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the revenue

of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from

[53] and the data can be seen below.

e Company Name: Pacific Gas & Electric

e Number of customers (Residential and Commercial): 5,069,189

e Overall monthly power consumption: 6,040,152,083 kWh

e Auverage price from [53] = 17.41 cents/kWh

e Loss of power due to security attack on Smart Meter = 4,695,010,214 kWh/month (using
our 0.77% power loss)

e Overall revenue loss because of cyber-attacks on smart meter = $817,401,278

Million/month.
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3.4.3 Result for Experiment 111

From figure 2.11, we saw that during the first 24 hours of the attack, there was no particularly

meaningful impact on the power usage reading but after the first 24 hours, the smart meter

showed that power consumption started rapidly declining. The table 3.3 below shows the power

consumption data for 15 days (From the 1%t day to the 15™ day).

Average power consumption with and without the cyber-attack on the Smart Meter

measured for 7 days.

No of Days Baseline Average | Average Power | Percentage Power
Power consumption | consumption  under | loss
(In Watt-Hour) attack (In Watt-Hour)
1 203.32 203.09 0.1131
2 203.33 203.00 0.1623
3 203.23 202.70 0.2608
4 203.25 202.58 0.3296
5 203.24 202.25 0.4871
6 203.28 202.04 0.6100
7 203.26 201.68 0.7773
8 203.23 201.20 0.9989
9 203.16 200.75 1.1863
10 203.35 200.45 1.4261
11 203.25 200.05 1.5744
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12 203.26 199.80 1.7023
13 203.28 199.49 1.8644
14 203.29 199.42 1.9037
15 203.31 199.42 1.9133
Table 3.3
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Figure 3.9: 15 Days Attack Plot

The average power consumption measured in Watt-Hours for Experiment 111 without any
cyber-attack is shown in green and the power consumption with an indirect cyber-attack is

measured in red.
Loss of Power recorded (during the cyber-attack)

% Loss of Power after 15 days =

Power consumption (Baseline)—Power consumption (Under cyber attack)

Power consumption (Baseline)

_203.31-199.42
- 203.31

x 100

=1.9133%
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PERCENTAGE(%) LOSS PLOT
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Figure 3.10: Percentage loss plot for Experiment 111

In the Percentage loss plot shown above, the power consumption loss increased linearly in the
first 24 hours although it was minimal. During the next six days, the power loss increased
exponentially from 0.2% to approximately 1.1%. Over the remaining 8 days, the percentage loss

kept increasing till it reached 1.6%

In Experiment 111, it could be seen that by the end of Day 15, the smart meter had recorded an
overall power loss of 1.91%. This was due to the attack on the smart meter. Also, when
observing the power consumption for the baseline and the power consumption during the cyber-
attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 1.91% loss is negligible however that is not true as it would make a huge difference when it
comes to deploying smart meters by a large electric company to large commercial organizations.

An example to demonstrate this is shown below:
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Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment 111 setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the revenue

of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from [53]

and the data can be seen below.

e Company Name: Pacific Gas & Electric
e Number of customers (Residential and Commercial): 5,069,189
e Overall monthly power consumption: 6,040,152,083 kWh
e Average price from [53] = 17.41 cents/kWh
e Loss of power due to security attack on Smart Meter = 11,556,622,980 kWh/month
(using our 1.91% power loss)
e Overall revenue loss because of cyber-attacks on smart meter = $2,012,008,060
Million/month.
3.4.4 Result for Experiment 1V
During the first 24 hours of the attack, there was no particularly meaningful impact on the
power usage reading but after the first 24 hours, the smart meter showed that power consumption
started rapidly declining. The table 3.4 below shows the power consumption data for 30 days

(From the 1%t day to the 30" day).
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Average power consumption with and without the cyber-attack on the Smart Meter

measured for 7 days.

No of Days Baseline Average | Average Power | Percentage Power
Power consumption | consumption  under | loss
(In Watt-Hour) attack (In Watt-Hour)
1 203.32 203.09 0.1131
2 203.33 203.00 0.1623
3 203.23 202.70 0.2608
4 203.25 202.58 0.3296
5 203.24 202.25 0.4871
6 203.28 202.04 0.6100
7 203.26 201.68 0.7773
8 203.23 201.20 0.9989
9 203.16 200.75 1.1863
10 203.35 200.45 1.4261
11 203.25 200.05 1.5744
12 203.26 199.80 1.7023
13 203.28 199.49 1.8644
14 203.29 199.42 1.9037
15 203.31 199.42 1.9133
16 203.30 199.31 1.9626
17 203.29 199.23 1.9971
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18 203.30 198.72 2.2528
19 203.22 198.43 2.3571
20 203.30 198.41 2.4053
21 203.28 198.31 2.4449
22 203.28 198.31 2.4449
23 203.25 198.22 2.4748
24 203.26 198.22 2.4796
25 203.27 198.23 2.4795
26 203.16 197.90 2.5891
27 203.15 197.77 2.6483
28 203.01 197.60 2.6649
29 203.00 197.51 2.7044
30 203.98 197.47 2.7146
31 203.90 200.45 1.2075
Table 3.4
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Figure 3.11: 30 Days Attack Plot
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The average power consumption measured in Watt-Hours for Experiment IV without any

cyber-attack is shown in green and the power consumption with an indirect cyber-attack is

measured in red.

Loss of Power recorded (during the cyber-attack)

% Loss of Power after 7 days =

% Loss

Power consumption (Baseline)—Power consumption (Under cyber attack)

__203.90-200.45

Power consumption (Baseline)

x 100
203.90

= 1.2075%
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Figure 3.12: Percentage Loss Plot for Experiment 1V
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In the Percentage loss plot shown above, the power consumption loss increased linearly
in the first 24 hours although it was minimal. During the next six days, the power loss increased
exponentially from 0.2% to approximately 1.1%. Over the following 8 days, the percentage loss
kept increasing till it reached 1.6% before it took another sharp increase over the 14 days to peak

at approximately 3.4%. On the last day, this loss dropped sharply after the attack was removed.

In Experiment 1V, it could be seen that by the end of Day 31, the smart meter had
recorded an overall power loss of 1.2075%. This was due to the attack on the smart meter. Also,
when observing the power consumption for the baseline and the power consumption during the
cyber-attack, a trend was noticeable and it showed a decline in the average power consumption
recorded by the smart meter and sent to the remote monitoring computer. It is easy to think that
the 1.2075% loss is negligible however that is not true as it would make a huge difference when
it comes to deploying smart meters by a large electric company to large commercial

organizations. An example to demonstrate this is shown below:

Financial loss estimation due to the cyber-attack for a large electric company’s deployment

under experiment 1V setup.

The point of this is to estimate how much a cyber-attack on smart meters affects the revenue

of a large electric company if they use the type of smart meter suggested above.

It should be noted that some of the data used were Pacific Gas & Electric data obtained from [53]

and the data can be seen below.

e Company Name: Pacific Gas & Electric
e Number of customers (Residential and Commercial): 5,069,189

e Overall monthly power consumption: 6,040,152,083 kWh
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e Average price from [53] = 17.41 cents/kWh

e Loss of power due to security attack on Smart Meter = 7,293,483,640 kWh/month (using
our 1.2075% power loss)

e Overall revenue loss because of cyber-attacks on smart meter = $1,269,795,501

Million/month.

What these experiments have demonstrated is that cyber-attacks can have a damaging effect
on the operation of smart meters and this can have a ripple effect on the finances of large electric

companies as they could suffer heavy losses due to cyber-attacks

3.5 Chapter Summary

In this chapter, we performed both direct and indirect cyber-attacks on the EPM 6100
Smart electric meter from General Electric in a bid to understand and evaluate the effects of
these attacks on the operation of the smart meter and how data traffic moves between the smart
meter and a remote monitoring computer. It is known that smart meters are very useful for
customers and especially utilities particularly when we consider how they implement their smart

grid infrastructure and provide consistent power assessment and problem troubleshooting.

These experiments shaded light on the effect of these attacks. We found out that even an
indirect ping-based attack can have a very large impact on a smart meter operation especially for
large electric companies. When we did the indirect cyber-attack 30-Day experiment, we noticed
that on the first day, the impact was minimal but at the end of the entire billing cycle, the impact

had become significant.
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For the direct attacks, we could see an immediate impact as there was a total loss of data
communication between the smart meter and the remote monitoring computer. In any of these
two cases, whether direct or indirect, the one constant thing is that these attacks can lead to big

financial losses in millions of dollars for electric companies, especially the ones that focus on

large scale smart grid infrastructure.
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CHAPTER IV

WIRELESS CONNECTIVITY TEST OF EMP 6100, EPM 7000 AND E650 SMART METERS
UNDER DIFFERENT TYPES OF CYBERSECURITY ATTACKS

Ensuring that smart meters are always connected to nodes is a very important process of
ensuring reliability in electric utility companies. If a smart meter is to relay consumption related
information for billing purposes, network providers need to understand the response of smart
meters to unexpected cybersecurity attacks such as a DDOS attack. For energy consumption to
be sequence and analyzed, AMI systems need to maintain a bidirectional communication
between the devices concerned. Therefore, this chapter evaluates the connectivity of smart
electric meters when exposed to malicious cybersecurity attacks.

We performed a series of experiments using a software provided by a utility company to the
networking lab of University of Texas Rio Grande Valley (UTRGV). In summary, the aim of
this chapter is to analyze the connectivity of a smart meter provided to us by a utility company.
We aim to provide a recommendation for the company based of the vulnerability we observed

during the experiment.
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4.1 Experimental Setup

In this experiment, we utilized three different smart meters i.e. EPM6100, EPM7000, and
E650 smart meters. We did not used any load because we are not interested in the consumption,
instead we are interested in the connectivity of the smart meters. Given that most of the smart
meters are designed to be connected using ethernet cable, we used 2 wireless access points to
bridge the communication between the attacking computer, remote monitoring computer, and the
smart meters. Using that we were able to direct attack traffic from the attack computer to the
smart meter. A close observation of the experimental setup as shown in(fig 4.1) shows how the
Ethernet cables from the attack computer was connected to the wireless access point. Also, from
the second wireless access point, it can be observed how the three smart meters were connected
to the wireless access point using three Ethernet cables. Since the remote monitoring computer is
WIFI enabled, there was no need to connect it to the wireless access point using an Ethernet
cable, instead the WIFI feature of the computer was enabled and configured to communicate

with the wireless access point.
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Figure 4.1: Lab experimental setup for evaluating EPM6100, EPM700 and E650 Electric smart
meters.

Each and every device connected to the setup shown above was assigned a unique IP
address that corresponds to the network it belongs. The wireless access point works by
connecting directly to the devices an exchanging protocol information. It then transmits and
receives a wireless signal in either the 2.4Ghz or 5Ghz frequency range (WIFI).This in turn
allows connection to other wireless devices and other connected wireless devices to a Local Area
Network (LAN) or the internet. The wireless access point is used to enable an attack on the
communication lines of the smart meter. While there are so many types of attacks that can be
used for this, in this experiment, we used the ping, smurf and the TCP/SYN because they are part

of the most practical attacks used today by attackers. To create an environment for this, we used
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an attacking computer that generates the attack, this acts as the “bad guy” who wants to
disconnect the communication links using DDos attacks. Haven established that cyber security
attacks has an effect on the communication between the meter and the remote monitoring device,
we move further to determine the minimum bandwidth of cyber-attack required to terminate the
communication. Also, we observed how long it took the smart meter to reestablish connection
when completely disconnected. We also checked for information availability in the recording
computer, the aim is to determine if the remote monitoring computers was able to access all the

consumption information communicated by the smart meter.

4.2 Smart Meter Overseer (SMO)

To accurately determine the connection and disconnection time of the smart meter, a
special software know as Smart Meter Overseer was used. The Smart Meter Overseer does not
record the watthour consumption of the smart meter, instead it focuses on the connectivity state
of all the smart meter connected to it. The Smart Meter Overseer is very efficient because it
simultaneously give the connectivity plots of all the smart meters it is connected to. A close
observation of the sample output of the smart meter overseer meter show below(fig 5.3) shows
how it was able to simultaneously display the connectivity status of the three smart meters
connected to it. The science behind this application relies in the phenomena that occurs when a
smart meter is under attack. If a smart meter works under normal conditions, the monitoring
computer can ensure communication by sending a single ping request. If the smart meter replies
with a ping response, then the communication between the monitoring computer and the smart
meter is active. If the smart meter does not send the ping response, it means that there is a

problem in communication. When meters are under attack, there is no communication, and any
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ping request initiated by the monitoring computer results in a timeout, therefore the
communication is termed inactive. SM overseer allows the user to make readings in any size of
time, and it achieves this by sending ping requests to the smart meter. The readings samples were
able to be done from even less than a second, up to any value the user could come up to. SM
Overseer could reveal us the communication status of the smart meter with high reliability and

precision.

TEST STATUS

BEGIMN TEST

Figure 4.2: SM Overseer Software for checking connectivity status of meters

4.3 Experimental Results and Discussion from EPM 6100 Smart Electric Meter

To determine the connectivity of EPM 6100 smart meter, a couple of experiment was
conducted. In the past, common DDoS attacks come in the form of sustained, high-volume
traffic floods that gradually increases, reach a peak, and then followed by a sudden or a slow
descent. Nowadays, a new attack pattern known as bursts attacks or hit-and-run attacks have
emerged. This type of attack use repeated short bursts of high intensity attacks at unpredictable
intervals. A burst can last for as little as 2 seconds while a more malicious attack can span for
hours non-stop, sending hundreds of gigabits per second of packets to a victim. In this

experiment, we measured the effect of this two types of attack and noted the different impact it
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has on EPM 6100. The maximum bandwidth capacity of ethernet cable used for this experiment
is 100 Mbps which is the standard capacity of a regular CAT 5 cable. The Attacker computer has
maximum capacity to send flooding traffic at the rate of 1Gbps . Thereforel0% of the total
flooding capacity of the attack computer was used for the experiment. Figure(5.3) shows the lab

setup diagram for the evaluation of EPM6100.

4.3.1 Experimental result of connectivity test of EMP 6100 Power Quality Meter Under

Different cyber attacks

EPM6100

ATTACK Q 5 9
COMPUTER
MONITORING
COMPUTER

Figure 4.3: Lab experiment setup for evaluating EPM 6100 connectivity.

After the experiment, the connectivity information was summarized in Table 5.1 as
shown below. The term minimum effect means the minimum Mbps bandwidth we started
noticing a fluctuating in the connectivity while the term disconnection means the Mbps

bandwidth at which communication was completely lost.
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Table 4.1: Experiment Result of Performance of smart Metering Data Communication for

EPM 6100 Power Quality Smart Quality Smart Electric Meter Under Different Cyber-

Attacks.

DESCRIPTION. PING SMURF TCP/ISYN
Minimum effect burst attack bandwidth (Mbps) 0.3 1.0 2
Disconnection burst attack bandwidth (Mbps) 2.0 3.0 5.0
Minimum effect continuous attack bandwidth (Mbps) | 0.5 1.7 4
Disconnection continuous attack bandwidth (Mbps) 3.0 5.0 1000
Time to disconnect (seconds) 1.0 1.0 1.0

Time to reconnect (seconds) 2.0 2.0 2.0

4.3.2 Experimental Result Under PING.

While evaluating EPM 6100 under a burst and continuous PING attack we observed that
for burst attack the minimum effective bandwidth was 0.3Mbps while the disconnection
bandwidth was 2.0Mbps as show in fig (5.4). For continuous attack, we observed that the
Minimum effective bandwidth was 0.5Mbps while the disconnection bandwidth was 3.0Mbps as
shown in fig (5.5). We also recorded that the time taken to disconnect and reconnect were 1

seconds and 2 seconds respectively as shown in fig (5.6).
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Figure 4.4: Observation of ping burst attack on EPM6100

PING CONTINUOUS ATTACK PLOT
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Figure 4.5: Observation of continuous ping attack on EPM6100
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Figure 4.6: Observation of connection/disconnection time on EPM6100

4.3.3 Experimental Result Under SMURF

While evaluating EPM 6100 under a burst and continuous SMURF attack we observed
that for burst attack the minimum effective bandwidth was 1.0Mbps while the disconnection
bandwidth was 3.0Mbps as show in fig (5.7). For continuous attack, we observed that the
Minimum effective bandwidth was 1.7Mbps while the disconnection bandwidth was 5.0Mbps as
shown in fig (5.8). We also recorded that the time taken to disconnect and reconnect were 1

seconds and 2 seconds respectively as shown in fig (5.9).

SMURF BURST ATTACK PLOT

[

CONNECTED >> 1

0 << DISCONNECTED

ATTACK BANDWIDTH(Mbps)

Figure 4.7: Observation of SMURF burst attack on EPM610

75



CONNECTED >> 1

0 << DISCONNECTED

CONNECTED >> 1

0 << DISCONNECTED

[

SMURF CONTINUOUS ATTACK PLOT

0.0

17 5.0
ATTACK BANDWIDTH(Mbps)

Figure 4.8: Observation of continuous SMURF attack on EPM6100

SMURF CONNECTION/DISCONNECTION TIME PLOT
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Figure 4.9: Observation of connection/disconnection time on EPM6100
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4.3.4 Experimental Result Under TCP/SYN

While evaluating EPM 6100 under a burst and continuous TCP/SYN attack we observed
that for burst attack the minimum effective bandwidth was 2.0Mbps while the disconnection
bandwidth was 5.0Mbps as show in fig (5.10). For continuous attack, we observed that the
Minimum effective bandwidth was 4.0Mbps while the meter never total disconnected as shown
in fig (5.11). We also recorded that the time taken to disconnect and reconnect were 1 seconds

and 2 seconds respectively as shown in fig (5.12).

TCP/SYN BURST ATTACK PLOT
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CONNECTED >> 1
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0 << DISCONNECTED

0 2 5
ATTACK BANDWIDTH(Mbps)

Figure 4.10: Observation of TCP/SYN burst attack on EPM6100
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Figure 4.11: Observation of continuous TCP/SYN attack on EPM6100
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Figure 4.12: Observation of connection/disconnection time on EPM6100

4.4 Experimental Results and Discussion from EPM 7000 Smart Electric Meter

To determine the connectivity of EPM 7000 smart meter, a couple of experiment was
conducted. In the past, common DDoS attacks come in the form of sustained, high-volume
traffic floods that gradually increases, reach a peak, and then followed by a sudden or a slow
descent. Nowadays, a new attack pattern known as bursts attacks or hit-and-run attacks have
emerged. This type of attack use repeated short bursts of high intensity attacks at unpredictable
intervals. A burst can last for as little as 2 seconds while a more malicious attack can span for
hours non-stop, sending hundreds of gigabits per second of packets to a victim. In this
experiment, we measured the effect of this two types of attack and noted the different impact it
has on EPM 7000. The maximum bandwidth capacity of ethernet cable used for this experiment
is 100 Mbps which is the standard capacity of a regular CAT 5 cable. The Attacker computer has
maximum capacity to send flooding traffic at the rate of 1Gbps . Therefore1l0% of the total
flooding capacity of the attack computer was used for the experiment. Figure(5.3) shows the lab

setup diagram for the evaluation of 7000.
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4.4.1 Experimental result of connectivity test of EMP 7000 Power Quality Meter Under

Different cyber attacks

WAP WAP

@@@';0@] L )}

EPM7000
ATTACK V:

COMPUTER

MONITORING
COMPUTER

Figure 4.13: Lab experiment setup for evaluating EPM 7000 connectivity.

After the experiment, the connectivity information was summarized in Table 5.2 as
shown below. The term minimum effect means the minimum Mbps bandwidth we started
noticing a fluctuating in the connectivity while the term disconnection means the Mbps

bandwidth at which communication was completely lost.
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Table 4.2: Experiment Result of Performance of smart Metering Data Communication for

EPM 7000 Power Quality Smart Quality Smart Electric Meter Under Different Cyber-

Attacks.

DESCRIPTION PING SMURF TCP/SYN
Minimum effect burst attack bandwidth (Mbps) 0.5 2.0 5.0
Disconnection burst attack bandwidth (Mbps) 3.0 5.0 11
Minimum effect continuous attack bandwidth (Mbps) | 0.7 0.5 5.0
Disconnection continuous attack bandwidth (Mbps) 4.0 1000 1000
Time to disconnect (seconds) 1.0 1.0 1.0

Time to reconnect (seconds) 1.0 1.0 1.0

4.4.2 Experimental Result Under PING.

While evaluating EPM 7000 under a burst and continuous PING attack we observed that
for burst attack the minimum effective bandwidth was 0.5Mbps while the disconnection
bandwidth was 3.0Mbps as show in fig (5.14). For continuous attack, we observed that the
Minimum effective bandwidth was 0.7Mbps while the disconnection bandwidth was 4.0Mbps as
shown in fig (5.15). We also recorded that the time taken to disconnect and reconnect were both

1 seconds as shown in fig (5.16).
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Figure 4.14: Observation of ping burst attack on EPM7000
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Figure 4.15: Observation of continuous ping attack on EPM7000
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Figure 4.16: Observation of connection/disconnection time on EPM7000

4.4.3 Experimental Result Under SMURF.

While evaluating EPM 7000 under a burst and continuous SMURF attack we observed
that for burst attack the minimum effective bandwidth was 2.0Mbps while the disconnection
bandwidth was 5.0Mbps as show in fig (5.17). For continuous attack, we observed that the
Minimum effective bandwidth was 3.0Mbps while the disconnection bandwidth was 7.0Mbps as
shown in fig (5.18). We also recorded that the time taken to disconnect and reconnect were both

1 seconds as shown in fig (5.19).
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Figure 4.17: Observation of SMURF burst attack on EPM7000
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Figure 4.18: Observation of continuous SMURF attack on EPM7000
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Figure 4.19: Observation of connection/disconnection time on EPM7000
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4.4.4 Experimental Result Under TCP/SYN.

While evaluating EPM 7000 under a burst and continuous TCP/SYN attack we observed
that for burst attack the minimum effective bandwidth was 5.0Mbps while the disconnection
bandwidth wal1l.0Mbps as show in fig (5.20). For continuous attack, we observed that the
Minimum effective bandwidth was 5.0Mbps while the meter never disconnected as shown in fig
(5.21). We also recorded that the time taken to disconnect and reconnect were both1 seconds as

shown in fig (5.22).
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Figure 4.20: Observation of TCP/SYN burst attack on EPM7000
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Figure 4.21: Observation of continuous TCP/SYN attack on EPM7000
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Figure 4.22: Observation of connection/disconnection time on EPM7000
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4.5 Experimental Results and Discussion from E650 Smart Electric Meter

To determine the connectivity of E650 smart meter, a couple of experiment was conducted. In
the past, common DDoS attacks come in the form of sustained, high-volume traffic floods that
gradually increases, reach a peak, and then followed by a sudden or a slow descent. Nowadays, a
new attack pattern known as bursts attacks or hit-and-run attacks have emerged. This type of
attack use repeated short bursts of high intensity attacks at unpredictable intervals. A burst can
last for as little as 2 seconds while a more malicious attack can span for hours non-stop, sending
hundreds of gigabits per second of packets to a victim. In this experiment, we measured the
effect of this two types of attack and noted the different impact it has on E650. The maximum
bandwidth capacity of ethernet cable used for this experiment is 100 Mbps which is the standard
capacity of a regular CAT 5 cable. The Attacker computer has maximum capacity to send
flooding traffic at the rate of 1Gbps . Therefore1l0% of the total flooding capacity of the attack
computer was used for the experiment. Figure(5.3) shows the lab setup diagram for the

evaluation of E650.
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4.5.1 Experimental result of connectivity test of Ladis Power Quality Meter Under Different cyber
attacks

E650

©)
ATTACK @

COMPUTER
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Figure 4.23: Lab experiment setup for evaluating E650 connectivity.

After the experiment, the connectivity information was summarized in Table 5.1 as
shown below. The term minimum effect means the minimum Mbps bandwidth we started
noticing a fluctuating in the connectivity while the term disconnection means the Mbps

bandwidth at which communication was completely lost.

Table 4.3: Experiment Result of Performance of smart Metering Data Communication for

E650 Power Quality Smart Quality Smart Electric Meter Under Different Cyber-Attacks.

DESCRIPTION PING SMURF TCP/SYN
Minimum effect burst attack bandwidth (Mbps) 0.5 1.5 3.5
Disconnection burst attack bandwidth (Mbps) 3.0 5.0 7.0
Minimum effect continuous attack bandwidth (Mbps) | 1.0 2.0 5.0
Disconnection continuous attack bandwidth (Mbps) 6.0 6.0 1000.0
Time to disconnect (seconds) 2.0 2.0 2.0

Time to reconnect (seconds) 15.0 15.0 15.0
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4.5.2 Experimental Result Under PING

While evaluating E650 under a burst and continuous PING attack we observed that for
burst attack the minimum effective bandwidth was 0.5Mbps while the disconnection bandwidth
was 3.0Mbps as show in fig (5.24). For continuous attack, we observed that the Minimum
effective bandwidth was 1.0Mbps while the disconnection bandwidth was 6.0Mbps as shown in
fig (5.25). We also recorded that the time taken to disconnect and reconnect were 1 seconds and

15 seconds respectively as shown in fig (5.26).
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Figure 4.24: Observation of ping burst attack on E650
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Figure 4.25: Observation of continuous ping attack on E650
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Figure 4.26: Observation of connection/disconnection time on E650

4.5.3 Experimental Result Under SMURF

While evaluating E650 under a burst and continuous SMURF attack we observed that for
burst attack the minimum effective bandwidth was 1.5Mbps while the disconnection bandwidth
was 5.0Mbps as show in fig (5.27). For continuous attack, we observed that the Minimum
effective bandwidth was 2.0Mbps while the disconnection bandwidth was 6.0Mbps as shown in
fig (5.28). We also recorded that the time taken to disconnect and reconnect were 1 seconds and
15 seconds respectively as shown in fig (5.29).
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Figure 4.27: Observation of SMURF burst attack on E650
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Figure 4.28: Observation of continuous SMURF attack on E650
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Figure 4.29: Observation connection/disconnection time on E650

4.5.4 Experimental Result Under TCP/SYN

While evaluating E650 under a burst and continuous TCP/SY N attack we observed that
for burst attack the minimum effective bandwidth was 3.5Mbps while the disconnection
bandwidth was 7.0Mbps as show in fig (5.30). For continuous attack, we observed that the
Minimum effective bandwidth was 5.0Mbps while the meter never totally disconnected as shown
in fig (5.31). We also recorded that the time taken to disconnect and reconnect were 1 seconds

and 15 seconds respectively as shown in fig (5.32).
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Figure 4.30: Observation of TCP/SYN burst attack on E650
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Figure 4.31: Observation of continuous TCP/SYN attack on E650
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Figure 4.32: Observation of connection/disconnection time on E650
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4.6 Chapter Summary

In the past, common DDoS attacks come in the form of sustained, high-volume traffic
floods that gradually increases, reach a peak, and then followed by a sudden or a slow descent.
Nowadays, a new attack pattern known as bursts attacks or hit-and-run attacks have emerged.
This type of attack use repeated short bursts of high intensity attacks at unpredictable intervals.
In this chapter, we measured the effect of this two types of attack and noted the different impact
it has on EPM6100, EPM7000 and E650 smart meters. Contrary to the previous experiments,
This chapter centers on the connectivity the different smart electric meters. It can be deduced
from the experiments that the PING attack has the highest effect followed by the SMURF attack
and then the TCP/SYN attack. The TCP/SYN plot shows the major difference between the effect
of continuous and burst attack. For continuous TCP/SYN attacks, the smart meter never
disconnected even when the attack was increased to a significant limit. This was not the case
with the burst attack, none of the smart meters was able to communicate when the burst attack

reached the disconnection bandwidth.
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CHAPTER V

COMPARISON OF DIFFERENT RESULTS AND ATTACKS

5.1 Comparison of the effects of Cyber-Security Attacks on Different Communication
Methods

From the series of experiment conducted so far, it is completely obvious that for EPM
6100, the consumption reporting can be altered when the smart meter is subjected to
cybersecurity attacks. This have been verified to hold for wired, wireless, and a hybrid of both.
In this chapter, we compared the effect of this attacks on consumption reading relative to the
method of communication i.e. Wired, wireless, or hybrid of both. For the three experiments,
the baseline consumption values were first observed and recoded. The baseline consumption
values are calculated when the electric smart meter is operating on a zero treat or no
cybersecurity attack. After the baseline recording, the EPM 6100 smart meter was first
evaluated for its security integrity of its data collection under a cyber-attack starting with
evaluating it for 4 days followed by 7 days and 15 days extending up to 30 days which
corresponds to a conventional customer billing cycle. The same procedure was used for all the
experimental set ups shown in the Figures (6.1 — 6.3) for wired, a hybrid of wired and

wireless, and wireless respectively.
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Figure 5.1 Experimental Setup for evaluating the effect of wired(Ethernet based) cybersecurity

attack on wired smart meter.
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Figure 5.2 Experimental Setup for evaluating the effect of wireless(WiFi based) cybersecurity

attack on wireless smart meter.
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Figure 5.3 Experimental Setup for evaluating the effect of a hybrid( Ethernet and WiFi) of wired

and wireless cybersecurity attack on wireless smart meter.

From the plot shown below in (Figure 5.4). The green plot represents Wireless smart
meter communication utilizing Ethernet cables only.The blue plot represents a Hybrid
connection of Wifi and Ethernet for smart meter communication and then the red plot represents
smart meter wired connection using Ethernet cable only. It can be observed from the graph that
for the first two to three days, there was a little bit of fluctuation in the power consumption plot
of Wireless and Hybrid plots. After the third day, the consumption plot for wireless connecting
was substantial, steeping further below the consumption in hybrid mode. For four days attack
both hybrid and wireless attack where at logahead with each othere, however the wired or

Ethernet based consumption decreased substancially.
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Figure 5.4: Average Power Consumption measured in Average Watt hour for Wireless, Hybrid

and Wired smart meter connection for 4 days.

From the plot show in (Figure 6.5). The green plot represents Wireless smart meter
communication utilizing Ethernet cables only. The blue plot represents a Hybrid connection of
WIFI and Ethernet for smart meter communication and then the red plot represents smart meter
wired connection using Ethernet cable only. It can be observed from the graph that for the first 5
days, the wireless and hybrid smart meter connection plot was crossing each other without a
clear definition of trend. However, after the seventh day the hybrid meter connection proved to
me more effective in consumption. The wired smart meter connection proved to me more

effective in altering the consumption values of the smart meter .
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Figure 5.5: Average Power Consumption measured in Average Watt hour for Wireless, Hybrid

and Wired smart meter connection for 7 days.

From the plot shown below in (Figure 6.6). The green plot represents Wireless smart meter
communication utilizing Ethernet cables only. The blue plot represents a Hybrid connection of
WIFI and Ethernet for smart meter communication and then the red plot represents smart meter
wired connection using Ethernet cable only. It can be observed from the graph that for the first
two to three days, there was a little bit of fluctuation in the power consumption plot of Wireless
and Hybrid plots. After the third day, the consumption plot for wireless connecting was
substantial, steeping further below the consumption in hybrid mode. After the attack for the
fourth day, both hybrid and wireless attack where at log ahead with each other, however the
wired or Ethernet based consumption decreased substantially. Also, it can be observed from the
graph that for the first 5 days, the wireless and hybrid smart meter connection plot was crossing

each other without a clear definition of trend. However, after the seventh day the hybrid meter
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connection proved to me more effective in consumption. From the seventh day to the fifteenth
day, it became clear that hybrid connection attack had more effect on the meter compared to the
wireless connection. The completely wired connection still proved dominant and more

effective in altering the consumption recording of the wireless smart meter.
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Figure 5.6: Average Power Consumption measured in Average Watt hour for Wireless, Hybrid

and Wired smart meter connection for 15 days

From the plot shown below in (Figure 6.7). The green plot represents Wireless smart meter
communication utilizing Ethernet cables only. The blue plot represents a Hybrid connection of
WIFI and Ethernet for smart meter communication and then the red plot represents smart meter
wired connection using Ethernet cable only. It can be observed from the graph that for the first
two to three days, there was a little bit of fluctuation in the power consumption plot of Wireless
and Hybrid plots. After the third day, the consumption plot for wireless connecting was
substantial, steeping further below the consumption in hybrid mode. After the attack for the
fourth day, both hybrid and wireless attack where at log ahead with each other, however the
wired or Ethernet based consumption decreased substantially. Also, it can be observed from the

graph that for the first 5 days, the wireless and hybrid smart meter connection plot was crossing
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each other without a clear definition of trend. However, after the seventh day the hybrid meter
connection proved to me more effective in consumption. From the seventh day to the thirtieth
day, it became clear that hybrid connection attack had more effect on the meter compared to the
wireless connection. It is now clear, after attacking the meter for 30 days using the three
different types of connection, that wired, or Ethernet based attack is most effective in effecting
the consumption reading of EPM 6100 followed by the hybrid connection and then the wireless

connection.
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Figure 5.7: Average Power Consumption measured in Average Watt hour for Wireless, Hybrid

and Wired smart meter connection for 7 days
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5.2 Comparison of the connectivity strength of EMP 6100, EPM 7000 and E650 under

different types of cybersecurity attacks.

In this experiment, we utilized three different smart meters i.e. EPM6100, EPM7000, and
E650 smart meters. We did not used any load because we are not interested in the consumption,
instead we are interested in the connectivity of the smart meters. Given that most of the smart
meters are designed to be connected using ethernet cable, we used 2 wireless access points to
bridge the communication between the attacking computer, remote monitoring computer, and the
smart meters. Using that we were able to direct attack traffic from the attack computer to the
smart meter. A close observation of the experimental setup as shown in(fig 5.1) shows how the
Ethernet cables from the attack computer was connected to the wireless access point. Also, from
the second wireless access point, it can be observed how the three smart meters were connected
to the wireless access point using three Ethernet cables. Since the remote monitoring computer is
WIFI enabled, there was no need to connect it to the wireless access point using an Ethernet
cable, instead the WIFI feature of the computer was enabled and configured to communicate

with the wireless access point.
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Figure 5.8: Lab Experimental setup for checking the connectivity strength EPM6100, EPM7000

and E650.

5.2.1 Ping burst attack plot comparison for epm6100, EPM7000 and E650 smart meters.
Comparing the three smart meters we can see the various effects of a burst ping attack
on the three meters as show in Fig (5.9) below. The plot shows that for EPM 6100 under a ping
burst attack the minimum effective bandwidth was 0.3Mbps while the disconnection bandwidth
was 2.0Mbps. For EPM 7000, the plot shows that under a ping burst attack, the minimum
effective bandwidth was 0.5Mbps while the disconnection bandwidth was 3.0Mbps. For E650,
the plot shows that under a ping burst attack, the minimum effective bandwidth was 0.5Mbps
while the disconnection bandwidth was 3.0Mbps. Deducing from the plot and readings from the
three different meters, we can conclude that the EPM 6100 smart meter is more susceptible to the

effects of ping burst cybersecurity attack while the E650 has a more resistant NIC.
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PING BURST ATTACK COMPARISON PLOT FOR EPM 6100,EPM 7000, AND E650 SMART METERS
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Figure 5.9: Observation of the effect of ping burst attack on the connectivity strength EPM62100,

EPM7000 and E650.

5.2.2 Continuous ping attack plot comparison for EPM6100, EPM7000 and E650 Smart
Meters.

Comparing the three smart meters we can see the various effects of a continuous ping
attack on the three meters as show in Fig (5.10) below. The plot shows that for EPM 6100 under
a continuous ping attack the minimum effective bandwidth was 0.5Mbps while the disconnection
bandwidth was 2.0Mbps. For EPM 7000, the plot shows that under a ping burst attack, the
minimum effective bandwidth was 0.7Mbps while the disconnection bandwidth was 4.0Mbps.
For E650, the plot shows that under a ping burst attack, the minimum effective bandwidth was
1.0Mbps while the disconnection bandwidth was 6.0Mbps. Deducing from the plot and readings
from the three different meters, we can conclude that the EPM 6100 smart meter is more
susceptible to the effects of continuous ping cybersecurity attack while the E650 has a more

resistant NIC.
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CONTINUOUS PING ATTACK COMPARISON PLOT FOR EPM 6100,EPM 7000, AND E650 SMART METERS
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Figure 5.10: Observation of the effect of continuous ping attack on the connectivity strength

EPM6100, EPM7000 and E650.

5.2.3 Smurf burst attack plot comparison for epm6100, EPM7000 and E650 smart meters.
Comparing the three smart meters we can see the various effects of a SMURF burst
attack on the three meters as show in Fig (5.11) below. The plot shows that for EPM 6100 under
a SMUREF burst attack the minimum effective bandwidth was 1.0Mbps while the disconnection
bandwidth was 3.0Mbps. For EPM 7000, the plot shows that under a ping burst attack, the
minimum effective bandwidth was 2.0 Mbps while the disconnection bandwidth was 5.0 Mbps.
For E650, the plot shows that under a ping burst attack, the minimum effective bandwidth was
1.5Mbps while the disconnection bandwidth was 5.0Mbps. Deducing from the plot and readings
from the three different meters, we can conclude that the EPM 6100 smart meter is more
susceptible to the effects of SMURF burst cybersecurity attack while the EPM7000 has a more

resistant NIC.
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SMURF BURST ATTACK COMPARISON PLOT FOR EPM 6100,EPM 7000, AND E650 SMART METERS
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Figure 5.11: Observation of the effect of SMURF burst attack on the connectivity strength

EPM6100, EPM7000 and E650.

5.2.4 Continuous Smurf attack plot comparison for epm6100, EPM7000 and E650 smart
meters.

Comparing the three smart meters we can see the various effects of a continuous
SMUREF attack on the three meters as show in Fig (5.12) below. The plot shows that for EPM
6100 under a continuous SMURF attack the minimum effective bandwidth was 1.7Mbps while
the disconnection bandwidth was 5.0Mbps. For EPM 7000, the plot shows that under a ping
burst attack, the minimum effective bandwidth was 3.0Mbps while the disconnection bandwidth
was 7.0Mbps. For E650, the plot shows that under a ping burst attack, the minimum effective
bandwidth was 2.0Mbps while the disconnection bandwidth was 6.0Mbps. Deducing from the
plot and readings from the three different meters, we can conclude that the EPM 6100 smart
meter is more susceptible to the effects of SMURF burst cybersecurity attack while the

EPM7000 has a more resistant NIC.
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CONTINUOUS SMURF ATTACK COMPARISON PLOT FOR EPM 6100,EPM 7000, AND E650 SMART METERS
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Figure 5.12: Observation of the effect of continuous SMURF attack on the connectivity strength

of EPM6100, EPM7000 and E650.

5.2.5 TCP/SYN burst attack plot comparison for EPM6100, EPM7000 and E650 smart
meters.

Comparing the three smart meters we can see the various effects of a burst TCP/SYN
attack on the three meters as show in Fig (5.13) below. The plot shows that for EPM 6100 under
a TCP/SYN burst attack the minimum effective bandwidth was 2.0 Mbps while the
disconnection bandwidth was 5.0Mbps. For EPM 7000, the plot shows that under a ping burst
attack, the minimum effective bandwidth was 5 Mbps while the disconnection bandwidth was 11
Mbps. For E650, the plot shows that under a ping burst attack, the minimum effective bandwidth
was 3.5Mbps while the disconnection bandwidth was 7.0Mbps. Deducing from the plot and
readings from the three different meters, we can conclude that the EPM 6100 smart meter is
more susceptible to the effects of TCP/SYN burst cybersecurity attack while the EPM7000 has a

more resistant NIC.
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TCP/SYN BURST ATTACK COMPARISON PLOT FOR EPM 6100,EPM 7000, AND E650 SMART METERS
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Figure 5.13: Observation of the effect of TCP/SY N burst attack on the connectivity strength of

EPM6100, EPM7000 and E650.

5.2.6 Continuous TCP/SYN attack plot comparison for EPM6100, EPM7000 and E650
smart meters.

Comparing the three smart meters we can see the various effects of a continuous
TCP/SYN attack on the three meters as show in Fig(5.14) below. The plot shows that for EPM
6100 under a continuous TCP/SYN attack the minimum effective bandwidth was 4.0 Mbps and
the smart meter never completely disconnected. For EPM 7000, the plot shows that under a ping
burst attack, the minimum effective bandwidth was 5.0 Mbps and the smart meter never
completely disconnected. For E650, the plot shows that under a ping burst attack, the minimum
effective bandwidth was 0.5Mbps and the smart meter never completely disconnected. Deducing
from the plot and readings from the three different meters, we can conclude that the EPM 6100
smart meter is more susceptible to the effects of continuous TCP/SYN cybersecurity attack while

the EPM7000 has a more resistant NIC.
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CONTINUOUS TCP/SYN ATTACK COMPARISON PLOT FOR EPM 6100,EPM 7000, AND E650 SMART METERS
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Figure 5.14: Observation of the effect of continuous TCP/SYN attack on the connectivity

strength EPM6100, EPM7000 and E650.

5.2.7 Effect of different types of cybersecurity attacks on EPM 6100

In this comparison plot, we compared the effect of popular cybersecurity attacks on the
connectivity of EPM 6100 power quality meter, we used the PING, SMURF and TCP/SYN
cybersecurity attacks, all are configured to come in burst. Comparing the three types of attack we
can see its various effects on an EPM 6100 smart meter as shown in Fig (5.15) below. The plot
shows that for EPM 6100 under a PING attack the minimum effective bandwidth was 0.3 Mbps
while the disconnection bandwidth was 2.0Mbps. Under SMURF attack, the plot shows that the
minimum effective bandwidth was 1.0 Mbps while the disconnection bandwidth was 3 Mbps.
Under TCP/SYN attack, the plot shows that the minimum effective bandwidth was 2.0 Mbps
while the disconnection bandwidth was 5.0 Mbps. Deducing from the plot and readings from the
three different attacks, we can conclude that PING attacks have the most effect on the

connectivity of EPM 6100 smart meter while the TCP/SYN attacks has the list effect.

107



DIFFERENT ATTACK EFFECTS ON EPM 6100 SMART METER
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Figure 5.15: Effects of PING, SMURF and TCP/SYN attacks on the connectivity of EPM 6100

5.2.8 Effect of different types of cybersecurity attacks on EPM 7000

In this comparison plot, we compared the effect of popular cybersecurity attacks on the
connectivity of EPM7000 power quality meter, we used the PING, SMURF and TCP/SYN
cybersecurity attacks, all are configured to come in burst. Comparing the three types of attack we
can see its various effects on an EPM 6100 smart meter as shown in Fig (5.15) below. The plot
shows that for EPM7000 under a PING attack the minimum effective bandwidth was 0.5 Mbps
while the disconnection bandwidth was 3.0Mbps. Under SMURF attack, the plot shows that the
minimum effective bandwidth was 2.0 Mbps while the disconnection bandwidth was 5.0 Mbps.
Under TCP/SYN attack, the plot shows that the minimum effective bandwidth was 5.0 Mbps
while the disconnection bandwidth was 11.0 Mbps. Deducing from the plot and readings from
the three different attacks, we can conclude that PING attacks have the most effect on the

connectivity of EPM 7000 smart meter while the TCP/SY N attacks has the list effect.
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DIFFERENT ATTACK EFFECTS ON EPM 7000 SMART METER
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Figure 5.16: Effects of PING, SMURF and TCP/SYN attacks on the connectivity of EPM 7000

5.2.9 Effect of different types of cybersecurity attacks on E650

In this comparison plot, we compared the effect of popular cybersecurity attacks on the
connectivity of E650 power quality meter, we used the PING, SMURF and TCP/SYN
cybersecurity attacks, all are configured to come in burst. Comparing the three types of attack we
can see its various effects on an E650 smart meter as shown in Fig (5.15) below. The plot shows
that for E650 under a PING attack the minimum effective bandwidth was 0.5 Mbps while the
disconnection bandwidth was 3.0Mbps. Under SMURF attack, the plot shows that the minimum
effective bandwidth was 1.5 Mbps while the disconnection bandwidth was 5 Mbps. Under
TCP/SYN attack, the plot shows that the minimum effective bandwidth was 3.5 Mbps while the
disconnection bandwidth was 7.0 Mbps. Deducing from the plot and readings from the three
different attacks, we can conclude that PING attacks have the most effect on the connectivity of

E650 smart meter while the TCP/SY N attacks has the list effect on connectivity.
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DIFFERENT ATTACK EFFECTS ON LANDIS METER
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Figure 5.17: Effects of PING, SMURF and TCP/SYN attacks on the connectivity of E650

5.3 Chapter Summary

The aim of this chapter is to give a clear comparison of the different types of attack, devices
and attacks that are most practical in smart meter industries today. The chapter starts by
comparing the effect of cyber security attacks on the different types of smart meter connections.
It compares the results obtained for wired connection (Ethernet based), wireless connection
(WIFI based), and a hybrid of wired and wireless. The results shows that the more wired a smart
meter connection is, the higher the intensity of the attack an vice versa. The second section
compares the different types of attacks and its effect on different types of smart meters, the plots
will serve as a guide for a company that wishes to decide on the time of smart meter to be used in
industries in other to minimize the effects of cyber-attacks. The last section compares the types
of attack on a particular smart meter and gives a clear picture of how it is affected by
cybersecurity attacks such as PING, SMURF and TCP/SYN. The plots can serve as a guide for a
company that wishes to decide on the type of smart meter to be used in other to minimize the

effects of cyber security attacks.
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CHAPTER VI

CONCLUSION

This research is the first time a wireless (WIFI based) smart electric meter has been
tested and evaluated both in connectivity and consumption. The major aim of the experiment is
to understand the effect of different cyber security attacks on smart meters. Smart meters are
indispensable to customers as well as utility companies. Using the results in this research,
customers can make a better choice on the type of Smart electric meter they need to acquire.
Also, utility companies can use the results from this paper to further improve the resistance of
their products to cybersecurity attacks. While it is true that utility companies already have
security measures in place to prevent the types of attacks presented in this Thesis, those solutions
are not inherent to the meters. There have been cases where such security measures have been
compromised, leaving the smart meters without any defense mechanism. Therefore, this research
shows the effect of cybersecurity attacks when smart meters are exposed to intentional attacks.
The results show that if smart meters are not designed to inherently detect and prevent
cybersecurity attacks, a huge number of expenditures can be incurred to ameliorate the effect of
this attacks. A section of the research shows how utility monitoring systems may be completely
disconnected from remote smart meters under cyber-attacks. When such attacks take place,
attackers can leverage hacking software’s to re-establish a connection to the smart meter and take

control of it.
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Disclaimer: It is important to note that the experiments in this Thesis does not try to promote or
favor a particular smart meter over another. Rather, the work presented here provides limited
evaluations to get insight of the working of selected electric smart meters when subjected to

limited cyber security attacks available in our lab.
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