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Abstract: Recently, research into Wireless Body-Area Sensor Networks (WBASN) or Wireless Body-
Area Networks (WBAN) has gained much importance in medical applications, and now plays a
significant role in patient monitoring. Among the various operations, routing is still recognized as a
resource-intensive activity. As a result, designing an energy-efficient routing system for WBAN is
critical. The existing routing algorithms focus more on energy efficiency than security. However, se-
curity attacks will lead to more energy consumption, which will reduce overall network performance.
To handle the issues of reliability, energy efficiency, and security in WBAN, a new cluster-based
secure routing protocol called the Secure Optimal Path-Routing (SOPR) protocol has been proposed
in this paper. This proposed algorithm provides security by identifying and avoiding black-hole
attacks on one side, and by sending data packets in encrypted form on the other side to strengthen
communication security in WBANs. The main advantages of implementing the proposed protocol
include improved overall network performance by increasing the packet-delivery ratio and reducing
attack-detection overheads, detection time, energy consumption, and delay.

Keywords: wireless body-area network; routing; energy efficiency; black-hole attack

1. Introduction

A Wireless Sensor Network (WSN) is a self-adaptive network consisting of sensor
nodes that typically have limited processing, memory, and battery power. These sensor
nodes are interconnected via a wireless medium such as Bluetooth, Zigbee, and Wi-Fi.
A WSN consists of three types of nodes: a sink node, a routing node, and a sensor node [1].
From a cluster node, the sink node collects data and transfers it to the server node via
intermediary routers. The routing nodes can be individual routing devices or one of the
sensor nodes themselves. To decrease the number of packets sent over the network, a group
of nodes identifies the cluster head (CH) and aggregates the data, other than those from
the sink nodes. Figure 1 shows the data transmission between the source node and base
station using clustering [2,3]. Cluster heads are designated based on node reliability, base
station distance, and residual energy. They must have the highest residual energy and be
within a one-hop distance of the base station [4,5].
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A subsection of Wireless Sensor Networks known as Wireless Body-Area Networks
(WBAN) involves the continuous monitoring of health constraints in everyday life. The
WBAN system consists of small sensors that are fixed to various parts of the human body
to monitor functional parameters. In addition to recording data, each sensor can transfer
them to the sink and the base station. Security of transmission is also a major constraint
of WBAN because wireless media is open-access. Black-hole attacks are one of the most
common attacks in WBAN, which involve the capture of these nodes by malicious intruders
and the re-programming of them to drop packets or produce false packets to break the
network. Therefore, it is obligatory to propose a cluster-based and energy-efficient secure
routing protocol to enhance the reliability of communication in WBAN.

Figure 1. WSN without and with clustering.

To tackle the threats posed by malicious nodes through black-hole attacks, a new
cluster-based energy-efficient and secure routing protocol called Secure Optimal Path-
Routing (SOPR) is proposed in this paper to provide reliable and secure routing in WBAN.
This protocol employs two algorithms, namely the Balanced Energy-Efficient and Reliable
(BEER) algorithm and the One-Time Password and Shift Operations-based encryption and
decryption algorithm, which uses a nonce (random number used to safeguard private com-
munications by averting replay attacks), as well as an energy-modeling approach, which
has also been suggested in this work to improve security and reduce energy consumption,
leading to an increase in network lifespan. The encryption algorithm proposed in this work
also performs node authentication to recognize malicious nodes and prevent them from
communicating or routing in the network. The nodes in the network are clustered with a
designated cluster head (CH) chosen for each cluster with high energy and without a his-
tory of malicious activities, including the creation of black holes and the regular dropping
of packets.

The route-discovery process is initiated by the source sensor node, and its cluster
head leads the source node. The reliable, secured, and shortest path from the source to the
destination is found by flooding the packets through the cluster-head nodes. This continues
until the first route-request packet reaches the destination. The destination directs the
route-reply packet to follow the same path as the first route-request packet. In this study,
the energy-efficient and optimal path was identified through the application of SOPR, BEER,
and OTP-based encryption and decryption algorithms. These proposed strategies were
tested using the NS2 simulator and compared to the existing energy-efficient and secure
routing protocols. Simulations revealed that the proposed WBAN protocol improved the
performance of the network, including throughput, packet-delivery ratio, and security
when compared to traditional protocols. Furthermore, the proposed protocol decreased the
energy consumption, delay, and time required to detect malicious nodes.



Sensors 2023, 23, 6274 3 of 20

1.1. Contributions of the Work

The main contributions of this work are listed below:

• A Secured Optimal Path-Routing (SOPR) protocol for improving the performance of
wireless body-area networks is proposed.

• This protocol offers improved packet-delivery ratio, enhanced security, and reduced
attack-detection overhead, detection time, energy consumption, and delay compared
to existing protocols.

• In addition, this protocol can be applied to different wireless body-area networks,
such as those used in healthcare applications or environmental monitoring, to ensure
secure and energy-efficient routing.

1.2. Organization of the Work

The remainder of this paper is structured as follows: Section 2 outlines the relevant
works on clustering, cluster-based routing, energy efficiency, and encryption/decryption-
based and attack-detection-based secure routing algorithms. Section 3 explains the pro-
posed systems by highlighting the newly proposed algorithms. In Section 4, the proposed
system’s overall performance is evaluated by comparing it with the existing systems based
on results. Section 5 discusses the results obtained with respect to different parameters.
Section 6 provides conclusions to this work, and additionally recommends some potential
future works.

2. Materials and Methods

In [6], the selection of the cluster head is based on traffic priority data and energy levels,
followed by an optimal route for data transmission. The authors in Ref. [7] proposed a
novel algorithm called Power-Efficient Cluster-based Routing (PECR), which uses K-Means
clustering, optimal route choice, communication based on energy use, cluster head and
primary cluster head alternation for energy efficiency and increased network lifespan. To
evaluate the performance of EEDLABA, an energy-consumption model and path loss are
proposed, with nine sensor nodes deployed on a human body [8]. There are many research
studies on routing protocols for WSN with energy efficiency, security, and cluster-based
routing [9–14]. In this direction, the authors in Ref. [15] proposed a Feedback Routing
to Multiple Sinks (FROMS), with a multicast routing protocol based on reinforcement
learning and modified transmission back-offs and acknowledgments. With the proposal,
the authors have shown that machine-learning algorithms can be successfully applied to
devices with limited constraints. Hu et al. [16], overcame the problems of propagation
delay and power consumption using a machine-learning approach for routing wireless
sensor nodes underwater. This method proposed a balanced routing protocol called
the Q-learning-based Energy-Efficient and Lifetime-Aware Routing Protocol (QELAR). It
distributes routing across all sensor nodes. Hierarchical routing protocols were used to
exploit the energy of the sensor nodes. Based on the above concept, an energy-efficient
shortest-path Q-Routing algorithm was proposed in [17]. This algorithm is based on
reinforcement learning, which extends the network lifetime.

Dynamic topology, one of the characteristics of WSN networks, has complicated
the routing mechanism. Another challenge is to minimize resource consumption during
routing. A Support Vector Machine-based clustering method was proposed in [18]. To
reduce energy consumption, the proposed method allocates the nodes to the closest cluster
head. A Naive Bayesian-based classification method was suggested in [19] to predict traffic
load and energy in the selected path. Estimating the link cost of nodes is one of the key
tasks in routing. To calculate the link cost, the authors in [20] proposed an approach based
on machine learning. They evaluated the performance of the algorithms using various
machine-learning techniques. To enhance network lifetime, a Hybrid Clustering Routing
Protocol–Hole Detection (HCRP-HD) was proposed by Masoud et al. [21] by detecting
holes and edge nodes. The sink node is responsible for hole and edge detection, reducing
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the energy consumption of the sensor node. The network is transformed into several rings
to reduce energy consumption due to direct transmission.

In [22], the author proposed a machine-learning-based User-Specific Optimal Capacity
Shortest-Path (US-OCSP) routing to find the shortest path. Here, they have considered the
available capacity in the nodes and distance to determine the optimal path between the
source and destination. The congested nodes are avoided using the Q-learning algorithm to
improve the throughput and bitrate of the network. Most of the routing algorithms require
high bandwidth to manage the routing table entries or avoid suffering from high delay. To
overcome this, the route discovery is done on demand, and the update to the route is done
proactively. A novel Q-learning-based algorithm was proposed by the authors in [23] by
incorporating QoS in the existing reinforcement-learning-based algorithms. The packets in
different traffic classes will be routed via different routes; therefore, this method provides
high priority for important packets. An Energy-Centric Route-Planning (ECRP) method
was introduced in [24] to balance the sensor node lifetime. It also ensures security along
with the routing. To maintain a balanced communication channel, the energy requirements
of individual and cooperative nodes were taken into consideration. It is very difficult to
identify non-trusted nodes in wireless networks dynamically. A reinforcement learning-
based scheme combined with Blockchain technology to enhance efficiency and security
during routing was proposed in [25]. The routing information is stored in the Blockchain;
therefore, this information is immutable. Reinforcement learning is used to select more
trusted and efficient links dynamically.

A novel load-balanced routing protocol based on machine learning was proposed
by the authors of [26]. To make intelligent routing decisions, the adjacency matrix of the
network topology is first reduced using Principal Component Analysis, and the status of
the network queue is predicted using neural networks for intelligent routing decisions. The
load-balancing routing algorithm is implemented considering the Queue Use. The shortest
path and link stability should be considered to decrease the end-to-end delay. To predict
the behavior pattern of the network nodes, a method based on Q-learning was proposed
in [27]. The authors in [28] suggested a genetic algorithm-based routing protocol for
efficient routing. The unhealthy nodes were identified, and energy use and computational
time were reduced. To improve network lifetime, a clustering-based routing protocol
was proposed by the authors in [29]. The entire network is segmented into clusters, and
each cluster has a designated cluster head through which all the network nodes transport
the data. The authors in [30] presented a Multi-Objective Multi-Hop Routing (MOMHR)
protocol to improve network lifetime by ensuring optimal routing. This protocol works in
two phases. In the first phase, K-Means clustering is used to cluster the entire network. To
identify the best cluster head in each cluster, an artificial bee-colony optimization algorithm
is used in the second phase. Then, the multi-objective function is used to find a low-cost
route from a node to a base station.

This approach has been further enhanced by the authors in [31] by introducing a trust-
based routing for secured routing. An optimization algorithm called Chicken–Dragonfly
(CHicDra) was proposed to find the optimal cluster head. The finalization of the trusted
nodes is undertaken with the inclusion of parameters such as integrity factors, consistency
factors, forwarding rate factors, and availability factors. The authors in [32] proposed a
Residual Energy-based Cluster-Head selection along with the LEACH algorithm (RCH-
LEACH) by taking into account parameters such as threshold energy, residual node energy,
and the optimal number of clusters. Relative inter-cluster and intra-cluster costs are
presented in [33], and they proposed a multi-hop unequal clustering scheme based on
fuzzy logic that reduces the energy requirement of cluster members. A node may decide on
its own, based on the probability mechanism. They also introduced a self-adaptive rotation
mechanism that reduces re-clustering. Enhanced Hybrid Multipath Routing (EHMR) was
proposed by the authors in [34], based on the hierarchical clustering technique. To route a
packet, the next hop is identified by minimum hop count and maximum residual energy.
Load-balancing and fast failure recovery mechanisms were also proposed.
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Due to node replication, node attacks are inevitable in WBAN. A new type of walk
called Solo Stage Random Walk Memory with a Distributed Network was proposed by
Aalsalem et al. [35] to address this issue; it ensures a node’s security while maintaining
a reasonable memory and communication overhead. Data communication is not secure
in both directions, because nodes are vulnerable to various attacks. Even though data
communication is guaranteed, higher network densities are said to impair attack detection.
Several types of sinkhole nodes have been identified to address this issue by the authors
in [36] based on numerous disjoint clusters. Several solutions are provided to secure
WBAN from black-hole attacks. Such attacks on the sensor network are protected using AI
techniques such as the hierarchically efficient Intrusion Detection System (IDS) proposed by
the authors of [37–40]. This approach relies on the interchange of control packets between
the base station and the sensor node. However, its security remains unresolved. Good
studies have been completed on Blockchain’s support of the use of this type of security.
When processing a huge number of transactions, validating multiple signatures incurs
unnecessary overheads on the nodes of the Blockchain [41]. Open communication between
doctors and patients is another benefit of the direct mode. However, this raises concerns
about privacy and security due to vulnerabilities such as man-in-the-middle, sniffing, and
pursuit attacks [42,43].

Despite all this work in the literature, existing systems have many limitations. First,
most of the existing protocols send the data in plain text form without encryption. Second,
the existing systems do not check for the presence of the malicious nodes that perform
black-hole attacks. Third, energy modeling is not considered in all the studies. Finally,
clustering and load-balancing issues are not considered in the existing works. Therefore,
this paper proposes a cluster-based energy-efficient secure routing protocol that encrypts
the packets on the sender side and decrypts them on the receiver side to improve the
security, energy efficiency, and reliability of communication in WBAN.

3. Proposed Methods

The research methodology proposed in this work implements black-hole attack detec-
tion along with a design for protection using routing by the Secured Optimal Path-Routing
(SOPR) protocol in WBANs. Figure 2 depicts the protection technique and also identifies the
minimal path between the source and sink. Here, we presume the source and sink are not
malicious. The proposed technique gives suggestions for identifying malicious routes using
the routing protocol SOPR, interrelating with the Balanced Energy-Efficient and Reliable
(BEER) algorithm, which offers enhanced energy. The SOPR protocol is incorporated with
encryption along with routing.

Figure 2. Black-hole attack.

Protection from a black-hole attack is performed in three phases. Initially, the network
is noted by employing the sensor nodes. In stage 2, the functions of the proposed algorithm
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are operated through the evaluation of a minimal path between the source and sink using
the proposed SOPR algorithm. The forwarding rate or trust value of every node through
every route is used to detect the black-hole attack on the network. Therefore, every route
has been taken into account for the SOPR state in this proposed design. The final stage in
SOPR, along with encryption using a one-time pad, is incorporated for the evaluation of the
maximum possibility for security in routing. Because of this mechanism, a route based on
trust has been acquired by the hash function generation of this encryption technique. The
one-time pad is used for the encryption and decryption process when selecting a secured
path for transmitting the data.

All the data have been captured, including all the malicious nodes in the WBAN,
by the black-hole node. Therefore, the fake responses have been forwarded through the
path, which either blocks or drops the packet rather than forwarding true information
along the active path. This scenario is presented in Figure 3. Due to this constraint, the
source cannot communicate through the sink node. Although the source sensor node
requires communication with the sink node, every node in the network receives the request
message. The malicious node (E) replies fake REPR to the source node with a lower hop
count number that could reach the sink node. Thus, a black-hole attack is executed within
the network.

Figure 3. Schematic illustration of a black-hole attack using REQR and REPR packets. A–D, F denotes
nodes, Solid arrows denotes REQR and dotted arrows denotes REPR.

The proposed technique for protecting the network from attack is discussed below.

3.1. Formation of Key Encryption for Plain Text

In every round of transmission, the novel key for encryption is generated for every
sensor node. Here, we use a one-time pad for the encryption and decryption process. In
the sensor network, three sensor node types are employed, namely stage 0, stage 1, and
stage 2 sensor nodes. The nodes of stage 1 and stage 2 are employed without manual
support. The node distribution for stage 1 and stage 2 remains constant. The total number
of sensor nodes in stage 1 is 10–20% and for stage 2 is 20–30%. The initial key globally
represented as K0 for stage 0, stage 1, and stage 2 has been preloaded. Moreover, a
separate secret key has been allotted through the destination node that is held by every
node. Individual identity (ID) has been given for every node as well as the operation of
pseudo-random value f, which is preloaded. The destination node is presumed to be secure
as well as trusted. Although a minimal bound of time interval Tmin has been assumed,
this remains essential by the opposite phase to negotiate with the node. The cluster
heads initiate localizing self-organization through the transmission of a hello message
<IDC|NC|MAC (K0, IDG|NG)> by the stage 1 node, where IDC is the group leader’s
ID and NC denotes the nonce. The initial verified hello message by the Medium Access
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Control (MAC) is accepted through every node (say, node X). The transmitter as its parent
locates the destination as X. <IDX|IDC|NC|MAC (K0, IDX|IDC|NC)> is sent to the
destination as the response message. The <IDX|IDC|NX|MAC(K0, IDX|IDC|NX)>
message is transmitted as the hello message, which is updated. By the MAC layer, the
message which is given as a response has been accepted by the cluster head, and node X is
allotted as their child node. These functions are carried out recurrently. The termination of
the hello message transmission is made when the hello message is received by the sensor
node. The transmission is halted when the neighbor cluster’s head broadcasts the message
sooner. Every cluster head has its identity as ID, which is reported to every other cluster
head. This ends the process of localizing self-organization. When this process ends, the
cluster head, which acts as a base, has coordinated with the nodes through the design of the
tree. Every cluster head comprises the collected data, namely (a) the ID of the neighbor’s
one-hop, and (b) the ID of the neighbor’s cluster head. In other sensor nodes, the data
accumulated comprises (a) the ID of the parent node, (b) the ID of the child node, and (c)
the ID of the cluster head. At first, the secret key of the cluster head f K0 (ID) is derived on
its own. The cluster head of the neighbor will derive f K0 (ID), the private key, where ID
is the ID of the neighboring cluster head. After secret key derivation, the generation of a
shared key for the inter-cluster by the cluster head of the neighbor takes place. We assume
the cluster heads to be X0 and Y0. The generation of the shared key KXY is given here. If
X0 ID ≥ Y0 ID, the pair-wise shared key KXY = fK IDX has been generated by node X0.
Node Y0 computes KXY as KXY = f K IDX independently. Finally, the time has elapsed, and
every node can reject the destination node (K0, f) along with the secret key of the nodes.
The message sent by the cluster head is ID|IDR|MAC (K0, ID|IDR) for their single-hop
nearest clusters, and a random identity is given as IDR. The message authentication of the
MAC is validated through the nearest clusters. Intra-cluster key-sharing has taken place
among the nearest cluster key f K IDR. Therefore, the intra-cluster key-sharing is only for
the nearest cluster head.

3.2. OTP Algorithm

The OTP algorithm parameters are described in Table 1.

Table 1. Table describing the parameters of the OTP algorithm.

Algorithm Type Encryption

Input Plain text from source file

Output Cipher text

Assumptions
Block size = 64, key size = 512 bits,

OTP—One-Time Pad, CBC—Cipher
Block Chaining

The overall encryption algorithm is described in Figure 4.
The overall decryption algorithm is described in Figure 5.
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1: 

2: 

3: 

 

4: 

5: 

6: 

7: 

 

 

 

 

 

 

 

 

 

 

8: 

 

 

 

 

 

 

 

 

9: 

10: 

11: 
 

12: 

 

Load the source file F1. 

Store the content of  F1 file into array list A1 

Find the number of blocks and offset from array list A1  using 

Blocks= A1.size / 64 and offset=A1.size % 64. 

 Generate a random key  K1 with the size of 512 bits 

 for each created  block , Generate a random integer and store it in an array Rn 
(i1…in). 

 Shift k1 four times by four of the values in Rn and store the shifted keys in  s1, s2, 
s3, s4. 

Call GenerateOTP(K1, Rn[])  

GenerateOTP(K1,Rn[]) 

7.1: Read the size of the plain text  

7.2: Use a random number to shift the key   

7.3: Apply NOT(shiftkey) to inverse 

7.4: Repeat steps 2 to 3 for every block and append it to the OTP array 

7.5: For the offset append 1 to the pad and append 0s till the pad become 
complete 

7.6: Return (OTP)  
 

Chunk the plain text into blocks of 512 bit, each creates a Cipher Block Chaining 
(CBC) by using previously shifted keys by 

8.1: calculate text1= block XOR key 
8.2:  Calculate text2=text1 XOR s1  

8.3: Calculate text3= text2 XOR s2  

8.4: Calculate text4=text3 XOR s3 

8.5: Calculate text5= text4 XOR s4 

8.6: Append the text5 value  to the array text  

8.7: Repeat steps 8.1 : 8.6 for each block  

 

Calculate Chiper= OTP XOR text 

Create a file by converting the binary values in the chipper to character.  

 key file is updated with key and   the same is appended  with all random numbers 
used in shifting operation. 

 End The encryption process.  

Figure 4. Encryption process of the OTP algorithm.
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Steps Operations 

1: 

2: 

3: 

 

4: 

5: 

6: 

 

7: 

8: 

9: 

10: 

 

 

 

 

 

 

 

 

11: 
 

12: 

 

Load the source file F1. 

Store the content of  F1 file into array list A1 

Find the number of blocks and offset from array list A1  using 

Blocks= A1.size / 64 and offset=A1.size % 64. 

Load the content of the key file and cerate key array Ka[]. 

Create a shift integers array Sa[].  

Calculate s1 s2 s3 s4 by shifting the key four times by 4 of the shift from shift array. 

Call Generate OTP() 

 Covert the text from binary values 

 Calculate text1=OTP XOR text  

Chunk the cipher text into blocks of 512 bit each perform a CBC-Cipher Block 

Chaining with every part of the previously shifted keys  

10.1: calculate text2= text1 XOR s4. 

10.2: calculate text3= text2 XOR s3. 

10.3: Calculate text4= text3 XOR s2. 

10.4: Calculate text5 =text4 XOR s1. 

10.5: Calculate text6= text5 XOR key. 

10.6: Append the value of text6 to the plain text array Pa[].  

10.7:Repeat steps a 10.1:10.6 for every block 

 

Perform a conversion of  binary values to character and store the same in  plain text 

file  

End decryption process 

 
Figure 5. Decryption process of the OTP algorithm.

3.3. Secure Optimal Path-Routing Protocol

With the process of localizing the self-organization as well as with the function of key
generation, the network has been classified into clusters. Every cluster has a cluster head.
The key-sharing for the intra-cluster between the cluster heads of the nearest clusters and
the key-sharing for the inter-cluster between the subsequent cluster head of the nearest
clusters are generated. In the proposed SOPR, the transmitter node creates the operation
of route discovery by transmitting the request for the route (REQR) to the receiver node.
When the receiver node and their central cluster head possess the probable route, they will
accept the REQR, create the reply for the route (REPR), and send it back to the transmitter
node. Every REPR comprises the acknowledgment code for the message, which is known
to be a MAC that has been evaluated through the key-sharing of the inter-cluster. Every
REPR packet has two stages of verification, which are simulated as follows: initially, the
cluster head for the next cluster is created. The REPR packet is validated by sending a
pending authentication message from the cluster head to the next hop en route to the
receiver node. The MAC, which has been verified through the intra-cluster key exchange,
makes up the authentication message. The authentication message accepted by the next
hop sends the authentication output to the transmitter. When this process is accomplished,
the node forwards the REPR packet of those data. Otherwise, when the authentication is not
accomplished or the node cannot obtain the output for authentication within a particular
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time, the REPR packet is not transmitted. Second, the cluster head of the nearest cluster
receives the REPR packet, which must validate the authentication of the REPR packet
by the MAC, because the key-sharing of the inter-cluster is performed only between the
cluster heads. When authentication is accomplished, the cluster head of the nearest cluster
transmits the REPR packet to the earlier node. Otherwise, it must be withdrawn. Among
the two cluster heads of the nearest cluster nodes, the transmission of the REPR packet is
accepted instantly when the REQR packet is received, although the packet does not possess
the path without a black-hole attack. Here, to detect this attack, the random mechanism for
the authentication of data is used. With this mechanism, a source node is chosen at random.
The message to the receiving node is controlled by the source node and transmits the
authentication. The authentication comprises the MAC that uses the key-sharing between
the transmitter and the receiver node. When the transmitter receives authentication along
with the validation, it is then considered to be successful against a black-hole attack. The
path is considered to possess the node of the black hole within it. REPR of the prohibited
node is not admitted with the source node. An appropriate routing table is built during
the discovery of a secure route. The table contains the route to the sink node along with
information about the next hop.

3.4. Protocol Description

Request for the Route: Generate the identification of the route for transmitting REQR by
Transmitter node (T):

T → *:IDT|IDsink|IDREQR|Seq|NT|
MAC(KT,IDT|IDsink|IDREQR|Seq|NT) random number is defined by IDREQR, where
Seq is the sequence number. The cluster head (node C) receives it, and six cases will be
considered:
Circumstance 1: The cluster head will withdraw when receiving REQR, while the parent
of the node is not transmitting.
Circumstance 2: The cluster head will withdraw when receiving REQR, while the parent
of the node is transmitting and is a known packet. If the packet has not been received
previously, the routing table will be updated with IDsend, IDS, IDsink, and IDREQR. Here,
IDsend denotes the ID of the sender node. REQR is then sent as follows:
I → *:IDI|IDS|IDsink|IDREQR|Seq|NS|MAC(KS, IDS|IDsink|IDREQR|Seq|NS)
Circumstance 3: When the cluster head generates a REQR initially, and if it is not recog-
nized as a child for the transmitter node, or if it has accepted the REQR before, then it
withdraws it.
Circumstance 4: When the cluster head generates a REQR initially, and if it is represented
as a child for the transmitter node, or if it has accepted the REQR before, then their routing
table is updated with IDsend, IDS, IDsink, and IDREQR. In addition, it forwards the REQR:
I → *:IDI|IDG|IDS|IDsink|IDREQR|Seq|NS|
MAC(KS, IDS|IDsink|IDREQR|Seq|NS)
Circumstance 5: When the cluster head receives REQR and has been accepted earlier, then
it is withdrawn.
Circumstance 6: When the cluster head receives REQR, which is not accepted earlier, then
the routing table is checked when defining new possible routes. If there is a new route, then
REPR is generated for the transmitter node T. If there is no new route, then the routing table
is updated with IDsend, IDS, IDsink, and IDREQR. The updated REQR is sent as follows:
G → *:IDG|IDs|IDsink|IDREQR|Seq|NS| MAC(KS, IDS|IDsink|IDREQR|Seq|NS)
Once the receiver node accepts the REQR, the secret key KS fK (IDS0) 0 for the transmitter
node has been derived. When a similar route is greater than the Seq of their routing table,
then the routing table is updated and the IDS0, IDREQR, Seq, as well as the ID of the earlier
cluster head, is collected. Finally, the transmission node transmits REPR.
Reply for the Route: When REPR is initiated by the receiver node, it transmits:
Receiver → C: IDE|IDC|IDR|ID receiver |IDREQR|Seq|N|MAC(K<C, receiver>, IDR|ID
receiver|IDREQR| Seq|N|IDC)|MAC(KR, IDR| ID receiver|IDREQR|Seq|N)



Sensors 2023, 23, 6274 11 of 20

The earlier node ID is given as IDE, the earlier cluster head ID is given by IDC and K < C,
then the RERP packet is created by the key-sharing of the inter-cluster then,

C → B: IDE|IDB|IDC|IDC2|IDR|ID receiver|IDREQR|Seq|N|MAC(KBC, IDR|ID
receiver|DREQR|Seq|N|IDC2|IDC|IDB)|

The earlier node ID is given as IDE, earlier cluster head B ID is given by IDB, trans-
mitting cluster head C ID is given by IDC then the next node’s ID is C2 ID.

The cluster head of the subsequent hop transmits the authentication output to an ear-
lier node of the cluster head and is given as:

C2 → C1: C1 ID | C2 ID|IDR|ID receiver|Seq|Rverify|MAC(KC1C2 , IDR|ID receiver
|Seq|IDC1|IDC2|Rverify)

The verification result is given by Rverify. When C2 has renewed a possible route to
the receiver, then Rverify says YES. Else, it will say NO. When the result of the verification
is NO, then the subsequent hop of the cluster head does not have a possible route, and
REPR is withdrawn by C1. When the result of the verification is YES, then there is a new
route for the cluster head. REPR is transmitted by the earlier node. All these operations
will be updated in the routing table by the central node. If REPR is accepted by the clus-
ter head, then the initial MAC is authenticated with the subsequent cluster head. When
authentication is not passed, then it withdraws. When the ID of the earlier cluster head
integrated by REPR is not the present cluster head’s ID, then it withdraws. Otherwise, the
routing table is updated. At that point, when the REPR is initially from the receiver node,
the cluster head transmits the REPR as

B → A: IDB1 |IDA|IDB| IDB2|IDR| ID receiver |IDREQR|Seq|N|MAC(KAB|IDR|ID
receiver|IDREQR|Seq|N|B2 ID|IDB|IDA)|MAC(KS, IDR|ID receiver|IDREQR|Seq|N)

where B1 ID and B2 ID denote the ID of the previous node B1 and next node B2, the
adjacent group leaders are indicated as A and B. If REPR originates from the intermediate
group leader C, then REPR is sent as follows:

B → A: B1 ID|IDA|IDB|B2 ID|IDC|IDS|IDsink|IDREQR|Seq|N|

MAC(KAB,IDC|IDS|IDsink|IDREQR|Seq|N|B2 ID|IDB|IDA)

where B1 ID and B2 ID denote the ID of the previous node B1 and next node B2, the
adjacent group leaders are indicated as A and B and IDC denotes the ID of the node that
generates REPR.

Acknowledgment of Data: The authentication from the receiver node is transmitted as
follows: Receiver → S: IDP| IDR| ID receiver |NR|NReceiver|

MAC(KS, IDR| ID receiver |NR|NReceiver)

The ID of the preceding hop is given by IDP in the route. When the authentication is
accepted by the transmitter node, and validation is passed by the MAC, then that route
is safer from a black-hole attack. Simply, the receiver node generates the appropriate
MAC through the secret key KS. When the validation fails, the transmitter node would be
suspicious, regardless of whether the route is secured against a black-hole attack or not.
For further confirmation, the transmitter node transmits additional control messages often
at the rate of the message as Rc’ (Rc < Rc’ < Rd). When the appropriate authentication is
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not received within the threshold time, the transmission node confirms that the route is
not safe. The cluster head that creates REPR must then be added to the black-hole list. The
route is protected from black-hole attacks when data authentication is accepted within the
threshold time. The SOPR algorithm is described in Algorithm 1, and the routing process is
described in Figure 6.

Figure 6. Flowchart for the routing protocol.
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Algorithm 1 Algorithm for SOPR.
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where B1 ID and B2 ID denote the ID of the previous node B1 and next node B2, the
adjacent group leaders are indicated as A and B. If REPR originates from the intermediate
group leader C, then REPR is sent as follows:

B →A: B1 ID|IDA|IDB|B2 ID|IDC|IDS|IDsink|IDREQR|Seq|N|

MAC(KAB,IDC|IDS|IDsink|IDREQR|Seq|N|B2 ID|IDB|IDA)

where B1 ID and B2 ID denote the ID of the previous node B1 and next node B2, the
adjacent group leaders are indicated as A and B and IDC denotes the ID of the node that
generates REPR.

Acknowledgment of Data: The authentication from the receiver node is transmitted as
follows: Receiver→S: IDP| IDR| ID receiver |NR|NReceiver|

MAC(KS, IDR| ID receiver |NR|NReceiver)

The ID of the preceding hop is given by IDP in the route. When the authentication is
accepted by the transmitter node, and validation is passed by the MAC, then that route
is safer from a black-hole attack. Simply, the receiver node generates the appropriate
MAC through the secret key KS. When the validation fails, the transmitter node would be
suspicious, regardless of whether the route is secured against a black-hole attack or not.
For further confirmation, the transmitter node transmits additional control messages often
at the rate of the message as Rc’ (Rc < Rc’ < Rd). When the appropriate authentication is
not received within the threshold time, the transmission node confirms that the route is
not safe. The cluster head that creates REPR must then be added to the black-hole list. The
route is protected from black-hole attacks when data authentication is accepted within the
threshold time. The SOPR algorithm is described in Algorithm 1, and the routing process is
described in Figure 6.

N ← Numbero f SensorNodes;
N ← n1, n2, nN ;
N ∈ IdleMode;
while Discovery 6= 0 do

ID ← assignedtoPackets;
if BroadCastID f ound then

Incoming Packet Rejected;
else if BroadCastIDnot f ound then

N ← Mmodes;
M ∈ RRange;
Selectnknodes ∈ MinR;
(nK > AverageEnergy)

Data Successfully propagated;
(nK < AverageEnergy)

Repeat with M modes;
end
if
then DataID f ound

Successful Transmission;
else DataIDnot f ound

Repeat Discovery;
Algorithm 1: Algorithm for SOPR

3.5. Energy Efficiency Using Balanced Energy-Efficient and Reliable Algorithm

In this model, the energy is dissipated from the transmitter and receiver for the op-
eration of power amplifiers and electronic circuits. Equations (1) and (2) indicate energy
consumption when sending and receiving n-bit data over a distance d0 that exists be-
tween the transmitter and receiver. According to the energy model, each node’s energy
consumption should be proportional to 2d if the distance between the transmitter and
receiver is small compared to the threshold distance d0; otherwise, energy consumption is
proportional to 4d.

Energy Model: The energy model in WBAN is designed at the physical and MAC
layers for the following reasons: In the physical layer, there is a loss due to channel distance,
and in the MAC layer, the energy efficiency is affected due to idle listening, overhearing,
etc. These factors are considered when estimating the energy loss of every sensor node
during communication. The two-channel propagation models used are the free-space and
the multipath fading channel model. The former is used for direct transmission power loss
(one hop) and the latter is used for packet transmission via multi-hop power loss. As a
result, the amount of energy required to send an l-bit packet over distance d is calculated
as per Equation (1).

ETX(l, d) = (lEelec + l f sd2, d < 0)(lEelec + lmpd4, d > 0) (1)

where free-space energy loss is denoted by efs, multipath energy loss is denoted by emp,
the distance between the source and the destination node is denoted by d, and crossover
distance is denoted by Equation (2)

d0 =
√

e f s/emp (2)

The energy required by the radio to receive the message is calculated as per Equation (3).

ERX(l) = lEelec (3)

Therefore, the physical and MAC layers of WBAN are designed with respect to the
transmitting and receiving of power energy levels. The energy model in this proposed
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methodology uses the Balanced Energy-Efficient and Reliable (BEER) algorithm, which is
used for transmission within the cluster heads of a network. There will be an improvement
in data transmission when the network’s cluster heads’ routing is optimized, and this
includes a Balanced Energy-Efficient and Reliable (BEER) algorithm that will optimize
energy consumption. This will increase network throughput and energy efficiency while
decreasing end-to-end delay. Routing with SOPR will minimize the traffic within the
network and enhance the packet-delivery ratio.

4. Results

A Network Simulator (ns-2.34) is used to create the wireless network environment.
A network environment that explores the potential of SOPR-BEER is planned for the
development of a Secure Optimal Path-Routing Protocol (SOPR) along with a Balanced
Energy-Efficient and Reliable (BEER) algorithm to save energy. The simulation is executed
in the environment with 100 nodes with a 250 × 250 square-meter terrain area. The envi-
ronment uses a wireless channel and omnidirectional antenna. The results are compared
with the existing works of [44,45]. The simulation parameters for the network and the
SOPR-BEER parameters are highlighted in Table 2.

Table 2. Simulation parameters.

Parameters Used Value

Region of sensor fields 250 × 250

Location of the Base Station 50 × 100

Maximum number of nodes 100

Maximum number of rounds 1500

Propagation model Free-space and Multipath fading channel model

The existing works discussed the increasing number of black-hole triggers, in ad-
dition to route detection. In Figure 7, pro-SOPR-BEER, the average time to find a black
hole indicates that adversary nodes masquerading as black holes are detected faster than
ATTEMPT, M-ATTEMPT, and algorithm proposed in [45] The detection is faster because
black-hole discovery is only performed locally in pro-SOPR-BEER. However, alternative
path requests are sent from the source node to the intermediate node’s next hop in AT-
TEMPT, M-ATTEMPT, and algorithm proposed in [45] to check the route authenticity. The
discovery of the black-hole node is significantly delayed by this method of verification.

Figure 7. Route-discovery overheads.



Sensors 2023, 23, 6274 15 of 20

In Figure 7, the overhead message to create a secure path against numerous non-
cooperative black-hole attacks is displayed. Although data are being transmitted, there
exist packet overheads over the communication network. The overhead in the existing work
involves the message overhead in the response to the route and in the exploration of the
path. Even when the number of attack nodes surges, the message overhead for pro-SOPR-
BEER is almost the same, which remains consistent with the result of a computational cost
analysis of T(N), where N denotes the number of sensor nodes in the wireless environment.
However, it is significantly less than in existing systems. The above process is due to the
black-hole node being found locally in pro-SOPR-BEER. However, in the existing work, if
the route response is received by the source node, a route request is additionally sent to
the black-hole node’s subsequent hop to validate the route response. Consistent with the
results of computational cost analysis in existing studies, increasing the number of attacks
results in the detection of additional routes.

In Figure 8 pro-SOPR-BEER, the average time to find a black-hole node indicates that
adversary nodes masquerading as black holes are detected faster compared to existing
works. The detection of the black hole is faster because the discovery is performed locally
in pro-SOPR-BEER. However, the source sensor node initiates an alternative path request
to the intermediate node’s next hop in ATTEMPT and M-ATTEMPT to check the route
authenticity. The discovery of the black-hole node is significantly delayed by this method
of verification.

Figure 8. Comparison of mean time to detect the black holes.

5. Discussion
5.1. Performance Comparison of Sensor Nodes with Black-Hole Nodes

Figure 9 shows the packet-delivery ratio metric-based comparison of the existing
body-area sensor network routing algorithms, namely M-ATTEMPT and ATTEMPT, and
the proposed secure routing algorithm, namely pro-SOPR-BEER. This comparison has been
considered for 5, 6, 7, 8, and 9 sensor nodes that were fixed on the body to perform the
routing of collected data.

It is inferred from Figure 9 that the packet-delivery ratio provided by the proposed pro-
SOPR-BEERis higher for all the experiments conducted with a varying number of sensors
in WBAN, compared with the existing protocols, namely M-ATTEMPT and ATTEMPT. This
performance improvement was achieved in the proposed model, namely pro_SOPR_BEER,
for the application of security using encryption and shared secret keys. The encrypted data
could not be analyzed by the sensor nodes. In addition, existing data were not dropped
from their malicious nodes due to their inability in finding the original contents of the data.
Therefore, packet drops were reduced, leading to an increase in the packet-delivery ratio in
the proposed secure routing algorithm.
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Figure 9. Packet-delivery ratio.

The energy equation is represented in Equation (4)

∑ Econsumed = ∑ Einitial −∑ Eremaining (4)

Figure 10 plots the network lifetime of different nodes. However, the graphical
representation shows that the estimated network lifetime of the projected pro-SOPR-BEER
is very high compared to the ATTEMPT and M-ATTEMPT processes. Additionally, this
sustainable function of the proposed pro-SOPR-BEER for a safe route-discovery scheme
improves the possibility of maintaining the live network nodes to boost the lifespan of the
network. Compared with benchmarks ATTEMPT and M-ATTEMPT, the increase in the
number of active network nodes as the basis for choosing a secure route-discovery scheme
systematically increases the life of the network. The proposed pro-SOPR-BEER, therefore,
retains several sensor nodes under unequal energy at an average rate of 3%, 5%, and 6%
when compared to the ATTEMPT and M-ATTEMPT techniques.

Figure 10. Network lifetime.
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5.2. Energy Consumption

The total energy consumed for all the nodes in the network can be calculated as per
Figure 11. To ensure that the proposed 100-node algorithms are also energy-efficient, their
power consumption is displayed in Figure 11. Energy consumption is determined by the
average energy consumption of a single sensor node. As opposed to other approaches,
the proposed pro-SOPR-BEER techniques are highly energy-efficient. For instance, longer
distances between the cluster head and the nodes are the main reasons for energy consump-
tion, and, depending on the energy level of the nodes, they randomly advertise themselves
as cluster heads in the proposed pro-SOPR-BEER algorithm. This minimizes the energy
needed for contact within the clusters. The proposed algorithm, pro-SOPR-BEER, also min-
imizes the energy spent on inter-cluster communication. The performance of M-ATTEMPT
is minimal when compared to the other existing schemes. Collectively, all the schemes
failed to achieve better results when compared with the proposed pro-SOPR-BEER algo-
rithm. The proposed pro-SOPR-BEER algorithm increases successful packet transmission
by reducing packet loss, and the consumption of energy is greatly reduced. The energy
consumption of the proposed pro-SOPR-BEER scheme is estimated for the determination
of network quality.

Figure 11. Energy consumption vs. the number of sensor nodes.

5.3. Challenges

• The limited battery capacity of devices on the network can reduce the time duration
that a device can remain connected to the network. As a result, this might reduce the
efficiency of the routing protocol.

• Changes in the network environment can affect the efficiency of the routing protocol,
such as changes in the number of nodes in the network or the network topology.

• If a link in the network fails, the routing protocol may fail to identify the correct path
on which data packets to travel, resulting in decreased energy efficiency. Moreover,
link failure can cause congestion and delays in the network, affecting energy efficiency.

5.4. Future Directions

The wireless capability of sensors to detect and transmit signals across a wide range
of frequencies, and ensure that the data are transferred successfully, has been tested with
a simulator. Deploying and testing the real-time environment is planned as future work.
Moreover, we have planned to use fuzzy rules for trust modeling for security and effective
clustering in WBAN.
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6. Conclusions

In this paper, a Secure Optimal Path-Routing (SOPR) protocol is proposed for the iden-
tification and discovery of the routes in WBAN that are secure against black-hole attacks.
In this case, the proposed protocol adopts cryptography techniques for the symmetric key
when finding a secured path. Additionally, the protocol is integrated with the Balanced
Energy-Efficient and Reliable (BEER) algorithm to provide reliable and safe data trans-
mission. Most black-hole attacks are only exposed locally, except for cluster heads, who
work in conjunction with other nodes to perform black-hole attacks. Therefore, the attacks
are detected much more quickly and with minimal message overheads. The simulation
results show that the proposed protocol, pro-SOPR-BEER, has improved performance in
protecting against black-hole attacks while discovering secure routes, when compared to
the ATTEMPT, M-ATTEMPT, and algorithm proposed in [45] techniques.
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