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the domain name system (DNS) protocol, large internet (ISPs)
companies with global operations appear better equipped to
integrate the latest requirements and offer their services free to

users and ISPs, further consolidating their position in the market.

This article provides a timely analysis of the emerging trends of
consolidation in the recursive DNS services market, focusing on its
evolution in the last decade and discussing empirical evidence for

the shifts occurring from 2016 to mid-2019.

Introduction

Despite the recent policy focus on the consolidated position of internet giants and the
public debate around their potential ‘break up’ in the US, or sanctioning and taxing
them in the EU, not all parts of the market appear to be subject to close scrutiny. The emer-
ging trend of consolidation in the recursive Domain Name System (DNS) services market is
a case in point here. This article provides an analysis of the changes taking place in this
market, focusing on its evolution in the last decade and discussing empirical evidence
for the consolidation shifts occurring from 2016 to mid-2019.

To resolve domain names to IP addresses, most internet services such as web, email,
chat, etc. need a basic infrastructure known as DNS resolvers. Historically, DNS resolvers
were operated by internet service providers (ISPs) and automatically provisioned by the
ISP on the users’ devices via the Dynamic Host Configuration Protocol (DHCP)." This
started to change with the advent of new players — such as Google, Cloudflare, Oracle
etc. — operating public DNS resolvers and rendering the market more dynamic since
2009. As more technical standards are developed to increase the privacy and security of
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the DNS protocol,® large internet companies with global operations appear better
equipped to integrate the latest features and provide their services to local ISPs, further
consolidating their position in the market. Most of these companies offer their public
DNS free of charge, together with a range of improvements on speed, reliability, privacy
and security (Nykolas 2018a), making their services attractive to end users. ISPs who
configure these resolvers for their users via DHCP have the additional economic benefit
of no longer bearing the cost of operating their own resolvers. Alongside these technical
drivers, regulatory pressure on ISPs in certain countries and the possibility of circumventing
censorship via alternative resolvers might help to consolidate the position of a few compa-
nies. Whereas a larger market share is not problematic in itself, the speed and scale of the
shifts and the effects they have on the global internet ecosystem require closer scrutiny.

Starting from these assumptions, this research adopts an evidence-informed approach
and aims to answer the following question: what are the shifts occurring in the recursive
DNS market and what is the extent of consolidation? On the regulatory side, it integrates
a key discussion of the effectiveness of governmental policies mandating network blocking
in light of the changes observed in the DNS resolution. There is limited and rather scattered
research on this topic, partly obscured by restricted access to data in what has become a
two-sided market. We aim to close this gap by providing an empirical analysis estimating
the usage of public resolvers vs. resolvers run by ISPs, based on publicly available data
from the Open Observatory of Network Interference (OONI). We use active measurements
on mobile platforms and OONI probes, advancing a new perspective on the consolidation
dynamics observed in the market when considering the prevalent access pattern.

The remainder of this article is divided as follows. The first part investigates the changes
occurring over time in the management of DNS resolvers, noting the emergence of com-
petition between ISPs and new market players in the last decade, as well as the shifts in
their roles. The second part provides a measurement of the market concentration and
an analysis of the trends noticed. The final part concludes with a discussion of the
findings and the effects they have on the future development of the internet.

The DNS market over time

The DNS is essential to the operation of the internet: it maps domain names that users can
remember to Internet Protocol (IP) addresses that computers use to locate the information
sought. Cloud services and content delivery networks all rely on the DNS, making the web
experience as we know it today highly dependent on a technical functionality that has
remained hidden in the technical layer and relatively abstruse in public discussion. With
the exception of the political negotiations around the domain name registration system
- in particular the creation and subsequent reform of the Internet Corporation for
Assigned Names and Numbers (ICANN), the non-profit private American corporation
that oversees the management of the DNS (Mueller 2004; Radu 2019) - the dynamics in
the domain name market and its recent concentration trends have not received
enough scholarly attention. Significant exceptions include recent studies by Borgolte
et al. (2019) and Huston (2019), who started to shed light on effects that go beyond the
technical aspects, assessing legal, economic and political consequences.

The domain name management evolved from a central list (maintained single-hand-
edly by Jon Postel) into an automated hierarchical database around which a significant
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global market gravitates nowadays. In the early days of ARPANET, the predecessor of the
current internet, a text file called hosts was keeping track of the addresses assigned manu-
ally for about 300 computers connected in the network. It was maintained by Elizabeth
Feinler at the Stanford Research Institute, in close collaboration with Jon Postel at the
Information Sciences Institute, University of Southern California, who maintained the
equivalent list for numerical addresses (Assigned Numbers List). This worked well until
the 1980s, but as the number of computers grew, a faster and scalable solution was
sought. A hierarchical system, the DNS, was introduced in 1983 by Paul Mockapetris
and Jon Postel to offer an authoritative way to translate human-friendly (easy-to-remem-
ber) computer host names (such as example.com) into IP addresses (corresponding string
of numbers), thus locating web pages and services within milliseconds. The process is
almost invisible to the user and simultaneously available for other users on multiple
devices.

Distributed on millions of computers around the world, the DNS is a hierarchical data-
base that receives and answers trillions of queries every day. The DNS is split into two sep-
arate functions, authoritative servers and recursive resolvers that together can resolve
domain names into IP addresses. The authoritative servers keep and serve authoritative
data about a limited number of zones,.com for example, to recursive servers. Recursive
resolvers accept (non-recursive) queries from internet devices such as servers, personal
computers, mobile devices or loT devices and return a response. To get the data for the
response, they query the authoritative servers recursively until they have an answer to
the client’s query or discover that the domain name does not exist. They keep the
answer for a given time-to-live (TTL) in a local cache to speed up further queries for the
same domain name and answer these queries directly from their cache. This is why recur-
sive resolvers are also called caching resolvers.

The recursive resolving part of the DNS, which is the focus of this article, can be viewed
as its own sub-market. With nearly 4 billion internet users and even more servers, mobile-
and loT-devices requesting a DNS resolution service, the demand is high and continuously
growing. On the supplier side there are at least 10 million recursive DNS servers (ICANN
2012) able to deliver that service. Historically, the market is highly competitive, as the
service is standardised by the DNS protocol and the entry barrier to run a DNS resolver
is low. While tech-savvy users can easily compare service quality and switch to a
different DNS resolver through a configuration change on a device or a router, that
option might not be a given for the majority of internet users (Open Rights Group 2019, 17).

Since 2009, there have been many players that provide alternative (also known as
‘public’) DNS resolvers. Among these, some are specialised in DNS resolution, such as
DNS.Watch and Quad9, while others are network infrastructure operators (e.g. Verisign,
Cisco), internet services companies (e.g. Google, Yandex) or internet security firms
(Norton, Comodo Cybersecurity, etc.). While the services are offered free to end users
by most players in this market, they require a premium for enterprise activities. This
business model is characteristic of a two-sided market, in which the process of intermedia-
tion changes in accordance with the group served. The alternative DNS market provides a
wide array of options to users, from no censorship to optional content filtering and from
limited to enhanced privacy protections. To enterprises, the same company would provide
threat intelligence, network analysis and cyberdefence drawing on the data collected by
its public resolvers.
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Although trends of ISP market power consolidation have been observed (in particular in
the US), there is no cumulative research in this field. An OECD report (2010) pointed to
broadband subscriptions and mobile internet access services as the main growth
sectors at that time. Recognising the changes in the overall internet economy, the Internet
Society 2019 Global Internet Report notes that DNS resolution is currently provided by a
small number of players. Moreover, ‘DNS protocols are even changing in a way that
reinforces this trend’ (Internet Society 2019, 4). According to Hoffmann (2019), Google is
‘one of eight companies that currently resolves half of global Internet traffic’. Two
recent empirical studies have pointed to the dominant position of one player. In his analy-
sis from April 2018, Nykolas Z notes the strong position of Google’s Public DNS with about
13 per cent of the DNS traffic in the measurement. Second came OpenDNS, with about 2
per cent of the market share. The latest market entries, Quad9, launched in November
2017, and Cloudflare (launching its 1.1.1.1 service on 1 April 2018), both had around
0.12 per cent of the total usage. The analysis was based on anonymized logs from an
authoritative DNS provider with over 11,000 domains, including a total of 30,485,500
DNS requests. Huston'’s analysis from September 2019 concludes that Google is ‘the domi-
nant Open DNS provider across the entire Internet, while other providers appear to be
used on a regional basis’.

As important as these insights are, there is a limited comparability of results due to
differences in methodology. The absence of standardised public metrics means that
every group of researchers starts from scratch on a new dataset, allowing for limited
cross-fertilisation in studies covering similar DNS resolution aspects or looking at name-
to-address mappings across various platforms. In that respect, the mobile market has
received very little attention (mostly in blogs), despite the fact that there have been
more users on mobile platforms than on desktop since 2016. As of April 2019, there
were 4 billion unique mobile phone users (Statista 2019). Our analysis is the first to take
into account mobile access and related market changes, based on empirical evidence.

The role of internet service providers

The traditional role of the ISP in the DNS system is to provide recursive name servers (resol-
vers) that can be used by its clients to resolve domain names to IPs to access the internet.
The same is true for mobile operators that offer IP services for their mobile users: they
provide a DNS resolver and configure it on the subscribers’ mobile devices. Even
though there was no requirement that ISPs run resolvers, they had to offer this service
so that their clients could use the internet. There are thousands of ISPs around the
world. In the US alone, their number exceeds 2,645 (BroadbandNow 2019), whereas the
pan-European association of the ISP industry counts more than 2,300 ISPs of different
sizes across the European Union and the European Free Trade Area (EurolSPA 2019).

ISPs perform several underlying roles that are not clearly differentiated in the many
definitions put forward (OECD 2010), including access provision, hosting, etc. The most
common understanding is that of a provider of a data connection for subscribers’ internet
access through a physical transport infrastructure (OECD 2004). An ISP can operate at the
local, regional or national level; its clients may include individuals (households), businesses
and governments. Its business model revolves around a monthly subscription for network
connectivity (generally ‘unlimited’) and related services.
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A few sets of upgrades have occurred over the years to bring us to the current DNS in
use in most online applications, which have themselves evolved from static to highly
dynamic content delivery. A first set of changes regarded security, which was not inte-
grated into the original design of the network due to its access being restricted to a
handful of scientists in the early days. When public access to the internet expanded expo-
nentially, the many vulnerabilities of the DNS system, including spoofing, cache poisoning,
denial-of-service attacks, etc., became obvious. These changes raised the level of expertise
that DNS resolver operators needed to have to operate a secure and resilient service. In
2013, Edward Snowden'’s revelations of mass surveillance by intelligence agencies also
triggered a focus on privacy-enhancing protocols, including at the DNS level, in the tech-
nical community.

Given the fact that resolvers were historically run by ISPs to answer queries from their
network, the market share of resolvers before the entry of public DNS resolvers can be esti-
mated to be similar to the overall ISP market share. While residential users continued to
rely on their ISP, or a public resolver, to deliver the DNS resolver service, SMEs and enter-
prise users discovered the importance of DNS and implemented their own DNS resolver.
This is also due to the need to integrate internal network resources in the DNS resolution
for the organisation. Requests for internal resources are answered from the resolver who
has access to a local database, while requests for external domain names are resolved
recursively or forwarded to a recursive resolver.

New players

Like many other services on the internet, name resolution is a service that can be operated
by anyone with some basic technological skills. This low entry barrier has brought a host of
new players to the DNS market in the last decade, whose competitive advantage consisted
in security improvements and user-experience optimizations. Additional features often
include protection from manipulation of DNS answers or filtering of unwanted or criminal
content on the internet like phishing, malware or pornographic content. Their business
model is built around data collection and intelligence trends and most of these players
offer a basic DNS resolver service free to the public. They are thus referred to as ‘public resol-
vers’ and are available to both individual users and ISPs and enterprises. Irrespective of
whether they are manually configured on devices or an outsourced service, public DNS ser-
vices are free of charge and offer the possibility of circumventing DNS-based censorship.

When Google introduced its Public DNS in December 2009, there were two other com-
petitors on the market: UltraDNS, a Neustar-acquired company, and OpenDNS. They were
both introduced in 2006 and promised a faster look-up and better protection against
online fraud. OpenDNS, the seven-person start-up from California led by David Ulevitch,
initially operated an ad-supported service for non-existent domains (until 2014), and
extended to enterprises as a paid, advertisement-free service in 2009. Their business
models were relatively similar, with a premium service for large corporations and a free
service for end users, but their share of the market remained small. By June 2008,
OpenDNS was handling around 7 billion queries a day (Zetter 2008).

Google entering the market was a game-changer. By 2018, Google Public DNS
answered over 1,200 billion queries a day, serving ‘hundreds of millions of people’ accord-
ing to the Google Security Blog (2018). Today, that number would be many times greater
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as Google's service grew to be the ‘largest and most well-known DNS service in existence’
(de Vries et al. 2019). Its continuous growth was anticipated and feared from the start. At
the launch of Google’s DNS, the CEO of OpenDNS warned about the danger of concentrat-
ing many services into a single hand:

It's not clear that Internet users really want Google to keep control over so much more of their
Internet experience than they do already - from Chrome OS at the bottom of the stack to
Google Search at the top, it is becoming an end-to-end infrastructure all run by Google, the
largest advertising company in the world. | prefer a heterogeneous Internet with lots of
parties collaborating to make this thing work as opposed to an Internet run by one big
company. (cited in Singel 2009)

With the advent of alternative DNS resolution, there has been a shift towards a two-sided
market that is currently flourishing. Two-sided markets include two distinct user groups
with diverse interests that receive benefits in economies of scale through the work of
an intermediary. The value obtained by one group of users increases based on the
number and quality of the other group. Intermediaries would thus work with different
functionalities and adopt differentiated pricing strategies for supplying both sides of
the market (OECD 2010). In the case of recursive DNS services offered for free, it is the
data that is important, providing DNS resolver operators access to large amounts of infor-
mation that reflects internet usage and the internet ecosystem at large, in particular infor-
mation that enables them to identify new security threats (such as newly registered
domain names), the exploitation of vulnerabilities and the occurrence of indicators of com-
promise. In turn, using the DNS intelligence for defending the network against phishing
and malware renders the services better and more secure.

Network blocking

The strategic importance of DNS resolvers has been capitalised on by large market players,
but has also been recognised by governments on various occasions. Certain governments
have developed their own system for public sector use. The UK government, for example,
has encouraged the deployment of its own free-to-use recursive resolver for public sector
organisations, called the Protective Domain Name System, developed by the National
Cyber Security Centre (NCSC) and implemented by Nominet UK. Other countries have
played close attention to this technical feature for various national interests, including
the suppression of political dissent. Laws that limit access to internet services and
measures that lead to partial or complete blackout of the internet have been passed in
a number of countries, democratic and authoritarian alike. In addition to network manage-
ment measures against congestion and against vulnerabilities, DNS-blocking occurs for
reasons as diverse as banning online foreign gambling in Switzerland, eliminating child
abuse material in many European countries or limiting political speech in China.

Access to the DNS was a function initially performed by ISPs in an agnostic way, relying
on a DNS resolver application and requests to the distributed authoritative DNS servers. By
running the default DNS resolver, the ISP is in the traffic path and can monitor and control
the internet traffic using its DNS servers. Although there were no specific policies linked to
DNS lookup, ISPs were — and continue to be - bound by telecommunication regulations,
such as confidentiality and privacy provisions, but also by national laws banning access to
certain types of information. Paradoxically, one of the reasons why alternative DNS
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resolvers might be preferred is their capacity to circumvent the legally-imposed limitations
that ISPs would need to respect under national law.

Rather than a by-product of the services provided, fighting censorship might be an
important branding point for certain DNS resolver companies, such as DNS.Watch. In
their words, ‘our resolvers only deliver uncensored records’ (DNS.Watch 2019), highlight-
ing in particular their small size as an advantage when governments try to block big(ger)
alternative DNS resolvers. Others, such as OpenDNS, Comodo Secure DNS, Norton Con-
nectSafe, SafeDNS have branded themselves on their optional content filtering approach,
giving the user the capacity to select the level of protection wanted at home. Offering
additional security and control features around DNS resolution due to jurisdictional differ-
ences represents a clear advantage that ISPs might not be able to compete with.

ISPs can also team up with public resolver operators to escape the obligation of
network blocking. Some ISPs and mobile operators have configured Google’s Public
DNS 8.8.8.8 via DHCP on the mobile subscribers’ devices. While there are multiple
reasons to configure public resolvers instead of ISPs-run ones, it is possible to identify
instances in which a public DNS was introduced close to the date around which
network blocking laws would come into effect. Salt, a mobile operator in Switzerland,
switched to Google's 8.8.8.8 in early 2019, while the Swiss gambling law that required
the blocking of unlicensed gambling sites came into effect on 1st July 2019. This
example shows that network-blocking can influence the use of public DNS resolvers,
leading, at least in part, to a loss of control points that can be regulated by national law.

Consolidation research

DNS resolvers have a high commercial value. Moves toward consolidation in this market
started early, when UltraDNS was acquired by Neustar. The recent acquisitions of alterna-
tive DNS resolvers by big technology companies show that interest has continued to grow
over the years. Cisco bought OpenDNS in 2015 for $635 million (Wilder 2015). It currently
has over 90 million users and continues to operate under the same name for home use
and as Cisco Umbrella for enterprises (OpenDNS 2019). It is presumed that Oracle
bought Dyn in 2016 for more than $600 million, but the terms of the deal remained confi-
dential (Business Insider 2016). In this space, only two DNS resolvers function as not-for-
profits: OpenNic is user-owned and controlled; Quad9 is operated by a not-for-profit
and it was founded by IBM, Packet Clearing House and the Global Cyber Alliance. Other
models include sponsorship structures, such as for DNS.Watch which operates out of
Germany, mainly backed by the German company IP-Projects. DNS.Watch also stands
out as an exception for jurisdictional reasons, the majority of popular public DNS resolvers
belonging to US-based companies.® This has consequences for the regulatory measures
and safeguards that can be imposed, for example for users’ privacy and security.
Ongoing work in the IETF Measurements and Analysis for Protocols Research Group and
recent discussions in the IRTF Applied Networking Research Workshop and at the ACM
Internet Measurement Conference show that the usage of public DNS resolvers has
started to be closely watched. Most measurements of this usage, however, are done
with web browsers or authoritative DNS servers, not on dedicated vantage points on
mobile platforms. The latter are particularly relevant in this discussion, given the
growing importance of mobile devices in accessing the internet. Our research covers
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this gap, adding empirical evidence to the comparison of local DNS resolvers with third
party resolvers.

Operators of public resolvers do not publish data regarding their number of users, but
they might refer to the total number of queries handled daily when they introduce a new
service. This limitation notwithstanding, there are different ways to estimate the overall
market share of public resolvers. Measurements can be made passively by evaluating
resolver queries on authoritative DNS Servers like the ‘DNS Market Share Analysis’ on
Medium (Nykolas 2018b). Another method is active measurement by drafting special
DNS queries to determine the upstream IP address of the query that indicates the resolver
operator. This method is more accurate than using data from authoritative DNS servers
where caching influences query numbers, but it is biased by the selection of the measure-
ment points.

Measurement method

For this study we chose to evaluate publicly available data from the Open Observatory of
Network Interference (OONI 2019a), a free TorProject software collecting and processing
network measurements for the detection of network anomalies. OONI makes active
measurements and stores the resolver configured on the system, as well as the upstream
IP that effectively resolved the domain name. We evaluated 183,361,310 measurements
from the OONI metadb (OONI 2019b) from 2016 to 2019 that had a valid ‘dns_a.client_re-
solver’ IP that was determined using a query to whoami.akamai.net. The measurements
are global, but not evenly distributed.* The measurement is not representative for all
DNS resolutions on the internet as it is limited to measurements from mobile devices
and OONI probes. OONI users are tech-savvy and focused on measuring network interfer-
ence and censorship, which makes the measurements biased as they have the know-how
to change their DNS resolver. Even though the measurement is biased and the total
numbers are not representative for all internet users, we see no evidence that the trend
in the DNS resolver market is different for this user group. OONI provides us with a longi-
tudinal perspective, analysing data over a longer period of time (2016-2019).

Findings

Our research questions revolved around how much market concentration there is, how
fast it evolved and whether such a trend would be dangerous for the internet ecosystem.
This section analyses our findings and it is split as follows: to answer the first two questions,
we took into account the use of public resolvers versus DNS resolution provided by ISPs
based on a comparative analysis of the data for 2016 and mid-2019. The risks triggered
by the market trends observed warranted a separate discussion, presented in the
second part of this section.

The DNS resolver market: public and highly concentrated

Based on measurements from 100,000 users of the OONI application at two different
points in time, the popularity of public DNS resolvers increased tremendously from
2016 to 2019. Our analysis shows that, on mobile platforms, more than half of all
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queries were handled by alternative DNS services in the first half of 2019. At that point,
Google and Cloudflare answered 49.7% of the DNS queries from our measurement.

Compared to 2016, public resolvers appear to be the preferred way to handle DNS
queries (see Table 1) across the world, even if providers like Yandex and OpenDNS have
less than 0.1 per cent of the market. Three years ago, Google and OpenDNS ranked the
highest among public resolvers, but their maximum market share was 15.4 per cent.
Looking at the numbers for 2019, the leader of the market is Google Public DNS. The
top alternative DNS providers all operate from the US, with the exception of Russia’s
Yandex, which comes fourth in our analysis. Comparing the market by entry year, we
note that longevity does not necessarily make a big difference to this market, since resol-
vers introduced after 2016, such as the ones operated by Cloudflare and Quad9, rank
second and third, respectively, in terms of use.

But how did we get here in three years? Rather than a majority of individual tech-savvy
users manually configuring their systems to operate alternative DNS, we can assume that
this shift in the market results from ISPs increasingly outsourcing DNS resolution to public
providers, like Salt did in Switzerland in early 2019. As discussed above, the reasons for the
en masse uptake of public resolvers include increased security, optimised speed and
efficiency, the possibility of circumventing DNS-level censorship regimes, etc. If users
decide to switch to other DNS resolvers themselves, for example following a local
outage, the manual configurations remain in place long-term. A recent analysis (de
Vries et al. 2019) showed that individuals switching to Google’s Public DNS in the Nether-
lands following an outage tended to stay with that choice even after the service had been
restored on their local ISP, Ziggo.

Consistent with earlier studies (Kesavan 2017; Nykolas 2018b), we find that the overall
recursive DNS market is solidifying around Google’s Public DNS. Their number of users
continues to grow from year to year. Google was already the market leader in 2016,
with 15.42 per cent of the market. Three years later, its market share grew 2.33 times,
placing their DNS resolver in a dominant position. Its next competitor in 2019, with
13.80 per cent of the market, was Cloudflare’s 1.1.1.1, which entered the market in April
2018. Built on the open-source Knot Resolver from CZ NIC, Cloudflare introduced this
service as its first consumer-focused one (Gudmundsson 2018). Its impressive growth in
a little over a year is linked to the strong reputation of Cloudflare in security and web per-
formance services. If Google's coverage grew by 20.52 per cent between January 2016 and
mid-2019, Cloudflare’s evolution is equally impressive: almost 14 per cent of all measure-
ments used Cloudflare’s resolver in a little over a year since its release.

Our data allows us to compare alternative and ISP-based DNS services. As Graph 1
below shows, Liberty Global ranked the highest among ISPs with 4.16 per cent of the
market in the first half of 2019, followed by Comcast and several other ISPs.

Table 1. Top open DNS resolver networks in first half of 2019.

ASN Name Market entry Share
15169 Google 2009 35.94%
13335 Cloudflare 2018 13.80%
715 Quad9 2017 0.78%
13238 Yandex 2013 0.09%
36692 OpenDNS 2006 0.03%

Total share of public resolvers 50.64%
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Comcast

Liberty Global

Graph 1. Number of queries answered in the first half of 2019 by a resolver with an upstream IP from
these ASNs.

Since 2016, the market has shifted significantly. Graph 2 shows us a fragmented picture
of recursive DNS, in which a large number of players were competing for smaller portions
of the market. Of these, about 5 had around 2.2 per cent of users, similar to Comcast, a
long-standing American ISP providing broadband internet, cable television and telephone
services, regularly enmeshed in scandals over its entertainment industry acquisitions and
raising antitrust concerns (US Department of Justice 2015; Robertson 2018). As the largest
provider of home internet in the US, it is interesting to note that their market share on
mobile platforms remained constant over time.

In contrast to 2016, only 7 networks had a market share above 1 per cent by mid-2019.
Whereas the majority of these are ISPs, their market share is low, ranging between 1 and
4.2 per cent, at a significant distance from public resolvers. Among ISPs, there is minimal
variation in the share of DNS resolution over time: Claro increased from 0.54 per cent in
2016-1.29 per cent in 2019, while Korea Telecom dropped by 1.79 per cent from 2016.
An interesting case is that of Liberty Global, whose presence increased significantly over
time. A multinational operating in and outside the US, Liberty Global is known for its
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Graph 2. Number of queries answered in 2016 by a resolver with an upstream IP from these ASNs.

broadband, cable and entertainment industry, following the acquisition of Virgin Media,
Lionsgate and Cable & Wireless (Chuang 2016) between 2013 and 2016. By 2019, they
served more than 10 million subscribers, of which 6 million were mobile customers. In
our analysis, their increased market position represents an exception to the trends
noted (Table 2).

Based on the data from the OONI, we see an indication of an ongoing consolidation
between 2016 and mid-2019. However, as the measurements might be influenced by
the mobility and the selection of networks by OONI users, changes in the measurements
themselves and other unknown factors, we think that there is a need for more research to
identify methods to accurately measure the absolute market share of DNS resolver
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Table 2. DNS resolver top 10 networks in the first half of 2019 compared to 2016.

ASN Name 2019 2016

1 15169 Google 35.94% 15.42%
2 13335 Cloudflare 13.80% 0.00%
3 6830 Liberty Global 4.16% 0.08%
4 7922 Comcast 2.28% 2.36%
5 42668 Nevalink 1.30% 0.00%
6 28573 Claro S.A. 1.29% 0.54%
7 4766 Korea Telecom 1.00% 2.79%
8 3356 Century Link 0.89% 0.51%
9 8447 Telekom Austria 0.88% 0.13%
10 45595 Pakistan Telekom 0.86% 0.00%
Total Market Share of Top 10 62.40%

Total public resolvers in top 10 49.74%

operators. Competition can change in nature and degree according to the extent of cen-
tralisation and concentration in the market, but such dynamics are difficult to capture with
limited public statistics. Questions about the solidification of market positions around res-
olution services have only recently started to be asked, in part due to the absence of data
and evidence, therefore regular, comparable measurements would go a long way in better
understanding and addressing the trends we have observed here.

How dangerous?

The consolidation trends observed in our analysis and the insights from previous studies
warrant a discussion of short- and long-term effects on the DNS resolution market. A first
issue when studying centralisation in the DNS market is grasping the extent to which the
resolver activities of internet giants such as Google remain separate or are integrated into
its other services. As Geoff Huston (cited in Internet Society 2019, 19) puts it, ‘the issue with
consolidation is whether these activities remain discrete activities or whether they are
being consolidated into a single service’. Sharing across platforms would constitute a com-
petitive advantage likely to skew the market in favour of those holding leading positions
and able to collect more data and monetise it. Looking at the publicly available infor-
mation about the Google Public DNS, the only specification in regard to data-sharing
refers to a commitment not to link the data to personal accounts and not to share
outside Google services, unless asked by law enforcement authorities to do so. Sharing
across Google platforms is, however, not at all addressed in the company’s terms of
service. According to its developers.google.com (2018), Google Public DNS stores tempor-
ary logs with the full IP address of the machine used for 24-48 hours and permanent logs
for two weeks, with subsamples for indefinite time.

Beyond the punctual analysis of immediate outcomes, the long-term effects of these
market dynamics are likely to manifest at different levels, from the configuration of the
device itself to the overall internet ecosystem. The very robustness of the DNS system
comes under challenge, as consolidation leads to a clustering of multiple risks, from tech-
nical to economic and political (jurisdiction, sovereignty, etc.). Moreover, if a public resol-
ver fails or is inaccessible, the effects go beyond a single ISP. Trust in online services is thus
a key component of the development and expansion of the internet. Ensuring a solid and
competitive foundation for basic technical functions will matter when connecting the next
billion users. Similarly to other network infrastructure sub-markets, the first-mover
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advantage will count in the provision of recursive DNS services, with ISPs in developing
countries less likely to compete directly with major alternative DNS providers.

Changes in user protection and in regulatory approaches

The biggest change in DNS resolution services is the amount of choice offered to internet
users, whether mediated by an ISP, a browser or independently configured. Most public
resolvers offer protection of privacy and enhanced security with DNS over TLS (DoT)
and DNS over HTTP (DoH). A large number of top DNS resolvers present themselves as
privacy-adherent. All public resolvers that stick to Mozilla’s Security/DoH-resolver-policy
(2019) have to offer QName Minimization and also protect their clients with DNSSEC vali-
dation from manipulated DNS responses, which is done by less than 25 per cent of all
resolvers globally, according to the ‘Use of DNSSEC Validation for World’" by APNIC
(2019). Many public resolvers like Quad9 or OpenDNS offer protection against malware
and phishing.

On the other hand, users of public DNS resolver services need to trust the operator as
there is less protection over what can be done with the users’ data. The most popular
public resolvers are operated by US companies and the users’ data is often collected
and processed outside the jurisdiction of the user. As these public DNS services are free
for the end user, operators generate revenue from the collected data, which is a consider-
able risk for the privacy of the user. The move from an indirectly regulated market to an
unregulated one is likely to reinforce the trends of continuous data collection and
power concentration in the hands of a few companies.

Whereas ISPs had many obligations towards their clients under telecommunications
and contract law (e.g. respecting the confidentiality of their clients’ communication), the
lack of oversight for alternative DNS services results in a shift towards a two-sided, unre-
gulated market in which user privacy and the decentralised internet as a whole might be
at stake. The global service providers of public DNS resolution services are not restricted in
their practices by regulatory provisions, national control points or self-imposed codes of
conduct and might respond to internal and external pressures in unpredictable ways.

At the other end of the spectrum, national regulators have mandated network-blocking
at the DNS level to limit access to particular websites. The implementation of such a ban is
delegated to local ISPs. Such a restriction may be circumvented by relying on public resol-
vers, at least until a ban or a technical manipulation occurs. Governments have made use
of that in response to the redirection of traffic to Google’s Public DNS. There are at least
two instances of this: in 2017, the Taiwanese authorities threatened to impose a ban on
Google’s Public DNS for government operations on cybersecurity grounds (McCarthy
2007). In 2014, a political ban was imposed by the Turkish government, blocking access
to the Google Public DNS around a Twitter ban ahead of municipal elections (Mihalcik
2014).

During the evaluation of the DNS data, we noted some irregularities for measurements
that had configured Google’s Public DNS (8.8.8.8) as a resolver. For these measurements
the ASN of the upstream resolver was not always as expected in Google's AS15169.
There were indications that in at least 230 networks, traffic to Google’s Public DNS was
redirected and answers were given from a resolver within the network. One effect of
this redirection is that users who try to bypass network-blocking by using Google’s DNS
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resolver will not succeed and will get possibly filtered answers from a different resolver.
This kind of redirection is no longer possible with DoH and DoT, as the transport mechan-
ism is TCP and there is an authentication of the DNS resolver.

Changes in technology

When the DNS was developed there were almost no privacy considerations included in its
design. Requests from clients to the resolver are still unauthenticated and unencrypted
and can be surveilled to monitor the online activities of the users. This part of the DNS
is also subject to interception and man-in-the-middle attacks, which can route users to
fake websites for phishing or malware distribution. In recent years two different DNS pro-
tocol extensions tried to improve DNS privacy and security between the user and the resol-
ver. The big public resolver operators have been the first to implement these technologies
and we see that this is a strong motivation for users to switch to a public resolver.

DNS over TLS (DoT)

The first DNS privacy extension that was standardised in 2016 was DNS over TLS (DoT). The
trigger was the disclosure of surveillance by state actors through the documents leaked by
Edward Snowden. DoT introduced Transport Layer Security (TLS) for DNS running on port
853, encrypting the DNS queries and answers. The first global implementers were Clou-
dflare and Quad9.

DNS over HTTP (DoH)

The second DNS privacy extension, which was introduced by Google Public DNS in 2016
and standardised in 2018, was DNS over HTTP. DoH sends DNS queries and answers over
HTTP using the Transport Layer Security of HTTPS to enable authentication and encryption.
DoH makes it extremely difficult to filter DNS requests. With TLS 1.3 and encrypted Server
Name Indication (SNI) the DNS traffic cannot be identified anymore and the only way to
filter DoH is to block all HTTPS traffic on port 443. The collateral damage is that all web
traffic to that operator is also blocked.

Applications doing DNS

DOH is not directly related, but goes along with applications, especially browsers, to cir-
cumvent the system stub resolver and send DNS queries directly from the application
to a recursive resolver. This is also possible with plain DNS over UDP, but that can easily
be detected and prevented on the network level. Applications that use a resolver other
than the system stub resolver may cause inconsistency in DNS resolving and bypass secur-
ity controls at the DNS level (DNS firewalls, DNS monitoring). While there are proposals to
signal applications not to use an alternative resolver (Grover 2019), there is no easy way to
enforce such behaviour at the moment.

DNS in the browser

The implementation of DoH at the application layer is still under discussion, but companies
operating browsers have started taking action on it recently. Microsoft announced the use
of DoH from the operating system without changing the server (Microsoft 2019), while
Mozilla (in the US for now at least) changes the default resolver. Google’s Chrome
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upgrades to an encrypted protocol, but keeps the configured resolver (Google Chrome
2019). In effect, these elements are connected: the DNS third party ecosystem that
evolved in recent years cannot be disconnected from consolidation in related markets -
browsers and data centres.

For the last three years, Google's Chrome has been by far the global market leader for
web browsing, followed by Apple’s Safari, Ali Baba’s UC Browser and Opera (StatCounter
2019). Just as with DNS resolution, Google has been able to deliver low latency services
because of its wide network of locations from which it serves queries across its many
data centres around the world, as close to the end user as possible.

With the introduction of the DoH and the new dynamics in the resolver market, the role
of the ISPs is changing in a few respects. First, blocking at the level of the ISP becomes
redundant - if the choice is with the browsers, their parent company and the jurisdiction
they are incorporated in might be determinant factors for the action taken.> According to
StatCounter’s browser market share study from April 2019, Chrome is the global leader (63
per cent), followed by Safari (16 per cent), Firefox (5 per cent) and Samsung Internet (4 per
cent). All other players own a maximum of 3 per cent of the market, pointing to the fact
that most decisions are taken by resolvers that are US-based and would follow their own
internal rules when confronted with legislative and jurisdictional pressures (Hoffmann
2019).

The daily operation of the ISP might be limited by the specific policies of the browsers.
For example, Mozilla (primarily relying on Cloudflare) champions DoH by encrypting DNS
requests over HTTPS for privacy reasons and approves the list of resolvers before propos-
ing them to users. In a future market we could envision a situation in which a single, pre-
ferred DoH provider is pre-configured as the default one, running the risk of giving all data
about the browser’s users to one provider. The Internet Society warned that such a scen-
ario would happen without user intervention and, if it was the case for a highly popular
browser, ‘it could change the effective privacy properties of a large fraction of global
DNS requests, while changing the trust model of the DNS itself’ (Internet Society 2019,
42). Moreover, measurements from browser-based DoH are difficult to take due to the
HTTPS traffic being hidden and this might further obscure related research investigating
consolidation in the near future.

Changes in the internet ecosystem

Studying consolidation requires looking beyond the direct effects in the market affected.
The popularity of public DNS services has consequences beyond the recursive DNS,
affecting the operation of other internet markets. For example, alternative DNS has intro-
duced some disruptions for content delivery networks, hosting content in multiple
locations, some of which may be very far from the user and affect the speed and perform-
ance of the services. To address the problem of suboptimal end-point selection, an exten-
sion known as GeoDNS has been introduced by Google developers in 2016, proposing to
partially reveal a client’s IP address to authoritative name servers (Open Rights Group
2019).

At the level of the internet ecosystem, a few dominant players come close to replacing
the distributed resolver market previously managed by ISPs. When global outages happen
— like the one of Cloudflare on 2 July 2019 (Graham-Cummings 2019) — many more services
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are disrupted in a highly centralised market. The move away from a distributed recursive
DNS follows other broader concentration trends characterising the current internet.
Google leads the advertising services market and increasingly invests in infrastructure,
continuously improving access to servers and ownership in submarine cables. This
dynamic is replicated by other global service operators that, just like Google, have diver-
sified the markets they participate in and have continued to acquire competitive start-ups
to expand and improve their services.

Concentrating the recursive DNS services in the hands of one or a few companies could
also put the whole domain name system at risk. As their user base grows fast, these players
acquire new capabilities derived from mapping global internet usage and changes in DNS
resolution in real time. They also have an advantage in extracting real-time threat intelli-
gence data out of the DNS. In the absence of limitations for sharing across platforms, this
can lead to leveraging a competitive advantage in other markets, for example by imple-
menting features for protecting email users from spam or email-based attacks. Unfortu-
nately, this would not benefit the health of the overall internet, since such information
would continue to constitute a trade secret, heavily guarded by the market leaders, or a
premium service.

Moreover, a larger user base also allows the introduction of new value-added services
to the DNS that pertain to one specific resolver, leveraging the network effect with existing
users. For example, dominant players can create their own namespace that does not
require ICANN's multi-stakeholder processes. Market leaders would have the power to pre-
configure their resolvers on billions of devices or applications, creating an additional
incentive for users to switch to a particular service, but also raising the market entry bar-
riers. A recursive DNS service was open to anyone to implement, but with the diversifica-
tion of related services and the increased expectations of the users, that may no longer be
the case in the near future.

Conclusion

Since its introduction 36 years ago, the DNS has been operated in a highly decentralised
manner. Originally, that meant thousands of ISPs set up their own DNS resolver servers and
provided the DNS resolution for their customers. By the end of the 2000s, experimentation
with the first alternative DNS services (UltraDNS and OpenDNS) opened the door for a real
transformation of the market and its dominant business model. The growing popularity of
the public resolvers resulted in a shift towards a two-sided market in which two groups of
interest (users and enterprises) are served (bundled) services on differentiated pricing
model: users get the DNS lookup for free via public resolvers, while enterprises pay for
the advanced threat intelligence and analysis that comes with the significant amounts
of traffic data collected.

Our analysis of the recursive resolver usage in the first half of 2019 shows a clear
reliance on public resolvers, as more than 50 per cent of DNS queries go through them.
Apart from offering improved speed and security, the alternative DNS providers are also
able to circumvent local DNS-based censorship regimes and might be preferred in
countries that impose network-blocking. Active measurements from 100,000 users’
mobile platforms and OONI probes show that there is a high concentration of power in
the hands of Google and Cloudflare, which control half of the overall market. The
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prospects of DNS in the browser point in a similar direction, consolidating the position of
the first company and limiting the opportunities for market entry and for competition.
Long-term, innovation might no longer arise on the ‘edges’ of the network, but rather
surface where value and data are readily available and constantly invested in.

Contributing to narrowing the gap between empirical research and DNS market trends,
this study shows the concentration is related to an existing or future dominant position in
other markets and discusses how dangerous the observed trends are. While public resol-
vers deliver a better service for the user, with improved speed, security and privacy, they
are transforming this unregulated environment by introducing more centralisation, new
standards and higher entry costs.

The market-driven approach that characterised the development of the internet in the
early 1990s has come under sharp criticism in recent years and we are yet to see the extent
to which this will apply to less visible sub-markets, such as that of DNS resolution. Given
the rapid changes in the market, our research is necessarily a snapshot in time of a portion
of the global DNS resolution. This continuously-evolving market would benefit from
regular, accurate and comparable measurements that capture the share of various DNS
resolver operators. Quantifying consolidation is increasingly important for unregulated
markets such as recursive DNS services.

Notes

1. The DHCP is a protocol used to provide a quick, automatic and centralised distribution of IP
addresses within a network, as well as to configure DNS server information on a device,
among other functions (Fisher 2019).

2. These include: Domain Name System Security Extensions (DNSSEC), DNS over HTTPS (DoH),
DNS over TLS (DoT), DNSCrypt, DNS Over Quic (DoQ), Query Name Minimization, etc. While
protocols like DoT and DoQ bring a number of improvements to the DNS transport layer,
we see no evidence that their deployment changes the key trends in the consolidation of
the DNS resolver market.

3. An exception is the Russian company Yandex, a leader in the search engine market in former
USSR states, which launched its own public DNS resolver in 2013.

4. An overview of all measurements is available at the OONI Explorer: https://explorer.ooni.io/
world/

5. However, governments can still request DoT and DoH providers to block particular domains
from responding accurately to queries (Open Rights Group 2019, 19).
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