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Abstract

We construct the first tightly secure authenticated key exchange (AKE) protocol from lattices.
Known tight constructions are all based on Diffie-Hellman-like assumptions. Thus, our protocol is
the first construction with tight security from a post-quantum assumption.

Our AKE protocol is constructed tightly from a new security notion for key encapsulation
mechanisms (KEMs), called one-way security against checkable chosen-ciphertext attacks (OW-
ChCCA). We show how an OW-ChCCA secure KEM can be tightly constructed based on the
Learning With Errors assumption, leading to the desired AKE protocol. To show the usefulness of
OW-ChCCA security beyond AKE, we use it to construct the first tightly bilateral selective-opening
(BiSO) secure PKE. BiSO security is a stronger selective-opening notion proposed by Lai et al.
(ASIACRYPT 2021).

Keywords: Authenticated key exchange, lattices, tight security, selective-opening security,
random oracle.

1 Introduction

Authenticated key exchange (AKE) protocols enable two parties to securely exchange a session key and
establish a secure channel. As a crucial building block for secure communication, its security needs to be
carefully proven. Compared to many other cryptographic primitives, security proofs of AKE protocols are
often very complicated, mostly because an active adversary against an AKE protocol has very strong yet
realistic capabilities. For instance, it can control the communication in public networks and arbitrarily
modify messages transferred there. Furthermore, it can corrupt parties’ secret keys, reveal session keys or
even internal states, while adaptively attacking other “fresh” sessions in a meaningful manner. These
capabilities are formally captured by security models, such as the Bellare-Rogaway [BR94] and the
(extended) Canetti-Krawczyk [CK01, LLMO07] models.

T1GHTNESS. The strong and complex security requirements do not only make it difficult to prove AKE
security, but also introduce a large security loss. The security loss quantitatively measures the gap
between the concrete security of a cryptographic protocol and the hardness of the underlying assumption.
More precisely, in the security proof, we show that the underlying assumption P implies the security of
a cryptographic protocol 11, and establish a relation ey < £ ep between the advantage of attacking I1
and breaking P, where ¢ is called the security loss. We call a proof tight, when ¢ is a small constant
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independent of parameters unknown at deployment time such as numbers of parties, protocol sessions,
signatures, etc.. We do not distinguish full tightness (i.e., £ being a small constant) and almost tightness
(i-e., £ being linearly dependent on the security parameter). Instead, we are precise with the concrete
security loss.

Unfortunately, most of existing AKFE protocol are non-tight and, in particular, come with a security
loss significantly larger than for other primitives. More precisely, such a protocol often loses a quadratic
factor in the number of all sessions established in the protocol’s lifetime, while a non-tight signature
scheme may only lose a linear factor in the number of all issued signatures. Considering today’s massive
amount of TLS connections, this quadratic security loss is too large to be compensated in practice, since
increasing parameters may lead to an intolerable performance overhead. Even if increasing security
parameters is an option, it is impossible to correctly guess parameters such as the number of all protocol
sessions, since they are unknown at the time of deployment. If our estimation is too small, the provided
security guarantee is not backed by the security proof. If our estimation is too large, we end up with an
unnecessarily inefficient implementation.

As a result, tightly secure AKE protocols have become an active area recently. Results include
feasibility [BHJ 15, LLGW20, HJK™'21], practical constructions [GJ18, JKRS21], and concrete analysis
of deployed protocols [DJ21, DG21, PQR21]. All these works require techniques based on variants of the
Diffie-Hellman assumption. Currently, there is no tightly secure AKE protocol based on a post-quantum
assumption.

OUR GOAL. Our goal is to construct a lattice-based AKE protocol with tight security. We consider a
multi-challenge setting defined by the “Single-Bit-Guess” (SBG) security model, where an adversary is
given multiple challenge session keys and all the challenge keys are either real or random depending on a
single bit. Another multi-challenge notion is the “Multi-Bit-Guess” (MBG) model where the distribution
of each session key is decided by a different random bit. As pointed out by Jager et al. [JKRS21], the
SBG model is more meaningful than the MBG model, and it can be composed tightly with symmetric
primitives to yield a secure channel, while this is not known for the MBG model.

LIMITATIONS OF EXISTING APPROACHES. We survey existing approaches in tightly secure AKE in the

SBG model and their limitations in achieving our goal:

Strong DH-based Approaches. Diemert and Jager [DJ21] and, independently, Davis and Giinther
[DG21] gave tight security proofs of the three-message TLS 1.3 handshake AKE protocol with
explicit authentication. The two-message protocol of Pan et al. [PQR21] also falls into this category.
All their protocols are (or are similar to) signed Diffie-Hellman protocol and their tight security
proofs are all based on the Strong Diffie-Hellman (StDH) assumption [ABRO1] and the multi-user
security of digital signatures. First of all, we do not have a StDH-like assumption in the lattice
setting. This seems inherent, since the gap between decisional and computational variants of an
assumption does not exist for lattices. For instance, the decisional Learning With Errors (LWE)
assumption [Reg05] is equivalent to its computational version. Secondly, the signature scheme of
Pan and Wagner [PW22] is the only known lattice-based scheme with tight multi-user security.
Although its signature size is compact and independent of the message length, it is still not efficient,
due to the use of OR-proof techniques. The inefficiency of signature schemes can make the resulting
AKE protocols impractical.

HPS-based Approaches. Jager et al. [JKRS21] proposed a very efficient tightly secure AKE protocol
in the SBG model. Moreover, its security model supports internal state reveals from the adversary.
Their construction follows the generic “KEM-to-AKE” transformation [HKSU20] with a multi-
receiver non-committing key encapsulation mechanism (KEM), and this KEM is only known to be
constructed tightly based on the number-theoretic hash proof systems (HPS). A follow-up work of
Han et al. [HJK"21] also relies on number-theoretic HPS and a multi-user secure signature scheme.
Both works require tight random self-reducibility of the subset membership problem in the HPS.

Existing lattice-based HPS [KV09, ZY17, BBDQ18] do not have suitable properties to tightly
implement frameworks in [JKRS21, HJK*21]. For instance, frameworks in [JKRS21, HJK'21]
require tight random self-reducibility, but constructions in [KV09, ZY17] do not have this property,
since their language instances are associated with some labels and cannot be easily re-randomized.
Another undesirable property is the approximate correctness of the lattice-based HPS. Similar to
the password-based AKE [KV09, ZY17, BBDQ18], it is highly non-trivial whether approximate
HPS can be fit in the AKE frameworks as in [JKRS21, HJIK*21]. Finally, existing lattice-based




HPS are very inefficient. For instance, the construction in [BBDQ18] has only one-bit hash values,
and extending it to many-bit, which is necessary for security, requires expanding the public key per
portion to the number of hash bits. The resulting AKE protocol is very inefficient. For Han et al’s
protocol, the efficiency is even worse, due to the inefficiency of Pan-Wagner’s signature scheme.

1.1 Our Contributions

We construct the first tightly secure lattice-based AKE protocol in the random oracle model (ROM). Its
security is based on the decisional Learning With Errors (LWE) assumption with security loss that is
independent of parameters such as the number of users or protocol sessions. Our protocol is a two-pass
implicit AKE, and it does not require any signature. We use the multi-challenge AKE security model as in
[JKRS21], namely, it considers the SBG security and allows an adversary to adaptively corrupt long-term
secret, keys, reveal session keys and internal states, and make multiple TEST queries whose outputs are
the non-comprised session keys or random keys. This model captures key compromise impersonation and
reflection attacks, and weak forward secrecy, which is the strongest forward secrecy a two-pass implicit
AKE protocol can have [Kra05].

TicHT AKE FROM ONE-WAY CHECKABLE CCA SECURITY. Our approach is modular, summarized in
Figure 2. To enable tight security from lattices, we introduce a new security notion for KEMs, called one-
way checkable security against chosen-ciphertext attacks (OW-ChCCA) in the multi-user, multi-challenge
setting. This new notion is sufficient to construct a tightly secure AKE protocol, and can be constructed
efficiently and tightly from the LWE assumption. In a nutshell, it is a multi-user, multi-challenge
enhancement of one-way security against plaintext-checkable attacks (OW-PCA) [OP01]. More precisely,
in our OW-ChCCA security, adversaries are given multiple challenge ciphertexts and multiple users’
public keys. Adversaries can check whether a pair of encapsulated key and ciphertext is valid wrt some
user via a CHECK oracle, and are allowed to corrupt some of the user secret keys. Different to OW-PCA,
an adversary can additionally decapsulate any ciphertexts, including the challenge ciphertexts. This
decapsulation is stronger than the decapsulation of the standard CCA notion where only non-challenge
ciphertexts can be decapsulated. To highlight this capability, we model decapsulating challenge ciphertexts
as an additional oracle REVEAL in our definition. Our OW-ChCCA security guarantees that it is still
hard for such an adversary to decapsulate the remaining ciphertexts on its own.

We propose two different approaches to construct tightly secure AKE protocols from an OW-ChCCA
KEM in the ROM. Our first approach (cf. Section 4.1) is a generic construction of AKE protocols directly
from an OW-ChCCA secure KEM. Our second approach (cf. Section 5.1) is to firstly show that our
OW-ChCCA security tightly implies a non-committing KEM (NCKEM) as defined in [JKRS21]. Then
via the generic transformation in [JKRS21], this yields a tight AKE protocol. This is less direct than our
first approach, and each user needs to do some additional hashing, compared to the first approach, due to
the “OW-ChCCA-to-NCKEM?” transformation. Figure 1 gives an overview of these two approaches.

Our motivation of OW-ChCCA is to “outsource” all necessary properties for tight AKE into a notion
for KEMs. We think that this is easier than directly constructing a tightly secure AKE. Conceptually,
AKE is quite a complex primitive, as it is interactive and adversaries can inject new messages adaptively.
If we directly construct a tightly secure AKE from lattices, it would be very difficult to start, since there
are many corner cases we need to handle because of the complex adversary strategy (which is reflected by
the freshness definition). Our OW-ChCCA notion simplifies this complex task. Moreover, we think that
OW-ChCCA is more natural and easier to understand than NCKEM as in [JKRS21]. For instance, the
NCKEM is defined wrt. a random oracle per user.

OW-CHCCA rroM LWE, TIGHTLY. Our second step is constructing an efficient OW-ChCCA secure
KEM tightly from the LWE assumption in the ROM. The technical challenge is to design a scheme such
that its security reduction can tightly embed the LWE problem challenge, while being able to respond
all oracle queries defined by OW-ChCCA, in particular, the secret key corruption (CORR) and challenge
ciphertext decapsulation (REVEAL). Our construction has a novel use of the Naor-Yung (NY) double
encryption [NY90] and the lossy LWE approach as in [LSSS17, KYY18] to resolve this. Different to the
NY encryption, we do not require non-interactive zero-knowledge proofs by using random oracles and
carefully programming them. Our concrete scheme and proof are rather technical. We refer to Section 3.2
for more discussion. Additionally, our idea can be implemented using the Matrix Decisional Diffie-Hellman
(MDDH) assumption [EHK*13], which is a generalization of the (standard) DDH assumption, and we
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SK := H(ctxt, K}, K}, K')

K; =K, K; = H/(pki,cti, Kz)
K; = Kj, K; 9= H/(pkj,ctj,Kj)
K’ = K,K' := H'(pk, ct, K)

Figure 1: Our two approaches of constructing tightly secure AKE protocols between two par-
ties from OW-ChCCA secure KEMs, KEM; = (Setup;,KGy,Encaps;,Decaps;) and KEM, =
(Setup,, KGg, Encaps, Decaps;). Our two approaches only differ on how the final session keys are derived.
We mark the difference in our second approach with gray. H and H' are two independent hash functions.

construct a OW-ChCCA KEM from MDDH!.

EFFICIENCY OF OUR LATTICE-BASED AKE. Asymptotically, our ciphertext is at most twice as long as
that of plain Regev’s KEM [Reg05]. This carries to our AKE protocol. We argue that such a price
is worthy of paying, since it provides stronger theoretically sound security guarantees. A common
construction for AKE from lattices is using the generic construction based on a passively secure KEM as
in [HKSU20]. Due to the guessing proof strategy, it has a security loss O((N + S)S - T) in the multi-TEST
setting?, where N, S, and T are the numbers of users, total sessions, and TEST sessions, respectively. We
assume S ~ T, since an adversary can ask TEST queries for some constant fraction of the total sessions.
With real-world scenarios, (N, S) can easily reach (216 216) (which is the “small-to-medium” scale as in
[GJ18, CCG™19]). This means the resulting non-tight AKE (implementing with 128-bit secure Regev’s
KEM) has 80-bit security supported by the non-tight proof, while ours still has 120-bit security. In the
truly large scale with (IV, S) = (232,232), the non-tight protocol has 32-bit security, while ours still has
120-bit security. 80-bit or 32-bit security is not a secure margin against today’s computers.

BEYOND AKE: TIGHT BILATERAL SELECTIVE-OPENING SECURITY. We show that our KEM security
notion is useful beyond AKE protocols. One of the examples is simulation-based bilateral selective-
opening (SIM-BiSO-CCA) security [LYHW?21] for public-key encryption (PKE) schemes. Combining
our OW-ChCCA KEM with a one-time pad and a message authentication code, we construct the first
tightly SIM-BiSO-CCA secure PKE that can be instantiated based on the LWE or MDDH assumption.
Informally, selective-opening (SO) security captures the fact that adversaries can learn some randomness
used in the encryption algorithm, and bilateral SO security additionally allows user secret key corruptions
and is stronger than SO security. SIM-BiSO-CCA formalizes this in a simulation-based manner. This
security notion is motivated by some real-world scenarios, where it is expensive to erase cryptographic
secrets and adversaries can learn senders’ encryption randomness and receivers’ secret keys. Currently,
the only known SIM-BiSO-CCA PKE is a non-tight scheme in the ROM [LYHW21].

(TicHT) RELATIONS TO OTHER KEM NOTIONS. We first observe that by a guessing strategy one can
show the standard IND-CCA security non-tightly implies OW-ChCCA with a loss of O(N - C), where N
and C' are numbers of users and ciphertexts, respectively. We also show that, by hashing its encapsulated
key, a OW-ChCCA secure KEM is tightly indistinguishable against enhanced chosen-ciphertext attacks
(IND-ECCA) in the ROM. IND-ECCA is a notion proposed by Han et al. [HLG21] to rule out constructing

We believe that the MDDH-based construction in [JKRS21] can also satisfy our notion. As it does not satisfy the
deterministic ciphertext derivation property that we need for SIM-BiSO-CCA security, we decided not to present it.

2This security loss can be derived as in [HKSU20, Theorem 3] by ignoring the quantum RO and the additive negligible
terms. The single-to-multi-challenge reduction introduces the multiplicative term T'.
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Figure 2: Overview of our contributions. All implications are tight, and they are all new and proposed
in this paper except for NCKEM — AKE. We highlight those key implications for a tightly secure
lattice-based AKE with double arrows, “=".

tightly secure AKE from many well-known KEMs in the standard model. Our work bypasses their
impossibility result using random oracles. Although an IND-ECCA KEM contains necessary requirements
of a secure AKE protocol, there is no formal proof showing that an IND-ECCA KEM tightly implies an
AKE. Since IND-ECCA implies the standard IND-CCA security, our OW-ChCCA tightly implies the
standard IND-CCA security in the ROM. Combining with our previous discussion, this shows that our
OW-ChCCA notion is the core for tight security of different KEM notions, PKE, and AKE. Figure 2
summarizes all our contributions and implications in this paper.

OPEN PROBLEMS. We initiate the first step in constructing efficient lattice-based tightly secure AKE
protocols. There are several interesting directions to explore. One of them is to construct a OW-ChCCA
secure KEM with shorter ciphertexts from lattices, which will lead to more efficient tightly secure AKE.
Although we consider an AKE from post-quantum assumptions in this paper, we are interested in “lifting”
our results to the quantum random oracle model. Finally, we are interested in constructing tightly secure
lattice-based AKE in the non-programmable random oracle model or even the standard model.

MOoRE PosT-QuaNTUM AKE. We note that the isogeny-based protocol of de Kock et al. in [dKGV21]
is not tight based on a variant of the Commutative Supersingular Isogeny Diffie-Hellman (CSIDH)
assumption [CLM™18] and loses a factor in the number of users. Such a non-tight factor is optimal and
unavoidable.

2 Preliminaries

A (probabilistic) algorithm A is PPT, if its running time (denoted by T(A)) can be bounded by a
polynomial in its input length. A function f: N — R with input X is negligible in X if f € A=), The
term negl denotes a negligible function. A function of the form 1 — negl()\) is said to be overwhelming.
Let A be an algorithm. We write y + A(z) to indicate that y is set to the output of A in input a with
freshly sampled random coins. We write y := A(x; 7) to make these coins 7 explicit. We write y € A(x)
to state that y is a potential output (i.e. there are random coins) of A in input z. For distribution D, we
write z < D if z is sampled according to D. We write x <- S if x is sampled uniformly from a finite set
S. We use the notation [L] := {1,..., L} for the first L natural numbers. We use both verbal descriptions
and pseudocode to describe games. For that, we make the convention that all variables are initialized to 0,
L or @, depending on the data type. Also, when we say that the game aborts, this means that the entire
game terminates. This is different from the case where an algorithm or oracle outputs L, in which the
game continues. If G is a game, the notation G = b indicates that G outputs b. For all security notions
in the multi-user setting, we implicitly assume that the number of users NN is polynomially bounded in .

KEY ENCAPSULATION MECHANISMS. We recall the syntax of key encapsulation mechanisms, and give a
definition of ciphertext entropy. As introducing a new security notion is part of our contribution, we do
not define security here.

Definition 1 (Key Encapsulation Mechanism). A key encapsulation mechanism is a tuple of algorithms
KEM = (Setup, Gen, Encap, Decap) where Setup, Gen, Encap are PPT and Decap is deterministic:
o Setup(1*) — par takes as input the security parameter 1%, and outputs global system parameters
par. We assume that par implicitly define ciphertext space C = Cpar, key space K = Kpar, and public
key space P = Ppar.



o Gen(par) — (pk,sk) takes as input parameters par, and outputs a public key pk € P and a secret
key sk.
o Encap(pk) — (ct, K) takes as input a public key pk € P, and outputs a ciphertext ct € C, and a key
Kek.
o Decap(sk,ct) — K is deterministic, takes as input a secret key sk and a ciphertext ct € C, and
outputs a key K € LU {L}.
We say that KEM is p-correct, if for every par € Setup(1*), the following probability is at least p:

Pr[K = K’ | (pk,sk) < Gen(par), (ct, K) < Encap(pk), K’ + Decap(sk, ct)].

For some constructions, we may require that the scheme has high public key or ciphertext entropy.
We give formal definitions of these natural notions in Appendix A.

BACKGROUND ON LATTICES. Let A be an m-dimensional lattice, i.e. a discrete additive subgroup
of R™. For s > 0, we define Dy ¢ to be the distribution proportional to ps(x) := exp(—m|x[|?/s?)
restricted to A. The distribution Dy ; is called the discrete Gaussian distribution with parameter s over
A. Further, we make the convention that elements in Z, are represented by their representative from
{-(g—-1)/2,...,(¢—1)/2} (if g is odd) or {—q/2+1,...,q/2} (if ¢ is even). We use some standard facts
about discrete Gaussians, see [MR04, GPV07].

Lemma 1. Let n,m € N. Let q be a prime at least polynomial in n and m > 2nlogq. Consider any
w(vlogm) function and s > w(y/logm). Then for all but a negligible (in n) fraction of all A € Zy*™
the following distribution is statistically close to uniform over Zy: {Ae | e < Dzm s}.

Lemma 2. Consider any w(+/logm) function and s > w(y/logm). Then we have
Pr [||x|| > sv/m | x « Dy’,] <27+

We also use the following lemma about the lossiness of a certain matrix distribution, following

[AKPW13, KYY18]. It lower bounds the so called “smooth average min-entropy” H. (-]-) [KYY18].

Lemma 3. Let n,k,m,q,n be positive integers, 3,a’ > 0 such that o/ > Bnnmgq. Let x be a distribution
such that Pr [[x| > Bq | x + x] < negl()). Let s be uniformly distributed over [—n,n|", and e be distributed
according to D7',,. Let A := AC+F for

A&7k CEZMF
Then, for any € > 27>, we have
HE, (s|A’s +e) > Huo (s) — (k +2X)log g — negl(\).
We make use of the generalized leftover hash lemma, taken from [KYY18].

Lemma 4. Let H := {hi : X — YV}, be a universal family of hash functions, where keys k are distributed
according to a distribution K. Let U denote a random variable distributed uniformly over Y. Let X be

random variable with values in X and I be any random variable. Let € > 0. Then, the statistical distance
between (K, hx(X),I) and (K,U,I) is at most

1 ~
2¢ + 5./2—H§,O(X|l) V).

Our construction relies on the well-known LWE assumption [Reg05, Pei09, BLPT13].

Definition 2 (LWE Assumption). Let n = n(A) € N, m = m(n) € N, ¢ = ¢(n) be prime number and
X = x(n) be a distribution over Z. We say that the LWE,, ,, 4., assumption holds, if for every PPT
algorithm B the following advantage is negligible in A:

AdvgEr e (3) = [Pr [B(A, b) = 1| A & 25X, b & 77
—Pr[B(A,A's+e) =1 A&7 s & 770 e+ X"l



3 One-Way Checkable CCA Security

We first propose a new security notion for key encapsulation mechanisms (KEM), One-Way Checkable
Security against Chosen-Ciphertext Attacks (OW-ChCCA). Then we realize this notion with lattices in a
tight way.

3.1 Definition of OW-ChCCA Security

Before we formalize our notion for KEMs, we give some intuitions behind it. At a very high level,
our OW-ChCCA security can be seen as an extension of OW-PCA security [OP01]. Our goal here is to
formalize the “minimal” requirements on KEM for constructing tightly secure AKE. We first observe
that an indistinguishability notion, such as IND-CPA, is not necessary for AKE, and the weaker, one-way
notion (namely, decapsulating the challenge ciphertexts) is sufficient. This is because the AKE session
keys are often derived from the corresponding KEM key using a hash function which is modeled as a
random oracle (RO). By searching the RO-history, it can be shown that a one-way notion tightly implies
the corresponding IND one.

To tightly use a one-way notion in our security reduction without guessing, we still need to identify
the correct key-ciphertext pairs. Thus, we provide an oracle to check if a key-ciphertext pair is valid,
which essentially results in the OW-PCA notion for KEMs. However, OW-PCA is not sufficient to get
authenticated key exchange tightly. At a high level, an AKE adversary can adaptively attack multiple
sessions and forces the reduction to guess which are the challenge sessions (aka. TEST sessions). This will
lead to a large security loss. We therefore add additional adversary capabilities (i.e. oracles) to KEM’s
OW-PCA security to resolve this:

e The adversary can get multiple challenge ciphertexts.

e The adversary has access to a decapsulation oracle, which is used for non-challenge ciphertexts.

o The adversary can adaptively decapsulate some challenge ciphertexts. This allows the AKE security

reduction to answer session key reveals for sessions that possibly contain challenge KEM ciphertexts.
An AKE adversary can force this happen.
e The adversary can adaptively corrupt users’ their secret key. This corresponds to long-term secret
key corruptions in the AKE protocol.
We formalize the OW-ChCCA security for KEMs as follows:

Definition 3 (OW-ChCCA Security). Let KEM = (Setup, Gen, Encap, Decap) be a key encapsulation
mechanism and consider the game OW-ChCCA defined in Figure 3. We say that KEM is OW-ChCCA
secure, if for all PPT adversaries A, the following advantage is negligible:

AdvONERCEA(N) = Pr [OW-ChCCA;z‘EM(A) = 1.

For our construction of SIM-BiSO-CCA secure encryption in Section 5.2, we require that KEM has
deterministic ciphertext derivation:

Definition 4 (Deterministic Ciphertext Derivation). Let KEM = (Setup, Gen, Encap, Decap) be a key
encapsulation mechanism with key space K. We say that KEM has deterministic ciphertext derivation, if
there is a deterministic algorithm @, such that for all par € Setup(1*) and all (pk, sk) € Gen(par), the
following two distributions are equivalent

{(ct, K) | K < K, ct:=Encap(pk, K)} and {(ct, K) + Encap(pk)}.

3.2 Construction from Lattices

We construct KEMpwe that is tightly OW-ChCCA secure under the LWE assumption. Our scheme is
described in Figure 4. It uses algorithms SampleD and Round:
e SampleD(m,a’; p) — e: Sample Gaussian e <— D7, using random coins p € {0, I}A.
« Round(t) — h: Do componentwise rounding of t € Z to get h € {0, 1}*, ie. for all i € [}, we
have h; = 0 if t; is closer to 0 than to |¢/2], and h; = 1 otherwise.



Game OW-ChCCAZ () Oracle REVEAL (i, ct)

01 par < Setup(1*) 14 if 3K s.t. (i,ct, K) € Lpne :

02 for i € [N] : (pk;,sk;) < Gen(par) 15 Lrevear = Lrevear U {(4,ct) }
03 Oy := (ENc, DEC, REVEAL) 16 return K

04 Oy := (CORR, CHECK) 17 return L

05 (i*,ct*, K*) + A°:92(par, (pki)ie[N]) Oracle ENc(7)

o6 if (i*,ct*, K*) ¢ Lgye : return 0 18 (ct, K) « Encap(pk;)

07 if i* € Lcoorg : return 0 19 Lgne = Lunc U {(i7Ct7K)}

08 if (i*,ct*) € Lruvear : return 0 50 return ct

09 return 1
Oracle CHECK(i, ct, K)

Oracle CORR(7) ‘ 21 if Decap(sk;,ct) = K :
10 Lcorr := Lcorr U {1} 22  return 1
11 return sk; 23 return 0

Oracle DEC(i, ct’)
12 if 3K’ s.t. (i,ct’, K') € Lpyc : return L
13 return K’ := Decap(sk;, ct’)

Figure 3: The game OW-ChCCA for a key encapsulation mechanism KEM := (Setup, Gen, Encap, Decap).

Our scheme is parameterized by matrix dimensions n, m,k € N, a modulus g € N, and (Gaussian) widths
a,’,y,n > 0. The scheme also makes use of random oracles H: {0,1}* — {0,1}* and G: {0,1}* —
[—n,n]™ x {0,1}* x {0,1}* x {0,1}*. For our analysis, the parameters have to satisfy the following
conditions.

o For Lemma 1: ¢q prime, m > 2nlogq, a > w(y/logm)

e For Lemma 2: «, o’ > w(y/logm)

o For Lemmata 3 and 4: nlog(2n+ 1) — (k+ 3X\)logg > Alogq + Q(n) and o’ > Bnnmg; we use

Bq = n in Lemma 3.

o For correctness: 4a’am < q.

For example, given A, we could conservatively use the following parameter setting.

n = 70\ n® <qg<n’, n:=+/n, v =/,
k=X, m := 2nloggq, a:=+/n, o :=n%m.

Correctness follows from standard calculations, and we postpone it to Appendix B. Further, it can easily
be seen that KEMpwg has deterministic ciphertext derivation.

Before going into the security analysis, we give an overview of the rationale behind our construction,
omitting LWE specific details. First, recall that in the security proof, we need to simulate a corruption
oracle, returning secret keys sk; for user . To do this without using non-tight guessing arguments, we
have to know a secret key for each user. As we still need to embed our LWE challenge in the challenge
ciphertexts, we should not be able to decrypt them. We can solve this first dilemma by splitting the
ciphertext into two parts ct = (ctg, ct;), and having two potential secret keys sky and skq, where ct,
allows to recover the encapsulation key K using secret key sk,. Then, for each user i, we hold sk; ;, for a
random bit b;. Now, the strategy is to use LWE to modify ct;_s,. Let us call such modified ciphertext
parts inconsistent. Finally, we argue that the adversary does not learn b; for uncorrupted users, and then
we switch roles of b; and 1 — b; to apply the same argument. This overall strategy can be implemented, if
we only have to provide a corruption oracle. However, once we need to simulate a decapsulation oracle,
the situation becomes a bit more tricky. Namely, we have to guarantee that decapsulation (simulated
using sk; 5, ) does not reveal information about b;. We solve this challenge by deterministically deriving
the ciphertext parts ctg, ct; from the encapsulated key K. Ciphertext parts could have roughly the form
ct, = K @ F(K) for some deterministic F,. During decapsulation, we recompute cto, ct; from K, and
only accept K if this recomputation is consistent. A careful analysis shows that this hides all information
about b;. We can also implement a check oracle now using the deterministic functions Fy, F7. On the
other hand, applying changes to ct1_p, = K @ Fy_;,(K) may lead to circular security problems. At a
high level, we solve this issue by implementing the functions Fj using a random oracle.



Alg Setup(1?) Alg Decap(sk, ct)

01 return par := A <& Zy*™ 15 let ct = (Co, C1, x, flo,fll)

A.lg Gen(par) 16 let sk = (Zb, b)

e T\ / N t A

02 b & (0,1}, Zy DN 17 hy == Round(hy — Z{x) € {0,1}
SR a P h /

03 Uy i= AZy, Uy & 20 e Ky := Hix, by, i)

R:=C, oK,
0a pk := (Uo, Uy), sk := (Zy,b) ;Z 5o hbfl) a R)
05 return (pk, sk) ) e ;:’Saorvnplelj(m o p)

Alg Encap(pk) 22 by, :==Ut_s+hi_[q/2]

06 R<{0,1}*, (s,p,ho,hy) := G(R) 23 Ky = H(x,h)_,, hy_})

07 e := SampleD(m, o’; p) 24 if x # A's + e :return L

08 x:=Als+e 25 if K1_, ® R# Ci_p :return L
09 hg := Ubs + holq/2] € Z) 26 if by, # by : return L

10 hy := Uls+hy|q/2] € Z; 27 if h}_, # hy_ : return L

11 I:(o = H(x, }:10,h0), Co=Ko®R 28 return K := R

12 K1 = H(X, hl’hl)’ AC'l = f(l ® R
13 ct:= (Co,cl,x,ho,hl)
14 return (ct, K := R)

Figure 4: The key encapsulation mechanism KEMwg = (Setup, Gen, Encap, Decap), where H: {0,1}" —
{0,1}* and G: {0,1}" — [—n, )™ x {0,1}* x {0,1}* x {0,1}" are random oracles. To save space, one
could set A := H*(0) for a random oracle H*: {0,1}" — Zp*™.

The next challenge that we have to solve arises from the reveal oracle, which allows to decapsulate
challenge ciphertexts. We see that our above strategy is not compatible with this oracle, as we make
ciphertexts partially inconsistent, and the adversary can notice this once we reveal the encapsulated
key. Again, guessing which ciphertexts will be revealed is not an option without loosing tightness. This
means that we have to be able to make inconsistent ciphertext parts consistent again, once a query to the
reveal or corruption oracle occurs. We carefully implement this by another use of a random oracle. For
simplicity, say we replace Fy(-) by H(Fy(-)), i.e. we have cty_p, = K @ H(F1_p,(K)). Then, to make the
ciphertext inconsistent, we set cti_p, = K @ h for some random h. To make the ciphertext consistent later
on, we program H(F,(K)) := h. It remains to argue that the adversary can not detect the inconsistency
by querying H(F},(K)) before it queries the reveal or corruption oracle. To rule out this bad event, we
want to switch F,(K) to a random element using the LWE assumption. As we have no chance to make
such ciphertext consistent again, bounding this bad event requires to define a separate game, which stops
once a query to the reveal or corruption oracle occurs. Implemented naively, this leads to a non-tight
reduction, applying LWE once per challenge ciphertext. However, it turns out that we can first switch
the LWE parameters to lossy mode, as done in [KYY18], and then analyze all of these separate games
in a purely statistical way. There is a complex interplay between all of these challenges and potential
solutions, and the formal proof requires heavy use of delayed analysis.

Theorem 1. Let H: {0,1}* — {0,1}" and G: {0,1}* — [—n, 7)™ x {0,1}* x {0,1}* x {0,1}* be random
oracles. If the L\WEg . q,D, ., assumption holds, then the scheme KEMiwe is OW-ChCCA secure.
Concretely, for any PPT algorithm A there is a PPT algorithm B with T(A) ~ T(B) and

LWEg,m,q,
AdVEEISA(N) < 6n - Advg 727 (A) + negl (V).

Proof. Let A be a PPT algorithm and KEM := KEMywg. We show the claim using a sequence of games
G; for i € {0,...,6}. To simplify notation, we define

Adv; := Pr [Gz = 1], for i € {07 .. ,6}

Let us first give an informal overview of the proof strategy. We define Go := OW-ChCCAZ ey (A) and
introduce changes to game G until we end up at game Ggs. For this one, we argue that the probability



Game Go—GG

01 par = A& ngm //Go—Gl,G4—G6
02 A & Zpxk C & Zk*m F « Dp*™, par:= A := AC+F /G2-Gs
03 for i € [N]:

00 b = {0,1}, Zip, + Dy, Usp, = Ay,

05 Ziylfbi < ng;)\, Ui,lfbi = AZi,l,bi //G5—G6
06 Ui,l—b,ﬂ, & Z:}X)‘ //Go—G4
07 let Zi,bi = [Zl | | Z)\] //G6
os if 3j € [A] s.t. ||z]] > ay/m : abort /Ge
09 let Ziq_p, = [z1 | -+ | 2] /Ge
10 if 35 € [A] s.t. ||z;]| > ay/m : abort /G

11 pk; = (Ui, Uin), sk == (Zjp,, b;)
19 (’i*,Ct*,K*) — AENC,DEC,REVEAL,CORR,CHECK,H,G(par’ (pki)ie[N])
13 if (i*,ct*, K*) ¢ Lpne Vi* € Loorr V (1%, ct™) € Lrpypar : return 0

14 return 1

Oracle ENc(i)

15 R {0,1}"

16 if g[R] # L : badR :=1, abort /G1-Gsg
17 (s, p,hg, hy) := G(R), e < SampleD(m, o’; p)

18 x 1= Als+e, hg:=U!s+holq/2], hy := Ul s+hy[q/2]

19 gry, := (x,ho, hy), gry; := (x,h;,hy)

20 if h[qry,,] # L : badKl:=1, abort /G3-Gg
21 if hlqry; ;] # L : badK0:=1, abort /G3-Gg
22 ko = H(X, fl(hho), Kl = H(X,fll,hl)

23 Cy ::Ko@R, & Z:ffl@R

24 ct:= (Co, C,x, flo, fll)

25 L= LrU{(R,i,ct)} /G1-Gg
26 Lx0:= LroU{(Ary;_p,,i,ct)} [ G3-Gg
21 Lx1 = Lr U{(ary,,,i,ct)} [ G3-Gg

28 Lgnc := LEnc U {(Z, ct, K := R)}
29 return ct

Figure 5: The games Go-Gg in the proof of Theorem 1. Oracles DEC and CHECK are as in the real games.
The remaining oracles are given in Figure 6. Highlighted lines are only executed in the corresponding
games.

that Ggs outputs 1 is negligible. Games G; for ¢ > 4 are only needed in Lemmata 6 and 7, which are used
to bound the difference between Gy and G using a delayed analysis technique. We will now give the
details of the proof. The games are formally presented in Figures 5 and 6.

Game Gg: We define Gy as the real OW-ChCCA game. That is, we set Go := OW-ChCCAey(A). To
fix some notation, we recall how this game works. First, the game samples par := A < Zy*™. Then, for
each ¢ € [N], it computes public keys and secret keys (pk;,sk;) as follows: It samples a bit b; <= {0,1}, it
samples a matrix Z; 5, as in the scheme, and sets U, p, := AZ; ,. Then, it samples U, 1, uniformly at
random as in the scheme. The public key is pk; := (U; 0, U; 1), and the secret key is sk; := (Z; p,, b;).
Then, adversary A gets all public keys and par as input. Further, it gets access to oracles ENC, DEC,
REVEAL, CORR, CHECK, as well as random oracles H, G. The game simulates random oracles H, G in a
lazy manner, using maps h and g that map the inputs of H, G to the outputs of H, G, respectively. We
denote the number of queries to H, G, and ENC by Qu, Qg, and Qg, respectively. In the end, A outputs
(¢*,ct*, K*). The game outputs 1, if ct* has been output by ENc(i*), where it was computed together
with K*, the adversary A never queried CORR(i*), and never queried REVEAL(:*, ct*). By definition, we
have

Advo = Pr [OW-ChCCA;;‘EM(A) =1|.

Game Gi: In game G, we introduce a bad event badR, and abort the game if badR occurs. To define the
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Oracle REVEAL(3, ct)
o1 if 3K s.t. (i,ct/, K) € Lpyc :
02 Lrevear = LRevear U {(Z Ct)}
03 Lpg —ER\{(R 7 Ct) € Lr | (Z Ct) (Z,Ct)} //Gl—GG
04 Lgo:=Lko\{(ary,i,ct) € Lxo| (¥, ct’) = (i,ct)} /G3-Gg
05 ACK,l = EK,I \ {(qry7z Ct) € EK,l | (Z 7C‘II/) = (i,Ct)} //Gg—GG
06 return K
07 return |
Oracle CORR(i)
08 Lcorr = Lcoorr U {7/}
09 Lg = ER\{(R,iI,Ct)€£R|i/:i} //Gl—GG
10 ACKA’O = £K7O \ {(qry, i/,Ct) S £K70 ‘ i = Z} //Gg—G(;
11 £K,1 = £K,1 \ {(qry,i’,ct) € £K,1 ‘ i = Z} //G3-G6
12 return sk;
Oracle H(x', h,h)
13 qry := (X’,fl,h) //G3-Gg
14 if 3i,ct s.t. (qry,i,ct) € Lk, : badKO:=1, abort /G3-Gg
15 if 3i,ct s.t. (qry,d,ct) € Li,1: badKl :=1, abort /G3-Gg
16 if A[x’,h,h] = L : A[x’,h,h] < {0,1}*
17 if I(x”, ', h’) # qry s.t. h[x”, ', '] = h[x’,h, h] : abort /Ge
18 return h[x’, h, h]
Oracle G(R/)
19 if Fi,ct s.t. (R',i,ct) € Lg: badR :=1, abort /G1-Gg
20 if g[R'] =

3
21 (s,p,hg,hy) & 77 x ({o,m)
22 if ||SampleD(m, o/; p)|| > o/+/m : abort yien
23 g[R']:= (s, p,ho, hy)
24 return g[R']

Figure 6: The oracles in the proof of Theorem 1. The rest of the games is given in Figure 5. Highlighted
lines are only executed in the corresponding games.

event, consider a query of the form ENcC(7). Recall that in such a query, the game samples R < {0, 1}>‘
and derives values s, e, hgy, h; from it using random oracle G. These are then used to define a ciphertext
ct. We say that the bad event badR occurs, if one of the following holds:

o At this point, A already queried G(R), or

« at some later point, before any query of the form CORR(i) or REVEAL(S, ct) for these 4, ct, A queries

G(R). Note that this also includes indirect queries made by oracles DEC, CHECK.

In the code, we model this using a list L that contains the tuples (i,ct, R). The tuples are added in the
query ENc(i) and removed in queries CORR(7) or REVEAL(%, ct). In each random oracle query G(R), we
check if such a tuple is currently in the list and set badR := 1 in this case.

As the ciphertext ct still contains information about R (namely, in Cy, C7), we do not bound the
probability of badR, but instead delay its analysis. We have

|Advy — Advy| < Pr[badR in G1].

Game Gs: In game Go, we change how the matrix A is generated. Recall that before, it is generated
as A & Zq*™. In game Gg, we instead generate it as A 1= AC+F for A & Z"X”“ C & kam and

F «+ D”f/m It is easy to see that we can bound the difference between G, and G2 by n apphcatlons
(one for each row of A) of LWEy 1 4,D, ., Or equivalently, an n-fold LWE assumption. The corresponding
reduction B gets A, C as input, and uses par := A. Then, it simulates G, and outputs whatever the
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game outputs. It follows that

WEkmqDZ,Y(

|Advy — Adva| < n - Adv A).

We can also give a similar reduction, that only outputs 1 if and only if event badR occurs, which can be
checked efficiently. This implies that

IPr[badR in Gy] — Pr[badR in G| < n- Advg "% (N).

Game Gg: In game Gg, we introduce another bad event badK := badK0 V badK1, and let the game abort
if it occurs. This event is very similar to event badR. Namely, we consider a query of the form ENC( ).
Recall that in this query, values x .ho, ho and hy, h; are defined. Then, the oracle sets Ko := = H(x, ho, hy)
and K, = H(x, hy, h;). Later, a ciphertext ct is returned to .A. We say that the event badK0 occurs, if
one of the following holds:
« At this point, A already queried H(x,hy_s,, h;y_p,), or
+ at some later point, before any query of the form CORR(¢) or REVEAL(:, ct) for these ¢, ct, A queries
H(X, hl—bi : hl—bi)-
Similarly, we say that the event badK1 occurs, if one of the following holds:
o At this point, A already queried H(x, flb“hbi), or
« at some later point, before any query of the form CORR(i) or REVEAL(S, ct) for these 4, ct, A queries
H(X7 flbi 5 hbi)-
As for event badR, this also includes indirect queries made by oracles DEC, CHECK. Similar to event badR,
we formally model these two events via lists Lx ¢ and L 1, where L ¢ is associated to event badK0 and
L1 is associated to event badK1. Also, note that although we defined the events with respect to bit b,
their symmetry ensures that there is no additional information about b; given to A. Clearly, we have

|Pr [badR in Ga] — Pr [badR in G3]| < Pr[badK in Gg]
and

|Advy — Advs| < Pr[badK in Gs]
< Pr[badKO0 in Gs] + Pr[badK1 in Gs].

We upper bound these probabilities in Lemma 6 and Lemma 7. Also, we upper bound the probability of
badR in Gj3 in Lemma 5.

Further, we claim that the probability that Gg outputs 1 is negligible. To see this, consider the final
output (i*,ct*, K*) of A. If the game outputs 1, then ct* has been output by Enc(i*), and K* = R,
where R has been sampled in the query ENC(i*) that returned ct*. Further, if the game outputs 1, then
the events badR and badK did not occur. The game can only output if .4 never queried CORR(:*), and
never queried REVEAL(#*, ct*), and therefore we know that A never queried G(R) and never queried
H(x,ﬁbi,hbi) or H(x,fll_b“hl_bt), where the values x, ho, hy, hg, h; have been defined in the query
ENc(i*) that returned ct*. This means that the ciphertext ct* information-theoretically hides the value
R, and R is distributed uniformly at random from A’s point of view. Thus, the probability that K* = R
is at most 27, and we get

Advs < Qe

In summary, we can upper bound Advy by

LWEk,m,q, .
Pr(badR in Gi] +n-Advg 777 () + Pr[badK in Gg] + %

< Pr[badR in Gs] + 2n- Advy """%7(A) + 2 - Pr[badK1 in Gs] + negl(A)
LWEk,m,q,D .

< 2n-Advg TP (A) 4+ 2 - PrbadKl in Gg| + negl())

< 2n-Advg PR () 42 (2n- Advyg PR () + negl(1) ) + negl(\)
LWEk m q.

< 6n-Advg P (A) + negl(A).
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Lemma 5. With assumptions from the proof of Theorem 1, we have

2QeQc <

Pr [badR in G3] < xS negl(\).

The proof of the lemma is postponed to Appendix B.

Lemma 6. With assumptions from the proof of Theorem 1, we have

Pr [badKO0 in Gs] < negl()).

Proof. First, we write the event badKO0 as

badk0 = \/ badKo,,
JE[QE]

where Qg is the number of A’s queries to ENC and badK0; denotes the event that badK0; occurs for the
entry (qry, ,ct) that is inserted into list L o in the jth query to oracle ENC. We bound the probability
of each badK0; separately, and conclude with a union bound.

To this end, fix j € [Qg]. We define a new game G;, which is defined to be as game Gg, but with the
following change: Consider the jth query to oracle ENC. Assume that in this query an entry (qry,,ct) is
inserted into list Lk o. Game G; immediately outputs 1 as soon as badK0, occurs, i.e. if either H(qry) is
already defined before the query, or H(qry) is queried before queries CORR(7) or REVEAL(i, ct). Also, if
badKO0; can no longer occur (i.e. A queries CORR(Z) or REVEAL(¢, ct)), the game immediately outputs 0.
Note that until game G; outputs something, the view of A is identical to its view in Gs. This implies
that

Pr [badKO0; in G3] = Pr [G; = 1}.

Next, we change G;- into G;’. In this game, consider the jth query to oracle ENC again. Recall that
in this oracle query, a vector fll_bi is defined via

~

hy_, :=U}, ,s+hi_[q/2].

In this game, we instead sample fll,bi & Z[J\. We argue that the games are statistically close by using
the generalized leftover hash lemma (Lemma 4), where the hash function is given by s — U’;k p,S- Note
that U; 1_p, is sampled uniformly at random in G;-, and therefore this constitutes a universal family of
hash functions. To use the generalized leftover hash lemma, we first need to lower bound the entropy of s.
To this end, we make use of Lemma 3.

Observe that in the jth query to oracle ENC, the only information (apart from U’ilfbis) that A gets

?

is x and lflbt. Let € = 27*. Then, we can use Lemma 3 (note that A has the correct form AC + F) to get

HE, (s

x, by, ) = 15, (s1x) — Alog g

HE, (s|A's +e) — Mogq > Hu (s) — (k + 3X) log g — negl(\)
nlog(2n + 1) — (k + 3)\) log g — negl(A) > Alogq + Q(n).

For the last inequality, we used our assumption about the parameters. Now, we can use Lemma 4 with
e=2*and Y = Z;‘, and get that the statistical distance is at most

% + %\/2—ﬁgc(s|x,flbi) Y| <27 4 %\/Q—Alogq—ﬂ(n)—&-)\logq < negl(\).

Thus, we have
|Pr [G) = 1] — Pr[G] = 1]| < negl()).

Remark. The subtlety in the above argument is that oracles DEC and CHECK depend on the secret
key. As the secret key is statistically independent of the value s, the argument goes through even if the
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adversary had the secret key. However, this only holds under the assumption that event badR does not
occur, as otherwise decrypting and reencrypting (and therefore querying G(R)) would reveal s.

Finally, we bound the probability that G;’ outputs 1. Recall that in the jth query to oracle ENC,
the value hy_;, is part of the output of G(R). As we assume that badR does not occur, this means that
during the query, this is a fresh value sampled uniformly at random. Also, our previous change removed
all information about h;_;, from the response of oracle ENC. Thus, this value is uniformly random from
A’s view for the entire game. As it is part of the random oracle query qry that triggers event badK0; and
lets the game output 1, we can use a union bound over all random oracle queries and get

Qn

Pr[G] =1] < o < negl(\).

O

Lemma 7. With assumptions from the proof of Theorem 1, there is a PPT algorithm B with T(B) ~ T(A)
and

Pr[badK1 in Gs] < 2n- Advy “"""57 (A) + negl(A).

Proof. To bound the probability, we introduce games G4, G5 and Gg. We argue that the probability of
badK1 does not change significantly from Gj to Gg. In game Gg, we use Lemma 8 to argue that the view
of A is independent of the bit b; as long as the events badK0 and badK1 can occur. This will imply that
the probabilities of badK0 and badK1 are the same in Gg. Therefore, we can just bound the probability
of badKO0 in Gg. This can easily be done by going back to game Gg and using Lemma 6. We will now
proceed in more detail.

Game G4: Game Gy is as Gg, but we change how par := A is sampled. Concretely, we revert the change
from G to Gy and sample A < Zy™™. As from Gy to Go, it follows that

LWEk,'m,q,DZ'.Y

|Pr [badK1 in G ] — Pr[badK1 in G4]| < n - Advy, (N,

WY

Pr [badK0 in Gs] — Pr [badK0 in Gy]| < n- Advi """ ().
B

Game Gj: Game Gs is as Gy, but we change how the matrices U; 1_;, are defined for all ¢ € [N]. Recall
that before, these are sampled uniformly at random from ZZX)‘. In G5, we first sample Z; 1, + D?éA
and then set U; 1_p, := AZ; ;_p,. By Lemma 1, the distributions of these matrices are statistically close

to uniform. Thus we get

|Pr [badK1 in G4] — Pr[badK1 in G;]| < negl(\),
|Pr [badKO in G4] — Pr[badKO0 in Gs]| < negl(\).

Game Gg: Game Gg is as Gy, but we add additional bad events, that let the game abort. Namely, the
game aborts as soon as one of the following occurs:

o For some i € [N], one of the columns z of Z; ¢ or Z; ; satisfies ||z|| > ay/m.

o For some random oracle query G(R) that returns (s, p, hg, hy), it holds that ||SampleD(m, o’; p)|| >

o \/m.

e There is a collision in random oracle H.
By Lemma 2, the first two events occur only with negligible probability. As hash values for H are sampled
uniformly at random from {0, 1}A, the third event also occurs only with negligible probability. It follows
that

|Pr [badK1 in Gs] — Pr[badK1 in Gg]| < negl(A),
|Pr [badKO in Gs] — Pr[badKO0 in Gg]| < negl(N).

Finally, we claim that
Pr [badK1 in Gg] = Pr[badKO0 in Gg].

Note that once we showed this, the statement follows.
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It remains to show the claim. First, fix a point in the execution of the game, and let Z C [N] denote
the set of indices i € [N], for which A did not yet query CORR(4) at this point. Note that the events
badK0 and K1 can only occur for indices in Z. We claim that the view of A at this point does not depend
on the bits b; for ¢ € Z. This is because the public keys itself do not reveal b; (because both U; ¢ and U, 3
have the same distribution), the queries to ENC and REVEAL do not reveal b;, and, by Lemma 8, queries
to DEC and CHECK do not reveal b;. Second, note that the events badK0, badK1 are exactly the same,
except for the lists Lx o and Lk ; that appear in their definition. Also, the lists only differ depending
on the bit b;. As A has no information about b;, and the events badK0 and badK1 occur with equal
probability. O

Lemma 8. Let 4aa'm < q. Let Zo,Zy € Z7* such that ||z:|| < ay/m for all i € [N],b € {0,1},
where zp,; denotes column i of Zy. Let par := A € ngm and Uy := AZy, Uy := AZ,. Assume
that for all outputs (s, p,ho,h1) of G and e « SampleD(m, &'; p) it holds that |e| < o'\/m. Further,
assume that for each x # 2’ € {0,1}* we have H(x) # H(z'). Then, for each ct = (Cy,C1,x,ho,hy) €
{0,13* x {0,1}* x L7 X Ly x Ly it holds that Decap((Zo,0), ct) = Decap((Z1,1), ct).

The proof of the lemma is postponed to Appendix B.

3.3 Construction from Matrix Decisional Diffie-Hellman

We construct an OW-ChCCA secure key encapsulation mechanism based on the (matrix) decisional
Diffie-Hellman assumption [EHKT13], which has deterministic ciphertext derivation. The construction
mimics our lattice-based construction. We postpone the formal description and details to Appendix C.

4 AKE from OW-ChCCA Secure KEMs

A two-message AKE protocol AKE := (Setup’, KG', Init, Derg, Der|) consists of five algorithms. The setup
algorithm Setup’, on input security parameter 1*, outputs global AKE system parameters par’. KG' takes
the system parameters par’ as input and outputs a long-term key pair (pk’,sk’) for one party.

Let P; and P; as two parties and (pk},sk;) and (pk;, sk;) be the long-term key pair of P; and P;,
respectively. Figure 7 shows how P;, (as initiator) establish a shared key with P; (as responder). To
initialize the session with P;, P; runs the initialization algorithm Init, which takes sk, pk;- as inputs and
outputs a protocol message M; and session state st, and then P; sends M; to P;. On receiving M;, P; runs
the responder’s derivation algorithm Derg, which takes sk;, pk:, and the received message M; as input,
to generate a responded message M; and a session key SK;. P; sends M; to P;. Finally, on receiving
M;, P; runs the initiator’s derivation algorithm Der; which inputs skj, pk}, the received message M;, and
the session state st generated before, to generate a session key sk;. In two-message AKE protocols, the
responder does not need to save session state since it can compute the session key right after receiving
the initiator’s message.

Party P; : (pk),sk;) Party P; : (pk;-,sk;-)
(M, st) < Init(sk;, pk) M.
RGN , ,
st Mj (Mj> SKJ) <~ DerR(Sk]’7 pkw Ml)
%

SK; < Der(sk;, pk;-, Mj, st)

Figure 7: Illustration for a two-pass AKE protocol execution between party F; and P;.

We define the correctness of AKE protocols, stating that an honestly execution between two parties
P; and P; as in Figure 7 will produce the same session key SK; = SK;.

Definition 5 (AKE Correctness). Let AKE := (Setup’, KG', Init, Derg, Der;) be a AKE protocol. We say
AKE is p-correct, if for any AKE system parameter par’ <— Setup’(1*), any (pk’, sk’) < KG'(par’), (pk;-, sk;-) —
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Alg Setup’(1) Alg Init((sk;, k; ), pk’;, (par, par))
01 par < Setup, 15 (ct;, K;) < Encaps, (pk)

02 par <— Setu;/)O ) 16 (pk, sk) < KGo(par)
03 return par’ := (par, par) 17 st’ = (pk, sk, ct;, K;)

(1%)
(1%

Alg KG'((par, par)) 18 IV <= {0,1}"
— N ot/
0u (pk,sk) « KGi(par) 19 st := (IV,gv(k,i,IV) @ st’)
05 k ¢ {0,1}" 20 return ((pk, ct;),st)
06 (PK', k) i= (pk, (5K, K))) Alg Der((ski, ki), pk}, (, ct;), st)

07 return (pk’,sk’)
21 let (IV, @) :=st

Alg Derg((sk;, k;), pki, (pk; ct;)) 22 st’ = G(IV, k;) @ ¢

08 Kj := Decapsl(skg,ctj) 23 let (BE,SI(,Ctj, K,) :=st’

09 if K; = L: return L 24 K; := Decaps, (sk, ct;)

10 (ct, K) « Encaps,(pk) 25 K := Decaps, sk, ct)

11 (cty, Ky) < Encapi(pki) 2 if K; = LVK = L: return L
12 ctxt := (pkj, pk};, pk, ct;, ct;, ct) 27 ctxt := (pkj, pkj, pk, ct;, ct;, ct)
13 SK = H(ctxt, K;, K, K) 28 SK := H(ctxt, Ky, K;, K)

14 return ((ct, ct;), SK) 29 return SK

Figure 8: Our direct AKE protocol AKE. Lines with purple are used to achieve security against internal
states reveal by encrypting state st’. The only difference in our indirect AKE protocol AKEf;nv is that session
keys in Lines 13 and 28 are computed as SK := H(ctxt, H'(pk;, ct;, K;), H' (pk;, ct;, K;), H' (pk, ct, K)) where
H’ is a different hash function.

KG'(par’), the following probability is at least p.

(Mj, st) < Init(sk;, pk)
Pr SKJ = SK,L (Mj, SKJ) — DerR(sk;, pk;7 Mz)
SK; < Der(sk;, pk’;, Mj, st)

AKE SeECURITY MODEL. Following [JKRS21], we define a game-based AKE security model using pseu-
docode. We use the weak forward secrecy model wFS-St in [JKRS21] which captures some attacks against
AKE such as key-compromise-impersonation (KCI) and maximal-exposure (MEX) and considers weak
forward security. Details of wFS-St model are shown in Appendix D.

4.1 Owur AKE Protocol

Let KEM; = (Setup;, KGy, Encaps,, Decaps; ) and KEMy = (Setup,, KGo, Encaps;, Decaps;,) be two KEM
schemes. We construct our direct two-message AKE protocol AKE = (Setup’, KG', Init, Derg, Der|) as
shown in Figure 8, where H : {0,1}* — SK is a hash function which is used to derive the session key,
and G : {0,1}* x {0,1}* — {0,1}% is a hash function which outputs a one-time key to encrypt state. We
assume that any unencrypted state, st’ = (pk, s~k7 ct;, K;) as in Figure 8 can be encoded as a d-bit string.

In Section 5.1 we show that an OW-ChCCA secure KEM gives us a tight non-committing KEM. By
the work of Jager et al.[JKRS21], this will give us a tightly secure AKE indirectly. This is our second
approach in constructing tightly secure AKE, and it is indirect. The only difference between our direct
protocol AKE and our indirect one AKE;, is the session key derivation as described in the caption of
Figure 8.

CORRECTNESS. The correctness of our AKE protocol is dependent on KEM; or KEMy. Suppose that
KEM; is (1 — d;1)-correct and KEMy is (1 — dp)-correct (cf. Definition 1). In our protocol (Figure 8), each
session includes two KEM; ciphertexts and one KEMj ciphertext. By the union bound, the probability
that for honest matching sessions sID and sID’, they do not produce the same key is at most 281 + g, so
we have the following lemma.
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Lemma 9. If KEM; is (1 — &1)-correct and KEMq is (1 — dp)-correct, then the AKE protocol AKE in
Figure 8 is (1 — 201 — dg)-correct.

SECURITY. Theorem 2 shows that if KEM; and KEMy are OW-ChCCA, and G and H are modeled as
random oracles, then AKE is tightly wFS-St secure. We postpone the proof of Theorem 2 to Appendix E.

Theorem 2. Let H: {0,1}* — SK and G : {0,1}* x {0,1}* — {0,1}? be random oracles. If KEM; is
(1 = 61)-correct for 61 = negl(A) and OW-ChCCA secure with v1 = w(log(X)) bits ciphertext entropy and
1 = w(log(A)) bits public key entropy, and KEMq is (1 — dg)-correct for §o = negl(\) and OW-ChCCA
secure with o = w(log(A)) bits ciphertext entropy and poy = w(log(X)) bits public key entropy, then the
AKE protocol AKE in Figure 8 is wFS-St secure.

For any PPT adversary A against wFS-St security of AKE, there are PPT algorithm By and By with
T(A) ~ T(B1) and T(A) ~ T(By) and

AR < 2A0GIERTA (N + ARG (Y
(N+1)-5-Qc  2(Q4+5?)
21 |SK|

1 1 1 2 4 N2+ 52
+25-(QH+S)-(++ ) QGQd—flJr

+ 261 + 260 +

2m 270 210

where Q¢ and Qu are the numbers of queries to G and H, respectively. N and S are numbers of parties
and sessions in the wFS-St security game, respectively.

5 Further Applications of OW-ChCCA Security

We propose further applications of OW-ChCCA security. Namely, from an OW-ChCCA secure key
encapsulation mechanism, we can tightly construct the following schemes:
o A non-committing key encapsulation mechanism, which implies a tightly secure AKE by [JKRS21].
The resulting AKE protocol, AKE;,, is described as in Figure &;
e A public-key encryption scheme with simulation-based bi-selective opening security;
o A key encapsulation mechanism with enhanced CCA security [HLG21]. Since it is not the main
result of our paper, we postpone this application to Appendix F.

5.1 Non-Committing Key Encapsulation Mechanism

DEFINITION. We recall the definition of non-committing key encapsulation mechanisms (KEM) [JKRS21].

Definition 6 (N-Receiver Non-Committing KEM). Let KEM = (Setup, Gen, Encap, Decap) be a key
encapsulation mechanism which is relative to a simulator Sim = (SimGen, SimEncaps, SimHash). We define
games NCea and NCgj, as in Figure 9. The simulator Sim is only used in NCg,. We say KEM is NC-CCA
secure, if for all PPT adversaries A, A’s advantage is negligible:

c-cC
AdVQEM,Sﬁq,A()‘) =

Pr [NCdy(3) = 1] = Pr [NCZ,(0) = 1]
CONSTRUCTION. In Figure 10, we transform a OW-ChCCA secure KEMy = (Setup,, Geng, Encaps,
Decaps;) into a NC-CCA secure KEM scheme KEM = (Setup, Gen, Encaps, Decaps) using a random
oracle H: {0,1}" — {0,1}", where k = w(log())) is the key length of KEM. Following the definition in
[JKRS21], Encaps and Decaps are associated with H. Namely, different users have access to different
random oracles.

Theorem 3. Let N be the number of users and let H; for i € [N] be random oracles. If KEMg is
OW-ChCCA secure, (1 — dg)-correct for dg = negl(\), and has vo = w(log(A)) bits of ciphertext entropy,
then KEM is NC-CCA secure.

Concretely, for any PPT algorithm A, there is a PPT algorithm B such that T(A) ~ T(B) and

Qf + Q¢ n NQe(Qn +2Qp)
9r—1 270 ’

Advicn im,4(A) < 2 Adviicnag (A) + 3d0 +
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Game NCA,(\) and NCZ ()) Oracle OPEN(i € [N])

real
01 par < Setup(1?*) 16 opened[i] := 1
02 for i € [N]: 17 return sk;
03 (pk;,sk;) < Gen(par)
04 (pk;,sk;) < SimGen(par)

Oracle ENcaPs(i € [N])

05 opened; ;=0 18 (ct, K) + Encap™ (pk;)

06 Dyi=0,C:=0,CK; =0, H; =0 19 ct + SimEncaps(pk;, sk;)

o7 b+ A9 (par, (pk;);crn) 20 K&K

os return b = 21 CK; 1= CK; U {(ct, K)}
. 22 C; = C; U {ct}

Oracle H;(M) //i€[N] 23 return (ct, K)

09 if 3h s.t. (M,h) € H;: return h

10 h & {0,1}F Oracle DECAPs(i € [N], ct)

11 if opened|i]: 24 if ct € C;: return L
: o

12 h < SimHash(pk;, sk;, CKC;, D;, Hg, M) 25 K := Decap™ (sk;, ct)

13 else h < SimHash(pk;, sk;, C;, D;, H;, M) 26 D; :=D; U{ct}

14 Hy:=H; U{(M,h)} 27 return K

15 return h

Figure 9: NC2,(\) and NCZ, (\) for an adversary A and KEM = (Setup, Gen, Encap, Decap) with simula-
tion processes (SimGen, SimEncaps, SimHash). Algorithms Encap and Decap have oracle access to H, but
not SimEncaps. A has access to O := {Hy, ..., Hy, ENcAPS, DECAPS, OPEN}. Highlighted lines are only

executed in NCZ,(A).

Alg EncapsH(pk) Alg SimEncaps(pk, sk)

01 (ct,v) < Encapsy(pk) 07 (ct,v) < Encapsy(pk)

02 return (ct, K := H(ct,¢)) 08 return ct

Alg DecapsH(sk,ct) Alg SimHash(pk, sk, &;, D;, H;, M = (ct, ¥))

03 1)’ := Decapsy(sk, ct) 09 if K s.t. (ct, K) € &; A Decaps(sk,ct) =1 :
o4 ifyp’=1: K':=1 10 h:=K

05 else K’ := H(ct, ') 11 else : h <& {0,1}"

06 return K’ 12 return h

Figure 10: Key encapsulation mechanism KEM = (Setup, Gen, Encaps, Decaps) based on a KEM scheme
KEMg = (Setupy, Geng, Encaps, Decaps;)) and random oracle H, where Setup = Setup, and Gen = Geny.
Sim = (SimGen, SimEncaps, SimHash) is a simulator of KEM, where SimGen = Gen. &; is either C; or CK;.
‘H; is a list that records the RO queries to H;.

where Qp, Qk, and Qn are the numbers of A’s queries to DECAPS, ENCAPS, and {H;};e[n, respectively,
and B also queries ENC Qg times.

Proof. Let A be an adversary against KEM in the NCrKeijfv' (M) game, where N is the number of users. Each

user i € [N] is associated with public key pk;. We prove Theorem 3 with games as defined in Figure 11
and Figure 12.

Game Gg: This game is the same as NCEE,M()\), except that we exclude the collision among the outputs
of H; for all 7 € [N], and assume that challenge ciphertexts generated in ENCAPS are never been issued to
DECAPS before (i.e., if ENCAPS(7) outputs a ciphertext ct, then ct ¢ D;). If such a collision happens at
any time, then we abort the game. We do not explicitly define such events in the code for readability. By
a union bound and the ciphertext entropy of KEMg, we have

Qi +QF , NQeQo

‘Pr [NCKEMA()\) = 1} —Pr {Ga“ = 1” < T %0

real

Game G;: We modify the generation of challenge keys and simulation of {H;};cn]. In ENCAPS(7), we
generate the key K by independent uniform sampling from the key space {0,1}* (Line 20), and record
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Game Go-G3 Oracle ENcAPS(i € [N])

01 par < Setupy(1?) 18 (ct, 9) < Encapsg(pk;)

02 for i € [N]: 19 K :=H;(ct, ¢) /Go
03 (pkj, ski) <= Geng(par) 20 K & {0,1}" /G1-Gs
04 opened[i] := 0 21 CK" 1= CK" U {(ct, v, K)} /G4
05 D;j:=0,Ci =0 22 CK; :=CK; U {(ct, K)}

06 Hi:=0,CK; =0 23 C; = C; U {ct}

07 ) C/ij(;(iz (k) ) /G1-G2 24 return (ct, K)

08 b+ ar, (pk;),

09 return bp Prel Oracle Hi(ct,s)) //i€[N]

25 if 3K s.t. (ct, ¢, K) € H; : return K

Oracle OPEN(i € [N]) 26 K & {0,1}F

10 opened; := 1 o7 if AK’ s.t. (ct, ), K') € CK™ - ylen
11 return sk; 28 K :=K' /G1
Oracle DECAPS(i € [N], ct) 29 if ct € C; A —opened]i] /G2

30 ADecapsg(sk;,ct) = : yie>

12 if ct € C;: return L

N 31 abort /G2
iz 5} = é)écLaJp{sCt(};k " 32 if opened]i] : /G2-G3
s if T;ZJ, — . I(O/ .:z’J_ 33 if 3K’ s.t. (Ct, K’) e CK; //GQ—Gg
e else : K’ . H.(ct W) 34 NDecaps(sk;, ct) = 1 : /G2-G3

) ; ’ 35 K =K' //GQ—Gg

!/
17 return K 56 Hy = Hy U {(ct, &, K)}

37 return K

Figure 11: The games Go-Gs in the proof of Theorem 3. Lines with highlighted comments are only
executed in the corresponding games.

(ct,, K) in a list CK?" (Line 21). When the adversary queries H; on (ct, ), if (ct, ) is generated in
ENCAPS(7), then we return K where (ct, ), K) € CK?" (Lines 27 to 28).

This modification does not change the view of A unless ENCAPS(i) generates some (ct, 1)) that A
queried H; on (ct, ). By the ciphertext entropy of KEMy, we have

NQEQH.

270

Pr{Gé:l}—Pr[Gfﬁl”ﬁ

Game Gg: We introduce an abort rule in H; and modify the simulation of H; for each ¢ € [N]:
o If A queries H; on (ct, ), where ct is a challenge ciphertext wrt pk;, ¢ is the KEMg key of ct, and
user 7 is not opened (opened[i] = 0), then the game aborts (Lines 29 to 31). Let bad®” be the event
that A issued such queries to H; for some i € [N].
o When A queries H; on (ct, ), if user 7 is opened (opened[i] = 1) and ¢ is the KEMg key of ct, then
we return K where (ct, K) is recorded in CK; (Lines 32 to 35).
We claim that if bad® does not happen, then the view of A in G is the same as in G,. Suppose that
bad®” does not happen in G;. For any unopened user ¢, A never queries the hash input (ct,v) of the
challenge keys of user 7, which means that H;(ct, ¢) will never be defined and the code in Lines 27 to 28
will never be executed (until user 7 is opened). That is, the code in Lines 27 to 28 is executed only if user i
is opened. By definition of CK3", (ct, 4, K') € CK®" is equivalent to (ct, K’) € CK; A Decaps(sk;, ct) = 1.
So, the code in Lines 32 to 35 is a rephrasing of Lines 27 to 28. Lemma 10 bounds the difference between
G with Gs. For readability, we postpone the proof of Lemma 10 and continue the proof of Theorem 3.

Lemma 10. With the notation and assumptions from the proof of Theorem 3, there is a PPT algorithm
B with T(B) ~ T(A) and

Pr {Gf‘ = 1} _Pr [G;‘ = 1} ’ < Pr[bad™] < AdvGCA(N) + 6o,

where B is a PPT algorithm with T(B) ~ T(A).
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Game Gy Oracle ENCAPS(i € [N])

01 par < Setupg(1*) 15 ct + SimEncaps(pk;, sk;)
02 for i € [N] : 16 K <& {0,1}"

03 (pkj; sk;) <= SimGen(par) 17 CK; := CKC; U {(ct, K)}
04 opened[i] :=0 18 C; :=C; U {ct}

05 Di:=0,Ci:=0 19 return (ct, K)

06 Hi=0,CK;:=0

07 return b < A°(par, (pki)ie[N]) Oracle OPEN(i € [N])

20 opened, :=1
21 return sk;

Oracle H;(ct,v)) // i€ [N]

o if IK s.t. (ct, ¢, K) € H; : return K
09 K & {0,1}"

Oracle DECAPS(i € [N],ct)

10 if opened|i] : 22 if ct € C;: return L
11 K := SimHash(pk, sk, CK;, D;, Hi, M) 23 D := D; U {ct}

12 else : K := SimHash(pk, sk,C;, D;, H;, M) 24 9" := Decapsy(sk;, ct)
13 Hy = H; U{(ct,, K)} 25 if ' =1 K':= 1
14 return K 26 else K’ := H(ct,v)

27 return K’

Figure 12: Game Gy in the proof of Theorem 3. The differences to Gg are highlighted.

Game G3: We undo the abort rules defined in Gy. The difference between Go with Gj is that if A
triggers such abort events, Gs will not abort. So, by Lemma 10, we have

[Pr[Gs = 1] = Pr G = 1] | < AVKSISA () + o,
Game G4: We rewrite the code of G3 in Figure 12 to follow the syntax of the game NC;?m(/\) (Figure 9).
Specifically, in Gy, key pairs {(pk;,sk;)}ic(n] are generated by SimGen (which is the same as Gen),
challenge ciphertexts are generated by SimEncaps (Figure 10), and we use SimHash to handle queries to
random oracles {H;};cn) (Figure 10).

One can check that Gy is equivalent to Gg, and is the same as the game NC;‘ilm()\). Note that at
the start of the proof we assume that there is no collision among the outputs of H; for all i € [N] and
challenge ciphertexts generated in ENCAPS(¢) are never been issued to DECAPS(7) before for all i. We
have

2 2
N
Pr [G;;‘ = 1} —Pr [Nc;‘m(x) = 1” < QH;QE + 62250@'3.
By combining all the probability bounds, we obtain the statement. O

Proof of Lemma 10. To bound Pr [bad®], we construct an adversary B that simulates G (Figure 11)
for A and against OW-ChCCA security of KEMy. By Definition 3 and Figure 3, B is given parameters
par, N public keys, and oracle accesses to ENC, DEC, CORR, CHECK. Reduction B is given in Figure 13.

In Figure 13, the simulations of DECAPS and OPEN are straightforward. In ENCAPS(4), B generates
challenge ciphertext by querying ENC(z). Since B does not know the KEMy keys of challenge ciphertexts
generated via ENc(i) and sk; before A opens party i’s secret key, to simulate Gg, B uses the CHECK
oracle to determine whether Decaps(sk;,ct) = v or not.

If bad®” happens, which means that A queries H; on (ct, 1)) where 1 is the KEMg key of a challenge
ciphertext ct wrt pk,; and party ¢ is unopened, then by the simulation of H; in Figure 13, B can detect
such query and get the KEMy key of the challenge ciphertext ct. Therefore, if bad®” happens, B finally
outputs 1* such that ¢* is the one-way solution of some challenge ciphertext ct wrt pk, and B never issue
CoRR(4). By Definition 3 and Figure 3, B wins the OW-ChCCAkem (M) game. Note that we also need
to count in the correctness bound of KEMy, since KEMy is imperfect, (ct, 1)) < Encaps,(pk;) does not
always imply ¢ = Decaps;(sk;, ct). By the argument of Gz in the proof of Theorem 3, we have

Pr [G{‘ = 1} —Pr [G;‘ = 1} ‘ < Pr[bad™] < AdvSHCA(N) + €.
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[ENCDEC.CORRCHECK (par (pk,) ¢ v)) Oracle ENCAPS(i € [N])

01 Pp* = L 16 ct + ENc(i), K < {0,1}"
02 for i € [N]: 17 CK; == CK; U{(ct, K)}

03 opened[i] :=0 18 C; :=C; U {ct}

4 D;:=0,C;:=10 19 return (ct, K)

05 H;=0,CK; =10
06 b+ A°(par, (pki)ie[N])
07 return *

Oracle H;(ct,v) //i€[N]

20 if 3K s.t. (ct, ¢, K) € H; :
21 return K

Oracle OPEN(i € [N]) 20 K & {0,1}%
08 opened, :=1 23 if ct € C; A —opened(i]
09 return sk; :=CORR(i) 24 A CHECK(4,ct, 1) :

25 4* := 1) Jrecord the solution

Oracle DECAPS(i € [N], ct) 26 abort and return u*

10 if ct € C;: return L 27 if opened]i] :

11 D,i =D; U {Ct} 28 if K’ s.t. (ct, K') € CK;
12 9" := DEC(4, ct) 29 A CHECK(i, ct, 1))
wify =1 K =1 30 K =K'

14 else : K’ := H(ct,¢') 31 H; = H; U {(ct, 9, K)}

!
15 return K 32 return K

Figure 13: The reduction B in the proof of Lemma 10. It uses the oracles (highlighted) provided by game
OW-ChCCAkem(A) to simulate Gy.

5.2 From OW-ChCCA to SIM-BiSO-CCA

We construct a bilateral selective-opening (i.e., SIM-BiSO-CCA) secure public-key encryption tightly from
any OW-ChCCA KEM with deterministic ciphertext derivation. With KEMs in Section 3, we obtain the
first tightly SIM-BiSO-CCA secure public-key encryption scheme. SIM-BiSO-CCA security [LYHW21] is a
stronger simulation-based security notion for PKE in the multi-user setting. It models selective-opening
attacks on both sender and receiver sides. Concreteley, in this notion, the adversary can learn some
senders’ plaintexts and the randomness used for encryption and corrupt some receivers’ secret keys.
SIM-BiSO-CCA security guarantees that such an adversary should not learn more than these. The formal
definitions of PKE and SIM-BiSO-CCA security are given in Appendix G.

Let KEM = (Setup, Gen, Encap, Decap) be a KEM. We construct PKE = (Setup, Gen, Enc, Dec) in
Figure 14 using random oracles H: {0,1}* — {0,1}* x {0,1}* and G: {0,1}* — {0,1}"*. We show that if
KEM is OW-ChCCA secure and has deterministic ciphertext derivation, then PKE is tightly SIM-BiSO-CCA
secure. The formal statement and proof are postponed to Appendix G.

Alg Enc(pk, m) Alg Dec(sk, ct = (cto, cty, cta))

01 (cto, K) < Encap(pk) 05 K := Decap(sk, ctg)

02 (k) k(™) .= H(cty, K) 06 (k) k(™) .= H(cty, K)

03 cty ;= k& &m, cty:= G(k(m),ctl) o7 if G(k(m),ctl) # cty : return L
04 return ct := (cto, cty, cta) 08 return m := ct; @ k(©

Figure 14: PKE = (Setup, Gen, Enc, Dec) from KEM = (Setup, Gen, Encap, Decap). H: {0,1}" — {0, 1})‘ X
{0,1}* and G: {0,1}* — {0,1}" are random oracles. Setup and key generation algorithms in PKE are
the same as those in KEM.
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Appendix
A  Omitted Definitions

Definition 7 (Ciphertext Entropy). Let KEM = (Setup, Gen, Encap, Decap) be a key encapsulation
mechanism and i € N. We say that KEM has h bits of ciphertext entropy if the following holds for all
par € Setup(1*), all (pk,sk) € Gen(par), and all cty € C:

Prct = cto | (ct, K) < Encap(pk)] < 27"

Definition 8 (Public Key Entropy). Let KEM = (Setup, Gen, Encap, Decap) be a key encapsulation
mechanism and i € N. We say that KEM has h bits of public key entropy if the following holds for all
par € Setup(1*), all (pk,sk) € Gen(par), and all pk, € P:

Pr [pk = pk, | (pk, sk) < Gen(par)] < 27"

B Omitted Proofs from Section 3.2

Lemma 11. Let 4a’am < q. Then KEMwe is p-correct, for p > 1 — negl()\).

Proof. Let par = A <* Z3*™. Let pk = (U, Uy) and sk = (Zy, ) be output of Gen(par). Note that it
is sufficient to show that hj = hy, where these values are as in the definition of algorithms Encap and
Decap, respectively. The rest follows easily by inspection. We have

h, = Round(h; — Z{x) = Round(U?s + hy|q/2] — Z!x)
= Round(Z}A's + hy|q/2] — Z!(A's + e)) = Round(hy|q/2] — Zie).

This is equal to hy, if each entry z; € Zg, i € [\, of Zje satisfies |z;| < ¢/4. Denote column i of Z; by
zp; € Zy' for i € [A]. Then, with overwhelming probabilility, we have ||z ;|| < ay/m for all i € [A] and
le]] < &'y/m. We can conclude with

[2i] = |24, 0] < |lzolllle]l < aa'm < q/4.
O

Proof of Lemma 5. Fix a query of the form ENc(7). In this query, the value R is sampled uniformly
at random from {0, 1})‘. Thus, the probability that G(R) is already defined before the query is at
most Qg - 27*. Next, we bound the probability that A queries G(R) after this query, but before the
corresponding queries of the form CORR(i) or REVEAL(4, ct), where ct is the ciphertext returned by the
query of interest. We call this event badR’. Note that in Gz, as soon as event badK occurs, the ' game
aborts. Therefore, badR’ can only occur, if the adversary did neither query H(x, ho, hy) nor H(x hl, hy)
before it queries G(R). Note that in this case, these hash values K := H(x, ho, hy) and K7 := H(x, hy, hy)
are uniform from A’s point of view, which means that the values Cy = Ko @ R and C; = K 1 ® R reveal
nothing about R. Thus, in each query that could trigger badR’, the value R is still uniform for A, which
means that we can upper bound the probability of badR’ by Q¢ - 2~*. The claim follows. O

Proof of Lemma 8. We first introduce some notation and terminology. Namely, we refer to the execution
Decap((Zo,0),ct) as the left execution, and to the execution Decap((Z1,1),ct) as the right execution.
Accordingly, when we want to refer to variables used in the left or right execution, we denote them
with superscripts [ and r, respectively. For example, e! refers to the variable e that is computed in the
left execution, and KT 1 refers to the variable K 1 computed in the right execution. As the ciphertext
ct = (Cy, C1, x, ho, hl) is the same in both executions, we omit the superscripts here.

To prove the claim, we will consider the following cases:

a) Both the left and the right execution output L.

b) The left execution outputs R' # L, and the right execution outputs L.
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c¢) The left execution outputs R! # 1, and the right execution outputs R” # 1, and we have R = R".
d) The left execution outputs R' # L, and the right execution outputs R” # L, and we have R # R".

By symmetry, this covers all the cases. Also, for the first and third case we are done. Thus, our goal is to
derive a contradiction for cases b) and d).
To do that, we first show the following claims:

1. If the left execution outputs R' # L, and K} # K7, then h}" # hi.
2. If the left execution outputs R! # L, and R! # R", then h}" # h!.

3. If the left execution outputs R' # 1, and h}" # h}, then we arrive at a contradiction.

Proof of Claim, 1. We have K} # K{. By the definition of K}, this implies H(x, h{, h}) # H(x,h;, hY").
As the left execution does not return L, we know that h; = hY, and therefore it follows that h} # h}".

Proof of Claim 2. We have R' # R". Pluggmg in the definition of R", we get R! #C1 & K1 As the left
execution does not return 1, we get C & K1 #+C1 & Kl, which implies Kl #* K1 Then we can use
Claim 1.

Proof of Claim 3. As the left execution does not return L, we know that h; = h} and x = A’s! + ¢
holds. This implies that
h!" = Round(h; — Z!x) = Round(h’ — Z!x) = Round(U%s’ + h! |¢/2] — Z!x)
— Round(h! /2] — Zie!) = i,
where the last equality follows from our assumptions about the norm of Z; and e'. Clearly, this is a
contradiction.

Contradiction for Case b). Consider the case where the left execution outputs R' # L, and the right
execution outputs L. We consider four sub-cases, according to the different options that let the right
execution output L.

1. Sub-Case of Case b): x # A's" + e". As the left execution does not output L, we know that
x = A's' +e!. Therefore, it must hold that R' # R". Using Claim 2 and then Claim 3 we get a
contradiction.

2. Sub-Case of Case b): Kg @ R" # Cy. In this case, we first use the definition of R to get
KiaoC @ K] # K, o R.
As the left execution does not abort, we can derive
KioCioKkl#K,eCi oKl — K& K] # K)o K.
Without loss of generality, assume that K T # IA({ Then, we use Claim 1 and Claim 3 to get a
contradiction.

3. Sub-Case of Case b): hi" # h’. In this case, first assume that h] = h}. Then we have h}" # h} and
we can apply Claim 3 to get a contradiction. So assume that hf # h}. This implies that R' # R",
and we can apply Claim 2 and then Claim 3 to get a contradiction.

4. Sub-Case of Case b): h’r #* ho and KO = R" @ Cp. As we assume no collision for H, this implies
that we have K} # Kj. Using the definition of R and the assumption made about Kj we get
R' @ Cy # R" ® Cy, which implies R # R". We can now use Claim 2 and Claim 3 to get a

contradiction.

Contradiction for Case d). If both executions do not output L, but they output different R' # R", then
we can apply Claim 2 and then Claim 3 to obtain a contradiction. O
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Alg Setup(1?) Alg Decap(sk, ct)

01 (Gag7p) — GGen<1A> 16 let ct = (COaclv [X]aiLOaiLl)
02 [A] & G+ x(k+1) 17 let sk = (zp, b)
03 return par := (G, g,p, [A]) 18 hf = hy @ [2x] € {0,1}'87
Alg Gen(par) 19 Ky = H([X]Z hy, hy)
& {O, 1}, Zy & Zlg+1 20 R:=Cy ® K,
05 [wp] := [Azp], [u1_p] ¢ GFF! - (S, ho’hl) G(R)
06 pk := ([u], [w1]), sk := (zp,b) 22 by = [s'aip] © In
07 return (pk, sk) 23 Ky = H([x], 7}y, h1p)

24 ifx # [Als] : return |

M 25 if K1 ® R# C1—p : return L

08 R & {0, 1} (s, ho, h1) == G(R) 26 if hj # hp : return L

09 [X] [A’s] € GF ! 27 if ﬁ/pb + hi_p : return L
10 ho = [stuo] & ho € {0, 1}logp 28 return K := R

11 hy [s uy] @hl € {0,1}°8?

12 H([x], ho, ho), Co:=Ko® R

13 K1 = H([x],h1,h1), C1:=K &R

~

14 ct:= (Co,cl,[ ] }Al hl)
15 return (ct, K := R)

Figure 15: The key encapsulation mechanism KEMyppn = (Setup, Gen, Encap, Decap), where H: {0,1}" —
{0,1}* and G: {0,1}* — i+t < {0, 1}'°87 % {0,1}'°# are random oracles.

C Postponed Construction from Matrix Decisional Diffie-Hellman

In this section, we give a construction of an OW-ChCCA secure key encapsulation mechanism based on the
(matrix) decisional Diffie-Hellman assumption [EHKT13]. We first recall the assumption and necessary
notation. Let GGen be a group generation algorithm, that outputs (G, g, p) on input 1*, where G is the
description of a cyclic group of prime order p > 2* with generator g € G. To represent a group element
g* for a € Z,,, we use the implicit notation [a] following [EHK*13]. This naturally extends to matrices
and vectors. Let n, k,/ € N, A € Z;}Xk, and B € Z];XZ. Then, one can compute [AB] € G"** efficiently,
given either A and [B], or [A] and B. Next, we recall the k-MDDH assumption, which corresponds to
the standard DDH assumption for & = 1.

Definition 9 (MDDH Assumption). Let k € N. We say that the &-MDDH assumption holds relative to
GGen, if for every PPT algorithm B the following advantage is negligible in A:

G GGen(1*
Advlg—MDDH()\) — | pr (G,g,p) + GGen(1%), }

|:B(Gag7p7 [A]7 [b]) = 1’ A (i Zék'f‘l)Xk’b (i Zngl

—Pr {B(Gvg,p, [A],[b]) = 1’ (G,g,p) + GGen(1A)Z;<i zk, } ‘

A& Zék-‘rl)xk b
The assumption remains tightly equivalent if we increase the number of rows of A, see [GHKW16].

Fix an integer k > 2. Our key encapsulation mechanism KEMyppy is formally given in Figure 15.
It makes use of random oracles H: {0,1}* — {0,1}" and G: {0,1}* — i % Ao, 111987 5 {0,1}'°87,
Perfect correctness and deterministic ciphertext derivation of the scheme follows easily by inspection.

Theorem 4. Let H: {0,1}* — {0,1}" and G: {0,1}" — Zy 1 < {0, 11987 5 {0, 1}'°8% be random oracles.
If the (k—1)-MDDH assumption holds relative to GGen, then the scheme KEMmppn is OW-ChCCA secure.
Concretely, for any PPT algorithm A there is a PPT algorithm B with T(A) ~ T(B) and

AdVOGEREEA (1) < 12 Adviy ™D ™MPPH () 4 negl(A).

27



Proof. The proof is very similar to the proof of Theorem 1, and we only sketch the differences. The
attentive reader may have noticed that the algebraic structure of LWE is only needed in the following
steps.

e Change from game G; to Gg, and the similar change from Gs to Gy.

e Change from game G;. to G;-' in the proof of Lemma 6.

o Change from game G4 to Gs in the proof of Lemma 7.

e Change from game G5 to Gg in the proof of Lemma 7, and usage of Lemma 8.

Therefore, we only discuss how to make these steps work in the MDDH setting.

Game G; to Game G;, Game G3 to Game G,: Recall that in this step in the proof of Theorem 1,
the distribution of the matrix A in the public parameters is changed. Here, we do a similar change.
Namely, in G; and Gy, [A] is generated uniformly as in the scheme, i.e. [A] <& GFFD*(E+D) Ty Gy and
G3, matrix A is sampled as

B & z{FHUx0=1 e z(-x2 0 [A] = [B/BC].

Indistinguishability follows tightly from two applications (one for each column of C) of the (k — 1)-MDDH
assumption.

Game G; to Game G}': Recall that in this step in the proof of Lemma 6, the ciphertext component

h;_;, in the jth query to oracle ENC is changed. While it has the form h;_;, := U, s +hiy[q/2]
in G;-7 it is switched to uniform fll,bi & Z;‘ in G;-'. Indistinguishability is argued using the generalized
leftover hash lemma. Let us explain how to mimic this change. To this end, consider the jth query to
oracle ENC, which is of the form ENc(i) and outputs a ciphertext ct = (Cy, Cy, [X], ho, k1), where

~

[X} = [AtS], IiLl_bi = [stui,l_bi] @hl—b“ hb‘

i

= [Stui7b1:] D hbm

for (s, ho, h1) := G(R). We consider the component hy_,. Namely, we change its distribution in G/ to
uniform, i.e. hy_p, <= {0,1}'°%7. To argue indistinguishability, we use a statistical argument, exploiting
the structure of matrix [A]. Recall that in this step of the proof, the matrix has the structure A := [B|BC]
for B € Z,(,k+1)x(k_1) and C € Zl()k_l)m. Therefore, we know that there is a 2-dimensional kernel on the

left, i.e. there is a matrix At € ZI(,IH_UX2 such that A*A+ = 0. Decomposing s into s = a + A*b for
ac Z’;*l and b € Zfﬂ we see that

x=A's=A’a+ A'A'b=A'a
reveals no information about b. Therefore, s has at least 2log p bits of entropy given x. As hy, € {0,1}'°8%,
it can reveal at most logp bits about s. Thus, s has at least 2logp — logp = log p bits of entropy given
x and hy,. Therefore, we can apply the generalized leftover hash lemma (Lemma 4) as in the proof of
Lemma 6, using s — s’u; 15, as a universal family of hash functions.

Game G4 to Game Gj5: Recall that in this step in the proof of Lemma 7, the distribution of the
matrices U; 1_p, is changed from uniform to U; 14, = AZ; 1_p,. Intuitively, due to this change, the game
now knows a secret key Z; ;_p, for both the b;-side and the 1 — b;-side, thereby removing information
about bit b;. We mimic this change in the MDDH setting as follows. Recall that in game Gy, for each
i € [N], the vector [u;1-p,] € GFT! is sampled as in the scheme, i.e. uniformly at random. Now, in

game Gs, [w;1-s,] is sampled by first sampling z; 1_j <> Z’;H, and then setting [u; 1-s,] := [A2Z;1-p,].
Note that in G4 and Gs, matrix A is uniform over Z](gkﬂ)x(kﬂ), and therefore, with overwhelming

probability it has full rank. Assuming A has full rank, the vector Az, 1, is uniform over Z’;‘H. This
shows (statistical) indistinguishability of G4 and Gs.

Game G5 to Game Gg: The step from Gj to Gg in the proof of Lemma 7 is only necessary because
Lemma 8 is applied in Gg. An analogous lemma in the MDDH setting does not rely on any norm
constraints and is proven similar to Lemma 8. Therefore, ruling out collisions of random oracle H is
enough in the MDDH setting. This can be done exactly as in the proof of Lemma 7. O
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D Security Model for AKE

We consider N parties Py, ..., Py in the security game wFS-St;, shown in Figure 16, where each party
P;(i € [N]) has a unique 10ng—term key pair (pk/,sk}). Each party may have multiple sessions at the same
time, and each session between two parties has a unique session identification number sID and has the
following variables defined relative to sID:

e Init[sID] € [N] denotes the initiator of the session.

 ResplsID] € [N] denotes the responder of the session.
o TypelsID] € {“In”, “Re”} denotes the session is owned by the initiator or by the responder.
o Used|sID] denotes whether the session sID was used if Type[sID] = “In”.

)

o I[sID] denotes the messages that was computed by the initiator.

o R[sID] denotes the messages that was computed by the responder.
 St[sID] denotes the state information that is stored by the initiator.
o SK[sID] denotes the session key of the session.

Game wFS-St;, Oracle SEssioN((i, j) € [N]?)
ot ent:= 0,8 =0 20 cnt :=cnt + 1, sID := cnt

02 par’ ¢ Setup(1*) 21 (Init[sID], Resp[sID]) := (i, )
03 for i € [N] : (pki,sk;) < KG'(par’) 22 Typel[sID] := “In”

04 Oy := (SESSIONT, DER], SESSIONR) 23 (Mj, st) := Init(sk;, pk ;, par’)
05 Og := (Cor, REVK, REVST, TEST) 24 (1[sID], St[sID]) := (M, st)

06 b ¢ A° 02 (par’, (Pk;)ie[m) 25 return (sID, M;)

o7 for sID* € S

og  if Fresh(sID*) =0V Valid(sID*) = 0:
09 return 0

10 return v’

Oracle DER;(sID, M)

26 if Used[sID] =1V St[sID] = L
27 VSK[sID] # L : return L

28 Used|[sID] := 1, st := St[sID]

Oracle TEsT(sID) 29 (i,7) := (Init[sID], Resp]sID])
11 if sID € SV SK[sID] = L : return L 30 SK := Der|(sk;, pk’;, M, st)

12 §:=S U {sID} 31 (R[sID], SK[sID]) := (M, SK)

13 SKg := SK[sID], SK; < SK 32 return 1

14 return SK;, Oracle SESSIONR((i,7) € [N]?, M)

Oracle REVK(sID) 33 cnt:=cnt + 1, sID :=cnt
15 revSK[sID] :=1 34 (Init[sID],Resp[sID]) := (4, )
16 return SK[sID] 35 Typel[sID] := “Re”

6 (My,SK) := Derr(sk’;, pk;, M)
Oracle REVST(sID) a7 (I[sID],R[sID]) := (M, M;)
17 if Type[sID] # “In”: return L 38 SK[sID] := SK
18 revST[sID] :=1 39 return (sID, M;)

19 return St[sID] Oracle CoR(i)

40 Corli] :=1
41 return sk

Figure 16: The game wFS-St;, for an AKE protocol AKE = (Setup’, KG', Init, Derg, Der;). This paper only
considers two-message AKE protocols and in such protocols, the responder does not need to store session
state to compute the session key. Therefore, in this model, REVST(sID) returns L if sID is not an initiator
session.

To capture the adversary’s ability to control the channel, in the security game as described in Figure 16,
adversary A is given access to oracles SESSIONT, SESSIONR, and DER;. SESSION| creates a session owned
by the initiator, and SESSIONR creates a session owned by the responder, which are different sessions. More
precisely, A queries SESSIONi(¢, j) to activate a session between P; (as initiator) with P; (as responder)
and gets (sID, M;), where sID is the identification number of this session and M; is P;’s initiator protocol
message (generated from Init). The query SESSIONg(4,j, M) captures the process that A sends M to P;,
activates a session between P; (as initiator) with P; (as responder), and gets the identification number
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sID and the responded protocol message M; of this session. To complete a session sID owned by an
initiator, A queries DER;(sID, M), which capturs the process that A sends the responded message M to
the initiator of the session. Moreover, DER; and SESSIONR may output L to indicate that the session
does not generate a session key.

In wFS-Stp,, A can forward messages between sessions honestly, or modify messages to launch some
attack. Let sID and sID’ be two sessions. We define two relationships between two sessions.

Definition 10 ((Partially) Matching Session). We say sessions sID and sID’ match if the same parties
are involved (i.e., (Init[sID],Resp[sID]) = (Init[sID'],Resp[sID])), the messages sent and received are
the same ((I[sID],R[sID]) = (I[sID’],R[sID'])), and they are of different types Type[sID] # Type[sID’].

We say sID is partially matching to sID’ if Type[sID] = “In”, Type[sID’] = “Re”, and the initial messages
are the same (I[sID] = I[sID’]).

Sessions sID and sID’ match means that A honestly delivers the protocol message between sID with
sID” without any modification. If Type[sID] = “In”, sID partially matches sID’ means that A honestly
sends the protocol message generated from sID to sID’.

Furthermore, A has access to oracles COR, REVK, and REVST to reveal secret information. By
querying COR(%), A can get the long-term secret key of party P;. A can also obtain the state information
or the session key of session sID by querying REVST(sID) or REVK(sID), respectively. We use the following
variables to keep track of which queries the adversary made and which secret information is revealed. If a
variable is 1, then it means the corresponding secret information is revealed.

 Cor[i] denotes whether the long-term secret key of party P; was revealed.
o revSK[sID] denotes whether the session key of session sID was revealed.
o revST[sID] denotes whether the state information of session sID was revealed.

Finally, A is given access to oracle TEST which will return either the session key of the given session
or a uniformly random key independent of the given session. A is allowed to queries TEST multiple times.
A session sID that has been queried to TEST is called as a test session. All test sessions are stored in a
set S. A’s task in this model is to distinguish the keys output by TEST are either the actual session keys
of test sessions or independent random keys. To avoid trivial attack, we define two properties, freshness
and validity, that all test sessions have to satisfy:

Definition 11 (Freshness and Validity). Let sID* be a session. sID* is fresh if the session key of sID* was
not revealed, and if sID* has a matching session, we also require that the matching session was not a test
session and its session key was not revealed. The process to determine freshness is given in Figure 17.

Furthermore, a test session is valid if it is fresh and A performed any attack which is defined in this
AKE model. We capture all valid attacks in Table 1, and the process to determine validity is given in
Figure 17.

In Table 1, all attacks are defined using the boolean variables that indicates which queries the adversary
made. This table is obtained by considering all possible attacks and excluding all trivial or redundant
attacks. For a full attack table, please refer to [JKRS21]. Informally, the attacks defined in Table 1
capture weak forward secrecy (wFS), state reveal attack, and key compromise impersonation (KCI)
combined with state reveal attack. Moreover, if the AKE protocol does not use appropriate randomness,
i.e., A is able to create more than one (partially) matching session to a test session, then it is insecure in
this model.

In this model, we require that every test session is fresh and valid. The adversary wins if it distinguishes
the session keys from uniformly random keys which it obtains through queries to the Test oracle.

Definition 12 (Key Indistinguishability of AKE). Let AKE := (Setup’, KG', Init, Derg, Der|) be an AKE
protocol and consider the games wFS-St, for b € {0,1} defined in Figure 16. We say AKE is wFS-St
secure, if for all PPT adversaries A, the following advantage is negligible:

AdVISSE(N) = ‘Pr [WFS-Stg(\) = 1] — Pr [wFS-St'(3) = 1] ‘
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Alg Fresh(sID*)
1 (3*,7%) := (Init[sID*],Resp[sID*])

02 M(sID*) := {sID| (Init[sID],Resp[sID]) = (i*,j*)

A (I[sID],R[sID]) = (I[sID*], R[sID D

A Type[sID] # Typel[sID*]} /Matching session(s) of sID*
03 if revSK[sID*| V (3sID € M[sID*] : revSK[sID] = 1): return 0

JJ A trivially learned the test session’s key

o4 if 3sID € Mi(sID*) s.t. sID € S: return 0 JJ A also tested a matching session
05 return 1

Alg Valid(sID*)

6 (i*,7%) := (Init[sID],Resp[sID™])
07 M(sID*) := {sID| (Init[sID],Resp[sID]) = (i*,j*)

A (I[sID],R[sID]) = (I[sID* ] R[sID*])

A Type[sID] # Typel[sID*|} /Matching session(s) of sID*
08 P(sID*) := {sID| I[sID] = I[sID"]

A Type[sID] # Type|sID”]

A TypelsID] = “In”} //Partially matching session(s) of sID*
09 if the attack type of sID* € Table 1: return 1
10 else return 0

Figure 17: Algorithms to check the validity and freshness of tested sessions.

E Security Proofs for Our AKE Protocol in Figure 8

In this section, we show the tight security of our (direct) AKE protocol (from Figure 8). More precisely,
we show Theorem 2.

Proof of Theorem 2. Let A be an adversary against AKE in the wFS-St;, game, where N is the number
of parties. Let S be the number of sessions in the game and T' be the number of TEST queries issued by
A. Without loss of generality, we assume that every integer i € [IN] is associated with the public key
pk’(= pk;) of party i. The game sequences of the proof are given in Figure 18 and Figure 19. Our goal is
to bound

Game Gy : This game is the same as wFS-Stakg 5, except that we exclude collisions of long-term key

pairs (pk,,sk;), ciphertexts ct; from KEM;, ephemeral key pairs (;)E, 51) and ciphertexts ct from KEMo,
and the output of H and G. If such a collision happens at any time, then we abort the game. For
readability, we do not explicitly define such events in the game.

We supposed that KEM; (resp., KEMg) has 7 (resp., o) bits ciphertext entropy and p; (resp., o)
bits public key entropy, so by union bound and birthday bound, excluding such collision events will add
N2 b+ 8% (G + A + 55) + (QF + S?)/ISK| + (Q% + N2 + 52) /27 to the bound of Theorem 2. So,
we have

Pr [wFS—StéAKE = 1} —Pr [Géb = 1} ‘

N2 1 1 1 2 4 62 24 N2 452
<—+5 (—+—+—)+Q” e y
2#1 271 270 Qb0 |S[C| 2

Note that excluding such collisions means that for any sID* € S, sID* does not fall into the attack
case (0) in Table 1, since different executions of SESSION; will output different protocol messages (i.e.,
different ctxt), so it is impossible for a session to have more than one partial matching sessions.

Game Gj ;: We modify the simulation of generating session state and session key. In this game, we
generate session keys and session states by uniformly sampling (instead of using H and G), and then
patch H and G if A queries the corresponding hash inputs of session keys and session states. Concretely,
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Game GO,b‘G4,b

01 cnt:=0,8:=0

02 badg; :=0

03 bady :=0

04 badg :=0

05 par’ := (par, par) < Setup’(1%)

o6 for i € [N]:

07 (pk;, (ski, ki)) < KG'(par’)

08 Ci:=0 [ G3-Gap

09 b = AHCO102 (par’, (pk;);c(n))

10 for sID* € S

if Fresh(sID™)
V Valid(sID*
return 0

14 return b’

/G2p-Gap
[ G3-Gap
/Gap

=0
)=0

Oracle SEssioN;((i,7) € [N]?)
cnt:=cnt+ 1,sID :=cnt
(Init[sID],Resp[sID]) :=
TypelsID] := “In”
(ct;, Kj) + Encapsl(pkj)
if —Corlj]:
Cj = Cj U {Ct]‘}
21 (pk, sk) < KGo(par)
22 IV <& {0,1}"
K := K U {(pk,sk)}
Cor [pk] 0
.= (pk, sk ,ctj, Kj)
= (IV,G(IV, k;) ® st))
¢ ;e {0, 1}
st ={IV,p)
[IV] (¢, st")
M (pk Ctj)
(I[SID], St[sID]) :=
return (sID, M;)

15
16
17
18
19
20

(i,4)

[ G3-Gap
/G3-Gap

23 //G17b—G4,b

24 /Gap
25
26
27
28
29

/Gop
/G1,p-Gap
/G1.6-Gap
/G1,p-Gap
30
31
32

(Mi,st)

Oracle SESSIONR((Z,J) €

[V]2, M)

33
34
35
36
37
38
39
40

41
42
43
44
45
46
47
48
49
50
51

cnt:=cnt+ 1,sID :=cnt
(Init[sID],Respl[sID]) := (4, )
Type[sID] := “Re”
let (EE, ctj) =M
K; := Decaps, (sk}, ct;)
if Kj = 1L :return L
(ct,K) « Encaps, (pk)
(ct;, K;) + Encaps; (pk;)
if (pk,-) ¢ K:
L:=LU{(ctK)}
if —\Cor['] Ci:=¢C U{ct}
if Jsk s.t. (pk sk) € K
C :=C U {(pk, ct)}
ctxt := (pk;, pk;, pk ct;, ct;, ct)
SK := H(ctxt, Ki, K;, K)
SK'[ctxt] := SK & SIC
SK[sID] := SK, M,
(I[sID], [sID])
return (sID, M;)

= (ct, ct;)
(MM)

Oracle DER;(sID, M)

52
53
54
55
56
57
58

59
60
61
62
63

64
65
66
67
68
69

if Used[sID] = 1 V St[sID] =
VSK[sID] # L: return L

Used[sID] :=1

(4,7) := (Init[sID],Resp[sID])

let (IV, ) := St[sID]

st := & GIV, k;)

(p,st') := Sti[IV]

let (& ct) :=

K;:= Decapsl(skl, ct)

K:= Decapso(sk ct)

if K;, = LVK=_L: return L

ctxt := (pk;, pk;, pk, ct;, ct;,ct)

SK := H(ctxt, K;, K, K)

if SK'[ctxt] # L:

SK := SK'[ctxt]
else SK'[ctxt] := SK & SK
(R[sID], 8K[sID]) := (M, SK)
return 1

M (BR S’I(,Ctj, Kj) = st/

[/G1-Gap
JG1p-Gap
[G3p-Gap
/Gap
/Gap

/Gop
/G1.5-Gap

/Gop
/G1p-Gap

/Gop
/G1-Gap
/G1.6-Gap
/G1p-Gap

Figure 18: The games G -Gap(b € {0,1}) in the proof of Theorem 2. Besides H and G, A also has
access to oracles Op := (SESSION], DER}, SESSIONR ) and Og := (COR, REVK, REVST, TEST). Oracles G,
H, and REVST are shown in Figure 19. Oracles COr, REVK, and TEST are the same as in Figure 16.
Highlighted lines are only executed in the corresponding games.
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A gets (Initiator, Responder), attack type o | O & 8 | M eS| M| =

| (0) multiple (partially) matching sessions [ - [ - | - | - [ - [ -] - [>1]

(1) (long-term, long-term), wFS - - - F F 1 - -
(2) (state, long-term), state attack F | - - - - 1 - -
(3) (long-term, long-term), wFS - - | “Re” | F | n/a | 0 F 1
(4) (state, long-term), state attack F| - |“Re”"| F | nfa| 0 - 1
(5) (state, state), state attack F | F |“In”| - | nfa| 0| n/a 0
(6) (long-term, state), KCI + state attack - F | “In” | F | n/fa | 0 | n/a 0
(7) (state, long-term), KCI + state attack F| - |“Re”| F | nfa | 0 | n/a 0

Table 1: List of valid attack types against two-message AKE protocols in the wFS-St, game (in Figure 16).
An attack is regarded as an AND conjunction of variables with specified values as shown in the each line,
where F means “false”, “-” means that the variable can take arbitrary value (can be viewed as “true”),
and “n/a” means that there is no (partially) matching session exists. The sets 9M(sID*) and §B(sID*) are

defined in Valid procedure in Figure 17. Here “0” and “1” are numbers instead of boolean values.

o In SESSION[(i,j), to generate St[sID], we sample ¢ at uniformly random (instead of computing
G(IV,k;) @ st’) and set (IV, ¢) as the state of sID (Lines 27 to 29). We also use an internal list St/
to record (I'V, @, st’) (Line 29), which will be used to patch random oracle G later. Moreover, after
generating (EE, sk), we record it in list K (Line 23) which are indexed by one-time vectors IV (since
a session sID has at most one IV corresponding). In DER;, we use lists {St]};c[n] to recover session
state values (Line 58).

o If A queries G(k, I'V), k is the second tuple of party i’s secret key (i.e., k = k;), and I'V corresponds a
session of party 4, then we use the information of St/ to patch G(k;, I'V) such that G(k;, IV)@st’ = ¢
(Lines 03 to 05) to make the simulation consistent.

e In SESsIONR and DERj, we sample the session key uniformly at random without using H, and use
an internal list SK’ to record the transcript of the session and its corresponding session key (Line 48
and Line 65). SK’ will be used to patch H to make the simulation consistent. We also use an internal
list £ to record (ct, K) if ct is not generated in SESSION; (that is, (E)E, ) ¢ K, Lines 41 to 42), since
we do not have the corresponding secret key of E)I if ct is not generated in SESSION;. In DER;, if
session sID has a matching session, then these two sessions is set to be having the same session
key (Lines 65 to 66). Otherwise, we sample a uniformly random key as sID’s session key (Line 67).
In our protocol, if a session sID has computed a session key, then its context value ctxt can also
uniquely indicates this session, and so we can use SK’[ctxt] to store the session key of sID.

e To make the simulation consistent, in H, if A’s RO query (ctxt, Ky, Ky, K) corresponds to a session
(ie., SK'[ctxt] # L) and Ky, Ks, and K are the three secret KEM keys in this session, then we return
the session key of this session (i.e., SK'[ctxt]) as the RO response (Lines 21 to 24).

A cannot detect these modification unless it queries G(k, IV') before IV are generated, or it queries
H(ctxt, Ky, Ka, R) before ctxt is generated. Since such IV and ctxt are honestly generated in SESSIONt
and SESSIONg, respectively, by a union bound and public key entropy and ciphertext entropy of KEM;
and KEMg, we have
1 QcS

1 1
gm0 T o T o) T e

’Pr Gy =1] - PrGf, = 1” < QuS - (

Game Gg,: If A queried G on (k;, IV) where party ¢ is uncorrupted or the session sID corresponding to
IV is unrevealed, then we raise flag badg and abort the game (Lines 14 to 17). If bads; is not raised, A’s
view in Gy is the same as its view in Gg . Since k; and IV are generated by independent uniformly
sampling, if party ¢ is uncorrupted (resp., sID is unrevealed), then k; (resp., IV is uniform random in
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Oracle G(k,IV) Oracle REVST(sID)

o1 if Jy s.t. (k,IV,y) € Lg: return y 11 if Type[sID] # “In”: return L
02 y <& {0,1}¢ 12 4 := Init[sID]
03 if Ji s.t. k =k; 13 (IV, ) := 8t[sID]

/\St;[IV] # 1: //Gl,b'G4,b 14 if Jy s.t. (ki, IV y) € Lg
04 (¢,st) :=StL[IV] JG1p-Gyyp 15 if =Cor[i]
05 y:=p@st //Gl,b'G4,b \/—mevST[le] //Gz’b-G47b
06 (pk,sk,ct;, K;) i=st’ JG3p-Gap 16 badg :=1 [G2p-Gap
o7 Cj:=Cj\{ct;} JGsp-Gap 17 abort [ G2,-Gap
08 Cor/[[f)\l;} —1 //G4,b 18 revST[sID] :=
00 Lo =L U{(k,IV,y)} 19 return St[sID]

10 return y

Oracle H(ctxt, K1, Ks, K)
20 if 35K s.t. (ctxt, Ky, Ko, K, SK) € Ly return SK

21 let (pk;, pk;, pk, cty, cto, ct) := ctxt /G1,-Gap
22 if SK’[ctxt] ;é LA Decapsl(sk,,ctl) Ki A Decapsl(skj, cty) = Ky /G1p-Gap
23 if (Isk s.t. (pk sk) € K A Decapso(sk ) =K)Vv(ct,K) e L /G1,-Gap
24 SK := SK'[ctxt] //G17b—G47b
25 if (—Cor[i] A cty € C; A Ky = Decap (skj,cty))

V (=Cor[j] Acty € Cj A Ky = Decap, (sk;, cta)) /Gs.b-Gap
26 bad1 = 1 abort //Gg’b—G4’b
o7 if Jsk s.t.(pk,sk) € K A (pk,ct) € C A Decaps, (sk, ct) = K A ~Cor[pk]: /Gap
28 badg := 1, abort /Gap
29 SK & SK

30 Ly = Ly U {(ctxt, Ky, Ko, K, SK)}
31 return SK

Figure 19: Oracles G, H, and REVST of games G -Ga (b € {0,1}) in Figure 18.

A’s view. So, we have

NSQG

‘Pr Gy = 1] -PrGf, = 1” <

Game G3;: This game is the same as Gop, except that we maintain lists {C;};c;n) (Line 08) to record
ciphertexts generated in SESSION| or SESSIONg, and use a flag bad; (Line 03) to determine whether the
adversary queried H on KEM keys of ciphertexts in C; and party i(€ [N]) is uncorrupted. If bad; is set
as 1, then the game aborts (Lines 25 to 26). Concretely, the game simulator maintains lists C; and flag
bad; as follows:

o In SESSIONj, after generating ct;, we record ct; in C; (Lines 19 to 20). Similarly, in SESSIONg, ct;
is recored in C; (Line 43).

o If A queries H(pk;, pk;, pk cty, cta, ct, Ki, Ko, K) where ct; (resp., cta) belongs to C; (resp., C;) and
Ky (resp., Kq) is the KEM key of ct; (resp., cta), and party ¢ (resp., party j) is uncorrupted, then
bad; is set as 1 and the game aborts.

o If A queries G(k;, IV'), where this query corresponds to some session state which contains ct;, then
we delete ct; from C; (Lines 06 to 07). By the abort event badg defined in Ggp, A issues this query
only if party i is corrupted and the session state of the session corresponds to I'V is revealed.

Intuitively, for some ¢ € [N], if ct € C; (which means the key of ct respect to pk, is unrevealed)

and party ¢ is uncorrupted, then finding K = Decaps; (sk;, ct) means winning the game OW-ChCCAkgm,
(defined in Figure 3). For readability, we formalize it as Lemma 12 and postpone its proof in Appendix E.1.

Lemma 12. With the notation and assumptions from the proof of Theorem 2, there is a PPT algorithm
B1 with T(B1) ~ T(A) and

Pr [G;f,, = 1} —Pr [Gg‘f,, = 1} ‘ < AdvVERCCA(N) 44,
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Game Gy ;: We use list C to record KEM, ciphertext ct in SESSIONR if ct is generated using some BI

that (E)vk, ) € K (i.e., Isk such that (;lz7 sk) € K), see Lines 44 to 45. We also use list Cor’ to determine if
A revealed some KEMg key pair (;)E, sk) generated in SEssION; (Line 08). Moreover, we use a flag badg
(Line 04) to determine whether the adversary queried H on KEM keys of ciphertexts of unrevealed KEMg
public keys. If bady is set as 1, then the game aborts (see Lines 27 to 28). Concretely, the game maintains
lists Cor’, C~, and flag badgy as follows:
o In SESSIONj, after generating (;JE, sk), the simulator sets Cor’ [BI] as 0 to indicate that (;’)R sk) is
not revealed yet (Line 24).
« If A queries G on (k;, /V) and (pk sk) is the key pair of St}[IV] (Line 06), then Cor’[EIZ] is set as
1 to indicate that (pk sk) is revealed to A (Line 08). By the abort event bads defined in Gop, A
issues this query only if party ¢ is corrupted and the session state of the session corresponds to IV
is revealed.
« In SESSIONg, after generating ct L using pk, if pk is generated by SESSION] (Elsk s.t. (BE, 51) € I%),
then (pk ct) will be recorded in C (Lmes 44 to 45).
o If A queries H(pk;, pk;, pk cty, cto, ct, Ky, Ko, K) where (pk ct) belongs to C, K is the KEM key of

ct wrt pk, and the secret key of pk is not revealed (i.e., Cor’[p k] =0), then badg is set as 1, and the
game aborts. . . N N
Intuitively, if (pk,sk) € K, (pk,ct) € C, and Cor’[pk] = 0, then finding K = Decaps,(sk, ct) means
winning the game OW-ChCCAkgwm, (defined in Figure 3). Actually, we have the following lemma, which
will be proven in Appendix E.2.

Lemma 13. With the notation and assumptions from the proof of Theorem 2, there is a PPT algorithm
By with T(By) ~ T(A) and

}Pr [Ggfb = 1} —Pr [Gﬁb = 1} ‘ < AdvVECCA(N) 4 5.

Here we bound |Pr[Grjé0 = 1] — Pr[Gﬁl = 1]|. The adversary distinguishes these two games if it
queries the hash input of SK[sID*], where sID* can be arbitrary valid and fresh test session. Let sID*
be an arbitrary session belongs to §. By the vahdlty definition (Flgure 17), sID* must fall into the
attacking types listed in Table 1. Let (pk;, pk;, pk, ct1, cta, ct, K1, Ko, K) be the hash input of SK[sID*],

where K; = Decaps, (sk;, ct1), Ko = Decaps, (sk;, ctz), and K= Decapso(sk,ct). We consider all attack
types listed in Table 1:

o ATTACK (1), (3). If sID* is type (1), by definition, A never reveals the state of sID* and thus the
state encryption vector of this session (denoted as I V*) is not revealed. Since sID* has a matching
session, there exists sk such that (pk sk) € K and (pk ct) € C. By the abort event badg (Line 02),
A cannot query G on (k;+, IV*), and the code in Line 08 will never be executed, i.e., Cor’ [pk] is
always 0. Therefore, by the abort event bady ( Lines 27 to 28), A cannot query R Similarly, the
above argument still applies when sID* is type (3), A cannot query K in these cases.

o ATTACK (2),(4). In these cases, party i* is uncorrupted, and by definition (sID* has (partially)
matching session), we have ct; € C;=. By the abort event bad; (Lines 25 to 26), A cannot query K;
in this case.

o ATTACK (5). In this case, by definition, both parties ¢* and j* are uncorrupted and cty, € C;«. Since

i* is uncorrupted, the abort event bady assures that .4 cannot query G(k;, IV') to trigger the codes
in Lines 06 to 07, and thus cty will never be deleted from C;«. By the abort event bad; (Lines 25
to 26), A cannot query Ks in this case.

o ATTACK (6). In this case, by definition, party j* is uncorrupted and cty € C;-, and the state of
sID* is not revealed. This means that A cannot query G(k;, IV) to trigger the codes in Lines 06
to 07 by the abort event badg, and thus cty will never be deleted from C;-. By the abort event bad;
(Lines 25 to 26), A cannot query Ks in this case.

o ATTACK (7). In this case, by definition, party ¢* is uncorrupted and ct; € C;«. By the abort event
bad; (Lines 25 to 26), A cannot query Kj in this case.

Therefore, for any fresh and valid sID* € S, the adversary cannot query the hash input of SK[sID*].

Since H is a random oracle, the adversary cannot distinguish SK[sID*] from a random key, and thus in
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TEST oracle, SKg has the same distribution as SK;. We have
Pr {Gﬁo = 1} =Pr {Gﬁl = 1}
By combining all probabilistic difference and Lemmata 12 and 13, we have

AdVIRE(N) =

Pr {WFS'StéAKE = 1} —Pr [WFS—SthKE = 1} ’

< 2AdVRVETA(N) + 2AdvRMEA ()

+261 + 280 + 251[: e ;1,)15@‘3 2(%1552)
+25'(QH+S)-(2%+2%+2%)+W,

as stated in Theorem 2. O

E.1 Proof of Lemma 12

Proof of Lemma 12. Let Pr[bad;| be the probability that flag bad; is set as 1. By the argument in the
proof of Theorem 2, we have

’Pr [Gg‘jb = 1} —Pr [Gg;}b = 1” < Pr [bad,]

We construct an adversary B; that simulates Gg for A to break OW-ChCCA security of KEM; in
protocol AKE. If A triggers bad;, then B; breaks KEM;. The construction of B; is shown in Figures 20
and 21.

By the definition of OW-ChCCA security game (Figure 3), B; has access to ENCy, DECy, CORRq, and
CHECK;. B; uses (i*,ct*) to record one-way solution of the OW-ChCCA game. For each party i € [IV],
B; sets pk, (from its input) as the public key of party i, and generates party i’s state encryption key
k;. Since now B; does not have secret key of pk;, it uses oracles DEC;, CORR;, and CHECK; to simulate
G3,,. Specifically,

o In SESSION; (resp., SESSIONR), B generates ct; (resp., ct;) by querying ENCq(j) (resp., ENCq(7)).
Since By does not have the KEM; key K; of ct;, B; leaves it unknown until A queries G on (k;, V).
When A queries G(k;, IV'), B1 queries REVEAL;(j, ct;) and gets K; (Lines 05 to 06).

o In SESSIONR, if ct; ¢ C; (i.e., the received ct; is not generated in SESSIONy), then B; uses DEC;
to decrypt the received KEM; ciphertext ct; to determine if ct; is valid. If ct; is valid, then B,
leaves the KEM key of ct; as unknown, and uses CHECK( to determine if A’s queries to H include
ct;’s KEM key. If ct; € Cj, then ct; is a OW-ChCCA challenge ciphertext wrt pk;. In this case, the
simulator leaves the KEM key of ct; as unknown and uses CHECKq to search A’s queries to H and
recover the KEM; key from them to break the OW-ChCCA security of KEM;. In DER;, we use the
similar strategy described above to deal with the received KEM; ciphertext ct;.

e InH, By uses CHECK; to determine if Decaps, (sk;, ct) = K. If A triggers bad; event, then B; outputs
the corresponding identity, challenge ciphertext, and the KEM key, and aborts the simulation (see
Lines 24 to 27).

o If A queries G(k;, IV'), where this query corresponds to some session state which contains ct;, then
B, deletes ct; from C; (Lines 06 to 07), queries REVEAL1 (], ct;) to get K; so that it can simulate G
in a consistent way.

o When A corrupts party i, B; queries CORR1(¢) and returns the responded secret key.

Let (i*,ct*,K) be By’s final output. If A triggers bad; event, then by definition, we have Cor[:*] = 0,
ct* € Cix, and K is the KEM; key of ct* wrt pk;.. Cor[i*] = 0 means that party i* is uncorrupted, and B;
never queries CORRq (i*). ct* € C;» means that ct* is a challenge ciphertext wrt pk;. and B; never queries
REVEALq (¢, ct*). Therefore, (i*,ct*, K) is a valid solution of game OW-ChCCAkgm, (A) (Figure 3). We
also need to count the error term d; into the final bound since KEM; is (1 — d; )-correct. That is, we have

Pr [G;fb = 1} —Pr [Gg‘jb = 1} ] < Pr[bady] < AV A N) + 61,

as stated in Lemma 12.
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BIOKEMl (par, (Pki)ie[N]) Oracle SESsION{((i, ) € [N]2)

01 ¥ :=0,ct" := L //Record the solution 26 cnt:=cnt+ 1,sID := cnt
02 ent:= 0,8 :=(}, badg := 0,bad; :=0 27 (Init[sID],Resp[sID]) := (7, 5)
03 par < Setup,(1*), par’ := (par, par) 28 Type[sID] := “In”
o4 for i € [N] : ki < {0,1}R,Ci =10 29 Ct — ENCl( ) C —Cj U {Ctj}
05 U <= A0 (par’, (pk;) e ny) 20 (pk, sk) < KGo(par)
06 return (i*,ct*, 1) 31 K:=KU {(pk sk)}
K d

Oracle DER;(sID, M) 32 H,/ «{0,1}%, ¢« {0,1}
07 if Used[sID] =1 : return L 52 st’ 1= (pk, sk oty L)
o8 if St[sID] = L : return L 34 SEY[IV] = (p,st'), M; := (pk,ct;)
o9 if SK[sID] # J_ return L 35 (I[sID], St[sID]) := (M;; st)
10 Used[sID] := 36 return (sID, M;)
11 (i,7) := (Init [ ID], ResplsID]) Oracle SESSIONg((i,) € [N]%, M)
12 let (IV, ¢) := 8t[sID], (¢, st) := St;i[IV] 37 cnt :=cnt + 1,sID := cnt
13 let (ct,ct;) == (pk sk ,ctj, Kj) == st/ 38 (Init[sID],Resp[sID]) := (i, 5)
14 if ct; ¢ C; : ' 39 Type[sID] := “Re”
15 K; :== DECy (i, ct;) 10 let (pk,ct;) := M
16 _if Ky =1 :return L a1 if ct; ¢ C;
17 K= Decaps(sk, ct) 22 K;:=DEC;(j,ct;)
18 if K= L: return | 43 if Kj = 1L : return L

/ I ~ o~ s
19 ctxt := (pk;, pk;, pk, ct;, ctj, ct) 24 (G, K) « Encaps,(pk)
20 if SK'[ctxt] # L : SK := SK'[ctxt] 45 ct;  ENCy(i)

/ ——

21 else SK'[ctxt] := SK «— SK 16 if (pk VEK: L= LU, K)}

22 (R[sID], SK[sID]) := (M, SK)

a7 C; :=C; U {ct;},SK + SK
23 return 1

a8 ctxt := (pk., pk;-,E)\IZ, ct;, ct;, ct)

Oracle COR(7) 49 SK'[ctxt] := SK, SK[sID] := SK
24 Cor[i] := 1, sk; := CORR (i) 50 Mj = (ct, ct;)
25 return (sk;, sk;) 51 (I[sID],R[sID]) := (M, M)

52 return (sID, M)

Figure 20: By has access to Okem, := {ENC1, DEC1, REVEAL;, CORR1, CHECK; }. A has access to G, H,
and O := (SESSION;, DERy, SESSIONR, REVK, COR, TEST). Oracle TEST is the same as Gg in Figure 18.
Oracles G, H, Cor, and REVST are given in Figure 21. B; uses the oracles (highlighted) provided by
OW-ChCCAkgm to simulate Gg p.
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Oracle G(k,IV) Oracle REVST(sID)

o1 if Jy s.t. (k,IV,y) € Lg: return y 11 if Type[sID] # “In”: return L

02 y < {0,1}4 12 4 := Init[sID], (IV, ) := St[sID]
03 if Ji s.t. k= k; AStU[IV] # L 13 if Jy s.t. (ki [V, y) € Lg

04 (cp,st ) :=Sti[IV] 14 if =Corli] V —revST[sID]

05 := (pk, sk ,ctj, L) 15 bad; :=

06 Kj := REVEAL (j, ct;) 16 output (i*,ct*, 1) and abort
o7 Cj = Cj\{ct;} 17 revST[sID] := 1

0B yi=pd (F’)‘E’;k’ ct;, K;) 18 return St[sID]

0o Lg =L U{(k,IV,y)}

10 return y

Oracle H(ctxt, Ky, Ko, R)

19 if 3SK s.t. (ctxt, Ky, Ka, K, SK) € Ly return SK

20 let (pk;, pkj,pk cty, Cty, ct) := ctxt

21 if SK/[CtXt] <1 A CHECKl(’L cty, Kl) =1A CHECKl(],CtQ, Kg)
20 if (Jsk s.t. (pk,sk) € KA Decaps, (sk, ct) = K) v (ct,K) € £

23 SK := SK'[ctxt]

24 if ﬁCOI‘M Acty € C; A CHECKl(i,Ctl, Kl) =1l

25  bad; :=1, i* :=i,ct* := cty, output (i*,ct*,K;) and abort
26 if —|Cor[j] N cty € Cj/\ CHECKl(j7 cto, KQ) = 1l

27 bady :=1, i* := j,ct* := cty, output (i*, ct*, Ky) and abort
28 SK + SK _

29 Ly := Ly U {(C'CX'C7 K1, Ka, K, SK)}

30 return SK

Figure 21: Oracles G,H, Cor and REVST in the proof of Lemma 12. B; uses the oracles (highlighted)
provided by the game OW-ChCCAkem(A) to simulate G .

E.2 Proof of Lemma 13

Proof of Lemma 13. In this section, we bound the probability difference between Gz with Gy in the
proof of Lemma 13. Let Pr [badg] be the probability that flag badg is set as 1 in Gg45. By the argument
in the proof of Theorem 2,

‘Pr [Gg}b = 1} —Pr [G;;}b = 1} ] < Pr [badg] + &.

We construct an adversary By that simulates Gy for A to break OW-ChCCA security of KEMy in protocol
AKE. If A triggers badg, then By breaks KEMy. The construction of By is shown in Figures 22 and 23.

By the definition of~OW—ChCCA security game (Figure 3), By has access to ENCy, DECy, CORRg, and
CHECKq. By uses (t*, ct*) to record one-way solution of the OW-ChCCA game. By’s input includes S
(i-e., the maximal number of sessions) KEMg public keys, and it embeds these public keys into sessions.
Specifically,

+ In SESSION (with session identity sID), By sets pk = ka:,D and records (Bk sID) in K. Since By
does not have the private key sk of pk it needs to record sID so that it can query DEC(y wrt pk
and it also leaves sk unknown until A queries G on (k;, IV). When A queries G(k;, IV), By queries
CORR(sID) and gets sk (Lines 06 to 10).

e In SESSIONR, if the received pk is not generated in SESSIONI, By generates (ct, K) using pk normally.
If pk is generated in SESSION| (i.e., 3t s.t. (pk,t) € K), then By queries ENC(t) to get a challenge
ciphertext ct and records it in C.

o In DERy, if the received ct is not generated in SESSIONR (i.e., (pk, ct) ¢ C), By finds ¢ s.t. (pk, t)ek
and queries DEC((t, ct) to decrypt ct and determine if ct is valid (Lines 18 to 20). If ct is valid,
then the simulator leaves the KEM key of ct as unknown and uses CHECKg to determine if A’s
queries to H include ct’s KEM key. If the received ct is generated in SESSIONR (i.e., (EIZ, ct) € CN),
then this ct is a OW-ChCCA challenge ciphertext wrt pk In this case, the simulator also leaves the
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Game B, Mo (par, (F;E )eels))

04

t*:=0,ct :=L,cnt:=0,8:=0
bady; := 0,bad; := 0,badg :=0
par < Setup; (1*), par’ := (par, par)
for i € [N]:

(pkiv (Skiv kl)) A KG/(par/)

CZ' = (Z)
b A (par’, (Pki)iciny)

return (i*,ct’, 1)

Oracle DER;(sID, (ct, ct;))

09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

if Used[sID] =1 : return L
if St[sID] = L : return L
if SK[sID] # L : return L
Used[sID] :=1
let (i,7) := (Init[sID],Resp[sID])
let (IV, ) := StsID]
let (¢, (pk, L, ct;, K;)) := St} [IV]
K; := Decaps; (sk;, ct)
if Ki=1: return L
if (pk,ct) ¢ C

K := DEC(sID, ct)

if K= 1: return L
ctxt := (pk!, pk;-, pk, ct;, ct;, ct)
if SK’'[ctxt] # L: SK := SK'[ctxt]
else SK'[ctxt] := SK + SK
(R[sID], SK[sID]) := ((ct, ct;), SK)
return 1

Oracle SEssioN;((i,7) € [N]?)

26 cnt :=cnt+ 1,sID := cnt

27 (Init[sID],Respl[sID]) := (4, 7)
28 Type[sID] := “In”

29 (ct;, K;) « Encaps, (pk})

30 C; = Cj U{ct;}

31 pk := pkyp, K := KU {(pk,sID)}
32 Cor’[pk] := 0

33 IV + {0,1}%, ¢ + {0,1}4

34 st = (;)\R, J_, Ctj, KJ)

35 st:= (IV, ), Sti[IV]:= (p,st)
36 (I[sID], St[sID]) := ((pk, ct;), st)

37 return (sID, (pk, ct;))

Oracle SESSIONR ((i,7) € [N]2, (pk, ct;))
38 cnt :=cnt + 1,sID :=cnt

39 (Init[sID],Resp[sID]) := (3, 5)

40 Type[sID] := “Re”

41 K, := Decaps, (sk;, ct;)

42 if Kj = L : return L

23 if 3t s.t. (pk,t) € K

14 ¢t + ENcy(t), C:=CU{(pk,ct)}
45 else .

26 (ct,K) < Encaps,(pk)

a7 L= LU{(c,K)}

48 (cty, K;) < Encaps,; (pk;), C; := C; U {ct;}
19 ctxt := (pkj, pkj, pk, ct;, ct;, ct)

50 SK - SK

51 SK'[ctxt] := SK, SK[sID] := SK

52 (I[sID], R[sID]) := ((pk, ct;), (t, ct;))

53 return (sID, (ct, ct;))

Figure 22: By has access to Okem, := {ENCq, DECo, REVEALg, CORRg, CHECKo}. A has access to
O := (SESSIONT, DER;, SESSIONR, REVK, COR, TEST). Oracles TEST and COR are the same as G4 in
Figure 18. Oracles G,H, and REVST are given in Figure 23. Here highlighted lines show how the simulator

uses oracles in Okgm, to simulate Gy, and break OW-ChCCA security of KEM.
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Oracle G(k, IV) Oracle REVST(sID)

o1 if Jy s.t. (k, IV,y) € Lg 14 if Type[sID] # “In”: return L

02 return y 15 4 := Init[sID]

03 y + {0,1}¢ 16 (IV, ) := St[sID]

04 if Ji s.t. k =k; ASEL[IV] # L 17 if Jy s.t. (ki, IV y) € Lg

05 (p,st') :==St}[IV] 18 if =Corli] V —revST[sID]

06 (ka Loty Kj) i=st’ 19 bads :=1

07 —C. \{ct } 20 output (t*,ct , L) and abort
08 Fmd tst. (pk,t) €K 21 revST[sID] := 1

o ok CoRRo(t) 22 return St[sID]

0y —LpEB(pk sk ,ctj, Kj)
11 Cor’ [pk] =

12 Lg:= LgU {(k,]‘/, y)}

13 return y

Oracle H(ctxt, Ky, Ko, R)
23 if 3SK s.t. (ctxt, Ky, Ky, K, SK) € Ly return SK
24 parse (pk;, pk;, ER cty, Cty, ct) := ctxt
25 if SK'[ctxt] # 1 A Decapsl(skl, cty) =Ky A Decaps; (skj, cta) = Ky
26 if (3t s.t. (pk,t) € K A DEC(t,ct) = K) v (ct,K) € £
27 SK := SK'[ctxt]
28 if (—Cor[i] A ct; € C; A Ky = Decap; (skj, cty))
V (=Cor[j] A cty € Cj A Ky = Decap, (sk;, cta))
29 bad; := 1, output (t, ct” J_) and abort
30 if 3t s.t.(pk, t) e KA (pk ct) eCA CHECKO(t ct, pk) = 1 A —Cor’[pk]
31 badg:=1, t* :=t,ct := ct, output (t*, ct K) and abort
32 SK + SK
33 Ly = Ly U {(ctxt, Ky, Ko, K, SK)}
34 return SK

Figure 23: Oracles G, H, and REVST in the proof of Lemma 13. Here highlighted lines show how the
simulator uses oracles in Okgm, to simulate G4 and break OW-ChCCA security of KEM.

KEM key of ct as unknown and uses CHECK( to search adversary A’s queries to H and recover the
key from them to break the OW-ChCCA security of KEMg. B
. In H By queries CHECKq(t, ct, K) to determine if Decapso(sk ct) = K, where sk is the private key of

. If A triggers badg event, then By records and outputs the identity, challenge ciphertext, and
Corresponding key, and aborts the simulation (see Lines 30 to 31).
o If other bad events (i.e., bad; or bads:) happens, By aborts the simulation with outputting (¢*, ct, 1).

Let (t*,ct", K) be By’s final output. If A triggers bady event, then by definition, we have Cor’ [E)\IZ:] =0,
(BI;,&*) € C, and K is the KEMg key of ct” wrt Bit*. Cor’[[/)I:*] = 0 means that By never queries
CORRg(t*). (;)E:,(:Nt*) € C means that ¢t is a challenge ciphertext wrt Eth* (and By never queries
REVEALq(i*,ct*)). Therefore, (t*,ct",K) is a valid solution and By wins game OW-ChCCAkem, ()
(Figure 3). We also need to count the error term dy into the final bound since KEMy is (1 — dp)-correct.
That is, we have

’Pr {Gﬁb = 1} ~Pr {Gﬁb = 1} ’ < Pr [bady] < Adv2WSHEA(N) + b0,

as stated in Lemma 13.
O

Remark on Lemma 13. Our protocol requires the OW-ChCCA security of the ephemeral KEM KEMy, while
the ephemeral KEM in Jager et al’s protocol is non-committing against chosen-plaintext attacks (NC-CPA)
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(namely, no query to the decapsulation oracle is allowed). This is because we need a decapsulation oracle
to give a tight proof against active adversaries A who can adaptively change ephemeral ciphertext ct.

More precisely, imagine type (3) attacks in Table 1, namely, A corrupts the long-term keys of both
initiator ¢ and responder j, and activates a session between i with j. A forwards the first message from i
to j honestly, but for the message from j to i A adaptively changes ct. We denote the modified ct as
ct’. Now the reduction By has already embedded a challenge public key in pk and a challenge ciphertext
in (non-modified) ct, but By must decrypt c~t/, since ¢t can be an invalid ciphertext and initiator 4 (i.e.,
DER;) has to output L for invalid ciphertexts. Here By cannot corrupt the secret key of E;IZ7 otherwise
the corresponding ciphertext ct is not fresh, and according to the definition of OW-ChCCA it is not a
valid attack. Hence, without the decapsulation oracle By cannot tightly simulate the experiment.

However, for the NC-CPA security in [JKRS21], By can corrupt the secret key to simulate the
experiment, and the corresponding ciphertexts are still counted as valid. This indicates that the non-
committing KEM notion in [JKRS21] (even against chosen-plaintext attacks) seems to be stronger than
our OW-ChCCA security.
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Game IND-ECCA{ gy 5(\) Oracle REVEAL(i, ct)
13 if (i,ct) € Lorggy : return L

01 par < Setup(1?*)

02 for ¢ € [N] : (pk;, sk;) < Gen(par) 14 if 3K : (i ct’, K) € Lpxc 3

03 07 := (ENc, DEC, REVEAL) 15 Lrevear = Lrevear U {(3,ct)}
04 Og := (CORR, TEST) 16 return K

05 B+ A91:02(par, (pki)iG[N]) 17 return L

06 return 3’ Oracle CoRR(z)

Oracle Enc(i) 18 if det s.t. (4,ct) € Lopgr :

07 (ct, K) < Encap(pk;) 19 return 1

08 Lenc = Lene U {(Z, ct, K)} 20 ’CCtORR ::kﬁ-CORR, U {Z}

09 return ct 21 return sk;

Oracle TEST(i, ct)

22 if (i, Ct) € ‘CTEST U EREVEAL :
23 return L

24 if i € Loogr : return L

25 if 3K : (i,ct, K) € Loy
26 Lopsr = Lresr U{(4,ct)}
27 Kop:=K, K &K

28 return Kg

29 return L

Oracle DEC(i, ct’)

10 if 3K’ s.t. (4,ct’, K') € Lpne :
11 return L

12 return K’ + Decap(sk;, ct’)

Figure 24: The game IND-ECCA for a key encapsulation mechanism KEM := (Setup, Gen, Encap, Decap).

F  From OW-ChCCA to IND-ECCA

We show that OW-ChCCA security implies IND-ECCA security, via a simple transformation. IND-ECCA
security has been introduced by Han et al. [HLG21] to show impossibility of tightly secure AKE based on
many well-known key encapsulation mechanisms in the standard model. Similar to OW-ChCCA, IND-ECCA
is a multi-user multi-challenge notion for key encapsulation mechanisms, where the adversary can access a
corruption oracle and make decapsulation queries even for challenge ciphertexts. The important difference
is that IND-ECCA security is an indistinguishability-style security notion, and the adversary does not
have access to a check oracle CHECK. Our result shows that by hashing the encapsulated key, we can
transform any OW-ChCCA secure scheme into an IND-ECCA secure one.
We first define IND-ECCA security formally.

Definition 13 (IND-ECCA Security). Let KEM = (Setup, Gen, Encap, Decap) be a key encapsulation
mechanism and consider the game IND-ECCA defined in Figure 24. We say that KEM is IND-ECCA secure,
if for all PPT adversaries A, the following advantage is negligible:

AdVI\DECCA() = ‘Pr [IND-ECCA;?EM,O()\) = 1} —Pr [IND-ECCA;(“EMJ(A) = 1} ‘ .

In Figure 25 we transform a OW-ChCCA secure KEM = (Setup, Gen, Encap, Decap) into a IND-ECCA
secure KEM' = (Setup, Gen, Encap’, Decap’) using a random oracle H: {0,1}* — {0,1}*.

Alg Encap’(pk) Alg Decap’(sk, ct)

01 (ct, K) + Encap(pk) 04 K <+ Decap(sk, ct)
02 K’ :=H(ct, K) 05 K’ :=H(ct, K)

03 return (ct, K') 06 return K’

Figure 25: The key encapsulation mechanism KEM’ = (Setup, Gen, Encap’, Decap’) for a given key
encapsulation mechanism KEM = (Setup, Gen, Encap, Decap). Here, H: {0,1}" — {0, 1}>‘ is a random
oracle.
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Lemma 14. Let H: {0,1}* — {0,1}" be a random oracle. If KEM is OW-ChCCA secure, then KEM' is
IND-ECCA secure.
Concretely, for any PPT algorithm A there is a PPT algorithm B with T(A) ~ T(B) and

Adv' RE (V) < 2 AdvBiem T (N).

Proof. Let A be a PPT algorithm. We show the statement using a sequence of games G for i € {0,...,3},
and use the notation
Adv; :=Pr[G; = 1], for i € {0,...,3}.

The games are presented formally in Figure 26.

Game Gy-G3 Oracle H(ct, K)

01 par < Setup(1?) 15 if Jis.t. (i,ct,K) € Lk - /G1-G2
02 for i € [N] : (pk;,sk;) < Gen(par) 16 badQ :=1, abort /G1-Go
03 Op := (ENC/, DEC’, REVEAL') 17 if hlct, K] = L :

04 O := (CORR/, TEST') 1 hlet, K] < {0,1}*

05 B+ A9:02(par, (pki)ie[N]) 19 return hlct, K|

06 return [’

Oracle ENc'(4)

07 (ct, K) + Encap(pk;)

08 K’ :=H(ct, K)

09 Lk :i= ﬁKU{(i,Ct7K)} //G]-G2
10 Lne = Line U {(i,ct, K')}

11 return ct

Oracle TEST (i, ct)

20 if (4,ct) € Lrgsr U LRrpvear
21 return L

22 if i € Loopg @ return L

23 if AK’ s.b. (i,ct, K') € Lgye :
24 Lregr := Lresr U {(4,ct)}
5 Ki=K,K &K

Oracle DEC/ (i, ct’) 26 return K| //Go-G1
12 if 3K’ s.t. (i,ct!, K') € Lgxc : 27 return K [ Ga-G3
13 return L 28 return L

14 return K’ < Decap’(sk;, ct’)

Oracle REVEAL' (i, ct)

29 if (i,ct) € Lrggy : return L

30 if AK s.t. (i,ct’, K) € Lgne :

31 LRevear = Lrevear U {(4,ct)}

32 L =L \{({,ct',K) e Lk |i=iNct =ct} /G1-Go
33  return K

34 return L

Oracle CORR/(7)

35 if det s.t. (4,ct) € Loggr : return L

36 Lcorr := Lcoorr U {1}

37 L = EK\{(i/7Ct,K)€£K |i/:i} //G]-G2
38 return sk;

Figure 26: The games Go-Ggs in the proof of Lemma 14. Lines with highlighted comments are only
executed in the corresponding games.

Game Gg: The game Gy is defined to be G := IND—ECCA;?EM/’O()\). That is, Gg is the real IND-ECCA
game with bit 8 = 0. Recall that in this game, parameters par and keys (pk;, sk;) are generated. Then, A is
run on input par, (pki)ie[N] with access to oracles EN¢’, DEC’, REVEAL', CORR’, TEST’. Here, oracle ENC’
runs algorithm Encap’. This means that it first runs (ct, K) < Encap(pk), and then sets K’ := H(ct, K).
It outputs ct to A. As B = 0, oracle TEST’ returns the key K’ that is computed in the corresponding
call to oracle ENC’. Additionally, A gets access to random oracle H. Then, algorithm A outputs a bit 3’.
The game outputs 5’. By definition, we have

Advo := Pr [IND-ECCAZ e o(\) = 1]
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Game Gi: In game G, we add a bad event badQ, and let the game abort if this event occurs. Namely,
consider a query of the form ENC'(i), and let (ct, K) be the output of algorithm Encap as described above.
We say that badQ occurs, if A queries H(ct, K) before any query of the form CORR'(i) or REVEAL' (7, ct)
for these 7, ct, that does not return L. In the code, we formally model this via a list £x, where we insert
tuples (i,ct, K) during queries of the form ENC'(i), and remove them in corresponding queries (that
do not output L) of the form CORR’'(i) or REVEAL'(i,ct). It is clear that the distinguishing advantage
between Gg and G can be bounded by the probability of event badQ.

Reduction B gets as input par and keys (pk;),. It also gets access to oracles ENC, DEC, REVEAL,
CORR, CHECK. Then, B runs A on input par and keys (pk;), with access to oracles ENC’, DEC’, REVEAL',
CoRrR’, TEST’, and a random oracle H. We describe how B simulates these oracles:

o CORR/(i): B calls CORR(i) and returns the result.
o REVEAL'(i,ct): B calls K < REVEAL(4,ct). If K = L, it returns L. Otherwise, it returns H(ct, K).
o DEC/(i,ct): B calls K + DEC(i,ct). If K = L, it returns L. Otherwise, it returns H(ct, K).

o ENC/(i): B calls ENC(i) and gets a ciphertext ct. It returns ct. If there is a previous query ct’, K
to H with ct = ct’ and CHECK (7, ct, K) = 1, B sets badQ := 1, outputs (4, ct, K) to its experiment
and terminates.

o TEST(i,ct): B outputs L if Gy would do so (note that it can keep track of the necessary lists), and
otherwise it outputs K’ < {0,1}*.

e H(ct, K): If ct is a previous output of a query ENC'(4), and the oracles REVEAL' (i, ct) and CORR'(7)
were never queried without returning 1, and CHECK(i,ct, K) = 1, B sets badQ := 1, outputs
(i,ct, K) to its experiment and terminates.

If B did not yet terminate when A outputs bit b, B outputs L and terminates.

Note that the view of A is identical to its view in Gy until B terminates. Especially, B terminates
with an output other than | exactly if badQ occurs, and as long as badQ did not yet occur the values
returned by oracle TEST are uniformly random in G;. If B terminates with an output other than 1, the
OW-ChCCA game outputs 1. Therefore, we have

[Advy — Adva| < AdvRkgn“ A (V).

Game Gj: In game G, we switch bit 8 to 8 = 1. That means that in queries to oracle TEST, we
return a random key K| < K instead of the key K|, := K’, where K’ = H(ct, K) was computed in the
corresponding call of the form ENC’(i). We claim that the view of A does not change from G; to G.
To see this, recall that TEST'(4,ct) outputs L, if A made a query CORR’(7) or REVEAL' (i, ct) before.
Also, whenever the oracles CORR'(i) or REVEAL' (i, ct) are called afterwards, they output L. By the
change introduced in the previous game, this means that for the queries TEST (4, ct) that do not output
1, we can assume that A never queries H(ct, K) during the entire game. Therefore, keys K|, and K are
distributed identically. We have
AdV1 = AdVg.

Game Gj3: Game Gg is the same as game Go, but we do not longer abort on event badQ. That is, we
revert the change that we introduced from Gg to Gi. A similar argument shows that

|Advs — Advs| < Adviem (V).
Now, notice that G is equivalent to game IND—ECCA“K“EM/J()\). Therefore, we have
Adv; = Pr [IND-ECCA;?EM,J(/\) = 1.

The statement follows. O
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G  Omitted Formal Details of Section 5.2

Definition 14 (Public-Key Encryption Scheme). A public-key encryption scheme is a tuple of PPT
algorithms PKE = (Setup, Gen, Enc, Dec) with the following syntax:

o Setup(1*) — par takes as input the security parameter 1*, and outputs global system parameters par.
We assume that par implicitly define a ciphertext space C = Cpar, and a message space M = M.

o Gen(par) — (pk,sk) takes as input parameters par, and outputs a public key pk and a secret key sk.

o Enc(pk,m) — ct takes as input a public key pk and a message m € M, and outputs a ciphertext
cteC.

o Dec(sk, ct) — m is deterministic, takes as input a secret key sk and a ciphertext ct € C, and outputs
a message m € MU {L}.

We say that PKE is p-correct, if for every par € Setup(1*), and every message m, the following probability
is at least p:
Pr[m =m’ | (pk,sk) < Gen(par),ct < Enc(pk, m), m’ < Dec(sk, ct)] .

Definition 15 (SIM-BiSO-CCA Security). Let PKE = (Setup, Gen, Enc, Dec) be a public-key encryption
scheme and consider the games REAL-BiSO-CCA and IDEAL-BiSO-CCA defined in Figure 27. We say that
PKE is SIM-BiSO-CCA secure, if for all PPT algorithms A, there exists a PPT algorithm S, such that for
every PPT algorithm D the following advantage is negligible:

AdVSMBISOCCA()) 1= |Pr [REAL_Biso_CCA;;‘,;E(A) = 1}

—Pr [IDEAL-BiSO-CCAEEM’ s = 1} I

Game REAL-BiSO-CCAZZ()) Game IDEAL-BiSO-CCAZy s(\)
01 par < Setup(1?*) 15 par < Setup(1*)

02 for i € [N] : (pk;,sk;) < Gen(par) 16 (M, St) < S(par)

03 (M, St) = AP (par, (pk;)ie(n) 17 (My,...,My) =M + M

04 (My,...,.Mn): =M+ M 18 for (i,7) € [N] x [u] :

05 for (i,7) € [N] x [u] : 19 leny j := |M;[j]], ms; = M;[j]
06 pij < R, m; ;= Mj] 20 L := (leny1,...,leny )

07 ctij := Enc(pk;, m j; pij) 21 0 < SCORR,OPEN' (G 1)

08 C:=(cty,1,...,Ctnp) 22 return D(M, Lcorr, Lopex; 0)

09 0 ADEC7C01{R7OPEN(St70)

10 return D(M7 ‘CCORRa EOPENa 0) Oracle DEC(i7 Ct)

23 if Jj s.t. ct; ; = ct: return L
Oracle CORR(i) 24 return Dec(sk;, ct)
11 Lcorr = Lcorr U {1}
12 return sk;

Oracle CORR/(7)
o 25 Lcorr := Lcorr U {’L}
Oracle OPEN(i, j) 26 return (m; ;);
13 Lopey := Lopay U {(7/’])}
14 return (m; j, pi ;)

Oracle OPEN' (4, 5)

27 ,CQPEN = L:OPEN U {(Za])}
28 return m; ;

Figure 27: The games REAL-BiSO-CCA and IDEAL-BiSO-CCA for a given public-key encryption scheme
PKE = (Setup, Gen, Enc, Dec) with randomness space R.

Lemma 15. Let H: {0,1}" — {0,1}* x {0,1}* and G: {0,1}" — {0,1}" be random oracles. If KEM
is OW-ChCCA secure, has deterministic ciphertext derivation, and has h = w(log \) bits of ciphertext
entropy, then PKE is SIM-BiSO-CCA secure.
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Game Go—G4

01 par < Setup(1?)

02 for i € [N] : (pk;,sk;) < Gen(par)

03 (M, St) + APPSHGC (par, (pk;)ieny) » (My,...,My) =M + M
o4 for (i,7) € [N] x [y] :

05 Ki,j <i IC, mi,j = Ml[j], Cti7j’0 = gC?p(ka,KLJ)

o6 if 3K s.t. hlct; j 0, K] # L : abort /G1-Gy
o7 if 3(4,4) # (¢',4") € [N] x [p] s.t. ctyr jo 0 =ct; ;0 : abort /G1-Gy
o (K, k) = H(ctijo, Kiy), ctiga =k @my; /Go-G1
0o (ctiga, k) & {0,137 x {0,1} /G2-Gy
10 cty o= G(k,gj;l),cti,j71)7 ct;; := (Ctij0,Ctij1,Cti j2)

11 C = (cty1,...,cty,,), o< APPGCORROPENHG(Gy ()

12 return D(M, Lcorr, Lopex, 0)

Oracle H(ct, K)

13 if hlct, K] = L :

14 hlet, K] € {0,1}* x {0,1}*

15 if 3(2,]) S [N] X [M] s.t. (Ct,K) = (Cti,j’mKi’j) At ¢ Lcorr N (Z,j) ¢ LOpex :

16 badOW := 1, abort yien
17 if 3(i,4) € [N] X [,UJ] s.t. (ct, K) = (Cti,j,07Ki,j) : /Ga-Gy
18 hlct, K] := (ct; j1 & m; j, k:z(zn)) /Ga-Gy
19 return hct, K]
Oracle Dec(i, ct) Oracle OPEN(¢, j)
20 if 35 € [p] s.t. ct;; = ct:return L 28 Lopex := Lorey U{(4,7)}
21 let ct = (Cto,Ctl,Ctg) 29 return (mi,j,Ki’j)
22 if 3] S [/.L] s.t. ctg =cty 50 //G3—G4 Oracle CORR(i)

A ]’L[Cti,j70,Ki7j] =1 //Gg-G4 o L —7 U {i

(m) CORR ‘= ~CoORR {Z}

A Gk 57 ct) =cta : /G3-Gy 31 return sk;
23 badMAC := 1, abort /G3-Gy
24 K := Decap(sk;, ctg) Orfalcle G(w,ct)
25 (k©, k(M) := H(cty, K) 52 if glw,ct] = L: .
26 if G(k(™ cty) # cty : return L 33 glw,ct] ¢ {0,1}
27 return m := ct; @ k(©) 34 return glw, ct|

Figure 28: The games Go-G4 used in the proof of Lemma 15. Lines with highlighted comments are only
executed in the corresponding games.

Concretely, for any PPT algorithm A, there is a PPT algorithms S, such that T(S) = T(A), and for
every PPT algorithm D there is a PPT algorithm B with T(B) ~ T(A) + T(D) and

AdvSIMBISO-CCA 3y QuNp n QprcQc

OW-ChCCA
A,S,D,PKE o oh +Advgkem (N,

where Qpgc, Qu, Qc denotes the number of queries of A to oracles DEC,H, G, respectively.

Proof. The statement is proven via a sequence of games as formally given in Figure 28.
We start with game Gg := REAL—BiSO—CCAﬁk@(A), and make changes towards a game that can be
simulated. For ease of notation, we define

Adv; :=Pr[G; = 1], for i € {0,...,4}.

Game Gg: Game Gy is defined as the real attack game REAL-BiSO-CCA We recall this game to fix some
notation. First, parameters par and keys (pk;, sk;) for ¢ € [IN] are generated. Then, A is run on input par
and (pk;);e[n) With access to a decryption oracle DEC and random oracles H and G. Random oracles H and
G are simulated using maps h[] and g[-] in the standard lazy manner. Adversary A outputs a distribution
M, from which messages m; ; for all (i,7) € [N] x [u] are sampled. For each such (i,j) € [N] x [u],
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Alg BENC’,DEc/,R1~:v1~:AL’,CORR’,CHECK’(par (pk‘)'e[N})

01 (M, St) + ADECH,G (par, (pki)iE[N]) , (My,...,My) =M+ M
02 for (i,7) € [N] x [u] :

03 m; ; 1= ]\41[!]]7 Cti’j)o < ENC/(i>

o4 if dK sit. h[ctw',o,K] # 1 : abort

05 if H(Z ]) # ( ,j ) [N] X [/L] s.t. Cti’,j/,O = Cti,j,O : abort

06 (CtJl’ 7,7 ) {0 1} X{O 1}

07 ctija =Gk ctijn), ctij = (ctijo,Ctijia,ctijo)

08 C:=(cty1,...,Ctn,), o0+ APEGCORROPENH.G (G4 ()

09 return D(M, ECORR, LopeN; 0)

Oracle H(ct, K)

10 if hlct, K] = L :

11 hlet, K] < {0,1}* x {0, 1}

12 if CHECK'(i,ct, K) = 1:

13 if 3(i,j) € [N] x [u] s.t. ct=ct; ;0 AT & Loorr A (4,7) & Lopen :
14 badOW := 1, return (i,ct, K) to OW-ChCCAkem

15 if E'(l,]) S [N] X [,u] s.t. (Ct7K) = (Cti,j,O;Ki,j) :

16 h[Ct,K} = (Cti,j71 b m; ;, k‘l(zb))

17 return hlct, K|

Oracle DEC(i, ct)

18 if 3j € [p] s.t. ct; ; =ct:return L

19 let ct = (cto, cty, cta)

20 if 35 € [p] s.t. cto —ctwo/\G( i ,ctl) =cty: badMAC:=1, abort
21 if 3j € [p] s.t. ctg =ct; j o : return L

22 K + DEC(i,cty), (k©, k(™)) := H(cty, K)

23 if G(k(™ cty) # cty : return L

24 return m := ct; @ k(©)

Oracle OPEN(i, j) Oracle CORR(7)

25 Lopexn = Lopex U {(%])} 28 Lcorr := Loorr U {Z}
26 K; j + REVEAL'(i,ct; j0) 29 sk; < CORR'(4)

27 return (m; ;, K; ;) 30 for j € [u] :

31 K?,j = Decap(Sthti,ij)
32 return sk;

Figure 29: The reduction B in the proof of Lemma 15, running in the game OW-ChCCAkgm. Oracle G is
provided as in game Gg.

the game samples K, ; < K and computes a ciphertext ct; ;. In the concrete scheme at hand, ct; ;
has the form ct; ; := (ct; ;.0,Ct; . 1,ct” 2) where ct; ; o := Encap(pk;, K; ;), (k(e) k(m)) = H(ct; .0, K ),

7,7 77,9
ct; 41 = k( °) @m,;,and ct; ;o = G( i ,ctm-yl). Adversary A gets all ciphertexts ct; ; and access to the
previous oracles as well as a corruption oracle CORR, and an opening oracle OPEN. The final output o
of A, the messages M, and its queries Lcoorg, Lopex t0 oracles CORR, OPEN are given to D. Then, the
game outputs whatever D outputs. Note that we use the deterministic ciphertext derivation property of
KEM here. We have

Advo — Pr [REAL-BiSO-CCAﬁ‘k]E)(A) =1

Game Gi: Game G; is as Gy, but we introduce a bad event and let the game abort if this bad event

occurs. Namely, the game aborts if for some (i, j) € [N] x [u], after running ct; ;o := gc?p(pki,Ki)j),
there is a K such that value h[ct; j o, K] is already defined, i.e. A queried H(ct; j 0, K) before, or there is
some other tuple (¢/,j") € [N] x [p] such that ct; ;7 o = ct; ;0. As the former condition is implied by the
latter, it is sufficient to bound the probability of the former. Clearly, we can bound the probability of
this event using the ciphertext entropy of KEM and a union bound over all such (4, j) € [IN] x [u] and all
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random oracle queries. We get

N
|MW—MM<QZH

Game Gj: Game Gy is as Gy, but we change the way we compute the ciphertexts ct; ; for all (4,5) €

N] x [p] and simulate random oracle H. Recall that before, we computed k(e)7k(m) = H(ct; j,0, K j
% j ] ,],

and ct; ;1 : k:(eJ @ m; ;. From now on, we sample (ct; ,]717]%‘1( ) < {0,1}* x {0,1}* and continue
as before. Then, if A queries H(ctw,o,Km) afterwards, the game programs the random oracle as
hicti j0, K 5] := (ctij1 @ m;j, kl(rjn)) Due to the previous change, this does not change the view of the
adversary. We have

AdV1 = AdV2 .

Game Gj: In G3, we introduce another bad event and let the game abort if it occurs. Namely, we define
the bad event badMAC as follows. Consider a decryption query DEC(3, ct) for ct = (cto, cty, ctz), which

does not return L due to ct = ct; ; for some j € [u]. Event badMAC occurs in such a query, if we have
cto = ct; j,0 for some j € [p] with h[ct; j o, K; ;] = L and G(kl(T)7ct1) = cto.

Now, we have to bound the probability of badMAC. To this end, consider a fixed decryption query, for
which ctg = ct; j o for some (¢,7) € [N] x [p] with h[ct; ; 0, K; ;] = L. First, consider the case ct; = ct; ;1.
Then, we know that

Ctij2 = G(k‘(m) Ctl"j’l) = G(k(m) Ctl) = cCto.

%9 0 2V

Thus, we have ct = ct; j, and the oracle would have returned L, a contradiction. For the second case,

assume cty # ct; j 1. We know that the only information that A obtained about k;(m) is G(kfj ,Ctij1)-
This is because we assume h[ct; ;o, K; ;] = L. As ct; # ct; ;1, the hash value G(kl g ™, ct; ;1) does not
reveal information about G(kz(rjn), cty), and so G(k:Z( ] ), ct1) = cte can only occur with probability at most
Qc/ 2. A union bound over all decryption queries leads to

|Mw—mm§9%£9

Game G4: In G4, we introduce another bad event and let the game abort if it occurs. Namely, the bad
event badOW occurs, if for some (4, j) € [N] x [u], adversary A queries H(ct; j 0, K; ;) after getting all the
ciphertexts, and before ever calling CORR(¢) or OPEN(3, j). Clearly, we have

|Advs — Advy| < Pr[badOW].

We bound the probability of event badOW using a reduction B that breaks the OW-ChCCA security
of KEM, assuming badOW occurs. We formally present B in Figure 29. It gets as input parameters
par and keys (pk;)icn]- It also gets access to oracles ENC’, DEC’, REVEAL', CORR’, CHECK' of game
OW-ChCCAkgm. Then, it runs A on input par and (pk;);c[n, as in G3. It provides random oracles H and
G as in G3, and a decryption oracle DEC. Here, queries of the form DEC(4, ct) with ct = (cto, cty, cty) are
simulated by B by first forwarding (i, ctg) to oracle DEC and getting key K in return. Then, B continues
answering this query as in Gg. Once A outputs M, B samples the m; ; as in Gs. It computes each ct; ;o
by calling ENC'(i). It aborts if there is some K such that h[ct; jo, K] # L (cf. Gi). Then, it computes
the remaining parts of ct; ; as in Gs. Note that due to the change in G, the value K ; is not needed for
that. Next, B passes all ciphertexts ct; ; to A, and provides access to oracles H, G, DECc, CORR, OPEN.
Random oracle G is simulated honestly as in Gg, and CORR is simulated by forwarding between A and
CORR’. The other oracles are simulated as follows:

« CORR(i): B calls CORR'(i), which returns sk;. Then, B computes K; ; := Decap(sk;, ct; j o) for all
j € [p], and returns sk; to A.

o OPEN(i, j) : B calls REVEAL' (i, ct; j o), which returns K; ;. Then, B returns (m; j, K; ;) to A.

o H(ct, K): If the hash value has to be defined, B first checks if badOW occurs. To do that, it first
checks if ct = ct; ; o for some 4, j for which A never queried CORR(%) or OPEN(Z, j). If this is the
case, it runs oracle CHECK' (i, ct, K). If the oracle returns 1, B terminates by outputting (4, ct, K).
Otherwise, it simulates the random oracle as in Gs.
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o DEC(4,ct) for ct = (cto, cty, cte): As in Gg, B returns L if ct = ct; ; for some j € [p]. Otherwise, B
first checks if ctg = ct; ;o for some j € [p]. If it is, it checks if G(kgy), cty) = cty. If this holds, B
aborts. It is easy to see that, because B did not yet terminate, this happens exactly when event
badMAC occurs. If B did not abort, and cty = ct; ;o for some j € [u], B returns L. Note that in
this case, oracle DEC would also return L in Gz. Otherwise, B computes K by calling DEC' (i, ct).
This will never return L, as cty # ct; ;0 for all j € [p]. Then, it uses K to complete the simulation
of the query as in Gs.

If B did not yet terminate when A returns its final output o, B outputs L. First, we see that B perfectly
simulates G3 for A until it terminates Further, if B terminates, then it breaks the OW-ChCCA security of
KEM. Further, B terminates whenever event badOW occurs. This shows that

|Advs — Advs| < Adv gt ().
Finally, it is easy to see that G4 can be simulated by a simulator S. This is because the messages m; ;
are only needed after oracle queries of the form CORR(:) or OPEN(4, j). Thus, S can internally provide
Gy for A and forward its output. We have
Advs = Pr IDEAL-BiSO-CCAEEM’S()\) =1/,

finishing the proof.
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