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Abstract 

Human behavior is known to be one of the weakest links to information security and a likely 

cause of incidents that may lead or contribute to the loss or compromise of sensitive information 

(Ahmad, & Ismail, 2010; Akhunzada, Kam, 2015; Aloul, 2012; Cain, Edwards, & Still, 2018; 

Long, 2013; Narayana, Sookhak, & Anuar, 2015; Pike, 2011; Seidenberger, 2016). The Health 

Insurance Portability and Accountability Act (1996) requires healthcare organizations to comply 

with national standards to reduce the likelihood of a privacy breach. Online stolen data markets, 

where cybercriminals operate in the dark web, advertise, sell, share, and trade sensitive 

personally identifiable information for nefarious purposes (Chertoff, 2017; Holt et al., 2016). The 

29-statement pilot study survey replicates the Safa et al. (2015) survey and was administered to 

39 UW Medicine (UWM) employees via the UWM Research Electronic Data Capture online 

survey application. The survey statements are based on the Theory of Planned Behavior, the 

Protection Motivation Theory, and the Safa et al. (2015) employee information security 

conscious care behavior model. The UWM pilot study statements were modified, and results are 

presented (n = 32). Descriptive statistics are provided, as well as lessons learned, which will be 

incorporated into a larger-scale survey deployment. This is a timely study to determine how best 

to reduce the likelihood of a user error or a cyber adversary exploiting a weakness that could lead 

to or cause a global catastrophic cyber event that could potentially trigger further political, 

economic, and social volatility.  

Keywords: compliance, privacy breach, information security controls, electronic 

protected health information, dark web, cybersecurity, threat vector, risk management 
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Information security compliance in a healthcare setting: A user behavior pilot study 

Research suggests that human error is one of most likely causes of data breaches (Ajzen, 

1991; Albrechson et al., 2010; Box, et al., 2014; Furnell et al., 2010; Ghazvine et al., 2016; 

Kowlkowaska et al., 2013; Rhee et al., 2009; Safa, et., al, 2015; Safa et al., 2016; Siponen et al., 

2014; Thomson et al., 1998; Veiga et al., 2017). Since there is scant research about user 

formation and compliance in healthcare settings, this is a timely pilot study to broaden our 

understanding about user behavior compliance to reduce the likelihood of a privacy breach 

(Kruse, 2017; Safa et al., 2015; Safa et al., 2016). The complex legal and regulatory nature of 

healthcare delivery is examined, as well as how healthcare organizations train and educate 

employees about their responsibilities to preserve sensitive protected health information (PHI) 

and electronic PHI (ePHI). 

Organizational Measures to Protect Patient Information from Threat Adversaries 

Healthcare employees are considered a threat adversary or threat vector because users 

may inadvertantly or deliberately (malice, laziness, or apathy) exploit administrative, technical, 

and physical vulnerabilities or weaknesses that can trigger an incident that leads to or causes a 

privacy breach (Ewell, 2018). Other types of threat vector attacks include the misuse of operating 

systems; the installation of malicious software; data interception; sabotage; physical attacks, 

supply chain disruptions, and the violation of implied trust among business associates and 

contractors (Ewell, 2018).  

Healthcare organizations that bill or receive reimbursement for providing patient care are 

mandated, under the penalty of federal law, to adhere to the national privacy (Privacy Rule), 

information security (Security Rule), and breach notificaton (Breach Notification) standards set 

forth in the Health Insurance Portability and Accountability Act (HIPAA) of 1996  (Centers for 

Disease Control and Prevention, 2017; HHS.gov, 2017; Office of Civil Rights, U.S. Department 
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of Health & Human Services, 2017; Department of Health and Human Services, 2013). Due to 

the Healthcare and Public Health Sector’s transition toward the exponential increased use of 

electronic medical records, HIPAA and other regulatory controls ensure that healthcare 

organizations protect and preserve confidential protected health information that reside in 

information systems from unauthorized access. Educating and training the healthcare employee 

workforce about the HIPAA Security, Privacy, and Breach Notification rules (i.e., the 

administrative, physical, and technical security controls or countermeasures) is a means to 

modify user behavior toward compliance with information security controls and reduce the 

likelihood of a cyber threat exploiting a vulnerability to gain unauthorized access to hard-copy 

PHI or soft-copy ePHI. This research is about how organizations determine whether or not users 

are modifying behavior toward the implementation of organizational security controls. The 

UWM pilot study is an unique opportunity, in a dedicated healthcare environment, to 

disseminate a modifed version of the Safa et al. (2015) survey, analyze the data, and prepare for 

a larger-scale survey to measure user behavior compliance with information security controls 

(Safa email, 2018). 

It is instructive to explain what is meant when one refers to hard-copy PHI and it includes 

information that could identify a patient who is seeking medical treatment, including hand 

written patient notes; health insurance cards; fax or printed materials (outpatient instructions, 

medication orders, and health history); photographs; x-ray films; or patient prescriptions. Soft-

copy electronic media is an example of ePHI and include a patient’s electronic medical record, 

images (mammography, retinal scans, and medical device monitoring reports), voice recordings, 

photographic images (tattoos, scars, birthmarks, and injuries), and video recordings. Private 

healthcare industry business associates also support patient care delivery by providing goods and 

services, and must also employ compliance and information security controls or countermeasures 
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to protect confidential information from unauthorized access to information systems and assets. 

For instance, business associates may provide storage for hard-copy PHI, such as medical 

records and office buildings that host proprietary research about the new coronavirus disease 

(COVID) outbreak that was reported in Wuhan, China (Centers for Disease Control and 

Prevention, 2020). Tedros Adhanonm Ghebreyesus, Director-General of the World Health 

Organization, officially recognized the name, COVID-19 on Februrary 11, 2019 (Ghebreyesus, 

2020). Facility officials could mandate that employees display and utilize an electronic badge 

access system to enter and exit from non-public areas. Instituting username and password login 

requirements is another security control to protect ePHI residing in confidential information 

systems, such as computer desktops, laptops, mobile devices, and other assets, such as medical 

devices.  

Information Security Control Countermeasures 

To demonstrate compliance with federal and state law, regulatory requirements, and legal 

obligations, healthcare delivery organizations and their contracted business associates, mandate 

that new employees attend compliance and information security training. UWM new employees 

become familiar with the organizational compliance policies that guide user behavior and are 

instructed with examples about the types of administrative, technical, and physical threats that 

users may encounter. Users are also instructed how to modify their behavior to recognize a cyber 

threat and apply UWM administrative, technical and physical security controls or 

countermeasures to reduce the likelihood of a risk; i.e., sharing confidential usernames and 

passwords, from leading to the unauthorized viewing of ePHI that is associated with a family 

member, friend, celebrity, or rival (McLeod & Dolezel, 2018; Maennel, Maeses, & Maennel, 

2018).  

At University of Washington Medicine (UWM), Compliance Policies are the 
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organizational resources that explain how the organization complies with federal and state law, 

regulatory requirements, and legal obligations. UWM expects employees to comply with data 

stewardship obligations and sign the UWM Privacy, Confidentiality, and Information Security 

Agreement (UW Medicine, 2020). In addition, the UWM Information Technology (IT) Services 

and Security (ITS-Security) organization publishes Information Security Standards, which 

cascade from the UWM Compliance Policies. UWM ITS-Security Information Security 

Standards provide a procedural approach and guide a user on how to implement a security 

control, such as how to encrypt an email, request a new business associate be added to an 

approved email domains list, or how to process a request a security review for a new third-party 

software that is being considered for official UWM use.  

Creating an organizational culture about user behavior compliance is essential to 

protecting the confidenitiality, integrity, and availability of confidential information systems. 

Confidentiality refers to protecting sensitive patient data from unauthorized access and 

disclosure (Glossary, Computer Security Resource Center, National Institute of Standards and 

Technology, 2019). Integrity refers to assuring that data are protected from modification or being 

destroyed (Glossary, Computer Security Resource Center, National Institute of Standards and 

Technology, 2019). Availability refers to assuring that information systems are readily accessible 

to authorized users (Glossary, Computer Security Resource Center, National Institute of 

Standards and Technology, 2019). 

Theoretical Constructs and the Conscious Care Behavior Model 

Theories are a means to predict and explain human behavior. This UW Medicine pilot 

test survey, which included a total of 39 participants serving with the UWM Information 

Technology Security-Security (ITS-Security) organization, is replicated with permission from 

the Safa et al. (2015) survey (email, 2018). The theory of planned behavior (TPB), the protection 
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motivation theory (PMT), and the employee conscious care behavior model were the three major 

survey statement items included in the Safa et al. (2015) survey. The Safa et al. (2015) large 

scale survey included respondents serving with six Malaysian industries, including IT and 

Telecommunications (86%), Finance and Insurance (48%), Retail (36%), Healthcare (25%), 

Education (11%), and Hotel (6%). The TPB research suggests that attitude, subjective norms, 

and perceived behavioral control predict and explain user behavior (Ajzen, 1985 and 1991; Al-

Omari, El-Garyar, & Deokar, 2012; Box et al., 2014; Chau & Hu, 2001; Huang and Chuang, 

2007; Humaidi & Balakrishnan, 2017; Liao et al., 2007; Siponen et al., 2014; Suhwan Jeon et al., 

2011; Uffen & Breitner, 2013). The PMT is deemed one of the most important theories to 

explain how users consider protective measures (Anderson & Agarwal, 2010; Cabrera et al., 

2006; Cox, 2012; Durkcikova, et al., 2011; Infinedo, 2014; Lee & Larson, 2009; Pi et al., 2013; 

Ryan, et al., 2010; Safa et al., 2015; Safa et al., 2016; Salgado et al., 2013; Siponen et al., 2015; 

Suhwan et al., 2011; Woon & Kankanhalli, 2007).  

UW Medicine Pilot Study 

A 29-statement four point Likert-type pilot test survey was administered to 39 UWM 

employees serving with the UWM ITS-Security organization (N = 600). The UWM pilot test 

was a modified version of the Safa et al. (2015) survey because UWM promotes the use and 

reference of UWM Compliance and UWM ITS-Security Information Security Standards. The 

UWM Research Electronic Data Capture (REDCap) online survey platform disseminated the 29-

statement pilot study to respondents via email and to protect the anonymity of respondents, no 

direct identifiers were collected. The Safa et al. (2015) pilot test included 32 respondents who 

were associated with information technology experts. Descriptive statistics from the UWM pilot 

test (n = 34) are compared with the Safa et al. (2015) survey (n = 212). Lessons learned are 

presented to prepare for a larger-scale survey deployment at UWM (Limitations). In the 
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conclusion section, parallels are drawn from the current global COVID-19 pandemic crisis and 

the planning necessary to prevent a major cyber incident, which could also disrupt patient care 

delivery and potentially cause harm or death, as well as perpetrate local, regional, domestic and 

international economic, political, and social conflict. 

Literature Review 

U.S. Healthcare Public Law and the State of Healthcare in America  

The original intent of the Health Insurance Portability and Accountability Act (HIPAA) 

of 1996, was to assist individuals when changing employment. Due to the increasing use and 

dependence upon the Internet and electronic media, the information security and compliance 

privacy of protected health information, there are national administrative, technical, and physical 

standards that are required to protect and preserve the confidentiality, integrity and availability of 

individually identifiable protected health information (Centers for Disease Control and 

Prevention, 2017; HHS.gov, 2017; Office of Civil Rights, U.S. Department of Health & Human 

Services, 2017; and Department of Health and Human Services, 2013). Table 1 identifies the 

types of covered entities (CEs) that accept or receive payment for patient care services (Health 

Insurance Portability and Accountability Act, 1996). CEs, including business associates (BAs) 

and BA subcontractors, adhere to HIPAA Rules when ePHI is created, received, or transmitted 

(Department of Health and Human Services, 2019). Individuals and businesses, commonly 

known as business associates (medical device manufacturers), are also required to protect the 

privacy and security of PHI and ePHI (Centers for Medicare & Medicaid Services, 2019; Food 

and Drug Administration, 2020). CEs comply with the Rules' requirements to protect the privacy 

and security of PHI and are required to notify privacy officials when there is a suspected loss or 

compromise of PHI and ePHI.  

In Washington State, after a data breach is discovered, there is a required mandatory 
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notification to the Washington State Attorney General for affected individuals within 45calendar 

days (Washington State Legislature, 2020). Patient privacy rights allow patients to view and 

modify their medical records; for instance, patients who opt to pay cash for medical treatment 

may elect to preclude PHI from being shared with a health payor for reimbursement. If a patient 

reviews their record and discovers an error, then the patient may request a modification. 

Table 1 

HIPAA Covered Entities (CEs)  

CE Identity CE Category 

Healthcare Providers Physicians and other licensed (DEA) providers  
Healthcare Clinics 
Psychologists                                                                                                                 
Chiropractors                                                  
Nursing Homes 
Rehabilitation Centers                                                                                                    
Pharmacies 
Dentists 

Hybrid Entities* CEs with academic medical centers that teach 
students (not covered) and conduct patient care 
(covered); retailers with on-site pharmacies 
(covered) 

Business Associates** Providing the appropriate administrative, 
physical, organizational, and technical 
safeguards to protect ePHI (HITECH Act, 2009) 

Health Plans Insurance  
Health maintenance organizations 
Private health  
State & federal government healthcare  

Healthcare  Clearinghouses *** Billing 
Adjusting prices 
Community health management information 
systems, community health information systems, 
and “value-added" networks and switches 

Note. * Porter et al. (2018). ** Porter et al. (2018). *** Creating, transmitting, facilitating, processing, receiving, 
storing ePHI , and transforming non-standard data on behalf of a healthcare entity. 
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HIPAA Privacy, Security, and Breach Notification Rules 

The HIPAA Privacy Rule refers to the national standards and safeguards (administrative, 

physical, and technical) to protect patient privacy, as well as create opportunities for patients to 

set limits and conditions on the use and disclosure of PHI (Office of Civil Rights, U.S. 

Department of Health & Human Services, 2016). Patients possess rights to review their medical 

records and petition to request errors to be corrected (Office of Civil Rights, U.S. Department of 

Health & Human Services, 2016). The HIPAA Security Rule provides national standards that 

CEs, business associates, hybrid entities, and healthcare clearinghouses are required to 

implement, monitor, and manage. For instance, the HIPAA Security Rule applies national 

administrative, technical, and physical standards that must be applied when confidential patient 

care data, such as ePHI is created, transmitted, shared, received, and stored or archived (Porter, 

Trevors, & Vrtis, 2018). The HIPAA Breach Notification Rule requires CEs, vendors of ePHI, 

and their third-party service providers, to notify the Federal Trade Commission  of a data breach, 

the unauthorized disclosure or viewing  of over 500 patient records within 60 days of notification 

of the discovery (Public Law 111-5, 2011; Koczkodaj et al., 2018).  

National Healthcare Expenditures 

The U.S. National Health Expenditure Accounts (NHEA) aggregates statistics about the 

state of Healthcare and Public Health Sector expenditures and includes medical and dental 

services (inpatient and outpatient home health), facility renovations, patient care delivered in 

correctional facilities, and medical research and development (U.S. Department of Health and 

Human Services, 2018). Types of healthcare and public health expenditures included 62% for 

inpatient hospital care; 34% for private healthcare insurance; 10% for personal out-of-pocket 

expenses; and 8% for third-party payers and programs (U.S. Department of Health and Human 

Services, 2018). The NHEA also measures medical care consumption, financial investments, 
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information communication technologies investments, procurement, and non-commercial 

healthcare research (Department of Health and Human Services, 2017). Healthcare expenditures 

is an important issue because it demonstrates the financial gains that cybercriminals are seeking, 

and therefore are ruthless in their efforts to break-in to steal, corrupt, or ransom ePHI. Nation 

states, especially during the COVID-19 pandemic, continue a relentless pursuit to steal ongoing 

U.S. vaccine research and development.  

In 2017, healthcare expenses increased by 3.9% to $3.5 trillion (U.S. Department of 

Health and Human Services, 2018). This indicates the degree to which the Healthcare and Public 

Health Sector contributes to the overall U.S. economy. Appendix C provides the list of the 

individually identifiable health information (18 specific direct identifiers) that, if disclosed or 

viewed by an unauthorized person, violates a patient’s right to privacy (U.S. Government 

Printing Office, 2020). The U.S. Healthcare and Public Health Sector accounted for 

approximately 18% of the gross domestic product (GDP) to the U.S. economy (McAfee & 

Lewis, 2018). Due to the economic vitality of the Healthcare and Public Health Sector, internal 

(disgruntled users) and external cyber criminals pose a threat to the confidentiality, integrity, and 

availability of sensitive and confidential information systems. McAfee and Lewis estimate that 

when hospitals experience a data breach, the ensuing financial costs include years of costly 

litigation, reputational damage, and a locality could suffer from the loss of tax revenue when 

exemplary employees resign, are hired out-of-state, and families relocate elsewhere which may 

reduce local tax revenues (McAfee & Lewis, 2018).  

In 2019, healthcare data breaches were estimated to cost $4 billion (Hulme, 2020). 

Cybercrime costs were estimated to be one percent or $600 billion of the world’s GDP (McAfee 

& Lewis, 2018). The healthcare and financial sectors are highly regulated industries and costs 

associated with recovery from a data breach are estimated to be $408 per data record for 
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healthcare and $208 per data record for the financial sector (Cost of a 2018 Data Breach Study: 

Global View, 2018; Sulleyman, 2017). 

National Incentives to the Healthcare and Public Health Sector   

The Health Information Technology for Economic and Clinical Health (HITECH) Act 

(2009) incentivizes the Healthcare and Public Health Sector to adopt and integrate new 

technology and reduce healthcare costs, improve productivity, and reduce the likelihood of an 

incident leading or contributing to a privacy breach (Department of Health and Human Services, 

2009). Business associates who manufacture and maintain medical devices are also required to 

comply with security controls (Food and Drug Administration 2020). Health Information 

Technology for Economic and Clinical Health Act of 2009 incentivized the healthcare sector to 

adopt, upgrade, and integrate technology and earmarked approximately $19 billion for the 

adoption for electronic medical record (EMR) or electronic health records (EHR) systems 

(Atasoy & Ganju, 2018). An EMR is a digitized version of a patient’s health record (Sahney & 

Sharma, 2018). Adopting EMRs could increase clinician productivity, patient care delivery, and 

reduce redundant processes and duplication-of-effort. 

Due to the complex nature of an EMR sending, receiving, or storing ePHI in and through 

other systems, the security and privacy becomes crucial because if one system becomes 

unavailable due to a cyber incident, patient care delivery or public health efforts may be 

disrupted or harmed. Replacing antiquated user-operated hospital paging systems for instance, 

reduces the risk of inadvertent disclosures of confidential information (Mehrzad & Barza, 2015; 

Lee et al., 2010; Reddy et al., 2005; Wu et al., 2012). Another benefit of adopting state-of-the-art 

technology solutions includes reducing the likelihood of patient medication errors (Health and 

Human Services, 2009). The privacy, security, and breach notification rules depend greatly upon 

user behavior compliance with organizational information security controls, such as system 
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monitoring for anomalous behavior and the timely application of security updates to EMR 

systems.    

UWM New Employee Orientation: Compliance and Information Security Training 

The UWM mandatory new employee orientation (NEO) is an opportunity to promulgate 

the organization’s mission, vision, and value statements, which could mitigate risk to 

confidential information systems and improve information security behavior compliance. The 

UWM presentation offers examples about how to comply behavior toward the implementation of 

security controls. Creating complex passwords, reporting suspected phishing emails to the UW 

Medicine Help Desk, alerting managers when a device is misplaced or lost, reporting privacy 

concerns (unethical behavior, waste, fraud, or abuse), and utilizing a badge access system to 

restrict access to data centers, pharmacies, and patient units (nursery and inpatient psychiatric 

unit). Through the NEO Program, explaining employee behavior expectations via the UWM 

Compliance Polices and the ITS-Security Information Security Standards are the means to 

educate users about how to apply the administrative, physical, and technical countermeasures to 

decrease the likelihood of a weakness from being exploited by an adversary and adversely 

impacting confidential information systems and assets.  

Once new employees complete the NEO training and enter into their new position,  

UWM evangelizes continued information security through the UWM Compliance Policy 

program Intranet, email updates, and leadership news. Types of UWM compliance policies that 

educate employees include Compliance Auditing and Monitoring Policy; Reporting and Non-

Retaliation Policy; Compliance Investigation Policy; Corrective Action Policy; Government 

Investigations Policy; Compliance Risk Policy; Identity Theft Prevention Policy; and Social 

Media Networking Policy (UWM Compliance Program Policies, 2019). The UWM ITS-Security 

organization, in response to UWM Compliance Program Policies, creates, seeks approval for, 
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and manages Information Security Standards and provide users with step-by-step procedures on 

how to comply user behavior toward the implementation of information security controls (UW 

Medicine Information Security Standards, 2019). Types of UWM ITS-Security Standards 

include Electronic Communications, which refers to electronic mail and instant messaging. The 

Incident Management Standard refers to how to identify a potential privacy breach and report 

suspicious activities, such as a fire, flood, active shooter, terrorist attack, or natural disaster.  

Information Security Behavior Toward Compliance 

Security controls are user behavior countermeasures that reflect the practical day-to-day 

administrative, physical, environmental, and technical procedures that users integrate into their 

daily workflow, and are designed to reduce the likelihood of a weakness (administrative, 

technical, or physical) from being exploited by an adversary (internal user threat or external) and 

disrupting or causing an incident that may lead or contribute to a privacy breach. Research 

suggests that there are positive associations when users are trained and provided the resources to 

implement and manage information security controls (Anderson & Agarwal, 2010; Ajzen, 1991; 

Ajzen & Fishbein, 1980; Ajzen, 1991; Ajzen, 2019; Fishbein & Ajzen, 2010; Furnell & Clarke, 

2012; Humaidi et al., 2017; Liao, Chen, & Yen, 2007; Infinedo, 2014; Kolkowska & Dhillon, 

2013; Rhee, Kim, & Ryu, 2009; Rogers, 1983; Safa, et al., 2015; Safa, Von Solms, & Furnell, 

2016; Suhwan, Kim, & Joon, 2011). Whether one is a medical student, clinician, analyst, team-

lead, manager, or director, security control implementation is key to compliance and reduces the 

risk. Security controls can stem from organizational policies, which are an effective means to 

mitigate and reduce the risk of an information security incident (Safa, et al., 2016).  

Employee Information Security Conscious Care Behavior 

Employee information security conscious care behavior (ISCCB) is a model to examine 

how users think about their information security skills to comply with information security 
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controls, which can reduce the risk of an incident leading or causing the loss or compromise of 

confidential information. Users who report a phishing attempt, change a password, or escort 

visitors are complying with information security controls and reducing the likelihood of an 

incident. The Safa et al. (2015) ISCCB model aims to reduce the likelihood of an incident by 

improving information security compliance behavior. Attitude, subjective norms (TPB), threat 

appraisal and self-efficacy (PMT) impact user behavior. In addition, information security 

awareness, organizational policy, and user experience also mitigate risk (Safa et al., 2015). Cyber 

hygiene refers to user information security practices that reduce the likelihood of risk and 

improve self-efficacy (George & Emmanuel, 2018). The ISCCB model is the primary source for 

the UWM pilot survey (Appendix B).  

The Underground Economy and Stolen Data Markets 

The estimated mean value of stolen ePHI in the dark web, where law enforcement cannot 

monitor, is reported to be between approximately $250 to $1000 for a complete medical health 

record (Office of the Chief Information Security Officer, DHHS, 2019). Stolen data markets 

enable criminal activities such as committing pharmaceutical, financial, medical, and insurance 

fraud (Holt, Smirnova, & Chua, 2016). Organizational email systems cannot stem the flow of 

unwanted and malicious email. Email phishing attempts are a means by which malicious hackers 

attempt to create a sense of urgency and an unsuspecting user may be asked to do something 

immediately, such as revealing a username and password without confirming the emergent 

demand (Cohen, 2019; NIST Special Publication 800-53, Revision 4, 2015).  

Al-Omari et al. (2012) suggests that 80% of security incidents are attributed to user 

behavior. User security controls include reviewing the sender’s email address and that may be 

the first indication that it is a fraudulent email when the email address ends in ‘.ru’ (Russia) or 

‘.ro’ (Romania), for instance. A cyber adversary may employ a threat tactic such as proclaiming 
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that a user’s email will be disabled or deleted to being late with updating their username and 

password. When users do not adhere to, forget, ignore, or delay the application of a phishing 

security control, then the likelihood that a user may click an unknown link or attachment may 

increase. Unwittingly, a cyber adversary may gain unauthorized access and/or permit the 

injection of malicious software (malware) into the computer’s hard drive, which then, freely 

permits the cyber adversary to navigate undetected through a secure network to view, corrupt, 

modify, extract, or hold confidential data for ransom (Coventry et al., 2018). Data privacy is 

another driver behind information security controls, which are designed to reduce human error 

(Coventry et al., 2018). Yet, despite an increasing reliance on technology solutions, privacy 

breaches are increasing (Al-Omari et al., 2012).  

User Behavior as a Threat to Information Security 

Narayana Samy et al. (2010) emphasizes that human error is a major threat to information 

security in the healthcare sector. Research suggests that information security incidents in 

healthcare settings are attributed to poor employee information security skills, including lack of 

awareness, inappropriate information security behavior, inadequate monitoring, and poor 

enforcement (Ahlan et al., 2011; Da Veiga & Martins, 2015; Safa et al., 2016). Users may fail to 

recognize the scope of an information security threat due to ignorance, apathy, and poor 

information security behavior (Cox, 2012). Assuring user compliance with information security 

controls is also important when patient care is provided beyond brick-and-mortar research 

institutions, medical clinics, and medical centers. Due to the global COVID-19 pandemic, many 

industries, including healthcare, are contracting with video conferencing service providers, such 

as Cisco WebEx, Microsoft Inc. Teams, and Zoom Inc., to accommodate work-from-home 

employees. Ensuring that users behavior toward the implementation of technical, administrative, 

and physical security controls includes assuring that a healthcare entity contracts for HIPAA-
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compliant Telehealth services (HIPAA Journal, 2020).  

Telemedicine and User Compliance with Information Security Controls 

As healthcare organizations continue to manage under new COVID-19 business 

practices, compliance and information security leaders must create, promulgate, train, and bring 

user awareness about the requirement to protect the confidentiality, integrity, availability, and 

security architecture of new telemedicine services, such as Zoom, Inc., Cisco WebEx, WebMD, 

or Microsoft 365 Teams. Secure telemedicine networks provide virtual connections to view, 

converse, and perform a virtual medical examination. Collecting information remotely from 

patient glucose or cardiac monitors may also be part of telemedicine protocols, as well as 

sending prescriptions for medications to local pharmacies. Ongoing privacy and information 

security training, education, and awareness is essential to inculcate a user-compliant culture 

when many employees have transitioned to work-from-home environments. The term ‘secure’ 

refers to legal and industry-standard encryption technologies that prevent data, whether in transit 

or archived, from being decipherable (Washington State Legislature, 2020).  

Serving the patient care population under the COVID-19 pandemic conditions includes 

contracting for and assuring the secure integration of HIPAA-compliant telemedicine services. 

User behavior compliance includes assuring that a service provider business agreement includes 

meeting HIPAA Privacy and Security requirements, as well as regulatory requirements and legal 

obligations. According to the U.S. Federal Bureau of Investigation (FBI), teleconferencing 

systems are also vulnerable to being hijacked or “Zoom-bombed,” which entails malicious 

hackers gaining unauthorized access to a video session and disrupting it by displaying hate, 

violence or threatening messages, or pornographic images (Setera, 2020). 

As telemedicine services continue to gain popularity and serve as another means to 

conduct patient care during the COVID-19 pandemic, it is also serving vulnerable patient 
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populations who must remain at home, are residing in remote regions or in secure facilities, such 

as rehabilitation centers, long-term nursing facilities, and prisons. Zoom reported that since 

December 2019 the maximum number of daily meeting participants (free and paid subscriptions) 

was approximately 10 million. By March 2020, there were approximately 200 million daily 

meeting participants (Yuan, 2020). 

Change Management Security Controls 

Change management refers to the application of security controls to assure that the 

security and privacy of confidential information systems and assets meet federal and state law, as 

well as regulatory requirements and legal obligations. Information technology change 

management refers to the lifecycle change of acquiring, testing, deploying, servicing (applying 

operating system updates), and retiring confidential information systems and assets, such as 

servers, laptops, and medical devices. When change management security control protocols are 

not applied, or are ignored, delayed, forgotten, or incomplete, vulnerabilities could be exploited 

by a cyber adversary and lead to a cyber incident that causes a privacy breach to confidential 

information systems and assets.  

Theory of Reasoned Action  

The Theory of Reasoned Action (TRA) refers to how people process, assess, and think 

about behavior performance. TRA characteristics include attitude, motivation, perceptions, and 

the user’s self-efficacy (Cartwright, 1949; Smith, 1947;  Katz & Stotland, 1959). The theory also 

proposes that intentions toward a behavior influence the peformance of a behavior (Ajzen, 1985 

and 1991; Liao et al., 2007; Uffen and Breitner, 2013). During the 1950s, human behavior 

researchers applied TRA to predict and explain intentions toward a behavior (Cartwright, 1949; 

Katz & Stotland, 1959). User attitude (favorable or unfavorable evaluation) is a predictor of user 

behavior compliance (Ajzen, 1991; Safa et al., 2015). TRA was the precursor to the Theory of 
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Planned Behavior (TPB), which builds upon TRA and improves our knowledge about behavioral 

processes that impact self-confidence, behavior formation, and motivation toward behavior 

(Ajzen & Fishbein, 1980; Fishbein & Ajzen, 1975).  

Theory of Planned Behavior 

TPB is associated with information security behavior compliance and the mutually 

supporting attributes are self-efficacy, perceived behavioral control, and attitude (Ajzen, 1975; 

Fishbein and Ajzen, 1980; Ajzen, 1985; Ajzen,1987; Ajzen, 1990; Ajzen 2019; Ajzen and 

Fishbein, 2010; Safa et al., 2015, 2016). TPB is one of the theoretical constructs represented in 

the UWM pilot test survey. TPB involves five independent determinants of intention or 

motivation; they are: 1) perceived behavioral control; 2) subjective norms; 3) attitude; 4) 

intention formation; and 5) decision making (Ajzen, 1991). Non-motivational factors also impact 

intention, including skills, resources, time, and social norms (Ajzen, 1985).  

Perceived behavioral control refers to one’s perceptions about the ease or difficulty to 

perform a behavior as well as to situations in which an individual lacks sufficient control over the 

compliance behavior (Chau and Hu, 2001). Lending support from Bandura (1977 & 1982), the 

concept of perceived self-efficacy also plays a role in which an individual considers one’s self-

confidence to successfully perform a behavior. Attitude refers to users’ cognitive processes to 

evaluate an idea or a belief, condition, situation, setting, person, place, or thing (Box et al., 2014; 

Siponen et al., 2014; Suhwan Jeon et al., 2011). Attitude represents the predisposition toward the 

behavior intention. User attitude is influenced by organizational cultural norms, which supports 

user compliance toward information security control adoption (Huang and Chuang, 2007; Al-

Omari, El-Garyar, & Deokar, 2012; Humaidi & Balakrishnan, 2017). Attitude can be explicit 

(conscious awareness) or implicit and could impact beliefs and perceptions about information 

security compliance (Albrechtsen and Hovden, 2010). Subjective norms refers to perceived 
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social pressures to conform to expected group social norms.  

The study of human behavior compliance asserts that the TPB reliably predicts and 

explains user formation behavior toward compliance and positively impacts employee 

information security conscious care behavior (Safa et al., 2015; Uffen & Breitner, 2013). When 

an intention is strong, the behavior is more likely to be performed (Ajzen, 1990; Ajzen, 1991; 

Suhwan, Kim, & Joon, 2011). Perceived behavioral control is defined as the degree to which a 

person perceives that the decision to engage in a behavior is under their control. Users examine  

their competencies (administrative and technical) about applying behavior toward compliance 

requirements (Humaidi & Balakrishnan, 2017; Safa et al., 2015). Ajzen (1991) points out that 

when there is a strong intention to engage in a behavior, then there is an even stronger motivation 

to perform it.  

Protection Motivation Theory 

Two attributes associated with the Protection Motivation Theory (PMT) are threat 

appraisal (coping appraisal) and self-efficacy. PMT is one of the most powerful explanatory 

theories to predict user intentions to apply protective actions (Anderson et al., 2010). PMT is also 

a reliable theory from which to test user behavior intentions toward compliance with information 

security controls (Cabrera et al., 2006; Cox, 2012; Durkcikova, et al., 2011; Infinedo, 2014; Lee 

& Larson, 2009; Pi et al., 2013; Ryan, et al., 2010; Safa et al., 2015; Safa et al., 2016; Salgado et 

al., 2013; Siponen et al., 2015; Suhwan et al., 2011; Woon & Kankanhalli, 2007). The Safa et al. 

(2015) research model included the TPB, PMT, and the employee ISCCB model into the 

Malaysian industry 2015 survey.  

Threat appraisal refers to the cognitive process by which users may perceive personal 

vulnerabilities or weakness, such as lack of self-confidence or fear of reprisal. If a user perceives 

threats from the organization, such as a reprimand, retraining, or termination, then users may ask 
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someone else to evaluate the requirement to apply a security control or delay reporting an 

anomaly. Delaying the notice to a supervisor or colleague could pose an increased risk to a 

confidential information system. Coping appraisal refers to how users cope with the level of 

perceived risk to the confidentiality, integrity, and availability of confidential information 

systems and assets. Users may be reluctant to apply a countermeasure if procedures are poorly 

understood, vague, or estimated to be unimportant, immaterial, or negligible. Users may not 

perform a security control due to apathy, laziness, poor information security skills, busyness, or 

lack of understanding. Sometimes users may be unaware that some risks may be associated at a 

higher level within an organization (Woon & Kankanhalli, 2007). 

Self-efficacy refers to the individual’s confidence to achieve information security compliance 

through their organizational training, knowledge, experience, education, and experience 

(Humaidi & Balakrishnan, 2017). Self-efficacy is associated with social cognitive theory and 

refers to how one may feel about one’s knowledge, experience, and skill competencies. Users 

consider what they perceive from others, as well as intrinsic or extrinsic motivations (Johnston 

&Warkentin, 2008; Workman et al., 2008). Self-confidence is an important characteristic that 

influences one’s motivation toward behavior formation and intention (Ajzen, 1991; Bandura, 

1977; Bandura et al., 1977; Bandura 1982). Research suggests that coupled with institutional 

information security awareness training, user behavior can be modified toward alignment with an 

organizational culture of compliance (Ifinedo, 2014; Lee & Larsen, 2009; Woon & Kankanhalli, 

2007). Self-efficacy is a dominant predictor of an employee’s intention to comply with 

information security controls (Siponen et al., 2014; Siponen et al., 2015). 

Computer self-efficacy refers to one’s confidence to learn and contribute to information 

security (Stajkovic & Luthans, 1998). Computing self-efficacy skills are learning competencies, 

such as computer engineering, coding, system security, writing standard operating procedures, 
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and promoting ethical compliance (Davis et al., 1989; Gist, Schwoerer, & Rosen, 1989; Potosky, 

2002). When self-efficacy is weak, users may be reluctant to share this information because of 

embarrassment and may be averse to asking for assistance. Computer self-efficacy can change 

and improve through training and information security knowledge sharing (Bease and Salanova, 

2006; Safa et al., 2016). Information security training and awareness is known to positively 

affect an attitude toward user behavior compliance (Abawajy, 2014; Bryce & Fraser, 2014; 

Dineve and Hu, 2007; Infinedo; 2014; Safa et al., 2015). Response efficacy refers to one’s belief 

that adhering to information security controls reduces enterprise risk and threats posed by cyber 

adversaries (Siponen et al., 2014). 

Employee Information Security Conscious Care Behavior  

Employee information security conscious care behavior (ISCCB) is the process by which 

users think about and assess compliance with information security controls (Safa et al., 2015). 

Knowledge sharing and consulting with subject matter experts positively impacts user 

compliance (Cox, 2012; Furnell & Clarke, 2012; Safa et al., 2015; Safa et al., 2016). Some users 

may care about what others perceive in social situations – especially among groups (Huang & 

Chuang, 2007). An intention is a cognitive decision to conform to behavior toward compliance 

(Safa et al., 2016). ISCCB are known to reduce user apathy, laziness, lack of knowledge, or 

discontentment (Safa et al., 2015).  

Employee ISCCB model is as an important attribute of the UWM pilot study because it is 

known to have a positive association toward compliance and can contribute to reducing the 

enterprise risk (Albrechtsen, 2007; Albrechtsen and Hovden, 2010; Bélanger et al., 2017; Box 

and Pottas, 2014; Furnell and Clark, 2012; Ghaznini & Shukur, 2016; Kolkowska and Dhillon, 

2013; Humaidi and Balakrishnan, 2017; Rhee et al., 2009; Safa et al., 2016; Safa and Von Soms, 

2016; Siponen et al., 2014; Stanton et al., Tomson et al., 1998; Veiga and Martins, 2017). 
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Information security training and awareness improve user information security countermeasures 

(Albrechtsen, et a., 2010). Sharing knowledge is known to also improve information security 

awareness and positively impact information security compliance (Safa et al., 2015; Safa et al., 

2016). The Safa et al. (2015) research model incorporates the theoretical constructs associated 

with TBP (attitude, subjective norms, and perceived behavioral controls) and the PMT (self-

efficacy and threat appraisal), as well as information security awareness, organizational policies, 

and experience and involvement (see Table 14). 

Social Norms and Knowledge Sharing 

Social norms is an attribute that users exhibit by observing and assessing the social and 

cultural workplace milieu. Social norms are known to positively impact user behavior toward 

information security behavior compliance (Li, Zhang, & Sarathy, 2010 and Safa et al., 2016). 

Social Bond Theory relates to social norms in that people can conforme behavior among groups 

(Hirschi, 1991). When group dynamics support the organizational culture and values toward 

information security and compliance, users are more likely to commit to sharing knowledge. 

Research suggests that sharing knowledge improves information security (Bai et al., 2017; Chen 

et al., 2015; D’Arcy et al., 2009; Dojkovski , Lichtenstein, & Warren, 2012; Fishbein & Ajzen, 

2010; Ghaznini & Shukur, 2016; Katz & Stotland, 1959; Kelokunnas & Kuusisto, 2003; Safa et 

al., 2015; Safa et al., 2016). Research confirms that barriers to knowledge sharing increase 

enterprise-level risk and reduce user self-efficacy (Amaya, 2013).  

Method 

The aim of the UWM pilot study was to test the reliability of the secure UWM REDCap 

survey application and assure that the 29-statement survey could be consistently distributed to 39 

UWM ITS-Security information technology and information security professionals. The pilot 

study provided an opportunity to assess the reliability of the survey instrument and determine if 
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the data could be reliably exported to the IBM Statistical Package for Social Sciences (SPSS) 

analysis. Descriptive statistics from the UWM pilot study (n = 32) are presented as tables and 

there are a few comparisons with the Safa et al. (2015) survey (n = 212).  The Safa et al. (2015) 

pilot test survey consisted of 32 pilot test participants from the information technology and 

information security professions.  

The UWM pilot study incorporated the theoretical constructs associated with the Theory 

of Planned Behavior (attitude, subjective norms, and perceived behavioral control), the 

Protection Motivation Theory (self-efficacy), and information security awareness, organizational 

policy, and experience and involvement, and the employee ISCCB model (Safa et al., 2015). One 

of the advantages of performing a pilot test survey is being able to determine if all the survey 

statements from the Safa et al. (2015) survey were replicated.  

Research Design 

The UWM pilot study sets the stage for a larger-scale survey deployment and results will 

contribute to our understanding about user behavior compliance and its impact on reducing the 

likelihood of an incident leading or contributing to a privacy breach. User behavior is considered 

the strongest predictor of the compromise to patient privacy and security and is positively 

associated with compliance toward information security (Rajendran & Shenbagaraman, 2016). 

This pilot study tested the reliability of REDCap survey application and it afforded an 

opportunity to review the survey statements and make future changes. A large-scale survey 

deployment at a major medical center will contribute to the Healthcare and Public Health 

Sector’s understanding about human behavior compliance and greatly improve our 

understanding about the types of cyber threats posed by cyber criminals, nation states, and 

transnational organized crime groups that operate in the dark web (Aloul, 2012; Cain, Edwards, 

& Still, 2018; Holt et al., 2016; Long, 2013; Pike, 2011; Seidenberger, 2016).  
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The Research Electronic Data Capture Online Survey Application 

UWM is part of the Research Electronic Data Capture (REDCap) Consortium, which is 

headquartered at Vanderbilt University. There are 3,754 active institutions in 131 countries 

participating in the REDCap consortium and it is a secure (HIPAA-approved) survey application 

that is capable of administering surveys at multi-sites, including longitudinal clinical trial 

research studies (Vanderbilt University, 2019). UWM REDCap survey offers survey project 

design tools, optional survey attributes, validation preferences, and preferences for structured 

field types (single answer or multiple drop-down menus). UWM REDCap participates in the 

internal UWM ITS-Security Risk Management Program to ensure compliance with 

administrative, technical, and physical information security controls.  

Sampling and Demographics  

UWM participants were selected using a combination of cluster and convenience 

sampling, a technique that selects a sample based on a similar characteristic (Miller, 1991). 

Thirty-nine information technology and security professionals agreed to participate in the UWM 

pilot study and there were a total of thirty-four valid surveys from which to present descriptive 

statistics (see Table 2).  
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Table 2 

UWM Pilot Study Participants by Age, Education, and IT Security Experience 

Characteristic    n 
  Age  
  18-25     2 
  26-35    2 
  36-45    2 
  46-55  13 
  56-65  15 
  26-35    2 
Education  
  Some College    5 
  Technical Certification    2 
  Undergraduate Degree  14 
  Graduate Degree    7 
  Post-Graduate    2 
  Some College    5 
  MD/PhD/JD/Fellowship    4 
Years of work experience  
   0-2   10 
   3-9     3 
   10-15     8 
   16-20     4 
   21-more     9 
   0-2   10 

 

Types of IT and information security staff included, security architecture engineers, risk 

management analysts, system administrators, part-time interns, digital forensic engineers, risk 

assessment specialists, incident response subject matter experts, IT managers, senior IT leaders, 

and data center operations management personnel. REDCap disseminated the 29-statement pilot-

test survey via email to 39 information technology and information security employees serving 

with the UW Medicine ITS-Security organization. Once participants acknowledged the Seattle 

University Consent to Participate in Research, respondents were given 15 business days to 

complete the survey. Through the REDCap application, the Principal Investigator sent periodic 

reminders to respondents who had not started nor completed the survey. No direct identifiers, 
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such as names, emails, or position titles were identified nor collected by REDCap. Only indirect 

identifiers were collected, including gender at birth; age; education; years of compliance 

experience; information security experience; and accessibility to the UWM Compliance Policies 

and Information Security Standards.  

UWM Pilot Test Administration 

The UWM pilot survey was administered via the secure REDCap application to 39 UWM 

information technology and security professionals. Safa et al. (2015) pilot survey (n = 32) also 

included information technology and information security professionals (Appendix B). Both 

pilot studies examined the reliability and validity of the survey instruments, as well as facilitated 

feedback from participants. Another purpose of the UWM pilot survey was to determine the 

feasibility of data collection from the REDCap application and confirm that all  the statements 

from the Safa et al. (2015) survey were incorporated. The UWM pilot study presented an 

opportunity to gain knowledge about preliminary response patterns, compare descriptive 

statistics, and uncover any gaps that could be remediated in preparation for a larger-scale survey 

deployment.  

The Principal Investigator contacted the UWM ITS-Security professionals, reviewed the 

pilot study’s purpose, and solicited participation. The Seattle University Consent to Participate in 

Research was emailed and once participants agreed to participate, the participant names were 

added to the secure REDCap application. The UWM pilot survey was comprised of a 4-point 

Likert scale, including 1-Strongly Agree; 2-Agree; 3-Disagree; 4-Strongly Disagree. The Safa et 

al. (2015) pilot study utilized a 5-point Likert scale, including 1-strongly agree; 2-agree; 3-

neither agree or disagree; 4-disagree; and 5-strongly disagree. The Principal Investigator omitted 

the ‘Neither Agree or Disagree’ option because of the limited number of participants and as a 

covered entity, UWM mandates that users comply behavior toward compliance (policies) and 
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information security controls (UWM ITS-Security Information Security Standards).  

Results 

Although the survey statements were similar to the Safa et al. (2015) survey, the UWM 

pilot study statements were modified because UWM underscores the importance of user 

compliance with UWM Compliance Policies and UWM ITS-Security Information Security 

Standards. UWM publishes quarterly information security and cybersecurity news bulletins, 

hosts quarterly ‘All-Hands’ meetings, and ensures that knowledge-based articles are up to date 

for workforce serving with the UWM Help Desk organization. Other means to inform UWM 

employees is through public partnerships with law enforcement, the U.S. Department of Health 

and Human Services, the Department of Homeland Security (Cybersecurity & Infrastructure 

Security Agency, 2020), and private information sharing and analysis organizations, such as the 

Health Information Sharing and Analysis Center (Health Information Sharing and Analysis 

Center, 2020). Tables 2-8 provide side-by-side comparisons with the Safa et al. (2015) survey (n 

= 212) and the UWM pilot test survey (n = 34).  

Information security awareness, organizational policy, as well as experience and 

involvement with information security impact user behavior compliance (Ajzen, 1991; 

Albrechtsen, 2007; Anderson & Agarwal, 2010; Furnell & Clarke, 2012; Infinedo, 2014; Wood 

& Kankanhalli, 2007; Lee & Larson, 2009; Rhee, 2009; Safa et al., 2015; Safa et al., 2016). Safa 

et al. (2015) espouses that information security awareness is known to mitigate information 

security risk. Cox (2012) found that if a user is not exposed to information security awareness, 

then there is a lack of understanding and appreciation about full scope of risk that could 

negatively impact the organization. Ongoing compliance policy and information security 

awareness can positively impact computer self-efficacy (Bease & Salanova, 2006; Safa et al., 

2016). Table 3 depicts the survey statements posed by Safa et al. (2015) and modified for the 
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UWM pilot study survey. 

Table 3 

Information Security Awareness (ISA) Item Statements 

ISA 
Item Safa et al., (2015) Survey   UW Medicine pilot study 

1 I am aware of potential security 
threats. 

 UW Medicine promotes information security 
awareness 

2 

I have sufficient knowledge about 
the cost of information security 
breaches. 

 Information security awareness helps me to 
understand that a risk may lead or contribute 
to an incident, which could cause the loss or 
compromise of Confidential information. 

3 I understand the risk of 
information security incidents. 

 UW Medicine promotes information security 
awareness. 

4 I keep myself updated in terms of 
information security awareness. 

 Information security awareness improves my 
information security compliance behavior. 

5 
I share information security 
knowledge to increase my 
awareness. 

 Sharing knowledge improves my information 
security compliance behavior. 

Note. ISA = information security awareness. 

Information security organizational policy statements were different from the Safa et al. 

(2015) survey because UWM promotes, educates, and provides updates to users when there are 

revisions or new information regarding privacy (compliance) policies and UWM ITS-Security 

Information Security Standards (see Table 4). UWM also incorporates UW administrative policy 

statements (APS). For example, APS 2.6 is entitled, “Information Security Controls and 

Operational Practices requires workforce to implement and maintain administrative, physical, 

and technical safeguards to protect the confidentiality, integrity, and availability of UW 

information (University of Washington Policy Directory, 2013).  
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Table 4  

Information Security Organizational Policy (ISOP) Item Statements 

ISOP 
Item 

Safa et al., (2015) survey  UW Medicine pilot study 

1 
Information security policies and 
procedures are important in my 
organization. 

Organizational compliance policies and 
information security standards are 
important to me. 

2 Information security policies and 
procedures affect by behavior. 

Compliance policies and information 
security standards affect my behavior 
towards compliance.  

3 Information security policies and 
procedures have attracted my attention. 

Compliance policies and information 
security standards attract my attention. 

4 
Behavior in line with organizational 
policies and procedures is of value in    
my organization. 

Compliance policies and information 
security standards teach me how to 
apply best practices. 

Note. ISOP = Information Security Organizational Policy. 

The information security experience and involvement means mastering administrative, 

physical, technical, and environmental skills, as well as applying the relevant security controls to 

protect Confidential information (see Table 5). UWM promotes cross-organizational 

collaboration between clinical staff and ancillary clinical care services. Information technology 

system administrators and data center operations personnel, for instance, monitor systems and 

applications (uptime and outages) and environmental controls, such as heating, air conditioning, 

and humidity.  

 

 

 

 

 



INFORMATION SECURITY COMPLIANCE   34 
 

34 
 

Table 5 

Information Security Experience and Involvement (ISEI) Item Statements 

ISEI 
Item Safa et al., (2015) survey  UW Medicine pilot study 

1 
My experience increases my ability to 
have a safe behavior in terms of 
information security.   

My experience ensures my behavior 
complies with policies and information 
security best practices. 

2 I am involved with information security 
and I care about my behavior in my job. 

My experience helps me to care about 
protecting UW Medicine Confidential 
information. 

3 My experience helps me to recognize 
and assess information security threats. 

My experience helps me to recognize and 
information security threat. 

4 
I can sense the level of information 
security threat due to my experience in 
this domain. 

Due to my information security-compliance 
experience, knowledge sharing with co-
workers benefits UW Medicine. 

5 My experience helps me to perform 
information security conscious care 
behavior.  

Intentionally omitted. 

Note. ISOP = Information Security Experience and Involvement. 

 UWM promotes information security compliance by ensuring that people, processes, and 

the internet of medical things conform to legal, regulatory, UWM Compliance Polices and UWM 

ITS-Security Information Security Standards. Employee attitude consists of positive or negative 

feelings about information security compliance. UWM fosters communication by recognizing 

employees for exemplary efforts to protect and preserve UWM Confidential information (see 

Table 6). Subjective norms survey statements between Safa et al. (2015) and the UW Medicine 

survey are similar (see Table 7). It is important to gauge how social norms impact information 

security behavior in healthcare settings.  

 

 



INFORMATION SECURITY COMPLIANCE   35 
 

35 
 

Table 6 

Attitude (ATT) Item Statements 

ATT 
Item Safa et al., (2015) survey  UW Medicine Pilot Study 

1 Information security conscious care 
behavior is necessary. 

My attitude towards information security 
compliance is positive. 

2 Information security conscious care 
behavior is beneficial. 

My attitude about information security 
compliance is beneficial to UW Medicine. 

3 Practicing information security 
conscious care behavior is useful. 

My attitude towards information security 
compliance affects my behavior. 

4 
I have a positive view about changing 
users’ information security behavior to 
conscious care. 

My attitude towards information security 
compliance may influence others to 
comply their behavior. 

5 
I believe that information security 
conscious care behavior is valuable in 
an organization. 

My attitude towards information security 
compliance is valued by UW Medicine. 

Note. ATT = Attitude. 

 

 

 

 

 

 

 

 

 

 

 



INFORMATION SECURITY COMPLIANCE   36 
 

36 
 

Table 7 

Subjective Norms (SN) Item Statements 

SN 
Item Safa et al., (2015) survey  UW Medicine pilot study 

1 
Information security policies in my 
organization are important for my 
colleagues.   

It is important to role-model information 
security compliance behavior for co-
workers.  

2 My colleague’s information security 
behavior influences my behavior. 

My coworker’s information security 
compliance behavior influences my 
behavior. 

3 Information security culture in my 
organization influences my behavior. 

An information security culture influences 
my behavior. 

4 My boss’s information security behavior 
influences my behavior. 

When leader’s role model information 
security compliance behavior, it affects my 
information security compliance behavior. 

Note. SN = Social Norms. 

The concept of information security self-efficacy (ISSE) is particularly important because UWM 

employees, such as clinicians and ancillary staff, hold advanced degrees and board certifications. 

Faculty and professional staff may also hold advanced degrees and technical certifications. Due 

to the complex nature of patient care delivery and serving in the information technology and 

security disciplines, self-efficacy requires users to not only cope with information security 

threats, but also be capable of applying information security controls to reduce organizational 

risk (see Table 8). 
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Table 8 

Information Security Self-Efficacy (ISSE) Item Statements 

ISSE 
Item 

Safa et al., (2015) survey  UW Medicine pilot study 

1 I have the skills to protect my business 
and private data. 

I possess the training and skills to 
safeguard Confidential information.  

2 I have the expertise to protect my 
business and private data. 

I am confident about safeguarding 
Confidential information.  

3 I think the protection of my data is in my 
control in terms of information security 
violations. 

Protecting Confidential information is 
within my control.  

4 I have the ability to prevent information 
security violations. 

I have the ability to prevent information 
security violations.  

Note. ISSE = Information Security Self-Efficacy. 

The employee information security conscious care behavior model merges previous 

research about the positive associations from the theory of planned behavior and the protection 

motivation theory to mitigate enterprise risk (Safa et al., 2015). Information security awareness, 

organizational policies and information security experience and involvement are also part of the 

ISCCB model. It is essential that healthcare organizations understand human behavior 

motivation and formation to reduce the likelihood of human errors, mistakes, and apathy. Table 8 

presents item statements about how users think about human behavior compliance with 

information security controls. At UWM, information security and information technology subject 

matter experts (SMEs) rotate on-call 24 hours a day, 365 days a year. UWM SMEs are trained to 

respond to user compliance and information security questions. Subject matter expert 

interventions are a means to improve user information security compliance behavior.  
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Table 9 

Information Security Conscious Care Behavior (ISCCB) Statements 

ISCCB 
Item Safa et al., (2015) survey  UW Medicine pilot study 

1 I consider information security best 
practices. Intentionally omitted. 

2 
Before taking any action that affects 
information security, I think about its 
consequences.  

I think about how my information 
security behavior can reduce 
organizational risk. 

3 
I talk with security experts before I do 
something that relates to information 
security. 

I can contact compliance or information 
security experts before I make a decision. 

4 
I talk with security experts before I do 
something that relates to information 
security.  

I consider recommendations made by 
compliance and information security 
subject matter experts. 

5 
To avoid repeating prior mistakes, I 
consider my previous information 
security experience.  

My information security compliance 
behavior helps me to avoid making 
mistakes. 
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Table 10 depicts the figures for accessibility to accessibility to the UWM Compliance Policies 

and the UWM ITS-Security Standards.  

Table 10 

UWM Pilot Survey-Accessibility to Compliance Policies and Information Security Standards   

Accessibility Response n Frequency 

Accessibility to Compliance Policies Yes 32 94.4 
 No 2 5.6 

Information Security Standards Yes 29 85 
 No 5 15 

 

Discussion 

There were 39 UWM pilot surveys administered and five were incomplete, which 

resulted in an 87% response rate (n = 34). The Safa et al., (2015) survey included respondents 

from the healthcare sector at 11.79 %; Telecom/Information Technology (40.5%); Retail 

(16.98%); Education (5.19%); and Finance/Insurance (22.64%).  

The scree plot (see Figure 1) depicts components 1-8 in a downward curve and contains 

the eigenvalues for each on the vertical y-axis and the number of components on the horizontal 

x-axis (Cattell, 1966). Once the slope begins to level off, the other remaining items do not 

contribute to explaining the variance (Cattell, 1966).  
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Figure 1 

UWM Pilot Study Scree Plot 
 

 
Conclusion 

Limitations of Existing Research 

Due to the survey statements being modified from the original Safa et al (2015) survey        

(n = 212), the principal component analysis (PCA) could not be reliably compared and 

contrasted. The PCA, which is based upon the Pearson correlation coefficient, is a variable 

reduction technique to identify and explain as few components as possible (Laerd Statistics, 

2019). In addition, the ideal sample size recommended should result in no fewer than 150 

responses (Laerd Statistics, 2019). Implicit bias was introduced when the Principal Investigator 

self-selected the 39 UWM ITS-Security information technology and security employees from an 

estimated total user population of approximately 600 employees (Fowler, Jr., 2009). Closed-

ended statements frame static responses and by not offering participants an opportunity to 

express qualitative statements, our understanding about user behavior formation is incomplete. 

Participants informally spoke with or emailed the Principal Investigator to suggest future 

changes. The number of responses (n =34) was not large enough to make or draw meaningful 

conclusions (Creswell, 1994).  
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Future Integration of the Structural Equation Model 

Due to the limited number of pilot study participants, a structural equation modeling 

(SEM) was not conducted; however, during a larger-scale survey, the SEM will be introduced. 

The structural equation modeling would be a key requirement to explore not only multiple 

relationships, but also to take into account the latent variables, such as information security 

awareness, information security organizational policy, the perception of risk (perceived 

behavioral control), and information security experience and involvement (Safa et al., 2015; 

Zweig & Webster, 2003). SEM may confirm other research, and also reveal positive associations 

with information security awareness, organizational policy, subjective norms, information 

security experience and involvement, attitude toward information security, threat appraisal, and 

self-efficacy (Safa et al., 2015). The Principal Investigator accidentally omitted the Safa et al. 

(2015) statements associated with the Protection Motivation Theory (PMT), which will have to 

be introduced when a larger-scale survey is created. 

Directions for Future Research 

 Due to the COVID-19 pandemic many employees are working-from-home while others 

work in clinic or hospital settings, or there may be a hybrid of both working conditions. It would 

be important to statistically compare the two types of UWM NEO attendees (in-person versus 

virtual) and determine if there were risk to confidential information systems (Butler, 2019). 

Examining data sets from both in-person and virtual training may have implications for 

information security behavior compliance. 

Offering the large-scale survey in a non-English language may improve the likelihood of 

participation from a large ethnic group. The UW School of Medicine promotes diversity through 

the Center for Health Equity, Diversity and Inclusion (CEDI), whose mission is to ensure health 

equity by sponsoring regional partnerships, which are designed to improve educational research 
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opportunities and patient care delivery (Center for Health Equity, Diversity & Inclusion, 2018). 

If the large-scale survey was introduced in a non-English language, then, perhaps survey 

participation may increase for UWM employees for whom English is not their first language. 

The Principal Investigator is interested in collaborating with the CEDI and UWM Human 

Resources to determine the feasibility of administering the survey in a non-English language. 

Large-Scale Survey Hypotheses 

The large-scale survey would be offered for approximately 30 business days to 

accommodate UWM employees who may be on personal leave, family leave, sick leave, or are 

temporarily unavailable due to other mission-essential priorities. It is known that UWM 

administers a variety of surveys and some workforce members may experience survey burnout. 

Therefore, to encourage survey completion, the Principal Investigator would offer $15 Starbucks 

egift cards to 50 participants.  

It will be also important to arrange virtual or phone qualitative interviews with leadership 

to gain a better understanding about any administrative, technical and physical limitations of 

deploying a large-scale survey. In addition, it will be important to arrange virtual or phone 

qualitative interviews with the UWM pilot study participants to gain an appreciation for the 

challenges encountered while taking the survey. The Principal Investigator will host a virtual 

meeting to solicit additional feedback from survey participants, as well as other organizational 

leadership who may have an interest in participation, i.e., members of the Seattle University 

Crime & Justice Center. Finally, presenting the information at a community forum of healthcare 

professionals, cybersecurity and law enforcement officials, and non-profit groups at the Seattle 

University sponsored Crime and Justice center may also enhance the quality, reliability, and 

validity of the large-scale survey. In a larger-scale survey, statistical modeling analysis will 

either be the statement of null (H0) and signified by ≤, =, or ≥ , the alternate, or other of null (Ha), 
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as signified by <, ≠ > (Fisher, 1956, Newman, Ed., 1956; Larson & Farber, 2006). The following 

hypotheses under consideration include:  

• Hl: Information Security (IS) awareness has a positive effect on attitude.  

• H2: Organizational policies have a positive effect on subjective norms toward 

performing ISCCB. 

• H3: Users’ experiences and involvement have a positive effect on perceived behavioral 

control toward performing ISCCB.  

• H4: Attitude toward information security has a positive effect on performing ISCCB. 

• H5: Subjective norms have a positive effect on performing ISCCB. 

• H6: Information security self-efficacy has a positive effect on performing ISCCB. 

User Behavior and the Healthcare and Public Health Cyber Dependencies  

Due to the heavily regulated nature of the Healthcare and Public Health Sector, it is 

important to understand and measure how poor information security behavior may contribute to 

increasing information security risk to confidential information systems and assets. According to 

the Protenus Breach Barometer Report (2018), there were approximately 4.39 million records 

exposed from 117 data breaches (HIPAA Journal & Protenus, 2018). Approximately 23% of data 

breaches were attributed to insider wrongdoing and error contributed to 15% of all records 

exposed in the third quarter of 2018 (HIPAA Journal & Protenus, 2018).  

The Healthcare and Public Health Sector is one of the 17 U.S. critical infrastructure 

sectors and because this sector contributes approximately 18% to the U.S. gross national product, 

cyber adversaries perceive the healthcare sector as a lucrative and financially rewarding target to 

exploit (Appendix D). Types of adversarial targets include to the proprietary nature of medical 

research and development (COVID-19), ePHI, personally identifiable credit card repositories, 

insurance claims, and pharmaceutical information. The Healthcare and Public Health subsectors 

include direct healthcare systems; health information technology; health plans and payers; mass 



INFORMATION SECURITY COMPLIANCE   44 
 

44 
 

fatality management services; medical materials; laboratories, blood, and pharmaceuticals; 

public health programs (federal, state, tribal, and territorial).  

As the healthcare sector continues to adopt digital technology solutions to improve 

patient care delivery, increase worker productivity, and decrease the costs associated with patient 

readmission rates, user behavior compliance studies are essential to reduce the likelihood of a 

risk, i.e., a user, committing an error, miscalculation, or hacking to produce a political, social, 

economic, or religious point. Healthcare organizations are also concerned about the user, who 

through intentional acts of corporate espionage and sabotage, increases the likelihood of a 

malicious cyber actor exploiting an Internet-connected device and leading or causing a major 

cyber incident that would adversely affect patient care delivery or possibly contribute to harm to 

public health.  

According to the Price Waterhouse Cooper’s 2020 Global Economic Crime and Fraud 

Survey, approximately 43% of those who responded, attributed crimes of fraud, such as antitrust, 

insider trading, tax fraud, money laundering, bribery, and corrruption to insiders (p.7). The 

calculated costs resulted in the loss of $100 million dollars and included direct financial losses, 

fines, penalties, and remediation costs (2020 Global Economic Crime and Fraud Survey, 2020). 

There are also other non-quantifiable costs, such as brand damage, reputation, employee morale, 

and lost future opportunities. Human behavior compliance in healthcare settings raises important 

questions about cyber preparedness and strategies to prevent a catastrophic cyber incident that 

may also gravely impact patient care delivery, cause public harm, and inflict damage to global 

economic wealth and human capital. This research highlights the timeliness of continuing to 

pursue human behavior studies and examine employee cybersecurity education, training, and 

awareness programs to measure user behavior compliance that may mitigate the risk of a cyber 

incident.   
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There is a national interest in preventing a major cybersecurity event. The U.S. 

Cyberspace Solarium Commission, co-chaired by Senator Angus King (I-Maine) and 

Representative Mike Gallagher (R-Wisconsin), presented a report about a U.S. cyber deterrence 

strategy in cyber space (King & Gallagher, 2020). There is an effort to create a national strategy 

to defend the U.S. against cyber attacks Since there is a lack of healthcare-specific human 

behavior studies, this is a timely pilot study to continue and plan for a larger-scale survey about 

human behavior compliance and learn if human behavior compliance is a root cause of poor 

cybersecurity hygeine practices (Kruse et al., 2017).  

Healthcare and Public Health Sector Cyber Preparedness 

Since human behavior studies identify users as one of the weakest links in organizations, 

it is increasingly apparent since the COVID-19 global pandemic that a work-from-home 

workforce could be another organizational risk to confidential information systems and assets 

(Ahmad, & Ismail, 2010; Akhunzada, Kam, 2015; Aloul, 2012; Cain, Edwards, & Still, 2018; 

Long, 2013; Narayana, Sookhak, & Anuar, 2015; Pike, 2011; Seidenberger, 2016).Due to the 

long-term consequences of the COVID-19 pandemic, it is important to consider user behavior 

compliance in work-from-home environments. Perhaps this concept could be explored by 

leadership and included as part of the large-scale survey deployment.  

Users in work-from-home environments may not have the robust security controls that 

office parks offer. How are business entities accounting for users complying with information 

security controls – such as applying security updates to home Wi-Fi networks. Some workers 

may not have had the opportunity to collect and utilize enterprise-issued devices and laptops and 

are consigned to using their personally owned devices and laptops which that may not host an 

up-to-date anti-virus program. Confidential data may be inadvertently stored or transmitted on 

unsecure personally owned devices and laptops. The Healthcare and Public Health Sector, as 
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well as the other 16 U.S. national critical infrastructure sectors, ought to consider promulgating 

new compliance policies to address work-from-home information security challenges.  

Since the global COVID-19 pandemic crisis, there is a new work-from-home economy 

that has applied additional burden on the national cyber Internet critical architecture 

infrastructure and may increase the likelihood of exposing public and private industry cyber 

weaknesses (King & Gallagher, 2020). Work-from-home users may become targets of 

opportunity by scam artists who conduct fraudulent COVID-19 phishing campaigns to trick users 

into opening an innocuous email attachment to gain unauthorized access to confidential 

healthcare systems and facilities.  

Due to the unprecedented global COVID-19 pandemic, employees may be working from 

home for the foreseeable future and some researchers may be conducting vaccine research from 

remote locations and there may be risks to confidential information systems and assets. The U.S. 

Cyberspace Solarium Commission illustrates a comparison between the global response to the 

COVID-19 pandemic and the global response required if there were a major cyber event that 

caused additional delays to healthcare delivery operations. This type of cyber disaster could 

wreak additional burdens upon the Healthcare and Public Health Sector, as well as negatively 

impact the local, regional, and global economies. Within four weeks of the pandemic reaching 

North America, an estimated 22 million Americans filed for unemployment (HUB Staff Report, 

2020). A major cyber event that could disrupt the global Internet security architecture, which 

could lead or cause another global disruption in critical healthcare supply chain management, 

such as protective equipment for healthcare workers and medicines. The U.S. critical 

infrastructure sectors provide a cyber independent ecosphere for private and public sector 

industries and any disruption could negatively impact employees providing and supporting 

patient care delivery, electricity, fresh water, emergency communications, data center back-up 
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and restore capabilities, and ancillary support services to clinics, rehabilitation centers, financial 

services, and the insurance industry. These types of scenarios confirm the saliency of planning 

for and conducting large-scale user behavior surveys in healthcare settings.  

Healthcare Sector Cyber Event Preparedness 

In 2019, under the National Defense Authorization Act, the U.S. Cyberspace Solarium 

Commission was tasked to work on a national cybersecurity strategy and cyber deterrent plan to 

reduce the likelihood of a major cyber event from severely impacting the nation’s critical 

infrastructure sectors, including the Healthcare and Public Health Sector (King & Gallagher, 

U.S. Cyberspace Solarium Commision, 2020). The U.S. Cyberspace Solarium Commission was 

tasked to address the political, military, economic, and social challenges that America faces in 

light of increasing dependence upon the Internet and the increased cyber interdependencies that 

drive economic growth, social stability, and military preparedness. The Solarium Commission is 

composed of the Executive Branch commissioners, members from academia, and industry 

leaders from the finance sector, information security technology, communications, insurance, 

and members from the Software and Information Industry Association. Other members include 

the Hague Center for Strategic Studies, National Governors Association, Royal United Services 

Institute for Defense and Security Studies, The MITRE Corporation Center for National 

Security, U.S. Chamber of Commerce, Water Information Sharing and Analysis Center, 

PricewaterhouseCoopers, Rural Electric Cooperative Association, Institute for Critical 

Infrastructure Technology, Information Technology Industry Council, Financial Services 

Information Sharing and Analysis Center, and the Health Information Sharing and Analysis 

Center (King & Gallagher, 2020).  

The Commission conducted over 300 interviews and recommends a tiered or layered 

cyber deterrent strategy. First, it is recommended that the U.S. work with domestic and other 
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international allies to categorize and define responsible behavior in cyberspace (King & 

Gallagher, 2020, p. 1). Second, it is recommended that the U.S. initiate a federal-level program, 

in concert with global industry sector collaboration, to deter and prevent cyber adversaries from 

gaining unauthorized access to critical networks and security architecture (King & Gallagher, 

2020, p. 1). The Commission also recommends that the U.S. plan to offensively strike back 

against cyber adversaries, including nation states that are intent on instigating fear, causing social 

unrest, or harm to public health, the United States may need to plan, invest in a cyber resilient 

infrastructure, and possess the capability of  launching a cyber event (King & Gallagher, 2020,  

p. 1).  

In light of recent global events, the U.S. Healthcare and Public Health Sector must 

strengthen its understanding about user behavior, especially the insider threat. Through a larger-

scale user behavior study, a major healthcare organization will be able to collaborate with the 

Seattle University Crime and Justice Research Center and local  not-for-profit organizations to 

gain insight about a work-from-home workforce that is required to comply behavior 

organizational information security controls. Exploring the possibility of a collaboration with the 

local Cambia Health staff may offer innovative contributions from a network of over 20 

companies that are driven to improve healthcare to approximately 70 million Americans (Cambia 

Health Solutions, 2020). 

The U.S. Cyberspace Solarium Commission published a white paper (2020) and the 

report illustrates a connection between the global pandemic responses and the potentially 

dangerous outcomes if there were a major cyber event (King & Gallaher, Cybersecurity Lessons 

from the Pandemic: CSC White Paper #1, 2020). There is a sense of urgency about the message 

to illustrate that a major cyber disruption could exacerbate economic, social, political, military, 

and public health problems (King & Gallaher, Cybersecurity Lessons from the Pandemic: CSC 
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White Paper #1, 2020). The white paper urges the federal government to review 32 

recommendations and address poor cyber preparedness to prevent, detect, contain, respond to, 

and mitigate a major cyber event against U.S. critical infrastructure sectors. The Commission 

recommendations include digitizing critical infrastructure services; protecting the Internet’s 

security architecture to help the new work-from-home workforce; formulating public policies 

that address opportunistic cybercrime activities; creating funding for law enforcement 

cybersecurity training; providing higher education funding to train the next generation of cyber 

technology experts; increasing the utilization of artificial intelligence; collaborating with 

international allies to coordinate efforts to detect, report, prevent, respond to, and bring 

cybercriminals to justice; and determining how best to foster public and private partnerships to 

counter disinformation, which can instigate disinformation campaigns and cause public panic 

(King & Gallaher, Cybersecurity Lessons from the Pandemic: CSC White Paper #1, 2020).  

There is a new era of interest in user behavior and linking a new large-scale survey to 

cyber preparedness in healthcare settings is an innovative approach to understanding how new 

compliance policies, training, education, and awareness programs can address the complex 

nature of a new work-from-home user. One means of determining if user behavior is influenced 

by new employee orientation and continuing compliance and information security training and 

awareness, is to launch large-scale surveys to measure how user behavior impacts and reduces 

the likelihood of a cyber event leading or causing the loss or compromise of confidential 

information systems that are dependent upon an aging security architecture. Now that the lessons 

learned from the pilot study are realized, it is important to seize upon the  momentum and 

become a part of the solution, which can provide policy makers with information to assist with 

national preparedness efforts and reduce the likelihood of a major cyber event severely 
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impacting the United States Healthcare and Public Health Sector and our nation’s national 

security.  
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Appendix A 

Original Safa et al., (2015) and UW Medicine Survey Items Statements (Modified) 

Human 
Behavior 

Categories 
No. Original Survey Item Statements Modified Survey Item Statements 

Information 
Security 
Awareness 
(ISA) 

1 I am aware of potential security 
threats. 

UW Medicine promotes information 
security awareness 

2 I have sufficient knowledge about the 
cost of information security breaches. 

Information security awareness helps me 
to understand that a risk may lead or 
contribute to an incident, which could 
cause the loss or compromise of 
Confidential information.  

3 I understand the risk of information 
security incidents. 

UW Medicine promotes information 
security awareness. 

4 I keep myself updated in terms of 
information security awareness. 

Information security awareness improves 
my information security compliance 
behavior 

5 I share information security 
knowledge to increase my awareness.  

Sharing knowledge improves my 
information security compliance 
behavior. 

Information 
Security 
Organization 
Policy (ISOP) 

1 
Information security policies and 
procedures are important in my 
organization. 

Organizational compliance policies and 
information security standards are 
important to me. 

2 Information security policies and 
procedures affect by behavior. 

Compliance policies and information 
security standards affect my behavior 
towards compliance.  

3 
Information security policies and 
procedures have attracted my 
attention. 

Compliance policies and information 
security standards attract my attention. 

4 

 

Behavior in line with organizational 
policies and procedures is of value in 
my organization. 

Compliance policies and information 
security standards teach me how to apply 
best practices. 
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Information 
Security 
Experience and 
Involvement      
(ISEI) 

1 
My experience increases my ability to 
have safe behavior in terms of 
information security.   

My experience ensures my behavior 
complies with policies and information 
security best practices. 

2 
I am involved with information 
security and I care about my behavior 
in my job. 

My experience helps me to care about 
protecting UW Medicine Confidential 
information. 

3 
My experience helps me to recognize 
and assess information security 
threats. 

My experience helps me to recognize and 
information security threat. 

4 
I can sense the level of information 
security threat due to my experience in 
this domain. 

Due to my information security-
compliance experience, knowledge 
sharing with co-workers benefits UW 
Medicine. 

5 
My experience helps me to perform 
information security conscious care 
behavior.  

Intentionally left blank 

6 
I have suitable capability in order to 
manage information security risk due 
to my experience. 

Intentionally left blank 

Attitude (ATT)                                      

1 Information security conscious care 
behavior is necessary. 

My attitude towards information security 
compliance is positive. 

2 Information security conscious care 
behavior is beneficial. 

My attitude about information security 
compliance is beneficial to UW Medicine. 

3 Practicing information security 
conscious care behavior is useful. 

My attitude towards information security 
compliance affects my behavior. 

4 
I have a positive view about changing 
users’ information security behavior to 
conscious care. 

My attitude towards information security 
compliance may influence others to 
comply their behavior. 

5 
I believe that information security 
conscious care behavior is valuable in 
an organization. 

My attitude towards information security 
compliance is valued by UW Medicine. 

Subjective 
Norms (SN)                           1 

Information security policies in my 
organization are important for my 
colleagues.   

It is important to role-model information 
security compliance behavior for co-
workers.  

2 My colleagues’ information security 
behavior influences my behavior. 

My coworkers’ information security 
compliance behavior influences my 
behavior. 

3 Information security culture in my 
organization influences my behavior. 

An information security culture 
influences my behavior. 

4 My boss’s information security 
behavior influences my behavior. 

When leader’s role model information 
security compliance behavior, it affects 
my information security compliance 
behavior. 
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Information 
Security     
Self-Efficacy 
(ISSE) 

1 I have the skills to protect my business 
and private data. 

I possess the training and skills to 
safeguard Confidential information.  

2 I have the expertise to protect my 
business and private data. 

 I am confident about safeguarding 
Confidential information.  

3 
I think the protection of my data is in 
my control in terms of information 
security violations. 

Protecting Confidential information is 
within my control. 

4 I have the ability to prevent 
information security violations. 

I have the ability to prevent information 
security violations.  

Information 
Security 
Conscious 
Care Behavior 
(ISCCB) 

1 
I consider information security experts 
recommendation in my information 
security manner. 

I think about how my information 
security behavior can reduce 
organizational risk. 

2 
Before taking any action that affects 
information security, I think about its 
consequences.  

I can contact compliance or information 
security experts before I make a decision. 

3 
I talk with security experts before I do 
something that relates to information 
security.  

I consider recommendations made by 
compliance and information security 
subject matter experts. 

4 
I consider my previous experience in 
information security to avoid repeating 
prior mistakes. 

My information security compliance 
behavior helps me to avoid making 
mistakes. 

5 I always try to change my habits in 
information security behavior.  Intentionally left blank. 
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Appendix B 

UWM REDCap Survey Statements 

Theoretical 
Category Survey Statements Strongly 

Agree Agree Disagree Strongly       
Disagree 

Information 
Security 
Awareness 
(ISA) 

1 UW Medicine promotes information security 
awareness.         

2 Information security awareness helps me to 
understand that a risk may lead or contribute to 
an incident, which could cause the loss or 
compromise of Confidential information.  

        

3 UW Medicine promotes information security 
awareness.         

4 Information security awareness improves my 
information security compliance behavior         

5 Sharing knowledge improves my information 
security compliance behavior.         

Accessibility-
Compliance 
Policies and 
Information 
Security 
Standards 
(CPISS) 

1 Organizational compliance policies and 
information security standards are important to 
me. 

        

2 Compliance policies and information security 
standards affect my behavior towards 
compliance.  

        

3 Compliance policies and information security 
standards attract my attention.         

4 Compliance policies and information security 
standards teach me how to apply best practices.         

Information 
Security 
Experience 
and 
Involvement 
(ISEI) 

1 My experience ensures my behavior complies 
with policies and information security best 
practices. 

        

2 My experience helps me to care about 
protecting UW Medicine Confidential 
information. 

        

3 My experience helps me to recognize an 
information security threat.         

4 Due to my information security-compliance 
experience, knowledge sharing with co-workers. 
benefits UW Medicine. 

        

5 My experience ensures my behavior complies 
with policies and information security best 
practices. 
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Theoretical 
Category Survey Statements Strongly 

Agree Agree Disagree Strongly       
Disagree 

Attitude 
(ATT) 

1 My attitude towards information security 
compliance is positive.         

2 My attitude about information security 
compliance is beneficial to UW Medicine.         

3 My attitude towards information security 
compliance affects my behavior.         

4 My attitude towards information security 
compliance may influence others to comply 
their behavior. 

        

5 My attitude towards information security 
compliance is valued by UW Medicine.         

Subjective 
Norms (SN) 

1 It is important to role-model information 
security compliance behavior for co-workers.          

2 My coworkers’ information security 
compliance behavior influences my behavior.         

3 An information security culture influences my 
behavior.         

4 When leader’s role model information security 
compliance behavior, it affects my information 
security compliance behavior. 

        

Information 
Security Self-
Efficacy 
(ISSE) 

1 I possess the training and skills to safeguard 
Confidential information.     

2 I am confident about safeguarding 
Confidential information.     

3 Protecting Confidential information is within 
my control.     

4 I have the ability to prevent information 
security violations.     

Information 
Security 
Conscious 
Care Behavior 
(ISCCB)  
 
  

1 I think about how my information security 
behavior can reduce organizational risk.         

2 I can contact compliance or information 
security experts before I make a decision.         

3 I consider recommendations made by 
compliance and information security subject 
matter experts. 

        

4 My information security compliance behavior 
helps me to avoid making mistakes.         
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Appendix C 

HIPAA Protected Health Information Identifiers  

1. Names  

2. Address (other than a town or city, state, and zip code)  

3. Telephone numbers 

4. All elements of dates (except year) for dates directly related to the individual, including 

birth date, admission date, discharge date, date of death, and all ages over 89 and all 

elements of dates (including year) indicative of such age, except that such ages and 

elements may be aggregated into a single category of age 90 or older 

5. Fax numbers 

6. Electronic mail (email) addresses 

7. Social security numbers 

8. Medical record numbers 

9. Health plan beneficiary numbers 

10. Account numbers 

11. Certificate/license numbers 

12. Vehicle identifiers and serial numbers, including license plate numbers 

13. Device identifiers and serial numbers 

14. Web Universal Resource Locators (URLs) 

15. Internet Protocol (IP) address numbers 

16. Biometric identifiers, including finger and voice prints 

17. Full face photographic images and any comparable images, any other unique identifying 

number, characteristic, or a code 

18. Any characteristic that could identify an individual 
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Appendix D 

U.S. Cybersecurity & Infrastructure Security Agency 

1. Chemical Sector 

2. Commercial Facilities Sector 

3. Communication Sector 

4. Critical Manufacture Sector 

5. Dams Sector 

6. Defense Industrial Base Sector 

7. Emergency Services Sector 

8. Energy Sector 

9. Financial Services Sector 

10. Food and Agriculture Sector  

11. Government Facilities Sector 

12. Healthcare and Public Health Sector 

13. Information Technology Sector 

14. Nuclear Reactors, Materials, and Waste Sector 

15. Sector-Specifics Agencies 

16. Transportation Systems Sector 

17. Water and Wastewater Systems Sector 
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