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ABSTRACT  

The Science of Security (SoS) initiative at the NSA identifies Five Hard Problems, one of which is understanding human 

behavior. Our study focuses on behavioral aspects of cybersecurity and is motivated by the changes brought about by the 

pandemic. Even though COVID is now under control, the work from home (WFH) component of organizational activity will 

remain significant. We propose a theoretical model that incorporates WFH factors into existing models of cybersecurity 

behavior. We characterize WFH based on Herzberg’s motivation-hygiene theory of job satisfaction. A survey instrument is 

being developed to test the model. While the literature has viewed WFH as a negative force in cybersecurity, our job satisfaction 

conceptualization of WFH reveals that WFH also provides flexibilities that improve job satisfaction, which in turn have a 

positive impact on cybersecurity behavior. We develop testable hypotheses, and the managerial implication of our theoretical 

model is also discussed. 
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INTRODUCTION 

The science of security initiative of the National Security Agency organizes its research around five “hard problems” (Scala et 

al 2019).  The first four (i) scale and composability (ii) policy governed secure collaboration (iii) security metrics driven 

evaluation, design, and development (iv) resilient architecture, are technical in nature.  The fifth is understanding and 

accounting for human behavior and aims to develop models of human behavior that enable the design, modeling, and analysis 

of systems with specified security properties.   While much of past research on cybersecurity has focused on the technical 

dimension, the importance of the behavioral dimension, and the challenges associated with understanding it, are being 

increasingly recognized (Pfleeger 2012).  This 'human factor' has often been recognized as being the weakest and most obscure 

link in creating safe and secure digital environments (Jeong et al 2019).   Our research focuses on behavioral aspects of 

cybersecurity and is motivated by the work from home (WFH) setting forced on organizations by the COVID-19 pandemic.  

The scope and scale of activities that were forced online was unprecedented and organizations were ill prepared for the shift. 

There are two dimensions to this ‘forced’ move: (i) people who were not comfortable in an online environment, even for simple 

tasks, were forced to go online, and (ii) people who were otherwise comfortable in an online environment, found themselves 

expanding the scope of online activity to domains that had been mostly in-person (e.g., doctor visits). In short, COVID-19 has 

caused a shift from predominantly in-person ecosystems to a virtual workplace for employees.  More importantly, there is 

widespread agreement that, even after the pandemic has been brought under control, the WFH footprint will remain extensive 

in most organizations (Bartik et al. 2020).  There is already a robust body of literature on theoretical models which associate 

threat appraisal and threat coping latent variables with some manifestation of actual cybersecurity behavior or intent.  However, 

the predominant context of these studies is in-person work settings in organizational facilities where devices, physical 

surroundings, and procedures are subject to organizational control, and which are designed to facilitate work.  As will be 

discussed shortly, WFH surroundings differ from formal work settings in significant ways.  This motivates us to ask the 

following research question: How can existing theoretical models of cybersecurity behavior be augmented to incorporate WFH 

characteristics and can the implications of such a modified model be used to adjust cybersecurity policies to improve 

cybersecurity resilience?   

The paper is organized as follows.  In the next section we will review characteristics of WFH that are relevant from a 

cybersecurity standpoint.  Following that, we will briefly review the common characteristics of current theoretical models of 

cybersecurity behavior.  We will then introduce our theoretical conceptualization of WFH and develop a theoretical model of 

cybersecurity behavior that incorporates WFH.  A survey instrument is being prepared to test our model and sample question 

items are presented.  This survey will be administered to a subject pool in the next phase of the study.  Possible findings from 

the survey and their managerial implications will be discussed in conclusion. 
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THEORETICAL MODELS OF CYBERSECURITY BEHAVIOR 

There is a rich body of literature on theoretical models of cybersecurity behavior.  While they differ in the specific latent 

variables used, the general structure of these models can be summarized as shown in Figure 1.  There is usually a component 

of the model that captures threat appraisal by the individual, another component that captures the individual’s perception of 

coping with the threat, and then these two components are associated with some form of cybersecurity behavior. These models 

draw on the Theory of Planned Behavior, General Deterrence Theory, Protection Motivation Theory and Organizational 

Commitment theory in creating their specific latent variables.   

 

Figure 1. Generic Theoretical Model of Cybersecurity Behavior 

 

For instance, Anderson and Agarwal (2010) use ‘Intention to perform cybersecurity related behavior on the internet and one’s 

own computer’ as their dependent variables.  They use ‘perceived security behavior self-efficacy’ as one of the threat coping 

variables, and ‘concern regarding security threats’ as one of the threat appraisal variables.  A collection of hypotheses linking 

these latents to the dependent variable are established and then tested empirically.  Li et al. (2019) investigate the impact of 

organizational security policy awareness on cybersecurity behavior.  They have security protection behavior as the dependent 

variable.  They, too, have self-efficacy and perceived barriers among the coping variables, perceived severity, and vulnerability 

among the threat appraisal latent variables.  Their survey and subsequent analysis find that when employees are aware of their 

company’s information security policy and procedures, they are more competent to manage cybersecurity tasks than those who 

are not aware. They also find that an organizational information security environment positively influences employees’ threat 

appraisal and coping appraisal abilities, which in turn, positively contributes to their cybersecurity compliance behavior.  Herath 

and Rao (2009) develop a protection motivation and deterrence model for security policy compliance intention using latent 

variables based on the theories mentioned earlier.  Behavioral intent is the dependent variable, self-efficacy and response 

efficacy are examples of coping variables, and perceived probability and severity of breach are examples of the threat appraisal 

variables.  Among other findings, they find that resource availability, organizational commitment and social influence have a 

significant impact on compliance intentions.  In an interesting take on cybersecurity behavior, Liang and Xue (2009) examine 

threat avoidance behavior of individuals as the dependent variable, driven by threat appraisal and coping variables.  While the 

authors do not conduct any empirical test, their model leads to hypotheses which hold that users are motivated to avoid 

malicious IT when they perceive a threat and believe that the threat is avoidable by taking safeguarding measures. If users 

believe that the threat cannot be fully avoided by taking safeguarding measures, they will engage in emotion-focused coping.  

These are a few examples of the kinds of theoretical models of cybersecurity behavior developed in the literature.  Apart from 

the common general structure mentioned in Figure 1, these models also have another characteristic in common.  They almost 

exclusively focus on in-person organizational settings.  Oftentimes, as in the case of Herath and Rao (2009) or Liang and Xue 

(2009), the assumption is implicit in that the models do not have specific variables about the work environment.  For the few 

theoretical models that do consider home computer users, as in Anderson and Agarwal (2010), the model does not conceptualize 

WFH characteristics or incorporate them into the model.  In the following sections we discuss characteristics of WFH and then 

proceed to conceptualize it using some well-established theoretical constructs from organizational behavior theory. This 

conceptualization is then used to integrate WFH into the current theoretical model structure. 
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WORK FROM HOME AND CYBERSECURITY 

Maintaining a good cybersecurity posture is an ongoing challenge for all organizations and the prevailing view is that WFH 

only makes it more difficult to maintain that posture.   Figure 2 shows some of the reasons for that view (Pratt 2022).   

 

Figure 2. Risk factors in WFH Environments  

For example, most individuals use wireless networks at home and these networks are easier to compromise than the wired 

networks that are generally found in the office, particularly if the WFH setting is an apartment complex or condominium where 

units are in proximity.  Some of the enabling technologies for WFH, such as Webex and Zoom have their own vulnerabilities 

(Borkovich and Skovira 2020).  Webcams can be hacked, and the computing devices used for WFH often serve multiple 

purposes and are used by multiple family members.  There is less oversight by organizational IT staff in WFH settings and 

there are many more opportunities for distraction and disruption compared to regular office settings.  In short, there are a 

multitude of factors in WFH settings that make it more difficult, or require more effort, to engage in desirable cybersecurity 

behavior. From a theoretical perspective, this would lead one to conclude that WFH would lower intent to engage in desirable 

cybersecurity behavior.  There are other challenges to WFH besides cybersecurity issues and they include distractions at home, 

loneliness, blurred lines between work and personal life, time zone differences and staying motivated (Toniolo-Barrios and Pitt 

2021).  

 

  

Figure 3. Benefits of WFH Figure 4. Preferences for Continuing WFH 

 

However, there are also benefits to WFH and all indications are that it is here to stay.  Figure 3  shows the results of a survey 

(Richter 2021) on the perks of working from home and Figure 4 shows a recent survey (Saad and Wigert 2021) which indicates 

that workers overwhelmingly desire the flexibility of some remote work.  This tension between the challenges and benefit of 
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WFH, motivates us to integrate its effects into existing cybersecurity models and test the overall impact empirically.  The first 

step in that process is to conceptualize WFH theoretically. 

 

Conceptualizing WFH 

The benefits and challenges of WFH have been discussed in the preceding section.  We have chosen to use Herzberg’s two-

factor theory of job satisfaction (Herzberg 2017), first published in 1959, as the lens through which to conceptualize WFH.  It 

is well established in the organizational psychology literature that job satisfaction is closely associated with workplace behavior 

(Judge et al. 2020). For our purposes, cybersecurity behavior would fall in the category of workplace behavior, hence our 

selection of a theoretical model of job satisfaction as the lens through which to conceptualize WFH.  Herzberg’s two-factor 

theory states that job satisfaction and dissatisfaction are affected by two different sets of factors. Therefore, satisfaction and 

dissatisfaction cannot be measured on the same continuum. The theory was highly controversial at the time it was published, 

claims to be the most replicated study in this area, and provided the foundation for numerous other theories and frameworks in 

human resource development (Stello 2011).  The two-factor theory of job satisfaction has been empirically tested in domains 

too numerous to list here.  They include such varied settings as clinical laboratories in hospitals (Alrawahi et al. 2020), 

university teachers (Ghazi et al. 2013), the construction industry (Ruthankoon and Olu 2003), and army foodservice operations 

(Hyun and Oh 2011).   

 

 

 

 

Figure 5.  Herzberg Two-Factor Theory Figure 6.  Integrated Cybersecurity Behavior Model with WFH 

 

As shown in Figure 5 (Lumen 2023), Hygiene factors include work ecosystem characteristics such as working conditions, 

supervisor quality, salary, policies and rules etc.  Motivator factors include such things as recognition, advancement, work 

itself, personal growth etc.  There is also a temporal dimension to the two-factor model in that the influence of motivators is a 

long-term phenomenon while the hygiene factors tend to influence more immediately (Stello 2011).  To map the two-factor 

model to our cybersecurity behavior context, two issues need to be addressed.  Since the theory distinguishes between hygiene 

and motivation factors, we first need to hypothesize how these two distinct drivers would influence the generic cybersecurity 

model of Figure 1.  We posit that hygiene factors will directly affect the threat appraisal and threat coping latent variables in 

Figure 1, while the motivator factors will have a moderating effect on the relationship between threat coping and threat appraisal 

with behavior.  This results in the integrated behavior model shown in Figure 6.  Hygiene factors include variables such as 

working conditions and policies and these would directly affect an individual’s perception of threat and of their ability to cope 

with cyberthreats.  Examples of working conditions include, for instance, distractions in a WFH setting, vulnerabilities of WFH 

WiFi connections, weak security configurations of personal computers, susceptibility to unauthorized viewing of content.  

Examples of policies and rules include such things as mandatory use of VPN for remote connections, administrative rights on 

WFH computers to install new software, password change rules and these too would have a direct effect on perceptions of 

threat appraisal and threat coping.  Motivator variables, on the other hand, are what Herzberg referred to as ‘intrinsic’ in nature 

and their influence is more long term in nature.  Moreover, these are variables that affect satisfaction, which in turn will 

influence the inclination of an individual to engage in desirable work behavior, which includes cybersecurity behavior.  

Therefore, we posit that Motivators will play a moderating role as shown in Figure 6.  A survey instrument has been developed 

to test the model shown in Figure 7 and will be administered in the next phase of the study.  A sample of the questionnaire 

items are shown in Figure 7.   
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Figure 7.  Sample Items for Cybersecurity Behavior Survey 

Testable Hypotheses and Managerial Implications 

Several testable hypotheses emerge from the integrated model of Figure 7, a subset of which are listed below 

H1: Distractions in WFH environment will increase the perceived likelihood of threats 

H2: Increased WFH resources will increase the perceived ability to cope with threats 

H3: Work time flexibility will moderate the relationship between threat appraisal and cybersecurity behavior.  

Since we do not yet have the results of the survey, it is not possible to draw managerial implications now.  However, we surmise 

that the empirical findings about the influence WFH factors included in the questionnaire will guide us in suggesting managerial 

policies and interventions that would improve cybersecurity behavior and organizational resilience. 

CONCLUSION 

In this paper, we have described the development of a theoretical model to capture the effects of work from home arrangements 

on cybersecurity behavior.  WFH, forced on organizations by the COVID pandemic, is here to stay even though the pandemic 

is now under control.  While WFH was mostly seen as a negative influence from a cybersecurity standpoint, the COVID 

experience has shown that there are definite advantages to WFH, which if properly exploited in setting cybersecurity policies, 

can improve cybersecurity behavior and make organizations more resilient.  Herzberg’s two-factor theory of job satisfaction 

provides a theoretical lens through which to conceptualize WFH and integrate it into current theoretical models of cybersecurity 

behavior.  This model can then be tested empirically and the findings used to develop data driven cybersecurity policies. 
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