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Abstract

There is a growing emphasis among users on safeguarding personal privacy and
authorization for applications. To address this, Security and Privacy Updates (SPU) are
employed to bolster app security, alleviate user apprehensions regarding security, and
encourage users to share data and permissions with greater confidence. Based on the
Protection Motivation Theory (PMT), we propose that SPU, an IT technology itself, has
a dual effect on users’ privacy choices, security threat susceptibility and security response
efficacy are the two key mediators to explain this phenomenon, and that this influencing
process will be moderated by user’s privacy trade-off. We will investigate this process
through a set of online experiments.

Keywords: mobile application, security and privacy updates, protection motivation theory,
privacy choice, privacy trade-off

Introduction

With the advancement of mobile technology and the increasing number of mobile apps in markets, users
are becoming more aware of data that is being collected and shared through their mobile devices. User
privacy security has become a critical issue in developing mobile applications. According to the survey
conducted by the Pew Research Center, 90% of American adults believe it is important to carefully protect
their personal information?, and 81% of them think the potential risks of data collection would outweigh
the benefits2. People are frequently alarmed about the potential privacy threats and being motivated to
evaluate their privacy protection options (Mousavi et al., 2020), and they are becoming more concerned to
protect their privacy when using mobile apps. Although data-driven personalized advertising may be more
effective for consumers (Choi et al., 2020), many users are now disabling location services, denying apps
access to their camera and microphone, and opting out of targeted advertising programs (Tucker, 2012).
Such negative privacy choices, i.e., declining to share data or grant permissions, in mobile applications may

1 https://www.pewresearch.org/internet/2015/05/20/

2 https://www.pewresearch.org/internet/2019/11/15/
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result in a lose-lose scenario. Users may not be able to access enhanced services, while app development
companies may also miss out on potential profits.

Over the past few decades, researchers from various disciplines such as management and information
systems, economics, marketing, and psychology have actively studied the motivations for privacy decision
makings. For instance, customers may need to provide their privacy information in exchange for
promotional coupons (Chellappa & Shivendu, 2010), personalized services (Chellappa & Shivendu, 2010;
Xu et al., 2011), and social rewards in social activities (Jiang et al., 2013). The above literature reveals the
individuals privacy choosing are the outcome of a mental calculation that balances the anticipated benefits
of privacy choice against the costs (Dinev & Hart, 2006; Klopfer & Rubenstein, 1977). Personal
characteristics (Goldfarb & Tucker, 2012) and other external factors such as online versus paper-and-pencil
questionnaires (Moon, 2000) also affect privacy decision makings. We notice that these privacy decisions
are from external stimuli, rather than IT technology itself, the underlying security risks persist and
negatively affects users’ willingness to share privacy information. To increase positive evaluation,
developers often introduce new features or bug fixes through app updates. However, most previous studies
have focused on the impact of functional updates on user satisfaction and evaluation, neglecting the role of
security updates. In fact, correcting security defects or altering software attributes are often used by
developers to reduce possible negative experiences (Popovic et al., 2001). Unlike customer satisfaction,
which is a post-experience, privacy choices are pre-experience decisions based on users’ own psychology
and preference, which will be more likely be influenced by some important signals, such as security and
privacy update descriptions in the App market. Therefore, in the context of privacy decision-making,
security and privacy updates (SPU) seem to play a more significant role than general ones. Thus, our study
aims to explore how SPU, an IT technology itself, affect users’ privacy choices.

SPU may have a dual effect on users’ privacy decision-making. On one hand, SPU can signal to users that
the information system’s security is being continuously improved, potentially resulting in more positive
privacy choices. On the other hand, these updates can draw users’ attention to previously ignored security
risks, prompting more cautious privacy decisions. For example, on January 6, 2021, WhatsApp updated the
security and privacy policy, and issued a separate notification within the app. Although it explained in more
detail how user data is used and protected, it still aroused some user concerns, which triggered a wave of
social immigration, resulting in the downloads of its competing apps (i.e., Telegram and Signal) that month
Ranked top 3 in the global App download list3. This case further illustrates the important impact of SPU on
users’ behavior. To gain a deeper understanding of this issue, we employ the Protection Motivation Theory
(PMT) (Rogers, 1975) to investigate the underlying impact mechanism. In this research, we define privacy
choices as the willingness or the number of additional permissions (not related to core function) that users
authorize an app to obtain and use their preference or behavior data. Based on PMT, we find that threat
susceptibility (Lee et al., 2008) and response efficacy (Lee et al., 2008; Rodriguez-Priego et al., 2022) are
key factors in understanding the mechanisms by which SPU may affect users’ privacy choices. Although we
have gained insights into the impact mechanism, the negative effects of SPU on privacy choices have not
been effectively addressed. To mitigate these negative effects, we also propose a moderating variable,
privacy trade-off. Prior studies on information systems and marketing have consistently shown that people
tend to be cautious with their personal information due to privacy concerns (Jiang et al., 2013; Son & Kim,
2008). However, it is important to note that individuals are still willing to compromise their privacy in
exchange for material benefits such as monetary incentives or immaterial rewards like intangible benefits
(Jiang et al., 2013). Thus, privacy concerns and rewards are two aspects of a privacy trade-off. We propose
that in the context of mobile applications, feature rewards—better service and user experience brought
about by privacy concessions—could lighten the negative effect of SPU on user privacy choices, and privacy
concern will have the opposite effect for this process.

Overall, we postulate that the implementation of SPU holds a certain degree of influence over the privacy
choices (e.g., granting more permissions for certain apps) made by users. Specifically, drawing on the PMT
framework, we posit that susceptibility and efficacy are two critical factors in understanding the mechanism
through which SPU may influence users’ privacy choices. We hypothesize that SPU will have a negative
impact on susceptibility, but a positive impact on efficacy, ultimately mixed influencing users’ decisions
about privacy. Furthermore, we also explore the moderating role of privacy trade-off in the context of

3 https://www.business-standard.com/article/technology/whatsapp-says-latest-policy-update-doesn-t-affect-privacy-of-messages-121011200643_1.html

Pacific Asia Conference on Information Systems, Nanchang 2023
2



Security and Privacy Updates on Privacy Choices

mobile apps, considering both feature rewards and privacy concerns. We aim to investigate how privacy
trade-off can moderate the negative impact of susceptibility and enhance the positive effect of efficacy on
users’ privacy choices. The research questions of our research are summarized below:

(1) How do security and privacy updates influence users’ privacy choices?

(2) Will security threat susceptibility and security response efficacy mediate the impact of security and
privacy updates on user security choices?

(3) How does privacy trade-off regulate moderate the impact of the two factors on privacy choice?

There are three main potential contributions of this research. First, we investigate a widely used application
scenario, i.e., app security and privacy updates, which has not been sufficiently studied in previous
literature, from the perspective of IT technology itself, to determine if it influences user privacy choices.
Second, we empirically validate the application scenarios of PMT by reasonably explaining the influence
mechanism to explain this question, specifically, the mediating role of threat susceptibility and response
efficacy. Thirdly, we innovatively introduce the moderating variable of privacy trade-off and combine it with
the PMT theory to help app developers explore mitigation measures for the negative impact of security
updates. Our findings could help app developers or firms improve users’ willingness to share data from a
subjective level (rather than IS external stimuli), obtain higher profits, and provide better personalized
services to users, resulting in a win-win situation. Essentially, we hope to advance the literature stream in
this field with a more holistic and comprehensive understanding of protection motivation theory and
privacy trade-off in mobile application.

Theoretical Background and Hypotheses Development

Privacy Choices and Security Updates

The private sector’s growing access to and utilization of extensive volumes and types of detailed consumer
data has sparked widespread concerns regarding consumer privacy (Wedel & Kannan, 2016). The trade-off
between privacy and disclosure, whereby consumers must decide whether to share or withhold personal
information, has been extensively studied in the literature of Information Systems and Marketing (Adjerid
et al., 2018). The literature reveals that the anticipated benefits of privacy choice are the main motivation
for individuals to choose for disclosing personal information or sharing personal data regardless of privacy
risks. These benefits mainly come from providing personal information in exchange for promotional
coupons (Chellappa & Shivendu, 2010), personalized services (Chellappa & Shivendu, 2010; Xu et al., 2011),
or social rewards in social interactions (Jiang et al., 2013). Some scholars have also investigated factors that
affect individuals’ willingness to share data from the perspective of subjective aspects and user
characteristics, such as cognitive efforts required to make a privacy choice (Dinev et al., 2015), perception
of risks associated with divulging personal information (Adjerid et al., 2018), perceived anonymity of
oneself (Jiang et al., 2013), and perceived control over personal information (Xu et al., 2011). An
individual’s age, wealth, and technical proficiency can also play a role (Goldfarb & Tucker, 2012). Recent
literature on privacy has also explored external factors that seemingly have little or no direct impact on the
objective risks and benefits of disclosing personal information, such as online versus paper-and-pencil
questionnaires (Moon, 2000), disclosures made online or face-to-face communication (Harper Jr & Harper,
2006), individuals’ perceived control (Brandimarte et al., 2013), these factors can significantly impact
people’s privacy concerns and preferences for self-disclosure. Externalities like the willingness of others to
divulge personal information or register for the do-not-call list can also impact an individual’s decision
(Acquisti et al., 2012; Adjerid et al., 2019).

The above literature shows that prior studies on privacy choice mainly focus on the exchange of interests
with enterprises, user personal characteristics, external factors, etc., while ignoring the technical
perspective itself. The potential risks of information system (IS) still exist, which have not improved the
security of IS itself. Nevertheless, in the context of mobile apps, the security of information systems is
continually being enhanced through irregular updates, which is a dynamic process. Most previous studies
have focused on the impact of functional updates on user satisfaction and evaluation, while overlooking the
role of security updates. For instance, Fleischmann et al. (2016) concluded that the favorable impacts of
feature updates are not transferable to updates solely intended to address flaws. Frequent functional
updates can lead to higher customer evaluation to the app (Foerderer et al., 2018). However, defects (e.g.,
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app crashes) or security breaches can cause significant workflow interruptions and serious security issues,
which may be more critical than lacking extra novelty functions. As a result, developers frequently depend
on regular vulnerability fixes and continuous enhancements to privacy agreements as the most common
and effective way to safeguard user privacy. These updates are typically highlighted in the version
description (Kaushik & Gokpinar, 2023) to ensure users are aware of the key content. Therefore, we
reasonably posit that SPU can be regarded as the signal that can influence on users’ privacy decision-making
base on signaling theory (Connelly et al., 2011). We consider the benefits and costs of the IT technology
itself, namely the SPU, which can influence user privacy choices.

In this paper, the privacy choices are defined as the willingness or the number of non-core permissions
users authorize to an app. As a positive privacy choice, the user will give app more permissions and disclose
their information. For example, in mobile app settings, sharing the GPS and location information to the app
is a positive privacy choice.

Protection Motivation Theory

The Protection Motivation Theory (PMT) was originally proposed by Rogers (1975). It describes that fear
appeal within a persuasive communication could affect people’s cognitions about the threat and
countermeasures, which further incur their protective motivation and motivate them to take the
recommended actions to protect themselves (Maddux & Rogers, 1983; Rogers, 1975). Drawing from the
Parallel Process Model (Leventhal, 1970), PMT proposes that the fear-inducing communication triggers
two cognitive processes, namely threat appraisal and coping appraisal (Maddux & Rogers, 1983). The threat
appraisal process, or fear control process, comprises three constructs including threat severity, threat
susceptibility, and maladaptive reward. The threat susceptibility refers to the likelihood of the threat
occurring. The coping appraisal process, or danger control process, encompasses self-efficacy, response
efficacy, and response cost. The response efficacy refers to an individual’s belief in the effectiveness of
suggested countermeasures. Studies have shown that threat susceptibility and response efficacy have a
positive impact on individuals’ protective behaviors (Lee et al., 2008). As we mentioned above, SPU may
have a two-sided impact on users’ privacy choice. Corresponding to the above two effects, threat sensitivity
and response efficacy are key theoretical variables that help to better understand how SPU affects user
privacy choices.

There are also evidences showing that the Protection Motivation elements are affecting privacy protection
behavior. Literature employing the PMT suggests that security countermeasure awareness is a precursor to
desktop security behavior among home users, revealing the motivational factors that drive individuals to
adopt particular protective measures (Hanus et al., 2018). D'Arcy et al. (2009) have defined security
countermeasure awareness as the knowledge of formal security policies and guidelines, security education
and etc.. This includes awareness of potential security threats, knowledge of security policies and guidelines,
and familiarity with security policies (Pahnila et al., 2007; Rhee et al., 2012). The study conducted by
Mousavi et al. (2020) investigates the impact of privacy assurance mechanisms on the privacy preserving
actions of users on social networking sites (SNS). Vishwanath et al. (2018) conduct a study to examine
personal privacy choices on Facebook, specifically focusing on the individual’s perception of severity and
susceptibility to privacy risks. Rodriguez-Priego et al. (2022) employ the PMT to assess the association
between motivation and behavior in the context of Location-based Mobile Applications (LBMA).

In conclusion, the PMT has been extensively applied in the investigation of information security behavior.
In this study, we focus on evaluating the effects of response efficacy and threat susceptibility. As we
mentioned above, response efficacy refers to individuals beliefs that the protective measures are to prevent
the risk, and threat susceptibility refers to the likelihood of the threat occurring based on PMT (Rogers,
1975; Vishwanath et al., 2018). Hence, we can define the user’s belief in the effectiveness of security and
privacy countermeasures as security response efficacy. That is, when users receive the signal that an
app has improved its security, they develop a personal belief in the efficacy of the update and in the app
developer’s ability to better protect their private data. Security threat susceptibility can be defined as
the psychological prediction of an app user regarding the potential occurrence of a threat. That is to say,
when users receive a signal indicating improved app security, their concerns about potential app
vulnerabilities and security risks other than the content of this security update.
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Privacy Trade-off

Prior research has devoted considerable attentions to the matter of privacy concerns in various domains
such as online healthcare, e-commerce, and marketing (Malhotra et al., 2004). While studies in the fields
of Information Systems and Marketing have consistently demonstrated that privacy concerns elicit cautious
behavior in individuals when it comes to handling their personal information (Jiang et al., 2013; Son & Kim,
2008), it is worth noting that people are still willing to compromise their privacy for some material (e.g.,
monetary incentives) and immaterial (e.g., intangible benefits) rewards (Jiang et al., 2013).

According to previous research, individuals may be willing to trade certain social commodities, such as
information privacy, for other benefits through a form of exchange. For instance, Dinev and Hart (2006)
discovered that people were more inclined to provide personal information for internet transactions when
their interests in the content outweighed their privacy concerns. In the context of mobile applications,
intangible benefits are of particular importance. For instance, individuals may socialize in online chat
rooms solely for communication, relaxation, and enjoyment. Chatting with others online can be a source of
joy in itself (Jiang et al., 2013). Additionally, the hedonistic value of entertainment apps and the efficiency
of functional apps are also critical factors for customers to usage (Gong et al., 2021; Tafesse, 2021).

Hence, we contend that feature rewards, which refer to the pleasure, extra satisfaction, and gratification
individuals derive from using non-core functions of apps, are the alternative benefits in privacy exchanged.
The feature reward is defined as positive experiences (non-core app functions or features) resulting from
information sharing or permissions changing behavior. When we share the location information to a short-
form video app, we will watch short videos shared by users living in the same community. Also, the app may
make personalized recommendations, such as videos about nearby restaurants and gyms to save your
searching time. Such convenience obtained by sharing data based on privacy location is considered a feature
reward in this scenario. Then, privacy concerns refer to the apprehension that app users experience
regarding the ability of the app or its developer to ensure effective protection of user data, after any
modifications are made to personal information sharing or privacy settings, such as the fear of individual
data breach or being subjected to price discrimination.

Research Model and Hypotheses

Based on above theoretical analyses, we develop a research model as shown in Figure 1 and propose
hypotheses as followings.

Considerable research has indicated that consumers’ privacy choices can be influenced by alterations in
their anticipated privacy gains and hazards. Sharing personal information, for instance, can yield benefits
for consumers, including personalized product offerings and personalized services, promotional deals (e.g.
promotional coupons), and tailored user interfaces in the retail industry, and also social rewards in social
interactions (Ansari & Mela, 2003; Jiang et al., 2013; Xu et al., 2011). However, the literature has also noted
potential risks associated with sharing personal privacy data, such as data misuse (Featherman & Pavlou,
2003), sharing of personal information with third parties, or price discriminations (Viswanathan et al.,
2007). Similarly, we can reasonably assume that the SPU also have the two-sided effects on user security
protection behavior and privacy choices.

On the one hand, the SPU, which include both privacy updates and the fixing of defects, play a pivotal role
in shaping users’ security belief. Based on the signaling theory (Connelly et al., 2011), the SPU can improve
the reliability and security of mobile applications or provide higher levels of privacy protection. The SPU
may signal to users that the security of information systems is continuously being enhanced, thus improving
their belief of app security and developer. On the other hand, SPU may draw users’ attention to previously
overlooked security risks. Such updates can reveal unexpected vulnerabilities in the app or compatibility
issues with new mobile systems. More importantly, consumers may therefore perceive that there are more
potential security risks overlooked. Therefore, we propose that,

Hypothesis 1a: Security and Privacy Updates positively influences Security Response Efficacy.
Hypothesis 1b: Security and Privacy Updates positively influences Security Threat Susceptibility.

Based on PMT, response efficacy and threat susceptibility are both protection motivation elements that can
affect privacy protection behavior. Researches demonstrate that consumer trust plays a critical role as a
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mediating variable between consumers’ perceived risk and their behaviors (Kim et al., 2008; Vance et al.,
2008). Joinson (2010) argues that trust plays a mediating role in the relationship between perceived privacy
and actual behavior. Xu et al. (2011) conclude that the perceived effectiveness of privacy policies may
enhance individuals’ perceived control over online information disclosure, and increase their confidence in
sharing personal information. Xu et al. (2012) find that industry self-regulation and government regulation
can increase consumer trust in privacy. The user’s belief regarding the security improvement of the app can
have a significant impact on their behavior, particularly in terms of the privacy choices they make in the
information system. Hence, we propose that,

Hypothesis 2: Security Response Efficacy positively influences Privacy Choices.
Hypothesis 3: Security Threat Susceptibility negatively influences Privacy Choices.

Previous research has investigated privacy concerns. Son and Kim (2008) discovered that internet users
who had concerns about the misuse of their information often refrained from sharing their personal details
in online transactions. Additionally, Stewart and Segars (2002) analyzed privacy concerns in direct
marketing and revealed that consumers declined to disclose their financial information to insurance
companies when they were apprehensive about the handling of their sensitive data. Here, we define privacy
concerns as the worries of app users regarding the security performance of the app after they have made
changes to personal information sharing or privacy rights. We suggest that privacy concerns may have a
negative moderating effect. Users who are more concerned about privacy tend to amplify the negative
impact of susceptibility on privacy while simultaneously attenuating the positive effect of efficacy. Therefore,
we propose that,

Hypothesis ga: Privacy Concern negatively moderates the negative effect of Security Threat Susceptibility
on Privacy Choices.

Hypothesis g4b: Privacy Concern weakens the positive effect of Security Threat Susceptibility on Privacy
Choices.

In the context of our study, we may posit that feature rewards could potentially moderate the adverse effects
of security threat susceptibility on privacy choices behavior. Specifically, when an app offers an extra feature
except the core function, a more favorable user experience based on the user’s privacy choices, and garners
positive impressions, users may be more likely to ignore that the app may have more potential security risk.
Hence, we propose that,

Hypothesis 5: Feature Rewards weaken the negative effect of Security Threat Susceptibility on Privacy
Choices.

Control Variable

1 1
1 1
1 1
1 1
______________ : | Age | | Education | :
: | Gender | | Duration | :
1 1

Protection Motivation

Security Threat

HIb (+) Susceptibility

Security and Privacy

Updates Privacy Choice

Security Response
Efficac

Figure 1 Proposed Research Model
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Proposed Research Methodology and Future Plan

The data for this study will be collected through an online experiment targeting smartphone or tablet users.
We will recruit participants through paid participant pools on Amazon Mechanical Turk. Subjects will be
randomly assigned to four different experimental groups (Group A1-A4) and two control groups (Group B1-
B2). All the constructs are measured by mature scales adopted from existing literature (as shown in Table

1).

We first observe the protection motivation (Security Response Efficacy & Security Threat Susceptibility)
and privacy choices of the subjects in the six groups of initial state. Subsequently, the four experimental
groups will be presented with the SPU signal and will be informed about the update details through the app
version description and a separate notification. It is noted that these signals are not the same.

Group A1 only receives a basic signal (signal of security and privacy updates, including the specifically
content of the update), and we will measure the protection motivation and privacy choices. Group A2 will
receive two signals, one is the basic signal, and the other will introduce the personalized services other than
non-core functions; and we will measure protection motivation, privacy choices and feature reward at the
same time. Group A3 will also receive two signals, including the basic signal and the others for privacy
concerns; that is, if there may be hidden dangers in sharing data, we will also measure protection motivation,
privacy choices and privacy concern. Group A4 will receive those three kinds of update signals, and all the
variables will be measured. At the same time, we will provide the control group B1 with a general update
(i.e., function-adding update) signal and control group B2 without any updates. Protection motivation and
privacy choices will be both observed again in groups B1 and B2.

Table 1 Reference about Variable Measurement

Theory Variable Definition of constructs Reference
Security Threat Likelihood of the threat
Protection  Susceptibility occurring in the app Lee et al, 2008
Motivation Security User’s belief in the security and ~ Lee et al., 2008; Rodriguez-Priego
Response Efficacy privacy update et al., 2022
Unexpected positive experiences
Privacy Feature Reward from privacy choices changing Myyry et al., 2009
Trade-off Concerns about ability to Jiang et al., 2013; Malhotra et al.,

Privacy Concern effectively protect privacy data 2004

Intended Contribution

This study may potentially make both theoretical and practical contributions. Firstly, we consider how IT
technology itself, namely app security and privacy updates (SPU), affects user privacy choices, which has
not been sufficiently explored in previous literature. While prior research on app updates focused on user
satisfaction and continued use intentions, our study supplements the existing work on app updates by
examining their influence on individual privacy protection. In addition, we contribute to the literature of
exploring the antecedents of privacy choice behavior. Secondly, we expand the application scenarios of the
Protection Motivation Theory (PMT) by providing a reasonable explanation of its influence mechanism.
Specifically, we extend the PMT to examine the privacy choices impact of SPU, with a focus on the mediating
role of security threat susceptibility and security response efficacy, which helps us to understand the
mechanism by which SPU affects privacy choices. Thirdly, we introduce the moderating variable of privacy
trade-off and combine it with the PMT to explore mitigation factors for the negative impact of SPU, which
also enrich the literature on privacy trade-off. Our study also has practical contributions. Firstly, we reveal
a phenomenon, that is, the double-sided impact of SPU on privacy choice, which provides a new perspective
for mobile app development companies to understand the motivation of users to share data and
permissions. Secondly, we provide developers and firms with methods, that is increasing the extra function
reward, to alleviate user privacy concerns and improve their willingness to share data, thereby achieving a
win-win situation for both parties.
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