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Abstract 

As Cybersecurity continues to have a significant impact on modern society, there is a 
pressing need for a more comprehensive research agenda in Information Systems (IS). In 
this study, we conducted a thorough literature review of prominent IS journals to identify 
gaps in Cybersecurity research practices. Our findings indicate that there is a significant 
gap between research and practice, particularly in terms of focus on Cybersecurity 
behavioural factors in the past decade. To address this gap, we recommend that future 
Cybersecurity research in IS should adopt a broader perspective that incorporates 
relevant sociotechnical knowledge areas and theories. We provide an example of 
Cybersecurity research topics that go beyond behavioural aspects and suggest mapping 
of Cybersecurity sociotechnical research knowledge areas in Information Systems to 
guide future research efforts. This study highlights the importance of broadening the 
scope of Cybersecurity research in IS to address the complex Cybersecurity challenges in 
contemporary practice. 

Keywords:  Cybersecurity Research, Information Security Research, Information 
Systems Security Research, Sociotechnical research, Literature review. 

Introduction 

Business opportunities brought by emerging technologies, such as FinTech and Internet-of-Things (IoT), 
have made Cybersecurity increasingly important since an essential prerequisite of their success and 
adoption is reliable and secure Information Systems (IS). Given the complexity of the topic and broad scope 
of reach of Cybersecurity in modern business and social contexts, Cybersecurity research can be considered 
multi-disciplinary in nature and covers a range of areas such as Computer Science, IS, Psychology, 
Criminology, and more recently, Business Law (Di Lernia et al. 2020). In addition, as emerging evidence 
points out, the recent global pandemic has exuberated Cybersecurity risks (World Economic Forum 2020), 
and the relevance of Cybersecurity research has become more pertinent. The multi-disciplinary nature of 
IS research (Sarker et al. 2019; Soper et al. 2014) suggests that valuable insights from holistic and diverse 
perspectives can potentially be generated through Cybersecurity research in this field. 
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In this paper, we present the results of a comprehensive literature review of leading IS journals that 
explored how practitioners-based Cybersecurity knowledge areas are applied in Cybersecurity research in 
IS. Our findings serve as an objective basis upon which further exploration and future directions of 
Cybersecurity research in the IS discipline can develop. We provide examples of Cybersecurity research 
topics that extends the scope of research beyond behavioural aspects and recommend a mapping of 
Cybersecurity sociotechnical research knowledge areas in Information Systems.  

In more specific terms, this research investigates the contemporary basis of Cybersecurity research in IS. 
We seek to address two research questions: first, how do normative Cybersecurity knowledge areas align 
with the scope of Cybersecurity research in IS? And second, what is the nature of Cybersecurity research 
within the IS discipline? The contributions of this research are threefold. First, we intend to develop an 
understanding of current Cybersecurity research within the IS discipline. Second, we aim to identify the 
prevailing pattern of research in this sociotechnical area of study. Third, we offer recommendations for 
widening the scope of future Cybersecurity research in IS to improve currency, inclusivity, theoretical 
development and relevance.  

The paper is organised as follows: the background and methodology of the research are presented first. 
Then, key findings from the data analysis are highlighted. Finally, we discuss the findings and their 
implications based on the emerging insights from the analysis, as well as provide recommendations for 
future research in Cybersecurity within the field of Information Systems.   

Background 

The global trend of accelerating digital transformation due to the COVID-19 pandemic since 2020 has 
increased the magnitude of Cybersecurity challenges (Amankwah-Amoah et al. 2021) and Cybersecurity 
related threats (Naidoo 2020; World Economic Forum 2020). The impact of cyberthreats may not be only 
measurable financial loss, but also paralysis of work progress or even business operations (Furnell and Shah 
2020). Thus, the need for a critical perspective on the Cybersecurity research agenda in IS literature is more 
urgent than ever before. This motivates our study to conduct a literature review and examine Cybersecurity 
research in IS literature based on a normative framework for Cybersecurity. In turn, we seek to inform the 
development of future Cybersecurity research in IS literature. 

While Cybersecurity scholarship is not uncommon in IS literature, literature reviews in this area are 
uncommon or have a limited focus. A recent literature review by Dhillon et al. (2021) acknowledged three 
previous reviews in 1993, 2001 and 2005 and established that other Cybersecurity literature reviews in IS 
have a narrow focus primarily on behavioural aspects. This is further demonstrated by examining the scope 
of other recent literature studies e.g., (Balozian and Leidner 2017; D’Arcy and Herath 2011; Guo 2013). 
Behavioural Information System security research is considered a key area in Information Systems security 
research with a focus on understanding how individuals and groups within an organisation behave in 
relation to security policies and practices (Boss et al. 2015; Haag et al. 2020). Focusing primarily on the 
behavioural aspects of Cybersecurity research in Information Systems studies may not suffice anymore, as 
it neglects other crucial dimensions of Cybersecurity. While behavioural Cybersecurity research can help us 
understand how humans interact with technology and how they can be vulnerable to cyber-attacks, it may 
not address other critical issues, such as process management, risk management, technical vulnerabilities 
economic implications, and others. Cybersecurity is a multi-disciplinary field that requires a comprehensive 
approach that involves not only behavioural but also technical and organisational aspects (Tatar et al. 2017). 
For instance, organisational vulnerabilities can stem from the lack of proper security policies and 
inadequate governance, while technical vulnerabilities can stem from inadequate development processes, 
design flaws, or lack of proper system controls. Furthermore, cybersecurity threats are constantly evolving 
and becoming more sophisticated (World Economic Forum 2023). Therefore, focusing only on behavioural 
aspects may not be enough to keep up with the ever-changing threat landscape. It is important to address 
broader aspects of Cybersecurity, including technical and organisational considerations, to better align the 
scope of Cybersecurity research in Information Systems with challenges based on contemporary business 
environments. Therefore, a holistic approach encompassing all aspects of cybersecurity is necessary to 
effectively combat cyber threats.  

The study in this paper further extends on recent work by Dhillon et al. (2021) and distinguishes itself in 
several areas with its research approach. The differentiation is in five different areas, namely literature 
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analysis, literature scope, literature temporal boundaries, terminology, and the empirical foundation. These 
areas are further detailed in Appendix 1.  

With regards to the terminology used, inconsistencies with conceptualisation of Cybersecurity, and the 
interchangeable use of alternative terms like Information Security is widely acknowledged in literature 
(Althonayan and Andronache 2018; Dori and Thomas 2021; Von Solms and Von Solms 2018). While several 
attempts have been made to develop better cogency with the term and definition, this remains a recurring 
issue in research and practice (Von Solms and Von Solms 2018). In this literature review, we consider 
Cybersecurity as an umbrella term, consistent with the ubiquitous use of the term (Althonayan and 
Andronache 2018) and encompassing the broader set of related concerns (Whitman and Mattord 2019).  

For the categorisation of Cybersecurity domains, the research was looking to adopt an established and 
proven practice-oriented categorisation scheme as an additional analytical lens. After examining the 
available literature, two options were identified. First is the CISSP book of knowledge (Gordon 2015) and 
second is the Cybersecurity Body of Knowledge (CyBok 2019). Further analysis of the potential 
categorisations determined that categorisation in the Cybersecurity Body of Knowledge (CyBok 2019) is 
more fit for purpose as it addresses the IS areas more specifically. The Cybersecurity Body of Knowledge 
(CyBok 2019) is funded by the National Cybersecurity Programme (UK) and aims to shape Cybersecurity 
knowledge areas (“CyBOK: More Knowledge Areas for Review - NCSC.GOV.UK” 2019). The Cybersecurity 
Body of Knowledge (CyBok 2019) identified nineteen top-level areas of knowledge in the Cybersecurity 
domain and provided the analytical lens for exploring the scope of Cybersecurity research in IS publications. 
These nineteen knowledge areas guided the analysis with the addition of the area ‘Cybersecurity economics’. 
This area was added owing to the following consideration. First, ‘Security Economics’ is included as a 
‘crosscutting theme’ in Cybok (CyBok 2019) that impacts multiple knowledge areas. Second, Cybersecurity 
publications in the literature corpus were found to address this specific area e.g., (Benaroch 2018). Last, 
recent developments in Cybersecurity practices include ‘Cyber Risk Quantification’ (Gartner 2021) which is 
the process of assessing and measuring potential risks and impacts in monitory terms. 

Research approach 

The research process involved multiple stages, as presented in Figure 1. Initially, the scope of the 
terminology was identified as the first step, followed by defining the literature corpus and search 
parameters as the second step. The third step involved a coding analysis, where an organising framework 
was developed, and selected research publications were analysed. The final step involved interpreting the 
results based on the categorisation of knowledge areas and a frequency analysis of the theories and 
methodologies used. 

As mentioned in the introduction, the terminology in the Cybersecurity domain is inconsistent. While 
several attempts by scholars and practitioners were made to progress the terminological discussion 
(Althonayan and Andronache 2018; Gartner 2018; Guerra and Kim 2020; Von Solms and Van Niekerk 
2013), terms like Cybersecurity and Information Security are nevertheless used interchangeability. To 
include an adequate representation of Cybersecurity research in IS journals, a wide range of terms were 
used in the search processes, which included “Cybersecurity”, “Cybersecurity”, “Information Security”, “IT 
Security” and “Computer Security”. The search was limited to articles from the last decade and within 2010 
to July 2020 to represent the state of contemporary research in the domain.    

The literature review process selected A and A-STAR IS journals1 (ABDC 2019) as a representative set of 
top-quality international IS journals for this review (Boell and Blair 2019). As we intended to examine the 
representation of Cybersecurity in IS, the journal Computers and Security (A ranking on the ABDC list), 
which specialised in Security topics, was excluded from the review. An inclusion of specialised journal in 
this review would have skewed the results of the review and will impact the ability to provide a 
representative overview of Cybersecurity research in IS. All the articles were meticulously reviewed to 

 

 

1  The journal’s list as per the Australian Business Deans Council (ABDC) Journal Quality List is available at: 
https://abdc.edu.au/abdc-journal-quality-list/ 
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confirm that they dealt with Cybersecurity research topics and the detailed review enabled us to develop an 
in-depth understanding of the Cybersecurity body of research in IS journals. 

Figure 1 - Research Process

The coding process was performed with a team of two researchers (including a subject matter expert) with 
oversight from a third researcher (senior IS scholar). To improve the uniformity of coding and to reduce 
the ambiguity with the categorisation, the coding process was done iteratively with regular meetings to 
discuss the emerging findings and to make adaptations in the categories as necessary. The primary aspect 
that is included in the coding is the Cybersecurity domain of knowledge. In this assessment, we have used 
the CyBOK domains of knowledge (CyBok 2019) to code the different publications based on the area of 
knowledge that is addressed. To increase the rigor of the review process, following the initial review, a 
sample-based (>60%) second review of the coding was performed for additional validation. The 
categorisation of around 10% of the papers had the potential for ambiguity. To resolve this, the three-
member team reviewed and discussed these papers to arrive at the final classification. 

Data Analysis 

The analysis of the data produced outcomes in three distinct domains. Firstly, it entailed the examination 
of the literature categorised by the knowledge domains. Secondly, it involved appraising the theories that 
are used in the literature corpus. Lastly, it encompassed the evaluation of the methodologies employed. 

Research by knowledge areas 

Table 1 presents the results of the analysis by the Cybersecurity domains as categorised by the Cybersecurity 
Body of Knowledge (CyBok 2019) and the mapping of the sociotechnical scope of the knowledge areas. The 
Cybok nineteen areas of knowledge are divided under five top labels (CyBok 2019): (1) Human, 
Organisational and regulatory aspect, (2) Attacks and defence, (3) System security, (4) Software and 
Platform Security and (5) Infrastructure Security. The category of Human Factors, as per its definition 
(CyBok 2019), captured literature that examines primarily behavioural factors, while the category of 
Adversarial Behaviours captured literature that examine research into behavioural aspects of attackers. 
Hence, these two categories were classified as behavioural research. By using this categorisation as a part 
of the analysis, we intended to provide a perspective on the scope of Cybersecurity research found in IS 
literature. 

 

Terminology

• Selected terms: 
"Cybersecurity", 
"Information Security", 
"IT Security", "Computer 
Security"

Corpus and Search

•General IS literature 

• "A star" publications 
(ABDC, 2019)

• SCOPUS script

• 163 articles included

Coding-Analysis

•CyBok Categorisation by 
Domains of knowledge

•Categorisation of Theories 
following text analysis

•Categorisation of 
methodologies 
(Palvia et al. 2015)

Interpretation

• Frequency analysis of the 
results (Theories and 
Methodologies) 

•Analysis by Cybok areas of 
Knowledge
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The mapping of the knowledge areas to sociotechnical scope was done to identify the Cybersecurity 
knowledge areas that are suitable for IS research in contrast to other knowledge areas that are primarily 
technical and are likely to be better suited for research in Computer Science. As a discipline, Information 
Systems is characterised by having a sociotechnical focus which consists of human participants that perform 
activities using Information Systems (Alter 2018). The distinction with the identification of a sociotechnical 
scope was made with the purpose of identifying the Cybersecurity knowledge areas relevant to Information 
Systems and for the analysis of the coverage of the existing research by knowledge areas. The results 
demonstrate that the majority of the publication covered behavioural aspects of Cybersecurity (95 out of 
163) followed by research in the area of Risk Management and Governance (33 out of 163) and Security 
Operations and Incident Management (21 out of 163). Other areas like Privacy and Online rights are 
represented by less than ten publications each. The observations on research by knowledge area 
demonstrated that the majority (59%) of Cybersecurity publications in Information Systems, as represented 
by the literature corpus, aimed at exploring behavioural aspects of Cybersecurity.  

Observations about the use of theories  

The coding for the identification and classification of the theories used in research is more complex 
primarily due to the number of theories identified and the initial classification in free text format. To 
address this issue, an additional manual review was undertaken to further improve the coding of data for 
this part of the analysis. In this instance, semantic differences were addressed to improve the uniformity of 
the results (e.g., different use of acronyms and spelling versions used to represent the same theoretical 
framework). In addition, for the same reasons of consistency, the classification treated different versions of 
the same theories similarly. For instance, general deterrence theory was classified as deterrence theory.  
The coding process included theories that were used as a primary theory in the article or where they 
influenced the research outcome (e.g., theory led to the formation of a model). The content analysis of our 
Cybersecurity corpus identified a set of 85 theories (including models and frameworks).  

Table 1 - Cybersecurity Knowledge areas (CyBok 2019) by sociotechnical research scope 
and number of publications 
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Top 10 Theories in IS Cybersecurity literature Theory2 originating area 
Protection Motivation Theory Psychology 
Deterrence Theory Criminology 
Rational Choice Theory Psychology 
Technology Acceptance Model Psychology 
Routine Activity Theory Psychology 
Theory of Planned Behaviour Psychology 
Institutional Theory Sociology 
Theory of Reasoned Action Psychology 
Neutralization Psychology 
Game Theory Mathematics 

Table 2. Top Ten Theories in IS Cybersecurity Research 

Table 2 lists the top ten used theories (by ranking) found in the research publications. We observed that 
Protection Motivation Theory was the most commonly used theory, followed by Deterrence theory, Rational 
choice theory, Technology Acceptance Model and Routine Activity Theory. Other theories listed in Table 2 
are less represented and are ranked lower in the list. The detailed data that underpin these observations are 
provided in Appendix 2. The analysis in this area, demonstrates that the great majority of the theories used 
in Cybersecurity research found in the literature body have a background in Psychology and related 
disciplines (e.g., Criminology).  

Observations about the use of methodologies 

To develop an understanding of another dimension of Cybersecurity research in Information Systems 
literature, we also examined the use of methodology in the publications. Table 3 presents the observations 
regarding the use of methodologies in the literature. The classification of the methodologies adapted the 
classification scheme proposed by Palvia et al. (2015) in their review of Methodologies in Information 
Systems research.  

Methodology – Categorisation by Palvia et al. (2015) Percentage of Cybersecurity publications 

Survey 31% 

Mathematical Model  18% 

Secondary Data 12% 

Laboratory Experiment 10% 

Case Study 8% 

Qualitative Research  6% 

Design Science 4% 

Library Research 3% 

Speculation/commentary 2% 

Field Experiment 2% 

Framework and Conceptual Model 2% 

Content Analysis 2% 

Table 3. Representation of methodologies in Cybersecurity research (n=167). 

The data shows that the leading methodology used in Cybersecurity research is Surveys with 31% of the 
publications followed by Mathematical Model with 18%, Secondary Data with 12%, Laboratory Experiment 

 

 

2 The “Theory originating area” is derived from on Theories Used in IS Research website (Larsen, K. R., 
Eargle 2015).  
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with 10%, Case Study with 8%, Qualitative Research with 6%, Design Science with 4%, Library Research 
with 3% and Speculation/commentary, Field Experiment, Framework and Conceptual Model and Content 
Analysis with 2% each. The data demonstrates that the research in this field applies quantitative methods 
to a great extent. This observation is further confirmed by the classification of the research publications by 
the type of research that demonstrates that the majority of the papers applied quantitative methods 
equating to 75% of the papers (121 out of 163). Qualitative research was used in 18% of the papers (29 out 
of 163), and pluralistic research methods were applied in five percent (11 out of 163) of the studies. The 
detailed data that underpin these observations are provided in Appendix 2. 

To sum up, the analysis demonstrates the following observations. Research by knowledge areas (CyBok, 
2019) indicates that most publications were focused on behavioural aspects of Cybersecurity, followed by 
research in the knowledge areas risk management, governance, and security operations. Theories used in 
the research publications were primarily from the Psychology and Criminology disciplines, with Protection 
Motivation Theory being the most commonly used. Quantitative methods, such as surveys and 
mathematical modelling, were predominantly used in the research publications, with only a smaller 
percentage of studies utilising qualitative or pluralistic research methods. 

Discussion and Implications 

The discussion section explores the findings from several perspectives. First, we will discuss the 
implications of the orientation of Cybersecurity research in Information Systems towards studying 
behavioural aspects. Second, we suggest an approach to widen the scope of sociotechnical Cybersecurity 
research in Information Systems and discuss the theoretical and methodological implications of doing that. 
Last, we provide an example of topics and suggestions about how to explore broader sociotechnical 
Cybersecurity knowledge areas with the use of increasingly diverse theories and methods. 

Information Systems as a research community has been identified “..as a scholarly community derives 
partly from our study of the first-order, second-order, and third-order effects of IT that span multiple 
functional areas and business processes.” (Agarwal and Lucas 2005). This multi-disciplinary character 
arguably positions Information Systems as a discipline to offer unique comprehensive insights into the 
practice of Cybersecurity that spans across organisational and disciplinary boundaries. Soomro et al. (2016) 
calls for more complete approaches for information security management and highlight shortcomings in 
the exploration of the management role in information security management. As outlined in the findings 
(Table 1), we demonstrate that in leading Information Systems publications, Cybersecurity behavioural 
factors is an overrepresented knowledge area as represented by the literature corpus. Considering these 
observations, the multi-disciplinary character of the Information Systems discipline can drive wider 
consideration of knowledge areas for scoping Cybersecurity research. In Table 4 we provide a sample from 
our literature corpus that demonstrate the potential broader multi-disciplinary application of Cybersecurity 
research in Information Systems. The table shows five knowledge areas, details the research context, and 
provides two examples of Information Systems publications that explore these areas. 

With regard to sociotechnical research, Sarker et al. (2019) raised concerns regarding the diminishing 
sociotechnical focus in the Information Systems discipline. Our analysis of the Cybersecurity papers in 
Information Systems research also supports this premise by demonstrating the dominance of Behavioural 
Security studies, which is largely consist of Type I ‘Predominantly Social’ research (Sarker et al. 2019). Type 
I research is “…where the investigation focuses almost exclusively on the social (including psychological, 
sociological, economic, or philosophical) aspects related to the phenomenon of interest, with technological 
or informational considerations serving as the context.” (Sarker et al. 2019). Reflecting on this work by 
Sarker et al. (2019), Cybersecurity research in Information Systems shares the concerns that are raised 
regarding the lack of cohesion and informed consideration of broad social and technical aspects. Failing to 
thoroughly consider the role of technology in comprehending or clarifying a particular Cybersecurity 
phenomenon poses a potential threat to the field of research and the development of a unique and cohesive 
research characteristics in Information Systems research. Assertions about the limited breath and scope of 
contributions of Cybersecurity research in IS were previously made by (Lowry et al. 2017). We echo their 
recommendation that broader sociotechnical Cybersecurity research in specific technology context is 
essential.  
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Cybersecurity research areas in 

IS 1F

3 

Context  Examples of IS research 2F

4 

Cybersecurity Governance and risk 
management 

Risk, policies, audit, governance (De Gusmão et al. 2016) 
(Cram et al. 2017) 

Cybersecurity Behavioural factors Compliance, acceptance, 
conformance, perceptions 

(Samonas et al. 2020) 
(Donalds and Osei-Bryson 2020) 

Cybersecurity Privacy and Legal Contractual, Liability, Information 
Privacy 

(Lee et al. 2013) 
(Hui et al. 2019) 

Security Operations and Incident 
Management 

Process, operations, incidents (Hui et al. 2012) 
(Ahmad et al. 2015) 

Cybersecurity Economics Investment optimisation (Chun et al. 2016) 
(Benaroch 2018) 

Table 4 – Example of Cybersecurity Research in diverse knowledge areas in IS 

Seminal work by Benbasat and Zmud (2003) examines the identity of the Information Systems discipline 
and can also benefit from reflection in the context of our Cybersecurity related findings. Benbasat and Zmud 
(2003) identify the concept of ‘Error of Inclusion’ in IS research meaning “…when IS research models 
involve the examination of constructs best left to scholars in other disciplines.” (Benbasat and Zmud 2003, 
p. 190). The dominance behavioural studies and the influence of Psychology as the origination area of 
theories in Cybersecurity research, is an indication that ‘Error of inclusion’ is potentially endemic in 
Cybersecurity research in Information Systems as some of the constructs being investigated may be more 
appropriate for research by other disciplines (e.g., Psychology, Criminology).  

Theories provide a framework for understanding and explaining various phenomena that occur in the field. 
They support researchers and practitioners in organising their knowledge and observations, make 
predictions, and develop potential solutions to problems (Gregor 2016). The findings highlight the limited 
breadth and scope of theories used in Cybersecurity research in Information Systems and support similar 
findings by Lowry et al. (2017) that also highlight limitations in theoretical and methodological 
contributions of Cybersecurity research in Information Systems. Compared to overall IS research (Soper et 
al. 2014), the majority of theories used in Cybersecurity research originate from Psychology, while theories 
originated in other disciplines such as Management and Economics are underrepresented and not 
represented at all in the Top ten list (Table 2). Building upon the previous points regarding the limited 
multi-disciplinary and sociotechnical scope of Cybersecurity research in Information Systems, the limited 
scope of theories is impeding the development of theoretical contributions in a wider range of relevant 
Information Systems theories.   

Selecting the appropriate research methodology ensures that the study is conducted in a rigorous and 
systematic manner, following established principles and guidelines. This helps to ensure that the data 
collected is reliable and valid and that the results can lead to the development of relevant theoretical and  
practical implications (Sarker et al. 2013). As the discourse about methodologies in the Information 
Systems discipline is extended and ongoing e.g., (Monteiro et al. 2022), it is beneficial to reflect on the use 
of methodologies in Cybersecurity studies. In our observations, we found a potential misalignment between 
the dominance of quantitative methodologies used in Cybersecurity research and the influential 
sociocentric approach. Schultze and Avital (2011) argue that using only quantitative methods in socially 
rich data situations may not be effective and that qualitative methods such as interviews are likely to be 
more beneficial in addressing socially rich data.  Data that is complex and multifaceted, involving multiple 
perspectives, contexts, and meanings is typical context that is highly applicable in behavioural 
Cybersecurity studies. The limitations of quantitative methods in socially rich data situations include the 
inability to capture the nuances of social contexts, the potential for oversimplification of complex social 

 

 

3 Adapted based on the Cybok knowledge areas (CyBok 2019) 

4 Examples are from the literature corpus. 
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phenomena, and the reliance on pre-determined categories and measures that may not fully capture the 
diversity of social experiences. Qualitative methods such as interviews, on the other hand, allow for a more 
in-depth exploration of social phenomena, as they are flexible, open-ended, and focused on understanding 
the meanings and experiences of individuals within their social contexts (Myers and Newman 2007). 
Another observation with regard to methodology is related to the low percentage (2%) of publications that 
develop Frameworks and Conceptual models. This could be seen as further evidence that research on 
Cybersecurity in Information Systems has its limitations when it comes to practical applications. 
Cybersecurity practice is, to a large extent, driven by normative frameworks (e.g., NIST5), standards and 
government strategies (Dori and Thomas 2021; Rebollo 2013; Von Solms 2005) and yet in our exploration 
of the literature, research that addresses the development of frameworks and models was minimal. 
Extending methodological approaches in Cybersecurity research in Information Systems can enhance the 
understanding of complex phenomena, increase the validity and reliability of research findings, and address 
research questions that are not amenable to traditional methods (Orlikowski and Jack J. Baroudi 1991).  

In Table 5 we provide several examples of research topics that extend the scope of Cybersecurity research 
in Information Systems in exploring sociotechnical knowledge areas that goes beyond behavioural topics 
and utilise a broader range of theories and methodologies. The first example is about exploring 
Cybersecurity Governance and Management challenges. This scope addresses the knowledge area ‘Risk 
management and governance’. It can benefit from the application of theories from Strategic Management 
and Organisational Studies and use qualitative methods to support the exploration of the complex context 
of the phenomena. The second example is about investigating Cybersecurity Incident Management topics 
which includes several potential perspectives. Cybersecurity Incident Management can be explored in the 
context of process management, effective operations, economic considerations (e.g., ROI, Insurance) and 
others. In this example, potential applicable theories for exploration are from Operations Management and 
Economy and supporting methodologies can include Laboratory Experiments and Design Science. The 
third example proposes exploration of ‘Improvements in the development life cycle’ to address challenges 
in the knowledge area of ‘Secure Software Lifecycle’. This area is also suitable for studying in the contest of 
process management, effective operations, economic considerations, and others. Potential applicable 
theories to support the exploration of this topic include Economics and Organisational Studies and 
applicable methodologies in this context can be qualitative methods and Design Science. The last example 
is about studying the management practices of Cybersecurity response capabilities. This area can be 
explored from the perspective of two knowledge areas. The first is ‘Risk management and governance’ with 
a focus on management practices and the second is ‘Security Operations and risk management’ with a focus 
on operational considerations. Theories that can support exploration in this area are from Sociology and 
Organisational Studies supported by the potential use of Field Experiment or Design Science 
methodologies. We offer multiple examples of research topics that broaden the scope of Cybersecurity 
research in Information Systems to be more inclusive in exploring sociotechnical knowledge areas and use 
broader range of theories and methodologies. 

We extend on a recent empirical study by Dhillon et al. (2021) that identified the gaps between 
Cybersecurity research and practice in Information Systems by providing further support and details, 
applying a different research approach, discussing implications of the use of theories and methodologies,  
and by providing an additional level of details using a normative representation of practices as it is 
articulated by the Cybersecurity areas of knowledge (CyBok 2019).  

 

  

 

 

5 A framework published by the US National Institute of Standards and Technology 
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Table 5 - Illustrations of Cybersecurity research topics that extends the scope of research 
beyond behavioural aspects 

We call for more broadly applied Cybersecurity research in Information Systems research to further address 
the disparity between research and practice and to further support Information Systems researchers with 
the creation of impactful Cybersecurity research in society and business. A more holistic view that includes 
“technologies–policies–processes– people–society–economy–legislature” is also critically needed (Dori 
and Thomas 2021; Lowry et al. 2017) in Cybersecurity studies. A proposed improved scope coverage for 
Cybersecurity research in Information Systems is outlined in Figure 2. In this illustration, on the left side, 
we summarise the scope of Cybersecurity research in Information Systems as it was observed in the 
literature. On the right side of the figure, we provide a proposed redistribution of scope that offers a more 
balanced approach towards research of sociotechnical Cybersecurity knowledges areas. This proposed 
approach was developed based on a variety of sources e.g., (Australian Government 2023; CyBok 2019; 
World Economic Forum 2023) and is also in alignment with the recommendation by the aforementioned 
study by Dhillon et al. (2021). 

 

Figure 2 - Current (left) vs. proposed (right) mapping of Cybersecurity sociotechnical 
research knowledge areas in Information Systems 

Considering recent call for emphasising significance in Information Systems research (Burton-jones et al. 
2023), a more holistic view that considers various factors, including technologies, policies, processes, 

Research topic Knowledge areas 
(CyBok 2019) 

Theories for 
consideration 

Methodologies for 
consideration 

Cybersecurity Governance 
and Management 
Challenges 

Risk management 
and governance 

Dynamic capabilities  

Ambidexterity 

Qualitative Research 

Case studies 

Incident management Security Operations 
and risk 
management 

Theory of Constraints 

Activity-Based Costing 

Laboratory 
Experiment 

Design Science  

Improvements in the 
development life cycle 

Secure Software 
Lifecycle 

Transaction cost 

Adaptive structuration 
theory 

Qualitative Research 

Design Science 

Management of 
Cybersecurity response 
capabilities 

Risk management 
and governance  

Security Operations 
and risk 
management 

Resource dependency 
theory 

Institutional Theory 

Field Experiment 

Design Science  
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people, society, economy, and legislature, is critical for enhancing the significance of Cybersecurity studies 
in Information Systems.  

Implications to Research and Practice 

We demonstrate that Cybersecurity research in leading Information Systems journals in the last decade 
have placed a significant emphasis on behavioural aspects in Cybersecurity and propose a broader focus of 
research to address relevant sociotechnical knowledge areas and improve the significance of research in 
this area. This study raises several implications for further development of Cybersecurity research in 
Information Systems. Our examples for extended research topics (Table 5), coupled with the appeal for a 
broader scope of Cybersecurity research in Information Systems, facilitate greater awareness of the 
sociotechnical knowledge areas to consider when conducting Cybersecurity research. Our mapping of the 
knowledge areas helps researchers assess the position of their own interests in the overall Cybersecurity 
domain and allows researchers to make necessary adjustments in their research portfolio to align with 
interests in current Cybersecurity practice. The mapping of the knowledge areas can also be used by early 
career researchers that are looking to initiate their Cybersecurity research portfolio in Information Systems. 
Extension of Cybersecurity research in Information Systems to deliberately includes the proposed 
knowledge areas can foster the development of applicable and impactful theories in this space.  

This research has implications for practice as the relevance of Cybersecurity in Information Systems 
research and practice is growing (Dhillon et al. 2021). The discussion that addresses the knowledge areas, 
and the use of theories and methodologies enables researchers to close the gap with practice-oriented 
Cybersecurity research in Information Systems. A more balanced Cybersecurity research portfolio in 
Information Systems that is aligned with the key knowledge areas as identified by a key practitioner’s book 
of knowledge can facilitate increasing alignment with key practice-oriented areas of interest. In turn, more 
informed Cybersecurity policies and practices may be formulated. 

Conclusions, Recommendations and Limitations 

In the context of Cybersecurity research, areas like economics (financial considerations), business 
(governance, management, processes), social (eco-systems), and technical (platforms) can benefit from 
further consideration in Information Systems research. Therefore, we call for renewed inquiries into 
practice aligned Cybersecurity research development in Information Systems. In these areas that are 
identified as highly relevant to practice, future work may explore potential application of new and extended 
theories to further contribute to a balanced sociotechnical focus, as well as apply a broader methodological 
approach that is fit for purpose in the specific research context of Cybersecurity.  

The Information Systems research community has expertise in analysing the effects of IT on various 
functional areas and business processes. Due to its multi-disciplinary nature, the Information Systems 
discipline is uniquely positioned to offer comprehensive insights into Cybersecurity practices across diverse 
boundaries. However, behavioural studies dominate Cybersecurity research in Information Systems, with 
a focus on limited social aspects and a diminishing focus on technical aspects. The dominance of 
behavioural studies raises concerns about the lack of informed consideration of both social and technical 
aspects in Cybersecurity research. The dominance of behavioural studies also indicates the possibility of the 
'Error of Inclusion' (Benbasat and Zmud 2003), where research models examine constructs that may be 
more suitable for other disciplines, such as Psychology and Criminology. This paper calls for further 
reflection on the scope of Cybersecurity research in Information Systems to promote improved significance 
of research in the field. 

There are limitations to this study. The literature review primarily focused on analysing and manually 
coding large volumes of textual data. While we argue for the significance of our results given all the articles 
that we reviewed were published in leading academic journals and had undergone reasonable peer review 
(or similar processes that ensured research quality), we may have omitted some individuals’ insights, 
merely due to the volume of information that required cognitive analysis. Therefore, we encourage future 
research that may focus on broader range of articles, such as opinion articles and research articles that 
comes from other journals that we did not cover but had demonstrated substantial quality. 
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Appendix 1. 

Comparison of research approach with Dhillon et al. (2021) 

Comparison Criteria Dhillon et al. (2021) Research approach 

Literature Analysis  LDA algorithm In-depth content analysis 

Scope of the literature IS CABS 3 rating including specific IS 
Security Journals (Chartered Association 
of Business Schools 2021) 

IS A* and A ratings excluding IS Security 
Journals (ABDC 2019) 

Literature corpus temporal boundaries 1990-2020 2010-2020 

Terminology  Limited to Information Systems Security Cybersecurity as an umbrella term 
including common variants like 
Information Security 

Empirical foundation Delphi study Coding and classification by Cybok 
knowledge area as a normative 
representation of practice 

Table 6 - Comparison of research approach with Dhillon et al. (2021) 

 

Appendix 2. 

Detailed data charts 

 

Figure 3 - Top ten theories in Cybersecurity research 
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Figure 4. Overview of Methodologies in Cybersecurity Research 

 

Figure 5 - Overview of Industries in Cybersecurity Research 
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