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Abstract: Decentralized Finance (DeFi) takes the promise of blockchain a step further and aims to

transform traditional financial products into trustless and transparent protocols that run without

involving intermediaries. Similar to how 2017 was the year of ICOs, 2020 was the year of DeFi, with

more than fifteen billion dollars of total investments. The decentralized platforms utilize oracles

to retrieve asset data from the external world, but their choice and management criteria are often

unknown to the end-users. If oracles are poorly selected or managed, the funds of a rising number

of investors are inevitably in danger. The issue, known as “the oracle problem”, which makes

real-world applications controversial and debated due to the loss of decentralization, had recently

drawn attention to DeFi, given the crescent number of related hacks that caused the loss of millions

of dollars held in DeFi projects. Through a multivocal approach that considers academic papers,

whitepapers, preprints, and opinion posts, this study aims to shed light on the pattern that identifies

the oracle problem in DeFi and outline the most promising ways to overcome the related weaknesses.

This research supports the view that the oracle problem in decentralized finance bears specific

characteristics which require standardization and appropriate economic incentives to be addressed.

Keywords: blockchain; decentralized finance; oracles; smart contracts

1. Introduction

Decentralized Finance (DeFi) is proving to be one of the most significant use-cases
for public blockchains, with over fifty billion dollars of value locked and growing [1,2].
It has exploded from a niche market to a billion-dollar industry, bringing new applica-
tions, including stablecoins, crypto-collateralized lending, trustless margin trading, and
decentralized exchanges [3]. However, in parallel with the growth of investments in DeFi,
related incident and hack rates are also increasing, with over $153M stolen only in 2020 [4].
Many were made possible by exploiting smart contract vulnerabilities, such as “re-entrancy
bugs”, infamous for being one of the causes of the DAO attack [5]. On the other hand, a
considerable amount of DeFi hacks were possible by exploiting oracle-related vulnerabili-
ties [6,7]. While developers are familiar with smart contract vulnerabilities, price oracle
manipulation is clearly not something that is often considered. Conversely, exploits based
on re-entrancy have fallen over the years, while exploits based on price oracle manipulation
are now on the rise [8]. Recent articles consider that almost 2/3 of DeFi hacks were possible
thanks to oracle exploitation [9].

There are several well-known DeFi protocols, such as Compound, MakerDao, Uniswap,
and Aave, that use oracles for fetching external data. In these use-cases, oracles are used
to gather cryptocurrency exchange rate data and send them to requesting DeFi applica-
tions [10]. There is, however, a controversial point to consider. While DeFi applications
are more or less decentralized, oracles are often centralized and trusted third parties who
provide data through unverified and unsecured channels [11]. As Anadtiotis [12] explains,
various DeFi protocols run decentralized despite potentially relying on centralized and in-
secure oracles. Therefore, calling those DeFi protocols “Decentralized” is a euphemism [12].
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This issue, brilliantly described by Egbertz [13] and discussed in a recent book [14], is
known as “the oracle problem” and affects all blockchain real-world applications. The
consequences of having insecure oracles are different according to each real-world appli-
cation, but in the DeFi space, considering the rising amount of investments, the potential
drawbacks of a poorly designed oracle could be detrimental. Despite the criticality of the
issue, this problem has not raised much interest in neither industry nor academia. A re-
cently published article shows that only 15% of journal articles about real-world blockchain
applications take into consideration oracle-related issues [15,16]. Despite being the most
problematic considering the amount of capital involved, the DeFi sector, is not taking a
step further to address the problem. As a recent study on DeFi oracles outlines, “Although
oracles play a critical role in DeFi ecosystem, the underlying mechanics of oracles are still
vague and unexplored” [17]. This paper’s scope is to analyze the oracle’s role in the DeFi
space, focusing on the most widely used applications and outlining the issues connected to
their implementation [18]. Inspired by the works of Al-Breiki [19] and Manoj Kumar [20],
we aim to identify the roles oracles are playing in DeFi applications. Furthermore, risks
and drawbacks are identified and discussed according to their relevance and impact. The
following research questions summarize the focus of this study:

1. What is the role of oracles in decentralized finance according to the existing literature?
2. What are the current risks connected with the implementation of oracles in DeFi, and

how are they being addressed?

Being an extremely recent topic, given the fact that just around a year has passed
since the DeFi explosion [21], gathering enough academic papers may be unfeasible. This
is probably not due to the low interest in DeFi but to the time required for publishing
and indexing. However, there are many available online articles that discuss the subject
and give an overview of the issues related to oracles. For that reason and for the scope of
this paper, we decided to adopt a Multivocal Literature Review, including peer-reviewed
resources from scholarly databases and so-called grey literature, comprised news, blogs,
reports, and other official documents (whitepapers). Given the fact that grey literature is
not peer-reviewed, information retrieved from such articles was double-checked by the
authors with other available resources, and where not available, companies were directly
contacted for clarifications. Through the analysis of recent issues, hacks, and attempts
to address the oracle problem, the paper aims to outline a common pattern that can be
useful for the development of present and future applications. The study supports the
view that, according to the respective applications, oracle design plays a vital role in
either enabling or preventing some attacks or manipulations. An approach based on a
predetermined set of rules when selecting oracles may then significantly solve technical
issues connected with their use in mass adoption. On the other hand, an incentive system
could help reduce collusion, deliberate tampering, and data-provider manipulation. This
paper aims to provide insights to both academic and professional communities. Investors
can benefit from the content provided for being more informed on the risks of DeFi
platforms determined by the presence of oracles. Moreover, developers can take guidance
from the good practices recommended. On the other hand, academics can build on this
paper to produce further reviews or empirical papers drawing on the selected material.

The paper is organized as follows. The next section outlines the literature background
along with related works. Section three explains the methodology that was followed, while
section four outlines the results. Section five and six summarize the material according
to the research question, and section seven provides a discussion of the findings. Section
eight concludes the paper by providing hints for further research.

2. Literature Background

As blockchain is traditionally blind to the real world and thought not to be able to
fetch data from the outside directly, the range of applications for smart contracts and apps
was very limited [13,22]. The idea of an oracle was then introduced in order to overcome
this limitation [23]. Oracles are usually centralized and trusted third parties that provide
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blockchain with data from the real world. Their role is, in fact, to connect those two realms
making it possible for blockchain to be implemented in almost any sector [24]. While a
detailed explanation of the oracle’s characteristics is beyond the scope of this research,
a distinction between centralized and consensus oracles is imperative to grasp all of the
research content better:

Centralized oracles, regardless of their nature, are entities controlled by a single author-
ity (or group thereof). A web API or a sensor-controlled by a company/provider is an
example of a centralized oracle [25]. What a centralized oracle does is it creates a direct
channel between the data source and the smart contract. Oraclize, for example, is a trusted
centralized oracle provider [26] whose objective is to prove that the fetched data have not
been altered after being gathered [19]. In their official documents, they specify that they are
not trustless but “provably” honest. As a matter of fact, being centralized authorities, those
oracles cannot operate in a trustless way. It is therefore indispensable to put trust in the
centralized entity managing the data. On the other hand, it is easier to perform auditing
procedures on a centralized entity. Although centralized oracles may provide any sort of
data, they are more suitable for information that is not publicly available. Supply chain
and product traceability are typical examples of data fetched by a centralized oracle [27].

Consensus oracles are groups of oracles that determine the data to be uploaded on the
blockchain by following a predetermined set of rules [28]. The consensus between multiple
oracles can be reached based on the majority of votes/thresholds or any other agreed-
upon protocol [29]. The Band Protocol, for example, is a recent consensus oracle project
which exploits multiple data sources and applies a mediatization of value to mitigate
the effect of outliers [30]. The idea behind the introduction of a consensus mechanism in
the oracle activity is to replicate the trustless nature of the blockchain. However, if the
oracles and data sources belong to the same entity or group, they still require a certain
degree of trust to be implemented. Consensus oracles can better replicate the blockchain
trustless environment if oracles belong to different entities, i.e., if they are not centralized.
Decentralized consensus, however, is feasible only when multiple devices, entities, and
trusted data sources are available. The most common decentralized consensus oracle
type is based on the “wisdom of the crowd”, of which Augur and Pythia are known
examples [31]. The principle of those oracles is that, for some events or knowledge, there
are people or entities who are probably aware of their outcome and are willing to bet their
reputation or their wealth to prove they are right [32]. Their proposed truth is then put
under public scrutiny so that any other entity participating in the platform can confirm
or deny the provided data’s truthfulness [14]. Ideally, for those types of oracles, publicly
available data, would be used to ensure trustworthiness [33]. Therefore, they are suitable to
retrieve information that is easy to verify, such as prediction market events and exchange
rates [33,34]. Given the aim of this study and targeting a broader audience, we rather not
go into the details of oracle implementation and mathematics, which are, on the other hand,
widely explained in other articles [35,36].

2.1. The Oracle Problem

Oracles bridge the on-chain blockchain world with the off-chain world by interfacing
with external data providers [10]. Since oracles are fundamental for smart contracts,
and given that they are trusted entities, they have the “privilege” to feed in data that
are accepted unconditionally. This small detail is crucial, since the whole ecosystem of
blockchain revolves around the concept of immutability and trustless interaction through
decentralization. Connecting the blockchain with a centralized point of failure, such as an
oracle, would arguably cause a loss of decentralization [37]. This conundrum is known as
“the oracle problem” and affects all the real-world blockchain applications, and depending
upon the sector and oracle type, different consequences may emerge [16,38,39]. There
are actually many circumstances for which an oracle may fail to provide reliable data.
Oracles may be poorly programmed and experience bugs or may suffer from sabotage
or malfunction. Song [39] also specified that the oracle problem not only results from
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technical issues but also depends on social aspects. As Paul Sztorc [38] explains, in fact,
the chance for an oracle to be compromised or the administrators to collude to alter the
data provided is correlated to the smart contracts’ value. It means that, the higher the
value within the smart contract, the higher the chance that it will be attacked through the
exploitation of associated oracles. This condition leads to the conclusion that, even if the
oracle is well designed and the data source is trusted, the data can still be compromised by
collusion or the bribing of the administrators. Figure 1 summarizes the two dimensions of
the oracle problem.

Figure 1. Dimensions of the oracle problem.

In essence, the technical dimension refers to the events in which, while the oracle
behaves honestly, it fails to transmit the data as a result of bugs or malfunctions. On the
other hand, the social dimension refers to the case in which, despite the oracle being well
programmed, and the data source being reliable, the entity managing the oracle alters the
data transfer for selfish purposes. Although ideally separated, the two dimensions are
intertwined so that, most of the time, when oracles behave incorrectly, it is unfeasible to
distinguish which dimension is causing the problem. Furthermore, while there are many
attempts to address the oracle problem, most of them focus on the technical component,
since the social dimension is inherently more controversial to detect and address [13,39,40].
The trust model is a document that tries to prove the reliability of an oracle from a social
and technical point of view [41], and most of the time, it coincides with the oracle platform
whitepaper [19].

2.2. Narrowing the Oracle Problem in Decentralized Finance

As explained above, the blockchain oracle problem refers to the inability to deter-
mine the veracity of data provided by oracles [39]. The uncertainty may arise from an
unreliable data source, low oracle reputation, or both [42]. However, as discussed in a
recent paper [16], the consequence of this condition varies according to the specific sector in
which blockchain is implemented. In the supply chain, the oracle problem refers to the fact
that information collected on the blockchain is filtered by the producing company so that
unwanted or sensitive information may not be registered [27,43]. In the academic sector,
the oracle problem does not affect the authenticity of the transcript but does question the
credibility of the issuing authority [41]. A certified issue by a low-ranked university, in fact,
will not gain more credibility for being stored on a blockchain [44]. In the IPRs field, the
oracle determines a more social problem in which authors and certification authorities are
vying for the role of the oracle, as the one who does, obtain a greater power over the other
party [45]. In resource management, since the data flow is bi-directional, namely when
resources are both stored and shared, there is the need for two types of oracles (inbound
and outbound). This further dependency, of course, doubles the problem. Finally, in the
case of health records, the oracle involvement can constitute an additional attack vector for
hackers to steal or modify patient records. When multiple oracles and external databases
are implemented, and there is the inability to monitor their security actively, it will also be
impossible to determine the reliability of patient’s data on the blockchain [14].

Decentralized finance, as a real-world application, requires oracles to operate. How-
ever, the impact of their implementation strictly depends on the extrinsic data required. In
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DeFi, data such as KYC are not required (at the moment), since smart contracts manage
all the transactions, and no centralized authority supervises the identity of the contrac-
tors [46]. Therefore, oracles are not implemented to collect personal data. Consequently, no
GDPR or security issue arises, and no external server is needed for sensitive data manage-
ment [47]. The only data that remain transparent are the transactions that only belong to
pseudonym addresses.

Unlike the academic sector and IPRs management, a smart contract’s authorship is
guaranteed solely and exclusively by the private key that signs the agreement. Theoretically,
whether the person who uses the private key is the legitimate owner of the wallet or not is
not relevant for the correct execution of a DeFi contract [21,42]. Since not regulated through
a KYC procedure, there is no way to enforce an unwanted operation on a crypto wallet.
On the other hand, as the application is decentralized, there is also no authority to appeal.
The last thing to consider to narrow the oracle involvement in DeFi environment is the
fact that those applications are meant to communicate with each other (interoperability) so
that data flow in both directions. This creates similar issues as those found in blockchain
applications for resource management (dual oracle problem) [48].

Regardless of the specific decentralized financial application, the only data required
pertains to financial assets’ quantity and price. Unlike the data production of a traced bottle
of wine, asset data constitute publicly available knowledge that can easily be verifiable.
Oracles based on the wisdom of the crowd should then be able to “trustlessly” fetch this
sort of data. However, malfunctions, tampering, and collusion can still easily alter the
data provided. Being financial contracts that often manage transactions of millions of
dollars also dramatically affects the incentive to alter the communication channel [38].
Thus, despite the fact that the asset data are publicly available knowledge, there are still
many issues that can prevent correct information from being registered on the chain. We
could argue that the oracle problem in DeFi applications, from a theoretical point of view,
reflects the chance for asset data to be altered by a malfunction or deliberately manipulated
for selfish purposes.

To address the oracle problem, many oracle providers such as Chainlink and Oraclize
are offering their solutions. However, those are all-purpose oracles and also amongst the
most discussed in papers and news articles. Therefore, an overview of oracles specifically
made for DeFi projects is provided in Appendix A.

2.3. Related Works

There is still a paucity of works on decentralized finance and even more scarcity on
the role of oracles in this field. However, other authors offered perspectives that were
useful for the development of this paper. Werner et al. [49], Schar [50], Harvey et al. [51],
and Amler et al. [21] provided systematization of knowledge in a broad sense of the
concept of decentralized Finance. They discussed many DeFi applications, as well as
related opportunities and challenges, and they also provided a small overview of the role
of oracles. Liu et al. [17] and Kumar et al. [20] instead focused precisely on blockchain
oracles implemented in decentralized Finance. While Kumar et al. [20] offered a theoretical
proposal for a DeFi oracle, Liu et al. [17], using primary data, discussed the reliability
of oracles in DeFi considering the deviation rate of Ampleforth, MakerDAO, Synthetix,
and Compound. Gu et al. [32] and Angeris and Chitra [52] finally produced a piece of
research on blockchain oracles in DeFi for a specific application. The first discussed the
role of oracles in the governance of non-custodial stablecoins, particularly analyzing the
passage of MakerDAO from version V1 to version V2. The second instead focused on
the role of oracles implemented for Automated Market Makers. An interesting study,
while not directly related to this one by Kaleem and Shi [53], showed the increasing rate
of oracle-related queries on the Ethereum platform. As expected, most are initiated by
DeFi platforms.
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3. Methodology

In order to answer our two research questions, an appropriate methodology was
needed. A classic literature review or systemization of knowledge was, indeed, efficient in
the process of summarizing the existing studies [54]. On the other hand, as Sutherland [55]
explains, a systematic review should be utilized when specific research questions need to
be answered and to ensure the replicability of the results guaranteeing the transparency of
the data acquisition [56]. In principle, we opted for the second approach. Two important
research databases (Scopus and Web of Science) were then queried to obtain the relevant
articles, and specific keywords were utilized within two different research entries. While
“decentralization” and “finance” were inserted in the TITLE-ABS-KEY and Scope, respec-
tively, on Scopus and Web of Science, the “oracle” keyword was instead searched in the
whole body text. The reason for this difference is that, while decentralized finance should
have been the main topic of the article, it is not also requested that oracles constitute the
primary area of research. Since our aim is to provide a full picture of contributions posed
within the literature, regardless of weight, even a small contribution on oracles or the oracle
problem in DeFi is relevant for this research. Table 1 outlines the two research strings for
each database. The Scopus and Web of Science databases were both queried on 26 February
2021 and returned 14 and 1 entries, respectively. However, the article returned from the
Web of Science database was, unfortunately, off-topic, which means that only articles from
Scopus were included.

Table 1. Selected databases and keywords.

Database Research String

Scopus (TITLE-ABS-KEY (decentralized AND finance) AND ALL (oracle))

Web of Science (TS = (decentralized finance)) AND ALL = (oracle)

Despite the restricted sample, excluding criteria were implemented to include relevant
articles. First, non-English articles were excluded, which reduced the sample to 12 entries.
By reading the title and abstract, another five articles were excluded since considered
off-topic, despite including the three keywords, which reduced the sample to seven entries.
We inspected the article’s content to determine whether they discussed oracle or oracle
problem issues. We realized that two of the papers were included in the sample for only
having references to other articles that include the word “oracle” in the title [57,58]. One
article at the end, although using the word “oracle” within the text, referred to the Oracle
company and not to blockchain oracles [59]. Since oracles were not actually discussed
anywhere in the text, we decided to drop the entries, leading to the final sample (displayed
in Table 2) of only four papers. While these papers were very informative and well-written,
the authors agreed that robust and meaningful results could not be produced based on only
four articles. Considering the relevance that Decentralized Finance had in recent months,
the lack of scientific papers, which require a considerable amount of time for publication
and indexing procedures, is understandable. On the other hand, the web is constantly
providing a plethora of articles that could have highly contributed to our research. For that
reason, we first decided to include another database (Google Scholar) and further opted
for a Multivocal Literature Review (MLR), which is a form of Systematic Literature Review
that also includes so-called “grey literature” [60]. Whilst MLR includes other non-academic
literature, the method followed remains the same as a SLR. Rodney et al. [61] describe
MLR as literature “comprised of all accessible writings on a common, often contemporary
topic. The writings embody the views or voices of diverse sets of authors . . . . They
address different aspects of the topic and incorporate different research or non-research
logics”. On the other hand, grey literature is composed of documents “produced on all
levels of government, academics, business and industry in print and electronic formats,
but which is not under control of commercial publishers” [62]. Falling under that grouping
is information found in news editions, blogs, websites, or whitepapers. The retrieved
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documents are used as complementary material to peer-reviewed articles published and
indexed in scholarly databases.

Table 2. First round of research.

Title Author Year Source

“Decentralizing finance
using Decentralized
Blockchain Oracles”

Kumar M., Nikhil,
Singh R.

2020
International Conference

for Emerging
Technologies, 2020

“Stablecoins 2.0: Economic
Foundations and

Risk-Based Models”

Klages-Mundt A.,
Harz D., Gudgeon L.

2020
Conference on Advances in
Financial Technologies 2020

“LoC—A new financial
loan management system
based on smart contracts”

Wang H., Guo C.,
Cheng S.

2020
Future Generation
Computer Systems

“Improved Price Oracles:
Constant Function
Market Makers”

Angeris G., Chitra T. 2020
Conference on Advances in
Financial Technologies 2020

We used two different web search engines to search for relevant grey literature—
Google Search and DuckDuckgo. The keywords used were the same as for the academic
databases, while at this time, all three were inserted in the research string with no exclusion
criteria (e.g., TITLE-ABS-KEY and Topic). We started our research on 3 March 2021 and
organized our results in pages of ten entries, and decided to stop our research at the tenth
(100 entries). Since using non-peer-reviewed material for academic publications may be
debatable, robust exclusion criteria needed to be adopted. We decided to keep the ones
with the source we were more familiar with and confident about when similar articles
were found. If a piece of news was found on a source that we were not confident of, the
content was then verified with further research to decide whether to keep or discard the
article. The authors are aware that this condition includes a source of subjectivity. We wish
to stress, however, that no articles were dropped according to their source but only when
we were not able to double-check the reliability of the content provided. Therefore, we
believe that replication of this study—however, not including the same articles—would
probably provide the same content. Another thing that the authors wish to stress is
that, despite the fact that the article sample was gathered between February and March
2021, later-published articles, such as that by Eskandari et al. [63], are also cited, due to
their importance in clarifying some concepts that otherwise would have remained blurry.
Furthermore, other sources are cited to expand on some concepts that were not fully
explained in the corresponding article.

Despite the higher availability of grey literature with respect to academic papers, we
found much redundancy with the results. In particular, we observed not only similar
articles but double, triple, and n entries of the same articles within the same research, so
that even summing the entries from both searches, we could only retrieve 47 different
articles. We then searched for articles that did not use all three keywords in the body text,
and we found then eleven articles were about oracles with surrounding ads on DeFi. Other
eight articles on DeFi had oracles articles in the suggested sections. We then removed
another five articles for being clearly off-topic, which reduced our grey literature sample to
23 entries.

A final Google Scholar search was performed on 26 March 2021, using the same three
keywords, and, with the results organized by ten per page, we decided to stop at the fifth
(50 entries) due to theoretical saturation (no new concept emerged) [64]. From a sample of
26 potential articles, we excluded 7 for being off-topic. After full-text reading, we excluded
the other six articles, since even using the three keywords did not provide data for our
research. This lead to a sample of 13 articles from Google Scholar, of which two articles
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were already retrieved via Scopus. Therefore, the total number deemed to be retrieved
from Google Scholar resulted in 11 articles.

The final sample was then composed of 4 academic articles retrieved from Scopus, 11
academic articles from Google Scholar, and 23 blog articles retrieved from web search. This
makes a total of 38 entries.

Although the number of articles retrieved is higher for the grey literature, it must be
stated that the main source of this work is still of an academic nature due to the depth
that the academic articles delve into. Furthermore, the mean article length for GL type
is 1123 words compared to the 10,255 of Academic papers (references excluded). This
paper mainly draw its conclusions from academic resources and use grey literature as a
complementary asset. Table 3 and Figure 2 summarize the MLR steps.

Table 3. Sources and excluding criteria.

Database Scopus WoS Google Scholar Web Search

Initial Sample 14 1 26 47

Misplaced keywords 3 0 6 19

Off-topic 5 1 7 5

Non-English 2 0 0 0

Duplicates 0 0 2 0

Final Sample 4 0 11 23

Figure 2. Review steps.

3.1. Data Acquisition

Although some interesting reviews and systemization of knowledge articles were
recently published on the DeFi space, to the best of the author’s knowledge, none of these
provide reproducible patterns and neither address specific questions. On the one hand, this
limitation implies that this work is novel; on the other hand, it does not grant the luxury of
building upon an existing framework. The data-extraction model had to be perfected from
scratch. To reduce the arbitrariness of the research, the author decided to inspire the data
extraction to other systematic reviews and the few works of literature produced on the
oracle problem within other domains [15,44,56]. Common data attributes extracted include
title, year, resource type, and source. Those data fields help contextualize the MLR in a
specific timeframe and provide information on the balance between academic and grey
literature. Drawing upon Wang et al. [65], we decided to check for risks and attacks, given
the oracle’s impact on the security of blockchains [13]. A survey and illustration of the most
used DeFi applications as discussed in Harvey et al. [51] is also perceived useful to narrow
the area of interest for this research. Furthermore, as performed by Al-Breiki et al. [19],
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research of the oracle providers with solutions to the oracle problem in DeFi was fulfilled.
The complete list of extraction keywords is provided in Table 4.

Table 4. Data-extraction items.

Data Item Description

Title Title of the paper

Year Time of Publication

Source Type Academic Article or Grey Literature

Source Name The name of the Site, Journal, or Proceedings

DeFi Applications Discussed DeFi Applications

Applications type Which application was described

DeFi Companies Presented DeFi Projects

Risks and Attack vectors Discussed risks connected with the use of oracles in DeFi

Issues with oracles
Discussed real incidents in DeFi connected with the

use of oracles.

Oracle Providers
Described Oracle providers who operate in the

DeFi Domain

3.2. Results

As described in the Methodology section, the exclusion criteria did not restrict articles
to those published within a specific timeframe, and this resulted in articles retrieved for
only the past three years. Figure 3 depicts the results. First, only articles between 2019
and 2021 were retrieved due to the subject’s nascency. As shown, there is an increase in
2020, and as expected, the numbers reported for 2021 are lower, since data gathering was
finished by March 2021. However, if the trend remains constant, the number of published
articles of 2021 may exceed double of 2020. As discussed in the Methodology section, a
majority of articles are grey literature, while the others are academic papers drawn from
Scopus (4) and Google Scholar (11). Figure 4 displays this result.

To provide a better breakdown of the results, an overview of topics was then first
distinguished into available (Y) and non-available (N), and according to the source between
academic papers (AP) and grey literature (GL). The results are shown in Figure 5. The figure
already gives an idea of why the MLR was strictly necessary to address the questions of the
paper. While both academic and grey literature discussed risks relating to oracles, mainly
grey literature outlined “real” incidents with oracles in DeFi. Similarly, while both equally
described DeFi applications, mainly grey literature outlined actual DeFi companies and
Oracles providers. The paucity of these data in the academic literature gives the idea that
the analysis is still at a general level and requires more practical case studies. Furthermore,
if not strictly necessary for the empirical analysis, reviewed academic research did not
mention real companies (likely due to blind research) and discussed the phenomenon
in a broad sense. In other words, it is common to read discussions about Automatic
Market Makers and not specific analyses of Uniswap or Curve. In our case, however, it
is important to gather data on real projects to understand state-of-the-art with respect to
oracle implementation in the DeFi space. For that reason, again, the involvement of grey
literature was considered necessary. Finally, we provide a chart in Figure 6, displaying
the availability of data for each DeFi sector. The graph displays the number of papers
that dedicated a paragraph or a section to a specific application type. Of course, the same
paper may have a dedicated paragraph to multiple applications while other may not have
dedicated paragraph or sections to a specific application.
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Figure 3. Publications/year.

Figure 4. Article type/number.

Figure 5. Data-acquisition results.
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Figure 6. Applications/entries.

From the result, we can observe that academic literature, as well as grey literature,
focused mainly on lending and liquidity pools while fewer focused on derivatives. This
also reflects the lower availability and early stage of decentralized derivatives services.
This, unfortunately, also affects the availability of data on oracles in the derivatives sector.
Therefore, while more examples are available in the lending, liquidity pools, and stablecoins
field, lesser are provided for derivative ones. Appendix B provides a sample of AP and GL
divided by subject to facilitate the reproduction of results. Furthermore, in Appendix C of
this paper, two graphs display the most discussed DeFi companies and oracle providers.

4. Oracles in Decentralized Finance

Since DeFi applications differ according to the provided service, related oracle systems
vary accordingly. Discussing leading applications in the DeFi space and oracle’s role, this
section aims to answer our first research question.

4.1. Lending Pools

Not to be confused with Liquidity Pools; lending pools are financial applications that
create a crypto-asset loan market. Managed by a system of smart contracts and incentive
mechanisms, they create advantages for lenders as well as for borrowers [66]. Loans are an
essential part of the financial ecosystem, and in the DeFi platforms, it is possible to lend
and borrow crypto assets without KYC procedures [50]. Users can lend their assets to the
LPs, and receive an LP token which serves as a sort of receipt of their lending. The LP
tokens can then be transferred, and their exchange negotiated like any other token allowing
for a sort of crypto securitization of the loan [67]. However, if the token is lost or stolen, the
amount lent will also be forfeited.

It is important to note that the main risk for a lender is that a borrower could run
away with the money (crypto), and it is crucial in an environment in which the borrower
cannot be identified. There are two mechanisms that aim to solve this problem:

Collateralized loans are loans given after the borrower locks a predetermined amount of
assets. Usually, the locked amount should exceed the borrowed amount. The smart contract
then decides the ratio between collateral and the borrowed amount and the interests to be
paid. Of course, in order to recover the locked assets, it is sufficient to refund the loan [50].
Due to the fact that those loans run on a decentralized system, there is no way to renegotiate
terms after its execution, and if the contractor is unable to repay the debt, the collateral
is liquidated (sold at a discounted rate). Although P2P lending exists, the most common
lending type is organized in pools of which Compound, Aave, and dYdX are among the
leading dApps [68–70].

Flash loans are a particular form of loans that are only possible thanks to the imple-
mentation of smart contracts. The name was coined by Max Wolff, the creator of Marble
protocol, in 2018 [71]. It consists of a particular form of contract in which the loan is taken
and repaid simultaneously [72]. That way, the illiquidity, and the default risks are denied.
In a globalized crypto market, flash loans are beneficial when performing arbitrage. An
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investor can borrow an amount of money to buy the crypto from a market, sell them
in a market where the price is higher and repay the loan making a profit. All can and
should happen in transactions within the same block. Since the loan is taken and repaid
simultaneously, there is virtually no limit to the amount of money borrowed (subject to
availability of the requested token).

Oracles in lending pools and flash loans are important to determine the price of
assets and, in particular, to those held as collateral. The value of a deposited digital
asset determines the amount of loan that can be borrowed, and for lenders, the interest
that has to be accrued. Unlike Aave and dYdX that outsource oracle-related tasks to
Chainlink, Compound has its own price oracle [73–75]. Oracles on Compound are managed
by administrators, who are COMP token holders. The administrator deploys a price
aggregator contract in which it specifies min, anchor, and tolerance sets. The min is the
minimum number of reports necessary to calculate a new median value. The anchor is the
address of the contract that requires the price feeds. Finally, the tolerance is the maximum
deviation accepted by the contract, which is usually set at 10%. Price oracles on Compound
protocol could be represented by major exchanges, other DeFi projects, and Over-the-
Counter (OTC) services. If the reports are under the min or if the median value calculated
by the aggregator exceeds the tolerance, the value is rejected, and the asset’s price will not
be updated [17,76]. If oracles fail to provide the right collateral price for lending contracts,
there is the risk for it to be under-collateralized. That poses severe threats for the lender to
recover the investment if the borrower cannot repay the debt. In flash loans, oracle failures
are even more dangerous as they can even damage the whole platform. Details on that
circumstance are provided in the next sections.

4.2. Automated Market Makers (AMM)

Automated Market Makers, often referred to as decentralized exchanges, are smart
contracts that hold both assets of a trading pair. For example, in the case of ETH/USDT,
the smart contracts hold a certain amount of Ether and Tether in what is called a liquidity
pool [77]. The price of each asset is derived as a function of availability and, of course, is
stabilized by arbitrage. Unlike centralized exchanges, the companies that manage AMMs,
have the role of developing contracts, minimize the chance of bugs and malfunctions,
but they do not directly provide the assets [3]. The fees paid in the exchange are then
shared among the liquidity providers and service providers. Uni-swap, pancake-swap,
and just-swap are the most known AMMs in the respective ecosystems: Ethereum, Bi-
nanceSmartChain, and Tron [78]. It is important to point out that, as stated by Schär [50],
smart-contract-based liquidity pools do not rely on price oracles to operate. According to
the author, the product model of a liquidity pool can be expressed as XY = K in its simplest
form. Where x and y are the token reserves and k is a constant. If an agent wants to buy ∆′

coins of token “y” must put in the swap contract, enough “x” such that the product of the
reserves remains constant. Angeris [79] formalize this concept with the following function:

(R′
− ∆

′) (R + ∆) = R′ R

Furthermore, the price of assets is derived with a similar principle. It is constantly
adjusted so that if the asset X is deposited to take Y, then the price of Y raises, as it will
be less and less convenient to keep buying the same asset. That way, it would be indeed
profitable the opposite swap (deposit Y to take X) so that the pool should never be drained.
Despite not relying on oracles or exchanges to price their assets, liquidity pools, thanks to
that mechanism, are sometimes more efficient than centralized exchanges in determining
the price of assets. For that reason, DEXes are often selected as price oracles. Uniswap,
for example, is being lately chosen as a reliable price oracle by Aave, bZx, Debank, and
others [80]. Consequently, the developers have implemented specific features to serve that
particular purpose [81]. The Uniswap price oracle evolved, in fact, from V1 to V2, changing
from the last swap price feed to a time-weighted average price feed. While the first offered
chances for flash-loan attacks, the second type was less exploitable with flash loans. More
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technically, while with the V1, every token transacted price was registered in the block and
immediately used as a feed, with the V2 version, the feed is extracted as a mean value of
24-h transactions for that specific rate [82]. It is essential to notice that, although liquidity
pools do not require oracles to operate, they expose the liquidity providers to the risk of
“Impermanent Loss” [83]. This risk arises when one asset significantly changes its price
with respect to the other in the contract. This provides an opportunity for arbitrageurs
to drain the asset unbalancing the pool. Given the lack of one of the assets, when the LP
provider withdraws its liquidity, it will then receive an amount with a lower value than
that provided, experiencing a “permanent” loss [84]. Given the seriousness of the issue,
lately, platforms such as Bancor are implementing oracles to limit the action of arbitrageurs.
On the other hand, other approaches such as the one followed by Balancer include the
chance to provide assets also with an unbalanced rate (e.g., 40/60, 90/10, etc.)

4.3. Stablecoins

To better exploit the advantages of the new financial services offered by DeFi, it is
crucial to rely on means of exchange with a stable value [85]. Unlike common cryptocurren-
cies (e.g., Bitcoin and Ethereum), which are extremely volatile, stablecoins maintain almost
constant value over time. Stablecoins are usually pegged to the value of an external asset
such as gold, but a majority are linked to the US Dollar. Depending on how the system is
linked to the stable value, different kinds of stablecoins can be distinguished.

Custodial stable coins are crypto-assets whose stable value is guaranteed by an external
authority. The most known stable coins are Tether (USD-T) and USDC, which mainly
operate on Ethereum blockchain and are managed respectively by Tether Operations and
Centre Organization [86,87]. Companies that manage stablecoins are generally in charge of
guaranteeing the asset’s value by the deposit (through a bank or another trusted entity)
of the equivalent in dollars, gold, or other financial assets [85]. For example, to mint one
million dollars of USDC, the same amount in dollars or assets must be locked within the
trusted entity. Those stable coins are recognized as crypto assets in the sense that they
can actively interact with other cryptocurrencies through smart contracts and exchanges,
but like fiat currencies, their use can be censored, seized, and limited by the issuing
authority [46]. By definition, custodial stable-coins require trust in an institution that
guarantees the pegs to a certain asset. For that reason, blockchain oracles are not required
to derive the price of custodial stable-coins. On the other hand, market congestions or
downturns may determine temporary deviance from the pegged value.

Non-custodial collateralized stable coins are crypto-assets whose value is not guaranteed
by a centralized entity and, most of the time, are managed by a Decentralized Autonomous
Organization [17]. DAI is, for example, a non-custodial stable-coin whose value is guar-
anteed by the deposit of a collateral (mainly Ethereum) whose volatility is exploited to
stabilize the value of the asset. For example, after the deposit of $150 of ETH in the appro-
priate smart contract, it is possible to mint $100 of DAI. If ETH rise in price, then more DAI
are minted to stabilize their value. On the other hand, if ETH price decreases, a propor-
tional amount of DAI is burnt [88]. Unlike custodial stable-coins, non-custodial are open
and censorship-resistant, but due to the over-collateralization rules (usually 150%), the
total issued amount is generally lower [46]. Other examples of non-custodial stable-coins
are sUSD and USDJ. Non-custodial stable coins, being untied by external entities who
guarantee the asset’s value, require oracles to verify the exchange rate between the stable
coin and the collateral. Surely, the most interesting case is the MakerDAO Oracle. As
extensively explained in Gu et al. [32], the MakerDAO oracle had a major change for which
it can be distinguished in V1 and V2. In MakerDAO V1, the collateral for DAI stable-coin
was only ETH, so that the oracle had to update ETH/DAI price in real time to enforce the
collateralization ratio properly. The Maker V1 Governance whitelisted 14 independent,
and anonymous price feeds “to monitor the reference prices across a number of external
sources” [89]. When the DAI/ETH price is to be updated, a price oracle calls a function that
indicates value, valid_unitl, and medianizer.addr. The value is the DAI/ETH claimed exchange
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rate, the valid_until indicates its expiration time, and medianizer.addr is the contract address
of the medianizer. The medianizer then aggregates all the value from the price feeds. Of
course, the medianizer updates the prices independently on when it receives the prices from
the feeds, so it happens that aggregators use price feeds with different expiration times.

The MakerDAO V2, on the other hand, brought many innovations to the Maker
Protocol. First, it enabled a multi-collateral feature. Second, it counts on a broader source of
price feeds [90]. Unlike V1, in this new version, the identities of price oracles are disclosed
(0x, dYdX, and Gnosis), and the contract also introduces a novel medianizer mechanism. The
new protocol requires the presence of an Oracle Security Module (OSM) for each collateral
type. In addition to the V1 functions, a poke function is introduced, which excludes feeds
that lack three critical requirements [91]. First, feeds should be provided by a minimum
number of sources. Second, the values should be all positive and presented in ascending
order. Finally, signatures must be verified and belong to all different whitelisted feeds.

Non-custodial algorithmic stable-coins constitute a complex experiment in which the
pegged value is not ensured by collateral but relies only on a system of algorithms and
smart contracts [51]. Those projects employ a model in which the token holder receives new
coins when demand increases. On the other hand, if the demand decreases, the amount
is automatically deducted from the market to limit the loss of value. Although simple in
principle, algorithmic stable coins are challenging projects to realize, and some, such as
Basis, already shut down due to regulatory hurdles [92]. Ampleforth is a project which is
still active and employs the algorithmic principle; however, the stability of its value still
represents a challenge [93]. Ampleforth utilizes a system of oracles trusted by the platform
that reports price feeds cyclically. The platform administrator sets min, delay, and expire
parameters, where min is the minimum number of reports. Delay indicates the time from
which the reports can be used and expire the time in which the report becomes unreliable.

CeloUSD is another algorithmic stable coin that implements a quite complex oracle
type [94]. Celo protocol has a smart contract called SortedOracles that recognizes only
four trusted price sources (Binance, Bittrex, Coinbase, and OKCoin). The Celo Oracle data
aggregator, other than deploying the mean value, also checks if a minimum number of
exchanges were queried [95]. The reporter then transfers the feed from the aggregator to
the SortedOracle contracts, ideally on a stable time basis. For example, if the maximum age
of a report is 5 min and there are ten participating oracles, then, every 30 s, an oracle should
send a report. Celo also employs a “MetricCollector” that checks on the performance of
oracles to detect anomalies in their behavior. The most attractive feature of Celo oracle is
the so-called “Circuit Breaker”. The circuit breaker basically shut down the oracle service
in case of high volatility. Once shut down, the system should be restarted manually and
revised by the platform expert before being operative again. During the shutdown, a
trusted provider will adjust the price dynamically until the oracle restarts [96].

4.4. Derivatives

As known, derivatives are financial assets that derive their value from represented
assets’ performance [97]. Derivatives in DeFi are extremely important due to the lack of
interoperability between blockchains. As Larsen [98] explains, “Bitcoin can’t speak the
language of Ethereum and vice versa”. This means that we cannot spend bitcoin on the
Ethereum network, and we cannot operate Ethereum smart contract on the bitcoin network.
Wrapped tokens were specifically made to overcome this limitation, in particular for DeFi
applications. WBTC, as an example, is an ERC-20 version of bitcoin and can be spent on the
Ethereum network and managed by Ethereum smart contracts. In order to issue WBTC on
Ethereum, an equal amount of BTC has to be locked on the Bitcoin blockchain. An oracle
service should then ensure that as long as WBTC is used on the Ethereum network, the
corresponding amount on the bitcoin network is not spent. Being WBTC traded for other to-
kens and used as collateral for loans, failure in communicating the exact quantity of locked
tokens can be fatal [98]. Due to the complexity of derivative contracts, their management
is mainly left to centralized exchanges (Coinbase, Poloniex) [46]. Lately, however, some



Appl. Sci. 2021, 11, 7572 15 of 32

platforms such as Synthetix are also offering DeFi solutions in the derivatives field [99]. In
those platforms, it is possible to find tokens representing all sorts of fiat currencies (such as
GBPN representing Pounds), stocks or other crypto assets (wrapped tokens). The price of
external assets offered on Synthetix is determined through a system of oracles provided
through Chainlink. However, the requirements of Synthetix platforms are that the oracles
should be distinct for each asset and that prices are updated every 5 or 10 min.

Universal Market Access (UMA) is another recently born platform that aims to create
fast, efficient, and secure derivatives on the Ethereum platform [32]. Unlike Synthetix, it
has its own oracle system made of two distinct modules called Optimistic Oracle and Data
Verification Mechanism (DVM), respectively. UMA’s oracles are not mandatory to use in
principle, but if the contract needs a secure price feed, it can quickly require it with the
Optimistic Oracle [100]. This oracle is mainly automated and provides an off-chain price
feed within a pre-defined length of time, without the need to pay any on-chain fees. If the
price is disputed, then the second UMA’s oracle, the DVM, comes into play. The DVM
works mostly like the Tellor and Razor oracle systems, and it takes two days to solve a
dispute. Those who misreport price lose their bond in favor of those who reported a correct
price. It is also possible to require a price directly to the DVM, but it will take two days to
resolve anyway. UMA’s whitepaper is also interesting because it has an appropriate section
in which they explain how they claim to solve the oracle problem. They explain that if the
price of the contract is high, then the oracles may be incentivized to provide imprecise price
feeds for personal purposes. In particular, they distinguish between Profit-from-Corruption
(PfC) and Cost-of-Corruption (CoC). The Cost-of-Corruption is the total amount of UMA
tokens needed to perform a 51% attack on the platform. The Profit-from-Corruption is
the total asset value of the derivative for which the price is requested. The UMA protocol
then requires that the CoC is always greater than 200% of the PfC. In that way, although
possible to perform a 51% attack, it will always be unprofitable. However, according to
their website, this prevention system is not yet automated [101]. Furthermore, collusion is
not the only risk of using oracles in DeFi.

5. Risks and Attack Vectors

The presence of oracles in DeFi naturally determines many vulnerabilities that un-
fortunately cannot be eliminated. Drawing upon the selected sample, we focus on an-
swering our second research question, distinguishing between social (S) and technical (T)
risks/vulnerabilities.

5.1. Front Running (S)

Front-running attacks are due to the natural condition in which the oracle is the first
to be aware of critical data uploaded to the blockchain to run a smart contract. Arguably,
the early awareness of data gives an important advantage to the oracle data provider [66].
Knowing that an asset price will be sent to a specific platform at a precise time may enable
fraudulent operations. Furthermore, block-time, congestions, the exploitation of bots,
and automated procedures make front-running attacks more and more feasible [85]. In
legacy finance, the front-running attack is quite known, but it can be performed only by
a restricted number of people (insiders) aware of pieces of knowledge that are not of the
public domain [102]. In decentralized finance, as information is transparent, anyone that
realizes the potential of information to be exploited for a front-running attack may be a
potential attacker. A known example of a front-running attack is the one exploited on Terra
Money. Terra is a stable coin whose potential is to be available on multiple blockchains
such as Ethereum and Solana [103].

In 2019, Terra witnessed a front-running attack on its oracle, specifically designed to
be secure and reliable. The Terra oracle price feed registers the price of external assets in
three phases. The first is the pre-vote phase (N-2), in which the price of an external asset is
proposed as a feed. The second is the voting phase (N-1), in which, in case of insufficient
votes, the proposal can be rejected. The third is the confirmation phase (N), in which the
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proposal is finally registered in the blockchain. Every step of this system lasts for 12 blocks
so that from the pre-voting phase to the confirmation phase, there is a 24 blocks distance.
This means that at time N, the price accepted is that of time N-2. What helped the hack
was also that, by the time of the attack, to incentivize trades on the platform, the swap
between Terra coins was offered without fees. It happened then in August 2019 (Figure 7)
an attacker spotted a little discrepancy (2%) between the spot price and the oracle price.
Exploiting the zero fees policy was then able to trade assets at a discounted rate. From
that point, Terra Money was then obliged to introduce two fees: fixed and proportional. A
little discrepancy of 1 to 2% of the price was then completely absorbed by the fees, making
front-running attacks inconvenient [104].

Figure 7. Example of a front-running opportunity.

The front-running attack can also be performed by exploiting the blockchain fee
mechanism, which prioritizes transactions with higher fees. Since blockchain is publicly
auditable, it is also possible to have a look at pending transactions that have still to be
confirmed. If, for example, in the transaction pool, we observe a swap of thousands of DAI
for another asset, this will surely impact prices. If we then perform a transaction and pay
a higher fee so that our transaction is mined before the swap, then we can benefit from
that prioritized action. This is known as “Miners Extractable Value (MEV) Problem”, but
although it involves oracles, it cannot be considered an oracle manipulation [105].

5.2. Sybil Attacks (S)

Sybil attacks are means to manipulate decentralized oracle platforms. To obtain the
majority of votes, the Sybil replicates its vote to gain a higher weight when compared to
others [14]. Equally, the Sybil can also manipulate other oracles for them to display the
same choice as its own. Sybil schemes are only possible in systems where the oracle identity
is anonymous, and their choice is private. In an interesting paper, Douceur [106] explains
that the only way to prevent a Sybil attack is to make the voters’ identity public and their
choices transparent. In decentralized systems, influencing the majority of voters can also
be identified as a 51% attack. Unlike those that can be performed on a Proof-of-work
protocol, it does not involve computing power but refers to the corruption of enough
voters to be able to control the outcome of an oracle feed. Alternatively, it may refer to a
condition in which agents with enough voting power collude to change the rules for selfish
purposes. On MakerDAO, for example, due to the fact that a restricted number of Maker
holders take decisions on oracles, Liu et al. [17], hypothesized that a 51% attack was then
possible and expectable. Basically, due to the concentration of Maker owners and their low
participation in the voting process, collusion to manipulate governance and price oracles
is perceived, extremely likely. The thesis was also supported by other studies [107–109],
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which confirms the chances of performing governance attacks on MakerDAO, as well as
other DeFi platforms, eventually pushing the entire DeFi ecosystem to a crisis. However,
the thesis is confirmed mainly by the fact that, on October 2020, an attacker used a flash
loan to borrow enough MKR to pass a governance proposal to change the MKR oracle
whitelist parameter and managed to push his feeder to the allowlist [63,110]. Therefore,
Sybil attacks cannot be underestimated. Those attacks can also be performed through
mirroring and freeloading.

Mirroring: In mirroring attacks, the Sybil honestly works for the platform executing
the data collection as requested. However, to guarantee the data collection’s major weight,
it “mirrors” the data collected into different oracles under its control. That technique
ensures the lowest cost of data collection and the highest chance of selling the data to the
customer platform. Again, in an anonymity and privacy condition, the chance of spotting
a mirroring attack is quite low [6].

Freeloading: Extensively explained in the Augur whitepaper [33], the freeloading
attack is a technique thanks to which an oracle replicates the data fetched by another
entity, without making the effort of performing the data collection itself. Since the data
are obtained effortlessly, the Sybil can provide the service at a lower price than the honest
oracles, eventually pushing them out of the market. Once the honest oracles are out of play,
the system is solely managed by malevolent or corrupt oracles [20]. In off-chain acquisition,
this vulnerability can easily be overcome using a Commit/Reveal design pattern (e.g.,
Razor Network), which ensures that cleartext data is only revealed when the transaction
is ready to be finalized. This pattern also provides a guarantee that the data eventually
revealed cannot be changed. If the results are always transparent, then it is harder to
counter. Although possible, this type of attack is quite rare, and, as explained in the Augur
whitepaper, it never constituted a real threat.

5.3. Selection Bias (S)

Selection bias refers to the situation in which a DeFi service selects a data source
that is not explicitly meant to serve as an oracle [25]. To give an example, to measure
the temperature, we generically employ a thermometer. However, to measure a patient’s
temperature during surgeries, for instance, special thermometers are needed to rapidly
check for any drastic temperature change and warn the surgeon to intervene. In the DeFi
space, the role of price oracle should be entrusted to entities specifically made to serve
this purpose. Price oracles should, in fact, report price changes avoiding distortions and
deviances. Arguably, the higher the value locked into DeFi smart contracts, the higher the
accuracy and security of the selected price oracle should be [111]. To better understand
the problem of price oracle source selection, the example of Curve Finance fits perfectly. In
2020, Curve Finance was considered responsible for many flash-loan attacks for an amount
that exceeds one hundred million dollars [112]. The attackers exploited the fact that many
DeFi platforms arbitrarily decided to adopt Curve Finance LP’s price feeds. LP price feeds,
of course, are characterized by high volatility to rapidly adapt to the size and usage of the
selected pool. Exploiting the LP price volatility, flash-loan attacks were incredibly easy and
rewarding. Hence, despite the fact that Curve Finance data were publicly available, their
LP price feeds were not intended to provide pricing for collaterals in the first place. The
Curve Finance team declared in many articles, in fact, that they were not aware that other
DeFi projects utilized their LP price feed [112]. Therefore, they publicly suggested relying
on other and specialized oracle services.

5.4. Data Manipulation (T)

Data manipulation prior to the oracle transmitting information constitutes the hardest
problem to spot. If oracles work well, there is still the chance that the data they collect have
been tampered with at the source [24]. If this happens, the only way to spot that there is a
problem is to compare the price feeds with other oracles or price feeds. For that reason, in
a centralized oracle service, data manipulation constitutes an important risk to consider.
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Centralized-oracle providers (e.g., Oraclize) may provide different levels of guarantees that
the data have not been altered “after” the collection, but not that they were genuine at the
source [10]. In the so-called “Compound incident” that led to the liquidation of more than
eighty-five million dollars, for example, it is still not clear if data were manipulated [113].
To understand what happened, it is important to know that by the time of the incident
(November 2020), the price of DAI/USDC was pushed by CoinbasePRO, as an oracle, into
Compound. For an unknown reason, the price of DAI was reported by CoinbasePRO at
$1.3. Due to Compound’s mechanics that “unfortunately” worked perfectly, many of the
loans were considered under-collateralized [114]. Therefore, the platform proceeded to
undertake a massive liquidation. Per contra, in his article, Chipolina [115] supports the
view that there was a malevolent manipulation of data behind the incident. However,
there is still no clear evidence of that. According to an official blog announcement, the
Compound developers then decided to engage Open Zeppelin, a blockchain-focused
consulting firm, to audit the proposed price feed and Certora to implement a specification
for formal verification of properties of the contracts as a part of the migration to the Open
Price Feed [76,116].

5.5. Malfunctions (T)

Being software (or hardware-based), oracles may suffer from bugs or malfunction. A
solution to this problem is to periodically check the status of oracles and undertake tests
and maintenance [23]. The Synthetix issue that happened in 2019 [117] constitutes a clear
example of malfunction. As previously explained, the Synthetix platform is a specialized
DeFi that allows users to be exposed to the price of assets that do not typically belong
to the world of cryptocurrencies (e.g., fiat currencies $£¥€). By the time of the incident,
the platform relied on an aggregate price derived from a set of off-chain oracles that was
updated on-chain at fixed intervals. The users of the platform could then speculate over
the supported assets by using long and short positions. The system worked very similar
to common trading platforms, such as eToro or Plus500, but exploited decentralization
provided by blockchain [8]. On 25 June 2019, however, one of the systems of off-chain
oracles on which Synthetix relied for the price of Korean Won (sKRV), misreported the
price to be 1000 times higher than the actual rate. To prevent misrepresentation of price
feeds given by outliers, the Synthetix platform performed a mean value between the price
feeds; however, for sKRV, they could only rely on two oracles. Supposing that at least
one of the oracles was performing correctly, the mean between two values was, in any
case, not sufficient to outweigh the error. The misreported price was then accepted by the
system and exploited by a bot specifically programmed for spotting price anomalies. The
bot performed multiple transactions for a total turnover of over one billion dollars. Luckily,
the platform was able to identify the proprietary of the bot, which was not a malevolent
operator, and used the bot only for ordinary trading procedures. He agreed then to return
the money in exchange for a so-called “bug bounty” (reward for spotting bugs before
they harm other users or the platform itself). In the end, it is arguable that two main
factors created the problem. First, the scarcity of price feeds, and second, a malfunction or
tampering of one of the oracles.

Another interesting example of oracle malfunction is the MakerDAO Black Swan
Incident [118]. The outcome was very similar to the previous Compound example, which
witnessed an important amount of collateral liquidated due to unexpected price change.
However, in the MakerDAO incident, the problem originated with an unforeseen event
(COVID-19 Crisis) that made cryptocurrency prices fall unexpectedly. The price of ETH
fell from $200 to roughly $80 in a matter of hours. This generated two unparalleled
consequences. First, the vaults were under-collateralized, and that obliged users to return
some DAI or to fund the vault with more ETH to balance with the loss value. Second, the
market congestion made transaction fees explode, also slowing the time of settlements.
So, most users were unable to access their vaults and save their collaterals. Meanwhile,
oracles were unable to update prices timely, and this made it possible for some bots and
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users to liquidate vaults nearly for free. The total amount of assets siphoned from the
Maker vault exceeded eight million dollars. Brilliantly explained by Eskandari et al. [63],
the issue, in this case, was that the oracle contract had a predetermined (and fixed) amount
of fees to spend for price updates. Due to the congestion then (and the higher price of
fees), every price-updating transaction failed. When the price of fees matched again those
predetermined in the oracle contracts, the reported price was then too different from the
previous one, creating a “jump” in the ETH price. This caused the liquidation of collaterals
in the MakerDAO vault. From an oracle perspective, this event is interesting because
even if the oracle contract correctly reported the price, the time of update created an
unprecedented discrepancy in the ETH price, making the timeliness of transactions another
critical characteristic to take into account [119,120].

5.6. Flash-Loan Attacks

As previously explained, flash loans are crypto loans repaid within the same block.
This condition determines that there is virtually no limit to the amount of money bor-
rowed [121]. As the transaction can influence the prices instantaneously, huge transactions
can exponentially affect prices. If the oracles are not prepared to face the event, this condi-
tion can be exploited to manipulate the price of assets and collaterals [71]. Two articles from
Peaster [7] and Tarasov [122], display a list of the most famous attacks in the DeFi space. In
accordance with Thompson [4], they show that the most common and rewarding DeFi hack
is the flash-loan attack. Due to that reason, Qureshi [71], commenting on the flash loan,
declares that to date, the major outcome of flash loans is the enabling of flash-loan attacks.
The bZx incident constitutes a typical example of the oracle problem in DeFi, and it is quite
famous for being implemented multiple times on the same platform with success and even
higher turnover. Basically, bZx smart contracts utilized the Kyber Decentralized Exchange
price feed as an oracle. This dependency was exploited during the attack. The attack that
happened on 18 February 2020 is, therefore, described and displayed in Figure 8.

Figure 8. Flowchart of 18 February 2020 bZx flash-loan attack scheme.

An attacker obtained a flash loan on the bZx of 7500 ETH, which was split into three
parts (3518, 900, and 3082). The first part of 3518ETH, was used to buy sUSD (on Synthetix),
a synthetic USD token enabled by the Syntetix protocol and which should always keep the
price of $1. The sUSD were actually bought at the price of $1. However, a second part of
the loaned ETH (900 ETH) was used to buy sUSD on Kyber, artificially inflating the price
over $2. The bZx used Kyber as a price oracle, so on their platform, the sUSD was then
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priced at $2. The overpriced sUSD were then used as collateral on bZx to borrow ETH. Due
to the inflated price of sUSD, the hacker was able to borrow 6796 ETH instead of 3518ETH.
The attacker then had a total pot of 6796 ETH plus 3082 ETH from the original loan for
a total of 9878 ETH. In order for all these transactions to be validated, the initial loan
had to be paid back so that the attacker was obliged to send 7500 ETH back to the smart
contract. However, he could run away with the surplus of 2378 ETH, equal to $636,000 by
that time [111]. The flash-loan attack is an important issue with oracle in DeFi, since the
very presence of oracles causes it. As described, no collusion, bug, or data tampering was
exploited, but only the oracles and their refresh rate. All the flash loans are performed more
or less the same way as the one described here [123]. They are indeed used a lot because of
their simplicity and, most of all, because they come basically at no cost. If they fail, only
the transaction fees have to be paid, and if they succeed, then the turnover is priceless.

6. Discussion

This paper provided an overview of the role of oracles in Decentralized Finance and
the issues related to their usage. Depending on the applications, we present the main
types of oracles proposed. While some applications, such as MakerDAO and Compound,
have built-in oracles systems, others, such as Aave and Syntetix, rely on third-party DeFi
platforms, e.g., Uniswap, or specialized oracle providers, e.g., Chainlink [68,69,90,99]. All
the solutions displayed advantages and drawbacks due to intrinsic oracle characteristics
and trust model design [19]. The first thing to note is that there is always a deviation
between the oracle’s price and the spot prices of assets [17]. While a deviation of 1 to 2% is
acceptable and balanced with operating fees, as in the case of Terra Money, the extreme
deviation can lead to severe consequences, as in the case of Synthetix [104,124]. Deviation
in oracle reporting has been monitored in recent research by Liu et al. [17]. While analyzing
deviation, they discovered that, while Synthetix relied on external oracle providers, it had
a mean deviation of ±2%. Other platforms, such as Maker, AmpleForth, and Compound,
had a deviation from ±5% to peaks of over ±200%. It is important to note that the analysis
excludes episodes of oracles malfunction or manipulation and displays the deviation of
oracles on a regular basis. Considering that oracles’ normal behavior includes a deviation
of more than 5%, it is important to design DeFi platforms and products to counterbalance
this situation efficiently. Many have suggested, due to that reason, that the feeds are to be
selected from multiple data sources and oracles, as well as that accepted price should be
mean values of those extracted in the previous feeds [111].

What emerges also is that there is an evident lack of standardization. Heterogeneous
systems are to be welcome, in the sense that they can meet the different needs of customers.
However, the oracle choice and design appear to be arbitrary. From this and related studies,
it emerges that there are no rules or frameworks, thanks to which a DeFi project selects an
oracle type in place of another [8,32]. Without a set of accepted rules, the choice over oracle
may be simply derived by cost or availability. Moreover, even if the oracle mechanic is
made public, there is no way to objectively determine the quality of service as it is instead
possible with smart contract auditing [125]. The case of MakerDAO, for example, shows
the problem of discrepancies between what is perceived as a working oracle and a faulty
one [109]. The fact that the oracles were providing prices with a delayed time with respect
to the spot price was perceived as a normal feature by the company, while it was described
as one of the problems by articles describing the incident [118–120,126–128]. If there is no
agreement on the fact that an oracle should provide prices with a delay and how much
deviance should have from the spot price, it is indeed impossible to distinguish between
reliable and unreliable platforms.

Another important thing to consider is that there is not a clear framework that deter-
mines which source can be used as a blockchain oracle or not. Therefore, it is impossible for
a service provider to foresee if its data can be used (or misused) on a decentralized platform.
This is the case of Curve Finance that was selected (without its knowledge) as a price oracle
for many DeFi projects [112]. Being unaware of the third-party data exploitation, it did not
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pay attention to the outcome that the price feed could have determined. This, unfortunately,
led to many flash-loan attacks and losses determined by Curve price feeds, but of which
Curve Finance was probably not accountable. The Curve team, of course, replied to the
incident, asking to rely on specific oracle services—Chainlink, in that case.

A recent study that wanted to show the crescent usage of oracles on Ethereum
blockchain also utilizes Chainlink data as a benchmark [53]. Of course, Chainlink is
one of the first oracle providers; however, focusing and querying only a precise oracle
service can also lead to a problem of centralization. From the Chainlink whitepaper, we
also find out that they are willing to make a sort of certification of oracles that distinguish
between reliable and unreliable sources [6,129]. If, on the one hand, this can help platforms
in selecting reliable oracles, this can also create an oligarchy circle in which new providers
are prevented from playing. Another aspect to consider is the transparency of oracle choice.
Unless the client does appropriate research, it is not always transparent the oracle service
that is used in the DeFi ecosystem. A recent AMM project, named “SushiSwap”, added in
its trading interface information about the oracle that communicates the price for every
trading pairs. However, when Chainlink is declared as an oracle, it does still leave with
some doubts. If, on the one hand, it means that the platform relies on a third-party oracle,
it does not explain the type of contract that has been made with that provider. As an oracle
marketplace, Chainlink, depending on the agreed price, may query more or less trusted
oracle or update the price more or less frequently [6].

In the DeFi sector, the oracle problem can also lead to the condition in which the
unreliability of the oracle and the data source could determine an unfair risk allocation.
That oracles can be imprecise, slow, and may undergo temporary malfunction should be a
pretty known condition by the company as well as traders [51]. However, if insiders can
influence the work of oracles or be aware of their data before others, they may obtain an
unjust revenue [18,111]. As in the case of Terra Money, the early oracle data were exploited
to perform a front-running attack [104]. The bZx case and many of the flash-loan attacks
instead were sometimes not due to a malfunction but to knowledge about the price oracle’s
poor design [122]. This creates then a paradox of transparency. It is true that oracles have
to be transparent to be trusted, but if their functioning is completely exposed, it can be
easily exploited by malevolent actors.

The governance of oracles also raises concerns. In fact, although the chance of a Sybil
attack on MakerDAO was widely explained in academic papers and blog articles [107,109],
this vulnerability was exploited anyway, posing severe doubts on the security and feasi-
bility of decentralized governance [63,110]. Razor and UMA proposed and employed an
economic incentive to counterbalance the possibility of 51% attacks. As written in the UMA
whitepaper, “any on-chain oracle can be corrupted—for a price. Because there is no “rule
of law” on blockchains outside of economic incentives” [101]. Therefore, it is arguable that
it is possible to prevent oracle corruption with the right economic incentive [34].

From a technical point of view, it is evident that a mechanism to identify faulty oracles
quickly and the availability of multiple data sources would increase the reliability of DeFi
platforms. Moreover, the DeFi platforms should provide a detailed explanation of the
oracle service selection process and trusted data sources. Again, widely accepted selection
criteria may help to set the timeliness of oracles in a way that is optimal to prevent attacks,
such as front running (too delayed) and flash loans (too precise). Table 5 reorganizes and
summarizes the main issues of using oracles in DeFi.
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Table 5. Challenges and mitigation factors of oracle use in DeFi.

Dimension Name Description Mitigation Challenges Source

Technical

Malfunction

An unpredictable
condition in which

oracles provide
biased data,
although the

source is reliable
and trustworthy

Enable a consensus
mechanism to
include more

oracles to spot
faulty ones.

Bear the costs of
multiple oracles
and maintenance

services.

Curran [23],
Sun [8],

Campbell [119],
Harvey et al. [51]

Biased data

Despite the
genuineness of the
oracle design and
its reliability, data
are biased at their

origin.

Query different
data sources and

monitor their
reliability in time.

Find multiple but
equally trusted

data sources at an
affordable price

that remains
provably honest.

Mlinaric [113],
Jared [116],

Omelchenko [76]

Timeliness

The oracle
provides

trustworthy data
but at an

unwanted time.

Adapt the
timeliness of the

oracle to the
specific

application. Apply
a dynamic fees

model.

Lack of standards
to understand the

exact delay
required for an

oracle to be
perceived as a
good oracle.

Liu et al. [17],
Kain [124],
Lu [111],

Eskandari et al. [63]

Social

Sybil Schemes

Act of one or
multiple entities to

modify the
governance of

oracles for selfish
purposes.

Decentralize the
governance by

ensuring a fairer
distribution of
voting power.

Provide economic
incentives.

Irrational behavior.
Deliberate

destruction of the
platform.

Gudgeon et al. [107],
Kelso [109],
Zoltu [108]

Front Running

Exploit of the
transparency of
data fetched by

oracles for selfish
purposes.

Apply a
Commit/Reveal
scheme so that

data are disclosed
at the last time.
Apply fees to

counterbalance
small deviations.

Reduce the
transparency of

oracles. Increase in
the cost of service

for customers.

Lu [111],
Morselli [18]

Selection Bias

Selection of an
oracle whose scope

is different from
the one required

by the application.

Select data feeds
specifically created

for the attended
purposes.

Risk of
centralization of

power by the early
players in the

oracle industry.

Stevens [112],
Kaleem and

Shi [53],
Gu et al. [32]

7. Conclusions

Oracles constitute the interface between the blockchain and the real world [24]. How-
ever, as centralized entities, they reintroduce the concept of trust and single point of failure
in a decentralized environment [42]. Decentralized Finance as a real-world blockchain
requires oracles to fetch data about prices and exchange rates of crypto assets [49]. A biased
or imprecise communication channel can result in an unwanted operation and the conse-
quent loss of millions of dollars [114,115]. The large amount of hacks that were performed,
exploiting oracle vulnerabilities solely in 2020, are proof of this weakness [7,113,120,122].
Utilizing an MLR, this study investigated the use of oracles in DeFi, summarizing and
codifying the main issues arising from their implementation. Since the oracle problem
includes technical and social aspects, this works also distinguishes these two areas, provid-
ing examples of failures and solutions. From the analysis of data provided, it emerges that
standardization of oracle design and patterns is required to face the most recurrent hacks,
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such as front running and flash loans [8,104]. On the other hand, social issues, such as Sybil
schemes, due to their consequences for the performers themselves, can be considered less
worrying than technical issues, such as malfunction or data tampering. For that reason,
addressing the oracle problem in DeFi may be easier by prioritizing standardization to
address the technical issues and providing economic incentives to limit the social ones.

Interestingly, there are newborn blockchain protocols that propose different blockchain
interactions with the external world. Mina, as an example, presents “snarks” to privately
verify external data on-chain, without the need for external oracles [130,131]. Another
recent proposal enables blockchains to make external calls to the real world directly [22]. If
blockchain systems will someday be able to interact with the real world without the need
for oracles, this will surely determine a great change for Decentralized Finance (and other
DLT applications).

This study contributes to the literature by providing the first structured review on
oracles in DeFi. Furthermore, it focuses on the oracle problem and outlines a framework for
more robust oracles to be developed. The results presented herein can be a starting point
for academics to build other structured reviews, or they can be used as the background for
empirical works. Practitioners may also draw on the conclusions to enhance their oracle’s
security or develop new projects. Furthermore, in this paper, insight was provided on the
following:

• What is the oracle problem, and how does it impact DeFi applications?
• How do price oracles work?
• How do different DeFi applications rely on oracles?
• What are the risks associated with oracles in DeFi?
• What was the impact of past oracle failures in DeFi?
• What are possible improvements to oracle weaknesses?

This study has, of course, limitations that are derived first from the scarcity of data to
draw upon and then by the lack of previous systematic reviews in the field. Furthermore,
the present study is biased by the authors’ personal perspective and background, which
may have influenced the selection and excluding criteria. Further studies may build on
this, as well as on Liu et al.’s paper [17], and check whether different oracle designs affect
the deviation index of data feeds. Furthermore, a comparison between UMA and Razor
Network economic incentives could shed light on their effectiveness to prevent 51% of
attacks. Other reviews may also focus on a specific DeFi application (lending, flash loans,
derivatives, etc.) and further discuss the role and risks of the implemented oracles.
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Appendix A

Appendix A.1. Tellor Oracle

Tellor is an oracle system specifically made to fetch data about exchange rates. On
the Tellor platform, miners compete to add data to an on-chain data bank. Users that
need updated data about exchange rates make queries on the data bank, and for each
query, they leave a tip in “Tribute” (TRB), the Tellor native token. Every 5 min, the Tellor
smart contract groups the five queries with the higher tips and creates a PoW for miners to
solve. The first five miners to provide the off-chain data and the solution to the PoW are
rewarded with newly minted TRB and tips. The oracle resolves the value once five reports
for the same feeds arrive. To ensure fair competition, in order to participate in the PoW,
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the miners must freeze in the Tellor smart contract a deposit (500 units of TRB, around
$35,000) which is lost in case of a successful dispute by TRB holders. Data-submission
cycles last 5 min and are called blocks. Since only one feed is provided by the oracle
every 5 min, the Tellor oracle does only provides 288 price updates per day. After prices
are settled, a dispute round begins, which lasts for two days. During that time, other
TRB holders can submit a different value for an already confirmed price feed depositing
double of the stake (1000 TRB). When a dispute is initiated, the dispute round is prolonged
for an additional day until no more disputes for the same feeds are received. To ensure
also the fairness of wealth distribution, on the Tellor ecosystem, each miner cannot win
two consecutive rounds (blocks), and the minimum waiting time is 15 min (three blocks).
Security mechanisms on the Tellor ecosystem are mainly toward the exclusion of faulty
oracles in favor of trusted ones. The PoW also proves to be efficient against Sybil attacks
that would be nearly infeasible due to the computing power required. The Tellor dispute
mechanism is summarized in Figure A1 [132].

Figure A1. Tellor dispute mechanism. Source: https://docs.tellor.io/tellor/whitepaper/tellor-oracle-overview/disputes

(accessed on 12 March 2021).

Appendix A.2. Razor Network

Razor Network is an oracle service inspired by oracle protocols such as Augur and
Kleros. It is specifically made to be resistant to social attacks, such as collusion, takeover,
griefing, bribing, etc. The Razor oracle is made of stakers who process queries and provide
the results to the client. Stakers are those who deposit Razor Token in the platform as a
stake. The job manager then orders the queries in relation to the paid fees and delays (not
discard) those with lower fees.

Any application can be a client for the Razor Network, as it is a permissionless
platform; however, only one query and feed can be executed at a time. Since working in
the background, the final user of the DeFi platform is not aware when the Razor oracle
is being used. Depending on the request made by the client, the oracle may perform an
automated round or a manual round. The automated round resolves relatively quickly
and, the staker only submits an URL that provides the required data. Since the URL may
be unreachable or fails to load, the required stake, called “validity bond”, is also lower than
the amount required for the manual round.

On the other hand, the manual round requires more fees, and the stakers manually
provide the feed. The manual round may take few days to resolve. In both cases, the result
can be disputed, but again, the dispute is quicker for the automated round. The Razor
Network employs a Commit/Reveal scheme in which stakers encrypt their reply until it
is received by the network. That way, other stakers or oracles cannot copy the answers.
Unlike Tellor, there is no minimum stake to participate in the network, and the contract
randomly chose validators among the stakers. However, chances, as well as rewards, are
proportional to the staked amount. If a result is successfully disputed, 100% of the stake is

https://docs.tellor.io/tellor/whitepaper/tellor-oracle-overview/disputes
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slashed, and of this amount, 50% is burned, while the other half is distributed among the
disputers. Proposing a faulty data feed led to the severest punishment, but other behavior,
such as failure to commit a result or delay in providing a feed, also results in a slash of 5%
and 1%, respectively. Every oracle round takes the name of “Epoch”. Figure A2 describes
the steps followed in the Razor Network epoch. Finally, it is interesting how the Razor
Network exploits economic incentives to prevent social attacks. If the value of the data
feeds is worth more than any incentive mechanism offered by the platform, the oracle
may deliberately provide false data for its self-interest [38]. For that reason, the Razor
Network only works for applications whose total market cap equals half of the total staked
amount [34].

Figure A2. Razor epoch description. Source: Razor whitepaper.

Appendix A.3. Bluzelle DeFi Oracle

Bluzelle is a project born in 2017 described in its whitepaper as the “Decentralized
Database for the future”. As known, the blockchain stores hashed data of transactions,
and if documents are signed or registered with blockchain, “only” the hash is uploaded
on the chain [133]. This is to limit the size of the blockchain, which is replicated in
every node. An excessive increase of the blockchain may, in fact, determine a problem of
centralization [41]. For that reason, blockchain applications involving data such as photos,
documents, videos, and audio rely on external databases to balance immutability and
blockchain size growth. This is where Bluzelle comes into play. Bluzelle offers a system of
decentralized databases to supply data for blockchain applications. They claim to be the
alternative to Oracle (the database management company) in the decentralized world [134].
As the Bluzelle database system provides any sort of data for blockchain applications, it is
lately being used in Decentralized Finance to fetch the exchange rate of assets. However, as
the company realized that they were not prepared to be price oracles, they decided to build
an appropriate section to serve that purpose [135]. Considering the issues that may arise
with unreliable price feeds, the Bluzelle oracles organize the work in five phases, which are
described in Figure A3.

First, the price feeders are chosen among the network contributors (validators). Those
entities are the ones that contribute to the Bluzelle Network, providing storage and staking
BLZ (the network native token). Thus, the position of price feeders is open only to those
who actively contribute to the network. Unlike other platforms, Bluzelle does not impose
a trusted data-source list and leaves the feeders the choice of the reliable source to draw
upon. The voting power of the feeders is based on their storage supply and staking amount.
The second phase consists of eliminating feeds of validators whose value exceeds the
platform’s maximum deviation index. The stake of outliers is then slashed. The third phase
consists of a recalculation of the voting power of validators due to the exit of outliers in
phase two. In the fourth phase, the feeds that stay inside the tolerance limits are blended
to create a median value that is then passed to the fifth phase for the final evaluation.
The last phase of the Bluzelle price oracle consists of putting the blended value under a
statistical analysis that can discover price anomalies by confronting the value with past
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feed processes. If the price is confirmed, the system transfers the value to the Bluzelle
database and rewards the validators that provided the correct price [136]. Compared to
other price oracles, Bluzelle has the characteristics of being updated every sixty seconds,
which makes its resource adaptable to many DeFi projects. Furthermore, data stay on the
DB, and they are transmitted on-chain only if requested by clients. At the time of writing
the paper, Bluzelle offers its service for free and also free access to price history on their
database [137].

Figure A3. Phases of Bluzelle DeFi oracle. Source: https://oracles.bluzelle.com/ (accessed on 18 March 2021).

Appendix B

Table A1. Article classification sample.

Title Author Year Source DR DI DA DC DO

“SoK: Decentralized Finance (DeFi)” Werner et al. [49] 2021 AP Y N Y N N

“DeFi and the Future of Finance” Campbell et al. [51] 2021 AP N N Y Y N

“A First Look into DeFi Oracles” Liu et al. [17] 2020 GL Y Y Y Y Y

“So you want to use a price oracle” SamCzun [8] 2020 GL Y Y Y N Y

“Biggest DeFi Hacks in 2020” Peasteron W.M. [7] 2021 GL Y Y N N N

“Automated Market Makers for Decentralized
Finance (DeFi)”

Wang Y. [77] 2020 GL Y N Y N N

“Decentralized Finance: On Blockchain- and
Smart-Contract-based Financial Markets”

Schär F. [50] 2021 AP N N Y Y N

“Decentralising Finance using Decentralised
Blockchain Oracles”

Manoj Kumar et al.
[20]

2020 AP Y N N N N

“Improved Price Oracles: Constant Function Market
Makers”

Angeris G. and
Chitra T [52]

2020 AP Y N Y N N

“Stablecoins 2.0: Economic Foundations and
Risk-based Models”

Klages-Mundt et al.
[85]

2020 AP Y N Y Y Y

“Flash Loans: Why Flash Attacks will be the
New Normal”

Qureshi H. [71] 2020 GL Y Y N N N

“When is Uniswap a good oracle?” Angeris G. [79] 2020 GL Y N Y Y Y

“Analysis of 8/5, 8/12 Front-Running Attack” EJ [104] 2019 GL Y Y N Y Y

“Bluzelle Reveals Decentralized Oracle to Enhance DeFi
Project Security and Price Reliability”

Edelstein D. [135] 2020 GL Y N N N Y

“Razor Network: A decentralized oracle platform” Huilgokar H. [34] 2021 GL Y N Y N Y

* DR = discussed (oracle) risks, DI = discussed (oracle) incidents, DA = discussed (DeFi) applications, DC = discussed (DeFi) companies,
DO = discussed oracle (company/service), Y = yes, N = no.

https://oracles.bluzelle.com/
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Appendix C. Retrieved DeFi/Oracle Projects

As specified in Section 3, Figures A4 and A5 display the list of DeFi and oracle projects
encountered in the sample organized by the number of occurrences in crescent order.

Figure A4. DeFi projects/citations.

Figure A5. Oracle provider/citations.
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