i UiA Uriere

SECURITY AND PRIVACY ASSESSMENT FOR
MEDICAL TECHNICAL DEVICES

A Playbook for Evaluating Cybersecurity and Privacy

MARI MARTINI

SUPERVISOR
Christian Auby

University of Agder, 2023
Faculty of Engineering and Science
Department of Information and Communication Technology




Obligatorisk egenerklaering

Den enkelte student er selv ansvarlig for & sette seg inn i hva som er lovlige hjelpemidler, retningslinjer for
bruk av disse og regler om kildebruk. Erkleeringen skal bevisstgjore studentene pa deres ansvar og hvilke
konsekvenser fusk kan medfgre. Manglende erkleering fritar ikke studentene fra sitt ansvar.

1. Jeg erkleerer herved at min besvarelse er mitt eget arbeid, og at jeg ikke | Ja
har brukt andre kilder eller har mottatt annen hjelp enn det som er nevnt
i besvarelsen.

2. Jeg erklaerer videre at denne besvarelsen: Ja

e Ikke har veert brukt til annen eksamen ved annen avdeling/univer-
sitet /hggskole innenlands eller utenlands.

o Ikke refererer til andres arbeid uten at det er oppgitt.
o Ikke refererer til eget tidligere arbeid uten at det er oppgitt.
e Har alle referansene oppgitt i litteraturlisten.

e Ikke er en kopi, duplikat eller avskrift av andres arbeid eller
besvarelse.

3. Jeg er kjent med at brudd pa ovennevnte er & betrakte som fusk og kan med- | Ja
fgre annullering av eksamen og utestengelse fra universiteter og hggskoler i
Norge, jf. Universitets- og hagskoleloven §§4-7 og 4-8 og Forskrift om ek-
samen §§ 31.

4. Jeg er kjent med at alle innleverte oppgaver kan bli plagiatkontrollert. Ja
5. Vi er kjent med at Universitetet i Agder vil behandle alle saker hvor det | Ja
forligger mistanke om fusk etter hggskolens retningslinjer for behandling av
saker om fusk.

6. Jeg har satt oss inn i regler og retningslinjer i bruk av kilder og referanser | Ja
pa biblioteket sine nettsider.

Publiseringsavtale

Fullmakt til elektronisk publisering av oppgaven Forfatter(ne) har opphavsrett til oppgaven. Det betyr blant
annet enerett til & gjore verket tilgjengelig for allmennheten (Andsverkloven. §2).
Oppgaver som er unntatt offentlighet eller taushetsbelagt /konfidensiell vil ikke bli publisert.

Vi gir herved Universitetet i Agder en vederlagsfri rett til & gjore oppgaven tilgjengelig | Ja
for elektronisk publisering:
Er oppgaven bandlagt (konfidensiell)? Nei
Er oppgaven unntatt offentlighet? Nei




Acknowledgements

I would like to thank Christian Auby, my supervisor from the University of Agder, for his
invaluable guidance, expertise, and support throughout the entire research process. His in-
sightful feedback and dedication to this project have been invaluable in shaping the direction
and quality of this thesis.

I would also like to express my appreciation to Sindre Gjelsten, my supervisor and contact
person from Sykehuspartner. His extensive knowledge and experience in the field of medical
technical equipment procurement have provided valuable insights and practical guidance
throughout this research. His willingness to share expertise and offer support has greatly
contributed to the successful completion of this thesis.

ii



Abstract

This thesis presents a detailed assessment methodology for medical devices that use Blue-
tooth connectivity, incorporating both technical and privacy considerations. The framework,
referred to as the playbook, provides a practical guide for Sykehuspartner to better evaluate
and mitigate cybersecurity risks before procuring new medical technical equipment connected
to applications with Bluetooth.

The evaluation of privacy and Application Programming Interface (API) security in the pro-
curement process of medical technical equipment is addressed in the research. The study
introduces a playbook divided into four sections: network traffic, Bluetooth security, terms/-
conditions of use, and token security. The playbook consists of questions for each section and
incorporates a scoring system. The playbook also provides guidance for answering the ques-
tions. Through the use of a Man-in-the-Middle proxy and relevant documentation, suppliers
can be effectively compared. The research aims to enhance privacy and security evaluations,
ensuring the protection of sensitive data and promoting secure interactions within healthcare
information systems.

The playbook should be improved before being used by Sykehuspartner. The playbook is

not completely tested and should be improved before it can be an effective asset to Sykehus-
partner in the procurement process.
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Chapter 1

Introduction

1.1 Sykehuspartner

Sykehuspartner delivers services within the areas of ICT, project, logistics, and HR to all
hospitals in the region Helse Sgr-@st. Sykehuspartner operates and manages Information
and Communication Technologies (ICT) systems for the hospitals, clinical and administrative
applications, ICT infrastructure, and network and work surfaces for 81 000 users.
Sykehuspartner is responsible for the procurement of medical technical equipment equipment
for the hospitals in the Helse Sgr-@st region. In the procurement process, one of the aspects
that are taken into consideration is the security level of the equipment, among other factors
such as price and functionality.

Sykehuspartner wants to be able to verify the security of different products before purchasing
them. Previous solutions for evaluating security in the procurement process consist of dif-
ferent questionnaires from Sykehuspartner (Consensus Assessment Initiative Questionnaire
(CAIQ) for cloud), where the supplier fills out the functionality and specifics for both the
supplying company and the product.

To evaluate privacy and Application Programming Interface (API) security in applications
connected to medical technical equipment, a playbook for assessing privacy and API security
is made. Using this Playbook, Sykehuspartner can evaluate the privacy and API security
themself before procuring new products. The playbook is sectioned into four parts, with each
part containing questions about the following themes: network traffic, Bluetooth security,
terms/conditions of use, and token security. The Playbook is made up of questions with a
score for different results and a guide on how to answer them. This will give Sykehusparnter
a score to compare different suppliers to each other easily.

To answer the questions in the playbook, a combination of a Man-in-the-Middle proxy to
capture network traffic from the application and relevant documentation is needed.

1.2 Research Question

As healthcare organizations procure new medical technical equipment, ensuring privacy and
API (Application Programming Interface) security becomes crucial. This research addresses

two key questions:

RQ: Will a playbook assessment approach improve the security evaluation process when
procuring new medical technical equipment?
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Investigating this question gives insights into evaluating privacy and security in the pro-
curement process, and assesses the effectiveness of the Playbook assessment approach in
enhancing privacy and API security. Such research is important in safeguarding patient
data and maintaining secure interactions within healthcare information systems.

1.3 Content decription

Chapter 2 will describe the research method used in this thesis. Following is a literature re-
view, presenting research and theory that has been relevant to form the questions presented
in the playbook.

Chapter 4 gives an overview of the procurement process in Sykehuspartner and what Syke-
huspartner as a public-owned enterprise must take into consideration when procuring new

products.

Chapter 5 describes the setup needed to complete the technical tests, to answer some of the
questions in the playbook.

Following in the thesis are the results, discussion, and conclusion.

The playbook can be found in the appendices.



Chapter 2

Research method

2.1 Background

Sykehuspartner faces limitations when verifying privacy and API security in the procurement
process and is dependent on answers from suppliers. They want a method for testing and
verifying privacy and API security, without being reliant on the suppliers, and also having
a way to easily compare them to each other.

Discussions with Sykehuspartner lead to four themes for the playbook, that Sykehuspartner
found interesting to look into when evaluating suppliers. The content of the questions of the
playbook is a result of looking into concerning results of previous research on information
exposure, frameworks such as OWASP API top 10, and regulatory requirements like GDPR.

2.2 Research methods

To create the playbook, qualitative research has been used, with the use of secondary data
from already existing information about procurement in the public sector, and from previous
research about medical technical equipment.

The challenge is both making a descriptive thesis with the making of the playbook, and an
experimental part with testing the playbook in practice. The playbook has been tested to
evaluate its effectivness.

2.3 Action Design research

Action Design Research differs from commonly used design research by using inputs from
both literature and an organization.

A methodology for performing action design research (ADR) is presented in the article "An
extended action design research process model" and may be used by practitioners and re-
searchers to address challenging organizational issues. The model is divided into six stages,
including problem identification, diagnosis, solution design, construction, implementation,
and assessment. [18]

Each step includes a number of iterative, interactive, and collaborative techniques that bring
together researchers and stakeholders. To continuously enhance and refine the generated so-
lutions, it is highlighted how crucial it is to engage in reflective practice throughout the ADR
process.

ADR process models offer a framework based on both theory and real-world experience,
which helps to close the gap between research and practice. The approach can be used to
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provide insights that can be used to improve organizational decision-making and outcomes
in a variety of contexts and settings.|11]
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Figure 1. ADR Method: Stages and Principles

Figure 2.1: ADR Stages and Principles

Action design research (ADR) has become a popular method for solving complex problems.
ADR is applied to fields such as information systems, management, engineering, and health-
care.

ADR was introduced as a response to the limitations of traditional research methods, that
would focus on theory and knowledge creation, without a direct connection to practice. In
contrast, ADR emphasizes the collaboration between researchers and practitioners to co-
create knowledge that is relevant and applicable to real-world situations. ADR builds on
several theoretical foundations, including design science, which provides a framework for
developing and evaluating artifacts, action research, which emphasizes the iterative process
of problem-solving, and user-centered design, which prioritizes the needs and experiences of
users.

ADR consists of several components that work together to guide the research process. These
include problem identification, artifact design, field testing, and evaluation. In the problem
identification phase, researchers work together with practitioners to identify a problem or
opportunity for improvement. Next, researchers use design science principles to develop an
artifact, which can be a product, service, or process, that addresses the identified problem.
The artifact is then tested in the field, typically through a pilot study or a randomized con-
trolled trial. Finally, the artifact is evaluated to determine its effectiveness and potential for
further improvement.

ADR has been utilized in the healthcare industry to create interventions that optimize pa-
tient outcomes, including lowering pharmaceutical mistakes and enhancing care transitions,
and in information systems to create software programs that cater to user needs and prefer-
ences.

ADR is a useful tool for dealing with complicated issues in several sectors. The ideas of
design science, action research, and user-centered design are combined, and ADR offers a
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useful and efficient method for creating creative solutions that are applicable and useful in
real-world situations. As a result, by bridging the gap between theory and practice, ADR
can potentially promote both research and practice.

2.4 Use of Action Design Research in this project

The project’s success depends on selecting the right research approach. In order to provide
useful and efficient answers to challenging issues, ADR blends the ideas of design science,
action research, and user-centered design.

The practicality of ADR is one of its benefits. ADR places a strong emphasis on creating
answers to practical issues. As a result, it is a good approach for research topics that are
meant to solve real-world problems, such as creating a Playbook for evaluating new suppli-
ers. ADR makes sure the project is applicable and relevant in the actual world.

ADR also has the benefit of being collaborative. ADR ensures close collaboration with
experts in the area in order to together produce knowledge that is relevant to and usable in
practical contexts. For this project, this was important to pick up important knowledge and
expertise from Sykehuspartner, to improve the study.

ADR is an iterative methodology. This means the researcher can refine and improve the
project as it progresses. ADR allows for the incorporation of feedback and adjustments to
be made based on findings. This ensures that the project is continually evolving and im-
proving, which can lead to better outcomes.

In conclusion, ADR is a suitable methodology for this thesis as it provides a practical ap-
proach to research questions, involves collaboration with practitioners, and allows for an
iterative process. ADR can be used to develop innovative solutions that are both practical
and effective, making it an excellent choice for this thesis. The playbook should be continu-
ously reviewed, to improve the outcome of evaluation. This can affect both the effectiveness
and the correctness of the answers.

Figure 2.2 shows how ADR is carried out in this project. For now, only on iteration of the
cycle is completed. Based on the result of the test, the playbook must be improved, using
both previous research and consulting with Sykehuspartner.
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Chapter 3

Literature review

Previous research made on the fields of API security issues and data flow, Information
exposure from different devices, and general data protection regulation (GDPR), combined
with information from Sykehuspartner lays the foundation for the Playbook.

3.1 API Security

3.1.1 API Security Audit Based on Data Flow Tracing

API is a collection of commands, protocols, functions, and objects that enable interactions
between different software systems. It functions as a bridge between developers, modules,
and software, and enables common operations to be performed efficiently. APIs have a
flexible area of use and are therefore an important part of modern applications like mobile
apps, Software as a Service (SaaS), and web applications. They are used in many different
industries including banking, retail, autonomous vehicles, and smart homes.|20]

3.1.2 Research Towards Key Issues of API Security

A combination of many old APIs still being run and new APIs going online contributes to the
high-security requirements. "There are many security risks in API design, such as various
attacks caused by out-of-date API, unauthorized users abusing the API, sensitive API calls,
and version confusion." [APIKeylIss| Therefore, it is desirable to conduct a straightforward
technical test to verify the security and assess different vendors against each other.

3.1.3 Importance of API Security in Healthcare

The importance of API security in healthcare is significant because of the amount of health-
care data and personal data processed. The increased use of APIs in healthcare contributes
to the importance of the focus on API security when dealing with healthcare applications
and APIs. With healthcare organizations relying on secure and robust APIs for data ex-
change, integration, and communication between different systems and applications, this is
a critical component. APIs can also be a vulnerable attack surface, where the data could be
exposed if not protected properly. This can make them a popular target for cybercriminals.
With a robust and secure API, unauthorized access, data breaches, and malicious attacks
can be prevented.

9]

The healthcare sector is also experiencing a rapid digital transformation, with the possibility
of remote patient monitoring and other digital health solutions. As a result, the number of
APIs in use is growing, increasing the need for comprehensive API security measures to
safeguard patient data and secure healthcare systems.
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Regulatory compliance is another crucial aspect, as healthcare organizations must adjust to
regulations concerning patient information privacy and security, such as GDPR and Pasien-
tjournalloven. Verifying API security can help organizations maintain compliance, avoid
potential fines and penalties, and protect their reputation.

Data integrity and patient safety are also critical, as API security plays an important role in
preserving patient data integrity and ensuring medical devices and systems’ safe operation.
Breaches or attacks on APIs can result in incorrect data, leading to misdiagnoses, inappro-
priate treatment decisions, or compromised patient safety.

Protection against evolving threats is necessary, as cyber threats targeting healthcare APIs
continually evolve, with attackers employing sophisticated techniques to bypass security
measures. [9|Strong API security implementation can help healthcare organizations stay
ahead of these threats and safeguard sensitive data and systems.

Reputation and trust are essential factors, as security breaches involving APIs can lead to
a loss of patient trust, reputational damage, and potential business loss. As Sykehuspartner
procures new medical technical equipment, investing in API security is crucial for maintain-
ing trust and confidence in healthcare services.

With these factors in mind, this thesis aims to develop a playbook for testing API security in
applications connected to medical devices via Bluetooth, focusing on information exposure.
By addressing API security, the playbook will contribute to the broader goal of enhancing
the security evaluation process for medical devices and improving patient data protection in
healthcare. 9]

3.1.4 Bluetooth security

The medical technical equipment the playbook is meant to focus on is equipment connected
to an application with Bluetooth. Bluetooth low energy (BLE) is one of the most used
types of Bluetooth. BLE was introduced in Bluetooth 4.0, and has several built-in security
features, like encryption and data signing.

As Bluetooth has developed, more security has been implemented. In Bluetooth 1.0, there
was no significant security introduced. Secure Simple Pairing (SSP) protocol for authenti-
cation and key generation during pairing was added in version 2.0. Version 4.0 introduced
Bluetooth Low Energy Mode. This version supports the AES-CCM encryption algorithm
and Elliptic Curve Diffie-Hellman key exchange for authentication and key generation. Ran-
domized device addresses were also added as a security measurement, to prevent tracking
and increase privacy. Bluetooth v5.0 improved the range and the transfer speed. LE secure
connections for BLE devices were also implemented, to provide stronger encryption and key
exchange.

The security features in each Bluetooth version have evolved to provide stronger encryption,
mutual authentication, and privacy protection. It’s important for devices to use the latest
Bluetooth version and for users to follow best practices such as not sharing sensitive infor-
mation over unsecured Bluetooth connections. [19]

"A survey on Bluetooth low Energy (BLE) security and privacy" [3] gives an overview of
the security and privacy issues related to BLE. BLE is a wireless communication technology
and is widely used in Internet of Things (IoT) devices, such as wearable, smart homes, and
medical devices.

Bluetooth and BLE are vulnerable to different threats, including denial-of-service attacks,
man-in-the-middle attacks, and eavesdropping. Implementing security measures can lower
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the likelihood of a successful attack. This includes tools and procedures including key man-
agement, encryption, and authentication.

BLE also has privacy repercussions, like tracking user location and activity and gathering
private information. The article offers best practices for safeguarding user privacy and lists
several privacy laws and regulations that pertain to BLE. BLE presents issues with security
and privacy, however, these risks may be reduced by using the right security measures and
user education. [3]

3.1.5 GDPR regulations
A Novel Privacy Framework for Secure M-Health Applications: The Case of the GDPR

The article "A Novel Privacy Framework for Secure M-Health Applications: The Case of the
GDPR" [12] provides an overview of the privacy needs of mobile health (M-Health) applica-
tions in light of the General Data Protection Regulation (GDPR) in Europe. It uses a case
study of the "WELCOME" healthcare research project in the EU to analyze the project’s
privacy features in relation to legal privacy requirements. The challenges faced by develop-
ers of m-health applications in ensuring compliance with the GDPR while maintaining user
privacy are addressed.

A four-step framework for m-health application developers to ensure GDPR compliance is
proposed. This process starts with identifying the personal data processed by the appli-
cation and then assessing the risks associated with the processing of personal data. Next,
the technical and organizational measures necessary to mitigate the identified risks must be
defined before the application must be monitored and the effectiveness of the implemented
measures can be evaluated.

The importance of privacy in m-health applications is significant. M-health applications
can process sensitive personal data, which only enhances the importance of complying with
GDPR. A privacy-by-Design approach in the development stage of an m-health application
would therefore be recommended. [12]

3.2 Information Exposure

The article "Information Exposure From Consumer IoT Devices: A Multidimensional, Network-
Informed Measurement Approach" [17]|presents a study on information exposure from con-
sumer [oT devices. The authors propose a multidimensional, network-informed measurement
approach to quantify the information exposure of IoT devices.

The study involves measuring the information exposure of popular [oT devices such as smart
home hubs, security cameras, smart thermostats, and smart TVs. The authors use a network
analysis technique to capture the flow of information between IoT devices and the Internet.
They also develop a set of metrics to measure the amount of information exposure based on
factors such as the type of data transmitted, the frequency of transmission, and the desti-
nation of the data.

The study reveals that [oT devices expose a significant amount of information to third-party
services, with some devices transmitting sensitive data such as audio and video. The infor-
mation exposure of the tested IoT devices varies widely depending on the device type and
the manufacturer.

The need for improved privacy and security measures for consumer IoT devices is high-
lighted in the study. The researchers imply that manufacturers should provide users with

10
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more transparency and control over the data collected by their devices. They also propose
the development of standardized metrics to measure and compare the information exposure
of different IoT devices. [17]

The study presents six research questions, on which the experiment is based. They are as
followed:

RQ1: What is the destination of network traffic?

RQ2: To what extent is the traffic encrypted?

RQ3: What data is sent in plaintext?

RQ4: What content is sent using encryption?

RQ5: Does a device expose information unexpectedly?

RQ6: Does the device’s location (jurisdiction, location of network egress) impact information
exposure?

Some of the tests in the playbook created in this project are based on where the researchers
found the most concerning results, combined with discussions with Sykehuspartner on what
they find concerning using medical technical equipment connected to an application with
Bluetooth.

3.2.1 OWASP API Security Top 10

Open Web Application Security Project OWASP provides information about API security,
including the common vulnerabilities and best practices for securing APIs. APIs are becom-
ing an essential part of modern web applications and they can be a prime target for attackers.

OWASP lists several common API security vulnerabilities. Some of the highlighted ones are
insufficient authentication and authorization mechanisms, insecure data storage, and lack
of encryption. It also highlights the importance of protecting APIs against attacks such as
SQL injection, Cross-Site Scripting (XSS), and Cross-Site Request Forgery (CSRF).

To mitigate these vulnerabilities, several recommendations for best practices for securing
APIs are proposed, including implementing proper authentication and authorization mech-
anisms, using encryption to protect sensitive data, and validating input and output data.
OWASP also recommends implementing rate-limiting mechanisms to prevent Denial of Ser-
vice (DoS) attacks and monitoring APT usage for suspicious activity.

[14]

3.2.2 API3:2019 Excessive Data Exposure

One of the top ten vulnerabilities identified by OWASP API Security Top 10 is API3:2019
Excessive Data Exposure. This is a vulnerability when an API exposes more data than what
is necessary, putting sensitive information at risk. The sensitive data being exposed could
be personally identifiable information (PII), financial data, health data, or other confidential
information.

There are several reasons that excessive data exposure could occur. Some of them are:

e misconfigured endpoints
e poor access control
e lack of encryption

e inadequate data validation

11
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understanding of the application.

Figure 3.1: Owasp API:3 Excessive Data Exposure
[13]

Attackers can exploit this vulnerability to gain unauthorized access to sensitive data and
execute malicious commands. To prevent excessive data exposure, proper access control,
validation, and sanitation of user input, secure communication protocols, and encrypted
data, when it is transmitted or stored, should be implemented.

Data leakage prevention mechanisms should be put in place to monitor data access and
detect any unauthorized access. Regular security testing and vulnerability assessments can
help identify and mitigate this vulnerability. By addressing this vulnerability, organizations
can reduce the risk of data exposure and protect their sensitive information.[13]

3.3 Android Architecture

Android is an open platform that has the possibility to add multiple layers of security to a
device. The platform’s security architecture consists of various layers, each working together
to ensure that the system is secure.

Figure 3.2 shows the framework used by the Android operating system, where each layer is
sandboxed within a parent layer. The security component of Linux serves as the basis for
this sandboxing, ensuring that all layers are isolated and can work together seamlessly. [15]

Android as an operating system is the best choice for performing security research. Since
it’s open source, source code is available and makes it possible to customize and modify the
operating system as needed. Other operating systems, such as iOS, are more closed-sourced,
making adjustments to the OS challenging. iOS contains stricter security measures, making
getting deeper access, such as root privilege a challenge.
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Figure 3.2: Andorid Architecture
[15]

3.3.1 Android Security Architecture

Android “s security architecture is built on a combination of hardware and software with
different security measures, to protect against various threats. The security architecture has
several key components, one being Android OS Security. This is the Android operating sys-
tem with a variety of security features like application sandboxing, permission-based access
control, SELinux mandatory access control, and hardware-backed encryption to secure the
data on the device.

Another key security feature on Android is the secure boot. This makes the Android device
use a secure boot process to verify the integrity of the operating system and the firmware
before it is loaded into memory. This process ensures that only trusted software is booted.

Android also offers hardware security solutions. TrustZone can isolate sensitive functions
from the rest of the system and is a hardware-based security solution. Built-in network se-

curity solutions are also offered by Android. Android supports VPNs, TLS/SSL encryption,
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and secure WiFi protocols, to protect against network attacks.

When rooting a device, several of the security features on android may be bypassed, de-
pending on the approach. The most common of the being Secure Boot, Kernel Security,
SELinux, the Android Application Sandbox, system partition and file system protections,
and Android Debug Bridge (ADB). Bypassing these features will make it possible to execute
unauthorized actions and modify critical system files, among other possibilities.
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Figure 3.3: Andorid Security Architecture
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3.4 Rooting an Android device

To answer the questions in the Playbook, network traffic from a device must be captured.
This can be done by rooting the device and setting up a man-in-the-middle proxy (MitM-
Proxy).

The security aspect of rooting an Android device is described in the article "Android Se-
curity and Its Rooting - A Possible Improvement of Its Security Architecture". Rooting a
phone includes gaining privileged access to a device’s operating system.

When a user wants to gain administrative privileges to their device, the user can root their
device, which is also known as "root access". To root an Android device, a security vulner-
ability in the operating system must be found. This can be done through various methods,
with some common ones being flashing custom firmware, using rooting software, and ex-
ploiting system vulnerabilities.

Once root access is gained, the user can install custom Read-Only-Memorys (ROMs), re-
move pre-installed bloatware, access system files, and run apps that require root permissions.
In addition to gaining elevated privileges and access, a rooted device can also expose it to
security risks. The device could be more exposed to malware and hacking attempts. And
rooting a device could also potentially void the device’s warranty. [16]

3.4.1 Rooting process

Before starting the rooting process of a device, the data on the device must be backed up, in
order to avoid the loss of any important files or information. Once this is completed, USB
debugging must be enabled from the device. This allows the device to communicate with
a computer during a rooting process. This step will allow the computer to recognize the
device and use the tools necessary to complete the rooting process.

Before the device can be rooted, the bootloader must be unlocked. The bootloader is a secu-
rity feature on Android devices that prevents unauthorized modifications to the software of
the device. When the bootloader is unlocked, the software can be modified, but the device
will also be more vulnerable to an attack. Next, a custom recovery must be installed. This
makes it possible to flash custom firmware and ROMs on the device.

In order to install the necessary files to get root access, a rooting package must be flashed.
Magisk is one of several rooting packages that contain the binaries and scripts needed to get
root access and manage root permission on the device. The final step to get a rooted device
is to reboot the device. This step completes the rooting process and ensures that the device
has gained root access. [8]

3.5 Security in medical technical equipment

Medical technical equipment is often made in small quantum and with a focus on function-
ality. A common vulnerability scan of medical technical equipment would therefore not be
as accurate as it would otherwise be, because there are few known vulnerabilities.

Research on the field of cybersecurity for healthcare medical devices supports the importance
of frameworks, guidelines, and best practices tailored explicitly to the healthcare environ-
ment. Conducting comprehensive risk assessments, implementing secure design principles,
employing effective access control mechanisms, ensuring robust encryption protocols, and
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maintaining vigilant monitoring and maintenance of medical devices is some of the measures
mentioned in the report "Cybersecurity for healthcare medical devices".

The research conducted in this field underscores the critical imperative of implementing
robust cybersecurity measures within the realm of healthcare medical devices. It provides
insights into the challenges, best practices, and emerging technologies, and highlights the
importance of collaborative research in order to continuously improve the security in the
field. [7]

3.6 Man-in-the-middle Proxy

To intercept the network traffic between the rooted device and Wireshark, we need to use
a man-in-the-middle proxy. Depending on the desired functionality, several MitMProxy
solutions might be used. While various tools may provide varied features, they all have
the ability to inspect API information such as headers, request and response parameters,
cookies, and status codes for the app in use.

A MitMProxy may also be used to validate an app’s behavior by enabling some API replies
to be alternated. The tool may be used to test the app’s timeout behavior or to assess error
handling. [6]

A MitMProxy functions as a proxy server between a client and a server. When a client sub-
mits a request to the server, the request is intercepted by the MitMProxy, which transmits
the request to the server on the client’s behalf. Because of this, MitMProxy can record and
change network traffic content in real-time.

MitMProxy is developed using Python and can be used on many different platforms, such
as Windows, macOS, and Linux. It has a command-line interface and a Python API. MitM-
Proxy is a network analysis and security research tool that allows for real-time network traffic
manipulation and inspection, giving insights into network behavior and potential security
vulnerabilities. [6]
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mitmproxy docs, Release 1.0.1

1: CONNECT
request
4: Initiate SSL
2: 200 Connection handshake
Established with SNI
3: Initiate SSL
handshake
with SNI 5:CN & SANs
6: Complete SSL
handshake 8: Request
-+
Client
7: Request

Server

1. The client makes a connection to mitmproxy, and issues an HTTP CONNECT request.
2. Mitmproxy responds with a 200 Connection Established, as if it has set up the CONNECT pipe.

3. The client believes it’s talking to the remote server, and initiates the TLS connection. It uses SNI to indicate the
hostname it is connecting to.

4. Mitmproxy connects to the server, and establishes an TLS connection using the SNI hostname indicated by the
client.

5. The server responds with the matching certificate, which contains the CN and SAN values needed to generate
the interception certificate.

6. Mitmproxy generates the interception cert, and continues the client TLS handshake paused in step 3.
7. The client sends the request over the established TLS connection.

8. Mitmproxy passes the request on to the server over the TLS connection initiated in step 4.

Figure 3.4: MitmProxy [10]

Figure 3.4 illustrates and describes how MitmProxy establishes a TLS connection. [10]

3.7 Tokens

"A token is a piece of data that has no meaning or use on its own, but combined with the cor-
rect tokenization system, becomes a vital player in securing your application. Token-based
authentication works by ensuring that each request to a server is accompanied by a signed
token which the server verifies for authenticity and only then responds to the request." [2]
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Chapter 4

Procurement Process

4.1 Procurement process in Sykehuspartner

As a public-owned enterprise, Sykehuspartner has to follow certain rules when procuring new
equipment. In figure 4.1, the five important aspects that need to be taken into consideration
when procuring an new product on behalf of a public establishment are listed.

Competition

Equal treatment

Verifiability

Proportionality

Predictability
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Figure 4.1: Public procurement

In order to decide on a vendor, Sykehuspartner takes the price and quality of the product
into consideration. How much each of these two factors is weighted differs on the product
being procured. If the price is weighted more than quality, there is likely that the require-
ments are commodities so deviation between consortia solutions is likely to be low, or the
budget could be highly constrained. A price-focused solution would likely lead to the con-
sortia driving a low-cost solution, and will also dissuade high-cost, quality-driven outsourcers.

A quality-focused solution would focus on getting the best possible solution, regardless of
the price. The budget would normally be unconstrained and the solution quality and design
are more likely to differ among consortia, compared to a price-focused model. When focus-
ing more on quality instead of price, more innovative solutions are likely to be proposed,
which ensures maximum quality marks are achieved. However, focusing only on quality will
dissuade price-driven commodity outsourcers from competing.

The key question for Sykehuspartner and Helse Sgr-Ost will be how important price is,
compared to quality. Figure 4.2 illustrates the price vs. quality aspects.

In figure 4.3, there is an example of how a product can be weighted in the procurement
process. In this example. the quality is weighted 70%, and price 30%. The quality section is
divided into four sections again, where the functionality is weighted 45%, the technical part
20%, maintenance and support 30%, and project understanding and introduction plans 5%.
The technical section covers information security and privacy.

4.2 Commonly used supplier procurement

Sykehuspartner has several processes to evaluate different suppliers when procuring new
medical technical equipment. One of these documents is called "Specification of require-
ments: ICT services and information security for Medical Devices". The objective of this
document is:

"This document will be used for the evaluation/assessment of the Vendor’s offered solution

20
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4 N\
Quality 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Price 100% 90% 80% 70% 60% 50% 40% 30% 20% 10% 0%

Cannot be in this region given priorities expressed in initial tender

\.

J
/ Evaluation \
criteria Price focussed Quality focussed

« Want the best possible solution, regardless of
price

« We think our requirements are commodities so

Message to deviation between consortia solutions likely to be : :

consortia P . Budg_et is unconstramed_ - :

« Budget is highly constrained = Solution quality and design is likely to differ
\ greatly amongst consortia .
Likel « Will drive low-cost (oﬁshore) solutions « Will propose innovative solutions to ensure
S, rti: « Will focus more on contract Ts&Cs to ensure maximum quality marks are achieved
behaviour revenues and remove price-affecting clauses = Will dissuade price-driven commodity

= Will dissuade high cost quality-driven outsourcers outsourcers from competing

Key question #1: how important is price
compared to quality for HS@?

Figure 4.2: Price vs. Quality

in the Information and communications technology (ICT) and information security areas.
Additionally, it shall to the greatest possible extent map the solution’s basic functionality
and suitability of the Client’s ICT infrastructure prior to a final customer design. This min-
imizes the risk of unintended implementation costs, increased implementation time or that
desired and offered functionality must be reduced in order to meet the Client’s mandatory
requirements to information security and privacy. This document also serves to help the
Client comply with the statutory requirements of the GDPR. "

4.2.1 CAIQ

CAIQ is an abbreviation that stands for Consensus Assessments Initiative Questionnaire. It
is a questionnaire intended to assist enterprises in evaluating the security capabilities of cloud
service providers (CSPs). The Cloud Security Alliance (CSA), a nonprofit organization that
advocates best practices for safe cloud computing, created the CAIQ.

The questionnaire addresses a wide variety of security and privacy issues, such as data gov-
ernance, data center security, compliance, and incident management. Organizations may
acquire a better knowledge of a CSP’s security controls and capabilities by completing the
CAIQ and evaluating its ability to fulfill its unique security requirements.

The CAIQ is meant to be used together with the CSA’s Cloud Controls Matrix (CCM), which
has a more detailed set of security controls and requirements for cloud service providers. To-
gether, the CAIQ and CCM provide a detailed framework for evaluating the security and
compliance capabilities of CSPs. Sykehuspartners uses this type of assessment for cloud
services.

1]
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Eksempel — pa hvordan det kan se ut

Tildelingskriterie Vekting niva 1 | Vekting niva 2 Omrader Vekting niva 3
Kvalitet 70 %
‘f k It Oversikt akuttsenter X%
il 45 % O:Zrzikl :e:g:::sfer X%
Kapasitet og X%
ressursplanlegging
ol etc.
= i Inf: jonssikkerhet X%
teknisk 20% :efsron:;i;ns erhet og x
etc. X%
= i S rt X%
vedlikehold og support 30 % e X%
etc. X%
- oppdragsforstaelse og 5%
innfgringsplaner
1 Site-lisens x%
Samlede pnser 30 % Arlig vedlikehold x %
Timepriser x %
Totalt 100 %

Figure 4.3: Example Procurment

Sykehuspartners wants to be able to verify the API security and privacy, not needing to rely
on answers from the supplier. A Playbook assessment approach to look into API security
was discussed, and could possibly fill a gap in the procurement process.

Figure 4.4 explains the different requirements Sykehuspartner has for ICT services and In-
formation security for medical devices. Together with Sykehuspartner, it was discussed, that
the questions in the Playbook created, should be a B requirement. This means this require-
ment should be fulfilled, but does not exclude a vendor if not fulfilled.
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Explanation of form for Specification of requirements for ICT-services and
Information security for medical devices

Requirements: (A/B/C/D)

A

Mandatory

Mandatory requirement that must be met. Inability to meet the requirement will
entail that the offered solution will be rejected.

“Should”
requirement

The Vendor's fulfilment of the requirement is either given a suitability
assessment at evaluation or a score in the event of an actual tender
evaluation.

Documentation

May be combined with A/B/D designation of requirement type. Emphasizes
thus that the Client expects a more comprehensive answer (>100 words) that
is elaborated/documented in appendices.

If used alone, C is merely an information item that does not require a response
or evaluation.

High

Combined with B to indicate that the requirement is very important, but not

mandatory. The Vendor’s ability to meet the requirement is awarded a score
with an asenriated hinh weainhtina 11nnn assesamant nf the nffar

Figure 4.4: Explanation Requirements for ICT-services
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Chapter 5

Experiment Setup

5.1 Playbook

This section explains how the experiment is set up in order to answer some of the questions
given in the playbook.

The content in the playbook is based on Sykehuspartners’ requirements and previous liter-
ature and research. Research shows excessive information exposure from applications, and
is also one of the OWASP API top 10 vulnerabilities. Compliance with GDPR and privacy-
related issues is also highly relevant issues when talking about healthcare applications and
medical technical equipment. Gaps in Sykehuspartner’s evaluation of different vendors were
discovered, and Sykehuspartner had no way of performing a technical test for API security
and information exposure.

5.2 Testing

In order to look into the network traffic, a Google Pixel 6a provided by Sykehuspartner is
being used. The phone needs to be rooted in order to access the necessary information, we
need in the playbook, to evaluate different vendors. A look into Bluetooth security ware
made to create questions for testing on the area. The terms of use/conditions section were
based on Sykehuspartner’s already existing guidelines, GDPR requirements, and privacy
regulations. The token section of the playbook was based on recommendations and best
practices.

5.3 Mobile phone setup

To analyze the network traffic from a specific app, we need to root the phone to elevate our
access.

This is done following these steps: https://www.xda-developers.com /how-to-unlock-bootloader-
root-magisk-google-pixel-6a/

This is done by first unlocking the bootloader. This step allows for custom modifications on
the device. Unlocking the bootloader will wipe all the data on the phone. Since the phone
being used in this project was new, there was no need for backing up data. Then OEM
Unlocking and USB Debugging are enabled from options, Developer Options in the device’s
settings.

The Android SDK Platform-tools package must then be downloaded and installed on the

computer. This package contains the necessary tools, such as ADB and Fastboot, which are
required for unlocking the bootloader and flashing custom files.

24



&1 UiA Stzgiiganeerns

Chapter 5 - Experiment Setup

The next step was to unlock the bootloader using Fastboot. The phone was connected to
the computer via a USB cable. A command prompt or terminal window on the computer
was opened and navigated to the folder containing the platform-tools. The phone was then
rebooted into Fastboot mode and use the Fastboot command to unlock the bootloader. Af-
ter the bootloader was successfully unlocked using the bootloader, the device was rebooted.

The correct recovery image for your device then had to be downloaded to the device. The
device was then rebooted into Fastboot mode again and the recovery image flashed using the
Fastboot command. After successfully flashing the recovery image, the device was rebooted
into recovery mode.

The latest Magisk ZIP file was downloaded from the official Github repository, and the file
was transferred to the device’s internal storage. The device was booted into recovery mode
and the "Install" option was used to flash the Magisk Zip file. The device was rebooted,
once the installation was complete.

5.4 Man-in-the-middle Proxy

To intercept the traffic, a Man-in-the-Middle Proxy, was set up. The one used for this project
was https://docs.mitmproxy.org/stable/. This proxy was set up to listen to the current
IP address the device and computer were connected to by using the command "mitmdump
-w output_file.pcap". This writes the captured traffic to the file "output_file.pcap", which
then can be opened in Wireshark.

The device must also be set up to the correct proxy settings. Under settings, internet, and
advanced settings, the proxy must be set to manual. Here, the IP address being used and
the correct port number (8080 as standard), must be inserted. Now the proxy was set up
and ready to capture traffic.

In order to capture HT'TPS traffic, a valid certificate was needed. When the proxy was

listening and the device was correctly set up, a valid certificate could be downloaded from
mitm.it.
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Chapter 6

Results

6.1 Tests

6.1.1 Incomplete Testing Due to Application Block

During the evaluation process of the application using the proposed playbook, it was dis-
covered that certain tests could not be completed, as the application was blocked. This
limitation prevented a thorough and complete assessment of the application according to
the defined test procedures in the playbook. The following sections outline the findings from
the tests that were successfully executed, as well as the challenges faced during the testing
process.

6.2 Testing the playbook

Since the application with the CGM system Sykehusparnter recommended, where testing
equipment was also available, was not able to use on a rooted device, it was not possible
to test the playbook with the planned equipment. A backup CGM device that was from
another vendor was available, but this device was already taken into use on a patient. After
some investigation, it turned out that connecting to equipment already in use was not pos-
sible, and out-ruled this possibility.

Connecting to a personal smartwatch was a third option. In this case, the questions about
Network Traffic, some about network traffic and tokens could be answered with data from
an application not approved by Sykehuspartner, and only to test the playbook on a health-
care application. However, the current application did not accept the certificate downloaded
from the MITM proxy, and no traffic was sent or received. This is a commonly known
problem when using mitmproxy to intercept network traffic. A possible solution is to patch
the application using a tool called apk-mitm. The .apk file for the current application has
to be downloaded and patched, and this can possibly accept the certificate. In the current
situation, the application did not patch properly and could not intercept TLS/SSL traffic.

The test of the Playbook is therefore only halfway finished. Given the limitations of not
having access to technical documentation and errors that occurred, the Playbook is tested
and suggested solutions to fix the errors are given. Within the given timeframe, it was not
possible to come up with a solution to all the errors that occurred.
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Figure 6.1: TLS Handshake failed

In figure 6.6, an extract from the terminal when the certificate is not accepted is displayed.
For the technical testing, a randomly selected weight-tracking application from Google play
store, that accepted the mitmproxy ‘s certificate was selected.

6.2.1 Network traffic

This section focuses on questions related to the traffic flow from the application:

1. Encryption:Is sensitive personal information encrypted? (If yes: 3, no: 0)
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[I \tls.record.content_type ==23 v]
No. Time Source Destination Protocol | Lengtt | Info
3 45 0.423049 192.168.1.149 192.168.1.109 TLSv1.. 967 Application Data, Application Data
‘ 47 0.423486 192.168.1.149 192.168.1.109 TLSv1.. 430 Application Data
! 57 0.457902 192.168.1.149 192.168.1.109 TLSv1l.. 1076 Application Data
60 0.577264 192.168.1.109 192.168.1.149 TLSv1.. 826 Application Data
62 0.833010 192.168.1.109 192.168.1.149 TLSv1.. 636 Application Data
! 63 0.835069 192.168.1.109 192.168.1.149 TLSv1.. 569 Application Data
3 64 0.870062 192.168.1.109 192.168.1.149 TLSv1.. 728 Application Data
3 67 0.895581 192.168.1.109 192.168.1.149 TLSv1.. 1401 Application Data, Application Data
i 69 0.895684 192.168.1.109 192.168.1.149 TLSv1. 111 Application Data

Frame 47: 430 bytes on wire (3440 bits), 430 bytes captured (3440 bits)

Ethernet II, Src: Google_a8:f2:1c (c8:2a:dd:a8:f2:1c), Dst: Apple_55:3b:c8 (8c:85:90:55:3b:c8)
Internet Protocol Version 4, Src: 192.168.1.149, Dst: 192.168.1.109

Transmission Control Protocol, Src Port: 33886, Dst Port: 8080, Seq: 798, Ack: 1437, Len: 364
Hypertext Transfer Protocol

Transport Layer Security

TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol
Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)
Length: 359
Encrypted Application Data: 0000000000000001f883a4fb849d17b2c9a9b0730746ddc0a700832ab2f2757808662590...
[Application Data Protocol: Hypertext Transfer Protocol]

Figure 6.2: Example Encryption

2. Encryption:Is non-personal information encrypted? (If yes: 1, no: 0)

Since there was no traffic sent from the captured traffic that was not encrypted, no
non-personal data was sent without encryption.

3. Locations:How many locations receive the collected data? (Manual evaluation)

4. Location:Where is the collected data sent? (If EU/EQS: 2, USA (o0.l.): 1, "Liste over

hgysikkerhetsland": 0, other: manual evaluation)
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e Valid from 2023-04-17 08:25:28
2| https://csi.gstatic. 1&puid= 5116... POST 204 0 319ms | | valid to 2023-07-10 08:25:27
= . _2047id=omid_monitoring&v=1..GET 204 © T1gms || Subiect Alternative Names *.gstatic.com, gstatic.com, *.metric.gstatic.com
= Subject CN *.gstatic.com
:‘mm ://csi.gstatic fenlander.ulti iary&is_bstar=0&0s=1... GET 204 0 331ms | | Issuer c us
; s 2047id=omid, o L GET 200 o 99 0 Google Trust Services LLC
al _2047id=omid_monitoring&v=1... ms N oTS A 1C3
:\mm +//csi.gstatic fenlander.ulti iary&is_bstar=0&0s=1... GET 204 0 31ms | | Serial 81 6460752270 3
= g. ?ai=CoHbdfYVbZMWUIryjiQ...GET 200 42b 62ms
2| https://csi.gstatic. fenlander. y&is_bstar=08ad_f.. GET 204 0 310ms
@ https://csi.gstatic fenlander.ulti iary&is_bstar=0&ad_f... GET 204 0 60ms

Figure 6.3: Mitmweb

In the man-in-the-middle web interface, the IP addresses, ports, and certificates are easily

displayed.

In order to receive the destination IP-address in mitmproxy/wireshark, and not only a private
[P-address, the mitmproxy must be running in transparent mode with IP forwarding. Due
to an issue with running mitmprxy in transparent mode in this test of the playbook, this
step is not confirmed. See figure 6.4
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marimartini@Maris-MBP ~ % mitmdump —-Llisten-host 1Y2.168.1.18Y —-mode transparent
transparent proxy listening at 192.168.1.109:8080.
Transparent mode failure: RuntimeError('Could not resolve original destination.')
Transparent mode failure: RuntimeError('Could not resolve original destination.')
Transparent mode failure: RuntimeError('Could not resolve original destination.')
Transparent mode failure: RuntimeError('Could not resolve original destination.')

Figure 6.4: Error running mitmproxy in transparent mode

4. Necessary locations:How many of the total locations are necessary to process the
data? (If All: 2, some: 1, non: 0)

Total possible set points: 10

The network traffic section has some flaws. Mitmproxy and wireshark are only showing
private IP addresses, and not the IP-address for the service provider. The location section
under Network Traffic can bedifficult for Sykehuspartner to answer, as they don’t necessarily
give a clear picture of what each location does for the data.

The Network Traffic section would also need manual handling for most of the questions,
where the logs must be examined for each question.

6.2.2 Storage

This section focuses on how what and where collected data is stored:

1. Location stored:Where is the data collected stored? (If EU/EOS: 3, USA (o.l): 2,
"Liste over hgysikkerhetsland": 0)

2. Duration of storage:For how long is the data collected stored? (If Until purpose
fulfilled: 1, Undecided: 0)

3. Anonymizationls sensitive personal data stored anonymized? (If yes: 2, no: 0)

4. Anonymization:Is personal data stored anonymized? (If yes: 1, no: 0)

6.2.3 Terms/Conditions of Use

This section focuses on the conditions of use for the application.

When starting up the application, the terms and conditions must usually be accepted in
order to take the application and the medical device into use. The information needed to
answer the questions below may not be provided in the terms of use. In those cases, Syke-
huspartner must either discuss the current question with the vendor or skip the question and
subtract the possible score from the total. Even though the vendor might get a good total
score, it should be handled manually if the vendor is unable to answer the questions, or if
the questions below can not be found in the terms of use agreement.

1. Data Sharing Consent: Does the user have to accept that their data is being shared
with third parties?
In the application Freestyle Libre 3, which is the top prioritized CGM system from
Sykehuspartner /Sykehusinnkjgp, information about sharing with third parties is found
under section 13, "Lisens for overfgrte data". The user of this application has to
accept that Abbott, which is the distributor of the CGM system Freestyle Libre 3,
receives a royalty-free and non-exclusive license for the use, distribution, reproduction,
modification, adaptation, publication, and translation of the data shared with the
application. 0 points.
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(a) If yes:

i. Is the data anonymized? (If yes: 2, no: 0)
It is stated in the terms of use and condition in section 13, that the data
that are shared with external researchers are anonymized, de-identified (or
pseudonymized). 2 points

ii. Are third parties clearly identified, and is the purpose of data sharing specified?
(If yes: 2, no: 0)
The purpose of the sharing with third parties is clearly stated in the terms
of use. Sharing of data is done with the purpose of evaluation of the system
and its components, or to evaluate the clinical effect on personnel or between
clinics. 2 points

(b) If no: 4
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< Vilkar for bruk

Du ma vaere myndig for a kunne godta, eller fa foresatt

eller verge til & godta pa dine vegne.

13. Lisens for overforte data.

Abbott paberoper seg ikke eierskap til dataene du
overforer eller sender til LibreView-
databehandlingssystemet. Ved a dele dine
personopplysninger med Abbott gir du selskapet en
verdensomspennende, royalty-fri og ikke-ekskluderende
lisens for bruk, distribuering, gjengivelse, modifisering,
tilpassing, publisering og oversetting av disse dataene for
a kunne levere LibreView-databehandlingssystemet til
deg. Abbott kan opprette, fa tilgang til, beholde, bruke
eller dele med eksterne forskere samlede, anonymiserte,
avidentifiserte (eller pseudonymiserte, i den grad det
tillates av lovene som gjelder for deg) data hentet fra
LibreView-databehandlingssystemet for & utfore
forskning, for & evaluere hvordan LibreView-
databehandlingssystemet leveres, for & evaluere bruken
av systemet og dets ulike komponenter og utstyr, for &
evaluere ytelse eller pavirkning pa klinisk personale eller
pa tvers av klinikker, for & forbedre funksjonene i
LibreView-databehandlingssystemet og sensorene, for a
validere oppgraderinger i Libre View-
databehandlingssystemet og for produktutvikling. Du
godtar at lisensen herved tillater Abbott a ga til slike
skritt.

14. Hvordan kan denne avtalen sies opp?

P i PP 4 i

AVSLA GODTA

Figure 6.5: Terms of Use: Third parties

2. Data Retention: Does the application clearly state the duration for which user data
will be stored? (If yes: 2, no: 0)
It is not stated anywhere in the terms of use the duration which user data will be
stored. 0 points

3. Data Deletion: Is there a clear procedure for users to request the deletion of their
data? (If yes: 2, no: 0)
A clear procedure on how to delete the user’s data was not written in the terms of use.
There is, however, a guide on how to terminate the agreement between the user and
Abbott. It is not stated if the already collected data will be deleted when the contract
is terminated. 1 point

4. User Rights: Are users’ rights concerning their data, such as the right to access,
correct, or object to processing, clearly stated and easy to exercise? (If yes: 2, no: 0)
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The right to access and correction of the data is not stated. By not accepting the terms
of use, the user can object to the processing. This will lead to the user being unable
to use the CGM “s systems functionality. 1 point

5. Usage Restrictions: Does the application impose reasonable restrictions on its use,
such as prohibiting the use of the application for illegal activities or harming others?
(If yes: 1, no: 0) Yes, section 11, "Hvilke regler gjelder for bruken av kontoen til
LibreView-databehandlignstsyemet?" states nine rules when using the Freestyle Libre
3 application. Some of them are, not allowing the user to modify or access the source
code and interrupt the LibreView-system. 1 point

6. Modification of Terms: Is there a clear procedure for notifying users of changes to
the terms and conditions? Are users given the opportunity to review and accept new
terms before continuing to use the application? (If yes: 1, no: 0)

It is stated in the terms of use that changes in the agreement will be notified in a recent
amount of time. This will include the updated agreement, with a requirement that the
user accepts the new conditions for using the application. 1 point.

< Vilkar for bruk

Du ma vaere myndig for a kunne godta, eller fa foresatt

eller verge til & godta pa dine vegne.

15. Hvordan kan denne avtalen oppdateres?

Vi kan utfere endringer i denne avtalen fra tid til annen,
ved a melde fra til deg om slike endringer pa en rimelig
mate, inkludert ved & vise en revidert avtale pa skjermen
neste gang du bruker FreeStyle-appen, og ved a kreve at
du leser, uttrykkelig samtykker i og godtar endringene for
a kunne fortsette & bruke FreeStyle-appen. Hvis slike
endringer godtas, vil de nye vilkarene tre i kraft
umiddelbart, men skal ikke gjelde for eventuelle
uoverensstemmelser mellom deg og Abbott som har
oppstétt for datoen da vi la ut den reviderte avtalen som
inneholder slike endringer eller pé annet vis varslet deg
om slike endringer. Dersom du nekter & godta slike
endringer, har vi rett til 4 si opp denne avtalen, din bruk
av FreeStyle-appen og LibreView-
databehandlingssystemkontoen. Du samtykker i at
Abbott ikke skal vere ansvarlig overfor deg eller noen
tredjepart for eventuelle modifikasjoner eller oppher av
LibreView-databehandlingssystemet.

Figure 6.6: Terms of use: Updates

Received points: 8
Total possible points: 12
Score: 66,7%

6.2.4 Bluetooth security

To answer this section, Sykehuspartner has to look up the technical specifications for the
device they want to assess. Without access to the device or technical documentation about
this product, this part will not be tested in the playbook. A description of how to answer
and perform tests on the device is described in the playbook section.
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1. Bluetooth Version: Which version of Bluetooth is being used? (If v5.0 or v4.0: 1,
lower: 0)
"The FreeStyle Libre 3 sensor utilizes Bluetooth Low Energy (BLE) technology to
stream glucose readings and enable real-time glucose alarms*t." https://www.freestyle.
abbott/us-en/support/faq.html?page=device/freestyle-libre-3-system/faq/topic/
sensor. This information was found on the website for the product. This informa-
tion may also be available in the user manual and /or additional technical specifications
about the product.

2. Pairing Method: What method is used for pairing the devices? (If Secure Simple
Pairing (SSP) or LE Secure Connections (LESC): 2, legacy pairing: 0)

3. Encryption: Is the Bluetooth connection encrypted? (If AES-CCM with a key length
of 128 bits or higher: 2, lower encryption strength or no encryption: 0)

4. Authentication: Is there a strong authentication mechanism in place to prevent
unauthorized devices from connecting? (If yes: 2, no: 0)

5. Signal Range: Does the application limit the Bluetooth signal range to minimize the
risk of unauthorized connections or eavesdropping? (If yes: 1, no: 0)

6. Bluetooth Low Energy (BLE) Privacy: If using BLE, is the privacy feature en-
abled to protect against tracking by randomizing device addresses? (If yes: 1, no:

0)

7. Firmware Updates: Does the device support secure firmware updates to fix potential
Bluetooth security vulnerabilities? (If yes: 1, no: 0)

Total possible points: 8.5
Without access to technical documentation, this section could not be answered completely.
6.2.5 Token Validation in API Security

1. Token Type: What type of token is used? (If OAuth 2.0 access tokens or JWT: 3,
other standard tokens: 2, custom tokens: 1, no token: 0)
Look for token information in the request field in mitmproxy or use Wireshark. See
example: Use of custom token in request, which will give 1 point. See figure 6.7.
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Request | Response Connection Timing

POST https://peoplestack-pa.googleapis.com/peoplestack.PeopleStackAutocompleteService/Autocomp

lete HTTP/2.0

user-agent: com.google.android.gm/63820521 (Linux; U; Android 13; en_US; Pixel 6a;
Build/TP1A.220624.021.A1; Cronet/111.0.5563.55) grpc-java-cronet/1.55.0-SNAPSHOT

content-type: application/grpc
te: trailers
x-server-token: CAMSAA==

authorization: Bearer ya29.m.CrgDAXo4MpLFrpEKj9TRAjL9Nga—-1Z6QLW-
rRb_t7aVX1INRESxyvEZLP2jNx9mKBmHBj yk82uzvnxRKNv-

9D 1yMHd3dVXnGyPj09iS1loogtv03mIPGj83EgQlarKQTAI7qTBVA00tv2_AEr_rIpzLpnXeq6NoQEhNeih5sVV1aRm5D-
qgqLmRKMVzM10ON_w_A915RSw58e1n0vza7gZS21HLB6ePYyKkEbHY_VICW6i7VhpRO1IRMMZQQhnouK72vxY9tMza7vZZq6S

P R [V IV ARV R Y a1

x-auth-time: 1683719506092
grpc-accept-encoding: gzip
grpc-timeout: 59992157u

Figure 6.7: Token Example

92.168.1.148:38004: GET https://119.29.29.99/d?dn=192.168.1. 199&1:Dk.en=934149168&tt1=1
<< 200 OK 5b
client connect

Figure 6.8: Get Request Example

2. Token Expiration: Are tokens set with an appropriate expiration time? (If yes: 2,
no: 0)
See fig 6.8. token—=934149168: The query parameter token is present in the request, and
its value is set to 934149168. This suggests that the token being used for authentication
or authorization is 934149168. ttl=1: The query parameter ttl is included, and its value
isset to 1. "T'TL" often stands for "Time To Live" and indicates the duration or lifetime
of the token. In this case, a value of 1 suggests a short-lived or temporary token with
a TTL of 1 unit (the specific unit of time may depend on the system or application).

The rest of the "Token Validation in API Security" might require detailed documentation
about the API in order to give a score. This can be provided from the application owner.

3. Token Revocation: Is there a mechanism for revoking tokens when necessary? (If
yes: 2, no: 0)

4. Token Storage: Is the token securely stored on the client-side? (If stored in HttpOnly
cookies or secure client-side storage: 2, insecure storage: 0)

5. Token Transmission: Are tokens transmitted securely, e.g., over HTTPS? (If yes: 2,
no: 0)

6. Token Validation: Is the token validation process robust and follows best practices,
such as checking for token signature, issuer, audience, and other claims? (If yes: 2, no:
0)

7. Scope Management: Are token scopes managed correctly, allowing access only to
necessary resources and actions? (If yes: 2, no: 0)

8. Error Handling: Are token validation errors appropriately handled, with clear and
informative error messages returned to the client without revealing sensitive informa-
tion? (If yes: 1, no: 0)
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Total possible points: 14
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Chapter 7

Discussion

The playbook was made using action design research, combining previous research on relevant
subjects, and discussions with Sykehuspartner. The meetings with Sykehuspartner have
mainly been with Sindre Gjelsten who works there as a security advisor. Trond (degéard
from Sykehusinnkjgp also contributed with important knowledge about the procurement
process in Sykehuspartner and Sykehusinnkjgp.

7.1 Challenges

7.1.1 Creating the playbook

When creating the playbook, several considerations had to be made. First, Sykehuspartner ‘s
wishes and requirements for the playbook must be met. The test had to be easy to execute
for an employee with limited knowledge of cyber security. Together with Sykehuspartner,
the different parameters that should be included, were discussed.

7.1.2 Apps blocking use from rooted phone

One of the challenges was that the main priority CGM system Sykehusinnkjgp recommends
was blocks for use through a rooted phone. So was the second and third recommended system
as well. Because of the dependency on having the physical sensor available to complete the
testing of the playbook, the Dexcom CGM system was used for the test. This CGM system is
not one of the recommended systems from Sykehusinnkjgp, but it was the only one available
to complete the testing.

7.1.3 Setting up the mitmProxy

When setting up the Man in the Middle Proxy, the TLS handshake failed. See details in
figure 7.1.

The error message "Client TLS handshake failed. The client does not trust the proxy’s
certificate for api.ipify.org (OpenSSL Error(|(’SSL routines’, 'ssl3 read bytes’, ’sslv3 alert

marimartini@Maris-MBP desktop % mitmdump —-mode sockss —-listen-host 172.20.18.4 -w outfile -s tls_passthrough.py
Loading script tls_passthrough.py
SOCKS v5 proxy listening at 172.20.10.4:1080
client connect
server connect api.ipify.org:443 (104.237.62.211:443

TLS handshake failed: 104.237.62.211:443
client disconnect
server disconnect api.ipify.org:443 (104.237.62.211:443
client connect
server connect ip.seeip.org:443 ([2602:fed3:2:b74f:112:9a23:af4f:22191:443)

Unable to establish TLS connection with server (connection closed). Trying to establish TLS with client anyway. If you plan to redirect requests away from this server, consider setting 'connection_strate
gy’ to ‘lazy’ to suppress early connections
server disconnect ip.seeip.org:443 ([2602:fed3:2:b74f:112:9a23:af4f:2219]:443

TLS handshake failed: [2602:fed3:2:b74f:112:9a23:af4f:22191:443
client disconnect
client connect
server connect ww.trackip.net:443 ([2606:4700:3630::6815:41851:443)

TLS handshake failed: [2606:4760:3030::6815:47851:443
client disconnect
server disconnect www.trackip.net:443 ([2686:4700:3030: :6815:47851:443

Figure 7.1: TLS Handshake failed
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certificate unknown’)]))" indicated that the proxy s certificate was not trusted. The traffic

was still not running through the proxy, so acquiring a valid certificate from mitm.it was not
an option as the site shows the message "If you can see this, traffic is not passing through
mitmproxy.".

7.2 Ethics

Since the app to the sensor, Sykehuspartner was able to provide, was not supported on
rooted devices, the second CGM system was not able to connect to the device, and no
personal information was gathered in this work.

7.3 Evaluating each category in questionare

7.3.1 Network traffic

To evaluate network traffic, a decision to divide encryption into three parts was made. One is
sensitive personal information, such as healthcare data. One being non-sensitive personal in-
formation and one non-personal information. The sensitive personal information is the most
critical if sent unencrypted, and therefore gives the most points if achieved. The second
most important is non-sensitive, but personal information. The third type of information
one could expect to be sent is non-personal information. This information should also be
encrypted, but is not as critical as the two above, and was therefore given a maximum of
total points of 1.

Question number 4. in the network traffic category must be dealt with manually as it is
hard for Sykehuspartner to decide what is an acceptable number of locations that can receive
the data. This is dependent on the complexity of the application and the purpose of the
application.

Sykehuspartner has an official list of high-risk countries. The score on where the data is
stored is based on this list. The high-risk countries are Russia, China, Iran, North Korea and
Pakistan. This list can be found at https://sykehuspartner.no/Documents/Sikkerhet%20-
%20regionale%20bruksvilk % C3%A5r /NO-41%20-%20Liste%200ver %20h % C3%B8yrisikoland.pdf

The preferred location for Sykehuspartner to store data is in the EU/EQS since the GDPR
applies there.

The final question about how many of the total locations are necessary to process the data
is not numbered. This again depends on the complexity and purpose of the application. If
all the locations are necessary the fulfill the purpose and use of the application, the total
score will be 2 points. If some of the locations are not necessary, one point will be given.
If non of the locations that receive the data is necessary to complete the app’s purpose, no
points will be received.

The score given to the location of the data storage is based on the list of high-risk countries.
If the collected data is stored longer than needed, the score given will be 0, otherwise 1. The
section about storage also differs between sensitive personal information and non-sensitive.
It is possible to gain more points storing sensitive personal information than non-sensitive.

7.3.2 Bluetooth security

If the device uses Bluetooth as the connection method, the score given is based on the
Bluetooth version used. This was not discovered using the test and may need to be discussed
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with the producer. As described earlier, v4.0 and v5.0 have improved Bluetooth security by
a lot and are therefore given a higher score than the lower versions.

7.3.3 Terms of Use / Conditions

The questions chosen for the "Terms of Use / Conditions" in the playbook give a fundamental
overview of user privacy and data protection. By evaluating data sharing consent, data
retention, data deletion procedures, user rights, usage restrictions, and terms modification
notifications, Sykehuspartner ensures that the end-user of the application has control of their
data and can make informed decisions. This section in the Playbook ensures that users have
control over their data, understand how it is shared and used, and can exercise their rights
when it comes to accessing, correcting, or objecting to data processing.

7.3.4 Token Security for APIs

Tokens are of significant importance to API Security, and are therefore included in the as-
sessment. Confirming token type, expiration, revocation mechanism, storage, transmission
security, validation process, scope management, and error handling is part of verifying a
strong token authentication system.

Identifying the token type aids in understanding the underlying security protocols, with
OAuth 2.0 access tokens or JW'Ts signifying standardized practices. Validating token expi-
ration and implementing appropriate revocation mechanisms prevent unauthorized access.
Securely storing tokens on the client side and transmitting them over HT'TPS enhance data
protection. Implementing a robust validation process, including checking token signatures
and claims, helps prevent tampering and unauthorized usage. Effective scope management
ensures that tokens only provide access to necessary resources and actions. Proper error
handling safeguards sensitive information by returning informative error messages without
exposing sensitive details.

7.4 Evaluating the results

The results given from testing the Playbook can give information about both the effective-
ness of the Playbook and possible changes that should be made.

The first section, "Network traffic" has the potential to be improved. As the playbook is
at this stage, most of the work answering the questions must be handled manually. Several
issues were discovered while testing this section. The main issue was the built-in security
features in the applications that were to be tested. One of them is that the application is not
accepting the downloaded mitmproxy certificate. This made all testing from the application
in the Network section impossible at this stage.

In order to still try to test the application, a few different methods were used. One of them
was to download the application .apk file and try to patch this application to accept the
mitmproxy, using the apk-mitm feature in the mitmproxy. After this was unsuccessful, us-
ing Just Trust Me to disable certificate checking was also tried. [5].

To answer the questions in the Playbook, improvements must be made to the Playbook and
the guide on how to answer. The section about network traffic is not efficient for Sykehus-
partner to use at this current stage. The Playbook requires manual handling and could be
time-consuming to fill out. To set up the needed mitmprxy, Wireshark and proxy on the
device with the application, could also require technical skills, which might take up time
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from valuable recourses.

The terms of use / Conditions section is efficient and could be and valuable resource to
Sykehuspartner when evaluating different vendors and applications. When testing the Play-
book, the questions are clear and if the answer exists, it should be easy to find, given that a
Table of content is present in the Terms of Use. The section provides valuable information
about privacy for the user of the application and sensor system and can reveal the lack of
information on privacy.

The Bluetooth section provides an easy guide that could help Sykehusparner in their eval-
uation, However, this section has not been properly tested because of the lack of technical
specifications about the CGM system. Given that Sykehuspartner is provided with the cor-
rect documentation about the product from the service provider, they could have an efficient
system for evaluating Bluetooth security for medical technical equipment that is connected
to an application with Bluetooth. Sykehuspartner must verify if this statement is correct by
performing such a test with access to technical documentation.

The "Token Validation in API Security" section could be valuable for Sykehuspartner when
evaluating API security. Some of the questions could be answered using the captured traffic
in mitmweb /mitmproxy/wireshark, but answers must be found manually by investigating
the traffic. Other answers must be found by reviewing relevant documentation. This could
result in time-consuming work.

7.5 Future work

The playbook must be improved in order to fulfill Sykehuspartner’s requirements. The Play-
book contains a lot of manual handling, that should be atomized in order to make an efficient
evaluation of API security. As for now, the results vary based on the security of the appli-
cation. This may make the test impossible to complete. To make the test efficient, it should
either be specialized for each individual application based on the security of the application,
or the test could be expanded to cover several aspects and cases.

The test could also be expanded, both with new sections about other parts relevant to API
security, and expanding the questions within each section to go more into detail.
For future work, it is suggested that:

e Further attempts should be made to gain access to the applications not accepting the
mitmproxy ‘s certificate and the applications blocked from being used on rooted devices
in order to complete the remaining tests within the playbook.

e Collaboration with the application developers or owners should be considered to facil-
itate the completion of the assessment process.

e The playbook could be refined and updated based on the findings and limitations
encountered during this testing process.
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Conclusion

The Playbook is a practical idea on how to evaluate different vendors, based on how Syke-
husparter already evaluates possible new suppliers. The Playbook is created based on a
combination of previous research and Sykehuspartners” requirements. Each question is given
a score, based on best practices and Sykehuspartners standards.

The results of the testing of the Playbook show that it is partially functional and with some
adjustments could be used by Sykehuspartner to assess new possible vendors that supply
medical technical equipment that is connected to an application with Bluetooth.

A Playbook to test API Security could be an efficient way to evaluate different vendors, in
order to decide which one to choose. The test in this Playbook must be improved in order
to be effective and useful for Sykehuspartner in their procurement process. The Playbook is
only partially tested, due to unforeseen security measurements applied in the applications,
and was therefore not completely tested. Technical specifications for the CGM system and
the application were also not available to complete the tests. The section of the test that
was completed in full, gives an example of how the other parts may look when completed.

RQ: Will a playbook assessment approach improve the security evaluation process when
procuring new medical technical equipment?

Using a playbook assessment approach, privacy and API security can be tested before procur-
ing new medical technical equipment using a playbook assessment approach. This approach
may be time-consuming for Sykehuspartner but can give valuable information about API
security and privacy, which can help decide on a supplier.

It can also be an effective method to test privacy and API security. To make this approach
effective, the playbook must either be broad to cover all possible aspects of the situation or

made specifically for each individual situation.

An improved version of the playbook could improve the procurement process, making it
easier for Sykehuspartner to make decisions when choosing suppliers.
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Appendix A

Playbook

A.1 Introduction

This playbook is meant as a guide to help Sykehuspartner better evaluate API security
in the procurement stage of medical technical equipment connected to an application with
Bluetooth. The playbook can also be used later as a part of internal control or as part of
quality assurance.

A.2 Setup

A pre-rooted Google Pixel 6a phone should be used when using the playbook for evaluating
API security. The device is locked with the code: 000. If the provided phone has been
updated, or a new un-rooted phone is being used, the phone must first be rooted. This is
done following these steps:

1.

First, the stock boot image for the currently running Android version must be retrieved.
This can be found here To find the correct Android version; go to setting on a google
pixel phone, then tap About device and look for the build number.

In the folder image-bluejay-|version|.zip, find the file boot.img and store it on the phone.

. Download Magisk on the phone from

. In the Magisk app, choose Install, and then "Select and Patch a File". Here you choose

the boot.img which was transferred in the previous step.

. A new file called magisk$ patched [random strings|.img$ will now appear on the

phone. This file must be transferred back to the computer.
Next, you need to unlock the bootloader.

a) Go to settings, about phone, and find the build number.

b) Tap the build number seven times to activate developer mode.

d) Activate the OEM unlocking.

(
(
(c) Now, go back to system and developer options.
(
(e) Turn off the phone.

Hold down the power and volume buttons simultaneously to boot back on into boot-
loader mode.

Now that the phone is rooted, the app RProxid can be used together with a mitmProxy.
One mitmProxy that can be used is https://mitmproxy.org/. Follow the installation guide.
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To set up the mitm proxy, go to terminal or similar, and input "mitmdump -w output_ file.pcap
" or "mitmweb". This will write the logs to the file output file.pcap. If this file does not
exist, it must be made. Go to the settings in the device and choose network. Tap edit and
advanced settings to find the proxy settings. Set proxy to manual and enter the IP address
to the device and computer are connected to. Write port 8080 as port, if not any other port
is chosen manually in the mitmproxy. The logs from the device should now appear in the
terminal.

A.3 Questionare

A.3.1 Network traffic

This section focuses on questions related to the traffic flow from the application:
1. Encryption:Is sensitive personal information encrypted? (If yes: 3, no: 0)
2. Is non-sensitive personal information encrypted? (If yes: 2, no: 0)
3. Encryption:Is non-personal information encrypted? (If yes: 1, no: 0)

4. Locations:How many locations receive the collected data? (Manual evaluation)

5. Location:Where is the collected data sent? (If EU/E®S: 2, USA (o0.l.): 1, "Liste over
hgysikkerhetsland": 0, other: manual evaluation)

6. Necessary locations:How many of the locations of the total are necessary to process
the data? (If All: 2, some: 1, non: 0)

Total possible set points: 10
This section focuses on how what and where collected data is stored:

1. Location stored:Where is the data collected stored? (If EU/E®S: 3, USA (o.l.): 2,
"Liste over hgysikkerhetsland": 0)

2. Duration of storage:For how long is the data collected stored? (If Until purpose
fulfilled: 1, Undecided: 0)

3. Anonymizationls sensitive personal data stored anonymized? (If yes: 2, no: 0)

4. Anonymization:Is personal data stored anonymized? (If yes: 1, no: 0)

A.3.2 Terms/Conditions of Use

This section focuses on the conditions of use for the application.

1. Data Sharing Consent: Does the user have to accept that their data is being shared
with third parties?
(a) If yes:
i. Is the data anonymized? (If yes: 2, no: 0)

ii. Are third parties clearly identified, and is the purpose of data sharing specified?
(If yes: 2, no: 0)

(b) If no: 4

2. Data Retention: Does the application clearly state the duration for which user data
will be stored? (If yes: 2, no: 0)
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. Data Deletion: Is there a clear procedure for users to request the deletion of their

data? (If yes: 2, no: 0)

. User Rights: Are users’ rights concerning their data, such as the right to access,

correct, or object to processing, clearly stated and easy to exercise? (If yes: 2, no: 0)

. Usage Restrictions: Does the application impose reasonable restrictions on its use,

such as prohibiting the use of the application for illegal activities or harming others?
(If yes: 1, no: 0)

. Modification of Terms: Is there a clear procedure for notifying users of changes to

the terms and conditions? Are users given the opportunity to review and accept new
terms before continuing to use the application? (If yes: 1, no: 0)

Total possible points: 12

A.3.3 Bluetooth security

Applies if device uses Bluetooth for connections

1.

Bluetooth Version: Which version of Bluetooth is being used? (If v5.0: 1.5, v4.0: 1,
lower: 0)

. Pairing Method: What method is used for pairing the devices? (If Secure Simple

Pairing (SSP) or LE Secure Connections (LESC): 2, legacy pairing: 0)

. Encryption: Is the Bluetooth connection encrypted? (If AES-CCM with a key length

of 128 bits or higher: 2, lower encryption strength or no encryption: 0)

. Authentication: Is there a strong authentication mechanism in place to prevent

unauthorized devices from connecting? (If yes: 2, no: 0)

. Signal Range: Does the application limit the Bluetooth signal range to minimize the

risk of unauthorized connections or eavesdropping? (If yes: 1, no: 0)

Bluetooth Low Energy (BLE) Privacy: If using BLE, is the privacy feature en-
abled to protect against tracking by randomizing device addresses? (If yes: 1, no:
0)

. Firmware Updates: Does the device support secure firmware updates to fix potential

Bluetooth security vulnerabilities? (If yes: 1, no: 0)

Total possible points: 8.5

A.3.4 Token Validation in API Security

1.

Token Type: What type of token is used? (If OAuth 2.0 access tokens or JWT: 3,
other standard tokens: 2, custom tokens: 1, no token: 0)

. Token Expiration: Are tokens set with an appropriate expiration time? (If yes: 2,

no: 0)

. Token Revocation: Is there a mechanism for revoking tokens when necessary? (If

yes: 2, no: 0)

. Token Storage: Is the token securely stored on the client-side? (If stored in HttpOnly

cookies or secure client-side storage: 2, insecure storage: 0)
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5. Token Transmission: Are tokens transmitted securely, e.g., over HTTPS? (If yes: 2,
no: 0)

6. Token Validation: Is the token validation process robust and follows best practices,
such as checking for token signature, issuer, audience, and other claims? (If yes: 2, no:
0)

7. Scope Management: Are token scopes managed correctly, allowing access only to
necessary resources and actions? (If yes: 2, no: 0)

8. Error Handling: Are token validation errors appropriately handled, with clear and
informative error messages returned to the client without revealing sensitive informa-
tion? (If yes: 1, no: 0)

Total possible points: 14

This token validation chapter assesses various aspects of token handling and validation in
API security. Evaluating these factors helps to ensure that API access is secure and only
granted to authorized clients, minimizing the risk of unauthorized access or data breaches.

A.4 How to find answers?

To find and analyze the data to answer the questions set up the mitmproxy as described in
8.2 Setup. The file output_file.pcap can be opened in Wireshark from File, and then Open.
Select the file output file.pcap to open the logs from mitm. When using "mitmweb", the
mitmproxys web interface will open in the browser.

A.4.1 Network traffic
1-3. Encryption:

e In mitmproxy, inspect the captured HTTP requests and responses.
e Look for any sensitive or non-sensitive personal information being transmitted.
e Open traffic in Wireshark

e Apply filter "tls.record.content type == 23" to display only packets containing
TLS application data, which includes the encrypted payload.

e Inspect packets to see in the content is encrypted.
4. Locations:

e In mitmweb, analyze the captured packets and identify the destination IP ad-
dresses.

e Count the number of unique destination IP addresses to determine how many
locations receive the collected data.

5. Location:

e Perform a geolocation lookup for each unique destination IP address. Use online
tools like https://www.iplocation.net/ for this.

e Assign points based on the location of the destination IP addresses.
6. Necessary locations:

e Research each destination IP address to determine its purpose.
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e Evaluate if the location is necessary for processing the data and assign points
accordingly.

Note that some of the information might not be visible if the application uses strong en-
cryption (e.g., TLS) for all its network communications. In such cases, you might need to
use additional tools or techniques, such as SSL/TLS decryption in Wireshark or certificate
pinning bypass for the mobile application, to analyze the encrypted traffic.

SSL/TLS decryption guide for Wireshark:

1. Obtain the private key or pre-master secret:

e For SSL/TLS decryption, you’ll need either the server’s private key (in the case of
RSA key exchange) or the pre-master secret log file (in the case of Diffie-Hellman
key exchange).

e If you have access to the server’s private key, export it in PEM format.

o If the server uses Diffie-Hellman key exchange, you’ll need to obtain the pre-
master secret log file. For example, in Google Chrome or Morzilla Firefox, you
can set an environment variable before starting the browser to generate this file:
SSLKEYLOGFILE=path/to/sslkeylog.log

2. Start Wireshark and open a capture file or begin a live capture:

e Open Wireshark and either open a previously saved capture file containing SS-
L/TLS traffic or start a new live capture session.

3. Configure Wireshark for SSL/TLS decryption:

e GotoEdit > Preferences > Protocols > SSL (or TLS, depending on your Wire-
shark version).

e If you have the server’s private key in PEM format, click on the Edit button next
to RSA keys list, and then click on the New button. Enter the IP address and port
of the server, the protocol (e.g., http), and the path to the private key file. Click
OK to save the settings.

e If you have the pre-master secret log file, set the (Pre)-Master-Secret log
filename field to the path of the log file.

e Click OK to save your preferences.
4. Analyze decrypted SSL/TLS traffic:

e Once you've configured Wireshark for SSL/TLS decryption, you should be able to
see decrypted data in the packet details pane for the SSL/TLS packets. You can
then use Wireshark’s display filters and analysis tools to inspect the decrypted
traffic.

1. Location stored: Where is the data collected stored? (If EU/EQS: 3, USA (o.l.): 2,
"Liste over hgysikkerhetsland": 0)
To find the answer, inspect the network traffic using Wireshark and mitmproxy. The
server’s [P address and domain name should provide information about the location of
data storage. You can also discuss this question with the application owner.

2. Duration of storage: For how long is the data collected stored? (If Until purpose
fulfilled: 1, Undecided: 0)
Inspect any terms and conditions or privacy policies associated with the application to
find information on data retention policies. You may also need to discuss this question
with the application owner.
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3. Anonymization: Is sensitive personal data stored anonymized? (If yes: 2, no: 0)
Analyze the data being transmitted between the application and the server using mitm-
proxy and Wireshark. Check if any sensitive personal information is being anonymized
before being stored. You may also need to discuss this question with the application
owner.

4. Anonymization: Is personal data stored anonymized? (If yes: 1, no: 0)
Similar to the previous step, analyze the data being transmitted and check if personal
data is anonymized before being stored. Discuss this question with the application
owner if necessary.

A.4.2 Terms/Conditions of use

1. Data Sharing Consent:

(a) Check the application’s terms of service, privacy policy, or any consent dialogues
during the sign-up process to see if users have to accept that their data is being
shared with third parties.

(b) If yes, look for information about whether the data is anonymized and whether
third parties are clearly identified, along with the purpose of data sharing.

(c) If no, assign a score of 4.
2. Data Retention:
(a) Review the application’s privacy policy or terms of service to find information

about the duration for which user data will be stored.

(b) If the duration is clearly stated, assign a score of 2. If not, assign a score of 0.
3. Data Deletion:
(a) Check the application’s privacy policy, terms of service, or user settings to find

information about the procedure for users to request the deletion of their data.

(b) If there’s a clear procedure, assign a score of 2. If not, assign a score of 0.
4. User Rights:

(a) Review the application’s privacy policy or terms of service to find information
about users’ rights concerning their data, such as the right to access, correct, or
object to processing.

(b) If users’ rights are clearly stated and easy to exercise, assign a score of 2. If not,
assign a score of 0.

5. Usage Restrictions:

(a) Examine the application’s terms of service or any usage guidelines to find infor-
mation about any imposed restrictions on its use, such as prohibiting the use of
the application for illegal activities or harming others.

(b) If there are reasonable restrictions, assign a score of 1. If not, assign a score of 0.
6. Modification of Terms:

(a) Check the application’s terms of service, privacy policy, or any in-app notifications
to find information about the procedure for notifying users of changes to the terms
and conditions.
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(b) If there’s a clear procedure and users are given the opportunity to review and
accept new terms before continuing to use the application, assign a score of 1. If
not, assign a score of 0.

In most cases, you'll need to review the application’s privacy policy, terms of service, and
user interfaces to find the answers to these questions. Be prepared to discuss your findings
with the application owner if necessary.

A.4.3 Bluetooth Security

1. Bluetooth Version:

e Check the device’s specifications or documentation to find the Bluetooth version
being used. This information may also be found in the device’s settings or config-
uration menu.

2. Pairing Method:

e Review the device’s documentation or perform a hands-on test of the pairing pro-
cess. Look for indications of Secure Simple Pairing (SSP) or LE Secure Connections
(LESC) in the device settings or documentation.

3. Encryption:

e Check the device’s documentation for information about encryption. You can
also use a Bluetooth sniffer like Ubertooth One or Adafruit Bluefruit LE Sniffer
along with Wireshark to capture and analyze Bluetooth packets to determine the
encryption used.

4. Authentication:

e Investigate the device’s documentation and settings for any authentication mech-
anisms. Perform hands-on tests to determine whether unauthorized devices can
connect to the target device.

5. Signal Range:

e Test the device’s signal range by moving the connecting device away from the target
device and noting the maximum distance at which a connection is maintained.
Check the device’s documentation for any features that limit Bluetooth signal
range.

6. Bluetooth Low Energy (BLE) Privacy:

e Review the device’s documentation to determine whether the BLE privacy feature
is enabled. You can also use a Bluetooth sniffer to capture and analyze packets,
looking for randomized device addresses.

7. Firmware Updates:
e Check the device’s documentation or settings for information about firmware up-

dates. Determine whether the device supports secure firmware updates to fix
potential Bluetooth security vulnerabilities.
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A.4.4 Token Validation in API security

1.

Token Type: Inspect the network traffic using mitmproxy or Wireshark. Look for
the “Authorization” header in the HT'TP requests or any token-related information in
the API responses. Check if the tokens used are OAuth 2.0 access tokens, JWT, other
standard tokens, custom tokens, or if no token is used.

. Token Expiration: Analyze the token content (if it’s JWT, you can use a JWT

decoder like jwt.io) and look for the “exp” claim or any other field that indicates the
token’s expiration time. Check if the expiration time is appropriate for the application’s
security requirements.

. Token Revocation: Inspect the API documentation, responses, and requests to find

evidence of a token revocation mechanism (e.g., a token revocation endpoint). You
may also need to discuss this question with the application owner.

. Token Storage: Examine the client-side code of the application (e.g., JavaScript) to

determine how the token is being stored. Check if it’s stored in HttpOnly cookies or
secure client-side storage, such as localStorage or sessionStorage with proper security
measures.

Token Transmission: Inspect the network traffic using mitmproxy or Wireshark and
ensure that tokens are transmitted over HI'TPS by checking if the request URLs have
“https://” as the protocol.

. Token Validation: Review the server-side code (if accessible) or API documentation

to verify if the token validation process follows best practices like checking for token
signature, issuer, audience, and other claims. You may also need to discuss this question
with the application owner.

. Scope Management: Examine the token content (e.g., using a JWT decoder) and

look for the “scope” claim or any other field that indicates the allowed resources and
actions. Check if the scopes are managed correctly and provide access only to necessary
resources and actions.

. Error Handling: Trigger token validation errors by sending invalid tokens or expired

tokens in the API requests. Observe the error responses and verify if they provide clear
and informative messages without revealing sensitive information.
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