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7FA 9} DNS 4715 AX Aol wpel URLS #ujsict. 2 v}

Crawling process 1
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HTTP fetcher
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HTML pages
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Custom URL filter

DNS resolver &
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ML pages|
A

URL distributor

y

Custom URL fiter

A

Duplicate URL
eliminator

URL prioritizer
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18 U.S.C. § 1030(a)(2)79
FTEA a2 Ag glo] AFHel HIatAu Agke] W
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= ol Aadle] thedt e ARE AST At Bz (O
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18 U.S.C. § 1030(a)(3)80)
FEA SelE BE glol AWARHe] e Ao Ag
ekl FAARA ohg AFE B2 A= Bx ©

al
TR AN ol ARIY. vrt 1 HFE I AR

°l
o Wat WE A48ES FAOR2-", WX Vol 687, 2013. 12., 128~132%0]4] 91 &3}
Houg I F AR AP 245
79) 92 cheat Zt.
(a) Whoever ... (2) intentionally accesses a computer without authorization or

exceeds authorized access, and thereby obtains (A) information contained in
a financial record of a financial institution, or of a card issuer as defined in
section 1602(n) 1 of title 15, or contained in a file of a consumer reporting
agency on a consumer, as such terms are defined in the Fair Credit
Reporting Act (15 U.S.C. 1681 et seq.): (B) information from any department
or agency of the United States: or (C) information from any protected
computer; ... shall be punished as provided in subsection (c) of this section.

(a) Whoever ... (3) intentionally, without authorization to access any
nonpublic computer of a department or agency of the United States,
accesses such a computer of that department or agency that is exclusively
for the use of the Government of the United States or, in the case of a
computer not exclusively for such use, is used by or for the Government of
the United States and such conduct affects that use by or for the
Government of the United States: ... shall be punished as provided in
subsection (c) of this section.
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100) €22 ofefe} 7},

Article 2 - Illegal access

Each Party shall adopt such legislative and other measures as man be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the access to the whole or any part of a computer
system without right. A Party may require that the offence be committed by
infringing security measures, with the intent of obtaining computer data or
other dishonest intent, or in relation to a computer system that is connected
to another computer system.
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[Astract]

A Study on Web Crawling
- Focused on its working mechanism and legal
responsibility

Taekyun Kim

Master of Science in Digital Forensics

Department of Mathematical Information Science

The Graduate School of Convergence Science and Technology
Seoul National University

Web Crawling means a way of collecting web data using a program
which is called Crawler or Spider. A Crawler, given seed URLs, downloads
the web pages associated with these URLs, extracts hyperlinks contained in
them, and recursively continues to download the web pages identified by
these hyperlinks. Web Crawling is now broadly being used as one of the
most effective and useful method in data collecting wherever data becomes a
key factor. Especially in decision-making process in marketing or business
strategy, Web Crawling is now sine qua non with the emerging of big data
or artificial intelligence.

While Web Crawling is getting more and more important, few studies on
legal responsibilities of using it can be found. This article focuses on the
working mechanism and legal responsibilities of using Web Crawler.
Recently the Supreme Court has found, in the case where the defendants,
the employees of a company running a accommodation information offering
service accessed the competiter's mobile application server and copied the
database such as a list of accommodation through their crawling computer
program, that the defendants are not guilty. The Case showed new legal
principles, @ whether the service provider has set any limitation on access
right to network should be determined by object things such as protective
actions or terms and conditions of use, @ significant copy of database
should be determined in the aspects of quantity and quality both. And The
Case sentenced not guilty to the charges(invasion of network, piracy of

database and obstruction of business). The Case was the first judgement of
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the Supreme Court on crawling data collection.

In this article, The Case will be examined thoroughly in the 3
aspects(invasion of network, piracy of database, obstruction of business)
including Unfair Competition Prevention Act and competition laws. The
conclusion of this article is as follows. Legal responsibilities for using web
crawlers should be judged by the standards of the scope of access to
networks, whether the rights of database producers are violated and whether
there is any obstruction of business, which must be based on the
circumstances where web crawlers are used, the intetion of the user and the

result of the use.

keywords: web crawling, web crawler, data, data-collecting,
invasion of network, infringement of database
producers’ right, obstruction of business, act of
unfair competition, unfair business practice, abuse
of market-dominant position
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