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Abstract

Blockchain is often heralded as a disruptive technology that will shape the world of the future. An
abundance of literature on blockchain claims that it will disrupt supply chain management, contribute to
sustainability goals, give citizens control over their personal data and facilitate financial inclusion in Africa.
However, there are also researchers that claim the very opposite. In a letter to the US congress, a collective
of scientists claimed that “blockchain technology is poorly suited for just about every purpose currently
touted as a present or potential source of public benefit”. The aim of this study is to address this dichotomy
between these two views and to determine if blockchain can be considered a disruptive technology. We
perform a bibliometric network analysis to identify different application domains of blockchain technology.
Next, we use thematic analysis to study influential publications on blockchain, focusing on on how they
presented the problem(s) that blockchain solves and what advantages and limitations they associate with
blockchain technology. Our results show that blockchain research often attributes advantages to blockchain
that are not exclusive to blockchain technology. In addition, the limitations of blockchain technology have
received relatively little attention, resulting in an overly optimistic view of the technology. This leads
us to conclude that blockchain lacks the key attributes of a disruptive technology, as it is shown to be
very expensive, hard to scale and the advantages of decentralisation and immutability do not outweigh
these expected costs. We urge the academic community to be more transparent in blockchain research
by adequately addressing its limitations and evaluating alternative technologies that may offer viable
solutions to the suggested problems.

Keywords: Blockchain Technology, Limitations, Disruptive technology, Thematic analysis, Concerns,
Critical analysis
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Summary

Introduction

In the academic literature, blockchain is often heralded as a disruptive technology that will shape the
world of the future (Tapscott and Tapscott, 2018). A common definition of blockchain is a decentralised,
digital ledger that allows for peer-to-peer transactions to be conducted without the need of a central
authority on a trustless network (Rauchs et al., 2018). Since the concept of blockchain emerged in 2008,
scholars have explored the potential of blockchain in a wide variety of fields. Some authors claim that
blockchain will make supply chains more efficient (Kshetri, 2018; Hald and Kinra, 2019; Kdhler and Pizzol,
2020; Mukherjee et al., 2021), allow citizens to control their own personal data (Mainelli, 2017), contribute
to the solution of a wide variety of sustainable development goals established by the United Nations
(Aysan et al., 2021a,b; De Villiers et al., 2021) and blockchain will contribute to solving climate change
(Dorfleitner et al., 2021).

However, there are also researchers who claim the very opposite. In a letter to the US Congress, a
group of scientists claimed that “blockchain technology is poorly suited for just about every purpose
currently touted as a present or potential source of public benefit”(concerned.tech, 2022). Moreover,
research on the limits of blockchain has found that cryptocurrencies and the blockchains on which they
operate are extremely unsustainable, requiring an ever increasing amount of electricity (De Vries, 2018;
De Vries et al., 2022), while producing enormous amounts of electronic waste (De Vries and Stoll, 2021).
It has also been found that blockchain facilitates certain practises related to shadow banking, is one
of the causes of the financial crisis in 2008 (Allen, 2022; Steele, 2021), is related to an abundance of
pump-and-dump schemes aimed at making a small group rich, at the expanse of the majority who miss
out (Dhawan and Putnins, 2021; Hamrick et al., 2021; Peterson, 2021) and that cryptocurrencies are used
to finance large amounts of illegal activity, according to research by Foley et al. (2019) half of all bitcoin
transactions are associated with illegal activity. Finally, researchers are also questioning the decentralised
aspect of blockchains (Walch, 2019; Ekblaw et al., 2016; Sai et al., 2021). A variety of mechanisms can
cause centralisation to emerge in a decentralised network. One major issue is “the Oracle Problem”. The
problem lies in the fact that even though the data stored on the blockchain is considered reliable, the
information initially entered onto the blockchain may be inaccurate(Caldarelli, 2020). This currently
reintroduces the need for a central authority to monitor if the data that is put on the blockchain is reliable.

This thesis investigates this dichotomy within blockchain research. On the one hand, there are
researchers that claim that blockchain can disrupt a wide variety of markets, and on the other hand there
are those that claim it will not achieve anything. This thesis answers the following research question:
“How applicable is the theoretical concept of disruptive innovation to blockchain technologies?”

Theoretical Background

To discuss blockchain technology, a basic understanding of blockchain and a clear definition are needed.
A Dblockchain is essentially a ledger on which transactions can be recorded. In essence, a blockchain
functions as a register for recording transactions, which may encompass monetary exchanges involving
cryptocurrencies, as well as transactions of data. A blockchain always has the following general features:

B An append-only distributed ledger that stores data in time-stamped blocks, which are linked together
via cryptographic hashes.

B A consensus mechanism which are the rules that regulate which and how new transactions can be
added to the blockchain.

B A peer-to-peer network made of nodes that can only read and cooperatively write transactions on
the blockchain (Ghiro et al., 2021).

Any decentralised transaction network is complicated by the double spending problem, which means
that a user is able to spend the same money twice. In our current system, banks monitor transactions and
make sure that someone cannot spend more money than they are allowed to. However, in a decentralised
transaction network, such as a blockchain, there is no central authority that monitors transactions and for
a long time this was the main hurdle to introduce decentralised transaction networks. However, Bitcoin
was the first cryptocurrency that solved the double spending problem by applying blockchain technology
(Nakamoto, 2008).

To fend off double spending attempts, a blockchain needs the following characteristics:
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m Tamper-proof: It must be easy to verify that a registered transaction has not been altered after
its recording, and it should be easy to determine if a transaction is altered at a later point in time.

B Immutable: A distributed payment system should make it very hard to tamper the data on the
ledger. (Ghiro et al., 2021)

Blockchains achieve the tamperproof property by embedding Cryptographic Hash Functions (CHFs)
into the blockchain data structure. In cryptography, hashing is a method that is used to convert data into
a string of a fixed length, and the output will always be the same given the same input. Once the data is
transformed, it is impossible to revert the hash of the data back to the original data. However, if the hash
of a data set is known, it is possible to check if another data set is identical, by applying the same hash
function to the second data set.

Transactions on the blockchain are stored in blocks. A block can contain a fixed number of transactions
and contains the hash of all previous transactions. When a small change is made in a previous transaction,
this will result in a completely different hash, and this invalidates the block. When a block is full, it is
transmitted to all nodes in the network for validation. Nodes are the participants in a blockchain network
that ensure that the blocks are valid and do not contain malicious transactions. The nodes essentially take
the role of a bank in a centralised system in monitoring all transactions. A block can only be validated
when a node solves a very difficult cryptographic puzzle in order to proof that they put in the resources
to validate a block, this is called Proof of Work (PoW). In a PoW blockchain, a block is valid if the hash
of the block contains a predefined number of leading zeros. However, as stated before, the hash of a block
of data would always yield the same hash, as long as the data stays the same. Therefore, a random value
is added to the data, called the nonce, and the nodes have to guess the nonce, which yields a hash that
has the predefined number of leading zeros. In order to guess the nonce, a lot of computational power,
and as a result energy, is expended. Once a node has guessed the nonce, it transmits its block to all other
nodes, and they can easily check if the block is valid.

However, a malicious user that happens to be the first to find the nonce could still make a malicious
transaction by selectively broadcasting its block, so different nodes believe different transactions are made.
In order to prevent such an attack, a block is not immediately validated when the nonce is correct. After
the first block is broadcast, all nodes will continue to validate the blocks and listen to other validated
blocks. If a different block is received, two separate chains are created, one with the malicious block and
one with the correct block. This is an example of a fork. When this kind of fork occurs, it means that
different nodes believe that a different block order is the truth. Since the malicious node did not broadcast
its block to all other nodes, all other nodes will continue to add blocks to the chain with the correct block.
As soon as one branch is a predefined number of blocks longer than the other, the shorter chain is rejected.
This mechanism is known as the “Longest Chain Rule”(Shi, 2019). Once a block is validated, the node
that validated this block will receive a payment in the form of cryptocurrency.

The system ensures that the nodes act in a manner that maintains the integrity of the blockchain. It
can be seen as a lottery system. In this analogy, the amount of computational power a node puts in is
correlated to the number of tickets the node has. The more computational power is expended, the bigger
the chance to win the price. If a node wants to make a malicious transaction, it is extremely unlikely that
it will win the lottery as a result of the Longest Chain Rule. A malicious node needs to control 50% -+
1 of all nodes to successfully make a malicious transaction, and this is extremely expensive. Nodes are
incentivised to only validate correct blocks, since that is the only way to receive cryptocurrency from the
validation process. Due to these mechanisms, the blockchain becomes practically immutable, since nodes
would have to expend extreme amounts of resources in order to change data on the blockchain.

A Blockchain Definition
‘We define a blockchain as:

An append-only chain of cryptographically-linked ‘blocks’ of data, maintained and updated by
a decentralised network, with network nodes encouraged by economic incentives to engage non-
strategically to maintain and secure the system so that the data - organised in a specific structure
often referred to as ‘global ledger’ - is robust to adversarial interference, double-spend, censure,
counterfeit, collusion, tampering, or other types of malicious actions Rauchs et al., 2018, p. 21.

This definition complies with the three fundamental characteristics of a blockchain proposed by Ghiro
et al. (2021):

1. Openness to anonymous users
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2. Full & public history of transactions

3. A strong distributed consensus protocol.

These characteristics ensure the immutability of the blockchain. Private blockchains are proposed as
more efficient alternatives to public blockchains, which were described above. In a private blockchain some
decentralisation is sacrificed in exchange for better scalability. However, a more centralised blockchain
cannot ensure the immutability of the data in the same way as a public blockchain. Moreover, various
authors argue that a private blockchain is more akin to a traditional distributed ledger, rather than
to a blockchain, that requires a strong decentralised consensus mechanism that incentivises people to
act honestly(Ghiro et al., 2021; Catalini and Tucker, 2018; Gramoli, 2016; Narayanan and Clark, 2017;
Ammous, 2016).

Blockchain is well-known for its implementation as a digital payment system. However, blockchain
has been proposed as a potential solution for various industries that require data transfer and record
management. In particular, industries that rely heavily on intermediaries could benefit from the imple-
mentation of blockchain, as it has the potential to eliminate the need for intermediaries, resulting in
reduced transaction costs.

Limitations of blockchain

Blockchain technology faces a variety of challenges that need to be mentioned when addressing the question
whether blockchain can be considered a disruptive technology.

®m Blockchain consumes a lot of energy, because PoW requires a lot of computers to spend a lot of
computational power.

B Scalability is a big issue for blockchains. Due to the decentralised nature, growing the blockchain is
very costly. Moreover, blockchain is very slow compared to traditional ledgers.

B Data privacy laws aim to give people control over their own data. However, on a blockchain, data
cannot be modified or deleted.

m Since blockchain is decentralised and the addresses of users are pseudonymous, it facilitates illegal
activity.

®m Blockchain transactions cannot be reversed, even if the transaction was faulty.

m Data that enters the blockchain still needs to be valid. This currently still requires a central authority
that could potentially be compromised.

B There are a variety of different mechanisms that centralise blockchains. This undermines the purpose
of the blockchain in the first place.

Disruptive innovation

Disruptive innovation replaces current products on the market over time by offering new, simpler, and
more affordable alternatives that better meet the needs of a previously underserved or ignored customer
base. The current study uses the disruptive innovation framework developed by Van Orden et al. (2011).
Innovation can disrupt the market through low-end encroachment, when the new innovation is either
significantly cheaper than existing products or it offers a new set of characteristics that creates a new
market for the innovation. While this cheaper innovation may fall short on existing characteristics that
customers value, it improves over time and takes over the market. Another way to disrupt the market
is through high-end encroachment. This innovation is more expensive than existing technologies, but it
provides significantly better characteristics or fulfils needs that were currently not attended to by existing
products.

In order to identify a disruptive innovation, the following steps need to be taken (Nagy et al., 2016):
1) Identify the innovation and its characteristics, 2( Identify where in an organisation’s value chain the
innovation is used, and 3) Compare the potentially disruptive innovation with technologies currently used.
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Method

A bibliometric network analysis on 9476 articles on blockchain was conducted in order to identify the main
application domains of blockchain technology, which were: Internet of Things, Supply Chain Management,
Smart Grids, Healthcare, and Smart Cities.

The five most cited articles of each application domain were further analysed in a thematic analysis.
Three primary thematic domains were established: problem statement, advantages, and limitations, and
codes were created accordingly.

Results

In accordance with prior work (Chen et al., 2021), we observed that blockchain characteristics are often
double-edged swords. For example, while the transparency of data on the ledger facilitates accountability,
it also causes data privacy problems.

Moreover, one key observation is that blockchain solutions are often suggested for issues that could be
resolved using centralised digital technologies. It is essential for authors to clearly articulate why blockchain
is superior to alternatives. However, academic research on blockchain rarely considers alternative solutions
to these problems. Second, researchers need to support their problem statements with academic literature.
Research is needed on what problems occur in different blockchain application domains and why blockchain
could be a superior solution over other digital technologies.

Similarly, the analysis showed that a variety of advantages are attributed to blockchain technology,
which are not necessarily exclusive to blockchain. It is imperative that when discussing blockchain
technology, researchers critically look at what benefits are a result of using blockchain and which benefits
could be achieved using different technologies. In doing so, blockchain research can provide a more nuanced
understanding of the potential applications of the technology and help avoid overhyping its capabilities.

Finally, blockchain limitations receive very limited attention in academic research. It is imperative for
scientific research on an innovation to consider both the potential and the limitations of an innovation.
In particular, little attention is paid to the blockchain trilemma, which holds that blockchains cannot
maximise decentralisation, scalability, and security at the same time. Other important limitations that
receive little attention are the Oracle Problem and centralisation within blockchains.

Discussion

The literature showed that the main characteristics that blockchain offers are immutability and decentrali-
sation. These characteristics are achieved by having a blockchain that is completely open to anonymous
users, having a complete and fully public history of transactions, and using a strong consensus protocol.
This ensures that it is extremely expensive to collude and endanger the integrity of the blockchain network.

The main question is to what extent the different market segments are interested in these unique
characteristics of blockchain technology. Our thematic analysis showed that these characteristics also
come with significant disadvantages. This makes it questionable whether the market is interested in
innovation. Although the current study was not a market analysis, we did observe that after a decade of
blockchain research, no blockchain application has become mainstream or is widely applied in an industry.
This leads us to believe that the inherent limitations of blockchain technology outweigh the advantages of
decentralisation and immutability.

Blockchain technology is unlikely to disrupt markets through low-end encroachment, since it is
significantly more expensive than traditional ledger technologies. Furthermore, blockchain does not
perform better on currently valued characteristics of ledgers, such as scalability and speed, and therefore
it will not disrupt the market by being a better, but more expensive, version of current products. An
argument could be made that blockchain will disrupt the market through new-market disruption. The
characteristics of blockchain may satisfy needs in the market that are currently not addressed, such as
the need for decentralisation and immutability. However, blockchains can still be centralised in a variety
of ways (Sai et al., 2021). Additionally, immutability does not guarantee data accuracy, so a central
authority is still required to verify the trustworthiness of individuals or machines entering the data. This
leads us to conclude that blockchain cannot be considered a disruptive technology.

These findings have various theoretical implications. First, academic articles must clearly define the
type of blockchain they are discussing, as different characteristics are attributed to private blockchains
compared to public blockchains. Second, research on blockchain should provide a clear rationale for why
blockchain is the solution and should provide sufficient academic literature on which to base its rationale.
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Third, researchers should pay more attention to addressing the limitations of blockchain technology.
Specifically, how to work around centralisation tendencies of blockchain, for example caused by oracles.

Our study suggests several venues for future research. To determine the value blockchain technology
can bring to an industry, it is necessary to conduct research that compares blockchain applications with
the performance of technologies currently in use. Moreover, research is needed to establish the cost of
scaling up a blockchain. Many proposed applications of blockchain require significantly more transactions
and larger storage than current blockchain applications. Our study showed that scalability is a significant
problem for blockchains, so further research can address the size of this problem.

This study provides compelling evidence why blockchain technology should not be considered a
disruptive technology. Therefore, it is recommended that policy makers and managers take caution when
considering an investment in blockchain technology. Since blockchain is unlikely to disrupt any industry
soon, it is recommended that businesses exercise patience and wait to invest in blockchain until the
technology has had time to mature.
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1 | Introduction

In the academic literature, blockchain is often heralded as a disruptive technology that will shape the
world of the future (Tapscott and Tapscott, 2018). A common definition of a blockchain is a decentralised,
digital ledger that allows for peer-to-peer transactions to be conducted without the need for a central
authority on a trustless network Rauchs et al. (2018). The first and most famous application of blockchain
is Bitcoin. The goal of Bitcoin is to create a completely decentralised digital currency, removing control
from banks, government, and other financial institutions (Nakamoto, 2008).

Since the concept of blockchain emerged in 2008, scholars have explored the potential of blockchain
in a wide variety of fields. Some authors claim that blockchain will make supply chains more efficient
(Kshetri, 2018; Hald and Kinra, 2019; Kohler and Pizzol, 2020; Mukherjee et al., 2021), allow citizens to
control their own personal data (Mainelli, 2017), contribute to the solution of a wide variety of sustainable
development goals set by the UN (Aysan et al., 2021a,b; De Villiers et al., 2021), enable an efficient smart
grid electricity network (Mollah et al., 2020), facilitate financial inclusion in Africa (Agbo and Nwadialor,
2020; Mavilia and Pisani, 2020), providing an ID to refugees (Franke, 2022) and blockchain will contribute
to solving climate change (Dorfleitner et al., 2021).

In recent years, researchers have argued that there has been an overwhelming amount of hype
surrounding blockchain (Nordgren et al., 2019; Ammous, 2016; Kazmi et al., 2021). It is rather difficult
to find a current problem for which blockchain has not been proposed as a solution. This is prevalent
in the academic literature as the opportunities of blockchain technology seem endless. However, there
are also researchers that oppose the promises of blockchain technology and calls attention to the risks
involved. In June 2022, 1500 scientists wrote a letter to the US Congress raising their concerns regarding
the developments in the blockchain technology field (concerned.tech, 2022). These scientists stated that:
“By its very design, blockchain technology is poorly suited for just about every purpose currently touted as
a present or potential source of public benefit”.

There is also an emerging literature field that questions the potential of blockchain. In this tradition,
it has been found that blockchain facilitates practices related to shadow banking, is one of the causes
of the financial crisis in 2008 (Allen, 2022; Steele, 2021), is related to an abundance of pump-and-dump
schemes aimed at making a small group rich, at the expanse of the majority who miss out (Dhawan and
Putnins, 2021; Hamrick et al., 2021; Peterson, 2021) and that cryptocurrencies are used to finance large
amounts of illegal activity, according to research by Foley et al. (2019) half of all bitcoin transactions
are associated with illegal activity. Furthermore, research indicates that cryptocurrencies are extremely
unsustainable, requiring an ever increasing amount of electricity (De Vries, 2018; De Vries et al., 2022),
while producing enormous amounts of e-waste (De Vries and Stoll, 2021). Moreover, some academics argue
that blockchains are not decentralised at all and that this undermines their entire purpose (Walch, 2019;
Ekblaw et al., 2016; Sai et al., 2021). Finally, many blockchain applications face “the Oracle Problem”.
While data on the blockchain might be immutable and trustless, the data that is entered on the blockchain
may still be false to begin with. This is already a great obstacle for blockchain-based solutions that
facilitate traceability in supply chains, as the information placed on the blockchain may be false to begin
with (Caldarelli, 2020).

While research on the possibilities of blockchain is abundant and research on the limits of blockchain
is also emerging, it is difficult to find studies that have systematically reviewed these two opposing
positions in the literature. Research should always be objective and it is important that not only the
opportunities of a technology are discussed, but also its limitations and how these can be overcome.
Through a systematic review of the literature on blockchain technology, this study investigates the extent
to which it can be categorised as disruptive, considering both its advantages and disadvantages. More
specifically, the following questions will be addressed, based on Nagy et al. (2016) framework for defining
disruptive innovation:

1. How applicable is the theoretical concept of disruptive innovation to blockchain technologies? (See
Chapter 5: Discussion)

[a] What are the key features of blockchain technology that contribute to its disruptive potential?
(See Chapter 2: Theoretical Background)

[b] What does the existing scientific literature suggest about the potential application domains of
blockchain technology in relation to these features? (See Chapter 4: Results)

[c] To what degree do these application domains demonstrate the disruptive potential of blockchain
technology? (See Chapter 5: Discussion)
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The first sub-question is addressed in the theoretical background section, where a definition of blockchain
is constructed, and the main characteristics of the technology are outlined. The second sub-question is
tackled through a bibliometric network analysis, which clusters blockchain research into various application
segments. This approach helps identify the most prominent areas of research and application of blockchain
technology. Lastly, the discussion section answers the third sub-question by presenting the results of a
thematic analysis, which examines the disruptive potential of blockchain. While blockchain technology has
been hailed as a potential disruptive force in numerous industries, this study offers a critical assessment of
its disruptive potential.
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2 | Theoretical Background

In the scientific literature, the term blockchain is used to describe a variety of applications in the computer
science domain. In section 2.1, a clear definition of blockchain is constructed. The first section provides a
review of the fundamental principles of blockchain. Next, we will detail the distinction between a public
and a private blockchain. Furthermore, an overview of the consensus mechanisms currently available is
given. Finally, the specific features of blockchains are condensed into a connotative definition of blockchain,
based on which the question of when you need a blockchain is addressed. In the second part of the
theoretical background, the literature on disruptive innovation is discussed.

2.1 | Blockchain Technology

In the aftermath of the global financial crisis of 2008, Bitcoin’s mysterious founder, or group of founders,
developed Bitcoin as an “electronic payment system based on cryptographic proof instead of trust”
(Nakamoto, 2008, p. 1). Bitcoin made the transaction of currencies possible, without a central authority
validating your transactions. It achieved this in a rather remarkable way. Every transaction that was
made on the Bitcoin network had to be validated by a group of participants, called miners. Every miner
stores a copy of every transaction that has ever been completed on the Bitcoin network. To add a new
transaction to this ledger, every miner has to solve a complex cryptographic puzzle. After solving this
puzzle, the miner adds the transaction to their list of transactions and shares this with all other miners.
Solving this cryptographic puzzle is hard and costs a lot of computing power, however, it is very easy to
verify whether it is correct. This is very similar to how it is hard to solve a Sudoku but easy to check
whether a solved Sudoku is correct. Once 50% + 1 of all miners agree on the same transaction list, the
transaction is notified to the users and the miner who first solved the puzzle is rewarded with a payment
in Bitcoin. Since it is very expensive to solve the cryptographic puzzle, in terms of electricity costs, this
system incentivises miners not to add false transactions, since a single bad actor will only waste resources
by trying to solve the cryptographic puzzle, but will never be rewarded, as there will not be 50% + 1
miners that agree on their transaction list (Ammous, 2016).

Bitcoin thus provided a transaction system without interference of a central authority like a bank, the
underlying technology that was used to achieve this is known as blockchain technology. The blockchain
features that were observed in Bitcoin, like decentralisation, resistance to cyberattacks, and the preservation
of the user’s privacy raised a lot of enthusiasm in the research community. As was mentioned in the
introduction, an extremely large number of different applications were suggested, ranging from supply
chain management (Kshetri, 2018) to financial inclusion in Africa (Agbo and Nwadialor, 2020). This
apparent universality of the blockchain suggests that the term might be used under different definitions
(Ghiro et al., 2021). In this section, a definition of blockchain technology will be constructed by building
on academic literature.

2.1.1 | Blockchain Fundamentals

This section describes the fundamental principles of blockchain. In describing how blockchain works,
everything starts when a transaction is issued. A transaction does not have to be a monetary transaction;
it can also be the exchange of data. The introduction of this chapter described how the Bitcoin blockchain
handles transactions. From a broader perspective, a blockchain can be considered a decentralised system
that included the following general features:

B An append-only distributed ledger that stores data in time-stamped blocks, which are linked together
via cryptographic hashes.

B A consensus mechanism, which are the rules that regulate which and how new transactions can be
added to the blockchain.

B A peer-to-peer network made of nodes that can only read and write transactions cooperatively on
the blockchain (Ghiro et al., 2021).

The group of entities in this peer-to-peer network that is allowed to write new transactions on the
ledger are called the nodes'. Nodes also validate transactions on the blockchain and in order to do this,
nodes need to know how many resources each user owns. This is determined by knowing the entire history

1In Bitcoin, nodes are referred to as miner or in Ethereum as validators
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of transactions. However, any distributed transaction system is complicated by the double spending
problem, briefly detailed below.

Double Spending Problem

A user might try to make two transactions in quick succession. This transaction can be the transfer of a
cryptocurrency, but could also be the exchange of data between two entities. Imagine that user A has 5
Bitcoin (BTC). They first transact 5 BTC to user B immediately followed by a transaction of 5 BTC to
user C. Due to different propagation delays in the network, validator 1 receives the first transaction first,
but validator 2 receives the second transaction first, see Figure 2.1.

At this point, the nodes have to find an agree-

............................ Time . ‘v, menton the correct order of transactions to de-
5BTC fromAtoB | [5BTC from Ato C termine which came first, and should be validated,
User A and which came second, and should be rejected.

This is a fundamental in distributed systems known
as the Distributed Consensus Problem. A straight-
forward solution to this problem would be to add

Validator 1 . .
\‘\‘ a timestamp to the transaction of user A.
Validator 2 However, a malicious user might alter the times-
Validator 1 order [ NI tamps on their transaction in order to reject a

transaction, thus falsifying the validation proce-
dure. Therefore, a history of transactions may not
Figure 2.1: Example of how propagation delays can be enough for correct validation. Traditional online
result in different orders of transactions (Ghiro et al., payment services would solve the double spending
2021). problem by clearing every transaction through a

central database. To fend off falsification attacks
in a decentralised payment system, the system needs the following characteristics:

Validator 2 order (N B

m Tamper-proof: It must be easy to verify that a registered transaction has not been altered after
its recording, and it should be easy to determine whether a transaction is altered at a later point in
time.

B Immutable: A distributed payment system should make it very hard to tamper with the data on
the ledger.

These characteristics are essential in a blockchain ledger. The tamperproof property is achieved by
embedding Cryptographic Hash Functions (CHFs) into the blockchain data structure, which is explained
in Section 2.1.2. The immutability property comes from the consensus mechanism, which is described in
Section 2.1.3.

2.1.2 | Blockchain Data Structure

Cryptographic hashing is an integral part of the blockchain data structure. In cryptography, hashing is a
method that is used to convert data into a string of a fixed length, and the output will always be the
same given the same input. Once the data is transformed, it is impossible to revert the hash of the data
back to the original data. However, if the hash of a data set is known, it is possible to check if another
data set is identical, by applying the same hash function to the second data set.

CHFs are crucial to make blockchains tamper-
proof. This is achieved by storing every transaction

on the ledger, along with the hash of all previous B‘l‘OCk HaSh

transactions, as is shown in Figure 2.2. Each block ~PAST ===~~~ jrPrevhisiy e o

of data contains a list of transactions and once “"h:j::"’ i L —

a block is full, the block needs to be validated, Hash (: p) [ edha ]
and this is where the nodes have to solve a cryp- i || ey . | .E“EE!EH%E!EM[
tographic puzzle in order to proof that they put in “hJrensscton, T | T

the resources to validate the block, this is called

the Proof of Work (PoW). In Bitcoin, this is done Figure 2.2: The Blockchain Data Structure (Ghiro
by applying the SHA-256 hashing function on the et al., 2021).

block. The hash of this block then consists of 256

0’s and 1’s.

Page 10


fig:Double_spending
fig:Blockchain_Structure

TU/e The Not-So Disruptive Nature of Blockchain Technology: A systematic review

In Bitcoin, a block is valid if the hash of the block contains a predefined number of leading zeros. The
number of leading zeros is changed to adjust the difficulty of finding a valid block. However, as stated
before, the hash of a block of data would always yield the same hash, as long as the data stays the same.
Therefore, a random value is added to the data, called the nonce, and the nodes have to guess the nonce,
which yields a hash that has the predefined number of leading zeros. The block is then added to the
blockchain and it is very easy for other nodes to validate this block, by checking whether it starts with
the predefined number of zeros.

Although CHFs make the blockchain tamper-proof, as a small change anywhere in data on the
blockchain will completely change the hash of the data on the blockchain, one malicious node could still
be the first to find the correct nonce for their malicious transaction and get this validated by all other
nodes in the above described system. It is important to note that any chain with a transaction that is not
valid according to the agreed rules of the blockchain, for example, a chain that creates currency out of
nowhere or double spends currency, is rejected by testing the chain against those rules. Furthermore, all
transactions need to be signed using the private key of the sender, and thus the transaction can be easily
verified using the public key of the sender.

An example of how a malicious node could make a malicious transaction is by trying to double spend
their own currency. The following example describes how a double spending attack can occur. Node
1 wants to double spend its Bitcoin. It could do so by broadcasting to node 2 that 100 Bitcoin are
transferred to Alice. However, this block is not broadcast to the rest of the validators. Node 1 then
makes a transaction of 100 Bitcoin to Bob, and this transaction is added to the transaction pool and then
validated by all other nodes in the network. If by pure chance, node 1 finds the correct nonce before the
rest of the network, Bob will believe that they received their payment and conduct the transaction, for
example, a payment in euro. As the other nodes are not aware of node 1 broadcasting to Alice, they will
believe that the transaction by node is valid, so node 1 has double spent its Bitcoin.

To ward off tampering attacks as described above, the network does not immediately verify all the
transactions in a block after validation. After the first block is broadcast, all nodes will continue to listen
to other validated blocks. If a conflicting block is received, two separate chains are created, one with the
malicious block and one with the correct block. This is an example of a fork. When this kind of fork
occurs, it means that different nodes believe that a different block order is the truth. Since the malicious
node did not broadcast its block to all other nodes, all other nodes will continue to add blocks to the chain
with the correct block. As soon as one branch is a predefined number of blocks longer than the other,
the shorter chain is rejected. This mechanism is known as the “Longest Chain Rule” (Shi, 2019) and
together with guessing the nonce, this is needed to validate a block and this is what makes the blockchain
immutable. A malicious validator will have to out-compete all other nodes for an extended period of time
in order to make a false transaction. In practise, the only way a malicious validator could out-compete all
other nodes is by having 51% of all computing power.

2.1.3 | Consensus Mechanisms

In the aforementioned example of a blockchain, consensus is reached through Proof of Work. Proof of
Work is an example of a consensus mechanism that a blockchain uses to decide which block is valid.
Consensus mechanisms are a decision-making process for a network where participants in the network
construct and support a decision that works best for the network. In this section, the three most common
consensus mechanisms will be discussed. Furthermore, the blockchain trilemma, which formulates how
blockchains are limited in the extent to which they can be decentralised, scalable, and secure, is discussed.

The most common way to reach consensus is through voting, in which each individual has one vote.
This works in traditional centralised networks, where there is an authority that keeps track of identification
of the voters, as you do not want a single individual to cast multiple votes. However, there is no authority
that checks your identity on a blockchain. This would undermine the goal of decentralisation and introduce
a single point of failure. Therefore, most blockchains work with so-called "proofs”. Instead of proving
your identity, a node proves its commitment to the blockchain in different ways. All nodes participate in a
lottery in which the participant that shows the most commitment has the highest chance of winning the
lottery.

Proof of Work(PoW)

In Section 2.1.2 Proof of Work was introduced. In Proof of Work, nodes are tasked with guessing the
nonce, a process that involves attempting many different values and using brute force to arrive at the
solution. Other nodes can easily check if the solution is correct, but finding the solution in the first place is
extremely difficult. This consensus mechanism forces nodes to commit a lot of computing power, and this
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in turn results in electricity costs. However, the node whose block is validated is commonly rewarded in
the form of the cryptocurrency whose ledger is on the blockchain, to incentivise the behaviour of the node.
One common objection to PoW cryptocurrencies is that they consume a huge amount of energy (De Vries,
2018). Furthermore, the transaction speeds are fairly slow. Firstly, it needs to be significantly hard to
find the correct nonce to ensure security and secondly, after a block has been validated, a transaction will
only occur after the predefined number of blocks have been validated after this block.

Proof of Stake(PoS)

PoS is designed as a more energy-conscious alternative to PoW that relies on economic rationality to
achieve consensus. In PoS, all nodes stake a certain amount of their resources, commonly cryptocurrency,
to participate in a lottery. The lottery is biased so that nodes that staked more resources have a higher
chance to win. The reasoning behind this consensus mechanism is that owners of cryptocurrency have an
interest in keeping the network trustworthy and running. If these owners would not do this, this would
quickly devalue the worth of their cryptocurrency and they would lose money.

Delegated Proof of Stake (DPoS)

DPoS is a variant of PoS and is dependent on stakeholders to vote on delegates. The votes by the
stakeholders are weighted according to the amount of resources, commonly cryptocurrency, is staked.
These delegates are responsible for validating the blocks. In some applications, the delegates need to
make a deposit, known as the escrow, that can be confiscated if they do not run the internal consensus
mechanisms honestly. This method is significantly faster than PoW and PoS, since a small group of
elected delegates gets to decide which blocks are valid, rather than a decentralised network of nodes.
These delegates are presumed to be trustworthy since they are committed and accountable since they
have made the deposit.

The above examples of consensus mechanisms each have their advantages and disadvantages. However,
it is impossible to resolve all the disadvantages of a blockchain system due to a phenomenon known in
blockchain research as the scalability trilemma.

Scalability Trilemma

The scalability trilemma, also called the blockchain trilemma, is a major challenge for blockchain de-
velopers. The scalability trilemma illustrates the conjecture that a decentralised database cannot be
fully decentralised, fully secure, and fully scalable at the same time. The above examples of consensus
mechanisms show this as well. PoW is fully decentralised and secure; however, it is very hard to scale,
given the low transaction rate and the high energy cost (Chauhan et al., 2018). PoS is more scalable, since
it does not have a high energy cost. However, this comes at a cost in the loss of decentralisation, since
only people who own a lot of cryptocurrency get to govern the blockchain. DPoS is even more centralised,
as stakeholders now vote on delegates, instead of directly on transactions on the blockchain.

2.1.4 | Public and Private Blockchain

Up to this section, only public or permissionless blockchains have been discussed. A public blockchain is a
blockchain network where everyone can participate. In Bitcoin, for example, everyone can be a node and
set up their own mining equipment. In addition, the data on the ledger is visible to anyone and any node
can make transactions on the blockchain. Another feature of public blockchains is that they offer high
security. It is extremely hard to tamper data on a PoW blockchain as described in Section 2.1.2. Another
feature is that the users are pseudonymous. This means that although it is visible to everyone that a
certain transaction was made to a wallet, the system does not show who owns the wallet.

Public blockchains allow users to interact free from a trusted centralised authority, such as banks, with
the addition that transactions are transparent, without uncovering the identity of the user. Consensus
mechanisms and cryptography ensure that the data on the blockchain is tamper-proof and immutable
and can thus be trusted, as detailed in Section 2.1.2. A public blockchain can be considered as a trust
builder in a trustless environment and as an enabler of an open, privacy-preserving, and disintermediated
marketplace (Berg et al., 2017; Ghiro et al., 2021)

Private or permissioned blockchains arose as an attempt to improve the scalability of blockchains
and to make the blockchain data structure more suitable for enterprises, who do not want all their data
publicly available. Private blockchains are governed by an organisation or group of organisations, and
they decide who can participate in the network and who has rights to view the data on the blockchain. In
a public blockchain, trust in the network is ensured through the PoW consensus mechanism and through
hashing. However, in a private blockchain, the organisation appoints the validating nodes, and hence a
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certain degree of trust in these organisations is necessary. The security of private blockchain depends
more on traditional authentication mechanisms than on the strength of PoW. This allows blockchain
managers to replace the resource-hungry consensus mechanisms of permissionless blockchain, with more
efficient and faster ones (Ghiro et al., 2021). Businesses typically cannot tolerate the low transaction rates
and high resource cost of public blockchains, and private blockchains provide a more efficient alternative.

While private blockchains are much more scalable, they are much less decentralised (Chu and Wang,
2018). This leads some academics to raise the question if private blockchains should be considered
blockchains(Gerard, 2017; Ghiro et al., 2021; Catalini and Tucker, 2018). Private blockchains do not
adequately protect against double-spend attacks, since they are not immutable(Catalini and Tucker, 2018),
since a certain degree of trust in the nodes is necessary (Gramoli, 2016). In Section 2.1.5 a definition of
blockchain will be constructed by looking at various existing definition.

2.1.5 | A Blockchain Definition

In the previous sections, the structure of blockchain and its characteristics have been discussed. Fur-
thermore, the trade-offs and limits of different consensus models have been discussed. In this section, a
precise definition of blockchain is proposed. The simplest definition of blockchain that can be found in the
literature comes from the 1970s (Halatsis and Philokyprou, 1978). From a computer science perspective,
a blockchain can be defined as a data-structure made of blocks of information chained by hash-pointers.
However, since the advent of Bitcoin and cryptocurrencies, the meaning of blockchain has become more
restrictive. This first definition does not include characteristics that are now commonly attached to
blockchain, such as immutability and transparency. In their discussion on different blockchain definition,
Rauchs et al. (2018) provide the following narrow definition of blockchain:

An append-only chain of cryptographically-linked ‘blocks’ of data, maintained and updated by

a decentralised network, with network nodes encouraged by economic incentives to engage non-

strategically to maintain and secure the system so that the data - organised in a specific structure

often referred to as ‘global ledger’ - is robust to adversarial interference, double-spend, censure,

counterfeit, collusion, tampering, or other types of malicious actions (p. 21).

This narrow definition highlights the key characteristics commonly attributed to blockchains. Ghiro

et al. (2021) define blockchain by its most important characteristics. The characteristics of a blockchain
are the following.

1. Openness to anonymous users
2. Full & public history of transactions

3. A strong distributed consensus protocol.

These characteristics match very well with the definition given by Rauchs et al. (2018). First, openness
to anonymous users is fundamental for decentralisation. If identification of users was required, a central
authority would be needed, compromising the decentralisation of the blockchain. Furthermore, it enables
the blockchain to preserve the privacy of its users better than what banks or centralised shared ledgers
do. Openness to anonymous users does pose a new problem regarding the dispute of transaction, as it
is not possible to prosecute an anonymous user in case of fraud. Therefore, users must accept that any
transaction is indisputable.

Second, the ledger should be fully public, to enable the validation of the correctness of the ledger by
anyone. If only a small group of users control the ledger, these users could collude and double spend
resources. A fully public and transparent ledger enables people to verify that no resources have been
double-spend.

Third, a strong distributed consensus mechanism is needed to avoid tampering with the chain. As
described in Section 2.1.2, the immutability characteristic of blockchains is derived from its consensus
mechanisms. There must be sufficient incentive for users to act honestly, making it more expensive for
malicious users to make a fraudulent transaction.

However, some academics argue that this definition is too narrow as it excludes existing and potential
future applications of distributed ledger technologies (DLT'), such as private blockchains. Rauchs et al.
(2018) opt for the term DLT system, rather than blockchain and they describe DLT systems in terms of
both characteristics and provide a formal definition. The main characteristics of a blockchain should be:

1. Shared record-keeping: enable multiple parties to collectively create, maintain and update a
shared set of authoritative records (the ‘ledger’).
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2. Multi-party consensus: enable all parties to come to agreement on a shared set of records

[a] If permissionless, without relying on a single party or side-agreements, and in the absence of ex
ante trusted relationships between parties; and

[b] If permissioned, through multiple record producers who have been approved and bound by
some form of contract or other agreement.

3. Independent validation: enable each participant to independently verify the state of their
transactions and the integrity of the system.

4. Tamper evidence: allow each participant to detect non-consensual changes applied to records
trivially.

5. Tamper resistance: make it hard for a single party to unilaterally change past records (i.e.
transaction history).

Therefore, Rauchs et al. (2018) propose the less restrictive definition:

A DLT system is a system of electronic records that i) enables a network of independent participants
to establish a consensus around ii) the authoritative ordering of cryptographically-validated (‘signed’)
transactions. These records are made iii) persistent by replicating the data across multiple nodes,
and iv) tamper-evident by linking them by cryptographic hashes. v) The shared result of the
reconciliation/consensus process - the ‘ledger’ - serves as the authoritative version for these records.
(p- 24)

The main difference from the first definition is that this definition includes private blockchains. Rauchs
et al. (2018) hold that the objective of a DLT system is to create a collection of verified and executed official
records using a consensus process that involves multiple independent entities, without the involvement of
a central authority.

In summary, two definitions of blockchain can be discerned. One definition includes both public
and private blockchains, such as Rauchs et al. (2018) and and one definition that only includes public
blockchains in its definition. In this article, we follow the definition of Ghiro et al. (2021), which limits the
definition of a blockchain to public blockchains. Ghiro et al. (2021) hold that by reintroducing centralised
trust and not being completely open to the public, private blockchains are more akin to traditional
distributed ledgers, rather than to blockchains, which require a strong decentralised consensus mechanism
that incentivises people to act honestly. This view is broadly supported by the literature (Catalini and
Tucker, 2018; Gramoli, 2016; Narayanan and Clark, 2017; Ammous, 2016).

2.1.6 | Applications of blockchain

With a clear definition of blockchain in mind, the next step is to describe why people believe that blockchain
will be so impactful. In the previous chapter, the essence of blockchain was discussed. Blockchain allows
network members to transact with each other, without having a trusted intermediary, in a trustless
peer-to-peer setting. Blockchain has seen many proposed applications, which can be divided into three
main fields: (Ammous, 2016)

Digital Payment

The most well-known application of blockchain is that of decentralised digital payments. Current digital
payments rely on centralised authorities to maintain account balances and record transactions. In a
blockchain, every transaction is transmitted to all nodes that maintain the ledger in a decentralised
manner. Since no intermediary is needed, value and digital assets can reliably be transferred between
distant parties without any external organisation.

Database & Record Management

A blockchain can essentially be used as database that is used to store immutable information. Once
information has been but on the blockchain, it cannot be tampered with and therefore data on a
blockchain is more reliable. Moreover, data stored on the blockchain is publicly available, thus increasing
the transparency of the data. If organisations put their data on the blockchain, they can be held
accountable if malicious activities are registered on the blockchain.

Self-executing Contracts

The third proposed application of blockchain is that of self-executing contracts that are automatically
triggered by changes on the ledger. These so-called smart contracts use data on the blockchain to trigger
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transactions. Once a smart contract is deployed on the blockchain, it cannot be interfered with. The core
idea here is that if two parties make an agreement, the smart contract can enforce this agreement by
digitising this agreement and by automatically making a transaction once certain conditions are met.

2.1.7 | Limitations of Blockchain

Much of the academic literature focusses on the potential of blockchain to have an impact in a variety of
sectors. However, in order to get a holistic view of blockchain technology, it is important to also consider
those who raise concerns about blockchain technology. In this section, the academic literature on the
limitations of blockchain is discussed.

Energy consumption

In a blockchain, every transaction must be validated and recorded by every node. Moreover, in Proof-
of-Work blockchains, all nodes have to perform computations, which requires a lot of energy. Recent
research estimates that electricity consumption is 14.63 GW or 0.57% of the total electricity consumption
of the world(CCAF, 2023). There are concerns about the environmental impact of blockchain technology
if large-scale adoption is achieved (De Vries et al., 2022)

Scalability issues

Blockchain requires all nodes to validate all transactions and store the entire ledger. First, the validation
process is hard to scale because the larger it is, the more energy needs to be consumed, which is costly.
Second, the transaction ledger grows exponentially faster than the number of nodes, since each transaction
needs to be stored by all nodes. Thus, the storage and computational burden on the nodes will eventually
become too large to be sustainable and profitable(Ammous, 2016).

Furthermore, Proof-of-Work blockchains can only support a limited amount of transactions. Bitcoin
can currently handle less than seven transactions per second (tps). In comparison, Visa has achieved
47,000 tps and averages around hundreds of millions transactions per day. If a blockchain with a block size
of 1 MB was to support that many transactions, the ledger would grow by over 400 TB per year. Storing
that much data would require a large amount of storage and infrastructure, making it unfeasible for all
but the largest enterprises, reintroducing centralisation, which is the very opposite of what blockchain is
intended for (Vujicié et al., 2018).

Regulatory issues

In the European Union, data privacy laws aim to give people control over their own data. Specifically,
someone needs to be able to delete their own data. However, a blockchain is an append-only ledger on
which all data should be public, and to ensure the immutability characteristic of blockchain, data cannot
be modified or deleted. Moreover, the General Data Protection Regulation (GDPR) holds that there
should be a data controller that governs the data. A blockchain should be completely decentralised in
order to ensure immutability, and therefore there cannot be a singly authority governing the data. This is
a problem for organisations that want to use blockchain, as they also have to comply with the GDPR
(Haque et al., 2021).

Illegal activities

Due to the decentralised and pseudonymous nature of cryptocurrency transactions, it is attractive to
use cryptocurrency for illegal transactions. Banks have the obligation to control transactions that are
made within their system, to prevent illegal transactions, such as money laundering or funding terrorism
(Akartuna et al., 2022). The bank can check who has made an illegal transaction and can identify the
culprits. However, since blockchain is not governed by a central authority, illegal transactions can be
made without regulation. Moreover, due to the immutable nature of blockchains, the transaction is also
irreversible, even when it is discovered that the transaction was illegal (Foley et al., 2019) .

Irreversibility

With transactions on centralised ledgers, human or software errors can easily be reversed by the governing
organisation. However, once a block has been confirmed and new blocks are attached to it, it is only
possible to reverse the transaction by means of a fork. A blockchain that would be alterable by a central
authority does not make sense, as this is in conflict with the core characteristics of blockchain, namely
immutability and decentralisation(Ammous, 2016).

Page 15



TU/e The Not-So Disruptive Nature of Blockchain Technology: A systematic review

Security

The security of a blockchain is entirely dependent on the expenditure of resources for the validation of
transactions. The system remains secure because the nodes that expend these resources are compensated
in the currency of the payment system itself to align their incentive with the goals of the network. If
a node or group of nodes manage to control 51% of the resource that needs to be expended, then the
network is no longer protected against a double spending attack(Lin and Liao, 2017). Therefore, it is
important to expend a significant amount of resources to make a 51% attack as expensive as possible.

The Oracle Problem

Any blockchain application that involves transactions of off-chain data faces “the Oracle Problem” (Egberts,
2017). Oracles are the gateways between the blockchain and the physical world. Oracles are fundamental
for most applications of blockchain, as they allow smart contracts to access data from sources other than
the blockchain. As mentioned above, smart contracts allow for the automatic execution of a transaction
under certain conditions. For example, a smart contract might state the following: When the delivery
package arrives at the customer, a transaction of five tokens of cryptocurrency is made to the user that
sends the package. However, someone or something needs to tell the blockchain that the package arrived
at its destination, and this is the oracle. In the previous example, the oracle could be the delivery person,
who confirms that the delivery reached its destination. However, this reintroduces a single point of failure,
thus jeopardising the acquired benefits of decentralisation. The delivery person could collude with the
sender of the product and confirm delivery, even if the package was never delivered.

One often mentioned solution is automated oracles. An automated oracle uses digital information for
confirmation. In the precious example, a GPS tracker in the package needs to confirm that the package
reached its destination, along with the confirmation of the delivery person. This two-step verification does
reduce the trust we need to have in the first oracle. However, GPS signals can still be spoofed, so it is
still possible to collude in this example (Egberts, 2017).

Oracles reintroduce a single point of failure, and thus negate the advantages of decentralisation that
blockchains offer. In many solutions to the Oracle Problem, a centralised authority that monitors the
oracles is needed to ensure that dishonest oracles can be punished (Caldarelli and Rossignoli, 2022).

Unintended Centralisation

Even though blockchain was initially implemented to enable circumventing centralisation in a network,
new avenues of centralisation in blockchains are emerging (Sultanik et al., 2022; Walch, 2019). For a more
comprehensive and detailed discussion on this the topic, we recommend the work of Sai et al. (2021).
Their work provides a thorough exploration of the topic and offers valuable insights that complement the
discussion presented in this paper. In this section, we only touch upon a few of the centralising factors in
blockchains.

Although public blockchains often have an open platform for proposing improvements, such as BIP
for Bitcoin and EIP for Ethereum, centralisation still occurs at the governance layer of a blockchain.
It is often a small subset of all participants on the blockchain that are active in the voting process for
improvements or modifications to the network. The group that controls the improvement protocol has a
large impact on the future of the network. If a select few developers primarily drive the development of
the network, it contributes to centralisation (Azouvi et al., 2019; Sai et al., 2021).

Another centralising factor in blockchains is that of consensus power centralisation. In Bitcoin,
consensus power depends on the amount of computational power the node can expend for the Proof-of-
Work. Nodes that cannot expend large amount of computational power have a lower probability to guess
the nonce, and this leads to a lack of stable income. This has prompted users to mine as a group and share
the profit. These groups are known as mining pools. In a mining pool, a pool manager decides which
transaction to include in a block and distributes the workload among participants of the pool. However,
this type of structure reintroduces a trusted authority, thus limiting the decentralisation of the blockchain
(Chesterman, 2018). On average, the four largest Bitcoin mining pools controlled more than 50% of the
computational power. If these four mining pools would collude, this can result in a 51% attack (Sai et al.,
2021).

The exchange of cryptocurrency to fiat currency happens on application layer entities known as
exchanges. They serve as a mechanism for establishing consensus on the exchange value. Vulnerabilities
present in exchanges have been targeted by attackers to carry out successful attacks on Bitcoin and
Ethereum on numerous occasions (Chia et al., 2018). Centralised systems that serve as a central key
repository represent a single point of failure. This was illustrated by the closure of the centralised exchange
called Mt. Gox following the exploitation of multiple security flaws that resulted in the loss of Bitcoins
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from its users (Abrams et al., 2014). The attacks on centralised exchanges have instilled doubts in the
community over the security of the network. In Bitcoin, seven centralised exchanges serve more than 95%
of all trades (Sai et al., 2021).
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2.2 | Disruptive Innovation

To better understand the topic of disruptive innovations and how they impact established businesses, a
review of the existing literature is conducted. The review first provides an overview of what disruptive
innovations are, how they arise, and their effects on the market. The literature is then presented that
describes a way to identify disruptive innovation in the market.

2.2.1 | Definition of Disruptive innovation

Christensen’s theory of disruptive innovation (Christensen, 1997) is based on the idea that when a company
tries to make a product that meets the needs of high-end customers, they often create a product that is too
advanced for mid- to low-end customers along a key performance dimension. This creates an opportunity
for a new product to enter the market. This new product is not as good as the first product along the key
performance dimension, but is lower cost or performs better along a second dimension. While existing
high-end customers dislike the new product because it does not meet their needs along the first dimension,
a new market segment or the existing low-end segment is happy to accept the lower performance along
the first dimension in exchange for lower cost or better performance along the second dimension.

However, over time, the new product is continually improved, particularly with regard to the first
performance dimension, where it was initially inferior to the old product. Through this continuous
upgrading, the new product becomes acceptable to customers of the old product, who then switch from
buying the old product to the new product. With further upgrading, the new product eventually becomes
acceptable to high-end customers as well, who also switch from the old product to the new product. This
process is called low-end encroachment, because the new product starts at the low end of the market and
gradually moves upward toward the high end, potentially after first selling only to a new market segment
(Christensen, 1997).

One example of a disruptive innovation in history is the steam engine. Before the steam engine, most
industrial processes were powered by water wheels or windmills. The steam engine, developed in the 18"
century, was initially less efficient and more expensive than these traditional sources of power. However, it
offered the advantage of being able to operate in any location, rather than being limited to sites with
fast-lowing rivers or steady winds.

As technology improved and costs decreased, steam engines began to replace water wheels and
windmills in many industries, including mining, manufacturing and transportation. The steam engine
was a disruptive innovation because it introduced a new set of performance attributes, such as location
flexibility and scalability, that fundamentally changed the way many industries operated. Over time, the
steam engine became the dominant source of power for industrial processes and paved the way for many
other technological innovations.

The theory of disruptive innovation has faced criticism for its lack of a widely accepted definition.
This has led to the term being loaded with various meanings and connotations (Schmidt and Druehl,
2008). Christensen himself provided only a loose definition of disruptive innovation (Klenner et al., 2013),
and did not establish clear criteria to determine whether a particular innovation is considered disruptive
(Danneels, 2004). Despite this lack of consensus on a precise definition, there is some agreement in the
literature on the general concept of disruptive innovation. Most definitions emphasise that disruptive
innovation involves the introduction of a new set of performance attributes along which firms can compete
(Govindarajan and Kopalle, 2006; Danneels, 2004; Kostoff et al., 2004)

In his original work, Christensen (1997) described disruptive innovations as having initially lower
performance, highlighting different product attributes, or being first launched in emerging or insignificant
markets.

Lower Performance

In the context of disruptive technology, a “lower attack” refers to the way in which these technologies often
enter the market at a lower price point with lower performance than existing technologies (Christensen,
1997). Disruptive innovations are often less expensive and have lower profit margins than the existing
solution. Christensen (1997) calls the process of technology diffusion in low-end markets low-end en-
croachment. The term encroachment denotes that the new product takes sales away from the old product.
Low-end encroachment describes the scenario where the new product first displaces the old product in
the low end of the old product market and then diffuses upward. The low end of a product market is
defined to consist of those customers with the lowest willingness to pay for the product (Schmidt and
Druehl, 2008; Christensen, 1997). According to Adner (2002), while a certain level of performance is
necessary for a disruptive technology to gain traction, it is ultimately the price of the technology that
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determines its success. When the existing solution exceeds the minimum functional threshold, customers
are less willing to pay for additional performance improvements. At this point, technologies that offer
lower performance at a lower price become more attractive to consumers. This is because consumers’
performance requirements are already being met, so they are willing to trade some performance for a
lower price.

Firms that are already well established in the market may not perceive disruptive technology as a
threat because it is initially inferior to existing technologies. The new technology may not be as advanced
or offer the same level of performance, so incumbent firms may not see it as a serious threat to their
market share (Schmidt and Druehl, 2008). As a result, they may not invest as much in the new technology
or take steps to defend against it. This can allow disruptive technology to gain foothold in the market
and eventually disrupt the existing market. Additionally, incumbent firms may be hesitant to invest in
a new technology that has not yet proven itself in the market, and may prefer to wait and see how it
performs before making any major investments.

An example of a technology that disrupted the market through low-end encroachment is the personal
computer. In the early days of computing, computers were large, expensive machines that were mainly
used by businesses and government organisations. However, as personal computers became more affordable
and powerful, they began to compete with the larger and more expensive computers that were already on
the market. This led to a decline in the market for larger and more expensive computers, as personal
computers were able to offer many of the same capabilities at a lower price point. This is an example
of low-end encroachment, as the personal computer was a cheaper and lower-end alternative to the
existing solution. As suggested by the personal computer example, disruptive innovation maps to low-end
encroachment. High-end encroachment progresses in reverse fashion, starting at the high end of the
old-product market (Schmidt and Druehl, 2008; Schmidt and Porteus, 2000). The DVD is an example
of high-end encroachment because it was a more advanced technology that could compete with existing
solutions in the high-end market. The DVD was a much smaller and more versatile format compared to
VHS tapes, which was able to store more data and offer higher-quality audio and video. This made it an
attractive alternative to VHS tapes for consumers willing to pay a premium for the improved technology.

Sood and Tellis (2011) conducted research on 36 technologies in seven markets and found that although
entrants with lower attacks can cause disruption, this phenomenon has been exaggerated. In fact,
disruptions caused by entrants using a lower attack account for only a small percentage of cases. For
example, only 8% of all technological disruptions and 25% of all firm disruptions were caused by entrants
using a lower attack. Danneels (2004) cites the DVD as an example of a technology that did not use a
lower attack to disrupt the market. This is because the DVD had higher performance than the existing
technology, VHS tapes, when it was first introduced. The DVD offered higher resolution, clearer picture,
and other benefits that made it more attractive to consumers. As a result, it was able to quickly gain
market share and disrupt the VHS market without using a lower attack.

Different Attributes

While disruptive technologies may initially start with lower performance on dimensions valued by main-
stream markets, they have higher performance on alternative dimensions valued by emerging market
segments. These technologies change the way competition is conducted by altering the performance
metrics on which firms compete. The needs and desires of customers drive them to seek specific benefits
from the products they use, which forms the basis for their choices between competing products. The
benefits that customers seek determine the attributes of the product they value, and different segments of
the market may value different attributes. Competing products offer varying levels of performance on
various dimensions (Danneels, 2004).

One example of disruptive technology that changed the market by offering different attributes is
the smartphone. Before the advent of smartphones, mobile phones were mainly used to make calls
and send text messages. Smartphones, on the other hand, offered a range of additional features such
as internet access, GPS navigation, and app-based services. These features were not as important to
mainstream consumers, who were primarily interested in making calls and sending texts, but were highly
valued by emerging market segments such as young professionals and tech-savvy individuals. As a result,
smartphones were initially seen to have lower performance on dimensions valued by mainstream markets,
since they were not optimised only for calling and texting, but they ultimately disrupted the market by
offering higher performance on alternative dimensions.

This smartphone example also shows how disruptive technologies do not necessarily disrupt the market
through low-end encroachment. The smartphone was more expensive than the existing cellphones. The
new market segment values the unique attributes of disruptive innovation so highly that they are willing
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to pay a high price for it, even though the new product may not perform as well as the existing solution
on the parameter that mainstream customers prioritise. This is because the alternative attributes of
the disruptive innovation are more important to the new market segment than the performance on the
mainstream parameter (Schmidt and Druehl, 2008). In addition, Sood and Tellis (2011) also found
contradictory results in Christensen’s statement that disruptive innovations are generally cheaper. While
they acknowledge that a lower price can increase the likelihood of disruption, they found that most
potentially disruptive innovations do not enter the market at a lower price than existing technologies. In
other words, although a lower price may be an effective strategy to disrupt the market, it is not the only
factor at play.

Emerging Markets

Christensen (1997) made a distinction between low-end disruptions and new-market disruptions. New
market disruption refers to the process by which a new market entrant, offering a novel product or service,
shakes up the existing market, and disrupts the status quo. This can lead to significant changes in the
way the market functions and can potentially lead to the decline of established market leaders who are
unable to adapt to the changing market conditions. A fringe market is a small and specialised market that
is often outside of the mainstream market. A new-market disruption often starts by attracting customers
in a fringe market segment before eventually moving up to compete with established market players.
This can result in low-end encroachment, where the new market entrant begins to steal customers from
established players at the lower end of the market before moving upward.

A Framework for Disruptive Innovation

Van Orden et al. (2011) have created a framework for different encroachment patterns in different markets,
as shown in Table 2.1. This framework is a way of understanding the ways in which new technologies
enter the market and disrupt existing products and services. According to this framework, there are six
different paths a new technology can take to gain foothold in the market.

Sustaining innovation is a type of innovation that seeks to improve existing products or services, rather
than creating entirely new ones. This type of innovation is often incremental, meaning that it involves
small incremental improvements to existing products or services. This type of innovation typically targets
the high-end market, as the new improved products are more expensive than the existing alternatives.

New-market high-end disruption describes the case where the new product initially sells only to
customers in the new market. This type of innovation is typically more expensive than existing options,
but creates a new need in customers that was not previously addressed by existing technology. Although
this technology is not necessarily better in terms of traditional preferences, it creates new desires in
consumers who are willing to pay a premium for the new product (van der Rhee et al., 2012).

High-end disruption is a type of innovation that occurs when a new technology enters the market at
the high end of the existing market. The new technology is more expensive than the current technology,
but it offers significantly better performance or features (van der Rhee et al., 2012).

Another path innovation can take is through low-end encroachment, which is what (Christensen, 1997)
traditionally classified as disruptive innovation, where technology is cheaper than existing options, but
also has poorer performance. This type of innovation diffuses through the market by offering a more
affordable alternative to existing solutions. However, it may not necessarily create a new market, as it
does not necessarily create a new need or desire among consumers.

Low-end new-market disruption is a type of innovation that occurs when a new technology enters
the market and creates a new market space for itself at the low end of the existing market. This type of
innovation may score worse in terms of performance compared to existing technology, but it creates new
needs in customers that were not addressed by existing technology.

Finally, there is disruptive innovation that diffuses through low-end disruption, where the innovation
offers a lower price, while offering mostly the same benefits as the incumbents. This type of innovation
can be disruptive, as it threatens the viability of existing products and services.

In conclusion, disruptive innovations can occur both through high-end encroachment of the market
and through low-end encroachment of the market. Different patterns of encroachment have resulted in
disruptive innovation in the past, contradicting Christensen’s (1997) initial idea that disruptive innovation
occurs only through low-end encroachment. Sood and Tellis (2011) showed that most disruptive innovations
do not initially target the low-end market. Furthermore, while some disruptive innovations will target the
same market as the existing product, it is also possible that the new technology has ancillary characteristics
that allow it to address different needs in consumers. This innovation initially targets a detached or fringe
market, but over time, as the technology is improved, it will also encroach on the existing product.
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Type of Diffusion to

Type of Innovation Which Tt Maps Description Examples
The new product first encroaches
C . . . on the high end of the existing
Sustaining innovation High-end encroachment market, and then diffuses
downward
New-market high-end These products create new market
space, and encroach after a
encroachment -
monopoly period.
New market disruption Smartphone
New attribute high-end T.hese products open up addlt‘lc.)nal
. . high-end market space in addition
disruption .
to encroaching on current products.
. . High-end encroachment begins
High-end disruption Immediate high-end immediately upon introduction DVD
encroachment
of the new product.
The new product first encroaches Personal
Disruptive innovation Low-end encroachment on the low end of the existing
. Computer
market, and then diffuses upward.
Before encroachment begins, the
Detached-market low-end new product opens up a detached .
5.25-inch
encroachment market. . .
. . disk drive
New-market disruption ekt o
Fringe-market low-end Before encroachment begins, the .
- 8-inch)
encroachment new product opens up a fringe
market.
. . Immediate low-end ‘Low—en'd encroachn.lent begn‘ls Discount
Low-end disruption immediately upon introduction .
encroachment retailer

of the new product.

Table 2.1: Mapping of the Type of Innovation to the Type of Diffusion
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2.2.2 | ldentifying Disruptive Innovation

This section offers insight in how new innovations might impact the market. Nagy et al. (2016) developed
a framework for incumbent firms that sell an existing, well-established product to identify disruptive
innovations. Their identification framework consists of three steps.

Step 1: Identify the innovation and its characteristics. The first step of this process involves
identifying the various market segments that currently use the product and arranging them from high end
to low end. This analysis should consider not only current users but also potential new market segments
that could arise if the product’s price were reduced or if alternate features were improved.

Step 2: Identify where in an organisation’s value chain theinnovation is used. The next
step is to assess the willingness of each market segment to pay for the various attributes of the product,
both the key attributes of the current product and the alternative attributes that are preferred by the
fringe markets.

Step 3: Compare the potentially disruptive innovation with the technologies currently
used in the organisation for that value chain segment. This process should assess which market
segments will be interested in purchasing a new product over time. Depending on the primary attributes
on which the new innovation is based, different market segments will be interested. For instance, a product
that is less expensive but of lower quality will appeal to different users than a product that is small in size.
This analysis can help understand which market segments are likely to be interested in the new product.

In this study, the framework developed by Nagy et al. (2016) is used to assess whether blockchain
technology can be classified as disruptive innovation. Using this framework, the study provides a systematic
approach to evaluating whether blockchain technology has the potential to disrupt existing markets.

Page 22



TU/e The Not-So Disruptive Nature of Blockchain Technology: A systematic review

3 | Methodology

The aim of the present study is to investigate whether blockchain technology should be considered a
disruptive innovation. To determine whether an innovation is disruptive, the defining characteristics of
the technology must be known and the market segments that are targeted. Once the market segments
have been determined, their interest in the new innovation needs to be analysed. The methodology of this
study is three-fold. First, a bibliometric network analysis is conducted to identify which applications of
blockchain appear in literature. These results are used to identify the market segments and applications
where academics believe that blockchain has potential. Second, a literature review of the literature on
different applications of blockchain is conducted using a thematic analysis. This analysis gives insight in
how academics believe blockchain can be applied in different contexts. Finally, these insights are analysed
using literature on the limitations of blockchain, to determine if these limitations are adequately addressed
in the literature on applications of blockchain.

3.1 | Bibliometric Network Analysis

A bibliometric network analysis can be used to summarise large amounts of bibliometric data to present
the state of the academic field and emerging trends of a research topic or field (Donthu et al., 2021). The
research method was divided into four steps:

1. Database and search term selection
2. Screening

3. Network analysis

3.1.1 | Database and search terms selection

The first step of the protocol is to define how to identify which articles are included in the analysis. The
literature is sourced the articles from Web of Science, because this database provides a comprehensive
amount of scientific journals and it is widely used in academic research. To retrieve an overview of
the foundational themes within blockchain research, the search was limited to the title and keywords,
using the term blockchain as the search term. The goal of this study is to gain insight in the current
developments in the field of blockchain research; therefore, only publications from 2021-01-01 onwards are
considered. The bibliometric network analysis will use no more than 10,000 publications that are most
cited, as networks with too many nodes are difficult to handle in VOSviewer, the software used, due to
computational limitations and memory constraints (Eck and Waltman, 2014). This search resulted in
9476 articles (retrieved on December 20, 2022).

3.1.2 | Screening

The second step involves defining the raw criteria to screen the collected sample of articles. This screening
is done by reading the title and keywords of each article. The exclusion criteria are:

1. Articles not related to blockchain,
2. Articles not in English,

3. Duplicate articles.

4. Articles with no author

After eliminating publications according to the exclusion criteria, a population of 9342 publication
remained.

3.1.3 | Network Analysis

To explore whether there are specific clusters within the academic literature on blockchain, a bibliometric
network analysis was performed. This study used the VOSviewer software version 1.6.18 (Eck and
Waltman, 2014). VOSviewer is a software tool for visualising bibliometric networks. A bibliometric
network can take different units of analysis. A co-citation network shows which articles are often cited
together, creating clusters of commonly co-cited articles. Co-citation analysis is commonly used to
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understand the development of foundational themes within a research field. Bibliographic coupling is a
technique for literature mapping that clusters articles if they share common references. The advantage
over a co-citation network is that recent publications that have not been cited much will also emerge in
the network. Therefore, bibliographic coupling is suitable for uncovering the current developments within
a research field. A co-word analysis looks at the co-occurrence of words within different publications.
The most common unit of analysis are keywords, and this allows researchers to explore the existing
relationships between topics in a research field. The usage of words as a unit of analysis has its downsides,
as certain words can have different meanings depending on the context (Donthu et al., 2021).

The present study aims to investigate the relationships between current themes in blockchain research.
Since this study uses recent literature, it is probable that a significant number of the articles have received
limited citations. Therefore, bibliographic coupling is used to cluster documents based on their shared
references. The next step is to identify the themes among the different clusters. This is done by reading
the title of each publication in a cluster to establish what common theme is portrayed by this cluster.

3.2 | Thematic analysis

Thematic analysis is a way of analysing data to identify common themes or patterns within the data. It
involves systematically organising the data into categories or themes and then interpreting and analysing
the data to identify trends, patterns, or insights. Thematic analysis is often used in qualitative research
to help researchers understand the experiences, perspectives, or meanings that participants have attached
to a particular phenomenon or event. It allows researchers to identify common themes or patterns within
the data and provide insight into the underlying meaning or significance of the data (Clarke et al., 2015).
The purpose of thematic analysis is to decompose the text into smaller units of content and handle these
units through descriptive analysis (Boyatzis, 1998).

In this part of the study, thematic analysis is used to analyse the literature on the market segments
where blockchain has potential that were identified in the bibliometric network analysis. This analysis
consists of the following steps:

1. Database and search term selection
2. Sample selection

3. Coding and Analysis

3.2.1 | Database and search terms selection

The first step is to identify which articles are included in the literature review. The literature is sourced
from Web of Science. Next, a set of keywords was identified that was used to search the keywords, titles, or
abstracts of papers. The search strings consist of two parts, the first word limits the results to blockchain
technology, and the second expression limits the result to specific application domain.

m TITLE-KEY (Blockchain) AND TITLE-KEY (Internet of Things) OR TITLE-KEY (IoT)

m TITLE-KEY (Blockchain) AND TITLE-KEY (Supply Chain Management)

m TITLE-KEY (Blockchain) AND TITLE-KEY (Smart Grids) OR TITLE-KEY (Energy Trading)
m TITLE-KEY (Blockchain) AND TITLE-KEY (Healthcare)

m TITLE-KEY (Blockchain) AND TITLE-KEY (Smart City) OR TITLE-KEY (Digital Twin)

3.2.2 | Sample selection and screening

The next step involves selecting articles for thematic analysis. The five most cited articles of each search
query are selected for the thematic analysis. In addition, these articles were screened by reading the title,
keywords, and abstract of each article. The exclusion criteria are:

1. Articles not related to blockchain,
. Articles not related to the application of blockchain
. Articles not in English,

. Duplicate articles.

U R WN

. Articles with no author
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3.2.3 | Coding and analysis

This research uses thematic analysis to identify how blockchain is applied in different domains and to
identify the characteristics of blockchain that add value compared to traditional ledgers in different
application domains. In other words, this thematic analysis combines fragments of the data, which often
are meaningless when viewed alone (Clarke et al., 2015). A coding reliability approach was adopted, where
themes are conceptualised prior to the coding process (Braun and Clarke, 2006). In this thematic analysis,
the following three themes guided the coding process:

1. Problem statement: What problem is Blockchain solving according to this paper.
2. Advantages: What are the advantages of using blockchain in this context.

3. Limitations: What are the limitations of using blockchain in this context.

In this study, the six phases for performing a thematic analysis by Braun and Clarke (2006) are followed.
The first phase consists of transcribing and reading the data, while noting down initial ideas. In this study,
the articles were organised according to their application domain and read to gain a good understanding
of the data before continuing with the coding phase. The next step is to generate initial codes. This
study planned to use software for qualitative data management called "NVivo” to automatically identify
reoccurring topics in the selected articles. However, when testing the auto-coding functionality of NVivo, it
was deemed too inaccurate for the purpose of this study. For example, the software could not differentiate
between statements that said security is an advantage of blockchain and statements that said that security
is a big liability in blockchain. The third step is to find significant themes. However, since a coding
reliability approach was used, the main thematic areas were already determined. However, first- and
second-order themes were defined. Phase 4 begins when a set of candidate themes has been devised, and it
involves refining these themes. Some themes might not be supported by enough data, while others can be
merged with a different theme, or a theme has to be broken up into two distinct themes. In phase 5, the
themes are defined and named accordingly. For each individual theme, a detailed analysis is written, and
the theme is related to the research question. The final step is to write the results and tell the story of
your data in relation to your research goal. Evidence for the themes should be provided through citations
that capture the essence of that theme.

This data analysis was performed by one coder, a master student. To improve the accuracy of the
thematic analysis, a relatively small sample was collected, which allowed an in-depth analysis within
limited time.
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4 | Results

The first part of the results focusses on the quantitative review of publications on blockchain technology. In
this study, a bibliometric network of literature on blockchain from 01-01-2021 to 20-12-2022 is constructed
using bibliographic coupling. The bibliometric network is used to deduce what current themes are in
blockchain research.

4.1 | Bibliometric network analysis

Following the methodology presented earlier, the blockchain literature since 2021 is visualised in a
bibliometric network. This network clusters the literature based on how many references they share,
known as bibliographic coupling; the more references are shared between two publications, the more
likely they are to be clustered. In the case of the clustering technique, different values were tried for
the parameter Resolution. The resolution determines the level of detail in the bibliometric network. A
high resolution leads to more small clusters, whereas a low resolution creates large clusters. After some
experimentation, this parameter was set to 1.00. This yielded a clustering with a satisfactory level of
detail. To determine this value, the clustering results were evaluated using multiple metrics, including
cluster size, coherence, and interpretability. A resolution value of 1.00 produced a clustering that balanced
these metrics. The resulting clusters were small enough to reveal meaningful relationships between papers,
but not so small as to obscure the big picture. Additionally, the clusters exhibited high coherence, meaning
that the papers within each cluster shared similar characteristics and themes. Finally, the resulting
clusters were interpretable, meaning that they could be easily understood and labelled.

A visualisation of the bibliometric network is shown in Figure 4.1, showing how the thousand most
strongly connected publications since 2021 are clustered. As can be seen in Figure 4.1, the blockchain
literature can be clustered into six distinct clusters. Table 4.1 summarises the main themes of each cluster.
Six distinct themes arose from the data. The largest cluster is related to blockchain in combination
with Internet of Things and smart appliances. The second cluster concerns the application of blockchain
technology in supply chain management. One cluster is not related to the application of blockchain
technology but is concerned with more in-depth technical research on the blockchain data structure.
The three smallest clusters in the blockchain literature data are “Smart Grids and Energy Trading”,
“Healthcare”, and “Building environment: Smart Cities and Digital Twins”.
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Figure 4.1: Network visualisation map of publications using bibliographic coupling.
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Colour Main Theme No. of pub.
Red Internet of Things and Smart Appliances 349

Green Supply Chain Management 247

Blue Technical Aspects of Blockchain 161

Black Smart Grids and Energy Trading 98

Yellow Healthcare 95

Cyan Smart Cities, Digital Twins and Contracting 50

Table 4.1: Summary of the content of the six blockchain clusters. The colour used to indicate a cluster
in Figure 4.1 is shown in the second column.

Interestingly, these findings differ from the findings of a previous bibliometric analysis by Yang et al.
(2022). Their study used publications on blockchain in business and economics journals from 2015 to
2021. In their study, the largest cluster was cryptocurrency governance and initial coin offerings, while
smart grids, healthcare and building environment were not identified. A possible explanation is that
these topics are unlikely to be covered in business and economics journals. However, it is interesting that
cryptocurrencies as a topic did not emerge from our data set, as this is the largest cluster in their data.
Since the current study only used publications from 2021 and 2022, this result may indicate that less
academic literature is being produced on cryptocurrencies in recent years.

4.2 | Thematic Analysis

Data obtained in previous studies has shown that much less attention is paid to the limitations of
blockchain technology compared to the benefits (Chen et al., 2021). According to the study by Chen et al.
(2021), only 25.2% of all blockchain research articles are concentrated on challenges, while 78.3% focus on
benefits. Furthermore, the authors were able to identify various benefits of blockchain technology using a
thematic analysis, including 1) enhanced efficiency, 2) accurate traceability, 3) reliable transparency, and
4) elimination of intermediaries. In addition, they identified several challenges related to 1) complexity of
integration, 2) immature application of blockchain technology, 3) protection of privacy, 4) error intolerance,
5) transaction capability of blockchain, 6) proving a guarantee that the data initially entered is actually
reliable, 7) high initial investment, and 8) absence of regulations, legislation, and standards (Chen et al.,
2021). Their analysis led to the conclusion that various characteristics of blockchain technology can be
viewed as a double-edged sword, providing both benefits and implementation challenges. This finding is
supported by the work of Treiblmaier (2020). For example, while the transparency of data on the ledger
facilitates accountability, it also causes data privacy problems.

However, their study did not identify the extent to which the limitations of blockchain are adequately
addressed in the literature and also did not look at interaction between different codes and different
application domains of blockchain. In our study, we explore the different themes that emerged from the
literature and relate them to the different application domains. First, interesting findings are discussed
regarding the themes discovered in each thematic area. The interaction between these thematic areas is
then examined to gain a deeper understanding of the complex relationships between them. By exploring
these themes and their interactions, we aim to provide a comprehensive understanding of the data used in
the thematic analysis.

In the discussion, this study will relate the results of the analysis to the theory of disruptive innovation
developed by Christensen (1997) in order to determine to what extent the market is interested in blockchain
technology. Table 4.2 shows the results of the thematic analysis. Appendix B contains the description of
each theme individually.

4.2.1 | Problem statement

The thematic area Problem statement is concerned with the way different publications address the actual
problem that blockchain solves in their respective application domain. In 15 (60.0%) of the articles, the
theme Centralisation was mentioned as a problem that can be addressed with blockchain. This is in line
with the main purpose of blockchain, which is to facilitate decentralised control by eliminating central
authorities.
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Problems pertaining to digitisation

However, many articles described problems that were not necessarily related to blockchain, but rather to
digitisation in general. For example, one article discussed a problem within smart grid networks:

“Clurrent procedures involve manual post-processing and increased communications to consolidate
information held separately by each part of the transaction. As a result, current procedures are slow
and time-consuming” (Andoni et al., 2019, p. 152).

Another article on application of blockchain technology also referred to issues arising from a lack of
digitisation:

“For Maersk, the key problem was the “mountains of paperwork” required with each container. For
instance, Maersk’s storage room at Mombasa office, on the coast of Kenya was reported to have
shelves and shelves of paper records that date back to 2014” (Kshetri, 2018, p. 83).

These examples show a lack of understanding on what technological opportunities blockchain offers
compared to centralised solutions, since digitisation can be achieved without using blockchain. Upon
examining the codes from different themes, the analysis showed that problem statements regarding
financial costs, inefficiencies and lack of control over data actually refer to a lack of digitisation. Arguably,
a lack of traceability could potentially be addressed through a centralised ledger system, but the features
of the blockchain provide added layers of trust to traceable data. Therefore, we did not categorise this
theme under the overall theme digitisation.

Unsupported problem statements

Another noteworthy observation from our analysis of the problem statements is that many of the issues
purportedly associated with blockchain technology lack references or evidence to support these claims.
One article discusses why blockchain should be used in supply chains:

“ Whenever goods and related documentation (e.g., bills of lading or ship notifications) pass from
one actor in the supply chain to another, items are subject to counterfeiting or theft. ” (Francisco
and Swanson, 2018, p. 4)

Another article on blockchain integration with the internet of things describes another problem, without
providing supporting evidence:

“ Nowadays, we trust in the information of financial entities and the government among others, but
can we be sure that the information provided by them and by other external entities, such as IoT
companies, has not been tampered/altered/falsified in any way?” (Reyna et al., 2018, p. 174)

This article on blockchain in sustainable supply chain makes another unsupported claim:

“The cost involved in handling intermediaries, their reliability, and transparency further complicate
managing this traceability in the supply chain.” (Saberi et al., 2019, p. 2117)

While this statement specifically mentions the cost, no references detailing cost implications are
provided. The above three citations are typical of the kinds of problems blockchain is said to solve.
However, research on how severe these problems are or their cost implications is rather scarce.

Based on these findings, new fruitful research can be expected on the potential problems that can be
addressed by blockchain technology. One key observation is that blockchain solutions are often suggested
for issues that could be resolved using centralised digital technologies. It is essential for authors to clearly
articulate why blockchain is superior to alternatives. However, academic research on blockchain rarely
considers alternative solutions to these problems. Second, researchers need to support their problem
statements with academic literature. Research is needed on what problems occur in different blockchain
application domains and why blockchain could be a superior solution over other digital technologies.

4.2.2 | Advantages

All the publications in the sample highlighted the advantages of using blockchain technology. The
most commonly identified benefit was its Distributed characteristics in 84% of all publications, which
aligns with the fundamental promise of the technology of eliminating the need for trusted intermediaries.
Furthermore, we found that the themes Immutable (68%), Trustless (52%) and Publicly available (64%)
are often mentioned as advantages. This is in line with the characteristics described in our definition of a
blockchain. A blockchain needs to be open to users and provide a full and public history of all transactions.
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Thematic Area First-order theme Second-order theme F R
1. Problem Statement 1.1 Centralisation 1.1.1 Centralised Management 12 18
1.1.2 Single point of failure 8 9
1.2 Digitisation 1.2.1 Financial cost 3 3
1.2.2 Inefficiencies 8 8
1.2.3 Lack of control over data 3 3
1.2.4 Lack of digitalisation 4 5
1.3 Network shortcomings 1.3.1 Data synchronisation 2 3
1.3.2 Heterogeneity of devices 2 3
1.3.3 Rigidity of the network 3 3
1.3.4 Scalability of the network 2 3
1.4 Lack of privacy 9 18
1.5 Lack of traceability 4 14
1.6 Lack of trust 6 9
1.7 Security 8 17
2. Advantages 2.1 Authentication 12 26
2.2 Digitisation 2.2.1 Automation 8 26
2.2.2 Digital replaces manual 5 12
2.3 Decentralisation 2.3.1 Decentralised 15 32
2.3.2 Democratic 1 1
2.3.3 Disintermediation 13 27
2.3.4 Market of services 2 2
2.4 Performance 2.4.1 160 bit address space 1 1
2.4.2 Efficiency 6 13
2.4.3 Low cost 2 12
2.4.4 Mobility 4 6
2.4.5 Scalability 7 13
2.4.6 Speed 5 10
2.5 Immutable 17 34
2.6 Privacy 11 19
2.7 Publicly available 2.7.1 Traceability 11 42
2.7.2 Transparency 13 57
2.8 Security 20 59
2.9 Trustless 13 29
3. Limitations 3.1 Centralisation 3.1.1 Large mining pools 2 3
3.1.2 Limited technical knowledge 4 4
3.1.3 Miner selection 3 4
3.2 Crypto Issues 3.2.1 Coin loss 1 2
3.2.2 Illegal activity 3 4
3.2.3 Volatility of cryptocurrency 1 2
3.3 Inefliciencies 3.3.1 Energy consumption 7 13
3.3.2 Inefficient 3 3
3.3.3 Resource cost 8 14
3.3.4 Scalability 8 17
3.3.4 Slow 13 29
3.3.5 Storage issues 8 10
3.4 Irreversible 3 3
3.5 Legal issues 8 12
3.6 Problems of public data 3.6.1 Privacy 7 19
3.6.2 Unwilling to share all data 2 3
3.7 Regulatory barriers 5 8
3.8 Security concerns 12 29
3.9 The Oracle Problem 3.9.1 Data entered not reliable 4 6
3.9.2 Off-chain oracles 1 1

Table 4.2: Themes Table. (F: Number of files, R: Amount of references)
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Furthermore, a strong distributed consensus protocol is needed to ensure the immutability of data on the
blockchain.

Advantages pertaining to digitisation rather than blockchain

However, certain themes indicate benefits that are not directly related to our definition of blockchain.
Firstly, the themes Digitisation and Performance actually mention the advantages of digitisation, rather
than the use of blockchain. For example, a publication on the application of blockchain in the energy
sector states:

“The trial showed there can be significant gains in costs and efficiency by the automation of trade
processes such as confirmations, actualisations, invoice generation, settlement, audit, reporting and
requlatory compliance.” (Andoni et al., 2019, p. 160)

This citation from a paper on blockchain in supply chain management also mentions the advantage of
Digitisation as an advantage of blockchain:

“Several mechanisms are available to ensure cost reduction. In the supply chain, manual paper-based
processes and humans carrying documents such as air courier expenses are eliminated.” (Kshetri,
2018, p. 86)

Again, a lack of differentiation between blockchain technologies and other digital technologies can be
observed in the discussion related to the advantages blockchain provides. Although within the themes
Digitisation and Performance, some advantages were related to blockchain, the analysis still showed that
many researchers do not clearly address the benefits of blockchain in contrast to the benefits provided by
other digital technologies.

Security in blockchains

Another interesting finding is that 20 (80%) articles mentioned Security as an advantage. Security is not
directly included in our definition, as it is a direct consequence of the immutable and decentralised nature
of a blockchain. The following citations demonstrate how these characteristics improve security:

“The decentralised storage of data reduces the risk of single point of access failure associated with
centralised databases.” (Wang et al., 2019, p. 63)

“Data unforgeability: The decentralized nature of consortium blockchain combined with digitally
stgned transactions ensure that an adversary cannot pose as the user or corrupt the network, as
that would imply the adversary forged a digital signature, or gained control over the majority of
system resources.” (Kang et al., 2017, p. 3161)

Although some articles cite encryption as an advantage of blockchain technology, it should be noted
that encryption can also be employed to secure centralised databases and is not unique to blockchains. As
with digitisation, researchers do not clearly distinguish between security benefits that are derived from
using blockchain and security benefits that are the consequence of a different technology. The following
citation demonstrates this:

“We employ the blockchain techniques to enable secure and reliable IoT [Internet of Things| data
sharing. Each IoT data provider can encrypt the data instances locally by its own private key, and
then record the encrypted data on blockchain via specially formatted transactions.” (Shen et al.,
2019, p. 7702)

Drawing on these results, more research is expected on what makes blockchain unique compared
to traditional ledgers that use a similar data structure but are not decentralised. The analysis showed
that a variety of advantages are attributed to blockchain technology that are not necessarily exclusive to
blockchain. It is imperative that when discussing blockchain technology, the researcher critically looks
at what benefits are a result of using blockchain and which benefits could be achieved using different
technologies. By doing so, blockchain research can provide a more nuanced understanding of the potential
applications of the technology and help to avoid overhyping its capabilities.

4.2.3 | Limitations

Although every publication covered the benefits of blockchain, only 20 (80.0%) publications discussed
limitations. Furthermore, of all (605) coded references regarding Advantages and Limitations 30.4%
pertained to Limitations. In the literature, greater emphasis was placed on the potential benefits of
blockchain technology compared to its limitations, according to our findings.
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Inefficiencies make blockchain hard to scale

In 18 (72%) of the publications Inefficiencies were mentioned as a limitation. Interestingly, all subthemes
of Inefficiencies relate to scalability issues of blockchain technology. First, with the growth of a blockchain,
Energy consumption typically increases exponentially, as every node in the network has to commit more
resources to validate a block. Second, with high Resource cost, it becomes more expensive to expand a
blockchain. One article on blockchain in the energy market noted:

“ Another important challenge is that blockchain systems have currently high development costs.
Blockchains may realise significant cost savings by circumventing intermediaries, however for
several use cases, they might not have the competitive advantage against already existing solutions
in well-established markets.” (Andoni et al., 2019, p. 166)

Another inefficiency is related to the fact that blockchain is Slow compared to centralised ledgers. This
makes it difficult to scale blockchain, as for large-scale applications, either a lot of computational power is
needed or the network becomes significantly slower. As one author noted:

“Latency is another barrier, as time passes for each verified block of transactions to be added to
the ledger. For Ethereum, one of the most popular blockchains for smart contracts, this occurs
approzimately every 17 seconds — a far cry from the milliseconds to which we are accustomed while
using non-blockchain databases.” (Wang et al., 2019, p. 74)

Finally, Storage issues occur since every node in a blockchain network has to store a continuously
expanding ledger. An article on blockchain applications in smart cities details how this leads to scalability
issues:

“If the transaction volume of VISA system is processed by the Bitcoin blockchain, the blockchain
size will grow rapidly at a speed of 3.9 GB per day. When applying blockchain technology in smart
cities, a huge quantity of data will be generated by various devices and be processed by blockchain
technology.” (Xie et al., 2019, p. 2821)

Centralisation is often the solution

Interestingly, when discussing solutions to these limitations, researchers often conclude that centralisation
is needed to make the blockchain system more scalable. The following citations reflect this pattern:

“For instance, when high performance is required, blockchain alone may not be the right solution,
but a hybrid approach could be applied to optimize it” (Reyna et al., 2018, p. 180)

“Thus, it is not possible to directly apply the blockchain technology to smart city scenarios where
devices have limited storage resources. Therefore, it is necessary to study what information is stored
on or off the blockchain” (Xie et al., 2019, p. 2821)

“For fast-paced scenarios, private customised blockchains work best.” (Wang et al., 2019, p. 74)

However, only a few authors acknowledged how reintroducing centralised governance compromises the
characteristics of immutability and transparency of the blockchain. This article discusses this in relation
to the Storage issues of blockchain:

“For example, energy transactions can be recorded in conventional databases, such as relational
databases that are designed to recognise relations between stored items of information. These
solutions are already largely available and currently faster and less costly to operate, albeit they
cannot offer immutability of records or transparency.” (Andoni et al., 2019, p. 166)

This shows that researchers have a rather different understanding of how blockchain achieves its unique
properties like immutability or decentralisation. Researchers discuss the advantages of public blockchains,
but propose solutions that reintroduce centralisation, directly impeding these advantages of a blockchain.

Large problems receive little attention

This finding is further supported by the observation that The Oracle Problem is only mentioned in
4 (16%) of the articles, while all applications discussed require off-chain data. While some articles
do address the Oracle Problem, it is often briefly mentioned and the ramifications of having off-chain
oracles are not discussed in great detail. The use of off-chain oracles reintroduces the need for a central
authority (Caldarelli and Rossignoli, 2022) for monitoring the oracles, but the following excerpt contains
the discussion of off-chain data, but does not consider that testing of the sensors actually requires a
trusted authority:
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“One of the main challenges in the integration of the IoT with blockchain is the reliability of the
data generated by the IoT. Blockchain can ensure that data in the chain are immutable and can
identify their transformations, nevertheless when data arrives already corrupted in the blockchain
they stay corrupt ... Sometimes the devices themselves and their sensors and actuators fail to work
properly from the start. This situation cannot be detected until the device in question has been
tested, or sometimes it works properly for a while and changes its behavior for some reason (short
circuit, disconnection, programmed obsolescence, and so on).” (Reyna et al., 2018, p. 166)

Although we found that researchers often advocate solutions that reintroduce centralisation, the
first-order theme Centralisation is only mentioned in 9 (36%) of all publications as a limitation. Moreover,
the only aspects of centralisation mentioned are Large mining pools, Limited technical knowledge, which
centralises the power to those with expertise in blockchain technology, and Miner selection, which describes
the process of choosing participants in a private blockchain. The results show that little attention has
been paid to the consequences of centralisation within a blockchain network.

Another noteworthy finding is that Problems with public data is mentioned only in 7 (28%) of the
publications. Many organisations might not want their ledger to be publicly available, as one article puts
it:

“ Although information transparency and verifiability is a need for evaluating sustainability perfor-
mance of a supply chain, some organisations may assume information as a competitive advantage

which makes them unwilling to share valuable and critical information.” (Saberi et al., 2019, p.
2125)

Many applications of blockchain involve publicly sharing the data of an organisation on an immutable
ledger. However, this total transparency can also be a liability for businesses and organisations. Moreover,
immutability is accompanied by a variety of Privacy concerns that are related to the first-order theme
Legal issues. As the following article on healthcare applications of blockchain notes:

“In the case of personal data management, it is important to consider the General Data Protection
Regulation (GDPR) that is passed by the European Union (EU) in 2016 and becomes enforceable
from 25 May 2018. The goal of GDPR is to give EU citizens more rights and control over their
personal data. According to GDPR, EU citizens have the right to erase their personal data, which
is in conflict with the immutability feature of the blockchain systems.” (Xie et al., 2019, p. 2125)

This problem is common in public blockchains, as data on the blockchain is publicly available. However,
the second-order theme Privacy is only mentioned in 7 (28%) of all publications as a limitation and the
first-order theme Legal issues is mentioned in 8 (32%) of all publications. This shows that the literature
does not pay sufficient attention to problems related to privacy and legal issues.

Surprisingly, our thematic analysis revealed a lack of attention to the blockchain trilemma. As a
distributed network cannot maximise security, scalability, and decentralisation at the same time, it poses
a significant challenge for the implementation of blockchain. For example, in our analysis of blockchain
applications in the supply chain, we found that centralisation was often suggested as a solution to
scalability issues. However, this solution is not without its drawbacks, as it can lead to decreased trust and
transparency in the data on the blockchain. In the energy sector, our analysis of blockchain applications
found that, while the technology has the potential to enable peer-to-peer energy trading, scalability
remains a major obstacle. Again, the trilemma was not discussed in any of the articles analysed, despite
its relevance to this challenge. Academic literature needs to acknowledge this inherent limitation of
blockchain technology to provide a more nuanced understanding of the potential of blockchain technology.
On the basis of these findings, valuable research can be conducted on how the blockchain trilemma affects
different application domains in blockchain. Depending on the specific context, some applications may be
able to prioritise decentralisation and scalability over security, while for others, a different balance may be
more appropriate. Such research could shed light on how to optimise blockchain solutions for different use
cases and identify the trade-offs that must be made to achieve the desired outcomes.

In accordance with past research by Chen et al. (2021), the current results show that the characteristics
of blockchain provide both advantages and implementation challenges. In this study, a thematic analysis
has been used to identify the advantages and limitations of blockchain research to determine if blockchain
can be considered a disruptive technology. The results suggests that while advantages of blockchain are
abundant in the academic literature, these advantages are not always linked to blockchain, but rather
to digitisation. Furthermore, the results suggest a general lack of attention to certain limitations of
blockchain. The research community seems to be emphasising the benefits of blockchain technology, with
little regard for its drawbacks. Even when negative aspects are acknowledged, the implications are seldom
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discussed in detail. These results were consistent along every application domain.
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5 | Discussion

Several authors have postulated in the past that blockchain technology can be considered a disruptive
innovation (Nordgren et al., 2019; Mufti et al., 2020). However, in a study that included expert interviews,
Della Valle and Oliver (2020) assert that blockchain technology should be viewed as a sustaining innovation.
According to the authors, the experts interviewed proposed that there is currently no market demand
for blockchain and that citizens have a need to adopt it. They noted that the real challenge is to find
a working use case, where blockchain is successfully applied in an industry, since that would facilitate
adoption in a broader industrial setting. The experts questioned also agreed that the added value that
blockchain brings to the market is a distributed consensus mechanism that removes single points of failure
and creates an immutable ledger. However, they also proposed that current industrial tests that apply
blockchain are centralised, which violates the immutable characteristic and reintroduces a single point of
failure.

There exists a significant gap in the current literature concerning the potential disruptive nature of
blockchain technology. While some authors argue that blockchain is a disruptive innovation, others suggest
that it is a sustaining innovation. However, there is a lack of empirical evidence to support these claims
and a limited understanding of the factors that contribute to the disruptive potential of blockchain.

In this study, a novel approach was taken to determine whether blockchain should be considered a
disruptive technology. We used the framework developed by Nagy et al. (2016) for identifying disruptive
technologies. This process consists of three steps: First, we describe the blockchain and its characteristics.
Second, we identify in which market segments blockchain could be applied. Third, we assess the degree of
interest among market segments in blockchain technology by comparing it with alternative technologies.
The present study differs from the study by Della Valle and Oliver (2020), which used expert interviews,
in that it conducts a systematic review of the literature to address the research question. This systematic
review consists of a bibliographic network analysis to determine what market segments blockchain can
be applied in and a thematic analysis, which is used to identify the characteristics of blockchain and to
determine to what extent market segments are interested in blockchain technology.

5.1 | Overview of Results

Our results showed that there appears to be a lack of understanding on what the unique value proposition
of blockchain is. Many problem statements and advantages that are mentioned do not pertain to
blockchain but to different processes, most commonly digitisation. Similarly, our findings indicate that
when addressing blockchain limitations, reintroducing centralisation in the network is often suggested,
thereby compromising its decentralisation and immutability aspects. Moreover, references to what problem
blockchain is solving are often lacking, supporting the claim of Della Valle and Oliver (2020) that there is
currently no market demand for blockchain. The analysis also shows that there is a significant lack of
attention to the limitations of blockchain. In line with prior research by Chen et al. (2021), limitations
of blockchain are generally discussed much less frequently than the advantages. In contrast to previous
studies, this research delves deeper into often unacknowledged limitations, such as the Oracle Problem
and the effect of centralisation in a blockchain network. Despite numerous limitations related to the
inefficiencies of blockchain that have been discussed in the literature, only a handful of publications have
pointed out how centralisation and oracles contradict the fundamental principles of blockchain.

5.2 | Research questions

The research questions that were presented at the beginning of this document have been extensively
examined. This section will provide answers to the research questions based on the results of the
bibliographic network analysis and the thematic analysis. The first sub-question aimed to ascertain the key
attributes of blockchain technology that distinguish it from the technologies already in use. A literature
study found that the main attributes are 1) openness to anonymous user, 2) a full and public history of
transaction, and 3) a strong distributed consensus protocol. These three attributes ensure immutability
and result in a network in which trust is moved from a central authority to a decentralised network of
nodes, where it is extremely expensive to collude against the network.

The second sub-question involved identifying the market segments that might be interested in blockchain
technology. By conducting a bibliographic network analysis, we were able to identify five primary areas
where the literature suggests that blockchain technology can be implemented. These areas are internet of
things, supply chain management, smart grids, healthcare and smart cities and digital twins.
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The final step was to study to what extent these market segments are interested in blockchain
technology. This was done through a thematic analysis in which the literature on blockchain applications
was analysed in different market segments and the benefits and limitations of blockchain technology were
compared. This thematic analysis showed that the academic literature is not clear about the problem
that blockchain needs to solve and that the advantages of blockchain technology come with considerable
limitations. Therefore, it is questionable whether the market has interest in the technology. This is
further backed by the lack of successful use cases in the industry setting. Furthermore, it was observed
that the results of the thematic analysis were largely consistent between the diverse market segments.
Consequently, rather than pinpointing the disruptive impact of blockchain on each market segment, we
will address the core question more broadly.

With answers to each sub-question, the main research question remains to be answered: To what extent
is blockchain a disruptive technology? A literature study on disruptive innovation showed that a technology
can be disruptive if it is either significantly cheaper than a current product or if it provides a competitive
advantage over the current technology. We observe that while blockchain is in some studies heralded as a
more cost-effective alternative, this is often compared to a nondigital solution or nonautomated solutions.
These benefits can also be achieved by centralised ledgers. However, blockchain is very expensive, with
high initial costs and high costs to maintain the network, in terms of energy costs, maintenance, and
transaction fees. This cost is not expected to go down since blockchains need to provide an incentive in
order to ensure that nodes will not collude. Therefore, blockchain will not disrupt the market through
low-end encroachment, since it is more expensive than the existing solutions.

When considering disruption through high-end encroachment, blockchain should either provide better
quality on existing highly valued features or provide additional benefits that allow blockchain to create a
new market. Compared to traditional ledgers, blockchain technology performs significantly worse when
it comes to current valued features such as speed, energy consumption, privacy, scalability, and storage
space requirements. Therefore, high-end disruption is unlikely as blockchain does not perform better
on the currently valued attributes. The last way to disrupt the market is through high-end new-market
disruption, where a technology encroaches on current products by creating a new market space. In order
to create a new market place, a technology needs to address a need that is not addressed by existing
technology. In the case of blockchain technology, this could be the need for a decentralised and immutable
ledger that replaces intermediaries. The thematic analysis has confirmed that the literature also views
these as benefits associated with blockchain technology. However, there are also drawbacks associated
with these benefits. Looking beyond the aforementioned limitations regarding currently valued features,
blockchain also struggles to fully eliminate centralisation. Sai et al. (2021) showed that there are many
different modes of centralisation in blockchains, which diminishes their decentralised nature to some
degree. Second, while data on a public is immutable and can be trusted, trust is needed in off-chain
oracles. Data still needs to be entered on the blockchain, and this is a security liability, since it introduces
a single point of failure. Finally, it is observed that blockchain has very limited mainstream application
with wide-spread adoption, while the technology has been around for over a decade. Therefore, blockchain
is not expected to disrupt the market through the creation of a new market.

Although blockchain cannot be considered a disruptive innovation, it also does not classify as a
sustaining innovation. As Christensen (1997) noted, a sustaining innovation is, by definition, targeted at a
known market in with the customer needs are well understood. However, the market where blockchain will
establish its presence and the specific customer demands within that market are still unclear. Although
blockchain does offer some unique features, there seems to be little interest on industry- and market-level
to implement public blockchains. However, over time, new applications might be discovered and blockchain
might become more relevant in some industries. Businesses do not have to expect a sudden disruption of
their industry by blockchain technology, as blockchain is expected to incrementally evolve and eventually
settle within its market segment.

5.3 | Implications

This study has some theoretical implications. First, academic articles should clearly define what type
of blockchain they are discussing. Private and public blockchains are technologically very distinct and
need to be treated as two different innovations. In much of the literature, it is observed that when public
blockchain limitations are discussed, the solution proposed in the literature is often to move toward a
private blockchain. However, public and private blockchains are inherently different from a technological
perspective and should be regarded as two separate innovations.

Second, this study highlights that many of the problem statements in the blockchain literature are
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not supported or can be addressed by using more centralised technologies. Researchers need to clearly
describe the characteristics of blockchain that are relevant to their study and to clearly distinguish between
problems that are solved by implementing blockchain technology and problems that could be solved
without decentralisation. Blockchain’s advantage is that it is a censorship-resistant immutable ledger, and
researchers need to describe why these characteristics are relevant in for their application.

Third, significantly more attention should be paid to addressing the limitations of blockchain technology.
Although blockchain technology has distinctive features that traditional ledgers lack, these features often
come with certain drawbacks. The limitations concerning centralisation and the Oracle Problem warrant
specific attention, as they pose a considerable obstacle to the fundamental purpose of blockchain technology,
which are decentralisation and immutability. In addition, blockchain researchers should clearly describe
the characteristics of blockchain that are relevant to their study.

Finally, scalability presents a significant challenge for blockchain applications. Despite its acknowledged
inefficiencies, our study found that decentralised solutions to the scalability problem are rare in academic
research. It is crucial for researchers to recognise that blockchain’s inefficiencies make scalability difficult
to achieve, and thus, any proposed large-scale applications should be approached with caution.

5.4 | Limitations

Some limitations are worth noting when considering the implications of this study. First, the systematic
review methodology is associated with several limitations, including publication bias, sample selection bias,
and inconsistent coding or data interpretation. Publication bias refers to the fact that positive results
are published more often in academic journals than negative results (Rothstein et al., 2005). In order to
address this, grey literature was initially consulted to identify potential limitations of blockchain technology,
which were subsequently validated through a review of peer-reviewed publications that specifically address
these limitations.

Sample selection bias occurs when data points in a study are not random and do not represent the
larger population. This is a considerable limitation of this study, since only the most cited publications of
each application domain were included. It is possible that there is an interaction effect between citation
frequency and the portrayal of blockchain technology, which could introduce bias into the study. This
bias could have been mitigated by increasing the sample size and randomly selecting the literature, rather
than relying solely on the most cited publications. This would have ensured a more representative sample
and minimised the risk of sample selection bias. It is worth noting that within the limited sample, few
additional codes were generated at the end of the coding process, indicating that a sufficient level of
saturation had been achieved by the end of the coding process.

Inconsistent coding and data interpretation is also a noteworthy limitation of the current study.
Inconsistent coding and data interpretation occur among researchers who interpret and extract data in
different ways. The thematic analysis was performed by a single researcher and has not been checked by
different researchers. Although the results of the thematic analysis were extensively discussed, the coding
process itself was not. Therefore, the data is subject to inconsistent coding and data interpretation.

Another limitation involves how the application domains were determined. After the bibliographic
network analysis had yielded various different clusters, the titles of these publications were manually
analysed in order to determine the names for each cluster. The clusters’ names are the application domains
that were later studied in the thematic analysis. The use of a text mining approach would have been
preferred, as it would have eliminated the potential biases introduced by the researcher.

In addition, the current study approaches disruptive innovation mainly from the technology side
rather than actually looking at the industry- and firm-level. When evaluating disruptive technology, it is
important to consider not only the features of the technology, but also the characteristics of the market
(Rothaermel and Hill, 2005). Although this study clearly identified which features of blockchain support
disruptiveness and which features do not, it remains unclear how these features of blockchain would affect
industries. However, 15 years since the introduction of Bitcoin, industry use cases are still very limited and
have not yet been able to disrupt the market (Della Valle and Oliver, 2020). Therefore, we believe that
this study can offer an explanation for the lack of industry disruption despite the unique characteristics of
blockchain technology.

Finally, this study clearly differentiates between public and private blockchains as distinct technologies.
However, the literature from the thematic analysis did not clearly distinguish between these two, resulting
in the inclusion of research on private blockchains, while this study focusses on applications of public
blockchains. Upon further inspection of the literature, it was found that many authors do not clearly
specify which type of blockchain they employed, and this complicates studying private or public blockchain
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separately.

5.5 | Future research

The findings of this study provide a foundation on which future research can be based, and there are still
many unanswered questions that need to be addressed. First, the blockchain research field is in desperate
need of a clear problem description that blockchain can solve. One common criticism of blockchain is
that it is a solution in search of a problem (Chowdhury et al., 2019). This calls for research on what
industry needs are currently not satisfied and how blockchain can be leveraged to address these needs.
In this study, we found that the current state of research does not provide a clear distinction between
the benefits generated by digitisation and automation and those resulting from having a decentralised
ledger. More research is needed to determine the cost effectiveness of a blockchain solution compared to a
traditional ledger solution.

Likewise, more research is needed to establish the cost of scaling up a blockchain. Many proposed
applications of blockchain require significantly more transactions and larger storage than current blockchain
applications. Our study has confirmed that scalability is one of the biggest challenges facing blockchain.
However, research on how expensive it is to scale a blockchain is sparse. Researchers need to address this
issue when proposing a large-scale blockchain solution.

An additional avenue for further research is on the Oracle Problem that occurs in any blockchain
application that deals with off-chain data. Although blockchain ensures trust in the data recorded on
the ledger, it does not eliminate the need for trust in oracles, which initially supply the data. Despite
its importance, the issue of trust in oracles within blockchain technology is relatively understudied,
highlighting the need for further research to explore the nuances of how a blockchain system, despite its
touted trustlessness, still relies on trusted sources of data such as oracles.

Similarly, there is a need for research on identifying how centralisation affects the trustlessness of a
blockchain. The findings indicate that researchers tend to recommend centralised solutions for addressing
blockchain limitations, and this impedes the main advantages of blockchain like decentralisation and
immutability. Furthermore, unintended centralisation has diverse impacts on blockchains, and this topic
has received little attention in the literature. Sai et al. (2021) provided a comprehensive taxonomy of
centralisation in the context of blockchain. Future research should include their findings and acknowledge
how centralisation occurs in their context.

Furthermore, future research is needed on how private blockchains compare to traditional ledgers in
terms of trust and cost-effectiveness. Current research often compares private blockchains to scenarios in
which no or an inferior digital technology is employed. While such comparisons are valuable in under-
standing the advantages of private blockchains over inferior ledgers, they fail to provide a comprehensive
understanding of how private blockchains compare to other digital technologies that function similarly.
This study observed that many advantages are attributed to blockchains that can be achieved through
digitisation. To address this gap, it is necessary to compare private blockchains with other digital tech-
nologies that share similarities but are not private blockchains. This approach would enable us to conduct
comparative analyses and obtain a definitive answer on the costs and merits of private blockchains.

5.6 | Conclusions

In conclusion, the present study provides evidence that blockchain should not be considered a disruptive
technology. Blockchain is inefficient, expensive, and hard to scale and therefore it cannot disrupt the
market through low-end disruption. Although blockchain does offer additional characteristics, namely
decentralisation and immutability, these characteristics come with great costs. The issue of centralisation
and the oracle problem are prevalent in many blockchains, which hinders the potential for new-market
disruption. Moreover, use-cases implementing blockchain technology are sparse, whereas the technology
has been around for more than a decade. Blockchain is not a panacea, and it is unlikely to disrupt existing
markets the way that some proponents have claimed.

This study has laid the foundation for more nuanced blockchain research in which the limitations
of blockchain research are adequately addressed. By highlighting the main limitations of blockchain
implementation and suggesting areas for further research, we have advanced the understanding of the
theoretical underpinnings of blockchain technology.
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5.7 | Recommendations

Given that blockchain cannot be classified under any disruptive type of innovation, it is recommended
that policy makers and managers take caution when considering investing in blockchain. According to
Christensen’s theory of disruptive innovation (Christensen, 1997), managers must act quickly to capture
the strong first-mover advantages associated with disruptive technologies. However, since blockchain
technology is not classified as a disruptive innovation, it is recommended that companies exercise patience
and wait to invest in blockchain until the technology has had time to mature.
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9 | Appendix B: Description of all themes

The following appendix gives a brief account of all the themes generated through the thematic analysis.
‘We have focused on the lowest order themes in our discussion, as these were the themes that the codes
were assigned to.

9.1 | Problem Statement

9.1.1 | Centralised management

Centralised management is a problem in cases where intermediaries increase the transaction costs or when
a central authority cannot be trusted with data. This is illustrated by the following citations:

“Rather than relying on centralized intermediaries (e.g., banks) this technology allows two parties to
transact directly using duplicate, linked ledgers called blockchains.” (Francisco and Swanson, 2018,
p. 1)

“The cost involved in handling intermediaries, their reliability, and transparency further complicate
managing this traceability in the supply chain.” (Saberi et al., 2019, p. 2117)

9.1.2 | Single point of Failure

Another problem that blockchain is said to solve is that of a single point of failure. When one central
organisation governs transactions, this introduces a single point of failure and this creates a security
liability. As one author illustrated:

“Centralised systems also have significant disadvantages due to a single point of failure, which
renders them more vulnerable to both technical failures and malicious attacks.” (Andoni et al., 2019,
p. 145)

9.1.3 | Financial cost
Another problem that was mentioned is that of costs. As one author noted:

“From the manufacturer’s side, the current centralized model has a high maintenance cost — consider
the distribution of software updates to millions of devices for years after they have been long
discontinued.” (Christidis and Devetsikiotis, 2016, p. 2298)

9.1.4 | Inefficiencies

This theme bundled codes related to problem statements about inefficiencies in the current system. For
example, one author mentioned the inefficient distribution of personal data:

“Clurrently, personal information is distributed among different entities: government, universities,
companies and so on. The information is spread across many entities and accessing it is time
consuming, even when said entities answer to the same authority, e.g., the government.” (Reyna
et al., 2018, p. 177)

9.1.5 | Lack of control over data

Lack of control over data was mentioned by a few authors as a problem in their introduction. In some
systems, users have limited control over what an organisation does with their data. A common example is
how your data is used for targeted online advertisement. This is illustrated by the following example:

“It is natural to enable patients to own and control their data without compromising security or
limiting the sharing of healthcare service.” (Yue et al., 2016, p. 7)

9.1.6 | Lack of digitisation

Some author would mention problems related to a lack of digitisation. Digitisation is the process of
moving from manual processes to more automated and digital processes. As one author stated:

“Current procedures involve manual post-processing and increased communications to consolidate
information held separately by each part of the transaction. As a result, current procedures are
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slow and time-consuming, as transactions need to be verified and reconciled multiple times from
initialisation to final settlement.” (Andoni et al., 2019, p. 152)

9.1.7 | Data synchronisation

Data synchronisation refers to the necessity for multiple parties to have access to the same data. One
author noted how blockchain technology can facilitate this:

“However using blockchain on IoT, IoT devices can synchronize easily with other devices because of
its distributed ledger.” (Huh et al., 2017, p. 464)

9.1.8 | Heterogeneity of devices

Heterogeneity of devices refers to the problem that in a network, different protocols and mechanisms are
used. This can create security issues and hampers communication between different devices. This is best
illustrated by the following citation:

“The huge expansion of the IoT has to be supported by standard mechanisms and protocols in order
to reduce the existing heterogeneity in the field. This heterogeneity leads to vertical silos and reduces
the adoption of the IoT.” (Reyna et al., 2018, p. 174)

9.1.9 | Rigidity of the network

Some authors note how centralised networks are more rigid compared to decentralised networks. In some
scenarios, flexibility and mobility are required, as one author stated:

“RES [Renewable energy sources| are variable, difficult to predict and depend on weather conditions,
hence raise new challenges in management and operation of electricity systems, as more flexibility
measures are required to emsure safe operation and stability. Flexibility measures include the
integration of fast-acting supply, demand response and energy storage services.” (Andoni et al.,
2019, p. 174)

9.1.10 | Scalability of the network
One problem that was mentioned a few times, was that of scalability of a network. For example:

“Due to the continued growth of data volume and number of connected IoT devices, however, issues
such as high latency, bandwidth bottlenecks, security and privacy, and scalability arise in the current
smart city network architecture.” (Sharma and Park, 2018, p. 650)

9.1.11 | Lack of privacy
A variety of privacy issues were reported in centralised networks. As this author noted:

“Lack of privacy and anonymity: Following Wood’s behavioral modeling of electricity consumption
profiling approach, a centralized middleman may reveal patterns of an agent’s energy generation
and predict the agent’s daily activities.” (Aitzhan and Svetinovic, 2016, p. 840)

9.1.12 | Lack of traceability

In supply chains particularly, there is a need to establish the provenance of a product. A lack of traceability
is observed in these areas, as it is difficult to track a product to its origin.

“Traceability is becoming an increasingly urgent requirement and a fundamental differentiator in
many supply chain industries including the agri-food sector, pharmaceutical and medical products,
and high value goods.” (Saberi et al., 2019, p. 2117)

9.1.13 | Lack of trust

One common problem that blockchain is said to solve is a lack of trust. Blockchain decentralises trust
and rather than putting trust in a central authority, trust is created through decentralised consensus
mechanisms. The following citation describes this problem:
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“Nowadays, we trust in the information of financial entities and the government among others, but
can we be sure that the information provided by them and by other external entities, such as IoT
companies, has not been tampered/altered/falsified in any way.” (Reyna et al., 2018, p. 174)

9.1.14 | Security

A variety of security problems were assigned to this theme. Authors mentioned multiple problems that
exist in centralised digital networks. For example:

“However, these technologies [remote patient monitoring] also pose grave privacy risks and security
concerns about the data transfer and the logging of data transactions. These security and privacy
problems of medical data could result from a delay in treatment progress, even endangering the
patient’s life.” (Dwivedi et al., 2019, p. 1)

9.2 | Advantages
9.2.1 | Authentication

Blockchain is often said to facilitate the authentication of an identity or ownership. As the following
author stated:

“Blockchain has been used widely for providing trustworthy and authorized identity registration,
ownership tracking and monitoring of products, goods, and assets ... lockchain can be used to
register and give identity to connected IoT devices, with a set of attributes and complex relationships
that can be uploaded and stored on the blockchain distributed ledger. ” (Khan and Salah, 2018, p.
406)

9.2.2 | Automation

Another often mentioned advantage of blockchain is automation. Specifically smart contract are said to
automate processes that current involve a lot a steps. For example:

“ Automation: Blockchains could improve control of decentralised energy systems and microgrids
[18]. Adoption of local energy marketplaces enabled by localised P2P energy trading or distributed
platforms can significantly increase energy self-production and selfconsumption, also known as
behind the meter activities [83], which can potentially affect revenues and tariffs.” (Andoni et al.,
2019, p. 151)

9.2.3 | Digital replaces manual
Blockchain-based ledgers are said to replace costly manual processes. As one author noted:

“Several mechanisms are available to ensure cost reduction. In the supply chain, manual paper-based
processes and humans carrying documents such as air courier expenses are eliminated.” (Kshetri,
2018, p. 86)

9.2.4 | Decentralised

Blockchains facilitate decentralisation, by removing a centralised authority and instead reaching consensus
using proofs in a decentralised public network. Many authors mentioned decentralisation as an advantage.
For example:

“Decentralized Consensus: The transactions are validated by all the nodes of a network instead of a
central entity. This breaks with the paradigm of centralized consensus.” (Novo, 2018, p. 1185)

9.2.5 | Democratic

In a blockchain, power is removed from a central authority to all participating nodes. This can be perceived
as a more democratic system. This theme was only coded once, which is interesting, given the democratic
nature of blockchain.

“Democracy: Consensus algorithms are executed by all decentralized nodes to reach an agreement
before a block is included into the blockchain. Thus, in the blockchain system, decisions are made
by all nodes in a peer-to-peer manner, which makes it democratized.” (Xie et al., 2019, p. 2801)

Page 50



TU/e The Not-So Disruptive Nature of Blockchain Technology: A systematic review

9.2.6 | Disintermediation

Similarly to decentralisation, blockchain also facilitate disintermediation. Intermediaries, such as banks,
are often needed to monitor the transactions in a network. A blockchain is monitored by a predefined
set of rules and its nodes and therefore an intermediary is no longer needed. This is illustrated by the
following citation:

“A key potential blockchain supply chain advantage is the disintermediation of financial intermediaries,
including payment networks, stock exchanges, and money transfer services.” (Saberi et al., 2019, p.
2121)

9.2.7 | Market of services

A few authors noted the potential of blockchain to become a decentralised marketplace. This is best
described in the following citation:

“Market of services: blockchain can accelerate the creation of an IoT ecosystem of services and data
marketplaces, where transactions between peers are possible without authorities. Micro-services can
be easily deployed and micro-payments can be safety made in a trustless environment. It would
improve IoT interconnection and the access of IoT data in blockchain.” (Reyna et al., 2018, p. 179)

9.2.8 | 160 bit address space

One author specifically mentioned the advantage that blockchain networks have a larger network space
than current networks:

“Address Space. Blockchain has a 160-bit address space, as op- posed to IPv6 address space which
has 128-bit address space.” (Khan and Salah, 2018, p. 405)

9.2.9 | Efficiency
Blockchain is said to increase efficiency through a variety of mechanisms. One example is:

“By eliminating middleman auditors, efficiency can be increased and costs can be lowered.” (Kshetri,
2018, p. 80)

9.2.10 | Low cost
Blockchain is said to reduce the marginal costs of network in a variety of ways. For example:

“A commercial report by Deloitte states that blockchain-enabled transactional digital platforms could
offer operational cost reductions, increased efficiency, fast and automated processes, transparency
and the possibility of reducing capital requirements for energy firms.” (Andoni et al., 2019, p. 144)

9.2.11 | Mobility
Mobility refers to how quickly the network can respond. As one author explains:

“Mobility: The architecture can be used in isolated administrative systems or domains. Thus, every
administrative domain has its own freedom to manage the IoT devices while the access control
policies are still enforced by the rules in the blockchain.” (Novo, 2018, p. 1184)

9.2.12 | Scalability

Blockchain as a technology to handle data is said to improve the scalability of a network. Authors mentions
a variety of ways in which blockchain improves scalability, although it is not exactly clear how blockchain
achieves this. For example:

“Other benefits that come with the decentralization of the architecture are an improvement of the
fault tolerance and system scalability. It would reduce the IoT silos, and additionally contribute to
improving the IoT scalability.” (Reyna et al., 2018, p. 179)
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9.2.13 | Speed

Various authors note how blockchain is capable of speeding up certain processes. Specifically in the supply
chain domain:

“Specifically, the tests performed on Chinese pork, and U.S. mangoes revealed that tracing food
origins could be handled in 2.2 s, which used to take many weeks with non-blockchain technologies.”
(Kshetri, 2018, p. 84)

9.2.14 | Immutable

One of the core characteristics of blockchain is that the data on the blockchain cannot be tampered with
and is thus immutable. Many authors mentioned immutability as an advantage. For example:

“Immutability of information is another important feature of blockchain technology. It means
that information cannot be changed and removed in blockchain without consensus. That prevents
falsifying and adulteration of data.” (Saberi et al., 2019, p. 2126)

9.2.15 | Privacy

Addresses on a blockchain are pseudonymous, meaning that although it is possible to know which address
made a transaction, it is supposedly hard to figure out which person is behind the address. Furthermore,
data on the blockchain is encrypted, which is said to increase privacy. This author mentions a variety of
privacy related characteristics:

“Flectricity trading information and digital asset records are stored in a consortium blockchain. The
trading information includes PHEVs’ [Plug-in Hybrid Electric Vehicle] pseudonyms used for privacy
protection, data type, metadata tags for raw transactional data, complete index history of metadata,
an encrypted linked to transaction records, and a timestamp of transaction generation.” (Kang
et al., 2017, p. 3156)

9.2.16 | Traceability

Some authors argue that traceability in blockchain technology can simplify the tracking of asset movements
and ownership verification. While other digital technologies may also offer this functionality, blockchain’s
immutable ledger ensures that all transactions are recorded securely and cannot be altered once entered
into the blockchain. Therefore, blockchain provides an added layer of trust and integrity to the recorded
transactions. As one auther explains:

“The characteristics of blockchains make them especially suited for traceability applications. Whenever
goods and related documentation (e.g., bills of lading or ship notifications) pass from one actor
in the supply chain to another, items are subject to counterfeiting or theft. To protect from this,
blockchain technology involves the creation of a digital “token” which is associated with physical
items when they are created. The final recipient of the item can then authenticate the token which
can follow the history of the item to its point of origin. End users have more confidence in the
information they receive since the mo one entity or group of entities can arbitrarily change the
information contained within the blockchain.” (Francisco and Swanson, 2018, p. 1)

9.2.17 | Transparency

Data on a blockchain is transparent and open to the public in the sense that all transactions are recorded
on a public ledger that anyone can access. This allows for a high degree of transparency and accountability.
The next citation explain how accountability is achieved:

“ Blockchain improves supply chain dependability by exerting pressure on supply chain partners to
be more responsible and accountable for their actions. Gemalto’s case indicates that individual
responsibility and accountability can be stipulated and warranted. Note that in a conventional or
“centralized” ledger, a single authority acts as the “trusted third party”” (Kshetri, 2018, p. 86)
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9.2.18 | Security

A wide variety of security benefits of blockchain are mentioned in the academic literature. Most notable
are the immutability of data on the blockchain and the absence of a single point of failure due to
decentralisation. One author describes blockchain as:

“A robust, truly distributed peer-to-peer system that is tolerant of node failures.” (Christidis and
Devetsikiotis, 2016, p. 2298)

9.2.19 | Trustless

Blockchain allows two parties to transact without having to trust each other. In centralised systems,
trust is typically established through the use of intermediaries such as a bank. In contrast, blockchain
technology uses consensus mechanisms to create a decentralised and trustless network that eliminates the
need for intermediaries. The following author highlights the trustless nature of blockchain technology:

“A system that allows non-trusting participants to interact with each other in a predictable, certain
manner.” (Christidis and Devetsikiotis, 2016, p. 2298)

9.3 | Limitations
9.3.1 | Large mining pools

In Proof of Work blockchains, it has become to costly for an individual to mine Bitcoin themselves.
Therefore, people work together in mining pools and distribute the profit over all participants. However,
this concentration of mining power into the hands of a few mining pool managers poses a significant
security risk. As is illustrated by this citation:

“ Additionally, the incentives in PoW are unexpectedly promoting centralization as the proliferation
of mining pools confirm. This together with the mint reduction, reward diminution and fee increase
could compromise the system.” (Reyna et al., 2018, p. 178)

9.3.2 | Limited technical knowledge

The application of blockchain technology requires very specific technical knowledge. This hinders blockchain
adoption, but it also centralises power to those who have the ability to maintain the blockchain. As one
author noted:

“The technical complexity of the blockchain makes it a challenge for individual users to understand,
accept and have confidence in participation.” (Wang et al., 2019, p. 74)

9.3.3 | Miner selection

In private blockchain, nodes are selected by an authority. As this reintroduces the needs to trust an
authority and the need to trust individual miners. This is best illustrated by the next citation:

“Another issue to consider when deploying (or participating) in a blockchain network is deciding on
(or examining) the miner set. Recall that while a miner cannot fake a transaction or rewrite history,
it can prevent a new, valid transaction from being added to the blockchain, effectively censoring
it. The tolerance of a consensus mechanism against Byzantine nodes is limited; if the number of
miners that conspire violates that threshold, the risk of transaction censorship is severe.” (Christidis
and Devetsikiotis, 2016, p. 2300)

9.3.4 | Coin loss

A large problem in cryptocurrencies is that of coin loss. If someone loses the key to their wallet, there is
no way to retrieve these coins. As one author explains:

“A common problem of virtual currencies, beyond the controversy surrounding their real value, is
the problem of coin loss. If the wallet key is forgotten, there is no mechanism to operate with these
coins. It has been estimated that 30% of bitcoins are lost.” (Reyna et al., 2018, p. 176)
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9.3.5 | lllegal activity

Cryptocurrencies are widely used to facilitate illegal activity. There is no authority that monitors the
transactions and transactions are made pseudonymous. This allows criminals to use cryptocurrencies to
transact, without federal regulation.

“The criminal use ofcryptocurrency is equally alarming when the automatic and autonomous
properties of a blockchain are exploited: money laundering, illicit marketplaces and ransomware.
Increasing cybercrimes lead to data breaches, financial crimes, market manipulation, IP theft and
public safety and security risks.” (Wang et al., 2019, p. 176)

9.3.6 | Volatility of cryptocurrency

Another issue when dealing with cryptocurrency is its volatility. Extreme fluctuations in price over a short
period of time are common in most cryptocurrencies. This makes it difficult to use cryptocurrencies as a
means of exchange of value.

“The FEuropean Central Bank, has warned of its volatility risk but have also admitted its potential as
a financial innovation.” (Reyna et al., 2018, p. 177)

9.3.7 | Energy consumption

Blockchains, specifically Proof of Work blockchain, require an enormous amount of energy to keep running.
This energy is needed to ensure the immutability aspect of the blockchain. This is not only a environmental
hazard, but it also makes blockchains very expensive to maintain. As reflected in this citation:

“A main criticism point is that PoW is responsible for wasting large amounts of real resources such
as electricity. For example, Ethereum’s Wiki pages claim that Bitcoin and Ethereum burn over $1
million worth of electricity and hardware costs per day for running their consensus mechanism.”
(Andoni et al., 2019, p. 166)

9.3.8 | Inefficient

A variety of characteristics make blockchain technology inefficient compared to alternatives. As one author
noted:

“One view is that there is not much value in setting up proprietary centralized blockchains for
financial purposes, which do the same thing less efficiently than existing databases.” (Kshetri, 2018,
p. 87)

9.3.9 | Resource cost

Many authors acknowledge the high resource costs that come with blockchain. Blockchain requires
expensive and specialised equipment required for running the network. This creates a barrier to entry and
centralises power in the hands of those who can afford the necessary hardware. Moreover, this makes
blockchain hard to scale, since growing the network becomes increasingly expensive.

“ At present, information in blockchain systems can be transferred for very low costs, but validation
and verification of data comes with high hardware and energy costs.” (Andoni et al., 2019, p. 166)

9.3.10 | Scalability

A number of characteristics make it hard to scale blockchain have already been discussed and the scalability
issue of blockchain is recognised by many authors.

“Storage capacity and scalability have been deeply questioned in blockchain. In this technology,
the chain is always growing, at a rate of 1MB per block every 10 min in Bitcoin, and there are
copies stored among nodes in the network. Although only full nodes (a node that can fully validate
transactions and blocks) store the full chain, storage requirements are significant. As the size grows,
nodes require more and more resources, thus reducing the system’s capacity scale.” (Reyna et al.,
2018, p. 175)
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9.3.11 | Slow

Blockchain is also extremely slow compared to traditional ledgers. In a blockchain, every transaction
needs to be verified and this takes time. Therefore, blockchain may not be the right solution when high
performance is required.

“For Ethereum, one of the most popular blockchains for smart contracts, this occurs “approrimately
every 17 seconds — a far cry from the milliseconds to which we are accustomed while using non-
blockchain databases.” (Wang et al., 2019, p. 74)

9.3.12 | Storage issues

A blockchain network requires all nodes to store the entire ever-growing ledger locally. The following
citation describes how this limits blockchain deployment:

“Full nodes must store the entire blockchain (currently more than 150 and 46 GB in Bitcoin and
Ethereum, respectively) for a full validation of transactions and blocks, thus their deployment can
be very limited in IoT devices.” (Reyna et al., 2018, p. 180)

9.3.13 | Irreversible

Once a transaction enters the blockchain, it becomes immutable, meaning that it cannot be reversed.
While it is possible to correct mistakes through a compensating transaction, this requires the cooperation
of all parties involved. However, this issue becomes more complex when dealing with smart contracts,

as faulty code can result in security vulnerabilities and bugs that can compromise the integrity of the
blockchain.

“Bugs in contract coding are especially critical because of the irreversibly and immutable nature of
the system.” (Reyna et al., 2018, p. 177)

9.3.14 | Legal issues

Blockchain faces a variety of legal issues. Blockchain facilitates illegal conduct, it is often used as a means
of tax evasion and it is hard to adhere to privacy regulations.

“A number of unique legal matters emerge from a blockchain’s distributed nature, as blockchains
are decentralised and, in many cases, global. They cannot be shut down by any one legal system,
and they exist outside the boundaries of conventional laws defined by jurisdiction. Local and
international laws, industry-specific requlations, data sharing regulations, intellectual property,
liability and general commercial agreements, such as the service level and performance assurances,
should all be carefully examined.” (Wang et al., 2019, p. 79)

9.3.15 | Privacy

Blockchain faces a variety of privacy concerns. All transactions in a blockchain are publicly available and
transactions have been traced to specific individuals, even though participants are pseudonymous.

“The blockchain affords pseudonymity, meaning that all transactions are transparent, yet are not
explicitly connected to real-world individuals or organisations. However, this anonymity could be
broken, connecting individual transactions to parties. This may not be of concern for upstream
suppliers. For instance, for individual farmers in the food sector, this transparency brings marketing
and branding benefits. However, for downstream consumers, their privacy may be compromised and
sensitive detailed personal information revealed.” (Wang et al., 2019, p. 74)

9.3.16 | Unwilling to share all data

Blockchain proponents often assume that businesses want to implement blockchain. However, sharing all
your transaction data on a public ledger is a significant barrier to entry.

“Some organisations may assume information as a competitive advantage which makes them unwilling
to share valuable and critical information.” (Saberi et al., 2019, p. 2125)
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9.3.17 | Regulatory barriers

Blockchain network have to comply to the same legislation as every other ledger system. Due to the
unique properties of blockchain networks, this has proven to be difficult in many cases.

“First, the global supply chain operates in a complex environment that requires various parties to
comply with diverse laws, requlations and institutions. They include maritime laws and regulations,
commercial codes, laws pertaining to ownership and possession of multiple jurisdictions in the
shipping routes. Since international businesses operate against the backdrop of these established old
laws, customs and institutions that are managed by human beings, implementing blockchain-based
solutions can be an extremely complez task .” (Kshetri, 2018, p. 88)

9.3.18 | Security concerns

One of the most often cited limitation of blockchain is its security. A variety of characteristics of blockchain
contribute to these security concerns. As is highlighted by the next citations:

“Security: weaknesses and threats The Bitcoin protocol has been thoroughly analyzed, and various
vulnerabilities and security threats have been discovered. The most common attack is the 51% attack
or magjority attack.” (Reyna et al., 2018, p. 175)

9.3.19 | Data entered not reliable

Blockchain is able to ensure that data that has entered the blockchain is immutable. However, the data is
that initially entered may not be reliable in the first place. As one author explained:

“But if you then drill a hole in the container, take out all the teddy bears, and replace them with
cocaine, the blockchain won’t catch that. The blockchain is about taming all of the virtual attributes
of the container, all of the paperwork that accompanies it. But the boundary between the physical
and virtual worlds will always be a bit more lawless.” (Kshetri, 2018, p. 88)

9.3.20 | Off-chain oracles

The previous example actually describes an instantiation of the oracle problem. Only one article specifically
used the word oracle to describe the connection between the real world and the blockchain.

“... working with smart contracts requires the use of oracles which are special entities that provide

real-world data in a trusted manner.” (Reyna et al., 2018, p. 182)
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