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Abstra
tImportant properties of good software are reliability and predi
tability. There isno pla
e for strange and unwanted behavior in software su
h as arbitrary valuesor system 
rashes. In ANSI-C programs using the tree-like data stru
tures ofthe ATerm library, improper use of globally de�ned ATerms 
an 
ause su
hbehavior. This thesis des
ribes a method for transforming ANSI-C sour
e 
ode,using the ASF+SDF Meta Environment, to a format that 
an be 
he
ked forthese patterns of, sometimes hard to �nd, unwanted behavior using the CADPtoolkit's model 
he
ker.



A
knowledgmentsI would like to take the opportunity to express my thanks to all those whohelped me in any way with my Master's proje
t.Spe
ial thanks go to Mark van den Brand and Ja
o van de Pol, my super-visors, who helped me when I got stu
k and provided helpful insight and tipsthat aided me in moving the proje
t forward.I also want to thank my 
olleagues and roommates Bas, Chantal, Dennis,Arjan, Ludo, Remko and Alexander who helped me along and were always pre-pared to brainstorm with me. Furthermore, my thanks go out to the membersof the Software Engineering & Te
hnology (SET) group at the Eindhoven Uni-versity of Te
hnology.Last but not least, I want to thank my parents, friends and Renée for theirsupport. Eindhoven, De
ember 2007Joost Gabriels

1



Contents
1 Introdu
tion 51.1 Software quality . . . . . . . . . . . . . . . . . . . . . . . . . . . 51.2 Problem des
ription . . . . . . . . . . . . . . . . . . . . . . . . . 61.3 Thesis outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72 Annotated Terms 82.1 ATerms and a

idental removal . . . . . . . . . . . . . . . . . . . 82.2 The problems illustrated . . . . . . . . . . . . . . . . . . . . . . . 92.2.1 Global ATerms . . . . . . . . . . . . . . . . . . . . . . . . 92.2.2 ATerms in stru
ts . . . . . . . . . . . . . . . . . . . . . . 112.2.3 Mismat
h of prote
t and unprote
t . . . . . . . . . . . . . 112.3 Con
lusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132.4 Planned approa
h . . . . . . . . . . . . . . . . . . . . . . . . . . 143 Parsing ANSI-C with ASF+SDF 163.1 ASF+SDF Meta Environment . . . . . . . . . . . . . . . . . . . . 163.1.1 Syntax De�nition Formalism . . . . . . . . . . . . . . . . 163.1.2 Algebrai
 Spe
i�
ation Formalism . . . . . . . . . . . . . 173.1.3 Using the Meta Environment . . . . . . . . . . . . . . . . 183.2 Stru
ture of ANSI-C programs . . . . . . . . . . . . . . . . . . . 183.2.1 Ambiguities . . . . . . . . . . . . . . . . . . . . . . . . . . 203.2.2 The C-subset . . . . . . . . . . . . . . . . . . . . . . . . . 223.3 Normalizing ANSI-C 
ode . . . . . . . . . . . . . . . . . . . . . . 234 The Control Flow Graph 274.1 Stru
ture and De�nition . . . . . . . . . . . . . . . . . . . . . . . 274.2 Building the 
ontrol �ow graph . . . . . . . . . . . . . . . . . . . 284.3 Basi
 Statements . . . . . . . . . . . . . . . . . . . . . . . . . . . 294.3.1 De
larations . . . . . . . . . . . . . . . . . . . . . . . . . . 294.3.2 Assignments . . . . . . . . . . . . . . . . . . . . . . . . . 304.4 Repetitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 304.4.1 While-Do repetition . . . . . . . . . . . . . . . . . . . . . 304.4.2 Do-While repetition . . . . . . . . . . . . . . . . . . . . . 314.5 If-then-else alternative . . . . . . . . . . . . . . . . . . . . . . . . 324.6 Global De�nitions . . . . . . . . . . . . . . . . . . . . . . . . . . 334.7 Flow-altering statements . . . . . . . . . . . . . . . . . . . . . . . 344.7.1 Fun
tion Calls . . . . . . . . . . . . . . . . . . . . . . . . 344.7.2 The problem of re
ursion . . . . . . . . . . . . . . . . . . 352



4.7.3 Return statements . . . . . . . . . . . . . . . . . . . . . . 394.7.4 Break statements . . . . . . . . . . . . . . . . . . . . . . . 394.8 The nail warehouse . . . . . . . . . . . . . . . . . . . . . . . . . . 415 The Dual Graph 445.1 Stru
ture of the dual graph . . . . . . . . . . . . . . . . . . . . . 445.2 Building the dual graph . . . . . . . . . . . . . . . . . . . . . . . 455.3 The nail warehouse revisited . . . . . . . . . . . . . . . . . . . . . 466 Abstra
tion 486.1 The Abstra
t Graph . . . . . . . . . . . . . . . . . . . . . . . . . 486.2 Building the abstra
t graph . . . . . . . . . . . . . . . . . . . . . 496.2.1 Phase 1: Traversing the external de
larations . . . . . . . 496.2.2 Phase 2: Abstra
ting de
larations and statements . . . . 496.3 Nail warehouse example . . . . . . . . . . . . . . . . . . . . . . . 537 Model Che
king with CADP 567.1 The CADP toolkit . . . . . . . . . . . . . . . . . . . . . . . . . . 567.1.1 The Aldebaran Graph . . . . . . . . . . . . . . . . . . . . 567.1.2 Redu
ing the models . . . . . . . . . . . . . . . . . . . . . 577.1.3 Regular alternation-free µ-
al
ulus . . . . . . . . . . . . . 587.1.4 Evaluator . . . . . . . . . . . . . . . . . . . . . . . . . . . 597.2 Behavioral patterns . . . . . . . . . . . . . . . . . . . . . . . . . . 607.2.1 Prote
t before use . . . . . . . . . . . . . . . . . . . . . . 607.2.2 Mat
hing prote
t and unprote
t . . . . . . . . . . . . . . 607.3 Che
king the models . . . . . . . . . . . . . . . . . . . . . . . . . 617.3.1 The Nail Warehouse . . . . . . . . . . . . . . . . . . . . . 627.3.2 Test programs . . . . . . . . . . . . . . . . . . . . . . . . 638 Results and Con
lusions 698.1 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 698.2 Con
lusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 698.3 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 728.3.1 Model Che
king program sour
e 
ode . . . . . . . . . . . 728.3.2 Fa
t extra
tion . . . . . . . . . . . . . . . . . . . . . . . . 748.4 Re
ommendations and future work . . . . . . . . . . . . . . . . . 74A List of Tools 81B Using the ATerm library 82B.1 Nail Warehouse 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . 83B.2 Nail Warehouse 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . 84B.3 Test program 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85B.4 Test program 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86B.5 Test program 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87B.6 Test program 4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88B.7 Test program 5 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89B.8 Test program 6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90B.9 Test program 7 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91B.10 Test program 8 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 923



C Normalizing 93C.1 Normalizing (SDF) . . . . . . . . . . . . . . . . . . . . . . . . . . 93C.2 Normalizing (ASF) . . . . . . . . . . . . . . . . . . . . . . . . . . 94D Control Flow Graph 101D.1 Triple . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101D.2 Tuple . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102D.3 De
lStat . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103D.4 Control Flow Graph stru
ture (SDF) . . . . . . . . . . . . . . . . 104D.5 Control Flow Graph stru
ture equations (ASF) . . . . . . . . . . 107D.6 Building the 
ontrol �ow graph (SDF) . . . . . . . . . . . . . . . 110D.7 Building the 
ontrol �ow graph (ASF) . . . . . . . . . . . . . . . 114E Dual Graph 126E.1 Dual Graph stru
ture (SDF) . . . . . . . . . . . . . . . . . . . . 126E.2 Dual Graph stru
ture equations (ASF) . . . . . . . . . . . . . . . 128E.3 Building the dual graph (SDF) . . . . . . . . . . . . . . . . . . . 129E.4 Building the dual graph (ADF) . . . . . . . . . . . . . . . . . . . 130F Abstra
t Graph 132F.1 Label . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132F.2 Abstra
t Graph stru
ture (SDF) . . . . . . . . . . . . . . . . . . 132F.3 Abstra
t Graph stru
ture equations (ASF) . . . . . . . . . . . . 134F.4 Building the abstra
t graph (SDF) . . . . . . . . . . . . . . . . . 135F.5 Building the abstra
t graph (ASF) . . . . . . . . . . . . . . . . . 137G Aldebaran graph 148G.1 Quote . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 148G.2 AutEdge . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149G.3 Aldebaran graph stru
ture (SDF) . . . . . . . . . . . . . . . . . . 150G.4 Aldebaran graph stru
ture equations (ASF) . . . . . . . . . . . . 151G.5 Building the Aldebaran graph (SDF) . . . . . . . . . . . . . . . . 151G.6 Building the Aldebaran graph (ASF) . . . . . . . . . . . . . . . . 152

4



Chapter 1Introdu
tionConsider the following toy example:Example 1.0.1. Consider a warehouse in nails. This parti
ular warehousesells just one type of nail and at any given time, it 
an store up to 500,000nails. The warehouse poli
y is to order more nails from the manufa
turer whenthe number of nails in storage is less than 1,000.Today, the inventory shows 400,025 nails and an order for 400,000 nailshas 
ome in from a DIY-store. This order should not be a problem sin
e thereare enough nails in inventory. The order is pla
ed, the nails are sold and ...the system 
rashes, no order for new nails is 
reated and the inventory numbershows 352,028 nails. What went wrong? Why the strange inventory number?Why did the system 
rash? (End of Example)1.1 Software qualityMu
h has been said on the topi
 of reliability of software and mu
h e�ort hasbeen put into the development of te
hniques to improve the reliability of soft-ware. One of the 
hara
teristi
s of reliable software is its 
orre
tness. In otherwords, that the 
onstru
ted software is 
orre
t with regards to its spe
i�
ationand that it simply does what it was designed to do. Another is the predi
tabilityof software. If a value is assigned to a variable, and we read it again withoutany a
tion on it in the mean time, we expe
t it to still have that same value.Reliability and predi
tability leave no room for strange, sometimes hard to ex-plain, behavior like o

urred in the nail warehouse.As software systems grow bigger and more paths and bran
hes are added to
reate new fun
tionality, the 
omplexity in
reases. Over time it 
an be di�
ultto have a 
lear overview of the software. This is not di�
ult just be
ause ofthe size, but also be
ause of the 
omplexity of the 
ode and individual styles ofprogrammers. Debugging software to �nd out what 
auses some strange a
tionthat �should not have happend� (su
h as an inventory value of 352,028 nails)
an take a very long time. Therefore, being able to transform the software and5



the safety requirements into a form where they 
an automati
ally be 
he
kedis highly desirable and 
an answer questions like: "Does this model of the soft-ware violate the requirements?" and "Is there some bran
h that results in faultya
tions?"Model 
he
kers that 
he
k models against a set of safety requirements existand have proven useful in dis
overing errors in systems. An example of su
ha model 
he
ker is the CADP evaluator [4℄ that has been used su

essfullyin verifying hardware systems and 
ommuni
ation proto
ols. (See [2℄). Mostmodel 
he
kers do not work with a
tual programs as input, but use models.Ea
h model 
he
ker uses its own kind of model language. The CADP evaluator
an work with a graph stru
ture is while the the SPIN model 
he
ker [20, 5℄works on model programmed in the Promela language [5℄.1.2 Problem des
riptionWhen using the ATerm library [32℄ in 
omputer programs, unwanted behavior
an o

ur. The ATerm library is a simple and e�e
tive means of representingtree-like stru
tures, that 
an be used for ex
hange of 
omplex data stru
turesbetween appli
ations. The ATerm library uses maximal subterm sharing andhas an automated garbage 
olle
tor. When using the ATerms, unwanted behav-ior 
an be triggered by improper use of the prote
t and unprote
t fun
tions thatthe ATerm library provides. An unexpe
ted garbage 
olle
tion of unprote
tedglobally de�ned ATerms 
an 
ause arbitrary values upon referen
ing. Further-more, a mismat
h between a prote
t and unprote
t a
tion 
an 
ause a memoryleak or system 
rash.This thesis, des
ribes the resear
h and development of a proof-of-
on
eptthat tries to answer the following question:�How 
an ANSI-C sour
e 
ode (using the ATerm library) be 
he
kedfor patterns of unwanted behavior using Model Che
king te
hniques.�The proof-of-
on
ept will 
onsist of a des
ription and implementation of amethod that will 
he
k, by using model 
he
king te
hniques, a given ANSI-C program using the fun
tions of the ATerm library against a set of safetyrequirements that ensure proper use of global ATerms. The ATerm library'sprote
t/unprote
t s
heme provides a 
lear set of �behavioral patterns� to 
he
kfor in the programs. The resear
h 
an be divided into several sub questions:1. What are the problems with globally de�ned ATerms in 
ombination withautomati
 garbage 
olle
tion?2. What kind of behavior is unwanted and how 
an it be re
ognized?3. How 
an the program be represented in su
h a way, that it 
aptures the�ow of the program?(a) What parser for ANSI-C should be used?(b) What intermediate stru
tures should be used?6



4. What information is ne
essary and what information 
an be abstra
tedaway?5. How 
an we 
he
k this representation with model 
he
king te
hniques to�nd the 
ases of unwanted behavior?(a) What model 
he
ker should be used?(b) How should the patterns of unwanted behavior be represented?1.3 Thesis outlineChapter 2 explains what the ATerm library is and illustrates the problems that
an 
ome from 
arelessness in using globally de�ned ATerms. Chapter 3 intro-du
es the SDF formalism and tools with whi
h the ANSI-C language 
an betransformed and in 
hapter 4, the pro
ess of transformation from programminglanguage to 
ontrol �ow graph is explained. In 
hapter 5, the 
ontrol �ow graphis transformed into a dual graph to mat
h the graph type of the CADP model
he
ker. This model will then be abstra
ted in 
hapter 6. All unne
essaryinformation (i.e. that is not 
on
erned with ATerms) will be removed so thatwith well known state spa
e redu
tion te
hniques, the size and 
omplexity of themodel 
an be minimized. Chapter 7 des
ribes the a
tual model 
he
king pro
essand gives examples of the results obtained. Certain requirements of proper useare 
he
ked with the abstra
ted and minimized models to see if improper use
an be dete
ted. Finally, 
hapter 8 will hold the results and 
on
lusions of theproje
t.

7



Chapter 2Annotated TermsATerms or "Annotated Terms" (as des
ribed in [32℄ and [33℄) is a simple ande�
ient means of representing tree-like stru
tures that is platform and lan-guage independent. ATerms are e�
ient be
ause of the use of maximal subtermsharing whi
h makes them ideal for sharing 
omplex data stru
tures betweenappli
ations.Instead of re
reating the same obje
t over and over again, ATerms are reused.This way, only new terms will be made whi
h redu
es the memory 
onsump-tion. The ATerm library does this by 
he
king a hash table with pointers to theATerms to see if the ATerm has already been 
reated. ATerms are widely usedin a range of appli
ations su
h as the Toolbus [11℄, JITty [30℄, mCRL2 [18℄,Stratego [12℄, in the ASF+SDF Meta Environment [1, 37, 24℄ and may moreappli
ations su
h as development environments and term rewrite engines. See[33℄ for a list of more appli
ations that use ATerms.Another thing that makes the ATerm library so e�
ient is an automatedgarbage 
olle
tion me
hanism that 
leans up ATerms that are no longer used inorder to free memory that would otherwise be unavailable. Providing some sortof 
ontrol over this pro
ess, the ATerm library provides fun
tions to expli
itlyprote
t ATerms from untimely removal by the garbage 
olle
tor and unprote
tthem to free memory.Unfortunately, even though this me
hanism is very e�e
tive, forgetting toprote
t 
ertain types of ATerms 
an sometimes 
ause strange behavior in pro-grams.2.1 ATerms and a

idental removalAny time a new ATerm is 
reated, the library 
he
ks if it 
an reuse an oldATerm from a free-obje
ts-list. This list holds removed ATerms who's mem-ory 
an be reused and new ATerms that are not yet in use. If this is not the
ase, the garbage 
olle
tor will start its �mark-sweep� algorithm to 
lean upunused ATerms. It does this by �rst marking all ATerms as �dead� and then
he
king whi
h ATerms are rea
hable from a known set of root obje
ts on the8



exe
ution-sta
k. These rea
hable obje
ts are marked as �live� and all remain-ing �dead� obje
ts are moved into a free-obje
ts-list. ATerms in this list are notimmediately disposed of, but will again be reused upon 
reation of a new ATerm.When using ATerms as global variables in a program, the programmer mustalways keep in mind that without expli
it prote
tion, these ATerms are unpro-te
ted and will be marked �dead� in the next garbage 
olle
tor run. Expli
itprote
tion of the globally de
lared ATerms will put them in a data stru
turethat is a

essible by the garbage 
olle
tor. Only this way, will the global ATermswill be marked as �live� again.Referen
ing a garbage-
olle
ted ATerm 
an result in retrieving an arbitrarymeaningless value without any warning 
on
erning its removal. Be
ause theATerm is removed, this is like retrieving a value through a null-pointer. ATermsthat are de
lared within fun
tions of the program do not have to be prote
tedand unprote
ted by the programmer. These lo
al ATerms are automati
allyprote
ted for the duration of the fun
tion (see [15℄).When an ATerm is moved into the free-obje
ts-list, its value 
an still beretrieved, until the 
reation of a new ATerm reuses its memory. This adds tothe 
onfusion when forgetting to prote
t and unprote
t global ATerms 
ausesstrange, seemingly unrelated, errors between fun
tions.A global ATerm, that is not prote
ted is a 
andidate for removal in the nextgarbage 
olle
tion. Other 
andidates are stru
ts and globally de
lared arraysthat hold ATerms. The ATerms in these self-made data stru
tures and arraysmust also be prote
ted expli
itly in order to make sure that they will not beremoved in the next sweep.Besides arbitrary values, 
arelessness in prote
ting and unprote
ting globalATerms poses another problem. To su

essfully prote
t an ATerm, the prote
tand unprote
t a
tions must mat
h. That is, every prote
t is eventually followedby an unprote
t and every unprote
t is eventualy pre
eded by a prote
t. Pro-grams that have prote
t a
tions without mat
hing unprote
t a
tions will keepunused memory prote
ted and 
reate a memory leak. If a tra
e through theprogram exists where an unprote
t a
tion is done without a prote
t pre
edingit, the program will give a segmentation fault and give a 
ore dump.2.2 The problems illustrated2.2.1 Global ATermsFigure 2.1 shows a 
ode fragment that sket
hes the faulty use of a globally de-
lared ATerm.The 
ode fragment shows a global ATerm of type integer being de
lared in(1), de�ned with the value 42 in (2) and referen
ed in (3) without any prote
tionagainst garbage 
olle
tion. Sin
e there is no telling when the garbage 
olle
torwill start its sweep, no guarantee 
an be given whether the global ATerm will9



ATermInt global; (1)int main(int arg
, 
har* argv[℄){ ...global = ATmakeInt(42); (2)...ATprintf("%t",global); (3)...}Figure 2.1: Code fragment of improper use of global ATermsstill exist when it is referen
ed.To demonstrate the possibility of strange behavior, several test programshave been made whi
h intentionally for
e the garbage 
olle
tor to remove aglobal ATerm. This provides the possibility to see what goes wrong and howthat 
orresponds with the model 
he
ker's output. These test programs havebeen in
luded in appendix B and will return in 
hapter 7.The ATerm library has the option to give verbose information on the garbage
olle
tor. Using this verbose option, the 
ode in �gure 2.1 was used in a testprogram (Appendix B.3) with the following output:Value of global ATerm = 7014762 garbage 
olle
ts,sta
k depth: 2147483647/0/0 wordsre
lamation per
entage: 2147483647/0/0Figure 2.2: Verbose ATerm output illustrates removalIn the a
tual test program (Appendix B.3), a global ATerm was given thevalue 42. After that, 400,000 new ATerms were 
reated. The garbage 
olle
torran twi
e and removed the unprote
ted global ATerm. The �nal a
t of printingthe value of the global ATerms gives an arbitrary value.The 
ode fragment in �gure 2.3 shows the proper use of a global ATerm.After de
laring the global ATerm in (1), it has to be prote
ted in (2) before itis de�ned in (3). Both de�ning and referen
ing the ATerm in (4) will now beguaranteed to be su

essful. The prote
tion fun
tion puts the global ATermsin a data stru
ture that is a

essable by the garbage 
olle
tor during its sweep.This way, it 
an be labeled as �live� and will not be removed. The programmermust make sure to unprote
t the ATerm in (5) after he is done with it. This willmake sure the ATerm 
an be 
olle
ted upon the next sweep. By unprote
ting,no more memory is retained than ne
essary.10



ATermInt global; (1)int main(int arg
, 
har* argv[℄){ ...ATprote
t(&global); (2)global = ATmakeInt(42); (3)...ATprintf("%t",global); (4)...ATunprote
t(&global); (5)...}Figure 2.3: Code fragment of proper use of global ATermsExpli
itly prote
ting the global ATerm as done in �gure 2.3 (Appendix B.4)now shows: Value of global ATerm = 422 garbage 
olle
ts,sta
k depth: 2147483647/0/0 wordsre
lamation per
entage: 2147483647/0/0Figure 2.4: Verbose ATerm output shows su

ess2.2.2 ATerms in stru
tsA similar situation arises with the use of ATerms in stru
ts and globally de�nedarrays. The 
ode fragment in �gure 2.5 shows a stru
t in whi
h an ATerm isused but not prote
ted. This ATerm again must be expli
itly prote
ted by theprogrammer to prote
t it from being 
olle
ted.The ATerm is part of a stru
t (1) and is de
lared in (2). It will eventuallybe de�ned in (3) and may or may not be present when the ATerm is referen
edin (4). In the 
ode fragment in �gure 2.6, the stru
t is properly used.Like the example in �gure 2.3, the ATerm is (globally) de
lared inside thestru
t in (1) and (2), expli
itly prote
ted in (3). De�ning it in (4) and usingit in (5) 
an be done without any problems. After whi
h it must be freed byunprote
ting it in (6).2.2.3 Mismat
h of prote
t and unprote
tForgetting to unprote
t a prote
ted global ATerm will 
ause a memory leak and
alling unprote
t while no pre
eding prote
t was 
alled 
auses a segmentation11



stru
t foo {...ATermInt bar; (1)...} myStru
t; (2)...int main(int arg
, 
har* argv[℄){ ...myStru
t.bar = ATmakeInt(42); (3)...printf("%d", A"TgetInt(myStru
t.bar)); (4)...}Figure 2.5: Code fragment of improper use of a global ATerm in a stru
tstru
t foo {...ATermInt bar; (1)...} myStru
t; (2)...int main(int arg
, 
har* argv[℄){ ...ATprote
t(&myStru
t.bar); (3)myStru
t.bar = ATmakeInt(42); (4)...printf("%d", A"TgetInt(myStru
t.bar)); (5)...ATunprote
t(&myStru
t.bar); (6)...}Figure 2.6: Code fragment of proper use of a global ATerm in a stru
tfault and results in a 
ore dump. To investigate this, four test programs werewritten (Appendix B.7 through B.10.). Consider the 
ode fragment in �gure2.7.After de
laration of the ATerm as global in (1), a 
hoi
e is made by referringto some random value produ
ed by the ANSI-C pseudo random number gener-ator. In one bran
h, the global ATerm is prote
ted prior to de�ning it in (2)and (3), in the other it is not. It is dire
tly de�ned in (4). After both bran
hesare �nished, a �nal use a
tion on the ATerm is performed in (5) whereafter the12



ATermInt global; (1)int main(int arg
, 
har* argv[℄){ ...if(randomValue < 50) {ATprote
t(&global); (2)global = ATmakeInt(371); (3)...}else { global = ATmakeInt(42); (4)...}ATprintf("Value of global ATerm = %t\n",global); (5)ATunprote
t(&global); (6)...} Figure 2.7: Code fragment with mismat
h in the else bran
h.ATerm is unprote
ted in (6). Both the result of the mismat
h (no prote
t inthe else bran
h) and the de�nition of an ATerm without prote
tion (also in theelse bran
h) 
an now be seen by 
he
king the output in �gure 2.8.Value was at least 50Value of global ATerm = 352040random number was: 84Segmentation fault (
ore dumped)Figure 2.8: Output shows mismat
h and arbitrary valueNot only did the else bran
h violate the demand that the global ATermmust be prote
ted prior to use (hen
e the strange arbitrary value 352040), butthe mismat
h between prote
t and unprote
t in that same bran
h 
aused thesegmentation fault.2.3 Con
lusionsAs a 
on
lusion: 
arelessness in the prote
tion of globally de�ned ATerms 
an
ause strange behavior or even result in a segmentation fault. Just imagine theimpli
ations when the mentioned arbitrary values are used as guard 
onditions.The question how to 
he
k whether all globally de�ned ATerms are prote
tedprior to de�ne or use a
tions, and all prote
ted ATerms are eventually unpro-te
ted and vi
e versa is the main topi
 addressed in this thesis. As a summary,
onsider the informal des
ription of proper use of the ATerm library in �gure 2.9.13



Proper use of the ATerm library:(1) After de
laration, All define and use a
tions must be betweenprote
t and unprote
t.De
laration -> Prote
t -> (Define or Use)* -> Unprote
t(2) After a global ATerm is unprote
ted it must first be prote
tedagain before it 
an be defined again. After defining, the ATerm
an be used again.Unprote
t -> ... -> Prote
t -> Define -> (Define or Use)* -> Unprote
t(3,4) Every prote
t is eventually followed by an unprote
t and vi
e versaProte
t -> ... -> Unprote
tFigure 2.9: Summary: Proper use of the ATerm libraryAny violation of these patterns should result in an error in the output of themodel 
he
ker.2.4 Planned approa
hGiven the problems with global ATerms des
ribed in this 
hapter, a plannedapproa
h 
an be made. Firstly, the programs need to be parsed in order to beable to transform them into a format that 
an be used as input for a model
he
ker. The ASF+SDF Meta Environment will be used for both parsing andtransforming. The Meta Environment is a framework for language developmentand sour
e transformations and provides means to use 
ustom intermediate lan-guages and data stru
tures. Its build-in support for the ANSI-C language andin-house expertise at the Eindhoven University of Te
hnology make it the �rst
hoi
e. Alternatively, �ex and bison [7℄ or perhaps the GNU C 
ompiler (GCC)
ould be used to 
onstru
t a parser for the ANSI-C language.Before anything else is done, the ANSI-C 
ode must �rst be normalized toredu
e the number of language 
onstru
tions that need to be 
he
ked. Afterthat, the ��ow� of the programs needs to be extra
ted to be able to say any-thing about the order in whi
h statements are exe
uted. Two intermediate datastru
tures will be used to 
apture that �ow. One stru
ture has the a
tion labelson the nodes, the other on the edges. These two kinds of graphs open up abroader range of model 
he
kers and analysis tools that may be used in thefuture. The ASF+SDF Meta Environment will be used to transform the pro-grams into 
ontrol �ow graphs (with labels on the nodes) and dual graphs (withlabels on the edges). These two transformations will be done in sequen
e. Firstthe ANSI-C 
ode is transformed into a node-labeled 
ontrol �ow graph whi
h isthen transformed into an edge-labeled dual graph.14



Using this dual graph, all non-global ATerm information 
an be left out,leaving only the global ATerm behavior. This abstra
tion step will label alledges in the dual graph with a set of labels that denotes how an ATerm is used.The resulting graph 
an be used, after a layout transformation, with the CADPevaluator. This on-the-�y model 
he
ker 
an take an edge-labeled graph as amodel. The CADP toolkit will be used for several reasons. Firstly, the CADPtoolkit is freely available for a
ademi
 use. Se
ondly there is again in-house ex-pertise and thirdly, it a

epts graphs as input instead of a model programmedin a language spe
i�
 to that model 
he
ker. The use of a graph provides a moregeneri
 representation that may be used in future resear
h. A domain-spe
i�
language would perhaps narrow down the possibilities. Alternatively a di�erentmodel 
he
ker 
ould be used. If so, transformations from ANSI-C 
ode to thedomain-spe
i�
 language of the model 
he
ker should be 
onstru
ted. As analternative, SPIN [20℄ or mCRL2 [18℄ 
ould be used.The problems with ATerms des
ribed in this 
hapter 
an be turned intopatterns. These patterns or safety properties 
an be expressed in a temporallogi
 usable with the CADP evaluator. By automati
ally 
he
king the patternsagainst the abstra
ted model, the CADP evaluator 
an 
reate an error tra
e vi-sualizing the violation in prote
t / unprote
t use. Using the output of the model
he
ker, it should be 
lear where the unwanted behavior in ANSI-C programs,using the ATerm library, 
omes from.
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Chapter 3Parsing ANSI-C withASF+SDFImperative programming languages su
h as ANSI-C, have the property thatthey are stru
tured in a way su
h that the de
larations and statements aregenerally evaluated in a sequential order. Not only simple assignments, butalso repetitions su
h as while and for are 
onsidered statements themselves.The order in whi
h these de
larations and statements are exe
uted allows us to
apture the so-
alled "�ow" of the program in a dire
ted graph. This 
hapterdes
ribes what formalisms and tools use used to translate ANSI-C programsinto an intermediate stru
ture that 
aptures this �ow.3.1 ASF+SDF Meta EnvironmentFor the transformations in this proje
t, the ASF+SDF Meta Environment [1, 37,24, 34℄ is used. The Meta Environment is a framework for language development,sour
e 
ode transformations and analysis. It uses Syntax De�nition Formalism(SDF) and Algebrai
 Spe
i�
ation Formalism (ASF) to transform and analyzelanguages and various other stru
tures.3.1.1 Syntax De�nition FormalismThe Syntax De�nition Formalism (SDF) 
an be used to des
ribe the syntax ofprogramming languages, domain spe
i�
 languages and data stru
tures. SDFhas a modular stru
ture and allowes for both lexi
al and 
ontext-free de�nitions.An example of the basi
 SDF de�nition of a list is given in �gure 3.1.Presented in �gure 3.1 is the syntax de�nition of a List 
ontainer. Sin
e SDFuses modular syntax de�nitions, other syntax de�nitions 
an be inserted with"imports" at (1). The exports keyword presents the 
ontext-free syntax belowto the outside world. At (2), the stru
ture of a list is de�ned. The X is usedas parameter whi
h a
ts as a generi
 variable. It is instantiated with a 
ertaindatatype when a list is 
reated (e.g. imports List[Integer℄ for a list of integers).Su
h a module is 
alled parameterized. The list starts with a "[" and ends witha "℄". Between the bra
kets, {X ","}* stands for zero or more elements of type16



module 
ontainers/List[X℄imports (1)basi
/Booleansbasi
/Integersexports
ontext-free syntax"[" {X ","}* "℄" -> List[[X℄℄ (2)
ontext-free syntaxlength( List[[X℄℄ ) -> Integerhead( List[[X℄℄ ) -> Xtail( List[[X℄℄ ) -> List[[X℄℄elem( X, List[[X℄℄ ) -> Boolean (3)empty(List[[X℄℄) -> Boolean
ons( X, List[[X℄℄ ) -> List[[X℄℄X ":" List[[X℄℄ -> List[[X℄℄
on
at(List[[X℄℄, List[[X℄℄) -> List[[X℄℄ (4)hiddensimportsbasi
/Commentsbasi
/Whitespa
evariables (5)"X"[0-9\'℄* -> X"X*"[0-9\'℄* -> X*"X,*"[0-9\'℄* -> {X ","}*Figure 3.1: SDF de�nition of a listX separated by 
omma's.Fun
tions on the list stru
ture are also des
ribed here. For example (3) de-�nes a fun
tion elem that 
he
ks whether an element is present in the list. Itdoes this, by taking an X and a list of X's and delivers a boolean value. Thefun
tion is des
ribed by an ASF spe
i�
ation. Another fun
tion is des
ribed in(4). This fun
tion 
alled concat 
on
atenates two lists. The variables that 
anbe used in the ASF equations are de�ned in (5). Note that "X,*" is a just stringthat represents a 
omma separated list.For an extended overview of SDF's 
apabilities and in depth details, see [36℄.3.1.2 Algebrai
 Spe
i�
ation FormalismThe Algebrai
 Spe
i�
ation Formalism (ASF) de�nes the semanti
 propertiesof the de�nitions given in the SDF de�nition. It does this by providing a setof equations that des
ribe how stru
tures in the given SDF de�nition 
an be17



manipulated.[list-elem℄elem (X, [ X,*1, X, X,*2 ℄) = true (1a)[default-list-elem℄elem (X, [X,*℄) = false (1b)[list-
on
at℄ 
on
at([X,*1℄, [X,*2℄) = [X,*1 , X,*2℄ (2)Figure 3.2: ASF equations for the elem and 
on
at fun
tionsFigure 3.2 (1a) and (1b) illustrates the ASF equation of a fun
tion that
he
ks if an element o

urs in a given list. It does this by means of patternmat
hing. It �nds out if it 
an �nd pre
isely that X in the list by 
he
kingwhether the list 
an be split up in su
h a way that zero or more elements are infront and zero or more elements are behind pre
isely that X. If this is the 
ase,the value true is returned, otherwise, false will be the answer. In (2), a fun
tionis des
ribes that 
on
atenates two lists of type X.For an extended overview of ASF's 
apabilities and in depth details, see [35℄.3.1.3 Using the Meta EnvironmentUsing the ASF+SDF Meta Environment, that 
ombines the power of SDF andASF, provides the possibility to analyze and manipulate traditional languages,su
h as ANSI-C, domain-spe
i�
 languages and data stru
tures. Given the SDFde�nition of the list and the ASF equations, a term 
an be made that holds theinitialized fun
tion with values that need to be 
he
ked.A
tually using the elem and concat fun
tion is illustrated in �gure 3.3.elem(3, [1,2,3,4,5℄)
on
at([1,2℄,[3,4℄)Figure 3.3: Using the elem and 
on
at fun
tionSin
e the list 
an be split into the values 1 and 2 in front, 4 and 5 behind and 3in the middle, the result of the elem fun
tion will be true. The result of concatwill be the list [1, 2, 3, 4].3.2 Stru
ture of ANSI-C programsThe book �The C Programming Language� by Kernighan and Rit
hie [23℄ is
onsidered to be the leading referen
e on the ANSI-C standard and 
overs thevarious language 
onstru
tions. The ASF+SDF Meta Environment in
ludes the18



SDF de�nitions of the ANSI-C (
89) standard. These de�nition �les were usedfor parsing the C programs in this proje
t.In transforming sour
e 
ode into an intermediate stru
ture, the ASF+SDFMeta Environment allows for sequentially pro
essing of one statement after an-other and build up a 
ontrol �ow graph at the same time. The pro
ess oftransforming ANSI-C 
ode to a 
ontrol �ow graph is explained in 
hapter 4.The statements and de
larations in the sour
e 
ode are mat
hed against theMeta Environment's syntax de�nition of the ANSI-C programming language.

Figure 3.4: Import graph of the C language in the ASF+SDF Meta EnvironmentFigure 3.4 shows modular stru
ture in the import graph of the C languageas used for this proje
t in the Meta Environment. In the module C, the en-tire ANSI-C program is de�ned as a TranslationUnit whi
h is build up out ofDe
larations (global variables) and Fun
tionDe�nitions. Illustrating how themodular stru
ture allows for the syntax of the entire programming language,
onsider the following example of a Fun
tionDe�nition:Example 3.2.1. Fun
tionDe�nitions are build from:Spe
ifier* De
larator De
laration* "{" De
laration* Statement* "}"-> Fun
tionDefinition.Compare that to the following fun
tion de�nition in C: (with int as Spe
i-�er*, main as De
larator and the parameters as De
laration*)int main(int arg
, 
har** argv) { int i = 0; i = i * 2; return 0; }(End of Example)19



3.2.1 AmbiguitiesANSI-C is an ambiguous language. The SDF de�nition that 
omes with theMeta Environments reads:�DONT: do not try to fully disambiguate this grammar be
ause thatwould ruin its de
larative nature. C is ambiguous. However, theexpression grammar should be fully unambiguous (Expression).�Several ambiguities have arisen during the transformations. Two examplesshall be given. The �rst ambiguity is found in the parsing of parameters infun
tion de�nitions. Consider �gure 3.5.int foo(int 
ounter) { ... }Figure 3.5: Ambiguity in using parametersUsing the visual parse tree in the Meta Environment, the ambiguity 
an bevisualized. In �gure 3.6, the 
olored triangle denotes an ambiguity. Both theleft or the right bran
h are possible ways of parsing the parameter. A 
hoi
eneeds to be taken between parsing int 
ounter as a spe
i�er (left arrow) or as aparameter (right arrow).

Figure 3.6: Visualization of parameter ambiguityWith regard to the ambiguity in �gure 3.6, the right bran
h is preferred be-
ause it des
ribes the most 
ommon way of using parameters, namely with boththe type and name of the variable. The following adaptation has been made tothe SDF syntax de�nition of the parameter.Spe
ifier+ Abstra
tDe
larator -> Parameter {avoid}This removes the ambiguity be
ause it will avoid using this rule and alwaysuse the preferred one. Avoiding this rule, rules out an older way of des
ribingparameters, namely like illustrated in �gure 3.7. This poses a restri
tion butbe
ause the remaining rule des
ribes the most 
ommonly used way of using20



parameters, it may be the best way to eliminate the ambiguity. The formalparameters of a fun
tion are not interesting for this proje
t. In a later stageof the proje
t, the parameters passed to a fun
tion will be examined in thefun
tion 
all statement.int foo(
ounter) int 
ounter; { ... }Figure 3.7: Alternative use of parametersA se
ond ambiguity is found in parsing something of the form illustrated in�gure 3.8. while (i > 0) {foo(
ounter);i--;}Figure 3.8: Foo, de
laration or statement?The problem in �gure 3.8 is that the fun
tion 
all to foo with argument
ounter 
an be parsed in two ways, either as de
laration or as statement as isillustrated in �gure 3.9. Note that this ambiguity only o

urs if a fun
tion 
allwith no return value is used as �rst statement or when ex
lusively pre
eded byde
larations in a repetition or alternative bran
h.

Figure 3.9: Visualization of ambiguity with parenthesisTo work around this problem, the following line in the SDF de�nition isadapted with a reje
t and a bra
ket tag whi
h reje
ts the use of parenthesis21



around a de
larator."(" De
larator ")" -> De
larator {reje
t, bra
ket}This adaptation makes sure that foo(counter); is interpreted as a statementinstead of a de
laration. The downside of this restri
tion is that this reje
tionof parenthesis rules out type 
asting. Due to time 
onstraints, no better alter-native 
ould be investigated.Note 3.2.1. Adapting the SDF de�nition of C like this is to be 
onsidered aworkaround! This does not a
tually �x the problem, but postpones it. A realsolution should be found in the use of amb-
onstru
tors. The workaround was
hosen be
ause it provided a way to fo
us on how to 
he
k the programs andmove the proje
t forward towards its goal. (End of Note)3.2.2 The C-subsetFor the proof of 
on
ept, the attention will be fo
used on a subset of ANSI-C,that is representative for showing that model 
he
king sour
e 
ode against be-havior spe
i�
ations is feasible and an interesting �eld of resear
h.The subset 
onsists of the following language 
onstru
tions:
• De
larations (with and without initializations, both global and lo
al).
• Assignments
• Repetitions (For, While-Do and Do-While).
• Alternative statements (If-then-else).
• Fun
tion 
alls (non-re
ursive).
• In
rement and de
rement operators (e.g. i++, i- -).
• Arrays.
• Stru
ts.
• Break statements.
• Return.
• Basi
 pre-pro
essor statements (#in
lude and #de�ne for 
onstants).What does the subset leave out? Language 
onstru
tions su
h as:
• Pointers and aliases.
• Type 
asts (due to ambiguity elimination).
• Blo
k de�nitions (i.e. { De
laration* Statement* } other than fun
tionde�nitions). 22



• Swit
h statements.
• Continue statements.
• Goto statements.
• Exit statements.
• Break n statements (braking to the n-th loop).
• Fun
tion 
alls (re
ursive).
• Pre-pro
essor statements (#de�ne for ma
ros).During the proje
t, an iterative strategy of development was applied. Asa minimum subset, the �rst four items plus the return statement were imple-mented. With this set, a set of test programs was developed that were subje
tedto the language transformations and 
he
ked against the safety properties. Afterthat, the remaining items on the list were implemented and 
he
ked. The itemson the se
ond list with ex
eption of the goto statement, pointers and re
ursionwere not implemented due to time 
onstraints. The use of this subset meansthat real industrial appli
ations 
annot be 
he
ked at the moment. Chapter 4and 8 will go into some of the problems that need to be solved in order for thissolution to be able to 
ope with real appli
ations.Be
ause the 
ontrol �ow graph is built using an iterative algorithm, �Goto�statements would require referen
e points throughout the graph for linking thefo
us to any number of possible points, making an unstru
tured graph. Gotostatements 
ompli
ate the building pro
ess and are therefore not in
luded inthe C subset.Also the use of aliases and pointers 
ompli
ates things. By using a pointerto global ATerm for de�nitions and referen
ing, the variable name used in thede
laration and de�nition or use a
tion are no longer the same. As will beevident later, this poses a problem with 
he
king what information 
on
ernsATerms and what does not, sin
e ATerm related information is �ltered on thevariable name used in the de
laration. The same holds true for aliases. If analias is used to referen
e, de�ne or even prote
t or unprote
t a globally de�nedATerm, the a
tion will not be �ltered out be
ause of a mismat
h in variablename. For this reason, pointers and aliases are not in
luded in the subset.3.3 Normalizing ANSI-C 
odeThe ANSI-C programming language allows the programmer some freedom inthe way a statement or de
laration is presented. The If-then-else stru
ture forexample, 
an be written in six di�erent ways depending on the number of state-ments in ea
h bran
h. If only one statement is present in a bran
h, the bra
ketsmay be omitted and of no else statement is needed, the entire else-bran
h maybe omitted.This freedom is also present with the for-statement. If the se
ond argument(the 
ondition) is omitted, the loop is in�nite and will not terminate. However,23



the �rst argument of the repetition (i.e. the initialization) will still apply andneeds to be 
onsidered. The �rst and third argument may be left out without aproblem (there are 4 ways of doing this), and will simply be omitted from the�ow.To handle all the variations of de
larations and statements, the ANSI-C 
odeis normalized into normal form that redu
es the number of variations to 
onsiderto a minimum.Consider �gure 3.10 for some of the sour
e-to-sour
e transformations for theif-then-else stru
ture:[elimif-0℄&Statement*3 := walkStats(&Statement1)====>elimif( if (&Expression) &Statement1 ) =if (&Expression) { &Statement*3 } else { skip(); }[elimif-1℄&Statement*3 := walkStats(&Statement*)====>elimif( if (&Expression) { &Statement* } ) = if(&Expression) { &Statement*3 } else { skip(); }[elimif-2℄&Statement*3 := walkStats(&Statement1),&Statement*4 := walkStats(&Statement2)====>elimif( if (&Expression) &Statement1 else &Statement2 ) =if (&Expression) { &Statement*3 } else { &Statement*4 }[elimif-3℄&Statement*3 := walkStats(&Statement*),&Statement*4 := walkStats(&Statement)====>elimif( if (&Expression) { &Statement* } else &Statement ) =if (&Expression) { &Statement*3 } else { &Statement*4 }...Figure 3.10: Sour
e-to-sour
e transformations of the if-then-else stru
tureThe result is that only one variation needs to be pro
essed. The 
omplete if-then-else stru
ture with bra
kets and else-bran
h. If no else-bran
h was present.the skip( ) fun
tion is inserted.Some of the sour
e-to-sour
e transformation for the for loop are presented in�gure 3.11. These transformations transform the for loop into a while-do stru
-24



ture possibly pre
eded by the initializing statement (i.e. the �rst expression inthe for-loop)...[elimfor-1℄for ( ; &Expression2 ; &Expression3 ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := while (&Expression2) { &Statement*1 &Expression3 ; }====>elimfor(&Statement) = &Statement+1[elimfor-2℄for ( &Expression1 ; ; &Expression3 ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := &Expression1 ; while (1) { &Statement*1 &Expression3 ; }====>elimfor(&Statement) = &Statement+1[elimfor-3℄for ( &Expression1 ; &Expression2 ; ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := &Expression1 ; while (&Expression2) { &Statement*1 }====>elimfor(&Statement) = &Statement+1...Figure 3.11: Sour
e-to-sour
e transformations of the for stru
tureMultiple de
larations also pose a variety in the sour
e 
ode sin
e any num-ber of variables of the same type may be de
lared in one line. Consider thetransformation in �gure 3.12.int i, j, k, l, ... ;=> int i; int j; int k; int l, ... ;Figure 3.12: Transformations for multiple de
larationsIn the s
ope of this proje
t, stru
ts are only of interest if instan
es of thatstru
t are de
lared globally. If this is the 
ase, then the global stru
t name
ombined with the individual variable names in the stru
t are themselves 
on-sidered global.When normalizing stru
ts, two things happen. Firstly, the stru
t is trans-formed into as many global de
larations as it has stru
t elements. Se
ondly, if25



foo is the globally de
lared stru
t and bar is the name of the variable, throughoutthe entire sour
e 
ode the o

urren
e of foo.bar is repla
ed by the new variable
foo_bar. This name must not already be in use. Unfortunately, there is no wayto enfor
e this at the moment. Consider the sour
e-to-sour
e transformationsfor the ATerm variable in �gure 3.13.stru
t name { ...; ATerm bar; ... ;} foo;=> ...; ATerm foo_bar; ...foo.bar=> foo_barFigure 3.13: Transformations of a stru
t to global variables
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Chapter 4The Control Flow GraphTo be able to transform the ANSI-C sour
e 
ode into a suitable data stru
tureto hold the �ow of the programs, the Control Flow Graph is introdu
ed. The
ontrol �ow graph 
reates an abstra
tion of the program that represents its be-havior that may 
ontain more paths that are possible in the run-time exe
ution.Not the sour
e 
ode itself, but the behavioral �model� of it is used in model
he
king.4.1 Stru
ture and De�nitionTo de�ne the 
ontrol �ow graph, des
ribed in [8, 40℄, the de�nition by Wilhelmand Maurer [40℄ is adopted for use in this proje
t:De�nition 4.1.1. A Control Flow Graph of a pro
edure is a node-labeled di-re
ted graph CFG = (N, E, s, t) with N being the list of Nodes, E being the listof Edges, s being the start node and t being the stop node. For every primitivestatement p of the pro
edure, there exists a node np ∈ N whi
h is labeled bythis statement. Start node s only has outgoing edges and stop node t only hasin
oming edges. (End of De�nition)As is suggested by the de�nition, the Control Flow Graph is implementedas a tuple of a node list and an edge list and the start symbol will be �xed to 0.In addition to the �xed start symbol, also a �xed start symbol will be de�ned.This node will be labeled 1. This enables the te
hnique of subgraph insertion.For ea
h of the language 
onstru
tions in the subset of the ANSI-C pro-gramming language, a subgraph 
an be made to represent it. This subgraphis, as the name suggests, a part of the whole graph and des
ribes the "�ow"of the individual 
onstru
tions. By in
rementally inserting subgraphs into askeleton framework, the Control Flow Graph of the entire program is obtainedas is proposed by Wilhelm and Maurer in [40℄. The insertion 
an be de�ned asfollows:
27



De�nition 4.1.2. A subgraph CFG′ = (N ′, E′, s′, t′) is inserted into a 
ontrol�ow graph CFG = (N, E, s, t) between nodes n and n′ ∈ N making anew 
ontrol �ow graph CFG′′ = (N ′′, E′′, s, t) with: N ′′ = N ∪ N ′ and
E′′ = (E \ {(n, n′)}) ∪ E′ ∪ {(n, s′), (t′, n′)}. (End of De�nition)This de�nition allows subgraphs to be made for individual 
onstru
tions andlater be pla
ed in a �
ontext� (whi
h is the whole 
ontrol �ow graph) by linkingall in
oming edges and outgoing edges to the unique entry point and exit pointrespe
tively.Note 4.1.1. The return and break statement make the language 
onstru
tion itis in violate the unique exit point when building a subgraph. The transformationof these two �ow altering statements will be addressed in paragraph 4.7.3 and4.7.4. (End of Note)As mentioned before, for this proof of 
on
ept, we fo
ussed our attention ona subset of ANSI-C. All language 
onstru
ts in this subset are des
ribed in thisse
tion.4.2 Building the 
ontrol �ow graphPrior to 
onstru
ting subgraphs from de
larations and statements, a skeletonstru
ture to insert these subgraphs in is needed. The skeleton graph 
onsists ofa start node (with node number 0), a stop node (with node number 1) and anedge between them as illustrated by �gure 4.1.

1: STOP0: STARTFigure 4.1: Skeleton Control Flow GraphInserting a subgraph into the (skeleton) 
ontrol �ow graph after an arbitrarynumber of iterations as illustrated in �gure 4.2, is done, as de�ned by de�nition4.1.2, by:1. Determining where the subgraph must be pla
ed (e.g. between n and n′).2. Removing the old edge between n and n′.3. Creating an edge between n and the unique entry node of the subgraph.4. Creating an edge between the unique exit point of the subgraph and n′.Sin
e the building pro
ess starts with a 
ontrol �ow graph that has a pathfrom start to stop, inserting a subgraph in the way des
ribed, will make sureof a new 
ontrol �ow graph with a similar path. This way the end result will28



m

n

cfg’

Figure 4.2: Inserting a subgraph into a (skeleton) 
ontrol �ow graphalways be a graph in whi
h all nodes are rea
hable. This holds provided thatthere are no in�nite repetitions in the sour
e 
ode that do not terminate byalternative means (i.e. break statement). It is assumed that every repetitionthat is de
lared as in�nite will have at least one break statement.A C program 
an have multiple fun
tion de�nitions that are pla
ed above themain fun
tion. For 
onvenien
e sake, prior to building the 
ontrol �ow graph,all fun
tion de�nitions are put in a list. Another list is 
onstru
ted holding justthe fun
tion names for qui
k referen
e when a fun
tion 
all is en
ountered.It is assumed that the main fun
tion is the �rst fun
tion to be exe
utedwhen running the program. By this assumption, the 
ontrol �ow graph shallalso begin with the main fun
tion.4.3 Basi
 StatementsWith basi
 statements, a referen
e is made to the language 
onstru
tions in Cthat are both the unique entry and exit node. Su
h statements are for examplede
larations and assignments.4.3.1 De
larationsDe
laration of a variable 
an take roughly 2 forms: Either with or without ini-tialization. Spe
ifier+ Identifier ";"Spe
ifier+ Identifier "=" Initializer ";"Figure 4.3: De
larations syntax29



In �gure 4.3, Spe
i�er+ denotes the type of variable (e.g. int, �oat, stati
long, et
.), Identi�er denotes the variable name and Initializer 
an be a value ofthe spe
i�ed type, the name of another variable or a fun
tion 
all. In �gure 4.4,a basi
 statement is inserted into the 
ontrol �ow graph as illustration. Notethat Cn and Cm is the 
ontext in whi
h the subgraph is inserted.

Figure 4.4: Inserting a Basi
 Statement4.3.2 AssignmentsAssignments have the following syntax stru
ture:Identifier "=" Expression ";"Figure 4.5: Assignment syntaxWhere Identifier is the name of the variable and Expression is the valuethat is assigned to. Note that this Expression need not be a value or variablename. It 
an also be a fun
tion 
all to a fun
tion that returns a value of thevariable type.4.4 RepetitionsRepetitions 
ome in di�erent �avors. In this proje
t, the While-Do and Do-While repetitions will be used. Be
ause of the normalization pro
ess, no for-repetitions are 
onsidered.4.4.1 While-Do repetitionThe syntax de�nition for a while-do repetition is illustrated in �gure 4.6.
Expression denotes the guard 
ondition and Statements∗ is the repetition-body 
onsisting of zero or more statements. This is a 
omposite statement andgives a subgraph illustrated by �gure 4.7.30



while "(" Expression ")" "{" Statement* "}"Figure 4.6: While-Do repetition syntax

Figure 4.7: The While-Do repetition subgraphThe subgraph needs to have, if we want to insert it into the skeleton graph,an uniquely de�ned entry and exit point. In the 
ase of a while-do 
onstru
tion,the guard 
ondition will serve as the unique entry point and a separate exitpoint is 
reated. The repetition body is re
ursively 
omputed and inserted inthe same way that the while-do blo
k is inserted. This way nested statements
an be handled.4.4.2 Do-While repetitionThe syntax de�nition for a do-while repetition is illustrated in �gure 4.8.do "{" Statement* "}" while "(" Expression ")";Figure 4.8: Do-While repetition syntax
Expression again denotes the guard 
ondition and Statements∗ is the repetition-body. The do-while repetition di�ers from the while-do repetition in that thedo-while repetition exe
utes the body at least on
e where as the while-do 
an31



skip the body entirely if the guard is false on the �rst 
he
k. This is also a
omposite statement and gives a subgraph illustrated by �gure 4.9.

Figure 4.9: The Do-While repetitionIn this subgraph the uniquely de�ned entry and exit point are two additionalnodes.4.5 If-then-else alternativeDue to the normal form transformations, the syntax de�nition for the If-Then-Else alternative is illustrated in �gure 4.10.if "(" Expression ")" "{" Statement* "}"else "{" Statement* "}"Figure 4.10: If-the-else alternative syntaxIn the if-then-else syntax, Expression is the guard 
ondition and in both 
ases,
Statement∗ des
ribes the statement body of the if-bran
h or else-bran
h whi
hare again re
ursively 
omputed and inserted. The 
orresponding subgraphs look32



like �gure 4.11.

cfg’’

Cn

Cm

cfg’

exi t

guard

cfg’’ ’

Figure 4.11: The If-Then-Else alternative subgraph4.6 Global De�nitionsAs mentioned in the previous 
hapter, an ANSI-C program is made up out ofglobal de
larations and fun
tion de�nitions. Sin
e both the in
lude and de�nefor 
onstants pre-pro
essor statements serve no purpose in the 
ontext of thisproje
t, they will be dis
arded. Sin
e stru
ts are redu
ed to global de
larationswhen normalizing the sour
e 
ode, only the global de
larations need to be trans-formed into the 
ontrol �ow graph.ANSI-C di
tates that de
larations must be de
lared before statements andtherefore, it 
an be assumed that putting all globally de�ned variables in frontof the variables de
lared in the main fun
tion follows that rule. The global andlo
al de
larations will be separated by a separator edge labeled �SEPARATOR�.This edge 
an later be used to determine whi
h ATerms are de�ned lo
allyand whi
h globally. Sin
e we are only interested in globally de�ned ATerms,a separation 
an be made when handling the global de
larations. Only globalATerm de
larations will be put in front of the variable de
larations of the mainfun
tion. 33



4.7 Flow-altering statementsAs mentioned in the beginning of this se
tion, the ANSI-C language providesthe programmer with the means to alter the program �ow with statements like�return�, �break� and a �fun
tion 
all�. The di�eren
e with regard to the non-�ow-altering statements des
ribed above is, that is not a matter of sequentiallylinking together subgraphs. Sometimes an extra edge that spreads a
ross blo
ksis needed to alter the �ow in the desired way.4.7.1 Fun
tion CallsThroughout the program, fun
tions will be 
alled for spe
i�
 
omputations ora
tions, thus breaking up the 
omplex program into smaller, easier to 
ompute,
hunks. Many of these fun
tions will be grouped together in a library whi
h isthen imported into the program (e.g. the fun
tion �printf� in the �stdio� libraryfor in and output fun
tionality).In this proof-of-
on
ept, only fun
tions that are provided in the same �leas the �main� fun
tion are 
onsidered. These fun
tion de�nitions are expe
tedto be above the main fun
tion. What essentially happens when su
h fun
tionis 
alled is that the �ow of the 
urrent fun
tion is temporarily interrupted andthe fo
us is shifted to another 
ontrol �ow (sub)graph, namely the graph of thefun
tion being 
alled. Upon su

essful termination of that fun
tion, the fo
usis restored to the original 
ontrol �ow graph from whi
h the fun
tion 
all origi-nated.
f ( )

g ( )

funct ion main funct ion f funct ion g

Figure 4.12: Flow and fo
us 
hange in a fun
tion 
allFigure 4.12 illustrates the shift of fo
us. In order to be able to use su
h afun
tion and later 
he
k its path with a model 
he
ker, its 
ontrol �ow graphneeds to pasted into the 
urrent CFG by means of subgraph insertion betweenthe a
tual fun
tion 
all statement and an additional exit node. This is illus-trated in �gure 4.13. 34



f ( )

funct ion main funct ion f

EXIT

Figure 4.13: Pasting a fun
tion as a subgraphBe
ause a fun
tion 
all 
an be redu
ed to subgraph insertion with an uniqueentry and additional exit node, the 
ontrol �ow graph will remain to have apath from the start node to the stop node.4.7.2 The problem of re
ursionIt is possible for fun
tions to 
all themselves again and again until some exit
ondition is rea
hed. This is 
alled re
ursion and this 
an be done dire
tly (e.g.fun
tion f 
alls fun
tion f) or indire
tly (e.g. fun
tion f 
alls fun
tion g that
alls fun
tion f). A very simple example in pseudo 
ode is a fun
tion that 
om-putes x to the power n. Consider �gure 4.14.int power(int x, int n) {if(n == 0) { return 1; }else { return x * power( x , n - 1 ); }} Figure 4.14: Example of dire
t re
ursionThe exit 
ondition is rea
hed when n = 0. If this is en
ountered, the re
ur-sive fun
tion will terminate and return the value of x to the power n.If the re
ursive fun
tion were to be inserted in the 
ontrol �ow graph as ifit were a non-re
ursive fun
tion, insertions would have to be repeated in�nitelyoften sin
e the 
ondition of n is not evaluated. Also indire
t re
ursion provesto be a problem sin
e this also would mean in�nitely many insertions, just on a35



larger s
ale. Consider example 4.7.1:Example 4.7.1. The following 
ode:f ( ) { g ( ) {...; ...;g( ); f( );...; ...;} }Would result in:
f ( )

funct ion main

funct ion f

funct ion g

f ( )

g ( )

f ( )

g ( )

f ( )

g ( )

funct ion f

funct ion f

funct ion g

funct ion g

Figure 4.15: Indire
t re
ursion 
auses in�nite insertion(End of Example)Unfortunately, there is no simple solution to re
ursion. An overapproxima-tion is suggested to handle dire
t re
ursion. Re
ursion in general (both dire
tand indire
t) is not to be 
onsidered solved and thus are not supported in thesubset of C.Overapproximation for dire
t re
ursionUsing ba
k edges, an overapproximation 
an be 
onstru
ted. This means thereare possibly more paths in the 
ontrol �ow graph then there are in the ex-e
ution of the program. To support this, a queue of fun
tion 
alls is kept36



during 
onstru
tion of the 
ontrol �ow graph. This queue 
onsists of tuples
t = (func, start) where func is the name of the fun
tion and start is the nodenumber of the fun
tion 
all to func. At any time, the queue holds the 
allhistory from the 
urrent fun
tion ba
k to main. Upon termination of a fun
-tion, the fun
tion will be pasted into the 
ontrol �ow graph and the head ofthe queue is popped and dis
arded. The new 
urrent fun
tion will again be thehead element. For example, the queue 
an look like �gure 4.16.[ (f, n), (main, 0) ℄Figure 4.16: Example of a 
all historyIn �gure 4.16, another 
all to f would result in an dire
t re
ursive 
y
le andwould yield in�nite behavior. Upon o

urren
e of the fun
tion 
all, the name ofthe fun
tion is 
he
ked against the 
all history. If the fun
tion that is 
alled isthe same as the 
urrent fun
tion, a ba
k edge is 
reated instead of pasting thefun
tion between the 
all and an additional exit node. The ba
k edge is 
reatedfrom the new fun
tion 
all in fun
tion f to the startnode of the previous 
allto f whi
h is node n. To make sure that after m fun
tion 
alls, the remainingstatements of f are also exe
uted m times, another ba
k edge is made from thelast node of fun
tion f to all previous fun
tion 
alls to f . During the 
onstru
-tion of the 
ontrol �ow graph of fun
tion f , a list of re
ursive 
alls is kept tobe able to 
reate these edges. Figure 4.7.1 illustrates the use of ba
k edges indire
t re
ursion.

f ( )

funct ion main

funct ion f

f ( )

ex i t

Figure 4.17: Using ba
k edges to handle dire
t re
ursive fun
tions37



Note 4.7.1. The fun
tion 
all 
reates a ba
k edge to the a
tual fun
tion 
allinstead of the �rst statement or de
laration in the new fun
tion. In 
hapter5, the 
ontrol �ow graph will be dualed (labels on edges instead of nodes). Thetransformation will 
orre
t the edges so that only one fun
tion 
all will be madein 
ase of re
ursion. (End of Note)A very important assumption is made for the overapproximation:Assumption 4.7.1. Re
ursively de�ned fun
tions have a way of terminating.(End of Assumption)This is illustrated in �gure 4.17 by the arrow skipping the re
ursive 
all.The arrow from the re
ursive fun
tion 
all to the next statement of fun
tion fis needed to be able to exe
ute the remainder of fun
tion f a number of timeswhen the re
ursion is terminated. This is the 
ase sin
e only the node numberof the 
all is kept.The problems with indire
t re
ursionThe ba
k edges that work for dire
t re
ursion fail for indire
t re
ursion. Sin
eindire
t re
ursion will be noti
ed when at least one fun
tion is 
ompletely in-serted, additional edges must be 
reated to ensure that all program exe
utionsare also possible in the 
ontrol �ow graph. Here the importan
e of the pre-viously made assumption is evident. Upon inserting a non-re
ursive fun
tion,no edge is 
reated between the 
all node and exit node. This is not neededbe
ause upon 
ompletion of the 
alled fun
tion, the fo
us will be restored uponthe 
alling fun
tion. However, when indire
t re
ursion is en
ountered, and theprevious fun
tions all have been inserted, ea
h of the fun
tions in the re
ursionmust be able to terminate the re
ursion. Ea
h of the fun
tion therefore musthave an edge skipping the fun
tion 
all in order to a

omplish this otherwisethe re
ursion will only be able to stop at the last of all fun
tions in the re
ur-sion. This 
ould for example be an else-bran
h that does not have the re
ursivefun
tion 
all. Consider �gure 4.18.The dotted arrow in �gure 4.18 illustrate the extra edge that should be 
on-stru
ted to in
lude all possible exe
ution paths. Note that the fun
tion 
all tofun
tion f in h has no exit node. Similar to the 
ase of dire
t re
ursion, this isbe
ause a ba
k edge is made. An extra edge must be 
reated from the end ofthe re
ursively 
alled fun
tion f to all previous fun
tion 
alls to f to ensure thatthe remaining statements of h 
an be exe
uted when the fun
tions 
ome out ofre
ursion.Unfortunately, the in
remental nature of the 
ontrol �ow graph 
onstru
tionalgorithm does not allow for a posteriori manipulation of edges in the 
ontrol�ow graph. After fun
tion h is inserted, the last node of fun
tion f is alreadyinserted in the main 
ontrol �ow graph and is not easily retrievable. This iswhy indire
t re
ursion an re
ursion in general 
an not easily be solved using the
urrent in
remental insertion algorithm.38
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Figure 4.18: Need for an additional edge to 
over possible paths4.7.3 Return statementsA return statement will end a pro
edure. If the return statement is lo
atedin the �main� fun
tion of the program, the entire program will be terminatedwhereas if the return statement is present in any other fun
tion, that parti
ularfun
tion ends and the �ow 
ontinues a the point where the 
all to that fun
tionwas made.The 
all history proves valuable here. Sin
e the head element of the queuerepresents the 
urrent fun
tion, we 
an 
he
k whether the return statementshould link to the exit node of the 
orresponding fun
tion 
all (in 
ase of a non-main fun
tion, the subgraph of the fun
tion is inserted between the fun
tion
all and an additional 
orresponding exit node) or a link should be made to thestop node (i.e. node 1) of the 
ontrol �ow graph, terminating the entire program.The edge from an return statement in the main fun
tion to the stop node ofthe 
ontrol �ow graph is not a lo
al edge. As mentioned before, the return andbreak statements are the only ones that violate the uniquely de�ned exit pointrule. The edge 
an always be made, be
ause the stop node number is �xed to 1.Figure 4.19 illustrates the use of a return statement in an if-then-else alternativelo
ated in the main fun
tion.4.7.4 Break statementsBreak statements will �break� from the 
urrent repetition or swit
h statementand pla
e the fo
us on the next statement after the repetition or swit
h. Thebreak statement is often used as alternative termination for in�nite repetitions.To be able to handle break statements, a break-destination is kept during the39
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exi t
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cfg’’ ’

Cfinal stop

return

Figure 4.19: Return statement in the main fun
tionbuilding of the 
ontrol �ow graph. This destination is the node number of theunique exit node of the repetition and is updated everytime a new repetition isen
ountered. When a break statement is en
ountered, all remaining statementsthat still had to be 
omputed (i.e. the statements following the break, if any, inthe same bran
h/body) will be dis
arded and an edge will be 
reated betweenthe break statement and the exit node of the repetition thus ending it.Figure 4.20 illustrates what happens when a break statement is en
ounteredin a bran
h of the if-then-else alternative while in a While-Do repetition. Notethat the break destination is the exit node of the repetition, sin
e break doesnot have a purpose in an if-then-else alternative.
40
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Figure 4.20: Break statement in a bran
h during a repetition4.8 The nail warehouseConsider the toy example of the nail warehouse mentioned in the introdu
tion.The ANSI-C 
ode for this warehouse is the following:#in
lude <stdio.h>#in
lude <aterm2.h>ATermInt inv;void sell(int number){ ATermInt s;s = ATmakeInt(number);ATprintf("Nail number %t sold\n", s);}int order(void) { return 400000; }41



int main(int arg
, 
har* argv[℄){ ATerm bottomOfSta
k;int k = 400000;int l;ATinit(arg
, argv, &bottomOfSta
k);inv = ATmakeInt(400025-400000);while(k > 0) {sell(k);k--;}if(ATgetInt(inv) < 1000) {ATprote
t(&inv);l = order();inv = ATmakeInt(order() + ATgetInt(inv));ATprintf("New nails ordered; New inventory = %t\n", inv);}else { ATprintf("Nothing ordered; Inventory = %t\n", inv);}ATprintf("Final Inventory = %t\n", inv);ATunprote
t(&inv);return 0;} Using the building algorithm des
ribed in this 
hapter, the 
ontrol �ow graph
an be built. Figure 4.21 shows the result.
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Figure 4.21: Control �ow graph of the nail warehouse
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Chapter 5The Dual GraphSome Model Che
king systems require labels to be on the edges instead of onthe nodes. The evaluator in the �Constru
tion and Analysis of DistributedPro
esses� (CADP) toolkit [4℄, developed by the VASY team at INRIA Rhone-Alpes, is one of those 
he
kers.5.1 Stru
ture of the dual graphAfter the 
ontrol �ow graph, the �dual graph� is introdu
ed as a se
ond inter-mediate stru
ture for 
apturing the 
ontrol �ow of an ANSI-C program. Thedual graph 
an be de�ned as follows:De�nition 5.1.1. A dual graph is an edge-labeled dire
ted graph DG = (T, s)with T being a set of labelled transitions and s being the start node of the graph.Ea
h transition t ∈ T , is a triple t = (i, l, j) 
onsisting of an origin i, a transitionlabel l and a target j. (End of De�nition)Note 5.1.1. As was done in the 
ontrol �ow graph, also in the dual graph, thestart symbol s is �xed to 0. A deadlo
k state denotes the end of the graph.(End of Note)
Figure 5.1: Example of an arbitrary Dual Graph
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5.2 Building the dual graphA given 
ontrol �ow graph CGF = (N, E, s, t) is transformed into a dual graph
DT = (T, s) with T = {(e, labele′, e′) | (e, e′) ∈ (E \ {(x, 1)})∧ (e′, labele′) ∈ N}Figure 5.2 illustrates the step-by-step 
onstru
tion of a dual graph from a
ontrol �ow graph. The same pro
edure is illustrated in �gure 5.3. Note thatthe edge that is about to be transformed is made bold.Control Flow Graph Dual Graph
〈 {(0,START),(1,STOP),(2,a),(3,b),(4,
), { }(5,d),(6,EXIT),(7,f)},
{(0,2), (2, 3), (3, 4), (3, 5),
(4, 6), (5, 6), (6, 7), (7, 1)} 〉
〈 {(0,START),(1,STOP),(2,a),(3,b),(4,
), {(0,a,2)}(5,d),(6,EXIT),(7,f)},
{(2,3), (3, 4), (3, 5),
(4, 6), (5, 6), (6, 7), (7, 1)} 〉
〈 {(0,START),(1,STOP),(2,a),(3,b),(4,
), {(0,a,2),(2,b,3)}(5,d),(6,EXIT),(7,f)},
{(3,4), (3, 5), (4, 6), (5, 6), (6, 7), (7, 1)} 〉
〈 {(0,START),(1,STOP),(2,a),(3,b),(4,
), {(0,a,2),(2,b,3),(3,
,4)}(5,d),(6,EXIT),(7,f)},
{(3,5), (4, 6), (5, 6), (6, 7), (7, 1)} 〉
· · · · · ·
〈 {(0,START),(1,STOP),(2,a),(3,b),(4,
), {(0,a,2),(2,b,3),(3,
,4),(3,d,5),(5,d),(6,EXIT),(7,f)}, (4,EXIT,6),(5,EXIT,6),(6,f,7)}
{ } 〉 Figure 5.2: Building the dual graph illustratedThe 
ontrol �ow graph holds transitions going from a return node (or �nalstatement) to the stop node 1. Sin
e the label for the dual graph edge is storedin the target node (i.e. 1 with �STOP� as label) it does not serve any purposein the dual graph (it is not a de
laration or statement) and will be skippedentirely. This way, exiting a program with a transition to 1 in the 
ontrol �owgraph will be deadlo
k state in the dual graph.
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Figure 5.3: Example of 
ontrol �ow graph to dual graph transformationTogether with the 
ontrol �ow graph, the dual graph forms the intermediaterepresentation of the program �ow. Depending on the kind of input the model
he
ker takes (i.e. labels on nodes or edges), one of these graphs 
an be used forfurther transformation towards that format. The dual graph 
ontains the sameinformation as the 
ontrol �ow graph. The entire de
laration and statementsare still used as a
tion labels and the �ow of de
larations and statements isunaltered.5.3 The nail warehouse revisitedConsider the 
ontrol �ow graph of the nail warehouse from the previous 
hapter.Figure 5.4 shows the result of transformation of the 
ontrol �ow graph into adual graph.
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Figure 5.4: Dual Graph of the nail warehouse47



Chapter 6Abstra
tionThe main resear
h question is to see if model 
he
king te
hniques 
an be usedto �nd 
ertain patterns of unwanted behavior by 
he
king temporal propertiesagainst some sort of model of the 
ontrol �ow of an ANSI-C program.Sin
e only a spe
i�
 set of patterns needs to be 
he
ked against the model,not all de
laration and statement information is needed when looking for globalATerm spe
i�
 information. All possible paths in the model will be 
he
kedand hen
e, it is not so important to know whether an ordinary integer value isin
reased or what value is written to the s
reen, provided that it is not a valuestored in a global ATerm.A qui
k summary of the patterns that are interesting to 
he
k for:
• Any de�nition or use of an ATerm should be pla
ed between a prote
t andan unprote
t a
tion.
• Every prote
t on a global ATerm is eventually followed by an unprote
ton that ATerm and vi
e versa.To that end, a rather aggressive abstra
tion te
hnique, whi
h looks a lot likesli
ing [29℄, is used to �lter out everything that has nothing to do with globalATerms. This in
ludes guard 
onditions if no global ATerms are involved. Inorder to do this, a new intermediate stru
ture is needed to hold the abstra
teddata. The abstra
t graph is used for this.6.1 The Abstra
t GraphAfter 
reating a 
ontrol �ow graph and a dual graph, a third intermediaterepresentation, the �abstra
t graph� is introdu
ed. This graph is similar tothe dual graph in stru
ture with the di�eren
e that the a
tion labels for allde
larations and statements in the graph will be one of the following labels(where it name is the name of the global ATerm):
• de
l_name for the de
laration of a global ATerm
• def_name for the de�nition of a global ATerm48



• use_name for the use of a global ATerm
• prot_name for the prote
tion of a global ATerm
• unprot_name for the unprote
tion of a global ATerm
• i (internal a
tion) for any a
tion that it not related to a global ATerm.6.2 Building the abstra
t graphThe build pro
ess 
onsists of two phases. As mentioned shortly, in the �rstphase, the variable names of globally de
lared ATerms are 
olle
ted in a listwhereafter all de
larations and statements in the labels of the dual graph edgesare 
he
ked for the o

urren
e of these variable names and labeled a

ordingly.6.2.1 Phase 1: Traversing the external de
larationsA traversal over the transitions from the start of the dual graph to the separatortag 
onstru
ts a list of variable names whi
h are de
lared as global ATerms.All de
larations done after the separator tag are lo
al an thus automati
allyprote
ted from removal. The traversal fun
tion looks into every de
laration andbreaks it down to the 
omponents listed in �gure 6.1.Spe
ifier+ Identifier; -> De
larationSpe
ifier+ Identifier [ Expression ℄ ; -> De
larationFigure 6.1: De
larationAll global ATerm names (identi�ers) will be 
olle
ted in a list of identi�ers.6.2.2 Phase 2: Abstra
ting de
larations and statementsWith the list of global ATerm names available, all transitions in the dual graphare �abstra
ted�. Ea
h de
laration and statement (label on the dual graphtransitions) will get one of the labels des
ribed in paragraph 6.1 a

ording totheir behavior. Consider the following behaviors and labels:De
larationIf a global ATerm or array is de
lared, one of the types de�ned in the ATermlibrary would appear as a spe
i�er followed by an identi�er whi
h holds theATerm's name. Consider for example the de
larations in �gure 6.2.The global ATerm of type integer 
alled foo and an ATerm array 
alled bar isde
lared. This edge in the abstra
t graph will re
eive the label: de
l_foo andde
l_barNote 6.2.1. A de
laration 
an be 
ombined with initialization as is illustratedin �gure 6.3. 49



Spe
ifier+ Identifier ; Spe
ifier+ Identifier [ Expression ℄ ;=> =>ATermInt foo; ATermInt bar[10℄;Figure 6.2: Basi
 de
larationsSpe
ifier+ Identifier = Initializer;=> ATermInt foo = ATmakeInt(42);Spe
ifier+ Identifier [ Expression ℄ = Initializer;=> ATermInt bar[10℄ = fillArray(...);Figure 6.3: De
larations with initializationThis 
ombined a
tion will be split up into 2 separate edges in the abstra
t graph,namely the de
laration �rst, followed by the de�nition. The two new edgeswill get the labels: de
l_foo and def_foo respe
tively in the �rst example and:de
l_bar and def_bar respe
tively in the se
ond example. (End of Note)De�nitionA global ATerm or an element of an array of ATerms is de�ned when it gets avalue assigned to it. For example, in the following de
laration in �gure 6.4, aglobal ATerm of type integer 
alled foo is assigned the value 42 and the elementat index 0 in array bar is assigned value 371.Identifier = Expression;=> foo = ATmakeInt(42);Identifier [ Expression ℄ = Expression;=> bar[0℄ = ATmakeInt(371);Figure 6.4: Basi
 de�nitions with fun
tion 
allA de�nition is of interest sin
e it is one of the a
tions that require the ATerm orarray to be prote
ted. In the de�nition, an Identi�er 
ontaining the name of theATerm is lo
ated at the left-hand side of the assignment operator. De�nitionof a global ATerm and an element in a global array of ATerms get the labels:def_foo and def_bar.Note 6.2.2. A de�nition 
an have an ATerm in the expression on the right-hand side. This is for example the 
ase in the example in �gure 6.5 (where foo50



is a global ATerm of type integer and bar is a global array of ATerms of typeinteger): foo = ATmakeInt(ATgetInt(bar[1℄));bar[0℄ = ATmakeInt(ATgetInt(foo));Figure 6.5: De�nitions and UseThe simultaneous de�nition and use of multiple ATerms will be split up intoas many use labels as there are ATerms used followed by a de�nition, sin
ethe value must �rst be retrieved before it 
an be assigned. In the examples, the
orresponding labels for the new edges in the abstra
t graph are: use_bar anddef_foo respe
tively in the �rst example and use_foo and def_bar respe
tivelyin the se
ond example. (End of Note)UseAs des
ribed in the previous paragraph, an ATerm and array element will beused in an assignment if it is on the right-hand side of the assignment operator.However, it 
an also be used in another way.Sin
e expressions 
an again 
ontain expressions, every expression needs tobe 
he
ked internally to see if a mat
h with a global ATerm name 
an be madeat the Identi�er level. Consider the 
ase illustrated in �gure 6.6 (where foo andbar are ATerms of type integer and f is an arbitrary fun
tion).Expression;=> Expression "=" Expression;=> Identifier "=" Identifier ( Expression );=> Identifier "=" Identifier ( Identifier ( Identifier ) );=> foo = f( ATgetInt( bar ) );Figure 6.6: Examination of Expression provides new ATermIllustrated is the o

urren
e of an expression within an expression. If the ex-pression on the right-hand side was not examined down to the identi�er level,the use of the ATerm bar would not have been dis
overed. Every expression thatis en
ountered must therefore be traversed in order to dis
over all o

urren
esof ATerms. This means that ATerms 
an also be used as argument in fun
tion
alls or in guard 
onditions. A few more examples are given in �gure 6.7.Referen
es to a global ATerm foo get the label: use_foo.51



if ( ATgetInt(foo) ) { ... }f(foo);ATprintf("value = %t\n", foo);Figure 6.7: Examples of useNote 6.2.3. When more than one global ATerm is used in a statement, theedge will be split up into a number of new edges in the abstra
t graph. Thenumber depends on how many ATerms are used. Ea
h of them will get a uselabel assigned to it. For example, 
onsider �gure 6.8 The same holds for the useof an element in an array of ATerms.f(foo, bar, baz[1℄);
Figure 6.8: Multiple used ATermsFun
tion f uses 3 ATerms and will be split up into 3 separate edges in the abstra
tgraph labeled: use_foo, use_bar and use_baz respe
tively. (End of Note)Prote
tingAn ATerm is prote
ted when the ATprote
t( ), ATprote
tArray( ) or ATpro-te
tAFun( ) fun
tion is 
alled with a referen
e to the address of the ATerm thatis to be prote
ted. Consider for example �gure 6.9 (where foo is an ATerm,bar an array of ATerms, baz a global fun
tion symbol and size is the size of thearray). ATprote
t(&foo);ATprote
tArray(bar,size);ATprote
tAFun(baz);Figure 6.9: Prote
tion of ATerm stru
turesThe prote
t a
tions in �gure 6.9 get the labels: prot_foo, prot_bar and prot_baz.Note 6.2.4. Even though the a
tual value of the array index is not examinedand it is not possible to inspe
t the use of spe
i�
 elements in the array, this52



poses no problem. A

ording to the ATerm user manual (see [15℄), it is onlypossible to prote
t the entire array with ATprote
tArray. (End of Note)Unprote
tingSimilar to prote
tion, an ATerm or array element is unprote
ted with the ATun-prote
t( ), ATunprote
tArray( ) or ATunprote
tAFun( ) fun
tion. Consider theexample in �gure 6.10 (where foo is an ATerm, bar an array of ATerms andbaz a fun
tion appli
ation). The unprote
t a
tions get the labels: unprot_foo,unprot_bar and unprot_baz.ATunprote
t(&foo);ATunprote
tArray(bar);ATunprote
tAFun(baz);Figure 6.10: Unprote
tion of ATerm stru
tures6.3 Nail warehouse exampleConsider the dual graph of the nail warehouse in �gure 6.11. Given the set oflabeling rules presented above, all edges in the dual graph 
an now be labeled
onstru
ting the abstra
t graph presented in �gure 6.12.
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Figure 6.11: Dual Graph of the nail warehouse54



Figure 6.12: Abstra
t Graph of the nail warehouse55



Chapter 7Model Che
king with CADPVan de Pol gives a des
ription of model 
he
king in [31℄:�Model Che
king is an automati
 veri�
ation method, to 
he
k thata requirement holds for a model of a system.�Given this de�nition, the abstra
t graph whi
h holds an abstra
ted versionof the �ow of the program will be the model of the system and the requirementsthat need to be 
he
ked will be the patterns of unwanted behavior.7.1 The CADP toolkitThe CADP (Constru
tion and Analysis of Distributed Pro
esses) toolkit [4℄in
ludes several tools that 
an be used for preparing and model 
he
king theabstra
ted models of programs.The CADP toolkit's on-the-�y model 
he
ker 
alled evaluator, that is ableto 
he
k safety properties su
h as patterns of proper use in regular alternation-free µ-
al
ulus against a model of a program, works with binary 
oded graphs.This is a format for representing labeled transition systems in a very e�
ientway. Unfortunately neither the spe
i�
ation nor implementation of this formatis publi
 information.To be able to use the evaluator, a transformation 
an be made from theAldebaran graph format (AUT) to the BCG format using the b
g_io tool inthe CADP toolkit. This tool works with a number of di�erent formats (e.g.dot, b
g, aut) and 
an translate any of those formats into any other formatit supports. Furthermore, the patterns of proper use that apply to the usingthe ATerm library need to be translated into regular alternation-free µ-
al
uluswhi
h is a 
al
ulus that des
ribes the behavior of a system.7.1.1 The Aldebaran GraphAn Aldebaran graph is very similar to the abstra
t graph. The Aldebaran graphneeds a list of transitions as tuples of a start node number, a
tion label and a56



stop node number, ea
h on a new line, and a header that 
ontains a summaryof the graph. Abstra
t Graph Aldebaran Graph[ des (0,35,35)(0,de
l_inv,2) , (0, "de
l_inv" ,2)(2,i,3) , (2, "i" ,3)(3,i,4) , (3, "i" ,4)... ` ...(6,i,23) , (6, "i" ,23)(23,use_inv,24) , (23, "def_inv" ,24)... ` ...(34,use_inv,35) , (34, "use_inv" ,35)(17,i,21) (17, "i" ,21)℄The header of the Aldebaran graph is made up from the word �des� followedby a 3-tuple 
onsisting of the graph's start node number, number of transitionsand number of nodes. Like was done in all previous graphs, the start node ofthe Aldebaran graph is �xed to 0. The number of transitions is equal to thenumber of elements in the edgelist of the abstra
t graph and the number ofnodes is 
omputed to be the maximum of all node numbers + 1.There are two more layout-based issues that are di�erent from the abstra
tgraph. In the Aldebaran graph, the transitions are separated by a newlineinstead of a 
omma and the a
tion labels are pla
ed between double quotesymbols.7.1.2 Redu
ing the modelsAfter transforming the Aldebaran graph into a binary 
oded graph, redu
tion
an be applied to minimize the size and 
omplexity of the model. Be
ause of theuse of i transitions (also known as tau-transitions) in the model of the program,the te
hnique of bran
hing bisimulation redu
tion 
an be applied to redu
e thestate spa
e of the graph. This redu
tion te
hnique is implemented in the CADPtoolkit's b
g_min tool.Note 7.1.1. For redu
tion, the b
g_min tool is used with options -normal and-bran
hing (End of Note)The result of redu
ing the state spa
e of the nail warehouse problem isillustrated in �gure 7.1.
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Figure 7.1: Redu
ed nail warehouse graph7.1.3 Regular alternation-free µ-
al
ulusThe requirements that 
an be 
he
ked on the model are des
ribed in regularalternation-free µ-
al
ulus (des
ribed in [28℄ and [3℄ and �gure 7.2). This 
al
u-lus is an extension of modal-µ-
al
ulus [14℄. The CADP evaluator uses on-the-�ymodel 
he
king for this whi
h explores the state spa
e on demand during theveri�
ation of the temporal formula.By using regular alternation-free µ-
al
ulus the systems behavior over time
an be des
ribed. For example: using the [ ℄ and 〈 〉 operators, a property 
an bedes
ribed that needs to holds for all paths or at least one path. µ and ν denote�xed point operators and repetitions are denoted by * (zero or more times) and58



A
tions A ::= string | 'regexp' | "true" | "false" | "not" A| A1 "or" A2 | A1 "and" A2 | A1 "implies" A2| A1 "equ" A2Regular R ::= A | "nil" | R1 "." R2 | R1 "|" R2 | R "*" | R "+"State F ::= "true" | "false" | "not" F | F1 "or" F2| F1 "and" F2 | F1 "implies" F2 | F1 "equ" F2| "<" R ">" F | "[" R "℄" F | "�" "(" R ")"| X | "mu" X "." F |"nu" X "." F(Where X is a propositional variable and � is an infinite loop operator)Figure 7.2: µ-
al
ulus+ (at least one time). An example of a simple property that 
an be des
ribedby regular alternation-free µ-
al
ulus:Example 7.1.1. Consider the following formula:[ true* . "OPEN !1" . (not "CLOSE !1")* . "OPEN !2" ℄ falseThis temporal logi
 formula des
ribes the following property: When pro
ess1 exe
utes the �open� a
tion and pro
ess 2 exe
utes �open� before pro
ess 1 hadexe
uted �
lose�, the system is faulty. (End of Example)7.1.4 EvaluatorWith the abstra
ted and redu
ed model and the safety properties in regularalternation-free µ-
al
ulus, the CADP evaluator 
an be used to see if the prop-erties hold for the models (i.e. if ATerms are used properly) or some propertyis violated (i.e. improper use of ATerms is dete
ted). If a property is violated,the model 
he
ker generates an output tra
e from the start of the graph up tothe point where the violation o

urred. This may prove useful in repairing theerror. All test programs in appendix B will be 
he
ked.The evaluator is 
alled in the following way:b
g_open model.b
g evaluator -diag eval.b
g prop.m
lThis 
he
ks model model.b
g against property prop.m
l and provides tra
eeval.b
g in BCG format as well as on the s
reen. An example of su
h a tra
e isillustrated in �gure 7.3.
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FALSEdiagnosti
 sequen
e found at depth 3<initial state>"de
l_mylist""i""def_mylist"<goal state>Figure 7.3: Tra
e of violation provided by the evaluator7.2 Behavioral patternsThe patterns of unwanted behavior des
ribed in 
hapter 2 
an be translatedinto regular alternation-free µ-
al
ulus.7.2.1 Prote
t before useOne of the patterns of unwanted behavior di
tates the need to prote
t globalATerms prior to using or de�ning them. This pattern is split up into two for-mulas. Given in µ-
al
ulus (where it a is the name of the global ATerm):
(1a) [true ∗ . ”decl_a” . (not ”prot_a”) ∗ . ”use_a” or ”def_a”] falseLoosely translated: After the de
laration of global ATerm a, no use or de�nea
tion on a may o

ur when no prote
t a
tion on a has pre
eded.
(1b) [true ∗ . ”unprot_a” . (not ”protect_a”) ∗ . ”def_a” or ”use_a”] falseLoosely translated: After an unprote
t a
tion on a, no use of de�ne a
tionon a may o

ur without prote
ting a again.When 
he
king these two requirements against the model of the programthat has improper ATerm use, a tra
e up to the violating statement is given.7.2.2 Mat
hing prote
t and unprote
tThe other pattern that needs to be 
he
ked is the mat
h between a prote
t andan unprote
t a
tion. If there is a prote
t but no unprote
t, the memory willnot be released 
reating a memory leak. If there is an unprote
t but no prote
ta
tion, the program will 
rash with a segmentation fault. Again translated in
µ-
al
ulus (where it a is the name of the global ATerm):
(2a) [true∗ . ”prot_a” . (not ”unprot_a”)∗] 〈(not ”unprot_a”)∗ . ”unprot_a”〉 trueLoosely translated: After every prote
t a
tion, there eventually must be anunprote
t a
tion. This 
at
hes the 
ase where a prote
ted ATerm is not unpro-te
ted. 60



(2b) [true ∗ . ”decl_a” . (not ”prot_a”) ∗ . ”unprot_a”] falseLoosely translated: After de
laring a global ATerm, it needs to be prote
tedbefore it 
an be unprote
ted. This 
at
hes the 
ase where a global ATerm isunprote
ted but no pre
eding prote
t is present.7.3 Che
king the modelsConsider the following table that gives an overview of the test programs in ap-pendix B and how the ATerm library is used.Program Use of ATermsNail Warehouse 1 Global ATerm is de�ned without prote
tion;Else-bran
h does not have prote
t (mismat
h0mat
h).Nail Warehouse 2 Warehouse 1 �xed: Proper use of the ATerm libraryTest program 1 Global ATerm is de�ned without prote
tion.Test program 2 Program 1 �xed: Proper use of ATerm library.Test program 3 Global ATerm array is de�ned without prote
tion.Test program 4 Program 3 �xed: Proper use of ATerm library.Test program 5 Global ATerm is prote
ted but not unprote
ted.Test program 6 Global ATerm array is prote
ted but not unprote
ted.Test program 7 Global ATerm is de�ned without prote
tion;Unprote
t without pre
eding prote
t (mismat
h).Test program 8 Global ATerm array is de�ned without prote
tion;Unprote
t without pre
eding prote
t (mismat
h).
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7.3.1 The Nail WarehouseNail Warehouse 1: Improper useConsider again the redu
ed and abstra
ted graph of the nail warehouse prob-lem in �gure 7.1 and sour
e 
ode in appendix B.1. Using the safety propertiesin paragraph 7.2, the CADP evaluator 
an 
he
k for improper use of globalATerms.The a
tual output of exe
ution of this program is the following:Nothing ordered; Inventory = 47961Final Inventory = 47961Segmentation fault (
ore dumped)Che
king the abstra
ted model against the safety properties, shows why theprogram 
rashed and gives a strange inventory number.property (1a) property (1b) property (2a) property (2b)FALSE TRUE TRUE FALSEdiagnosti
 sequen
e diagnosti
 sequen
efound at depth 2 found at depth 6<initial state> <initial state>"de
l_inv" "de
l_inv""def_inv" "def_inv"<goal state> "use_inv""use_inv""use_inv""unprot_inv"<goal state>The output of the model 
he
ker now tells where improper use has been made.First of all, the tra
e given by property (1a) (i.e. de
laration and use or de�nea
tion must always have a prote
t a
tion between them) shows the exe
ution ofa
tions done from <initial state> (start of the graph) to a state <goal state>whi
h violates property (1a). As 
an be seen, after a de
laration, a de�ne a
tionis done. In the 
ode this is also visible as is illustrated in �gure 7.4. After theglobal de
laration of ATerm inv in (1), the �rst a
tion on inv that o

urs inthe main fun
tion is the de�nition in (2). This violates property (1a) be
ausethere should have been a prote
t a
tion between the de
laration and assignment.Se
ondly, the tra
e of property (2b) shows that there is a possible path fromstart to a state that has an unprote
t a
tion, but no pre
eding prote
t a
tion.This is the 
ase when during exe
ution of the program, the else bran
h is taken.Please refere to appendix B.1 for the 
omplete sour
e 
ode of the nail warehouse.Che
king the models has provided two tra
es that explain the two problemswith the nail warehouse addressed in the introdu
tion. Negle
ting to prote
ta global ATerms (1a) before using it 
an result in arbitrary meaningless values62



ATermInt inv; (1)int main(int arg
, 
har* argv[℄){ ATerm bottomOfSta
k;int k = 400000;int l;ATinit(arg
, argv, &bottomOfSta
k);=> inv = ATmakeInt(400025-400000); (2)Figure 7.4: Violation of safety property (1a)and unprote
ting without prote
ting �rst (2b) results in a segmentation fault.During the exe
ution of the program, the garbage 
olle
ted ATerm provided anarbitrary value that made the program follow the else path.Nail Warehouse 2: Proper useChe
king the 
orre
ted version of the nail warehouse problem in appendix B.2.,the output of the model 
he
ker speaks for itself.property (1a) property (1b) property (2a) property (2b)TRUE TRUE TRUE TRUE7.3.2 Test programsAppendix B.3 to B.10 hold some of the test programs written to trigger the un-wanted behavior. Model 
he
king these programs provides the following results.Program 1Program 1 de
lares a global ATerm of type integer, assigns value 42 to is for
esthe garbage 
olle
tor to 
lean up unused ATerms and outputs the value of theglobal variable. Running the program shows:Value of global ATerm = 352040Che
king the abstra
ted model of this program against the safety properties,results in the following tra
es.
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property (1a) property (1b) property (2a) property (2b)FALSE TRUE TRUE TRUEdiagnosti
 sequen
efound at depth 2<initial state>"de
l_global""def_global"<goal state>This was to be expe
ted sin
e the globally de�ned ATerm global is not pro-te
ted before it is de�ned. Further more, no tra
es are given with regard tomismat
hes be
ause no prote
t or unprote
ts o

ur in the 
ode.Program 2Program 2 is the 
orre
ted version of program 1. Here prote
t and unprote
ta
tions are used to prevent the removal of the global ATerm global. Runningthe program shows: Value of global ATerm = 42Che
king the abstra
ted model of this program against the safety properties,results in the following output.property (1a) property (1b) property (2a) property (2b)TRUE TRUE TRUE TRUEIn program 2, the ATerms are used properly, therefore the output of the model
he
ker is as expe
ted.Program 3Program 3 is very similar to program with the di�eren
e that instead of assign-ing a value to a global variable, a globally de�ned array of ATerms is used. Thearray is �lled with the values of the array index. Running the program shows:value of global at index 0 = 352038value of global at index 1 = 352037value of global at index 2 = 352036value of global at index 3 = 352035value of global at index 4 = 352034value of global at index 5 = 352033value of global at index 6 = 352032value of global at index 7 = 352031value of global at index 8 = 352030value of global at index 9 = 35202964



For global array mylist, the output of the model 
he
ker is as follows.property (1a) property (1b) property (2a) property (2b)FALSE TRUE TRUE TRUEdiagnosti
 sequen
efound at depth 2<initial state>"de
l_mylist""def_mylist"<goal state>Sin
e the global array of ATerms is �lled without prote
tion, property (1a)is violated, hen
e the arbitrary values.Program 4Program 4 is the 
orre
ted version of program 3. Here prote
t and unprote
ta
tions are used to prevent the removal of the global array of ATerms mylist.Running the program shows:value of global at index 0 = 0value of global at index 1 = 1value of global at index 2 = 2value of global at index 3 = 3value of global at index 4 = 4value of global at index 5 = 5value of global at index 6 = 6value of global at index 7 = 7value of global at index 8 = 8value of global at index 9 = 9Model 
he
king the model against the safety properties results in the follow-ing output.property (1a) property (1b) property (2a) property (2b)TRUE TRUE TRUE TRUEIn this program, proper use has been made of the ATerm library. Thereforeall safety properties hold.Program 5In program 5, the global ATerm global is prote
ted before it is de�ned. How-ever, no mat
hing unprote
t a
tion is done, 
reating a memory leak. No visibleeviden
e of this 
an be seen in the output when running the program as 
an beseen below. 65



Value of global ATerm = 42However, when model 
he
king the abstra
ted model of this program, theimproper use of global ATerms is evident.property (1a) property (1b) property (2a) property (2b)TRUE TRUE FALSE TRUEdiagnosti
 sequen
efound at depth 4<initial state>"de
l_global""prot_global""def_global""use_global"<goal state>The tra
e given by the model 
he
ker runs from the initial state to the endof the model. Sin
e no unprote
t a
tion was found to mat
h the prote
t a
tion,the end of the model is 
onsidered to be the goal state. This mismat
h in prote
tand unprote
t a
tions 
ause property (2a) to be violated.Program 6Program 6 is similar to program 5 ex
ept that it uses a globally de�ned arrayof ATerms instead of a global ATerm. The array is prote
ted and ea
h arrayelement is assigned the value of the 
orresponding array index. The array isnever unprote
ted 
ausing a memory leak. Running the program shows thefollowing output. value of global at index 0 = 0value of global at index 1 = 1value of global at index 2 = 2value of global at index 3 = 3value of global at index 4 = 4value of global at index 5 = 5value of global at index 6 = 6value of global at index 7 = 7value of global at index 8 = 8value of global at index 9 = 9Model 
he
king the model against the safety properties results in the follow-ing output.property (1a) property (1b) property (2a) property (2b)TRUE TRUE FALSE TRUEIn this parti
ular example, no output tra
e is given for the violation of property(2a). It is not 
lear why no textual tra
e is given, but the visual tra
e in �gure66



7.5 shows why the model violates property (2a).

Figure 7.5: Visual tra
e of the violation of property (2a).From the violation of property (2a), supported by the visual tra
e in �gure7.5, is is 
lear that no unprote
t a
tion mat
hes the prote
t a
tion in the model.Program 7Program 7 explores the other side of the prote
t and unprote
t mismat
h,namely a unprote
t a
tion without pre
eding prote
t a
tion on the global ATermglobal. This 
auses the program to 
rash with a segmentation fault as 
an beseen in the program output below.Value of global ATerm = 352040Segmentation fault (
ore dumped)Besides the segmentation fault, the value of the global ATerm global shouldbe 42. The output however shows a di�erent value. Model 
he
king the model67



shows why this is the 
ase.property (1a) property (1b) property (2a) property (2b)FALSE TRUE TRUE FALSEdiagnosti
 sequen
e diagnosti
 sequen
efound at depth 2 found at depth 4<initial state> <initial state>"de
l_global" "de
l_global""def_global" "def_global"<goal state> "use_global""unprot_global"<goal state>Both property (1a) and (2b) were violated. This means that a globallyde�ned ATerm was de�ned or used without prote
tion and that an unprote
ta
tion was found without a pre
eding prote
t a
tion.Program 8Program 8 is similar to program 7 with the ex
eption that instead of a globalATerm, a globally de�ned array of ATerms is used. Again, both properties (1a)and (2a) are violated resulting in arbitrary values and a segmentation fault as
an be seen in the output below.value of global at index 0 = 352038value of global at index 1 = 352037value of global at index 2 = 352036value of global at index 3 = 352035value of global at index 4 = 352034value of global at index 5 = 352033value of global at index 6 = 352032value of global at index 7 = 352031value of global at index 8 = 352030value of global at index 9 = 352029Segmentation fault (
ore dumped)Model 
he
king this model against the safety properties 
on�rms this.property (1a) property (1b) property (2a) property (2b)FALSE TRUE TRUE FALSEdiagnosti
 sequen
e diagnosti
 sequen
efound at depth 2 found at depth 4<initial state> <initial state>"de
l_mylist" "de
l_mylist""def_mylist" "i"<goal state> "i""unprot_mylist"<goal state>68



Chapter 8Results and Con
lusions8.1 ResultsThe master's proje
t resulted in two produ
ts. Firstly, this thesis providing in-formation on the method. Se
ondly, an implementation of the method des
ribedand a set of safety properties that 
an be used to 
he
k models of ANSI-C pro-grams in the subset for improper use of the ATerm library.The method of transforming ANSI-C programs � using language 
onstru
-tions from a subset of ANSI-C � via the 
ontrol �ow graph, dual graph andabstra
t graph to the Aldebaran graph des
ribed in this thesis is implementedin the ASF+SDF Meta Environment.Not all ANSI-C language 
onstru
tions are implemented in the solution.Constru
tions su
h as a �swit
h�, �blo
k de�nitions�, �type 
asts�, �pointers�and �re
ursion� are left as future work. The remaining subset is representativefor the ANSI-C language in that it supports repetitions, alternatives, de
lara-tions, assignments, fun
tion 
alls and means of breaking the 
ontrol �ow withreturn and break statements. Given the 
urrent implementation and method ofsubgraph insertion, adding other language 
onstru
tions su
h as �swit
h� and�
ontinue� should not prove di�
ult. However, pointers and re
ursion will pro-vide a bigger 
hallenge.The safety properties of proper use of globally de�ned ATerms are providedin regular alternation-free µ-
al
ulus and 
an be used to 
he
k the models usingthe CADP toolkit. For now, a set of these properties is needed for every globalATerm, sin
e the mat
hing is done on the ATerms name. In the future thismight be taken 
are of automati
ally.8.2 Con
lusionsThe resear
h done in this thesis needed to answer the following main question:�How 
an ANSI-C sour
e 
ode (using the ATerm library) be 
he
kedfor patterns of unwanted behavior using Model Che
king te
hniques.�69



And the following subquestions:1. What are the problems with globally de�ned ATerms in 
ombination withautomati
 garbage 
olle
tion?2. What kind of behavior is unwanted and how 
an it be re
ognized?3. How 
an the program be represented in su
h a way, that it 
aptures the�ow of the program?(a) What parser for ANSI-C should be used?(b) What intermediate stru
tures should be used?4. What information is ne
essary and what information 
an be abstra
tedaway?5. How 
an we 
he
k this representation with model 
he
king te
hniques to�nd the 
ases of unwanted behavior?(a) What model 
he
ker should be used?(b) How should the patterns of unwanted behavior be represented?(1) Problems with global ATermsThe unwanted behavior of ANSI-C programs using the ATerm library 
omesfrom improper use of globally de�ned ATerms. These ATerms must be expli
itlyprote
ted and unprote
ted by the programmer, if not, the automati
 garbage
olle
tor may remove these ATerms and 
auses unwanted behavior. The problemwith global ATerms is 
overed in detail in 
hapter 2.(2) Kinds of unwanted behaviorImproper use of global ATerms 
an 
ause unwanted behavior. Three di�erentbehaviors are des
ribed in detail in 
hapter 2.2. These are:
• When a global ATerm is not prote
ted before being used or de�ned, theautomati
 garbage 
olle
tor may remove the ATerm. Referen
ing the re-moved ATerm will return an arbitrary value without warning of its re-moval.
• If a global ATerm is prote
ted but not unprote
ted, the memory of theATerm is prote
ted from removal even when that is no longer ne
essary.This 
auses a memory leak in the programs.
• If a global ATerm is unprote
ted without a pre
eding prote
t, a segmen-tation fault will o

ur whi
h 
auses the system to 
rash.
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(3) Capturing the �ow of the programsThe method des
ribed in this thesis provides a way of extra
ting the ��ow� of theprogram from the sour
e 
ode into an intermediate stru
ture 
alled the 
ontrol�ow graph using language transformations. Building the 
ontrol �ow graph isdone by means of transforming every de
laration and statement in the programinto a node and linking these together with dire
ted edges. Chapter 4 des
ribesthis pro
ess. The ASF+SDF Meta Environment is used for the parsing the 
odeand the transformations from ANSI-C 
ode to the intermediate datastru
tures.Transforming the 
ontrol �ow graph into a dual graph that has the a
tion la-bels on the edges instead of on the nodes makes it better usable for model 
he
k-ing. Some model 
he
kers (in
luding the CADP evaluator used in this proje
t)use edge-labeled graphs as input rather than node-labeled graphs. Chapter 5des
ribes the transformation from 
ontrol �ow graph into dual graph.(4) Abstra
tionThe dual graph stru
ture 
an be abstra
ted. The abstra
tion pro
ess (des
ribedin 
hapter 6) is again a set of language transformations that �abstra
t� away allinformation that is not related to global ATerms. All de
larations and state-ments in the dual graph are 
he
ked for o

urren
e of the names of globalATerms and are given a label a

ordingly. A
tion labels des
ribe when a globalATerm is de
lared, de�ned, used, prote
ted and unprote
ted. An assignmentwith a global ATerm on the left-hand side will re
eive a def_name label. Allother, non global ATerm related, de
larations and statements will re
eive thelabel i whi
h stands for internal a
tion. The result of abstra
tion is a graphthat denotes only the �behavior� of global ATerms.(5) Che
king the modelsMany model 
he
kers have their own input language. For example the SPINmodel 
he
ker uses the Promela language. The CADP evaluator whi
h is anon-the-�y model 
he
ker, provides the possibility to use a graph as input. A lastset of transformations, transform the abstra
t graph into the Aldebaran graphformat that serves as input for the CADP evaluator. The transformations aredes
ribed in se
tion 7.1.1.The model of the program (i.e. the Aldebaran graph) is then transformedinto a binary 
oded graph and redu
ed by applying bran
hing bisimulation re-du
tion, implemented in the CADP toolkit. A set of safety properties in regularalternation-free µ-
al
ulus (se
tion 7.2), together with the redu
ed model (se
-tion 7.2.1) 
an be 
he
ked by the model 
he
ker. If any violation of the safetyproperties is found, an error tra
e from start node to the violating a
tion isgiven. This provides insight in where improper use has been made in usingATerms.Che
king the test programs that trigger the unwanted behavior result inerror tra
es. These error tra
es show the improper behavior. Model Che
king71



the models of the programs a
tually �nds the unwanted behavior as des
ribedin 
hapter 7.3.This thesis does not in
lude a 
ase study in whi
h third party sour
e 
odeis 
he
ked. The solution and implementation is not yet ready for full size pro-grams. An attempt was made on the 
onstelem.
 program in the mCRL2 toolkit.This program uses 3 globally de�ned ATbool variables and a globally de�nedATermTable that are not prote
ted and unprote
ted. There we a 
ouple ofproblems that made the 
urrent solution unable to 
he
k this program.
• Not all language 
onstru
tions that were used in 
onstelem.
 were imple-mented in the solution. Examples are �
ontinue�, �exit� and pointers.
• The ANSI-C syntax de�nition that 
omes with the ASF+SDF Meta En-vironment was unable to parse the 
onstelem.
 
ode.
• Upon removal of the statements that 
aused parsing to fail, a lot of newambiguities were introdu
ed. a variable named �
onstru
tor� 
ould also beparsed with�
onst� as spe
i�er, making the variable 
onstant. Also entirefun
tions were 
onsidered ambiguous.Pointer operations and aliasing will prove di�
ult as well as re
ursion andwill provide a 
hallenge in future work in this area of resear
h.Main resear
h questionTo answer the main resear
h question more dire
tly: By following the methoddes
ribed in this thesis, ANSI-C programs in the subset 
an be transformed intomodels. Che
king these models against patterns of proper behavior by a model
he
ker, provides error tra
es that dete
ts improper use of global ATerms.8.3 Related Work8.3.1 Model Che
king program sour
e 
odeCopperVerdaasdonk investigated in [39℄ how the Copper model 
he
ker 
an be usedto verify ar
hite
tural rules for software systems. The Copper model 
he
kertakes an ANSI-C program (normalized to pure ANSI-C if ne
essary) and a re-quirement in Linear Time Logi
 formula as input. The Copper tool has limitedsupport for arrays and pointers and does not support �oats or doubles. Consid-ering these restri
tions and the fa
t that a di�erent kind of abstra
tion te
hniquemight be more e�
ient in 
he
king for use of ATerms, the 
hoi
e was made touse language transformations for a �
ustom-made� abstra
tion.�SPINVarious attempts at model 
he
king a
tual sour
e 
ode have been made usingthe SPIN model 
he
ker. Holzmann and Smith des
ribe an extra
tion and veri-�
ation method for C sour
e 
ode in [22℄. Their method is based on veri�
ation72



during 
ode development. This means that at any time during the developmentof a program, a model may be extra
ted from it and 
he
ked by the SPIN model
he
ker. The output is an annotated C tra
e that 
an be used for further de-velopment. The method in this thesis works with a posteriori veri�
ation of theprograms.Another attempt at model 
he
king ANSI-C 
ode was made by Holzmannin [21℄. The automaton extra
tion tool AX is introdu
ed whi
h 
an abstra
tand verify models in 
ombination with the SPIN model 
he
ker. It relies on auser-de�ned abstra
tion and annotations that determine whether 
ertain pathsare in
luded in the model, 
hanged or just printed as 
omment. The AX tooluses tabled abstra
tion that uses a table and preferen
es to determine how andwhat must be abstra
ted. The SPIN model 
he
ker is used to 
he
k the pro-du
ed models against properties in temporal formulas. The model 
onstru
tionhowever is not fully automated. In some 
ases 25% to 50% of the model must behandwritten whereas the method des
ribed in this thesis produ
es the modelsfully automated and require no further annotations to the programs. Holzmanndes
ribes the same problems with pointers and aliases that were en
ountered inthis proje
t.Cattel des
ribes in [13℄, how a limited subset of sC++, an extension of C++that adds support for 
on
urren
y, 
an be transformed into Promela. The arti-
le des
ribes several semanti
 equations that have been implemented in prolog.Again the SPIN model 
he
ker is used to verify requirements on the Promelamodel.Several attempts use Java as input language. DeMartini et. al. use theSPIN model 
he
ker in 
ombination with the JCAT tool [16℄ to 
he
k for dead-lo
ks in 
on
urrent systems. The JCAT tool uses a transformation methodthat transforms Java 
ode into Promela 
ode that 
an be used by the SPINmodel 
he
ker. Havelund and Pressburger des
ribe a method of transformingJava 
ode into Promela 
ode using the Java PathFinder system in [19℄. ThePromela models are then 
he
ked by the SPIN model 
he
ker and in both 
ases,interesting results have been obtained.BanderaCorbett et.al. des
ribe the Bandera toolkit in [17℄. This toolkit 
an extra
t �nitestate models from Java sour
e 
ode. Bandera 
an transform Java 
ode into amodel in a number of model 
he
ker formats su
h as Promela and nuSMV forthe SMV model 
he
ker and is able to translate the error tra
es ba
k to sour
e
ode again.SLAM and Boolean programsThe SLAM model 
he
ker [10℄, used within Mi
rosoft for 
he
king third-partydevi
e drivers, uses boolean programs as models for C programs. SLAM is atool for 
he
king whether a given C program �obeys API usage rules�. Booleanprograms 
an be used as an intermediate datastru
ture to des
ribe the stru
-ture of a program. These stru
tures, des
ribed in [9℄, abstra
ts all variables and73



guards to boolean expressions. This way, by a method of re�nement and settingboolean values, a boolean program 
an be automati
ally 
he
ked for invariantviolations and the feasibility of paths.However, boolean programs 
on
entrate on the question of rea
hability. Thiswould only be a partial answer to the problem of 
he
king the use of ATerms.Sin
e the order and nature of 
ertain types of a
tions on globally de�ned ATermsmatter, rea
hability using boolean programs would not solve the problem. An-other remark is that the boolean program abstra
tion rules out 
ertain pathsby setting the boolean guard to true or false. In this proje
t, all possible pathsare of interest.Java Modeling LanguageThe Java Modelling Language (JML) des
ribed in [27℄, uses �annotation 
om-ments� to implement a formal behavioral interfa
e spe
i�
ation language forJava. It uses a method 
alled �design by 
ontra
t� that 
reates 
ontra
ts be-tween 
lasses and fun
tions. These 
ontra
ts 
ontain pre and post 
onditionsand invariants that 
an need to hold before the fun
tion 
an be exe
uted. Be-
ause the desire was to 
he
k ANSI-C sour
e 
ode for the use of ATerms, re-gardless of whether a loop invariant holds or a pre
ondition holds, a 
hoi
e wasmade to transform the entire C program into a model rather than use similarannotations.8.3.2 Fa
t extra
tionCPP2XMIThe CPP2XMI tool des
ribed in [26℄ is able to reverse engineer UML modelsfrom C++ 
ode. CPP2XMI is part of a toolset 
alled SQuADT [6℄ that is usedfor analysis of C++ 
ode.Fa
t extra
tion using Rs
riptRs
ript provides a di�erent approa
h to software analysis based on relational
al
ulus des
ribed in [25℄. Rs
ript is intended for the analysis of programmingsour
e 
ode using fa
t extra
tion. Fa
t abstra
tion 
an provide usefull infor-mation and several program sli
ing and analysis appli
ations have been made.For example the work of Vankov in [38℄ on a relational approa
h to programsli
ing. However, sin
e the goal of this proje
t is to use a model 
he
king toolto 
he
k for unwanted behavior whi
h needs to transform sour
e 
ode into agraph, the ASF+SDF Meta Environment was 
hosen be
ause of its languagetransformation abilities and reputation.8.4 Re
ommendations and future workThis proje
t raised some interesting questions that may be investigated in thefuture. Also some optimizations and extentions might prove useful. Considerthis non-exhausting list of future resear
h topi
s and programming tasks:74



• Solve ambiguity problems.
• Validate used transformations.
• Implement remaining ANSI-C language 
onstru
tions.
• Investigate implementation of re
ursion (possibly by transformation to apro
ess algebra language)
• Investigate implementation of pointers.
• Investigate possible problems that 
an o

ur from prote
ting a lo
al ATerm.
• Investigate model 
he
king other languages.
• In
lude guard 
onditions in �ow graph 
onstru
tions in extended �nitestate ma
hines (eFSM). Perhaps the guard 
onditions 
an be used a somesort of heuristi
 in model 
he
king. Somethings may or may not happendepending on the evaluation of the guard.
• Investigate other behavioral patterns to 
he
k for.
• Investigate possible optimizations on the model 
he
king side. (This re-sear
h fo
uses more on the language transformation side).
• Investigate possibility to extend the system to use model 
he
king outputto 
orre
t the errors in the sour
e 
ode.
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Appendix AList of Tools
Operating System: Xubuntu GNU/Linux 7.04 (Feisty Fawn)kernel: 2.6.20Extra Software: Java 1.6GraphViz 2.8-2.6Flex(old) 2.5.4a-7Flex 2.5.33-10build1Bison 1:2.3.dfsg-4build1GCC 4:4.1.2-1ubuntu1Curl 7.15.5-1ubuntu2ASF+SDF Meta Environment: asfsdf-meta-2.0pre.20865.28427ATerm Library: ATerm 1.4.2CADP toolset 2006 "Edinburgh" (Stable)
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Appendix BUsing the ATerm libraryThis appendix holds the various test programs that have been used to test thesolution presented in this thesis. An overview of the test programs and theiruse of the ATerm library is given in the table below.Program Use of ATermsNail Warehouse 1 Global ATerm is de�ned without prote
tion;Else-bran
h does not have prote
t (mismat
h).Nail Warehouse 2 Warehouse 1 �xed: Proper use of the ATerm libraryTest program 1 Global ATerm is de�ned without prote
tion.Test program 2 Program 1 �exed: Proper use of ATerm library.Test program 3 Global ATerm array is de�ned without prote
tion.Test program 4 Program 3 �xed: Proper use of ATerm library.Test program 5 Global ATerm is prote
ted but not unprote
ted.Test program 6 Global ATerm array is prote
ted but not unprote
ted.Test program 7 Global ATerm is de�ned without prote
tion;Unprote
t without pre
eding prote
t (mismat
h).Test program 8 Global ATerm array is de�ned without prote
tion;Unprote
t without pre
eding prote
t (mismat
h).
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B.1 Nail Warehouse 1#in
lude <stdio.h>#in
lude <aterm2.h>ATermInt inv;void sell(int number){ ATermInt s;s = ATmakeInt(number);ATprintf("Nail number %t sold\n", s);}int order(void) {return 400000;}int main(int arg
, 
har* argv[℄){ ATerm bottomOfSta
k;int k = 400000;int l;ATinit(arg
, argv, &bottomOfSta
k);inv = ATmakeInt(400025-400000);while(k > 0) {sell(k);k--;}if(ATgetInt(inv) < 1000) {ATprote
t(&inv);l = order();inv = ATmakeInt(order() + ATgetInt(inv));ATprintf("New nails ordered; New inventory = %t\n", inv);}else { ATprintf("Nothing ordered; Inventory = %t\n", inv);}ATprintf("Final Inventory = %t\n", inv);ATunprote
t(&inv);return 0;} 83



B.2 Nail Warehouse 2#in
lude <stdio.h>#in
lude <aterm2.h>ATermInt inv;void sell(int number){ ATermInt s;s = ATmakeInt(number);ATprintf("Nail number %t sold\n", s);}int order(void) {return 400000;}int main(int arg
, 
har* argv[℄){ ATerm bottomOfSta
k;int k = 400000;int l;ATinit(arg
, argv, &bottomOfSta
k);ATprote
t(&inv);inv = ATmakeInt(400025-400000);while(k > 0) {sell(k);k--;}if(ATgetInt(inv) < 1000) {l = order();inv = ATmakeInt(order() + ATgetInt(inv));ATprintf("New nails ordered; New inventory = %t\n", inv);}else { ATprintf("Nothing ordered; Inventory = %t\n", inv);}ATprintf("Final Inventory = %t\n", inv);ATunprote
t(&inv);return 0;} 84



B.3 Test program 1#in
lude <stdio.h>#in
lude <aterm2.h>ATermInt global;void foo(int 
ounter){ ATermInt s;s = ATmakeInt(
ounter);ATprintf("s = %t\n", s);}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;ATinit(arg
, argv, &bottomOfSta
k);global = ATmakeInt(42);while(index > 0) {foo(
ounter);
ounter++;index--;}ATprintf("Value of global ATerm = %t\n", global);return 0;}

85



B.4 Test program 2#in
lude <stdio.h>#in
lude <aterm2.h>ATermInt global;void foo(int 
ounter){ ATermInt s;s = ATmakeInt(
ounter);ATprintf("s = %t\n", s);}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;ATinit(arg
, argv, &bottomOfSta
k);ATprote
t(&global);global = ATmakeInt(42);while(index > 0) {foo(
ounter);
ounter++;index--;}ATprintf("Value of global ATerm = %t\n", global);ATunprote
t(&global);return 0;}
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B.5 Test program 3#in
lude <stdio.h>#in
lude <aterm1.h>ATerm mylist[10℄;ATerm foo(int 
ounter){ ATerm s;s = ATmake ("<int>", 
ounter);return s;}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;int i;ATinit(arg
, argv, &bottomOfSta
k);for(i = 0; i < 10; i++) {mylist[i℄ = foo(i);}while (index > 0) {foo(
ounter);
ounter++;index--;}for(i = 0; i < 10; i++) {ATprintf("value of global at index %d = %t\n", i, mylist[i℄);}return 0;}
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B.6 Test program 4#in
lude <stdio.h>#in
lude <aterm1.h>ATerm mylist[10℄;ATerm foo(int 
ounter){ ATerm s;s = ATmake ("<int>", 
ounter);return s;}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;int i;ATinit(arg
, argv, &bottomOfSta
k);ATprote
tArray(mylist, 10);for(i = 0; i < 10; i++) {mylist[i℄ = foo(i);}while (index > 0) {foo(
ounter);
ounter++;index--;}for(i = 0; i < 10; i++) {ATprintf("value of global at index %d = %t\n", i, mylist[i℄);}ATunprote
tArray(mylist);return 0;}
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B.7 Test program 5#in
lude <stdio.h>#in
lude <aterm2.h>ATermInt global;void foo(int 
ounter){ ATermInt s;s = ATmakeInt(
ounter);ATprintf("s = %t\n", s);}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;ATinit(arg
, argv, &bottomOfSta
k);ATprote
t(&global);global = ATmakeInt(42);while(index > 0) {foo(
ounter);
ounter++;index--;}ATprintf("Value of global ATerm = %t\n", global);return 0;}
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B.8 Test program 6#in
lude <stdio.h>#in
lude <aterm1.h>ATerm mylist[10℄;ATerm foo(int 
ounter){ ATerm s;s = ATmake ("<int>", 
ounter);return s;}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;int i;ATinit(arg
, argv, &bottomOfSta
k);ATprote
tArray(mylist, 10);for(i = 0; i < 10; i++) {mylist[i℄ = foo(i);}while (index > 0) {foo(
ounter);
ounter++;index--;}for(i = 0; i < 10; i++) {ATprintf("value of global at index %d = %t\n", i, mylist[i℄);}return 0;}
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B.9 Test program 7#in
lude <stdio.h>#in
lude <aterm2.h>ATermInt global;void foo(int 
ounter){ ATermInt s;s = ATmakeInt(
ounter);ATprintf("s = %t\n", s);}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;ATinit(arg
, argv, &bottomOfSta
k);global = ATmakeInt(42);while(index > 0) {foo(
ounter);
ounter++;index--;}ATprintf("Value of global ATerm = %t\n", global);ATunprote
t(&global);return 0;}
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B.10 Test program 8#in
lude <stdio.h>#in
lude <aterm1.h>ATerm mylist[10℄;ATerm foo(int 
ounter){ ATerm s;s = ATmake ("<int>", 
ounter);return s;}int main(int arg
, 
har *argv[℄){ ATerm bottomOfSta
k;int 
ounter = 0;int index = 400000;int i;ATinit(arg
, argv, &bottomOfSta
k);for(i = 0; i < 10; i++) {mylist[i℄ = foo(i);}while (index > 0) {foo(
ounter);
ounter++;index--;}for(i = 0; i < 10; i++) {ATprintf("value of global at index %d = %t\n", i, mylist[i℄);}ATunprote
tArray(mylist);return 0;}
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Appendix CNormalizingC.1 Normalizing (SDF)%% Normalization of C sour
e 
ode%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module NormalFormimports 
/Default-C-With-CPPimports basi
/Whitespa
eimports basi
/Commentsexports
ontext-free start-symbolsTranslationUnitSpe
ifierStatementExpression{ InitDe
larator ","}+
ontext-free syntaxnormalize(TranslationUnit) -> TranslationUnitelimif(Statement) -> Statementelimfor(Statement) -> Statement+normalForm(TranslationUnit) ->TranslationUnit {traversal(trafo, bottom-up, 
ontinue)}normalForm(Statement*) ->Statement* {traversal(trafo, bottom-up, 
ontinue)}normalForm(Statement) ->Statement {traversal(trafo, bottom-up, 
ontinue)}stru
tname(TranslationUnit) ->TranslationUnit {traversal(trafo, top-down, 
ontinue)}stru
tname(Expression) ->93



Expression {traversal(trafo, top-down, 
ontinue)}nfexde
ls( ExternalDe
laration+ ) -> ExternalDe
laration+nffun
s( Fun
tionDefinition ) -> Fun
tionDefinitionnfstru
ts( ExternalDe
laration+ ) -> ExternalDe
laration+walkDe
ls(De
laration*) -> De
laration*walkStats(Statement*) -> Statement*splitUp( Spe
ifier+, { InitDe
larator ","}+) -> ExternalDe
laration+splitUpLo
al( Spe
ifier+, { InitDe
larator ","}+) -> De
laration*splitUpCase( Expression, Statement) -> StatementsplitUpStru
t(Identifier, Stru
tDe
laration+) -> ExternalDe
laration+splitUpStru
tLo
al(Spe
ifier+, Identifier, {Stru
tDe
larator ","}+)-> ExternalDe
laration+hiddensvariables"&TranslationUnit"[0-9℄* -> TranslationUnit"&Fun
tionDefinition"[0-9℄* -> Fun
tionDefinition"&Statement"[0-9℄* -> Statement"&Statement*"[0-9℄* -> Statement*"&Expression"[0-9℄* -> Expression"&Statement*"[0-9℄* -> Statement*"&Statement"[0-9℄* -> Statement"&Statement+"[0-9℄* -> Statement+"&De
laration"[0-9℄* -> De
laration"&De
laration+"[0-9℄* -> De
laration+"&De
laration*"[0-9℄* -> De
laration*"&Spe
ifier+"[0-9℄* -> Spe
ifier+"&Spe
ifier"[0-9℄* -> Spe
ifier"&Spe
ifier*"[0-9℄* -> Spe
ifier*"&InitDe
larators"[0-9℄* -> { InitDe
larator ","}+"&InitDe
larator"[0-9℄* -> InitDe
larator"&De
larator"[0-9℄* -> De
larator"&Initializer"[0-9℄* -> Initializer"&Identifier"[0-9℄* -> Identifier"&ExternalDe
laration"[0-9℄* -> ExternalDe
laration"&ExternalDe
laration+"[0-9℄* -> ExternalDe
laration+"&Stru
tDe
larations"[0-9℄* -> Stru
tDe
laration+"&Stru
tDe
laration"[0-9℄* -> Stru
tDe
laration"&Stru
tDe
larator"[0-9℄* -> Stru
tDe
larator"&Stru
tDe
larators"[0-9℄* -> {Stru
tDe
larator ","}+C.2 Normalizing (ASF)equations%% Normalization of if-then-else[elimif-0℄&Statement*3 := walkStats(&Statement1)94



====>elimif( if (&Expression) &Statement1 ) =if (&Expression) { &Statement*3 } else { skip(); }[elimif-1℄&Statement*3 := walkStats(&Statement*)====>elimif( if (&Expression) { &Statement* } ) =if (&Expression) { &Statement*3 } else { skip(); }[elimif-2℄&Statement*3 := walkStats(&Statement1),&Statement*4 := walkStats(&Statement2)====>elimif( if (&Expression) &Statement1 else &Statement2 ) =if (&Expression) { &Statement*3 } else { &Statement*4 }[elimif-3℄&Statement*3 := walkStats(&Statement*),&Statement*4 := walkStats(&Statement)====>elimif( if (&Expression) { &Statement* } else &Statement ) =if (&Expression) { &Statement*3 } else { &Statement*4 }[elimif-4℄&Statement*3 := walkStats(&Statement),&Statement*4 := walkStats(&Statement*)====>elimif( if (&Expression) &Statement else { &Statement* } ) =if (&Expression) { &Statement*3 } else { &Statement*4 }[elimif-5℄&Statement*3 := walkStats(&Statement*1),&Statement*4 := walkStats(&Statement*2)====>elimif( if (&Expression) { &Statement*1 } else { &Statement*2 } ) =if (&Expression) { &Statement*3 } else { &Statement*4 }[default-elimif℄elimif(&Statement) = &Statement%% Top-fun
tions for Normalization of External De
larations[normalize-0℄&TranslationUnit1 := normalForm(&TranslationUnit),&TranslationUnit2 := stru
tname(&TranslationUnit1)====>normalize(&TranslationUnit) = &TranslationUnit2[normalForm-extde
l-0℄ 95



&ExternalDe
laration+1 := nfexde
ls(&ExternalDe
laration+),&ExternalDe
laration+2 := nfstru
ts(&ExternalDe
laration+1),&ExternalDe
laration+3 := nfexde
ls(&ExternalDe
laration+2)====>normalForm( &ExternalDe
laration+ ) = &ExternalDe
laration+3%% Normalization of stru
ts. Stru
ts -> Globals and stru
tname transformation[nfstru
ts-0℄&ExternalDe
laration := &ExternalDe
laration+,stru
t &Identifier1 { &Stru
tDe
larations } &Identifier2 ;:= &ExternalDe
laration,&ExternalDe
laration+2 := splitUpStru
t(&Identifier2, &Stru
tDe
larations)====>nfstru
ts( &ExternalDe
laration+ ) = &ExternalDe
laration+2[nfstru
ts-1℄&ExternalDe
laration &ExternalDe
laration+2 := &ExternalDe
laration+,stru
t &Identifier1 { &Stru
tDe
larations } &Identifier2 ;:= &ExternalDe
laration,&ExternalDe
laration+3 := splitUpStru
t(&Identifier2, &Stru
tDe
larations)====>nfstru
ts( &ExternalDe
laration+ ) = &ExternalDe
laration+3nfstru
ts( &ExternalDe
laration+2 )[default-nfstru
ts℄nfstru
ts(&ExternalDe
laration+) = &ExternalDe
laration+[stru
tname-0℄stru
tname(&Identifier1.&Identifier2) = &Identifier1_&Identifier2%% Normalization of De
larations[nfexde
ls-0℄&ExternalDe
laration := &ExternalDe
laration+,&Spe
ifier+ &InitDe
larators ; := &ExternalDe
laration,&ExternalDe
laration+2 := splitUp(&Spe
ifier+, &InitDe
larators)====>nfexde
ls( &ExternalDe
laration+ ) = &ExternalDe
laration+2[nfexde
ls-1℄&ExternalDe
laration &ExternalDe
laration+2 := &ExternalDe
laration+,&Spe
ifier+ &InitDe
larators ; := &ExternalDe
laration,&ExternalDe
laration+3 := splitUp(&Spe
ifier+, &InitDe
larators)====>nfexde
ls( &ExternalDe
laration+ ) = &ExternalDe
laration+3nfexde
ls( &ExternalDe
laration+2 )[nfexde
ls-2℄&ExternalDe
laration := &ExternalDe
laration+,96



&Fun
tionDefinition := &ExternalDe
laration====>nfexde
ls( &ExternalDe
laration+ ) = nffun
s(&Fun
tionDefinition)[nfexde
ls-3℄&ExternalDe
laration &ExternalDe
laration+2 := &ExternalDe
laration+,&Fun
tionDefinition := &ExternalDe
laration====>nfexde
ls( &ExternalDe
laration+ ) = nffun
s(&Fun
tionDefinition)nfexde
ls( &ExternalDe
laration+2 )[default-nfexde
ls℄nfexde
ls(&ExternalDe
laration+) = &ExternalDe
laration+%% Normalization of Fun
tion Definitions[nffun
s-0℄&Spe
ifier* &De
larator &De
laration* { &De
laration*2 &Statement* }:= &Fun
tionDefinition,&De
laration*3 := walkDe
ls(&De
laration*2),&Statement*3 := walkStats(&Statement*),&Fun
tionDefinition2 := &Spe
ifier* &De
larator &De
laration*{ &De
laration*3 &Statement*3 }====>nffun
s(&Fun
tionDefinition) = &Fun
tionDefinition2%% Traverse De
larations and Statements[walkDe
ls-1℄&De
laration &De
laration*3 := &De
laration+,&Spe
ifier+ &InitDe
larators ; := &De
laration,&De
laration*2 := splitUpLo
al(&Spe
ifier+, &InitDe
larators)====>walkDe
ls(&De
laration+) = &De
laration*2 walkDe
ls(&De
laration*3)[walkDe
ls-2℄walkDe
ls() =[walkStats-1℄&Statement &Statement* := &Statement+,&Statement1 := elimif(&Statement),&Statement+1 := elimfor(&Statement1)====>walkStats(&Statement+) = &Statement+1 walkStats(&Statement*)[walkStats-2℄walkStats() =%% Normalization of for-repetition97



[elimfor-0℄for ( &Expression1 ; &Expression2 ; &Expression3 ) { &Statement* }:= &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := &Expression1 ; while (&Expression2) { &Statement*1&Expression3 ; }====>elimfor(&Statement) = &Statement+1[elimfor-1℄for ( ; &Expression2 ; &Expression3 ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := while (&Expression2) { &Statement*1 &Expression3 ; }====>elimfor(&Statement) = &Statement+1[elimfor-2℄for ( &Expression1 ; ; &Expression3 ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := &Expression1 ; while (1) { &Statement*1 &Expression3 ; }====>elimfor(&Statement) = &Statement+1[elimfor-3℄for ( &Expression1 ; &Expression2 ; ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := &Expression1 ; while (&Expression2) { &Statement*1 }====>elimfor(&Statement) = &Statement+1[elimfor-4℄for ( ; ; &Expression3 ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := while (1) { &Statement*1 &Expression3 ; }====>elimfor(&Statement) = &Statement+1[elimfor-5℄for ( &Expression1 ; ; ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := &Expression1 ; while (1) { &Statement*1 }====>elimfor(&Statement) = &Statement+1[elimfor-6℄for ( ; &Expression2 ; ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := while (&Expression2) { &Statement*1 }====>elimfor(&Statement) = &Statement+198



[elimfor-7℄for ( ; ; ) { &Statement* } := &Statement,&Statement*1 := walkStats(&Statement*),&Statement+1 := while (1) { &Statement*1 }====>elimfor(&Statement) = &Statement+1[default-elimfor℄elimfor(&Statement) = &Statement%% Normalization of multiple de
larations (e.g. int i,j,k;)[splitUp-0℄splitUp(&Spe
ifier+, &InitDe
larator) = &Spe
ifier+ &InitDe
larator ;[splitUp-1℄splitUp(&Spe
ifier+, &InitDe
larator, &InitDe
larators) =&Spe
ifier+ &InitDe
larator ; splitUp(&Spe
ifier+,&InitDe
larators)[splitUpLo
al-0℄splitUpLo
al(&Spe
ifier+, &InitDe
larator) = &Spe
ifier+&InitDe
larator ;[splitUpLo
al-1℄splitUpLo
al(&Spe
ifier+, &InitDe
larator, &InitDe
larators) =&Spe
ifier+ &InitDe
larator ; splitUpLo
al(&Spe
ifier+,&InitDe
larators)[splitUpStru
t-0℄&Spe
ifier+ &Stru
tDe
larators ; := &Stru
tDe
laration,&ExternalDe
laration+ := splitUpStru
tLo
al(&Spe
ifier+,&Identifier2, &Stru
tDe
larators)====>splitUpStru
t(&Identifier2, &Stru
tDe
laration) = &ExternalDe
laration+[splitUpStru
t-1℄&Spe
ifier+ &Stru
tDe
larators1 ; := &Stru
tDe
laration,&ExternalDe
laration+ := splitUpStru
tLo
al(&Spe
ifier+, &Identifier2,&Stru
tDe
larators1)====>splitUpStru
t(&Identifier2, &Stru
tDe
laration &Stru
tDe
larations ) =&ExternalDe
laration+ splitUpStru
t(&Identifier2,&Stru
tDe
larations )[splitUpStru
tLo
al-0℄&Identifier1 := &Stru
tDe
larator====>splitUpStru
tLo
al(&Spe
ifier+, &Identifier2, &Stru
tDe
larator) =99



&Spe
ifier+ &Identifier2_&Identifier1 ;[splitUpStru
tLo
al-0℄&Identifier1 := &Stru
tDe
larator====>splitUpStru
tLo
al(&Spe
ifier+, &Identifier2, &Stru
tDe
larator,&Stru
tDe
larators) = &Spe
ifier+ &Identifier2_&Identifier1 ;splitUpStru
tLo
al(&Spe
ifier+, &Identifier2, &Stru
tDe
larators)
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Appendix DControl Flow GraphD.1 Triple%% Generi
 Parameterized Triple%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module Triple[X Y Z℄imports basi
/Whitespa
eimports basi
/Booleansexports
ontext-free start-symbolsTriple[[X,Y,Z℄℄sorts Triple[[X,Y,Z℄℄
ontext-free syntax"(" X "," Y "," Z ")" -> Triple[[X,Y,Z℄℄makeTriple(X, Y, Z) -> Triple[[X,Y,Z℄℄fst(Triple[[X,Y,Z℄℄) -> Xsnd(Triple[[X,Y,Z℄℄) -> Ytrd(Triple[[X,Y,Z℄℄) -> ZeqTriple(Triple[[X,Y,Z℄℄,Triple[[X,Y,Z℄℄) -> Booleanhiddenssorts X Y Zvariables"X"[0-9℄* -> X"Y"[0-9℄* -> Y"Z"[0-9℄* -> Z101



"Triple"[0-9℄* -> Triple[[X,Y,Z℄℄equations[makeTriple-1℄makeTriple(X,Y,Z) = (X,Y,Z)[fst-1℄ fst((X,Y,Z)) = X[snd-1℄ snd((X,Y,Z)) = Y[trd-1℄ trd((X,Y,Z)) = Z[eqTriple-1℄eqTriple(Triple, Triple) = true[default-eqTriple℄eqTriple(Triple1, Triple2) = falseD.2 Tuple%% Generi
 Parameterized Tuple%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module Tuple[X Y℄imports basi
/Whitespa
eexports
ontext-free start-symbolsTuple[[X,Y℄℄sorts Tuple[[X,Y℄℄
ontext-free syntax"(" X "," Y ")" -> Tuple[[X,Y℄℄makeTuple(X, Y) -> Tuple[[X,Y℄℄fst(Tuple[[X,Y℄℄) -> Xsnd(Tuple[[X,Y℄℄) -> Yhiddenssorts X Y 102



variables"X"[0-9℄* -> X"Y"[0-9℄* -> Y"Tuple"[0-9℄* -> Tuple[[X,Y℄℄equations[makeTuple-1℄makeTuple(X,Y) = (X,Y)[fst-1℄ fst((X,Y)) = X[snd-1℄ snd((X,Y)) = YD.3 De
lStat%% De
lStat - (De
laration/Statement/Expression datatype)%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module De
lStatimports basi
/Whitespa
eimports 
/De
larationsimports 
/Statementsimports 
/Expressionsimports basi
/Booleansexportssorts De
lStat
ontext-free syntaxDe
laration -> De
lStatDe
larator -> De
lStatStatement -> De
lStatExpression -> De
lStat"STOP" -> De
lStat"START" -> De
lStat"EXIT" -> De
lStat"SKIP" -> De
lStat"SEPARATE" -> De
lStatisDe
l(De
lStat) -> BooleanisStat(De
lStat) -> BooleanisExpr(De
lStat) -> Boolean103



hiddens
ontext-free start-symbolsDe
lStat Booleanvariables"&De
laration"[0-9℄* -> De
laration"&De
larator"[0-9℄* -> De
larator"&Statement"[0-9℄* -> Statement"&Expression"[0-9℄* -> Expressionequations[isDe
l-1℄isDe
l(&De
laration) = true[default-isDe
l℄isDe
l(&De
lStat) = false[isStat-1℄isStat(&Statement) = true[default-isStat℄isStat(&De
lStat) = false[isExpr-1℄isExpr(&Expression) = true[default-isExpr℄isExpr(&De
lStat) = falseD.4 Control Flow Graph stru
ture (SDF)%% Control Flow Graph datastru
ture%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module CFGraphimports basi
/Whitespa
eimports basi
/Integersimports basi
/Booleansimports De
lStat%% import Edgeslistimports Tuple[Integer Integer℄imports 
ontainers/List[Tuple[[Integer,Integer℄℄℄104



%% import Nodelistimports Tuple[Integer De
lStat℄imports 
ontainers/List[Tuple[[Integer,De
lStat℄℄℄exports%% Set aliases for shorter names%% Lists are used instead of sets for easier handlingaliasesList[[Tuple[[Integer,De
lStat℄℄℄℄ -> NodeListList[[Tuple[[Integer,Integer℄℄℄℄ -> EdgeList
ontext-free start-symbolsTuple[[Integer,Integer℄℄Tuple[[Integer,De
lStat℄℄NodeListEdgeListCFGraphIntegerBooleansorts CFGraph
ontext-free syntax%% Control Flow Graph stru
ture and 
onstru
tors<NodeList,EdgeList> -> CFGraphemptyCFGraph() -> CFGraphinitialCFGraph() -> CFGraphmakeCFGraph(NodeList,EdgeList) -> CFGraph%% Adding a Node or Edge to the CFGaddNodeToCFGraph(Integer, De
lStat, CFGraph) -> CFGraphaddEdgeToCFGraph(Integer, Integer, CFGraph) -> CFGraph%% Auxiliary fun
tionsgetNodes(CFGraph) -> NodeListgetEdges(CFGraph) -> EdgeListisEmptyCFGraph(CFGraph) -> BooleanmergeCFGraphs(CFGraph, CFGraph) -> CFGraphgetLastNodeId(CFGraph) -> Integer105



loopNodes(NodeList) -> Tuple[[Integer,De
lStat℄℄loopEdges(EdgeList) -> Tuple[[Integer,Integer℄℄findNode(NodeList, Integer) -> Tuple[[Integer,De
lStat℄℄hiddens
ontext-free syntax%% Internal fun
tionsaddNode(Integer, De
lStat, NodeList) -> NodeListaddEdge(Integer, Integer, EdgeList) -> EdgeListvariables"&Integer"[0-9℄* -> Integer"&De
lStat"[0-9℄* -> De
lStat"&Boolean"[0-9℄* -> Boolean"&Edge"[0-9℄* -> Tuple[[Integer,Integer℄℄"&Node"[0-9℄* -> Tuple[[Integer,De
lStat℄℄"&NodeList"[0-9℄* -> NodeList"&EdgeList"[0-9℄* -> EdgeList"&CFGraph"[0-9℄* -> CFGraph
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D.5 Control Flow Graph stru
ture equations (ASF)equations%% Add fun
tions for nodes and edges[addNode-1℄&Node := makeTuple(&Integer, &De
lStat)====>addNode(&Integer, &De
lStat, &NodeList) =
on
at([&Node℄, &NodeList)[addEdge-1℄&Edge1 := makeTuple(&Integer1, &Integer2)====>addEdge(&Integer1, &Integer2, &EdgeList) =
on
at([&Edge1℄, &EdgeList)%% Get fun
tions for nodes and edges[getNodes-1℄getNodes(<&NodeList,&EdgeList>) = &NodeList[getEdges-1℄getEdges(<&NodeList,&EdgeList>) = &EdgeList%% Constru
tor (empty and initial)[emptyCFGraph-1℄emptyCFGraph() = <[℄,[℄>[initialCFGraph-1℄initialCFGraph() = <[(1,STOP) , (0,START)℄,[(0,1)℄>%% Make a
tual graph with <>[makeCFGraph-1℄makeCFGraph(&NodeList,&EdgeList) = <&NodeList,&EdgeList>%% Add a node and edge to the graph[addNodeToCFGraph-1℄&NodeList := getNodes(&CFGraph),&EdgeList := getEdges(&CFGraph),&NodeList1 := addNode(&Integer, &De
lStat, &NodeList)====>addNodeToCFGraph(&Integer, &De
lStat, &CFGraph) =makeCFGraph(&NodeList1,&EdgeList)[addEdgeToCFGraph-1℄ 107



&NodeList := getNodes(&CFGraph),&EdgeList := getEdges(&CFGraph),&EdgeList1 := addEdge(&Integer1, &Integer2, &EdgeList)====>addEdgeToCFGraph(&Integer1, &Integer2, &CFGraph) =makeCFGraph(&NodeList,&EdgeList1)%% Merge two CFGraphs[mergeCFGraphs-1℄&NodeList3 := 
on
at(getNodes(&CFGraph1), getNodes(&CFGraph2)),&EdgeList3 := 
on
at(getEdges(&CFGraph1), getEdges(&CFGraph2))====>mergeCFGraphs(&CFGraph1, &CFGraph2) =makeCFGraph(&NodeList3, &EdgeList3)%% Get highest node number (e.g. from loopbody) to 
ontinue numbering[getLastNodeId-1℄&NodeList := getNodes(&CFGraph),&Node := loopNodes(&NodeList)====>getLastNodeId(&CFGraph) = fst(&Node)%% Traverse the nodes and edges[loopNodes-1℄empty(tail(&NodeList)) == true,&Node := head(&NodeList)====>loopNodes(&NodeList) = &Node[default-loopNodes℄empty(tail(&NodeList)) == false====>loopNodes(&NodeList) = loopNodes(tail(&NodeList))[loopEdges-1℄empty(tail(&EdgeList)) == true,&Edge := head(&EdgeList)====>loopEdges(&EdgeList) = &Edge[default-loopEdges℄empty(tail(&EdgeList)) == false====>loopEdges(&EdgeList) = loopEdges(tail(&EdgeList))%% Find a 
ertain node 108



[findNode-1℄&Node := head(&NodeList),fst(&Node) == &Integer====>findNode(&NodeList, &Integer) = &Node[findNode-2℄&Node := head(&NodeList),&Integer1 := fst(&Node),&Integer1 != &Integer,&Integer1 != -1====>findNode(&NodeList, &Integer) = findNode(tail(&NodeList), &Integer)
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D.6 Building the 
ontrol �ow graph (SDF)%% Module for transformation form Normalized C to 
ontrol flow graph%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module BuildCFGimports CFGraphimports De
lStatimports NormalFormimports basi
/Integersimports basi
/Whitespa
eimports basi
/Booleans%% import for graph-integer tuple. Integer holds node numbering hintimports Triple[Integer Integer Integer℄imports Tuple[CFGraph Triple[[Integer,Integer,Integer℄℄℄imports Tuple[Identifier Integer℄%% imports for listifi
ationsimports 
ontainers/List[Fun
tionDefinition℄imports 
ontainers/List[De
lStat℄imports 
ontainers/List[Identifier℄imports 
ontainers/List[Tuple[[Identifier,Integer℄℄℄exportsaliasesTriple[[Integer,Integer,Integer℄℄ -> InfoTuple[[CFGraph,Triple[[Integer,Integer,Integer℄℄℄℄ -> CFGtuple
ontext-free start-symbolsTranslationUnitCFGraphFun
tionDefinitionList[[De
lStat℄℄List[[Fun
tionDefinition℄℄List[[Identifier℄℄List[[Tuple[[Identifier,Integer℄℄℄℄InfoCFGtupleBooleanStatementDe
larationIdentifier
ontext-free syntax 110



%% Main fun
tion and Constru
torparse(TranslationUnit) -> CFGraphemptyCFGtuple(Integer) -> CFGtuple%% Listify the Fun
tion DefinitionsgetFun
(TranslationUnit, List[[Fun
tionDefinition℄℄) ->List[[Fun
tionDefinition℄℄ {traversal(a

u, top-down, break)}getFun
(Fun
tionDefinition, List[[Fun
tionDefinition℄℄) ->List[[Fun
tionDefinition℄℄ {traversal(a

u, top-down, break)}%% Listify the Global De
larationsgetGlobals(TranslationUnit, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}getGlobals(ExternalDe
laration, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}%% Listify fun
tion names and get fun
tion namegetFun
tionName(Fun
tionDefinition) -> Identifierfun
NameListify(List[[Fun
tionDefinition℄℄, List[[Identifier℄℄) ->List[[Identifier℄℄%% Get the Main fun
tion out of all fun
tion de
laredgetMainFun
tion(List[[Fun
tionDefinition℄℄) -> Fun
tionDefinitionreturnFun
(List[[Fun
tionDefinition℄℄, Identifier) -> Fun
tionDefinition%% Create Lists of De
larations and Statements for easy handlingde
lListify(Fun
tionDefinition, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}de
lListify(De
laration*, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}de
lListify(De
laration, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}statListify(Fun
tionDefinition, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}111



statListify(Statement*, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}statListify(Statement, List[[De
lStat℄℄) ->List[[De
lStat℄℄ {traversal(a

u, top-down, break)}%% Auxiliary fun
tions for dise
ting Graph tuplegetCFGraph(CFGtuple) -> CFGraphgetInfo(CFGtuple) -> Info%% Constru
toremptyCFGtuple() -> CFGtuple%% Makes a subgraph from a De
lStat with arguments:%% De
lStat, Hint for node#, Fun
tionList, List fun
names,%% 
urrent fun
 + hist, 
urrent fun
 start, break dest.makeBlo
k(De
lStat, Integer, List[[Fun
tionDefinition℄℄,List[[Identifier℄℄, List[[Tuple[[Identifier,Integer℄℄℄℄,Integer) -> CFGtuple%% Language 
onstru
tion 
he
ksisBreak(De
lStat) -> Boolean
he
kReturn(De
lStat) -> Boolean
he
kRe
ursion(De
lStat, Identifier, List[[Identifier℄℄)-> Boolean
he
kCall(Identifier, List[[Tuple[[Identifier,Integer℄℄℄℄) -> Integer%% If 
untion is 
alled, add 
all to 
all queueaddCall(Identifier, Integer, List[[Tuple[[Identifier,Integer℄℄℄℄)-> List[[Tuple[[Identifier,Integer℄℄℄℄%% Remove old edge when insering a subgraph and subgraph insertionremoveOldEdge(CFGraph) -> CFGraphinsertBlo
k(CFGtuple, CFGtuple, Integer, Integer) -> CFGtuple%% Main fun
tion for building the CFGraphbuildCFGraph(List[[De
lStat℄℄, List[[Fun
tionDefinition℄℄,List[[Identifier℄℄) -> CFGtuple112



%% Constru
tCFG builds a CFG using a list of De
lStats%% (fun
tion body) with arguments:%% Begin, End, Statement* tuple, Fun
tionlist, fun
tion names,%%
urrent fun
tion, 
urrent fun
tion start, breakdest.
onstru
tCFG(Integer, Integer, List[[De
lStat℄℄, CFGtuple,List[[Fun
tionDefinition℄℄, List[[Identifier℄℄,List[[Tuple[[Identifier,Integer℄℄℄℄, Integer) -> CFGtuplehiddensvariables"&TranslationUnit" -> TranslationUnit"&Fun
tionDefinition"[0-9℄* -> Fun
tionDefinition"&Fun
tionList" -> List[[Fun
tionDefinition℄℄"&CFGraph"[0-9℄* -> CFGraph"&Spe
ifier*"[0-9℄* -> Spe
ifier*"&De
larator"[0-9℄* -> De
larator"&De
laration*"[0-9℄* -> De
laration*"&De
laration"[0-9℄* -> De
laration"&De
lStat"[0-9℄* -> De
lStat"&DSList"[0-9℄* -> List[[De
lStat℄℄"&IdList"[0-9℄* -> List[[Identifier℄℄"&Statement*"[0-9℄* -> Statement*"&Statement"[0-9℄* -> Statement"&Loopbody"[0-9℄* -> Statement*"&InitDe
larators"[0-9℄* -> { InitDe
larator ","}+"&CFGtuple"[0-9℄* -> CFGtuple"&Info"[0-9℄* -> Info"&Hint"[0-9℄* -> Integer"&Integer"[0-9℄* -> Integer"&Boolean"[0-9℄* -> Boolean"&NodeList"[0-9℄* -> NodeList"&EdgeList"[0-9℄* -> EdgeList"&Expression"[0-9℄* -> Expression"&Expression*"[0-9℄* -> {Expression ","}*"&Spe
ifier+"[0-9℄* -> Spe
ifier+"&Spe
ifier*"[0-9℄* -> Spe
ifier*"&Identifier"[0-9℄* -> Identifier"&Edge"[0-9℄* -> Tuple[[Integer,Integer℄℄"&Begin"[0-9℄* -> Integer"&End"[0-9℄* -> Integer"&Guard"[0-9℄* -> Expression"&ExternalDe
laration"[0-9℄* -> ExternalDe
laration"&Parameters?"[0-9℄* -> Parameters?"&Parameters"[0-9℄* -> Parameters"&Calls"[0-9℄* -> List[[Tuple[[Identifier,Integer℄℄℄℄"&Call"[0-9℄* -> Tuple[[Identifier,Integer℄℄113



D.7 Building the 
ontrol �ow graph (ASF)equations%% Main fun
tion[parse-1℄&DSList := 
on
at(getGlobals(&TranslationUnit, [℄), [SEPARATE℄),&Fun
tionList := getFun
(&TranslationUnit, [℄),&IdList := fun
NameListify(&Fun
tionList, [℄),&Fun
tionDefinition := getMainFun
tion(&Fun
tionList),&DSList1 := de
lListify(&Fun
tionDefinition, [℄),&DSList2 := statListify(&Fun
tionDefinition, &DSList1),%% In
lude global ATerm de
larations&DSList3 := 
on
at(&DSList, &DSList2),&CFGtuple := buildCFGraph(&DSList3, &Fun
tionList, &IdList)====>parse(&TranslationUnit) = getCFGraph(&CFGtuple)%% getFun
 - Listify all Fun
tion Definitions in sour
e 
ode[getFun
-1℄getFun
(&Fun
tionDefinition, &Fun
tionList) =
on
at(&Fun
tionList, [&Fun
tionDefinition℄)%% getGlobals - Listify all ATerms that are globally%% defined (not in a fun
tion definition)[getGlobals-1℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATerm &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-2℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATermInt &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-3℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATbool &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-4℄ 114



&De
laration := &ExternalDe
laration,&Spe
ifier* ATermReal &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-5℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATermAppl &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-6℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATermList &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-7℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATermBlob &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-8℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATermPla
eholder &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-9℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATermTable &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-10℄&De
laration := &ExternalDe
laration,&Spe
ifier* ATermIndexedSet &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[getGlobals-11℄&De
laration := &ExternalDe
laration,115



&Spe
ifier* AFun &InitDe
larators ; := &De
laration====>getGlobals(&ExternalDe
laration, &DSList) =
on
at(&DSList, [&De
laration℄)[default-getGlobals℄getGlobals(&De
laration, &DSList) = &DSList%% getMainFun
tion - get the Main fun
tion out of all fun
tions de
lared[getMainFun
tion-1℄&Fun
tionDefinition := head(&Fun
tionList),getFun
tionName(&Fun
tionDefinition) == main====>getMainFun
tion(&Fun
tionList) = &Fun
tionDefinition[default-getMainFun
tion℄getMainFun
tion(&Fun
tionList) = getMainFun
tion(tail(&Fun
tionList))%% getFun
tionName - get name of given fun
tion[getFun
tionName-1℄&Spe
ifier* &De
larator &De
laration*1{ &De
laration*2 &Statement* } := &Fun
tionDefinition,&De
larator2 ( &Parameters ) := &De
larator,&Identifier := &De
larator2====>getFun
tionName(&Fun
tionDefinition) = &Identifier%% returnFun
 - Returns the fun
tion definition mat
hing the Identifier[returnFun
-1℄&Fun
tionDefinition := head(&Fun
tionList),&Identifier1 := getFun
tionName(&Fun
tionDefinition),&Identifier1 == &Identifier====>returnFun
(&Fun
tionList, &Identifier) = &Fun
tionDefinition[default-returnFun
℄returnFun
(&Fun
tionList, &Identifier) =returnFun
(tail(&Fun
tionList), &Identifier)%% fun
Listify - Listify the fun
tionnames in the file for mat
hing[fun
NameListify-1℄empty(&Fun
tionList) == true====>fun
NameListify(&Fun
tionList, &IdList) = &IdList116



[default-fun
NameListify℄&Identifier := getFun
tionName(head(&Fun
tionList)),&IdList2 := 
ons(&Identifier, &IdList)====>fun
NameListify(&Fun
tionList, &IdList) =fun
NameListify(tail(&Fun
tionList), &IdList2)%% de
lListify - Listify all De
larations[de
lListify-1℄de
lListify(&De
laration, &DSList) =
on
at(&DSList, [&De
laration℄)%% statListify - Listify all Statements[statListify-1℄statListify(&Statement, &DSList) =
on
at(&DSList, [&Statement℄)%% Start the build pro
ess with initial graph[buildCFGraph-1℄&CFGraph := initialCFGraph(),&Info := makeTriple(0, 1, 1),&CFGtuple := makeTuple(&CFGraph, &Info),&Calls := addCall(main, 0, [℄)====>buildCFGraph(&DSList, &Fun
tionList, &IdList) =
onstru
tCFG(0, 1, &DSList, &CFGtuple, &Fun
tionList,&IdList, &Calls, 0)%% Get fun
tions[getCFGraph-1℄getCFGraph(&CFGtuple) = fst(&CFGtuple)[getInfo-1℄getInfo(&CFGtuple) = snd(&CFGtuple)%% Constru
tor for empty graph[emptyCFGtuple-1℄emptyCFGtuple(&Hint) = makeTuple(emptyCFGraph(), (0,&Hint,0))%% Constru
t CFG builder with eye for break and return statements[
onstru
tCFG-empty℄empty(&DSList) == true====>
onstru
tCFG(&Integer1, &Integer2, &DSList, &CFGtuple,117



&Fun
tionList, &IdList, &Calls, &Integer10) = &CFGtuple[
onstru
tCFG-nonempty℄empty(&DSList) == false,%% Constru
t fun
tion arguments&De
lStat := head(&DSList),
he
kReturn(&De
lStat) == false,isBreak(&De
lStat) == false,&Hint := snd(getInfo(&CFGtuple)),%% Create a blo
k to insert&CFGtuple1 := makeBlo
k(&De
lStat, &Hint, &Fun
tionList,&IdList, &Calls, &Integer10),%% Insert 1st into 2nd&CFGtuple2 := insertBlo
k(&CFGtuple1, &CFGtuple, &Integer1, &Integer2),&End := trd(getInfo(&CFGtuple2))====>
onstru
tCFG(&Integer1, &Integer2, &DSList, &CFGtuple, &Fun
tionList,&IdList, &Calls, &Integer10) = 
onstru
tCFG(&End, &Integer2,tail(&DSList), &CFGtuple2, &Fun
tionList, &IdList, &Calls, &Integer10)[
onstru
tCFG-break℄%% Upon break, empty DSlist. Break ends loopempty(&DSList) == false,%% Constru
t fun
tion arguments&De
lStat := head(&DSList),
he
kReturn(&De
lStat) == false,isBreak(&De
lStat) == true,&Hint := snd(getInfo(&CFGtuple)),%% Create a blo
k to insert&CFGtuple1 := makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList,&Calls, &Integer10),%% Insert 1st into 2nd&CFGtuple2 := insertBlo
k(&CFGtuple1, &CFGtuple, &Integer1, &Integer10),&End := trd(getInfo(&CFGtuple2))====>
onstru
tCFG(&Integer1, &Integer2, &DSList, &CFGtuple, &Fun
tionList,&IdList, &Calls, &Integer10) = 
onstru
tCFG(&End, &Integer2, [℄,&CFGtuple2, &Fun
tionList, &IdList, &Calls, &Integer10)[
onstru
tCFG-return-main℄empty(&DSList) == false,%% Constru
t fun
tion arguments&De
lStat := head(&DSList),
he
kReturn(&De
lStat) == true,fst(head(&Calls)) == main,&Hint := snd(getInfo(&CFGtuple)),%% Create a blo
k to insert&CFGtuple1 := makeBlo
k(&De
lStat, &Hint, &Fun
tionList,&IdList, &Calls, &Integer10),%% Insert 1st into 2nd118



&CFGtuple2 := insertBlo
k(&CFGtuple1, &CFGtuple, &Integer1, 1)====>
onstru
tCFG(&Integer1, &Integer2, &DSList, &CFGtuple, &Fun
tionList,&IdList, &Calls, &Integer10) = &CFGtuple2[
onstru
tCFG-return-nonmain℄empty(&DSList) == false,%% Constru
t fun
tion arguments&De
lStat := head(&DSList),
he
kReturn(&De
lStat) == true,fst(head(&Calls)) != main,&Hint := snd(getInfo(&CFGtuple)),%% Create a blo
k to insert&CFGtuple1 := makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList,&Calls, &Integer10),%% Insert 1st into 2nd&CFGtuple2 := insertBlo
k(&CFGtuple1, &CFGtuple, &Integer1, &Integer2)====>
onstru
tCFG(&Integer1, &Integer2, &DSList, &CFGtuple, &Fun
tionList,&IdList, &Calls, &Integer10) = &CFGtuple2%% Che
k is De
lStat is return, break or re
ursive[
he
kReturn-1℄return &Expression ; := &De
lStat====>
he
kReturn(&De
lStat) = true[default-
he
kReturn℄
he
kReturn(&De
lStat) = false[isBreak-1℄break ; == &De
lStat====>isBreak(&De
lStat) = true[isBreak-2℄break ; != &De
lStat====>isBreak(&De
lStat) = false[
he
kRe
ursion-1℄&Identifier ( &Expression* ) ; := &De
lStat,elem(&Identifier, &IdList) == true====>
he
kRe
ursion(&De
lStat, &Identifier, &IdList) = true%% Remove old ege for insertion of a subgraph[removeOldEdge-1℄ 119



&NodeList := getNodes(&CFGraph),&EdgeList := getEdges(&CFGraph)====>removeOldEdge(&CFGraph) = makeCFGraph(&NodeList,tail(&EdgeList))%% Insert a subgraph into the while CFG[insertBlo
k-1℄&CFGraph1 := getCFGraph(&CFGtuple1),%% Info of graph to be added&Begin1 := fst(getInfo(&CFGtuple1)),&Hint1 := snd(getInfo(&CFGtuple1)),&End1 := trd(getInfo(&CFGtuple1)),%% Get reveiving Graph&CFGraph := removeOldEdge(getCFGraph(&CFGtuple)),&CFGraph3 := mergeCFGraphs(&CFGraph1, &CFGraph),&CFGraph4 := addEdgeToCFGraph(&Integer1, &Begin1, &CFGraph3),&CFGraph5 := addEdgeToCFGraph(&End1, &Integer2, &CFGraph4),&Info := makeTriple(&Integer1, &Hint1, &End1),&CFGtuple5 := makeTuple(&CFGraph5, &Info)====>insertBlo
k(&CFGtuple1, &CFGtuple, &Integer1, &Integer2) = &CFGtuple5%% Constru
t subgraph per language 
onstru
tion[makeBlo
k-fun
tion
all-not-in-file℄&Identifier1 = &Identifier2 ( &Expression* ) ; := &De
lStat,elem(&Identifier2, &IdList) == false,&CFGraph := emptyCFGraph(),&CFGraph1 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph1, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple[makeBlo
k-fun
tion
all-not-in-file-1℄&Identifier2 ( &Expression* ) ; := &De
lStat,elem(&Identifier2, &IdList) == false,&CFGraph := emptyCFGraph(),&CFGraph1 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph1, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple[makeBlo
k-fun
tion
all-re
ursion℄&Identifier9 ( &Expression* ) ; := &De
lStat,&Integer11 := 
he
kCall(&Identifier9, &Calls),120



&Integer11 != -1,&CFGraph := emptyCFGraph(),&CFGraph1 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&CFGraph2 := addEdgeToCFGraph((&Hint + 1), &Integer11, &CFGraph1),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph2, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple[makeBlo
k-fun
tion
all-re
ursion-1℄&Identifier8 = &Identifier9 ( &Expression* ) ; := &De
lStat,&Integer11 := 
he
kCall(&Identifier9, &Calls),&Integer11 != -1,&CFGraph := emptyCFGraph(),&CFGraph1 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&CFGraph2 := addEdgeToCFGraph((&Hint + 1), &Integer11, &CFGraph1),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph2, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple[makeBlo
k-fun
tion
all-paste℄&Identifier2 ( &Expression* ) ; := &De
lStat,elem(&Identifier2, &IdList) == true,&Integer11 := 
he
kCall(&Identifier2, &Calls),&Integer11 == -1,&CFGraph := emptyCFGraph(),&Begin := &Hint + 1,&End := &Hint + 2,&Calls2 := addCall(&Identifier2, &Begin, &Calls),&CFGraph1 := addNodeToCFGraph(&Begin, &De
lStat, &CFGraph),&CFGraph2 := addNodeToCFGraph(&End, EXIT, &CFGraph1),&CFGraph4 := addEdgeToCFGraph(&Begin, &End, &CFGraph2),&CFGtuple := makeTuple(&CFGraph4, makeTriple(&Begin, (&Hint + 2), &End)),&Fun
tionDefinition := returnFun
(&Fun
tionList, &Identifier2),&DSList1 := de
lListify(&Fun
tionDefinition, [℄),&DSList2 := statListify(&Fun
tionDefinition, &DSList1),&CFGtuple1 := 
onstru
tCFG(&Begin, &End, &DSList2, &CFGtuple, &Fun
tionList,&IdList, &Calls2, &Begin),&CFGraph5 := getCFGraph(&CFGtuple1),&Hint1 := snd(getInfo(&CFGtuple1))====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =makeTuple(&CFGraph5, makeTriple(&Begin, &Hint1, &End))[makeBlo
k-fun
tion
all-paste-1℄&Identifier1 = &Identifier2 ( &Expression* ) ; := &De
lStat,elem(&Identifier2, &IdList) == true,121



&Integer11 := 
he
kCall(&Identifier2, &Calls),&Integer11 == -1,&CFGraph := emptyCFGraph(),&Begin := &Hint + 1,&End := &Hint + 2,&Calls2 := addCall(&Identifier2, &Begin, &Calls),&CFGraph1 := addNodeToCFGraph(&Begin, &De
lStat, &CFGraph),&CFGraph2 := addNodeToCFGraph(&End, EXIT, &CFGraph1),&CFGraph4 := addEdgeToCFGraph(&Begin, &End, &CFGraph2),&CFGtuple := makeTuple(&CFGraph4, makeTriple(&Begin, (&Hint + 2), &End)),&Fun
tionDefinition := returnFun
(&Fun
tionList, &Identifier2),&DSList1 := de
lListify(&Fun
tionDefinition, [℄),&DSList2 := statListify(&Fun
tionDefinition, &DSList1),&CFGtuple1 := 
onstru
tCFG(&Begin, &End, &DSList2, &CFGtuple, &Fun
tionList,&IdList, &Calls2, &Begin),&CFGraph5 := getCFGraph(&CFGtuple1),&Hint1 := snd(getInfo(&CFGtuple1))====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =makeTuple(&CFGraph5, makeTriple(&Begin, &Hint1, &End))[makeBlo
k-return℄return &Expression ; := &De
lStat,&CFGraph := emptyCFGraph(),&CFGraph1 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph1, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple[makeBlo
k-break℄isBreak(&De
lStat) == true,&CFGraph := emptyCFGraph(),&CFGraph2 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph2, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple[makeBlo
k-de
laration℄&De
laration := &De
lStat,&CFGraph := emptyCFGraph(),&CFGraph1 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph1, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple 122



[makeBlo
k-while℄while ( &Guard ) { &Statement* } := &De
lStat,&CFGraph := emptyCFGraph(),&Begin := &Hint + 1,&End := &Hint + 2,&CFGraph1 := addNodeToCFGraph(&Begin, &Guard, &CFGraph),&CFGraph2 := addNodeToCFGraph(&End, EXIT, &CFGraph1),&CFGraph3 := addEdgeToCFGraph(&Begin, &End, &CFGraph2),&CFGraph4 := addEdgeToCFGraph(&Begin, &Begin, &CFGraph3),&CFGtuple := makeTuple(&CFGraph4, makeTriple(&Begin, (&Hint + 2), &End)),&DSList1 := statListify(&Statement*, [℄),&CFGtuple1 := 
onstru
tCFG(&Begin, &Begin, &DSList1, &CFGtuple,&Fun
tionList, &IdList, &Calls, &End),&CFGraph5 := getCFGraph(&CFGtuple1),&Hint1 := snd(getInfo(&CFGtuple1))====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =makeTuple(&CFGraph5, makeTriple(&Begin, &Hint1, &End))[makeBlo
k-ifthenelse℄if ( &Guard ) { &Statement*1 } else { &Statement*2 } := &De
lStat,&CFGraph := emptyCFGraph(),&Begin := &Hint + 1,&End := &Hint + 2,&CFGraph1 := addNodeToCFGraph(&Begin, &Guard, &CFGraph),&CFGraph2 := addNodeToCFGraph(&End, EXIT, &CFGraph1),&CFGraph3 := addEdgeToCFGraph(&Begin, &End, &CFGraph2),&CFGtuple := makeTuple(&CFGraph3, makeTriple(&Begin, (&Hint + 2), &End)),&DSList1 := statListify(&Statement*1, [℄),&DSList2 := statListify(&Statement*2, [℄),&CFGtuple1 := 
onstru
tCFG(&Begin, &End, &DSList1, &CFGtuple, &Fun
tionList,&IdList, &Calls, &Integer10),&CFGraph4 := getCFGraph(&CFGtuple1),&Info := getInfo(&CFGtuple1),&CFGraph5 := addEdgeToCFGraph(&Begin, &End, &CFGraph4),&CFGtuple2 := makeTuple(&CFGraph5, &Info),&CFGtuple3 := 
onstru
tCFG(&Begin, &End, &DSList2, &CFGtuple2, &Fun
tionList,&IdList, &Calls, &Integer10),&CFGraph6 := getCFGraph(&CFGtuple3),&Hint1 := snd(getInfo(&CFGtuple3))====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =makeTuple(&CFGraph6, makeTriple(&Begin, &Hint1, &End))[makeBlo
k-do℄do { &Statement* } while ( &Guard ) ; := &De
lStat,&CFGraph := emptyCFGraph(),%% Skipnode&Begin := &Hint + 1, 123



%% Skipnode&End1 := &Hint + 2,%% Guard&Begin1 := &Hint + 3,%% Exit&End := &Hint + 4,&CFGraph1 := addNodeToCFGraph(&Begin, SKIP , &CFGraph),&CFGraph2 := addNodeToCFGraph(&End1, SKIP, &CFGraph1),&CFGraph3 := addNodeToCFGraph(&Begin1, &Guard, &CFGraph2),&CFGraph4 := addNodeToCFGraph(&End, EXIT, &CFGraph3),&CFGraph5 := addEdgeToCFGraph(&End1, &Begin1, &CFGraph4),&CFGraph6 := addEdgeToCFGraph(&Begin1, &Begin, &CFGraph5),&CFGraph7 := addEdgeToCFGraph(&Begin1, &End, &CFGraph6),&CFGraph8 := addEdgeToCFGraph(&Begin, &End1, &CFGraph7),&DSList1 := statListify(&Statement*, [℄),&CFGtuple := makeTuple(&CFGraph8, makeTriple(&Begin, (&Hint + 4), &End)),&CFGtuple1 := 
onstru
tCFG(&Begin, &End1, &DSList1, &CFGtuple,&Fun
tionList, &IdList, &Calls, &End),&CFGraph9 := getCFGraph(&CFGtuple1),&Hint1 := snd(getInfo(&CFGtuple1))====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =makeTuple(&CFGraph9, makeTriple(&Begin, &Hint1, &End))[default-makeBlo
k℄&CFGraph := emptyCFGraph(),&CFGraph1 := addNodeToCFGraph((&Hint + 1), &De
lStat, &CFGraph),&Info := makeTriple((&Hint + 1), (&Hint + 1), (&Hint + 1)),&CFGtuple := makeTuple(&CFGraph1, &Info)====>makeBlo
k(&De
lStat, &Hint, &Fun
tionList, &IdList, &Calls, &Integer10) =&CFGtuple%% Add fun
tion 
all to 
all queue[addCall-1℄addCall(&Identifier, &Integer, &Calls) =
on
at([makeTuple(&Identifier, &Integer)℄, &Calls)%% Lookup fun
tion for 
all queue[
he
kCall-1℄fst(head(&Calls)) != &Identifier====>
he
kCall(&Identifier, &Calls) = 
he
kCall(&Identifier, tail(&Calls))[
he
kCall-2℄fst(head(&Calls)) == &Identifier====>
he
kCall(&Identifier, &Calls) = snd(head(&Calls))124



[
he
kCall-3℄
he
kCall(&Identifier, [℄) = -1

125



Appendix EDual GraphE.1 Dual Graph stru
ture (SDF)%% Dual graph stru
ture for program flow%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module Dualgraphimports basi
/Whitespa
eimports basi
/Integersimports De
lStatimports Triple[Integer De
lStat Integer℄imports 
ontainers/List[Triple[[Integer,De
lStat,Integer℄℄℄exportsaliasesList[[Triple[[Integer,De
lStat,Integer℄℄℄℄ -> DualGraphTriple[[Integer,De
lStat,Integer℄℄ -> DualEdge
ontext-free start-symbolsTriple[[Integer,De
lStat,Integer℄℄DualGraphIntegerDe
lStatBooleansorts DualGraph
ontext-free syntaxgetHighestIndex(DualGraph, Integer) -> IntegeraddEdge(Integer, De
lStat, Integer, DualGraph) -> DualGraph126



hiddensvariables"&Integer"[0-9℄* -> Integer"&De
lStat"[0-9℄* -> De
lStat"&Boolean"[0-9℄* -> Boolean"&DualEdge"[0-9℄* -> Triple[[Integer,De
lStat,Integer℄℄"&DualGraph"[0-9℄* -> DualGraph
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E.2 Dual Graph stru
ture equations (ASF)equations[addEdge-1℄&DualEdge := makeTriple(&Integer1, &De
lStat, &Integer2)====>addEdge(&Integer1, &De
lStat, &Integer2, &DualGraph) =
on
at(&DualGraph, [&DualEdge℄)[getHighestIndex-1℄empty(&DualGraph) == true====>getHighestIndex(&DualGraph, &Integer) = &Integer[getHighestIndex-2℄empty(&DualGraph) == false,&DualEdge := head(&DualGraph),&Integer1 := trd(&DualEdge),&Integer2 := max(&Integer, &Integer1)====>getHighestIndex(&DualGraph, &Integer) =getHighestIndex(tail(&DualGraph), &Integer2)
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E.3 Building the dual graph (SDF)%% Module for transforming a CFG into a dual graph%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module Dualimports Dualgraphimports BuildCFGimports De
lStatexports
ontext-free start-symbols
ontext-free syntaxmakeDualGraph(CFGraph) -> DualGraphtranslate(Tuple[[Integer,De
lStat℄℄)-> Triple[[Integer,De
lStat,Integer℄℄re
urseEdges(EdgeList, NodeList, DualGraph) -> DualGraphreverseEdges(EdgeList, EdgeList) -> EdgeListreverseNodes(NodeList, NodeList) -> NodeListhiddensvariables"&CFGraph"[0-9℄* -> CFGraph"&Edge"[0-9℄* -> Tuple[[Integer,Integer℄℄"&Node"[0-9℄* -> Tuple[[Integer,De
lStat℄℄"&NodeList"[0-9℄* -> NodeList"&EdgeList"[0-9℄* -> EdgeList"&DualGraph"[0-9℄* -> DualGraph"&DualEdge"[0-9℄* -> DualEdge"&Integer"[0-9℄* -> Integer"&De
lStat"[0-9℄* -> De
lStat"&Spe
ifier+"[0-9℄* -> Spe
ifier+"&Identifier"[0-9℄* -> Identifier
129



E.4 Building the dual graph (ADF)equations%% Reversal fun
tion for more intuitive look[reverseEdges-1℄reverseEdges([℄, &EdgeList2) = &EdgeList2[reverseEdges-2℄reverseEdges(&EdgeList1, &EdgeList2) = reverseEdges(tail(&EdgeList1),
ons(head(&EdgeList1), &EdgeList2))[reverseNodes-1℄reverseNodes([℄, &NodeList2) = &NodeList2[reverseNodes-2℄reverseNodes(&NodeList1, &NodeList2) = reverseNodes(tail(&NodeList1),
ons(head(&NodeList1), &NodeList2))%% Constru
tion of Dual Graph[makeDualGraph-1℄&NodeList := reverseNodes(getNodes(&CFGraph),[℄),&EdgeList := reverseEdges(getEdges(&CFGraph),[℄)====>makeDualGraph(&CFGraph) = re
urseEdges(&EdgeList, &NodeList, [℄)%% traverse all edges of CFG and transformation into dual graph[re
urseEdges-1℄empty(&EdgeList) == true====>re
urseEdges(&EdgeList, &NodeList, &DualGraph) = &DualGraph[re
urseEdges-2℄empty(&EdgeList) == false,&Edge1 := head(&EdgeList),&Integer1 := fst(&Edge1),&Integer2 := snd(&Edge1),&Integer2 != 1,&Node := findNode(&NodeList, &Integer2),&De
lStat := snd(&Node),&DualGraph1 := addEdge(&Integer1, &De
lStat , &Integer2, &DualGraph)====>re
urseEdges(&EdgeList, &NodeList, &DualGraph) =re
urseEdges(tail(&EdgeList), &NodeList, &DualGraph1)[re
urseEdges-3℄ 130



empty(&EdgeList) == false,&Edge1 := head(&EdgeList),&Integer1 := fst(&Edge1),&Integer2 := snd(&Edge1),&Integer2 != 1,&Node := findNode(&NodeList, &Integer2),&De
lStat := snd(&Node),&DualGraph1 := addEdge(&Integer1, &De
lStat, &Integer2, &DualGraph)====>re
urseEdges(&EdgeList, &NodeList, &DualGraph) =re
urseEdges(tail(&EdgeList), &NodeList, &DualGraph1)[deafult-re
urseEdges℄empty(&EdgeList) == false,&Edge1 := head(&EdgeList),&Integer1 := fst(&Edge1),&Integer2 := snd(&Edge1),&Integer2 == 1====>re
urseEdges(&EdgeList, &NodeList, &DualGraph) =re
urseEdges(tail(&EdgeList), &NodeList, &DualGraph)
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Appendix FAbstra
t GraphF.1 Label%% Label type for abstra
tion labels%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module Labelimports basi
/Stringsimports languages/
/syntax/Identifiersexportssorts Label
ontext-free start-symbolsLabel
ontext-free syntax"use_" Identifier -> Label"de
l_" Identifier -> Label"def_" Identifier -> Label"prot_" Identifier -> Label"unprot_" Identifier -> Label"i" -> Labelhiddensvariables"&Label"[0-9℄* -> LabelF.2 Abstra
t Graph stru
ture (SDF)%% Module for Abstra
t graph datastru
ture%% Model Che
king the ATerm Library%% Joost Gabriels (2007) 132



module Abstra
tGraphimports basi
/Whitespa
eimports basi
/Integersimports Labelimports Triple[Integer Label Integer℄imports 
ontainers/List[Triple[[Integer,Label,Integer℄℄℄exportsaliasesList[[Triple[[Integer,Label,Integer℄℄℄℄ -> AbstGraphTriple[[Integer,Label,Integer℄℄ -> AbstEdge
ontext-free start-symbolsTriple[[Integer,Label,Integer℄℄AbstGraphLabelIntegerBooleansorts AbstGraph
ontext-free syntaxaddEdge(Integer, Label, Integer, AbstGraph) -> AbstGraphmakeAbstEdge(Integer, Label, Integer) -> AbstEdgemergeAbstGraphs(AbstGraph, AbstGraph) -> AbstGraphemptyAbstGraph() -> AbstGraphgetIndex(AbstGraph, Integer) -> Integerhiddensvariables"&Integer"[0-9℄* -> Integer"&Label"[0-9℄* -> Label"&AbstEdge"[0-9℄* -> Triple[[Integer,Label,Integer℄℄"&AbstGraph"[0-9℄* -> AbstGraph

133



F.3 Abstra
t Graph stru
ture equations (ASF)equations[addEdge-1℄&AbstEdge := makeTriple(&Integer1, &Label, &Integer2)====>addEdge(&Integer1, &Label, &Integer2, &AbstGraph) =
on
at(&AbstGraph, [&AbstEdge℄)[makeAbstEdge-1℄makeAbstEdge(&Integer1, &Label, &Integer2) =makeTriple(&Integer1, &Label, &Integer2)[mergeAbstGraphs-1℄mergeAbstGraphs(&AbstGraph1, &AbstGraph2) =
on
at(&AbstGraph1, &AbstGraph2)[emptyAbstGraph-1℄emptyAbstGraph() = [℄[getIndex-1℄empty(&AbstGraph) == true====>getIndex(&AbstGraph, &Integer) = &Integer[getIndex-2℄empty(&AbstGraph) == false,&AbstEdge := head(&AbstGraph),&Integer1 := trd(&AbstEdge)====>getIndex(&AbstGraph, &Integer) =getIndex(tail(&AbstGraph), max(&Integer, &Integer1))
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F.4 Building the abstra
t graph (SDF)module Abstra
tionimports Dualimports Abstra
tGraphimports 
ontainers/List[Identifier℄exports
ontext-free start-symbolsList[[Identifier℄℄AbstGraphAbstEdgeLabelBoolean
ontext-free syntax%% Colle
t all defined ATerms
olle
tATerms(DualGraph, List[[Identifier℄℄) ->List[[Identifier℄℄ {traversal(a

u, top-down, break)}
olle
tATerms(DualEdge, List[[Identifier℄℄) ->List[[Identifier℄℄ {traversal(a

u, top-down, break)}
olle
tATerms(De
lStat, List[[Identifier℄℄) ->List[[Identifier℄℄ {traversal(a

u, top-down, break)}%% Purge list: remove lo
al ATermspurgeATermList(List[[Identifier℄℄, List[[Identifier℄℄)-> List[[Identifier℄℄%% Main fun
tion + Auxilliary fun
tions for transformationstransform(DualGraph) -> AbstGraphtransformGraph(DualGraph, AbstGraph, List[[Identifier℄℄, Integer)-> AbstGraphtransformEdge(DualEdge, List[[Identifier℄℄, Integer)-> AbstGraph%% Che
k fun
tions for prote
t/unprote
t and assignmentisProte
t(Expression) -> BooleanisAssign(Expression) -> BooleanisF
all(Expression) -> Boolean%% Fun
tiopns fow unfolding Expressions to find hidden ATerms uses135



useATerms(List[[Identifier℄℄, Integer, Integer, Identifier, Integer,List[[Identifier℄℄, AbstGraph) -> AbstGraphuseATerms2(List[[Identifier℄℄, Integer, Integer, Integer,List[[Identifier℄℄, AbstGraph) -> AbstGraphunfoldExpression(Expression, List[[Identifier℄℄, List[[Identifier℄℄)-> List[[Identifier℄℄ {traversal(a

u, top-down, break)}unfoldExpression(Identifier, List[[Identifier℄℄, List[[Identifier℄℄)-> List[[Identifier℄℄ {traversal(a

u, top-down, break)}%% Constru
t appropriate label
onstru
tLabel(List[[Identifier℄℄, List[[Identifier℄℄) -> LabellabelDefs(List[[Identifier℄℄, Label) -> LabellabelUses(List[[Identifier℄℄, Label) -> Labelhiddensvariables"&AbstGraph"[0-9℄* -> AbstGraph"&AbstEdge"[0-9℄* -> AbstEdge"&ATerms"[0-9℄* -> List[[Identifier℄℄"&IdList"[0-9℄* -> List[[Identifier℄℄"&Spe
ifier+"[0-9℄* -> Spe
ifier+"&Spe
ifier*"[0-9℄* -> Spe
ifier*"&Identifier"[0-9℄* -> Identifier"&De
lStat"[0-9℄* -> De
lStat"&DualGraph"[0-9℄* -> DualGraph"&DualEdge"[0-9℄* -> DualEdge"&Integer"[0-9℄* -> Integer"&Index"[0-9℄* -> Integer"&Label"[0-9℄* -> Label"&Expression"[0-9℄* -> Expression"&Expression*"[0-9℄* -> {Expression ","}*
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F.5 Building the abstra
t graph (ASF)equations%% ------------- ATerm level 1 interfa
e de
larations -------------%%[
olle
tATerms-aterm-1℄&Spe
ifier* ATerm &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-aterm-2℄&Spe
ifier* ATerm &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-aterm-3℄&Spe
ifier* ATerm &Identifier[ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-atbool-1℄&Spe
ifier* ATbool &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-atbool-2℄&Spe
ifier* ATbool &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)%% ------------ ATerm level 2 interfa
e de
larations -------------------%%[
olle
tATerms-int-1℄&Spe
ifier* ATermInt &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-int-2℄&Spe
ifier* ATermInt &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-int-3℄&Spe
ifier* ATermInt &Identifier[ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-real-1℄&Spe
ifier* ATermReal &Identifier ; := &De
lStat====> 137




olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-real-2℄&Spe
ifier* ATermReal &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-real-3℄&Spe
ifier* ATermReal &Identifier [ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-appl-1℄&Spe
ifier* ATermAppl &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-appl-2℄&Spe
ifier* ATermAppl &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-appl-3℄&Spe
ifier* ATermAppl &Identifier [ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-afun-1℄&Spe
ifier* AFun &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-afun-2℄&Spe
ifier* AFun &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-afun-3℄&Spe
ifier* AFun &Identifier [ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-list-1℄&Spe
ifier* ATermList &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-list-2℄&Spe
ifier* ATermList &Identifier = &Expression ; := &De
lStat====> 138




olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-list-3℄&Spe
ifier* ATermList &Identifier [ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-pla
eholder-1℄&Spe
ifier* ATermPla
eholder &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-pla
eholder-2℄&Spe
ifier* ATermPla
eholder &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-pla
eholder-3℄&Spe
ifier* ATermPla
eholder &Identifier [ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-blob-1℄&Spe
ifier* ATermBlob &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-blob-2℄&Spe
ifier* ATermBlob &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-blob-1℄&Spe
ifier* ATermBlob &Identifier [ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-table-1℄&Spe
ifier* ATermTable &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-table-2℄&Spe
ifier* ATermTable &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-table-3℄&Spe
ifier* ATermTable &Identifier [ &Expression ℄ ; := &De
lStat====> 139




olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-indexedset-1℄&Spe
ifier* ATermIndexedSet &Identifier ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-indexedset-2℄&Spe
ifier* ATermIndexedSet &Identifier = &Expression ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-indexedset-3℄&Spe
ifier* ATermIndexedSet &Identifier [ &Expression ℄ ; := &De
lStat====>
olle
tATerms(&De
lStat, &ATerms) = 
on
at(&ATerms, [&Identifier℄)[
olle
tATerms-separator-0℄
olle
tATerms(SEPARATE, &ATerms) = 
on
at(&ATerms, [separator℄)[purgeATermList-0℄&Identifier := head(&ATerms),&Identifier == separator====>purgeATermList(&ATerms, &ATerms2) = &ATerms2[purgeATermList-0℄&Identifier := head(&ATerms),&Identifier != separator====>purgeATermList(&ATerms, &ATerms2) = purgeATermList(tail(&ATerms),
on
at(&ATerms2, [&Identifier℄))%% --------------------- Transformation init ----------------------------%%[transform-1℄&ATerms := 
olle
tATerms(&DualGraph, [℄),&ATerms2 := purgeATermList(&ATerms, [℄),&AbstGraph1 := emptyAbstGraph(),&Index := getHighestIndex(&DualGraph, 0),&AbstGraph := transformGraph(&DualGraph, &AbstGraph1, &ATerms2, &Index)====>transform(&DualGraph) = &AbstGraph[transformGraph-1℄empty(&DualGraph) == true====>transformGraph(&DualGraph, &AbstGraph, &ATerms, &Index) = &AbstGraph[transformGraph-2℄ 140



empty(&DualGraph) == false,&DualEdge := head(&DualGraph),&AbstGraph1 := transformEdge(&DualEdge, &ATerms, &Index),&Index1 := getIndex(&AbstGraph1, 0),&Index2 := max(&Index, &Index1),&AbstGraph2 := mergeAbstGraphs(&AbstGraph, &AbstGraph1)====>transformGraph(&DualGraph, &AbstGraph, &ATerms, &Index) =transformGraph(tail(&DualGraph), &AbstGraph2, &ATerms, &Index2)%%------------------------- Edge handling ---------------------------------%%%%------------------------- De
larations ----------------------------------%%[transformEdge-de
l℄&De
lStat := snd(&DualEdge),&Spe
ifier+ &Identifier ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, de
l_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1[transformEdge-array℄&De
lStat := snd(&DualEdge),&Spe
ifier+ &Identifier [ &Expression ℄; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, de
l_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1[transformEdge-de
linit℄&De
lStat := snd(&DualEdge),&Spe
ifier+ &Identifier = &Expression ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&AbstGraph1 := addEdge(&Integer1, de
l_&Identifier, &Index1,emptyAbstGraph()),&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&AbstGraph2 := useATerms(&IdList1, &Index1, &Index1, &Identifier,&Integer2, &ATerms, &AbstGraph1)====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2141



[transformEdge-arrayinit℄&De
lStat := snd(&DualEdge),&Spe
ifier+ &Identifier [ &Expression1 ℄ = &Expression ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&AbstGraph1 := addEdge(&Integer1, de
l_&Identifier, &Index1,emptyAbstGraph()),&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&IdList2 := unfoldExpression(&Expression1, &IdList1, &ATerms),&AbstGraph2 := useATerms(&IdList1, &Index1, &Index1, &Identifier,&Integer2, &ATerms, &AbstGraph1)====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2%%-------------------------- Assignments -----------------------------%%[transformEdge-3℄&De
lStat := snd(&DualEdge),&Identifier = &Expression ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&AbstGraph2 := useATerms(&IdList1, &Integer1, &Index1, &Identifier,&Integer2, &ATerms, emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2[transformEdge-array-9℄&De
lStat := snd(&DualEdge),&Identifier [ &Expression1 ℄ = &Expression ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&IdList2 := unfoldExpression(&Expression1, &IdList1, &ATerms),&AbstGraph2 := useATerms(&IdList2, &Integer1, &Index1, &Identifier,&Integer2, &ATerms, emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2[transformEdge-8℄&De
lStat := snd(&DualEdge),&Identifier = &Expression ; := &De
lStat,elem(&Identifier, &ATerms) == false,&Integer1 := fst(&DualEdge),142



&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&AbstGraph2 := useATerms2(&IdList1, &Integer1, &Index1, &Integer2,&ATerms, emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2[transformEdge-array-10℄&De
lStat := snd(&DualEdge),&Identifier [ &Expression1 ℄ = &Expression ; := &De
lStat,elem(&Identifier, &ATerms) == false,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&IdList2 := unfoldExpression(&Expression1, &IdList1, &ATerms),&AbstGraph2 := useATerms2(&IdList2,&Integer1, &Index1, &Integer2,&ATerms, emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2%%------------------ Fun
tion 
all void + mis
 ---------------------%%[transformEdge-4℄&De
lStat := snd(&DualEdge),&Expression ; := &De
lStat,isAssign(&Expression) == false,isProte
t(&Expression) == false,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&AbstGraph2 := useATerms2(&IdList1, &Integer1, &Index1, &Integer2,&ATerms, emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2[transformEdge-7℄&De
lStat := snd(&DualEdge),&Expression := &De
lStat,isAssign(&Expression) == false,isProte
t(&Expression) == false,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&Index1 := &Index + 1,&IdList1 := unfoldExpression(&Expression, [℄, &ATerms),&AbstGraph2 := useATerms2(&IdList1, &Integer1, &Index1,&Integer2, &ATerms,emptyAbstGraph())====> 143



transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph2%%----------------- Prote
t and unprote
t --------------------------%%[transformEdge-prot℄&De
lStat := snd(&DualEdge),ATprote
t ( & &Identifier ) ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, prot_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1[transformEdge-unprot℄&De
lStat := snd(&DualEdge),ATunprote
t ( & &Identifier ) ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, unprot_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1[transformEdge-prot-afun-1℄&De
lStat := snd(&DualEdge),ATprote
tAFun ( &Identifier ) ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, prot_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1[transformEdge-unprot-afun-2℄&De
lStat := snd(&DualEdge),ATunprote
tAFun ( &Identifier ) ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, unprot_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1[transformEdge-prot-array-1℄&De
lStat := snd(&DualEdge),144



ATprote
tArray ( &Identifier , &Expression1) ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, prot_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1[transformEdge-unprot-array-2℄&De
lStat := snd(&DualEdge),ATunprote
tArray ( &Identifier ) ; := &De
lStat,elem(&Identifier, &ATerms) == true,&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, unprot_&Identifier, &Integer2,emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1%%--------------------------- Default 
ase, no ATerms -----------------%%[default-transformEdge℄&De
lStat := snd(&DualEdge),&Integer1 := fst(&DualEdge),&Integer2 := trd(&DualEdge),&AbstGraph1 := addEdge(&Integer1, i, &Integer2, emptyAbstGraph())====>transformEdge(&DualEdge, &ATerms, &Index) = &AbstGraph1%%------- Get the use of zero or more ATerms out of an Expressoion ------%%[useATerms-1℄empty(&IdList) == true,&AbstGraph1 := addEdge(&Integer1, def_&Identifier, &Integer2,&AbstGraph)====>useATerms(&IdList, &Integer1, &Index, &Identifier, &Integer2,&ATerms, &AbstGraph) = &AbstGraph1[useATerms-2℄empty(&IdList) == false,&Identifier1 := head(&IdList),&AbstGraph1 := addEdge(&Integer1, use_&Identifier1,&Index, &AbstGraph)====>useATerms(&IdList, &Integer1, &Index, &Identifier, &Integer2,&ATerms, &AbstGraph) = useATerms(tail(&IdList), &Index,( &Index + 1), &Identifier, &Integer2, &ATerms, &AbstGraph1)145



[useATerms2-1℄empty(&IdList) == true,&AbstGraph1 := addEdge(&Integer1, i, &Integer2, &AbstGraph)====>useATerms2(&IdList, &Integer1, &Index, &Integer2, &ATerms, &AbstGraph) =&AbstGraph1[useATerms2-2℄empty(tail(&IdList)) == false,&Identifier1 := head(&IdList),&AbstGraph1 := addEdge(&Integer1, use_&Identifier1, &Index, &AbstGraph)====>useATerms2(&IdList, &Integer1, &Index, &Integer2, &ATerms, &AbstGraph) =useATerms2(tail(&IdList), &Index, ( &Index + 1), &Integer2,&ATerms, &AbstGraph1)[useATerms2-3℄empty(tail(&IdList)) == true,&Identifier1 := head(&IdList),&AbstGraph1 := addEdge(&Integer1, use_&Identifier1,&Integer2, &AbstGraph)====>useATerms2(&IdList, &Integer1, &Index, &Integer2,&ATerms, &AbstGraph) = &AbstGraph1[unfoldExpression-1℄elem(&Identifier, &ATerms) == true,&ATerms2 := 
on
at(&ATerms1, [&Identifier℄)====>unfoldExpression(&Identifier, &ATerms1, &ATerms) = &ATerms2[isProte
t-1℄ATprote
t ( & &Identifier) := &Expression====>isProte
t(&Expression) = true[isProte
t-2℄ATunprote
t ( & &Identifier) := &Expression====>isProte
t(&Expression) = true[isProte
t-3℄ATprote
tArray ( &Identifier, &Expression1 ) := &Expression====>isProte
t(&Expression) = true[isProte
t-4℄ATunprote
tArray ( &Identifier) := &Expression====>isProte
t(&Expression) = true146



[isProte
t-5℄ATprote
tAFun ( &Identifier) := &Expression====>isProte
t(&Expression) = true[isProte
t-6℄ATunprote
tAFun ( &Identifier) := &Expression====>isProte
t(&Expression) = true[default-isProte
t℄isProte
t(&Expression) = false[isAssign-1℄&Identifier = &Expression2 := &Expression====>isAssign(&Expression) = true[isAssign-2℄&Identifier [&Expression1 ℄ = &Expression2 := &Expression====>isAssign(&Expression) = true[default-isAssign℄isAssign(&Expression) = false[isF
all-1℄&Identifier ( &Expression1 ) := &Expression====>isF
all(&Expression) = true[default-isF
all℄isF
all(&Expression) = false
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Appendix GAldebaran graphG.1 Quote%% Quote module for 
reating " symbols%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module Quoteimports basi
/Whitespa
eimports basi
/Stringsexportssorts Quote
ontext-free start-symbols Quote
ontext-free syntax"\"" -> QuotemakeQuote() -> Quotehiddensvariables"&Quote"[0-9℄* -> Quoteequations[makeQuote-1℄makeQuote() = "
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G.2 AutEdge%% Module for Aldebaran Edge (in
luding Quote)%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module AutEdgeimports basi
/Whitespa
eimports basi
/Integersimports Labelimports Quoteexports
ontext-free start-symbolsAutEdgeIntegerLabelsorts AutEdge
ontext-free syntax"(" Integer "," Quote Label Quote "," Integer ")"-> AutEdgemakeAutEdge(Integer, Label, Integer) -> AutEdge%% A

ess fun
tionsfst(AutEdge) -> Integersnd(AutEdge) -> Labeltrd(AutEdge) -> Integerhiddensvariables"&Integer"[0-9℄* -> Integer"&Label"[0-9℄* -> Label"&AutEdge"[0-9℄* -> AutEdge"&Quote"[0-9℄* -> Quoteequations[makeAutEdge-1℄makeAutEdge(&Integer1, &Label, &Integer2) =(&Integer1, makeQuote()&LabelmakeQuote() ,&Integer2)[fst-1℄fst((&Integer1, makeQuote()&LabelmakeQuote() ,&Integer2)) =&Integer1 149



[snd-1℄snd((&Integer1, makeQuote()&LabelmakeQuote() ,&Integer2)) =&Label[trd-1℄trd((&Integer1, makeQuote()&LabelmakeQuote() ,&Integer2)) =&Integer2G.3 Aldebaran graph stru
ture (SDF)%% Module for Aldebaran graph datastru
ture%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module Aldebaranimports basi
/Whitespa
eimports basi
/Integersimports Labelimports AutEdgeimports Triple[Integer Integer Integer℄imports Abstra
tGraphexportsaliasesTriple[[Integer,Integer,Integer℄℄ -> AutHeader
ontext-free start-symbolsAutEdgeAutEdge*AutHeaderTriple[[Integer,Integer,Integer℄℄AutGraph
ontext-free syntax"des" AutHeader AutEdge* -> AutGraphmakeHeader(Integer, Integer, Integer) -> AutHeadermakeEdge(Integer, Label, Integer) -> AutEdgegetAutEdgeList(AutGraph) -> AutEdge*sorts AutGraphhiddensvariables 150



"&AutEdge"[0-9℄* -> AutEdge"&AutEdge*"[0-9℄* -> AutEdge*"&Label"[0-9℄* -> Label"&Integer"[0-9℄* -> Integer"&AutHeader"[0-9℄* -> AutHeader"&AutGraph"[0-9℄* -> AutGraph"&DualGraph"[0-9℄* -> DualGraphG.4 Aldebaran graph stru
ture equations (ASF)equations[makeAutHeader-1℄&AutHeader := makeTriple(&Integer1, &Integer2, &Integer3)====>makeHeader(&Integer1, &Integer2, &Integer3) = &AutHeader[makeAutEdge-1℄&AutEdge := makeAutEdge(&Integer1, &Label, &Integer2)====>makeEdge(&Integer1, &Label, &Integer2) = &AutEdgeG.5 Building the Aldebaran graph (SDF)%% Module for transformation of the abstra
t graph%% into Aldebaran format%% Model Che
king the ATerm Library%% Joost Gabriels (2007)module BuildAutimports Abstra
tionimports Abstra
tGraphimports Aldebaranexports
ontext-free start-symbolsAutEdge*Triple[[Integer,De
lStat,Integer℄℄AutEdgeIntegerAutGraph
ontext-free syntax%% Build fun
tion and 
onversion fun
tion from abstra
t%% edge to Aldebaran Edge 151



buildAut(AbstGraph, AutEdge*) -> AutEdge*
onvert(Triple[[Integer,Label,Integer℄℄) -> AutEdge%% Get fun
tions for abstra
t graphgetNodesNumber(AbstGraph, Integer) -> IntegergetEdgesNumber(AbstGraph) -> Integer%% Main fun
tionbuildAutGraph(AbstGraph) -> AutGraphhiddensvariables"&AutEdge*"[0-9℄* -> AutEdge*"&AutEdge+"[0-9℄* -> AutEdge+"&AutEdge"[0-9℄* -> AutEdge"&Integer"[0-9℄* -> Integer"&Label"[0-9℄* -> Label"&AutGraph"[0-9℄* -> AutGraph"&AutHeader"[0-9℄* -> AutHeader"&AbstGraph"[0-9℄* -> AbstGraph"&AbstEdge"[0-9℄* -> AbstEdgeG.6 Building the Aldebaran graph (ASF)equations%% Convert edge[
onvert-1℄&Integer1 := fst(&AbstEdge),&Label := snd(&AbstEdge),&Integer2 := trd(&AbstEdge),&AutEdge1 := makeEdge(&Integer1, &Label, &Integer2)====>
onvert(&AbstEdge) = &AutEdge1%% Build Aldebaran graph (not newline separation in indentation)[buildAut-1℄empty(tail(&AbstGraph)) == false,&AbstEdge := head(&AbstGraph),&AutEdge := 
onvert(&AbstEdge),&AutEdge*1 := &AutEdge*&AutEdge====> 152



buildAut(&AbstGraph, &AutEdge*) =buildAut(tail(&AbstGraph),&AutEdge*1)[buildAut-2℄empty(tail(&AbstGraph)) == true,&AbstEdge := head(&AbstGraph),&AutEdge := 
onvert(&AbstEdge),&AutEdge*1 := &AutEdge*&AutEdge====>buildAut(&AbstGraph, &AutEdge*) = &AutEdge*1%% Get node/edge number from abstra
t graph edge[getNodesNumber-1℄empty(&AbstGraph) == true,&Integer1 := &Integer + 1====>getNodesNumber(&AbstGraph, &Integer) = &Integer1[getNodesNumber-2℄empty(&AbstGraph) == false,&AbstEdge1 := head(&AbstGraph),&Integer1 := trd(&AbstEdge1),&Integer2 := max(&Integer, &Integer1)====>getNodesNumber(&AbstGraph, &Integer) =getNodesNumber(tail(&AbstGraph),&Integer2)[getEdgesNumber-1℄getEdgesNumber(&AbstGraph) = length(&AbstGraph)%% Main fun
tion[buildAutGraph-1℄&AutEdge* := buildAut(&AbstGraph,),&Integer1 := getNodesNumber(&AbstGraph, 0),&Integer2 := getEdgesNumber(&AbstGraph),&AutHeader := makeHeader(0, &Integer2, &Integer1),&AutGraph := des &AutHeader&AutEdge*====>buildAutGraph(&AbstGraph) = &AutGraph
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