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Abstract

BB84 is a Quantum Key Exchange (QKE) protocol that works with qubits which are two-
dimensional. Theoretically, this protocol is secure under certain conditions. Practically how-
ever, there are some implementation problems. These problems are partially solved by QKE
using squeezed states, which are infinite-dimensional. Squeezed states have the nice property
that the variance of one of the quadratures can be made arbitrary small, at the expense of the
variance of the other quadrature which becomes very large. In this thesis, we study squeezed
states in order to be able to study the QKE protocol GP00 that uses squeezed states and is
presented in [23]. We show the resemblance between BB84 and GP00.

In [24], a general method is given to prove the security of QKE protocols. This method
applies to for example BB84, but does not immediately apply to the infinite dimensional
case. In this thesis we study this general method, and apply it to GP00.
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Chapter 1

Introduction

A basic problem in Cryptography is key exchange. Key exchange is a protocol in which two
parties, conventionally known as Alice and Bob, agree on a secret key to use for private com-
munication over an insecure communication channel. The problem is to do the key exchange
in such a way that a possible eavesdropper (Eve) has negligible information about the key
such that the key is indeed secret.

A common solution to this problem is to use Diffie-Hellman [1] for the key exchange pro-
tocol. In Diffie-Hellman, Alice and Bob agree on a group G and an element g ∈ G before the
start of the protocol. Alice chooses a ∈ N and sends ga to Bob over an insecure communica-
tion channel. Bob chooses b ∈ N and sends gb to Alice over the same channel. Alice and Bob
can both calculate gab which will serve as the secret key.
A problem of Diffie-Hellman is that the security of the protocol relies on the fact that, given
ga and knowing g, it is computationally hard for an attacker to calculate a. This is also
known as the discrete log problem. A different problem is the so called man-in-the-middle
attack. A malicious third party can interfere in the key exchange protocol in such a way that
it can read and modify all messages communicated between Alice and Bob.

The problem of key exchange is possibly solved by the fundamental principles of quantum
mechanics.

Quantum mechanics was developed to explain certain phenomena in Nature,
like the photo-electric effect (which was explained by Einstein in [2]) and the
Stern-Gerlach experiment [3], which could not be explained using only “classical
physics”. Classical physics is only applicable up to atomic level but to make pre-
dictions at atomic level or beyond quantum mechanics has to be applied. With
this new set of physical theories, open questions like the structure of the stars [4],
the behavior of solid states [6] and superconductivity [5] were answered. Even
today quantum mechanics is being applied to new problems and new situations.
We are exploring untouched regimes of Nature in the hope to discover new and
unexpected phenomena.

... what is proved by impossibility proofs is lack of imagination.
- John Bell
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By regarding a wall not as a whole but as a collection of atoms, there is a very
small probability that for two seconds certain atoms of the wall move in a certain
direction so that I can walk through it.
Quantum mechanics states that we know things because we measure them. We
know the world because we measure it with our eyes and ears, what the world
really is, is not necessarily what we measure. It may be clear that quantum
mechanics has drawn the attention of many philosophers [7, 8].

There are algorithms known based on quantum mechanics that can solve the discrete log
problem [9] (but also other problems like prime factorization [9]) in polynomial time. This
means that if these quantum algorithms can be implemented, key exchange protocols of which
the security is based on the intractability assumption are not secure anymore.

Quantum key exchange (QKE) protocols are key exchange protocol based on the laws of
quantum mechanics. They are provably secure because, instead of on intractability assump-
tions, the security relies on fundamental laws of quantum mechanics. Those fundamental
properties are first, the no-cloning theorem; Eve cannot copy the message Alice sent to Bob.
Second, in any attempt to distinguish between two non-orthogonal quantum states, informa-
tion gain is only possible at the expense of introducing disturbance in the system. Because
of these properties Eve cannot gain information about the messages sent from Alice to Bob
without disturbing the system.

Theoretically, this means that QKE protocols can be made in which Alice and Bob can
determine whether Eve has more than negligible information about the key they agreed on.
As a consequence, Alice and Bob can determine whether the key is secret or not. In other
words, QKE protocols based on fundamental laws of quantum mechanics can be made that
are perfectly secure. Practically however, it is still a big challenge to implement these proto-
cols.

In 1984 Charles H. Bennett and Gilles Brassard introduced the first workable quantum key
exchange scheme known as BB84 [10] by which a perfectly secure secret common key between
Alice and Bob is established. The protocol works with single photon states that are polarized
in one out of two non-orthogonal bases. The security of the protocol depends on the fact that
Alice sends single photons, polarized in a certain basis, to Bob. However, the main practical
weakness is that preparing single photon states is extremely difficult. Instead of just a single
photon, often a beam of two or three photons polarized in the same basis is sent. This means
that an adversary can split the beam of photons such that he obtains a photon identically
polarized as the photon Bob receives. In these cases Eve extracts the same bit value as Bob
extracts. This attack is called a “beam splitter” attack. With this attack Eve gains informa-
tion about the secret key whereas Alice and Bob do not notice the interference.

In 2000 Daniel Gottesman and John Preskill presented a key exchange protocol (GP00) [23]
that resembles BB84 but works with squeezed states instead of single photons.
Squeezed states are quantum states of which the uncertainty of one observable can be made
arbitrarily small (“squeezed”) at the expense of the uncertainty of a conjugate variable, that
becomes very large. Squeezed states can be made by a laser and are more easy to prepare than
single-photon states. Key exchange protocols that work with squeezed states solve the prac-
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tical problem of BB84 but at the same time introduce other problems. Preparing a squeezed
state is difficult but yet not as difficult as preparing a single photon. The more squeezing
is needed the more difficult it is to prepare the squeezed state. Therefore it is important to
determine the amount of squeezing needed for the protocol to be secure.
Single photons are elements of a two-dimensional Hilbert space whereas squeezed states are
elements of an infinite-dimensional Hilbert space. This is one of the reasons that squeezed
states are difficult to work with. Although GP00 resembles BB84, results from BB84 are not
easily translated into results in GP00. In this thesis we study the concept of the squeezed
state to be able to analyze GP00. We do this among others by computing the probability
distribution of the position and momentum with respect to squeezed states, showing that
squeezed states cannot be cloned and giving the time evolution of a squeezed state in free
space.
With these calculations we fully analyze the squeezed state version of BB84, GP00. Before
we study GP00, we analyze BB84. We analyze the two protocols in a similar way, from which
the resemblance of the two protocols will follow straightforwardly.

The security of the QKE protocols relies theoretically on the fundamental principles of quan-
tum mechanics. Practically however, known security proofs of quantum key exchange proto-
cols are non trivial and are usually restricted in their applicability to specific protocols. In
[24],Matthias Chrisandl, Renato Renner and Artur Ekert present a generic proof of security
with which security proofs of a class of QKE protocols can be made in a direct, intuitive way.
This generic proof of security however does not immediately apply to the infinite-dimensional
case.
We analyze the security of BB84 and GP00 in two different ways. First, we apply the tra-
ditional approach, that is, try a number of attacks and verify whether Alice and Bob will
detect Eve. Specific attacks however do not exclude the possible existence of better attacks
and therefore this proof of security is not complete. We apply the method presented in [24]
to BB84 to find the well known threshold for the bit error rate. If the bit error rate of BB84
is smaller than the threshold, then the protocol is secure. Using the similarity of GP00 with
BB84 we apply the method presented in [24] to the infinite-dimensional case GP00. We there-
fore prove the security of GP00 in a direct way.

In Chapter 2 the basic principles of quantum mechanics are presented that are used in this the-
sis. To make squeezed states mathematically more comprehensible the concept of the squeezed
state is studied in Chapter 3 and 4 of this paper. Because squeezed states are “made of” co-
herent states which can also be made with a laser, these states are also explained in Chapter 3.

The squeezed state protocol GP00 approaches BB84 with respect to structure and secu-
rity. We study both protocols in Chapter 5.

In Chapter 7 we explain how to apply the generic proof to BB84. A more complex problem is
how to apply the generic proof to GP00, moreover because of the infinite dimensionality of the
squeezed states. Using the similarity between BB84 and Gp00, we apply the method to GP00.

The conclusions are presented in Chapter 8.
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Chapter 2

Preliminaries on Quantum
Mechanics

In this chapter, the basic principles of quantum mechanics are presented that are needed in
this thesis. We gathered this information from [21] and [22]. For more information about
quantum mechanics we refer to these books.

2.1 The Schrödinger equation

In classical physics, given a specified force F (x, t) working on a particle of mass m that is not
of atomic level moving along the x-axis, we can calculate its position x(t) at any given time
t. We do this by applying Newton’s second law F = ma.

In quantum mechanics we cannot calculate the exact position of a particle at a given time t.
However, we can calculate a probability distribution that gives the probability for a particle
to have position x at time t. This probability distribution is determined by a certain wave
function Ψ(x, t) belonging to a particle. This wave function can be found by solving the
Schrödinger equation:

i~
∂Ψ(x, t)

∂t
= − ~

2

2m

∂2Ψ(x, t)
∂x2

+ V Ψ(x, t)

where Planck’s constant is ~ = h
2π = 1.054573×10−34Js and V is the potential of the particle.

The probability of finding the particle at position x at time t is given by |Ψ(x, t)|2. Because
|Ψ(x, t)|2 is a probability distribution it has to be normalized, so

∫ ∞

−∞
|Ψ(x, t)|2dx = 1.

The Schrödinger equation can be solved by the method of separation of variables if the
potential V is separable, that is, V is independent of t. This is done by substituting Ψ(x, t) =
ψ(x)f(t) in the Schrödinger equation. The equation can then be separated into two equations,
one for f(t) and one for ψ(x):

df(t)
dt

= − iE

~
f(t) ∧ − ~

2

2m

d2ψ(x)
dx2

+ V (x)ψ(x) = Eψ(x) (2.1)
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where E is called the separation constant. It is the total energy of the particle.
The general solution to the left equation is

f(t) = e−iEt/~

and the right equation is called the time-independent Schrödinger equation.

For every possible energy (or separation constant) Ei of the particle there is a different wave
function solution of the Schrödinger equation Ψi(x, t) = fi(t)ψi(x) = e−iEit/~ψi(x). Any
linear combination (superposition) of possible solutions is again a solution, so the general
solution to the Schrödinger equation is given by the wave packet

Ψ(x, t) =
∞∑

n=1

cnψn(x)e−iEnt/~ (2.2)

where cn ∈ C such that
∑∞

n=1 |cn|2 < ∞.

Every particle has a certain wave function, that is, a certain probability distribution. If
we measure for example the position of a particle then |Ψ(x, t)|2 gives us the probability to
measure position x at time t. Upon measurement, the wave function collapses to a spike at
the measured position value so if we make a second measurement right after the first one, we
find the same value we found in the first measurement. Soon after the measurement the wave
function will spread out again according to the Schrödinger equation.

2.2 Representation of Quantum states

A Hilbert space is an inner product space that is complete with respect to the norm defined
by the inner product. The space L2 is the set of all square-integrable functions over R. This
means all functions h : R→ C with

∫∞
−∞ |h(x)|2dx < ∞ such that the function can be normal-

ized. The space L2 is complete and is thus a Hilbert space. A wave function Ψ : R×R∗ → C
must be normalizable. Every wave function Ψ(x, t) can be written as in Eq. 2.2 and therefore,
if ψn(x) ∈ L2 for all n ≥ 1 then Ψ(x, t) is normalizable. Let L2′ be the function space that
contains the functions Ψ : R × R∗ → C with this property such that every Ψ(x, t) ∈ L2′ is
normalizable. It holds that L2′ is a Hilbert space as well and L2 ⊂ L2′ . Note that every wave
function Ψ(x, t) is a time-dependent linear combination of functions in L2.

From now on we focuss on wave functions in the Hilbert space L2′ and therefore we as-
sume that every wave function Ψ(x, t) ∈ L2′ . If we talk about the time independent part
of the wave function, ψ(x), we assume that ψ(x) ∈ L2. The state of the particle with wave
function Ψ(x, t) ∈ L2′ will be represented by |Ψ〉.

The inner product of two wave functions Ψ(x, t) and Φ(x, t) is defined by the integral

〈Ψ|Φ〉 =
∫ ∞

−∞
Ψ∗(x, t)Φ(x, t)dx

where Ψ∗(x, t) is the complex conjugate of Ψ(x, t). It holds that 〈Ψ|Φ〉 = 〈Φ|Ψ〉∗.

6



2.3 Operators applied to quantum states

Let T be a linear operator that maps a function in L2′ to a function in W . Here W is a
function space over R. If we apply T to a wave function Ψ(x, t) ∈ L2′ , then the expectation
value of T is denoted by 〈T 〉 and calculated by

〈T 〉 = 〈Ψ|TΨ〉 =
∫ ∞

−∞
Ψ∗(x, t)TΨ(x, t)dx

The Hermitian conjugate of an operator T is the operator T † such that

〈T †f |g〉 = 〈f |Tg〉

for all f, g ∈ L2′ .

An operator T is unitary if TT † = I. A unitary operator T preserves inner products be-
tween quantum states because

(T |f〉, T |g〉) = 〈f |T †T |g〉 = 〈f |g〉

for every f, g ∈ L2′ .

An operator T is Hermitian if 〈f |Tg〉 = 〈Tf |g〉 for all f, g ∈ L2′ . It holds that T † = T .
The Hermitian operator T has the following properties:

1. The eigenvalues are real. Eigenvalues of T are values λ ∈ R such that there is a function
h with Th = λh. The function h ∈ L2′ is called an eigenfunction of T .

2. The eigenfunctions belonging to distinct eigenvalues are orthogonal. The eigenfunctions
belonging to identical eigenvalues can be chosen orthogonal.

3. The eigenfunctions span the space L2′ if the eigenvalues of T form a discrete spectrum.

2.4 Fundamental Principles of Quantum mechanics

We present the fundamental principles of quantum mechanics to improve our intuition about
the subject. These principles are presented in the form of a number of postulates. Recall
that if A is a bounded linear operator over a Hilbert space V then A is positive if and only
if 〈Ax|x〉 ≥ 0 for every x ∈ V .

1. The state of a particle is represented by a normalized function |Ψ〉 in the Hilbert space
L2.

2. The evolution of a closed quantum system is described by a unitary transformation.
That is, the state |ψ〉 of the system at time t1 is related to the state |ψ′〉 at time t2 by
a unitary operator U which depends only on the times t1, t2,

|ψ′〉 = U |ψ〉.

7



3. • General measurements
Quantum measurements are described by a collection {Mm}k

m=1 of measurement
operators. These are operators acting on the state space of the system being
measured. The index m refers to the measurement outcomes that may occur in the
experiment. If the state of the system is |Ψ〉 immediately before the measurement
then the probability that result m occurs is given by

p(m) = 〈Ψ|M †
mMm|Ψ〉

and the state of the system right after the measurement is

Mm|Ψ〉√
〈Ψ|M †

mMm|Ψ〉
.

The measurement operators satisfy the completeness equation

k∑

m=1

M †
mMm = I.

A set {Mm}k
m=1 that satisfies this property is in the literature often called a par-

tition of unity of size k.

• A set of positive operators {Pm}k
m=1, with Pm > 0 and satisfying

k∑

m=1

Pm = 1

is called a POVM which stands for Positive Operator Valued Measure. The index
m refers to the measurement outcomes that may occur in the experiment. The
probability that result m occurs is

p(m) = 〈Ψ|Pm|Ψ〉.
POVM’s are a special case of the general measurement. They provide a means
to study the measurement statistics without the necessity for knowing the state
of the system right after the measurement which makes them very important in
quantum information theory.

• Projective measurements
A projective measurement is described by an observable M that is a Hermitian
operator on the state space of the system being observed. The observable has a
spectral decomposition,

M =
∑
m

mPm.

If the Hermitian operator M has a continuous spectrum then the spectral decom-
position becomes

M =
∫

mPmdm,

where Pm is the projector onto the eigenspace of M with eigenvalue m in V . The
possible outcomes of the measurement correspond to the eigenvalues m of the

8



observable M . Upon measuring the state |Ψ〉, the probability of getting result m
is given by

p(m) = 〈Ψ|Pm|Ψ〉.
Given that outcome m occurred, the state of the quantum system immediately
after the measurement is

Pm|Ψ〉√
〈Ψ|Pm|Ψ〉

.

The expectation value of M , 〈M〉, is given by

〈M〉 = 〈Ψ|M |Ψ〉.

Projective measurements are a special case of the POVM.

4. The state space of a composite physical system is the tensor product of the state spaces
of the component physical systems. Moreover, if we have systems numbered 1 through
n, and system number i is prepared in the state |Ψi〉, then the joint state of the total
system is the composite state

|Ψ1〉 ⊗ |Ψ2〉 ⊗ · · · ⊗ |Ψn〉 = |Ψ1Ψ2 . . .Ψn〉.

A composite system can be in a superposition of composite states. If this superposition
is such that the state cannot be written as a product of n states, then the composite
state is entangled. An entangled state has the important property that if a measure-
ment is made in system i, then the state of system j is changed by this measurement.

If we make measurement Mi on system i then we apply M1 ⊗ M2 ⊗ · · · ⊗ Mn to the
composite system.

If a variable is represented by an Hermitian operator then we call that variable an observable.

Example 2.4.1 Let |0〉, |1〉 be orthonormal quantum states independent of t. That means
|0〉, |1〉 ∈ L2. A measurement in the basis {|0〉, |1〉} is a projective measurement (see Appendix
B). Let λ0 be the eigenvalue belonging to |0〉 and λ1 be the eigenvalue belonging to |1〉. Let Λ
be the Hermitian operator belonging to this measurement. We have

Λ = λ0Pλ0 + λ2Pλ1 = λ0|0〉〈0|+ λ2|1〉〈1|.

Suppose that the joint state of two systems is |ψ〉 = 1√
2
(|00〉+ |01〉). This state is not entan-

gled because
1√
2

(|00〉+ |01〉) = |0〉 ⊗
(

1√
2
(|0〉+ |1〉)

)
.

This means that system 1 is in quantum state |0〉 and system 2 is in the normalized quantum
state 1√

2
(|0〉 + |1〉). A consequence of the non-entanglement is that a measurement of the

observable Λ in system 1 does not influence the state of system 2. To illustrate this we
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note that a measurement of Λ in system 1 will always return the value λ0. The state of the
composite system after this measurement is

(Pλ0 ⊗ I)|ψ〉 = (|0〉〈0| ⊗ I)
(
|0〉 ⊗

(
1√
2
(|0〉+ |1〉)

))

= |0〉 ⊗
(

1√
2
(|0〉+ |1〉)

)

Suppose that the joint state of two systems is |ψ〉 = 1√
2
(|00〉+ |11〉) which is known as a Bell

state. This state is entangled because it cannot be written as a product of two quantum states.
A measurement of Λ in system 1 does influence the state of system 2. We illustrate this by a
measurement of Λ on the state |ψ〉. The probability namely that λ0 is measured in system 1
is

p(λ0) = 〈ψ|(Pλ0 ⊗ I)|ψ〉 =
1√
2
〈ψ|(|0〉〈0| ⊗ I) (|0〉 ⊗ |0〉+ |1〉 ⊗ |1〉)

=
1√
2
〈ψ|00〉

=
1
2
.

The state of the system after measurement of λ0 is

(Pλ0 ⊗ I)|ψ〉√
P (λ0)

= (|0〉〈0| ⊗ I) (|0〉 ⊗ |0〉+ |1〉 ⊗ |1〉)

= |00〉
= |0〉 ⊗ |0〉.

In the same way we find that if λ1 is measured then the state after the measurement is |11〉.
We conclude that if λi is measured in system 1, then in system 2 the same value is found with
a measurement of Λ.

2.5 Position and momentum

Let the operator x̂ represent the observable position x. In this introductory part, to avoid
confusion, we place a hat on the observable to denote the operator representing the observable.

The operator x̂ is Hermitian because

〈f |x̂|g〉 =
∫ ∞

−∞
f †(x, t)x̂g(x, t)dx =

∫ ∞

−∞
(x̂f(x, t))†g(x, t)dx = 〈x̂f |g〉

for all f, g ∈ L2′ . In [21], Griffiths shows that the operator p̂ = ~
i

∂
∂x represents the observable

momentum p.

If we restrict ourselves to functions which go to zero when x goes to infinity so f(x, t) → 0

10



when |x| → ∞ then we see that the operator p̂ is Hermitian;

〈f |p̂|g〉 =
∫ ∞

−∞
f †(x, t)

~
i

∂g(x, t)
∂x

dx

= −
∫ ∞

−∞

~
i

∂f †(x, t)
∂x

g(x, t)dx + f †(x, t)g(x, t)|∞−∞

=
∫ ∞

−∞

(
~
i

∂f(x, t)
∂x

)†
g(x, t)dx

= 〈p̂g|g〉

Griffiths also proves that the commutator of x̂ and p̂ is [x̂, p̂] = [x, ~i
∂
∂x ] = i~.

All observables can be written in terms of position x and momentum p. This means that the
operator representing the observable M(x, p, t) is given by M(x, ~i

∂
∂x , t).

Because the canonical observables x, p are very important in Quantum Mechanics, it is im-
portant to know the eigenfunctions of the Hermitian operators x̂ = x and p̂ = ~

i
∂
∂x .

• We take δ(x) as the usual Dirac function. The Dirac function δ(x) is defined as

δ(x) =
{

0 if x ∈ R, x 6= 0
∞ if x = 0

with
∫ ∞

−∞
δ(x)dx = 1

Suppose xn ∈ R. Then

xδ(x− xn) =
{

0 if x 6= xn

xnδ(0) if x = xn

This gives us that xδ(x − xn) = xnδ(x − xn). We find that |xn〉 = δ(x − xn) is the
eigenfunction of the operator x̂ belonging to the eigenvalue xn for every xn ∈ R. This
gives us the spectral decomposition for x:

x̂ =
∫

xn

xnPxndxn =
∫

xn

xn|xn〉〈xn|dxn.

• Suppose pn ∈ R. It holds that

~
i

∂

∂x

1
~
eipnx = pneipnx.

We can say that |pn〉 = 1
~e

ipnx is the eigenfunction of the operator p̂ belonging to the
eigenvalue xn for every xn ∈ R. We have that the spectral decomposition of p̂ is

p̂ =
∫

pn

pnPpndpn =
∫

pn

pn|pn〉〈pn|dpn

11



2.6 The Hamiltonian

The total energy (kinetic plus potential) of a system is called the Hamiltonian:

H(x, p) =
p2

2m
+ V (x)

and the corresponding Hamiltonian operator is given by

Ĥ = − ~
2

2m

d2

dx2
+ V̂ (x)

where V̂ (x) is a multiplication operator. That is, V̂ : L2 → L2, V̂ : f 7→ V f with
V f(x) = V (x)f(x).

From the time independent Schrödinger equation (2.1) we see that

Ĥψ(x) = Eψ(x)

such that the solution of the time independent Schrödinger equation is an eigenfunction of
the Hamiltonian with eigenvalue equal to the total energy of the system. For finding the total
energy of a system we therefore apply the Hamiltonian to the wave function of a system.

2.7 Uncertainty principles

Suppose Â and B̂ are Hermitian operators representing the observables A and B. For the
variances of A and B it then holds that

σ2
Aσ2

B ≥
(

1
2i
〈[Â, B̂]〉

)2

.

This is the general uncertainty principle. If A = x and B = p then we know that [x̂, p̂] = i~
and σ2

xσ2
p ≥

(
1
2i i~

)2 = ~2
4 and thus

σxσp ≥ ~
2
.

This inequality is better known as the Heisenberg uncertainty principle.

2.8 Density matrix

If a quantum system is in the state |Ψ〉, then that state is pure. It is also possible that with
probability pi the quantum system is in the state |Ψi〉. We then say that the state is mixed.

A convenient means for describing quantum systems whose state is not completely known
is the density matrix. It is defined by

ρ =
∑

i

pi|Ψi〉〈Ψi|.

The density matrix is also known as the density operator. The third postulate is changed in
the following way.

12



• Suppose we perform a measurement described by measurements operators {Mm}k
m=1

with
∑k

m=1 M †
mMm = I. The probability of obtaining result m is

p(m) = tr(M †
mMmρ)

where tr(.) is the usual trace function. After a measurement that yields the result m
the density matrix becomes

ρm =
MmρM †

m

tr(M †
mMmρ)

.

• Suppose the measurement is given by a POVM, a set of positive operators {Pm}k
m=1,

with Pi > 0 and satisfying
∑k

m=1 Pm = 1. The probability that result m occurs is

p(m) = tr(Pmρ).

• If the measurement operator is Hermitian, then the observable has spectral decomposi-
tion M =

∑
m mPm defined as in Postulate 3. The probability of measuring eigenvalue

m is
p(m) = tr(Pmρ).

After a measurement that yields the result m the density matrix becomes

ρm =
PmρPm

tr(Pmρ)
.

2.9 Qubits

The bit is the fundamental concept of classical computation and classical information. A bit
can be in the state 0 or 1. In quantum computation and quantum information there is an
analogous concept called the quantum bit or qubit. The classical bits 0 and 1 correspond
in the quantum world to respectively the quantum state |0〉 and |1〉, where |0〉 and |1〉 are
orthonormal wave functions.

Whereas a bit can only be in two different states, a qubit can also be in a superposition
of the basis states. If the basis states are |0〉 and |1〉 then, in general, a qubit is in the state

|ψ〉 = α|0〉+ β|1〉

where |α|2 + |β|2 = 1. In this view, the state of a qubit is a vector in a 2-dimensional vector
space with basis {|0〉, |1〉} also known as the rectilinear or computational basis. Another
possible basis is the diagonal basis consisting of {|+〉, |−〉} = { 1√

2
(|0〉 + |1〉), 1√

2
(|0〉 − |1〉)}

where |+〉 correspond with a classical bit 0 and |−〉 with a classical bit 1. In this basis a qubit
is in the general state

|ψ〉 = α|+〉+ β|−〉.
Obviously there are many more possible bases.
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Chapter 3

Introduction to Coherent States
and Squeezed States

This thesis mainly deals with squeezed states but because squeezed states are “made from”
coherent states we introduce both squeezed and coherent state in this chapter.

Very briefly, coherent and squeezed states are states that satisfy the Heisenberg uncertainty
relation (see 2.7) with equality for certain observable pairs x′ and p′ so σx′σp′ = ~/2. For
coherent states the uncertainty in x′ and p′ is equal so σx′ = σp′ =

√
~/2. For squeezed states

one of the uncertainties can be made arbitrarily small while the other becomes arbitrarily
large in order to keep the product constant at ~/2.

As a coherent state is a special case of a squeezed state, the coherent state was the first
of these minimum uncertainty states that was fully analyzed [11]. This was done for the first
time by Schrödinger [12]. A coherent state is important because it mimics a classical field.
A squeezed state is important because there is no lower bound for the uncertainty in one
variable anymore and this can be very beneficial, for example when a precise measurement is
needed.

Before we introduce these states, we give some background information about the harmonic
oscillator.

3.1 Harmonic oscillator

A harmonic oscillator describes a mass m attached to a spring of a certain force constant k.
The potential energy is V (x) = 1

2kx2.
In classical mechanics, the motion is governed by Hooke’s law, F = −kx. In quantum me-
chanics, the wave function is calculated by solving the Schrödinger equation for the potential
V (x) = 1

2kx2. The possible solutions to this equation correspond to the possible separation
(energy) constants. The possible solutions are given in [21]:

φn(x) = |n〉 fn(t) = e−iEn
t
~ En =

(
n + 1

2

)
~ω

15



where ω =
√

k/m and n ∈ N. This gives us that the general solution to the time-dependent
Schrödinger equation is

Ψ(x, t) =
∞∑

n=0

cnfn(t)|n〉 =
∞∑

n=0

cne−iEn
t
~ |n〉

with cn ∈ C. The state |n〉 ∈ L2 represents the solution to the time-independent Schrödinger
equation with separation constant En. These states are also called number states because the
index n in |n〉 represents the number of photons in the system.

There are so called creation and annihilation operators with which the representation of
and the calculations involving the harmonic oscillator are simplified. A simple expression
for the number states can be given. Also, the Hamiltonian becomes very easy in terms of
these operators. For a more simple representation of the creation and annihilation operators,
we choose k = m = 1. The creation and annihilation operators are defined in the following
definition.

Definition 3.1.1 The creation operator a† and annihilation operator a are defined by

a† =
x− ip√

2~
and a =

x + ip√
2~

where a† is the Hermitian conjugate of a. The number states are defined as the eigenfunctions
of a†a in the following way

a†a|n〉 = n|n〉.
It was proved in [21] that the creation and annihilation operators respectively raise and lower
the energy of a number state such that the state is changed in a higher number state or lower
number state;

a†|n〉 =
√

n + 1|n + 1〉 and a|n〉 =
√

n|n− 1〉
and a|0〉 = 0. The state |0〉 is called the vacuum.

Before we can give an expression of the number states in terms of the creation operators, we
give an explicit expression of the time independent wave function of the vacuum state |0〉 that
follows from Definition 3.1.1.

Corollary 3.1.2 The time-independent wave function of the normalized vacuum |0〉 is given
by

|0〉 = (π~)−
1
4 e−

x2

2~

Proof. The vacuum |0〉 is an element of the nullspace of the annihilation operator a. We
use p = ~

i
∂
∂x (see 2.5) to see that:

x + ip√
2~

|0〉 = 0
(

x + ~
∂

∂x

)
|0〉 = 0

∂|0〉
|0〉 =

−x

~
∂x

16



Integrating both parts gives
∫

∂|0〉
|0〉 =

∫ −x∂x

~

ln |0〉 = −x2

2~
+ c , c ∈ C

|0〉 = Ce−
x2

2~ , C ∈ C

According to the normalization condition (see 2.1) it has to hold that
∫ ||0〉|2dx = 1. With

the standard integral
∫

e−ax2
dx =

√
π/a we find

|C|2
∫

e−
x2

~ dx = 1

|C|2 = (π~)−
1
2

We choose C = (π~)−
1
4 such that |0〉 = (π~)−

1
4 e−

x2

2~ . ¤

The vacuum evolves in time as Ψ(x, t) = e−iE0
t
~ |0〉 = e−

it
2 |0〉. How the number state |n〉

can be written in terms of the creation operator a† and the vacuum |0〉 is presented in the
following lemma.

Lemma 3.1.3 Let n ∈ N and let |0〉 be the vacuum as defined in Lemma 3.1.2. The number
state |n〉 is expressed in terms of the creation operator a† and the vacuum in the following
way

|n〉 =
(a†)n

√
n!
|0〉.

Proof. We have that

|n〉 =
a†√
n
|n− 1〉

=
(a†)2√
n(n− 1)

|n− 2〉

...

=
(a†)n

√
n!
|0〉.

¤

The Hamiltonian H has a very easy expression in terms of the creation and annihilation
operators. This expression is given in the following corollary.

Corollary 3.1.4 The Hamiltonian operator H corresponding to the harmonic oscillator is
given by

H = ~
(

a†a +
1
2

)
.

It gives the total energy of a quantum state in a harmonic oscillator.
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Proof. We chose k = m = 1. With this assumption we find

H = − ~
2

2m

d2

dx2
+ V (x)

= −~
2

2
d2

dx2
+

1
2
x2

=
1
2

(
x2 +

(
~
i

d

dx

)2
)

=
1
2

(
x2 + p2

)

= ~
(x− ip)√

2~
(x + ip)√

2~
− 1

2
(ixp− ipx)

= ~a†a− i

2
[x, p]

= ~
(

a†a +
1
2

)

¤

With this expression for H we see that for the solutions of the time-independent Schrödinger
equation (the number states (|n〉) it holds that

H|n〉 = En|n〉
~

(
a†a +

1
2

)
|n〉 =

(
n +

1
2

)
~ω|n〉

(
a†a +

1
2

)
|n〉 =

(
n +

1
2

)
|n〉

a†a|n〉 = n|n〉.

From this we see that a number state is defined as the eigenfunction of the number operator
a†a.

We can express the observables x and p in terms of a and a†. This is presented in the
following corollary.

Corollary 3.1.5 The observables x and p are expressed in terms of a and a† as

x =

√
~
2
(a† + a) and p = i

√
~
2
(a† − a)

It further holds that
[a, a†] = 1.

Proof. The first result follows in a straightforward way from Definition 3.1.1.
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We use [x, p] = i~ (see 2.5) to see that the commutator of a and a† is

[a, a†] =
1
2~

[x + ip, x− ip]

=
i

2~
(−[x, p] + [p, x])

= − i

~
([x, p]) = 1.

¤

3.2 Coherent states

We first give the definition of coherent states. Then we state some important properties.

Definition 3.2.1 Let α ∈ C and |0〉 be the vacuum such that a|0〉 = 0 and 〈0|0〉 = 1. The
coherent state corresponding to the value α is represented by |α〉 and is defined by

|α〉 = D(α)|0〉
D(α) = eαa†−α∗a.

D(α) is called the displacement operator.

A coherent state has some important properties. These are stated in the following theorem.

Theorem 3.2.2 Let α ∈ C and |0〉 be the vacuum. Then,

|α〉 = e−|α|
2/2eαa† |0〉 = e−|α|

2/2
∞∑

n=0

αn

√
n!
|n〉.

A coherent state is therefore a superposition of number states. It also holds that

a|α〉 = α|α〉 and 〈α|α〉 = 1.

This means that a coherent state is normalized and is an eigenstate of the annihilation oper-
ator.

Proof. We first proof the first part of the theorem.
We can use Lemma A.0.3 with A = αa† and B = −α∗a because [A,B] = [αa†,−α∗a] =
−|α|2[a†, a] = |α|2 is independent of A and B and so [A, [A,B]] = [B, [A,B]] = 0. With this
lemma we find

|α〉 = eαa†−α∗a|0〉
= e−

1
2
|α|2eαa†e−α∗a|0〉.

Using ex =
∑∞

n=0
xn

n! and the fact that an|0〉 = 0 for n > 0 and an|0〉 = |0〉 for n = 0 we find
that

|α〉 = e−
1
2
|α|2eαa†

∞∑

n=0

(−α∗)n

n!
an|0〉

= e−
1
2
|α|2eαa† |0〉
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With the definition of a number state, |n〉 = (a†)n
√

n!
|0〉 we find that

e−
1
2
|α|2eαa† |0〉 = e−

1
2
|α|2

∞∑

n=0

αn

n!

(
a†

)n
|0〉

= e−
1
2
|α|2

∞∑

n=0

αn

√
n!
|n〉

We use this result to prove the second part of the theorem. With the linearity of a and
a|n〉 =

√
n|n− 1〉 we find

a|α〉 = e−
1
2
|α|2

∞∑

n=1

αn

√
(n− 1)!

|n− 1〉

= e−
1
2
|α|2

∞∑

n=0

αn+1

√
n!
|n〉

= αe−
1
2
|α|2

∞∑

n=0

αn

√
n!
|n〉

= α|α〉

We can use Lemma A.0.3 with A = αa† − α∗a and B = −α∗a + αa† to prove that D(α) is a
unitary operator because the commutator

[A,B] = [αa† − α∗a,−α∗a + αa†]
= −|α|2[a†, a] + α2[a†, a†] + (α∗)2 [a, a]− |α|2[a†, a]
= −|α|2([a†, a] + [a†, a])
= −|α|2([a†, a]− [a, a†])
= 0

is independent of A and B and therefore [A, [A,B]] = [B, [A,B]] = 0. With the lemma we
find

D(α)D†(α) = eαa†−α∗ae−α∗a+αa†

= eαa†−α∗a−α∗a+αa†

= I

Because D(α) is unitary it preserves inner products between states. This means that the
coherent state |α〉 is normalized:

〈α|α〉 = 〈0|D†(α)D(α)|0〉
= 〈0|0〉 = 1

¤
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3.3 Squeezed states

We first define squeezed states and then give some important properties.

Definition 3.3.1 Let ζ, α ∈ C and |0〉 be the vacuum. The squeezed state corresponding to
the values ζ, α is represented by |ζ, α〉 and is defined by

|ζ, α〉 = S(ζ)D(α)|0〉
S(ζ) = e

1
2
ζ(a†)2− 1

2
ζ∗a2

and D(α) = eαa†−α∗a.

S(ζ) is called the squeezing operator and ζ the squeezing parameter.

It is obvious that the coherent state is a special case of the squeezed state because |0, α〉 =
S(0)D(α)|0〉 = D(α)|0〉 = |α〉.

In the following theorem we show that a squeezed state is normalized.

Theorem 3.3.2 Let ζ, α ∈ C and |0〉 be the vacuum. It holds that

〈ζ, α|ζ, α〉 = 1

so |ζ, α〉 is normalized.

Proof. We can use Lemma A.0.3 with A = 1
2ζ(a†)2 − 1

2ζ∗a2 and B = 1
2ζ∗a2 − 1

2ζ(a†)2 to
prove that S(ζ) is a unitary operator because the commutator

[A, B] = [
1
2
ζ(a†)2 − 1

2
ζ∗a2,

1
2
ζ∗a2 − 1

2
ζ(a†)2]

=
1
2
|ζ|2([(a†)2, a2] + [a2, (a†)2])

=
1
2
|ζ|2([(a†)2, a2]− [(a†)2, a2])

= 0

is independent of A and B and therefore [A, [A,B]] = [B, [A,B]] = 0. With the lemma we
find that the operator S(ζ) is unitary;

S(ζ)S†(ζ) = e
1
2
ζ(a†)2− 1

2
ζ∗a2

e
1
2
ζ∗a2− 1

2
ζ(a†)2

= e
1
2
ζ(a†)2− 1

2
ζ∗a2+ 1

2
ζ∗a2− 1

2
ζ(a†)2

= I.

This gives us that

〈ζ, α|ζ, α〉 = 〈0|D†(α)S†(ζ)S(ζ)D(α)|0〉
= 〈0|D†(α)D(α)|0〉
= 〈0|0〉
= 1

¤

The following theorem tells us that there is another way to represent squeezed states and that
the two possible representations are equivalent.
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Theorem 3.3.3 Let α ∈ C and ζ = reiφ with r > 0, φ ∈ [0, 2π) and let |0〉 be the vacuum.
Then

S(ζ)D(α) = D(γ)S(ζ)

with
α = γ cosh r − γeiφ sinh r.

Proof. This lemma will be proved in Section 4.1. ¤

Theorem 3.3.3 implicates that there are two representations of a squeezed state. For one
representation, we first apply the displacement and then the squeezing operator to the vacuum,
for the other representation vice versa. The order of D and S is just a matter of agreement.
In this thesis we will represent squeezed states as |ζ, α〉 = S(ζ)D(α)|0〉.
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Chapter 4

Statistics of Squeezed States

In this chapter we will study some important properties of squeezed states. In Section 4.1
we will calculate the expectation and the variance of a class of variables for squeezed states.
From the results of these calculations we give for each squeezed state |ζ, α〉 a generalized
position and momentum pair x′, p′ such that the squeezed state has minimum uncertainty
with respect to this variable pair.
In Section 4.2 we will calculate the time-independent wave function of the squeezed states
that has minimum uncertainty with respect to the observables position x and momentum p.
From this wave function we will deduce the probability distributions that give us the proba-
bility to measure a certain value of x or p.
In Section 4.3 we will prove that squeezed states cannot be copied and in Section 4.4 we will
study the time evolution of squeezed states in free space. This gives us the time-dependent
wave function of squeezed states that have minimum uncertainty with respect to x and p.
In Section 4.5 we will show how to choose the parameters of a squeezed state such that a
squeezed state is squeezed in x or in p. The section also serve as a general summary of this
chapter.

Because a coherent state is a special case of a squeezed state, we find the analogous results
for coherent states by substituting ζ = 0.

4.1 Expectation and variance of generalized position and mo-
mentum

We calculate the expectation and the variance of the canonical observables xβ and pβ for
squeezed states. These generalized position and momentum operators are defined in the
following definition.

Definition 4.1.1 Let β ∈ [0, 2π). The canonical observables xβ and pβ are defined by

xβ =

√
~
2

(
a†eiβ + ae−iβ

)
and pβ = i

√
~
2

(
a†eiβ − ae−iβ

)
.

From the definition we easily see that these operators are Hermitian operators. The well
known position variable x and momentum variable p are special cases of these variables xβ

and pβ and they are found by substituting β = 0.
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The uncertainty relation for xβ and pβ equals that for x and p, i.e. the Heisenberg uncertainty
relation. We find this result in the following lemma.

Lemma 4.1.2 Let β ∈ [0, 2π). It holds that

σxβ
σpβ

≥ ~
2
.

This relation is a Heisenberg uncertainty relation for the Hermitian operators xβ, pβ.

Proof. The commutator of xβ and pβ is

[xβ, pβ] = i
~
2
[a†eiβ + ae−iβ, a†eiβ − ae−iβ]

= i
~
2
(−[a†eiβ, ae−iβ] + [ae−iβ, a†eiβ])

= i
~
2
(−[a†, a] + [a, a†])

= i~.

This means that the uncertainty relation for xβ and pβ is given by

σ2
xβ

σ2
pβ

≥
(

1
2i
〈[xβ, pβ]〉

)2

=
~2

4
This completes the proof of this corollary. ¤

The following lemma helps us to calculate the expectation and variances of xβ and pβ for a
squeezed state.

Lemma 4.1.3 Let ζ = reiφ with r > 0 and φ ∈ [0, 2π). Then

S†(ζ)aS(ζ) = a cosh r + a†eiφ sinh r

and
S†(ζ)a†S(ζ) = a† cosh r + ae−iφ sinh r.

Proof. We have that

S†(ζ)aS(ζ) = e
1
2
ζ∗a2− 1

2
ζ(a†)2ae

1
2
ζ(a†)2− 1

2
ζ∗a2

= e
1
2
ζ∗a2− 1

2
ζ(a†)2ae−( 1

2
ζ∗a2− 1

2
ζ(a†)2).

We can apply Lemma A.0.2 with A = 1
2ζ∗a2 − 1

2ζ(a†)2 and B = a. Using Lemma A.0.4 we
find that

[A,B] = [
1
2
ζ∗a2 − 1

2
ζ(a†)2, a]

= −1
2
ζ[(a†)2, a]

= −1
2
ζ(a†[a†, a] + [a†, a]a†)

= ζa†

24



From this we see that

[A(1), [A(2), . . . , [A(n), B]] . . .] =

{
ζ

n
2 (ζ∗)

n
2 a = |ζ|na = rna if n is even

ζ
n+1

2 (ζ∗)
n−1

2 a† = ζrn−1a† = eiφrna† if n is odd

Lemma A.0.2 gives us that

S†(ζ)aS(ζ) =
∞∑

n=0

1
n!

[A(1), [A(2), . . . , [A(n), B]] . . .]

=
∞∑

n=0

(
a

r2n

(2n)!
+ a†eiφ r2n+1

(2n + 1)!

)

= a

∞∑

n=0

(
r2n

(2n)!

)
+ a†eiφ

∞∑

n=0

(
r2n+1

(2n + 1)!

)

= a cosh r + a†eiφ sinh r.

Taking the Hermitian conjugate we immediately see that

(S†(ζ)aS(ζ))† = S†(ζ)a†S(ζ) = a† cosh r + ae−iφ sinh r

¤

We deduce the following useful corollary from Lemma 4.1.3 that helps us to calculate the
expectations and variances of xβ and pβ for a squeezed state.

Corollary 4.1.4 Let ζ = reiφ with r > 0 and φ ∈ [0, 2π). Then

S†(ζ)aaS(ζ) = a2 cosh2 r + (a†)2e2iφ sinh2 r + a†aeiφ sinh (2r) +
1
2
eiφ sinh (2r)

S†(ζ)a†a†S(ζ) = a2e−2iφ sinh2 r + (a†)2 cosh2 r + a†ae−iφ sinh (2r) +
1
2
e−iφ sinh (2r)

S†(ζ)a†aS(ζ) =
1
2
a2e−iφ sinh (2r) +

1
2
(a†)2eiφ sinh (2r) + a†a cosh (2r) + sinh2 r

S†(ζ)aa†S(ζ) =
1
2
a2e−iφ sinh (2r) +

1
2
(a†)2eiφ sinh (2r) + a†a cosh (2r) + cosh2 r.

Proof. The squeezing operator S(ζ) is a unitary operator so S†(ζ)S(ζ) = I. With this we
find

S†(ζ)aaS(ζ) = S†(ζ)aS(ζ)S†(ζ)aS(ζ)

=
(
a cosh r + a†eiφ sinh r

)2
.

Using linearity, the formula 1
2 sinh (2r) = sinh r cosh r and the commutator [a†, a] = −1 we

find

S†(ζ)aaS(ζ) = a2 cosh2 r + (a†)2e2iφ sinh2 r + a†aeiφ sinh (2r) +
1
2
eiφ sinh 2r.

Taking the Hermitian conjugate on both sides gives us that

S†(ζ)a†a†S(ζ) = (a†)2 cosh2 r + a2e−2iφ sinh2 r + a†ae−iφ sinh (2r) +
1
2
e−iφ sinh 2r.
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Using the same argumentations we find that

S†(ζ)a†aS(ζ) = S†(ζ)a†S(ζ)S†(ζ)aS(ζ)

=
(
a† cosh r + ae−iφ sinh r

)(
a cosh r + a†eiφ sinh r

)

=
1
2
a2e−iφ sinh (2r) +

1
2
(a†)2eiφ sinh (2r) + a†a cosh (2r) + sinh2 r.

The operator S†(ζ)a†aS(ζ) is Hermitian so we calculate S†(ζ)aa†S(ζ) in the direct way.

S†(ζ)aa†S(ζ) = S†(ζ)aS(ζ)S†(ζ)a†S(ζ)

=
(
a cosh r + a†eiφ sinh r

)(
a† cosh r + ae−iφ sinh r

)

=
1
2
a2e−iφ sinh (2r) +

1
2
(a†)2eiφ sinh (2r) + a†a cosh (2r) + cosh2 r

¤

We are now able to prove Theorem 3.3.3. We give this proof before we go further with our
calculations in this section.

Proof of Theorem 3.3.3
Let α, γ, ζ ∈ C with ζ = reiφ where r > 0 and φ ∈ [0, 2π). We want to prove that

S(ζ)D(α) = D(γ)S(ζ)

holds for α = γ cosh r − γeiφ sinh r. Because S(ζ) is unitary this equality is equivalent to

D(α) = S†(ζ)D(γ)S(ζ).

Using the unitarity of S(ζ) and Lemma 4.1.3 we find that

S†(ζ)D(γ)S(ζ) = S†(ζ)eγa†−γaS(ζ)

= S†(ζ)
∞∑

n=0

(γa† − γa)n

n!
S(ζ)

=
∞∑

n=0

(S†(ζ)(γa† − γa)S(ζ))n

n!

=
∞∑

n=0

(γS†(ζ)a†S(ζ)− γS†(ζ)aS(ζ))n

n!

=
∞∑

n=0

(a†γ cosh r + aγe−iφ sinh r − aγ cosh r − a†γeiφ sinh r)n

n!

=
∞∑

n=0

(a†(γ cosh r − γeiφ sinh r)− a(γ cosh r − γe−iφ sinh r))n

n!

= ea†(γ cosh r−γeiφ sinh r)−a(γ cosh r−γe−iφ sinh r)

= D(γ cosh r − γeiφ sinh r)

This completes the proof of Theorem 3.3.3. ¤
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We present the theorem in which we give the expectation and variance of xβ and pβ.

Theorem 4.1.5 Let |ζ, α〉 = S(ζ)D(α)|0〉 be a squeezed state with ζ = reiφ and α = seiθ

where r, s > 0 and φ, θ ∈ [0, 2π). The expectation and variances of the observables xβ and pβ

for the squeezed state |ζ, α〉 are

〈xβ〉 =
√

2~s(cos (θ − β) cosh r + cos (θ − φ + β) sinh r)

〈pβ〉 =
√

2~s(sin (θ − β) cosh r − sin (θ − φ + β) sinh r)

σ2
xβ

=
~
2
(cosh (2r) + cos (φ− 2β) sinh 2r)

σ2
pβ

=
~
2
(cosh (2r)− cos (φ− 2β) sinh 2r)

Proof. Because xβ and pβ are Hermitian operators, measurement of these observables are
projective measurements. According to Postulate 3 (see 2.4), the expectations are respectively
〈xβ〉 = 〈ζ, α|xβ|ζ, α〉 and 〈pβ〉 = 〈ζ, α|pβ|ζ, α〉. We use Lemma 4.1.3 and the relation a|α〉 =
α|α〉. We find

〈xβ〉 =

√
~
2
〈ζ, α|(a†eiβ + ae−iβ)|ζ, α〉

=

√
~
2
〈α|S†(ζ)(a†eiβ + ae−iβ)S(ζ)|α〉

=

√
~
2
〈α|eiθS†(ζ)a†S(ζ) + e−iβS†(ζ)aS(ζ)|α〉

=

√
~
2
〈α|a†eiβ cosh r + ae−iφ+iβ sinh r + ae−iβ cosh r + a†eiφ−iβ sinh r|α〉

=

√
~
2

(
α∗eiβ cosh r + αe−iφ+iβ sinh r + αe−iβ cosh r + α∗eiφ−iβ sinh r

)

=

√
~
2

(
s
(
ei(θ−β) + e−i(θ−β)

)
cosh r + s

(
ei(θ−φ+β) + e−i(θ−φ+β)

)
sinh r

)

=
√

2~s (cos (θ − β) cosh r + cos (θ − φ + β) sinh r)

The calculation of 〈pβ〉 works in a similar way. We find

〈pβ〉 = i

√
~
2
〈ζ, α|(a†eiβ − ae−iβ)|ζ, α〉

=
√

2~s (sin (θ − β) cosh r − sin (θ − φ + β) sinh r)

To calculate the variances, we note that x2
β and p2

β are Hermitian operators. The calculation
of 〈x2

β〉 and 〈p2
β〉 follow the line of reasoning of the calculation of 〈xβ〉. As an illustration we

show some steps of the calculation of 〈x2
β〉.
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We use Corollary 4.1.4, a|α〉 = α|α〉 and some trigonometric relations. We find

〈xβ
2〉 =

~
2
〈ζ, α|(a†eiβ + ae−iβ)

2|ζ, α〉

=
~
2
〈α|S†(ζ)

(
a†a†e2iβ + a†a + aa† + aae−2iβ

)
S(ζ)|α〉

=
~
2
〈α|

(
e2iβS†(ζ)a†a†S(ζ) + S†(ζ)a†aS(ζ) + S†(ζ)aa†S(ζ) + e−2iβS†(ζ)aaS(ζ)

)
|α〉

=
~
2
〈α|(a†)2

(
e2iβ cosh2 r +

1
2
eiφ sinh (2r) +

1
2
eiφ sinh (2r) + ei(2φ−2β) sinh2 r

)
|α〉+

~
2
〈α|a†a

(
ei(−φ=2β) sinh (2r) + cosh (2r) + cosh (2r) + ei(φ−2β) sinh 2r

)
|α〉+

~
2
〈α|a2

(
ei(−2φ+2β sinh2 r +

1
2
e−iφ sinh (2r) +

1
2
e−iφ sinh (2r) + e−2iβ cosh2 r

)
|α〉+

~
2
〈α|

(
1
2
e−i(φ−2β) sinh (2r) + sinh2 r + cosh2 r +

1
2
ei(φ−2β) sinh 2r

)
|α〉

=
~ (α∗)2

2

(
e2iβ cosh2 r + eiφ sinh (2r) + ei(2φ−2β) sinh2 r

)
+

~|α|2
2

(2 cos (φ− 2β) sinh (2r) + 2 cosh (2r)) +

~α2

2

(
e−iφ sinh (2r) + e−2iβ cosh2 r + e−i(2φ−β) sinh2 r

)
+
~
2

(cosh (2r) + cos (φ− 2β) sinh 2r)

= 2s2~ (cos (θ − β) cosh r + cos (θ − φ + β) sinh r)2 +
~
2

(cosh (2r) + cos (φ− 2β) sinh 2r)

= 〈xβ〉2 +
~
2

(cosh (2r) + cos (φ− 2β) sinh 2r)

The variance of xβ follows easily from 〈x2
β〉;

σ2
xβ

= 〈xβ
2〉 − 〈xbeta〉2

= 〈xβ〉2 +
~
2

(cosh (2r) + cos (φ− 2β) sinh 2r)− 〈xβ〉2

=
~
2

(cosh (2r) + cos (φ− 2β) sinh 2r)

The argumentation of the calculation of 〈p2
β〉 is similar to that of 〈x2

β〉. We find

〈p2
β〉 = −~

2
〈ζ, α|(a†eiβ − ae−iβ)

2|ζ, α〉

= 〈pβ〉2 +
~
2

(cosh (2r)− cos (φ− 2β) sinh 2r)

The variance of pβ is

σ2
pβ

= 〈p2
β〉 − 〈pβ〉2

= 〈pβ〉2 +
~
2

(cosh (2r)− cos (φ− 2β) sinh 2r)− 〈pβ〉2

=
~
2

(cosh (2r)− cos (φ− 2β) sinh 2r)
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For a particular choice of β we find that the squeezed state |ζ, α〉 has minimum uncertainty
with respect to xβ and pβ, i.e. xβ and pβ satisfy the Heisenberg uncertainty principle with
equality. This result is presented in the next theorem.

Theorem 4.1.6 Let |ζ, α〉 be a squeezed state with ζ = reiφ and α = seiθ where r ∈ R, s > 0
and φ, θ ∈ [0, 2π). This state has minimum uncertainty with respect to the observables xβ

and pβ if and only if 2β = φ. This means that the observable pair xφ/2 and pφ/2 satisfies the
Heisenberg uncertainty principle with equality:

σx φ
2

σp φ
2

=
~
2
.

Further, for the coherent state |α〉 every observable pair xβ, pβ satisfies Heisenberg’s uncer-
tainty principle with equality.

Proof. From Theorem 4.1.5 we see that

σxβ
σpβ

=
~
2

√
(cosh (2r) + cos (φ− 2β) sinh 2r)(cosh (2r)− cos (φ− 2β) sinh (2r))

=
~
2

√
cosh2 (2r)− cos2 (φ− 2β) sinh2 2r

=
~
2

√
1 + sinh2 (2r)− cos2 (φ− 2β) sinh2 (2r)

=
~
2

√
1 + sin2 (φ− 2β) sinh2 (2r)

Heisenberg’s uncertainty principle is satisfied with equality if
√

1 + sin2 (φ− 2β) sinh2 (2r) = 1

sin2 (φ− 2β) sinh2 (2r) = 0
r = 0 or sin (φ− 2β) = 0.

If r = 0 then ζ = 0 so S(ζ) = 1. This means that |ζ, α〉 = |α〉 is a coherent state. We can
conclude from the solution r = 0 that every coherent state satisfies Heisenberg’s uncertainty
relation with equality for the observable pair xβ, pβ.

The solutions to sin (φ− 2β) = 0 are φ− 2β = kπ so φ = 2β + kπ where k ∈ N. This means
that the squeezed states |rei(2β+2kπ), α〉 = |re2iβ, α〉 and |rei(2β+(2k+1)π), α〉 = | − re2iβ, α〉
have minimum uncertainty with respect to the observable pair xβ, pβ. If we take r ∈ R in-
stead of r > 0 then we can say that the state |reiφ, α〉 has minimum uncertainty with respect
to the pair xβ, pβ if and only if φ = 2β. ¤

For coherent states (r = 0) the expectation and variance of xβ and pβ easily follow from
Theorem 4.1.5 by substituting r = 0. They are presented in the following corollary.
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Corollary 4.1.7 Let |α〉 = D(α)|0〉 be a coherent state with α = seiθ where s > 0 and
θ ∈ [0, 2π). Then

〈xβ〉 =
√

2~s cos (θ − β)

〈pβ〉 =
√

2~s sin (θ − β)

σ2
xβ

=
~
2

σ2
pβ

=
~
2

As we already proved in Theorem 4.1.6 a coherent state has minimum uncertainty for all
values β ∈ [0, 2π).

The statistical properties of coherent states with respect to the observables x and p can be
found by substituting β = 0 in Corollary 4.1.7.

The statistical properties of minimum uncertainty squeezed states with respect to the vari-
ables xβ = xφ/2 and pβ = pφ/2 follow from Theorem 4.1.5 and are presented in the following
corollary.

Corollary 4.1.8 Let |ζ, α〉 be a squeezed state with ζ = reiφ and α = seiθ where r ∈ R, s > 0
and φ, θ ∈ [0, 2π). This squeezed state has minimum uncertainty with respect to the variables
xφ/2 and pφ/2. The expectation and variance of these variables are:

〈xφ
2
〉 =

√
2~s cos

(
θ − φ

2

)
er

〈pφ
2
〉 =

√
2~s sin

(
θ − φ

2

)
e−r

σ2
x φ

2

=
~
2
e2r

σ2
p φ

2

=
~
2
e−2r

Proof. Substitute β = φ
2 in the results from Theorem 4.1.5. ¤

In this thesis we will mainly work with the observables position x and momentum p. The
squeezed states with minimum uncertainty with respect to x and p have β = φ/2 = 0 such
that ζ = r ∈ R. From now on with a minimum uncertainty squeezed state we mean a
squeezed state that has minimum uncertainty with respect to x and p. The expectations
and variances of such a minimum uncertainty state easily follow from Theorem 4.1.5 by
substituting β = φ = 0 and are given in the following corollary.

Corollary 4.1.9 Let |r, α〉 = S(r)D(α)|0〉 be a minimum uncertainty squeezed state with
r ∈ R and α = seiθ where s > 0 and θ ∈ [0, 2π). The expectation and variance of x and p are

〈x〉 =
√

2~s cos θer

〈p〉 =
√

2~s sin θe−r

σ2
x =

~
2
e2r

σ2
p =

~
2
e−2r
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4.2 Probability distributions of minimum uncertainty squeezed
states

In the previous section we did some algebraic calculations on squeezed states. These calcu-
lations showed us that the squeezed state |reiφ, α〉 where r ∈ R, α ∈ C and φ ∈ [0, 2π) has
minimum uncertainty with respect to the observable pair xφ/2, pφ/2. Because from now on we
only work with the observable pair x, p we choose φ = 0 to obtain the squeezed state |r, α〉
that has minimum uncertainty with respect to x and p .

In this section we calculate the probability distributions that give us the probability to mea-
sure a certain position value or a certain momentum value for the minimum uncertainty
squeezed state |r, α〉 with r ∈ R and α ∈ C.

There is a lemma from Appendix A that we use very often in the following lemma’s, preceding
the theorem that presents the probability distributions. We present the result of this lemma
before we go further. The proof of the lemma can be found in Appendix A.

Lemma A.0.3 Let A,B be linear operators. If [A, [A,B]] = [B, [A, B]] = 0 then

eA+B = e−
1
2
[A,B]eAeB

This is a descendent of the Baker-Campbell-Hausdorff formula, presented in Lemma A.0.2.

In the following two lemma’s we give explicit expressions for D(α) and S(r) with α ∈ C
and r ∈ R. These lemma’s help us to find the time-independent wave function of a coherent
state and a minimum uncertainty squeezed state.

Lemma 4.2.1 Let 〈x〉 and 〈p〉 be the expectation for the minimum uncertainty squeezed states
as defined in Corollary 4.1.9 such that e−r〈x〉 and er〈p〉 are the expectations for a coherent
state as defined in Corollary 4.1.7 . Let α = seiθ where s > 0 and θ ∈ [0, 2π). A more explicit
representation for the displacement operator is given by

D(α) = e−
i

2~ 〈x〉〈p〉e
i
~ er〈p〉xe−e−r〈x〉 ∂

∂x

Proof. First, we express D(α) in terms of x and p instead of in a and a†.

D(α) = eαa†−α∗a

= exp
(

seiθ

(
x− ip√

2~

)
− se−iθ

(
x + ip√

2~

))

= exp
(

s√
2~

(
x

(
eiθ − e−iθ

))
− is√

2~

(
p

(
eiθ + e−iθ

)))

= exp

(
is

√
2
~

sin (θ)x− is

√
2
~

cos (θ)p

)
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We can Lemma A.0.3 with A = is
√

2
~ sin (θ)x and B = −is

√
2
~ cos (θ)p because

[A,B] = [is

√
2
~

sin (θ)x,−is

√
2
~

cos (θ)p]

=
2s2

~
sin (θ) cos (θ)[x, p]

= 2is2 sin (θ) cos (θ)

is independent of A and B and therefore [A, [A,B]] = [B, [A,B]] = 0. Lemma A.0.3 gives us
that

D(α) = e−is2 sin θ cos θe
is
q

2
~ sin (θ)x

e
−is
q

2
~ cos (θ)p

= e−
i

2~ 〈x〉〈p〉e
i
~ er〈p〉xe−e−r〈x〉 ∂

∂x

¤

The following lemma gives a convenient representation for S(r) with r ∈ R.

Lemma 4.2.2 Let r ∈ R. A more convenient representation of the squeezing operator S(r)
is given by

S(r) = e−
r
2 e−rx ∂

∂x

Proof. Because r ∈ R the squeezing operator becomes

S(r) = e
1
2
r((a†)2−a2).

By expressing S(r) in terms of x and p, we complete the proof of this lemma:

S(r) = e
r
4~((x−ip)2−(x+ip)2)

= e−
ir
2~ (xp+px)

= e−
ir
2~ (xp+(xp−ih))

= e−
r
2 e−rx ∂

∂x

¤

We are now able to calculate the time-independent wave function of coherent and minimum
uncertainty squeezed states. The next theorem gives the time-independent wave function of
a coherent state.

Theorem 4.2.3 Let α = seiθ with s > 0 and θ ∈ [0, 2π). Let |α〉 denote a coherent state.
Let 〈x〉 and 〈p〉 be the expectations for the minimum uncertainty squeezed states as defined in
Corollary 4.1.9 such that e−r〈x〉 and er〈p〉 are the expectations for a coherent state as defined
in Corollary 4.1.7. The time-independent wave function of the coherent state |α〉 is

|α〉 = (π~)−
1
4 exp

(
− 1

2~
(
x− e−r〈x〉)2 +

i

~
er〈p〉x

)
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Proof. Applying the time-independent wave function of the vacuum presented in Lemma
3.1.2, the representation of D(α) in Lemma 4.2.1 and the operator formulae in Lemma A.0.5
we find

D(α)|0〉 = (π~)−
1
4 e−

i
2~ 〈x〉〈p〉e

i
~ er〈p〉xe−e−r〈x〉 ∂

∂x e−
x2

2~

= (π~)−
1
4 e−

i
2~ 〈x〉〈p〉e

i
~ er〈p〉xe−

1
2~(x−e−r〈x〉)2

= (π~)−
1
4 e−

i
2~ 〈x〉〈p〉e−

1
2~(x−e−r〈x〉)2

+ i
~ er〈p〉x

This state is not normalized yet. We have
∫ ∞

−∞
|D(α)|0〉|2dx = (π~)−

1
2 e−

i
~ 〈x〉〈p〉

∫ ∞

−∞
e−

1
~(x−e−r〈x〉)2

d(x− e−r〈x〉)

= (π~)−
1
2 e−

i
~ 〈x〉〈p〉(π~)

1
2

= e−
i
~ 〈x〉〈p〉

This gives us that a normalized coherent state has as time-independent wave function

|α〉 =
D(α)|0〉
e−

i
2~ 〈x〉〈p〉

= (π~)−
1
4 exp

(
− 1

2~
(
x− e−r〈x〉)2 +

i

~
er〈p〉x

)

¤

With the result from Theorem 4.2.3 we can find the time-independent wave function of a
minimum uncertainty squeezed state. It is presented in the following theorem.

Theorem 4.2.4 Let r ∈ R and α = seiθ with s > 0 and θ ∈ [0, 2π). Let |r, α〉 be a minimum
uncertainty squeezed state. Let 〈x〉 and 〈p〉 be the expectations of the minimum uncertainty
squeezed state as defined in Corollary 4.1.9. The time-independent wave function of |r, α〉 is
given by

|r, α〉 =
(
π~e2r

)− 1
4 exp

(
−e−2r

2~
(x− 〈x〉)2 +

i

~
〈p〉x

)

Proof. Using the representation of S(r) in Theorem 4.2.2, the time-independent wave func-
tion of the coherent state |α〉 given in Theorem 4.2.3 and the operator formulae given in
Lemma A.0.5 we find that

S(r)|α〉 = (π~)−
1
4 e−

r
2 e−rx ∂

∂x e−
1
2~(x−e−r〈x〉)2

+ i
~ er〈p〉x

= (π~)−
1
4 e−

r
2 e−

1
2~(xe−r−e−r〈x〉)2

+ i
~ er〈p〉xe−r

= (π~)−
1
4 e−

r
2 e−

e−2r

2~ (x−〈x〉)2+ i
~ 〈p〉x

This state is already normalized:
∫ ∞

−∞
|S(r)|α〉|2dx = (π~)−

1
2 e−r

∫ ∞

−∞
e−

e−2r

~ (x−〈x〉)2d(x− 〈x〉)

= (π~)−
1
2 e−r

√
π~

e−2r

= 1
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This completes the proof of this theorem. ¤

Knowing the time-independent wave function of the minimum uncertainty squeezed state we
can determine the probability distributions that give us the probability to measure a certain
position value or momentum value.

We define the x-basis to be the set of position eigenfunctions as explained in Section 2.5

x = {|xn〉 : xn ∈ R}

where |xn〉 = δ(x− xn). We define the p-basis to be the set of momentum eigenfunctions as
explained in Section 2.5

p = {|pn〉 : pn ∈ R}
where |pn〉 = eipnx. The probability distributions are presented in the next theorem.

Theorem 4.2.5 Let r ∈ R and α = seiθ with s > 0 and θ ∈ [0, 2π). Let |r, α〉 be a minimum
uncertainty squeezed state. Let 〈x〉 and 〈p〉 be the expectations of this state as presented in
Corollary 4.1.9.
The probability of measuring position value x when we measure in the x-basis for the squeezed
state |r, α〉 is denoted by P

|r,α〉
X (x). The probability of measuring position value p when we

measure in the p-basis for the squeezed state |r, α〉 is denoted by P
|r,α〉
P (p). These probability

distributions are given by

P
|r,α〉
X (x) =

e−r

√
π~

e−
e−2r

~ (x−〈x〉)2

This is a Gaussian distribution with mean µ = 〈x〉 and variance σ2
x = ~

2e2r.

P
|r,α〉
P (p) =

er

√
π~

e−
e2r

~ (p−〈p〉)2

This is a Gaussian distribution with mean µ = 〈p〉 and variance σ2
p = ~

2e−2r.

Proof. In Section 2.5 we found that the measurement of the position x is a projective
measurement because the operator x is Hermitian. The probability to measure position value
xn for the squeezed state |r, α〉 is therefore given by

P (xn) = 〈r, α|xn〉〈xn|r, α〉 = |〈xn|r, α〉|2.

We calculate 〈xn|r, α〉.

〈xn|r, α〉 = (π~e2r)−
1
4

∫ ∞

−∞
δ(x− xn) exp

(
−e−2r

2~
(x− 〈x〉)2 +

i

~
〈p〉x

)
dx

= (π~e2r)−
1
4 exp

(
−e−2r

2~
(xn − 〈x〉)2 +

i

~
〈p〉xn

)

This implicates that

|〈xn|r, α〉|2 =
e−r

√
π~

e−
e−2r

~ (xn−〈x〉)2
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This is already a normalized probability distribution because
∫ ∞

−∞
|〈xn|r, α〉|2dxn =

e−r

√
π~

√
π~

e−2r
= 1

This completes the proof of the first part of the theorem.

The measurement of the momentum p is a projective measurement because the operator
p is Hermitian. The probability to measure momentum value pn is therefore given by

P (pn) = |〈pn|r, α〉|2.
First, we calculate 〈pn|r, α〉.

〈pn|r, α〉 = (π~e2r)−
1
4

∫ ∞

−∞
e−ipnx exp

(
−e−2r

2~
(x− 〈x〉)2 +

i

~
〈pn〉x

)
dx

= (π~e2r)−
1
4

∫ ∞

−∞
exp

(
−e−2r

2~
(x− 〈x〉)2 − i

~
(pn − 〈p〉)x

)
dx (4.1)

To solve the integral from Eq. 4.1 we use a method called “completing the square”. We use
the fact that

− e−2r

2~
(x− 〈x〉)2 − i

~
(pn − 〈p〉)x =

− e−2r

2~
((x + (ie2r(pn − 〈p〉)− 〈x〉))2 + 2ie2r〈x〉(pn − 〈p〉) + e4r(pn − 〈p〉)2).

Eq. 4.1 now becomes

〈pn|r, α〉 = (π~e2r)−
1
4 K exp

(
− i

~
〈x〉(pn − 〈p〉)− e2r

2~
(pn − 〈p〉)2

)

with

K =
∫ ∞

−∞
exp

(
−e−2r

2~
(x + (ie2r(pn − 〈p〉)− 〈x〉))2

)
dpn.

This gives that

|〈pn|r, α〉|2 = (π~e2r)−
1
2 |K|2 exp

(
−e2r

~
(pn − 〈p〉)2

)
.

This probability distribution is not normalized because

(π~e2r)−
1
2 |K|2

∫ ∞

∞
e−

e2r

~ (pn−〈p〉)2d(pn − 〈p〉) = (π~e2r)−
1
2 |K|2

√
π~
e2r

= e−2r|K|2.
We may conclude that the probability distribution for measuring the momentum value p for
the state |r, α〉 is given by

P
|r,α〉
P (p) =

|〈p|r, α〉|2
e−2r|K|2 =

er

√
π~

e−
e2r

~ (p−〈p〉)2 .

¤
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4.3 Squeezed states cannot be cloned

In the early 1980’s the no-cloning theorem was presented [13]. It says that in general, quan-
tum states cannot be copied. In the exceptional case that the input states are all orthogonal
to each other, a quantum copying machine can be made that copies the input states.

In this section we prove that minimum uncertainty squeezed states cannot be copied. The
proof of this fact is presented in Theorem 4.3.3 and it will follow the same line of reasoning
as the proof of the original no-cloning theorem.

Before we present the theorem, we first give a few lemma’s that will help us to prove that
minimum uncertainty squeezed states cannot be copied.

The first lemma gives the inner product of two minimum uncertainty squeezed states.

Lemma 4.3.1 Let |r, α〉 and |r′, α′〉 be squeezed states with r, r′ ∈ R , α = seiθ and α′ = s′eiθ′

with s, s′ > 0 and θ, θ′ ∈ [0, 2π). Let 〈x〉 and 〈p〉 be the expectations of |r, α〉 and 〈x〉′ and 〈p〉′
be the expectations of |r′, α′〉. Then

〈r, α|r′, α′〉 =

√
1

cosh (r − r′)
exp

(
−1
2~

(
(〈x〉 − 〈x〉′)2

e2r + e2r′ +
(〈p〉 − 〈p〉′)2
e−2r + e−2r′

))
·

exp
( −i

~ (e−2r + e−2r′)

(
e−2r〈x〉+ e−2r′〈x〉′

) (〈p〉 − 〈p〉′)
)

.

Proof. We will not explain the proof step by step but mainly give the outline of the proof.
With the time-independent wave function a minimum uncertainty squeezed state presented
in Theorem 4.2.4 we find

〈r, α|r′, α′〉 =
(
π~er+r′

)− 1
2 ·

∫ ∞

−∞
exp

(
−e−2r

2~
(x− 〈x〉)2 − e−2r′

2~
(
x− 〈x〉′)2 − i

~
(〈p〉 − 〈p〉′)x

)
dx. (4.2)

The integral in Eq. 4.2 is solved by a method called “completing the square”. If we make the
substitutions

a = −e−2r

2~ d = 〈x〉′
b = 〈x〉 f = − i

2~(〈p〉 − 〈p〉′)
c = −e−2r′

2~
then the exponent in Eq. 4.2 becomes

a(x− b)2 + c(x−d)2 +2fx = (a+ c)
(

x−
(

ab + cd− f

a + c

))2

− (ab + cd− f)2

a + c
+ab2 + cd2

The integral in Eq. 4.2 now becomes

exp
(
−(ab + cd− f)2

a + c
+ ab2 + cd2

)∫ ∞

−∞
exp

(
(a + c)

(
x−

(
ab + cd− f

a + c

))2
)

dx =

exp
(
−(ab + cd− f)2

a + c
+ ab2 + cd2

)√
π

−(a + c)
(4.3)
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where

− (ab + cd− f)2

a + c
+ ab2 + cd2 =

−(ab + cd− f)2 + (a + c)(ab2 + cd2)
a + c

=
ac(b− d)2 − f2 + 2(ab + cd)f

a + c

= exp

(
−1
2~

(
(〈x〉 − 〈x〉′)2

e2r + e2r′ +
(〈p〉 − 〈p〉′)2
e−2r + e−2r′

))
·

exp
( −i

~ (e−2r + e−2r′)

(
e−2r〈x〉+ e−2r′〈x〉′

) (〈p〉 − 〈p〉′)
)

and
√

π

−(a + c)
=

√
2π~

e−2r + e−2r′ .

We substitute Eq. 4.3 into Eq. 4.2. We find

〈r, α|r′, α′〉 =
(
π~er+r′

)− 1
2

√
2π~

e−2r + e−2r′ exp

(
−1
2~

(
(〈x〉 − 〈x〉′)2

e2r + e2r′ +
(〈p〉 − 〈p〉′)2
e−2r + e−2r′

))
·

exp
( −i

~ (e−2r + e−2r′)

(
e−2r〈x〉+ e−2r′〈x〉′

) (〈p〉 − 〈p〉′)
)

.

It holds that (
π~er+r′

)− 1
2

√
2π~

e−2r + e−2r′ =

√
1

cosh (r − r′)
.

This completes the proof of this lemma. ¤

The following lemma tells us that if we have two squeezed states with the same squeezing
parameter r and they have the same expectation for x and p, then the squeezed states are
the same.

Lemma 4.3.2 Let |r, α〉 and |r′, α′〉 be minimum uncertainty squeezed states with r, r′ ∈ R ,
α = seiθ, α′ = s′eiθ′ with s, s′ > 0 and θ, θ′ ∈ [0, 2π). Let 〈x〉 and 〈p〉 be the expectations of
|r, α〉 and 〈x〉′ and 〈p〉′ be the expectations of |r′, α′〉.

If r = r′ and 〈x〉 = 〈x〉′ and 〈p〉 = 〈p〉′ then s = s′ and θ = θ′ so that |r, α〉 = |r′, α′〉.

Proof. From Corollary 4.1.9 we find that if r = r′ then the relations 〈x〉 = 〈x〉′ and 〈p〉 = 〈p〉′
become

√
2~s cos θer =

√
2~s′ cos θ′er

s cos θ = s′ cos θ′
s′
s = cos θ

cos θ′

and

√
2~s sin θe−r =

√
2~s′ sin θ′e−r

s sin θ = s′ sin θ′
s′
s = sin θ

sin θ′ .
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From this we can conclude that

sin θ cos θ′ = cos θ sin θ′(
eiθ − e−iθ

)(
eiθ′ + e−iθ′

)
=

(
eiθ + e−iθ

)(
eiθ′ − e−iθ′

)

ei(θ+θ′) + ei(θ−θ′) − ei(θ′−θ) − e−i(θ+θ′) = ei(θ+θ′) − ei(θ−θ′) + ei(θ′−θ) − e−i(θ+θ′)

ei(θ−θ′) = ei(θ′−θ)

θ = θ′

But then it also holds that
s′

s
=

cos θ

cos θ′
=

cos θ

cos θ
= 1

so s = s′. This concludes the proof of the lemma. ¤

We prove that it is impossible to copy squeezed states.

Theorem 4.3.3 Let r ∈ R and α ∈ C. Copying machines to copy minimum uncertainty
squeezed states |r, α〉 can only be made to copy one single squeezed state. This means that it
can only copy the squeezed state |r, α〉 for a certain choice of the parameters r and α.

Proof. Suppose we do have a copying machine that can perfectly copy minimum uncertainty
squeezed states. This machine will work on the tensor product of two states, the squeezed
state itself (|r, α〉) and a so called ancilla (|t〉, with 〈t|t〉 = 1) which will change into the
squeezed state during the copying. Postulate 2 from Section 2.5 tells us that the evolution
of a closed quantum system is always described by a unitary transformation. From this it
follows that the “copying machine” Uc is a unitary operator so UcU

†
c = I.

Suppose |r, α〉 and |r′, α′〉 are two minimum uncertainty squeezed states with α = seiθ, α′ =
s′eiθ′ where r ∈ R and s, s′ > 0 and θ, θ′ ∈ [0, 2π). Let |t〉 be a normalized quantum state.
Suppose Uc can copy both squeezed states. We then have the following equations for Uc,

Uc(|r, α〉 ⊗ |t〉) = |r, α〉 ⊗ |r, α〉 (4.4)
Uc(|r′, α′〉 ⊗ |t〉) = |r′, α′〉 ⊗ |r′, α′〉. (4.5)

Taking the inner product of the left sides of Eq. 4.4 and 4.5 we get

(Uc(|r, α〉 ⊗ |t〉), Uc(|r′, α′〉 ⊗ |t〉)) = (Uc(|r, α〉 ⊗ |t〉))†(Uc(|r′, α′〉 ⊗ |t〉))
= (〈r, α| ⊗ 〈t|)U †

c Uc(|r′, α′〉 ⊗ |t〉)
= (〈r, α| ⊗ 〈t|)(|r′, α′〉 ⊗ |t〉)
= 〈r, α|r′, α′〉〈t|t〉
= 〈r, α|r′, α′〉

Taking the inner product of the right sides of Eq. 4.4 and 4.5 we get

(|r, α〉 ⊗ |r, α〉, |r′, α′〉 ⊗ |r′, α′〉) = 〈r, α|r′, α′〉〈r, α|r′, α′〉
= 〈r, α|r′, α′〉2

These two inner products should be the same, so

〈r, α|r′, α′〉 = 〈r, α|r′, α′〉2
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This equation has as only solutions

〈r, α|r′, α′〉 = 1 or 〈r, α|r′, α′〉 = 0.

But then also

|〈r, α|r′, α′〉|2 = 1 or |〈r, α|r′, α′〉|2 = 0. (4.6)

At this point they can conclude that a copying machine can be made that can only copy states
that are orthonormal. Our question however is for which minimum uncertainty squeezed states
it holds that |〈r, α|r′, α′〉|2 = 1 or |〈r, α|r′, α′〉|2 = 0.

The value of |〈r, α|r′, α′〉|2 follows from Lemma 4.3.1 and is given by

|〈r, α|r′, α′〉|2 = 〈r, α|r′, α′〉∗〈r, α|r′, α′〉

=
1

cosh (r − r′)
exp

(
−1
~

(
(〈x〉 − 〈x〉′)2

e2r + e2r′ +
(〈p〉 − 〈p〉′)2
e−2r + e−2r′

))
.

Because ex > 0 and coshx ≥ 1 for every x ∈ R we see that |〈r, α|r′, α′〉|2 > 0. We are left
with the equation |〈r, α|r′, α′〉|2 = 1;

1 = |〈r, α|r′, α′〉|2

cosh (r − r′) = exp

(
−1
~

(
(〈x〉 − 〈x〉′)2

e2r + e2r′ +
(〈p〉 − 〈p〉′)2
e−2r + e−2r′

))
. (4.7)

We see that the left hand side of Eq. 4.7 is greater than or equal to 1 whereas the right hand
side of Eq. 4.7 is smaller than or equal to 1 because the exponent is negative. Thus, the only
solution to Eq. 4.7 is that both sides are equal to one so

cosh (r − r′) = 1
r = r′ (4.8)

and

exp

(
−1
~

(
(〈x〉 − 〈x〉′)2

e2r + e2r′ +
(〈p〉 − 〈p〉′)2
e−2r + e−2r′

))
= 1

(〈x〉 − 〈x〉′)2
e2r + e2r′ +

(〈p〉 − 〈p〉′)2
e−2r + e−2r′ = 0

〈x〉 = 〈x〉′ and 〈x〉 = 〈x〉′ (4.9)

Given Eq. 4.8 and 4.9, Lemma 4.3.2 tells us that it follows that |r, α〉 = |r′, α′〉.

We may conclude that the only solution to Eq. 4.7 is |r, α〉 = |r′, α′〉 and a copying ma-
chine Uc can only be made to copy minimum uncertainty squeezed states for one choice of
the parameters r, α.

We note that the proof of the original no-cloning theorem [13] is the same until Eq. 4.6
but then with the difference that the state |r, α〉 is changed into a general quantum state |ψ〉.
The original no-cloning theorem states from this equation that a copying machine can only
be made to copy orhonormal quantum states. ¤
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4.4 The time evolution of minimum uncertainty squeezed states

In general, the time evolution of a minimum uncertainty squeezed state that is in the state
|r, α〉 at t = 0 where r ∈ R and α ∈ C is given by (see Section 2.1)

|r, α〉t = f(t)|r, α〉 = e−iEt/~|r, α〉
where E is the total energy of a minimum uncertainty squeezed state. To find this energy
we need an expression for the Hamiltonian operator H because H|r, α〉 = E|r, α〉 (see Sec-
tion 2.6). We study the time evolution of a minimum uncertainty squeezed state under the
harmonic oscillator. A squeezed state under the harmonic oscillator evolves according to the
Hamiltonian operator of the harmonic oscillator. This operator is given Corollary 3.1.4. We
recall that

H = ~
(

a†a +
1
2

)
.

The time evolution of a minimum uncertainty squeezed state under the harmonic oscillator
is now given by

|r, α〉t = e−iHt/~|r, α〉 = e−it(a†a+ 1
2)|r, α〉.

Before we can give the expectations and the variances of the observables x and p at time t
we present the following lemma.

Lemma 4.4.1 It holds that
eita†aae−ita†a = ae−it

eita†aa†e−ita†a = a†eit.

Proof. It holds that

[ita†a, a] = it[a†a, a]
= it[a†, a]a
= −ita.

With this and using the formula given in Lemma A.0.2 we find

eita†aae−ita†a =
∞∑

n=0

1
n!

[ita†a(1), [ita
†a(2), . . . , [ita

†a(n), a]] . . .]

=
∞∑

n=0

1
n!

(−it)na

= a
∞∑

n=0

(−it)n

n!

= ae−it. (4.10)

Taking the Hermitian conjugate of both sides of Eq. 4.10 we gives us

(eita†aae−ita†a)∗ = eita†aa†e−ita†a = a†eit

which completes the proof of this lemma. ¤

We are now able to give the expectations and the variances of x and p at time t for a minimum
uncertainty squeezed state under the harmonic oscillator.
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Theorem 4.4.2 Let r ∈ R and α = seiθ with s > 0 and θ ∈ [0, 2π). Let |r, α〉 denote
a minimum uncertainty squeezed state at time t = 0 under the harmonic oscillator. The
expectation values and variances of the observables x and p with respect to the state |r, α〉 at
time t ≥ 0 are given by

〈x〉t =
√

2~s(cos (θ − t) cosh r + cos (θ + t) sinh r)
〈p〉t =

√
2~s(sin (θ − t) cosh r − sin (θ + t) sinh r)

σ2
x,t =

~
2
(cosh (2r) + cos (2t) sinh 2r)

σ2
p,t =

~
2
(cosh (2r)− cos (2t) sinh 2r)

Proof. It holds that

〈x〉t = t〈r, α|x|r, α〉t

=

√
~
2
〈r, α|eit(a†a+ 1

2)(a† + a)e−it(a†a+ 1
2)|r, α〉

=

√
~
2
〈r, α|eita†a(a† + a)e−ita†a|r, α〉

=

√
~
2
〈r, α|

(
eita†aa†e−ita†a + eita†aae−ita†a

)
|r, α〉

=

√
~
2
〈r, α|

(
a†eit + ae−it

)
|r, α〉

= 〈xβ〉|β=t.

In the same way we find
〈p〉t = 〈pβ〉|β=t

where xβ and pβ are as defined in Definition 4.1.1. This means that the expectations and
variances we are looking for are equal to the results presented in Theorem 4.1.5 with the
substitutions β = t and φ = 0 for minimum uncertainty. This completes the proof of the
theorem. ¤

The following corollary states that at given time instances the statistical properties of squeezed
states are equal to the properties at t = 0. The theorem also gives a convenient property for
the variances at time t.

Corollary 4.4.3 Let r ∈ R and α = seiθ with s > 0 and θ ∈ [0, 2π). Let |r, α〉 denote a
minimum uncertainty squeezed state under the harmonic oscillator. Let k ∈ N. For t = 2kπ
it holds that

〈x〉t = 〈x〉0
〈p〉t = 〈p〉0 and

σ2
x,t = σ2

x,0

σ2
p,t = σ2

p,0

Furthermore, for t ≥ 0 and r < 0 it holds that

σ2
p,0 ≥ σ2

x,t ≥ σ2
x,0 ≤ σ2

p,t ≤ σ2
p,0.

For t ≥ 0 and r > 0 it holds that

σ2
x,0 ≥ σ2

p,t ≥ σ2
p,0 ≤ σ2

x,t ≤ σ2
x,0.
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Proof. The first part of the theorem follows easily from Theorem 4.4.2 by substituting
t = 2kπ.

Now suppose t ≥ 0. We use that cosh (2r) > 1 for r ∈ R.
If r < 0 then sinh (2r) < 0 and we find the inequalities

cosh (2r)− sinh (2r) ≥ cosh (2r) + cos (2t) sinh 2r ≥ cosh (2r) + sinh (2r)

and
cosh (2r) + sinh (2r) ≤ cosh (2r)− cos (2t) sinh 2r ≤ cosh (2r)− sinh (2r).

These inequalities give us that
σ2

p,0 ≥ σ2
x,t ≥ σ2

x,0

and
σ2

x,0 ≤ σ2
p,t ≤ σ2

p,0.

If r > 0 then sinh (2r) > 0 and we find the inequalities

cosh (2r)− sinh (2r) ≤ cosh (2r) + cos (2t) sinh 2r ≤ cosh (2r) + sinh (2r)

and
cosh (2r)− sinh (2r) ≥ cosh (2r)− cos (2t) sinh 2r ≥ cosh (2r)− sinh (2r).

From this we see that
σ2

p,0 ≤ σ2
x,t ≤ σ2

x,0

and
σ2

x,0 ≥ σ2
p,t ≥ σ2

p,0.

¤

4.5 Squeezing in x or p

The advantage of squeezed and coherent states, as stated in the introductory part, is that
these states can satisfy the Heisenberg uncertainty relation with equality for certain observ-
able pairs x′ and p′. Moreover, for a squeezed state the uncertainty in one variable can be
made arbitrarily small while the uncertainty of the other becomes arbitrarily large in order
to keep the product constant at ~/2. In the previous sections we showed how to choose the
parameters of the squeezed and coherent states such that these properties hold.

The coherent state |α〉 with α ∈ C has minimum uncertainty for all observable pairs xβ

and pβ. If |reiφ, α〉 with r ∈ R, θ ∈ [0, 2π〉 represents a squeezed state then it has minimum
uncertainty with respect to the observable pairs xβ and pβ if and only if φ = 2β.

The uncertainty of xβ = xφ
2

and pβ = pφ
2

is given by (see Corollary 4.1.8).

σ2
x φ

2

=
~
2
e2r

σ2
pβ

=
~
2
e−2r
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< x > < p >zx zp
Figure 4.1: Probability distribution of measurement in x or p of a squeezed state squeezed in
x.

< x > < p >zx zp
Figure 4.2: Probability distribution of measurement in x or p of a squeezed state squeezed in
p.

If we choose r < 0 then σ2
xφ/2

< σ2
pφ/2

, and we say that the squeezed state is squeezed in xφ/2.
The value of α is chosen such that the squeezed state has the desired expectation 〈xφ/2〉.
When r → −∞ then the uncertainty in xφ/2 becomes arbitrarily small whereas the uncer-
tainty in pφ/2 becomes arbitrarily large to keep the product constant. When β = 0, then the
infinitely squeezed state has well defined position value and is therefore equal to the position
eigenstate δ(x− 〈x〉).
The probability distributions for measuring the position value x and the momentum value
p (φ = 0) when r < 0 are normal distributions plotted in Figure 4.1. If we choose r > 0
then σ2

xφ/2
> σ2

pβ
and we say that the squeezed state is squeezed in pφ/2. The value of α is

chosen such that the squeezed state has the desired expectation 〈pφ/2〉. When r → ∞ then
the uncertainty in pφ/2 becomes arbitrarily small whereas the uncertainty in xφ/2 becomes
arbitrarily large to keep the product constant. When β = 0, then the infinitely squeezed state
has well defined momentum value and is therefore equal to the momentum eigenstate ei〈p〉x.

The probability distributions for measuring position value x and momentum value p (φ = 0)
when r > 0 are normal distributions plotted in Figure 4.2.
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Chapter 5

Quantum Key Exchange

5.1 Introduction

First, we describe the settings of Quantum Key Exchange. There are two parties, Alice and
Bob who want to agree on a secret key to use for encryption. To reach this they make use of
a quantum communication channel to send the quantum states and an authenticated public
channel on which they can exchange classical messages. Information on this public channel
can be monitored but not altered. We assume that the quantum communication channel is a
lossless channel, that is all states sent by Alice ultimately reach Bob.
There is a third, malicious party represented by an eavesdropper Eve. Eve tries to get as
much information as possible about the secret key that Alice and Bob are agreeing on. We
have to assume that Eve has unlimited quantum computational power.

Quantum key exchange (QKE) protocols can be provably secure because the security re-
lies on fundamental laws of quantum mechanics instead of intractability assumptions. These
fundamental laws are the no-cloning theorem and second, for every attempt to distinguish
between two non-orthogonal quantum states, information gain is only possible at the expense
of introducing disturbance in the system.

A QKE protocol makes use of this fact by transmitting non-orthogonal quantum states be-
tween Alice and Bob. Beforehand, Alice and Bob agree on a certain strategy to extract bit
values from quantum states. After the transmission of the quantum states and the bit ex-
traction Alice and Bob both have a key bit string. They check for disturbance in their bits
by comparing a part of their bit strings (the so called check bits). If the disturbance (error
rate) is lower than a certain threshold, then the security is guaranteed. When the error rate
is indeed lower than the threshold, then Alice and Bob use the remaining bits as their key
bits. To obtain a shared secret key, (classical) information reconciliation and privacy amplifi-
cation are performed by Alice and Bob to distill a shared secret key bit string K. Information
reconciliation and privacy amplification are described below. The threshold for the bit error
rate is thus determined by the properties of the particular protocol and the efficiency of the
information reconciliation and privacy amplification protocols.

In this way a private classical key can be created between two parties. The key can then
be used to implement a (classical) private key cryptosystem to enable the parties to commu-
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nicate securely.

Information reconciliation and Privacy amplification

After Alice sent quantum states to Bob and they both extracted a bit string, these two bit
strings are highly correlated but are not identical. Suppose X is the bit string of Alice and
Y is the bit string of Bob just before the information reconciliation. Both bit strings contain
n bits. Information reconciliation reconciles errors between X and Y to obtain a shared bit
string K ′ while giving away as less information as possible to Eve. The uncertainty Bob has
about the bit string X is equal to H(X|Y ) (the conditional entropy of X given Y ). This
means that information reconciliation implies that Alice communicates in public to Bob ap-
proximately H(X|Y ) of her n bits. Then, with the information reconciliation, Alice and Bob
find the same bit string K ′ with high probability. We will not elaborate on this subject, for
more information see [15, 16].

After this step, Eve’s information about Alice’s string X consists of H(X|Y ) bits plus the
information she gained in the previous steps of the protocol. This is information about the
non-orthogonal quantum states Alice sent to Bob. We assume that Eve gained no more than
t qubits of information about these quantum states. We say that Eve’s information about X
is no more than H(X|Y )+ t qubits because the information gained from classical information
is never more than the information gained from quantum information.

It is proved by König, Maurer and Renner in [25] that no matter which observable on her
quantum states Eve measures after the classical privacy amplification, she is no better off
than she would be if she had H(X|Y ) + t classical bits of information about X before the
privacy amplification. This means that (classical) privacy amplification can be applied to
eliminate Eve’s partial (quantum) information about the bit string Alice and Bob possess.
The protocol creates a shorter string K of which Eve has negligible knowledge. Because the
key bit string K is secret, it can subsequently be used for secure encryption. More about
privacy amplification can be found in [17, 18].

In [24], a method for finding a threshold for t is given such that a quantum key exchange
protocol is secure.

“Prepare and measure” and “entanglement based” protocols

In 1984 Bennett and Brassard proposed a quantum key exchange protocol known as BB84
[10]. It was the first quantum key exchange scheme by which a secret common key between
Alice and Bob could be established. In BB84 Alice repeatedly sends to Bob non-orthogonal
qubits and Bob measures them in one of two non-orthogonal bases.

Independently of the previous work, Ekert developed a different approach to quantum cryp-
tography based on quantum entanglement. In his protocol E91 [14], entangled pairs of qubits
are distributed to Alice and Bob who measure their qubits in non-orthogonal bases.

In general, quantum key exchange protocols can be divided into “prepare and measure”
protocols such as BB84 and “entanglement based” protocols such as E91. In a “prepare
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and measure” protocol, Alice encodes bits by preparing non-orthogonal quantum states. She
sends the prepared states to Bob who extracts bit values by measuring every received state in
one of the non-orthogonal bases. In an “entanglement based” protocol, Alice and Bob each
receive a part of an entangled state from a dealer, which could be Alice herself. Alice and
Bob extract bits by measuring every received state in one of the non-orthogonal bases agreed
on beforehand.
Many interesting techniques for manipulating quantum entanglement have been discovered
in the last few years and that is why it is sometimes convenient to interpret “prepare and
measure” protocols in terms of “entanglement bases” protocols. We will do this with BB84
and GP00 in Section 7.

In Section 5.2 we will describe and analyze the firstly introduced key exchange protocol
BB84. In Section 5.3 we will describe and analyze a “prepare and measure” key exchange
protocol GP00 that works with squeezed states and resembles BB84. We will compare the
two protocols.

In Chapter 7, we will deal with proofs of security of these two protocols.

5.2 BB84

Recall that a quantum key exchange protocol can be provably secure when Alice transmits
non-orthogonal quantum states to Bob. In BB84 Alice transmits non-orthogonal qubits to
Bob. The qubits are randomly chosen by Alice from two non-orthogonal qubit bases (see
Section 2.9); the rectilinear basis RL = {|0〉, |1〉} and the diagonal basis DG = {|+〉, |−〉} =
{ 1√

2
(|0〉+ |1〉) , 1√

2
(|0〉 − |1〉)}. This means that every time Alice wants to send a qubit to

Bob, she randomly chooses (prepares) one of four qubits states: |0〉, |1〉, |+〉 and |−〉. She then
sends the states to Bob over a quantum communication channel.

Alice prepares a qubit by polarizing a photon in some direction. Qubits |0〉 and |1〉 cor-
respond to a photon with respectively a horizontal and a diagonal polarization. Qubits |+〉
and |−〉 correspond to a photon with a diagonal polarization (respectively a plus 45 degree
orientation and a minus 45 degree orientation).

Alice extracts bit values from the qubit states she sends to Bob. Bob extracts bit values
from the measurement he makes on quantum states he receives. They extract bits according
to some bit extraction strategy they agreed on beforehand. In Section 5.2.1 we will explain
and study the bit extraction strategy used by Alice and Bob. We calculate the probability
that Alice and Bob find the same bit value for different scenarios.

In Section 5.2.2 we describe the protocol BB84 and in Section 5.2.3 we list some possible
attacks for Eve. In Section 5.2.4 we calculate the capacity of BB84 to find the maximal key
rate.
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5.2.1 Bit extraction: strategy and probabilities

Bit extraction strategy

The bit encoding scheme used by Alice is the following. Let b ∈ {0, 1} be the bit to be
encoded.

b encoded in RL-basis encoded in DG-basis
0 |0〉 |+〉
1 |1〉 |−〉

Suppose that a bit value is encoded in the RL- or the DG-basis at random. The encoded bit
is then sent to Bob. Suppose Bob receives the qubit state |ψ〉 = α|0〉+β|1〉. He measures the
state |ψ〉 in the RL-basis or the DG-basis at random. Bob decodes a measurement of state
|0〉 or |+〉 to bit value 0 and a measurement of state |1〉 or |−〉 to bit value 1.

Bit extraction probabilities

In the following theorem we give the probabilities that Bob extracts a certain bit value if he
measures a general qubit state |ψ〉 in the RL- or the DG-basis.

Theorem 5.2.1 Let |ψ〉 = α|0〉 + β|1〉 with |α|2 + |β|2 = 1. Let RL = {|0〉, |1〉} be the
rectilinear basis and DG = {|+〉, |−〉} be the diagonal basis. Let a measurement of |0〉 or |+〉
correspond to a measurement of bit value 0 and let a measurement of |1〉 or |−〉 correspond
to a measurement of bit value 1.
The probability to extract bit value b ∈ {0, 1} from |ψ〉 when we measure in basis . is denoted
by P |ψ〉

. (b). These probabilities as well as the corresponding state after the measurement are
given by

P
|ψ〉
RL (0) = |α|2 , state after the measurement is α

|α| |0〉
P
|ψ〉
RL (1) = |β|2 , state after the measurement is β

|β| |1〉
P
|ψ〉
DG(0) = |α+β|2

2 , state after the measurement is α+β
|α+β| |+〉

P
|ψ〉
DG(1) = |α−β|2

2 , state after the measurement is α−β
|α−β| |−〉

Proof. Appendix B tells us that a measurement in basis RL is a projective measurement.
The Postulates from Section 2.4 give us how to calculate with projective measurements.

The probability to extract bit value 0 is

P
|ψ〉
RL (0) = 〈ψ|P0|ψ〉 = |〈ψ|0〉|2 = |α|2.

The state after this measurement is

Pi|ψ〉√
P|ψ〉(0)

=
α√
|α|2 |0〉 =

α

|α| |0〉.

In the same way we find
P
|ψ〉
RL (1) = |β|2

and the state after this measurement is
β

|β| |1〉.
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Appendix B tells us that a measurement in the DG-basis is a projective measurement. The
state |ψ〉 is written in the DG-basis in the following way.

|ψ〉 = α|0〉+ β|1〉 =
(

α + β√
2

)(
1√
2
(|0〉+ |1〉)

)
+

(
α− β√

2

)(
1√
2
(|0〉 − |1〉)

)

=
(

α + β√
2

)
|+〉+

(
α− β√

2

)
|−〉.

Using the Postulates presented in Section 2.4 and the representation of |ψ〉 in the DG-basis,
the measurement probabilities and the states after the measurement in the DG-basis follow
easily. ¤

The following theorem gives the probability that Alice and Bob extract the same bit value
given that there is no eavesdropper. The theorem says that in this case, if Alice and Bob use
the same basis then with probability 1 they find the same bit value. If the bases used are
different then the extracted bit value by the receiver is random.

Theorem 5.2.2 Let the bit to be encoded be b ∈ {0, 1}. Suppose the bit is encoded into |ψ〉
according to the bit encoding strategy

b encoded in RL-basis encoded in DG-basis
0 |0〉 |+〉
1 |1〉 |−〉.

Suppose a measurement of |0〉 or |+〉 corresponds to bit value 0, a measurement of |1〉 or |−〉
corresponds to bit value 1. If there is no eavesdropper, then

PRL(b) =
{

1 if |ψ〉 ∈ RL
1
2 if |ψ〉 ∈ DG

and

PDG(b) =
{

1 if |ψ〉 ∈ DG
1
2 if |ψ〉 ∈ RL

If |ψ〉 is measured in the correct basis then the state after the measurement is equal to |ψ〉. If
|ψ〉 is measured in the incorrect basis then the state after the measurement is equally likely to
be one of the basis states of this incorrect basis.

Proof. If |ψ〉 ∈ RL, then α = 1 and β = 0 or α = 0 and β = 1. If |ψ〉 ∈ DG, then α = 1/
√

2
and β = 1/

√
2 or α = 1/

√
2 and β = −1/

√
2. The results of the theorem easily follow from

Theorem 5.2.1. ¤

Measuring in both bases gives no extra information

After a measurement of a qubit state |ψ〉 in the RL- or the DG-basis, a following measurement
in the other basis does not give extra information about |ψ〉. This is because the outcome of
the second measurement would be random. We illustrate why this is true.
For example, suppose the qubit |ψ〉 = γ|0〉 + δ|1〉, with |γ|2 + |δ|2 = 1, is measured in the
RL-basis. Suppose bit value 1 is measured. Theorem 5.2.1 tells us that the state after the
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measurement is equal to (δ/|δ|) |1〉. Suppose that this state is subsequently measured in the
DG-basis. The probability that bit value 0 is measured is (substitute α = 0 and β = δ/|δ| in
Theorem 5.2.1)

PDG(0) =
|α + β|2

2
=

|δ|2
2|δ|2 =

1
2

and the probability that bit value 1 is measured is

PDG(1) =
|α− β|2

2
=

|δ|2
2|δ|2 =

1
2
.

5.2.2 Protocol

Now we explained which non-orthogonal quantum states are used in BB84 and the bit ex-
traction strategy is studied, we can describe the protocol. Before we describe the protocol
completely, we give a brief description of the protocol in which we explain some important
steps.

Alice chooses a random bit string X ′′ of length (4 + δ)n, where δ > 0 and n ∈ N. She
encodes X ′′ using the encoding scheme described in the previous section. In this way she
randomly prepares qubit states from the RL- and the DG-basis. Alice then sends the qubit
states to Bob who measures them in the RL- or the DG-basis at random and extracts a bit
string Y ′′ of length (4 + δ)n.

After Bob has measured all qubits, Alice and Bob can announce which bases they used.
This is because of the following. Eve cannot clone the states sent by Alice (see Theorem
4.3.3) and therefore, once the qubits are received by Bob, Eve cannot gain information about
the qubits anymore. This means that after Bob received the qubits, Alice and Bob are per-
fectly safe to announce which bases they used. Theorem 5.2.2 tells us that if Alice and Bob
used the same basis then, if there is no eavesdropper, the extracted bit values from Alice and
Bob are exactly the same. On the positions where they used a different basis the bit value
Bob extracts is random. This means that Alice and Bob can discard the bits where they used
a different basis without losing information they could have used to get a common secret key.

Next, if the number of positions where Alice and Bob used the same basis is at least 2n,
then Alice chooses from the corresponding bits n check bits (X’) and n key bits (X). Alice
announces the choice of these bits so that Bob can determine his check bit string (Y’) and
his key bit string (Y). Then Alice and Bob announce their check bits X ′, Y ′ such that they
can estimate the bit error rate ε. Bit errors are introduced by the channel and by Eve who
introduces disturbance in the system by trying to distinguish between the non-orthogonal
states.
There are methods to find a threshold for the error rate ε. In Chapter 7 we will prove that
this threshold is at ε = 0.11 for BB84. We find this threshold with a method introduced in [24].

In our implementation of BB84, Alice uses half of the positions where they used the same
basis as check bits. There are alternative methods, studied for example in [16], where Alice
uses less bits for check bits. This might lead to a better rate but we will not explore that
case, we will focuss on the case presented.
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The reason that Alice starts with a bit string of length (4 + δ)n with δ > 0 and n ∈ N
is that then, with high probability, Alice and Bob will have at least 2n-bit positions where
they used the same basis. How to choose δ such that the probability that Alice and Bob
have at least 2n bit positions where they used the same basis is discussed in Appendix C. In
practice, δ is small with respect to n; if n > 1000 for example, then δ can be chosen smaller
than 1 such that with negligible probability, Alice and Bob have less than 2n values where
they used the same basis.

The protocol is described below. The diagram displays the actions of Alice and Bob in
the protocol. We see that X ′′, X and the qubits Alice sends are secret and only know by
Alice. The bit strings Y ′′, Y are secret and only known by Bob. The strings K, K ′ are secret
and known by Alice and Bob. The check bit strings X ′, Y ′ are public and after Bob has
measured all qubits, the bases Alice and Bob used for all qubits are public as well.

A B
1

2

3

4

5

6

( 4  +  d )  n   q u b i t sX ' '
m e a s u r e m e n t s :  Y ' '

b a s e s 3
4

4

r a n d o m  c h o i c e  o f  
n  c h e c k  b i t s :  X '

n  k e y  b i t s :  X c h o i c e s  o f  c h e c k  a n d  k e y  b i t s
n  c h e c k  b i t s :  Y '
n  k e y  b i t s :  Y

5 5X ' , Y '
5 c a l c u l a t i o n  o f  

e r r o r  r a t e  e
c a l c u l a t i o n  o f  
e r r o r  r a t e  e

i n f o r m a t i o n  r e c o n c i l i a t i o n
s h a r e d  k e y  K '  

7 p r i v a c y  a m p l i f i c a t i o n 7

77s e c r e t  k e y  K s e c r e t  k e y  K

1

s h a r e d  k e y  K '  
6

66

Distribution, Measurement & Bit Extraction

1. Alice chooses a random bit string X ′′ of length (4 + δ)n, where δ > 0. For each
bit she decides at random to encode it in the RL-basis {|0〉, |1〉} or in the DG-basis
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{|+〉, |−〉} = { 1√
2
(|0〉+ |1〉), 1√

2
(|0〉− |1〉)}. The encoding scheme works in the following

way.
bit value to encode encoded in RL-basis encoded in DG-basis

0 |0〉 |+〉
1 |1〉 |−〉

Alice sends the resulting (4 + δ)n qubits to Bob.

2. Bob receives the (4 + δ)n qubits and measures each of them in the RL- or DG-basis
at random. From the result of each measurement he deduces a bit value 0 or 1. If he
measures qubit |0〉 or |+〉 he deduces bit value 0 and if he measures qubit |1〉 or |−〉 he
deduces bit value 1. Bob now has a bit string Y ′′ of length (4 + δ)n.

Bases comparison & Determination of Key- and Check Bits

3. Bob confirms having received the qubits. Alice announces into which basis each bit in
the bit string was encoded. Bob announces in which basis he measured each received
qubit.

4. Alice and Bob discard the results in the cases where Alice encoded and Bob measured
in a different basis. If there are less than 2n bits left, they abort the protocol. Alice
decides randomly on a set of 2n bits to use for the protocol and selects at random n
of these 2n bits that will serve as a check to Eve’s interference. The other n bits will
be key bits. Alice announces these choices. Alice and Bob now each have a check bit
string and a key bit string of length n (respectively X ′ and X for Alice, Y ′ and Y for
Bob).

Determination of error rate

5. Alice and Bob announce bit string X ′ and Y ′ and compare the values of these n check
bits. If the error rate ε is greater than a certain threshold, they abort the protocol. If
this is not the case, they know that Eve’s interference is negligible.

Information Reconciliation & Privacy Amplification

6. Alice and Bob now have highly correlated bit strings that can be made identical with
high probability by information reconciliation. For this Alice sends H(X|Y ) = nh(ε)
bits to Bob. With error correction Alice and Bob retrieve an equal bit string K ′ with
high probability. We will not give further details about how the information reconcil-
iation works because this is outside the scope of this thesis. For more information we
refer to [15, 16].

7. Alice and Bob now have the same bit string but it is still possible that Eve has partial
information about these bits. To eliminate this partial information Alice and Bob apply
privacy amplification to their bit strings K ′. The resulting m < n-bit string K is used
as the secret key. We will not give further details about how the privacy amplification
works because this is outside the scope of this thesis. For more information we refer to
[17, 18].
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5.2.3 Possible attacks by Eve

Because Eve cannot clone the state Alice sends to Bob, the only option for Eve is to intercept
the state, measure it in some basis (she cannot measure in both bases) and send a state to
Bob. Because Eve wants Bob to think that he received the state directly from Alice, Eve has
to send such a state to Bob that the average probability that Alice and Bob find the same
bit given that they both encode and measure in the same basis is as high as possible. In this
section, we study some possible scenario’s for Eve and see what the best strategy is for Eve.

We assume that Alice and Bob both encoded and measured in the same basis, because they
discard the bits for which this is not the case.

Eve measures in the RL- or the DG-basis

In this scenario Eve intercepts the state sent by Alice, measures it in the RL- or DG-basis
and sends a qubit state to Bob. We show that in this case, the probability that Eve finds the
bit value encoded by Alice is always 3

4 and the probability that Bob finds the same bit value
as Alice with probability smaller or equal to 3

4 . The maximum 3
4 is reached when Eve sends

the state produced by her measurement to Bob.

Suppose Alice sends the state |ψ〉 with |ψ〉 ∈ {|0〉, |1〉} or |ψ〉 ∈ {|+〉, |−〉}.

Eve sends the states produced by her measurements to Bob
Suppose first that Eve sends the state produced by her measurement to Bob. There are two
possible situations.

• With probability 1
2 Eve measures |ψ〉 in the correct basis. As we saw in Theorem

5.2.2 Eve finds the correct bit value with probability 1. The state of the qubit after
the measurement in the correct basis is not altered so is equal to |ψ〉. Eve sends the
unchanged qubit |ψ〉 to Bob who measures it in the correct basis as well. Bob will find
the correct bit value with probability 1.

• With probability 1
2 Eve measures |ψ〉 in the incorrect basis. As we saw in Theorem 5.2.2

the bit value Eve finds is random. The state of the qubit after the measurement is a
random basis state of this incorrect basis. Eve sends a qubit from the incorrect basis
to Bob who measures it in the correct basis. Bob will find a random bit.

The probability that Alice and Bob extract the same bit value in this scenario is 1
2 ·1+ 1

2 · 12 = 3
4 .

Eve finds the correct bit value with the same probability.

We give an example of this scenario.

Example 5.2.3 Suppose Alice sent the state |ψ〉 = |0〉 to Bob. Suppose Eve measures in the
RL-basis. She will measure bit value 0 with probability 1 and the state after the measurement
is |0〉. Eve sends the state |0〉 to Bob who measures it in the RL-basis as well. He will measure
bit value 0 with probability 1 (Theorem 5.2.2 is applied where Alice and Bob measured in the
same basis).
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Suppose on the other hand that Eve measures in the diagonal basis. She will measure a
random bit value and the state after the measurement is |+〉 or |−〉 each with probability
1
2 . Depending on the measurement result Eve sends |+〉 or |−〉 to Bob who measures it in
the RL-basis. Theorem 5.2.2 says that Bob will find the correct bit value with probability 1

2 .
(Theorem 5.2.2 is applied where Alice and Bob measured in different bases)

Eve sends different states than the states produced by her measurement to Bob
Now suppose that Eve sends a state to Bob different than the state produced by her mea-
surement. We show that in this case Eve is worse off than in the previous case.

Suppose Eve measures the state sent by Alice. The probability that Eve measures the correct
bit value is 3

4 (see the previous scenario). Suppose Alice sends a state in the RL-basis. When
Alice sends a state in the DG-basis the result of the calculations are the same. The scenario
is the following.

• With probability 0.5 Alice sends qubit |0〉.

– With probability 0.5 Eve measures in the correct basis. The state after the mea-
surement is |0〉. Eve sends the state

√
1− γ|0〉+

√
γ|1〉

to Bob where 0 < γ ≤ 1/2. By sending this state instead of sending |0〉 Eve hopes
to cover the cases in which she measures in the incorrect basis. The probability
that Bob measures bit value 0 is 1− γ.

– With probability 0.5 Eve measures in the incorrect basis. The state after the
measurement is |+〉 with probability 0.5. Eve sends the state

√
1− γ|+〉+

√
γ|−〉

to Bob. The probability that Bob measures bit value 0 in the RL-basis is

|√1− γ +
√

γ|2
2

=
1
2

+
√

(1− γ)γ.

The state after Eve’s measurement can also be |−〉 with probability 0.5. Eve sends
the state √

γ|+〉+
√

1− γ|−〉
to Bob and the probability that Bob measures the correct bit value 0 in the RL-
basis is 1

2 +
√

(1− γ)γ as well.

We find that if Alice sends the state |0〉 then the probability that Bob measures bit
value 0 is on average

1
2
(1− γ) +

1
2

(
1
2

+
√

(1− γ)γ
)

• With probability 0.5 Alice sends qubit |1〉. The line of reasoning follows that of the case
where Alice sent state |0〉.
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– With probability 0.5 Eve measures in the correct basis. The state after the mea-
surement is |1〉. Eve sends the state

√
γ|0〉+

√
1− γ|1〉

to Bob where γ > 0. The probability that Bob measures bit value 1 is 1− γ.

– With probability 0.5 Eve measures in the incorrect basis. The state after the
measurement is |+〉 with probability 0.5. Eve sends the state

√
1− γ|+〉+

√
γ|−〉

to Bob. The probability that Bob measures bit value 1 in the RL-basis is

|√1− γ −√γ|2
2

=
1
2
−

√
(1− γ)γ.

The state after Eve’s measurement can also be |−〉 with probability 0.5. Eve sends
the state √

γ|+〉+
√

1− γ|−〉
to Bob and the probability that Bob measures the correct bit value 1 in the RL-
basis is 1

2 −
√

(1− γ)γ as well.

We see that if Alice sent state |1〉 then on average the probability that Bob finds bit
value 1 by measuring in the correct basis is

1
2
(1− γ) +

1
2

(
1
2
−

√
(1− γ)γ

)
.

On average the probability that Alice and Bob find the same bit value is

1
2
(1− γ) +

1
4

=
3
4
− 1

2
γ <

3
4

while the probability that Eve finds the correct bit value is 3
4 . With this strategy the proba-

bility that Alice and Bob find the same bit value is in the interval [12 , 3
4) because 0 < γ ≤ 1/2.

We see that Bob is always worse off than in the first scenario. We find the first scenario for
Eve by substituting γ = 0.

We may conclude that if Eve applies the strategy of measuring the qubit received from Alice
in the rectilinear or the diagonal basis then the best thing she can do after the measurement
is to send the state produced by the measurement to Bob. The probability that Alice and
Bob find the same bit value is 3

4 . The probability that Eve finds the same bit value as Alice
is frac34 as well.

Eve measures in the Breidbart basis

In the previous scenario, Eve measured in the same bases as Alice encoded bits in and Bob
measured in. The risk here was that Eve could measure in the incorrect basis. She could
also make a new basis in which she would measure all qubits received from Alice. The best
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measurement basis for extracting as much information as possible about the qubits received
from Alice is the Breidbart basis [19]. This basis is given by

{|a〉, |b〉} = {cos
(π

8

)
|0〉+ sin

(π

8

)
|1〉,− sin

(π

8

)
|0〉+ cos

(π

8

)
|1〉}.

It is an orthonormal basis so measurement in this basis is a projective measurement. We
assume that Eve lets the state |a〉 correspond to bit value 0 and the state |b〉 to bit value 1.
We show that if Eve does all the measurements in the Breidbart basis then the probability
that she finds the same bit as Alice is around 0.85 whereas the probability that Bob finds the
same bit as Alice is 3

4 .

First we calculate the probability that Eve finds the same bit value as Alice. We calcu-
late this for the case that Alice sends bit value 0. The case where Alice sends bit value 1 goes
in a similar way and the resulting probability is the same.

• With probability 1
2 Alice sent the state |0〉. Eve measures the state |a〉 and finds bit

value 0 with probability

|〈0|a〉|2 =
∣∣∣cos

(π

8

)∣∣∣
2
.

• With probability 1
2 Alice sent the state |+〉. Eve measures the state |a〉 and finds bit

value 0 with probability

|〈+|a〉|2 =
∣∣∣∣

1√
2

(
cos

(π

8

)
+ sin

(π

8

))∣∣∣∣
2

=
∣∣∣cos

(π

8

)∣∣∣
2
.

We find that the probability that Eve finds the same bit as Bob is equal to
∣∣∣cos

(π

8

)∣∣∣
2
≈ 0.85.

The probability that Alice and Bob find the same qubit is calculated in the following. Suppose
Alice encodes a bit value 0. The case where Alice encodes bit value 1 gives the same result.

• With probability 1
2 Alice sends the state |0〉. The probability that Bob finds bit value

0 is

P (B : 0) = P (B : 0|E : 0)P (E : 0) + P (B : 0|E : 1)P (E : 1)
= |〈0|a〉|2|〈a|0〉|2 + |〈0|b〉|2|〈b|0〉|2
= |〈0|a〉|4 + |〈0|b〉|4

=
∣∣∣cos

(π

8

)∣∣∣
4
+

∣∣∣sin
(π

8

)∣∣∣
4

• With probability 1
2 Alice sends the state |+〉. The probability that Bob finds bit value

0 is

P (B : 0) = P (B : 0|E : 0)P (E : 0) + P (B : 0|E : 1)P (E : 1)
= |〈+|a〉|2|〈a|+〉|2 + |〈+|b〉|2|〈b|+〉|2
= |〈+|a〉|4 + |〈+|b〉|4

=
∣∣∣∣

1√
2

(
cos

(π

8

)
+ sin

(π

8

))∣∣∣∣
4

+
∣∣∣∣

1√
2

(
cos

(π

8

)
− sin

(π

8

))∣∣∣∣
4

=
∣∣∣cos

(π

8

)∣∣∣
4
+

∣∣∣sin
(π

8

)∣∣∣
4
.
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The probability that Alice and Bob find the same bit value is given by

P (BitID) =
∣∣∣cos

(π

8

)∣∣∣
4
+

∣∣∣sin
(π

8

)∣∣∣
4

=
3
4
.

The case where Eve for example measures the state |a〉 and sends the state
√

1− ε|a〉+√ε|b〉
is no issue in this scenario. This is because Eve does not have to choose between two bases
and therefore does not have to compensate for a possible mistake in the choice of basis.

We can conclude that with the presented scenarios in order to maximize the probability
that Eve finds the correct bit value and the probability that Bob finds the correct bit value
the best thing Eve can do is to measure all qubits received by Alice in the Breidbart basis
and send the state produced by the measurement to Bob.

5.2.4 Capacity BB84

A quantum channel cannot be modelled directly as a classical channel. In the quantum pro-
tocols we deal with however, we are interested in whether bit transmission succeeded or not.
In these protocols there are two different probability distributions for the bit transmission
corresponding to two different situations within each protocol. With this we can model the
corresponding bit transmission of the quantum channel into two classical channels and com-
pute the capacities of these classical channels separately. We use Theorem D.0.9 presented in
Appendix D.

To compute the capacity of BB84 with help of classical channels, we need the probability
distribution of the bit Bob deduces from the measurement. Before Bob’s measurement this
probability distribution is in a superposition of two probability distributions;

1. With probability 1
2 Bob measures in the correct basis (the basis Alice sent the state

in). With probability 1, Bob wil find the correct bit value. The classical channel that
corresponds to this probability distribution is visualized in Figure 5.1. This is a binary
symmetric channel and so the capacity is 1− h(1) = 1.

0

1

0

1

1

1

Figure 5.1: Correct basis

2. With probability 1
2 Bob measures in the incorrect basis. Bob will find a random bit value.

The classical channel that corresponds to this probability distribution is visualized in
Figure 5.2. The capacity of this channel is 1− h(0.5) = 0.
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0

1

0
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1 / 2

1 / 2

1 / 2 1 / 2

Figure 5.2: Incorrect basis

This gives us that the capacity of the BB84 quantum channel is given by

CBB84 =
1
2
· 0 +

1
2
· 1 =

1
2
.

This states that the maximum rate of the protocol is 1
2 . Indeed, Alice and Bob use the same

basis with probability 1/2. On these positions, if there is no eavesdropper, they will find the
same bit value, which is on half of the total positions.

5.3 Squeezed state protocol by Gottesman & Preskill (GP00)

In GP00 squeezed states are used as non-orthogonal quantum states. Alice prepares squeezed
states |r, α〉 squeezed in x (position) or in p (momentum) at random. If Alice squeezes in x,
she chooses r = −r̂ and if she squeezes in p, she chooses r = r̂ for some fixed r̂ (see Section
4.5). The value of α determines the expectations of x and p of the squeezed states. She then
sends the squeezed states to Bob over a quantum communication channel.

Alice extracts bit values from the squeezed states she sends to Bob. Bob extracts bit values
from measurements he made on the squeezed states he receives. They extract bits according
to some bit extraction strategy they agreed on beforehand. In Section 5.3.1 we will explain
and study the bit extraction strategy used by Alice and Bob. We calculate the probability
that Alice and Bob find the same bit value for different scenarios.

In Section 5.3.2 we describe the protocol GP00 and in Section 5.3.3 we list some possible
attacks for Eve. In Section 5.3.4 we calculate the capacity of GP00 to find the maximal key
rate.

5.3.1 Bit extraction: strategy and probabilities

Measuring in both bases gives no extra information

If a squeezed state |r, α〉 is measured in the x or the p-basis, then a subsequent measurement
in the other basis does not give extra information. The commutator [x, p] = i~ and therefore
the Heisenberg uncertainty relation tells us that it is impossible to have exact knowledge of
both the position and the momentum of a quantum state. Suppose namely that a squeezed
state is measured in the x-basis and that the position value xn ∈ R is measured. The state
after this measurement is

β|xn〉 = βδ(x− xn)
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for some β ∈ C with |β|2 = 1. If at this moment the momentum of this state would be
measured then every possible outcome for the momentum is equally likely. This is because
for every pm it holds that

P
β|xn〉
P (pm) = 〈xn|pm〉〈pm|xn〉

=
∣∣∣∣
∫ ∞

−∞
e−ipmxδ(x− xn)dx

∣∣∣∣
2

=
∣∣e−ipmxn

∣∣2
= 1

Every pm ∈ R has probability 1 to be measured and that means that every value pm ∈ R is
equally likely to be measured.

Bit extraction strategy

From now on we assume that states are squeezed with a fixed squeezing parameter. We al-
ready saw in Section 4.5 that if a squeezed state is squeezed in x then r < 0 and if a squeezed
state is squeezed in p then r > 0. We fix this squeezing parameter at the value r̂ > 0 if we
squeeze in p and at −r̂ if we squeeze in x.

We define the following intervals that divide R in two intervals of equal size.

L0 = {. . . ,
[
−2
√

π~,−
√

π~
)

,
[
|0,
√

π~
)

,
[
2
√

π~, 3
√

π~
)

, . . .}

L1 = {. . . ,
[
−
√

π~, 0
)

,
[√

π~, 2
√

π~
)

,
[
3
√

π~, 4
√

π~
)

, . . .}.

The intervals L0 and L1 are visualized in Figure 5.3.

Encoding scheme

L 0

L 1 0

0

b  =  

b 2 b 3 b 4 b- b- 2 b- 3 b

b 2 b 3 b 4 b- b- 2 b- 3 b

p h

Figure 5.3: Visualization of the encoding intervals L0 and L1.

Alice uses the following bit encoding scheme. Define b ∈ {0, 1} to be the bit to be encoded.
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Define K = {−nk,−nk + 1, . . . , nk − 1} for some nk ∈ N.

b squeezing in x

0 | − r̂, α〉 with 〈x〉 ∈ L0 and 〈p〉 = 〈x〉+ (k + 1
2)
√

π~ for random k ∈ K
1 | − r̂, α〉 with 〈x〉 ∈ L1 and 〈p〉 = 〈x〉+ (k + 1

2)
√

π~ for random k ∈ K

b squeezing in p

0 |r̂, α〉 with 〈p〉 ∈ L0 and 〈x〉 = 〈p〉+ (k + 1
2)
√

π~ for random k ∈ K
1 |r̂, α〉 with 〈p〉 ∈ L1 and 〈x〉 = 〈p〉+ (k + 1

2)
√

π~ for random k ∈ K
We will see later, that with this encoding scheme, if Bob measures in the correct basis, then
he finds the correct bit with high probability. If Bob measures in the incorrect basis, then he
finds a random bit.

To obtain certain values of 〈x〉 and 〈p〉 for a squeezed state, Alice chooses a proper α ∈ C.
We note that if Alice squeezes in x, then the value 〈x〉 has to be secret and if Alice squeezes
in p, then the value 〈p〉 has to be secret. This means that the parameter α = seiθ is secret.
Whether Alice squeezes in x or p is secret too.

We define
φx = 〈x〉 mod

√
π~

and
φp = 〈p〉 mod

√
π~

so 0 ≤ φx, φp <
√

π~. Alice calculates φx if she squeezed in x and she calculates φp if she
squeezed in p. The values 〈x〉 (if Alice squeezed in x) and 〈p〉 (if Alice squeezed in p) can
then be written as

〈x〉 = nx

√
π~+ φx

〈p〉 = np

√
π~+ φp

with nx, np ∈ N. The main bit encoding scheme properties become

〈x〉 ∈ L0 ⇔ nx is even
〈x〉 ∈ L1 ⇔ nx is odd

〈p〉 ∈ L0 ⇔ np is even
〈p〉 ∈ L1 ⇔ np is odd.

The values 〈x〉 (if Alice squeezes in x) and 〈p〉 (if Alice squeezes in p) should be chosen from
the intervals L0 and L1 according to some normalized probability distribution. If we use a
probability distribution for 〈x〉 or 〈p〉 that gives us a value in L0 with probability 1

2 and a
value in L1 with probability 1

2 , then we do not have to choose a random bit by ourselves.
This is because the probability distribution determines a random bit by sampling a mean
value for the squeezed state. A proper distribution that satisfies this condition is a Gaussian
distribution centered at the origin and with some variance σ2;

Ppos(〈x〉) =
1

σ
√

2π
exp

(〈x〉2
2σ2

)
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Pmom(〈p〉) =
1

σ
√

2π
exp

(〈p〉2
2σ2

)

If we wanted to encode a random bit by squeezing in x, we now sample 〈x〉 from Ppos(〈x〉)
and choose α such that ∠p〉 = 〈x〉+(k+ 1

2

√
π~) for some k ∈ Z. We find 〈x〉 ∈ L0 with proba-

bility 1
2 and 〈x〉 ∈ L1 with probability 1

2 . If 〈x〉 ∈ L0 we deduce bit 0 otherwise we deduce bit 1.

Bit decoding scheme
Alice sends the squeezed states to Bob who measures them in the x or p-basis at random.
Suppose that the outcome of a measurement is z with z ∈ R. A bit b′ is extracted from the
value z according to a bit decoding scheme that maximizes the probability that the correct
bit is extracted. The value φx (φp) is independent of whether 〈x〉 (〈p〉) is in L0 or L1. This
means that Alice can announce φx or φp without giving information about 〈x〉 or 〈p〉 and
therefore about the secret bit value b. It holds that

P (b′ = b|φx or φp) ≥ P (b′ = b)

and therefore Bob uses φx or φp to maximize the probability that he finds the correct bit b.
Suppose that the squeezed state was squeezed in x. The state is measured by Bob in the x
or the p-basis at random. Suppose that the outcome of this measurement is z ∈ R. Alice will
announce φx because she squeezed in x. We have that

z − φx = z − (〈x〉 − nx

√
π~)

=
(

z − 〈x〉√
π~

+ nx

)√
π~.

To extract a bit value from z we rescale z to z′ = n′x
√

π~+φx where n′x is equal to
(

z−〈x〉√
π~ + nx

)

rounded to the nearest integer. If n′x is even then Bob extracts bit value 0 (z′ ∈ L0). If n′x is
odd Bob extracts bit value 1 (z′ ∈ L1). We define the interval C to be

C = {. . . ,
[
−1

2

√
π~,

1
2

√
π~

)
,

[
1
1
2

√
π~, 2

1
2

√
π~

)
, . . .}.

If nx is even (odd) then n′x is even (odd ) as well if

z − 〈x〉 ∈ C
and Alice and Bob extract the same bit value. If the state was squeezed in p we find similar
results; if np is even (odd) then n′p is even (odd ) as well if

z − 〈p〉 ∈ C
and Alice and Bob find the same bit value.

Bit extraction probabilities

In this section we find out why 〈p〉 = 〈x〉 + (k + 1
2)
√

π~ if Alice squeezes in x and 〈x〉 =
〈p〉+ (k + 1

2)
√

π~ if Alice squeezes in p. We will also see why the bit decoding scheme, given
the encoding scheme, maximizes the probability that Alice and Bob find the same bit value.

In the theorem we present the probability that Alice and Bob find the same bit value in
the case where they use the same basis or different bases, given that there is no eavesdropper.
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Theorem 5.3.1 Let r̂ > 0 and α = seiθ ∈ C. Alice prepares squeezed states squeezed in x
or p at random. If Alice squeezes in x, then she samples 〈x〉 from the probability distribution
Ppos(〈x〉) and chooses 〈p〉 = 〈x〉+(k+ 1

2)
√

π~, for some k ∈ Z. If Alice squeezes in p, then she
samples 〈p〉 from the probability distribution Pmom(〈p〉) and chooses 〈x〉 = 〈p〉+(k + 1

2)
√

π~,
for some k ∈ Z.

Suppose Alice extracted bit value b. Bob measures the squeezed state in the x-basis or in
the p-basis at random. Let z be the outcome of this measurement. Whether Bob will extract
the correct bit b from the value z, given that Alice squeezed in a certain basis is indicated
below.

b 1− b

Alice squeezed in x (r = −r̂) z − 〈x〉 ∈ C z − 〈x〉 ∈ R\C
Alice squeezed in p (r = r̂) z − 〈p〉 ∈ C z − 〈p〉 ∈ R\C

.

The probability of finding the correct bit value b for a measurement in x or p is then

PX(b) =
{

1− εs if r = −r̂ (original state was squeezed in x)
1
2 if r = r̂ (original state was squeezed in p)

and

PP (b) =
{

1− εs if r = r̂ (original state was squeezed in p)
1
2 if r = −r̂ (original state was squeezed in x)

for some 0 < εs < 1
2 .

Proof. Suppose that a squeezed state squeezed in x is measured in the x-basis. The
probability that the value z = x is measured is P

|−r̂,α〉
X (x) (see Theorem 4.2.5). We have that

Px(b) = P (x− 〈x〉 ∈ C)
=

∫

x−〈x〉∈C
P
|−r̂,α〉
X (x)dx

= 1− εs

for some 0 < εs < 1
2 . If the squeezing parameter r̂ is fixed then Px(b) is fixed as well. This

means that εs is a function of r̂. In the first graph of Figure 5.4 the area is marked that
represents the probability 1− εs. This probability is the same for every 〈x〉 ∈ R.

Suppose that a squeezed state squeezed in p is measured in the p-basis. The probability
that the value z = p is measured is P

|r̂,α〉
P (p) (see Theorem 4.2.5). From this theorem we see

that P
|r̂,α〉
P (p− 〈p〉) = P

|−r̂,α〉
X (x− 〈x〉). We have that

Pp(b) = P (p− 〈p〉 ∈ C)
=

∫

p−〈p〉∈C
P
|r̂,α〉
P (p)dp

=
∫

x−〈x〉∈C
P
|−r̂,α〉
X (x)dx

= 1− εs.
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< x >

< x >

z

z

x

p< p >
Figure 5.4: Probability to find the correct bit value when the measurement is taken in the x-
and the p-basis when the state was squeezed in x.

Suppose on the other hand that a squeezed state squeezed in x is measured in the p-basis.
The probability of measuring the correct bit value is

Pp(b) = P (p− 〈x〉 ∈ C)
=

∫

p−〈x〉∈C
P
|−r̂,α〉
P (p)dp

Suppose that 〈p〉 was not fixed at 〈x〉+(k+ 1
2)
√

π~ but was likely to have any value in R. This
would mean that the positions of p where p−〈x〉 ∈ C are placed randomly on the probability
distribution for measuring p. This is because these positions of p depend on 〈x〉 and 〈x〉 would
be independent of 〈p〉. This means that on average the probability of finding the correct bit
b is 1/2. An instance of the area that leads to the correct bit value is shown in the second
graph of Figure 5.4. From the graph we see that the probability to measure the correct bit is
maximized if 〈p〉 is in the middle of an interval of C, so 〈p〉 = 〈x〉 + 2k

√
π~. It is minimized

when 〈p〉 = 〈x〉+ (2k + 1)
√

π~ and equal to 1
2 when 〈p〉 = 〈x〉+ (k + 1

2)
√

π~. The probability
distribution for finding the correct bit as a function of 〈p〉 can be seen in Figure 5.5. It is
clear that if we take 〈p〉 = 〈x〉 + (k + 1

2)
√

π~ for some k ∈ Z, then the probability that Bob
finds the correct bit is always 1

2 .
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< x > < x > + 3 b < p >  z

b  =  p h

< x > + ( 1 + 1 / 2 ) b

Figure 5.5: Probability of finding the correct bit value when a measurement is taken in the
incorrect basis as a function of 〈p〉. We use γ =

√
π~.

Suppose that a squeezed state squeezed in p is measured in the x-basis. We have that

Px(b) = P (x− 〈p〉 ∈ C)
=

∫

x−〈p〉∈C
P
|r̂,α〉
P (x)dx.

For the same reasons as described in the previous case it holds that the probability of finding
the correct bit value is 1

2 . ¤

In BB84, if Alice and Bob used the same basis, the probability that they would find the same
bit was 1 (given that Eve did not interfere). We see here that if squeezed states are used that
are not infinitely squeezed, then there is still some probability (noise) that Alice and Bob
will not find the same bit. As an illustration, suppose that |r| = 0.2. For this choice of the
squeezing parameter the probability that the correct bit is found by measuring in the correct
basis is (given that there is no eavesdropper)

|r| = 0.2 ⇒ P (b) = 1− εs = 0.874

and when |r| = 1 this probability is

|r| = 1 ⇒ P (b) = 1− εs = 0.999.

We see that the probability that Alice and Bob find the same bit, given that they used the
same basis, is always equal to 1 − εs. This probability is dependent of r̂, and goes to 1
if r → ∞. From now on we assume that εs is that error probability corresponding to the
squeezing parameter r̂.
Because 1 − εs is independent of which mean value Alice encoded (〈x〉 if she squeezed in x,
〈p〉 if she squeezed in p), we see that the bit decoding scheme, given the encoding scheme,
maximizes the probability that Alice and Bob find the same bit value.
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5.3.2 Protocol

Now we explained which non-orthogonal quantum states are used in GP00 and the bit ex-
traction strategy is studied, we can describe the protocol. Before we describe the complete
protocol we give a brief description of the protocol in which we explain some important steps.

Alice prepares (4 + δ)n squeezed states, where δ > 0 and n ∈ N, and chooses to squeeze
in x or in p at random. She samples 〈x〉 or 〈p〉 from a Gaussian distribution centered at the
origin. If the expectation is an element of L0 then she extracts bit value 0, otherwise, she
extract bit value 1. Alice finds bit string X ′′. Alice then sends the squeezed states to Bob
who measures them in the x- or the p-basis at random.
In Corollary 4.4.3 we saw that the expectations and the variances of x and p of a squeezed
state at time t = 2kπ where k ∈ N are equal to these properties at time t = 0. From now on
we assume that Alice and Bob have a mutual clock and that Alice sends a state at time t = 0
and Bob measures the state at time t = 2kπ where k ∈ N.

Eve cannot clone the squeezed states sent by Alice (see Theorem 4.3.3) and therefore, af-
ter Bob received the squeezed states, Alice and Bob are perfectly safe to announce which
bases they used. Theorem 5.3.1 tells us that if Alice and Bob used the same basis then,
given that there is no eavesdropper, the extracted bit values from Alice and Bob have high
probability to be the same. On the positions where they used a different basis, then the bit
value Bob extracts is random. This means that Alice and Bob can discard the bits where
they used a different basis.
Alice announces the values φx or φp of the squeezed states she sent such that Bob can extract
bit values from the measurements he made. Alice can announce these values because they do
not give any information about 〈x〉 or 〈p〉 with respect to the extracted bit values.

Next, if the number of positions where Alice and Bob used the same basis is at least 2n,
then Alice chooses from the corresponding bits n check bits (X’) and n key bits (X). Alice
announces the choice of these bits so that Bob can determine his check bit string (Y’) and his
key bit string (Y). Then Alice and Bob announce their check bits X ′, Y ′ such that they can
estimate the bit error rate ε. Bit errors are introduced by the channel and by Eve who intro-
duces disturbance in the system by trying to distinguish between the non-orthogonal states.
Bit errors are also introduced by the squeezed states themselves because the states are not
infinitely squeezed. For example, if there is no eavesdropper, then the bit error probability is
equal to 0 < εs < 1

2 , as defined in the previous section.
There are methods to find a threshold for the error rate ε. In [23] it is proved that if ε < 0.11
and r̂ > 0.289 then GP00 is secure (as an illustration; if r̂ = 0.289 then 1 − εs = 0.906). In
Chapter 7 we will study thresholds on the error rate for different squeezing parameters r̂.

In our implementation of BB84, Alice uses half of the positions where they used the same
basis as check bits. There are alternative methods, studied for example in [16], where Alice
uses less bits for check bits. This might lead to a better rate but we will not explore that
case, we will focuss on the case presented.

The reason that Alice starts with a bit string of length (4 + δ)n is the same as in BB84.
How to choose δ such that the probability that Alice and Bob have at least 2n values where
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they used the same basis is discussed in Appendix C.

The scheme below displays the actions in the protocol of Alice and Bob. We see that
X ′′, X, 〈x〉, 〈p〉 and the squeezed states Alice sends are secret and only known by Alice. The
bit string Y is secret and only known by Bob. The strings K, K ′ are secret and known by Al-
ice and Bob. The check bit strings X ′, Y ′ are public and after Bob has measured all squeezed
states, the bases Alice and Bob used for all squeezed states are public as well. The values
φx, φp are public as well.

A B
1

2

3

4

5

6

( 4  +  d )  n   s q u e e z e d  s t a t e sX ' '
f x ,  f p

m e a s u r e m e n t s

b a s e s 3
4

4

r a n d o m  c h o i c e  o f  
n  c h e c k  b i t s :  X '

n  k e y  b i t s :  X c h o i c e s  o f  c h e c k  a n d  k e y  v a l u e s
n  c h e c k  v a l u e s
n  k e y  v a l u e s

5 5X ' , Y '
5 c a l c u l a t i o n  o f  

e r r o r  r a t e  e
c a l c u l a t i o n  o f  
e r r o r  r a t e  e

6
i n f o r m a t i o n  r e c o n c i l i a t i o n

s h a r e d  k e y  K '
7 p r i v a c y  a m p l i f i c a t i o n 7

77s e c r e t  k e y  K s e c r e t  k e y  K

1
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The protocol described step by step.

Distribution & Measurements

1. Alice prepares (4 + δ)n minimum uncertainty squeezed states, where δ > 0. For each
squeezed state Alice decides at random to squeeze in either x or in p. If Alice squeezes
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in x, then she samples 〈x〉 from the probability distribution Ppos(〈x〉) and chooses
〈p〉 = 〈x〉 + (k + 1

2)
√

π~, for some k ∈ Z. If Alice squeezes in p, then she samples 〈p〉
from the probability distribution Pmom(〈p〉) and chooses 〈x〉 = 〈p〉 + (k + 1

2)
√

π~, for
some k ∈ Z. If 〈x〉 or 〈p〉 ∈ L0 Alice extracts bit value 0, if 〈x〉 or 〈p〉 ∈ L1 Alice extracts
bit value 1. This results in a bit string X ′′ of length (4 + δ)n.

2. Bob receives the (4+ δ)n squeezed states and measures each of them in the x or p-basis
at random.

Bases Comparison & Determination of Check- and Key Values

3. Bob confirms having received the squeezed states. Alice announces whether each squeezed
state was squeezed in x or p. Also Bob announces whether he measured each squeezed
state in the x or in the p-basis.

4. Alice and Bob discard the results in the cases where Alice squeezed and Bob measured
the squeezed states in a different basis. If there are less than 2n values left, they abort
the protocol. Alice decides randomly on a set of 2n values to use for the protocol and
chooses at random n of these to be check values to check the interference of Eve. The
other n values are key values. Alice announces these choices. Alice now has check bit
string X ′ and a key bit string X both of length n.

Key Extraction

e1. For all 2n values left, Alice announces the value φx if she squeezed the corresponding
squeezed state in the x-basis. She announces φp if she squeezed the squeezed state in
the pa basis.

e2. Bob subtracts the corresponding value announced by Alice from each of his measured
values, and then corrects the result to the nearest integer multiple of

√
π~. If this

nearest multiple is even, then Bob extract bit value 0, otherwise he extracts bit value
1. Bob now has a check bit string Y ′ and a key bit string Y both of length n.

Determination of error rate

5. Alice and Bob announce X ′ and Y ′ and determine the error rate ε by comparing the
values of their check bits. If ε is greater than a certain threshold, the Alice and Bob
abort the protocol. If this is not the case, they know that Eve’s interference is negligible.

Information Reconciliation & Privacy Amplification

6. Alice and Bob now have highly correlated key bit strings X and Y that can be made
identical with high probability by a procedure called information reconciliation. For
this Alice sends H(X|Y ) = nh(ε) bits to Bob. With error correction Alice and Bob
retrieve an equal bit string K ′ with high probability. We will not give further details
about how the information reconciliation works because this is outside the scope of this
thesis. For more information we refer to [15, 16].
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7. Alice and Bob now have the same bit string but it is still possible that Eve has partial
information about these bits. To eliminate this partial information Alice and Bob apply
privacy amplification to their bit strings K ′. The resulting m < n-bit string K is used
as the secret key. We will not give further details about how the privacy amplification
works because this is outside the scope of this thesis. For more information we refer to
[17, 18].

5.3.3 Possible attacks by Eve

We assume that Alice and Bob both encoded and measured in the same basis, because they
discard the bits for which this is not the case.

In Section 4.4 we found that at time t = 2kπ where k ∈ N the statistical properties of a
squeezed state are equal to the initial state. This means that Alice and Bob always measure
squeezed states at these moments. Is it for Eve beneficial to measure the squeezed state at
other moments? In Corollary 4.4.3 we found that if Alice squeezes in the x-basis then

σ2
x,t ≥ σ2

x,0

and if Alice squeezes in the p-basis then

σ2
p,t ≥ σ2

p,0

with equality for t = 2kπ. This, together with the fact that the expectation of the squeezed
state changes during time, gives us that the probability that Eve finds the correct bit value is
maximized when she measures at time instances t = 2kπ. From now on we assume that Eve
measures at time instances t = 2kπ.

Just like in Section 5.2.3 Eve’s goal in GP00 is to act in such a way that the probability
that Alice and Bob find the same bit is maximized whereas Eve also maximizes the probabil-
ity that she herself finds the correct bit. Eve cannot copy the squeezed state and therefore
the only thing she can do is to intercept the state, measure it in some basis and send a state
to Bob. Eve also intercepts the values φx, φp to be able to extract the bit values. We discuss
some strategies.

Eve measures in the x- or p-basis

In this scenario Eve measures the squeezed state received from Alice in the x or p-basis and
sends a state to Bob. We will see that the probability that Alice and Bob find the same bit is
maximized when Eve sends the state produced by the measurement to Bob. This maximum
probability is 3

4 − εs
2 and equals the probability that Eve finds the correct bit value (in the

BB84 case this was 3
4).

Let |ψ〉 be the state sent by Alice. This is a squeezed state squeezed in x or p, squeezed
with a fixed squeezing parameter r̂ > 0 or −r̂. Let 〈x〉A and 〈p〉A be the expectation of
respectively x an p of the squeezed state sent by Alice. The squeezed state sent by Alice has
the variance σ2

A = ~
2e−2r̂ in the variable where the state is squeezed in. Let xE , pE and xB, pB

be the respective x or p value measured by respectively Eve and Bob.
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Eve sends the state produced by her measurement to Bob
First, we assume that Eve sends the state produced by her measurement to Bob. There are
two possibilities;

• With probability 1
2 Eve measures |ψ〉 in the correct basis. Suppose that this is the

x-basis. As we saw in Theorem 5.3.1, Eve finds the correct bit value with probability
1− εs. The state produced by the measurement in the x-basis is the x eigenstate |xE〉.
Eve sends |xE〉 to Bob who measures it in the x-basis as well. With probability 1, Bob
will measure position value xE . This is because

|〈xE |xE〉|2 = 1.

This gives us that the probability that Bob will find the correct bit value is 1− εs. If
the correct basis is the p- basis the calculations and the results are the same.

• With probability 1
2 Eve measures |ψ〉 in the incorrect basis. Suppose that this is the

p-basis. As we saw in Theorem 5.3.1, Eve finds the correct bit value with probability
1
2 . The state produced by the measurement in the p-basis is the p eigenstate |pE〉. Eve
sends |pE〉 to Bob who measures it in the correct basis, the x-basis. In Section 5.3.1 we
saw that if an p-eigenstate is measured in the x-basis then each possible position value is
equally likely to be measured. Bob measures the correct bit value when xB − 〈x〉A ∈ C.
Because every x-value is equally likely to be measured this probability becomes 1

2 . If
the incorrect basis is the x- basis the calculations and the results are the same.

The average probability that Alice and Bob extract the same bit value in this scenario is
1
2 · (1− εs) + 1

2 · 1
2 = 3

4 − εs
2 . Eve finds the correct bit value with the same probability.

Eve sends a different state than the one produced by her measurement to Bob
Suppose now that Eve measures the squeezed state received from Alice and sends a squeezed
state to Bob. Suppose she fixes her squeezing parameter at the value r̂E > 0 for squeezing in
p and −r̂E for squeezing in x. Eve uses the following strategy;

• If she measures in the x-basis she sends to Bob the squeezed state | − r̂E , α〉 with
〈x〉E = xE and σ2

E = ~
2e−2r̂E .

• If she measures in the p-basis she sends to Bob the squeezed state |r̂E , α〉 with 〈p〉E = pE

and σ2
E = ~

2e−2r̂E .

Suppose that Alice and Bob used the same basis. If Eve applies the just described strategy
then we have the following two scenarios.

• With probability 1
2 Eve measures |ψ〉 in the correct basis. Suppose that this is the

x-basis. Eve finds the correct bit value with probability 1−εs. Eve sends |− r̂E , α〉 with
〈x〉E = xE to Bob who measures it in the x-basis. We will show why the probability
that Bob measures the correct bit value is less than 1− εs.

The position value xB measured by Bob has a Gaussian distribution with mean xE

and standard deviation σ2
E . Here xE has a Gaussian distribution with mean 〈x〉A and
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standard deviation σ2
A. In Appendix E it is proved that then the probability distribu-

tion for xB is a Gaussian distribution with mean 〈x〉A and variance σ2
A +σ2

E > σ2
A. This

means that the probability distribution for xB is less peaked (less squeezed) and there-
fore the probability that Alice and Bob find the same bit is P (xB − 〈x〉A ∈ C) < 1− εs.

The calculations for when the correct basis is the p-basis are the same.

• With probability 1
2 Eve measures |ψ〉 in the incorrect basis. Suppose that this is the

p-basis and Eve measures momentum value pE . Eve finds the correct bit value with
probability 1

2 . Eve sends |r̂E , α〉 with 〈p〉E = pE to Bob who measures it in the correct
basis, the x-basis. Eve has no knowledge about the value 〈x〉A and therefore, the expec-
tation 〈x〉E of Eve’s squeezed state has no relation with 〈x〉A. Therefore, the positions
where xB − 〈x〉A ∈ C are placed randomly on the probability distribution for xB. This
means that, on average, the probability that Bob finds the correct bit value is 1

2 .

If the correct basis was the x-basis, the calculations are similar.

The average probability that Alice and Bob extract the same bit value in this scenario is
smaller than P < 1

2 · (1− εs) + 1
2 · 1

2 = 3
4 − εs

2 . Eve finds the correct bit value with probability
3
4 − εs

2 .

We see that, given that Eve measures in the x or p-basis, the probability that Alice and
Bob find the same bit is maximized in the first scenario; Eve sends the state produced by her
measurement to Bob.

In BB84, we studied the case where Eve measured in a different basis. In the squeezed
state case there is no similar scenario known that maximizes the probability that Eve finds
the correct bit value. Because the number of basis states of the x-basis and the p-basis is
infinite, it is much harder to find a basis where the bit error rate is minimized than in the
BB84 protocol where there are only 4 basis states.

5.3.4 Capacity of GP00

Just like in the BB84 case we can model the bit transmission of the quantum channel as
a superposition of two classical channels. In this way the bit probability distribution is a
superposition of two bit probability distributions;

1. With probability 1
2 Bob measures in the correct basis (the basis Alice squeezed the

state in). With probability 1
2 < 1− εs < 1 he will extract the correct bit. The classical

channel that corresponds to this probability distribution is visualized in Figure 5.6. We
see that because of the properties of squeezed states noise is introduced. The channel
is a binary symmetric channel and thus the capacity is 1− h(εs).

2. With probability 1
2 Bob measures in the incorrect basis and then the extracted bit will

be random. The classical channel that corresponds to this probability distribution is
visualized in Figure 5.7. This is a binary symmetric channel and thus the capacity is
1− h(1

2) = 0.

We see that even if Alice and Bob squeezed and measured in the same basis, there is noise in
the channel because of the properties of a squeezed state. The magnitude of the noise, for a
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given squeezing parameter r depends on the chosen bit extraction strategy.

For a fixed squeezing parameter r and therefore a fixed probability 1 − εs the capacity of
the squeezed state distribution protocol is

CSS =
1
2
· (1− h(εs)) +

1
2
· 0 =

1
2
− h(εs)

2
.

We see that
lim

1−εs1↑1
1− h(εs)

2
=

1
2

so that the maximum rate of GP00 can approach the maximum rate of BB84.
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Chapter 6

Bit Extraction Strategies and
Further Ideas with respect to GP00

The bit extraction strategy used in a protocol is determined by the bit encoding and decod-
ing scheme. The bit extraction strategy that is chosen for a protocol influences the bit error
probability of a protocol and therefore also the capacity.

In Section 6.1 we will study the bit extraction strategy used in GP00. In Section 6.2 we
note a different bit extraction strategy of which we did not analyse the security aspects.
However, it results in a smaller bit error probability than the bit error probability corre-
sponding to the bit extraction strategy used in GP00.

In GP00, Bob’s measurement gives a continuous outcome. It is possible to use this con-
tinuous spectrum in such a way that more than one bit can be extracted from each squeezed
state. In Section 6.3 we will study a possible m-bit extraction strategy, which, if it is secure,
will be much more beneficial for Alice and Bob because the capacity will be much higher i.e.
there are less squeezed states needed to make a secret key of the same length.

In the following sections we suppose that Alice and Bob use the x-basis. The case where
they both used the p-basis follows the same line of reasoning.

6.1 Bit extraction strategy GP00

In Section 5.3.1 the bit extraction strategy of GP00 is explained; the value φx = 〈x〉 mod
√

π~
plays a crucial role. Whether Alice encodes bit value 0 or 1 depends on whether 〈x〉 − φx is
an even or odd integer multiple of

√
π~, or, equivalently, whether 〈x〉 is in L0 or L1. Bob

decodes to bit value 0 or 1 when xB − φx rounded to the nearest integer multiple is even or
odd, or, equivalently, whether xB − 〈x〉 ∈ C. We found that the (bit transmission) capacity
of GP00 is given by

CSS =
1
2
− h(εs)

2
where εs is a function of r̂ and is the bit error probability of GP00 defined by

εs = 1−
∫

x−〈x〉∈C
P
|−r̂,α〉
X (x)dx = 1−

∫

p−〈p〉∈C
P
|r̂,α〉
P (p)dp.
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An important question is why Gottesman and Preskill choose for the particular value
√

π~?
Before we get into detail about this question we will note about something that relates to
this question.

In [23], the protocol works with the number
√

π instead of
√

π~. In physics it often hap-
pens that constants are set to 1 to make calculations easier. Also in the protocol described
by Gottesman and Preskill they do this and they set ~ = 1. I did not do this because first,
I wanted to make my calculations as general as possible and second, it gave me an extra
opportunity to verify the correctness of some of my calculations by substituting ~ = 1 and
checking if they were equal to calculations made by others.
The variances of a minimum uncertainty squeezed state are σ2

x = ~
2e2r and σ2

p = ~
2e−2r.

Gottesman and Preskill however assumed that the variances were σ2
x,GP = 1

2e2r and σ2
p,GP =

1
2e−2r. We have that σ2

x,GP = σ2
x~ and σ2

p,GP = σ2
p

~ . For the exponent in the Gaussian distri-
bution for measuring x it holds that

exp

(
−(x− µ)2

2σ2
x,GP

)
= exp

(−~(x− µ)2

2σ2
x

)
= exp

(
−(
√
~x−√~µ)2

2σ2
x

)
.

This gives us that in the Gottesman and Preskill protocol (~ = 1) the probability to measure
a certain x value, given a certain mean value 〈x〉, is equal to the probability to measure the
value x

√
~, given the mean value 〈x〉√~, if we do not set ~ = 1 in the calculations with

squeezed states. The two implementations of the squeezed state protocol (~ = 1 and ~ = ~)
are equivalent if all the values of the bit encoding intervals and the bit decoding interval are
multiplied by

√
~. This gives us our bit encoding intervals L0 and L1 and the bit decoding

interval C. It means that φx = 〈x〉 mod
√

π~ instead of φx = 〈x〉 mod
√

π. By doing this,
in both implementations the bit error probability is equal to εs given that Alice and Bob
measured in the same basis.

With this argumentation, the choice of the original value
√

π~ becomes rather random; an
implementation of a squeezed state protocol is equivalent to the original (

√
π~) if the bit error

probability in the case that Alice and Bob use the same basis is equal to εs. To reach that
the bit error probability stays the same for different values than

√
π~ the squeezing parame-

ter should be adapted. The adapted squeezing parameter can be written as a function of r̂.
Then, if r̂ is chosen in such a way that the original implementation of the protocol is secure,
then also the alternative implementations are secure. We show how to this in the following
example.

Example 6.1.1 Suppose we choose φx = 〈x〉 mod y with y > 0. The encoding intervals
change into

L0 = {. . . , [−2y,−y), [0, y), [2y, 3y), . . .}
and

L1 = {. . . , [−y, 0), [y, 2y), [3y, 4y), . . .}.
The decoding interval changes into

C = {. . . ,
[
−5

2
y,−3

2
y

)
,

[
−1

2
y,

1
2
y

)
,

[
3
2
y,

5
2
y

)
, . . .}.
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We want the bit error probability of this implementation of the squeezed state protocol be the
same as the original. Let y = c2

√
π~ with c > 0. Let σ2

x = ~
2e2r = ~

2e−2r̂ be the variance of a
squeezed state in the original protocol. We find

exp
(−(x− µ)2

2σ2
x

)
= exp

(−c2(x− µ)2

2c2σ2
x

)

= exp
(−(cx− cµ)2

2(cσx)2

)
.

We see that if we choose φx = 〈x〉 mod y and change the encoding and decoding intervals then
the protocol is equivalent if the variance is equal to (cσx)2 = c2~

2 e2r. We have

c2~
2

e2r =
~
2
e2reln c2

=
~
2
e2(r+ln c).

This means that in order that this implementation is equivalent to the original we have to
choose squeezing parameter r + ln c. If Alice squeezes in x so r = −r̂ in the original protocol
then the squeezing parameter in this alternative protocol becomes −r̂+ln c. Similar calculations
in the p-basis show that for squeezing in p the squeezing parameter becomes r̂ − ln c.

From the example we may conclude that if y >
√

π~ then less squeezing is needed and if
y <

√
π~ more squeezing is needed. It has to hold however that the squeezing parameter

r̂ − ln c > 0.

The choice for the value
√

π~ was not completely random however. In [23] Gottesman and
Preskill derive the (security of the) squeezed state protocol from a so-called stabilizer code
where the allowed values of x and p are integer multiples of

√
π. In the squeezed state protocol

they did not change this value.

6.2 Proposal alternative bit extraction strategy

There might be other bit extraction strategies than the one used in GP00 that, for the same
choice r̂ of the squeezing parameter result in a lower bit error probability ε′s. A bit extraction
strategy that has a different approach is the following. We set δ > 0.

Bit encoding
Alice decides at random to squeeze a state in either x or in p. The mean value 〈x〉 or 〈p〉 of
the squeezed state is determined by sampling Ppos(〈x〉) or Pmom(〈p〉). If 〈x〉 > δ or 〈p〉 > δ
Alice extracts bit value 0, if 〈x〉 < −δ or 〈p〉 < −δ Alice extracts bit value 1. She discards
the samples where |〈x〉| ≤ δ or |〈p〉| ≤ δ.

Recall that a squeezed state is represented as |r, α〉 with α = seiθ. For every squeezed
state, Alice chooses θ random. Then, if the squeezed state is measured in the incorrect basis,
a random bit will be extracted.

This means we split R into two intervals; the positive numbers and the negative numbers. We
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take δ > 0 because it gives us a security marge. Suppose namely that δ = 0. Alice can then
send the squeezed state with 〈x〉 = 0. If Bob receives this state and measures in the x-basis
he will find a random bit value.

Bit decoding
The decoding scheme is much simpler than in the Gottesman and Preskill version. If Bob
measures a value x or p smaller than 0 he extracts bit value 0 otherwise bit value 1.

Bit probability distribution
Suppose that δ > 1

2

√
π~. We choose the same squeezing parameter r̂ as in the Gottesman

and Preskill protocol. Let the bit error probability of this alternative bit extraction method
be ε′s. It then holds that

ε′s << εs

and thus the capacity is better. Suppose namely that Alice sends a squeezed state with
|〈x〉| = δ. The probability that Bob finds the incorrect bit value is smaller than εs because
δ > 1

2

√
π~ and therefore

Perror(|〈x〉| = δ) =
∫ 0

−∞
P
|−r̂,α〉
X (x)dx

<

∫

x−〈x〉∈C
P
|−r̂,α〉
X (x)dx = εs.

If Alice sends a squeezed state with absolute mean value even further from the origin then the
bit error probability becomes even smaller. This means that the average bit error probability
ε′s is much smaller than εs.

We see that with this bit extraction strategy less squeezing is needed to reach the same
capacity. It seems that Eve is not better off than in the original bit extraction strategy, but
we did not do a full security analysis so perhaps we overlook something. With the original
strategy there are more possibilities to use the beneficial properties of the continuous x and
p spectrum of the squeezed states. We will see this in the next section.

6.3 Proposal for sending m bits per squeezed state

We propose a bit extraction strategy for which m bits per sent squeezed state can be ex-
tracted. It is only a proposal, we do not analyze the security. Presumably, if we can prove
the security of GP00 with the method described in Chapter 7, then we can also prove the
security of the protocol proposed with the method.

We continue with Gottesman and Preskill’s strategy and instead of dividing the real num-
bers into 21 subsets, we divide it into 2m subsets. The notation stays the same. Let φx =
〈x〉 mod

√
π~, φp = 〈p〉 mod

√
π~. Then the mean values can be written as 〈x〉 = φx+nx

√
π~

and 〈p〉 = φp + np

√
π~ where nx, np ∈ N.

Bit encoding scheme
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Suppose Alice wants to encode a bit string bi of length m. A bit encoding strategy is.

b squeezing in x squeezing in p
0 . . . 0 | − r̂, α〉 with nx = 0 mod 2m |r̂, α〉 with np = 0 mod 2m

0 . . . 1 | − r̂, α〉 with nx = 1 mod 2m |r̂, α〉 with np = 1 mod 2m

...
...

...
1 . . . 1 | − r̂, α〉 with nx = (2m − 1) mod 2m |r̂, α〉 with np = (2m − 1) mod 2m

If nx = i mod
√

π~ this corresponds with a value 〈x〉 that is in the interval Li where Li is
defined as

Li = {. . . ,
[
i
√

π~, (i + 1)
√

π~
)

,
[
(2m + i)

√
π~, (2m + i + 1)

√
π~

)
, . . .}.

The values 〈x〉 and 〈p〉 and therefore also the bit strings bi are determined by Alice by sam-
pling a certain probability distribution. This probability distribution gives a value in Li with
probability 1

2m so that the extracted bit string is random.

Bit decoding scheme
Suppose that the squeezed state was squeezed in x. The state is measured in x or p with
outcome z. We have that

z − φx =
(

z − 〈x〉√
π~

+ nx

)√
π~.

Depending on the value of
(

z−〈x〉√
π~ + nx

)
rounded to the nearest integer multiple, Bob extracts

a certain m-bit string. If
(

z−〈x〉√
π~ + nx

)
rounded to the nearest integer and then modulo 2m

is the same as nx mod 2m then the correct bit string is extracted. This is when

z − 〈x〉 ∈ C = {. . . ,
[
−1

2

√
π~,

1
2

√
π~

)
,

[(
2m − 1

2

)√
π~,

(
2m − 1

2

)√
π~

)
, . . .}.

If the state was squeezed in p then Bob finds the correct bit string when z − 〈p〉 ∈ C.

Bit string probabilities
Suppose that Alice encoded bit string bi as a squeezed state squeezed in x. If Bob measures
in the correct basis then the probability distribution is peaked at the position value 〈x〉 that
corresponds to bit string bi. Bob will find the correct bit string with high probability, but
Bob can also measure a value that corresponds to other bit strings. These probabilities are

ε(j−i) mod 2m = P (bj) = P (
(
xB − 〈x〉 − ((j − i) mod 2m)

√
π~

)
∈ C)

for j ∈ {0, 1, . . . , 2m − 1}. We see that the greater the value (j − i) mod 2m the smaller the
probability that bit string bj is measured. In general, ε0 is the probability that the correct
bit string bi is found, ε1 the probability that bit string bi+1 is found, ε−1 the probability that
bit string bi−1 is found etcetera.

Suppose on the other hand that Bob measures in the incorrect basis. If the values 〈x〉 and
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〈p〉 are independent then the area where
(
xB − 〈x〉 − ((j − i) mod 2m)

√
π~

)
∈ C is placed

randomly on the probability distribution for measuring p. This means that on average the
probability that Bob extracts a certain bit string is equal to 1

2m .

Capacity
Just like in the calculation of the capacity of BB84 and GP00 we can calculate the capacity
of this m-bit squeezed state protocol by modelling the bit transition channel of the quantum
channel as a superposition of two classical channels. Once Bob has chosen which basis to use,
the channel is determined. In Appendix D we found that the capacity of an m-bit symmetric
channel is given by

CmSC = m +
∑

y∈Y

p(y|x0) log p(y|x0).

• With probability 1
2 Bob measures in the correct basis. The possible bit strings are

extracted with probabilities ε0, . . . , ε2m−1. The capacity of this channel is

m +
2m−1∑

i=0

εi log εi.

• With probability 1
2 Bob measures in the incorrect basis. All possibly extracted bit

strings are equally likely and thus the capacity of this channel is

m + log
(

1
2m

)
= 0.

This gives us that the total capacity is

CmGP00 =
m

2
+

1
2

2m−1∑

i=0

εi log εi <
m

2
.

We see that if r̂ ↑ ∞ then ε0 ↑ 1 and CmGP00 ↑ m
2 .

78



Chapter 7

Generic Security Proof for
Quantum Key Exchange

7.1 Introduction to generic security proof protocol

As we mentioned in Chapter 2 and Chapter 5, quantum key exchange protocols can be proven
to be perfectly secure because the security of the protocols relies on the fundamental princi-
ples of quantum mechanics rather than lack of computational power.

However, known security proofs of quantum key exchange protocols are non trivial and are
usually restricted in their applicability to specific protocols. In [24], a general method is
given to prove the security of a quantum key exchange protocol. This method can be applied
to a number of different protocols. The presented method relies on a fact discussed in the
following paragraph. Let X and Y denote the key bit string belonging to respectively Alice
and Bob before information reconciliation such that they both have a shared key bit string
K ′ after information reconciliation.

Every quantum key exchange protocol uses either classical or quantum privacy amplifica-
tion to guarantee the security of the secret key distilled from the protocol. To be able to
apply privacy amplification to the shared key bit string K ′, an upper bound on Eve’s knowl-
edge about this key string has to be determined. In Chapter 5 we supposed that Eve’s upper
bound for the amount of information about X is H(Y |X) bits (sent during information recon-
ciliation) plus t quantum bits of information. Information gained from classical information
is never more than the information gained from quantum information and therefore we can
say that Eve has no more than H(Y |X) + t qubits of information about X.
From the results presented in [25] it can be deduced that classical privacy amplification can
be extended to the case where Eve’s information about the secret key is quantum rather than
classical. No matter which observable Eve measures after the classical privacy amplification,
she is no better off than she would be if she had H(Y |X) + t classical bits of information
before the privacy amplification. The method presented in [24] is based on this fact and helps
them to find an upper bound for t.

In this chapter, our goal is to give a direct proof of security of GP00 using the method
presented in [24]. In [24], a generic key exchange protocol is presented that represents all
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protocols for which the method of the proof of security can be applied. We simplify this
generic protocol into a reduced generic protocol such that both BB84 and GP00 are instances
of this protocol. The method presented in [24] however does not immediately apply to the
infinite case (GP00).

In Section 7.2 we give the reduced generic key distribution protocol and summarize the
method presented in [24]. In Section 7.3 we show how to apply the method to BB84 and
in Section 7.4 we apply the method to GP00.

7.2 Description of generic security proof protocol

We make the following assumptions about the players of the protocol.

Eve

• Eve can distribute quantum states to Alice and Bob and entangle the states with an
ancilla that she controls. This ancilla is an “assistent” quantum state that can reveal
information to Eve about Alice’s and Bob’s information.

• Eve has access to unlimited quantum computational power.

• Eve can monitor all the public communication between Alice and Bob.

Alice and Bob

• Alice and Bob can only perform measurements on individual quantum states.

• They can communicate classically over a authenticated public channel.

In key exchange protocols Alice distributes the quantum states over a quantum channel. For
the security analysis of key exchange protocols however, we assume that it is rather Eve than
Alice who distributes the quantum states to Alice and Bob. Eve starts with an entangled
composite system describing the states sent to Alice, to Bob and the ancilla which is kept by
Eve.

First we characterize some quantum key exchange protocols for which the method holds
by giving a reduced generic key exchange protocol.

7.2.1 A reduced generic key exchange protocol

Eve distributes k quantum states to Alice and Bob where k ∈ N.

Let HA and HB be Hilbert spaces. Let ρ be a density operator on (HA ⊗HB)⊗k. That
means that each of the k quantum states received by Alice is in the Hilbert space HA and
each of the k quantum states received by Bob is in the Hilbert space HB. The density oper-
ator ρ describes the mutual quantum state of Alice and Bob.

Let F and G be two POVM’s on HA and let F ′ and G′ be two POVM’s on HB (see Section
2.4). For example, these POVM’s could be measurements in the x-basis or the p-basis or
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measurements in the RL-basis or the DG-basis.

Let T be a p-random selection on {1, 2, . . . , k} made by Alice. This means that the set
{1, 2, . . . , k} is divided into two subsets: T and {1, 2, . . . , k}\T . An element of {1, 2, . . . , k} is
assigned to T with probability p and to {1, 2, . . . , k}\T with probability 1 − p. Let T ′ be a
p-random selection made by Bob.

For every i ∈ {1, 2, . . . , k}, if i ∈ T then Alice measures her i’th quantum state with re-
spect to F . If i 6= T then she measures her i’th quantum state with respect to G. Let Xi

denote the result of the i’th measurement such that X ′ = X1X2 . . . Xk is the bit string ex-
tracted by Alice after the measurements.
For every i ∈ {1, 2, . . . , k}, if i ∈ T ′ then Bob measures his i’th quantum state with respect
to F ′. If i 6= T ′ then he measures his i’th quantum state with respect to G′. Let Yi denote
the result of the i’th measurement such that Y ′ = Y1Y2 . . . Yk is the bit string extracted by
Bob after the measurements.

Alice and Bob communicate T and T ′ over the authenticated public channel. On average
there are

(
p2 + (1− p)2

)
k positions where Alice and Bob measured with respect to respec-

tively F and F ′ or G an G. They discard the other cases. The remaining bits are in the sets
T ∩ T ′ and ({1, 2, . . . , k}\T ) ∩ ({1, 2, . . . , k}\T ′). Alice then makes a random selection S on
T ∩ T ′ and a random selection S′ on ({1, 2, . . . , k}\T ) ∩ ({1, 2, . . . , k}\T ′). The bits from S
and S′ will be used as check bits to verify if the error rate is below a certain threshold. The
remaining bits will be used to construct a secret shared key.

Alice announces the selections S and S′. Alice and Bob announce the bit values X ′
S , Y ′

S

corresponding to S and the bit values X ′
S′ , Y

′
S′ corresponding to S′ such that Alice and Bob

can estimate the bit error rate ε. We assume that the bit error rate deduced from X ′
S , Y ′

S

equals that from X ′
S′ , Y

′
S′ . If not, Alice and Bob can always randomly flip some of the bits of

the set with the lower error rate to make the error rates equal. The remaining bit values are
used as key bit values. Let X and Y be the resulting key bit strings belonging to respectively
Alice and Bob. If we take k = (2

(
p2 + (1− p)2

)−1 + δ)n for some δ > 0 and n ∈ N, then
with high probability, X and Y are bit strings of length at least n.

Information reconciliation is applied to X and Y such that after this phase Alice and Bob
both have the same bit string K ′. Then privacy amplification is applied such that Alice and
Bob both have a secure bit string K of length m.

7.2.2 Secret key rate of reduced generic key exchange protocol

The security of the protocol is guaranteed as long as the rate of the protocol as given in [24]
is positive. The rate R of the protocol [24] is defined by

R = H(X)−H(X|Y )− S(ρ) (7.1)

where H(.) is the classical, Shannon entropy function and S(.) is the quantum, von Neumann
entropy function. Let λi with 1 ≤ i ≤ g be the eigenvalues of the density operator ρ. The

81



von Neumann entropy is defined by

S(ρ) = −tr(ρ log ρ) = −
g∑

i=1

λi log λi.

Because the density operator ρ is not known to Alice and Bob, they have to assume that ρ
is that density operator that maximizes the von Neumann entropy and still agrees with the
results of the measurements Alice and Bob made. This means that Alice and Bob choose ρ
such that

S(ρ) = max
ρ̂∈R

S(ρ̂).

Here R is the set of density operators on HA⊗HB for which it holds that if they are measured
with respect to F ⊗ F ′ or G ⊗ G′ then the extracted bit error rate is equal to ε. This is the
bit error rate determined by Alice and Bob from their measurements. With this choice of ρ
Alice and Bob create a worst-case scenario with which they find the rate R.

A similar relation is given in [24] if we condition on additional information W of Alice and
Bob obtained during privacy amplification. The relation is

R = H(X|W )−H(X|Y )− S(ρ|W ) = H(X|W )−H(X|Y )−max
ρ̂∈R

S(ρ̂|W ).

With a clever choice of W the rate R can be improved. The conditional von Neumann entropy
S(ρ|W ) is defined as

S(ρ|W ) =
∑
w

PW (w)S(ρw)

where PW is the probability distribution of W and ρw is the “worst case scenario” density
operator conditioned on W = w. The density operator ρw describes the possible states of the
quantum system given that W = w.

We now explain how to calculate S(ρ) and S(ρ|W ).

7.2.3 Calculation of S(ρ) and S(ρ|W )

Calculation of S(ρ)

For every projective measurement Z on a density operator ρ with outcome given by a random
variable Z it holds that ([20])

H(Z) ≥ S(ρ). (7.2)

Let ρ be the density operator such that S(ρ) = maxρ̂∈R S(ρ̂). Our goal is to calculate S(ρ).
Let Z be a projective measurement on a density operator ρ̂ ∈ R. If we maximize H(Z) over
ρ̂ ∈ R then we have that argρ̂∈RmaxH(Z) ≥ maxρ̂∈R S(ρ̂). Let Z be defined as

Z =
g∑

i=1

mi|ψi〉〈ψi| (7.3)

where for 1 ≤ i ≤ g, |ψi〉 ∈ HA ⊗HB and mi denotes a possible measurement outcome. Sup-
pose that li is the probability to measure mi, for 1 ≤ i ≤ g, such that H(Z) = −∑g

i=1 li log li.
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Let λi, 1 ≤ i ≤ g be the measurement probabilities that maximize H(Z). For the density
operator ρ with

ρ =
g∑

i=1

λi|ψi〉〈ψi|

it holds that S(ρ) = −∑g
i=1 λi log λi = argρ̂∈RmaxH(Z) and therefore

argρ̂∈RmaxH(Z) = max
ρ̂∈R

S(ρ̂) = S(ρ). (7.4)

This means that ρ is the “worst case” density operator.

Calculation of S(ρ|W )

We use similar reasoning to calculate S(ρ|W ). With Eq. 7.2 we find that for every projective
measurement Z on a density operator ρ̂ ∈ R with outcome given by a random variable Z it
holds that

H(Z|W ) =
∑
w

PW (w)H(Z|W = w) ≥
∑
w

PW (w)S(ρ̂w) = S(ρ̂|W )

such that
argρ̂∈RmaxH(Z|W ) ≥ max

ρ̂∈R
S(ρ̂|W ) = S(ρ|W ).

Suppose that for 1 ≤ i ≤ g and every w ∈ W , li|w is the probability to measure mi given that
W = w, such that H(Z|W = w) = −∑g

i=1 li|w log li|w. Let for 1 ≤ i ≤ g and every w ∈ W ,
λi|w be the measurement probabilities such that H(Z|W ) is maximized. Let the projective
measurement Z be as in Eq. 7.3. For the density operator ρ with

ρw =
g∑

i=1

λi|w|ψi〉〈ψi| (7.5)

for every w ∈ W , it holds that S(ρw) = −∑g
i=1 λi|w log λi|w = H(Z|W = w) such that

argρ̂∈RmaxH(Z|W ) = argρ̂∈Rmax
∑
w

PW (w)H(Z|W = w) =
∑
w

PW (w)S(ρw) = S(ρ|W ).

(7.6)

Note that for the density operator ρ with ρw as described in Eq. 7.5 it holds that

ρ =
∑
w

PW (w)ρw

=
g∑

i=1

(∑
w

PW (w)λi|g

)
|ψi〉〈ψ|

=
g∑

i=1

λi|ψi〉〈ψ|.

It holds that ρ is the “worst case” density operator.
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7.3 Security bound for BB84

In [24], the generic security proof method is applied to BB84. In this section we give an
extended version of this derivation.

7.3.1 BB84 as an entanglement based protocol

BB84 can be seen as an entanglement based protocol in which Alice prepares (4+δ)n entangled
two qubit states |ψ+〉 ∈ L2 ⊗ L2 with

|ψ+〉 =
1√
2
(|00〉+ |11〉) =

1√
2
(|+ +〉+ | − −〉).

She randomly measures these states in the RL- or the DG-basis. The measurement gives her
a random element of the corresponding basis and thus a random bit value. This can be seen
in the following way. Suppose Alice measures in the RL-basis. The probability that Alice
measures qubit state |0〉 is

〈ψ+| (|0〉〈0| ⊗ I) |ψ+〉 =
1
2

(〈00|+ 〈11|) (|0〉〈0|0〉 ⊗ |0〉+ |0〉〈0|1〉 ⊗ |1〉)

=
1
2

(〈00|+ 〈11|) (|00〉)

=
1
2
〈00|00〉

=
1
2
.

The state after the measurement is

(|0〉〈0| ⊗ I) |ψ+〉 = |00〉. (7.7)

It is straightforward that the probability that she measures qubit state |1〉 is 1
2 . In the same

way we find that if Alice measures in the DG-basis then she measures basis state |+〉 or |−〉
at random.

After Alice’s measurement, she sends the second part of the entangled state to Bob. As
we saw in the above calculations, if there is no eavesdropper then the state Bob receives is
the same as the state Alice measured. This means that if there is no Eve and Alice and Bob
measure in the same basis, then they find the same bit value with probability 1.

Alice and Bob continue with 2n bit values for which they used the same basis. Alice chooses
n of these bits to serve as check bits, the other n bits will serve as key bits. Alice announces
these choices such that Alice and Bob can determine their check bit strings (X ′ and Y ′) and
their key bit strings (X and Y ). Alice and Bob compare their check bits X ′ and Y ′ to estimate
the bit error rate ε.

Information reconciliation and privacy amplification are applied to X and Y to obtain a
secret key K of length m.

This version of BB84 is similar to the one described in Section 5.2. Instead of choosing
a random (4 + δ)n bit string, Alice chooses to measure |ψ+〉 in the RL- or the DG-basis at
random. This will give her a random bit string as well.
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7.3.2 Secret key rate of BB84

For the proof of security we assume that Eve distributes quantum states to Alice and Bob.

The BB84 protocol is retrieved from the reduced generic key exchange protocol presented
in Section 7.2.1 in the following way. We choose p = 1

2 and HA = HB = L2. Further, the
following POVM’s are used

F = F ′ = {|0〉〈0|, |1〉〈1|}
G = G′ = {|+〉〈+|, |−〉〈−|}

which correspond to measurements in the RL- and the DG-basis. Every key bit in X is
random and therefore the entropy of X is H(X) = h(1

2) = 1. With probability ε a bit in Y
differs from the corresponding bit in X and therefore the conditional entropy of X given Y
is H(X|Y ) = h(ε). With this we see that the rate of the protocol is given by

R = 1− h(ε)− S(ρ) = 1− h(ε)−max
ρ̂∈R

S(ρ̂)

where ρ over L2⊗L2 is the “worst-case scenario” density operator that Alice and Bob choose
such that S(ρ) = maxρ̂∈R S(ρ̂).

7.3.3 Calculation of S(ρ)

Let ρ̂ ∈ R. The single knowledge Alice and Bob have about ρ̂ is that if both quantum states
of ρ̂ are measured in the RL- or the DG-basis, then the extracted bit error probability equals
ε. This is formulated as

tr ((|00〉〈00|+ |11〉〈11|) ρ̂) = 〈00|ρ̂|00〉+ 〈11|ρ̂|11〉 = 1− ε
tr ((|+ +〉〈+ + |+ | − −〉〈− − |) ρ̂) = 〈+ + |ρ̂|+ +〉+ 〈− − |ρ̂| − −〉 = 1− ε
tr ((|01〉〈01|+ |10〉〈10|) ρ̂) = 〈01|ρ̂|01〉+ 〈10|ρ̂|10〉 = ε
tr ((|+−〉〈+− |+ | −+〉〈−+ |) ρ̂) = 〈+− |ρ̂|+−〉+ 〈−+ |ρ̂| −+〉 = ε.

Let Z be a projective measurement on ρ̂ given by the projectors

{|ψ+〉〈ψ+|, |ψ−〉〈ψ−|, |φ+〉〈φ+|, |φ−〉〈φ−|}

where
|ψ±〉 =

1√
2

(|00〉 ± |11〉) and |φ±〉 =
1√
2

(|01〉 ± |10〉)

are the so called Bell states. A convenient property of these states is that

|ψ+〉 = 1√
2
(|+ +〉+ | − −〉) |φ+〉 = 1√

2
(|+ +〉 − | − −〉)

|ψ−〉 = 1√
2
(| −+〉+ |+−〉) |φ−〉 = 1√

2
(| −+〉 − |+−〉) .

The Bell states express whether Alice and Bob measure the same qubit state and therefore
extract the same bit value, rather than which qubit state they measure. This comes in very
useful because therefore the properties of ρ̂ expressing the bit error probabilities can be used
in an easy way to calculate and maximize H(Z). It turns out that Z is a very useful mea-
surement to maximize H(Z) because H(Z) will have only one free variable.
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The entropy of Z is given by

H(Z) = −
4∑

i=1

λi log λi

where λ1 is the probability that |ψ+〉 is measured, λ2 is the probability that |ψ−〉 is measured,
λ3 is the probability that |φ+〉 is measured and λ4 is the probability that |φ−〉 is measured.
We express these probabilities in terms of λ4.

λ1 = 〈ψ+|ρ̂|ψ+〉
=

1
2

(〈+ + |+ 〈− − |) ρ̂ (|+ +〉+ | − −〉)

= 〈+ + |ρ̂|+ +〉+ 〈− − |ρ̂| − −〉 − 1
2

(〈+ + | − 〈− − |) ρ̂ (|+ +〉 − | − −〉)
= 1− ε− 〈φ+|ρ̂|φ+〉

λ2 = 〈ψ−|ρ̂|ψ−〉
=

1
2

(〈−+ |+ 〈+− |) ρ̂ (| −+〉+ |+−〉)

= 〈−+ |ρ̂| −+〉+ 〈+− |ρ̂|+−〉 − 1
2

(〈−+ | − 〈+− |) ρ̂ (| −+〉 − |+−〉)
= ε− 〈φ−|ρ̂|φ−〉

λ3 = 〈φ+|ρ̂|φ+〉
=

1
2

(〈01|+ 〈10|) ρ̂ (|01〉+ |10〉)

= 〈01|ρ̂|01〉+ 〈10|ρ̂|10〉 − 1
2

(〈01| − 〈10|) ρ̂ (|01〉 − |10〉)
= ε− 〈φ−|ρ̂|φ−〉

λ4 = 〈φ−|ρ̂|φ−〉

Such that λ1 = 1 − ε − λ3 = 1 − 2ε + λ4. We saw that to express λ1 and λ2 in terms of λ4,
we first had to convert |ψ+〉 and |ψ−〉 to the diagonal basis. If we would calculate λ1 in the
RL-basis, then the relation λ1 = 1− ε− λ2 would be found, which is trivial.

We note that the probabilities λ1, λ2, λ3 can be expressed in terms of λ4 in a more easy
way. The probability λ1 + λ2 is the probability that if Alice and Bob both measure in the
rectilinear basis, then Alice and Bob find the same bit. Therefore it holds that

λ1 + λ2 = 1− ε.

The probability λ3+λ4 is the probability that if Alice and Bob both measure in the rectilinear
basis, then Alice and Bob find different bits. Therefore it holds that

λ1 + λ2 = 1− ε.
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The Bell state |ψ−〉 expresses in the rectilinear basis the same situation as the Bell state |φ+〉
in the diagonal basis. Therefore

λ2 = λ3.

With these three relations, the probabilities λ1, λ2, λ3 can be written easily in terms of λ4;

λ1 = 1− 2ε + λ4 (7.8)
λ2 = ε− λ4 (7.9)
λ3 = ε− λ4. (7.10)

We find that the entropy H(Z) is given by

H(Z) = −
4∑

i=1

λi log λi

= −(1− 2ε + λ4) log (1− 2ε + λ4)− 2(ε− λ4) log (ε− λ4)− λ4 log λ4

The derivative of H(Z) with respect to the free variable λ4 is given by

dH(Z)
dλ4

= log
(

(ε− λ4)2

(1− 2ε + λ4)λ4

)

such that H(Z) is maximized for λ4 = ε2. With this choice of the parameter λ4 we have
H(Z) = 2h(ε). We can conclude that the “worst case scenario” density operator ρ for which
it holds that S(ρ) = maxρ̂∈R S(ρ̂) is given by

ρ = λ1|ψ+〉〈ψ+|+ λ2|ψ−〉〈ψ−|+ λ3|φ+〉〈φ+|+ λ4|φ−〉〈φ−| (7.11)

where λ4 = ε2 and it holds that (see Eq. 7.4)

S(ρ) = argρ̂∈RH(Z) = 2h(ε).

We find that the rate is given by

R = 1− h(ε)− S(ρ) = 1− 3h(ε).

The security threshold is the highest value of ε for which the rate is positive. In this case we
find ε < 0.061.

7.3.4 Using additional information to improve the secret key rate

We use the additional information W = X ⊕ Y obtained by Alice and Bob during privacy
amplification. The random variable W has value w = 0 with probability PW (0) = 1− ε and
then no error occurred. It has value w = 1 with probability PW (1) = ε and then an error
occurred.

Let Z be the Bell measurement as described in the previous section with outcome given
by the random variable Z. The conditional entropy H(Z|W ) is given by

H(Z|W ) = (1− ε)H(Z|W = 0) + εH(Z|W = 1).

We calculate H(Z|W = 0) and H(Z|W = 0).
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• Suppose W = 0 so no error occurred. Possible states to be measured are |ψ+〉 and |ψ−〉.
The probability that |ψ+〉 is measured, given that no error occurred is

P (|ψ+〉| no error) = λ1|0

=
P (|ψ+〉,W = 0)

PW (0)

=
λ1

1− ε
.

The probability that |ψ−〉 is measured given that no error occurred is

P (|ψ−〉| no error) = λ2|0

=
P (|ψ−〉,W = 0)

PW (0)

=
λ2

1− ε
.

This gives that

H(Z|W = 0) = −
(

λ1

1− ε

)
log

(
λ1

1− ε

)
−

(
λ2

1− ε

)
log

(
λ2

1− ε

)

= −
(

1− 2ε + λ4

1− ε

)
log

(
1− 2ε + λ4

1− ε

)
−

(
ε− λ4

1− ε

)
log

(
ε− λ4

1− ε

)

= h

(
1− 2ε + λ4

1− ε

)
.

• Suppose W = 1 so an error occurred. Possible states to be measured are |φ+〉 and |φ−〉.
The probability that |φ+〉 is measured, given that an error occurred is

P (|φ+〉| error) = λ3|1

=
P (|φ+〉,W = 1)

PW (1)

=
λ3

ε
.

The probability that |φ−〉 is measured given that an error occurred is

P (|φ−〉| error) = λ4|1

=
P (|φ−〉,W = 1)

PW (1)

=
λ4

ε
.

This gives that

H(Z|W = 1) = −
(

λ3

ε

)
log

(
λ3

ε

)
−

(
λ4

ε

)
log

(
λ4

ε

)

= −
(

ε− λ4

ε

)
log

(
ε− λ4

ε

)
− λ4

ε
log

λ4

ε

= h

(
λ4

ε

)
.
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We see that the conditional entropy H(Z|W ) is given by

H(Z|W ) = (1− ε)h
(

1− 2ε + λ4

1− ε

)
+ εh

(
λ4

1− ε

)

= −(1− 2ε + λ4) (log (1− 2ε + λ4)− log (1− ε))− (ε− λ4) (log (ε− λ4)− log (1− ε))−
λ4 (log λ4 − log ε)− (ε− λ4) (log (ε− λ4)− log ε)

= H(Z) + (1− 2ε + λ4) log (1− ε) + (ε− λ4) log (1− ε) + λ4 log ε + (ε− λ4) log ε

= H(Z) + ε log ε + (1− ε) log (1− ε)
= H(Z)− h(ε).

We can conclude that H(Z|W ) is maximized for λ4 = ε2 because H(Z) is maximized for
λ4 = ε2. For this choice of the free variable λ4 we have that H(Z|W ) = h(ε). The worst
case scenario density operator ρ is the same as in Eq. 7.11 with λ4 = ε2. For this worst-case
density operator ρ it holds that (see Eq. 7.6)

S(ρ|W ) = argρ̂∈RH(Z|W ) = h(ε).

The uncertainty of X given W does not decrease, therefore H(X|W ) = 1. This means that
the rate of the protocol is improved to

R = 1− h(ε)− h(ε) = 1− 2h(ε).

The security threshold is the highest value of ε for which the rate is positive. In this case we
find ε < 0.11. The same bound is found as given in other security proofs.

7.4 Security bound for GP00

In the previous section we calculated the security threshold for BB84. If the error rate ε
is lower than this threshold then the key exchange protocol is secure; the information Eve
gained about the secret key is negligible.

In Chapter 5 we saw that the key exchange protocol GP00 that works with squeezed state
resembles BB84. When the squeezing parameter goes to infinity, then squeezed states become
eigenstates of the position or momentum operator and thus the bit transition probabilities
equal the bit transition probabilities of BB84, given that there is no Eve.

In [23] it was proved that if the squeezing parameter r̂ > 0.289, then the protocol GP00
is secure when the error rate ε < 0.11. In this section our aim is to calculate a threshold for
ε as a function of the squeezing parameter r̂. We do this analogous to the security proof of
BB84 given in Section 7.3.
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7.4.1 GP00 as an entanglement based protocol

GP00 can be seen as an entanglement based protocol in which Alice prepares (4+δ)n entangled
states |ψ0〉 with

|ψ0〉 =
1√
π

∫ ∞

−∞

∫ ∞

−∞
exp

[
−∆2

8
(xm

(
1− ∆̃4

)− 1
2 + xn)2 − 1

2∆2
(xm

(
1− ∆̃4

)− 1
2 − xn)2

]
·

exp
[
i(xm + (k +

1
2
)
√

π~)xn

]
|xmxn〉dxndxm (7.12)

=
1√
π

∫ ∞

−∞

∫ ∞

−∞
exp

[
−∆2

8
(pm

(
1− ∆̃4

)− 1
2 − pn)2 − 1

2∆2
(pm

(
1− ∆̃4

)− 1
2 + pn)2

]
·

exp
[
i(−pm + (k +

1
2
)
√

π~)pn

]
|pmpn〉dpndpm (7.13)

where |xmxn〉 and |pmpn〉 are composite x and p eigenstates. The value of k is chosen randomly
from K = {−nk,−nk+1, . . . , nk−1} for some nk ∈ N. It holds that ∆2 is real and positive and
∆̃2 = ∆2/(1 + 1

4∆4). The two formulations 7.12 and 7.13 are equal because of the following.
It holds that 〈pn|xn〉 =

∫∞
−∞ e−ipnxδ(x− xn)dx = e−ipnxn and therefore |xn〉 and |pn〉 can be

expressed in the respective bases {|p〉}p∈R and {|x〉}x∈R as

|xn〉 =
∫ ∞

−∞
e−ipnxn |pn〉dpn and |pn〉 =

∫ ∞

−∞
eipnxn |xn〉dxn.

If we substitute
|xmxn〉 =

∫ ∞

−∞

∫ ∞

−∞
e−ipmxm−ipnxn |pmpn〉dpmdpn

in Eq. 7.12, then we easily that there is only a solution for xm = −pm and xn = pn. With
these substitutions we find Eq. 7.13.

In the following theorem we give some properties of measurements of |ψ0〉 from which we
easily see that the state |ψ0〉 can be used to simulate GP00.

Theorem 7.4.1 Let |ψ0〉 be the quantum entangled state defined above. Suppose Alice has
one part of this state and Bob the second part. Alice can measure in the x or the p-basis;

• If Alice measures in the x-basis, then the probability that she measures position value
xm is given by

P (xm) =
∆̃√

π(1− ∆̃4)
exp

[
− ∆̃2x2

m

1− ∆̃4

]

and by measuring xm she prepares for Bob the state

|ψB〉 =
1

(
π∆̃2

) 1
4

∫ ∞

−∞
exp

[
− 1

2∆̃2
(xn − xm)2

]
|xn〉dxn

where

∆̃2 =
4∆2

4 + ∆4
.
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The state |ψB〉 is a squeezed state with mean position value xm and mean momentum
value xm + (k + 1

2)
√

π~. For the variance in x it holds that 2σ2
x = ∆̃2 = ~e2r and for

the variance in p it holds that 2σ2
p = 1

∆̃2
.

• If Alice measures in the p-basis, then the probability that she measures momentum value
pm is

P (pm) =
∆̃√

π(1− ∆̃4)
exp

[
− ∆̃2p2

m

1−∆4

]

and by measuring pm she prepares for Bob the state

|ψB〉 =
1

(
π∆̃2

) 1
4

∫ ∞

−∞
exp

[
− 1

2∆̃2
(pn + pm)2

]
|xn〉dpn

where

∆̃2 =
4∆2

4 + ∆4
.

The state |ψB〉 is a squeezed state with mean momentum value −pm and mean position
value −pm + (k + 1

2)
√

π~. For the variance in p it holds that 2σ2
p = ∆̃2 = ~e2r and for

the variance in x it holds that 2σ2
x = 1

∆̃2
.

We see that if Alice chooses r = −r̂, with r̂ > 0 is the squeezing parameter, then, if she
measures her state in the x-basis Bob will receive the same squeezed state squeezed in x he
would otherwise receive in GP00 and if Alice measures in the p-basis Bob will receive the same
squeezed state squeezed in p he would receive in GP00.

Proof. Suppose Alice measures |ψ0〉 in the x-basis. The projector that projects Alice’s state
onto the x-eigenstate |xm〉 and leaves alone Bob’s state is given by |xm〉〈xm| ⊗ I. This means
that the probability that Alice measures position value xm is given by

P (xm) = 〈ψ0| (|xm〉〈xm| ⊗ I) |ψ0〉
=

1√
π
〈ψ0|

∫ ∞

−∞
exp

[
−∆2

8

(
xm(1− ∆̃4)−

1
2 + xn

)2
− 1

2∆2

(
xm(1− ∆̃4)−

1
2 − xn

)2
]
·

exp
[
i

(
xm + (k +

1
2
)
√

π~
)

xn

]
|xmxn〉dxn

=
1
π

∫ ∞

−∞
exp

[
−∆2

4
(xm(1− ∆̃4)−

1
2 + xn)2 − 1

∆2
(xm(1− ∆̃4)−

1
2 − xn)2

]
dxn. (7.14)

By “completing the square” we find that Eq. 7.15 becomes

P (xm) =
1
π

exp
[
−

(
4∆2

∆4 + 4

)
x2

m

1− ∆̃4

] ∫ ∞

−∞
exp

[
−

(
∆4 + 4
4∆2

)
(xn − xm)2

]
dxn

=
1
π

exp

[
−

(
∆̃2

1− ∆̃4

)
x2

m

]√
π∆̃2

=
∆̃√
π

exp

[
− ∆̃2x2

m

1− ∆̃4

]
.
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With normalization we find the probability distribution presented in the theorem.

The state after the measurement is given by

|ψ〉 = (|xm〉〈xm| ⊗ I) |ψ0〉
=

1√
π

∫ ∞

−∞
exp

[
−∆2

8

(
xm(1− ∆̃4)−

1
2 + xn

)2
− 1

2∆2

(
xm(1− ∆̃4)−

1
2 − xn

)2
+

i(xm + (k +
1
2
)
√

π~)xn

]
|xmxn〉dxn

= |xm〉 ⊗
(

1√
π

exp

[
− ∆̃2x2

m

2(1− ∆̃4)

]∫ ∞

−∞
exp

[
−

(
1

2∆̃2

)
(xn − xm)2

]
·

exp
[
i(xm + (k +

1
2
)
√

π~)xn

]
|xn〉dxn

)

Normalization of the state belonging to Bob gives that

|ψB〉 =
1

(
π∆̃2

)1/4

∫ ∞

−∞
exp

[
− 1

2∆̃2
(xn − xm)2 + i(xm + (k +

1
2
)
√

π~)xn

]
|xn〉dxn.

This simulates a squeezed state |r, α〉, with r ∈ R and α ∈ C such that 〈x〉 = xm. This is
because the probability that Bob measures position value xn is given by

|〈ψB|xn〉|2 =
1

(
π∆̃2

)1/2
exp

[
− 1

∆̃2
(xn − xm)2

]
= P

|r,α〉
X (xn)

if and only if ∆̃2 = ~e−2r (see Theorem 4.2.5).

If Bob measures in the p-basis, then the probability that he measures momentum value pk is
given by |〈pk|ψB〉|2. We calculate 〈pk|ψB〉.

〈pk|ψB〉 =
1

(
π∆̃2

)1/4

∫ ∞

−∞

∫ ∞

−∞
e−ipkx exp

[
− 1

2∆̃2
(xn − xm)2 + i(xm + (k +

1
2
)
√

π~)xn

]
·

δ(x− xn)dxndx

=
1

(
π∆̃2

)1/4

∫ ∞

−∞
exp

[
− 1

2∆̃2
(xn − xm)2 + i(xm + (k +

1
2
)
√

π~)xn

]
·

(∫ ∞

−∞
e−ipkxδ(x− xn)dx

)
dxn

=
1

(
π∆̃2

)1/4

∫ ∞

−∞
exp

[
− 1

2∆̃2
(xn − xm)2 − i

(
pk − (xm + (k +

1
2
)
√

π~)
)

xn

]
dxn

This equation is similar to Eq. 4.1 after substituting ∆̃2 = e2r~, 〈p〉 = ~(xm + (k + 1
2)
√

π~)
and pn = ~pk. Following the steps after Eq. 4.1 we find

P
|ψB〉
P (pk) =

∆̃√
π

exp

[
−∆̃2

(
pk −

(
xm + (k +

1
2
)
√

π~
))2

]
.
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This means that the mean momentum value to measure is xm +(k + 1
2)
√

π~ and the variance
is 1

2∆̃2
.

The calculations when Alice measured |ψ0〉 in the p-basis follow easily from the substitu-
tions xm → −pm, xn → pn. ¤

From Theorem 7.4.1 we see that the key exchange protocol GP00 can be seen as an entan-
glement based protocol. This entanglement based protocol is as follows.

Entanglement Based version of GP00

Alice prepares (4 + δ)n states |ψ0〉 with ∆̃2 = ~e−2r̂ with r̂ > 0 fixed. Alice measures her
part of each of these states in the x or p-basis at random and extracts a bit value. After the
measurement she sends the other part of each state to Bob, who measures it in the x or the
p-basis at random. There are two possible scenarios;

• Suppose Alice measures in the x-basis and measures position value xm. Because P (xm)
is a Gaussian distribution centered at 0 we have that xm is an element of L0 or L1 with
equal probability. Alice extracts a bit value depending on whether xm is in L0 or L1 and
therefore the bit extracted by Alice is random. Alice sends the value φx = xm mod

√
π~

to Bob.

Suppose that Bob measures in the x-basis. From Theorem 7.4.1 we see that the prob-
ability that Bob measures the value xn such that xn − xm ∈ C, given that there is no
eavesdropper, is equal to the corresponding probability in the original squeezed state
protocol GP00. This means that Bob has probability 1− εs to extract the correct bit.

Suppose Bob measures in the p-basis. The mean momentum value to be measured
is xm +(k + 1

2)
√

π~ and therefore the probability that Bob extracts the correct bit is 1
2 .

• Suppose Alice measured in the p-basis and measured momentum value pm. The value
−pm is an element of L0 or L1 with equal probability. Alice extracts a bit from the
value −pm because that is the mean momentum value of the squeezed state received by
Bob.

Alice sends the value φp = −pm mod
√

π~ to Bob. Following the same line of rea-
soning as in the previous scenario, we conclude that if there is no eavesdropper then,
with probability 1− εs, Bob measures pn + pm ∈ C and thus extract the correct bit. If
Bob measures in the x-basis, then the probability that Bob extracts the correct bit is
1
2 .

Alice and Bob announce which bases they used and discard the cases where they did not use
the same basis. Alice decides on n bits to use as check bits, the others will serve as key bits.
Alice sends the value φx or φp (depending on in which basis she measured) to Bob with which
Bob can extract bit values. Alice and Bob announce the check bits and estimate the bit error
rate ε. The key bit strings belonging to Alice and Bob are respectively X and Y .

Information reconciliation and privacy amplification follow. Alice and Bob end with a se-
cret key K of length m if and only if ε is smaller than a certain threshold.
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We see that this protocol is similar to that described in 5.3.2. Instead of choosing to prepare a
squeezed state squeezed in x or in p and sampling the mean value of the squeezed state from a
probability distribution, Alice chooses to measure |ψ0〉 in the x or p-basis. The measurement
automatically samples a mean value and gives Bob a squeezed state squeezed in the correct
basis.

7.4.2 Secret key rate of GP00

For the proof of security we assume that Eve distributes quantum states to Alice and Bob.

The key exchange protocol GP00 is retrieved from the reduced generic key exchange pro-
tocol presented in Section 7.2.1 in the following way. We choose p = 1

2 and HA = HB = L2.
Further the following POVM’s are used.

F = F ′ = {|x〉〈x|}x∈R

G = G′ = {|p〉〈p|}p∈R
That is, F and F ′ are measurements in the x-basis and G and G′ are measurements in the
p-basis. Alice and Bob use the entanglement based version of GP00, as described in Section
7.4.1.

Every key bit in X is random and therefore the entropy of X is H(X) = h(1
2) = 1. With

probability ε a bit in Y differs from the corresponding bit in X and therefore H(X|Y ) = h(ε).
With this we see that the rate of GP00 is given by

R = 1− h(ε)− S(ρ) = 1− h(ε)−max
ρ̂∈R

S(ρ̂)

where ρ over L2⊗L2 is the “worst-case scenario” density operator that Alice and Bob choose
such that S(ρ) = maxρ̂∈R S(ρ̂). The protocol is secure when the rate R is positive.

7.4.3 Calculation of S(ρ)

Let ρ̂ ∈ R. This implies the following. Suppose that both quantum parts of ρ̂ are measured
in the x-basis or the p-basis. The probability that the bit values extracted from the measured
values differ, is equal to ε, the estimated bit error rate. In mathematical expressions this
becomes

∫ ∞

−∞

∫

xn−xm∈C
〈xmxn|ρ̂|xmxn〉dxndxm = 1− ε (7.15)

∫ ∞

−∞

∫

pn−pm∈C
〈pmpn|ρ̂|pmpn〉dpndpm = 1− ε (7.16)

∫ ∞

−∞

∫

xn−xm∈R\C
〈xmxn|ρ̂|xmxn〉dxndxm = ε (7.17)

∫ ∞

−∞

∫

pn−pm∈R\C
〈pmpn|ρ̂|pmpn〉dpndpm = ε (7.18)
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Alice and Bob use the entanglement based version of GP00 described in 7.4.1. Therefore, if
Alice measures the value xm, she extracts a bit from the value xm and sends φx based on xm.
If Alice measures the value pm, she extracts a bit from the value −pm and sends φp based on
−pm.

An important question is which projective measurement to use to calculate S(ρ). Using
the similarity with BB84, the projective measurement should have the following properties:

• The measurement operators, in both bases, express whether Alice and Bob extract the
same bit value or a different bit value.

• The measurement operators can be converted easily from the rectilinear to the diagonal
basis and vice versa.

A projective measurement that satisfies these conditions and is the continuous version of the
Bell measurement, is given by the measurement operators {|ψ(x, p)〉〈ψ(x, p)| : x, p ∈ R} where
|ψ(x, p)〉 is given by

|ψ(x, p)〉 =
∫ ∞

−∞
eipxn |xn, xn + x〉dxn (7.19)

≈
∫ ∞

−∞
eixpn |pn,−pn + p〉dpn (7.20)

We see that these operators are easily converted from the x to the p-basis because the state
is integrated over all xn ∈ R. Further, this is a projective measurement because the mea-
surements states are orthogonal and they form a partition of unity. They are orthogonal
because

〈ψ(x′, p′)|ψ(x, p)〉 =
∫ ∞

−∞

∫ ∞

−∞
e−ipxn+ip′xm〈xn, xn + x|xm, xm + x′〉dxmdxn

=
∫ ∞

−∞

∫ ∞

−∞
e−ipxn+ip′xm〈xn|xm〉〈xn + x|xm + x′〉dxmdxn

=
∫ ∞

−∞
e−ixn(p−p′)〈xn + x|xn + x′〉dxn

= δ(p− p′)δ(x− x′).

Further, they form a partition of unity because
∫ ∫

|ψ(x, p)〉〈ψ(x, p)|dpdx =
∫ ∫ (∫

eipxn |xn, xn + x〉dxn

)(∫
e−ipxm〈xm, xm + x|dxm

)
dpdx

=
∫ ∫ ∫ ∫

eip(xn−xm)|xn, xn + x〉〈xm, xm + x|dxndxmdpdx

=
∫ ∫

|xn, xn + x〉〈xn, xn + x|dxndx

=
∫ ∫

|xn〉〈xn| ⊗ |xn + x〉〈xn + x|dxndx

=
∫ ∫

|xn〉〈xn| ⊗ |xm〉〈xm|dxndxm

= I ⊗ I.
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Because {|ψ(x, p)〉〈ψ(x, p)| : x, p ∈ R} is a projective measurement, we see the following if the
state |ψ(x, p)〉 is measured. If Alice and Bob measure in the x-basis, then if Alice measures
position value xn then Bob measures position value xn + x. If Alice and Bob measure in the
p-basis, then if Alice measures position value pn then Bob measures position value −pn + p.
This corresponds to the entanglement based version of GP00.

From this we see that the states |ψ(x, p)〉 with x ∈ C denote the instances where Alice
and Bob find the same bit if they both measure in the x-basis and the states |ψ(x, p)〉 with
x ∈ Cc denote the instances where Alice and Bob find different bits if they both measure
in the x-basis. If p ∈ C then Alice and Bob find the same bit if they both measure in the
p-basis and if p ∈ Cc then Alice and Bob find different bits if they both measure in the p-basis.

With this basis we can calculate S(ρ). Define pxp to be the probability that measurement
operator |ψ(x, p)〉 is measured;

pxp = 〈ψ(x, p)|ρ̂|ψ(x, p)〉.

From Eq. ?? and ?? we see that pxp = ppx.

We can group these probabilities in such a way that the resulting four probabilities have
the same properties as the probabilities λ1, λ2, λ3, λ4 in Section 7.3.3. We group in the fol-
lowing way:

λ1 =
∫

p∈C

∫

x∈C
pxpdxdp λ3 =

∫

p∈C

∫

x∈Cc

pxpdxdp

λ2 =
∫

p∈Cc

∫

x∈C
pxpdxdp λ4 =

∫

p∈Cc

∫

x∈Cc

pxpdxdp.

The probability λ1 is the probability that if Alice and Bob both measure in the x-basis or
the p-basis, then they find the same bit value. The probability λ2 is the probability that if
Alice and Bob measure in the x-basis then they find the same bit value but if they measure
in the p-basis, they find different bits. The probability λ3 is the probability that if Alice
and Bob measure in the x-basis then they find different bit values but if they measure in the
p-basis, they find the same bit. The probability λ4 is the probability that if Alice and Bob
both measure in the x-basis or the p-basis, then they find different bits. These properties
are analogue to the properties of the Bell states of Section 7.3.3 and therefore equal to the
properties of the probabilities λ1, . . . , λ4 in Section 7.3.3. We find the same relations;

λ1 + λ2 =
∫ ∞

−∞

∫

x∈C
pxpdxdp

=
∫ ∞

−∞

∫

x∈C

∫ ∞

−∞

∫ ∞

−∞
e−ip(xm−xn)〈xm, xm + x|ρ̂|xn, xn + x〉dxndxmdxdp

=
∫

x∈C

∫ ∞

−∞
〈xn, xn + x|ρ̂|xn, xn + x〉dxndx

=
∫ ∞

−∞

∫

xn−xm∈C
〈xmxn|ρ̂|xmxn〉dxndxm

= 1− ε.
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In the same way we find

λ3 + λ4 =
∫ ∞

−∞

∫

x∈Cc

pxpdxdp

= ε.

The third relation becomes

λ2 =
∫

p∈Cc

∫

x∈C
pxpdxdp

=
∫

p∈Cc

∫

x∈C
ppxdxdp

=
∫

p∈C

∫

x∈Cc

pxpdxdp

= λ3.

With these three relations, λ1, λ2, λ3 can be written in terms of λ4 in the following way

λ1 = 1− 2ε + λ4

λ2 = ε− λ4

λ3 = ε− λ4.

These relations equal the relations 7.8,7.9,7.10. Using the additional information W = X⊕Y ,
further calculations are equal as in Section ??. We find that

R = H(X|W )−H(X|Y )− S(ρ|W )
= 1− h(ε)− h(ε)
= 1− 2h(ε).

Therefore, GP00 is secure when ε < 0.11. Because the error rate caused by the structure
of squeezed states, εs, is smaller than the total error rate ε, we have that εs < 0.11. This
is reached when r̂ > 0.243. This is an improvement of the lower bound for the squeezing
parameter. The lower bound given in [23] was r̂ > 0.289.

We note that if, for example, εs = 0.09, then to obtain ε < 0.11, Eve can do much less
than if εs = 0.04. This means that if εs = 0.09, then it will occur more often that ε > 0.11
and the protocol is aborted than if εs = 0.04.
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Chapter 8

Conclusion and Suggestions

Quantum Key Exchange (QKE) can solve the problem of Classical Key Exchange in Cryp-
tography. We studied the firstly introduced QKE protocol BB84, which works with qubits,
which are two-dimensional. The protocol BB84 has some disadvantages which are partially
solved by QKE that works with squeezed states, which are infinite-dimensional. A protocol
that works with squeezed states is GP00 [23], it resembles BB84.

We calculated important general properties of squeezed states. With the results of these
calculations we were able to fully understand and study SSGP. Together with a study of
BB84, the similarity between the protocols BB84 and GP00 was shown.

In [24], a method is presented with which the security of a class of QKE protocols can
be proved. We studied the general method and applied it to BB84. If ε is the estimated
bit error rate then BB84 is secure if ε < 0.11 which corresponds to the threshold found by
others. In [23], it was proven that if the squeezing parameter r̂ ≥ 0.289, then GP00 is secure
when ε < 0.11. Using the resemblance of BB84 and GP00 we applied the method to GP00
and found, that if r̂ ≥ 0.243, then GP00 is secure when ε < 0.11. This means that we could
prove the security of GP00 using the method and that we improved the lower bound of the
squeezing parameter.

A suggestion for further research is to apply the security method from [24] to a version
of GP00 where more than one bit is extracted from every squeezed state. We proposed a
protocol for sending m bits per squeezed state. Now we are able to apply the security method
from [24] to GP00, it would be interesting to apply it to a version where m bits are extracted
from every squeezed state.
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Appendix A

Linear Operator formulae

The following lemma’s presented will be helpful in calculations that involve linear operators.

The first lemma is known as the Baker-Campbell-Hausdorff formula. The second lemma
is a descendent of the Baker-Campbell-Hausdorff formula. For illustration we will prove the
first lemma.

Lemma A.0.2 Let A and B be linear operators. Then

eABe−A = B + [A,B] +
1
2!

[A, [A, B]] + . . . .

This is called the Baker-Campbell-Hausdorff formula.

Proof.

eABe−A =
∞∑

n=0

An

n!
B

∞∑

k=0

(−A)k

k!

=
∞∑

n=0

n∑

k=0

(−1)n−kAkBAn−k

k!(n− k)!

=
∞∑

n=0

1
n!

n∑

k=0

(
n
k

)
(−1)n−kAkBAn−k

=
∞∑

n=0

1
n!

[A(1), [A(2), . . . , [A(n), B]] . . .]

¤

Lemma A.0.3 Let A,B be linear operators. If [A, [A,B]] = [B, [A,B]] = 0 then

eA+B = e−
1
2
[A,B]eAeB

This is a descendent of the Baker-Campbell-Hausdorff formula.

The next lemma is a very simple one. If gives a trick to calculate the commutator of two
operators when they have a certain structure.
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Lemma A.0.4 Let A,B and C be linear operators. Then

[AB,C] = A[B,C] + [A,C]B

Proof.

[AB, C] = ABC − CAB

= ABC −ACB − CAB + ACB

= A(BC − CB) + (AC − CA)B
= A[B, C] + [A, C]B

¤

The following lemma presents formulae for the linear operators ∂
∂x and x ∂

∂x .

Lemma A.0.5 Let c, τ ∈ C. Let h(x) be a function over R. Then

ec ∂
∂x h(x) = h(x + c) and eτ(x ∂

∂x)h(x) = h(xeτ ).

Proof.

1. In general, the Taylor series of a function f(x) about a point x = a is given by

f(x) =
∞∑

n=0

(x− a)n

n!
∂nf(a)
∂xn

.

In the same manner we can give the Taylor series of h(x + c) about the point x:

h(x + c) =
∞∑

n=0

cn

n!
∂nh(x)

∂xn
=

( ∞∑

n=0

(c ∂
∂x)n

n!

)
h(x) = ec ∂

∂x h(x)

2. Following the reasoning of the first proof, the Taylor series of h(xeτ ) about the point x
is given by

h(xeτ ) = h(x + x(eτ − 1)) =
∞∑

k=0

(x(eτ − 1))k

k!
∂kh(x)

∂xk
=

∞∑

k=0

xk(eτ − 1)k

k!
∂kh(x)

∂xk

On the other hand,

eτ(x ∂
∂x)h(x) =

∞∑

n=0

τn

n!

(
x

∂

∂x

)n

h(x)

In the next definition a direct representation for
(
x ∂

∂x

)n
is given.

Definition A.0.6 For every n ∈ N with n ≥ 1, (x∂)n can be written as

(x
∂

∂x
)n =

n∑

k=1

Sn,kx
k ∂k

∂xk
,

where S(n, k) is the stirling number of the second kind and is defined by

S(n, k) =
1
k!

k−1∑

i=0

(−1)i

(
k

i

)
(k − i)n
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We want to prove that

∞∑

k=0

xk(eτ − 1)k

k!
∂kh(x)

∂xk
=

∞∑

n=0

τn

n!

(
x

∂

∂x

)n

h(x).

For k = 0 the left hand side equals h(x). The right hand side equals h(x) for n = 0. We
can now let the indices on both sides go from 1 to infinity instead of from 0 to infinity and
therefore we can substitute the result form Definition A.0.6 into the obtained equation.
The equation becomes

∞∑

k=1

xk(eτ − 1)k

k!
∂kh(x)

∂xk
=

∞∑

n=1

n∑

k=1

τn

n!
Sn,kx

k ∂kh(x)
∂xk

∞∑

k=1

xk(eτ − 1)k

k!
∂kh(x)

∂xk
=

∞∑

k=1

∞∑

n=k

τn

n!
Sn,kx

k ∂kh(x)
∂xk

(eτ − 1)k

k!
=

∞∑

n=k

τn

n!
Sn,k.

This last equation is one of the stirling identities and holds for k ∈ N, k ≥ 1.

¤
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Appendix B

Measurement in an orthonormal
basis

We prove that if a measurement is done in an orthonormal basis then the operator describing
the measurement is Hermitian and thus the measurement itself is a projective measurement.
We find this in the following lemma.

Lemma B.0.7 Let n ∈ N and mi ∈ R for every 1 ≤ i ≤ n. Suppose {|e1〉, |e2〉, . . . , |en〉} is
an orthonormal basis of the Hilbert space of dimension n. If we define the observable M as

M =
n∑

i=1

miPmi =
n∑

i=1

mi|ei〉〈ei|

then M is an Hermitian operator with spectral decomposition as above. Pmi is the projector
on the eigenspace of M with eigenvalue mi.

Proof. Because {|e1〉, |e2〉, . . . , |en〉} is a basis, every state in the Hilbert space can be written
as a linear combination of the basis elements. Suppose |ψ〉 =

∑n
i=1 αi|ei〉 and |φ〉 =

∑n
i=1 βi|ei〉

with αi, βi ∈ C for all 1 ≤ i ≤ n. Then

〈ψ|M |φ〉 =
n∑

i=1

miβi〈ψ|ei〉

=
n∑

i=1

n∑

j=1

miβiαj〈ej |ei〉

=
n∑

i=1

n∑

j=1

miβiαjδij

=
n∑

i=1

miβiαi.
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On the other hand we have

〈Mψ|φ〉 =
n∑

i=1

miαi〈ei|φ〉

=
n∑

i=1

n∑

j=1

miαiβj〈ei|ej〉

=
n∑

i=1

n∑

j=1

miβiαjδij

=
n∑

i=1

miβiαi.

so 〈ψ|M |φ〉 = 〈Mψ|φ〉 and the operator M is Hermitian. Because M |ei〉 = mi|ei〉 the oper-
ator M is already described in its spectral decomposition where Pmi is the projector on the
eigenspace of M with eigenvalue mi. ¤
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Appendix C

Choice of δ in step 1 of the protocol

The probability that Alice encodes and Bob measures in the same basis is 1/2. The expected
amount of values k where they encoded and measured in the same basis is 〈k〉 = 1

2(4 + δ)n =
(2 + 1

2δ)n. The probability that k is less than 2n is given by

P (k < 2n) =
1
2

(4+δ)n 2n−1∑

k=0

(
(4 + δ)n

k

)
.

We can say the following about this probability.

Theorem C.0.8 There are bounds on the probability P (k < 2n). In this theorem we will
give two of them.

P (k < 2n) ≤ 4 + δ

8nδ2

P (k < 2n) ≤ exp

(
−

1
4δ2n

4 + δ

)

Proof. If n is very large then the probability distribution of k approximately becomes a
normal distribution with mean µ = (4+δ)n · 1

2 = (2+ 1
2δ)n and variance σ2 = (4+δ)n · 1

2 · 1
2 =

(1 + 1
4δ)n.

The probability P (k < 2n) can now be expressed as

P (k < 2n) = P (k ≤ 2n|µ, σ2)

=
1
2

(
P (k ≤ 2n|µ, σ2) + P (k ≥ 2n + δn|µ, σ2)

)

=
1
2
P (|k − µ| ≥ 1

2
δn|µ, σ2)

Chebychev says that if X is a random variable with finite mean µ and finite variance σ2 then
it holds for every m > 0 that

P (|X − µ| ≥ m) ≤ σ2

m2
.
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With this we find that

P (k < 2n) =
1
2
P (|k − µ| ≥ 1

2
δn)

≤ (1 + 1
4δ)n

1
2(δn)2

=
4 + δ

2nδ2

On the other hand, we have Chernoff who says that if X =
∑(4+δ)n

i=1 Xi where all Xi are
identically and independently distributed with P (Xi = 0) = P (Xi = 1) = 1

2 then

P (X − 1
2
(4 + δ)n ≤ λ) ≤ exp

(
− λ2

(4 + δ)n

)
.

This gives us that

P (k − 1
2
(4 + δ)n ≤ −1

2
δn) ≤ exp

(
− (1

2δn)2

(4 + δ)n

)
= exp

(
−

1
4δ2n

4 + δ

)
.

¤

Only for small n the first bound is better.
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Appendix D

The Capacity of an n-ary
Symmetric Classical Channel

Suppose we have a classical channel over which Alice sends n bits at once to Bob. Let X
represent the bit string of length n sent by Alice and Y represents the bit string of length n
received by Bob. The capacity of the channel is given by

C = max
p(x):x∈X

I(X; Y )

where I(X;Y ) is the mutual information of X and Y and is defined by

I(X; Y ) =
∑

x∈X

∑

y∈Y

p(x)p(y|x) log
(

p(y|x)∑
x′∈X p(x′)p(y|x′)

)
.

Let xj with j ∈ J = {0, 1, . . . , 2n− 1} be a possible bit string sent by Alice and yj a possible
bit string received by Bob. A channel is a symmetric channel if it has the following properties.

∀j∈J [p(xj |0), . . . , p(xj |y2n−1) is a permutation of p(x0|y0), . . . , p(x0|y2n−1)]

∀j∈J [p(x0|yj), . . . , p(x2n−1|yj) is a permutation of p(x0|y0), . . . , p(x2n−1|y0)] .

The following theorem gives the capacity of an n-ary symmetric channel.

Theorem D.0.9 For a symmetric n-bit channel (n-ary symmetric channel) the capacity is
given by

CnSC = n +
∑

y∈Y

p(y|x0) log p(y|x0).

The capacity of the binary (n = 2) symmetric channel (BSC) is given by

CBSC = 1− h(p)

where p is the transition probability p(1|0) = p(0|1) as in the figure below.
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Figure D.1: Binary Symmetric Channel
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Proof. For symmetric channels capacity is achieved when the input X has a uniform distri-
bution, so ∀j∈J p(xj) = 1

2n . This can be seen in the following way

H(Y |X) = −
∑

x∈X

∑

y∈Y

p(x)p(y|x) log p(y|x)

= −
(∑

x∈X

p(x)

) ∑

y∈Y

p(y|x0) log p(y|x0)

= −
∑

y∈Y

p(y|x0) log p(y|x0). (D.1)

Equation D.1 is independent of the input distribution. We further see that

I(X; Y ) = H(Y )−H(Y |X)
≤ log 2n −H(Y |X)
= n−H(Y |X)

so CnSC ≤ n−H(Y |X). We substitute p(xj) = 1
2n in H(Y ).

H(Y ) = −
∑

y∈Y

p(y) log p(y)

= −
∑

y∈Y

(∑

x∈X

p(x)p(y|x)

)
log

(∑

x∈X

p(x)p(y|x)

)

= −
∑

y∈Y

(∑

x∈X

1
2n

p(y|x)

)
log

(∑

x∈X

1
2n

p(y|x)

)

= −
∑

y∈Y

1
2n

log
1
2n

= n

This means that capacity is reached when the input distribution is uniform. If we substitute
the uniform input distribution into the formula for the capacity we find that

CnSC = n +
∑

y∈Y

p(y|x0) log p(y|x0).
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A special case is n = 1. The capacity of this binary symmetric channel (BSC) is given by

CBSC = 1 + p log p + (1− p) log(1− p) = 1− h(p).

¤
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Appendix E

A calculation on Gaussian
distributions

The probability distribution of a Gaussian distribution with mean µ and variance σ2 is given
by

P (x) =
1

σ
√

2π
exp

(
−(x− µ)2

2σ2

)
.

Theorem E.0.10 Let the variable X be distributed according to a Gaussian distribution with
mean Y and variance σ2

A. Let Y be distributed according to a Gaussian distribution with mean
µ and variance σ2

B. Then X is distributed according to a Gaussian distribution with mean µ
and variance σ2

A + σ2
B.

Proof. The probability that X = x is given by

P (X = x) =
∫

y
P (y)P (X = x|Y = y)dy

=
1

2πσAσB

∫

y
exp

(
−(y − µ)2

2σ2
B

)
exp

(
−(x− y)2

2σ2
A

)
dy (E.1)

where

(y − µ)2

2σ2
B

+
(x− y)2

2σ2
A

=
1

2σ2
Aσ2

B

(
(σ2

A + σ2
B)y2 − 2(σ2

Aµ + σ2
Bx)y + σ2

Aµ2 + σ2
Bx2

)

=
1

2σ2
Aσ2

B

(
(σ2

A + σ2
B)

(
y − σ2

Aµ + σ2
Bx

σ2
A + σ2

B

)2

− (σ2
Aµ + σ2

Bx)2

σ2
A + σ2

B

+ σ2
Aµ2 + σ2

Bx2

)

=
σ2

A + σ2
B

2σ2
Aσ2

B

(
y − σ2

Aµ + σ2
Bx

σ2
A + σ2

B

)2

+
(x− µ)2

σ2
A + σ2

B

.
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If we substitute this result into Equation E.1 we find

P (X = x) =
1

2πσAσB
exp

(
− (x− µ)2

σ2
A + σ2

B

) ∫

y
exp

(
−σ2

A + σ2
B

2σ2
Aσ2

B

(
y − σ2

Aµ + σ2
Bx

σ2
A + σ2

B

)2
)

dy

=
1

2πσAσB

√
2πσ2

Aσ2
B

σ2
A + σ2

B

exp
(
− (x− µ)2

σ2
A + σ2

B

)

=
1√

2π(σ2
A + σ2

B)
exp

(
− (x− µ)2

σ2
A + σ2

B

)
.

¤

We can conclude that X is distributed according to a Gaussian distribution with mean µ and
variance σ2

A + σ2
B.
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