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A B S T R A C T

Satellite-based Communication (SATCOM) systems are gaining renewed momentum in Industry and Academia,
thanks to innovative services introduced by leading tech companies and the promising impact they can deliver
towards the global connectivity objective tackled by early 6G initiatives. On the one hand, the emergence
of new manufacturing processes and radio technologies promises to reduce service costs while guaranteeing
outstanding communication latency, available bandwidth, flexibility, and coverage range. On the other hand,
cybersecurity techniques and solutions applied in SATCOM links should be updated to reflect the substantial
advancements in attacker capabilities characterizing the last two decades. However, business urgency and
opportunities are leading operators towards challenging system trade-offs, resulting in an increased attack
surface and a general relaxation of the available security services.

In this paper, we tackle the cited problems and present a comprehensive survey on the link-layer security
threats, solutions, and challenges faced when deploying and operating SATCOM systems. Specifically, we
classify the literature on security for SATCOM systems into two main branches, i.e., physical-layer security and
cryptography schemes. Then, we further identify specific research domains for each of the identified branches,
focusing on dedicated security issues, including, e.g., physical-layer confidentiality, anti-jamming schemes,
anti-spoofing strategies, and quantum-based key distribution schemes. For each of the above domains, we
highlight the most essential techniques, peculiarities, advantages, disadvantages, lessons learned, and future
directions. Finally, we also identify emerging research topics whose additional investigation by Academia
and Industry could further attract researchers and investors, ultimately unleashing the full potential behind
ubiquitous satellite communications.
1. Introduction

SATCOMs play a vital role in the global telecommunication systems,
having found applications in a plethora of domains throughout the
last 50 years, including radio broadcasting, weather forecast, maritime
communications, assisted navigation, and military operations, to name
a few [1]. While the attention of Academia and Industry in the last
years was mainly focused on ground communication systems, recent
business initiatives launched by leading tech companies such as SpaceX,
Facebook, and Amazon generated new renewed interest in satellite-
based systems [2,3]. In particular, satellites are being deployed to
provide services in a variety of new application domains, e.g., to reach
remote locations providing unmatched connectivity (as per bandwidth
and cost), or to support low-power constrained Internet of Things
(IoT) devices [4]. As a result, recent commercial and standardization
activities clearly indicate SATCOMs as one of the most important
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enabling technologies for supporting the development of the upcoming
sixth-generation (6G) networks [5]. In addition, the business driving
factors also seem to indicate a bright future for SATCOMs. Indeed,
according to a dedicated research report by Market Research Future
(MRFR), ‘‘Satellite Communication Market Information by Product,
Technology, End-Use, and Region-Forecast till 2025’’, the SATCOM
market is anticipated to reach USD 41,860 Million by 2025, sporting
a 8.40% Compound Annual Growth Rate (CAGR).

Despite the promising applications and forecasting, the adoption of
satellite links generally widens the threat surface of a system, introduc-
ing new vulnerabilities. Indeed, the ease to eavesdrop, tamper, disrupt,
and reroute the satellite traffic provides the attacker with an extensive
portfolio of opportunities to launch cyber-attacks at scale and affect
the operations of such systems in different ways [6]. To complete the
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Table 1
Main addressed topics and differences between surveys touching SATCOM systems.
Ref. Information-theoretic

security
Anti-
jamming

Anti-
spoofing

Security research
challenges

Machine
learning

Cryptography

[8] ✗ ✗ ✗ ✓ ✗ ✓

[9] ✗ ✗ ✗ ✗ ✓ ✗

[10] ✓ ✗ ✗ ✓ ✗ ✗

[11] ✗ ✓ ✓ ✓ ✗ ✗

[12] ✗ ✓ ✓ ✓ ✗ ✗

[13] ✗ ✗ ✗ ✓ ✓ ✗

[14] ✗ ✗ ✓ ✓ ✗ ✓

[15] ✗ ✗ ✓ ✗ ✗ ✓

[16] ✗ ✗ ✓ ✓ ✗ ✓

[17] ✗ ✗ ✗ ✗ ✗ ✗

[18] ✓ ✗ ✓ ✓ ✗ ✓

[19] ✓ ✗ ✗ ✓ ✗ ✗

This survey ✓ ✓ ✓ ✓ ✓ ✓
scenario, there is also the fact that the military satellite backbone is
subject to the same (if not bigger) issues [7].

The severity of the cited threats could be even higher when consid-
ering that most of the current satellite systems either do not integrate
security at all or run outdated security techniques, unable to face the
complex attacks launched today [8]. As a result, security solutions for
SATCOM should be revisited and coupled with the unique features of
satellite-based systems.

Several contributions in the last decade already investigated secu-
rity issues in the context of SATCOM (refer to Table 1 for an overview).
Looking at the main contributions on SATCOM security, valuable in-
sights are provided by, e.g. [11,12,14,15,18], and [16]. However, they
only preliminarily identified the GNSS spoofing and GNSS jamming
attacks and presented the adopted solutions and mitigation techniques
available from the literature. Moreover, the study by the authors in [10]
only summarize the schemes targeting data secrecy at the physical
layer, with a focus on information-theoretic schemes only. Other sur-
veys, such as the one in [19], focused specifically on some research
areas, such as quantum computing, missing the contextualization of
such areas to other research in the SATCOM domain. It is also worth
mentioning the recent contribution by [20], highlighting the threats
affecting specific application areas where SATCOM links play a role.
However, such a survey focuses on the review of the literature, rather
than on the identification of the research areas where such contribu-
tions are provided. Moreover, although many contributions are avail-
able on secure routing, e.g. [21,22], the focus of our investigation is
link-layer security in satellite communications, and secure routing is
therefore out of scope. As a result, we notice that the current literature
is still missing a comprehensive survey, presenting and exploring all the
facets of the threat surface to be considered when deploying SATCOM
systems at the link-layer, as well as related countermeasures.

Contribution. In this paper, we fill the afore-described gaps by pro-
viding a comprehensive survey on security threats, solutions, mitigation
strategies, and research challenges faced when designing and deploying
secure SATCOM systems. In detail, we classify the security solutions
related to the link-layer of SATCOM systems available in the literature
into two main research domains, i.e., physical-layer approaches and
cryptography techniques. Next, we delve into each area, looking at the
offered security services and how such schemes guarantee the desired
security objectives. For each area, as a novel contribution, we describe
the threat models, assumptions, system requirements, and operational
strategy, and we cross-compare the most important proposals along
their characterizing features (see Fig. 1 for a graphical overview).
Finally, within each research domain, we also identify novel future
research directions and additional research challenges.

Roadmap. The rest of this paper is organized as follows. Section 2
introduces the basics of SATCOMs; Section 3 introduces information-
theoretic security strategies and solutions to enhance data secrecy;
Section 4 analyzes the applications of cryptography schemes in SAT-
COMs; Section 5 outlines emerging research domains; and, finally,
in Section 6 we tighten some conclusions. Refer to Table 2 for the
2

acronyms list.
2. Background

This section introduces the main notions related to SATCOM sys-
tems used within our manuscript, including the satellites constellations,
architectures, and the involved protocols. Overall, this section aims to
provide the reader with the needed background on SATCOM technolo-
gies and their main features, that will be used in the sequel of the
paper.

2.1. Satellite constellations

The main features that distinguish satellites orbits are the shape
(circular or elliptical), the altitude (Low-Earth, Medium-Earth, or Geo-
stationary), the travel direction (clockwise or counterclockwise), and
the inclination to the plane of the Earth’s equator [23]. The most
popular of the previously cited features is the altitude: we distinguish
Low Earth Orbit (LEO), Medium Earth Orbit (MEO) and Geostationary
Equatorial Orbit (GEO). The respective altitude ranges from the Earth
surface are 500 to 900 km for LEO, 5000 to 25,000 km for MEO, and
36,000 km for GEO [24]. The altitude is directly related to the services
offered to the end users. Without loss of generality, the farther is the
satellite from the Earth surface, the greater is the Earth coverage area.
Indeed, the Earth Coverage for LEO satellites is quite small, for MEO is
larger and for GEO is sizeable. For instance, according to the authors
in [25], a LEO satellite located 550 km over the Earth surface, having
an elevation of 40 degrees, can cover an area of approx. 1.05 million
km squared, with an approximate radius of 580 km. At the same time,
according to the authors in [26], a GEO satellite can cover 40 degrees of
latitude, i.e., approximately one-third of the Earth surface. Given that
the coverage range is directly related to the number of satellites to be
operated, such a number decreases when the distance from the Earth
increases.

SATCOM uplink and downlink channels adopt different frequencies
to mitigate the interference on the ground and at the satellite. The
band, frequency regulations, and recommendations are authorized by
Federal Communications Commission (FCC) and International Telecom-
munications Union (ITU). For instance, according to the European
Space Agency (ESA) [27], SATCOMs frequency bands are standardized
in the range of 1 ∼ 40 GHz, as reported in Table 3.

For instance, Inmarsat [28] is a provider of SATCOM services that
adopt GEO satellites to provide telephone and data services to users
worldwide. Companies like SpaceX [29] and Iridium [30,31] are plan-
ning to launch in orbit thousands of LEO satellites to provide low
latency, broadband internet systems, voice, and data services anywhere

on Earth.
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Fig. 1. Taxonomy and classification of the major scientific contributions dealing with security in SATCOM. We identified two major research streams, i.e., physical-layer security
and cryptography solutions. Within each stream, we extract specific research domains, where several different solutions are available.
Fig. 2. SATCOM architecture.
2.2. Communication architecture

The reference communication architecture of a SATCOM system, as
depicted in Fig. 2, is generally characterized by: (i) a space segment
including the Satellite to Satellite (SS) and the Satellite to Ground (SG)
links; (ii) a ground segment, defined by the satellite operators (or
gateways) and network operators, enabling the Ground to Satellite (GS),
Ground to Ground (GG), Satellite to Ground (SG), forwarding, and the
Satellite to User (SU) links; and finally, (iii) a user segment, which
includes the terminals, e.g., ships, airplanes, and satellite smartphones,
enabling the additional User to Ground (UG) and the User to Satellite
(US) links.

The space segment of a SATCOM architecture is one of the three
main components of a SATCOM system. This segment comprises GEO
satellites to support business in navigation, data, mobile television,
and radio broadcasting systems. At the same time, MEO satellites are
deployed to deliver low-latency and high-bandwidth data connectiv-
ity to service providers, agencies and industries, and to support the
network connectivity in the avionic/maritime domain. LEO satellite
constellations are also adopted for several applications such as imaging,
and low-bandwidth telecommunications and broadband internet. Each
of these satellites is placed in orbit by a launch vehicle. The space
3

segment also includes military and defense communication systems,
as well as commercial SATCOM transponders and payloads. Note that
the afore-mentioned communication links involving satellites all use
frequencies in the L-band, in the range [1 − −2] GHz.

The ground segment can help to establish the communication be-
tween the satellites and all the terminals defined in the user segment.
It comprises dedicated Gateway stations, namely Satellite Operator,
infrastructures for control, Network Operator such as the Network
Control Centre (NCC) and the Network Management Centre (NMC)
supporting the satellite access requests from users.

The user segment includes the user terminals, such as satellite
mobile phones, ships, and airplane, to name a few. These devices
can communicate with satellites by leveraging the link between the
ground segment and the user segment, such as the forward link [32],
while their communication with the gateways can take place over
any communication technology. The forward link consists of both an
uplink (base station to satellite) and a downlink (satellite to mobile
user). Conversely, constellations like Iridium, Globalstar, Thuraya and
Inmarsat allow a direct connection of the user handsets to the satellites,
using the User to Satellite (US) link that typically uses frequencies in the
L-band.
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Table 2
Acronym list.

Abbreviation Definition

AES Advanced Encryption Standard
AF Amplify and Forward
AGC Automatic Gain Control
AI Artificial Intelligence
AWGN Additive White Gaussian Noise
CNR Carrier-to-Noise Ratio
CPS Cyber–Physical Systems
CRN Cognitive Radio Network
CSI Channel State Information
D2D Device-to-Device Communications
DF Decode and Forward
DoS Denial of Service
ECC Elliptic Curve Cryptography
ECDSA Elliptic Curve Digital Signature Algorithm
ESA European Space Agency
ESR Ergodic Secrecy Rate
FDMA Frequency Division Multiple Access
GG Ground-to-Ground
GNSS Global Navigation Satellite System
GPS Global Positioning System
IoST Internet of Space Things
IoT Internet of Things
MIMO Multiple-Input Multiple-Output
MISO Multiple-Input Single-Output
MITM Man-In-The-Middle
mMIMO Massive MIMO
NFC Near Field Communication
NIC Network Interface Card
NIST National Institute of Standards and Technology
NOAA National Oceanic and Atmospheric Administration
NOMA Non-Orthogonal Multiple Access
OFDM Orthogonal Frequency Division Multiplexing
OFDMA Orthogonal Frequency Division Multiplexing Access
OTP One-Time-Pad
PDR Packet Delivery Ratio
PS Power Splitting
QoS Quality of Service
RF Radio Frequency
RFID Radio Frequency IDentification
RSMA Rate-Splitting Multiple Access
SATCOM Satellite-based Communication
SDN Software Defined Networking
SDR Software Defined Radio
SEE Secrecy Energy Efficiency
SG Satellite-to-Ground
SIMO Single-Input Multiple-Output
SINR Signal to Noise plus Interference Ratio
SISO Single-Input Single-Output
SNR Signal-to-Noise Ratio
SOP Secrecy Outage Probability
SRM Secrecy Rate Maximization
SS Satellite-to-Satellite
TDMA Time Division Multiple Access
TS Time Splitting
UAV Unmanned Aerial Vehicles
VLC Visible Light Communications
VSAT Very Small Aperture Terminal

While the above discussion covers the traditional SATCOM archi-
ecture, many variations can be found. In this context, it is worth
oting that the 3GPP issued several standards over the last few years,
ith the objective to define the general architecture of non-terrestrial

atellite networks in the context of 5G networks. Such standards are
eant for several types of non-terrestrial communications, includ-

ng GNSS, High-Altitude Platform Systems (HAPS), and air-to-ground
ommunications—illustrating use-cases, scenarios, channels to be used,
nd modulation formats, to name a few [33].

Finally, from the security perspective, note that attacks can be
aunched in any of the identified segments. Thus, the ground segment
hould be appropriately secured, as well as any communication orig-
nating from the satellite should be protected, independently from its
4

target destination (ground or space). More details on the specific threats
will be provided in the following sections.

3. Physical layer security schemes for SATCOM

In this section, we introduce, review, and classify approaches in-
vestigating security issues of SATCOM technologies at the physical
layer. Specifically, Section 3.1 introduces information-theoretic secu-
rity approaches for physical layer confidentiality of communications,
Section 3.2 focuses on GNSS anti-spoofing techniques, while Section 3.3
includes considerations on anti-jamming solutions of SATCOM. To con-
clude our critical discussion, Section 3.4 summarizes the main lessons
learned while Section 3.5 highlights future research directions in the
area of physical-layer security.

3.1. Information theoretic security

SATCOMs are particularly prone to eavesdropping due to the broad-
cast nature of the wireless medium and the very large coverage area.
Usually, the confidentiality of SATCOM communications is provided via
traditional cryptographic protocols such as Advanced Encryption Stan-
dard (AES), working at the MAC-layer or above. However, legacy satel-
lites deployments often use old and proprietary customized versions
of AES, frequently found later to be insecure. As a result, motivated
adversaries featuring powerful capabilities and tools can easily collect
a consistent amount of encrypted data and possibly compromising com-
munications confidentiality. Moreover, many satellites deployments
were set up several years ago, when wireless security was not conceived
as a requirement. Indeed, attacks on SATCOM channels was conceived
by the operators as hard to achieve, and overall, security was thought
as a slow-down factor rather than an enabler. Thus, many satellites do
not implement any security protection, and updating them today would
require high costs [34].

Taking into account the above exposed issues, in the last years many
contributions proposed to provide confidentiality to SATCOM scenarios
by applying information-theoretic security schemes. The rationale sup-
porting such schemes is the following: information-theoretic security
approaches leverage the inherent randomness and noise of SATCOM
communication channels to minimize the amount of information that
can be extracted at the PHY layer by an unauthorized receiver [35].
This is typically achieved by guaranteeing that the quality of the chan-
nel, expressed in terms of Signal-to-Noise Ratio (SNR), exceeds a given
bound only at the authorized receiver’s location while remaining below
the set threshold in other locations, so that an eavesdropper cannot
decode the received message. Moreover, such schemes typically do not
assume any constraints for the eavesdropper in terms of processing
capabilities or network parameter knowledge, and the resulting secu-
rity features can be quantified analytically via dedicated channel-level
metrics. The afore-mentioned security features are achieved without
resorting to cryptography materials (e.g. shared key, certificates) or
crypto related computations, hence resulting in a very efficient solution
(from the computational, storage, and bandwidth point of view).

We present a comprehensive classification of the scientific contri-
butions that achieve confidentiality via information-theoretic schemes
in SATCOM scenarios in Table 4. In the following, we summarize the
most important features identified throughout our analysis.

Performance Metrics. Many performance metrics can be used to
evaluate the effectiveness of a scheme proposed to ensure confiden-
tiality at the PHY-layer via information-theoretic schemes, including,
e.g., the secrecy capacity/secrecy rate, average secrecy rate, and se-
crecy outage probability, to name a few. We hereby present the defi-
nition of the most important ones, leading to the definition of all the
others.

We assume that a malicious user 𝐸 is interested in eavesdropping
the traffic exchanged between two legitimate network entities and cor-
rectly decoding the information. The Secrecy Rate of the communication
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Table 3
Satellites frequency bands and applications.

Satellite frequency
[GHz]

Band name Applications

1–2 L Positioning Systems, Mobile phones, Sea/Land/Air Communications, Radio
2–4 S NASA communications with Space Shuttle and International Space Station
4–8 C Satellite TV/feed

8–12 X Military, radar (continuous-wave, pulsed, single-polarization, dual-polarization, synthetic aperture radar, phased arrays), weather
monitoring, air traffic control, maritime vessel traffic control, defence tracking, vehicle speed detection

12–18 Ku Broadcast satellites
26–40 Ka Close-range targeting radars on military aircraft
Table 4
Comparison of scientific contributions adopting information-theoretic approaches for SATCOM confidentiality.

Ref. Link CSI Adversary Adversary antennas Adversary antenna type Performance metrics

[36] SG Imperfect, Statistical External Single Omni-Directional SOP, SR
[37] SG ✓ Internal, External Single Omni-Directional SR
[38] SG ✓ Internal Multiple Omni-Directional SR
[39] SG, GS ✓, Imperfect External Single Omni-Directional Secrecy Capacity (SC)
[40] SG ✗ External Dual Polarized Antenna Omni-Directional Polarization Filtering
[41] SG Imperfect Internal Single Omni-Directional Sum SR
[42] SG, GS ✓, Statistical Internal Single Omni-Directional SC
[43] SG ✓ External Single Omni-Directional SR
[44] SG ✓ External Unipolar Parabolic Antennas Omni-Directional SR, SC
[45] SG ✓, Imperfect External Single Omni-Directional SR
[46] SG, GS ✓ External Single Omni-Directional Sum SR
[47] SG ✓ External Single Omni-Directional SR
[48] SG ✓ External Single Omni-Directional SR
[49] SG ✗ External Single Omni-Directional SC, SNR, BER
[50] SG ✓ External Single Omni-Directional SC, SOP
[51] SG Imperfect External Multiple Omni-Directional SR
[52] SG Imperfect External Single Omni-Directional SR
[53] SG ✓ External Single Omni-Directional SOP, SC
[54] SG, GS ✓, Imperfect External Single Omni-Directional SC, SOP
[55] SG ✓ External Single Omni-Directional SC
a
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link is defined as the difference between the capacity of the eavesdrop-
per 𝐸 and the capacity of the legitimate user [56], where the capacity
s the maximum transmission rate at which an eavesdropper is unable
o decode any information. The secrecy rate of the legitimate source-to-
estination communication link at the physical layer is defined as in
he following Eq. (1):

= 𝐶𝐿 − 𝐶𝐸 , (1)

here 𝐶𝐿 is the capacity of the legitimate channel and 𝐶𝐸 is the
apacity of the channel source-eavesdropper.

Another important metric is the Secrecy Outage Probability (SOP),
efined as the probability that the instantaneous secrecy capacity drops
elow a specific threshold value, representing a target secrecy rate [57].
he other metrics listed in Table 4 can be derived from the ones previ-
usly introduced. Additional details can be found in surveys dedicated
o the topic, such as [35].
Link. The largest part of the analyzed works considered the

atellite-to-Ground (SG) link, applying information-theoretic
pproaches to secure the communications from the satellite to the
round receivers. To the best of our knowledge, only four works con-
idered the Ground-to-Satellite link, i.e., [39,42,46], and [54], while
ther links are never considered.
CSI Availability. One of the prominent features allowing to com-

are the contributions on physical-layer security is the amount of
nformation known to the network about the attacker. Looking at
he adversary model, the most restrictive assumption is the complete
navailability of information about the channel experienced by the
avesdropper (in technical terms, this is the Channel State Information
CSI)). The vast majority of the works assume the perfect knowledge
f the channel quality at the eavesdropper side. This is the most
ecure approach to analyze the problem from an information-theoretic
erspective, as it allows to maximize in analytical terms the difference
etween the legitimate channel and the (potentially) eavesdropped one,
5

i.e. the secrecy rate. In practice, the cited objective is guaranteed by
either reducing the probability of correct signal decoding by the adver-
sary, or maximizing the secrecy rate of the main communication links.
Few other approaches, instead, assume to know either partially (Imper-
fect) or completely the channel experienced by potential eavesdroppers.
Such adversary model is often referred to as an active eavesdropper, as
it is a legitimate network node, interacting with the network at times
(so, its CSI parameter is known), but also equipped with eavesdrop-
ping capabilities on other communications. A few contributions, such
as [36,39,41,45,51,52,54] evaluated the impact of the aforementioned
assumption on the related security metrics.

Adversary. In line with related work, we consider two types of
dversaries: the internal and the external one. In particular, we define
n internal adversary as an attacker playing the role of a legitimate
etwork entity, actively participating in the network activities by trans-
itting and receiving information, such as an active eavesdropper [58].
e define an external adversary as an attacker who is not part of
legitimate SATCOM, also striving to remain not detected–hidden.

his latter category also comprises the external eavesdropper, needing a
imple receiving antenna tuned on the same frequency of the legitimate
ommunication channel to receive packets successfully.
Adversarial Receiving Antennas. The simplest adversary model,

onsidered by most of the analyzed contributions, is a single eavesdrop-
er, not sharing any information with other receivers [36,37,39,41–43,
5–50,52–54]. We remark that this is the easiest to analyze from the
ecurity perspective, as the previously-mentioned performance metrics
nly have to consider a single adversary. Just a few works, i.e., [44,51],
onsidered multiple antennas, even if no collusion between them is
onsidered, thus reducing the adversary model to the same of multi
ingle-antenna adversaries.
Adversarial Antenna Type. All the analyzed contributions consider

dversaries equipped with omnidirectional antennas, i.e., antennas cap-
uring the information independently from the source location and
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Table 5
Comparison of GPS/GNSS Spoofing Detection Methods and related system requirements.

Ref. GNSS Spoofing Detection Means No need of
multiple
antennas

No PHY-layer
information
required

No need of
ad-hoc network
infrastructure

No need of
dedicated
hardware

[63] Statistics Approach ✓ ✓ ✓ ✓

[64] HF Antenna Motion & Carrier-Phase ✓ ✗ ✓ ✗

[65] Phase-Only Analysis of Variance ✗ ✗ ✓ ✗

[66] Symmetric Difference Autocorrelation Distortion Monitor and a Total in-band Power Monitor ✓ ✗ ✓ ✗

[59] Meteor Burst Communications ✗ ✗ ✗ ✓

[62] Cellular Network ✓ ✓ ✓ ✓

[67] Cross-Check Receivers ✗ ✗ ✗ ✗

[68] Multilateration Phasor Measurement Units in Smart Grids ✗ ✓ ✗ ✗

[69] Cross-Correlation and Cooperative Authentication ✓ ✓ ✗ ✓

[70,71] Carrier-Phase Measurements ✗ ✗ ✓ ✗

[72] Code Signals Correlation ✓ ✓ ✓ ✗

[73] Total Signals Energy Measurement ✓ ✗ ✓ ✗

[74] Time Authentication ✓ ✗ ✗ ✗

[75] Multi-Receiver Hybrid Communication Network for Power Grid Timing Verification ✓ ✗ ✗ ✗

[76] Fraction Parts of Double-difference Carrier Phases ✗ ✗ ✓ ✗

[77,78] Channel Gain/Estimation Noise ✓ ✓ ✓ ✓

[79] Least Absolute Shrinkage and Selection Operator ✓ ✗ ✓ ✓

[80] Chips-Message Robust Authentication ✓ ✗ ✓ ✗

[81] Neural Network ✓ ✓ ✓ ✓

[82–84] Maximum-Likelihood ✓ ✗ ✓ ✗

[85] K-mean clustering ✓ ✗ ✓ ✓

[86] Control Theory (IMU sensor) in UAVs ✓ ✓ ✓ ✓

[87] Cooperative Receivers Positions ✓ ✓ ✗ ✓

[88] Semi-Codeless Receiver ✓ ✗ ✓ ✗

[89] Genetic Algorithm, Shortest Path and Pattern Matching ✓ ✓ ✓ ✓

[90] Supervised Machine Learning ✓ ✗ ✓ ✓

[31] IRIDIUM Ring Alert ✓ ✓ ✓ ✓
(partially) radio environment. While such a model could appear the
strongest, it does not consider a realistic SATCOM scenario, where
obstacles at the ground could alter the profile of the received signal,
as well as the previously-mentioned performance metrics.

3.2. Anti-spoofing schemes

Without loss of generality, spoofing refers to disguising a commu-
nication from an unknown source as being from a known, trusted
source [18].

Like any other wireless communication technology, SATCOMs are
in principle vulnerable to spoofing attacks. The issue is even more
cogent because of the presence of legacy deployments, as previously
described in Section 3.1. Today, several satellite systems transmit either
unauthenticated messages, or authenticated at the application layer,
via either symmetric key (implicit authentication) or public key solu-
tions. A few examples include GNSS technologies such as GPS, Beidou,
Glonass, and Galileo, and weather satellites such as National Oceanic
and Atmospheric Administration (NOAA) and Meteor [59].

Given the considerable threat surface, the design of anti-spoofing
techniques for SATCOM scenarios has been largely focused on GNSS
technologies due to their widespread use and increasing importance
in the modern connected society [60]. Today, thanks to the sensitive
advances in the design of Software Defined Radios (SDRs), performing
GNSS spoofing attacks is surprisingly easy. An attacker needs an SDR
and an omnidirectional transmitting antenna; by downloading freely-
available tools such as gps-sdr-sim [61], the attacker just needs to
un a script to emulate a complete satellite constellation and move the
arget wherever in the world, also for a significant period of time [62].
onsidering that GNSS satellites are also used for time synchronization

n several IoT deployments, detecting spoofing attacks with lightweight
nd effective techniques is of paramount importance.

Table 5 summarizes the most important contributions in the topic
f GNSS anti-spoofing and cross-compares them across reference system
eatures.
GNSS Spoofing Detection Means. A large variety of means have

been used to detect GNSS spoofing attacks. Approaches use either
6

PHY-layer information [59,64–67,70,71,73–76,79,80,82–85,88,90], or
additional communication technologies [31,62,63,68,69,72], or tech-
niques based on Machine Learning (ML) over heterogeneous data [81–
85,89,90]. All these techniques share the basic consideration that the
bitstrings in GNSS signals cannot be modified to be more secure before
being transmitted. Indeed, such modifications would require temporar-
ily stopping the operation of the GNSS satellite, causing significant and
unmanageable costs and effort.

Usage of Multiple Receiving Antennas. Simplest GNSS spoofing
attacks assume that the adversary transmits a fake GNSS signal us-
ing only a single antenna. Signal cross-correlation detection methods
identify such attacks by discriminating the injected signal from the
expected one, as it is transmitted using different devices than the
ones the target satellite is equipped with. Comparing the correlation
of the received signals using more than one antenna at the receiver
side will result in a significant difference in signal characteristics,
such as the carrier phase and amplitude. This is just an example of
a technique employing multiple receiving antennas to detect GNSS
spoofing, and other examples include the contributions by the authors
in [59,65,67,68,70,71,76]. Although being relatively cheap to deploy,
such solutions usually require the deployment of multiple antennas and
their connection to a single system, i.e., the hardware modification of
the receiving device. Often, such operations might be too expensive or
impractical to be applied due to application-specific limitations.

Usage of PHY-layer information. GNSS messages transmitted by
satellites go through different phases of signal processing before being
converted into a digital form at the receiver side. The anomalies in the
characteristics of signals during any of these processing phases could be
used to detect counterfeit GNSS signals [91]. Anomalies can be found in
signals features such as received power, Carrier-to-Noise Ratio (CNR),
quality, correlation, Automatic Gain Control (AGC), clock bias, and
angle of arrival, to name a few. Such features are used in many ap-
proaches, e.g., [64–66,74], to detect GNSS spoofing attacks. On the one
hand, such techniques could be compelling and reliable. On the other
hand, they require the receiving devices to access such information,
which is not always possible. Indeed, many modern chipsets do not
provide PHY-layer information to the devices they are connected to or
integrated into, preventing the application of such approaches.
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Usage of Ad-Hoc Network Infrastructures. Other contributions
leverage additional network infrastructures, set up ad-hoc for GNSS
spoofing detection. This is the case of approaches using dedicated sen-
sors deployments [59,67–69,74,75,87]. Other approaches, such as [31,
62], use opportunistic signals gathered by other communication infras-
tructures, such as the cellular network and the IRIDIUM constellation.
While the first set of approaches require a dedicated setup, that is not
always possible, the security of the second class of approaches mostly
depends on the adversary model and on its capability to spoof also the
additional wireless signals.

Usage of Dedicated Hardware. Many solutions have been pro-
posed in the last years, recurring to dedicated hardware to detect GNSS
spoofing attacks. Such approaches leverage either specific informa-
tion available from the radio channel [64–67,70,71,73–76,80,82–84,
88], or specific type of arrays of antennas, or the use of dedicated
sensors providing inertial measurements [86]. Similarly to previous
approaches using multiple antennas, such techniques might be very
efficient. However, they require the adoption of compatible hardware,
which sometimes does not represent a viable solution.

3.3. Anti-jamming strategies

In this section, we discuss the most important contributions dealing
with anti-jamming methods in SATCOM scenarios. Without loss of gen-
erality, jamming is defined as the injection of intentional interference
into the wireless channel in a way to disrupt the operations of a
legitimate communication channel [92]. Several classes of jammers
have been proposed in the scientific literature throughout the last
years [93]. With reference to the portion of time where they are
active, jammers can be constant, alternate, proactive (if they choose
a channel in advance, and jam it) [94], or reactive (if they jam a
specific channel only when RF activity is detected on that channel).
Considering the number of frequencies jammed at the same time,
jammers can be spot (a single jammed frequency) [95], sweep (multiple
frequencies, at different times) [96], or barrage (multiple frequencies
at the same time) [97]. Finally, based on the type of signal injected to
cause interference, we can have noise-jammers (if noise of a different
type, e.g., Additive White Gaussian Noise (AWGN) is injected on the
channel), or deceptive-jammers (if they inject a signal similar to the
legitimate ones). The effectiveness of a jammer strictly depends on the
communication parameters [98] set by both the transmitter and the
receiver [99]. Overall, to maximize the performance of the jammer, the
adversary should carefully analyze the radio link and then design and
deploy the appropriate type of jammer.

Jamming is particularly relevant in the context of SATCOM links,
and several contributions highlight the inefficacy of currently-deployed
communication schemes, e.g., Code Division Multiple Access (CDMA),
when powerful jammers target the communication links [100]. Ta-
ble 6 reviews the most important contributions providing anti-jamming
techniques in the SATCOM context and cross-compares them across
reference features.

In the following, we summarize the most important considerations
emerging from our analysis.

Link. Similarly to previous physical-layer solutions, also
anti-jamming strategies mostly considered the Satellite-to-Ground com-
munication link, focusing on increasing the availability of satellite
services on the ground. A few works, such as [107,111], and [119],
considered also the Ground-to-Satellite link, while only one work,
i.e, [119], discussed anti-jamming solutions for the Ground-to-Ground
link. The Satellite-to-Satellite link is never considered because of the
actual hardness of the jamming at high distances, though further studies
on this segment would be valuable. Technology. While some works fo-
cused on a generic SATCOM technology, most were more specific, and
analyzed the jamming issue in GNSS [104,106,108,110,116,117,121]
and Military SATCOM constellations. Others were even more focused,
7
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proposing anti-jamming schemes tailored to the specific GNSS technol-
ogy, such as the Chinese Beidou [115], the Russian Glonass [105], and
the US GPS [101–103,112,120].

Number of Jammers. Most of the analyzed works considered single
amming devices that are usually easier to detect and isolate from

SATCOM link due to its vast coverage range. Other recent contri-
utions, such [107,109,111,113,114,119] introduced particular tech-
iques to defend the commercial and civilian SATCOMs when one or
ore jammers are deployed in the scenario, thus being more effective

n real deployments. Indeed, the deployment of multiple jammers is
n essential problem in tactical and military scenarios, where the
dversary is so powerful to make the adoption of the current solutions
hallenging or impractical.
Type of Jammer. Characterizing and profiling the type of jam-

ing affecting the communication link is the first step towards the
eployment of an effective anti-jamming solution. Based on such con-
iderations, the authors in [109,112,116,117,119,121] proposed anti-
amming algorithms able to characterize the jamming signals emitted
rom multiple jammers and still guarantee the communication quality.
n this context, it is worth mentioning the work by the authors in [118],
itigating jamming in SATCOM by proposing a cost-effective solu-

ion able to thwart jamming through an efficient jamming-dependent
daptive frequency hopping pattern.
Anti-Jamming Technique. Many scientific contributions used

hysical layer parameters to estimate and guarantee the availability
f downlink and uplink SATCOMs under jamming. For instance, to
ace malicious jamming attacks, the contributions in [101–103,105,
12,120] recommended the use of well-known techniques such as
ast orthogonal search, signals cross-correlation, turbo codes, and dis-
ance theoretical models for the GPS signals. Alternatively, the authors
n [105] demonstrate that the single-frequency multi-constellation
eceivers offer better jamming resilience than multi-frequency (L1

L2) GPS receivers and that the GLONASS constellation demon-
trated a better resilience than GPS. Indeed, they propose a multi-
onstellation solution that adopts GPS and GLONASS receivers for
aritime applications.
No need of Dedicated Hardware. It is worth noticing that contri-

utions such as [103,104,111,113,118–120] do not require any dedi-
ated hardware to deploy the provided solution in a real environment.
uch solutions can be implemented via simple software updates—
cheap and convenient feature. Conversely, the remaining solutions

equire to intervene on the hardware, and their deployment depends
n the opportunity, cost, and convenience of such a modification.
Assessment Methodology. Finally, we notice that most of the

nalyzed approaches were evaluated using simulations. Although sim-
lations provide useful details into the performance of the disclosed
pproaches, they often miss some elements of the actual deployment,
ard to be modeled and controlled into a computer-based environment.
aking into account such considerations, approaches such as [102,105,
08,110,120,121] worked on real deployments, showing the effective-
ess of their solutions through via practical experiments or real-world
ata.

.4. Lessons learned

In the following, we summarize the main lessons learned from
he investigation and cross-comparison of the approaches working on
mproving the security of SATCOM deployments via physical-layer
olutions.
No Satellites Hardware Update. All the analyzed approaches do

ot propose the modification of the transmitted signals or the trans-
itting chain. Indeed, modifying a satellite is assumed to be too

xpensive to be performed, both from the financial and the operational
erspective. Thus, assuming that the authenticity/availability received
ignal cannot be fully guaranteed, the studied proposals come up with
olutions able to minimize the impact of different security attacks.
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Table 6
Comparison of anti-jamming techniques and related system requirements.

Ref. Link Technology Jammers Jammer type Technique No
dedicated
hardware

Assessment

[101] SG GPS Single Sweep, Spot Fast Orthogonal Search ✗ Simulations
[102] SG GPS Single AWGN, Spot Signals Cross Correlation ✗ Experimental
[103] SG GPS Single Constant, Spot, Barrage Turbo Codes ✓ Simulations
[104] SG GNSS Single Deceptive, AWGN ML Classification ✓ Simulations
[105] SG GLONASS, GPS Single Sweep, Spot Dual Frequencies Correlation ✓ Experimental
[106] SG GNSS Single Generic Various Filtering ✗ Analysis
[107] GS, SG 40 GHz UL, 20 GHz DL Single Reactive Geometric Jamming Constraints ✗ Simulations
[108] SG GNSS Single Sweep Sum-of-Squares, Correlation ✗ Experimental
[109] SG SATCOM Multiple Reactive Dynamic Spectrum Access ✗ Simulations
[110] SG GNSS Single Constant Pulse Blanking ✗ Experimental
[111] GS SATCOM Single Constant, AWGN Game Theory ✓ Simulations
[112] SG GPS Multiple Constant, Barrage Multi-objective optimization ✗ Experiments
[113] SG SATCOM Single Constant, AWGN Convolutional Neural Network ✓ Simulations
[114] SG SATCOM Single Generic Polarization Diversity ✗ Simulations
[115] SG Beidou Single Generic Spatial-Time Polarization ✗ Simulations
[116] SG GNSS Multiple Constant, AWGN Cross Spectral Self-Coherence Restoral algorithm ✗ Simulations
[117] SG GNSS Multiple Sweep Adaptive-Partitioned Subspace Projection ✗ Simulations
[118] SG SATCOM Single Constant, Barrage Frequency Hopping ✓ Simulations
[119] GS, GG SATCOM Multiple Constant Maximum Ratio Combining ✓ Simulations
[120] SG GPS Single Constant, Barrage Distance Theoretical Model ✓ Experimental
[121] SG GNSS Multiple Continuous Wave Wavelet Transform ✗ Simulations,

Experiments
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Significant Receivers Updates. Consequently to the previous
oint, the proposed security techniques have a large impact on the
eceivers, requiring either hardware or software modification that
mpacts their operations. When uninterrupted operations should be
uaranteed, deploying a new solution for either confidentiality, anti-
poofing, or anti-jamming working at the PHY-layer might find chal-
enges, even if potentially guaranteeing high efficiency at low energy
nd processing costs.
Channel State Information (CSI) Availability. Looking at

nformation-theoretic schemes for SATCOM confidentiality, being
ware of the CSI experienced by the passive eavesdropper(s) is critical
hen calibrating the effectiveness of a security solution. Indeed, if the
SI experienced by the eavesdropper when communicating with the
etwork is available to the transmitter: (i) the secrecy capacity can
e maximized; and, (ii) the SNR of the adversary is minimized. Data
ecrecy and secrecy capacity are handled as constraints of the overall
ptimization problem, where the overall aim is to ensure that the
ecrecy rate of the main communication link does not degrade below
minimum threshold or, equivalently, the secrecy outage probability

oes not exceed a specified upper bound.
Detection vs. Prevention. Approaches working on anti-jamming

nd anti-spoofing mainly focus on detecting the attack once it has
een launched. This is a crucial difference from approaches providing
onfidentiality using information-theoretic schemes that prevent the at-
acker from gaining information. Such difference is due to the different
dversarial models (active in the first two mentioned cases, passive in
he second one), that lead to different countermeasures. Combining
pproaches for multiple security objectives, e.g., anti-jamming and
onfidentiality, might require new feasibility studies and solutions.

.5. Future directions

We can identify a few promising future research directions in the
rea of physical layer security for SATCOM as a result of the investiga-
ion carried out in this section.
Directional Adversarial Antenna. Almost all the contributions

in the three analyzed sub-areas assumed adversaries equipped with
omnidirectional antennas. Omnidirectional antennas radiate equal ra-
dio power in all directions; thus, they can often be assumed as the
worst-case for the integrity of the satellite communications. However,
there are specific situations where an adversary equipped with di-
rectional antennas can be more disruptive, e.g., in cases where the
8
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location of the target communication link is well-known. Directional
and semi-directional antennas focus the radiated power in narrow
beams, particularly in one direction only [122]. From the security
perspective, this is an additional powerful feature for an adversary, as
it can help to reduce the interference caused by other radio activities,
improving the adversary’s expected performance. This is an interesting
scenario to be investigated for satellite links’ security, which has still
not been fully explored by Industry and Academia.

Security of the Satellite to Satellite Communication Links. De-
pite being effective, none of the above-described security solutions
rovided a security evaluation of the satellite to satellite communica-
ion links. This is because of the hardness of both obtaining information
bout the communication protocols used by such links (often protected
y intellectual property rights) and by the nature of such links, envi-
ioned as a kind of core network, far from users’ services. However,
ue to the wireless nature of such communications, attacks on these
inks are both possible and potentially dreadful, as they can disrupt the
vailability of a SATCOM by just affecting the operation of a single
ink. For instance, Viasat affirms that because LEO satellites are not
n constant communication with the ground, a satellite to satellite link
an ease the data-sharing mechanism between adjacent satellites [123].

malicious user could interrupt these types of communications by
ust jamming such a link. Also, it is unclear if and how physical-layer
ecurity techniques can be applied effectively for these links. Thus,
nvestigating the security of Satellite-to-Satellite links is an appealing
uture research direction.
Intelligent Reflecting Surfaces (IRS). Intelligent Reflecting Sur-

aces are one of the most attracting topic in the physical-layer security
esearch community, and they are gaining momentum [124]. Thanks
o the deployment of a massive number of antenna elements on the
atellites, it is possible, in principle, to assist the non-terrestrial net-
ork communications by focusing the electromagnetic energy in the

ntended direction, with consequent benefits in terms of security—
eceivers out of the intended direction are implicitly excluded from
eceiving signals [125]. A few recent works investigated the theoretical
erformance of secure communications associated with intelligent re-
lecting surfaces and the deployment of intelligent reflecting surfaces on
AVs and satellites, e.g., [126–128], just to name a few. Therefore, in

ine with the current trend, we expect a surge of scientific contributions
n the upcoming period focusing on the application of IRS for SATCOM

cenarios. On the one hand, such works will explore the validity of
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previous results on PHY-layer security for terrestrial links when de-
ployed to satellite links. On the other hand, when IRSs are deployed,
new security threats might arise, specific to the new technology. Just
to provide an example in this direction, an adversary could use a drone
flying at significant altitude to boost its SNR when receiving a signal
from an IRS deployed on a satellite, or to move within an area with a
better coverage without being noticed by terrestrial receivers.

GNSS Spoofing Detection via Artificial Intelligence. In line with
a worldwide scientific trend, many recent proposals applied Artificial
Intelligence (AI) algorithms to solving GNSS issues, including the de-
tection of spoofing attacks [129]. Specifically, AI-based solutions can
be used to detect anomalies in the received signals, so as to identify
the presence of the attacker. For instance, the recent proposal by the
authors in [130] use cross-correlation of the received signals to detect
anomalous messages, indicating the presence of an attacker. Still, there
are several challenges that are to be solved, including the discrimina-
tion of legitimate and malicious interference, mobility of the attacker,
and use of publicly-available data of satellites (e.g., ephemeris) to
imitate satellites movement. In this context, we also notice that several
real-world dataset are available and released as open-source, such
as [131,132]. Thus, we the are seems ripe to experience a renewed
interest, likely ignited by researchers and industry with expertise in the
application of AI algorithms to different domains.

Friendly Jamming. Friendly jamming techniques disrupt all the
communications in a given area by allowing, at the same time, legiti-
mate parties to communicate [58]. Friendly jamming can be achieved
in several different ways, e.g., through pre-shared knowledge of jam-
ming time and frequency patterns, or via specific positioning of the
legitimate communicating devices, in a way that the SNR exceeds
the minimum required values only in specific locations, where the
legitimate receiving nodes are deployed.

Overall, deploying friendly jamming in SATCOM scenarios may
be relevant and useful, e.g., to minimize eavesdropping capabilities
of the adversary in military scenarios, while still allowing legitimate
devices to communicate in a cheap way. We notice that none of the
security techniques discussed in the previous subsections investigated
the feasibility of friendly jamming in the context of SATCOM. Note that
achieving friendly jamming is not as easy as jamming a communica-
tion link. Indeed, friendly jamming requires controlling with extreme
precision the timing, the frequency, and the context to be jammed, in
a way to know precisely when and how to transmit. In this context,
analytical and experimental results about the feasibility and the degrees
of freedom of friendly jamming in SATCOM are still needed.

Spoofing of non-GNSS constellations, e.g., NOAA. At the time
of this writing, the majority of contributions dealing with spoofing
and anti-spoofing techniques in the SATCOM context focused on GNSS
constellations, due to their higher impact and involvement in everyday
life. However, non-GNSS constellations such as NOAA and Very Small
Aperture Terminal (VSAT) are also widely used, e.g., by ships or other
devices in remote locations. At the same time, their (low) security is
comparable to the one offered by GNSS satellites. Solutions to detect
and overcome spoofing of the signals emitted by such satellites are
still to be investigated and might represent an appealing research
opportunity.

Powerful Inter-Communications Adversaries. Most of the ap-
proaches using signals from additional communication infrastructures
to detect and overcome GNSS spoofing and jamming assumed that
the adversary only focused on a single communication link. How-
ever, a powerful adversary able to inject noise or spoofing signal
of SATCOM and non-SATCOM technologies, eventually using a high
powerful antenna, could be disruptive and nullify the effectiveness of
such countermeasures. For instance, the adversary could fine-tune its
attack strategy, so as to deteriorate the performance of such detection
strategies. Such powerful adversaries are not too unrealistic to be
9

thought, and thus, are worth investigating.
4. Cryptography techniques for SATCOM

Many contributions have proposed to apply cryptography tech-
niques to secure SATCOM links. Such works mainly focus on the
authenticity and confidentiality of SS and SG communications, and
adapt security primitives originated from other domains to work effi-
ciently with SATCOM systems. We can notice that part of the scientific
contributions in this area adapt the implementation and network archi-
tecture of well-known cryptographic solutions to the SATCOM scenario,
while the other part study the effectiveness and consequences of the
introduction of novel paradigms, such as quantum computing, with an
eye on the requirements of SS and SG communication links. In this
section, we review and classify contributions dealing with the appli-
cation of cryptography schemes in SATCOM, classifying them based
on the provided security service. Section 4.1 focuses on techniques
for peer authentication, Section 4.2 discusses key agreement schemes,
while Section 4.3 introduces approaches for key distribution based on
quantum channels. The main lessons learnt from our study are reported
in Section 4.4, while Section 4.5 outlines promising research directions
in this domain.

4.1. Authentication

SATCOM systems involving users, mobile devices, and ground sta-
tions (or network control centers) require establishing trust among the
cited entities. However, due to the presence of the wireless medium,
SATCOMs are more prone to impersonation attacks. To mitigate this
problem, various authentication protocols have been proposed in the
literature. Table 7 provides a comprehensive classification of the most
important scientific contributions in the field, cross-comparing them
across the selected communication architecture, the proposed crypto-
graphic technique, the security properties, the security analysis, and
the assessment methodology.

Link. Most of the analyzed works considered the User to Ground
Station/Network Control Center through Satellite link depicted in
Fig. 2, applying standard cryptography techniques to secure the chan-
nel. Many schemes, i.e., [141–144,147,148], considered the protection
of the GPS/GNSS communication link, while other links are rarely
taken into account.

Key Sharing Technique. Many different key sharing techniques
are used for equipping the entities with the crypto material neces-
sary to run authentication protocols. The authors in [133,136,149]
proposed a public key cryptographic scheme based on Elliptic Curve
Cryptography (ECC) to provide peer entity authentication. Conversely,
other proposals assume a pre-shared key, statically known by one
or more users. Some other approaches, i.e., [141–144,147,147,148],
adopt the Timed Efficient Stream Loss-tolerant Authentication (TESLA)
protocol conceived by Perrig et al. in [150] to provide delayed source
authentication for broadcast communications in very resource-limited
environments, by leveraging only symmetric cryptographic primitives
and hash chains. Focusing on schemes adopting asymmetric cryptog-
raphy solutions, the adoption of ECC rather than the traditional RSA
provides benefits in terms of smaller public and private keys for the
same security level, faster key generation and signature operations,
as well as low overhead on CPU and memory usage. Rivest–Shamir–
Adleman (RSA) schemes are usually very simple to implement, widely
deployed in the industry, and specific public key operations such as the
signature verification are usually faster than the ones on ECC, consid-
ering the same size of the elements. However, the setup of a public-key
infrastructure to manage, distribute, and revoke public key certificates
is costly and time-consuming. Thus, when a public key infrastructure is
not desirable or affordable, and the efficiency of the crypto operations
is at premium, symmetric cryptography solutions for digests generation
are adopted, such as the TESLA protocol [150]. Symmetric solutions
allow to execute very fast encryption and decryption operations, as well

as to generate authentication digests that can be produced and verified
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Table 7
Comparison of Different Authentication Methods for SATCOM links.

Ref. Link Key sharing
technique

Security properties Security analysis Assessment

[133] User to Network Control Center through
Satellite

ECC Mutual Authentication, User Anonymity,
Unlinkability, Non-Repudiation

Formal Simulations

[134] User to Network Control Center through
Satellite

Pre-Shared Key Mutual Authentication, User Privacy,
Minimum Trust

Informal ✗

[135] User to Network Control Center through
Satellite

Pre-Shared Key Mutual Authentication, User Privacy,
Minimum Trust

Formal Simulations

[136] User to Network Control Center through
Satellite

ECC Mutual Authentication, User Anonymity,
Untraceability

Informal Informal

[137] User to Network Control Center through
Satellite

Pre-Shared Key Mutual Authentication, User Privacy,
Minimum Trust

Informal ✗

[138] Satellite to Network Control Center Pre-Shared Key Mutual Authentication Informal ✗

[139] User to Network Control Center through
Satellite

Pre-Shared Key Mutual Authentication Formal ✗

[140] User to Network Control Center through
Satellite

Pre-Shared Key Mutual Authentication, User Privacy,
Minimum Trust

Discussion, Formal ✗

[141,
142]

GPS/GNSS Satellites TESLA Message Authentication Informal Simulations

[143] Galielo/GNSS Satellites TESLA Message Authentication Informal Simulations

[144] GPS/GNSS Satellites PKC and TESLA Message Authentication Informal Simulations

[145] SS, SG Control Center Symmetric
Encryption

Mutual Authentication, Message
Authentication

Informal Experiments

[146] User to Network Control Center through
Satellite

Pre-Shared Key Mutual Authentication, User Privacy Informal ✗

[147] GPS/GNSS Satellites TESLA Message Authentication Informal Simulations

[148] Galielo/GNSS Satellites TESLA Message Authentication Informal Experiments

[149] User to Ground Station through Satellite ECC Unforgeability, Mutual Authentication,
Conditional Anonymity

Formal Experiments
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very quickly. However, differently from public-key solutions, solutions
based on symmetric cryptography requires the communicating parties
to share a secret, to be kept private at least for a given amount of
time (e.g., in case of TESLA). If a shared key is compromised, it should
be discarded and replaced. However, replacing and updating a key
can be a time-consuming activity, especially in a context where the
communicating entities are orbiting several kilometers above the Earth
surface.

Security Properties. The main security property provided by the
roposed schemes is mutual authentication, i.e., entities authenticate
ach other before establishing mutual communication. Equal impor-
ance is given to message authentication, which ensures that the mes-
age was actually sent by the entity that claimed to have done so. Con-
ributions such as [133–137,140,146,149] guarantee additional prop-
rties, such as anonymity and user privacy, adopting techniques that
ide the user identity during a communication.
Security Analysis. The schemes proposed by the authors in [133,

39,143,149] are formally proved as secure with reference to certain
ormal specifications or properties. Some tools that help to prove these
roperties are ProVerif [151], CryptoVerif [152], AVISPA [153], and
amarin [154], to name a few. Note that only the security of the
ryptographic scheme can be verified through this mechanism, while its
ntegration in the reference system architecture could widen the threat
urface.
Assessment Methodology. Similarly to the works dealing with

physical-layer security, most of the analyzed schemes use simulation-
based evaluation. Only few of them, i.e., [145,147–149], used real data
and deployed proof-of-concept.

4.2. Key agreement

Key agreement protocols (a.k.a. key establishment protocols) are
used to allow two (or possibly more) entities that could not have
anything in common to agree on a shared key to be used to secure
10

i

further mutual communications [155]. Nowadays, key agreement pro-
tocols via public key cryptography or pre-shared keys are used in
a range of different security protocols. Although several works pro-
posed lightweight key establishment solutions integrating well-known
cryptographic approaches in a variety of application domains, key
establishment mechanisms in SATCOM have received only reduced
attention. Table 8 provides a comprehensive classification of the scien-
tific contributions dealing with key agreement in SATCOM scenarios,
considering reference system requirements and features.

Link. Most of the presented approaches focus on the key estab-
lishment in SG and SS links. It is also worth noting that most of the
solutions require a software update that can be done via radio link or,
in particular situations, by intervening offline on the satellite.

Cryptography Technique. Many different techniques are used to
llow the entities to derive a shared secret. Overall, the same consid-
rations introduced for the key sharing techniques in Section 4.1 are
till valid for key agreement protocols adopted in SATCOM links. For
ompleteness, we introduce the pro and cons also for the Identity Based
ryptography and the Chaotic Maps. In Identity Based Encryption (IBE)
chemes, each communicating entity owns a unique identifier, adopted
o compute the correspondent public key. With such an approach, no
ertificates are needed and no pre-enrollment is required. However,
he architecture requires a key generation center, which might be
ulnerable to key-escrow attacks, and therefore, exposed to a risk of
nformation disclosure [164]. Unlike public-key cryptography systems,
haotic maps do not require modular arithmetic, being therefore very
ast for both encryption and digital signature. Moreover, algorithms
ased on chaotic maps might not require that large private keys, being
omputationally efficient. On the downside of such a technique, chaotic
aps can produce ciphertext that are bigger than the plain-text [165].
Target Security Service. Most of the presented schemes focus on

he balanced protection of the Confidentiality, Integrity, and Availabil-

ty of data (CIA) by providing, at the same time, identity verification.
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Table 8
Comparison of Different Key Agreement Methods for SATCOM links.

Ref. Link Cryptography
technique

Target security service Adversary model Assessment

[156] SG ECC Authentication, Confidentiality,
Integrity

Canetti–Krawczyk Simulations and experiments on
smartphone

[157] General purpose,
SG, SS

ECC, RSA Authentication, Integrity Active Formal analysis

[158] SG (GNSS) ECC, RSA Authentication, Integrity Active Simulations

[159] SG (Beidou) RSA Authentication, Integrity ✗ Experimental (Ground part)

[160] SG, SS Pre-shared key Authentication, Confidentiality,
Integrity, Anonymity

Active/Passive Formal analysis, Simulations

[161] SG, SS Identity based
cryptography

Authentication, Confidentiality,
Integrity

Extended
Canetti–Krawczyk

Formal analysis

[162] SG (VSAT) Chaotic Maps Authentication, Confidentiality,
Integrity, Availability

Active Complexity analysis

[163] SG Pre-shared key,
ECC, RSA

Authentication, Confidentiality,
Integrity, Availability

Active Formal and complexity analysis
p
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Adversary Model. The Canetti–Krawczyk (CK) and the extended
anetti–Krawczyk (eCK) security models [166], are widely used to
erify and provide the aforementioned security properties for key
greement protocols. These models have been developed to build se-
ure protocols that guarantee peer entity authentication and message
uthenticity during the key exchange procedure. Indeed, the main
im of these models is to provide a method so that the security
rotocols proposed in the literature can have a match between the
mplementation and the adoption in a real environment by taking into
onsideration also possible attacks of an active adversary [167].
Assessment Methodology. In order to evaluate the performance

f a key agreement protocol, authors can evaluate the offered security
roperties by using the formal analysis or discuss the solution. Further,
hey can estimate the efficiency via simulation tools, like [156,158,
60], or by performing a complexity analysis such as [162,163]. The
nly contributions providing performance on a real system, i.e., [156,
59], worked on the ground link due to the viability of the approach
nd its reduced costs.

.3. Quantum key distribution

Although the soundness of the adopted encryption techniques typ-
cally relies on traditional mathematics proofs, quantum architectures
re coming out of laboratories to be used in many contexts, based on
ifferent assumptions. Overall, Quantum key distribution (QKD) allows
wo remote parties to securely negotiate a cryptographic key even in
he presence of an eavesdropper. However, compared to traditional key
istribution schemes, the security of such distribution mechanisms does
ot rely on cryptographic assumptions (i.e., difficulty of solving specific
athematical problems), but on the unique quantum mechanics proper-

ies of the adopted communication strategy at the physical-layer. Thus,
ven assuming a powerful adversary with unlimited computational
apabilities and able to break cryptography assumptions, the robustness
f the protocols still holds—basically, QKD protocols allow detecting
he presence of an eavesdropper on the communication link [168].

Currently, several QKD solutions have been proposed in the liter-
ture, even if there is still a gap between the information theory and
ractical implementations. As depicted in Fig. 3, QKD systems work by
sing photons, i.e., particles which transmit light to transfer data [169].
uantum technology allows two distant entities to agree on a common

ymmetric key even if they do not share any previous knowledge. The
ey is adopted with the respective encryption algorithm to transmit and
eceive encrypted messages over a standard communication channel,
ven if the One-Time-Pad (OTP) encryption scheme is the most used
ne. The benefit of this ‘‘unbreakable’’ encryption is that the data is
arried via photons, which cannot be copied or eavesdropped without
11

eaving evidence of such an attempt. Indeed, an adversary measuring p
the state of a photon would disturb the channel, hence compromising
the key agreement procedure and providing a kind of tamper-detection
evidence. In terms of security, quantum computing could make the
current state of the art on security obsolete, jeopardizing the pro-
tection of data and communications. This aspect is leading to an
acceleration of the adoption of countermeasures (e.g. post-quantum
encryption algorithms), especially to protect data and critical infras-
tructures such as SATCOMs [170,171]. Table 9 provides an overview
of the most important QKD techniques proposed in the context of
SATCOM, and cross-compares them across reference system features
and requirements.

Link. Most of the analyzed contributions propose approaches lever-
aging a quantum technology for SG and SS communication links. Note
that such communication links might be challenging to manage when
considering interference, natural phenomena such as sunlight, and the
long distances among the entities.

Quantum Protocols. QKD protocols are today already adopted to
rotect communications through optical communication channels. QKD
ystems are already operational in different contexts, also allowing
ong-distance connections in Point to Point (P2P) communications. Sev-
ral works in the literature such as [172,173,175,183] adopt the well
nown BB84 quantum key distribution scheme, developed by Charles
ennett and Gilles Brassard in 1984. BB84 was originally described
sing photon polarization states where no quantum entanglement was
equired. Conversely, the authors in [174], and [184] propose schemes
ased on quantum entanglement, i.e., a particular phenomenon where
articles remain intimately connected, even if separated by long dis-
ances [188]. When it comes to QKD, while the high-level protocols are
ell understood and are taught in university courses, and commercial
roducts are available on the market [189], the underlying phenom-
na that make them possible are rooted on the evolving frontiers of
hysics [190]. As such, a detailed discussion of the cited protocols is
eyond the scope set for this survey. However, interested readers can
esort to recent authoritative surveys on QKD available in the literature,
uch as [191–193], to cite a few.
Main Contribution. A large variety of contributions used to dis-

ribute the cryptographic key via QKD. Approaches use either free
pace QKD [172,180], or perform feasibility and efficiency analysis
ith reference to some specific schemes [174,175,177,179,183,186].
ll these techniques share the basic consideration that the quantum

echnology cannot be compromised due its intrinsic properties.
Assessment Methodology. Differently from approaches based on

lassical cryptography, most of the contributions focusing on QKD carry
ut also an experimental assessment, allowing the authors to demon-
trate the feasibility of satellite-based quantum communications by
xperimentally analyzing their efficiency, error tolerance, and security

roperties.
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Fig. 3. Generalization of the QKD system architecture.
Table 9
Comparison of different QKD methods proposed for SATCOM applications.

Ref. Link Protocol Main contribution Assessment

[172] SG, SS BB84 Free space QKD Experiments
[173] SG (GEO, LEO), SS BB84/BB84 + Decoy/B92 Estimate Link Attenuation and SNR Simulation
[174] Generic Entanglement-based Efficiency and Security Analysis Experiments
[175] SG (LEO) BB84 Feasibility of QKD Experiments
[176] SG (LEO) Generic QKD Radiation Tolerance estimation of single photon detector Simulation
[177] SG (LEO) BB84 + Decoy Efficiency of QKD in high-loss regime scenarios Experiments
[178] SG (LEO) BB84 + Decoy QKD with Quantum Repeaters Experiments
[179] SG B92 Communication Feasibility of QKD Experiments
[180] GS B92 Prototype of free-space QKD Experiments
[181] SG Custom QKD Long Distance QKD Experiments
[182] SG (LEO) Generic QKD Quantum Error Correction Technique Simulation
[183] SG (LEO) BB84 ± Decoy/Ekert91 Efficiency & Performance Analysis Simulation
[184] SG Entanglement-based QKD Miniaturized entangled photon sources Experiential
[185] SG (LEO) Decoy-State QKD Performances Analysis on High-loss Experiments
[186] SG (LEO), SS (LEO) Custom QKD Feasibility of satellite-based quantum communication in daylight Experiments
[187] GS (LEO) BB84 Securing Key Exchange Sat to Ground Experiments
4.4. Lessons learned

In the following, we summarize the most important lessons learned
from the analysis of cryptography approaches for SATCOM reported in
the previous subsections.

Software Modifications. Differently from approaches based on
PHY-layer security, cryptography solutions always require the modifi-
cation of the software running on the receivers and on the satellites.
Some approaches actually provided the required modifications, while
others assume that the advantages of such modifications overcome the
cost and effort required to install them.

Impact of Software Updates in SATCOM. Cryptography-based so-
lutions always require a dedicated software update on the satellite, and
this could also affect the operational status of the SATCOM communica-
tion link. Thus, the cost of their integration should be carefully taken
into account, and they should be applied only when other solutions
(e.g., PLS-based ones) do not guarantee sufficient security.

Quantum Key Agreement for SATCOM. Due to its promising level
of security, quantum computing strategies show appealing advantages
for SATCOM links, and researchers have already started to evaluate its
feasibility due to the large involved distances [188]. We expect to see
many contributions to come on this topic in the following years.

4.5. Future directions

Analysis of Security Requirements. Most of the works considered
in the first two subsections of this section only apply well-known
cryptography schemes in SATCOM, plugging them in without a strong
motivation or a detailed description of the underlying security require-
ments. Due to the significant impact that cryptography has on the
operation and performance of SATCOM deployments, researchers and
12
industry should come up with a dedicated security analysis of SATCOM
links, explaining precisely what the threats are and why cryptography
solutions are advantageous compared to Physical-layer ones in solving
such issues. To the best of our knowledge, such a study is still not
available in the literature.

Communication Channel Availability. In the presence of an
eavesdropper, a quantum-based communication channel is disrupted,
and the parties cannot continue to communicate. In principle, this
capability could help to detect Man-In-The-Middle (MITM) attacks and
identify potential eavesdroppers quickly. However, it also paves the
way for easy Denial of Service (DoS) attacks, even harder to detect
in the context of SATCOM due to the large reception range and
coverage area of the communication. In this context, backup solutions
for guaranteeing the availability of the service are needed, as well
as tools to discriminate if the channel if compromised because of an
eavesdropper, or because of the channel noise.

Quantum Channel Security Assessment Tools. At the time of this
writing, no works are available that evaluate the physical-layer secu-
rity of QKD signal generation tools. In principle, passive side-channel
attacks can be conducted to extract meaningful information from a QKD
channel, without affecting and compromising the robustness provided
by QKD strategies. It is essential to explore this research area to provide
methods and tools to mitigate this open issue [194].

5. Emerging research challenges

The previous sections delved into the most active research branches
related to the SATCOM domain and provided some appealing future
research directions in those specific contexts. However, in addition
to the identified research areas, our investigation highlighted further
security-related SATCOM-based application domains that are receiving
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increasing attention from the scientific and business community. In the
following, we discuss some of them, showing their key challenges and
potential to attract additional interest in the years to come.

Cognitive Satellite Terrestrial Networks. Cognitive radio in the
ontext of wireless communication systems is a research area that
ttracted lots of interest in the few last years. In a nutshell, cognitive
adio systems allow the coexistence of primary users (using devices
hat own the license to use a specific frequency band) and secondary
sers (allowed to share resources with the primary network, but not in
ossession of the license) on the same network and spectrum, sharing
he same radio resources. A few works applied the concept of cognitive
adio networks in the context of SATCOM. For instance, the authors
n [36,43,51,52] propose to secure the communication in cognitive
atellite–terrestrial networks. They assume a scenario where the pri-
ary network is constituted by GEO, MEO, or LEO satellites, sending

onfidential messages to the fixed-satellite operator in the presence
f eavesdroppers (secondary users) attempting to capture the satellite
nformation signal. In their own (secondary) network, the network
perator communicates with the user terminals. Still, doubts are there
n the actual applicability of cognitive radio techniques in the context
f satellite–terrestrial networks. This is mainly because of the extremely
ide coverage of satellites, where the CR techniques might not work
ell. In line with a large amount of work done in the context of

ognitive radio for terrestrial networks [195], we expect increased
nterest in this domain in the next years.
Drone-To-Satellite. Unmanned Aerial Vehicles (UAV), a.k.a.

rones, have gained increased momentum in the last years, in both
cademia and Industry [196]. In the context of SATCOM, one of
he most critical challenges consists of allowing secure communi-
ation between small/commercial UAVs and satellites. For instance,
he authors in [197] proposed a physical layer security framework
n space–air–ground (SAGIN) downlink multi-beam satellite-enabled
ehicle communications, where the UAV is adopted as cooperative
ode, interacting with the legitimate user and acting as a source
f artificial noise to mitigate eavesdropping. In the same network
etup, the authors in [198] investigated the IoT computing offloading
roblem by proposing a reinforcement learning approach to allocate the
esources of the UAV edge server efficiently. In the same domain, the
uthors in [199] proposed a software defined architecture supporting
ifferent vehicles in an efficient manner. In line with existing works
uch as [200], we forecast numerous appealing applications involving
rones and satellites. Using satellites links, users can: (i) drive drones
emotely; (ii) stream video from the drone’s camera; (iii) use the drone
o collect information from remote satellites; and, (iv) use the drone
or optical remote sensing applications. Due to the well-known security,
afety, and privacy issues posed by drones usage, and due to the central
ole of drones in the development of the upcoming 6G communication
ystems [201], we expect significant research activity in this domain in
he years to come.
AI in SATCOM. The usage of AI-based techniques is gaining in-

reasing importance in almost any application domain, cybersecurity
ncluded. In the context of SATCOM, AI techniques could be used for
any purposes, e.g., to identify physical-layer characteristics of the

ignals emitted by the satellites, to discriminate between authentic and
njected signals, and for intrusion detection, to name a few . In this con-
ext, the authors in [202] experimentally show that using a dedicated
onvolutional Neural Network (CNN) it is possible to fingerprint the
aw IQ samples received from LEO Satellites (Iridium) and authenticate
he emitting transceiver on board of the satellite, despite the large
istances. We expect increasing attention towards this research domain,
argeting additional satellites constellations (GNSS ones included) or
ther applications of AI.
Software-defined satellites. The integration of Software Defined

Networking (SDN) into SATCOM could improve the connectivity cov-
erage and performance for using broadband communications by allow-
13

ing the operators to reconfigure the satellites as needed [203–205].
However, SDN also come with their security issues, that are further
specialized in SATCOM use-cases [206]. Additional research is needed
in this context.

Network Slicing for the Internet of Space Things. The continuous
development of nano-satellites is accelerating the deployment of low-
cost satellite networks [207]. Emerging paradigms, such as the Internet
of Space Things (IoST), require a network slicing framework to provide
the support for the plethora of space-application scenarios. A network
slice is a part of the network that is independent and logically separated
from the rest. A specific slice has specific security policies, used to
protect the slice while meeting specific system requirements. However,
there are neither common strategies nor protocols suitable to design a
network slice in the context of SATCOM. Despite initial studies in this
context are available [208,209], major work is still to be done, and we
expect increasing attention towards this topic.

Green Satellites. The design of environmentally-friendly satellites
can help to reduce the environmental impact of a satellite, its pro-
duction cost, and maintenance compared to traditional ones. However,
reducing the cost and the impact of the satellite inevitably could
affect the provided security services. This emerging research area,
also suggested from the ESA [210], leads to a potential redesign of
the existing procedures and technologies, also including the security
domain. Definitively, a novel and interesting research topic.

Satellites Signals for Opportunistic Navigation. Specific satellites
signals can be used to pinpoint a specific location on Earth, similar to
the GPS. A group of researchers developed a working solution based
on the cited logic, leveraging signals broadcasted by Starlink internet
service satellites [211]. The usage of additional satellite constellations
could provide reliability and spoofing detection mechanisms for devices
on Earth, and more research into the robustness of such solutions is
needed.

Cybersecurity for Commercial Satellite Operations. The National
Institute of Standards and Technology (NIST) is seeking comments
on the draft specification NISTIR 8270, which describes the security
procedures and the concepts for commercial space operations. The
draft considers the management aspects, risk management operations,
and defines the requirements that ‘‘might coexist within space vehicle
systems’’. The NIST is requiring feedback on the overall approach,
the example use case, and the identified controls for the proposed
use case [212]. We expect that several research contributions could
come out due to the study and application of this (yet to come)
recommendation to real use-cases.

Standardization of Security for Non-Terrestrial Networks. In
the standardization community, and in particular, within the Third
Generation Partnership Project (3GPP) committee, satellite communi-
cations are specifically considered in the design of the Non-Terrestrial
Networks (NTNs), anticipating the upcoming tight integration between
terrestrial, aerial and satellite networks [213]. Specifically, the stan-
dardization of Non-Terrestrial Networks (NTNs) has been launched by
3GPP in the 3GPP Release 16 [214]. At the same time, new security
aspects have been recently defined by the 3GPP in the Release 17 [215],
and new amendments are planned in the upcoming Release 18 [216].

In this context, none specifications edited by the 3GPP specifically
took into account network security issues for NTNs. As a result, the
current approach recommended by the 3GPP consists of a straight-
forward integration of the 5G security architecture and protocols into
NTNs. Such an integration, however, comes with several challenges, in
terms of communication overhead, software updates, and unreliability
of the wireless links. Specifically, security issues in the operation of
NTNs have been investigated by the Working Group on Satellite 5G,
established within the IEEE Future Networks Initiative [217]. In one of
the latest deliverables of the WG, i.e., [218], they drew a roadmap of
the priorities to be addressed in this regard, highlighting that new se-
curity mechanisms might be needed for specific deployments, and that

the emphasis should be put on the isolation of the end-users from the
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shared NTN network. The WG realized several security-related activi-
ties, i.e.,: (i) analyzed the state of the art about security for NTNs; (ii)
provided a threat analysis for the NTN scenario; (iii) identified specific
complications derived from using of 5G security solutions on 5G-NTN
networks, by experimentally verifying them on prototyping platforms;
and, finally, (iv) identified additional security concerns, mainly related
to the integration of emerging technologies such as network slicing,
edge computing, and multicasting over satellite networks (see Section
2.6.2 of [217]. The temporary recommendation proposed by the WP
was to adopt the IPSec protocol suite to secure the communication
link, but they also recommended further study into the issues at the
3GPP standardization level. However, the 3GPP refused to investigate
further into the issue, at the time of this writing, still recommending a
straightforward integration of 5G security into the NTN domain [218].

Nonetheless, due to the forecasted performance issues arising from
such the integration of 5G-security into NTNs, we expect significant
contributions by the research community in the years to come, poten-
tially triggering dedicated and ad-hoc initiatives by the 3GPP.

Security and Privacy for 6G. 6G networks will accommodate
satellites, UAVs, and undersea communications [219]. It is crucial
that any security proposal framed in this context protect the com-
munications while guaranteeing reliability, low latency, and secure
and efficient transmission services. Physical-layer security is the first
candidate defense for these new emerging technologies, but emerging
cryptography-based solutions could also play a role if their integration
is carefully systematized and orchestrated with the existing services.
In the context of 6G initiatives, the 3GPP claimed that for the next
few years (2030s) additional research is needed into this application
area. Adapting and integrating the security services on satellites with
mobile terrestrial/sea systems while meeting the requirements of 6G
communication services will indeed represent a complex and difficult
challenge [220]. For the cited scenario, we expect the adoption of
real-time security communication protocols and emerging architectural
solutions, such as Zero Trust [221].

6. Conclusion

In this contribution, we have provided a survey of the most sig-
nificant link-layer security issues, threats, and mitigation techniques
adopted in the context of Satellite-based Communications systems.
First, we presented general background on the SATCOM architecture,
the most important constellations, and network parameters. Then, we
divided the relevant literature on the topic into two major research
areas, i.e., physical-layer security and cryptography, and we further
identified dedicated topics in each macro-area, focusing on specific
threats. For the physical-layer area, we discussed and cross-compared
solutions based on the usage of information-theoretic security schemes,
anti-jamming strategies, and anti-spoofing schemes. For the cryptogra-
phy area, we specifically discussed approaches for authentication, key
agreement, and key distribution based on the emerging quantum com-
puting paradigm. We also identified lessons learned and specific future
directions for each of the cited threats and research areas. Finally, we
presented a few appealing emerging challenges in the SATCOM security
domain, pointing out the main research challenges to be solved and
the areas where new contributions from the scientific community might
have major impact.

Overall, we believe that the exposed research challenges highlight
that the design and testing of cybersecurity strategies for SATCOMs is
still an active research domain. In particular, our contribution calls for
collaboration between Industry and Academia to unlock new business
opportunities and services, while enjoying the needed level of security
for communications, applications, and infrastructures.
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