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57) ABSTRACT

Anauthentication system and method is presented for authen-
ticating a first party to a second party, where an operation is
performed on condition that the authentication succeeds. The
authentication method verifies whether the first party is
authenticated. If the first party is not authenticated, then it is
determined if the first party qualifies for a sub-authorization.
The sub-authorization depends on a value of a grace-counter
associated with a number of times that first parties have been
qualified for the sub-authorization. If the first party qualifies
for the sub-authorization, the operation is performed and the
grace counter is decremented. If the first party is authenti-
cated, then the grace counter is setto a predetermined numbet.

9 Claims, 2 Drawing Sheets
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1
AUTHENTICATION METHOD FOR
AUTHENTICATING A FIRST PARTY TO A
SECOND PARTY

FIELD OF THE INVENTION

The present invention relates to copy protection systems,
and more particularly to a authentication method for authen-
ticating a first party to a second party, where an operation is
performed on condition that the authentication succeeds.

BACKGROUND OF THE INVENTION

In various Copy Protection Systems (CPS) where the con-
tent has to be transferred across a publicly accessible com-
munication channel, such as an insecure link between com-
puters or a drive/host interface in a PC, a procedure occurs
where a hardware device and a software application have to
prove to each other that they are trustworthy. This procedure
is called authentication. An important step in the authentica-
tion procedure is a mutual exchange of Public Key certifi-
cates. A public key certificate is a short statement, digitally
signed by a well-known and trusted Certification Authority
(CA), that attests to the fact that a certain device or application
with an identification number ID has a public key (PK).
Below, both the device and the application will also be
referred to as parties. The PK of the CA is commonly known,
and can be used by any party to verify the signature of the CA
on the certificate.

To enable this process, each party holds a number of secret
keys called Private Keys. These keys and the control flow
using them should be well protected in order to prevent hack-
ers from circumventing the CPS. However, in the long run, it
is likely that some or even many devices as well as applica-
tions, such as playback software, are hacked, and thereby
unauthorised content copying is performed.

In order to make such unauthorised copying more difficult,
so-called revocation has come to use. A Certificate Revoca-
tion List (CRL) is prepared, containing information about
which parties are revoked. As a part of the authentication
procedure, all parties are forced to read the CRL, and if at
least one of the two interacting parties is revoked the proce-
dureis interrupted. There are two kinds of CRLs. A White List
(WL) lists all parties that are compliant at a certain point of
time. A Black List (BL) lists all devices that have been
revoked. For the purposes of this application there is no dif-
ference in the information that the WL and the BL contain,
since knowledge of all revoked devices determines which are
still compliant, and vice versa.

However, there are differences in how they are interpreted
and used. When using a BL, a first party, or verifying party,
that wishes to determine that a second party, or proving party,
is not revoked, has to obtain the complete BL. When using a
WL, the verifying party only has to obtain that part of the WL
which refers to the proving party. Therefore the use of a White
List is advantageous in terms of storage requirements and
bus-transmission loads in the CPS. This is of particular
importance when the verifying party is a device having little
computing power, such as an optical drive. Processing and
parsing a long BL. would be burdensome for such a device.

However, simple white-listing requires that every party
gets its own certificate attesting to its state of non-revocation,
resulting in excessive network or disc-storage overhead. To
mitigate this drawback, a two-step approach as disclosed in
WO003/10788 (attorney docket PHNL020543) and WOO03/
10789 (attorney docket PHNL.020544) is useful. The proving
party not only supplies its Public Key Certificate, but also a
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Groups Certificate (GC). The GC is a concise proof of the fact
that one or more groups, to one of which the proving party
belongs, has not been revoked. The same GC can be used by
many parties, i.e. all parties that are mentioned in the GC.
Effectively the entire CRL has been split into GCs, which are
individually signed and which are distributed to the commu-
nicating parties. One way of using the GCs, according to the
above-mentioned international patent applications, is to indi-
cate the upper and lower boundaries of each group repre-
sented in the GC. When a party in a particular group loses its
status as authorized party, one or more new GCs will be
generated. A further improvement is described in European
patent  application 041011040  (attorney  docket
PHNL040332). This improvement comprises generating a
run-length encoded representation of an authorization status
of a number of devices.

In order to have a good hacker preventing effect by using
the GCs, the parties should be forced to use fairly recent GCs,
in order to use revocation information that is not out of date.
Otherwise, the revocation tool is of little use. In U.S. Pat. No.
5,949,877 a method wherein relative creation dates of CRLs
are compared is disclosed. The revocation list of a verifying
party is up-dated when the party receives a more recent list.

In an implementation of the intentions of U.S. Pat. No.
5,949,877 each GC carries a Sequence Number (SeqNo) indi-
cating the time when the GC was created by the CA. Thus, a
higher SeqNo corresponds to a more recent time. Typically, as
exemplified above, a new set of GCs is generated after a
revocation, each GC carrying an increased SeqNo. Compliant
parties have to compare the SeqNo of a received GC to some
measure of “freshness”. Typically, this measure is a validity
number (VN), such that GCs with SeqNo=VN will be
accepted as valid certificates, and GCs with SeqNo<VN will
be rejected. There are several ways for a party to encounter
new GCs and VN, such as via online connections, via discs
and by contact with other parties. All compliant parties cache
a' VN, possibly the highest one encountered so far. Due to the
disparity in processing power between PCs and, at least some,
typically low-power, peripherals, such as for example optical
devices, the storing of GCs is differently handled. Thus,
applications cache a complete set of GCs carrying the highest
SeqNo encountered so far, while such peripherals do not
cache GCs.

However, the use of VNs may cause undesired situations.
Consider, for example, a comparison of SeqNo and VN in a
playback situation. As a first approach, assume that a drive
always caches the highest SeqNo it has ever seen into a VN
register thereof, and that the drive, during the authentication
procedure, demands that the GC of the playback application
has SeqNo=VN. This way of using SeqNos and VNs is for
example considered as an option for a BD-ROM (Blue-ray
Disc ROM) standardisation. Then, serious user annoyance
could occur in off-line situations as will be described below.

Now consider an alternative use of the SeqNo-VN in
accordance with a second approach. During the authentica-
tion procedure for playback, a drive uses the VN delivered
through the disc, which is to be played. The GC of the appli-
cation is only accepted if ithas SeqNo=VN ,, .. This approach
is in a way more user friendly.

However, from the content owners’ point of view the sec-
ond approach has a serious drawback. If an application “App”
gets hacked, its secrets can be used to construct a content-
stealing hacker application “Rip”, which is then distributed
over Internet. The CA will revoke App by listing App as
non-authorized in all future WLs; say App is still authorized
in GCs with SeqNo=X, but revoked in all GCs with
SeqNo>X. Then, in spite of this revocation, Rip can always be
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used to steal content from all discs with VN ;. <X. In the first
approach this is much more difficult, since the hacker would
have to isolate his drive from all new discs.

Consider again the first approach. A user with a laptop and
a playback software App has bought a new disc. It turns out
that the disc has a VN that is higher than the SeqNo of App,
and thus App is refused. The user will then have to update App
by downloading (possibly for free) a replacement software.
However, if the user does not have access to Internet at the
moment, which would occur rather frequently for a laptop
owner, no update is possible. In addition to the annoyance that
this may cause, the user will not be able to play any old discs
either, since the disc drive of the laptop has cached the VN of
the disc and will not allow App to run. In other words, the
discs that have always worked suddenly stop working, until
the user has been able to download the updated software.
There are several other, rather common, situations where the
VN of the drive will be increased such that the running of a
software application becomes blocked until the user has been
able to update the application. One such situation is where a
removable drive is communicating with an application that
has a SeqNo that is higher than VN of the drive, while inter-
acting with another PC. Another such situation is where mul-
tiple software applications on the same PC are communicat-
ing with the same drive but are not keeping an equal pace.

Even though the first approach sometimes will result in a
situation where the user’s application stops working although
it is not even revoked, it will most probably be used. Then
there will arise a demand for a development that reduces the
user annoyance.

SUMMARY OF THE INVENTION

Itis an object of the present invention to provide an authen-
tication method that better than the prior art described above
serves the purposes of both users and content owners.

The object is achieved in accordance with a method in a
first aspect thereof, the invention provides for an authentica-
tion method for authenticating a first party to a second party,
where an operation is performed on condition that the authen-
tication succeeds, comprising the steps of:

verifying whether the first party is authenticated; and

if the first party is not authenticated, then qualifying the

first party for a sub-authorization, wherein, if the first
party qualifies for the sub-authorization, then still the
operation will be performed.

Authenticated means that a set (one or more) of primary or
main criteria that are checked during the authentication pro-
cedure are complied with. If the first party, such as a software
application, or a device, is not authenticated, the conditional
operation may still be performed, under certain conditions. If
those certain conditions are met, a sub-authorization is
granted.

Thereby, this method, for example, allows the use of at
least some applications that would have been refused in the
prior art methods. By appropriate choices of the conditions
for sub-authorization, the above-mentioned off-line user
annoyance is avoided. Implementation examples are evident
from embodiments as follows.

According to an embodiment of the authentication method,
a compliance certificate is involved in the authentication pro-
cedure. Thus, only compliant parties are authenticated.

According to an embodiment of the authentication method
adate of issuance measure that is included in the certificate is
also involved in the authentication procedure. The date of
issuance measure is related to time, such as the date when the
certificate was issued. For example, the date of issuance mea-
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sure could be a sequence number, that is incremented every
time a new certificate is issued.

According to an embodiment of the authentication method
the qualification for sub-authorization is dependent on the
result of the comparison. For example, by a proper choice of
the comparison measure, one use of the measures is to control
the age of the certificates that are accepted.

According to an embodiment of the authentication method,
as defined in claim 6, a range of allowed validity numbers is
defined. This range is usable for defining upper and lower
limits, which narrows the possibilities for granting a sub-
authorization, even though it is included in the definition that
the range may cover any part (or even all) of the existing series
of numbers.

According to an embodiment of the authentication method,
a minimum validity number is defined. If the date ofissuance
measure is lower than that minimum validity number no
sub-authorization is granted. This is preferably used for pre-
venting that parties having far too old certificates are granted
a sub-authorization.

According to an embodiment of the authentication method,
the first party is qualified for a sub-allowance although it is not
compliant according to the certificate. However, the sub-
authorization is only granted provided that the date of issu-
ance measure is high enough, i.e. that the certificate, and
consequently the non-compliance, is recent enough. Of
course, again, the maximum value is not specified but pref-
erably it is chosen comparatively high.

According to an embodiment of the authentication method,
two different validity numbers, i.e. a current number and a
previous number, of the second party are used as the limit
values of the range. Thereby it is possible to make the range
dependent on updates of the validity numbers of the second
party.

According to an embodiment of the authentication method,
a grace-counter is used for controlling the number of times
that the first party, and other first parties, if any, are being
sub-authorized. In an embodiment, the counter is decre-
mented every time the first party is granted a sub-authoriza-
tion. For example, this can be used for setting, at some point
of time, the counter to a predefined number, and stop granting
the sub-authorization when the counter reaches zero. In order
for the first party to again be authenticated or sub-authorized
it has to renew the certificate.

In a second aspect thereof, the present invention provides
for a digital device that is arranged for acting as a party in an
authentication process, in which compliance certificates are
used for determining the compliance of parties involved in the
authentication process. The device comprises a first memory
area holding a comparison measure, which is associated with
time, and which is also used in said authentication process, a
second memory area holding a limited list of other parties
which have been involved in an authentication process with
the device, and a third memory area, holding compliance
certificates concerning parties of said list.

According to this second aspect, the invention substan-
tially reduces the user annoyance when the device is off-line,
at least as regards the problems encountered due to a certifi-
cate that is a bit old. Although the memory is limited, the
likelihood is high that a certificate, which concerns the party
to be engaged in the authentication procedure with the digital
device, is updated concurrently with the comparison number
ofthe digital device. Since the certificate is then accessible for
that party, the likelihood of a successful authentication pro-
cedure is high as well. It is to be noted that the teachings of
this second aspect are useable in combination with the teach-
ings of the first aspect. In a third aspect thereof, the present
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invention provides for an authentication method for authen-
ticating a first party to a second party, comprising the steps of*
verifying whether the first party is authenticated; and

if the first party is not authenticated, entering an identifi-

cation of the first party into a local storage holding a list
of non-authenticated first parties, which storage is
accessible to the second party,
wherein said step of verifying comprises a step of verifying
whether the first party is a member of said list.

According to this third aspect, locally there is kept a kind of
revocation list of non-authenticated parties, which list is
accessible for at least the second party. Thus, the invention is
advantageous, among other things, from a content owner
perspective. A party that once has been entered in the list is not
useable irrespective of type of content or content carrier. For
example, the drawback of the second approach discussed
above under the background of the invention, is eliminated.

These and other aspects of the invention will be apparent
from and elucidated with reference to the embodiments
described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described in more detail and
with reference to the appended drawings in which:

FIG. 1 shows, in a perspective view, a system wherein the
method according to the present invention is employed,

FIG. 2 is a block diagram illustrating how an embodiment
of the method works in the system of FIG. 1;

FIG. 3 is a block diagram of relevant parts of an embodi-
ment of a digital device according to the present invention,
and

FIG. 4 is a block diagram of relevant parts of an embodi-
ment of a device, which is arranged to employ another
embodiment of an authentication method.

DESCRIPTION OF PREFERRED
EMBODIMENTS

A first party and a second party are to get involved in an
authentication procedure, where an operation is to be per-
formed if the authentication succeeds. For exemplifying pur-
poses, in a first embodiment of the method according to the
present invention, it is assumed that the first party is a soft-
ware application, that the second party is a device, and that the
operation to be performed is accessing content. More particu-
larly, it is assumed that the application wants to access con-
tent, which access is conditionally approved by the device.

As part of the authorization of access to the content, the

usage rights information associated with the content may
need to be updated. For example, a counter indicating how
many times the content may be accessed may need to be
decreased. A one-time playback right may need to be deleted
or have its status set to ‘invalid’ or ‘used’. A so-called ticket
could also be used. See U.S. Pat. No. 6,601,046 for more
information on ticket-based access. This updating of the
usage rights may be done by the first party or by the second
party.
As understood by the skilled person, there are numerous
combinations of different types of parties and different types
of operations, etc, that are encompassed by the scope of the
present invention. A few more examples are authentication
procedures between mobile devices and stationary devices,
and between PCs and servers in a network.

When a software application is to be used for accessing
content on a content unit received by a device, an authentica-
tion procedure is taking place in order to authorize the appli-
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cation for such an access. A typical situation, as will be
assumed when describing this embodiment, is where the
application is used for playing back content that is stored on
a content unit constituted by a disc, which is input into a
device constituted by a disc drive. For enhancing the under-
standing of this embodiment, a system as shown in FIG. 1 and
FIG. 2 is considered. The system comprises a computer, such
as a laptop, 101, having the application (App) 103 installed
therein, and a removable disc drive 105 connected thereto. A
disc 107 is going to be inserted into the disc drive 105. The
drive 105 communicates with the computer 101 via an inter-
face bus 109, and the content of the disc 107 is transferred to
the drive 105 via an optical link 111. Typically, the contents
on the disc is optically scanned and converted to electronic
signals by means of an opto-electronic transducer 113.

The drive 105 has a grace-counter k 115, a Current Validity
Number (CurrVN) register 117, and a Previous Validity Num-
ber (PrevVN) register 119. The application App 103 holds a
compliance certificate that is a Groups Certificate (GC) 121
of a group of applications and devices that includes App 103.
The GC 121 has a date of issuance measure that is a Sequence
Number (SeqNo) 123, the value of which is dependent on the
point of time when the GC 121 was generated. The contents of
the CurrVN and PrevVN registers 117, 119 is comprised in a
comparison measure which is used for comparisons with the
date of issuance measure, i.e. the Sequence Number, as will
be explained below.

When a disc 107 is inserted into the drive 105, and it is
decided that App 103 should be used for playing back the
contents of the disc 107, an authentication procedure is initi-
ated. The disc 107 comprises a Validity Number VN that is
presented to the drive 105. Further it comprises a complete set
of GCs, i.e. all certificates issued so far. The VN is compared
to the CurrVN 117 of the drive 105. Generally, if the disc is
new VN>CurrVN. Then, the CurrVN register 117 is updated
with VN, and the set of GCs is stored in the drive, and/or in a
device, such as a PC, that the drive 105 is mounted in or
connected to. As a part of the authentication procedure, App
103 has to prove to the drive 105 that it is authenticated to be
used for accessing the content. In the above-mentioned basic
case, the SeqNo of the GC 121 is compared to CurrVN, it is
determined that they are equal, it is also determined that App
is still compliant according to the new GC concerning App
103, and consequently it is verified that App 103 is authenti-
cated. Thus, App is allowed to access the contents on the disc
107.

However, in several situations, as also described in the
background above, there is no full update of CurrVN and
GCs, for example due to lack of memory resources in the
drive 105 preventing the copying of new GCs, while CurrVN
is updated with a higher VN. Also if App is no longer com-
pliant according to the new GC, it is not authenticated.

According to the present method, in specific circum-
stances, although App is not authenticated, access is still
permitted. For the purposes of this application this is called
sub-authorization. However, since a sub-authorization gives
the application the same advantages as if it were authenti-
cated, although the criteria for the authentication are not
complied with, some limitations are associated with the grant
of the sub-authorization, making it dependent on time and
number. Thus, the Sequence Number and the Validity Num-
bers are elements associated with time, since the values
thereof are dependent on when in time they were generated.
As such they can be used to determine a grace-period, as will
be described below. The grace-counter k is the number ele-
ment, but is also related to time in a way, since when it has
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counted to an end number an amount of time, though gener-
ally indefinite, has passed. This will be evident from the
description below.

As a first step of said authentication procedure SeqNo 123
is compared to CurrVN 117. If SeqNo>CurrVN, then:

the value of CurrVN is stored in PrevVN;

the value of SeqNo is stored in CurtVN; and

the grace-counter k is set to kO,
where kO indicates a predefined number of playbacks under a
sub-authorization, as will be explained below. Then it is
checked whether the GC of App indicates that App is com-
pliant, or non-revoked. If App is non-revoked, then it is deter-
mined, by the drive 105, that App is authenticated and the
access to the content, i.e. playback, is admitted. If, on the
other hand, App is revoked, a sub-authorization will be
granted. Then playback will still be allowed, but only for k0O
times. To that end, as a step of this part of the authentication,
k is decremented, i.e. k—k-1.

If SeqNo<Curr VN, then in a next step SeqNo 123 is com-
pared to PrevVN 119. If SeqNo<PrevVN;, then App 103 is not
authenticated to the drive 105. Thus, the user can not access
the content until the software application App 103 has been
updated to a more recent version having a GC carrying a high
enough SeqNo.

If SeqNo 123 is included in the range of validity numbers,
i.e. if PrevWN=SeqNo<CurrVN, regardless of the state of
revocation, in a next step it is checked whether k>0. If it is,
then App is qualified for a sub-authorization, k is decre-
mented and playback is allowed. If k=0, then no sub-autho-
rization is granted and access to the content is denied. The
outcome is the same for the combination of SeqNo=CurrVN,
and App 103 being revoked. Finally, if SeqNo=CurrVN, and
App is non-revoked, then App is authenticated. The counters
are not modified.

The value of PrevVN determines how old an application
can be and still be usable. However, since PrevVN is just one
number behind of CurrVN in a typical case with a user that
continuously uses new discs nothing but rather new applica-
tions will be useful. In an alternative embodiment, the mini-
mum validity number of the range is not Prev VN but Previous
Previous Validity Number PrevPrevVN, that is one step fur-
ther behind of CurrVN. In this embodiment PrevPrevVN is
used for the comparisons with SeqNo instead of PrevVN. An
advantage is a higher probability that the user can keep using
his accustomed playback application during the grace-period,
while still preventing the use of very old hacking tools.

In another alternative embodiment, the PrevVN counter
does not exist. This corresponds to fixing PrevVN perma-
nently to zero. In this embodiment it is absolutely certain that
the user can keep using his accustomed playback application
during the grace period.

In an embodiment of a digital device according to this
invention, the digital device 300 is a device of a low-resource
type, such as a typical optical drive. It has too little memory
capacity to store, usually in a cache memory, the complete list
of GCs. However, ithas a limited amount of memory 301, and
more particularly a Non-Volatile Random Access Memory
(NVRAM), which is capable of holding a few GCs. In addi-
tion the drive 300 keeps a list of parties, i.e. applications or
devices, with which it has engaged into an authentication
procedure. Preferably, this list is a First-In-First-Out (FIFO)
list, since over time, typically, it can only contain a part of all
parties. As shown in FIG. 3, the drive 300 has a first memory
area 303 holding a comparison measure, which in this
embodiment is a validity number VN, a second memory area
305 holding the FIFO list, and a third memory area 307,
holding GCs concerning parties of the FIFO list at 305.
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When the drive 300 updates its VN it also caches GCs
concerning the parties on the FIFO list in the third memory
area 307. When a party of the FIFO list engage in an authen-
tication procedure with the drive 300, like above, the SeqNo
ofthe corresponding GC is compared with the VN of the drive
300. In order for the party to be authenticated, it has to be
noted as compliant on the GC, and SeqNo=VN has to be
satisfied. Typically, since the party is on the FIFO list its GC
has been updated in conjunction with the VN of the drive 300,
and thus its SeqNo is high enough. However, if the party is not
on the FIFO list there is an increased likelihood for unsuc-
cessful authentication. It is to be noted that, in this embodi-
ment of the device, the very authentication procedure that the
device initiates or engages in can be as in any of the embodi-
ments described above.

In accordance with the present invention there is also pro-
vided an authentication procedure between first and second
parties, wherein it is verified whether the first party is authen-
ticated. If the first party is not authenticated, an identification
of the first party is entered into a local storage holding a list of
non-authenticated first parties, which storage is accessible to
the second party. The verifying comprises a compliance
check and a check of whether the first party is amember of the
non-authentication list. This local list can be regarded as a
local BL. A device being equipped and acting according to
this embodiment is most schematically shown in FIG. 4. The
device 400, such as an optical disc drive, has a memory 401
comprising a first memory area 403, holding a validity num-
ber VN, and a second memory area 405 holding the local BL.
Whenever a first party, such as an application, fails to authen-
ticate to the drive 400 its identification (ID) is stored in the
local BL at the second memory area 405. Whenever an appli-
cation tries to authenticate to the drive 400, using a GC saying
that it is compliant, and comprising a SeqNo=VN, the drive
checks whether the application occurs on the local BL. If so,
the drive 400 aborts authentication, otherwise the application
1s authenticated. This embodiment is of particular value if the
first memory is volatile and takes the value of the VN avail-
able on the currently present disc.

The method is implementable as a computer program
which comprises executable code portions that perform the
steps according to the method. The program is loaded into,
and executed by, the device, such as the disc drive described
above, which has the role of verifying the compliance of the
software application.

The invention may find application in home networks. A
typical home network includes a number of devices, e.g. a
radio receiver, a tuner/decoder, a CD player, a pair of speak-
ers, a television, a VCR, a digital recorder, a mobile phone. a
tape deck, a personal computer, a personal digital assistant, a
portable display unit, and so on. These devices are usually
interconnected to allow one device, e.g. the television, to
control another, e.g. the VCR. One device, such as e.g. the
tuner/decoder or a set top box (STB), is usually the central
device, providing central control over the others. Content,
which typically comprises things like music, songs, movies,
TV programs, pictures, games, books and the likes, but which
also may include interactive services, is received through a
residential gateway or set top box. Content could also enter
the home via other sources, such as storage media like discs or
using portable devices.

The home network may operate as an Authorized Domain.
In this kind of content protection systems (like SmartRight
from Thomson, or DTCP from DTLA) a set of devices can
authenticate each other through a bidirectional connection.
Based on this authentication, the devices will trust each other
and this will enable them to exchange protected content. In
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the licenses accompanying the content, it is described which
rights the user has and what operations he/she is allowed to
perform on the content.

Some particular architectures of authorized domains have
been outlined in international patent application WO
03/098931, European patent application serial number
03100772.7, European patent application serial number
03102281.7, European patent application serial number
04100997.8 and F. Kamperman and W. Jonker, P. Lenoir, and
B. vd Heuvel, Secure content management in authorized
domains, Proc. IBC2002, pages 467-475, September 2002.

It is to be noted, that for the purposes of this application,
and in particular with regard to the appended claims, the word
“comprising” does not exclude other elements or steps, that
the word “a” or “an”, does not exclude a plurality, which per
se will be apparent to a person skilled in the art.

In the device claim enumerating several means, several of
these means can be embodied by one and the same item of
hardware. The mere fact that certain measures are recited in
mutually different dependent claims does not indicate that a
combination of these measures cannot be used to advantage.

The invention claimed is:
1. An authentication method for authenticating a first party
to a second party, each party being one of a device and a
software application, where an operation is performed on
condition that the authentication succeeds, comprising the
steps of:
providing at least one computer having a processor for
performing the steps of:
verifying whether the first party is authenticated or not by
determining whether a compliance certificate of the first
party is out of date or not, based on a comparison mea-
sure of the second party, wherein the comparison mea-
sure comprises a range of allowed validity numbers, and
wherein the comparison measure compares a date of
issuance measure of the compliance certificate with the
comparison measure of the second party, wherein said
first party is authenticated only if it is determined by the
comparison that the date of issuance measure is not out
of date;
if the first party is determined to be not authenticated based
on said verification, then conditionally qualifying the
first party for a sub-authorization, dependent on a com-
parison of the date of issuance measure of the compli-
ance certificate of the first party with the range of
allowed validity numbers, wherein said conditional
qualification of the first party for the sub-authorization is
not allowed if it is determined that the date of issuance
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measure of the compliance certificate of the first party is
lower than a minimum validity number of said range of
allowed validity numbers indicating that the compliance
certificate of the first party is revoked, and wherein said
conditional qualification of the first party for the sub-
authorization is allowed if it is determined that the date
of issuance measure of the compliance certificate is
higher than or equal to a maximum validity number of
said range of allowed validity numbers;

if the compliance certificate of the first party is determined

not to be revoked, a pre-set value of a grace-counter is
used for controlling a number of times that the first party
is being sub-authorized,

wherein, if the first party qualifies for the sub-authoriza-

tion, the operation is still performed and the grace
counter is decremented from an initialized predeter-
mined number, and ifthe first party is authenticated, then
setting the grace counter to the predetermined number.

2. The authentication method according to claim 1,
wherein said step of verifying comprises the step of: verifying
if the first party is compliant according to a compliance cer-
tificate concerning the first party or not, wherein the first party
is authenticated only if it is compliant.

3. The authentication method according to claim 2,
wherein said compliance certificate is a Groups Certificate.

4. The authentication method according to claim 2 wherein
the second party holds a limited list of first parties, compris-
ing the steps of: updating, at the second party, the comparison
measure, and in conjunction with said updating, storing, at the
second party, an updated set of compliance certificates con-
taining compliance certificates concerning first parties on
said list of first parties.

5. The authentication method according to claim 1,
wherein a maximum validity number of said range of allowed
validity numbers is a current validity number stored at the
second party.

6. The authentication method according to claim 1,
wherein a mininum validity number of said range of allowed
validity numbers is a previous validity number stored at the
second party.

7. The authentication method according to claim 1,
wherein the operation comprises accessing content.

8. The authentication method according to claim 7,
wherein said content is stored on an optical disc.

9. The authentication method according to claim 1,
wherein said first party is a software application and said
second party is a device.
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