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A Trace-Based Compositional Proof Theory for
Fault Tolerant Distributed Systems

Henk Scheperst Jozef Hoomant

Department of Mathematics and Computing Science
Eindhoven University of Technology
P.O. Box 513, 5600 MB Eindhoven, The Netherlands

Abstract

We present a compositional network proof theory to specify and verify salety properties of fault
tolerant distributed systems. In this proof theory we abstract from the precise nature and occurrence
of faults, but model their effect on the externally visible input and output behaviour. To this end we
formalize a fault hypothesis as a reflexive relation between the normal behaviour (i.e. the behaviour
when no faulis occur) of a system and its acceptable behaviour, that is, the normal behaviour together
with the exceptional behaviour (i.e. the behaviour whose abnormality should be tolerated). The
method is compositional to allow for the reasoning with the specifications of processes while ignoring
their implementation details. This compositionality is achieved by starting from a SAT formalism to
reason about the normal behaviour and extending it with a single rule to obtain a specification of the
acceptable behaviour from the specification of the normal behaviour and a predicate characterizing
the fault hypothesis. We prove soundness and relative network completeness of the method. Qur
approach is illustrated by applying it to a triple modular redundant component and the alternating
bit protocol.

Key words: Compositional proof theory, fault hypothesis, fault tolerance, relative network com-
pleteness, safety, soundness, specification, verification.

1 Introduction

It is difficult to prove the properties of a distributed system composed of failure prone processes, as
such proofs musi take into account the effects of faults occurring at any point in the execution of the
individual processes. In the Hoare style formalism of [5] Cristian deals with the effects of faults that
have occurred by partitioning the initial state space into disjoint subspaces, and providing a separate
specification for each part. In the formalisms for fault tolerance that have been proposed in the more
rccent literature (cf. [3], [9], [14], [18]) the occurrence of a fault is modeled explicitly, typically using the
designated symbol ‘t’. In contrast, we want 1o model the effects of faults on the externally visible input
and output behaviour and let the alphabet of a process remain unchanged. In particular, we aim at a
formalism which abstracts from the internal states of the processes and concentrates on the inputl and
output behaviour that is obscrvable at their interface. At a consequenee, in our proof theory we do nol,
deal with the scquential aspects of processes. 'To support top-down program design we want to reason
with the specifications of processes without considering their implementation and the precise nature and
occurrence of faults in such an implementation. This means that we aim at a compositional proof theory
for fault tolerant distributed systems.

In fault tolerant systems, three domains of behaviour are distinguished: normal, exceptional and
catastrophic (see [12]). Normal behaviour is the behaviour when no faults occur. The discriminating
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factor between exceptional and catastrophic behaviour is the fault hypothesis which stipulates how faults
affect the normal behaviour. Relative to the fault hypothesis an exceptional behaviour exhibits an
abnormality which should be tolerated (to an extent that remains to be specified). A catastrophic
behaviour has an abnormality that was not anticipated (cf. [1], [11], [12], and [15]). In general, the
catastrophic behaviour of a component cannot be tolerated by a system. Under a particular fault
hypothesis, the system is designed as if the hypothetical faults are the only faults it can experience and
measures are taken to tolerate (only) those anticipated faults (see, e.g., [16) for some design examples).
In particular, the exceptional behaviour together with the normal behaviour constitutes the acceptable
behaviour.

Given this classification of behaviour, we investigate whether an existing compositional proof theory
for reasoning about the normal behaviour of a system can be adapted to deal with its acceptable be-
haviour. To do so, we formalize a fault hypothesis as a relation between the normal and the acceptable
behaviour of a systemn. Indeed, such a relation enables one to abstract from the precise nature and
occurrence of a fault and to focus on the abnormal behaviour it causes, if any.

As a starting point of the development of the proof theory, along the lines described above, we
consider a simple SAT formalism to specify and verify safety properties of networks of processes that
communicate synchronously via directed channels. Safety properties are properties that can be falsi-
ficd by finite observations [20). They are important for reliability because, in the characterization by
Lamport [10], they express that ‘nothing bad will happen’. We express a property of a process P by
means of trace logic, using a special variable k to denote the trace, also called history, of P. Such
a history describes the observable behaviour of a process by recording the communications along the
visible channels of the process. For instance, a possible history h of 1-place buffer B which alternately
inputs an integer via the observable channel in and outputs it via the observable channel out, may
be {(in, 1), (out, 1), (in,3), (ocut, 3)}. To express that a process P satisfies a safety property ¢ we use a
correctness formula of the form P sat ¢. Typical safety properties of bufler B are “if there is a commu-
nication on oui then the communicated value is equal to the most recently communicated value on in’
and ‘the number of oul communications is equal to or one less than the number of in communications’.

Based on a particular fault hypothesis, the set of behaviours that characterize a process is expanded.
"To keep such an expansion manageable, the fault hypothesis y of a process P is formalized as a predicate,
whose only free variables are h and Ay, representing a reflexive relation between the normal and
acceptable histories of P. The interpretation is such that h,;s represents a normal history of process
P, whereas h is an acceptable history of P with respect to x. For a predicate x, representing a fault
hypothesis, we introduce the construct (Ply) to indicate execution of process P under the assumption
of x. This construct enables one to specify failure prone processes. Consider again buffer B. Under
the hypothesis that, due to faults, values in the buffer are corrupted, which is formalized by some
fault hypothesis predicate Cor, history {(in, 1), (out, 1), (in, 3), (out, 3)} may be transformed into history
({in,1),{ont, 1), (in, 3), (out,5)). Then, we would like to prove that failure prone process (B Cor) still
satisfies the property that ‘the number of out communications is equal to or one less than the number
of in communications’.

We define the trace semantics of a failure prone process FP, and define when correctness formulae of
the form FP sat ¢ are valid. We present a proof theory to verify that a system tolerates the exceptional
behaviour of its components to the desired extent. The proof theory is compositional in the sense that
it allows for the reasoning with the specifications satisfied by failure prone processes while ignoring their
implementation details. The usefulness of our method is illustrated by applying it to a triple modular
redundant system and the alternating bit protocol, where, indeed, we only use the specifications of
the components. Finally, we show that our proof theory is sound and obtain a completeness result by
establishing preciseness preservation (see [19]).

The remainder of this report is organized as follows. Section 2 introduces the programming language.
Section 3 defines the denotational semantics. In Section 4 we present the assertion language and associ-
ated correctness formulae. In Section 5 we incorporate fault hypotheses into our formalism. Section 6
presents a compositional network proof theory for fault tolerant distributed systems. We illustrate our
method by applying it, in Section 7, to a triple modular redundant component, and, in Section 8, to the



alternating bit protocol. In Section 9 we prove that the proof theory of Section 6 is sound and complete.
A conclusion and suggestions for future research can be found in Section 10.

2 Programming Language

In this section we present an OCCAM-like programming language which is used to define networks of
processes. Let VAR be a nonempty set of program variables, CHAN a nonempty set of channel names,
and let VAL be a denumerable domain of values. IN denotes the set of natural numbers (including 0).
We consider a concurrent programming language in which processes communicate synchronously via
directed channels. The syntax of our programming language is given in Table 1, withn € IN, n > 1,
z€ VAR, p € VAL, c € CHAN, and cset C CHAN.

Table 1: Syntax of the Programming Language

Ezpression ex= p |z | ertes | e1—e2 | €1 xen

Boolean Ezpression b= ey —=e; | ey<ex | ~b | by Vv

Guarded Command G = [[l_bi — P]

Process Pu= skip | zi=e|¢cle| c?c | P; P | G| G| Pj|P2 | P\eset

Informally, the statements of our programming language have the following meaning:
Atomic statements

» skip terminates without any effect.
e Assignment z := e assigns the value of expression e to the variable z.

¢ Output statement cle is used to send the value of expression e on channel ¢ as soon as a cor-
responding input command is available. Since we assume synchronous communication, such an
output statement is suspended until a parallel process executes an input statement c?z.

s Input statement c¢?x is used to receive a value via channel ¢ and assign this value to the variable
z. As for the output command, such an input statement has to wait for a corresponding partner
before a (synchronous) communication can take place.

Compound statements

e P;; P indicates sequential composition: first execute Py, and continue with the execution of Py if
and when P, terminates.

¢ Guarded command [Ji=;6; — P]. If none of the b; evaluate to true then this guarded command
terminates after evaluation of the booleans. Otherwise, non-deterministically select one of the b;
that evaluates to true and execute the corresponding statement F;.

¢ Iteration * & indicates repeated execution of guarded command G as long as at least one of the
guards is open. When none of the guards is open * (G terminates.

¢ Py || P; indicates the parallel execution of the processes Py and P,

e P\ cset hides the channels from cset.

For a guarded command G = [[|’L,b; — P;] we define bg = b, v ...V b,. Define var(P) as the set of
variables occurring in P.



Definition 1 (Observable input channels of a process) The set of visible, or observable, input
channels of process P, notation in(P), is defined inductively as follows:

*

*

*

in(skip} = in(z :=¢) = in{cle) = O

in(c?z) = {c}

m(Py; P2) = in(P) U in(Py)

in([[Fo1 b — Fi)) = Uiin(P)

in(*G) = in(G)

in(Py || P2) = in(Py) U in(Pe)

in( P\ cset) = tn{P) — cset ¢

Definition 2 {Observable output channels of a process) The set of visible, or observable, output
channels of process P, notation out(P), is defined inductively as follows:

out(skip) = out(z :=¢) = 0

oul{cle) = {c}

out(c?z) =0

oul(Py ; P2) = out(Py) U out{P:)

out([]oyb — P) = Usout(Py)

out(*G) = out(G)

out( P || P2) = out(Py) U out(Py)

oul( P\ cset) = out(P) — cset o

Definition 3 {Observable channels of a process) The set of observable channels of a process P,
notation chan(P), is defined by chan(P) = in{P) U out(P). <o

2.1

Syntactic Restrictions

To guarantee that channels are unidirectional and point-to-point, we have the following syntactic con-
straints (for any c € CHAN, = € VAR, expression e, elc.):

For P, ; P; we require that if P; contains cle then P> does not contain ¢?z, and if P; contains c7z
then P, does not contain cle. In other words, in(Py) N out(P3) = @ and out(P1) Nin(Py) = 0.

For [, b — F:] we require that, for all i,5 € {1,...,n}, i # j, if P; contains cle then P; does
not contain c?x, that is, cut(P;) Nin(F;) = Q.

For P,|| P2 we require that if P| contains cle; then P; does not contain cleg, and if P; contains 7z,
then P; does not contain c?z2. Equivalently, in(Py) N in(Py) = @ and oui(P) Noul(Py) = 0.

To avoid programs such as (¢?z)\ {c}, which would be equivalent to a random assignment to zr, we
require:

For P\ cset we require that cset C in(P) N out(P).

Furthermore, we do not allow parallel processes to share program variables.

For P,||P2 we require that var(P;) Nvar(P,;) = @.



3 Denotational Semantics

In this section we define a denotational semantics for the programming language of the previous section.
The semantics of a process P, denoted by O[P], associates with P a set of triples consisting of the
initial state, the sequence of communications, and the final state characterizing a possible execution of

the process.
Define the set STATE of states as the set of mappings from VAR to VAL:

STATE = {o | o : VAR — VAL)}

Thus a state ¢ assigns to each program variable z a value o(z). For simplicity we do not make a
distinction between the semantic and the syntactic domain of values.

Definition 4 '(Variant of a state) The variant of a state ¢ with respect to a variable ¢ and a value
¥, denoted (¢ : z — 1), is given by

] if y=«z
crz—Y = .
( w={ 7y it 2s
using ‘=’ to denote syntactic equality. <
In the sequel we assume that we have the standard arithmetical operators +, —, and x on VAL.
Define the value of an expression e in a state o, denoted by £[e](¢), inductively as follows:

o Eful(o) =,

e £2)0) = o(a),

o Efer + e2)(0) = E[er)(0) + Ee2](0),

¢ Elex — e2)(0) = Eles)(e) — E[en](0), and
e Ele; x e2](0) = E[er](e) x E[e2)(a).

We define when a boolean expression b holds in a state o, denoted by B[b}(c), as
o Bley = e2)(o) iff Ees](o) = Efe2](0),

¢ Bles < ea(0) iff E[es)(0) < Eleal(),

o B[-b](c) iff not B[b](c), and

o B[b: v ba](o) iff Bfb:](0) or Bb:](e). -

We represent a.synchronous communication of value 4 € VAL along channel ¢ € CHAN by a pair
(c, u), such that ch{{c, )} = c and vel((c,p)) = . To denote the behaviour of a process P we use
a history & which is a finite sequence (also called a trace) of the form {(c1,p1),...,(cn,in)} of length
len{8) = n, where n € IN, ¢; € chan(P), and u; € VAL, for 1 < i < n. Such a history denotes the com-
munications of P along its observable channels up to some point in an execution. Let {} denote the empty
history, i.e. the sequence of length 0. The concatenation of two histories 6; = {(c1, p1), . . -, (ck, ptx)} and
02 = {(d1,»1),...,(di, 1)), denoted 8,"8,, is defined as {(c1,p1),- .., (c, &), (d1, 1), ..., (d1,11)}. We
use #*(c, ) as an abbreviation of 0" ((c, u)}.

Let TRACE be the set of traces, that is, the smallest set such that

e () € TRACE,
o if 6 € TRACE, c € CHAN, and ps € VAL then 8" (c, ) € TRACE.



Definition 5 (Projection) For a trace # € TRACE and a set of channels cset C CHAN, we define
the projection of @ onto cset, denoted by 81 cset, as the sequence obtained from & by deleting all records
with channels not in cset. Formally,

O ifé =
07 cset = { Gofcset -~ if @ = 6o™(c, p) and ¢ & cset
(BaTcset) (e, ) if 8 = 6o™(c, ) and ¢ € cset
<

Definition 6 (Hiding) Hiding is the complement of projection. Formally, the hiding of a set csef of
channels from a trace § € TRACE, notation 8\ cset, is defined as

8\ cset = 01(CHAN — cset)
O

Definition 7 (Channels occurring in a trace) The set of channels occurring in a trace #, notation
chan(8), is defined by

chan(0) = {c € CHAN | 01{c} # ()}

<
Notice that 871 cset = @ iff chan(@) C cset, and that 81{c} = () iff ¢ € chan(8).
Definition 8 (Length of a trace) The length of a trace 6, denoted by len(#), is defined by
o len(()) =0,
o len(0*(c, p)) = len(6) + 1. <

Definition 9 (Prefix) The trace #; is a prefix of a trace §3, notation #; < 83, iff there exists a trace
#3 such that 6,03 = 8. ] <

Let STATE, = STATEU {1}. The semantic function O assigns to a process P a set of triples
(00,0,0) with oy € STATE, § € TRACE, and ¢ € STATE, . Informally, a triple (g, 8,¢) € O[P] has
the following meaning:

e if o # 1 then it represents a terminating computation which has performed the communications
as described in # and terminates in state &, and

¢ if ¢ = 1 then it represents a point in a computation of P at which P has performed the commu-
nications as described in @ but has not yet terminated.

To define the semantic function O we use the operator PC which yields the prefix closure of a set O
of triples:

PC(0) = OU{(00,0,L) | there exists a (o0,0;,0) € O such that 6 <6}

For instance, PC({(o0,{(c,1)},0)}) = {(o0,(}, L), (o0, {{c, 1)}, L), (o0, {(c,1)},0)}. Thus, for infinite
executions of a process P the set OfP] contains all finite approximations, which is justified since we only
deal with safety properties [20].

The semantics of a process P can now inductively be defined as follows:

* Ofskip] = PC({(v0, ()}, 00)})
e Ofz:=e] = PC({{00, (), (00 : z > E[e}(ca})})



Ofele] = PC({(00,{(c,E[e)(o0})}, 0)})

Olc?z] = PC({(c0,0,¢) | there exists a value 4 € VAL such that 8 = {(c, u))
and o = (09 : z — )})

O[Pl N PZ] = {(0'019) "L) I (Uo»a,l) € OII‘Pl]’}
U {(o0,01"82,0) | there exists a o1 # L such that
(001 91!‘71) € OI[Pl]I and (0116216) € Olpz]}

O[{fbi = ]l = PC({(00,{},00) | ~B[b1 V... VbaJ(00)})
U PC({(c0,8,¢) | there exists a k € {1,...,n} such that
Bfb:](o0) and (o0, 8,0) € O[FP:}})

O[*G] = PC({(v0,8,0) | there exists a k € IN and a list (¢g,61,01),...,(0k~1,0k,0%) such that
6=0,".. ", 0=0r,andforalli€{0,...,k-1}:
o; # L, Blbg](o;) and (o4, 0i41,0i41) € O[G], and
if Tk # L then Bﬂ—lbg](a’k)})

O[A |} P2} = {{c0,8,0) | for i == 1,2 there exist 8;, oy such that (a9, 8;,0;) € O[F], and
iffoy=lLoroy=1. then o= 4 else for all z € VAR

ai{z) il z € var(F5)

oo{z) il z & var(P; || P2)

81 chan(FP;) = 0;, and 81 chan(P, || P;) = 0}

o O[P\ cset] = {{og,0\ csel, o) | (00,8,0) € O[P]}

0‘(.":) =

We conclude this section by defining the set of traces of a process.

Definition 10 {Traces of a process) The traces of a process P, notation H[P], follow from:

H[P] = {@ | there exist o¢ and o such that (00,6, ) € O[P]}

4 Assertion Language and Correctness Formulae

As mentioned before, we use a correctness formula P sat ¢ to express that process P satisfies safety
property ¢. Informally, since we abstract from the internal states of the processes and focus on the
pattern of communications, such a correctness formula expresses that any sequence of communications
P may exhibit satisfies ¢. '

Conform the format of traces in the semantics of the previous section, we use communication record
expressions such as (¢, uj, with ¢ € CHAN and p € VAL, in assertions, We have channel expressions,
e.g. using the operator ch which yields the channel of a communication record, and value expressions,
including the operator wal which yields the value of a communication record and the length operator
len. Further, we use in assertions the empty trace, {), traces of one record, e.g. ({c, )}, as well as the
concatenation operator * and the projection operator 7. To refer to the communication history of a
process we use a special variable h. This variable is not updated explicitly by the process: it refers to
a trace from the semantics, and consequently its value will in general change during the execution of
the process. Then, we can wrile specifications like ¢!12 sat AT {e} = (} vV AT{c} = {(c,2)). Let VVAR,
with typical representative v, denote the set of logical value variables ranging over VAL, and let TVAR,
with characteristic element ¢, be the set of logical trace variables ranging over TRACE. Assume that
VVARN TVAR = @.

Table 2 presents the assertion language, with c € CHAN, py € VAL, v € VVAR, t € TVAR, and
csel C CHAN. Observe that an expression in the assertion language of Table 2 does not refer to program
variables since we abstract from the internal state of a process in this report.



Table 2: Syntax of the Assertion Language

Channel expression cezp = ¢ | ch(rezp)

Value expression vezp uz=  u | v | vel(rezp) | len(texp)

Record expression rexp = (cexp,vezp) | texp(vezp) A

Trace erpression tezp= t | k| (} | {rezp) | tezp,“tezp, | tezp(csel

Assertion ¢ = ceTp, = cexp, | verp, = verp, | tezp, = lexp, |
SrAgy | ~¢ | Fv:g | Tt

Definition 11 (Abbreviations) Henceforth we use the following abbreviations:

*

*

ch(cezp,vexp) = ch({cezp, vezp))

vel(cezp, vezp) = val((cezp, vexp))

texplcexp = tezpl{cezp}

rezp, = rezp, = ch(rezp,) = ch(rezp,) A vel(rezp,) = val(rezp,)

tezp\esel = lexp|(CHAN — cset)

|

last(tezp) = tezp(len(lezp))

texp, =< texp, = 3t : texp ™t = lezp,

This expresses that texp, is a prefix of tezp,.

tezp, <" lezpy, = I :len(t) < n:lezp, ™ = tezp,

To assert that fezp, is a prefix of texp, which is at most n records shorter.

lezpy < texp, = lexp; < lezpy A texp, # tezp,

To denote that tezp, is a sirict prefix of lezp,.

tezp, <" tezp, = M :1 < len(t) < n: tezp M = tezp,

To express that tezp, is a strict prefix of texp, which is at most n records shorter.
texp{verp] = tezp(1)" ... Mezp{vezp)

To refer to the prefix of {ezp that has length vezp.

tezp. < tezp. = 3t : thtexp; < texp, if len{tezp,) <1
PLEEIP = 1 viivi>ia,t: ti M tezp, (i o M exp, (7) X tezp, if len(tezp,) > 1
To denote that tezp, is a (not necessarily contiguous} subsequence of tezp,. <

Furthermore, we use the standard abbreviations ¢, V ¢2 = =(—éy A —d2), and ¢1 — d2 = =¢y V $2.

Also,

for natural numbers & and y, we use the relations x <" y and ¢ <™ y to denote that 0 < y—2z < n,

respectively that 0 <y — z < n.

Definition 12 (Sequence of values) For a trace tezp,

N if tezp = ()
Val(tezp) = { Val(texp,)*v  if tezp = texpy™(e, v)



Example 1 (Medium} Consider a medium M that accepts messages via m;, and delivers them via
Moy in first in-first out order. To specify that M has a capacity of one message, we use

M sat Val(h1m,y) <* Val(himi,)
A

For an assertion ¢ we define a set chan(¢) of channel names such that ¢ may only be invalidated by
a communication on the channels of chan({¢).

Definition 13 {Channels in an assertion) For an assertion ¢ we inductively define the set chan(g)
of channels such that ¢ € chan(¢) iff a communication along ¢ might affect the validity of ¢.

e chan{c) =0

o chan(ch(rezp)) = chan(rezp)

o chan{p) = chan(v) = 0O

e chan(val(rezp)} = chan(rezp)

o chan(len(lezp)) = chan{lezp)

o chan({cexp, verp)) = chan(cexp) U chan{vezp)

o chan(tezp(vezp)} = chan(tezp) U chan(vezp)

o chan(t)= O

o chan(h) = CHAN

o chan(()) =0

o chan({rezxp)) = chan(rezp)

o chan(lezp,"ezp,} = chan(tezp,) U chan(tezp,)

o chan(lexp]csel) = chan(iezp) N cset

o chan(cerp, = cexp,) = chan(cezp,) U chan{cexp,)
o chan{vezp, = vexp,y) = chan(vezp,) U chan(vezp,)
o chan(lezp; = lexp,) = chan(tezp,) U chan(tezp,)
* chan(¢r A ¢z) = chan(gy) U chan(¢a)

o chen(—¢) = chan(3v : ¢) = chan(I : ¢) = chani¢) <

Next we define the meaning of assertions. An assertion is interpreted with respect to a pair (8,7).
Trace # gives h its value, and environment ¥ interprets the logical variables of VVAR U TVAR. We use
the special symbol t to deal with the interpretation of tezp(vezp) where index vezp is not a positive
natural number, or if it is greater than the length of tezp. The value of an expression is undefined
whenever a subexpression yields 1. We define the value of a channel expression cezp in the trace 8,
and an environment ¥, denoted by Clcexp](8,%), yielding a value in CHAN U {{}, the value of a value
expression vezp in the trace ¢, and an environment v, denoted by V[vezp](6,v), yielding a value in-
VAL U {t}, the value of a record expression rezp in the trace #, and an environment v, denoted by
R[rexp](6,7), yielding a value in CHAN x VALU{{}, and the value of a trace expression tezp for trace
@, and an environment v, denoted by T [texp](#, v), yielding a value in TRACE U {{}.



Cle)(@,7) = ¢

_ [t it R[rexp}(8,7) =1
Clch(rezp)l(8,7) = { ¢ iff there exists a pu such that R[rezp}(9,7) = (c, 1)

VEﬂ](g, 7) =4
VieI(8,7) = 7(v)

_ [t iff R[rexp}(f,7) =1
Vval(rezp))(6,7) = { p#  iff there exists a ¢ such that R{rezpJ(8,7) = (e, )

t iff T[¢ g,v)=1
V[Ien(tezp)](ﬂ,‘}’):{ len(T[texp}(0,7)) otherw(;:g]( V)

1 iff Clcezp}(f,y) =1 or Vv 8,1 =1
R[(cexp, vezp)](#,v) = { (Cleezp](0, ), VIveap) (0, 7)) Ltheirfvi?::] Y r Vlverp}(9,v)

(c, i) iff there exist 8; and @, such that len(8)) = V[vezp}(d,7) — 1
Ritezp(vezp))(8,v) = and 7 [texp}(8, v) = 61" (c, p)b,
+

otherwise

»

T8, v) = 1)
Tih)(@,v) = ¢
TIO)8,v) = ()

L iff Rrezp)(6,7) = 1
T[{rezp}])(8,7) = { (e, 1)} iffl R[rezp}(6,7) = (c, )

.
t iff T[texp,)(8,v) =t or

o T(texp "tezp,}(6,7) = Ttexp,)(6,7) = 1
Ttezp,)(6,v)* T [tezp,)(0, 7) otherwise

e iff T[tezp)(9,7) = 1
o TliezpTcset](d,) = { T {tezp](61 cset, v) T cset otherwise

Definition 14 {Variant of an environment)} The variant of an environment v with respect to a
logical variable / and a value A, denoted (y : | — }), is given by

(7:lv—>,\)(m)={ :\{(m) ii, 2;:
<

We inductively define when an assertion ¢ holds for a trace #, and an environment <, denoted by
(6,%) = ¢. To avoid the complexity of a three-valued logic, an equality predicate is interpreted strictly
with respect to 1, that is, it has truthvalue false if it contains some expression that has an undefined
value.

* (8,7) F cexp, = cexp, iff Clcezp (6, v) = Clcezp,](8, v) and Cleezp,}(8,v) # ¢

¢ (8,7) | vezp, = vezp, iff V[vezp,](8,v) = V[vezp,}(8,7) and V]vezp,](6,7) # t
* (8,7) [ tezp; = teap, iff T[tezp (9, 7) = T{tep;)(6,7) and Ttep,)(0,7) # +
* (0.1 F é1A¢2iff (8,7) = ¢1 and (8,7) F ¢2
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e (6,7) |E ¢ iff not (6,7) F ¢
e (8,%) = Jv: ¢ iff there exists a value u such that (#,(y:v— ) E ¢
e (6,7) E 3t : ¢ iff there exists a trace 8 such that (8, (y : ¢ — 5)) E¢

Definition 15 (Validity of an assertion) An assertion ¢ is valid, which we denote by = ¢, iff for all
fandy: (6,7) =¢ &

We conclude this section by defining when a correctness formula P sat ¢ is valid.

Definition 16 (Validity of a correctness formula) For a process P and an assertion ¢ a correctness
formula P sat ¢ is valid, denoted by = F sat ¢, iff

for all y and all 0 € H[P]: (8,7) = ¢

5 Incorporating Fault Hypotheses

Based on a particular fault hypothesis, the set of behaviours that characterize a process is expanded.
To keep such an expansion manageable, the fault hypothesis y of a process P is formalized as a
predicate, expressed in a first order assertion language, whose only free variables are k and kg4,
representing a reflexive relation between the normal and acceptable histories of a process. The in-
terpretation is such that h,iq represents a normal history of process P, whereas h is an acceplable
history of P with respect to x. Such relations enable one to abstract from the precise nature of a
fault and to focus on the abnormal behaviour it causes. For instance, a possible history h of pro-
cess Squere, which alternately inputs an integer via the observable channel in and outputs its square
via the observable channel out, may be {(in, 1), {out,1),(in,3),(0out,9)). The exceptional behaviour
resulting from Sgquare’s output channel becoming transiently stuck at zero can be defined using a pred-
icate StuckAtZero asserting that h,yy and h are equally long, if the ith element of A,y records an
tn communication then it is equal to the ith element of h, and if the ith element of h,ig records
an oul communication then so does the ith element of /i, but in the latter case the communicated
value recorded in A is equal to the original value or it is equal to zero. Using, similar to [17], the
construct (SquarelStuckAtZero) to indicate execution of process Square under the assumption of Stuck-
AtZero, we still have {(in, 1), (out, 1), {in, 3), (out, 9)) € H[(Square] StuckAiZere)], but also, for instance,
{(sn, 1), (out, 1}, (in, 3), (oul,0)) € H[(Square] StuckAtZero)]. Our goal is to examine whether it is pos-
sible to develop a compositional proof theory based on the idea of transforming histories; for the time
being it is not our aim to find a logic to express fault hypotheses as elegantly as possible.

Example 2 (Stuck at zero) The before mentioned predicate StuckAtZero can formally be defined asg
follows:

StuckAtZero £ len(how) = len(h)
AVi:1<i<len(h): ch(ht{in, cut}(?)) = ch(hoial{in, out}(i))
A val(h1in(i)) = val(hoq1in(i))
A val(hTout(s)) = val(hagToul(i))
v val(htout{i)) =0

Fay

By not specifying the value part of an out record in k, allowing it to be any element of VAL, we can
formalize corruption.

11



Example 3 (Corruption) We formalize corruption as follows:

Cor = len(how) = len(h)
AVi:1<i<len(h): ch(hl{in,out}(i)) = ch(hotat{in, out}{s))
A val(h1in(i)) = val{hea1in(1))

Fa¥

Example 4 (Loss) Consider medium M of Example 1. To formalize the hypothesis that M may lose
messages we define:

Loss 2 h1{min,mou} Dhotal {Min, Mout}
A hTmin = horaTmin

Fay

We extend the assertion language with trace expression term hy14. Sentences of the extended language
are called transformation ezpressions, with typical representative 3. A transformation expression is
interpreted with respect to a triple (6o, 8,v). Trace 6 gives h,uq4 its value, and, in conformity with the
foregoing, trace @ gives h its value, and environment ¥ interprets the logical variables of VVARU TVAR.
The meaning of assertions, as defined on page 9, can easily be adapted for transformation expressions;
the only new clause is 7[ho1a}(fo,8,7) = 6. Similarly, the channels occurring in an transformation
expression are defined as in Definition 13 with the extra clause chan(h,2) = CHAN. :

Since the term h,14 does not occur in assertions, the following lemma is trivial.

Lemma 1 (Correspondence) For assertion ¢ for all 8y (60,6,7) = ¢ iff (6,7) F ¢. o

In this section we define the trace semantics H[(FPlx)] of failure prone process (FPlx), that is,
process FP under assumption of fault hypothesis x. A fault hypothesis x is a fault assertion which,
since it formalizes a relation between the normal and the acceptable behaviour of a process, represents
a reflexive relation between h and h,j¢. Formally,

* | x[hoia/h]
Furthermore, we require a fault hypothesis x to be prefix closedness preserving, that is, we require
o xAt<h— oy <hoa: x[t/h toa/heid)
Using P to denote a process expressed in the programming language of Section 2, we define the

syntax of our extended programming language in Table 3.

Table 3: Extended Syntax of the Programming Language
1—Failm Prone Process FP = P | FP[[FP; | FP\cset | (FPIx) |

We require, in (FPlx), that chan(x) C chen(FP). Hence, chan((FPlx)) = chan(FP), and, as
before, chan(FP, || FP2) = chan(FP;) U chan(FP3), and chan(FP\ cset) = chan(FP) — csel.

As we are only interested in the traces of a process, the semantics of a failure prone process FP is
inductively defined as follows:

12



o H{FP | FP ] ={ 8 |fori=1,2,61chan(FP;) € H[FP;], and 61 chan(FP; || FP;)=¢ }
o H[FP\cset] = { 6\ cset | § € H[FP] }

o H{(FPIx)] = {8 | there exists a fp € H[FP] such that, for all 7, (o,8,¥) = x, and
61 chan(FP)=10 }

The set H(FPlx)] represents the acceptable behaviour of FP with respect to fault hypothesis x. No-
tice that, H[FP] = H[(FP1hlchaen{FP) = hoilchan(FP))], and that, because of the reflexivity of
X, H{FP] € H[(FPlx)]). Also, observe that the semantics is defined such that if § € H[FP] then
chan(#) C chan(FP).

Lemma 2 (Prefix closedness) If § € H[FP] and ¢’ < 6 then & € H[FP].
Proof. See Appendix A. a

Definition 17 (Composite transformation expression) For transformation expressions ¥, and 3,
the composite transformation expression (31112) is defined as follows

(¥1l%2) £ 3t:ft/h] A $aft/how)
where ¢ must be fresh. o
From this definition we easily obtain the following lemma.
Lemma 3 {Composite fault hypothesis)
HIFPUx1lx2))] = HI(FPUx)lx2))
Proof. See Appendix B. ]
The following lemmas are easy to prove by structural induction.

Lemma 4 (Projection) Consider cset C CHAN and transformation expression . If chan(y) C csel
then, for all 8o, #, and +

() (80.0,7) k= iff (fo,87cset, ) k= ¥

(b) (60,0, 7) E¥ iff (foleset, 0, 7) ¢ 0
Lemma 5 (Substitution) Consider transformation expression .

(a') (00,0‘ 7) k= ¢[tezp/h} if (90,7[181};}](00,0,7),7) ': "1[)

(b) (60,8,7) F ¥[tezp/hoa] Ml (Tftezp](60,6,7),8,7) = ¢ o

Since the interpretation of assertions has not changed, the validity of correctness formula FP sat ¢ is
defined as in Definition 16, with P replaced by FP.

Definition 18 (Validity of a correctness formula) For a failure prone process FP and an assertion
¢ a correctness formula FP sat ¢ is valid, denoted by = FP sat ¢, iff

for all v and all # € H[FP]: (8,9) E ¢
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6 A Compositional Network Proof Theory

In this section we present a compositional proof theory to prove safety properties of networks of processes,
Since we focus on the relation between fault hypotheses and concurrency, we have abstracted from the
internal states of the processes and do not give rules for atomic statements, nor sequential composition.
Such rules could be formulated by using an extended assertion language which includes program variables
and a denotation to indicate termination (e.g. [20]).

The following rules are standard:

Rule 6.1 (Consequence)
FP sat ¢1, ¢1—¢2

FP sat ¢4

Rule 6.2 (Conjunction)
FP sat ¢;, FP sat ¢,

FP sat ¢1 A ¢2

Rule 6.3 (Invariance)
cset N chan{FP) =@

o FP sat hcsel = ()

From this rule we can derive the following lemma.

Lemma 6 (Invariance)
P sat h\ chan(P) = ()

Rule 6.4 {Parallel composition)

FP1 sat ¢1, FPg sat ¢2
FP,||FP, sat ¢; A ¢

provided that chan(¢,) N chan(FP3) C chan(FP;) and chan(¢) N chan(FP,) C chan(FP3), i.e. if the
assertion that holds for one process refers to channels of the other process then this concerns channels
connecting the two processes (cf. [8], [20]). Note that, as a consequence of this restriction, any occurrence
of h in specification ¢; of process FP; should be projected onto a subset of chan(FP;). Recall that we
do not allow shared variables.

Rule 6.5 (Hiding)
FPsat ¢, chan(¢)Ncsel =@

FP\ csel sat ¢

Next, we formulate the rule for the introduction of a fault hypothesis.

Rule 6.6 (Fault hypothesis introduction)

FP sat ¢
(FPlx) sat ($lx)

Observe that since ¢ is an assertion, hoq does not occur in ¢, and hence also (¢lx) is an assertion.

Example 5 (Loss) Consider the medium of Exampie 4. By {Fault hypothesis introduction),

(MlLoss)sat 3t :  (Val(htmou) < Val(h1mi,))[t/h]
A (hT{mimmout}f_]haldt{mimmaut} A hTmm = hoIdTmin)[t/hoM]
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which reduces to

(MiLoss)sat 3t :  Val(tTmoy) X' Val(ttmi,) .
A hT{minamout}StT{miﬂ»maut} A hTmin = tTmin

Now, for instance, by A1 {min, Mou } ST {mM;n, Moy}, we have, obviously, hTm,y: Qi1my, which, since
Val(tTmou) X' Val{tTm,,), implies Val(h1mou )< Val(t1my,). Then, by t1m;, = h1m,,, we obtain

(M1 Loss) sat Val(htm,u )< Vai(h1mis)

Also, since Val(t1m,y:) <! Val(i1m,,), we have Yi: ch(1'(3)) = moy: : val(t'(i)) = val(last(¥'[i)Tmin)),
with t' = {1 {min, Mou:}. Because A1 {min, Moy} JT{Min, Mou} whilst ATm, = tim;,, this leads to

(M 1Loss) sat Vi: ch(hT{min, Mout }(f)) = Moy :
val(h1{min, mouw }(?)) = val(last(ht {min, mou }[{] Tmin))

Finally, since the semantics is prefix closed we have the following rule.

- Rule 6.7 (Prefixing)
FP sat ¢

FP sat ¥t < h: ¢[t/h]

7 Example I: Triple Modular Redundancy

Consider the triple modular redundant component of Figure 1. It consists of three identical components
Cj, j = 1,2,3, an input triplicating component In, and a component Vofer that determines the ultimate
output. The intuition of the triple modular redundancy paradigm is that 3 identical components operate
on the same input and send their output to a voter which outputs the result of a majority vote. Clearly,
the failure of one component can be masked, and the failure of two or all three components can be
detected, as long as they do not fail identically.

in out

Figure 1: Triple modular redundant component
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Definition 19 (Abbreviations) Throughout this section we use the following abbreviations:
o c(i) = val((h1c)())
o c®M(i) = val((hoatc)(i))
o ct(i) = wval((tTc)(s)) ©

Each component alternately awaits an input message from in, performs some computation f, and
produces an output message on outl. We abstract from the implementation details of a component; we
only consider the following specification. '

C; sat Vi : out() = f(in(4))

The voter awaits the output of each of the 3 components, takes a majority vote, and outputs the
result of that vote. Formally,

Voter sat Vi, v : out(i) = v — (3k, 1 : k £ | : ouli(f)} = ouly(i) = v)

Finally, component In conforms to

-

Insat Vi, j: in;(i) = in(f)

The voter produces the desired output if at least two of the values output by C;, C», and Cj are
correct. Hence, to mask the failure of one component, at most one of the values output by €, C2, and
C3 may be corrupted for each vote. This assumption is formalized by the following fault hypothesis.

Cors! £ Vi:3k,d:k #1: outi(i) = outl(i) A outi(i) = outP™(i)
A ht{iny, ing, ina} = hyaT{ing, in2, ing}

We show that, given this assumption, the system In}{((Cy||C2}{Ca)l Cor<!)|| Voter produces the de-
sired output, that is, hiding internal channels we prove

(In||((C1||C2)|Ca)l CorSV)|| Voter)\ {iny, ing, ina, outy, ouis, outs} sat Vi: out(i) = f(in(i))
Proof. By (Parallel Composition)

CiliCal|Cs sat A Vi: out;(i) = f(in; (i)

i=1

By (Fault Hypothesis Introduction)

((C1]IC2}|Ca)l Cors?) sat 3t: (/3\ Vi out; (i) = f(in;(i)))[t/h] A Cor_sl[t/h,,u]
j=t

which is, by definition, equivalent to

((C1]IC2||C3)l Cors') sat 3t: /\;?:1 Vi:outi(i) = f(:'n}(:'))
AV 3k, k£ 1 outy (i) = out}(3) A outy(i) = out}(i)
A h1{ing, ing, ing} =t1{in;, ing, in3}

and, thus, by (Consequence),
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(C1lIC2||Ca)1 CorSty sat 3t:  Vi:3k,d:k #1: outs(i) = f(ini(i)) A outy(i) = f(in](i))
A hT{iﬂq, ing, iﬂa} = tT{fﬂ;, ina, fﬂa}

Using h1{iny, iny, ina} = t1{iny, iny, inz}, we have that AJ_, Vi : t1in;(i) = h1in,(i). Hence

((C1]|C2|IC3)1 CorS') sat ¥i:3k,i:k #1: outy(i) = f(ing(5)) A out;(3) = finy(d))
By (Parallel Composition), we get

In||((CL}|CalIC3)1 Corsty sat  Vi:3k,1:k #1: outr(i) = f(ine(i)) A ont:(3) = f(ini(4))
A Vi, j - ing(3) = in(3)
Hence, by (Consequence),

In||((C1||C:l|Ca)1 Corst) sat Vi:3k,1:k #1: oute(i) = f(in(i)) A outs(i) = F(in(i))
and thus

In||((C1}|C2l|Ca)l Corst) sat Vi: 3k, :k #1: outr(i) = outy(i) = f(in(i))

By (Parallel Composition) and (Consequence), we add the voter and obtain the relation between in and
oul.

In||((C1||C3]|C3)1 CorSt)|} Voter sat Vi: out(i) = f(in(i))
Finally, by (Hiding), we obtain

(In]l((C1]|C2l|C3)t Cor<1))| Voter)\ {iny, in2, in3, outy, outs, oulz} sat Vi: out(i) = f(in(i))

8 Example II: The Alternating Bit Protocol

The alternating bit protocol [2], extended with timers, is a simple way to achieve communication over
a medium that may lose messages. Consider the duplex communication medium of Figure 2, where A
and M are media with fault hypothesis loss as already discussed in Example 5.

Sender S accepts via tn data from the environment, appends a bit to it, and sends it via m,,; the
value of the bit alternates for successive messages, starting with 1. Receiver R awails a message via myut,
and sends the bit via a;, as an acknowiedgement; R only passes the data via oul to the environment
if the value of the message’s bit differs from the value of the previous message’s bit, or if it is the first
message. Consequently, messages along M consist of data-bit pairs (d, b), such that daei((d, b)) = d and
bit((d, b)) = b. Medium A transmits bits. Under the alternating bit protocol, S keeps sending a message
via m;, until its acknowledgement arrives via @,4. The alternating bit ensures that R can identify
duplicates. '

In this section we will prove that ABP £ S| (M Loss) || (Al Loss) |} R satisfies the safety property
that Val(h{out) < Val(h1in). We use the following functions:

Definition 20 (Removal of duplicate messages) For a trace lezp of chan(M) x aM records,

{) if tezxp = (
RDMsg(tezp) = { RDMsg(texp,) if tezz = ilzpo"(c, (d, b)) and b = bit(val(last(tezp,)))
RDMsg(tezp)(c,(d, b)) if texp = tezpy(c,(d, b)) and b # bit(val(last(tezp,)))

<
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Figure 2: Duplex communication medium

Aout A Gin
>]
in ( g 5 ! R } out
)]
k Min M Moyt

Definition 21 (Removal of duplicate acknowledgements) For a trace terp that consists only of

chan(A) x oA records,

0 if tezp = () |
RDAck(tezp) = ¢ RDAck(lezp,) if texp = tezpy™(c, b) and b = val(lasi(tezp,))
RDAck(texpy)(c,b) if tezp = tezpy™(c,b) and b # val(lasi(tezpy))

Definition 22 (Sequence of data) For a trace texp of chan(M) x aM records,

40 if tezp = ()
Dat(tezp) ‘{ Msg(tezpo)'d if tezp = tezp,M(c, (d, b))

Definition 23 (Sequence of bits) For a trace texp of chan{M) x oM records,

. if tezp = (
Bit(tezp) = { git(texpo)“b :f inﬁ = il‘ﬂPoA(c, (d: b))

In the sequel we write i where we mean h1{chan(ABP).

The informal description of sender S given above can be formalized as follows.

S sat Dat(RDMsg(h1mis)) <! Val(h1in)
A Val(RDAck(hla,u)) X! Bit(RDMsg(htm;,))

Similarly, we obtain the following specification for receiver R.

R sat Val(h1out) X' Dat{ RDMsg(hTmoy))
A Val(RDAck(h1a;n)) <! Bit(RDMsg(hTmous))

Then, by (Consequence) and (Parallel composition), we obtain:
ABP sat Dat(RDMsg(h1min)) <! Vai(htin)
ABP sat Val(RDAck(hla,y)) <* Bit(RDMsg(hTmin))
ABP sat Val(hout) <* Dat(RDMsg(h1mout))

ABP sat Val(RDAck(htan)) <! Bitl(RDMsg(hTmou))

18
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From Example 5 we learned that (M Loss) sat Val(h1myu)< Val(htm,,) which implies that

ABP sat len(RDMsg(hTmou)) < len(RDMsg(h1mis)) (A5)
Also recall from Example 5 that (M | Loss) sat Vi : chk(h'(3)) = m,y : val(h'(3)) = val(last(K'[{] Tmin)),
with &' = h1{rs, Moy }. Since this property can only be invalidated by communications on m;, and
Moy, We conclude

ABP sat Vi : ch(h{i)) = mou : val(h()) = val(last(hi] T min)) . (AS6)
For medium A we obtain similazly . ‘

ABP sat len(RDAck(h1a,ut)) < len{ RDAck(hlain)) (A7)

ABP sat Vi : ch(h(i)) = aou: : val(h(i)) = val(last(h[i]1an)) (A8)
The crucial property of the alternating bit protacol is the following.

Lemma 7 {Persistency)

ABP sat Val(RDAck(hTaou)) =<' Val(RDAck(hlaiy))
A Dat(RDMsg(hTmou:)) <! Dat(RDMsg(h1ms))

Proof. See Appendix C. a
Then, by (Consequence), we have

ABP sat Dal(RDMsg(hTmoy:)) <! Dat(RDMsg(htmn))
which, by (A1) and (A3), yields

ABP sat Val(h1out) < Val(htin)

which shows that the alternating bit protocol tolerates loss of messages and acknowledgements.

9 Soundness and Relative Network Completeness

In this section we prove that the proof theory of Section 8 is sound, that is, we prove that, if a correctness
formula FP sat ¢ is derivable, then it is valid. Furthermore, we prove the proof system to be complete,
that is, we prove that, if a correctness formula FP sat ¢ is valid, then it is derivable. In fact, the prefixing
rule is not needed to establish completeness.

Theorem 1 (Soundness) The proof system of Section 6 is sound.

Proof. See Appendix D. o
As usual when proving completeness, we assume that We. can prove any valid formula of the underlying

{trace) logic (cf. {4]). Thus, using I ¢ to denote that assertion ¢ is derivable, we add the following axiom

to our proof theory.

Axiom 1 (Relative completeness assumption) For an assertion ¢,

o if B¢ .
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As in [19] we use the preciseness preservation property to achieve relative completeness. The intuition
is that, as long as the specifications of the individual processes are precise, so are the deduced specifi-
cations of systems composed of such processes. Informally, a specification of a failure prone process is
precise if it characterizes exactly the set of behaviours of the process.

Definition 24 (Preciseness) An assertion ¢ is precise for failure prone process FP iff

(i} [ FPsat¢. .

(i1) if chan(f) C chan(FP) and, for some v, (8,7) | ¢ then 8 € H[FP].

(iii) chan(¢) C chan(FP). ' <

Let I P sat ¢ denote that correctness formula P sat ¢ is derivable. Note that no proof rules were
given for the sequential aspects of processes, so our notion of completeness is relative to the assump-
tion that for a process P there exists a precise assertion ¢. This leads to the definition of nelwork
completeness.

Definition 25 {Network completeness) Assume that for every process P there exists a precise as-
sertion ¢ with - P sat ¢. Then, for any faifure prone process FP and assertion £, = FP sat £ implies
+ FP saté. <

The following lemma asserts that preciseness is preserved by the proof rules of Section 6.

Lemma 8 (Preciseness preservation) Assume that for any process P there exists an assertion ¢
which is precise for P and F P sat ¢. Then, for any failure prone process FP there exists an assertion £
which is precise for FP and I FP sat §.

Proof. See Appendix E. o

The following lemma asserts that any specification satisfied by a failure prone process is implied
by the precise specification of that process. Since a precise specification only refers to channels of the
process, and a valid specification might refer to other channels, we have to add a clause expressing that
the process does not communicate on those other channels.

Lemma 9 (Preciseness consequence) If ¢, is precise for FP and | FP sat ¢, then

E (¢1 A hi(chan(éa) — chan(FP)) = ()} — ¢2

Proof. Assume that ¢; is precise for FP, and that |= FP sat ¢, (1).
Consider any # and y. Assume that (6,7) | é1 A h1(char(¢s) — chan(FP)) = {) (2).

By (2), (6,7) |= ¢1. Since ¢, is precise for FP, chan(¢;) C chan(FP). Hence projection lemma (a)
yields (81 chan(FP),7) = ¢1, thus, once more by the preciseness of ¢, for FP, 81 chan(FP) € H[FP}.
By (1), (01T chan(FP),7) = ¢2 (3).

By (2), we have that (6,9) = h1(chan(¢z)— chan(F#P)) = (). Hence, 81(chan{¢s) — chan(FP)) = {},
and thus, 81 chan(FP) = 01(chan(FP) U (chan(ps) — chan(FP))) = 07 (chan(FP) U chan(¢2)). Hence,
we obtain from (3) that (87 (chan(FP)U chan(¢2)),7) E ¢2, and consequently, by projection lemma (a),
(6r7) h ¢2- m]

Now we can establish relative network completeness.

Theorem 2 (Relative network completeness) The proof system of Section 6 is relatively network
compiete.
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Proof. Assume that for every process P there exists a precise specification ¢ with - P sat ¢. Then, by
the preciseness preservation lemma, for any failure prone process FP there exists an assertion £ which
is precise for FP and - FP sat £ (1).

Assume = FP sat n. Since (chan(n) — chan(FP)) N chan(FP) = @, we obtain, by (Invariance),
F FP sat h1(chan(n) — chan{FP)) = () (2).

By (1) and (2), - FP sat £ AhT{chan(n) — chan(FP)) = (), and thus, by the preciseness consequence
lernma, the relative completeness assumption, and (Consequence), - FP sat 7. (]

10 Conclusions and Future Research

Starting from a SAT formalism, we have defined a trace-based compositional proof theory for fault
tolerant distributed systems. In this theory, the fault hypothesis of a process is formalized as a reflexive
relation between the normal and acceptable observable input and output behaviour of that process.
Such a relation enables one to abstract from the precise nature of a fault and to focus on the abnormal
behaviour it causes. With respect to existing SAT formalisms, only one new rule, viz. the fault hypothesis
introduction rule, is needed. We illustrated our method by proving safety of a triple modular redundant
component and the alternating bit protocol, using only the specifications of the components. The proof
of correctness of the alternating bit protocol that appears in [13] is also based on traces. There, a less
natural specification of the receiver, which contains the requirement that non-duplicate input messages
have alternating bits, evades the necessity to prove the property of persistency.

In this report we only considered safety properties, ignoring liveness issues. Since the underlying trace
logic is based on finite approximations, the proof theory we presented is not appropriate to deal with
liveness properties. To allow reasoning about liveness properties, trace logic can be replaced by a more
expressive logic, e.g. temporal logic. Then, instead of relating normal and exceptional communication
sequences, a fault hypothesis relates normal and exceptional sequences of states. Consider, for instance,
a system S whose state consists of 2 integers = and y, that is, STATEs = {0 | o : {z,4} -~ N }.
Assume that in a sequence s of staies a new state is recorded whenever the value of » or y changes. If
we allow transient memory faults to occur, then it is possible that, instead of some intended sequence
soid = (0,0), (10,0}, .., we observe s = (0,0}, (3,0),(10,0), ... because a fault affects the cell containing
x before it is assigned the value 10. Notice that, since we only allow transient memory faults, assigning
10 to = undoes the effect of the preceding fault. In a description where each new state is related to
its predecessor by stating which state variables have changed, transient memory faults can easily be
formalized as the insertion of a state at an arbitrary position in the sequence.

We have also abstracted from the sequential aspects of processes. To reason about these aspects,
often a proof system based on Hoare triples (see [6]) is more convenient. In such a proof system one
reasons about correctness formulae of the form {p}S{g} where S is a program, and p and ¢ are assertions
expressed in a first-order language. Informally, the triple {p} S{¢} means that if execution of S is started
in a state satisfying p, and if S terminates, then the final state satisfies g.

Besides finding a logic to express fault hypotheses more elegantly, an obvious continuation of the
research described in this report is the introduction.of time to the formalism, to allow reasoning about
properties of fault tolerant real-time systems. Then, the characterization that safety properties express
that ‘nothing bad will happen’ and liveness properties express that ‘eventually something good will
happen’ (see {10]) is, as indeed mentioned in {10}, no longer appropriate. Consider, for instance, a
communication medium that accepts messages via a channel in and relays them to a channel out. The
property ‘after a message is input to the medium via in it is output via ouf within 5 seconds’ is a safety
property, because it can be falsified after 5 seconds following an in communication, but it expresses that
something must happen. Hence, by adding time, the class of safety properties is extended and, e.g., also
includes progress properties.
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A Proof of the prefix closedness lemma

By induction on the structure of FP. (Base) Since the semantic function @ generates prefix closed sets,
the theorem holds trivially for #[P]. (Induction Step) Assume that the lemma holds for H{FP]:

(2) Assume 8 € H[FP, || FP,], that is, assume that, for i = 1,2, 81 chan(FP;) € H[FP;] (1) and
81chan(FP, || FP2) = 8 (2). Consider any ¢ < #. Since & < 8, we have that, for i = 1,2,
#'1chan(FP;) < 81 chan(FP;). By (1) and the induction hypothesis, we conclude that, for i = 1,2,
8'1chan(FP;) € H[FP;] (3). By (2), chan(8) C chan(FP,||FPy). Since 8’ <8, chan(§') C chan(f).
Consequently, chan(8') C chan(FP, || FP3) which means that & {chan(FPy || FPs) = ¢ (4). From
(3) and (4) we conclude that 8/ € H[FP, || FP.].

(b) Assume § € H[FP\ cset], that is, assume there exists a 7 € H[FP] such that r\ cset = 6. Consider
any & < 8. There exists a v’ < 7 such that 7'\ cset = #. By the induction hypothesis, r' € H]FP].
Hence & € H[FP\ cset].

(¢) Assume 8 € H[(FPlx)], that is, assume that there exists a §y € H[FP] such that, for all 7,
(60,6,7) = x. Consider & < 8. Using ¥ = (v : t = '), t fresh, we have (6y,8,%) = x. Since
8 < 8, we have (60,0,9) E t X h. Consequently, (6¢,0,%) = x At < h. By the syntactic
restriction on x, we obtain that (84,0,%) |E Hotg <X heta : X[t/ to1a/hoid]- Thus there exists a
8" such that (60,8, (¥ : torg » ")) = toid < hota A x[t/h,to1d/hoia). Consequently, we have that
8" < 6y and hence (8,8,(F : toia = 0")) |= x{t/h,toia/hoid]- Then, by the substitution lemma,
B”,?(t) (¥ : tota — ) | x. Since ¥() = # and t and 1,4 do not occur in x, we obtain
(8”,¢,9) |= x- Since 6y € H[FP] and 6" < g, the induction hypothesis yields 8” € H{FP], which
proves 6 € H[(FPlx)].

0

B Proof of the composite fault hypothesis lemma

It is sufficient to prove that H[(FP1(x1lx2))] € HI((FPlx1)lx2)]- We will even prove equality of these
two two sets,

Assume 0 € H[(FP1(x11x2))], that is, assume that there exists a 8o € H[FP] such that, for any 7,
(f0,6.7) = (x11x2). By definition this equals (6y,8,7) = 3t : x1[t/h]) A x2[t/hoid], i.e. there exists a 8,
such that, for ¥ = (v : ¢ — 81), (65,6,7) F xa1[t/B] A x2[t/ho1d]. Observe that T[t)(f0,8,7) = ;. By
the substitution lemma, (6, 8,%) E xa{t/h] A x2(t/how] iff (f0,61,7) E x1 and (61,8,%) E x2- Hence,
8 € HI(FPI(x11x2))] iff there exists a 8; € H[FP] such that, for any 7, there exists a 8, such that
(60,01,7) E x1 and (01,6,7) = x2- Then, 6 € H[(FP(x1 lxz))] iff there exists a 8; € H{(FPlx1)] such
that (61{0,7) | x2- Equivalently, 8 € H[(FP(x11x2))] iff ¢ € H[((FPIx1)Ix2)]-

C Proof of the persistency lemma

By induction on the length of A.
(Base Step) The case h = (} is trivial.
(Induction Step) Assume that the lemma holds for £, that is,

Val(RDAck(tlaoye)) X' Val(RDAck(t1a;n)) (1),

and

Dat(RDMsg(t1mou)) X' Dat(RDMsg(i1min)) (2).

Four cases need examination:
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1. h =t"(myy,(v,b)), where b # bit(val(lasi(t]min)}).
By (A2), we have that len(RDAck(hlaow)) <' len(RDMsg(hlmi,)). Since t < A, by (A2)
and (Prefixing), we obtain len(RDAck(t]aou)) <' len(RDMsg(t1m;s)). Then, because
h = t"(mn, (v, b)), we conclude that len(RDAck(tfa,u:)) = len(RDMsg(t1min)) (3).
Since ¢t < h, we have, by (A4) and (Prefixing), Val{ RDAck(tTain)) <! Bit{ RDMsg(t1m,us)).
Then, by (1), we obtain that Val{RDAck{tTa,ut)) < Bit(RDMsg(tTmey:)). Consequently,
we have len( Val(RDAck(tTa,w:))) < len(Bit(RDMsg(tTmou))), from which we conclude
that len(RDAck(t1aoue)) < len(RDMsg(tTmoun)) (4).
By (2) we have that len(RDMsg(tTmou)) <! len(RDMsg(tTmis)). Hence, by (4), we
obtain len(RDAck(t1aou)) < len(RDMsg(i1mou:)) <! len(RDMsg(tim;,)). Finally, by
(3), we have len(RDMsg(t 1 mou)) = len(RDMsg(t1m,y,)), from which we conclude, by (2),
that Dat(RDMsg(tTm,u)) = Dat(RDMsg(tTmi,)). Then it is obviously the case that
Dat(RDMsg(h1mou)) <' Dat(RDMsg(htm,,)), from which the theorem follows.
2. h =tMmeye, (v,5)), where & # bit(vel(last(tTmoun))).

By (A4), we have that Val(RDAck(htain)) <! Bit(RDMsg(himou)). Since t < h, we
obtain, by (A4) and (Prefixing), that Val{RDAck(tTais)) <! Bit(RDMsg(t1mou)). Hence,
we conclude that Val(RDAck(t1a;s)) = Bit(RDMsg(tTmou:)). Then, by (1), we obtain
that Val(RDAck(tTaou)) <! Bit(RDMsg(t1m,y,)), from which we can easily conclude that
len(RDAck(]aou)) <! len(RDMsg(t1m,u:)) (5).
Since ¢ < k, by (A2) and (Prefixing), len{RDAck(t1a,u)) <' len(RDMsg(tTmin)) (6).
Since t < h, we have, by (A5) and (Prefixing), len(RDMsg(tTmout)) < len(RDMsg(t1miy,)).
Then, by (5) and (6), len(RDMsg(ttm,u)) <! len(RDMsg(ttmin)) (7).
Assume that len(RDMsg(1Tm,u)) = len{RDMsg(t1m,,)). Since b = i*"(mou, (v, b)), with
b # bit(val(lasi(t1mour)}), we obtain len(RDMsg(hTmou)) = len(RDMsg(himin)) + 1,
which is in conflict with (A5). Hence, by (7), len(RDMsg(t1mout)) <! len(RDMsg(t1m,)),
which, using (2), yields that Daf(RDMsg(ttm,y)) <! Dat(RDMsg(t1mis)). By (A6),
v = msg(val(last(h[len(h)]Tm;n))), or, equivalently, v = msg(val(lasi(t{mi,))). Then,
Dat(RDMsg(h1mou)) = Dat(RDMsg(h1m;,)), from which we conclude that the theorem
holds.

3. h=t"a,b), where b # val(last(tTai,)).
By (A4), we have that len(RDAck(hTain)) <! len(RDMsg(hlmgy)). Since £ < h, by (A4)
and (Prefixing), we obtain len(RDAck(t1ais)) <! len(RDMsg(tTmoyue)). Then, we conclude

that len(RDAck(t1ain)) <! len(RDMsg(t1mout)) (8).
By (2), we have that len(RDMsg(tTm,u)) <' len(RDMsg(t1m.s)). Then, by (8), we con-
clude that len(RDAck(t16in)) < len(RDMsg(tTm;y,)) (9).

Since t < h, by (A7) and (Prefixing), len(RDAck(t1aou:)) < len(RDAck(ttais)), which
leads, by (9), to len(RDAck(t1aou:)) < len(RDAck(t1ain)) < len(RDMsg(t1mis))  (10).
Since t < h, we have, by (A2) and (Prefixing), len(RDAck(11aou:)) <' len(RDMsg(t1min)),
which, by (10), yields that len(RDAck(tTao,u)) = len(RDAck(t1ain)). Hence, by (1), we
obtain that Val(RDAck(iTaou)} = Val(RDAck(t1ais)). Then, it is obviously the case that
Val(RDAck(hTaou)) <! Val(RDAck(hlaia)), from which we conclude that the theorem
holds.

4. h =1"(aou,b), where b # val(last(t1aoye)).

By (A2), we have Val(RDAck(hlaou)) <! Bit(RDMsg(h1m;,)). Since t < h, by (A2)
and (Prefixing), we also have Val(RDAck(t1a,y:)} <! Bit(RDMsg(t1mi,)). Hence, we
conclude that Val(RDAck(ilaou)) <! Bit{ RDMsg(t1my,)), from which we can conclude

that len(RDAck(t1aou)) <! len(RDMsg(11miy)). (11).
By (2), we have that len(RDMsg(t1mouw)) <' len(RDMsg(t7mis)). Then, by (11), we
conclude len(RDAck(t1aou}) <* len(RDMsg(tTmou)) (12).
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Since ¢ < h, by (A4) and (Prefixing), len(RDAck(t1ain)) <* len(RDMsg(t1m,w))  (13).
Since t < A, we have, by (A7) and (Prefixing), len(RDAck(t1aout)) < len(RDAck(t1ain)).
Then, by (12) and (13), we conclude len(RDAck(1Taou:)) <! len(RDAck(t1a:n)) (14).
Assume that len(RDAck(t1aou)) = len(RDAck(t1ain)). Then, since h = t"(a,ue, b), where
b # val(lasi(t1a,y:)), we obtain len{RDAck(hta,y:)) = len(RDAck(hta;s)) + 1, which con-
flicts with (A7). Consequently, by (14), len{ RDAck(t1a,u:)) <! len(RDAck(i1a;s)), which,
combined with (1), yields Val(RDAck(tTaou)) <* Val(RDAck(t1a,s)). Finally, since, by
(A8), we have that & = val(last(h[len(h)}1ain)), or, equivalently, b = val(last(t1ain)), we
obtain Val(RDAck(hlaou:)) = Val(RDAck{h1ain}), from which we conclude that the theo-

rem holds.

O

D Proof of the soundness theorem

D.1 Soundness of the consequence and conjunction rule
Trivial.

D.2 Soundness of the invariance rule

Follows from the fact that if # € H[FP] then chan(f) C chan(FP). Thus, csei N chan(FP) = @ implies
chan(6) N cset = @,

D.3 Soundness of the parallel composition rule

Suppose chan($1) N chan(FP2) C chan(FP,), chan(d2) N chan(FPy) C chan(FPy) (1).
Assume k= FPy sat ¢, | FP, sat ¢» (2).
We have to prove | FP,{|FP;sat ¢; A ¢2. Consider any 7. Let § € H[FP,||FP;]. By the defi-
nition of the semantics, we have, for i = 1,2, 8T chan(FP;) € H[FP;] and 01 chan(FP,||FP3) = 6.
Since 81 chan(FP;) € H[FP.], we obtain, by (2), (61chen(FP;),y) E ¢i. By projection lemma (a)
((61 chan(FP,))1 chan(¢:),7) | @1, thus (81 (chan(FP;) N chan(é:)),y) E ¢i.

By (1), we obtain that chan(FP3) N chan(é,) C chan(FPy) N chan(¢,), from which we conclude that
(chan(FP3) N chan(é1)) U (chan(FP1) N chan(¢1)) C chan(FP1) N chan(¢;). Consequently, we have
that (chan(FP3)N chan(g2))U(ckan(FP)Nchan(¢y)) = chan(FP;)N chan($;), from which we deduce
chan(FP1) N chan(¢1) = (chan(FP1) U chan(FP3)) N chan($y) = chan(FP,||FPg) N chan(¢1). By
similar reasoning, chan(FP3) N chan(dz) = chan(FP1||FP3) N chan(¢z). Consequently, for ¢ = 1,2,
(01 (chan{FPJFP2) N chan($)),v) k= ¢;. Hence, ((01(chan{FP,||FP3))1chan(é;),y) | i, which
leads to (61 chan(¢;),7) = ¢:, and consequently, by projection lemma (a), (#,9) k= é:;. This proves
}: FPllIF.Pg sat 451 A 452.

D.4 Soundness of the hiding rule

Assume = FP sat ¢ ’ (1),
and chan(@)Ncset = O (2).
We show FP\cset sat ¢. Consider any 7. Let § € H[FP\ cset]. Then there exists a §; € H[FP] with
0 = 6\ cset. By (1}, (6,,7) | ¢. Since, by (2), chan{¢) C CHAN — cset, projection lemma (a) leads to
(1 1(CHAN — cset), v) | ¢, and consequently, by definition, (8, \ eset,¥) = ¢. Hence, (8,7) E ¢.
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D.5 Soundness of the fault hypothesis introduction rule

Assume |= FP sat ¢ (1). Consider any y. Let 8§ € HJ(#Plx)]. Then there exists a 8 € H[FP] such
that, for all v, (f0,8,7) E x. By (1), for any 8, (85,.00,%) k= ¢, thus also (85,80,7) | ¢. Let, for
fresh ¢, ¥ = (v :t — 0p). Since ¢ does not occur in @, (6o,00,5) = ¢. Observe that T[t)(80,8,7) = o,
thus (8o, T[t](%0,9,7),7) E ¢. By substitution lemma (a) we obtain (8g,8,%) | ¢[t/h], or, by the
correspondence lemma, (8,%) | ¢[t/h] (2).

Since (8p,0,9) E x, we have (T[t](#0,6,%),8,7) E x- Applying substitution lemma (b) leads to
(00,0,9) & x{t/how]- Since h,ig does not occur in x[t/hog], the correspondence lemma leads to
(8,7) E x{t/hoid] (3). '
From {2) and (3) we obtain (8,(y : ¢t — 6)) E ¢[t/h] A x[t/how), from which we may conclude that
(6,7) =3t : $[t/B A xt/hotd].

D.6 Soundness of the prefixing rule

Assume | FP sat ¢ (1). Consider any y. Let # € H[FP]. By (1), (6,7) | ¢. For all & =< 0 we
have, by the prefix closedness lemma, that & € H[FP], and thus, by (1), (#',7) = ¢. Let t be a fresh
logical variable. Then, as ¢ does not occur in ¢, for all &' < 8, (¢/,(y : t — 8')) | ¢. Equivalently,
(T[)(60, 0, (v : t — &), (7 : t — &) E ¢. By substitution lemma (a) (¢',(y : t — 8")) |= ¢[t/h], for
all ¥ < 0, and thus, as h obviously does not occur in @[t/h], for all &' <X 6, (8,(y : t — &) E &ft/A],
and consequently, for all &, (6,{(y:t—#')) =t <h — $[t/h]. Hence, (6,7) EVL:t < h — @[t/h], ie.
(8,7) EVt < h:¢[t/h]. Thus, = FPsatVt < h: ¢[t/h].

E Proof of the preciseness preservation lemma

By induction on the structure of FP. (Base) By assumption, the lemma holds for P. {Induction
Step) Assume that the lemma holds for FP:

(2) Assume F FP, sat ¢, and I FP, sat ¢9, with ¢; and ¢, precise for FP; and FP3, respec-
tively. Since, by the preciseness of ¢; for FPy, we have chan{dy) C chan(FP,) (1), we
conclude chan($;) N chan(FP3) C chan(FP,) N chan(FP3} C chan{FP,). Similarly, using
chan({¢z) C chan(FP3) (2), we obtain chan(¢2) N chan{FP,) C chan(FP3). Thus, by apply-
ing (Parallel Composition), we obtain - FPy || FP; sat ¢; A ¢2 {3). We show that ¢; Agy is
precise for FPy || FP3.

(1) By (3) and soundness, we obtain |= FP, || FPy sat ¢; A ¢2.

(#1) Let chan(8) C chan(FPy || FP3) (4) and assume (8,7) = ¢1 A ¢2. Then, by (1) and
projection lemma (a), (87 chan(FP1),v) |= ¢,. Consequently, by the preciseness of ¢;
for FP,, we conclude 81 chan(FP,) € H[FP:] (5). Similarly, 81 chan(FP3) € H[FPz]
(6). Finally, by (4), 81 chan(FP, || FPy) = 8 (7). Then, by (5), (6), and (7), we
conclude that & € H[FP, || FP2]. '

(#5) By (1) and (2), we conclude chan(¢,) U chan(¢z) C chan(FP) U chan(FP2). Hence,
by definition, we have chan(¢, A'¢2) C chan(FP, || FP2).

{b) Assume - FP sat ¢ (1) with ¢ precise for FP. Define

-~

¢ = 3t:¢[t/h] A h1(chan(FP) — cset) = t1(chan(FP) — cset)
We show that - FP\ csel sat a, and, furthermore, that a is precise for FP\ cset.

Lemma 10 ¢ — ¢

Proof: Assume (#,7) |= ¢. Let, for fresh t, 7 = (y : t — 8). Then, (8,7) k& ¢,
and, trivially, (8,5) = #[t/h] A h1(chan(FP) — cset) = t1(chan{FP) — cset). Hence,
(6,7) k=3 : ¢[t/B) A h1(chan(FP) ~ cset) = t1(chan(FP) — cset). o
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By Lemma 10 and the relative completeness assamption, we obtain - ¢ — é. By (1) and
the consequence rule, - FP sat é. Note that, by definition, chan(3t : ¢[t/h]) = O, thus
chan(@) = chan(FP) — cset, and hence chan(¢) N cset = @. Then the hiding rule leads to
b FP\ cset sat ¢ {2). It remains to be shown that @ is precise for FP\ csei.

(i) By (2) and soundness, we have | FP\ csef sat é.
{(i¥) Let chan(#) C chan(FP\ cset) (3) and, for some 7, (6,7) E ¢. There exists a 7 with

(8,(y : t — B)) & 6[t/h] A h1(chan(FP) — cset) = t1{chan(FP) — cset)  (4)

Then, by substitution lemma (a), (5,(7 11— 5)) = ¢, and thus (§, 7) E ¢. Hence,
by projection lemma (a), we have (aT chan(¢),v) | ¢. Since, by the preciseness
of ¢ for FP, chan(9p) C chan(FP), we obtain (§Tckan(FP),7) = ¢. Obviously,
chan(afchan(FP)) C chan(FP), so, by the preciseness of ¢ for FP, we have that
aTckan(FP) € H[FF). Since, by (3), chan(f) C chan(FP) — cset and, by (4),
61(chan(FP) — cset) = af(chan(FP) ~ cset), we obtain @ = o1 chan{FP\ cset), and
thus ¢ = (aT chan(FP))\ cset. Hence, 6 € H[FP\ cset].

(#51) Since chan(a) = chan{FP) — cset, we have, by definition, chan(a) = chan(FP\ cset).

Assume  FP sat ¢ (1) with ¢ precise for FP. Define 35 (élx), that is

é = 3t:glt/h) A x{t/hot)

Then, by (Fault Hypothesis Introduction), - (FP1x) sat ¢ (2). We show that ¢ is precise
for (FPlx).

(3) By (2) and soundness, we have |= { FP!y) sat é.
(ii) Let chan(®) C chan(FPlx) (3) and assume, for some 7, (6,7) | #. Consequently,
there exists a # such that (8, (y : t — 8)) [ olt/hIAxIt/ hotd] (4). Then, by substitution

lemma (a), (9 (v:t— B)) k= ¢, and thus, since ¢ does not occur free in ¢, (9 7 E ¢
Since we have, by the preciseness of ¢ for FP, chan(¢) C chan(FF), we obtain, by pro-

jection lemma (a), (1 chan(FP),7) F ¢. Trivially, chan (81 chan(FP)) C chan(FP),
and hence, because of the preciseness of ¢ for FP, HTchan(FP) € H[FP} (5). . By the
correspondence lemma and substitution lemma (b), (4} leads to (8 O, (y:t— 0)) E x,
thus, since t does not oceur free in y, (6 #,7) E x. Since chan(x) C chan(FP),
projection lemma (b) leads to (61 chan(FP),6,7) E x (6).

Finally, by definition, (3) leads to chan(#) C ckan(FP) (7).

Consequently, by (5), (6), and (7), 8 € H[(FPIx)].

(i#) By definition, we have that chan(¢) = chan(d[t/h]) U chan(x[t/ho1d]) (1). Clearly,
chan(x[t/how]) C chan(x) (2). It is also obvious that chan(g[t/h]) C chan($), and,
since, by the preciseness of ¢ for FP, we have that chan(¢) C chan(FP), we conclude
chan(glt/h]) C chan(FP) (3). By (1), (2), and (3), chan(@) C chan(FP) U chan(x),
that is, ckan(@) C chan(FPly).
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